2744
274 k

T7ANIRILDZT AR NERY B
J—9 J7A4I)IL kST MY

WRONEY T T, 774N T =T AX2 b, B—0)V <V T =7 580, BIRYOAT.
FXTFYENLT AN, BEOFRY hU—2 T AN h V=7 M) OEERLET,
CTTANARY NIV 2T AR N Ry NT—7 Ty A0 TV =7 FUIZO0
T (1)
T TANBIRIINAT =T A X (2°3—)
s a0 —J)L <)L =7 5347 (Local Malware Analysis) (21 ~X—3)
« #1087 (Dynamic Analysis) (21 ~X—71)
o 77 ANGHTERHE (25 _X—2)
XX TTFX TrANETFAN AP L= (28N—)
e XY NU—7 Ty AN vF7¥=7 FU (37%—Y)

NUOKMNRILODZT7 ANV EERY NT—D
ST R)IZDLVT

VN =T OFBEERE L TR LS < §7 5729, Firepower ¥ A7 AD 7 7 A JVHIEHL, 1>
FNI—=2 774N T7Y=7 b BEORY N =TT AMP D% =2 i R—3 2 M2 & -
T T=AAT7 T7ANNDIAT 2T 77 AV ERANENTZT 7 ANV EZTLT 7 A4 VD
[tz BN, v 7 F v, o, v r5E. BIXOMEIIS LTI ry 7 TEET,
Flo, VAT AEMERD AMP for Endpoints DEFRIZHE LT, A%y, /LU= T,
BLOWEO L a— FEREOIKME I0C) A »HR—FTEET,

AVTHA NI AT —F BLOVAR— MEREEZHERAT L L, BRt/Fxy 7 F v/ 7 vy
SNTET7ANESTNLT = TICOWTEYFELLECEET, o, A2 FEMH L TH
BARY v—EXE N T—L7eh, EFA—/, SMTP, F7iLsyslog 2L DT 77— K EFIT
L7422 TEET,

T7AWRILNDIT AR RERYNT—D T7AIL bZDH RY) .



TFAIRILIZT AR RERY RT—=0 T7AL F52z 9+ |
B o rssu=nmz7axur

\}

GE)  Firepower A7 A TlE, Unicode (UTF-8) X FAMHT 27 7 A VA DOERRB LA
A—hrENFET, 7272 L., Unicode D7 7 A VAL PDF LR — MIE# SN TR RIIN
4, £7/2. SMB 7 ha il Lo T, 77 A NVZOHIRIAREERLFENE ) 4 RICEE# 2

bIET,

T774ILELVIILDIT7 AR+

Firepower Management Center | X, S EIERF A TOT 7 ANBINv LT =T A X haen
TR TE R T, lx DAy MIBETDIEHIT, A2 b OERT k& ARERIZIS CT
R0 ET,

e T AN AR NEE, Ry U= AT AMP IC Lo TR SN~ Ly =T 25T
TrANEERLET, 77 A A2 MIiE, AMP for Endpoints B D 7 ¢ —/L R
BENEE A,

e N T T AR NEE, Ry T —Z AT AMP F 7213 AMP for Endpoints {Z & > T
HENE~L T =27 2B R LET, £/, AT =27 A X0 M, AF v 0B R L,
AMP for Endpoints O A5 OFELSN DT — 4 ek T& 7,

LM ARRIT 4T NI 2T AR NEE, ME (7 ANNDBTILT 2T NE D)
NEBIN, Xy NT—ZHITFAMPICE > TR ENE 77 AV EERLET,

N

CE) Xy FhU—JHITAMPIZE > Tl u=T & LT ENZ7 7AW, 77 A4 A4 b
NI 2T AR NOW G EAKRLET, =2 RRA U FR—=2DVT =T A2 MZ
W, ST D277 A0 A4 MIH Y FH A,

TJ74ILAREEBLUTILYDIT7 AR CNDIELE

T74IL AR B
AT AT, BIERBEINTVWA 77 AL RY —DNL— Ui - T, EHERTRT A AN
Fy NI—T NI T7 4w NOT7 7 A NVERBEZIEIT ey 7 Lz e XIERSINZT 7 A4V
AR NEFLERLET,
VAT LENT 7 AN AR NEERT OB, O LEITH)> T 78R 3 hr—L b—)L
DOu FEEICERZ <. ¥ AT Al Firepower Management Center 7 — 4 ~— X ~ D B#H 3~ 5
BOKDY Ltk L £,

. TF7ARIIIT AR bERYNT—D T7A4IL 3D Y



| 274MRLI T ARV RERYRT—=2 T7AL LSS MY
*

Y RT—=OR=ZADIILIDTT AR+

VAT NI, BERT 78 A 2y hr— L EED

YRT—=IR=ZADIILITT ARV (v FT—Y @I AMP)

(R kT—2 [T AMP)
SELLT, Xy hT—2 FF T4 v

D=Ly T HRHTEET, *v PU—Z T AMP L, #RELTHELEARY oMY
L, VDI TEDIIC L TN =T BRHENTZDICET 220 TV AFaT VT —X
EEtew T AR AR TEET,

R1: XY FT—DRITAMPTODRIILIIT7 ARV MDEKIFTIF

Ry R T—5REFAMPIZE DT 7 A LIRHEEDEE

31

AMP 7 77 RIZ7 7 A VOMWEIZHONWTZ = 2170 (=
N2 T 7T RNVl T v T aFET) . 7 VIR
L7256

N7, 7 U=, FRITIARH

AMP 7 74 RIZ7 2V &{To72b DD, Bkt &M TX
R, OB T 74 ROAFIHARE TR WS

FSRR T

COMWEEZFOA XY MITLS DTN TH LW RENRH Y
F9, T SZBEIETT,

77 AVCEEAT DTV EBA TN, 77 A NVE
BHLEZ7 740V R —CEREINZYL T =T LE
VMEDERA 27 # B2 %G, e —h1r <Ly =
TN TV T = 7 kB S 5e

)T

Tr7ANPHAZ LEHY A MCRESNTWDEEHEA (F
Tl 2T L T—7 ENTWBIES)

VN

- 2l

Tr7ANNT Y =2 JARNIREINTWDLIEA (FH)
T U —r e L Tv—2Z INTWAES

7=

LFAORRGTF AT INNDIT AR (v FT—25FHIT AMP)

Fy hT—2 NI 7 4 v 7 TRIHENTE VY =7 O%E,

WENEDDLZENHY 7, -

ExIE, AMP 7 7 U RICK D HEDRER, UANEZ V—rThirEEZEX LN TV T 7 AL
BEFNT =T L LTHMNEND L)oo 7zh, 0, DV~ =7 Ll Sz
Ty ANVNREBRIZIZZ V=2 Thol DT AR 3, Ll Lz 7 A VO
BNEDDHE, AMPZ 77 RNV AT JMIEMLET, TOHA, LLFO2o08 TbihvEd,

» Firepower Management Center 2387 LWL R AR T 4 T w7 =7 A X NEERLE
‘a‘o

ZOFHLNWL ha AT T 4Ty =T A2 NI, gio@EICHmE S, [T SHA-256
Ny YV afiEFORI LT R TOT7 7 A VOWEEL 2R LET, TOD, ZNHDA X
v MRS E#H  (Firepower Management Center (ZPEEZE B %@ A S iz HFE, #HT L
WHEE, 77 A VD SHA-256 Ny v aflil, BEOEBAL) BEERET, IPT FLAR
oz 7X A MERITEZENET A,

T7AWRILNDIT AR RERYNT—D T7AIL bZDH RY) .
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B = cfRro rR—207LH 7 4R (AMP for Endpoints)

TV RRA Y bR—

» Firepower Management Center [X L k2 A7 7 ¢ 7 A X2 N OREHEF 5 SHA-256 /N v > =
EZ2FFOT TITRMIEFE LD 7 7 A NDT 7 A NMEEZET L LT,

7 7 A )VOME D Malware ICZEH Z41% & | Firepower Management Center |87 L VY~ /L
VT ARY NeT—Z_X— 2 LET, BILWHEEAZRE, 2oLy rr =T
AR FOFERIT. 77 ANADPEINHRE SN L ZITERINTZT7 7 AV A X FDE
D ERLTY,

T ANVOWEN[Z U —2 (Clean) IZEE SiL7-%E . Firepower Management Center |
EDXNT =T AR I\%ﬁﬂf‘?biﬂ‘/u ﬁ?b@ I, ARV MIWEOEE N KM SV E
T DFEV, wAT=T T—TINEENR[Z UV —> (Clean) 1D 7 7 A AR E D HIL
5_k#%0i¢#\%ﬂi%@774WWWW7W?IT&%%éhf“t%ﬁﬁﬁf
T, AT =T ELTHAENTZZ LRV T 7 AUE, 77 ANDT —TIIUZDBED
bNET,

ADTIL2 T A4~k (AMP for Endpoints)

#H##% T AMP for Endpoints 2 L TW A 5EIEL, lx O2—HF R RARA o MIEE IR
JH (A Ea—FBLPESNMNVTNAR) ZROMTET, ax7 23, 774007 v
Tr—R, Fyrue—R EZT, B, at— BRI EOBEELIT ORI v A LV EREL
F9, ARTHITAMP 7 77 REBEL T, RERROZ 7 A MV T =T BEEND )
EDMmEHWr L ET,

T ANNRZNT =T ELTRESNTZEES., AMP Y 7 7 RIZRE LB O % Firepower
Management Center |25V £3, EHIZAMP 7 77 Rk, AFx v, W, FETo7myF
7. 779 Ry a—il thofEEOT — ¥ % Firepower Management Center (235595 Z &
% C& £, Firepower Management Center [ 2L HDIF#RA YLV T =27 A X hEe L TRZIC
ek L ET

GE)

IV RRA Y IR—ADw NI =T A X P THEINDIPT LA, Xy hU—7 < v
T (LT, BE=4%E8 Ry NU—27128) GENRWEALHY E3, B, 2774
TUAD LYV BEXOREOMOERIZ L - Tid, AMP forEndpoints IZ L > TE=4 L5
BANOTZ FRA BN, Xy FU—Z [T AMP ICL > TE=XENTWVAEHD LR UARA
N THEZBRWATREERH D £77,

TJ7AILEELVINLDIT AR CDT— 70—DER

AYX—bk 4t |REDFAELVR | YR—rENET | YR—FENEHF |7 EX

VR INA R A2

BEREIZ)S UCH e | BERRICIG U TR |[fEE  (Any) f£& (Any) Admin/Any

% % Security Analyst

ROFNEEFHLT, 7—TNAHNOT7 7 ANNBLIR~L T =T A X FEFRRL,

ERANEE:Y

. TF7ARIIIT AR bERYNT—D T7A4IL 3D Y

ST B

ICEDONTA R b Ea—2BELEY, ANV MITI7RALLEZICEREIND
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Jranssveryz7 4Avk 74—k |

—VNE, V=277 —lXoTRRVET, V= T7u—F, KRELPRE2—00FM%
—IBENL CTA Ry FEFHlT D720 HTE 5, —HOR—TTT, o, FED
S REE TR T E2RETRTAIARAZ L TV — T 70— 5B TH b TXET,
IV F RAAL VEBRRETIE, IEDO RAAL LV EFRRNAAL L OT— 252K RTHILENTE
T4, BV D RAAL CERIEIRB RAAL DT =2 2R+ LITTEETA,

FIE

RONWTIINEFETLET,

[ 4T (Analysis) | >[Z7 74 JL (Files) |>[Z 74 )L 4 X2 |+ (File Events) |
[72#7 (Analysis) | >[Z 74 )L (Files) |>[YILDTT7 4 X2k (Malware Events) |

Evh ARV EFDT— 7/I/E1%'Cﬁ . DT 4=V RIRT 7 4L R TCHERRITE T
79, /X Ea— 95&‘%774%/1/%%2%7#6 L. RBEHOZ R L, [
& 7= 757 2 (Disabled Columns) | D FD 74—V K4 %7 U w7 LET,

Evb REOT A NP SN B E T ICRRTDHICE, TN TTF =y IRy
AEMBEHLTZ7 7ANVEZERLTD, [Y¥ Y (Qumpto) | Rry 77X o U R
kT [##5i 1 X & (Connections Events) ] Z3®R L £,

EVh AT arEFRTAICI. T ANOEBEELAE Y v LET (T a onE
IREN2WEILHY ET) .

MErEY Y
Tr7ANVBLIRYNLT 2T A XN 74— LK (5§—)
EREHRT 7ANDT —7 71—
ERBH~NT 2T DT —7 70—
AR N Ea—f&EDHRE

TJ774ILBELEUVTILY9TIT AR T4—ILK

)

U—7 7a—%FH L TERBIUBBTEZ LIV T 2T A X2 MO, 207312
ARNTDHTZ 4=V ERHY F9, ARDA X M TRHAMBEZRERIZ. WO, EDXHITAERK
ENTEMNCE TR ZLICHEBE LT EEY,

G¥)

Fy FT =T AMPIZ L > Tv =7 & LCGRINENTE 7 7 A ME, 7740 A4 X0 b
NI 2T AR NOWMGEERLET, T FRAS L bR—=ZADTLT =T A X2 MZ
X, ST 277 ANV AN MIHY EH A, T2, 77 AL A~ MTIX AMP for Endpoints
Blh#ED 7 ¢ — /L RiIH Y A,

T7AWRILNDIT AR RERYNT—D T7AIL bZDH RY) .


fpmc-config-guide-v62_chapter102.pdf#nameddest=unique_2483
fpmc-config-guide-v62_chapter102.pdf#nameddest=unique_2482
fpmc-config-guide-v62_chapter3.pdf#nameddest=unique_108

TFAIRILIZT AR RERY RT—=0 T7AL F52z 9+ |
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742 < 3> (Action)

TrFANERHBLET 7 AL R — —UIEE LT 7Y ay, BIXOEETS T 74
VT Iary AT al,

AMP %~ 5 K (AMP Cloud)

AMP for Endpoints 1 X h 23FE[E I 7z AMP 7 7 7 RO,

F7FUHr—a> J74I)L% (Application File Name)

AMP for Endpoints # H3M Tz L &2, VU =T Z7AMIT 7 8ALTWEZ T4 T
YT TV r—vay, INLOT TV =y aridFry NI RHERET Y r—va
A & XER B Y FE A

T r— 3> 774 )L SHA256 (Application File SHA256)

MM To 7z & 12, AMPforEndpoints Tl Sz, FiEBBicn7 v AT 7k
A LB T 7 A LD SHA-256 D/~ > =l

77— 3> 7o bajl (Application Protocol)

BHXMBRT N, ABNT 7 ANVERHE LI N 7 4 v 7 THASND T 7V r—rar7e bz
IV,

FFUr—ary Fabka)ll hT73) Ef1EH 5 (Application Protocol Category or Tag)
TV = a yOREEABIET D DKL, T r—a v ORE AR IETE,

FFUr—a>d) RS (Application Risk)

Bt SN T SV r—vay 8774 vy 7 I oY 27, THEFEIZEW (Very
High) | . [& (High) J . I (Medium) | . & (Low) J . TFEFITMEVY (VeryLow) |
DWTNERD 4, B ThRESNEZT ) r—va g4 720, BEdTs) 20
NHVET, ZO7 44—V KTIE, TNLHOIBLELAWVLORFERINET,

7—h4A TFRE (Archive Depth)
T=AAT TZ7ANVNTT 7ANVBFRA SR L~V (FFET256)

7—7h4 T4 (Archive Name)

NI =T T ANBEEMSTONTWDET—h AT 77 A0 (FETDIHS) 04T, 7—
AT 77 ANDONEZRRT DHITIEL, [HHT (Analysis) 1>[7 7 A /v (Files) [IZHDH, 7T —
HAT 77 AND—ERERINDINVTNNOT—TIVBEIL, T—IA 7 774 NVDT—
TNOITEHEI7 V7 LTarsTX AL A=ma—%H0NTnb, [7T—0A4 7 ONEDORR
(View Archive Contents) 1 %27 U v 7 LE7,

. TF7ARIIIT AR bERYNT—D T7A4IL 3D Y
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Jranssveryz7 4Avk 74—k |

7—74 7 SHA256 (Archive SHA256)

N =T T AINEEMTENTND T —H AT T A I (FAETDHHE) O SHA-256
Ny Vafll, T—HAT 77 ANONEEZLRT DL, [0 (Analysis) 1>[7 7 A /L
(Files) 1iZ&D, T—HAT 77 AND—ENERINDINTNNOT =T MZHBH L,
T—=HAT T7ANDT—=TNDITEA7 V7 LTIArTHARN Ama—%20Thb,
[7—H A7 DONEDZFER (View Archive Contents) | %27 U v 7 LET,

ECHRREDEEM (Business Relevance)

B TR SN T 7V r—ray NI 7 4w ZIZBET D BV ABJHENE ¢ Very High,
High, Medium, Low, F72(X VeryLow, #fi CHRIHSNTT 7V r—ao& 472812,
BEST 2 R AEEEDNHY £3, TOT7 44—/ FTIE, £bHD 9 HbENE O (B
N BIRW) NFERENET,

HT 31 (Category) /7 7AIL 2 A T A5 (File Type Category)

Ty ANEATDO—RHII T TY (Office KXo A b T—UAT, ~AFAT 47T, 3
fTA[REZ 7 A )V, PDF 7 7 AV, T a—R Ty A, TT7T7 47 VAT L T7 A7
E) .

2547 >k (Client)

1 DORANTIETIN, 77 ANEFET DO —NIEKGFT D7 74T N T
=33,

254 F7 kAT EEIEE Y (Client Category or Tag)

TV = a O EBRET D DIRND, T r—a o OReE R R AL UE,

A 2 x—%1 (Count)
HEDOFR CATEERT 2/ EEH L72% D, SITOERIC—ET D14 X FDE,

%14 (Detection Name)
BH Sz~ 7 OL4THI,

T4 7774 (Detector)
<)V =7 %l L7z AMP for Endpoints 7 « 7 7 % (ClamAV, Spero, SHA 72 &)

Device

T AN AR FBIOR Y T — I R—Z2AD< LT =T A2 FOBE., 77 A NVEBRH
L72T 31 ZA D4,

T RBA L IR=ZADTNT =T AR FEBIRAMP 7 70 RIZ K> TEKS D8 KLHY
NN =T A X2 kDY, Firepower Management Center (D4, il

T7AWRILNDIT AR RERYNT—D T7AIL bZDH RY) .
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% (Disposition) /27 7 1 JLI%E (File Disposition)
77 A NOWE :
<L 7 (Malware)

AMP 7 U RTCED T 7ANLN=L T 2T L LTHHEENT-, a—hL <=Ly = TH0
TvL =T ELTHB SN, 377 ANV KR —TEREINTZ LT =T LEN
BE 77 ANVDEBRATTNBRT-2 2R LET,

2 1)—> (Clean)

AMP 7 5 RTEDTZ 7 ANRBI VU —r L LTHEEINTWAE)D, 2—FRT7 7 1M L%
JV—2 URANMIEBMLIEZEEZRLET, 27— D77 AR~ 2T T—T )
WZEDBENDIDIE, TDT 7 ANNT )= NIEBINESEEET T,

RE

VAT AN AMP 7 T U RIZWEbEELERN, 77 A VOMENRED Y THNRTWE
FATLZ, EWHZA2E, AMPZ 79U KR T7 7 ANVEZIELLSBELTHWERATLE,

H AR Lt (Custom Detection)
=R DAY LAFEH) A NI T 7 ANV EBINLT-Z EE2RLET,
[&Gxt A\ (Unavailable)

VAT LANAMPY T RICHWE bR TERDoT-2 AR LET, ZOWELH AR
YMEIZLK T THLARESERH Y T, T T ER-EETT,

ZaL

[7 7 A Wt (Detect Files) | £721X [7 7 A/ 7 1 v 7 (Block Files) | /V—/37 7 A
V% ALE L, Firepower Management Center 23 AMP 7 7 U RIZIWEbERN-T2Z L %
RLET,

T ANMEIL, VAT LANDAMP 7T T RIZWE LR 7 ANV TORERINET,

KA 4 > (Domain)

TrANL ARV IEBLERRY NI = R—Z2D~< LT =T A X2 NOBA. 77 A NVEKRHE
LIeTNAAD KA Yy T RRA U FR=ADVNL T =T A X FBLPAMPZ 77U R
R TERSNDBRA~ LT =T A X FNDEGE, ANV MaWE LT AMP 7 70 Rz
FElZBEAT T DI A A

ZDT 44—V RiL, w/NT T F T —D7=DIT Firepower Management Center % 5% & L 72 2 &%
bHOLGEICERRINET,

AR k% TA4 T (Event Subtype)

<L = T IS 72 5 72 AMP for Endpoints 7 27 ¥ = > ([{ER% (Create) ]. [FEAT
(Execute) ]. [B#) (Move) ]. [AF¥ ¥ (Scan) ]72&) .

. TF7ARIIIT AR bERYNT—D T7A4IL 3D Y
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ARY k4247 (EventType)
TN 2T AR NOYTH AT,

774 )4 (File Name)

V=T 77 AIIDLEI,

774 JL /YA (File Path)
AMP for Endpoints |2 X > T ENT=~ A0 =27 TZ7ANDT 7 AL RNA (T 7 A NEEE

20 .
774 LK1 >— (File Policy)
TrANERE LT 7 AN R —,

J74IJL A kL— (File Storage) /7% (Stored) (BBREDH)
ARV MIBEEMTONTZT7 7 A NVDA N L—Y AT —H R
&7 (Stored)
BT 2 7 7 A ADRBUERIF SN TS TR TOA R hERLET,
B {R7F (Stored in connection)

BT 25 7 7 A VDNBIERIES N TN DA E I IR, BEETL 77 A Va2V AT
LRFYTF X BLORE LT NTOA R FERLET,

LBRLZELFE (Failed)
BT 7 7 AN E VAT APMRETE RN oTT_XTOAXR R LET,

T7ANDRALRA 2T (File Timestamp)
AMP for Endpoints 23 L2~/ D =7 7 7 A VHMERL S A7 H IR,

HTTP 5% 33— F (HTTP Response Code)
7 7 AINVDERIERFZ 7 T A4 7 > FOHTTP ERIZG U TGEESND HITP AT — X A a— K,

10C

VN =T AN R, BEICEE LR A M 2R ADER (10C) & U A— L
£ 973 AMP for Endpoints 7 — % 28 10C /L —/v % k) H—L7Iz84. # A 7 AMPIOC T, 5%
BRI 2T AN MNERENET,

A vt— (Message)

AT =T AN MCBEEMT N BIMER, VANV AN PBIOR Y FT =7 N
ADINT =T A X R TR, ZO7 4=V Fid, WEAEE I, DF ) BEEA T b
WREIA X SR T7 7 A MK L TOHRATSNET,

T7AWRILNDIT AR RERYNT—D T7AIL bZDH RY) .
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Z{E@IDKFE (Receiving Continent)

T 7 ANEZAET DR A P OKEE,

Z{ER@IDE (Receiving Country)
T 7 ANEZET DR A FOE,

=S4 IP (Receiving IP)

T AN AR FBLIRRY NT—I R—=Z2D LT 2T A X NS, 77 A NVEZE
THRARDIPT RLA, T RBRA L B R_R=ZAD< LT =T DA NOBE., ax7 X
NAR NERELEZZ RRALA U FDOIPT FLA,

Z{EDHR— + (Receiving Port)
Tr7ANPBRHENTZ N T 7 4 v 7 IC X o THER SN D55EHR— K,

X2 T4 22 THFRX L (Security Context)

N7 4 7B LT T 7 AT O =V TN—TEBT A ST —H, VAT AN
DT 4 =)V RIZT—HERETHDL, ~/LFaTFHF XK E— KD ASAFirePOWER 72 T
‘é‘o

%{E@IDKBE (Sending Continent)

T 7 ANEIFEETDHEHRA NOKEE,

%{EBIDE (Sending Country)
TrANEHEETDHRA FOME,

XS] IP (Sending IP)
T ANEEETDHERARDIP T KL A,

EE/IDOR— + (Sending Port)
T ANDBRHENTZ N T 7 4 v 72X o THEASNDEETLA— K,

SHA256/ 7 7 4 )L SHA256 (File SHA256)

77 AND SHA-256 Ny v affil | BEICHRHINTZ 7 7 AV A XU MBXOT 7 A4 VHE
BRIy NT—2 774V 7V RN TAay, BIOxRy hI—2 774 vT
Ve NIV TERY NT—2 Ty AN 87V MY T A 2, SHA256 & 155
ZiE, 77 ANVBIKRONDT NI L > THE SN TWAXLERSH Y F9°,

« [7 7 ANDELE (Store files) | AN/ >TWDH 7 7 A T 7 A L L—)L,

[ 7 7 A NOEAFE (Store files) | RENCRS>TNWE T 7 A Ty Y 77 AL Lb—),

. TF7ARIIIT AR bERYNT—D T7A4IL 3D Y
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NI 2T VTR NYIT T Ty A —)
NI =T Tuw s T A L—)b

* AMP for Endpoints

Y4 X (KB) (Size(KB)) /Z7A4ILHA4X (KB) (774 HA4X (KB) )
T7ANDHA X (KB HAL) . 77 ANVDBERICZESNDANC VAT LN T 7 A NDXA
TERHNT DL, T ANTA ZARFHEINTIZ, ZOT 4=V RRT T 7 I2R556086
LOTHEELTIEINY,
SSL DEMEDEIE (SSL Actual Action) (FRFEDH)
VAT AR LENT N T T 4 v 7 ICHEA LT 7 v a v,
Javy/)ty MEETO YUY (Block/Block with reset)

Ty s SR b AR L E T,
B8 (BE4) (Decrypt (Resign))

HEAY— FEAEZEH L TS SR EE ks R L ET.
BE (F—0nX#H) (Decrypt (Replace Key))

BEEHAONTARF—L HOBEA T — GEHEZ MM L T b SR EE R L
£7,

B8 (BEAn*—) (Decrypt (Known Key))
BERORE X — 2 L TS LSS EGERE R L ET,
T4k T3> (Default Action)
BN T 74V N T v a sl o TR SN EERLET,
5 L7y (Do not Decrypt)
VAT ABNEEAL Lo AR LET,
7 4 =L FEIE, iR Y—2 7o — =D [SSL AT —HF A (SSL Status) | 7 4 —/L FIZF
RENET,
SSL ZFBAZ1H%R (SSL Certificate Information) (BRFEDH)
N7 7 4y 7 R b D720 ONF—FEEICRAE SN D IROEH
« 7Yz NEEITICHEA  (Subject/Issuer Common Name)
« 7Tz NFEITIOMAM (Subject/Issuer Organization)
« 7Yz 7 NFATIOMRR AL (Subject/Issuer Organization Unit)
« HRWIR OB/ T (Not Valid Before/After)

o U T VERE (Serial Number) . FEBAE Y 4 > —7 VU >} (Certificate Fingerprint)

| T7AWRILNDIT AR RERYNT—D T7AIL bZDH RY) .



TFAIRILIZT AR RERY RT—=0 T7AL F52z 9+ |
B - rssvmnyz7arvr 70—

 ABF— 7 47—V > I (Public Key Fingerprint)

SSLEEEMIMEMH (SSLFailure Reason) (HEFREDH)
VAT AR GALIS NI N T T 4 v 7 OE SRR LB,
« A
« ~—% (No Match)
* Success
e Xy v INTWevvE v v a v (Uncached Session)
s RNBA721E 5 A4 — I (Unknown Cipher Suite)
o PAR— F SN TWRWEF S A4 — & (Unsupported Cipher Suite)
o PR — R I TR SSL 23— 5 & (Unsupported SSL Version)
o ffi [l 4172 SSL [+4fE (SSL Compression Used)
e Ry T B— R THEELTE 2 v 3 > (Session Undecryptable in Passive Mode)
¢+ /N2 Rz A2 =5 — (Handshake Error)
« 85 =7 — (Decryption Error)
REHT DY — 417 Y DR (Pending Server Name Category Lookup)
R oL@ T Y OfiFR (Pending Common Name Category Lookup)
« W=7 — (Internal Error)
« fEHAFEEZR Ry U —2 /3T A —% (Network Parameters Unavailable)
o HE2N 70— NGEE D MLEE  (Invalid Server Certificate Handle)
o« AR FRE/R— NGEHE T ¢ > 7 —7"U > | (Server Certificate Fingerprint Unavailable)
727 DN EZF ¥ v =2 TX72\ (Cannot Cache Subject DN)
« BITIE DN Z % ¥ » 2 TE 72\ (Cannot Cache Issuer DN)
« "Bi72 SSL /3—< = > (Unknown SSL Version)
o (EFHAFTREZR ZMEPRERAE U 2 I (External Certificate List Unavailable)
o AR AIREZRAMARERE 7 « 71—V |~ (External Certificate Fingerprint Unavailable)
o M5 72 NERERE Y A & (Internal Certificate List Invalid)
« (EFAARFTREZR NIGERE Y 2 | (Internal Certificate List Unavailable)
o A FTREZR NISRERA 3 (Internal Certificate Unavailable)

o« EFAARATREZRNERREAE 7 ¢ > 7—7 VU > b (Internal Certificate Fingerprint Unavailable)
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o AR ATRE 72— REEBHEDORREE (Server Certificate Validation Unavailable)
o P — NFEBHEDMEET T — (Server Certificate Validation Failure)
« MR/ T 7 23 > (Invalid Action)

74—V FEIX, BV —7 70— =T D [SSL AT —H# A (SSL Status) ] 7 4 —/L NIZFE
RENET,

SSL X 7—#4 X (SSL Status)

W E (b S o B A LBk L7z, [SSLOEBROBE (SSL Actual Action) ] (SSL/V—/b, 77
IWNENTIvary, FREIFESTERWRN T 7202 T ay) IWEELET 73y, a2y
7742y (L) 13, SSLAFEOZEMICY > 7 LTWET, aFHE2FHTE20ES (-
2R SSLAY Ry =7 T =XV EENAT ey 7 INDEE) . vy T4 a0
TV —FRIZED F7,

VAT AR SR A E S CE R oSG EIL. [SSL OFEFEOEE (SSL Actual Action) ]
(EITENTEERED T 7 4w T ar) &, [SSLKAFEH (SSL Failure Reason) |
MERENET, T2L 2L FHRKEEAAL — Mo T B{bSNTE N T 74 v 7 BV AT
LB L, ZRU LA AR v a U ETRTICINET A LIcA, 207 4 —L RIZiX
[Do Not Decrypt (Unknown Cipher Suite)] &R IVET,

ZDT 4=V RERFT DG, [SSL OFEEEOEE (SSL Actual Action) ] & [SSL A
(SSL Failure Reason) | D 1 DLL EDEZ AT L, A7 ABNMBE LT, E703E FI2RBL
e s b b7 7 4 v 7 2 FRLET,

SSL 444 /347tE (SSL Subject/Issuer Country) (IRZENDH)

W5 BALRERA FZ BT T B AL 44 £ 721 3RAT IR E O 2 350 1SO 3166-1 alpha-2 [EFE 5,

Z®i42 (Threat Name)
BH Sz~ <7 OL4TI,

ZB. X7 (ThreatScore)

ZDT7 7 ANVIEET DR OERA AT o BNATT T A 303, BT ER) (Dynamic
Analysis Summary) ] LAR— MZU 27 SR THWET,

Bzl (Time)
AR MNERRESNTHE, 207 4 — L NIFRBTEXERTA,

247 (Type) /774 247 (File Type)
T ANDZ AT (HTML =° MSEXE 72 &)
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B =roz71xvr099547

URI (URI) /7 7 JL URI (File URI)
T ANVDEETLOURI (Z7 A NVEX T2 — KL= URLZ&RY) |

a—4 (User)
AR MM ELTEERA N (BEIP) Oo—H

Tr7ANARFBIORY NT—TI R—=ZAD~ NV T =T A FOGHE, ZO2—HFiIxy
M= BRI K> TR SN E T, 2—FiFsakeA A MIBEEM T T\ DT, 22—
MWLV T 2T T7ANET v Ta— KLy T Ay MD, a—WFEEER I 65T
WEF A,

TV RKRA Y FPR—=ADV NV T =T A X2 hOYA. AMP for Endpoints 23— 4 & 5l L
£, Ib0a—Wra—PRHELIHENCEEMN T D Z LIETEERRA, TNHIE[=—

¥ (Users) | 7T —7NMCEENT., TNHO2—VOFEMEERTHZ b TEEHA,

Web 7 7'1) r—3< 3 > (Web Application)

BEHTHREHINZHITP b7 7 4 v 71250V T, NEZRTELIZURLEZER LT 7 U 7r—
va v,

Web 77— a>DAhT3)£z1&2 4 (Web Application Category or Tag)
TV a COBRRE BT 2 DIESL o, T r—a ORI A R R,

YN T ARINDYTERAT

RO,

NI 2T AR NDYTHATE Xy FT—I R—=RFE T RRA B

NR=2DYNT 2T AR MZEDY T ZA TEHIFETEDINEI D, TOV T ZA T ZfEH
LTHY NU—=7 T A0 bV FUDPHEINDINE D NEe T TRLET,

R2:INIZT ARV LDEAT

TILITT AR DY T
24 TIRFEE

v kT —2 [+ AMP

I FRA4 > +@ElT AMP

T7A4IL kST R

Xy NU—2 75 A VERE
FRICHHE S 72 (Threat
Detected in Network File
Transfer)

Yes

No

Yes

X NU—7 T 7 A Vilinik
BRRICHE S8 (M
#J)  (Threat Detected in
Network File Transfer
(retrospective))

Yes

Yes

BH N7 (Threat
Detected)

No

Yes

Yes
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IILIDIT AR DY T | Ry T—S@EIT AMP I KR4 > FEIT AMP TJ74IL +3H Y
A4 TIRFRIE

IS/%%IE H W’C*ﬁu”j = hf:’é’}i‘z No Yes Yes
(Threat Detected in
Exclusion)

g S7- & (Threat No Yes Yes
Quarantined)

AMP 10C (ZFE D JkfE) No Yes No
(AMP 10C (Indications of
compromise))

7avr ENnEET No Yes No
(Blocked Execution)

WeEto 7 2o K J=za—n  |No Yes No
(Cloud Recall Quarantine)

RiED 2 70 KU a—1oik|No Yes No
ATIZ R (Cloud Recall
Quarantine Attempt Failed)

WElgEoD 7 2 K U a—vo |No Yes No
BA%A  (Cloud Recall Quarantine

Started)

bR oD 70 K Y a— |[No Yes No

JLD1E I (Cloud Recall
Restore from Quarantine)

fREED D7 7w R 2—/1 | No Yes No
DIEITEIZ R (Cloud Recall
Restore from Quarantine

Failed)

fRBENSHD 7 Z 7 K 22— |No Yes No
DEITLORAAE (Cloud Recall
Restore from Quarantine
Started)

FREEfE~T < — (Quarantine No Yes No
Failure)

WERES L7274 7 20t 5E |No Yes No
(Quarantined Item Restored)
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B o7 rs50mny7 ARUF 70— FCRIARRELER

IILIDIT AR DY T | Ry kT—H@EIT AMP I KR4 > FEIT AMP T74IL LSO Y
A4 TIRFRIE

bR 18 Je i kAL No Yes No
(Quarantine Restore Failed)

bR D T DBR LA No Yes No
(Quarantine Restore Started)

AFx ¥ UET. BERL No Yes No
(Scan Completed, No
Detections)

Ax ¥ UM H Y T T [No Yes No
(Scan Completed With

Detections)

A X v N (Scan No Yes No

Failed)

A%y BA4E (Scan Started) |No Yes No

T77ANLEELVILIIT ARV L Ta—)L FTHHARTRER TR

WDOEIL, VAT INE T 7ANBIOYLT 2T A Xk 74—V ROBHREFRT L)
EOMmaRLET, T XTOT 4 — /L FRTRTOA R MIHARAEN L DT TIERNI &
ICHEBLTIES Y, RIHIZRLET,

c Xy NT—JHEITAMPIZA Y NU—F v T T 4w T xT 77 AV ERETSHZ
EMB, AN ARVEBEIRR Y U= R=ZAD LT =T A X2 MIE, 77
ANDOEBIHEH SN BRICET S, A—h 77V r—var7a bail, BLO%
FEIIP 7 RLADOERNE ENET,

e Y REA Y MAT AMP DEBNS A U R— SR~ T 2T ARk EEEOIRME
(I0C) 21X, a7 XA MEFERITE TN TOERAN, XU rm— REFEZI3FEST
FRICHES SNTEHm (77 ANV N2 MO LI A4 T R 77— a i d)
NEENTOET,

e T7 AN AR N T =T Ea—TiE, TV RKRA 2 MAT AMP BEDO 7 ¢ —/L Rk
FREINFEH A,

RLITF7ALELIUILIZT ARV b T 4—IL R THHATRELER

J4—ILFK TJ7A4IL ARk Y bFT—2@EIFAMP | Ry FT7—SREIFAMP | T2 KR4 > kE (T
IILDIT AR+ LrARRGFATA|AMPIILD T AN

Ry b+ vk

#efE (Action) Yes Yes Yes No
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TFALBEUTLYTT A~k 74— reRATeEsEs [

J4—ILK T74IL AR b Fy FI—JRIFTAMP | 1y T —S@EITAMP| T2 FRA » FEF
YLD F7ARNUE |[LEARRGTF4TA|AMPIIILD LT 4N
Uk >k

AMP 7 77 K (AMP |No No No Yes

Cloud)

7Y r— 9 77 |No No No Yes

A /4 (Application

File Name)

77— a7y |No No No Yes

A )L SHA256
(Application File

SHA256)

7Y =gy 7| Yes Yes No No
=

T r—3 g 7| Yes Yes Yes No
cav AT Y £720%

% 77 (Application

Protocol Category or

Tag)

T Ar— gD | Yes Yes Yes No

A7 (Application

Risk)

T—hA TRE Yes Yes No Yes
(Archive Depth)

T —HhA 74 (Archive | Yes Yes No Yes

Name)

7 —H A7 SHA256 Yes Yes No Yes
(Archive SHA256)

R AL OB | Yes Yes Yes No
(Business Relevance)

HTIV /77 AL & | Yes Yes No Yes

A7 T
(Category / File Type

Category)

79547k Yes Yes Yes No
(Client)
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B o7 rs50mny7 ARUF 70— FCRIARRELER

J4—ILF

T7A4IL ARk

v T =2 [+ AMP
RILI2TT7 ARk

v 7 —% [+ AMP
LhORRG T4 TA
Ry bk

TV RRA Y AT
AMP T )Ly 7 A~
>k

7947 A7 =aY | Yes Yes Yes No

F7213# 7 (Client

Category or Tag)

A X —%¢ (Count) Yes Yes Yes Yes

M4  (Detection No Yes No No

Name)

F 7y No No No Yes
(Detector)

Device Yes Yes Yes Yes

MWE/ 7 7 A MR Yes Yes Yes No
(Disposition / File

Disposition)

KA A > (Domain) Yes Yes Yes Yes

AR N TFTH 47 |No No No Yes
(Event Subtype)

AR N ZAT No Yes Yes Yes
(Event Type)

7 7 A v4 (File Yes Yes No Yes

Name)

757 AL XA (File |No No No Yes

Path)

T AINLRY — Yes No No No
(File Policy)

T AINDHE A AKX [ No No No Yes

> (File Timestamp)

HTTP j5& =2 — R Yes Yes No No
(HTTP Response

Code)

10C (RF D Jkf) No Yes Yes Yes
(IOC (Indication of

Compromise))
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TFALBEUTLYTT A~k 74— reRATeEsEs [

Z4—ILF F77A4IL ARk v FI—YRIFAMP |y bT—Y@EITAMP | T2 KR4 > bAEIT
INLIDTTARNUE |[LMARRG T4 TAL|AMP T ILI T 4 R
bk >k

Ay— Yes Yes No Yes
(Message)

ZAEM D K e Yes Yes Yes No
(Receiving Continent)

ZAZMIDOE (Receiving | Yes Yes No No

Country)

ZAEM 1P (Receiving | Yes Yes No Yes

IP)

ZAEMOAR— k Yes Yes No No
(Receiving Port)

TX=2UT 4 aT7%]Yes Yes Yes Yes

A~ (Security

Context)

PE(EMOKREE (Sending | Yes Yes Yes No

Continent)

EEMO (Sending | Yes Yes No No

Country)

EEM 1P (Sending Yes Yes No No

IP)

EEMOR— Yes Yes No No
(Sending Port)

SHA256/7 7 A )V Yes Yes Yes Yes

SHA256 (SHA256/File

SHA256)

# A4 X (KB) /77 A |Yes Yes No Yes

LA X (KB)  (Size

(KB) / File Size (KB))

SSL DEBEDOT 7 v 3 | Yes Yes No No

> (SSL Actual

Action) (FRERD &)
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B o7 rs50mny7 ARUF 70— FCRIARRELER

J4—ILF

T7A4IL ARk

v T =2 [+ AMP
RILI2TT7 ARk

v 7 —% [+ AMP
LhORRG T4 TA
Ry bk

TV RRA Y AT
AMP T )Ly 7 A~
>k

AT AV EFE T
(Web Application
Category or Tag)

SSL FERA#EfF R (SSL | Yes Yes No No

Certificate Information)
(BB D H)

SSL fE#EDHH (SSL | Yes Yes No No

Failure Reason) (FiZR

D)

SSL A5 —#& A (SSL | Yes Yes No No

Status)

SSL {:44 /38177 @ Yes Yes No No
(SSL Subject/Issuer

Country)  (FRER D)

7 AL A KL—/ | Yes Yes No No

A7 7 (File Storage

/Stored) (FRFEDH)

g4 (ThreatName) |No Yes Yes Yes

i A 27 (Threat Yes Yes No No

Score)

% (Time) Yes Yes Yes Yes

BT 77 AL ZA |Yes Yes No Yes

7" (Type / File Type)

URI/7 7 1 /L URI Yes Yes No No
(URI / File URI)

2—3 (User) Yes Yes No Yes

Web 7 77U A —3 g | Yes Yes Yes No
(Web Application)

Web 7 77U A —3 g | Yes Yes Yes No
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O—AhJL TILY =754 (Local Malware Analysis) .

O—AJ)L <)L 7574 (Local Malware Analysis)

274 ILEER

0—H)L VT = T TR, EELRIET /31 A T Cisco Talos Security Intelligence and Research
Group (Talos) HfEfiEnDH/LV—/VZIH LT, FEITREEY 7 1 /L, PDF, Office (3,
BLOEOMDEA T DT 7 A NThb KR IA TD~NT =7 OFELE 0 — 7 )V THRE
FTOZLENTEET, B— I~ T =T I TIET7 74 /V&2 AMP 7 77 RIZHET D4 H
1272, Z7ANVEFEITTHZLEHELARVDT, LV AT A ) Y —RE2EHNTEET,

VAT AFa— AN =TI Ko TN =T EHNT D L. TOBGFEDOT 7 A VOWE
Z [RBH (Unknown) 175 [vA 7 =7 (Malware) JIZEHLET, TDOLET, Y27 A5
LW AR MEARLET, VAT HIL T 2T Z#B Loz LTH,
77 A NVOMWE % [AH (Unknown) ]7°56 [IE% (Clean) 1 ICHEFHTHZ LIXLEHA, B —
TN <NV T =T i AT LTeth. AT LT 7 7 A UEH (SHA-256 /> & 2 fli, # A A
ABT Ty ANOWERE) X ¥ v 2T AT, HEOHIMNICZED T 7 A V& B
B LZGBEICHOO 21T T AU =T 2l cE s oI LET,

[%9#T (Analysis) ]>[7 7 A/ (Files) ] A==2—DFT, IVTHFAF A=a—2FHLT
0— AT 2T ORI 7 7 ANV E 1 OTOFETEET L&, A2 HlOX ¥ 7
T FEH T ANERFHZERFTHZEHTEET, VAT AT —IAGHEFITL TG,
ENOEDT 7 ANELAL T I v IR RELTI I RIZHELET, L, v—Hb 5
W77 AN R —THDNIR->TELT, STHO7 7 A V&2 FEHTEETL2HEGIE.

T ANPESHTHE LTULMERESNEEA,

o0—Hh)L <)y TS Tld, AMP Threat Grid 7 7 7 K& O@BEE ML T HMEILIH D 8
No 212 L, w27 E LCHRNCDELET 7 ANVEXAFTI v 7 OWHICY 77 Rigik
BT ald, £l2, 7Ty 7F—ra2a—hL <Ly =T —Lty MZF v ra— R4 5
Telz, 77U REDBEERETHLENH Y 7,

O—H =T 2T OGN EIFEINONTEZRET D E. 77 A NVDOHHRIZT 74 WAL
R—FRERENET, ZOLFR—FEFHLT, 7740 E2ELIH L, 77 AT~ L
T2 T BHEAPIAENTWAENE Y DR T D2 ENTEET,

T 7 ANMER LR —FTIEX, Z7A0DT 0T 4, T7ANVICHBIAENTNDLF TV =
b, BEXOBHENIZ VA NAPRENET, £70, 77 A VER VA —RFTIX, 0774
B A TIEEOBEBMERPRENDGENRHY £T, RESNTVWDLITZ 7 A LDT )V—=2
THHZ, BT 7 A MR L R— b T —= 7 EnE T,

Er945 4T (Dynamic Analysis)

AMP7Z 7 ROKEZUWEL, BINO~ILY = 750 L OB ORE 2R3 5121E,. AMP
Threat Grid 7 7 7 RE£72134 7L I 2D AMP Threat Grid 7 77 A4 7V A2, ¥ 7 F ¥ &
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. BEIZ A+ 3 v 2 & Spero 24T

N7 7 7 A NV EBROHTAICEEFE LET, AMP 2 27U RTIX, 77 A ADBY Y KRy
I ABBETEITEN., 77 AN T 2T NEENTWENE S B SN ET,

BT 7 7 A NV ERETE DN E I L RICK - TR £,
s T ANKAT
c 77 AN Y AKX
c T 7 AN N—NDT I g

s HBIEERIC AT 2T L LTV AT ACHINIOEI N7 7 AV

PN =T HETR Y ITEN, AT T TRV I T v T ERITTDH LI —N
BREENTWBEEEIT., FRHEIIERAARTOMEZE>—HT257 7 A LOLNEEENE
—g—O

AMP Threat Grid 7 7 7 R CI&, BT HIC T 7 A AR F 2 — DB S, &7 7 AR
YRRy I AR TCEITENET, 77U R, 77 ANV T =T REENTODLHERED
A RT BB AT BR L ET, BEAATNERSN TS LEVWVEEZBZS 7 7 A V&
HEIC 7 0 v 7 TE 1,

[4387 (Analysis) |>[7 7 A /v (Files) | A =a2—DOX—Y EDOFR, Fx T TFy¥nir7 7ML
Ea—, FHERY NT—2 7740 b7V 27 UG, 77 A NABERSHTHICEE S
NTEMEIMOREE, v—IN <NV T =T BT 7 A VOB SHTHOFENEE, E2ids
FZ RICEBEAITNED B TOENTWBREADY <) —DORREITHIZENTEET, F
7oy BT OY <) — LAR— F BB TE ET, TR, BRI A 2T R T 5
BRI, BEOY T U RIZE D7 7 A VFETOBATRICBM SN2 Z DO 7T mE AR RS
nET,

BENF A F = v 54T & Spero 04T

TrANKRY —iE, VU =T & LTHAGDEINE T 7 AV E BN E A T v 7 558
WCIRET 2 X ICRETEET,

7TV RGINZT D7 7 A V% BEIRIIZ Spero SHTICHRIET 5 2 & T, ¥4 F X v 7 ot afiie
THZENTEET, Spero HHTiE SHA-256 /Ny ¥ 2 OS24 9 b DT, EITA[ET 7 A
NAD= VDT =7 % L0 EMEICHEITE £,

Spero WHTTIL., 7 7 A MEEDFE (R Z T =20~y X —lEilie ) ZH~ET, o
HWUZEEDWT Spero ¥ 7 R F v AR LT, T3 AEZEN%E AMP 7 7 7 RN ® Spero
ta—URAT 4 v TP UCEE LET, Spero VT A TF X IZESNT, TDOT 7 AR
N =T NE D DE Spero T VUMK LET, BURER D 7 7 A JVALES KRB (Unknown) ]
ThHhE, VAT AF [~y =T (Malware) | D7 7 A MVAEEEZEID 4 TES,

Spero T DIZDOIZFEITRIRE Y 7 A V& EETE 2 O1%, MHKETZT 72O THEEL TSN,
BODFHTEET L LI TEEEA, XA T Iy I HHIIET7 7 A VEFEEETIT, Spero
DB T 7 AN EFETDHI LB TETET,
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nusrAn 774 LoEnzE [

B TRAD T 7 1 ILOFENEIE

[Z387 (Analysis) | A==2—FRiZZFOYV T A=a—, a2V THFAN A=ma— FhiFxy b
T—=0 TZ7AND NIV =7 MIIZHDLIEND, BIGHITOTDITRFEINTZT 7 A V&2 FH)
TEETLHZENTEET, ¥ 7T ¥ 77 A0 Ea— (5 (Analysis) 1>[7 71 /V
(Files) 1>[¥ ¥ 7T+ 7 7 A/ (Captured Files) |) 2°5, —FEITHRK 25 EOLRITFHE 7 7
ANETFETEETETET,

FATHRE Y 7 A L DfIC, HEEEITHEK TIERWT 7 ALV XA 7 (swf, jar 72 L) H&f
TExFET, Sk, 774 0OWEICEDLLT, SEIERT 7 A0% LV REITHHT
L., MEOFE#ERREREZREIEHDLZENTEET,

O — NS T 7 ANV HRY —NTEHENI > TEBLT, SO 7 7 A V& FBICTRET
LHHEE. T ANDBEBONTHE LTLMEEINER A,

I

il

GE)

B IATICHIE R 7 7 A XA T DU A N ERERRERR/INB L RO T 74 )V A X
L THEFHDRWD, AT ATIAMP 770 RERELET (ZoBmEIX., —HIZ 1 EZT
1IThhET) |

BRI E X /N T 1 L

REUFIZ L > T, BIE, 77 A NVEEBIOTOT-DIZ7 T 0 RICEE TE RWEGAIC
T NAATT 7 A WERFETEET, TAAATE, ZON—F RIATEEwAT =T
ARNL—=U RNy T2 T7 7 ANVPRIFEINET,

VAT AT, B AN LT, ~V =T 759 R Av I T v P hETTHLED
T AN E—ERETEET, T AN AT 2T E LTHENICSEINTEY, 2
AANT T RO RIFEBICEIE L=, 777 REBETERWEAICL, VAT AIXD
D77 ANERIGELET,

FNRA AT, WOWTHRPDHERIMRFESNTVWDE 7 7 ANANRNT T U RICHEEENET,

cTNAANT T REBETET, /79U R ala=lr—ya 2Bl T D56

« THNA RN T T FAORRKEERIZEIEL, Ho2i M8 L7 GE

BZBAQT EEBHMAHTDY <) LiR—F

ZBHRAa7

R4GBERAAT L—T12Y

EHAAT =0

Low
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B zrzo7enmnros<y LE—k

ZRRO7 V=
Medium P

High .
Very High .

Firepower Management Center X, 7 7 A /L OME L[ T2, 7 7 A NVOEBA2T %
XYy rall ANET, 267 7 ANADBENLHRE SIS &, AMP Threat Grid 7 7 7 R
F72IXAMP Threat Grid 4> 7'V I XA T 7 I3 A T U ARHEI7 ) ShHROVIZ, Frvia
SNTEBA AT BRRINET, 77 ANVDOEEA TN, BEREHDO~LT =T LEVE
DEBA AT B2 D5E1E, TOT 7 A MLV T =7 OWEE BEINICEIV Y TS Z &N
T&EET,

o mos<Y

BN O~ U NERRTRER A, BBA T T4 arvz s ) v r4he, <~ RFRS
NET, BEOLR— BN FEETIHE. 2O~ VIiE, BEAIT &2 —8T 25D
LAR— MZESWTEKRINET, BRIC—HTIEEA I TN e0GE, bW EBRA =
TICETHLR— b RFERENET, BEHOLR— BHIBEEIE. BHAaT7 2RIRL T,
FENEFNDOLVER— R N2RRITHIENTEET,

P VI, BEAT Z2HBRTHE 2 R—F 2 FOEEN) A MSnET, FarR—x
Y NOBBERRTHE, FOaryR—32 bOEBIE#ET D T et 2721 TR, AMP
770 ROREER LY A NS ET,

Tt A Y Y —|{Z{Z, AMP Threat Grid 7 7V FI3 7 7 A V& FATL L 9 L Lz & S ITHlkR S
N7 aeApPRENTHET, ZHE, VT =T 2587 7 AR, HENO T AL
VAT LYY= ANT I REALEDIELTVDENE I D (To& i, Word RF¥F =2 X F &%
179 % & . Microsoft Word 73Bf &, ¥XIZ Internet Explorer 25 E) L, & (T Java Runtime
Environment 73T SN 572 L) Z#kilT 2 DITESLHE T,

UARSINDET B BRI, FEOT R ERAERET HOIHEHTE L7 XA D BNEE
nNET, 7rAYI—HNOF/ —RiI, B0 20fRE LTHBEN-7T o2 2E£ L
£

BT OV~ U 6 2R LAR— M &K R (View Full Report) 127 U v 2735 Z LIC &
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1. 77 ANLO—IER, RSN T_XTOTav ZOFEMRHH. 7 7 A Vo OB,
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&M

ATy T2

ATvT3

ZAT—h 54 |HEDTALUR | HH—FENET | HR—FShB | 7o€R

R INA R A

<)L= <)L= L& (Any) 7' —s3L771F | Admin/Access
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T, BEART ANA ANS T OIDITEE SN T 7 A VT 2BMOFEMAZRR<T 5 2
ENTEET,

18 HHEIIZ

Firepower Management Center & Cisco AMP Threat Grid /X7 Y w7 7 Z 0 K 7w b % B
HFEF, TV T 770 RTOFHEHORREA~DT 7 8 ZAOFIEEZR LTI 7ZE
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FIE
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DIR—ZNVIZT 7 'vALET,

ZDH AT ~ORFESA CRIEAT AER T A7 DI LT U v FOBKRIEHRAEHH L
<ulA4rLET,

HRRIC L > TEEENTE T 7 ANEERT DL, SHA ZFH L THED 7 7 A LV EHREZE L E
j—O

R ENHY F L5, ThreatGrid Fx a2 X M2 LT 7280,

7 7 4 Lo HrsEi

Spero 73T & v =L <L = 7T BT, E2IE IO OMAE DR DORIRITEE S
T, VAT LBZ7 7 ANVOWEEREHT L2 L03HY £

VAT LXK, T 7 A MK L TRANT Spero Z3AT, RIZBR— V<V T = T 53HT. BT O
NEIZFEATLES, VAT AN A T =T EHELTERETHL, 774N~y =T L LTH
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DRERLELTT 7 ANVOMENERINDZ LiIZHY £H/A,

RDOFRIZ,

BRI OW T L E9,

RET7ALDHDEA TOLEK

T 7 ANGHT DR XA TOREE RS, BLOGHIZHE SN =27 7 A VOB D
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=

HIREE

2L T T DEE

Spero 53T

FATARE T 7 A VD
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T 2T X w T Dz
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a—h)<Ly )
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720 F£9, FEATHEE
77 A NVEFTT,

VT =T DEETEINERY
T4 T DEEIIDI, B
2 [~B] (Unknown) |75
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ERINET,

a—h)<Ly T
Sy

B HT L 0 IR
B — AN

<. FrlcHH &z
<L = T ISR

B BT &0 bR
DFEMEIME L 720
ij—o

NV =T DRFENRY

T4 TOERICOHR, HE
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[v/vD =T (Malware) ]iZ

IR B ITRERAN LD EHINET,
HEICRE N ET,
BRI AMP ThreatGrid 7 7 | 0 —H /L <=7 =7 |~ 7 =7 OAREWNH 5

U REFEHL T
KRRy 7 ZBET
Ty ANEFETTD
Z & T, MROFEM
ENREELL R0 E
75

SHTEMOEE LY
bHETDY V=R
WL ET,

ELTHEAGIGEINTND
7 7 ANDGE . BIRSHT
DFERNTHE SN THRE A 2
TINEBRINET, 774
VIR Y —IZERE S LTV
DA T L& UVMEIZEE
SWTHENEE I NE
7

Spero AT & —
L=V = T

AMP 7 77 KDY
V—AEFEH LT~
IV =T BEREE LR
NH, m—H)~<)b
U = T T L ERY Sy
WaERETLHLV L
DI NY Y — A%
HLET,

FH53 4T, Spero 43
Br& 0 & FEM B DMK
<7209, FATHA
R 7 A /NVERT
7

~T =T DFFENRY
T4 T OHEEITDOH, WE
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a7 1 nutsrE [

DHEAT = HIFREIE IV T T DYEE
Spero 73T L BRIy | 7 7 A VB LD B—HN= =T | T =T ORREERH D
Hr Spero ¥ 7R F ¥ D |G EERT 256 | & LTHERIAGE I TWD

EEMFIZ AMP 7 5
7 R OEHEEE &
LE9,

L0 LR OREIC
BRI D30 E97,

77 A NDGE . B HT
DFERIZEESNTERA 2
TRERINET, 774
JRY —=TREINTY
DA T L& UVMEIZEE
SNT, B X Spero 4T
TV Y = 7 NFEE S
WAL, HEED [(~H
(Unknown) 1206 [</V
v =7 (Malware) JIZAE®H
SNET,

o—hL<)Ly T
ST & B AT

DR A TDT 7
AN EERT 5
Z & TREMZAR A R
BoinET,

EL L —FO%A
XV HHEET DY
V—AWEL 720 E
7

~IVT =T ORREHED B D
L LTHERBESA TS
77 ANDEE . BRI
DFERIZIESWTEBE A o
TRERINEST, v—70
=)L = T L

U= T BRRE SIS GA

I T AN KRY —T
RESNTWDLEBEAaT
L EWEIZESW T, HE
23 [4~B] (Unknown) |75
[v/vD =T (Malware) ]iC

EHEINET,
Spero 73#T, B —H | LFEHZRFERIZR |3 2T XTOXA T | vV T =7 OFREENRH D
V=T =T, | D ET D7 7 AN EFE | & LTHEADEINLTND

B L OB AT

T 5-0HET5
VY —2A0N b %<
B0 FET,

77 A NDGE . B HT
DFEFIFE SN THBA =
TNEFEINET, Sperosy
MrEiIe—hL <Ly
TR T~ = 7 N E
SNt Ha, £ A
VAR = TREIILTY
DA T L& VMEIZHE
SWT, HED (R
(Unknown) |75 [</b
7 =7 (Malware) JIZAR
SNET,
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. FvITFv I7ANETFAILRIL—D

X TFx TJ7A4INLET7AILRIML—D

Ty AN R —OREICHESE, T A NVHEBEEEEZERA LT, 7 A L OB IOT
0y 7 ETZET, 2L, RO LWEARANERIEIR Y NI 6D 77 A0, v b
T — 27 PO RER A MOEEINTZRED 7 7 A UZOWTIL, EOICOBRKEICR D
AENRHVET, 77 AN ANL—UREEFEAT LI LK, BIRLZT7 740 (FT
T4 v TRHEENE) EX XY T Ty LT, ENLET AL ADN—=KRIA Th~vLro =T
AR =Y Ry (L VA=A ENTVWDHEHA) ICHEIMIRETE T,

TNNAANNT T4 w7 TCT7ANERINT DL, ZOT7 7 AN EXY T F¥yTEET, 2O
IOl LTl ENza e —id, AT I v 70D HIil, Y AT ARRELIZDFE L
WTEET, T/ MART 7 ANV EF Y 7T v LK, DLTOBRERH Y £7,

cHETHIT DI, T TF X LT 7 A NETF AL ADN— R R4 TIRET D

c EBIZFFTON LI T —IA T LD T572012, RELEZ 7 A VvEa—hray
Pa—XiZHA v ran— 15,

e HAF I ISR, AMPZ 90 RIZ7 7 AV EELE T,

BETREALELT, T AR T 7 A NVERGFELTERIZ, UBEITNERELTH, T35 A
DI EHEZTNEZRGFLTCOVIUR, ZOT7 7 ANVEFRES Y Ty T2 810 EHA,

GE)

T ANBF Y BT —7 ETHD TR S BITIE, 774»@#&%%#774w4&y
MeARTEET, 2L, Z7ANMNV—ARBN T 2T JT7T RV I T v T &7
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VAT AN T 7 AN EX Y T T T EMRETDINICED LT, LR EEETT,

s [53#7 (Analysis) 1>[7 7 A /v (Files) 1>[F ¥ 7 F ¥ S/ 7 74 /L (Captured Files) ]
MHEDX ¥ 7T ¥ SNT2T 7 A NVIZET D1EHR @IS OTZDIZT 7 A VIMRIES T
DINERFE S NN E DD 77 A NVOWE Mﬁ2:7&k)%ﬁ;¢é L2k,
F v NI —7 E TR ENTE~ VT =7 OEBTERN 2B DWW CREITHRETT 5,

cTFANDI T2 PUEFRLT, Xy NUV—I D FIN—2ADMEHBI Pt —%
REFLTWD AR MEHRIT 5,

e T ANET Y= VR NERIII A LY X MGBINT 5 Z & T, DO
WEIZ, 2V = FERE~r T 2 T OHERREEZFF>T7 7 A E LT D,

T7AN KR =TT 7 AN N—)VEREL T, BEDHXA TEIIIRED T 7 A WVHIERE
R HEHTZDHE) O77 A4V EX Yy 7 TFY LTRIELET, 774K —%2T 7 EX
ay hbao—LRY —LBEEMT T, FNNET AL RIZEBRLER, F T 740y 7RO
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Ty AN S, BRIESNET, o, RGET D7 7 A YA XD E/IME & e KAE % 5% E
TEET, RELE7 740 VAT AR I T w7 7740V EERETA,

TILDTT7 AL—2 /1Ny D

Tr7AN R —HERICE > TR, TAAARN—FR RTI4TNV DEDT 7 AL T —
BERIFTHENHVET, TAALRCTA T 2T AL —Y Ny 7 2R ETEET, &
AT ENT 7 ANEINT 2T AR —Y Ny ZIRFTLHZEI2L0, A2 MBXUG
ET77ANVERGET DD, 774U N—FK FIA4TILDEL AR—RAEHRTEE
T, VAT MIEMICEW T s ANLEHIRLET, T ADTTA~Y N—K KT T
WAE A ATREZRBEI N T4y T/, =7 =T A ML =Y Ry 7 R BEBENTWARWES, 77
ANWVERFTHZLIITEERTA,

Cisco N OGS T — R FT A4 ZTLSMNET A RZEWD fFHiF e nT 723y, BR— k&
NTWRWAN—R RIATEROT LD L. T ABRHET L MRS £3, v LU=
T A=V RNy 7y ME, YAANLDOAHATE, 8000 U —X T /34 2 TOHHEH
T&EET, vV x7 AR —Y RNy 7OV R— MRLEREEE, PAR— MZBHWED
L TEE, FEIZ DOV T, Firepower System Malware Storage Pack Guide® 2R L T 72 &
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NI 2T AR =Y Ry I RREINTWRWES, 77 A NVERGET DT A AEHE
T5HE TTAY N—=F FIA TDAR=ADRFEDEHINF Y TF ¥ 77 AV AL —
IEDYTOENE T, XA T v 7O HAIC—IC T 7 A MR T 5 K O BRELHE 2 5%
ETDHE, VAT ANIT 7 ANEZ T RICHEECTEDLLIICRDET, EAN—FKRIA
TEDYTEHFEHALTCENLD T 7 A MV ERFELET,

TNARZN T 2T AP =Y Ry 7 E5RELTT7A N AL —VFERIIRENI AR
ETHE FAL AT T 2T AL —U RNl k2 NEDT 7 A VORERE LT
EYYCTEST, TR RAF, AT 2T ARL— RNy I OEREBREGFET A LI T
A,

FYTFY 774N AR L=VICED G TONIZAR=ABN S ENIIRD &, VAT AT
B YU TONTEAR—AR VAT AER LEIVMEILETH2ET, RESN TSI HWT 7 AL
ZHIRLET, RESN TV 7ALDOEICE > TIE, Y AT AR 7 7 A L EHIBR L%,
T A ATHEHAERDROBOGENH D 7,

TNT 2T A=Y Ny J EZFETHRERT, T ARTTIZTZ 7 A NVERFELTND
Ua. WICT A AEH/EE L XxZ, 774~ Y "—F FIA TR FS N TN ZF v
TTF X 77 ANVETRIIRENR T 7 A VIET T, w7 =T A=Y RNy Z7IZBE) L E
T TNLET AN ABRGET D7 7 A MEITRT, v U 2T ARL—U RNy ZITRFE
nET,
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REINLTWAI7A4ILDAEHO0—F

TN AN Ko TRIFE T 7 7 A /ViX, Firepower Management Center 75§7C0)?°/*‘/I’7\ LdfE
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AT = TIZEDWEEN ST, 77%»%1& TrANDE Y m— RO N HERR
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HTEET,
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HIBRCx E9,

BERERNEAET D ERNDHL272D, VU752 urua— RLEWNWL D ITHSBED L
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TS, 774NV EF T a— RT 5, ¥ ora— REazEXa 71T 57DICnE
YR E EIT o TS Z L AR LT,

XY ITFvyInt=774IL 27— 70—DFEH
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ARX—hb 54t | RHEDSAELVR |V R—bEZNET |V HR—rShDBF |7V EX

VR INA R ALY

FEREICIG U C o/ [ BEREIOIG U TR BB (Any) fE& (Any) Admin/Any

% % Security Analyst

BEART A AL, Xy bT—=27 8T 74 v 7 TSI 7 7 A Ve vy T F x5 L,
ARy N ZICEELET,

GE)

FRAAWIN T 2T G 7 7 AN XY T F v+, TAL T, 774 VE2RELE
BRI 77 AN AR, AT 2T 2RI LTSGR~V =T A2 D2 FEEED A X
v NEARLET,

WOFIREFHEH LT, 7—TNVHAOX Y T F ¥ 77 A NVO—EE2HRRL, HICBHET 515
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RE2—IIBH LAY Ml § 27201l TE 5, —EOR—UTY, £/, FED
= RN THERIETERRTONAZ L V= Tu—2flT 52 L b TEET,

Tr7ANKY —DOFEH /R EREELER LRI, VAT AR T 7 A NVERBXY 7T Y355
B, FOT A NVDEEGFOERNEFINET,

ez [Ny =T 77T Ky 77 7 (Malware Cloud Lookup) |77 v a v &FEHL
TI7ANEXRY T FrTDEICT7ANR) —%2RELERE, VAT AIZDOT7 74
NE T 7 ANV E B AT #RFLET, TO%, 77 ALK —5FH L, #H
LW[Z 7 A VvORiH (DetectFiles) 177 ¥ a DOV AT ANRREL 7 7 AV EHX Y 7
FxXITDHE, VAT AIT 7 AND AL FFEZ (Last Changed) | DEZEH L E4, 7272
L. O~V T 2T 770 RNVl T v T HF AT LN LT, VAT AFEEFOL
PG A 27 wHIBR L EH A,

ST RAL VRHRETIE, BUEDO FAAL U EFHR N AL DT —H 2 RRT HI LN TE
F9, PV A_NAD RAAL VETFRH AL DT =2 2RKRTHZLIITEERA,

FIE

[43#7 (Analysis) |>[Z 74 JL (Files) |>[¥+ 7F % 774 JL (Captured Files) ]% 3R L

£

Evh AXRVEDT TN Ea2—TiE —HOT 4= FRT 740 FTHFRRIZES AT
FT, ANV Ba—ZHERRT 4 —L RERRTHICIE, REGRZEAL, [
NZ S iz 717 2 (Disabled Columns) | FDO 7 4 — )V K4 %&7 Vv 7 LET,

BMELEYY
Xy TFYENTZT7ANDT 4 —LF (31 2—)
EREHF Y TTF¥ 77 ANDY—7 T0—
AR N B2 —REDKE

XY TFvENt=774ILDT4—ILK

IXYTTFYENTLT7ANDT =T Ea—id, ERBFALTTANANFDOT—7 T 10—
DEBDOR—THY, HAZAT—r 7a—|0BINTEFET, ZOTF—7 /L Ea—|T3,
T AN T—=TNDEKT 4 —I)L ROFINREGENE T,

ZOT—TNERET DA, MEMERIL. MEBEMNGOA X N CHEHAARERT —ZI2E T
WEDLHZLITEBELTLIESY, HHARERT —XI2X > T, MBEOHFINEH I enwz &
NV ET, LI, XA T I v IO OTEDIZT 7 A NVDEE I TV WA, BhE
THBA T PNRWATREME RN H Y £37,

T7AWRILNDIT AR RERYNT—D T7AIL bZDH RY) .


fpmc-config-guide-v62_chapter102.pdf#nameddest=unique_2484
fpmc-config-guide-v62_chapter3.pdf#nameddest=unique_108

. FrTFXENET7ANDTA—ILF

R6: XX TFYENEZIT7ALDT4—ILE

TFAIRILIZT AR RERY RT—=0 T7AL F52z 9+ |

T4—ILF

Bl

T — 51 A THAE AT —4 A (Archive Inspection Status)

T—=AT T7ANDT —hA THERAT —H A THY .,
WDONT NN F9,

o (R (Pending) 113, VAT LN T—HAT 77
ANEZORNREETLHRELTNDHI EERLET,
T 7 AINVNFHRV AT LAEi@imT 5 &, sEaRiEH
R 20 9,

o [ A~ (Extracted) 11X, 7—HF A 7 ONEZHH
L. BETEZZEE2RLET,

o [ (Failed) 1. e —A TN, VAT A
AR 2 U T E AR WIBAICRAE L T,

s [EEEIE (Depth Exceeded) ] 1. #Fr] STV D H
KRS HZHRXDAANEINIZT —NDAT 77 AR
T—AATICEHEENTVWDLZ L AR LET,

o [ 51t (Encrypted) 11&. 7—HA 7 77 A4 VDOW
BEREFALSHTHNT, BMETE o722 &&RL
7,

s [T (Not Inspectable) 11X, v AT LANT —h

AT ORNFEMB L THRELR)N -T2 EE2R LT
T, TORT—HXRAOERBEHRE L UL, AU —
N— T var, R —FE, WE7 741D
3ONRHY FT,

T=AAT T 7 ANVORNEEFRT HITIE, RTEYD
T2y 7 LTarTX AR A=a—%20NTRG,
[T —H A4 7T DORNEDFHRR (View Archive Contents) | % i3
WL EF,

T AN EATO— 727173 (Office R¥F= 2>
e T—H0AT, SAVF AT 4T, EITARET 7 A /L,
PDF 77 A/, Zoa— R T77A)N, TTF3T7 47, v
AT N T ANRE)

K4 (Detection Name)

B ENT-~L T =7 O4HEI,
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J4—ILF

B

{7 (Disposition)

T AIND F v T —7 @i AMP TOMWE :

o[ =7 (Malware) J1X. 77 A NDBE—H /LD
N =TTy 2T & LCERREN, 7T Y
RCvAo=T L LTHEESNTWDSZ L, i3,
TrFANDEEA TN, 77 A R —TEH
SNV T =7 LEWVEZBEA TS Z EERLE
7

[Z7V— (Clean) ]i%., 77 A /LB AMPZ 77 KT
7Y —rELTHEEINTWDZE, E2E, 774
NEaa—PRs ) —r JRANMIBNLEZ EERL
ES5 B

[RBH (Unknown) 1%, AT LS AMP 7 77 RiZ
VADEE LR, 77 A L OBMBEY YT Hh
TWRWZ &, 2FED, 77 A VB AMP 7 70 KT
FELL IR WAV EE2 R LET,

[# A% Lk (Custom Detection) 11X, 7 7 A V%
DR AL LRI A MBI Lz Z L aRLE
R

[ A 7] (Unavailable) ]I, AT A2 AMP 7 7
U RICWEbETE RN RLET, 2D
WHEEFFOA XL MIZTL DTN THLAREMERH Y
F9, I TS EETT,

INA] L. [7 7 A LV &EHIHT 5 (Detect Files) | 72
X7 7 ANVETry 2735 (Block Files) ]/L—/1IZ
Lo TT7 7 A NVPULER X HU, Firepower Management
Center 7 AMP 27 7 U RIZWEbERholzZ & %
RLUET,

RAA

¥ T TFY ST rANVBBEENTE RASL Y, 2D
74—V NI, v TFTF T —D 72T Firepower
Management Center % i L72 2 &3 D5 HICFR RS
EJS N

T7AWRILNDIT AR RERYNT—D T7AIL bZDH RY) .



T7ARLITT AR RERY FT—Y T4 +52z9 Y |
B =c77vsnto7q0070—08

T4—ILE 5

#1827 — 4 A (Dynamic Analysis Status)

. TF7ARIIIT AR bERYNT—D T7A4IL 3D Y



| 274MRLI T ARV RERYRT—=2 T7AL LSS MY
v IFvsnt774007—1F [

J4—ILE 55185
7 7 A IVREI S HT DT OIZEE ST E D D ERT S
DOTHY, WOHEDH> HLD 1 DL ERFREINET,
o [9#758 T (Analysis Complete) ]: 7 7 A VD3 Z A F
Y VT DIZOITEE SHL, BEA T BLOZ A
FTIv oo~ —LiR— R EZITRD £ L,

o [JLERTE DR E (Capacity Handled) ] : 2415 T& 72
Mmololzd, 77 ANDMMEESNE LT,

B TEOKE (R U —2 ORE)  (Capacity

Handled (Network Issue)) ]: % v b U — 7 #i O RE
NFERTEETE Rholzlzd, 77 A VBMREES R
F L7z,

e [T EORE (L— MlR)  (Capacity Handled
(Rate Limit)) ]: B REUTE L= 2 & AFIKTEET
oz, T ANVBRIESNE Lz,

[3ET VT 4 7727 /N4 A (Device Not Activated) ] :

TR, ZINF T LI AD AMP Threat Grid 777 A
TUVATT VT 4 72TV, 77 AN
EEEINFHA, ZORXAT—ZANRERINTZHE
I, PR — MEYICERKE LT EN,

o (R (oHr &4 57 7 F)  (Failure (Analysis
Timeout)) |: 7 7 A WD EEFEINE L7, £72AMP
MORERDIEINTOERE A,

o [KREYX (77 A WEITART)  (Failure (Cannot Run
File)) 1: 77 A ADBKESINE LT, AMP 7 F ¥
KRBT A MRECTT 7 A VEFATTEERATLI,

[ (v bU—Z7 ORIE)  (Failure (Network
Issue)) 1: *v NU—ZEROMBEDD, 77 AV
NEEINEEATLE,

s [HTDT=DiE(E72 L (NotSent for Analysis) ]: 7 7
ANDBERENEFHEATL,

BN T 7 A (GHTDOTDDEFERL)  (Not
Suspicious (Not Sent For Analysis)) ]: 7 7 A /L3~ /L
V=T TRV O E L THEANCHEI N TOET,

o [LARTIZ 34T # A (Previously Analyzed) ]: ¥ v =
SNTEBBA AT HBHD7 7 A4 Ve 2—FRHFOEE
LEo2&LELL,

o [T DT=HIZE(E  (Sent for Analysis) |: 7 7 A /LD
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<N =T E LTHEANIOEINTEY, ¥4Iy
T DO dIZF a—IZ AnbhE Lz,

HAF I T AT —% ADZEH (Dynamic Analysis
Status Changed)

HilEl, Z7ANDEAF I v I DOAT—H APEEX
7= HiEE,

77 A V4

7 7 A LD SHA-256 /v 3 a fBICBIHEAT T STV A
DL L TREIIRH SN T 7 A4 V4,

AiiElDZE#  (Last Changed)

DT 7 A JAZBEHE T D IF WA R RIS HHT S TR,

I f&5{E BFF (Last Sent)

77 A VIREN ST DT HIT AMP 7 5 7 RICEBICEE
SN,

o—hL w7 =T oW AT —& A (Local Malware
Analysis Status)

O—H) <N =T R FETINTNE I DETRTY
DTHYH, WOWT NI £,

« [5#5E T (Analysis Complete) ]: 2 —H /L </L7 =
TR LT 7 7 A A A S, FEicoE
NnNFE L,

o [ZoHT B8 (AnalysisFailed) ]: 2—Hh /L ~/L7 =7 %y
el 7 rA v amiEL L L L, RIGLEL
7

o [FENC X D ERDEF (Manual Request Submitted) ] :
=R =N =T =T RO T 7 A v
EEELELL,

« [5H72 L (Not Analyzed) ]: v AT A TR—H)L <
NI =T ofEFEA LT 7 A NADPRESNERFAT
L7

SHA256

77 A IVDSHA256 v v afil &, GBI Enz7 7
ANV ARV EBLOT7 7 A VO EERT Ry NT—7
Tr7AN TV N TAay, Fy hNI—T T7 A
NV NIV N EFRRTHIZE, NIV RN 74
a7 Yy LET,

A K L—3 AT —H A (Storage Status)

T 7 ANVBEBHNRT NA ANRFEEINTWDINE I 0k
AL, ROWT N2 £7,

o 7 7 A NMEGFH A (File Stored)

RIEZR L (HEESHTOLRE)
Was Pending))

(Not Stored (Disposition
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# A 27 (Threat Score) DT 7 A NMIEEMT LN TWARFTOEB AT,
AT I v 7ot~ — LiR— h &R RT HITIE,
EAaT TAarEr7 Vv LET,

B4 F 77 ANDH AT (HTML X MSEXE 72 &)

<y kJ—

D 274 FSTO Y

Iy MU= T7AND TV =7 FUBRRIZ, X2y Y= 2K THRA B EDLHITT7 7
AN (AT T TrANEEGE) FinE e~y 7 LET, N7V 7 MU,
T ANMLIET — % T ANOWE, 77 ANMERERT 0y 7 SNTENE I D, 77 A /LM
BREE SN E I E ST ZIORLET, ZHICED, AT =T 2EELEBEROH 57k
ARBLOZ—HFRV AT NHDLEANRENTHLINERHELTZD ., 7 7 A Mk O %
BU L= CEET,

AMP 7 70 RTHENREID Y THNTND 7 7 A /L ThiUX, EO7 7 A VDOiEETHIBH
TEET, VAT AIE, Fv MU=} AMP & AMP for Endpoints Dffi 512 LA~ D =7
OB IO Ty 7iEREFEHALT, b7V =27 FUEERLET,

REBREEINE=TILOD I T7EIUVLHEA LSO RY)

*y kJ—7

[(*y hI—27 7740 7Y =2 hU UA L (Network File Trajectory List) ] ~<— 121,
Xy NI =7 TRIOMBH SN~ AT 2T ERBICERR LI NIV 27 N vy TOT 7 A1
DERINET, INHDY R I0D, Rxy NT—7 TETZ 7 A VRRZIZERLINIZOEFW
O, 77 ANDSHA256 DNy v afl, 4Rl 24T BUED T 7 A VOWHE, WA (77—
NAT T7ANDEE) . 77 A WVCEEMT O X NI EERTEET,

Flo, TOR—VIZHFENDIRBAR Y 7 A &AL T, SHA-256 Ny ¥ 2B E 72137 7 A V4
M, HBONNIT 7 ANVERGEELITZETARARNDIPT RLRIZLSTT7 7 A V%
ROz emTcEEd, 774NV EROT7#%, [7 74/ SHA256 (File SHA256) |fiiz 7
U 353 NIV M) vy IREREINET,

J74IL b3 M) DFFHE 21—

ety NI —27 T2 AN 87V NUERRLT, Xy NT—I 2K TT 7 AV %EBE
Bic&xEd, 77 A 0DSHA2S6 BERBET DM, [RYy NUV—2 77 AN hF7V =7 K

(Network File Trajectory) 1 U A RN®D [7 7 A /L0 SHA 256 (File SHA256) 1V 2 %27V v
LT, ZO7 7 A NMZBETHEEMAER R LET,

Xy hNT—=7 T34 bF ¥ =7 ) OFFEMR—IZE, 3 20803 H 0 £,
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cHTV—FH: 77 ANVD TV B RX=UIE, T A VAT D~ U — 1R

(77 A NBRIER., Ry NT—7 ECTT7 7 A AREINIER SRR L O %Ic#
IRENTEHRMHERR L=V, 77 A VB LA XU FRBIOWEA MO, 77 A
NOBAEOWE R E) RERINET, 207 arnh, FEIASRT AL ZANT 74
NWERGLEGRIL, TOT7 7 ANV E0—NWIX T ra—RLiED, 77 A )V e85y
MRIZEE LD, 774057740 U A NMIBMLEZY TEET,

"IV N =Ry T T rAND LTV =T P vy E Ry FU—7 TRANZ

R ESNTERRNDELEE T 7 A NVERREICEBHILES, 2o~y 7L, AR MR
TrANVEBEELIIZE LIRS, 77 ANVERELEEE, 774 B 7 ey 7 Ek
B SN RE R LET, T—Z KA MEOHERIT, AA NEO T 7 A Mk A F
LET, 7% KA bEORIEEL, ORISR A N Ty ANT 7T 4
v7r & R~LET,

Flo, ZFOT 7 ANTT 7 AN A XY MBFAELTCHES, VAT AN T 7 A VICHE E
TAT R IR 2 EI D Y TRl 2N THRLET, v v 7 TTF—F KA 2 h iR
L. RARIREDT 7 A NEEEE LTZRPIDOA VAR AT D /SR iR R CXx F
T, T2, ZTORRIE, 774’/»@%@1@'&71 EZEME L THEA NRESGT 5840 1L
VAERFELET, ZO/RRIZ . BT RS ET,

B A Xk i [A X2 b (Bvents) | 7T —7 M2, v~y THNOEKET—H "o > M5
AR MERBRV A MEINET, T—TNABLO~y 72 EH LT, FFEDOT7 741 A X
V., ZOT7 7 ANEBREFEREIZE LR Y NV EORA N a—W = TAHD
B4 25 A X b IR L2 CHIR SN =7 — 7 LV NOMOBE T 5 A X k2 HE T
HBIENTEET,

2YRT—0 T7A4IIL b2 FUDYT) —I1ER

Je

ROWEFRIZ, XY NT—27 T7 A4 b TV =27 FUDY A MIERIND T 7 A /VDFE
AR—T O BRI R SIVET,

Bk

BETE 77 AL A R FEFRTDITNE, T4— NV NEDY 7 %227 ) v 7 LET, 774
NARNDOT 7NV EDT—7 70 —DRPIDOX—UNHF LY 4 KU TR &, BIRLE
BEELTXTOT 7 AN AR MbFERISNET,

RI:ZYRIT—=D T7ANL +Z2zO FIDYT)—ERITI 1 —ILE

[Z87 (Name) ] ERBA
avT Y DOT—HA T (Archive Contents) BEINET—HDAT 77 ANVT, T—hATITEEN
TWAB 7 7 A ILDH,
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w2y kT—9 7740 r30z o ruodey—EE ]

[ZH1 (Name) ]

B

BIEDM'E (Current Disposition)

WDONWTNDD Fy v T —Z7 [T AMP 7 7 A L OME T
ﬁ—o

s[v/A T =7 (Malware) |: AMP 7 77 RCTZD T 7
ANBTNT 2T, 2T 2T IZL>TMBl S5
0=y 2Tt LTSN TSI L,
FETFANDEBEBAITN, 774N R I —
TERINEZYNV T =27 LEVWVEZBEI TWDLZ L%
RLUFET,

«[Z7VU—>2 (Clean) ]: AMP 7 7 U7 RCE*D7 7 A )V
NI V=2 E L THEINTWED, 2—FRT7 71
NaEZ V=2 UANMIBMLEZ L2 RLET,

« [~BH (Unknown) ]: > AT A2 AMP 7 7 7 RICRH
WEDEE LR, 77 A VOEEREY Y THNRT
WEHATLE, EWZDE, AMPZ 70 Rin7 7
ANEELLHGELTWEEATLE,

o AKX LK (Custom Detection) : —WNH AHZ LKk
HURARNMITZ7ANVEBIMLIEZZ EE2RLET,

« [FIAATF (Unavailable) ]: > AT LAXAMP 2 7 7 K
ICRIWADETE o2 L &R LET, ZOMWE
BFRFOA X MIZT< OT N THLHAREERH Y £
T ZHUTTHISNZEETT,

s [#ZH72 L (NJA) ]:[7 7 A Wt (Detect Files) ]
FX[Z7 74 717 (Block Files) ] /L—/LA3
77 A)VEMEE L, Firepower Management Center 73
AMP 7 70 RIZMWE bR olc 2 L AR LET,

AN

WitH4 (Detection Name)

0= < 2 TN Lo TR SN~ vy 2T
D4 i,

A ~_2 kB b (Event Count)

77 AVICEEMT O Ry R =7 THEAINTZ AN
VRO, BRHEENT ARy OB 250 B2 AEA
X, = v FICFERINDA N PO,

77 AN 717 2V (File Category)

T AN EA T ORI T Y (office Documents
X system Files 72 &) o
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[ZH1 (Name) ]

B

7 7 A V4 (File Names)

v hT—7 ETRALINTZ, AV MIBEELEZ7 74
VDL HI,

D 7 7 A W47 SHA-256 7~ ¥ 2 fEIZEEATH T B
TWAEE, RBRICBRHESNTZ 7 7 ANABY A FShvE
T, [FEH (more) 1227 Vw7 95L, ZNNERIN
T, BODOT7 7 A NEARERENET,

7 7 A L SHA256 (File SHA256)

7 7 A )LD SHA-256 /~ v 3 =i,

T 74V RT, Ny valdfilgb szt rENE
T, BRRNY YV alERRT DL, ZO LIRS v H
FREISEET, B SHA-256 N ¥ 25N T 7 A v
LICBEMAT O TWDEE, V7D RIIRAS 2528
s &, TXTONy v afliERFRINET,

757 AL %A X (File Size) (KB)

77 ANLDY A X (KB HA) .

77 AN A7 (File Type)

TP ANDEA T (armr, =2 usexe 72 E)

B H)OWERS HRF (First Seen)

* v KU —7 61} AMP % 7-1Z AMP for Endpoints (Z & % %]
DTO7 7 A NMRHIZINZ T, 77 A NVEYDTT v
2—RL7ZEARARDIP Y FLA, BRUOEEGTH2—%
DRI

3 R (Last Seen)

v T —7 1l AMP % 7213 AMP for Endpoints |Z & % #ix
HO7 7 A NBRHIIINZ T, 77 A NVEREKICA D a—
RL7ZAARDIP T FLA, BLOEET 52—V ik
BIE o

BT 7V r—3 3 (Parent Application)

T RFRA 2 M AMP IC K2 BHB™MThNT- & &2,
NI 2T T ANMIT IEAL TNV I9A4 T NT
TV hr—var, ZTMoOT TN r—Taiiry hU—
I EIZT ) r— g U L3RRS Y EE A

#7~H (Seen On)

T ANEREERITZELEARA N0, 1 DOFA b
W1ODT7 7 ANDT v 7 a— RBIOFX 7 a— Rahf
ZRICLUTATOBEND D720, A NOEFEMN, [
ZAEHR A MELOWNFR (Seen OnBreakdown) | 7 4 —/L KD
EEMORE L ZEMOREOEH & —H LW L03H
nET,

4581 (Seen On Breakdown)

Tr7ANEERFLIERANOEE T 7 ANVEZZE LTEARA
~ D¥,

g4 (Threat Name)

TV RERA L MAT AMP ICX o TRl SN~ vy =T
WZREEAN T BTV DB D4 T,
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[ZH1 (Name) ]

A A

& A 27 (Threat Score) T 7 ANVDEEAT,

FYRT—=D T7A4IL bSO M) R TEBEEARV N YR B

T7AN b IV 27 M) = 7OYENIIL, 77 ANV EREELIZTRTORAMDIPT N
ANYARENET, IPT RLAL, VAT AREDERANTT 7 A VERAINTHEE LS
WCHESWTKRIETY 2R bENET, BI7I2E. FDOIP 7 KLU AZEEMN T BT _XTOA
RUh (B—=DOT7 74NV AR b, T7A VRS, LR ART T 07 AN BEER
F9, XEZiE, VAT ABEA X bR LIEERERESENE T, ¥4 LRY 7T
AWz A RSnET, HEOA X RIS UNICEAET 546, TXTHRRE CHINICY X b
ENET, v~ v FEEEBIOCLETICAZ8— L LT, AXVIEBIORIP T FLAZEHIT
FRTEET,

~ v FIZiE, 77 A D SHA-256 /N 3 2 ([ZREE L 72 B K 250 DA Xy M RFRRENET,

AR MR 250 BB DA, <~ IO 10 HNRFR I, RODA N2 MIAK S
NTERAT A2y (1) WREhET, 2OBAIC, ~ v 713D O 240 HOA R h&FE
ZT—\‘ Li—é—o

F 7 4V hD[FileEvents (7 7 A/ A X B) | U—27 70 —DFPDS—INRHF LAWY
RUTRE, 77 A0 2 A TIZESWTHIRESN T, §XTORZDA XN FRFRINE

T TURRA L MR=ADYN T 2T A XY ERERINBWGE, [vALT7 =T A X2k
(Malware Events) | 7—7 /VICHID X T, ZNHERRTHLENDH Y £7,

BT =B RA LV ME, AR FOMUZ T 7 A MEEER L TOET, ~ v 7O FO LA Z SR
LTLEEN, 2E2E [vvv=T 7y 27 (MalwareBlock) 14XV~ 74 2 0%, [
BEOH5ME (Malicious Disposition) | 7 A 2> & [F a2 v A4 (Block Event) ] 7 A =
VEREAELELOTT,

T RRA L IR=ZADTNT =T AN MUT 1 DT A aryBEFEnET, L hrAa~y
TAT AR TIE, 77 ANVTRESNESFTA NI T LITA arBERINET,
7 7 A NMIEEA R R T, MR CToORBINEZ2 20T A ay (TrANVEET a7y
ANWZET A a) PEICEENET, KANX, BEEM»LZEW~D T 7 A VLT[0 % 7R~
LET,

Py NT—=T &t L2 7 7 A VOEATIRILZ BIF S 272012, T—F R4 &7V v oL
T, BRULET =% AA Y MCBEH#T 53X TOT—4 RA v M BTe /" AR HHERTE
F9, ZAUTE. ROZA TOA XN MCBEEMT N2 T =% RA v PG ERLET,

cBHHEMITONTWAIP T L ANERERFE I3ZERTE 127 7 A NVERE
BT SN TWAIP 7 RLADREGET ATy RBA Y hR—ZAD< LT =T A2k

cBIDIP 7 RUARERT 254, TOBET 5 IP 7 FLUAREEMUE L IIZEFEMTH -
72T _RTDT 7 A IVERE

RIDIP 7 RLANRBERZRT LS. TOMGTOIP 7 RLAREURTH = RiRA v h_—
A<V T 2T A Xk
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B <oro—vo710 500 oA

AR SNTeT — % RA  MIBEEMT ONTTXTOIP T RLREZ A LRHZ T Bl
FERENET, [0 (Bvents) | T— 7 NADOIETHAR MpEAERENET, &
I ST A R R RRIZEEN TV DA, ZO/NABEN M THRFR RS NET, Ei%
SNTARY PR RERZLTWDAEENH Y 308, v v SR RINEREA,

XY RT—D T7ALIIL ST MY DFER

ATy I

ATvT2
ATvT3

ATv74

& (AMP for
Endpoints)

& (AMP for
Endpoints)

AX— k54t |HEEDSA LR |YR—rENET | HR—rShDF | 79X

R N R A

AT (Fy|~wnrv=T (R |[{EE (Any) 1% (Any) Admin/Any
T — 2 \r ~D— 27 EiT Security Analyst
AMP) AMP)

< ILF RAAL VEBERE T, BIEDO RAA LV EF R RAA DT —H 2R RTHIENTE
T4, L~V DRAALEFIIRBE AL VDT —F2FHR_RTHILIXTEER A,

FIE

[7%7 (Analysis) |>[Z 74 JL (Files) |> [y FT7—2 774 k5P k1) (Network
File Trajectory) |Z iR L 7,

Fo, T AMVEREZFEHALC, 2T XA NI AT T Xyvah—K, &
JZi3ARV N Ea—bT77ANVD N7V NIIZT 7 BATEET,

ek

YR RD[77A/SHA 256 (FileSHA256) (V> 7 %27 Y v7 LT,

G T a T, BT ST 7 A VD5EA: SHA256 Ny v 2, SRARNIPT FL A, £720%
T ANGLERRET 4 —V KIZASI LT, Enter L ET,

1 ODOFERIZT N =BT 256, TOT7AND Xy NI—F T7 AN FTTV =)
U (Network File Trajectory) ] X— VY MNERINET,

BV

[V~ U —1{5% (Summary Information) 1 © 7 > a2 > Cld, AFEFETTEET,

e 77 ANYANIT 7 ANEEBNTS : 7 U= URNELIIIAZ LMY A M7 7
ANZEBINLIEYD, 77 ANVEHIBRLTIED 5120, fET M2 (@) 27Uy 7 LFE
R

T ANEX LB —RT DL Ty ANEX v — RTHI2E, 77 A VDE T m—
RF7qay (&) 22097, 7ar7  RERSAEDL, 77 A VB4 T a— R
THIEEMRBLET, 774NV EX T a— RTERWGEE, 2074 2 3R 6FRR
SnET,
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RENET,
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DD T 7 ANEBEETEET, V77 ANEEETERWES. £-IZAMP 77U R
WG TXWEAIT., 2074 a ez rinsd,
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ED 22000 Leg, vx7 2087 7 4 ML K= R ERLTORTRE, =
DT A A TR EFR SNET,

cFUBBAAT TRXY T F Y ENTT 7 ANERERTD  BEAaT V7% 7 ) v 74
Hi, TOEBAAT THRY 7 F ¥ SNEZTRTCOT 7 A NADBERENET,

GE) P 2aTid, AERBENRETDLIZLENHDHT-D, v~V x2T 22X n— LA
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ATFYTS bV Y =u 7Tk, UTE2EITTEET,

cEBHIDA VAR ARRDITS IPT RLAEZ 7Y w7 LT, IPT RLAREENS,
RN ELTE 7 7 ANV AR NERDITET, ZHICKY, 20T —% KA 2 b~D
INAMNRFR R S, ZD]RMND T 7 A0 A Xy MIB#E L7 7 AV A XU R &
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BT D T RA L T Vv THE, BRLET—H RA 2 MZEET TR
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LC7 7 A NVOEREZ B CTEET,
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LE, AR POV —EFRBFREINET, WITNDLDOA R R —FRY v
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DR—=TURH LT 4 RUTHE, ZOT7 7 ANV E A TDTXTORFDA X FIRFE
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KRS, 7V 7 LIEFHEIC BT 2T _XTOT7 7 A0 A Xy MRERREINET,

ATV T6 [A1 bk (Events) | 7—7 /N Tik, LFEFETTEET,
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