BRAAN

BRAARNY FDEE

UFD ey 7 TR, BAANY b E2EBET D HIEICOWTHB L E T,

cBAA R MTONT (1 8—Y)

cRAA R FDOER (2—Y)

RAAR DT — 7 Tr— R (22 2—)
RAAR DT Y v HR— R (45 X—)

[ZAA R NOFEHEROR R (47 =)

ARAA R NDONRT R T T TDFER (50 2—)
BAAR S T TTOFER (57 —)

MZDWT

Firepower ¥ A7 LlE, A & ZOT —X OR[ Mk, BEHME, 3 X OBEMEICEET 5 AR
WOHDNT T 4w IR EID, Xy NT—I =X T 502 LHET, £k
Fy NU—27 BT A NIEBRIRT A AERET L E, BEOHDLT /T4 8T 4 ZHI
ELTHRy NT—7 2BIBT 5y eRETEXET, ZOTVATAIIE, WBENFIEL
IEIERT I AT BA NERBTL2OIHEHTEDLNS DND AT = xA#&Diﬁo

VAT ML, BIENRRAERET D EIRAA R MEERLET, ZHUuE, =7 A7 a1 b
OHfF, K, #A47 BLXOKBLEZOX—F y MIBET L a0 TF A MEROT —H T
T Ty PR=ZADA XU MOBFE, AR E RV LA LAy ooy —
bRtk SN ET, EFEXSRT /31 AL, Firepower Management Center (21 X2 ks & 3%(E L £ 7,
ZIT, ERNT A EHEEL, *y NU—7 TRy MIxT AR BEMMEICHECTE £,

BHENBT RA AL TA 2, AL v TF K, £720300—T v RORAT AT L E LTRERMT
HZEHTEET, KD, BREEERK LIy N Ry TERFERT LT
WA ALERETEXET,

Firepower ¥ A7 AlX, 2—VPRRALANRY b &R L, Xy NV—VRELEX 20T ¢ R
Vo—DarvTHARNTEDARY NPEETHLINE I DEFHMET D ZOITHERY —L
FELET, 2060y —LiFkOEEY) T,

« FHXIRT N ATOBAEDT 7 T 4 BT 4 OWEICONTHIIT DA R0 FERL—Y

BARY roEE I}



B a1~ rozs

BRAAANY

BALRY rEE |

BN LIEEOHIBICERTEALATFA M —ABLIRNT T 7 4 HARLAR—K, MAD
LiR—FEHREF L, ATV a— VIR THEITEINDLHIERETHIELTEET

s WEIZEHHE LT2A XU N T —H DB TEX 54 07 v MUY — )L, JHESOIRE
DrT XTI OFTREBINTAZ b TEET

*SNMP, 1 A—/, BLWsyslog CHETEHHEHT 77— F
c FEEDRAA X2 MR 2INEPCEEICHEHTE 2 HEME S V2 FHBER Y v —

cT—HERIAET LT, SHICHE LA N M ERET D OIS TE 2ERK
HHAL T = 71—

DR

ARXR—b 54t | RHEDSA VR | Y R—LENET | R—rENBE | 7HER

VR N R AL

I (st & (Any) £ (Any) Admin/Intrusion
Admin

BAANRY ME, Ry FU—27 ¥ X2 VT 4 IZHTDEBNH D0 E ) 2T 5720k
ﬁ\- L/i‘g‘o

VEDBRAAL R F Ba—iF, 2= T7 7 A TH-OIfEHTHIT—r 7 —2 k- THE
RVET, 1D EDORIAF T X=D GAAXRX DT =T Ea— BRI T
ry hBa—%Ety, BERERT—Z 70— 1 S&FEHTE, MEDOT —27 70 —5Erk
T&FET, DAX LT =T NS~ Tn—aFrt52 b TEEd, i,
BAAXR NEEDDHENTEET,

KEDOIPT RVANREENTWDIRET, [IP7 KL ADfER (Resolve IP Addresses) |1 >
N E2—RENANI/>TNDE, ARV E Ea—DRFIDEL RLIGAERDH 7,

VIVF RAAL VREBBRETII. BIEO RAAL VB RNAL DT —HEERTHZENTE
4, iV D RAAL EFIIRB AL VDT —F2FZR_RTHILIXTEER A,

FIE

ATv 71 [94 (Analysis) |>[RA (Intrusions) | >[4 X2k (Events) |Z 3R L £,
AT T2 ROBRERH Y £7,

o RFFRIREPE OFHEE © REEIOE T OFICHE > T, A X2 b B o —ORFHEIFIHEZ T L £
R

U= 70 —DEE  BAAXR NDT =T N Ea—RNEENRNVD AL LT —T T a—
ZHEHLTWDIGE, V=270 —0% A MORIZHL [(V—7 7r—0DHI0 i R)
((switchworkflow)) 1227 U v 27 LT, Y AT AREOT -7 7o —D WPz @ik L
e N

B EA R Lok
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« HllK)  BRT DG E OBV TEHERBAA N MO DITE, BAARS N TU—
7 7a—0fH 23 3—Y) 22RLTESN,

e ARV NDHIER : T—F RN ANHA N N EHIBRT DI, [HIBR (Delete) 127 U v
JLTERRLTWAHNRT y DA X MEHIBRT 50 [TXTHIFR (Delete All) ] % 2
Uo7 LCTURENZEIR LTy hOTXTOA X FEHIBRLET,

c ERFAHAD~— 7 1T 5 RAA R NIRRT DO~ — 7 11T 512, BRAAL R
FNafEREALE L TY—2 (16X—) R LTITEIN,

« LT — X OFR L BAA RV NMIBEEMT OB T — X 2 FoRT BT, RAAN
v R EBEMT O T — 2 OFRRr (16 X—) SR LTIEIN,
cNEBEDER  RAAXRXU R 74—V K 3X—=V) OIS TT—TNVDHT LD
NEEZRRLET,

EErEYY
RBAANE Ny b Ba—Offif] 27 =)

J4—IL K

AT ML, BERRBAZEETD EEAALNRY 2K LET, 2R, =7 27 a4 b
DAfE, BW, A7, BXOWBEBTLLZDH =7y MIBET 30T F R MERDODT —H T
Fo STy PR=ADA RS P OB, AR b YA =L LTHER LAy boae—
bLitdkEnE 7,

BAAL Ry NEBRET AL XL, HROA Xy FTRIARRERERIZ. VAT ARV, 7
., FOLICLTARV MR LTI Lo TERLZEICHEELTLSEE N, 122
E, ER SN b7 74 v 7 TR T —SNTRBAALNRY TN SSL EHREEZATHNE
7,

G¥)

FIZFNL T, BAARY FOT—T 0 B2 —I2WW DD 7 4 —/V FRERINET,
Ty a UHIZT 40—V REANCT DI, RBHIFIZIREL TH b, [R5l (Disabled
Columns) | D FDHHE 7Y v 7 LET,

7YX ar ka—)L K1) — (Access Control Policy)

AR NEAERLTEBEANV—, TV T aty P —v 3T a—F L— I BER o
TWABRERARD —IZBEMTONTNWAET 7R a2 be—L R —,

7o+t RX a2 kO—jLJ)L—JL (Access Control Rule)

AR NEERLIEBANV—LVENFRH LT 7 2Aar ba— L b—)b, [T74/V 8T
v a v (DefaultAction) |1, —ADBEMEIILTWLRARY —RNREDOT 7R
b= = MCBES T TR LT, bz, 77E8RXarbe—A R o—DF 7+
NWET 7 varb LTRESNTVWD ZEEZRLTNET,

BARY roEE I}
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BAALA VAR a DT 78A ay ha—L )b— LT 74V N T 7> g 02 BT
FHONTWRWES, 207 4 —/L FIFZEMCR £, 2exiE N7y MRT 7+ D
RARY —lZ Lo TRESNZHARETT,

77U — 3> Z7a k3L (Application Protocol)

(FERARERGE) RBAAXR b2 MU= L THEALIE N 7 4 v 7 THRIBSLZA A b
MowBEzRd, 77V r—vary 7a hajl,

7F)—arvJara)L ATI)ELU4AR S (Application Protocol Category and Tag)
TV = a  OREREBET D OIS, 77— a U ORHEE R R,

FIT)4r—a3>m) X% (Application Risk)

BAAXR N2 NI AT—=LIE N7 7 40y TRISNTET 7Y r— g ICBEEMIT HTn
LY A7, [FEEICEV (VeryHigh) 1. [ (High) 1. [*F (Medium) ]. [{& (Low) ]. BLO
FEFITIEWY (Very Low) . St CHRESNAT 7V r—2a O A 72T LICEET LU A
IRHVET, TOT7 44—V RE, EREDIBERLEWI AT ERRLET,

ESRRXEDBEM (Business Relevance)

BAAXR N2 NI AT—=LEE N7 7 40y 7 TS NTET 7Y r—3 g ICBEEMIT HTn
HE v ALEOREM, [FEFIZEVY (Very High) 1. [ (High) ]. [*F (Medium) ]. [{X
(Low) 1. BLOPBEFIZMEVY (VeryLow) |, #ft CRIHESND T SV r—va DX A4 72
CICEET A E R AL OBEENRH Y FF, ZOT7 =L FiX, TAHD ) bk by (B
EVED R BIRVY) bDOEFRIRLET,

448 (Classification)
ARy NEER LT A— LN BT D5,

TDOT 4=V RERBFETDHE X, FRTDHARY MEAER LI V—VOSEERSE AT
M HEAEIITHAOTXTERITHEANLET, /o, Fi5. 4Rl ERITEHO=
PO VA RNEANTHIEBTEET, RIS, WAZLAGEEZBMLIZSGE, T4
ATEZ IO TR TET—EHE2HEH L TRRET L TEET,

254 7>k (Client)

(EHTTHER SR BAAXRV M2 NI A= L HEHALZ N 70y THREHEN-E=#
FGEDRA N TEITEINTNWAEBY T NI =T 52ERT, 75A4AT L N TV r—a 0,

95472k ATTVELUAES (Client Category and Tag)
TV = a OB E BT D DI, TV r—3a ORI R R IEE,

B AR OB
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A 2 3—%1 (Count)

FATICR R EINDIERE BT B4 X FD¥k, [T b (Count) |7 4 —/v RiZx, #HED
Fl—ATHAER SN AHIREZEA L% TORFERINDZEICEELTLLEIY, 207 4 —
NV RIEIRBRTEEEA,

EI{EF D KME (Destination Continent)

RAA XY MIEE#HT B Z(EHR A N DO KEE,

Z{E%DE (Destination Country)
RAA XY MCBEET 2ZEFEARA FOE,

5E5E IP (Destination IP)
RAARY MZEHET DZERA MBIERTLIP 7 KL A,

#%{E%LAR— FEIXICMP 23— K (Destination Port / ICMP Code)

NG 74 IV EBZETHRANDR— &S, ICMP N5 7 4 v 7 OEAIL, R— FEERR
WD, ZDT7 4 —/)L RIZIZICMP 22— RRFERINET,

5E%c 11— (Destination User)

FESEAR A Mzu 74 v LTWABEMO 2 —F D 2—H 1D,

Device

TrEA Ay hr—L R Y SRS LB GT A,

2B TRERERETIX., 794~V TRA R EY FTAAL T, BlxDFNA ATH
ADNDEINTBRAANR FELR— T A2 LICEELTLEEN,

RAA Y

RAZRH LIZT ANA ZAD RAL vy ZDT 44—/ RiE, v VFTF 2 —D72IZ Firepower
Management Center 23X E L7 2 & 03 dH D5 IR RS NET,

HA4 22— x4 X (Egress Interface)

ARV EERNIAT—L LTHERALE Yy hOMIA v E—T oA R, Ny T A F—Tx
A ADLE, ZOA U F—T 24 ADFNIFIAD S ER A,

HAtF11) T+« J—> (Egress Security Zone)

AR BRI LTHHALE ANy b TIEX2 )T 40 V—r, RNy U TREBEET
X, 20X VT4 V=0 DT7 40—V RIZIFANSNER A,

BARY roEE I}
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BFA—ILDRFT T 74U (Email Attachments)

[MIME = > 7 > - fif[i] (MIME Content-Disposition) ] 5.t L 2> BifS & 4172 MIME iR+~ 7
AN W7 7 A NVOLRFITEFR AT HIZ1E, SMTP 7Y 7'at v %0 [MIME i&f; 7 7 1 /v
4w 7 (LogMIME AttachmentNames) |4 7> a V2N THHERH Y £, HEOU
77 A NABRYR— SN ET,

BF A—JL ANy S — (Email Headers) (BREDH)
B A—ND~Ny L= LT —4,

BAA—ND~y X —%SMTP hT 7 4 v 7 DRAA Xk EBEAITHI121%, SMTP 7'V 7
atytho [~y —nr s (LogHeaders) | 47 a v EHMNITHLERDY £,

*—)L%{E%& (Email Recipient)

SMTPRCPTTO =~ RMOLEEGESNTZEFA—NVZEBZDOT FLA, Z0O7 4—)V ROE%
FRT DL, SMTP ') Yty VO [ZEET FLADr 7 (LogToAddresses) |47 3
VEAENCTHLERDY £T, HEOZEET NLABRYR— I ET,

A —)Li%1EZE (Email Sender)

SMTP MAIL FROM <> R LG SN ZE T A —NVEEEZEDT FL A, ZD7 4—/L KD
EZFRT5ITE, SMTP 7Y 7ot v 40 [MEET L A0 7 (Log From Address) | 4
Ta v EANCTHILERDY £3, HEOEEET NLABRYR—IvET,

x4 L—% (Generator)
AR NEER LI R—3%2 b,

HTTP 7R X k4 (HTTP Hostname)

HTTP ERDOA A FRHELALRESNTFR A N (FETHEHE) . BER 7 v MIARA B
BRI EENTODDITTIEARANZ LITHEE LT EEW,

HRANZEHITP 2 AT b T 7 4 v 7 DRAA X2 b EBEAHT 521X, HTTP AT
V7atyYDO[FANOE Y (LogHeaders) | A7 'Y a U EHNZTLHLERH Y 7,

T—=T) Ea—T, ZOIZiE, BIGEENTZARA MORIIO 50 XFENERENET, KA
N DB DRREFNIARA V E G D L, mK256 31 M ETOREERAFERRT D
TENTEET, Elo, K256 FETORELRAA N EN Sy b Ea—ICRRTHD
EHLTEET,

HTTP % 33— F (HTTP Response Code)

AR N2 VYT —LE#ERE N LY FA4 7 O HTTP ERIZSEZ L TEE S5 HTTP
AT —H A AR,

B EA R Lok
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HTTP URI

(FHET2HE) BAAXC b2 MY H—E U THEHALUZHTTPER N7~ MZEERIT B
72raw URI, R/ X7 v MZURIDBEIZEENTWE DT TIERNI EIZEELTLEEN,

URIZHTTP 7 AT > 8 T 7 4 v 7 DERBAA XY b EBEMT 2121, HTTPHRAET Y 7
ot vHPD[URIOEZ (LogURD |47 Y a rEHNCTLH0LENRHY 3,

HTTPISEIC L > TR U H—& LT SR AA N2 FOBJEHTTP URI 2 23 51213,
[MFDOR—FTOAR MY —AFHEKDOFEIT (Perform Stream Reassembly on Both Ports) |47
v a VICHTTP Y — O R— FERETHLERHY £7, 7L, kY, FF7 4y
IDYTRSTAVHOY Y —RBLRPEINT 5 2 LITEE LT E S0,

Z DN, B SN2 URI DEAID 50 SCFENFERINE T, HBE URI DFRREBIITHRA
Habdb e, :RRK2048 3 FETORELLURIZHRTRTHIENTEET, £/2, KK
2048 NA NETOERRURI 2Ny b Ba—{lRRTHILEHTEET,

522 (Impact)

DT 4=V ROFREL~IE, RAT =2, Xy MU—7 BT —2 Megatkigd & o Bk
ZRLET,

DT 4=V RERRTHL XL, HET A a2 OBFITHOESEEELARNWTL
S, 72L& 21X, blue, level 1, FZIF 0 #HHALRNWTLEE N, AKX FEE /NI
FERXBLZVETRD EBY T,

* Impact 0, Impact Level 0
* Impact 1, Impact Level 1
* Impact 2, Impact Level 2
* Impact 3. Impact Level 3

* Impact 4, Impact Level 4

NetFlow 7 —# b3y NI —7 = v FIZBMS AR A MEMRERA XL —T 4 v 7
AT ADOERIT7Z2ND T, VAT AL, ZNHDOKRA MIERHT EBAA X2 MMk LMESS 72
(A7 B LrULl i R) AR LRV EENYTHZENTEERAL, ZDOLIRY
AL, BAMATEREZFEALC, RA MO —FT 47 VAT AID ZFHTHELE
7

ARNA B2 —T 4R (Ingress Interface)

ARV NE NI =L LTHEHA LIRSy "OATA v Z—T A R, Nyv T A H—Tx
A ADPE, ZDOA L E—T 2 A ZADFNETFIC AT ENET,

ABAtEF T4 J—2 (Ingress Security Zone)

AR NE R T—=E L THEALEY Yy "OANEF2 T 4 V= FiT b v —
Ve NyVTRHERETII. 20X T4 V—r T 4=V RIEFICATENE T,

BARY roEE I}
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14254 FER (Inline Result)
U—778—¢T7—TN Ea—TlE, ZO74—/LRRIZERONTIDPNRERINET,
cHBWFERA : = E NI =L L THERLE ANy 2V AT AR Ry Ll &%
RLUFET

o JKRED TFRHAL : [4 T A IEIZ Ra > 7 (Drop when Inline) R AKRY v — A7 =3 v
(M T4 VIRBRERED) AN LG, FEVAT ART L—=0 7 LTV SR
[Fay 7P LTAXy h&EAERKT S (Drop and Generate) | /V—/V23A X2 &4 L7258
ISy MRy P L EE2RLET
« 721 MU =L LTSN A—AN[ Ry 7 L TA Xy hEAERKT D (Drop and
Generate Events) JIZBREINTWARWI EARLET

BARY 2 —DN—)VORBEFET-1FIA > TA > Fay TEEC L bLT, A TFTA4 0 AV
B—T 2 A ANE v 7 E— RiZioTWIEEEED, Ny U7 RARE CIEY AT A3
rv beRay 7 LEREA,
DT 4=V REBRERTDEEE. ROWTnE A LET,
edropped : N7 "I U T A VEBBRE TNy M Ruy 7500 EI0EEELE
_a«

*would have dropped: V7 A VEFERE Ty M Fay 7425 K HITRARY
VeRREINTWAHEIL, Xy M Ry X350 E I aHELET

AR < — (Intrusion Policy)

AR NEERLIEZBAL—L, TV Taty Y —)b FEFTa—F L— LB S
NEFEBAR)—, T7®A ary o=V R —DF 74V 8 T 7 art LTRARY
BRI D), TI/EA Iy b= — L EEARY —H AT S D N TEE
7,

10C

BAANR N2 NV =L LUTHERLENT 7 4 v 705, HRICBRTARX MIxtT 21 A
DIEHF 10C) b MU A—L LTHEALZNE I Dy, ZO7 4 — )V RERKRT D & X3,
triggered ¥7-iin/a #HELE T,

A vt— (Message)

AR NEFRIATLHTH AR, L= RX=ZADRAA XY FORGFE, A XM AyE—UX
=BG ESNET, Ta—FRXR—ABIRT ) Fat v X—2DA X FOLAIL,
ARCE AyE—=VEFIN—R a—F 4 VT INTVET,

MPLS S ~ )L (MPLS Label)

BAALAR N2 NI =Ly hEBEEMTFONTHWE LT T ha) TUL AAf v
F T T,

B EA R Lok
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v b7 —2 534K 2 — (Network Analysis Policy)
AR NOERIZEEMNT O TSRy hT—Z 53R >— (DA .
ZOFNZIE, B S 72 URL ORHID 50 LFNFERSNET, Bl URI ORREFITARA v

BB DE, R2048 314 PETOREEZ URI ZFRTHENTEET, /2. &K
2048 XA FETOREE/RURIZ/X 7y b Ba—IlRKRTHIEHLTEET,

9S5A4T 2 k@A) TFILIP (Original Client IP)

X-Forwarded-For (XFF) . True-Client-IP, E£7213 50 A% AEFED HTTP ~v X —MLHE S
7= TDIZIFAT NPT KL A,

ZDT 4=V ROEEFRTDHITIE, Fv NT—TWTARY > —CTHTTP 7Y 7Yt ¥ [
DI FAT > NPT KLU AOHH (Extract Original Client IP Address) 147> a > AT
HMENRHY T, A7 a T, Xy NIT—JFIRY) U —DRLETY 7T, HK62ODH
AL T TAT U NIPRBLEREL, VAT N[V TAT > oAU F /L IP (Original
ClientIP) 1A X2 N 7 4 —/b ROMEZEIRT 2B 23 E L ET,

[F54F4 1T« (Priority) ]

Cisco Talos Security Intelligence and Research Group (Talos) THE SAL7zA X2 b OESEE, #
jﬂﬁ&"ﬂi\ priority F—U— %0)1@& 721 classtype F—T— }\@1@]:&#}7{5 Lij«o %wﬂﬁ@{%
AA X NS, TI7AFVT 43T a—FE737) ey ek TRESNET,
Hh7eMEix, [& (high) 1. [F (medium) 1. BLO[ME (low) 1 TT,

78 kaJL (Protocol) (BBEDH)

http://www.iana.org/assignments/protocol-numbers |2 —ER I TWD, R THEHT L N7
AZR— k70 FAVOHRTEITE S, T, FEoek L U%E%ER — MICMP OF1 & B}
o7 e fhancd,

H2#& (Reviewed By)

AR NERER LI —FOL4F, 207 4 —/)L REHREKTH L XX, unreviewed & A ST
HE, FEHERINTWARNWARY N E2BRBRTEET,

X2 T4 22 THFRX b (Security Context)

N7 4y @B LT T 7 AT O — IV T N—TEiBR T DAL T —H, VAT LN
D7 4 =)V RIZT—HERETHDIL, ~/LF a7 F A~ £— FD ASA FirePOWER 7217
<7,

SnortID (SnortID) (BZEDH)

AR MEAR LTZV—1D SnortID (SID) 2FEET B, A7 a T, —1LDEEY =
FL—% 1D (GID) BLOSID #HFELET, 22T, GIDBLUSID i, =r> (1) TKX
164, GID:SSID ORI £F, RORDILEOMEEZBE T ET,

gr1~vrork 1l
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5= 1:Snort ID & 3R{E

fi& i

H— SID 10000

SID D #ilH 10000-11000

SID LY K&\ >10000

SID LA | >=10000

SID i <10000

SID LA F <=10000
SIDDar~XEv U AR 10000,11000,12000
H— 0 GID:SID DA 1:10000

GID:SID OfiAAHLEDa v ~XPIY U A h 1:10000,1:11000,1:12000
SID £ X O GID:SID OfiA&HhED =~ XP)y U = K |10000,1:11000,12000

FRLTNDAR RO SID A [A v E— (Message) | FICFEREINET,

Y —ZAMDKEE (Source Continent)
BAA R MIEET L EER A DD D KPE,

Y —ADE (Source Country)

RAA XY MCBEHET 2EXERA FOH D IE,

v—XIP

RAA XN MCBET 2EERA MBMEHTLIP T KL A,

EIETLAR— L/ICMP % 1 7 (Source Port / ICMP Type)

BEILHRA FOR— (&S, ICMP h 77 1 v 7 OFEIE, K— MEERRNZD, 207 1 —
U RICIZICMP % A IRERENET,

#{ET1—Y (Source User)

%1§ﬁmx f‘@:El ﬁ“/]) ybfb\%ﬂ%%ua);b"v:@:[o—*"ji IDO

SSLDOEED 7Y 3> (SSLActual Action) (FEREDH)
VAT AN ELENTE N T T v ZICEA LT 7 a v,

B EA R Lok
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JOyy/)ty MEEITO VS (Block/Block with reset)

Tuy 7 Shlci e bR £ LET,
5 (BE4) (Decrypt (Resign))

BEAV—/FEHEZMEN L TES SN R EERER LT,
BS (F—D3x#) (Decrypt (Replace Key))

EEHAONTARF—L HEBEA T — EHELMH L TE LSRG e £ L
iﬁ‘o

B#5 (BEAMD*—) (Decrypt (Known Key))
BERORE X — 2] L TR S I EGERER L ET,
TI24IWE 79232 (Default Action)
BT 74V s T a il o TSN Z L ERLET,
5 L%y (Do not Decrypt)
VAT ANES L Lo TR A R L E T,
74—V R, BV —27 78— =T D [SSL AT —H A (SSL Status) | 7 4 —/L RIZH
RINET,
SSLEFBAZ15%R (SSL Certificate Information) (BRFRDH)
T T 4w 7 BRETALT D70 DOARRF —REH FRAF SN D RO
« 7Vl MFITIUHES  (Subject/Issuer Common Name)
e 7V x s NFATOMER (Subject/Issuer Organization)
« TV 7 NFITIOMME AL (Subject/Issuer Organization Unit)
« HZW#IE (Not Valid Before/After)

o U 7 VE S (Serial Number)

RERE T 4 7 —7"U & (Certificate Fingerprint)

« NBF— 74—V (Public Key Fingerprint)

SSLIEZMIE (SSLFailure Reason) (BRFRNDH)

VAT LB SALIS NI N T T 4 v 7 OE SRR LB,
« "
* f+—# (No Match)
* Success

e Xy via XN TWWARWWE v 3 (Uncached Session)

BARY roEE I}
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« NE72H5 5 A A — b (Unknown Cipher Suite)

o PR — F S TWZRWEE 5 A A — & (Unsupported Cipher Suite)

e BAR— K I TUWRUSSL /3—2 = > (Unsupported SSL Version)

o i 4172 SSL JE#E (SSL Compression Used)

e Ny T E— R THEHEBEILTE 22\ 2 v a > (Session Undecryptable in Passive Mode)

e NV R¥ x4 2 =7 — (Handshake Error)

* 85 —=7 — (Decryption Error)

cAREF OV — LT Y O (Pending Server Name Category Lookup)

« REEF OHES BT Y OFFE (Pending Common Name Category Lookup)

« W=7 — (Internal Error)

« EHAFREZR R v T —2 /3T XA —% (Network Parameters Unavailable)

o TN 70— NFEBEOMLIE (Invalid Server Certificate Handle)

o AR AREZR — NGEHE T ¢ A —7"Y > b (Server Certificate Fingerprint Unavailable)
e %727 FDN ZF ¥ v = T&E 72\ (Cannot Cache Subject DN)

« BITILDN Z % ¥ » 2 TE 72\ (Cannot Cache Issuer DN)

« "Bi72 SSL /3—< = > (Unknown SSL Version)

o il AR ATRE 7R AMETRERIE U 2 I (External Certificate List Unavailable)

o AR ATRE/RAMARE E 7 « W —7"U |~ (External Certificate Fingerprint Unavailable)
o D72 NTTREBAE Y 2 & (Internal Certificate List Invalid)

o (EFAAFTREZR NESGERAE Y 2 1 (Internal Certificate List Unavailable)

o i AN AT REZR NERREB]E  (Internal Certificate Unavailable)
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cHTA LT U MIARY MEEETEDL LT, 7V v T HR—RIZA X M 2BNT5
Zik, [2E— (Copy) 17/ [T_XTat™— (CopyAll) 1227 U w27 LET,

AR T — 5’/\“»*275%4’/\/ N EHIBRT 2 121E, BIBRT 24 N0 FORIZH LT = v
IRy 7 A F AL, [HIBR (Delete) ] E721% [T THIBR (Delete Al) 122V > 7 L
£

« ANV MIHERBHE A D~ — 7 1T T, RAA R FOR=V6 TN L EZHIERL, A X
YR T=ER=ZANLIEHIBR LN E DT DI, BAA NS P ARG AL LTV —
7 (16 =X—) 2ZRML TSN,

cHIRLTEAXV NE NI T—LIEN Ty hor—HL a2 — (libpcapERXD/ N7 > F F ¥
TFxX TrAN) BXUa— RT5HITIE 5‘7/‘:’“—}‘@‘6/\77/ MZE-oTHRY H—
SNTARY NORIZHDT = IRy 7 A% A 0T N AV ANOY Sy =Sl
(Download Packets) | £/ [T XTONRT Y hDOF ‘7/13‘— K (Download All Packets) ]
7 Vw7 LET, v 7 TF ¥ Il Ty M libpeap ETIRAFSNE T, Z DK
L. BEO—EH T e har TR IA VY CHEHAINET,

MDA NN B2 —ITBE L TR N P AERRT DI, V= T u—oT s —
YaraEZRLTIEEND,

DT —7 Ta—Z—RENEHT A, (V—27 7r—08h 3 Z) ((switchworkflow)) ]
Vv LET,
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cBEDONR—=ICTCILEND L HCR—=VE T v I/ ~—0FT5I00E, [2DOX—T 5T v
7 <—7 (Bookmark This Page) | %7 U v 7 LE7,

e[~V — % v 2R—F (Summary Dashboard) ] ® [{2 A X b (Intrusion Events) ]
Yt I varERRTAHIE, [# Y2 —F (Dashboards) ] %727V v 27 LET,

T I — I DEFEBR—VIIBEIT 52, [ v 7 ~v—27 OFox (View Bookmarks) | %
7V w7 LET,

cHEDE 2 —DF =X TESNWTLR—  E2ARTHITIE, A X M Ea2—hbDLR—
M T 7L — FOEREZR LTI E S0,

EENEYD
AR N OB
T ==

BAARF FYUILEYH Y R—DDHIH
WDOFRTIEX, RINALET L XR—=I O FEICON TR L £ 9,

KA RYLEIY R=STOA Ry FOFIF

At 184

WDT—7 70— _X—=TDRYNVET EREOREIZH (B2 27 Y v LET,

#9372 7= & 21X, [FESEA— b (Destination Port) |V —72 7 10—

T, ARV NEZEENPAR—F 80 THDHLDOIZHIKT B
X, [DST A"— R/ICMP =— R (DST Port/ICMP Code) ] 7%
T[80/tcpl 27 Vw7 LET, V—07 70 —DRDOX—Y
[ <> b (Events) ]3RS 4L, A— b 80/tcp DA
NETNEENET,
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S

#R1E

DT —7 70— R=TDO RV VLE T BER L2 A
v MZHKIT 5

WDU—7 71— N=VTRRTDHA R FORICH D
Frzv IRy AEERIRL, [Fr (View) 227V v 7 L
i‘a‘o

7= & 21X, [FESEA— b (Destination Port) |V —72 7 10—
T, AN M RSB AR — B 20/kcp BL U 21/tep THDH B
DIZHIFIT B2, TN HDR— FOITOMICHHF = v
IRy 7 A%FIRL, [ (View) 1227 U v 7 LET,
T—27 78 —DRON—V[A4 Xk (BEvents) | MMNFERS
. R— R 20/tep B L O 21/tep DA R FEF R EENE
R

BEOITEZHK L, T— 7 MEBROSINFET D546
(% (Count) 1FIZEEH L) X, EAEHIKEMFFITND
HOBERR IS Z LICERE LT EE, HEHKIC X
D, BELEOA XY FEHFICEDRNEIICTHZ &
MWCTEET, & 2X, [k (Bvent) | & [585E
(Destination) | DU —7 7 —&FHT 285513, &)
DORINE T XR=UTHERLEEITICEY , EEFHK
MMERR SN ET, %8561P 7 K LA 10.10.10.100 DA X |k
1:100 ZER L, %656 IP 7 R LA 192.168.10.100 DA <>
N 1:200 H IR L7256, EEHRICLD, AU F & A
7L LT L1100 ZETe A Ry hOFESEIP 7 LA E LT
192.168.10.100 Z & deA X b, F2IZA X b XA T L
LT 1:200 & de A N2 RS IP T L AL LT
10.10.10.100 Z & deA X FARIRE NN E 20 £
R

BEOHIKEZREE LN, KOTU—7 77— X—T%
KIAET T3

[F_THEF (ViewAl) 122U v 2 LET,

BAAAND M T—TIL Ea—DHIE

WDOFETIX, T—7N Ea—DOHAFIEICOWTHBE LET,

REARVEDT—TIL Ea—TOA R FOHIH

S

124

1 SORMEZFFHOA N MCE 2 —ZilKT 5

BtEE27 Y v 7 LET,

7o & ZIE, SRR —F 80 THDHA X2 MM 2—%H|
995121, [DST A"— HICMP =— K (DST Port/ICMP
Code) 14T [80/tcp] 7 V v 7 LET,

B EA R Lok
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AL RV 5y k Ea—0fR |

S

#R1E

TN BINEHIRT S

HEFRRICTBIRHB L7 a—XT a2y (%) 270 v
JLET, BRENDIRY T T v 7T U4 FUT, [#EH
(Apply) 1227V 27 LET,

oA T bLEFREIFIEFRICT DT, DEH
(Apply) 127V v 73 HRNC, %4 TH5F v 7Ry
AR A ERIFIATICLUET, B8 E 2 —IC
FLEMT 51 iE, BERE ) 22U v LTHR%H
K& PRaE L, [ D% (Disabled Columns) ] D F D414
7 Vw7 LET,

1 2L EDA Xy MZBEMIT BN Ty b EFRRT D

KOWTNDEITNET,
Ny NERTRTHARX NORRIZHD FTRAIT A =
v (8) BrY v LET,
Ry NEFIRTDH 1 OULEDA R PRI,

R=VDTEIZH D [Fr (View) 227V v 7 LE
—é—o

e NX—=UDFHET, [TXCTER (ViewAll) 1227V v
7 LT, BEOHKIC T DT XTOAL R oo
Ty heRRNLET,

BAAARNY Ny b Ea—DFEA

AX—hb 54t | RHEDSAELVR | B R—bEZNET | HR—LrSNDBF | 7IEX

AR INM R AL

e £& (Any) =& (Any) Admin/Intrusion
Admin

Nry R Ea—F, BAAXRU REAERLIEL—VE N H—E LTHERLE N7 > MZBET

LMz R R LET,

Bk

AR NERHT DT /3 AT 237 > FO#isiE (Transfer Packet) | 47 Y 3 U R HERHIZ /2>
TWA 4, Firepower Management Center TO/ 7w N B2 —|Z3/37 v MERITE T EH

Ao

N7y hEa—iZ, Xy "B MU =L L THEHLEEAAL XY MIET A EREZREET 2
ZEICE ST, ARV NDEALAZ T Avwe— B, BRE, A XU MEAERLE
L= (A X FPEHRET A b = U Lo THEREINTZHE) I E, BED/ 7> BR
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v S Fy INEABERLET, Ny b Ea—X XTy OV A X E Ny MBS
THEROERLET,

EHIC, Ny b Ba—llidnNTry NNOKRE (T—X V7, Xy b= BLOLT
VAR=R) IZOWTEHA LTk gk ANy FEBET 554 MZOoOWTH LIz
7arinb0ES, VAT ARy MBI LTESGAIEL. BRI, NERRT
xF9, oiEntkw sy a v 2RSS L. G RESRCTE £,

G¥)

ATy

ATy T2

ATvT3

ENENDR—=FAF v AN MIEEONT Y ML TR A= LTHERESND T2
W, W= FAFx 2 AN MIFFRIRAN—=Ta D7y b Ba—z2fHLET,

VT RAAL VBHERE TIE, BUEO RAAL VTR NAL DT =2 2 RKRTHZ LN TE
£, BV D RAAL VEITIRH FAA DT =22 RKR-T DI LITTEEEA,

FIE

RBAAR N T—=T7 0 Ea—0flK 26—) OFPAILEST, RALX b OT—T )L
Ea—7T, r-TH7y NE@RLET,

BEDOA X FEBEIR LGS, A7 3T, X=VOFEICHDHX—UFFEHEHT S
ZEIZESoT, Ny P Ea—TTry hOX—U YV ERX L N TEET,

WOF T arbdh £,

Ny h Ba—TCHKRHIHAZZE T 5121E, FHPEOLEEEZSRL T EE VY,
e J VT HR—=R B TAR NeA TV MUBET L7 U v 7FHR— RIZZEDA X
VR EEITAICIE, [2E— (Copy) 1527V w7 LTERLTWES7y kA Ry b
av—350 [TXCat’— (CopyAll) 1% 27V > 27 LTURNIER L2 T > FD
FTARTOA N hat—LET,

CRE AN NE NI T ULEBRBANV—IVERET DX, [T77 2> (Actions) ]DHEIC
HHRANEI Vv L, X7y b Ea—NTORAL—ILVOFKE (33—) OB
1o THAEZ R £

s HIBR . T RX=ANDH AR N EHIBRT DI, [HIBR (Delete) 1527 U > 7 LTHRR
LTWEH Ty hDA X2 MEHIERT 570, [T THIER (DeleteAll) 1227 U > 27 LTLL
AR L 727y FOTXTOA X FEHIERLET,

Xy — R ARV NE NI T—LTeTy hor—Hhn ar— (libpecap BERD /T v
FNExY T Fx T77A40) BEFXUa— RTHI2F, X7y hoX U a— K (Download
Packet) |27 U v 7 LTERLTWDAXRY NIBETAF Y ST LTy hoae—
HRAET D0 [T_TCOA7y h&EH > a— K (Download All Packets) %2 U v 27 L
TURNIRIR L7237 FOTRTDOA R FDOF ¥ 7 F v Lz Do — & {RAF
LET, Fv7F xSz > M libpeap X TRIFENE T, 0BT, HEO
—WxM)7e 7 a haL TR IA Y THEHINE T,

B EA R Lok
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GE) H—0OFR—b AFy o A X2 MIEEDO Ay MZESWTWLTED, R— KA
Xxr NNy heEFyrun—RCExEHA, 2L, F—FAXy 2 Ea—iT
FERARE/RR T _TONTry MERZRMIELET, ¥y rm— RT3 b
15 % OFEHTIEER T 4 A 7 SHIRAS LTI,

EREHDO~—7 B HTFD : A X N T = RX=ZANnLFHIBRETIZ, AN Ea—
MNHHIBRT 2 T2 OMEREH DA X MI~—7 ZfHF BI12iE, [#EiR (Review) |27 U v
T LTERLTWVDNRT Y bOA XY MNMZw—27 BT D0, [TXTHER (Review All) ]
27 Vv 7 LCUENCERIR LT AN FOTRTOA Ry MIv—J 10 FEF,  FEHIC
DONTIE, RBAA RS M EHEREAE LT —7 (16 3—) 2R LTI EE,
cBIMERORR : X—=U I va rFREALZY, VATV TIE, B2 a v
ORCHARHZ 7 U v 7 LET, FEZ O NTIE, A XV MEROT7 4 —/L K (29—
D) L T —uFEROT 4=V K 3T=) | T=H VI EERT 4 —L K (38
N—=V) ZBBRL TSN,

3y NT—ZBOBEHROETR : *v N =7 BIEROF R 39 4—) 2BBLTLE
AN

e N XA MEMODOER : T E A MEHROFTR @5X—) 2L TIEX

W,
s hTZUAR=PFEDFEROF TR : RESZRLTLLEIV, P77 U AR— MalFRoERR
(42 =)

MENE YD
R— b~ A% ¥ U
BAAN DI Y v TR=F (45 —)

AR MEHRD T4 —IL K

N7y b Ba—T, [ MEH (Event Information) &7 ¥ a D /37 v MIET 5 E®R
ERRCEET,

ARk

ARV DA yE—T, W= AR=ZADA X NOLE, ZHUIN—L A vE—TIZxiE LE
To MDA X NDOEE, ZULT a—FEETT ) ey I TRED 77,

A X2 RO ID X, (GID:SID:Rev) DFEXTA v —TIftmsnEd, GID X, L—/L =
Vr, Ta—F FEA RV NEERLET Y a0V 2k L—XID T, SIDIE.
J—)b, Ta—XF XAyk— FHEFTV ety A o—YDID TY, Revid/l—/L D
Veva FEeTT,

Timestamp

IR RNy TF oy ST,
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BALRY rEE |
B ~rEmoT—nr

% (Classification)

AR DO, VR =ADA Ry OB 2T VOIS L E T, oA
R ROEES, ZHEITa—FFR37) ey Lo THRED £9,
[T544Y) T« (Priority) ]

AR NOERE, L= _R—=ZADA X FOBE. ZHUL priority ¥—U— FOEE 721X
classtype ¥ — 7 — FOMEICKHS LET, DA X FOSGA, ZITa—F 3707
oty ko THRED 4,

ABtEFa1) T4 Y— (Ingress Security Zone)

AR N N A= LTHERALEAR Yy hOATTEXF2 DT 4 V=2, Ry U7 RBREET
. 20X VT 4 =0 T 4=V REFICATTENET,

HAtF21) T+ Y—2 (Egress Security Zone)

AR 2 MY T—=L LTHERLE Yy o X2 T4 V' —0, Ry 7REETIE,

DT 4=V NIZIFAENER A,

RAA Y

EHHART A ADBBET D RAL Y, DT 44—V RiE, vV FTF 2 —D7=0HIT Firepower
Management Center Z 5% € L7=Z LN HHLEAICTERINET,

Device

TIEAay ba—LRY =R SN EESRT N A,

2By IRERRETIE, T4~V TAAL R HY TAL AL e OT A ATH
HNDEINBAA R a2 LAR— T 52 LICHERELTIEIN,

X2 T4 22 THFRX L (Security Context)

N7 4y 7 BNEB LT T 7 AT U= TN—TE@RT DAL T —5, v vF av
F % 2k F— FD ASAFirePOWER DIBEIT, VAT ANIDT 4 —/)LV RIZTF—F52RETH
ZLICEBRLTLEE N,

AHBA4 2% —T 4R (Ingress Interface)

ARV ENERNIT—L L THERALEAY Yy "\OANNA L Z—T A A, RN T A F—T =
A ADYGE, ZOA L E—T A ADFNIZHC AT SNET,

HA4 32 —7T x4 X (Egress Interface)

AIA By FOGE ANV MR NI LTHERA LAYy bOEA v 2 —T = A
Ao

B EA R Lok
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%15 7T/585E IP (Source/Destination IP)

ARy b B Y= LTHIT LISy b ORATE (E(E50) ThAHEARIPT FLAE
X RAAL L, FTRFARC IR NI = L THERHLIEZ N 70 20X —7 v b (3B
Je) WA R,

#E{ETR— K/ICMP 2 4 7 (Source Port/ICMP Type)
AR P2 Y=L L THERLEZ Yy FOEETR—F, ICMP FT7 7 1 v 7 OBEIL.
R—FBENRNZD, VAT AMIICMP A TE2FH R LET,

3#£{E57R— F/ICMP 2 — K (Destination Port/ICMP Code)

NT7T7 490 BZETHRANDR—= b ES, ICMP s 77 4 v 7 DAL, R— FEENR
Wiz, VAT ATIICMP 22— REFR L ET,

BF A /LD~y & — (Email Headers)

BF AN DNy S DERIF LT — 4, T A—AD~y S ZRAL N hOF—T
Ba—CHRRSNERAD, BFA—L ~y S — F— 5 TRREM L LTHEATE S 2 L
B LT A,

BT A—ND~y X —%SMTP T 7 4 v 7 DIRAA Xk EBEATHI121%, SMTP 7'V 7
oty o[~y H—nnrr (LogHeaders) | 47> a v ZHEMNTHHLERNHY £3, L—
NR—=ZADA R OB, ZOITIXEFA—N T—E2RRGSN-EEICERENET,

HTTP ;R X k4 (HTTP Hostname)

(fFET 54) HTTP BEROAKRA F ~y X—NDBE SR A MM, 20T, &K
256 NA N DERRFAMENEREINET, FA NN IITEVEWVWEAIE. B2 FA B
L ERETEET,

KA N4 EFRRT HIZIE, HTITPRET Y Vet v ¥ [FA M Or 7 (Log Hostname) |4~
varEANITONERDY £7,

HTTP R/ v MZARA FEANFEIZEEN T D DI TIERNWZ LICEE L TLEE Y, b—
NR—ZDA R FOEE. ZOfTIE v MZHTTP A A M £7- X HTTP URI A& E N5
BARICERRENET,

HTTP URI

(TFET2HE) BAAXU b2 R A= U TR LZZHTTP 2R3 v MIEEST S
72 raw URI, Z DATIZIE, K 2048 XA FOZERR URI NFERINET, URIN11TEVE
WAL, 247 URI 2R T £,

URI 27 5121%, HTTP A7V 7r v ¥ [URIOB 2 (LogURD (47> a 6%
T HVERDHY 7,

HTTP E:R %7 v MZURINFEIZEENTWEDITTIERWVWZ SIZEE L TLEE N, L—b
NR—=2ZADA X NOEE . ZOITE37 > MCHTTP AR A M F 72X HTTPURI NG N 55
AICFERENTET,
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HTTPISEIZ K> TR Y H—& LTHEH SRR AAL N FOBEHTTPURI 2 2 M7 5121,
[MHFDOR—FTHORNY —LFH#EROFEIT (Perform Stream Reassembly on Both Ports) ] 47
T a VZHTTP Y —A_"OR— MEHETH2H0ENHY £3, 72720, ZhiCEkh, F 771y
IOV TRUCTNVHDOY Y —RAFRPBEEINT 5 Z LICER LT E SN,
RAR1 L — (Intrusion Policy)

(FIET25HE8) BAAXV MEERKLIERA, 7V Pty d Ta—FOL— L RFRIC
SNTBRBAR)—, 7782 arbha—L RIS —DF 74V s T 7 aré LTRAR
U —ZRIRNT B0, T7E8RA ar g —L b— L EGARY S — 2B H 2 ENTX
i‘a‘o

7YX ar ka—)L KR — (Access Control Policy)

ARV NEERLTERBAV—, T Tayt v— T a—F L—AREHCE
NIEBRBARY) —RNEENDHT 78R aryba—/L KR —,

7O+t X a2 ka—JjLJ)L—JL (Access Control Rule)

AN NEERLTERAV—VERE T ONTZT 7 EX 3 ha— v—)b, [T 74 1
7 7 v a (Default Action) 1%, V—ABEMNIENTZEBARI O —RT 78R a2 tr—
= ZBHEM T bR T enZ e RVICT 7R ary be— LR —DFT 7 4
WNET I arE LTRESNTWDZEEZRLET,

JL—JL (Rule)

BEUET 2 b =L A X2 RORE . AN P ERAER LTV,

ARVER, HEF T2 b=, Ta—F, 7370 T ey ESW TV BEESEA
1T, VAV ERBEHATE AW LICHER LTSN,

N— b T —ZIZFZ Ry MU=V AT BB RN E TN, FEHE T —F R —
N—IVDORFMERZFEHAL Ty b BEa—T—/UERE TR T oMLY, =2—9 n—
NEZT 4 X THNRERZDZENTEET,

74 <, 3> (Actions)

FEHET % A2k JL—)L A X2 hOFAEIX, [T 7 ¥ a2 (Actions) | ZEB LT, 41XV & b
UA—& UTHEH LI — s L CROBIEO W a2 FEZITLET,

 —IVERET D

= DYET g AIONTD RF 2 AT —2a a5 L= RFa AT —
= (Rule Documentation) 147 U w7 LT, L—/VOiffixz R R LET,

e JL—LIZ T A NEBINT S
s JL— L DIREEE BT T D

IL— LD LEVEERET S

W BA(RY OB
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ARIB, EAT V2T b=, Ta—F, F37) Tty I E SO TWAGEA
M. V=V EBEATERVWZ LICHER LT &N,

NTY F Ea—ATOEAIL—ILDHRTE
AX— bk 54+t | HEDSAEUR | HHR—rENBT | HHR— SBR[ 72EX

VR N R AT
179 PR & (Any) & (Any) Admin/Intrusion

Admin

BAAR IOy P E2—NT, ANV 2 NI =L UTERLZL—MITH L THEE
DT 7 avBEFATTEET, AXVIA, FEA TV b—, Ta—F, FiE7Y
Tt oISV TNWBEEAE, V=V EFEHTERN LICEE LT EEN,

FIE

AT T BALV— K> TEBRINZBZAL R ROy N BEa—NT, [0 ME#H (Event
Information) |27 v a > ®D[7 7 3 (Actions) | ZEH L £,

ATV T2 WOBRENRHY 7,

e T AR EBEYET F R K L—)L A XY hDOYA, —/b 2 A2 F (Rule Comment) | %
TV LT, ANV MEERLIENV—IVITFA N a A EBNLET, ZNIZK
D, =R, FEEShc= /7 A7 0 A NEIFRY v—ERKICET 227 F A B L
ERARIETXES, BT, BAL—L T 4 X TL—ADa AL FOBMB LU
IREATH ZEHTEET,

WY [ DON— VBB T S .. (Disablethisrule...) %27 U v 7 LT, /b—/L%& %)
WZLET,

DA R FPEARET A b L—)UZ Lo TARRINZHE1T. BEIZS L TUL— L %48

N TCEFET, B— DL TRETEATRATORY =TV —VERETEET, £/~

. BEORY v—%2u— LV TIRETEX 256, BIEORY — (DFED, A2 |

BERLEERY V=) ORI — IV ERETHI L L TEET,

BAEORY) —F T g 0F, BEORY o —ERETE LRI ORFEREND Z LT

HEELTLEIW, 2E20E, PAZ LR U—%RETEETN, VAT AR EMET S

FI7F)NV N R —IIRETXETA,
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NERELET,
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TEXHHAIE, BEORY — (0FD, ARV IEAR LR —) ORIINV—)VE
WETHZELTEET,

BAEDORY > —F 7> a i, BIEORY —2RETE DERICORFREND Z LI
HELTLESN, It xiE, WAZ LK) U—%RETEETN, VAT APRRMT D
FI7 N R —IIRETEEA, ZOFTva i [ IA DA Ry S
(Drop when Inline) | BEAEDR Y o —THINIR > TWIGAEDAHRRIND Z &I
BELTLEEWN,

TREE  EET XA N L— L A Xy NORGA, [RE Edit) 2270y 7 LT, AV %
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7 Tty HZEDONTWDEEAIE, VA EEHATEERA,

GE) ATk oTRftanTe (W AZ LFEET XA M L—/LTiERW) L—%
ETAEA . ERICIESHHOT— L A— L EER L TND Z LIy $9,
=N = NVERELT, AV heAR L, BIEDRARY & —Ttd/—
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02— = UFANCTERWNZ LIZEREL T EE N,

AR NOER  [ZON—VEREL TA N2 M 4ERK... (Setthisruleto generate events...) ]
7 Vw7 LT, ARV NEERTHL—VERELET,

ZDA Ry FHPEAET X R R L— U Ko TERSNEEAIE, VL ERELT, B—
TV THRETEDLTRTORY O —TA Ry bEAEKTEET, 2%, BHEORY v —
AO— AN THRETEX DBAIE, BEORY — (OF0, A XV FERAERLERY o—)
DRIV —NEHRETHIEHTEET,

BAEDORY) V—F 7 a v it, BEORY) —%RETEDIHEBICOHRFERIND Z LI
HEELTLEIW, 2E20E, WAZ LR U—FRETEETN, VAT AR EMET S
F7 )M R —idRETEEYA,

GE) EEHEF T2 =TTy F Ba—nb ARV NEERLEY, T 77
VR R —TL—LEENI LIV TEZLIITEEEA,

WA 7> a VORE Ny b BEa—NTOMGIA 7Y a CoORRE 36 X—) O
BRIZHE > T, [ A7 > 2 > DOF%E (Set Suppression Options) ] % R L. i1 L7,

ZOFTarEHHALT, n— ULV THETE LT XTORY V—T, ZOA XV %
Y=L LTHERA LI V—L2IHcE £, Fi, BIEORY v—% o — /LT
HETXHHEAE, BIEORY v— (DFD, ARV IEARLERY —) OHRTL—)L
R TAZ LB TEET,

BEORY) o —F T a id, BEOR) V—a2RETE HEAICDHFEREND Z LT
HELTESN, 2E2E, DAXLRY) U—%RETEETN, v RAapigitds7
TR —IIRETE AL

B EA R Lok



| BAARY bR
Ky bk Ea—meolznErrvaross |

c LEVEA T a v ORE Ay b Ea—NTOLEWMELS T a v ORE (35 32—
V) OPIHE-> T, [LEVMEA T 3 » DOFRE (Set Thresholding Options) ] % BB L.
AT L ET,

ZOFTvarEEHLT, R— ULV THRETE LT XITORY —TH, Tk Y

H—L L THEHLIELV—LDOLEWVEZERCTCEET, E2iF, BEORY v —%2ua—7
NTCHRETE DA, BIEORY v— (0F0V, A XU MEAEKLTERY v—) TOA
LEVEZERT DB TEET,

BEORY) o —F T a id, BEOR) V—a2RETE DIEAICDHERENDZ LI
HEELTLEESN, e DAXLRY U—IRETEE TN, VAT AR EMT D
T 74V MOERARY —iIfFETEERA,

R¥ a2 XA FOER: [FFa AL FOFRR (View Documentation) | %2V v 27 LT, A
N NEER LIV — VO ZHER L E T, RIT, b=V FFa A7 —2 3 (Rule
Documentation) ] %27 U v 27 LT, JL—/VEFOFEMEE R LET,

NTFYy R Ea—RATOLEMEA T3 VDHRTE

AYX— kT4t |HEDSAEUR|HR—bENET | HHR—bENBF | 7O EX
VR IN R A

B (54 & (Any) & (Any) Admin/Intrusion
Admin

BAARIDONRTy RE2a—TLEVWVMEA TV a v BRETDHEIWCEL-T, =T8I
RFfEI ORI & & HITAERSNDA X FOBEFIHTEES, e—HLTHRETEZLTITO
AU o—iz, T — BNV TRETEDIHEITIBUEOR Y >— (DFD, A X FEARKL
T2ARY =) OAIZ, LEVEAS Y a v EARETEET,

FIE

ATYT1 BANLV—NZE S TERENTBAAL SR bORry b Ea—WNT, [fX0 MER (Event
Information) |22 a2 ® [T a > (Actions) | ZEHLET,

ATF9 T2 [LEVMEA T > 3 D% E (Set Thresholding Options) [ Z R L., D2 5O A T =
VInD 1 DEFRLET,

« IWEDKR ') — (in the current policy)
s O—HILTHEREINE=FTRXTDHHR — (in all locally created policies)

GE) BEORY S —FF g E, BIEORY —2HETX AEAICOARFREN
F9, Tl zE DAF LR U—IRETEET TN, VAT ARRMT ST
T4 R —IIRETEEEA,

ATYT3 BRETHLEVWHEDOZA FTHRINL T,

| BARY roEE I}



BALRY rEE |
B 7o ea—mcomiir 7o avozs

CEAZHIM Z EITHRE LA R b A A ADOEITHIRT BB AT, [HIR (limit) ]
7w LET,

cHIM T EITHRE LAY N A VU AZ VABIGET H - NTBHEIT O HAIEL, [LEW
& (threshold) 1% 27 U > 27 LET,

ARESNTA R N A VAU ZBITGE LR T, BIfSH0 1 RIFo@mmElT 54
I, [l (Both) 127 U2 LET,

ATV T8 FNET AT ar REE IV w7 LT, ARV N AV AX A% [E(G78 (Source) 1P
7 RL A& 5645 (Destination) 1IP 7 KL 2D E L 5 TBHT 2002 E L £,

ATy TE [T b (Count) 17 4—/L RIZ, LEWVEE LTHRATAARXU b AU RAF A0 E N
HLET,

RATY 76 [ (Seconds) | 7 4 — /L RIZ, A XV b AV AX L AEBWT DM ZEET 58 (1~
86400) = AJJLET,

ATy T BHFEOBRARY —TZOL—LOBIED LEWELZ A —1"—F 4 FTLHEIE, [ZD/L—
NVOBEF DR E % A —/N—T 4 R 3% (Override any existing settings for thisrule) ] F = v 7 & v
J AEFANTLET,

ATy 78 [LEVEDMRT (Save Thresholding) 127 VU v 7 LE9,

N7y b Ea—RATOMGA T 3 D DERE

A¥—hk 54 |#EDSAEVR | YR—rENBZT | HR—rShBK |7 ER
~ A AR AL

i

B {R8 £E (Any) £& (Any) Admin/Intrusion
Admin

MlA 7 a v Z2EHALT, BAAMRC M2 FE DT, FREEETLIP T RUAE=135E5%
IP7 RLARZHESWTIHICE £, a—H L THRETEEZTRTCORNY > —THilA 7 3
VEBRETEET, F20d. BUEORY —%2u— WL TRETE 2581E, BUEORY v—
(DFEV, ARV MEARLERY V=) OBRIIEIA TV a v Z2RETHIELTEET,

FIE

ATV T BAL— LS TERINIBALR FORTry b Ba—NT, [4X2 ME#R (Bvent
Information) ] &2 > a > ®[7 27 3 (Actions) | #JELET,

ATw T2 [IA 7T a o DOFE (Set Suppression Options) | ZBEBI L. KD 2 SOEFRhRAT > a v h
1 OZE@EIRLET,

« TEDR!) — (in the current policy)
s O—HILTHEREIN=FTRTDR — (in all locally created policies)

B A1~ ORE



| BAARY bR
Ju—utEgoT—1r

GE) BHEORI—F T aiF, BEORY O — 5 RETEXAESICOLETRINE
T, T2 2E, DAX LRI —BRETETETH, VRAaPRgH"TLIT 740 5
AU —IImETEETA,

AT9 T3 RONWTINO BEFxE (Track By) | 47> a U ABRLET,

HRELTEEFILIP 7 RLADLIEESIND NN v ML o TEKRSIID A X b & i)
T 5%E1%. EET (Source) 127 Vw7 LET,
FEE LTS IP 7 FLURIZIEFEEND /N v MZ Lo TEREIND A X N2 Ifl3 2
BAalE, [5it (Destination) [ #27 V v 27 LET,
« ZDOARY MR — LI = DA R b EFERICIHIT 23551, b—/ (Rule) ]
27V v LET,
ATy T4 [IPT FL A (IPaddress) ] £721% [CIDR 7= v 27 (CIDRblock) | 7 4 —/V RIiZ, ¥#fETE7-
WI5E5EIP 7 RL AL LTHRETDHSIP T RLAEIICIDR 7V a vy 7 /77 4 7 ZAEHZATIL
E3

ATy T5 [l OLRTE (Save Suppression) ] &7 U v 7 LET,

EErEYD
Firepower ¥ A7 LD IP 7 R L A KLk
JL—LEBRDT4—ILF

Ny b Ba—7T, [Z7b—24 (Frame) | DREICHDIRKNE 7V v 7 LT, v 7F¥ iz
T —AICETAEREERARLET, Ny B a—ZEE T LA E I EE T L — o %
FRTEET, 7L —AZE, lxDOFxy U= Oy MIBETAIERNFRINE

T, T xIX, ZTMHERT Y PERIIFHHBR SN TCP A N —LARNORT y FOBGE,

IO T L —ANFRENET,

7 L—4in (Frame n)

XY I FyrvEINETL—A, niTE—T L —A Xy NOBASIT, BT L—L Ny RO
BAIEES 7L —0F ST, 7LV—AHNOX Y 7 F ¥ INT- A MIT 7 L —AF=ZI2BMN
ENFET,

&R (Arrival Time)
TV —ANF Y T F v Eniz AR,

Fr TF¥EAHDT L—LOBRETILZ (Time delta from previous captured frame)
BT L—5 iy ROBE, BT L—ABFX v 7T v SHTH D OFRREIER,

RRFHAD T L—LOEETILE (Time delta from previous displayed frame)
BH T V— 2 7y FOBE, BID 7 L— ADRFR ST D ORI,

| grAs~v ot W
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BAIRY 0% |

B s omEmo—nr

SHELBEEIXEE I L—LMSOREM (Time since reference or first frame)
BT L—05 7y NOYA. BUID 7 L—LANF v 7F ¥ SHTH S OREFR,

7 L—LZES (Frame Number)

Z T L—hFEE,

7 L—LE (Frame Length)
TL—AhDRS (A MHALD

*+ JF v £ (Capture Length)
Xy IF XY ENTZTL—LDOES (O M)

7 L—LAlE<—25i%&F#H (Frame is marked)
T L —AN—7 INTWAENE I N (true £7213 false)

JL—LRN®OZO kaJL (Protocols in frame)
TL—AIZEEND T E Fa,
EENEY D

tag ¥ —V— K

TCP A kU — LD A

TR VIBERI 4 —ILE

Nry b Ba—T, =2V rvr@7a bhan (&2, [A—V %> b1 (EthernetII) ]

) DRICHLREZ 7V v LT, Ny MIBET2T7—2 ) v o @EliEREERRLET, Zh
WZi%, FEILARA MBI USSR A D48 B v kD Media Access Control (MAC) 77 K L A1
GENET, N—Rvx=T e b s T, Ny MIET Ao RbERIND Z &

NV ET,

GE)

ZOFTIE, A=V Fy b U ITEFRIZOWVTEHA L TWAZ LIZHEELTLEEN, o
Ju harb®RrINDIIENHY T,

Ny hEa—lIF—42 Y 7B ERENS 7 ha Lz LEd, kOU A T, 2%
7o b Ba—TA—P %y L EIZIEEES23 A —H %y k237w MZOWTERTE S
EHIZOWTHBHAL £,

[#£4555 (Destination) ]

SEHEARA RO MAC 7 R LA,

B EA R Lok
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| BAARY bR
2y ro—sEERoRE [

\}

GE)

A —H v ME, 5T FLALELTATXFYy A MBI T o — 2y A N7 KLU AZHH
THrZELTEET,

J—X (Source)
EETHRARDMAC T FL A,

247 (Type)

A =Py My FOEFE, A —VFRy N7 L—AThHTRIUEEND v S OFESE,
72l x1E. IPV6 /X ARP T —& 75 A, ZOWHBAIZA—Y %y M%7 v ROBEITDIH
FRENADZLITEELTLIEXN,

£ & (Length)

IEEE8023 4 —H 3y b7y hOBFE, T2 I LE2EERVry FO M=% LK (X
A NHAL) ., TOHEBIXIEEE 8023 A —H %y b Xy hOLHRICOAFRIND Z LITHE
BLTLLEEN,

v bIT—URBREBORT

AX— bk 54t [ HEDSA VR |YR—bENBT | HR—bENBF|79EX

R INM R A (Access)

2179 P& & (Any) L& (Any) Admin/Intrusion
Admin

FE

Ry hBa—7T, "y Mixy hI—27@7a har (FLEziE, (v ¥—Fv k7nm
k=L (Internet Protocol) 1) OREIZHDHRKHIZZ YV w7 LT, /<7y MIBE#E LRy NU—
7 JE DIEROFEMIER LR LET,

GE) ZOFITIE, PNy FIZOWTEHHHL TWA Z EICEEL TLEEN, o7 e b
ANHERREINDIEDHY F9,

PURy FT—ORDEHRT 4 —IL K
PLFD YU A KX, IPvA X7y B CTEREND RN H D7 1 b /VEFOEFROMA T,

/N—< 3> (Version)

Sy =y} Ta R AAOSA—Y 3 VB,

| BARY roEE I}



BALRY rEE |
B ruroro—svEOEBT—1E

Ay & —E& (Header Length)

FTRTCOIPF I arvrEEgter, RHLOAAL "k, 73 a0 IP RELOE X320
S RTT

ZAeY—EX 7 4 —JL K (Differentiated Services Field)

BIEIUR A U RIJEEESEA (ECN) ¥ — b3 2 HIE&2 R/ TROZERE ) — & 2 DfE,
* 0x0 : ECN-Capable Transport (ECT) ZH¥AR— F LEHA
cox1 BEWox2 : ECT YA — K LET

* 0x3 : Congestion Experienced (CE)

k—#% LK (Total Length)
IPRHELEZZELIIWEZIP Ny hOES (N4 NENLD)

ID

EETERA RMOEESNDIP T —4 7T Ak — BT A, ZOEIZFE LT —4% 7
TLTTTA e hL—AT LIS ET,

75% (Flags)

IP 757 AT —3 a .y aHlEd A1{HE,

(% D77 7 A b (LastFragment) | 7 7 7 Ofix, 7 —% 77 HMTBEAT Hiv7zBino
TITAY IBFET DN E I NERD L IR LET,

c0: T —F 7T NIHEEMIT HNIZBIND T T 7 A MIAFE LR
c1: T2 7T KIS DNTBIMO T T T A FIEET D

[7F 7 A MRl (Don’t Fragment) | 77 V7 OfEIL, T—X 7T L% 777 A METE 5
MEDDEIRO XD IZH L E9,

0 T—H T T AT T TA METED
1T =X T T LET T A MELTIRE LA

7554+ kZF 7€y + (Fragment Offset)
TR T T LORENODT T T A N ATy FOfHE,

I ATRERERS (ttl)  (Time to Live (ttl)
F—5 75 ARHIRYINIC R DRNCT — & 75 AL —Z TR T & 78 v 70,

B A1~ ORE



| BAARY bR
pvs v k7—sEoERT—L k[

Jokral

IPF—X TS5 M h T EnNd FF o AFE— Fua hai, =& zi1E. ICMP. IGMP,
TCP. £7-1% UDP,

Ny S —F 1 vH YL (Header Checksum)

IPF v 7 LRENNEIDERTA I —2, Fov 7S LDNEG RIS, T—275
LD EEFITHIE L2, BARBEORITICEBW THEHF TH L RN H U 3,
EETE=(L1%E/E% (Source/Destination)

It (F71358%E) RAMDIP T RLAEFIZRAA L4,

AA UGB HRRTDHITIE, IPT RUARRZANCT HMLERNHDHZ LICEFEREL TS

o

Tujf

eS|
K

\

I

T RUVAFEFRERAA 4% 7V v 7 LTarTHA M A=a—%2FR LT D, whois &
ZIATT D55 1L [Whois] &, R A MEREEZTT DGHIEX[FRA N TR0 7 7 A VDR R (View
Host Profile) 1%, 7 KLV AZ 70— L 77 w7 A NERIIHRTA N A MBI 55
BE[ET<TT7 v 27 ) AMET S (Blacklist Now) ] £721% [ F<AYA R U A MET S
(Whitelist Now) ] Z@&R L £,
IPv6 Ry FT—VBDEHRI 1« —IL K~

LIFDY A MEL IPv6/37 y FTRIRSND RN H 5 7 1 b 2 VEA OIFHROBA T,

>4 w9 25X (Traffic Class)

IPv4 TSN A ZEIULY —E2ARE L R U L 512, IPv6 X7 v b 7 T A E 213 E 25
E9 5 IPv6 . H LN Experimental 8 B> D7 4 —/L K, REEFAOHE, ZDO7 4 —/L Rix
PollZEsnEd,

72080— 5 X)L (Flow Label)

HEF T AN FDQoSET-ITY TAZ A LHF—E R DR 7 0 —%4E+ 5, 156 FFFF
FTHO, A7 ard208y bOIPV6 16 EHE, REAOEHE, 207 4 —/L RixE¥ri#
EINnET,

R4 O0— K& (Payload Length)

IPv6 A 2 — RDOF 7T v hOBEEHEETLHI6 Y b 74—V K, ZHE. EEOHLET R
HLZEETe, IPve AU LIZHEK TXTOT > N TR IS ET,

K~y S — (NextHeader)

IPvd 7o b 7 40—/ RERICEZERA LT, IPve AL O3Bk . A LofEE
PRETETH8EY b7 4 —L K,

BARY roEE I}



BALRY rEE |
| TN T

ARy 12w b (Hop Limit)

NRry NEERET D/ — RILIC1DTHOT 7V A M58y ho 10, 77U A
Y IMLTER B IZR D & Ny MIBEESNET,

Yy—X (Source)

EETARA D128 By RO IPv6 7 KL A,

[#£%:% (Destination) 1]
SEER A RO 128 B D IPV6 7 KL A,

kS 2R R— FBIEROERT

A¥X—h+ 54t |[XDSFA VR | Y R—FENET | HR—FSNB K| 7R

N NA R ALY (Access)

B TRt L& (Any) & (Any) Admin/Intrusion
Admin

FE

ATV Tl RNy hba—7T, hFUAR—FE7r b2 (& 2IE[TCP], [UDP], %7zi%[ICMP])
DRI DR E T Y v 7 LET,

ATFwT2 A7 arT, HFETIZHEA. [T—% (Data) 1227V w27 LT, Ny b Ba—D [ 7y
ME#E  (Packet Information) | &7 > a > T, v barod < EZHDE v— ROKRID
2481 NERRLET,

ATFYT3 TCP /X7y h Ea—DT7 41—/ K (42°—Y) [ UDP/\7 v b Ea—0D7 41— K (44
N—=) | FLIFICMP X7y Rk Ba— 74—/ K (44 X—) OFBIHES T, TCP,
UDP, ICMP u ha/L®D T v AFR— NEONEZFR LET,

Gx) INHDOHITIZ, TCP, UDP, ICMP /X7 > MIDOWTEBH L TWETHR, thorm
Fa b ERENDZENHDZEITHERELTLIEE N,

TCP /5y F Ea—DT4—ILK

T, TCP Xy oo a ko LEAOERICOWVTERBE LE T,

Y—RX R— bk
FAZTEDT Y r— g Fu kAL e SR,

Pftde/R— b (Destination port)
ZEMOT TV r—ray Ta ka el o% 5,

B A1~ ORE
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P8y b Ea—nT4—nk |

L—4r > X%ES (Sequence number)

TCP A b U — LD —r v AFH LB TS5, BUED TCP &7 A2 NOKRYID/NA FO
fiEi,

RD—47 2 AFEE (Next sequence number)

By MBI, BET ROy NDO—br v A% R,

ZEEES (Acknowledgement number)

PINCZAR ENTeT —F D> —r o 23 52 Lo TCP HERIG%.

~vw & —F& (Header Length)
Ny B =D, ML,

7574 (Flags)

TCP &7 A P ORLEIREEZ RS 6 B |,
cu: BERA VA DBER
o n HERRINEE TR
cp ZEHEIIT—FET v aTHNERDD
r:EEREYEY T D
es: Y= U AE SRS L TR LW BT 5
cr KEFIIT—FAREEKTLE

42 K24 X (Window size)
ZIERA MDZITAND, HEERISEIN TV RWT —X O (A MEM)

F v H L (Checksum)

TCPF = v 7 B ANEHINE I NERTA L Dhr—H, Ty IV LINEHRGE. T—2 7
T LR EE IR L7z, BEEEORITICB W CHEAT TH D AREMENH D £77,

BAMR4 >4 (Urgent Pointer)

BET—INRTTDTCP v/ AL FOME (FETDHE) . v 77 7L EbIcEALE
R

47> 3> (Options)
TCP 47> a v O (FHETLHHH) .

gr1~vrork 1l



BAIRY 0% |
B vwrrorei—os—nr

UDP /S5y k Ea—D T 4 —JL K
22T UDP %y b r bV EE ORBIC OV THRI L ET,

Y—R R—k
REIROT 7V r—ray 7a hareE#T %5,

#ftde/R— b~ (Destination port)
ZEMOT 7Y r—vay 7a ha)vEiEid b% 5,

£ & (Length)
UDP R L &7 —# A G bETEE X,

F v HY L (Checksum)
UDPF = v 7V ABENNE I DERTA LI —F, F xS ANEREE. T—F 7
T LINEE IR L2 ATREME DN B 0 £,
ICMP /Sy k Ea—27414—JLK
ZZTiE, ICMP 7y o7 u ka VEFOERIZOWTIHA L E T,

RAT
ICMP A vt —V DX AT,
¢ 0 Ta— i
3 SUSEEIEARE
cd: V=R 7 rF (b nER)
5:UFA LT b
«8: T —HK
9 L—H T RNF AL XA
« 10 : JL— X RE(FER
o 11 : FFfAEHE
12 NT A —ZDRE
c13: XA LA UTHR
14 XA BWARTIEE
< 15 TSR (BELL)
16 : HHUGE (BELk)

B BA(~Y DR



| BAARY bR

sy kg vagozs i}

¢ 17: 7 LA =RV R

e 18: 7T RL R = RV JEE

ad— K (Code)

ICMP X vt —2 # A FICfiEd 52— K, ICMP A vt — 2473, 5, 11, BEO121Z
IZ. REC792 THHHEN TV A — R23H 0 £,

F v HY L (Checksum)

ICMP F = v 7 S BISHRNNE D D m T A P —4, F=y 7P ANENRGE. T4
7T DHSEE ISR LI wTREMED N B 0 £ 97,

INTY b N MERDERTR

ARX—hF Z4t |[EEKDFAEVR|YR—bENET | HHR—FENEF | 7O LR

R N R AL
B etk £& (Any) £& (Any) Admin/Intrusion
Admin
Flg

Ny hEa—T, 237y b3 | (PacketBytes) |DHEIZHDKMNEZS Vw7 LT, /37y
FERERT D1 PO 16 B L OASCI N—Y a V2 F R LET, YATAR LT 7 1 v
7%@%{bei%/§|\5i\ B EINnT= "7y b XA PEERTEET,

BAAARNEDHY )y TR—FK

7V T HR— KL, FBEORAANRN P E2—DBRFAALRN 2 ab —TX5REFEZY T T
j—O
70U v R — RONFIE, AV FRERESNZHERICY —FEhET, 7 U v HR— KT
BAAR FEBMLEE, 72U v PR —FhbEN6E2ERTHIZEL, 7V v T R—FKD
WEDLR—FEARTHIELTEET,
TV TR=FDBREAALR b ATy MZBMTAZEbTEET, AT R E
W, B2 VT 0 RY —0EMOAREMICEBR L TWS LB A X b /(LT
K
EENEYD

BAARV N U—r 7ua—DfH (23 =—)

BAALAXRY N X7y b Ba—0fH 273—)

BARY roEE I}



B ook—rour—

1)y TiR—

ATv T
ATy T2

ATvT3
ATy 7Ta
ATvT5
ATvT6

b DER

AT N OERL

BAIRY 0% |

FDOLKR— bDER

AX—bF 541 | REDSA VR | HR—rENBT | R—FSNBF | 7IEX
VA N R ALY

B Ptk £& (Any) £& (Any) Admin/Intrusion

Admin

FEEDAR P Ea—TITH>DOLRILC KT,

AR TEET,

158 HHIIZ

o 7 U v R—RIC

ZZRLTIEEN,

FIE

[4#7 (Analysis) | > [&A (Intrusions) |>[Z ') v THR—

ROBIRIE D o D £,

) TR R EDODR—=VDRFEDA R N EEDDHITIE, TDOR—TZ
FOREICHDTF = IRy I A A LT,
Vo7 LET,

12l DAy FEBnLET,
77ua—0fH 23 X—) FRIIMEALU N ATy B Ea—0Off A

7V T R=FDTXTDOAXR NEEHDHIT
ReportAll) 1 %27V v 7 LET,

VAR— b ORRTGiEERE L T,

FEAIZ OV TIE,

[4£5% (Generate) | %27V 27 LET,

1OV EOH AR EZRIRL, 733 T, thOREXLEFELET,

[Z£5% (Generate) | %7 U v 7 LTHhH, |

ROBIRZD D D £,

cLIR—h VU7 &7V LT, LW 4 RUICLAR— FE2FRRLET,
c[OK] %27 Vv Z7 LT, VR DTHA L ZEHETELH[LAR—KT27L—hk (Report

Templates) ] ~X—IZ

EErEYY

RV £E7,

LIR—F T 7 L—h

B EA R Lok

1TV (Yes) 1227 U 27 LET,

7V T R—=ROAL X MIBET L LAR— &

1xﬂ/|)’\/ FU—
(27 =)

K (Clipboard) |Z R L £9°,

BEIL, A

[LAR— h DR (Generate Report) | % 2

 [TRTOLAR— FDOAERL (Generate
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| BAARY bR
sy IR—Enons~ ol [}

D)y THR—FhoDA R ~DHIBR

AT—k 54t |HEDSAEUR |[HHR— FENET | HR—FERBR|FHER
VR N R ALY

B PR L& (Any) =& (Any) Admin/Intrusion
Admin

AT MTEMLELS RVMEAAL R IR 7 Y v PR — R EIZHDEGEEIE. DAk
ZHIRECE E7,

GE) VTR —=FhoAXVFEHIBRLTEH, A XV T —FRX=AnLA X2 MNIHIBRENE
Bh, 27 ARV BT —ER=ZINEA X  2HIBTLE, AXVRMNEZ Y v TFTAR—F
MHEIRESET,

FIE

ATvT1 [9# (Analysis) |>[RA (Intrusions) |>[7 ') v FR— K (Clipboard) %R L £,
AT T2 ROBBRERSH Y £7,

« 7 Uy T R= RORXR—=VDRFEDRAA N FEBIRT 2DI2IE, £OX—VICBE L, A«
R NOHIZHDLTF =y 7Ry 7 AR L, [HIFR (Delete) 1227V v 27 LET,

« 7V T R—=FNPHTXTORAAL N FZHIBRT 2121, [T THIER (Delete All) 1%
7V w7 LET, [ FiRE (EventPreferences) | C[ETHDT 7 ¥ 3 v &R (Confirm
AllActions) | F 7 v a U EBBRLIZYGE . BOICTXTOA XY FZHIRT 2008 9 D
WL 7 T IRHEIND 2 EITHER LTI ZEN,

BAAANY FOREHRHRORT

AX—hF 41 [ REDFA VR | YR—rENBT | R—LSNDF | 7UER
VR N R A

B i % (Any) & (Any) Admin/Intrusion
Admin

[RAA X2 b OfEFHESH  (Intrusion Event Statistics) | X— 1%, 7774 7 ADHAEDIRRE
O L, Xy NI =7 THERINTZTRTORALNR FEFRLET,

IOR=VIZRFEENDIPT FLAL B—b, T b3l ARk Aye—Vhiizth
ZFRY 7o TnEd, BEA XY FOFREERT DI, BV 727 ) v L
F9, 72&20E. AL 10 OSSR — DWW IS 80 (http) /tep THIHE. FD VY v

| BARY roEE I}



B &= rametiesm

ATvT1

ATy T2

ATvT3

BAIRY 0% |

P57 Vw735 TTZHNVEDRAANRY N T —7 70 —ORPIDN—IUNERIN, £
DR— 22—y heTDHAXY IR Y R NENET, BUEORZHEH TR RINDDITA
RN (BEOA R FERAERT H2EHEGT SAR) OZLTHDHZ LITHEELTIEIN,
SHIT, MEREHA~— 7 BT TRAAA N PbFEHIs g RSN ET, 2 xiF, Bl
TEOREZIFEFH M E 1 R TH Y | mAIDA N2 M3 5 RERIRNZ AR SN2 5E . [RPIDOA
N b (FirstEvent) (V> 27 %2 Vv 7358, Z2OAX0 MIKAGEHHAZZEE T 5 E TA N
Y R=VIEFRTRENEE A,

~ITF AL VBHBRE TIX, BUED RAA Ve R RAL DT —F 2 RRTHZLINTE
FT, ELLA_NAD RAAL VETNIRHS RAA L OTF =2 2R R-THI LI TEEREA,

FIE

[BEZE (Overview) |> [#tE (Summary) | > [RBAA N2 kfi&T (Intrusion Event Statistics) |
Vit D= S I

R=TD EFIZH D2 ODHINAK v 7 AnG . MEtEERT-THY = BILOT S A2 RIS
L0, [TRTOEF2Y T 4 V' —2 (All Security Zones) ] BL N [T XTHOT /34 2 (All
Devices) | Z#IRNL T, RAA N FENET 5T X TOT A AOHFEZFKRLET,

[#Ft DS (Get Statistics) 1227V v 7 LE 7,

EVbh BRF LGNS T — X E2FRT DL, A LEOR— 2TV E T
7 L. WO ZEEIZH DRIV ET,

RA MREHIER

REAA X2 MEEHE®  (Intrusion Event Statistics) ]X— D [ A MaHE# (Host Statistics) ]
v vaid, TTIA T ABKRICET H1FHR AL L £97, Firepower Management Center
T, ZO'Z v a AT R TOFENGET ANA ZZETOERO AL 37,

ZOHERITIE, RONEREENET,
B %l (Time)

TTIAT 2 ADBUEDKA,
7w A4 L (Uptime)

TTITAT U ABEPFEE L T bR Lz B R, B X OV %k, Firepower
Management Center Tld, [7 v 7% A 2 (Uptime) | IZ&EBEXRT A A D RHEIEENRE
gl n Ay Lica—¥o, BIXOAMEY L RINET,

T4 AV EMAE (Disk Usage)
ERPOT 4 27 OEIG,

B A1~ ORE


fpmc-config-guide-v62_chapter102.pdf#nameddest=unique_2521

| BAARY bR

1xvronz |

AEYFEHAZE (Memory Usage)
RO AT 5 XE ) OEIE,
BHTFH (Load Average)
ERTD 1570, 547/, 15 3@ CPU ¥ = —NOFH 7 u & 2%,

AN FOBE

{2 AA X h#EEF (Intrusion Event Statistics) | «X—3D [ X h O ZE  (Event Overview) |
B vavit, BAARY N T =2 RX—RZHHEROMEELRLET,

TSRS, ROERBEENTOET,
ARV

BRAA R b F—=F_R=2DA 2 O,
FREIEEE AN A X2k (Events in Time Range)

BUEIR STV 2 RFHIEEE & | BFRETENICINE 27 — 2 R—=2 DA < FOEIA,
wPDA X bk (First Event)

AR b T =B R=ANOFHIDOA XY hOA R | A=
REDA X2~ (Last Event)

AR N T R=ANDREDA X FDOANRY N A yE—,

GE)

A4 N2 st

Firepower Management Center CIR AA X2 b 7 — & & RRHUE B R T 31 R & BIR L7255
BlE. TOTNA AD [A4 X FOWEE (Event Overview) [ E727 v a UMUb VI IZFERENE
T

[RAA > hHEEE (Intrusion Event Statistics) ] ~3—® [ X hEal (Event Statistics) | &
7 a v T, BAANRY N T—=F = 2NOERICET 5 RN R ERSERSNET,

ZOBHIZIE, WICETLFHEMBIEENET,
s EAL10fHDA RV N AT
« BAZ 10 EOEFEILIP 7 FLx
o BN 10 EOFEH TP 7 R LA
o B 10 B DFESEAR— |k

e AR MR RTHDL T har, ATV AL =T L ADEF2T 4V —0, B
LOT A 2

BARY roEE I}



B ar~rronsor—<ozv570%%

BRAAN

\}

BAIRY 0% |

G¥)

)

<NV F RAAL VIEBITIE, VAT AT, FV—7 RAALAERIOFR Y hU—27 <~ T EE
BMLET, ZORE, V—7 RAASLZE, XYy NT—INT—ETHDHIPT RLAZED
HIENTEETN, IOV —7 RALUHNOIPT RLALREICIZTAHZ ENTExFET, &
HEAAL D TAXRY NOMRHEREEZTRTDE, VAT AT, ZOIPT RLADHEEDA >
AR AP IR LERINDGERHY ET, —RTHL, = MIREHLTWDL LIS
R2572R8H0ET, 7270, HIPT RLADKA RN 7077 A VERETCRU L X2
THE, FNONRELRBET—T RAAL VTR LTWAZ ERPNHD E9,

FDINTA—I R TS TDOERR

AYX—hr T4t (HEDSAEUR|YR—FENET|HHR—FSEK|7OER

VR N R AL

B PRt & (Any) {5 (Any) Admin/Intrusion
Admin

URAA X2 FD/N7 4 —=< A (Intrusion Event Performance) ]-~<—3""CiX, Firepower
Management Center & 72 (3E BT R T S A ADIFE SN ORAA XY hDONRT p—<
AMEHERERT VT 7 RERTEE T, V7 7ERERTLHZEITED, 1 BHZY DRAA
RUNOE, 1BV DATE Y NI 137y BT O A ML, Snort 1 X - THa
TINTWRUWWT Yy hOEIG . BLXOTCP EHLOFERE L TT vy 7 Sy b
BrEKMTEET, 6077 71%, @EIRER, fiA, e, 723 oREOKH %
FORTEET,

G¥)

ATy T

ATy T2
ATvT3

LT =255 T LGt 7 7 7ICEBINET, LeB-oT, 7775130 U e —
RLTH, RDOSTOESEFINFAITENDGETT —XIIAEBRINTWRWEERH Y 77,
K77 70, BRURHFER (1A, B, B, E7203HE) (s LRR (B FEHE.
FUT55) TEHENFIRSNET, FED 1 KmoLEIE, MMUETERRINET,

VIVTF RAAL VBHBRETIE, BUEDO RAAL VTR NAL DT —F 2 RKRZTHZ LN TE
F9, ELL_AD RAAL VETIRS RAA DT =22 R7-THI LTI TEEEA,

FIE

[BEZE (Overview) |> [1ZE (Summary) | > [BAA AR b /87 +—<T > X (Intrusion Event
Performance) |% SR L7,

[T /34 ZADEEHR (Select Device) | VA MWD, T—FERRTLHT AA ALRINLET,

RAAR NONRT p—~  AEHFER T T 7 ofEE (51-3—) THBAIRhTWb X )i,
[7°F 7 DiEP (Select Graph(s)) | U A bvh, {ERT 27 7 7 OFEEZ RN L £,

B EA R Lok



| BAARY bR
BALRY kDR T+—7 o 2HEHERT S T0iEE [

AT 74 [WEFEPH O (Select TimeRange) ]V A hb, 7T 7§ 2 WfHEPH 28R L 77,

AT9 7S [/F7 (Graph) 1227V 7 LET,

RATYT6 VI 7ERGETHIE, V97527V v L, 770 TA A=V %EGET 5 FIRICENE
j—O

BAAMRY FDOINT+—IT U REHERYT S JNDIELE

WORIZ, FoRA[ER 77 7OEEERLET, Xy NT—I R v —D [ T4

E— K (Inline Mode) | REDHEBEEZ T LT —F B0/ 77 X4 7 TlX, RN dH0
THEELTLIEEWY, [T A F—FK (InlineMode) | BERIZ/2> TWDHHE. WebA
B—T 2 f ATT ALY AT () BHNCTND LT 7 H AT (FROFTITIN [ (ves) ]

LEt#) 12T, [f T A4 > F—F (nline Mode) | WAHENNZ /2> TWABEICEEE7-1T R
By T ENDNT T 4 v 7T AT RNEENTWET,

REBANRY DN TF—I VR TS TDIEE

T—RADERRRELGDT S | RTT DIRE EL:L A5 4 Y E—FRIZLBE
’ 2
W SA R N (Avg |3 G4 Ky MZEED )N | No
Bytes/Packet) 1 MK
TCP b7 7 ¢ w7 £33 |[B/RMEE S (Bxplicit | F3 v T—3 3 CBM%R7Z | Yes
2w b CIE#ME & 7= ECN | Congestion Notification) | % | <, /37 v ME{L T ECN 7
77 27" (ECN Flags ANz LT, X7 > b TN VT SN T > b
Normalized in TCP (Packet) | Z IR LT, |0,
Traffic/Packet)
TCP T 7 4 v 7 213t v | W RAlERS @ (Explicit |ECN O x> =— |k | Yes
v a U CTIEM L &1 72 ECN | Congestion Notification) | % | SR o2 AICA MU —
7 7 7" (ECN Flags HMNZLT, [AFY—2A | LHEMTECN 75703271
Normalized in TCP (Stream) ] Z@IRLET, |7 S nzBEE,
Traffic/Session)
A X ~F (Events/Sec) Nl EPSE 4N TNA ATHER SN2 17 | No
720 DA X M
ICMPv4 — =2 —D1EMHAL [ICMPv4 O 1E#HAL To— (BER) F/-idxm=— | Yes
(ICMPv4 Echo (Normalize ICMPv4) 1% H |JSEA vy E—Y D8 E Y b
Normalizations) ML ET, A=K T 4=V BT VT
SN2 ICMPv4 /N7 b D
.

BARY roEE I}




B arq o rosTr—v oz EEERY S T 0EE

BAIRY 0% |

TTL Normalizations)

IPv4) 1. [H K TTL
(Maximum TTL) ], LW

[TTL ®V &~ b (Reset

TTL) 1AM LET,

T—ADERRMREGDT T | ETT HIEE E5EA A054 2 E—FRIZ&B%
7 &
ICMPv6 = =1 —DIEHIL [ICMPv6 O IE#L Ta— (FER) Fldma—|Yes
(ICMPv6 Echo (Normalize ICMPv6) | % f |IGEA vy E—TYD 8 E > b
Normalizations) M LET, =R 74—V B2 UT
I 7= ICMPV6 737 > b D
.
IPv4 DF 7 7 7 O 1E#IE [IPv4 OIEHL (Normalize |[[IPv4 7 Z 7 (IPv4 Flags) ] |Yes
IPv4) 1 & [DFEY FOER |~y ¥ — 74— KDY~
{t. (Normalize Don’t Fragment | 7 /L &' ~[7 7 7 A L A&
Bit) | AN LE T, 1 (Don’t Fragment) |4~
T 44—V M )T EN=
IPv4 /X7 R DL,
IPv4 47> a o DIEHAL [IPv4 O EHY (Normalize |4 7Y ar 4277 v by | Yes
(IPv4 Options IPv4) 12/ LET, My (#EfE2L (No
Normalizations) Operation) ) IZFERE I Nz
IPv4 /X7 R DI,
IPvd THIE A7 7 7 OIEML |[IPvd OIEHAE (Normalize |[IPv4 7 7 (IPv4 Flags) ] | Yes
e IPv4) 1 & [TRIFEAEY b |~y F— T4 — L KDV
DIEHE (Normalize T ey b [T A
ReservedBit) | Z B LE | (Reserved) 1477 1 —/b
7 K237 U7 ZL7z IPv4 /)
7 MO,
IPv4 A RZEEDOEHAL [IPv4 OTEH L (Normalize |Hi~A m2— KA IP~v |Yes
(IPv4 Resize IPv4) 1B LET, X —THRESNZT—X7F
Normalizations) LRI §E b7z IPv4
Ry N DO
IPv4 TOS D IEHAL [IPv4 O EHE (Normalize |1 /34 ho [ZEBEY—1E & | Yes
IPv4) 1 & [TOS By FDIE | (DS) (Differentiated
#i/t (Normalize TOS Bit) ] |Services (DS)) 17 4 —/V' F
EAEICLET, (R[&A T FT F—E R
(ToS)  (Type of Service
(TOS)) 1 74—V F) »7
U7 SN IPva 237y D
IPv4 TTL O EHAL (IPv4 [IPv4 O EHE (Normalize |IPv4 {7l (TTL) Efi{L | Yes

@ﬁo

B EA R Lok



| BAMRY rORME

BALRY kDR T+—7 o 2HEHERT S T0iEE [

(IPv6 Options
Normalizations)

IPv6) | BN LET,

> (Hop-by-Hop Options) ]
EEEN LY, b = Vg

(Destination Options) ] fIE5E
Ny H—=D[F T ar Ao
7" (Option Type) 17 4 —/V
K23, 00 (A% "L CTHLEE
ZMEAT) IZBUE ST IPve
Ny O

T—ADERRMREGDT T | EITT HIEE EHEA 154 FE—FIZ&DE
’ #
IPv6 47> a » DIEMHAL [IPv6 D IEHE (Normalize |[y 7 "A Ky 7 A7 a |Yes

YA REESNTT v b D
EHAE (Packet Resized to Fit
TCP Window Normalizations)

I v (Trim Data to
Window) 1% AN LET,

Ko ZE&HETTCP 7 —#
74—V RgIVEED b
Ny DK,

IPv6 TTL D IEMHAL (IPv6 [IPv6 O IEHE (Normalize |[IPv6 ARy 7 U I w b Yes
TTL Normalizations) IPv6) 1. [H/ TTL (TTL) 1EH D,
(Minimum TTL) ]. BX O
[TTL ®V &~ & (Reset
TTL) 1% AL ET,
AHE Y ME (Mbits/Sec) | i 1 x5 4k F A A ISA A )L—F % K [No
FTTA4 T DIRHTZD DR
HE > MR,
MSS IZADLETH A RALEE |[[FT—ZEMSSIChY S0 |~ a—RATCP F—% | Yes
STy OIERE (TrimDatatoMSS) %A% | 74—/ RE D HEN-T272
(Packet Resized to Fit MSS  [IZ L F 7, O, XA a— KKt 7 A
Normalizations) v b A XYY EED B
7o’y O
TCP 7 4 v RZIZADYET ([F—X%2 V4 F7IChY | ZEMAZ RO TCP 7 1 > | Yes

BARY roEE I}




B arq o rosTr—v oz EEERY S T 0EE

BALRY rEE |

(TCP NS Flag
Normalizations)

Congestion Notification) | %
AWM LT, [Ty b
(Packet) | ZEIR L £,

va VBRI,

T—ADERRMREGDT T | ETT HIEE ERBA 1054 —FIZ&k5E
’ #
Ne oy 7SNy SO | E AR5 BIRSNT=FT X TOT /A X | No
4 (Percent Packets Dropped) (BT DAREAED /N D
WHEE, TmE X, 220
TR X%’f@?ﬂbf_ﬁm . F
BN 50% THHENHD
E 1DDTFT A AD Re oy
TEHENIN% THH, I 1
ODDTIRA AD K1ty TH)R
10% THDHI LEERLT
LHEREMER DY £, £/,
W DTS ZAD Ry 75
2 50% THDHAREELH Y
£7. 7§7c\1o®?ﬂ
A RABER LU TGEICORE
IR /7475:2% LET,
T =2 BERESIZRST 28 | [RSTIZET 527 —Z ZHIkR |TCP Y £~ b (RST) /37 | Yes
7w FOIEHAE (RSTPackets| (Remove DataonRST) ] % | b6 57— MHIBR & 7=
With Data Stripped Rz LET, 7y RO,
Normalizations)
T—HNERE I SYN /N[ [SYNIZB T 27— % ZHIBR | TCP AL —7 1 7 A |Yes
7w FOIERE (SYN (Remove Data on SYN) ] % | 7 A28 Mac OS TRV 55
Packets With Data Stripped EMZLET, 2. SYN X7 IG5 —
Normalizations) ERYIEENT- 7w kD
5,
TCP Ny B —=NTF A TD AT ar RT 4 T AANF T2 ar OMEDIAR A || Yes
1IE#E (TCP Header Padding | s DIEMULE 721327 VT 73 0 IZERE S 4L7 TCP X
Normalizations) (Normalize/Clear Option 7 O
Padding Bytes) ] ZA#hZ L
£
TCP A7 a2 LOER |[[TNHDTCP AT v av & | XA AKX T T a2 |Yes
{t. (TCP No Option #FAl (Allow These TCP WA RNy FENTZNT B
Normalizations) Options) |=HZNZ LT, [T | D%k,
ff (any) 1 DS OAT > =
VICRELE Vgﬂ
TCP NS 7 7 7 O IE#L [BA/RAEERS@E %N (Explicit | ECN Nonce Sum (NS) 47 | Yes

B EA R Lok



| BAMRY rORME

BALRY kDR T+—7 o 2HEHERT S T0iEE [

Normalizations)

Options) 1&=HEML T, [fE
& (any) 1 USADOAT T 3
ITRELET,

v b A X (Maximum
Segment Size) ] E72IX [V 1
v Ry 24—/ (Window
Scale) 147 a L [HfE
72 L (NoOperation) ] (TCP
F7arl) ICEREINT
I a D,

T—RADERRREGEDT T | ETT DIRE & EA 1254 —RFIZ&b%E
’ #
TCP A7 a » DIE#L [ZNBEDTCPA T v avk | AT a7 4—/v KMk Yes
(TCP Options #Fr] (Allow These TCP fE72 L (No Operation) ]
Normalizations) Options) =AML T, [fE| (TCPAT v 2 1) IZRE
ff (any) | DAADF T a | SNTWDHAT v a Dk
NTERELET, (MSS]. [V« >~ FT A
47—/ (Window Scale) ].
[#A 2 A% 7 (Time
Stamp) . ¥ X OHIRIIIZEF
AENAT Y g v EER
<)o
EHbICE>TT v 7 S |[TCP <A n— FOESIE |[TCPEZ A FEIEFEICY |Yes
72 TCP X/ v K (TCP (Normalize TCP Payload) | | 7 B> 7/ TXpnoTolzd
Packets Blocked By EEMCLET (B A NI Rey I Ty ho
Normalizations) DIV TR VIFRKLE |5
+) .
TCP THIEH 7 7 7 OER | [TRIFEAE Y NOIEFILE | TRFBEAE Y 8227 U7 Zi| Yes
{b (TCP Reserved Flags 721%2 U7 (Normalize/Clear | 7= TCP /X7 kDL,
Normalizations) Reserved Bits) | ZA%0IZ L
g
TCPEZ Ak UT LT |[TCP A B— ROELUL | FEET — 4% O— B2l | Yes
U OEHE (TCP Segment (Normalize TCP Payload) | |3 57292 [TCP 7 —#
Reassembly Normalizations) |ZANZLET (B A2 | (TCPData) | 7 4 —/V K
DOV T T VIES LE | ERbSz Yy ho%k,
SRS (ELL VTV TN TER
WEZ A NMITRTRer Yy
TENET) .
TCPSYN A7 a VOIEM [[ZNHDTCP A7 a % |SYNHIHHE ~ hAARESH | Yes
{t (TCP SYN Option #FA (Allow These TCP TN, [FeRKEZ A

BARY roEE I}




B arq o rosTr—v oz EEERY S T 0EE

BAIRY 0% |

#R1t. (Urgent Flag Cleared
Normalizations)

WRWEE URG 227 U7

(Clear URG if Urgent Pointer
is Not Set) 1 ZH N L E
D

iﬁfﬁott&’)\ TCP~y X —
DOURGHIHE Y v2327 U 7T
SNy RO,

T—RADERRREGDT T | ETT DIRE & EA A4 F—FIZ&DE
’ #
TCP ¥ A LAX T ECRD |[[ZNHDTCP A7 v a v % | HERISE (ACK) #ilfie > |Yes
IE#E (TCP Timestamp ECR | #F A (Allow These TCP R RERIE SV TUVNVRUWN 2D,
Normalizations) Options) 2B LT, HE|[F A b AZ T = a—&
ff (any) ] DS DOA T2 3 | (TSecr) (Time Stamp Echo
NTERELET, Reply (TSecr)) | 47> a v
74—V R U T St
o b O,
TCP BRARA X DEHUL |[BERA X DIEHL TCP ~ v & —® [BRAKRA | Yes
(TCP Urgent Pointer (Normalize Urgent Pointer) ]| %4 (Urgent Pointer) | 7 o —
Normalizations) EEMMLET, VR QA R) B m—
NEZBZ TV, ~A
H— RFRICEDETRES
1280w F O,
Ty SNy hOI[A T4 F—F (nline |/—/b, Ta—%, 8L |No
¥t (Total Blocked Packets) |Mode) | E7iE[A T4 |V T rEyhD Rny7%2E
FlZ K>~ (Dropwhen |®T, Fry Sl 7y
Inline) | Z&E L £7, ~ DRI,
AoVl varyE&nizN |[4r T4 F—F (Inline |FEERNZY A ALE Sz | No
v b D%k (Total Injected |[Mode) ] Zf%E L £, Ny b O
Packets)
TCP 7 4 V2 MR > | TCP A kU — ADHLEZ | TCP AN—F 745 Y 7 | No
O#¥ (Total TCP Filtered |i%E L 7, DIZDIZA R —AITE - T
Packets) AFxy FENTNT Y FD
.,
UDP 7 (VAWM %%~ k |UDP A + V) —ADRFALEE%Z |UDP R—F 7 4% 2 |No
OFe%k (Total UDP Filtered | %7 L £77, DIZDIZA R —AIZE>T
Packets) AFxy FENTNRT y RO
.,
RBT7 I 7 7V TERDIE |[BREKRA VEAPEEINT | BERA U ERHEESNLT | Yes

B A1~ ORE



| BAARY bR

A1~y 5705 |}

T—ADERMERERDTS

J

RITY D185

B

—RI2&L 5%

BRARA VA BRORRAT T

77 )T HHDERIE
(Urgent Pointer and Urgent

Flag Cleared Normalizations)

[ZED~<A B— RITREI N
7o BRA X £721X URG
%27 U7 (Clear Urgent
Pointer/URG on Empty
Payload) ]1Z AN L £,

NA B RN T2,
TCP~v ¥ —D [BREAKRA
4 (Urgent Pointer) | 7 4 —
Jb R & URGHIEE v RAy7
VT ENTry O,

BRBRA X 7 UTHEHD
IEFAL (Urgent Pointer
Cleared Normalizations)

[URG=0 DGEIZERR A | B
%% 27 U7 (Clear Urgent
Pointer if URG=0) ] =HZhiZ
LET,

B2 (URG) e > R
BREIIN TR iz,
TCP~v & —D [BERA
% (Urgent Pointer) | 7 4 —
MR (6B M) B7UT
INT=NT Y DKL,

Yes

&

BAAANk

FEwYS

AU TA EBUET ) T at vt
AVITAVEATOF) FuyPickd T 7 4 v 7 DER
A TAVIERTO Ka v 7 EiE

A WAOY i

HR—bEhhdT | ¥HR—

FEnd bk

HEDSAE2R

N R

A

TR
(Access)

PR

fEE (Any)

fEE (Any)

Admin/Intrusion

ATy T

ATvT2

ATvT3

Admin

Firepower System |%, #RRFHIRIBAA XN FOMMAZ RS 77 72 FRLET, 1 DEITT
NTOEHRGET /N A ZZONT, WE VRN G5 £ TORPEDORRHIRBAAL XS k7
T EERTEET,

VIVF RAAL VREEBRETII. BIEDO RAAS VB RNAL DT —HEERTHZENTE
F9, FIL_UDRAAL EFRIIRE RAAL DT —F 2FKrT 52 LITTEERA,

FIE

[#ZE (Overview) |>[#tE (Summary) |>[BAA X2k 457 (Intrusion Event Graphs) |
ZERLET,

[T /34 ADER (Select Device) 1 T, [TXT (all) ] ZBIRL TTRTOT A AEEDD
D, T T 7CEDDREEDT NA R BRI ET,

[7'F 7 DR (Select Graph(s)) ] T. A+ 2277 7 OFEAZ TR L £,

BARY roEE I}


fpmc-config-guide-v62_chapter82.pdf#nameddest=unique_1939
fpmc-config-guide-v62_chapter79.pdf#nameddest=unique_1975
fpmc-config-guide-v62_chapter71.pdf#nameddest=unique_1767

BALRY rEE |
. BAMRY L TZITDRTF

o B 10 fE D% SR — b
o B 10 HOEEILIP 7 KL A
e FAL10EDA R b XA yE—
ATy 74 [BEEEPH O3RN (Select Time Range) | C. 77 7 ORFMHEIHZZ=IR L £4,

« BT 1 K5l (Last Hour)
« fifH (Last Day)

 Jti  (Last Week)

« & H (Last Month)

AT9 TS [/F7 (Graph) 1227 Vv 7 LET,

B EA R Lok



	侵入イベントの操作
	侵入イベントについて
	侵入イベントの表示
	侵入イベント フィールド
	侵入イベント影響レベル

	侵入イベントと関連付けられた接続データの表示
	侵入イベントを確認済みとしてマーク
	以前に確認された侵入イベントの表示
	侵入イベントへの未確認としてマーク
	プリプロセッサ イベント
	プリプロセッサのジェネレータ ID


	侵入イベントのワークフロー ページ
	侵入イベント ワークフローの使用
	侵入イベント ドリルダウン ページの制約
	侵入イベント テーブル ビューの制約
	侵入イベント パケット ビューの使用
	イベント情報のフィールド
	パケット ビュー内での侵入ルールの設定
	パケット ビュー内でのしきい値オプションの設定
	パケット ビュー内での抑制オプションの設定

	フレーム情報のフィールド
	データリンク層情報フィールド
	ネットワーク層情報の表示
	IPv4 ネットワーク層の情報フィールド
	IPv6 ネットワーク層の情報フィールド

	トランスポート層情報の表示
	TCP パケット ビューのフィールド
	UDP パケット ビューのフィールド
	ICMP パケット ビュー フィールド

	パケット バイト情報の表示


	侵入イベントのクリップボード
	クリップボードのレポートの生成
	クリップボードからのイベントの削除

	侵入イベントの統計情報の表示
	ホスト統計情報
	イベントの概要
	イベント統計

	侵入イベントのパフォーマンス グラフの表示
	侵入イベントのパフォーマンス統計情報グラフの種類

	侵入イベント グラフの表示


