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M= . D—-oJn0—
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ENF—HOT—H R_X=U T, THFIVAMNIV—I 7un—%2FHL T, VAT ATERSNE
AN RIS 5 T e BT T
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EBREHT—V 70—

VAT AIMBEOT VY N U T a—T7, BEREFELDT—T 70— OMRECHIRE
1THoZ2LIXTEERA, ZFL, ERFEAYV—7 Ju—%2abt™— LT, FOat—%h A
AhU—r7a—0FME L THEHRTIZENTEET,

REFHDHAZL T—Y 70—

Firepower Management Center (2 )& DIRAFHE 21 AL LT —T WIS WA Z LT —7
7u—, TRHDOU =7 7u—EE, ik, a7 LNTEET,

HRABRLD—9 70—

BED=— R HHET AT OIER L CH AR~ A AT 50— T7a—_ F-1Ih A% A
T =T NEERTHE AT AL THBMICARESN DY —2 70—, ZnbH0
U—7 7ua—|3mE, flikk, av—352 N TEETS,
WH, V—27 7u—lEREINDLT—HIL, BEHMRT A ADT A& A8 IO
R, T A T AMEEAZREL TWANE I N> TRRY 4,

J—4 70—
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. EHRFHIT—Y 70—

EEFHAT—0 70—

UTOHETHHT2ERFA Y —7 70—, VAT AIMBELTHDHEDOTY, EFREFH»
U—7 7u—%MREFITHIRT I LETEERA, L, ERFEAYV—I 7 —% 2
E— LT, FOaAb—%HAX LA T—I 70 —D_R—RL LTCHHATAHIENTXET,

EBAAMRAAAN DT — 70—

RO TIE, Firepower System (Zfiiii> > TV D EFRFHMRAA XL FDU—7 710 —{ZDONT
ML ET,

R1LEBEARAAMANFDT—9 70—

D—457J0—% Bz

B o AR — b B R — MX, @, 77U =g VIS &N T
WhHZYH, ZOU—r7 77—k, BELRKERT 77—
FNERRBR L CWABT 7Y r—ya e cafd, B
BAR—RN BT HCLY, Xy FT—7 BITFELTUEAR
SRWT N — g U EBETEET,

AR NERE ZDU—r 7ua—T%, 2Oo0F MRS A R L 9,
AR MPBRBICRET DHEIZE, ROZEERLE
g .

* AR H
«U—A
* RIEMEZRRRBER v T —7

FABEDIRNA X2 ME, AR E R DBREL i bIETFE
RYRELTH Y | FRl7iEEZ S E LET,

BREBIOGEHEIZE S AR b ZOU—77a—TTX, AXVNEXALSTDY R NEEN
DA R MIPFEAE LTzl & A X FOBLED
Bz~ LET,

£ T v 1O S R R AN N ZOU—7 7 —TiF, WEINTWAHRA NPT NI
ARBBEDRE DA L-UL B a—mHoRrLET, FIH
AIRER A, WERICEG T A EICEET A E R AR T 5 2
EHTEET,
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ME, Az T, ZIELTWDI—L XA T DT
T4 vY (REZLELTLHEU LG ZRT) Thb
M EIET T — MOFRRERET HDICRICHEE L
WL LET, A0 MR BDIRVER NI, ®5 L7
LHEBEEZT D AR H D70, FAEORME 720 F
T AR MRV IR, RA MRER Y U=
FBLTW W EERTHELH ET,

ZOU—r7a—ZL0, TITHEREL QWD EEE
DFEWNA R MERBELET, LAR— MIEDZEEL L
I, AR IRBAE LR CORLET, ZOFEHEME
MLUT, OHBEBICHRET H2HEEO®E A N NERFE
T&FET, B Ry NT—7 ETOIRERKEDOFRIE L
0 FET,

ZOU—77n—Z80, EITHOBEDOREILEFFET
TET, VA= FINTZEEL LI, A XV MRS
FIHEDRETIP 7 FLAIZE Y R LET, e 2E, &
BLAUNR T DA M, FILEETIPT LN
MR LEAE L TWAEE. TALIIEE SNy
TLATHY, BEILIP T RLAERGRE LTV DHERE
ERTIELH T,

Bt e~ DB ZOU—ry 7ua—%EEH LT, fgiEhar Y a—% E T
WLBAELTNDAS R MEFETEET, 20D, =
NoDOY AT ATOMEFMEEZfEE L, EITHFORELIEIL
TxET,

EETLTAR— b ZOU—r7u— L, LT T— bEREL TS —N
R LET, TOFREEHAL T, HENALERZY) T %
BEl, BEEET LIV —"ERETEET,

R1E T & Bkt ToOU—r7ua—7TF, BWVWLRADOT S5 — NEILET 5

BRARNIPT RLAZBELEST, VARD L~y 7DORT
TR O FREME S H 0 | TN LB ) T ERET D
ZELHY ET, FHMET HILEDRNY Y — X EFHIT 5
2—HPFEFITR Y NT—ZIZB L TWARNER A MZOWT
X, MRERDIBLEY) A MO TEICH DT R TE
R
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ERFHAIILDZT7DT—Y 70—

R DFTIL, Firepower Management Center (Zfif 2 GV ERFEA~Y N T =7 DT —7 71—
SWTHHLET, ERFEL~ATTOT—2 70 —TiE, LTvAT =T A hDOF —
TN Ea—aHLET,

R2:EEFEHAIILIZTTOI—H 70—

J—45270—% Bz

SOV EVE ) DU —=77u—=TF, Xy hI—=27 bTT7 4 v INT
M &=, F 721X AMP for Endpoints Connector (Z & >
TSNV =27 DY A MERMELET, ZnHo
UA ML, ZNENOERT L7 N—TbEshvET,

N7 ARk Y=l ZDOU—r7u—7TF, BRrenrvzT A X NDH
A TRV T XA T ORHMNREICE RINET,

KA NZELT T TOU—r7ua—TlF, AT 2T EZELEFRANIP
T RLVADY R IBRFRRENET, ZOU R KL, =L
T 2T Ty A NVEEHOWER T Lz S —A L ENE T,

RANEELT T ZOU—r7a—TlE, vAU =T EEELIEARANIP
TRLVADY A MRFRRENET, 2OV R KNI, =L
T T T ANVEEONE T Lz S —T b ENET,

TFVr—ya ALY =T ZDOU—rT7ua—7TlL, 7rANVEZELIERANPT
RLADY A NRERENET, ZOUV A ML, ZELE
T7ANOEE L~V T =7 OUERIZ K> TZ —7 1k
SnET,

EBFHAITF7AILOT—H 70—

K DFKTiL, Firepower Management Center (2§ 2 HILD EFRFA T 7 ANV A X DT —T 7
2—ZOWTHHLTWET, ERBESLT 7 ANARNY DU =778 —TiX, T 774V
AR NDOT =T N Ba—ZHHALET,

RIEREAIT7AILDT—Y 70—

J—70—% B

7 7 A /VOWE (File Summary) ZOU—r7u—E, SEIERTFANARIOT
TAY AT BIOHEET LT XTOVILY =7 DML
BTV TREMZR IE 2 s 2 f2 ik U 7,
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77 A NVEZ(E L=/ A~ (Hosts Receiving Files) TOU—rTu—E, TrANEZELEARARNPT R
VADY ARz, ZNHDT 7 A MIHEEMT 6N TND
SNT =T DT LI N—TE LTI L 9,

77 A)VEEE LA A R (Hosts Sending Files) TOU—r7ua—TF, TrANEEELERARNIPT
FLVADY A NEFRRILET, ZOUYRARMNI, Zhb6D

T ANOBE Lo~ VY = 7 ORI L > T 7 A—T
SNET,

EBEFAXTVYIFY I774ILOT—H 70—

RO TIE, Firepower Management Center TOEFRFHF ¥ 7 F ¥ 77 A NVD T —7 71 —|T
SDVTHALTWES, ERFAFY T T Y 77 ANDY =7 T7u—F, 6TFy7Fv 77
ANDT—T N Ea—EFHLET,

RAUEEFHAXIYTF¥Y I74LDT—Y 70—

D—457J0—% Bz

XY 7 TFx 74N H=l ZDU—T7a—TlL, AT, ATV, BEAaTIZ
EONWTXY 7T v 77 A VOFEMEZTRR LET,

ZAF v 7 AT —4% A (Dynamic Analysis Status) ZOU—r7 7u—7Tk, AT v o RIciER SN
DENZESNT, ¥ 7Ty 77 ANVOEEFRRLE
T

ERFAERT —FDT—0 70—

R DFTIL, Firepower Management Center (Z{if 2. H 3L D ERF AT —F DU — 7 71 —|C
DWTHMALTWET, ERFAERT —F V—r 7r—Tl3, LWTHEwT —2 07 —7 L
Ea—ZfHLET,

R EBEAERT SO —Y 70—

J—4970—% ELE)

Bafoe A X b ZDU—r 7u—k, ERNRERBLIORE ST
Vir—a rOFRICOWTOME Y = — 24t L £,
a—PFIXINEHEAL T, ARV DT =T/ B a—
RULFUT 5 L BTEET,
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Bl S\ /=7 7Y -r—3 3 > (Connections by
Application)

ZOU—r7 7u—|ZE, B ST EROBIZESNW T,
FT=H Y THBEDF Y NT— BT A MBI Dk
BT T A TR0 EOT IV r—a D77 IREE
ncTunxd,

Pt 2 EE DU 7238151 (Connections by Initiator)

ZOU—rT7ua—|lE, FANRER NI Y v a vk
BRLE LT3 DU SN\ T, E=X U U RSB DO x> b
T—7 7 A NMZBITLHEGT 7T 4 772 10 fHD KR A
KNIPT7 RLVADT T I7REENTHET,

Bl H S 2R — b (Connections by Port)

ZOU—7 7u— |, B INEROEBICESW T,
TR YU TR EBDOR Y NT—7 B A L MBI A5
ST 7T 4 TRIEDOR— DT T 7N EGFEFNTWET,

R IE SN TR A (Connections by Responder)

ZOU—rT7a—|ZiEk, RANPRER T T
VDISEMT o o T B ORI FESNWT, F=F 1V 7%t
ROFRy NT—T BT A NIBITDIHLT 7T 4772
WOEDOHFEARNIPT RLAD T T I7REENTHET,

Application)

—EMR DG (Connections over Time) DU — 771:1 WZiE, F= XY U SRBO Ry FT— 2
B A NMIBITD, —EMROEGOGFHRD 7 Z 7 )
Eui?h“(b‘iﬁ"o

NT7 74w 7ZESNT=T Y r— 3 > (Traffic by ZOU—7 7ua— |, BEINEXe L MU ESW)

T, BE=X VTGO FRy NU—F 87 A MBS
HELT VT4 TR I0MOT 7Y r— 9D 7 70
GFENTWET,

N7 74y ZIZEDWFIEM (Traffic by Initiator)

ZDOU—r77u—Zt, &7 FUADLLEEINZFan
A4 MEOAFHIHEASNT, E=X VTR BOR Y T —
7R T A NMIBTEEROLT 7T 4772 10D KA K IP
T RVADTZI7REENTHET,

NT 7 4 v 72DV AR — b (Traffic by Port)

ZDU—7 7ua—Z, BEINZFe S MR HESN
T, BE=HX VU THBOXRy NT—7 T A MBI
HELT 7T 4 TR I0HOR— D7 T I7REENTY
ij‘o

NT T 4w TIZHEEASWIZREA] (Traffic by Responder)

ZOU—r 7ua—E, HT RUVARZEFE LizFr/ A k
Bob ﬁ:%@wr FE=F VO ITRHROFR Y NT—7
YIS A L MBI BHELT 7T 4 7R 10HOFR A NPT
FVX®777ﬂaiﬂTWiTo

BMoORBTEDNT 7 4w

ZOU—r T7u—lE, TE=X VU SRBDOFR Y FU—2
AV MIBITS, —EMRICEE SN F o 31 ML
DEFHD T T IREERTWET,
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—EOREMNZEESNWTRZM (Unique Initiators by
Responder)

ZOU—7 7ua— %, £T LA LT-—EDORE
BOBIZESNT, E=X VP ITHEOFXy NU—7 &
TAV MBI DRLT 7T 4 772IEEAD 10 f#O R A
FMIPT7T RLADT T 7RNEEINLTWET,

— B OISEMNZ IS W= FIEM (Unique Responders by
Initiator)

ZDU—r7ua—l%, T RVARIZavy¥ s hTLHr—EL
AR Z OIS | BHHAEDORYy NU—2 BT A
Y RTOIW0EOKRGLT 7T 4 77eBithHR A NPT RLA
DT T ITNEENTNET,

N

EEBAAELTILVTA AT

vy

ANDIT— 70—

RDOF TIL, Firepower Management Center (Zfii 2 GV TW D ER KA EFXF 2T 4 AT
VY ADT =7 7 —IZOVWTHHLTWET, EREAEX2V T4 ATV V22D
J—770—TE, $TEXFaT 4 AT IV AARY FDOT =T Ea—%fHL

\32—;«0

REERFHEXLIVTAAVTIDIVADT—Y 70—

J—457J0—%

B

X2V T4 AT IV A AR B

ZOU—rTa—i%, BRItV T4 ATV
VABIORBHEINTT TV r—v 3 U OFRIZOWNTO
BMEr2—%2RtLET, =2—FIXThaEEHL T, 41X
VROT =T N Ea—~RI L XU THTENTEE
7

X2 VT 4 ATV V2 AOMEE (Security Intelligence
Summary)

ToU—r7a—F, EXa VT4 ATV A A
R MU= 7a—LELELOTTR, EX=2U T 4
ATV AT R=UnBRED, A7V
Bl X 2 VT AT IV A AR FDAHRD
VA MNERRLET,

X2 UT 1 A7 Y P = AL DNS FEAM

ToU—r7a—x, kX2 VT4 AT IV A A
R bDOU—77u—LRETLHLOTT2, DNSFEMOH
HEX2 VT4 AT IV AN—UNBEEEY . H
7Y SLDNS BEME LI 2 VT4 AT UV
VAARIDY A NEFERLET,

ERBARADT—9 70—

WORTIE, RAN T—H AT IEREAT—7 70— IOV T L7,
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A A K (Hosts)

ZOU—r7ua—|ZiF, FANDT =TI Ea—RNEE
NTHEY, ZOBICKRA R Ea—0EEEd, "X FT—
TNNCHASLL U= 7o — B a—TiX, A& MR
FHNTWATRTOIP T RLADT —H B RGITER
ISCEXE

IRV —F 4 7 AT A=Y (Operating System
Summary)

ZOU—r7a—EHNT, xv hT—2 ETHERATOA
RL—F 4 U VAT AN TEET,

—

EFR
WDET

R EBFEAREOREOT—Y 70—

BEAREORIEDT—- 70—

I, 10C (BEDJKE) &3t

W TX BAERFHAT— 7 70— 2OV THALET,
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e

A A N OFREDJKE
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TR AR AT E LM 2 — 2R

RLET,
[43#7 (Analysis) ]>[FA b (Hosts) ] A==—05H6I D
U—r7n—7 7 ALET,

AR R L DEEDIKE

ZDOU—r 7u—%MHALT, KbLERETDHAREEOEW
Fv hT—27 EORA MBI cEET (I0CT—H 2k
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2 —F DIFE D Ik

IOU—r7ua—k, KTV LT A—ALiz
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T B AR AT T E LT 2 — 2
~LET,
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J—77a—ZT7 7EALET,
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a—P T DOREDIRE
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TV a O YRA L O

ZoU—r7u—#HLT, Xy NUV—27 ETETHO
FNEFNTFREINHIECRALOBEEE L~ LD T 7Y
r—=a kg TEET, EDD, Xy hU—27
V= ANEUNER SN TV A EERTE £,

TV —=vary AT AY

ZoU—r7ua—EHHLT, Xy NUV—F ETK AT
UDETHOT TV r—a a2 tcEEd (BrA—
N, BTV V=Y bRy NT—=F U7 L)
0D, Ky FU—2 U Y —AREENAEH ST
LINEEMTEET,

TV =D R

ZoU—r7ua—%HLT, Xy NU—7 ETEREN
THRENDIEX=2V T4 URZ LRXAVOETHOT Y
F—varESTEET, ok, 2—VFOT 7T ¢
T4 DEZLND ) AT ETHEL, @7 v ak
WazLTEEd,

TV r—=vary =l

IoU—r7a—%EHLT, XYy NU—I DT T r—
Ta RBET SR A M AR ARG TE E
T, TS, RARNOT IV r— a7 7T 4
T4 B ERECHND Z ENTEET,

TN =g v

ZoU—r7u—%FHLT, xv NT—7 EOETHD
TTV = a v ESTTEET, Zo0EH, Fy hU—
7 OERROMELBSGTEET,
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T —{ZHOWTIBA L TWET,
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J—45270—% Bz

77V = a DR ZOU—r7a—%R0T, Xy NI—T DI TAT
FT TN =g EELICHE LSO TS LR TE
9, £, ZOUV—rT7a =Tk, ZI9AT T
JAr—arDF—T ) Ea—%FRrL, ZO%KA R
Ea—%FRLET,

Clients ZOU—rT7a—\Fx, FIAT RN TV = ay
DT —T ) Ba—b, ZOBIIKARN Ea—RNEaENE
R

ERFHAT—/INOT—H 70—
WDFETIE, =N FT—H LHFEHTEDIERFAT—7 70— IOV T LE T,

R 11 EBFATF—/IOT— 70—

J—-7J0—4%4 Bz

¥y NU—20 77 r—g ZDU—r 7u—%HLT, *v hU—7 ETHRHEL
fERENLZT 7Y r—a BN T ET,

ty My NO—2 7T r—3g v TOU—r 7u—%HALT. Xy hTV—2 ECELT Y
FATIRT PV —a BN TEET,

P ROFEAN ZOU—=r7u—2EHLT, ~rARRHEt—A
T — gy Fu halon—2 g LR BN ST
TEFET,

P ZOU—r7ua—=\lt, TV = a7 —7 )b

Ba—&, ZORIZAA N Ea—RNEERLET,

EREHRA MEREDT—7 70—

ROFLTIE, AAMNEWHET —Z LHRIEHNTEDERF ATV —27 70 —IZOWTHBLE T,
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Bl

B (Attributes)

IDOU—rT7u—%HLT, 2y FU—27 EOKRA b
IP7 RLARKRA N AT —H AR TEET,

ERFHABREBAANV DT —2 70—

RKOKRTIE, MHT—F T AT T4 T4 T DFRMEATELERFEHAT —27 70—

WZOWTRHB L TWE T,

R EREFABRBEAN D=9 70—

J—45J0—4%

Bl

B A <> b (Discovery Events)

ZDT—7 TN—TIL, T—7N Ea—ELomtA X
Y REEM Y A BRI SN, TOWITHEA b B a—DM e
RENET,

EHBEFAIL—F D—H 70—

KOETIEZ, 2—IRBRHET—FLa—F TAFT 0T 4T 4 T—FOERIEHTE DERK

HT—r 7u—mml LET,

® M EREFEHFIL—Y J—H 70—

J—4HJn0—4%

Bl

Users

ZOU—r7ua—7TlL, 2—HID VY —R Lo TEX
N5a—PRERY 2 bRFRENET,

ERFAMBEENT—- 70—

R DFTIL, Firepower Management Center (Zfif 2 H 4L TV D ERF AMEHIEDO T — 7 7 v —(C

DWTHHLET,
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Mag5 M (Vulnerabilities)

ZoU—r7ua—EEHLT, Xy NU—7 LTRSS
7oA MIEAT D ZNODT 7T 4 7R MEitto o
T—T N Ba—R L F—H_X—=ANONEFHNE & RET
EFET, TOU—7 7 u—Z X0 EFIIERE B 2 — 03 Rk
Sh, ZAUSITHIRICE ST 5 TN OMEEIMEICEE T 5
PRI S EN TV E T,

EEARADY— =T fgBEMEOIT—Y 70—

W DF T, Firepower Management Center (Zfifi 2. & 3L/ EFHIFE A DV — K3—F ¢ Mgt o v —

7 78— |ZOWTEHALET,

R1I6: EEFHDY— FNR—T B HEDT—H 70—

J—452J0—4%
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IP7 RL AT L DNEgik

ZoU—r77u—%fHALT, BEEMSHREORY hU—7 E
DHRANIPT RLAZ Lz sz — =7 4 D
Magatt D% 3 IR TE £ 9,

I
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(

y
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f - & Dffasatt

ZDU—2r7u—%fiH LT, QualysGuard Scanner 72 &
e RX—=F 1 DRt OFEE L T I sz — K
R—=T 1 DIfegatE D E ¥ ITHER TEET,

EERXAMHEEID—2 70—, RIO9A4A )R D=9 70—

MET—%, "UALA MV AMARCE, RUAL YR NEM, BEAT—ZA A OE

NENDZ A T,

R 17:ERFAMET—Y 70—

EREHT =27 70 =00 ¥,
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B A X~ (Correlation Events)

ZOU—r 7ua—Zid, HEA R FOT—T L B a—
WEENTWET,

AUA M YRR A (White List Events)

U= 7a—{ZF, RUYA BN UVARNAXRS DT —
TN Ea—NEFENTWET,

A MEE (Host Violation Count)

ToU—r7a—2ik, bl Eb 1 ODFETYA F U R
MIERKLTWAETRTORARNIPT RLADY A &
RTHOR—=URNERENE T,
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RTA ~ U A MEK (White List Violations) ZOU—r 77—, TRTOENEFIEL, VALD

k> FIZEAET @méﬂtL&%TT "UA KN URAB
BXOT—T7)V Ea—RNEaEnhTWET, T—7 1D
BHNTIE, B SNERS 1 >ToFRREINET,

AT — & A (Status)

ZDOU—r 7a—ZiE, BEAT—ZADT—T )L B a—
ot BN LR —4, W S EE L SERIR
UNERINTWET,

BEADVATLOID—S 70—

Firepower System (213, Bi&EA X RNV AL XY MR EDTV AT LA X Ml WD
MOBMDT =27 Ta— V=NV EHFA L R—b TI7T 47 AF%r OfREZ ) X MLk
U= 7n—pftEsh ThEd,

R 18: BMOEERFHT—Y 70—

J—4-70—% BLL]
e 7 (Audit Log) ZDOU—r7ua—7TlL, BEEA XU REY R

hbt%§m7@7%7wtl%§ rET,

~JVA A X | (Health Events) ZDU—7 7a—TF, ~NVAERKY —
LD P T—ENDA X hEFRRLET,

J— VA AR — bk B2 (RuleUpdateImport | = DV —27 7 —X, L) L7=/L—/L O H

Log) A VR—=FERUIZA—IVOEF A AR —
BT AEREZ VAN LT —T L B a—
BEHrET,
A% v UAEF (Scan Results) ZDOU—rT7u—liE, TNETNET LiZA
Xy BV RAMNLIET—T ) B a—%EhE
j—o

ARAEALT—TILD—oo0—

AL T =T NOWREZMHH LT, RO N I TOTF =2 2T 27 —7 vz
ERLT 52N TEET, ZAUTED ., L 2E, 2—FBRRAAS R DT =2 LT 4 AT
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« T AEFTRELITIEFT (ER) ST DHIUE. BT LLOBICHL 7 VT T4y
() 272V 97 LET, BRENAIZRY T T T 74 RUT, 48 TE5Fcv IRy
U AEFERIIATICLT, EOBT 2 EEFTINEREL, [HH (Apply) %272
Vw7 LET,

SIETEER (Geolocation)

HOFRAL B IS RAEREIC L > T, b— FATBEZRIP 7 R L A DOHIERA 2R E LI OV TOTF—% (E
Kb E) BRI FES, ZoFRIE. AU, BEOTe T A0, ATHRART
JATO—F HyvaR— RRZOMOSHY — LV CEHATE £,

N

GE)  HEHMZEBENT LENA VT AL ZARLZEDMD KA MR SN E. VAT AIFFEDET
(370 RBEA 2SI D ATREMED D Y £77,

WAL ENE T — 2 2 L TRy NV —2 T T4 v 0 T4 NV FTEET, e xE, #
FEDFR(E L E 72T IwmAS Ak & BIENED R WETH L0 E D el TEEd, A T4~
BBETCIE, ooz 7ny 7350, £V — MlRZITO Z LB TEET,

HERN BT — X 1LV AT DO EFHRT — ¥ X—A (GeoDB) WIZRIFEINE T, ¥
Z 2 TlE, GeoDB DEMIRI R T H A RME L T ET, [ (About) ] — (INLT
(Help) |>[#%Z (About) ]) (2 GeoDB ODHAEDFH A=V a U RERENTNET,

J—4 70—
|



79—y 78— |
B i=rsoxans

GeoDB O Hi % 35 v 9 554 . Firepower Management Center Web { o % — 7 = A A T/NX7¢
BT A a L ISOEESZ 27V v 7 LTRED IP 7 R L ZITHT 5 MBI E F R O 2
Bfg4 22 A TEET, HEHFHROFEMEHR Q6~—) 2R LTI, £, —
RR=FT 4 DO~y T Y=V EMHL T, MHSNEGRERET S22 b TEET, GeoDB
EREHLARWGS, 2o OFMIEFRIIIG TEEE A,
[BEiDH <Y (Connection Summary) | % v ¥ ah— R L EHR P& E R S FEH
OHPLEE R Z R RT DI LIETEERE A,
BErEY Y

Fv T — 7 G

B EE A 7= 7 b

AR Y 2 — & — /L DR EL

N7 4w TaTy AN

MBI EE R T — % X— A (GeoDB) D HHr

Hh IR EER D FMHEER

M U CL [HIERF R OFEM  (Geolocation Details) ] X—IZEED 7 4 —/b RINFIRE
NHBAEBHY FT, ROET, ZASEDT 4 —/L FOFRIZHONTRLET,  (FE#EARN
T4V RiIZFRENET A, )

= 26 HIBEROFEM T 4 —IL K

Z4—ILF BR
[% (Country) BRANIPT RURICBEEMT G TWAEDBERE &b

(ORENET, KERIID y aICFERSNE T, B vnited

States (North America). Equatorial Guinea (Africa)

Hiik RARBELETHEOM, B 72132 Do/,
Bl : va, 35

HECHTATEE (City) KA R BAET BT, B 27 b (Geatere) | i
(Fukuoka)

HEES (Postal Code) A R BSTEIET B HIROBEE B, 1 1 361000, 50210

TR (Latitude/Longitude) RA b DOYGETOIERMETLHERR, Bl : 40,0375, -76.1053,

53.4050, -0.5484

~ v 7 (Maps) DO~ v B 7 A K (Google Maps, Yahoo Maps.
Bing Maps, OpenStreetMap 72 &) ~D U 7, KRR ~DE
KZDMED T HA L vy T 2FRT 5120%, U
77 v LET,

# A I —> (Timezone) RARNDBATOZA LV — ST 55X E R
PRENET) . fl: guT+8:00, GMT-4:00 (In DST)
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| 7—9 28—

ger~v 357 ||

J4—ILF BR

ASN BRARNIPT FLUAZEEMT N TWD BHEY AT L%
5 (ASN) . BXUZ D ASN (B 2 BNIEHR, #
14618 (Amazon.com Inc.)., 4837 (Cncgroup Chinal69
Backbone)

ISP RARDIPT FLAICEHEMIT HNTND A H—F

kB —E R a4 % — (ISP) ., #i : atlantic

Broadband, China Unicom Ip Network

H /2%t (Home/Business)

RANOEFRNMAEZIZSHDOE L LD R THEINE
ALET,

Organization

ARARDOIP 7 KU RIZEHEAM T STV 286, 4 :

Amazon.com, Bank of America

KX A >4 (Domain Name)

ARARNDOIP 7 RVARZEHEAM T LN TWD FAA U4,

'fﬁ‘d . amazonaws.com, xmcnc.net

i # A 7 (Connection Type)

ARARNDOIP T RUVAZEEM T LN TWAER Y A 7,
ﬁﬂ . Broadband, DSL

Fuaxy ¥ A7 (Proxy Type)

4%%79‘*{3 7013 5?“/@5/])700 WJ . Anonymous, Corporate

ERaANNTSD

VAT AE, TINAERDO RV Z 0y R=Vh ol U= 7 a =R IR A S b
DT —TIVFRIIZ T, 5 MR CTEHSNEZT -2 2R LT, BEOERT — 2%/ 7
TA I RRTHIENTEET, VI T7RRTEDHDE, T2 5ENTHOHEHT H1E
HOGHEILEWEDIP T FLA (BXOZNLORA MIBE#ET D 2—W) | s8R — k.

KU AR—K Fa bhart7 U r—rgy 7a hal) OBTY,

Exh X2 VT4 AT VT2 A AR MEFEET IR A X PRI T R T DD
LITTExFERA, EX2 VT A ATV AT 4 NE )T T IT 40T  OWE A
TI7 749 7FRTHINE, FyvdaRh—Ktary®A o 27n—J%2HLE9,

Bt 77 71X 3 FEH Y £97,
1 27F 71,
7T T,

1OoDOFT—Z%y hOT—F kT3 LTERLET,
1 oHDWVIEEOT—2 vy hOF—FE2HT IV 53T L TERLET,

AR T 71k, BRIOREICES T12H 5 WIEEOT—42 Yy FOF—Z2 % Ty
FLET, BEEE 22— WTHE (ZbDOX—X) Ba—%FHLET,
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79—y 78— |

B =5 ~orv5o0smss

\}

G¥)

VATAE, T T4 T T s ANERT T TR LUET, MRS T 7 L Rk
TERTRETT 28, W O BHIR SV £, NI 74 v 7 a7 7 A NV eFrd DI, EE
T I AMENMAETT,

U—r7ua—5—7 LRI, V= T7ua— 578 RU LAY, BRIz 52 L
THWOHERLD Z LN TEET,

W7 7BIOMNET T 71T LL8EBOTFT—2y F2FRTEEd, OF 0. KXl
T—H KA ML, Y®IZEBOEEFE R TEET, ez, —HEof=vz—4%L1L
AR A OREBERTTHIENTEET, A7 7TIE, 1 2OT—%ty hOALFRTE
i‘j‘o

XEHEZIZ Y, & LIFMFEZLETHLICE-T, ¥/ T 718 8 Fhr—2
F—HYy heFRTEET, M7 T 7Tk, XA ZEFT 25 LM EBBNEDLY | YihzZ
FI 5 EWBEENEDLY £,
EENEY D

B W (/5 7 HEKNT— %)

BRANV NS ODERAE

AX—b 4t |EDFA LR | Y R—rENET | YR—FENEF|TIOER

S INA R ALY

L& (Any) L& (Any) L& (Any) & (Any) (V=27 7u—IZ
it~ CC)
Admin/Maint/Any
Security Analyst

Firepower Management Center ClE, MR T DIEMITIG U T, #fiiA X M V7 7 2R R LY
BIELIZD TEET,

Pl 7 7 72T VBEA LT L ZICR R EIND NV, ATV -2 T7r =2l o THRRY
E9, HERARC FOT TN Ea—TKTT 5, FilERSNZYV—7 7n—&fliflT& %
T Flo, FEO=—X &Ml TIHMIET 2R AT ONAZ LY =7 T7a—%ElT5Z L
TEET,

VT RAL VBHRETIX, BUEDO RAAL Ve TR RAL DT —F 2 RKRTHZ LN TE
FT, B~V D RAAL CEITIRH RAA DT =2 2 RRT 22 LT TEEEA,

FIE

ATv 1 [94 (Analysis) | > [## (Connections) | >[4 N> b (Events) |ZER L £,
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| 7—9 28—
A r il |

GE) B ARXU N T—TNANT T 7DD %féﬂé%’a\ ESEOY AV & -GN
THGEIE, V=2 7u—4A MNLOBIZHD (T—2270—DUYEZR) 227V v
7 L. 77775\2.?%6%%%%%%717 77D“—ifdi737§5.b\ U—ry7a—%
BIRLET, 857 7 728D TN COHENMER SN BHA XV b V=7 To—
X, BT —7 L Ea—TKTLET,

AT T2 ROBRERH Y F9°,

o [RFFEIEEPH (Time Range) | : WA ZFHEET 2551L (X7 7087 7 7 OGEITHESL
HLET) | FFHREOLE 402—) 22BLTLIEE,

«[7 4 —/ R4 (Field Name) ]: 2 —¥RPURATRER T — Z OFHMIC DUV TIE, #Eftds &
NeXa2)T 4 ATV AARVE 74—V FESRBLTIEEN,

s [RA K 7177 AL (HostProfiles) 1:IP 7 RLADKA N 777 A VEFRRTDHIZ
X, BEME SN L 28T — 2 NRRENTWDL T T 7T, BT 7 70OHET
EHZ7 2 70REEZ27 ) v 7 L, [RA N 7R 757 A/DFER (View Host Profile) ] %%
RLUET,

s [—Y Fu 771/ (UserProfile) |: =—% 7'a 7 7 A4 MEHREFZRT HITIE, FEEMH
=PI L DT — X DRRRINTND Y T 7T, BT T 7ORETIIM T 7 7 ORI
7 Uw s L, [2—Y a7y A DR R (View User Profile) ] 2R L FE 9,

o [ZDMOTEHR (Other Information) | : XUR &z 7 — X IZBAT REMIIZ DWW TIE, Pravkk
7T T7DR, BT T 7O, £TEMT 7 7 OREO EICh— Y LV EEE £,

 [[EE (Constrain) ]: V—72 70 —%ROX—V|\ZHEDTIHEG 7 T 7 % X il GRSL L7=
B FEETHEET DL, 7 7 708, B 7 70K, £7213M 77 7 ORI %
70 w7 L, [ErEFE (Viewby) [ 47 a v &@RILET,

o [7—##R (Data Selection) ]: 277 ZIZERRINDT — X #EHET HITIE, [X #h
(X-Axis) 1FE72I1X[YHh (Y-Axis) (27 Vv 27 L, BURTHH LT — &%@mbiﬁo
X #h 2 [FEfH (Time) JICEH, E720% [ (Time) | 0EETLHE, 7T 7 2474
EEINET, YHIZAEE TS L, RENDHT—FEy MIEEBLET,

s [T—%tv b (Datasets) |: 77 7DOT7—Fty haEETHIZIL, [T—FEy b
(Datasets) 1227 Vv 27 L, FiLWTr—Xty FEBIRLET,

«[UIVEEL (Detach) 1: 5 7 # /b I*O)H%EF'EJ APHICR B LY 525 2 L EITHiT &2 ET
TELLOCEH T 7 7 2T 21213, [UIVEEL (Detach) 1227V v 27 LET,

Evbh  ab—Z{ERT AT, DEELT-Z T 7T Y4 Fo1&2 2 ) v 7 LET,
SEELT-K T T 7 BT Bk O/IRTER LRV EST, VT T4 v Tl
TrAMI, DEELT ST 7T,

« [(Ef0 (Drill-Down) ]: V—72 70 —TRDN—IIZ KV AE T 45120, hhnvks 7
TOR, BT I 7O, 1IN T 7 OREE 27 U v 7 L, [#E# (Drill-Down) ] % i3
RLUET, IR 77 CTHREZ )V v 7958, WOX—=V ORI, 7V v 7 Lz
EHLETDHI00MICERESNE T, BT 70BEZIINI 7 70REEZ27 Y v 71
HE, FOBELIIFENRTEEIZE SN TROSX—=UDR S E T,

J—4 70—
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79—y 78— |
B =5 ~orv5o0smss

e [=Z AR—1 (Bxport) ]: 77 70T —4% CSV (W ~XEIVfE) 77A41EL
T/ ZAR— T BI10%, [F—ZDx 7 ZAHR— |k (Export Data) | Z#R L 3, &IZ,
[CSVZ 7 A LDZ 7 ra— K (DownloadCSVFile) 127 Vw27 L, 77 A VERIFELE
j—o

«[75 7 Z A7 (Graph Type) |: [#i4L# (Line) - HEHE & il (ZfLD2—R) DR
TI 7RIV Z DI, HE (Velocity) |27 VU v 7 L., [#E% (Standard) | 7213 [H
& (Velocity) | Z@&IRL E7,

s[5 7 %A (GraphType) ]: [#8&H (BarandPie) |-/ 77 M7 7 7%28)0 2
DX, [B7 7 71290 % (Switchto Bar) 1 £/ [H27Z 712810 & 2 (Switch to
Pie) 1227 Uy 7 LEd, M I 7 03EROT -4ty FEFKRTERWZD, EHD
F—HYy NEROBI T 7 NEM ST 7R 2 20A. M7 T 7 I3 EINICEIR S
N1 2OT7 =42ty MN2TFEFRRLET, R-T57 =%ty FEERT HBE, Firepower
Management Center (I, FE{E{] & JCEMOFEHERE U b RIROFHEHERZEL L, IOE
MOFEHERE D HREMORMEHERLEL L ET,

s [X—UMOBE) (Navigate Between Pages) | : BI{ED YV — 27 7 v — TEULEDHIFI & R FF L
TEER—VMEBHTHICIE, V—2 70— X—=VDOEEIIHIEE T HN—T U
%7 v LET,

[ X2k BEa—fOFE) (Navigate Between Event Views) ]: oA X2k B = —{ZBH)
L CRh#ET 54 Xy hEFRTHIZIE, [BESE Jumpto) 1227 Vv 7L, Fry 77Xy
VUARMMNBEANRY N Ba—FERLET,

s [FFEZ VU7 (Recenter) |: FE#EIHOE S AL HHTITH 2R %2 FOISITHUER Y Z
TEHEEZ I TTHITNE, EORE 7 Vv 7 L, [FFEUZ Y 2 (Recenter) | &
WRLFEF,

o [RA—24 (Zoom) |: A—LA LV EIFA—LT T NLARBL G DR Z HFOISHTIVER Y Z
TEHELXZ) U TTBIZE, FOEE IV v L, [A—24 (Zoom) ] ZEIRLTHD
HUWEE 2SR L E 9,

GE)  HBELT=r7 772 AL TCWAGEE LRV T, filk, ier2 ) s BXOA—4
9% & Firepower Management Center D7 7 4 /L s ORFE&FHNRE DY 7,

Bl - T S T 0Kl

Bl - BGSODXEE YEHODESR

LMW O D T T 7IZHONWTEZXTAHAELLY, V77 DS ER—FMILoT
HIKIT 2 &, BHENTE A X MUCESWT, b T 7T 47757210 DR —
NIRRT T INFORENE TN, 7V v 7 LIS 2Tl &35 1045 R ORI
rXoTHBEET,
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| 7—9 28—
w57 7—s 4703 |

Bo12%27 Y vy 7 L, BEMIPICLSE S (View by Initiator IP) | ZiEIR L TV Z
THRELICHIKT DL, FNETLER U105 B ORI T TR, 20 v 7 Lz
NETR—-FTHHPSNTZHLWES T 7 nFREnET,
R—=hZEDOXa NS MEERRTHMT T 7IZONTEZLTAHAEL LI, ZOHE,
XL LRARUA R— bk, YHEHNZ RO/ T, Z0OMZI 713, HHRIRICE
WGty NI — 7 CREINTET—F O8I/ MEAEELET., MoFoR
JBlX, HFR— M CREENEZT—FDHERERLET,
IS TOXEAE TIYUr—ay AN ICEFT AL, BlEEixlHsT
ITEETFT—F DR M MEAEELETD, MoFoRBIZBRHEIN-£T
Py —ay Fu haLDOEREF—FOLEIRLFT,
s TTTDYHhE Ny MIZEFETBHE, U7 T 7135 2MBICERS R > b
U — 7 CEEENEZAH Ay A E L, HOTORBIEIER—FTHRESH
ARty MEOBIEERLET,

BENEYD
U—7 7u—0fH (14 =X—)
AR B2 —REDRE
BRI T—42 4T a3y

XWiEZITY®, b LIBIMFEEETDLILICL T, i/ T IS EIERT — A &R
RCEET, M7 T 7 TR XhaZER T 5 LMSIEBNEDY | YHEZET 5 LR ER
EEDYET,

R2: XA T3y

X#ArToay T3 7DiEE ROBETIDT—R%T7
L9 %

THVr—varyTahan | BT 7EIEMT T T Bb7 7T 4 7R 10E0T 7
(Application Protocol) Vio—vary 7a hanickk
SUNT

Device =3/ A= il =4 = /A A BEbT 7T 4710 EB0OEH
KIGT /3 A AN HSUNT

A =Y —X 1P (IitiatorIP) |#J/ T 7 F/=IIMHT T 7 Bb 77T 472 10HDOA =
ST —HKRARNPT RLARI|C
HASNWT

4 = x—& a2—W (Initiator |75 7 F-1ZM T T 7 LT 7T 4 TR104DA =
User) vo— & a—PFIzFESNT

VAR HIP (ResponderIP) #2777 £7-13M 7 77 BT 7T 477 10D LA
W FHRA NPT R ATH
SUNT

J—4 70—
|
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7—4 70— |
B sx07—5+ty rorgss52

X&#A T3y 95 IJMiEEE ROBETCIDT—2%T5
A )

VAR K R—1 (Responder | #7277 7 £ 721317 Z7 7 BT 7T 4 710D LA

Port) R R— MZHEHASNT

EEILT /31 A (Source VT 7FERIIHT T T ®b7 77 47710 E D

Device) NetFlow 5 —# 7 AHR—H

& . Firepower ¥ A7 A DEHL
HRT NA AN Lo TR S
hflj‘f\f @%{fjﬁc@ Firepower
VD A HIORGTET /A A
[ZHADNT,

F¥Z| (Time) A KF R 7

Y #if & [B5Z) (Time) ] 2800
Bz 5 LTI 7OMEDL
by, 5—Ftv h&2EH

T&ET,

R2B: Y@+ Toay

Y#AToay ?ﬁwgﬁiﬁm LTCDT—2%T7321t7
34 |k (Bytes) EEASA MK

#eft (Connections) LB T4

KB (KBytes) PEEX o MK

KB/ (KBytes Per Second) KB/

737w I (Packets) EEAr Y MK

[E4A DA A K~ (Unique Hosts) SNz EA DR A MK
EHEOT 7V r—yay 7a ha) (Unique |EHOT 7Y r—ay 7a bandk
Application Protocols)

47 = —% (Unique Users) A = — 5K

BHEOT—2 1ty bOERI ST

77BN 7 73 EL0 b EHOT -2ty FaFRRTEET, DEV., % Xl
T2 RA L MTH L, YEICERDOEZFR R TEET, Lrid, —BEDf=sxz—X L
AR F OB EFRTEET,

. 77— 78—



| 7—9 28—

\}

wunF—stv roEsss57 |

G¥)

M7 o 71238807 —42ty NeRRTEERA, BTty N oB7 7 715
M7 771280z, M7 7 7IXABNICRIRENTZ 1 2OTF7 —F 2y NZTFE2RRL
F9, ERTDHT—X ¥ FEEIRT SHE. Firepower Management Center (X, { =3 T —# &
VAR FOFEHERE D b 2EOREHEFREBEL L, A = =X OFEHEREI D b L AR
YHEDOREHEREERE L E T,

W7 7 7 ik, BEOT—2ty MIBEEORE LT, TNETNR RO TERINE
T, T ZIFRD T 7%, B SRy FU—ZIZBW TR oI ESn-—E oA
SV T DAEHEE —BDOLV AR A OEHEEERLTVET,

BE,, B : B velos = |
"!""X-RXIS O v-Axis EDatasets L welocity = Export Data 2 Detach

Unique Hosts over Time
(2011-11-11 18:33:00 - 2011-11-11 19:33:00)

10

Unique Hosts (5 min)

371989

| B Unigue Initiators B Unigue Responders |

W77 7Tk, BT —2%y MR XET —% KA 2 M T EICBSTSRIcEE LTER
SNFET, L2 FTROES T 7%, BERIRR Yy NU—2 ETHEE SN T v FOEFHK
Lo A=y R Lo TREESNTE ATy M, LARU AL o TRESNEAAY v MK
ERRILTOHET,
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B s=5r575—swvrr7vay

i o B : 0. . : =LY )
B ensds Bt veais @ Datasets @ switch to pie = Export Data ¥ Detach

Packets by Responder IP (top 10)
(2011-11-11 18:33:00 - 2011-11-11 19:33:00)
2500

2000
] 1500
1000

500

=

B D T T
o i ; o
B o W E i

- 6 R £ P

5= - L B N b £ A = 5
o5’ af \ o o ] e
) W Kt ) ok ok ) )

Responder IP

371988

| E Initiator Packets [ Responder Packets [ Total Packets

BRI T8ty bFTay
RORTIE, Bfi 7 7 7D x NIRRT E LT —F By MTOWTHHIL £,

R29: T2ty kAT a3

yEARRINATWSHAIF, T—AR—RELTERTEFET,
#&ft (Connections) FT 3L NOBTT, BEHHEO Ry FT—

7 ORI S 7o ([HE

(Connections) ]) T9, ZHUI, FF7 74
77Ty AN T T THOME—DOF T g
T,

KB (KBytes) UTFEMAGoETWET,

s EoHRRR Yy NU—T ETEEINE
HEtF e A ML (B S M
(Total KBytes) 1)

cE=HXRR Y NT—T ETHERARNPT
RLADLEFEEN=F 1 M (A
= xz—% Xu,N4( ¥ (Initiator
KBytes) ])

CE=HHRBA Y NU—2 ETHRARNIPT
FLRZE o> TREESNTFr 1 MK
(VAR Frs34 M (Responder
KBytes) ])
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| 7—978—
1~y remons

yHARTEINTWDIEEE. T—AR—RELTERTEET,
KB/#> (KBytes Per Second) TI7HNV D, E=EXRRy NU—F T

BHi-0ICEHE SN aixr o Mo A
([1 B 7= OEFFr A M (Total
KBytes Per Second) 1)

/3w b (Packets) I ZfAEHOETWET,

s B ARy NU—T ETEFEINE
BRIy M ([BEtT > b (Total
Packets) ])

cE=HXGHR Y NT—7 ETHRARNIPT
RUADNLIEE SN Ty ML ((f =
vx—# s b (Initiator Packets) ])

cET=HRGEHR Y NT—2 ETHRANIPT
RLRIZE o> TRZEESNTNT > MK
([VARH 35 b (Responder
Packets) ])

A D7 A~ (Unique Hosts) UFEMAEDETHET,

cE=HXGR Y NU—T EO—BEDE Y
Ta ol (B =vx=—%
(Unique Initiators) ])

cE=HXGR Y NU—T EO—BDE Y
Va VBB ([—BEOLVARSZ
(Unique Responders) 1)

BEOT 7V r—ay 7a bha) (Unique |7 74V hD, FE=X2%5xy NU—2 ED
Application Protocols) —BOT7T TV = ary ra b aBoi
(BT 7V r—yar7n kajl (Unique
Application Protocols) ])

4 = —+ (Unique Users) T 74NV EOHRTT, BEHGORy FU—

J TRy varAf=vz—2iZus AL

TEA—E (B =vz—% a2—¥
(Unique Initiator Users) ]) T,

A RN R O HIRY

BANRY M, ZOARX SBRWORELTZDERT I A L AX T REBY 4, Rl
(RefIEEHE & BIRIEN D) ARETHILITL ST, WO DU—r 7a—|lFERranNsHE
WMEFRRT D N TEET,
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79—y 78— |

B~ rommzorzs<ax

BFRIZ L > THIK TE 24 XV MW= T —7 7o — {2k, =20 _EEIC R B #H %2 3
TITREENTHET,

T 7 AN T, V—2 7 a—iE, 1R BRAAREH & U CRE SN2 L £,
7o & 20X, FRT11:30 2 7 A U LIsa. PR 10:30~11:30 ORIZIEAE Lic A R F3FRR
SNET, REIARIET 2IZ L2 T, RS IRRINET, F% 12:30121%, FH110:30
~F% 1230 DRNCRAE LTeA Ry bR FRENET,

ARV P E2—OFETHMEDT 74V M EZRET 22 LIk > T, ZOEEEZELE T
HZLENTEET, ZHICEY, kD3 5OT 3T 4 NEEEZITET,

« BEfRED 2 A 77 FRE9, JRIR. FEATAT 4 0)
« BEE O R &
« BRI OR (EEROBINE, E2I3HE — 0 7 a — O LBERFE)

NR—=T0O I H M E 7 ) » 27 LTCT[HEE (Date/Time) | Ry 77T v 7 74 KUk
For L, 774V FOFERIOREICEFRRR . A Xy oS RICREE FEf CEE TS
ZENTEFET, RELLEFHROE, BIMEHLTWAT I T4 T ADX A FIZii T
[HEF (Date/Time) 1|V 4~ RUZEH LT, RRLTWDHAXY bOZ A FIKT DT 7 4L
N ORI EEETHZ L HTEET,

BB, BT eI Z LN TE 5720, BERREOZET L IR, £72I386ED R0 A
R MEBMTHZ L, V=2 7un—TCitahiT— &2 ps 2 nTxET, N—
COTEICHH) 727 ) v 7 LTARY hOMDOR—T % FRTHEA1T. BhbdU—2
70— =T THUA R MR LRNE I, RSB —RHE IR 5 2 L ICER
LTL7EE, MR TE 7 IO —RHE L 2 R TE £ 7,

EELEY D
AR b B a—fBEDRE
EHRBIOtX2 T4 AT VP2 A AR N T —T )LD

AR FOEEBROHREZIAX

\)

77 4V b ORI BR R < A F O PICHEE FEITAR 5 Z AN TE E
TO

GE)

FENC L AR OREIL. BAEOE Y 3 VIZOWTOLRELG T, Wol-Aiua 77 kL
Thbobr—EunrA 38 E, BRI T 74V M2V Yy hENET,

2 —YFRBE L ERROBIC L > TiE, 1 DOV —2 70 —ORMOEER, 77547
VA LEOMOU = T — |l BE B2 5L NHY T, 2L 2 B0 o — LR
BN o6, 1 2OT—7 70 —0RREERT DL 7774 T VA EOMOTXTO
U—7 7ua—ORHRNERINET, —FH, EROFMEZER L TWa5EEI1E, Eha
FLAFANAAR NOU—7 70 —OREEZZER LT, ORI ELY 52 8
IS, MOFEFED A X N ORFEAEET 35 &, K TH T 52T XToA4 X b Bk
AR FEANIVA AR MNEERL) BDEEEZITET,
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R DR E

\)

srronz [

FTRTCOU—7 7a—%EEFIC L > THIRTE 20 TIERWnWi=H, BEFBOREIL,. KA
M mANBYE, 77V —2ar, 77— a O, MaeEtt, o—3, £-380
A M)A MERIZESWZTU—7 70— EEL2 5270V EIEELTLIEEN,

[HfH/HE%] (Date/Time) ] 7 « > KU @ [FEf]#: (Time Window) ] % 7 Z2fiH LT, KfEF%
FETHELET, 774/ FORHMGRE TRE LR OBIc L > T, #70% 1 FL
LR OWFNNTR D £7,

o [4 X2 b OREEIF: (Events Time Window) ] : ?’Eiﬁl@ﬁmfh%&ﬁb Efn 7 EmiE
WA AR DU —7 7a—LAOT—7 7 a—{Zx L CRIREZ R E L TV A4

c[NNAEF=ZFY T HA LT 4 RY (Health Monitoring Time Window) | : #DK¢fH]
BAEREL, ~NVA AN F U—2 71— I3 U TR EZRE L TV D55

(AT S XA L T4 FY (Audit Log Time Window) ] : B3O AR E L, BA
7k U CR I 2 3 E L TV D854

[ u—rL XA LT 42 RY (Global Time Window) ] : H— DR ZRE L T\ 5

AN
=

WP 2 BE T D5 B ICiE, OIS, T DO X A T2 RET HMERH Y 7,

« FRROZRIFIRIRI, R E DO BHAREFR B RFE DR TR ORI AR S e < TDA <2 b
ZFRRLET,

o JEBRIFEIMEIL, R DOBHIARFI 22 HBUEE TOMICAER IS NI T X TOA XU M ERRL
£9, FFRIORE & & BICRRBENILR S, A2 F Ea—IZH LA X 8BNS
hi‘@_o

c AT AT 4 7 RERIREL, FREOBIMERER (1 AR E) »OBEE TOMIZAR S
72T _RTCOAN FEERLET, BEEOREE & HITHBRES TXZ74 K] L, BHRN
BRE L& (ZofTiX, @\E1EM) oA Xy hOARFRINET,

BIR L7 A 712X - T, [BA/EEZ (Date/Time) 1V 4> RUREBLL, SEIFERFREA
TvarpnitEsnET,

GE)

Firepower & A7 AT, ZA L YV — 2 OFGEICHIE SR HICESW T, 24 FFH OREF &
AL ET,

WOET, [FFEM (Time Window) ] # 7 CRETED I EIERERHIZOW TR L ET,
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= —]

axX &

K (B4 L1420 KD) 0847

Bl

oy Ay Y AR

[FEfHE % A = (time window type) ] F

SEEPOE T4

BRI 2RO 4 7L LT, [##

(static) ]. [#E9E (expanding) ], F7=
L [ATAT 47 (sliding) ] DWT
N EEIR L £,

AR P Ea—ZERTHK L THnD
e, (ZFue—s I ThDH A R
MIEHETHLIMNCERRL) 777
ATV ARTERIE SN TV DR O &
FHAMZ R SHL 7oA X RdA X2 b
Ea—llERINDZERNHDHZ LI
EELTLEIN, 7T I9A4T VA
KL TATA R DRI AR E LT
BETH, ZOWRNBREET L LN
HoET,

[BHAGFRE] (Start Time) ] H L > & —

I K Ok

OB A A E L E T,
T DORFEI D i KIRF G
1970 4 1 H 1 A7FRT 0 BF (UTC) ~
2038 4% 1 H 19 AARIT3 K 14 43 7R/ T
75

N E—EHEHT AR YIZ, TR
THHT A7V ty hAT v a vz
HAcx%7d,

[#& TE§# (End Time) | L > & —

G

R H O T BT L B 245 E L %
T TR T ORI e KIREE &P
X, 19704F 1 A 1 HAFRTO0FF (UTC)
~ 203841 H 19 H/FRT3 #1445y 7
BT,

PLIERF I 2 LT DA, [
THiZ] (End Time) ] W Lo X =07
L—RRIZ 0 . TR TBAED
RiZl (Now) | &E/REND Z LICHEER
LTLZENY,

I —EEHT AV, TR
T+ L7V Yy AT Vg &
HA+sZ &b TExET,

[Bct% %32~ (Show the Last) | 7 1 —
NMERBLXO Ky Xy AL

[AFA4F 47 (sliding) ]

ATAT 4 T EEOR S 2R E L
£,
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srronz [

RIE

K (B4 L4V FD) D4 T

B

[Vt b (Presets) ]: [Ff&

(Last) ]

FT

U Z FMNOWTFL DRI A 7

Voo L, 77947 ADu—H )V
REANZFE DWW TR A AR L E T,
7ol ZE, NHEM (1week) 1227V v
745 e, wEO BB A KBTS X
INHFN L DY £3, Vv b
Vv r3hHE, BRULET U EY
FENKMT S LIS LU E =D
DET,

[Vt b (Presets) ]: [BAE
(Current) ]

i3 K Ok

U X NAOWT DRI % 7
Uy L, 77I9A T ADa—H )L
FE & B AR IS TR 2 85 L
F9, VY v 2TV ITB L,
BIRLE=T VY FEKBET AL 91Z
HL =N EPY £T,
ROFRUTER LTSN,

o BITE H ARG 0 FED B AR E D

« BIIEOR T B ME B ORI 0 BN D
WHED

< BUEDHIZ. HOEFO A O
0 R BIRE D

[7VE> b (Presets) ]: [

(Synchronize with) ]

FTRT (I — V7R L
TG

UTronwdFanzes )y 7 LET

ARV EA LT 4 RY
(Events Time Window) ] : BifED
REfHIRE & A~ b DRF[I % [ 1]
ERAY ey

[IMARE=ZV T EA LT ¢
> R (Health Monitoring Time
Window) ] : BIfEDRFREHE L ~ L
AF=H Y T ORI R

D856

o [BEE w7 OFFEM: (Audit Log
Time Window) ] : BIfEDRFfFE &
Bttt o 7 ORIV Z [FH4 556
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B soeozs

FEROEE

AYX—b+ 4t |REDFAELVR | YR— ST | YR—+bENEHF|T7IOEX

VR NA R A (Access)

£E (Any) £E (Any) £E (Any) fE£E (Any) Admin/Maint/Any
Security Analyst

(V—2r7m—|Z

%)

FIE

ATy T BRI LV ER ST —2 7a—7T, BEFEHOT A2 (&) 220 v L, [BAFE R
(Date/Time) |V« v KU EB&E £,

ATY T2 [A_X2 FOFHEF: (Events Time Window) ] % 7 C, B0 E (37 =) Cit#ish
TWA L) ICHEHERE L E7,

ek BRI ZT 740 FOBREICERTICE, [VEY b (Reset) 1227 Y v 7 LET,

ATy 73 [EA (Apply) 127U 27 LET,

AR NDT T4 FEERER

A XY hOGHTHIZ, [HAH/EEE (Date/Time) 17 1 > RO [3XE (Preferences) | ¥ 7 %
AL, BRLTWDA XY bOX A FKkT DT 7 40 b OWE#E (X2 b Ea—DfRE
LTI BERTHZENTEET,

ZOHETT 740 FOREMEETRE T 5L RRLTVDANL SDEA T DT 7 4V M
MFEDZNEDY £9, 7o& 21X, EEORMMEZRE LG E . [RE (Preferences) | %7
TT 74V NOREERTHE, ARV N, ~NRAE=XY 7 FlF3EEn S Uy
YRUDOWTNPORENERINET, DFV, RO 7T TRIN TN DN EE X
NET, 1 SOFFHAERT L TWDEAIZ [RE (Preferences) | ¥ 7 CTF 7 /L ks DORFREIHE
EERTLHE, ARV NOTRTOXAT DT 7 4V MR ZED Y £,

BErEY Y

T 7 F b N R

ARVEBATOTI4IL FOBEHRA T3
WDOFRT, [XE (Preferences) | ¥ 7 CTHETX A IEIERHTIZTOVTHAALET,
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® 31 BB DERE

ARU ka4 TDF I L ot T a [

RE s EA
HHHME (Refresh Interval) 4Ry b Ea—OEERR A SR TR E LT, Pr

AT DHE, EEA T g ATEGRY 1,

A LT 4 RO (Number of Time Windows)

S D RO EFRE L £,

BT T SV A AR N BLORHIC Ko TH

FIRTREZR A X MW= TU—F T —IZkt L TE
NENNOT 7 + v NI EZ R ET S5 1%, [
% (Multiple) ] 3R L £,

e TRTOA Ry MIEAIND 7 v — L7 B %
EAT 2846 1%, [H— (Single) | 2L £ 9,

T 7 & v MR - (iR 2 RR - AT AT 47 (Show

the Last - Sliding) ]

COREZERT DL, HETDREDAIAT 47D
T 7 4V MM AR E TE £,

TTTAT AN, FEEOBIMEEL (2 & 20 1R
MOBIEE CTICERSINIZTRTOAR MERRLE
T AN N Ea—OERE LI, BT T2 T4 K]
LT, WIZEED 1REENOA X "RERINET,

TI7HN DA LD 4 KD (Default Time Window)
Fofk R (Show the Last) - #fU/JLHE  (Static/Expanding)

COBREEENTHE, HETHEID, FFEZITIEE
DT 7 4/ N ERETEET,

BRI OS5 (K TREM A (Use End Time) ]
Frvl Ry I ABF N LEER) . TFI9A T A

WXRFE O BRAARER (1 BRI 72 E D) D, N2 —
DA X N EZ UK E TIZER SN T XTOA X
YRERRLET, AU F Ea—&EHELTH RS

FEE SN TEY , FRRIERFEORICHAE LA <2 b
DIHNBFERINET,

WRARIFRIFE DA (& TR Z M (Use End Time) |
Frvl Ry I AEF 7 LTE=ORE) . 77947
ZIXFEE OB (1 RefRT72 &) O BEE TloAk
HENTEFTNTOA N FEFRRLET, AN FEa—
EEWT L L BRAIBEE TR E T,
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79—y 78— |

RIE

A A

TI7AN DA LD 4 KD (Default Time Window)
M H (Current Day) - §ff/ AT AT 47
(Static/Expanding)

COREEERT D &, BEOBAHIHR L THE 723k
EOT 7 4V NEEEM AR E CE T, BEO B, Bl
1Ty ardi AL — 2 REITHS W TR0 B
HmED FT,

BRI 0SS (K TR Z 54 (Use End Time) ]
Fxvl Ry Aed N LEHE) . 7794 T A

WZFRTOREDN D | PN —F DA X N 2RI LR
FETICAERESNTETRTOAS R MEFIRLET, A
b Ea—ZZH L THRRIEES N TEY ., ik

BEFIEDNC A LA Xy hOBRBEREINET,

PLERFFEME DG A (K& TR A2 H  (Use End Time) ]
Frxvl Ry A&7 LERE) . 77947 4
IEFRTORE D BEE TILAER SN TR TOA RV b &
FRLET, ANV Ea—%BHT25L, BERFEH
HEETIRENET, 077 v MT DRI 24 R 28 2
T &R T T-5E, ZORRPHMI 24 R LY R 2
DHHEMENH D Z EIZHER L TLEE N,

FIHNIDEZA LT 42 KT (Default Time Window)
438 (Current Week) - ##H9/4L59%  (Static/Expanding)

COBREETTERT D L, BAEOBEIIK U CEE 72 I33EE
DT 7 v MR ZRE TS 7, BHEOHIZ, BT
tyvvaroF AL —UBREICIE SO THEATO HIEH
DIFET O RRITEEE © £,

BRI 0SS (& TR 25 (Use End Time) ]
Frxvl Ry REF N LTERE) . 7794 T 4
WEAFRTOREDN D | IS = A X N & BT
FCICERSNETRTOAL Ry PERFLET, 40
b Ea—Z2ZH L CHRRRIEEINTEBY, ik
BRRIFE ORISR A LA N b OBRRFETRSNET,

PLsRFRFEME DA (& TR A2 H  (Use End Time) ]
Frxvl Ry IV RAEFT7ICLERE) . TTIAT A
(T HIE R OFRTORE S BUEE TIZER SN T RTOA
R MNERRLET, ARV Ea—2LETLHE K
FREBUEE TR SN E T, w77 U M 5H1IC 1EH
X TN T 256, ZORBRIITERELY b E
SRBAREMENRH D Z LITEBR LT ESW,
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1_v k84707740 toEErozE [

ARV BATOTIAIL FOBEBRBROEE

ATy T

ATy T2

ATvT3
ATvT4

Ry ] 1 D

,—

17

AX—hF 54t |REDFA LR | YR—bENET | HR—rENBHF|TIOER

VA INA R 2

fE£E (Any) fE£E (Any) fE£E (Any) f£& (Any) Admin/Maint/Any
Security Analyst

FIE

BEfiC L v Sz —2 7a—T, BE#EHEOT7T 2> (@) 227V v 7 L, [BfFEERH
(Date/Time) |V 1 > RU&ZBE £7,

[ (Preferences) (¥ 7 %27 U7 L, A XV NXAT DT 740 NOREIA T > 2 v (
40 RX—=) IR TNL LTI 77 L AEERLET,

[%EDIRTF (Save Preferences) [ #2727 LET,

WD 2 DORIENRH Y 7,

AL TWDA R b Ea—IZH LWT 7 /b MO E 28 A4 5120, [
(Apply) 127 Vv 27 LC[HK (Date/Time) |V 4> RUEZALTA X F BEa—%Y
Tl viaLET,

« T 7 4V N OWRFMERE A SIS o Akt 512X, [EH (Apply) 1%27 U v 74
I [B A& B (Date/Time) 1V 4 > KU £9,

BT —RHE b2 Z &N TEET, ZHUTEY, V= Tn—biftEnicr—2 D2
Ty T vay FEMANDLZENTEEY, —RF LI —r 7n—nEHasnsd e, il
BT DA BHIBRESNTZY , FAEGRADA X RRBEMSINTZDTHZEnH LD,
Z OREREIZTA AT,

BRI I — R L TE R VDO THEE LT &N, F2. A X MR o —RpE 111X
Ay aR—RIIEEL 529, Xy aR— RO—KEE G ERP0 —RpE R 8 L £
Ao

OMMSET LTz b, RO —IRpE (2 fRBR T & £ 3, RO —Rps (L2 fRBR3 25 &, BE
WP CTREREDN BT S E T, £o, —FRHE L2 M5 L2 R 2 K3~ 5 K 9 lc/ <> b
Ea—bHEHShET,

12D T—7 78 —=DX—=VIZFRRTEDLARY MIHEY HEZL DA R MRT —FRX—R|C
EFENTVDIEAEF, =YD TFHIcH2) 7% 7)) v 7 LT, EHICAXV FERRTE
F9, Vo257 Vv r35E, RUARY MR 2EFRRINRNE S IR A B8P —
Bk L,
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B soo—ser—serg

B[] 2 D — B {2 UL /— B {E LE AR BR

AYX—b+ 4t |REDFAELVR | YR— ST | YR—+bENEHF|T7IOEX
S INA R 2
fE£E (Any) fE£E (Any) fE£E (Any) f£& (Any) Admin/Maint/Any
Security Analyst
(V—2r7m—|Z
£%)
FIE

BFR] CHIR SN TV o V=7 7o —Tid, ARORFREHE= > br— L 28R T&E £7,

o REfIMZ —REE RS 2 12iE, R = v b — Lo —RgEIET A= W) 227V v s
]\/\i—g—()

o REfIFE D — MRS 1L 2 fRBR T 2101%, Mo br— L oBET M2y B) 270 v
7 LET,

AR+ Ea—0DFIH

\}

U— 70— R—=VIIFREINDERIT. 22— RRE LRI TR FI, 72& 2
TA R N T =7 7a—ERIICBEWESE, BT, BBRO 1TRRICAER S e A X2 MZ
B S TWETS,

T —7 78 —DROX—VICHAT, BREINDT — X ZRHEOETHIT2HE81F, _X—
TINLOEEZFOITEARIRL, [RR (View) 1227V v 7 LET, BIEOHIKZREL, T
RTDA R FEEHIIRETY —27 70 —DRO_L—I2HETel21T, [T TER (View
All) 1 Z#IRLET,

G¥)

BE DRI R ZFFOIT 2RI L, [£ (View) [ZEIRT D &, EAEMREIKBER S L E
B

V=7 7u—07 =2 %&HKT 57003 FBOHFERDY £3, HEPRIRL MEEFOT
DHNFREND L IR=VEFIL, =YD EITRENDHIK U 2 MR L7-E 28
MT 2%, X=VOITTEEZ Y v o7 LET, 72&xiE, i Inicfio ) XA a2 RRT
D%EIT, 77 BARBEEZEH LT, BB LI bOETN Y X MRS D X 5 il
HY%ENE. [7 73 a v (Action) |7 A T[EFA] (Allow) 1227V v 7 LET, fMOFITIL,

RBAA RV MEFRTDHGEIT, S8R — B 80 DA XU FOHN Y A MIREND K I
KT DAL, [FiER— MICMP =2 — R (Destination Port/ICMP Code) ] %7 A T[80 (http) /tcp

(80 (http)/tep) 1227V w27 LET,
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Je

1xvrosis |

Bk

A4 N2 ORI

ATy T

F=H NV DFMFITIES DTS A X P 2T D720 DFIRITD LR | W D0
BNFNERBENZ R D583 00 £, £z, BEMTONTHND 7 7 A /LRRAERICE -
THA X P EHIRT D Z LITTE EE A,

MBEHEHLT, V=270 —0OFREFKNTHIZELTEET, 1 2O8 T ANOEEOHE
WCOWTHIKT25EAE, ZOBREEZHERALET, 2 xE 220I1P7 RLAZEEL T
HANRY NEFRRT DT, REOMWE (EditSearch) 127 U v 7 L, [R5 (Search) ]
&—Vfﬂ%®UP7va(mmmmg]74~»F%%ELT@%@Tvaﬂﬁimé
Lol . %% (Search) 127V v 7 LET,

SRR — U TAT LIZBRRIFIA~— 2 0 EFRICH & LTEFR S, ZhiZit-> Tk S
feA Xy R HE DR TERINET, Firepower Management Center Tlid, A2 K T
RO, oV —2 7a—cF el — L& SICHBUEORIKINEA S ET,

BERT 2B EE. BRI ROT =7 TR OMHKI ZEH T 2008 5 NNTEET 2R ERH Y
FT, LEXIR IIAT Y N T =X~ —T i{ifﬁ“(%i*’@:/uo Pt TRt S
74T v MTESOTHERIA N> baRFE L, #MREERT~Y A X2 b Ea—T&RRT
% & . Firepower Management Center CiZ, IR E SN TV RWEE LR UL 9 I8 iiT —
ANRFORSNET, ERRHRIE, FEEA (NA) & TV it B TE UBRMTHT &
nET,

ARX—hk Z4t |[EKDFAELVR | YHR—bENET | HR—FENE K| 7O LR

S INA R AL

fE£E (Any) fEE (Any) fEE (Any) fE£E (Any) Admin/Maint/Any
Security Analyst

(V—2r7m—|Z

JRCTHRARY £
ED)

FIE

#unique 2500 DFHIZHE > TN A =2 — "R AT v a VERINL, V—27 70— 7 7
TALET,

ATV T2 §R_RCOU—7 70—, ROF T a r ZERTE £7,

cBa—ZzH-DEE BT A X MIHFKT2ICIE, XR=VDOITHROENDEZ 2 U >
7 Li‘a—o

c Ba—ZBEEOMEE BT 54N MIHIT HICIE, TOMEFFOAL XU hOF = vy
Ry 7 At Az, [Fn (View) [ 227U v 7 LET,

GH) ATIEBEOARWRENG EN TV EEIE, AR EMENET,

77— 78— .



7—4 70— |
B s ~orea—onw

e B AR BI12iE. B ORFE (Search Constraints) | DEREE (B %20 o2 L,
BB Sz [H DR (Search Constraints) ] U A h CHIKOLETZ 7 Vv 7 LET,

 MBER—U RN L THIR A mRET 2121%, BB OMmE (Edit Search) 127 U v 27 L&
R

« IRAFFH AR & L THIR A2 RFET DR, [REORSE (Save Search) 1427 Vv 7 L, 7
VIZARi T £,

GE)  #HAWRHKNEENTWD 7 2 VIIMRGFETEEEA,
s BDA XY N Ea—THRUHRZERTDI2E, (B8 Jumpto) 227Uy 7 L, A
Ry R Ba—Z@R L ET,
GE) Blov—r7u—ilinEzs L, HBANRHRIIREISEEA,

IO FREY DX DL, B (Search Constraints) ] OEBIZE (M) £7-

X [HRI DR (SearchConstramts) 1030 == B%E () 220 oy LEd, #ilg
@)XI\ZPE< BEOK L2 SEETHHAIC, ZOKEEIXELDL ET,

BFEEAR N Ea—DFHIE

BEERRHIRIL, BEDA Ny MIHT 5T _RTCORAEEICIESNTWET, EHORAHE
% BAT 2 BIRT BT, ~— O EORBIFIBIT B~ C ORI L BT 51 <o
OB EEET HEAHRHREZRTE LET, e iE, BETIPT FL AP 10.10.31.17

T, 5GP 7 KLU AD310.10.31.15 THDHITE, BEILIP 7 KL AN 172.10.10.17 TR IP
7 RV AN 172.10.10.15 THATERNT L L, WOTRTORBRBIBESNET,

e EEFETLIP T FL A28 10.10.31.17 T, 2»2%85E 1P 7 RL 223 10.10.31.15 DA X2 k
=&
cEEILIP T FLAD 172.1031.17 T, 23O%855 1P 7 KL A 172.1031.15 DA <2 b
HEMRHIR & B2 R 2 e Gt &, HAENRHKORE » MIHEMARFRNEN S

NEJ, 2é 2, ERICGGEEHINTOWAEASHREKICH LT, 72 b3 /Ul tep D EHZR
HIFEBMT DL, ROTRTOFENBGSINET,

s EEILIP 7 R A3 10.10.31.17 T, »O%E5C 1P 7 R A28 10.10.31.15 T, 7»>7' 2 k
IR tep THDHA NV B

EES

e BEITLIP 7 R A 172.10.31.17 T, 2>O%65E 1P 7 KL A28 172.10.31.15 T, 7»o 71
M tep THDHAN b
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| 7—978—
BEARYF Ea—#H#HDER .

BERRERIINZONT, REBLORKBORTEZFETTHI LI TEXERA, £, BlOoT—
77—l EZLZDIC, ARV Ea—D) 2 ER LRSS, £ [V—r T a—
B & % (switchworkflow) 1% 7 U v 7 LIzE13, BENHKIIRFECEE®A, EHE
BZRHRRERA SN TWVAEA R FEa—%2T7 v 7 ~—27 LTH, HKIET v o ~—7 I I2R1F
EhFEHEA

BEEARU F Ea—#HKDOEA

AYX—bk 4t |REDFAELIR | YR—bENET | YR—bENEF|T7IOEX

VR NA R 2

fE£E (Any) fE£E (Any) fE£E (Any) fEE (Any) Admin/Maint/Any
Security Analyst
(V=7 7m—|Z
IS CTHAR Y £
+)

FIE

AT 971 #unique 2500DFHHNAES T, WUIRA =2 — "R AT a VEBRLTY—27 70 —{Z7
JEALET,

AT 72 BERKEERT D56, ROERIERH Y 7,

c EEHFKIZERT 2I1IE, AT MIADEEFFO 1T OLLEOIT2ER L, [FR (View) ]
27 )y LET,

EAHIE 2 VT AT, [REHIH (Search Constraints) ] DREEIRET () %21V o
7 L., [#EAH# (Compound Constraints) | %7 U > 27 LET,

J—4HJ0—ROFESY— 3>

U—277ua—_X—=U0 [BE) (Jumpto..) | Fay 7%y VA NOU 7 Z2FEH LT, o
J—77n—~BHTEET, Fry /Ao JRMEBERL, B0V —7 7n—%2KR P
FONEIRL £,

LT —r 7n—%@RT 5L, EUREGEEID | BRTLITTHAEIR TS T N
FABLORETAHPIN., LWy —r 7n—FHINET, BELEHIRE 1T
rOFaRT 4R, FHLWT—T 7o —DT 4 —)L RIZ<wy TENZRWEAIT. 2 bIiT R
ny 7ENET, £, V=7 7 u—2E 0 B2 IGEICE, EENRHEKIIREE S EE
o XX TTFX¥ 77ANDU—7 7o —0DHIKIE, 77 ANVBLR~ALT 2T DA T —
77 —DIRIHEESNET,
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G¥)
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