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FZ AT Ly b= R, BEORA NN EBEE STV D8 A X, Firepower Threat
Defense 7 /3A A& KA T 5L 912, BRI ETHL—FDAXT 47 )b— NEHE
LET, 7V P I N—TDOPT FLAZHELET, FT7UAXT LU FE—FDOY E—
r ARA FOBEIL, ERINET DV DAXT 4 v 7 —FT, ROVITTHRA—FD
IP7 RLAZRETE LT,

EEOT7 FLRERLT FLR (FATT 4T 4 NAT)

NAT O /5 A

TATF T 4T 4 NAT OF 7 4/ FEWET, 7% ARP IZADICR>THEY ., oz
T4 Y7 NAT L—L & —ELFT, LEUSUTTBF Y ARP 2 ELhCTE 4, LEITN
CTHEHERSYT 4 v 7 NAT D72 % ARP # T £3, ZOHAIF, Ty 7 AR —
B —H Y — "B D I L R TAILERNH Y £,

TAT T 4T 4 NAT D8, @E 137 1% ARP IZIARE T, BEIT L - Ik o s
DECLHLZERHVET, X, HEE] OIPT RVADJRFART AT 7 47 4 NAT
N—NVERELEZSA, 78XV ARP ZHIOEFICLTHELL L, v v BV T A ¥ —T =
A ACHEBEE SNy NI —27 LOKRA NORBEEZIEEZTZER"HY ET, 208
B VY BT Ry N =T ORAIRE LRy hU—7 OfOFRA N E@ET 5L, ARP
FRNOT LA ( HEE] O7 R AL —#T2%) NAT v —L & —F L £, &I,
Firepower Threat Defense 7 /34 A 1%, 737 v K23 FEFRIZ Firepower Threat Defense 7 /31 A %5 T
THR<TH, TRLAOARPZ 7 X LET, (ZOMEZX, FEINAT L— LR E I
TWAHEICHRAELET, NAT V—/UFEEIL E5HEDT RLUAMFIZ—HT 20 ER’H
DEFTN, TrF T ARPHET [EET] 7 RLAICH L TOARITHOILET) , Firepower
Threat Defense 7 /XA A @O ARP JEENEFED R A b D ARP IGE DHIZZE SNizHE6. N7
7 4 v 7 X7 - T Firepower Threat Defense 7 /34 A [Tk SN E T,

R

Z T, NAT 2 FEEFT 7200 HA KT A4 SOV TEECHEBE L £,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B wosra7or—nE—Fosiq k514>

NATD D 7AT7 94— IL E—KDHA FSA >

NAT 2. T v RE—FRL T ART LU N T7AT U4 — L E— RTHR—FENT
b\iﬁ‘o
270, TV T NN—F R NR—DA B —T 2 A A (TN ITN—RBA 2 —T =
A AD—ETHDHA X —TxA A, BVI) TD NAT ZEIZITROHIELRH D F97,
s TV TN—T DA NR—INAT ZHET DHICIE, A NN—A X —T = A%IETE
LET, NAT2 7V o I —F 4B —T x4 A (BV]) BEERICRETHZ LIXTX
FH A,

TV TN—T A N—DA X —T A4 A TNAT #FEITT 5 & X213, EBEDOB
LU=y BT ENET RLARIBETHDRERHVET, A F—T =4 AL LT L
Bl ZHETHZLIITEEEA,

A B —T 2 A RAEHEINTWVWABIP T RLARRNWED, v v BT INET KL X
NI TNN—T A R—DA B —T 2 A ATHHIGEE. A F—T A APAT %
RETHZLIITEERTA,

BETA LV H =T oA REHTA LV F—T oA ANRFR LTV v P TN—T DAL IN—TH
LA, IPvd Xy T —27 L IPv6 X v hU—2 (NAT64/46) [FlL&2ZEHT 52 LIXTE
FHA, AF¥T 4 v 7 NAT/PAT 44/66, %A F 3 v 7 NAT44/66, B3 ONF A F I v
PAT44 DHNPFFAI SN TWDHIETH Y . XA F I v 7 PAT66 1A — hIivEH A,
272, Ba 7)o TA—TDANR—RL, FHETIV Y TA—T DAL N—
GEEIE) SHEEL—T v RA U H—T A A (36%E) OMTIINAT64/46 2175 Z LM
TEET,

\}

CE) AvIA4v . AvIA BT, FRF0 T FT— RTEETAA X —T =4 RAITXL
TIEINAT R ETE EHA,

IPVe NAT DA K54 >

NAT Ti, IPv6 DY H— MIRDAA BT A > L HIRBHENET,

D)L —T v R E—RDA L Z—T oA ZADEPEIL, IPv4 & IPv6 & DRI THL AR T
S

A LTV Y TN—=T DAL NR=THDHA L H—T A ATiL, IPv4 & IPv6 D DI
IXTEEHA, 220D 1IPv6 F v T =V E721T2 DD IPv4 % v b U — 7 [ TO R
TEFET, ZORIRIZ, A F—T A ABRERRDLZTV v ITN—T DAL NR—=ToH DY
Gy FRFTIV T TN—T DA R LRI N—T v K AV H—T = A ADRIZ
RS L EE AL

cFALTY v P I N—TNOA v 8 —7 = A AR CEHRT DAL, IPVORIED 5 A F 2
27 PAT (NAT66) 13Xl C& 8 A, ZOHKIRIZ, A v F—T oA ABRRRDLTY v
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| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
ipve NAT iz EE ]

TN—T DA N=THDHHE. FETV v TI—T DX N — L JEER I —T
RAVE—T x4 ZAOMITITZY LER A,

« ZAXT 4 v/ NAT OBEE, 64 ETOIPV6 7 %y FAEETEET, ZhEv bk
EVH TRy NI R— R SREE A,

« FTP % NAT46 & & b I3 58415, IPVAFTP 7 54 7 + 75 IPv6 FTP - — 2 #ikt
THEEI, 794 T2 MIHEENYy 7 ®— K (EPSV) F7/2I3fER— K £—FK
(EPRT) Z#fEA+2MENH Y £4, PASV 2~ RBLUPORT =2~ RiL IPv6 TlE
TR—bhENFEHA,

IPv6 NAT (D 32518

NAT 245 &, IPv6 %y hU—27 ], EHICIPVERBIIPV6 Xy U — 27 O TEHT
XFET =T v RE—FDH) . RORAN TT7F7 4 AL ET,

* NAT66 (IPv6-to-IPv6) : AX T v 7 NAT 2T 22 L2 fELEd, ¥4Iy
NAT F721L PAT Z i TX 323, IPv6 7 KL AIZKEICH D=0, ¥ A F v 7 NAT
EHEATIMENRDD A, VI—V T T4 w7 BFA LRGSR, AXT w7
NAT V=)L & =G TE £F (FHINAT OA)

* NAT46 (IPv4-to-IPv6) : AHX T (v 7 NAT #9252 L ZHE L £4, IPv6 7 FL &
ZERNE IPvA 7 R L AZERI LD 20372 0 RE WD, BHICAFT T 4 v 7 BRI G TE
FT, VE—Y NI 74w BHFALRWERIZ, AZT 14 v 27 NAT )b—/ /L& H— 5[0
IZCEXET (FBNATOR) , IPv6 V7 x> MIEWT L85G (96 LLTF) | fifo~
BT T RVARIXT 740 N TIPVAOIALIPV6 7 KL A LD E5, ZDOT RLAT
X, IPVAT7 KL AD32E Y BRIPV6 7 L7 v 7 ADBIZHDIAENTWET, 72& 2
WZ.IPVO LT 4 o T AN6 LT v 7 ADYA. IPVAT RL AL, 7 KL ADK%
D32y MIBMENET, =& 2iE, 201b:0/96 12 192.168.1.024 2~ v ¥ 7+ 5
Ay 192.168.1.4 1% 201b::0.192.168.1.4 IZ~¥ v B> VI E T (RERLTER) . /6472
EL X0 ENWT VLT 4T ADFE, IPVAT RLVANRT LT 4 v 7 ADBITBINE .,
BT 4T AD0s BIPvE T RLADORKRIZEBMENE T, £72, fEET, *v MHOT K
VAZEBRTEET, ZOHEE. ADIPV6 T KL AIZHRAIDIPvET KL A, 2% H IPv6
T RLVRIZ2BEBDOIPVAT RL A, ODLIHIC~vv L7 LET,

¢ NAT64 (IPv6-to-IPv4) :1Pv6 7 KL ZADEIZKIETE B 155728 D IPvd 7 KL AR 720
BAENDH D F9, KED IPv4 BHERILTH720DICF A F I v 7 PAT 77— V2T 5
T EHELEL T,

AARG 3R TA MaLIZxtT B NAT H7R— k
TH o FVERERLS T T r—av@r e harvo—H, £72133N7y MZIPT RL A

BHDIAATET IV r—avEra balOo—Elt, ROV —E R 28T 57201214 &
Ry varNFEITENET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B o xxvvaxgToranicnT s NAT -+

s B UR—NVDERL  —EOT ) r—a e b o, ERR—- N ERER Ty o —
FENTER—=FTEHIFY TCP £721X UDP ## 2 & £, 4 A7 v a3 Tl
INEDEI LX) R—=FDOEHR—=LNBEL 2D, 2—FXENOEFATDHT 7 A
ay hr— b =V EAERT D HEITH D £ A,

NATDEXHLZ : 7 haD—EE LTONRTry b TF—2NOYH o F Y B O FTP
DAL 7 RLAB L OR— "R E07a han, o RiRA » hOWFoicE
H4 2 NAT EMNRHLHBE. A VAT v ary o0, OIAENREZT FLRAB L
OHR— FONAT BHia KT DL 91y b F—FaExx$4, B2V B
IZNAT OEXHZ NN EEIEL 8 A,

el A NLDIE  —ERDA L ART g TR, A VAR T arRBE e Falh
DFEED RFC ~DHERLI TR H) S E T,

WOFRIZ, NAT DEEZHLZ & NAT OFIRFHELZEHT 54 AT v a xR 7 e harz
SRLET, Zhoo7a halizagie NAT V— VOVERRL., 26 OHIBEBEICEE LT
K&, ZZIZ@EfEnNTWARNAS AT Vg UktB 7 a b a/L T NAT OFE S %
ALERA, ZNHDA AT ¥ 3 (2%, GTP, HTTP, IMAP, POP, SMTP, SSH, B X
O'SSL W EENET,

GE)

NAT OEXHZ X, VARSI TSR — M TORYR—bENET, 207 e han
DO—ETIE, *> NT—=THTARY O—ZEH L TA AT ¥ a 2O R— NMIJLETE
FTMN, NAT OEZHZ T NOOR— MIJEESEH A, Ziicid, DCERPC, DNS,
FTP, BLUSunRPC DA AT v a URNEENET, FEER—FTCINLOT 7 haL
EEATAHAE. BRI CTNAT 2 A LN T EE0,

R2Z:NATOHHR— bRET TIUr—2a v AR 3y

A VARG 3 URER
Application Jobkaji, K=+ |NATICEHT 2 4IBEIE EREHDE Vk—IL
DCERPC TCP/135 NAT64 72 L., o
DNS over UDP UDP/53 NAT V7" — Fid, WINS R OLRifRd cit | X
EHTE EHA,
ESMTP TCP/25 NAT64 x, X
FTP TCP/21 HIRR7 L, o
(7 5AXY ) REF 47 PAT 72 L,
H.323 H.225 (=2—,v | TCP/1720 (I ABY 7)Y AXT 47 PAT72L, |©
I
EEREES UDP/1718 JEHE PAT 72 L,
H323RAS RAS OFier, NAT64 72 L,
UDP/1718 ~ 1719
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1oARs L avxg T kanizxd s NaTHR— ]

A VARG a3 URR

Application ZJobraj, R—b |NATICESS S 4IBEE EREHDE vik—IL
ICMP ICMP HIRZR L, X
ICMP =7 — (THRA A A H—
T oA AZERFBEND
ICMP hZ7 7 47D
A AT g UEE
TanEEA, )
IPAT g RSVP NAT64 72 L, L
NetBIOS Name Server | UDP/137. 138 GE{E7C | JE5E PAT 72 L, L

over IP

H— k)

NAT64 72 L,
RSH TCP/514 PAT 73 L. o
NAT64 72 L,
(2 FARBY 7)) AZT 47 PAT 72 L,
RTSP TCP/554 PEAE PAT 72 L, )
(HTTP 7 2 —% > 7 | NAT64 72 L,
PR S A ) (7 FABYLT) AXT 427 PAT 72 L,
SIP TCP/5060 PEHE PAT 72 L, o
UDP/5060 NAT64 ¥ 7= 13 NAT46 72 L.,
(7 FAZY 7)) RABT 47 PAT 72 L,
Skinny (SCCP) TCP/2000 L8R PAT 72 L, o
NAT64, NAT46, %713 NAT66 72 L,
(VFARBY 7)) AZT 47 PAT 72 L,
SQL*Net TCP/1521 PERE PAT 772 L, o
(R—=T a1, 2) NAT64 72 L,
(7 FABZYUT) ABT 47 PAT 72 L,
Sun RPC TCP/111 PEHE PAT 72 L, o
UDP/111 NAT64 72 L,
TFTP UDP/69 NAT64 72 1, o

(7 FRABZYT) RAEZT 427 PAT 72 L,
NAE—FIPT7 RLVAIEBRINERA,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B wozotons ks

A VARG a3 URR

Application Jobkai, K=+ |NATICEHT 2 4IBEIE ERFEHDE Vk—IL
XDMCP UDP/177 §E3E PAT 72 L, o
NAT64 72 L,

(VFAZVT) RET 47 PAT 72 L,

NAT D ZDMDHA 54>

TN TN—=T DA NR—=THDEA L EZ—T 2 ZADEEIF, A=A F—T =
A AHDONATV— V&R LET, TV v IARMEA X —T =4 A (BVD) BIEIZHTS
NAT /L—/LiEitih T FH A,

o (HEINAT O&) BEDA TV =7 MIK LTI DOONAT V— 252 EHETEET,
FT7 s MR LU THEE DO NAT V— V2R ET H5E1E, RLUIP T RLAEZRET D
BARDLHOEE DA TV =7 NEERT AV ENDH Y 7,

e A H—T 2 A AT VPN PERINTNWDEEE, TOA X —T 24 ADHFFEESP ~7
T4 T IIEINAT b= VI3 SNET A, VAT A, HEERAD VPN b Rr bkt
LTCDOHESP 877 ¢ v 7 %7 L, BEfFO b RUIZBHES T 6N TWRWET 7 1
JiFxFey7ENET, ZOHKIL, ESPELUUDP O — k 500 & 4500 (2@ S E
7T

XA FI v PAT T 57 A ADEHRDT /SA A (VPN UDP AK— k 500 & 4500
IXFEBCER SN DR — N THEZRY) THA RME VPN 2E% L72A. PAT 734 AD
TWRIZHDTNA ADSERZBFMT HIHERHY £9, ELWVER— &SRNS0
72, VARV AIIEXa2 T4 7Y vm—ay (SA) BB TEEHA,

*NAT REZEHL LI & &I, BFEOEBRNZ A LT U b5 E TR TITH LU NAT i
ENFHEND L 9I2T D121, 754 AD CLI T clear xlate =~ > N A i f] L TZHa
T—TNEEETEET, L, BT TN EEETH L, BHAHEHL TV DEE
OHERENT R CTEIRr S E T,

A

GE)  HAAF I v 7 NAT E7-1FPAT L — /L 2B L, RICHIER L7 0—
JNZEENDT RLVALEHBET H~V Y BT T FLAEEFLH L
VL=V BN S &L T Luvr— i, HIBRS Lo —u 2 B
EHAT 52T _RTOBERB A A LT U T 50, clear xlate =
~V REFEHLCZ VTSNS ETCHEASNEEA, ZOFT
BDOBMNT T, LT FRUAPEBDOARA MIE D B THRWN
IricFrzEncEET,

1 ODF TV N II—FITIPvA L IPV6 Dl T DT RL AEZEDH I LIXITXFER
o T2 N ITN—T120F, 1 DODEATDT RLADKZRZEDBVLENH Y £,
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| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
zRI=x T sEn-oo NaT oz ]

« (FE)NAT OFH) NAT L—/L TEETT FLAE LTany 24584, lany)l b+
Z7 4 v 7 DEFR (IPv4 & IPv6) (TN — /2L > THEZ Y £4, Firepower Threat Defense
TS R DTy MITK LT NAT 2373 2R, 237 > B 23 IPv6-to-IPv6 £ 7213
IPv4-to-IPv4 THHMLENRH D £9°, T ORIHFESA:TlE. Firepower Threat Defense 7 /31 A
23, NAT b—/v D any DfEZRETCEET, =& x0E. Tany] 225 IPv6 — 3 ~D/b—
NERELTEBY, ZOF—"NIPvAT RLANL~ v 7 ENTWAEE, anyld (EE
DIPv6 N7 7 w7 ) ZEWLET, Tany] 76 Tany] ~ONL—LERELTED, &*&
BxakA v —7xA AIPVAT RLRAIZS v B I TE8E, ~ v B &N A v 4 —
T A AT RLRIZESTH%ES IPvd THDH Z EDBRENDT2D, any I EED IPv4
N7 T7 4w 7)) BEEHLET,

R~ L T2y N N—T 5D NAT L — L X $£9,
WDT RLAZEGHAHZ LITTEETA,

T A UE—T A ADIPT RV A, b—/LIiZ "any" {1 V' F— 7 = A A% 5

ETHE, TRTCDODA L H—T 24 ADIPT RLARERENET, A ¥ —T =
A APAT JV—7 v RE—FRDH) ODLFEF, A1 F—T 2 AT KLADRDY
WA Vv E—T oA AL ERRELE T,

v BT IPT RLAR T —)LIZ,

« T L F— N [ H—T 2 ZADIP T FL A,
e« (RFUVARTLYFE—FR) BHIPT FL A,

o (FAF 3 v 7 NAT) VPNOERIREEIF, AFZ AL A Z—T =2 ADIPT K
LA,

AT 4 I BEIOFAFTI v NATRY o —TCIEEBET RLAZFHLRNTLEX
W, T2l RIE. BET FLAZMEM TS L, PPTP Db o ¥ VN E A F 3 v 7 xlate
TIHRL AZT 4 w72t v b LT2EA . PPTP & DRESLIZ RS 5 Al REME N H 0 £,
L=V THA L H—T 2 A ABRTETDHE, V=T 4T T—TNTh— "BPRBZIN
HOTERL, FOA L E—T oA ABPNNA L F—T A A LTHEHAINET, 27
L. TAT T 47 4 NAT DAL, RbVicv— b vy o7 v 75T AT 3
VBB ET,

BRI T HFHHD =6 D NAT DR E

AX—k 4t HR—bENET | Y R—rEND K
VR WEDSA VR |4 R ALY TR
& (Any) ML Firepower Threat | {£-& (Any) Access Admin

Administrator
Network Admin

Defense

Sy MU= T KU RABHIIIEF B G AR B0 £3, BHROMESS NI TNV a—T 4
VTR BB T BT, = METEDLRET U TIIT A EEHELE L F9, NAT

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B zrs7 am80:00 NATORE

&

ATy T2

ATvT3

ATvT4

ZFLT DANTIEERS FIET 2 2 L NEETY, ROFETIE, BANLRT o —F 2R L
iﬁqo

NAT R YU > —i%, EARY > —TF, FEED NAT L— L E2FHHOREF A, 22, R o—%
F =

B Y TOHNT-T A AR —DREDL—LRNEH SN E DT, V— L TR E
NAIAE—T 2 AAFT V=7 b (BF2 VT4V —rFRiFAF—T =4 AT N—")
WCkoTESNET, /L E—T A RAFTT V2T NITNRA ADA LV HZ—T = A ANR1D
UEEENTODEA, V= ART A RAZEAINET, LB oT, EEERIA V¥ —
To2AAFT V=) MeiEitT22 8T, BH—0EFR) O —HNOT A ADOY 7€ v M
HENDL—NERETEET, UEE) DA F—T oA AFT V= MIEH I —
ML, TRTOTNA RATEASINET,

FNRAADT N —T I X ESE RN — VRN BEREA L. O NAT R o — 5B/ ETXE
—g—O

FIE

[T/34 R (Devices) | > [NAT] ZiER L £ 7,

cHTLWARY —EAERRT 212, [FHTLULRY o — (NewPolicy) |>[BEiF5{H NAT (Threat
DefenseNAT) | %7V v 7 LET, RY —ZA4HI T, A7 a T A 2&%Y
YC, [BRTE (Save) 1227 VU v LET,
TNRAADE) Y CEBLTEET DL, AV U—2mELT, RV —EV YT (Policy
Assignments) (V> 27 %27V v 7 LET,

« BEfF O BBHE NAT R Y O —ZfRET D12, wET A2 (@) 227V v 7 LET,
Z DO~—ZIE, Firepower Threat Defense Tl fl 41720 Firepower NAT 78 U v — 3
REINET,

MBI L — L ZRE L E T,

HAF Iy NATLV—/b, BAFI w7 PATV—)b, ZAZTFT ¢ v 7 NAT L—/L, BIOT
AT T 4T 4 NAT b=V EERCE ET, MEICHOWTIE, NAT 247 3~—Y) &
ZHRL T I,

FEYNAT 72X HBINAT & L CEETHL—LERELET,

INOGD2ODEESTT a L OHERIZOWTIE, HEINAT B8 L O F8#) NAT (6 2—)
B L TLTZE0,

TNAAT LN AR A AT HN— IV ERELET,

BEDOTNA AT ODONAT RY —%ED Y TEHZLENTEDD, DT/ AT ]
DDV IVERETEET, 2770, BT A AL > TRRDBIRD LI — L0, TN
AADY Ty MZOBFEHTRENL—NLVOHELH Y 7,
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| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
zRI=x T sEn-oo NaT oz ]

A B—T A AFT Tl " LT, V=V EZRETHT A, ZAE2HELET, IKIZ,
Ty NI =0 F T2 N TAHT 2V bOA—=N"—=F 4 REFEHA LT, T4 22T & I2fEH
ENBT RLREHAE<A X LET,

ST HONTIE, BEOT AL ZADNAT L—LDHAZ<wA R 20°—) 2B LTLFE
Sy,

ATY TS5 ROETHIT DL — VL EER L ET,
« XA F I v NAT (22—
« XA F w7 PAT (29 X—)
« AXT 4 v NAT (39 <—7)

*TAT T 4T 4 NAT (50 ~—2)

ATYT6 NATRY v —E— L aEmH L £,
RY = ZDON—VEFHT 51T, ROZ LZ2TVET

e RY T —DAMELITHALZREST DIIE, b7 4=V K227 )y L, BEEZA
HLT, 74— FOIMUEI Y v o7 LET,

FEEDT NA ANTHH SN DNV —NDHERRT DI, [T/3 AZE D7 1 /v4  (Filter
by Device) 1%#7 U > 27 L, BIIOT A ZAZBIRLE T, L—IVIRTINA ADA L H—
T2 AREFUA LV E—T 2 A AL TV ML THDEE, £OT /31 ATL—
DA ENET,

e ARY —DREY B THNTWNDET NS, ZAEERTHIZIE, B —H 4T (Policy
Assignments) | U7 %27V w7 L, MBS U TRIRLIETANA A YA NEERLE
ﬁ‘o

V= ABHENTHLHD, ETRIEENTHLNEETTHI2E, v—nvxh7 0y 27 L, R
Be (State) |2~y RO HMOA v a v ARIRLES, chboay ha—L 24
LT, = ZHIBR LW T—RINC RIS T2 Z &R TEET,

IL— VERET AT, V—LORET A3y ) A2V v LET,
L= L EHIRTBICIE, =L OBIRT A2y (B) 220 927 LET,

ATv T [RF (Save) 1227 U w27 LET,

T, BB (Deploy) 1227V v 7 L, BIDHTHT AL AR v—aRETEEST, £
X, EBRICERT A E AL EINEE A,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .
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B =07 (20N L—LOHRETA R

BEOTNNAZADONATIL—ILDHRATA R

ATy T

NAT RV > — 3G N0, BEOT A AHEDORY) v —%2EN B THZ LNRTE

9, ZEL, BELLEA T V27 MCERETEDLHEBNAT L—LX 1 DETTY, D7
W, BAEFEITTDHEDT NA RAIFESNTA T V=7 MISESEREMERTET H5E
. A E—T 2 A AT T V=20 b (X2 VT4 V=V FREA v E—T A AT N—TF)
EEBRSBREL, BREALT RLAOR Yy NT—7 AT V2V NOA—R_—TF 4 K& ERH

LHMENH Y FT,

AHE—T A AFTT V2l FTEH, VNV ERETDHTANAAZRELET, *vy hT—7
FT 2 NDA—NN—=F 4 RTlX, T TV "NOEDT A ATHEHATHIPT R
VAZRELET,

WD LS BN EZ5NET,

«FTD-A & FTD-B (2. [linside] & W ZRIDA v F—T = A ATEHREEINDEHNEHFR > b
7 — 27 192.168.1.024 73 V) £9°,

*FTID-A TiZ, 46 A v X —T =4 RIBET D L X2, T3TD 192.168.1.0/24 7 K
L A% 10.100.10.10 ~ 10.100.10.200 O&FH D NAT 7 — VIZEHT A VERH Y F5,

«FTD-B Tlx. [N A v ¥ —7 = A AZBENT B & X2, TX3TD 192.168.1.024 7 K
L A% 10.200.10.10 ~ 10.200.10.200 O#iH D NAT 77— VBB AVLERH Y £9°,

DX ICEHT DI, ROFEEZFEITLET, ZOFDOL—NIEFAF 2 v 7 HE) NAT
HTTN, [LEDOZ A TDONAT V—NNI DT = 7 b Tx £,

FIE

WA v H—T 2 A RENBA L E—T 2 A ADEFX2 VT 4 V=V EAERLET,
a) [F72 Y b (Objects) |>[ATP x4y FEE (Object Management) | Z 3R L £,
by ITUYDOT TN A F—T A A AT V=7 b (Interface Objects) ] % 3R
L. B (Add) |>[EF2UT+« J—2 (SecurityZone) | %7V v/ LET, (V—
YORDVICA =T 2 A AT N—TEERATEET) ,
) WY —r DT T 4 ZRELET,
» [4 7 (Name) ] : inside-zone 72 E D& FiZ AT L FET,
[#AT (Type) 1: V=T v K E—ROT A ADEAIL [V—7 v K (Routed) ].
N7 UAXRT Lo k= ROEAEIT[AA T K (Switched) ] ZZIR L E7,

s[EIRL7-A X —7 A A (Selected Interfaces) | : ERFEH U A MM FTD-A/INELE
KO FTD-B/NEA v &2 —7 = A A% BIMLET,

d) [fRfF (Save) 1227 VU 7 LET,
e) [EM (Add) |>[EF*aYT 4« Y—> (SecurityZone) |27 U v 7 L, N/ —r D7
o T 4 EEFRLET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)




| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

f)

w07 A 2O NAT L—Lnh 24314 ZX ||

» [4 81 (Name) ] : outside-zone 72 & DA aiE A LET,

(XA (Type) 1: V=T v K E—RFDOT A ADLFEIT [)V—7T » K (Routed) ],
N AXRT LY b B— ROGEIT[AA vF K (Switched) | Z#IRL £,

c[EIRL7=A ¥ —7 A A (Selected Interfaces) ] : EIRFA VU A MZ FTD-A/4MTE
FOVFTD-BAMI A » =T = A Z&iBM L £,

[PR1fF (Save) 122 U w7 LET,

RATY T2 [A7 V=7 FEEL (ObjectManagement) ] X—C, JEOWH XY hT—7NOFX > kT —7
FTV = NEERLET,

a)

b)

<)

ATV DOT =TGRy U —2 (Network) ] ZEIRL, [Ry bD—2 DEM
(Add Network) |>[Add Object (7> xo rDEM) |22V v 7 LET,
Nty N —27 D7 a T 0 2R ELET,
» [4 7 (Name) ] : inside-network 72 E D4 FiZ A LFET,

[y hU—72 (Network) ]:192.168.1.0/24 72 XD F v v U —27 7T KL AZ AL E
ﬁ‘o

[fRTF (Save) |27 U w7 LET,

RATY T3 BHELNAT —IVDRy NT—7 F 727 NEERR L, T—"—F 4 FE2EHRLFET,

a)

b)

2

h)

)

[y FT7—2 DiEM (AddNetwork) |>[AddObject (T FDEM) 1227V v 7
LET,
FTD-A @ NAT 7— /D7 a T ¢ Z&HELET,

« [4 81 (Name) ]: NAT-pool 72 K D4 i # A LET,

«[*v bU—2 (Network) ]:10.100.10.10-10.100.10.200 7% ¥ ® FTD-A O 7 — /L& 8
57 FLADHHE AT LET,

[A—"—F 4 RZFFA] (Allow Overrides) ] Z 3R L £7,

[4—/X—=F A K (Override) ] DRI LEY Y v LT, A7V =/ b F—"—=F4 FD
VA MEBEET,

GBI (Add) 1227 Vw7 LT, [TV N F—"—=F 4 ROENM (Add Object
Override) | ¥ A7 w7 Ry 7 A%MEET,

FTD-B Zi#R L, [BINEN727 /341 A (Selected Devices) ] U A MIBIML 7,
[A—/3—=F 4 F (Override) | #7 %7 Vw7 L, [*v hU—2 (Network) | %
[10.200.10.10-10.200.10.200] (ZZ5 8 L £,

GEM (Add) 1227V v 27 LT, A—_"—=F4 F&FT A RTEBMLET,
FID-BOF— =54 REZEHETHE, FIDBOZDOF TV =7 hRRESNLTZVNT,
TEDF TV =7 MIERINTODHEORDVICA— =T 4 MENERH I ET,

[fR1F (Save) 1272 Vw7 LET,

ATV T4 NAT L— LB ELET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



B 5r=zvonar

d)

Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

[T/31 R (Devices) |>[NAT] %4 L, Firepower Threat Defense NAT 7R U o — & {EAl E
ToidmmE LT,
L— @B (AddRule) 1227V w7 LET,
ROTaNT 4 ZFELET,
« [NAT /L—/L (NAT Rule) ]= H#E) NAT /L —/L,

«[# 47 (Type) ]=Dynamic,

[f ¥ —T7xA A AT V=7 (Interface Objects) | ¥ 7 C, IRDOHEHEZHELET,
c[FEFIHAH—T=2AAFT V= b (Source Interface Objects) ] : inside-zone,
s [BEdA v H—T 2 A A ATV I (Destination Interface Objects) ] : outside-zone,
GE) A HF—T2AAFTT V7 MINV—ADBRESNDIT AL ZAEHBELET, =
DB TIEY —IZFTD-A L FID-BDOA V¥ —T7 = A ADHZNEEN TN DT,
NAT R Y & —=2BMDT A 2D B THNHEETH, L—EIIhbD 2
DDOT A AZDHEBSNE T,
[Z# (Translation) 1 # 7 C, WOEHEZRE LTI,
« [JEDEfEC (Original Source) | : inside-network 47 = 7 |,
o [EHFEHEETT (Translated Source) 1> [7 FL R (Address) | : NAT-pool 47 ¥ =
7 b
[fR7F (Save) |27 U w7 LET,

BT 7AT O —NMIEL > THREINDINE R Y N =2 IZEAGOERBREZREL T, 1D
DN—v% FID-A & FTD-B THRRZ L H IR TE D L9272 L7,

A4+ 3w NAT

ZIZTEH, AAFT v NAT EFORTEFEIZHOWTHALET,

SA4F+ 299 NAT[ZDLVT

X AF v NAT Tlid, EBEOT RLAD I N—T1%, s5%k+ry NU—7 ETr—F 47
AR~y B I T RVAD T — VBB INET, v v BT SR —Zhsb7 KL A
. W, REOIN—T L0 D7 EF, BRSO RA MRSy NT—2IZT Y
TAFTDHE, NATIE, ~ v BT ENTET—A0EIPT KL A EFDARA MIEIY B TET,
ZHT, FEEEORA MR 2B LT & SIS ER SN E T, BRI kE L T\ D
M7Z0AETHY, BRBXA LT MTHE, ZO2—FLELCIP 7 RLAZERFLEHE
ho LTINS T, T RBAN—NVTEOHERENFATSNTVDHATH, sBhEFy hU—27 D
2—E, XA T I v 7 NAT 2T H R A M~ 2 it 8 A,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
s4+3voNToxEeFE

\}

GE) B L CWARL, 7278 R L— L THFAERTHIIE, UE—F KA MIEHE LR
A M~DOER ARG TEET, 7 FLVRIITHARFAETHAH7-D, RA M~OFER I S
FHA, L. 2OBAT. T7EAAL—AOEX2 )T 4 ITKGETXET,

KON, — IR EZAFI v I NAT DOV F U FERLET, EEOKRA NIITANAT & v
varEERTE, WE NI T v I BNTRENET,
X 4:54F3v%9 NAT

Security
Appliance /
10.1.1.1 2 2091652011 -
10.1.1.2 Z 209165 201.2 >
Inside r"OutsidE. E

WO, = v BT T RUASNOERERGERATHNDE Y E—F FAMERLET,
7 RU A E, S G T — 7 i ni=H, Sy NI Ry FShE1,

5:3vEVY T RLAAOERRBESATHNSYE—F KRR+

(Y
S

Web Server
www. example.com

20916320110

Appliance ?

13zz17

AL+ vINATOREEFIA
AT I w7 NATIZiE, RORENHY F£7°,

WYV T ENTET—NICHDT FUAREEDO 7 V—T X0/ ngGEe, TREUEIZ R
FTT 4w T INENE, T RLABRRETLAEEMENRH Y 97,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B s rzvrannmozs

PAT TiX, 1 D7 RLADOR— F &AL T64,000 %8B 5EHMENHTE B2,
DA X SHBBEBEICRAT LA, PAT 72X PATDO 7 +— ANy 7 FXEFEHLE

j—o
ey BT S VTN —T 4 VT HRER T R AT A 0NERH D DI, —
T A VTR T RUVRIIZHEHETERWEAERH Y £7°,
HAF w7 NAT OFEIF. —Ho 7 ha /LR PAT #FEHTX RN WH 2 LT, =&
ZIE, PAT [ ZROGAIIHEE L /A,

*GREN—Yar 0REDEIC, A—"—u—RFTHbDOR— bR R2NIP 7 a kol
TIIEE L EE A,

s —H DN TF AT AT T IV r—2a2EDLHT, 120K —hEZTFT—% 2 Y —
LEFDH, BIOR—F EICH#IARRZEL, =7 AZ X — RTlEenwWr 7Y r—
ary THEEREL FH A,

A+ 3 BE NAT DERE

AX—hk 54 % YiR—rENdT | HR—FENB K
VR WHEDZA VR |INM R A TR
L& (Any) ML Firepower Threat |{£-& (Any) Access Admin
Defense Administrator
Network Admin

FATFT Iy 7 HEINAT b — 2 LT, sk y NV —27 ETL—T (& 7 A[fe/ehlo 1P
T RLVRIZT RLAZEHRLET,

1R BHHIIZ

[#72 % b (Objects) |>[AT> x4y FEE (Object Management) | #3R L T, /L—/b
THERA Y NT—2 AT V2 NETFIITN—TZERLET, DX, NAT L—L %
ERLTWNWH XA T V2 FEERTHZ LB TEET, 707 MIROBE AT
TMERH D T,

s DEDFEIL (Original Source) |: ZAUFIR Yy NU—T7 A7V =2 b (FA—TTiEeW)
TRFNIAR G, AR, #FH, £23 7%y FHAMRETT,

o (¥R HE(E L (TranslatedSource) |: X NV —2 A7 V=V NERIZXITNV—TEIEE

TEETN, Y7 XY "NEFDHZ LT TEERA, ZA—TIZIPv4 T RL AL IPv6 T
RLZADOW G E2EDHZ LT TEERA, 120X A TTETEDHMLENHY £, JIL—
TIZHAPHE AR A RN IP 7 RV ADE NG ENTWHEE, ®PHIXAY A F I v 27 NAT IZfE
S, RARIPT7 RLARIZPAT D7 +—L Ny 7t LCTHERHINET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

ATy

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

e UL e |

FIE

[T/34 R (Devices) |>[NAT] %3%®R L, Firepower Threat Defense NAT R U > — & /B F 721X
e LET,

IKONWT D EFITLET,
s L=/ DB (AddRule) | RZ %27 U 7 LT, HLOWL—LEZ{ERLET,
cWET A2y @) 7V v LT, BFOL—NVERELET,

Ama—%fH7 Vw7 THL, —LOEIVEY, 2t — 0T, AL BLOHIBRA Y
VarRFERSNET,

HEAN—NDOF T a ZRELET,

« [NAT /L—/L (NAT Rule) ] : [H#) NAT /—/L (Auto NAT Rule) ] %Z3&R L £,
o [# A7 (Type) ]: [EIHJ (Dynamic) ] 23R L E T,

[f>H—Tx2AAAT7 =2 | (Interface Objects) | ¥ 7T, IRDT 4 —/V RERELET,

c[EFEIAH—T =2 A AF TV =2 b (Sourcelnterface Objects) |, [FE85cA > ¥ —7 = A
A A7 =7 b (Destination Interface Objects) |: (Z UV v ¥ T N—7 AN — A L X —
7 x A ADEFAITHE) DestinationSource

[—f% (General) ][Z#& (Translation) | ¥ 7 C, DA T a  EHRELET,

« [JEDE(EIC (Original Source) ]: BT 57 RLAZFiexy hU—2 A7V =7 b,
o (BB HE(ETC (TranslatedSource) |: ¥ v BV 7 T KL A% &L Ry NUV—27 47V
7 NERIZITNN—T,

(A7 av) [ (Advanced) |1 %7 T, MERA T a o ZEINLET,

c[ZDON—v & =T D DNS I & 2 (Translate DNS replies that match this rule) ] : DNS
JIGEDIP T RV AZEWT HNEIMNERELET, vy BT A F =T A0D
EBEDA v H—T = A ATBENT D DNS IWEDEA. 7 LA (IPv4 A 7213 IPv6
AAAA) La— RE~ vy B 7 INENLEBROMICEEZHRLONE T, KEHT, EE
DAVE—=T 2 A ANPLY BT A H—T = A AIBET 5 DNSISEDOSE, L a—
NIFEBREOEN O~y B T INTEICEEBmI ONE T, O 7T a IIFRRRN
TR SH., EBEHZICEID AL 33— FE AAAA L o — RETHE#B T D NAT64/46
BHDOT-DICHE R Z LR £, 5EMIC OV TIE, NAT 2 L7/ DNS 7 = U L&
BoEEHZ (104 2—) ZBRLTLIES N,

c[A v H—T A APAT ~D 7 F—)VA)L— ($EdfA % —7=AA) (Fallthrough to
Interface PAT (Destination Interface) ) ]: DO~ v B2 7 7 RUANRTTITEID 4T
BNTWBEAID, 58 v =T 2 A ADIPT KL A&y 77 v 7R E LTHEM
TEOEMEIMERELET (H—T A APAT 74—y 7)) , ZOFT g
E, TV P TN—=T DA N=TERVGEA F—T = A AR LTI O Al
HATExET, A F—T A ADIPv6 T LA EMEHTHIT1E, [IPv6] 47 3 v &R
LET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



B s r:oosmnmro

Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B

X JE

«[IPV6] : A > X —T7 = A APAT (258 A v X —T = A ADIPv6 7 KL AZHHT D0 E
IMEREELET,

ATFwT1 [IR1E (Save) 1227V v 27 LCL—LZBIMLET,
AT Y T8 NAT X—TT[R{F (Save) 127V v 7 L TEREZBRFLET,

453w FE)NAT DRTE

ATy T

2AT—kS4+E HR— hSNBF | HHR— LSS K
VR WHEDSA R |INA R A TOER
& (Any) BALAD Firepower Threat |{£-& (Any) Access Admin
Defense Administrator
Network Admin

HE) NAT CIXEMH A2 WS, AT Iy 7 FHNAT V=V 2FEHALET, 72& %
1L, SESEICN C TR IR A2 LT-WEARETT, #1473 v 7 NAT L., s6dexy hU—
7 T —T 4 T RRERBIOIP T RLAIZT RLAZEH L £1,

188 BRI
(724 b (Objects) |>[AT x4y FEE (Object Management) | Z 3R L T, /L—/b
THERF Yy NT—7 77 NERIFIITNV—T%ER LET, IPvd T KL AL IPv6 7 K
VADW G2 I NV—TFICAND Z L3 TEERA, 1 ODXA TEFREENTWDLLEND
DEF, FiE, NATLV—LEZERLTWDELEEIIAT V=7 bEERTDHZIELTEET,
FA TV MIROEM BRI THRENH Y £7,
s DEDFETL (Original Source) |: ZAUFEHR Yy NI —2 A7V =7 NELIFZINV—TT, &
ARNETH TRy FEFORIENTEET, TXTCOID NT T 4 v 7 BT 58
A, ZOFEEAX Y FL, = T[TT (Any) ] ZIEELET,

o (¥R A E(E L (TranslatedSource) |: Ry NV —2 A7 V=V NELIXITN—TEIEE
TEETH, 77Xy bEEHDL I EIFTEEREA,

N—NVTET RVADRART 4 VEWEFES D &, JedD5i5 (Original Destination) |35 &
O[5 25685 (Translated Destination) | DF v U —27 A7V =7 MEERTE £,
XA F I v T NAT DYH, S THR— NEREZFTTH2 L TCEET, A7V b v
F—T ¥ T, [7tD3EIHA— b (Original Destination Port) | & [ a7 #5654 — b (Translated
Destination Port) JICEHTEX 2R —F 47027 bIRHDHZ EE2WRLET, BELHR—F
ZIRE LG, BRIET,

FIE

[T/34 R (Devices) |>[NAT] %Z3%®R L. Firepower Threat Defense NAT 7R U o — & 1B F 721X
mELET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
e L E N |

ATvT2 RKOWTNLEFITLET,
s L=V DEN (AddRule) | RZ %27 Y w7 LT, HLWL— L EERLET,
cHRET A3y (&) BV I LT, BFOL— L ERELET,

Ama—kifir )y s FHE, A—AOEVERY, 2= B0, FA, BEOHIRAT
va v BRRRSNET,

2TFvT3 HAL—NLDOF I a EBRELET,

* [NAT /b—/L (NAT Rule) ] : [F#) NAT /L'—/L (Manual NAT Rule) ] Z#R L E7,
«[#A7 (Type) ]1:[#A4F I v7 (Dynamic) | Z&IRL E9, ZOREIFTHEETLT N
AIZDHBEHSNET, 5867 FLAOEHAER L TV DL 5E, BT ICHICITD
nET,

c[B%ZT % (Enable) 1: V=& T 7T 4 TIZTHNEINERELET, L—/L ~X—
COEI Y v I Ama—FEHLT, B CA—AET VT 4 TALETIZET 75 4 7T
% ¥7, Enable

s [#A (Insert) ]: V—/L&BINTAHLEEHERELET, L—iE, 73U (HE)NAT
NIV DRIDE) . FRIEEE LA VE SO L FICHATE £,

ATvT4 [ ¥ —TxAAFT7 V=7 bk (Interface Objects) ] ¥ 7 T, IRDT7 4 — /L REFHELET,

c[EETXA L H—T 2 A AL T =7~ (SourceInterface Objects) |, [sB85A ¥ —7 = A
A F 7V x b~ (Destination Interface Objects) ]: GEHERYV —DH) , EELY —v
(Source Zone) ], [5E855 —> (DestinationZone) ]: (FTF AT VLY N 77 AT U4 —
NE— ROGEITHE) , ZONATV—ANEHESNDA o F—7 = A A &ifil+ 5k
X2 U7 g Y —, [EEIL (Source) 11X, T3 RZAD NT 7 4 w7 3T 5 FEEE
DAV E—T A AuGie) —, [568% (Destination) 1%, 731 ANHHL T 7 4w
IRERT OV BT A A =T 2 f R EY — 2 T 74/ FTIE, TRTOA v
B =Tz A RNV—ABEHAEINET (T3C (Any) ) o TV 7—F X
INe— B —T = A ADIFEIZHE) Source ZoneDestination ZoneSourceDestinationAny

ATy Th ([Z£#: (Translation) |# 7 CIREFETLET, ) O/ N7y 87 FLURX (IPv4d £721E1Pv6) |
DFEY, TEONRT Y MIEREINDE Ty b T RLAZRFELE T,

TEDRF b EBWE Ty FOFNIHOW TR, ROREZR L TLTEE N,
Source Destination

T ™
Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

100122 —=10.1.1.1 >
Original Packet

s DEDOFEEILT R LA (Original Source Address) | : AL TWA7 NLRAEZ Gy hU—
ATVl NERFI T,

Im

= 192.168.1.1

Translated Packet

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



B s r:oosmnmro

ATvT6

ATy T17

ATvT8

Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B}

X JE

s [ED%ESET KL A (Original Destination Address) 1: (A7 ay) k7 FLAEED
Xy NI—=0 ATVl b, ZADOEEITT D L, suLICERRL, FHETLT RLADE
BPEHSIET, 58587 RLAZEE LSS, TOT RVARICAZT (v 7 EHE ik
ET D0, BIZTAT T 47 4 NAT 2T 52 LN TEET,

[EETA 22— 4 R IP (Source Interface IP) | Z3#IR LT, HKExA v X —T =4
xmﬁ@%%(ﬁﬂf(m@]i@ﬁTT)%&~X*T%i¢o:@ﬁfyay%L
RIT DA, BREHOTEA TV =7 M HBINTILERHY £97, 56%7T l\ LA Zxt
LT, A= NEMERE LAY T 4 v 7 A2 —7 2 ANAT ZEET DT, 20D
FTva v EBRL, AR —MIE LR — N A7V FH@IRLET,

PTRFE LSy N T RLA (DF Y IPva £-131Pve) B ELET, Sy R 7T RLX
WX, A v A —T oA ARy NU—JIZEREINFET, LEIZLLC T, IPv4 & IPv6 DET
BT ET,

o [BHE 25 50 (TranslatedSource) |: v v BV 7 7 RL ARGy NU—F A7V
J NERIZTN—T,

o [EHEF505C (Translated Destination) ]: (7Y ay) , B IN 7 v P THEHS
NHHT FLAZELxy NI =7 A7V =7 NEZIZIN—T, [JuD%E% (Original
Destination) | Z3& IR L7256, RILAT V=27 FEBBIRTHZEICE-T, 7TAT 0T 4
7 A4 NAT (DEVZEMARL) ZRETSET,

(AT ayv) —ERAEROEY— A R— b E2RFELET, [tosisA— b (Original
Destination Port) ]. [Z#i# A %654 — b (Translated Destination Port) ],

X AT v 7 NAT [ 3R — NEBE R —F LTV RWED, [JTOEEITLA— F (Original
Source Port) | 7 4 —/L R & [Z2#a5 A5 6AR — I (Translated Source Port) | 7 4 —/L Ri%%E
FOEFICTDMENRDY £7, 72720, 5EEMIIEICAZ T 4 v 7 THDHTD, sikER—
MZxt L TR — NEMA FITCEET,

NAT TiX, TCP £721Z UDP OANRYKR— b EnET, N— 2L T 5855, EBEOV—E
AFTVzl vOTr hartewy BT =R ATV O e Ao ERE LT
7B K21 LFET (M EHTCP E/2iElFE L UDP) , 74T 7T 47 4 NAT TliE, =
BROR—hE~v 7 R—FOMFIZH LY —ERA AT V27 FEFHTEET,

(A7 ay) [ (Advanced) | ¥ 7 C, LR AT v a U ERIRLET,

o (HMEXREMOLGE D) [ZDN—/E—ET 5 DNS & % 245 (Translate DNS replies
that match thistule) ]: DNSJIGZEDIP 7 RLAZEWMT 50 E I pEfRELET, v v B
VIAUHE =T 2 A ANLEEDA U H—T = A ABET DS DNS ILEDEA, T KL
A (IPv4 A F721X IPv6 AAAA) L a— RiF~ v B 7 SNl O EEOEICE X X
ONET, KFHT, EEOA LV H—T 2 A AP v BT A U F—T oA AT D
DNSILE DG, L a— RIEEEOEN O~y BV VSN EICEESRIONET, 20
I a IR S, EEHXICLD AL a— K& AAAA La— RET
HAEBPITOID NAT64/46 BHAD T2 DIZM B/ Z ERH Y £9, FEMIIZ DOV TIE, NAT
ZEHLIZDNS 7= U LIREDFEE#HZ (104 X—) Z2ZRLTIEIN,

e [A 2 HZ =T xA APAT ~D 7 5 —)L A )b— (5 A v #—7 =1 A) (Fallthrough to
Interface PAT (Destination Interface) ) ]: TDMD~ v B 7 7 KLU ANT TIZEID 4T

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
s1+zvoear

LNTWAEAIT, 55k, v Z—T =24 ZADIPT RL2AZ Ry 77 w7 AL LTHER
TEOEMEIMERELET (H—T A APAT 74— v V) | ZDOF T ar
X, TV Y TN—T DA NR=TIERVGEIA V¥ —T = A AR LI GEIC Ol
HATExESd, A F—T A ADIPV6 T RLZAEMEHTHIT1E, [IPv6] 47> 3 v b iEIR
LET,

«[IPV6] : A > X —T = A APATIZ485cA v X —T = A ADIPv6 7 KL AZMEH$ 50 Y
IMEIBELET, A X —T7xA APAT (X565 A v Z—T = A AD IPv6 7 KL A %&Af
MToMEIDERELET., IPv6IPV6

ATFw T [AF (Save) 1227 U v 7 LTA—LZBILET,
ATYT10 NAT X—V T [HRIE (Save) 1227V v/ LCEEEREFELET,

54+ 39 PAT

WD NE > 7 T, 4 F 7 PATIZOWCHALET,

A4+ v PATIZDINT

X AT w7 PAT Tl EBEOT FLABIOEELFAR— IR 1 2O~y B 7 7 KL RAE
FOEGOR— MIEHRINDLZ LIZL > T, HEOEREDT RLAN 1 DOV v 7 1P
T RUVARICEHBRENE T, HHTE 56, EBEOEEILR— MEEN~ v B 7 R— Mkt
LTERHSNET, 2720, EEOR—FREHTERWESIE, 774V 8T, vy BT
A= MIFEEOR— FES LR UA— MG (0~ 511, 512 ~ 1023, 3 KT8 1024 ~ 65535)
MOLBINENET, TO7H, 1024 LV FOFR— FTIEL, /NSWPAT =D HEFHT
TFET, TMIA—MAFAZHEHT L 87 7 0 v 7 B EEL HDGEE. VA ARRR 5350
BORDLVIZT Ty FeaAR— MEHZEHT 2 X9 ITHEETE £,

EETEAR— IR T L ICB R 5700, FEERICIIBIOE T v g URKETT, 7L
X, 10.1.1.1:1025 121%, 10.1.1.1:1026 & 1XBIDOZEEN BT,

WL, XA F v PAT D— R F ) A2 R LET, EEOKRA MZIT N NAT & v
LA vEERTEX, ISE NI T4 v I RHREINET, v LT T RLRIZEDOEBRTE A
LTI, "= IR FAFI v 7 2B SLToEnET,

K6: 514+ 2v% PAT

Security
Appliance
10.1.1.1:1025 = 209.165.201 1: 2020 »
10.1.1.1:1026 s 209.165.201 12021 >
10.1.1.2:1025 Z 209.165.201.1: 2022 >
5 2
Inside / Outside 8

TG L TWABHE., 727 B2 L— L THAENTWHIUE, siexy hU—27 Fo U £—h
KA MIBEBRFABRA S~OEFRERBETEET, EEOR—F T RLABIORw S

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B s rsvoraroracna

A=K T RLRZELELLFRIRAETH D720, BRA MA~OEGHIIHELINEYA, 7277
L. 2OBEE. 778 A L— O Fa T 4 ITEKGECTEXET,

R OANBIRBEIND & A— MEBR L AR 2D £7,

GE) A F—Tx2ARTELICRRAPAT 7 NVEFHTAZILEBED LET, EHOA ¥ —
TxA A, B Tany) A U H—T 2 A AR TSN EHHTL L. TR ITHE L,
HLWEHIZH A TE DR — M7 0 £9,

A4+ 2y PATORREFR

HAFI v 7 PAT AT E, H—O<wv BT T RVRAEMERATE 720D, v—TFT 4
JRRERT R AZHFITE £J, & 5T, Firepower Threat Defense 7 /3A A A X —7 = A
ADIP 7 KL A% PAT 7 KL AL LTEHTEET,

FL7Y Y TA—TNOA v H—T = A AR TEBRT DEAT, IPV6 SO X AT v
PAT (NAT66) I TE £t A, ZOHIRIL, A X =T 2 A ZARERDLT Y v T N—F
DANR=THHEE, FETV v TNA—TF DA = LRI —TF v B A H—
7oA ADMITITFEY LEH A,

HAF I w7 PAT X, ISR LI TR IR DT —H ZA N — L &R OO~V TF AT 4T T
P — g o TCIISRE L E R AL, SEICOWTIE, A VAT Vg vkt e fanow
5 NAT R —F (13 =) 2L TLEEN,

HAFT IV PATIZE T, H—DIPT RLANLIREINT- L I ICR 2 D8% < ofgn
EEND ZERHV ET, ZOBA. ZO T 74 v 73V —/3TDoS KL L THR S
NAFREMRHY £, T RLADPAT 77— ALEZHREL, PATT RLADTF 7 R E
DECTEMEHATDHET, ZORNEZRBT S ENTEET,

PAT =L ATz bDAARZA Y

PAT 7—NVDAy NV —2 FT7 V=2 MRS 25813, ROHTA FTA N E->TLTE
éb\o

PAT 7—ILDHE

HHTE DHA, EEOEFETR— MEER~vy BV R— M LTHERESNET, &=
L, EBEOR— FBERATERWEAIL, 7740 8T, vy BV 7 R— MNIFEED
A= FESLEUAR— M (0~ 511, 512~ 1023, BLU1024 ~ 65535) 7> 5HIEN S
NEI, TOH, 1024 L0 H FOR— FTiX, /NSWPAT 7 — L OAHREFHTE T,
THAR— M EFEHT D N7 7 4 v 7 BB EZL BLHGEEE. T ARRRDH3ODRED
ROVIZT Ty MR — R EZEHT 2 X5 ICHEETEET, 1024 ~65535 F721 1~
65535 T9,

M UPAT 7—/V AT =7 ha 2 OB B L— L OPCHERTZEST. PR A
Ta v ERENL—IVHRRELTLEE, 72& 203, 1 DON—)LTHEE PAT B LUV

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
s4+zvoaperoiz [

7y FREHBEESNLOHAEE. b O — DN — AV THILRPAT B LT 7 v M
PP RE SN D BERHY 7,

PAT 7—/LD#i3k PAT Di5E&
2L DT FVr—ar A AR a3 T, JEEPAT IV AR—FERTWHWER AL

o« XA F 2 w7 PAT b— L% L CHEIR PAT A 2 — 7 WIZT B84, PAT 7—/LOT K
VA%, R—F T AL—v gy b—LEBEFEORDANT 47 NAT D PAT 7 KL
AELTHHEATHZLIXTEERA, 2&2IE PAT 77— /L2 10111 BREENTWD
Be. PAT7 RLAELTI10.1L.1 2T 5, A—F FT U Ab—3 g b— L&k
DAL T 4 v 7 NAT IIMERRTE 8 A,

PAT 7=V EMH L, 74— RN I DA H—T oA AEIRET DH5E. JLE PAT %
FHCTEEEA,

« ICE F£ 7213 TURN Zfi 35 VoIP Bi& Cix. JEEPAT 2 L2V T &V, ICE B
FJOVTURN (X, T_XTOSEEITTH L TRIC TH B 72DIZ PAT XA T 4 TIKIEL T
l/\i—g—o

PAT 7—)LDSo > FOEVAXDIEE

o RA MZEEEDOESE N B A BE1T. ZORA M bOLFEOBEIZFE U PATIP 7 R L X
ZEALET (R— F2EHARETHLIHE) o 72720, 20 TEEM) 1L, 72—
F—N—=RRAETH ERbINET, T AN T ==L F—N"—F 5L KA PEDHE
DB TITIAID IP 7 KLU ANFH SN R2WNEERH Y £7,

« 7T Rr BT, FRTHLIRE PAT EMAGDETZGEIL, KEDO AT PHEINLE
F, NAT F— Uid~ v Br /7 sns7a ha VP 7 KL A/KR— N 2 L ICER S b
2, T Ra vy TlEk% < OFIFFNAT 77— L MERR S, AU BMERSHET,
JEBE PAT TiX, S H12% < OEFENAT 7V — A MER SV E T,

T4+ 32y BE PAT DERTE

2RT—kS4+E HR— h BT | HHR— FENB K
VR RXDTZA VR | IR ALY TR
L& (Any) ML Firepower Threat |{£& (Any) Access Admin
Defense Administrator
Network Admin

HAF o7 ABPAT L— L& LT, HEDIP 7 FLADRIIEST 5D TlIERL, [E
HDOIPT RLALR—FOMAEGORIZT FLAZERLET, 1 2O7 RV A (FidkA v
H—T A ZAFETIIMMOT KL ADWT D) BT D, ET7L SADEN A%
T 57D, 7 KL ADPAT F— V2 L £,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B s r:orammrozs:

ATy T

ATy T2

ATvT3

RTvT4

ATy T5

1R BHHEIIZ

[F7 =27 b (Objects) |>[A7 =7 MMEEL (Object Management) | ZZR L, /L—/L T
BWARFXy NT—2 AT V=2 NETBIA—TEERLET, >HD0IE, NAT L—/L & E
L QD EEIAT V=7 FEERTHZELTEET, A7 V=7 MIKROEHZHT-T
VERH Y FT,
s DEDOE(EIL (Original Source) |: ZAUI Ry hT—2 A7V =2 b (F—7TlERW)
TRIFNI RS, AR, #H, £203 7%y FHAMRETT S,
o [ZEHaEEHEIETC (Translated Source) | : PAT 7 RLAZIRETH AT a IkD L EY
T,
s 56561 % —7 = A A (Destination Interface) | : 58561 v ¥ —7 = A4 ADT KL A%
ERAT 22, Fy NU—7 T2 MILEH D FHA,

«[lE—PAT 7 FL- A (Single PAT address) ]: HH—ODHRA M &Giery NU—27 F7
Va7 bERERLET,

 [PAT 7 —/v (PAT pool) |: &ifAZEiery NU—2 7V =7 NaERT 20, £
TIEAR A N, ®EHDNIZEOWM G EETe Ry NI —7 ATV =7 b I N—T%AE
LET, ¥ 72y hEFOLZ LI TEERTA, Z—TI121Pvd 7 KL R L IPv6
T RLVADW S ZEDLZ EIXTEERA, 120X A TETFEDLILENDH D T,

FIE

[T/34 X (Devices) |>[NAT] %Zi®R L. Firepower Threat Defense NAT 7R U o — & /ERLE 721X
mELET,

WONTINEFETLET,
« L=/ DB (AddRule) 1A% %27 U v 27 LT, HLOL—LEZERLET,
cWmET A (&) 7 U7 LT, BHFOL— LV EZRELET,
Ama—%H7 Vv rT5L, =Dy, a— VN, A BLOHIBRA T
varnERRINET,
HEANV—NDOFT v a EZRELET,
« [NAT /L—/L (NAT Rule) ]: [H®) NAT /—/L (Auto NAT Rule) ] Z#R L £,
«[# A7 (Type) 1:[# A4+ >vZ7 (Dynamic) | Zi&IRL 7,
(A F—TxAAFT7 V=2 kb (Interface Objects) | Z 7 T, LTFTOA T a v ZRELE
R

c[EFIA L H—T 2 A AFT V=7 ~ (Sourcelnterface Objects) |, [FB8GA ¥ —7 = A
A A7V =7 & (Destination Interface Objects) 1: (77U v ¥ Z—TF XA N— 4 L H—
7 = A ADYGEIZE) DestinationSource

[—#% (General) ][Z#t (Translation) | # 7 C, ROA 7 a BHELET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
s4+zvoaperoiz [

s DLDEEIC (Original Source) |: BT 57 RLAZ Gy NI —0 77 |,
o [ A EIETC (Translated Source) | : LA FOWEFHNTAR D £97,

s (A H—TxAAPAT) , 58%DT RLVADA »H—T oA A&MATHITIE,
[f &% —7xA A (Interface) ]>[FE5EA % —7 = A AP (Destination Interface IP) ]
PRINLUET, B EOREA =T 2 A AF T V27 F2BIRTHLELH Y
FT, A F—T x4 ADIPv6 7 RV AZMFEHTHI2IE. [FFM (Advanced) | ¥ 7
TPVO] ATV a v ZBIRTHZMELH Y £9, PAT " —/LOREARAT v T HRITL
*7,

A H—T 2 A ADT RVAUANDHE—T RLRAZMEHTL581L, £O7HIC
YERS L= AN Xy NU—0 7027 FEBIRLET, PAT /' —/ILDREAT v
TERILET,

« PAT 7= VAT 210I1%, [ AH1E(5 0 (Translated Source) | #2212 L Tl X
i—é—o

ATwT6 PAT F—/LZfEHA L CWABEAIX, [PAT 7—/L (PAT Pool) ] ¥ 7 Z#IN L C., kDO FIEAE
fTLET,
a) [PAT 7—/LDEZL (Enable PAT pool) | ZER L E 7,
b) [PAT]>[7 KL X (Address) | 7 1 —/LV KT, 7—LDT RLVAZREFRFTIHFR Y hU—7
FTx T N TN—TEBIR £,

FllF, AV F—T oA APAT #FETDHH 9 1 DOHELE LT, (¥ —T =X
(Interface) ][%E5EA > % —7 = A A IP (Destination Interface IP) | Z R L F 3,

) (FFvayv) mEISLT, WOA TV a rHBRLET,

[Ty RrEVEIY Y TEMMA (UseRoundRobinAllocation) ]: 7 KL A LR — %
T R BERTEV Y TEY, T 74 FTIET VY Ra e il s,

1 DO PAT 7 RLVADAR— ERTRTHD Y THATHHIRO PAT 7 R L A0MEH

SNET, TR TR, A NOKPAT T RLANS 1 OFTOT KL
ALR—=ERFDETOEND L, FLRPOT FLRIZRED, RIC2EFEHDOT FLA
EWVIHNIEIZEH SV ET,

[#558E PAT 7— 7 /L (Extended PAT Table) ] : §L4E PAT Zf/H L 9, JL8E PAT C
F, BRIERICIELT FLALAR— R 2EDHZET, IPT FLARAZTETiERL,
P—E AT LI 65535 DR — FMEFA S ET, WH. PAT ZHOERIIZ565E
R—h&T FLAFBEINRW =0, PAT T FLAH7=D 65535 fH DA — MR
SNFET, =& 20E, PEEPAT 246 LT, 192.168.1.7:23 (215> 9 #5400 10.1.1.1:1027
DL, 35 L1V 192.168.1.7:80 (ZA1 70> 9 & D 10.1.1.1:1027 DEH AR TE £7,
ZOF T aNE, A F—T 2 A APAT £ 7203, v X —T = A APAT 7 4 —/L 3y
JTTHEHATAZLIITEEEA,

[7 7 v F7p— hPH (FlatPortRange) ]. [THIE AR — F&&Te (Include Reserved
Ports) ]: TCP/UDP A&R— FZ &IV Y THERZ, A— MEiPH (1024 ~ 65535) #H.—D
77y Mg E LTHERLEST, B0~y U7 R— NESEZBBIRT 555
PAT 2L - C, EEOEEFILHR— MEEMEHAINET EHTRERES) . 272

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



B s rzvosmmions

ATy T17

Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

L. 2OFTvarvERELRNE, ZEOR—FPERTER2WESE, 7740 6
T, EEEOR— MEF LR UAR— MGEF (1~ 511, 512~ 1023, L1024 ~

65535) NH~v v BT R— IR ERINET, MLOFEHTHR— IR RETHD%
EBEET 51212, ZOREEXITVET, 1~ 65535 OFEFASEEZHERT 5121, [T
FR— k& &Te (Include Reserved Ports) |4 7'v 3 IR L £ 9,

(A7 ay) [ (Advanced) | ¥ 7 C, LERAT v a U ERIRLET,

e [f v H =T 2 A APAT ~D T 4 — VA )L— (A % —7 x4 A) (Fallthrough to
Interface PAT (Destination Interface)) ]: [f ¥ —7 = A A PAT ~D 7 #—/L A )L— (B
A% —7xAA) (Fallthrough to Interface PAT (Destination Interface)) ]: (Lb—7 v K
E—RDH) , ZOMDO~ Y EL T T RUARTTIZEID Y THATWDELAID, S80A
VHE—T A ADIPT RV RAENRNy 7T v 7 HRE LTHERTLOINE ) D ERELET
(A B—=T A APAT 75—y ) . ZOFTad, sifA v Z—7 A A
R LT AICOMEATEET, A1 F—T A ADIPv6T KL A& AT 5I121E,
[IPv6] A7 a v ZBIRLET, A X —7 = A A PAT ZBHEHT R L A E7-13 PAT
=L E LTI TICERE L TWAIGEA, T4 TV a IR TEEHA, TOMD~ v
T T RUARTTIZED Y THONTWDGAEID, %k X —T7 A ADIPT Kb
ANy 7T v T HERE L THERTINEIDERELET (A ¥ —7 A A PAT
TA—NRNy ) ZOFTvait, TV Y IA—T DA N—TIERWIEEA v
B —T 2 A A BN LG RICOMERTEET, A X —T =2 ADIPV6 T KL A%
T 5I2IE, [IPv6] A7 a v bR L £,
s [IPV6]A > X —T = A APAT IZS8HEA VX —T7 2 A ADIPv6 7 KL A ZMHT 20089
MERELET, A F—Tx A APATIZSEEA V2 —T 2 A ZADIPv6 7 KL A% ff
HAT2onEIERBELET,

ATv T8 [R1E (Save) 1227 U w7 L TL—%EBMLET,
ATYT9 NAT X—IT[RIF (Save) 1227 VU v 7 LCERZEIFELET,

T4+ 32y Y FE PAT DERTE

AYX—b+ 4% YR—bENdT | HHR—bShdF
VR REDFAEUR |4 R Ay TR
f£& (Any) BAYIAP Firepower Threat |{£& (Any) Access Admin

Defense

Administrator
Network Admin

HE) PAT DB ERRD =— X &4l 72 L CWRWEEIE, ¥4 v 7 FEIPAT V— /L E2EH L
FT, & ZE, LIS U TR LIERE LT WEARETT, #1477 PATIE, #&
O T KLU ADRIZEBRTHDOTERL . AEDIPT RLALE— FOMHLEDEIZT K
LAZEHLET, 1 O0OT7 FL A GidiA v X —T 2 A ZAFITOT KL 2D WT )

BT A0, FE37 < SADOENRERARIET A7-D12,

MLET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)

7 KL A® PAT 7 — /L& A{#




| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

&

ATvT2

ATvT3

sq4+zvoEnearozz [

1R BHHIIZ

[F7 =2 b (Objects) |>[A7 =7 MMEEL (Object Management) | R L, /L—/L T
Wirty NI—0 A7V FEREITNAN—T B LET, >IPvd 7T KL AL IPV6 7 R L
AW I T N—TICAND Z T TEERA, 1 DDOF A TTEIREENTVDILERH Y
FT, FIE NAT V=L EERLTCNDLEXIAT V=7 FEERTLIZ b TEET,
FAT V27 MIROBEH G- THERDH Y 77,
« DEDEEJC (OriginalSource) |: ZAUTAR Y MU —27 A7V =7 NERITZNA—TFT, &
A b, #iPH, ERIEY TRy FEELIENTEET, TRXTCOTDOEETLRT T4 07
EEWT D56, TOFEEAXF YT L, L—/LT[TT (Any) 1 ZHELET,
o [ZEHF A EIETC (Translated Source) | : PAT 7 RLAZIRET A AT a IkD L BY
T,
s [585CA > #Z—7 = A A (Destination Interface) | : %8561 > X —7 =44 ADT KL A%
FERT 12, X*y FI—7 7027 MILEDHY FHA,

« [Hi—PAT 7 R LA (Single PAT address) ]: Hi—DAHRA b & Eiery NV —2 47
Yl bEERLET,

« [PAT 7—/v (PAT pool) |: &if&ZEiery NU—2 A7V =7 NEET 20, F
TR A N, #lEHLWVIEZOW G E2EL Ry NTI—2 ATV V b TA—TEAE
MLET, Y72y bEEFDHILIFITETERA,

=L TET N AOBEREREZRET H L. [JuD%ist (Original Destination) ] 35 KUY [Z#i
A4 (Translated Destination) | DRy NV —27 A7V 7 NE/ERTX E7,

XA T w7 NAT D6, 56 TR— NEWMAF(TTHZ b TEET, A7V b~
F—T % T, [JEDFEEA— b~ (Original Destination Port) | & [Z#iiE A58 — & (Translated
Destination Port) JICEH TEX AR —F 477027 "RHDHZ EE2MHRLET, BEFELHR—F
iE LI E. BHINET,

FIE

[T/34 R (Devices) |>[NAT] %i®R L. Firepower Threat Defense NAT R U > — & /E F 721X
e LET,

WONTINEFETLET,
s L=/ DIENN (AddRule) | RZ %27 U 7 LT, HLWL—LZERL £,
HRET Ay @) 27V vy 7 LT, BEOL—NVERELET,
Ama—%kfG7 )y 35, = AOYVEY, at— BT, A BIOHIBRA
Ta UNRRINET,
EARAN—NOF T a v ERELET,
« [NAT /b—/L (NAT Rule) ] : [F8) NAT /L—/L (Manual NAT Rule) ] %R L7,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B s rzvozmmone

s [#A T (Type) 1:[#A4F v (Dynamic) | Z&INL E9, ZOREITERFTT KL
DB BHSIVET, 5T L ADOEMEER L TWDHEE, BHUTFEICHIIIITD
nE9,

c[HNZT % (Enable) 1: V=& T 7T 4 7T HMEIDERELET, L—IL X—
SOV v Ama—EERA LT, BCA—NET T 4 TALEI3IET 757 4 7T
Z %9, Enable

s [#EA (Insert) ]: —/LZ&ZBMTIHEHMERELET, A—mid, #73U (HBH) NAT
JL— LV DFIIE)  ERIREE LA AR ETICHEATE ET,

AT T4 [fH—TxAAFT =7 bk (Interface Objects) ] ¥ 7T, LAFOA T v a v aHELE
R

c[EETXA L H =T = A AAT =2~ (SourcelInterface Objects) . [FBIoA ¥ —7 = A
A F 7= b~ (Destination Interface Objects) ]: GEHFRV —DH) , EETLY — v
(Source Zone) ], [5EE> —> (DestinationZone) 1: (FTF AT VLU N 77 AT T4 —
E— ROBEIILE) o ZONAT V—ADREHSNLA o F—7 oA ZA&dilT 5k
X2 T g V=, [EEIL (Source) 11X, T3 RIZAD FT 7 ¢ w7 NEiad 5 I
DA H—T A ARG — 2, [585 (Destination) 1L, T3 ZAHHE T 7 4 >
VBB T D~y BT A =T 2 A AR FLY —, T4/ FTE, §RTOA >
H—T A A= AREHINET (73T (Any) 1) . (FU v ITA—7 X
N f B —T 2 A4 ADLGEIZHE) Source ZoneDestination ZoneSourceDestinationAny

ATFwTh ([Z£#e (Translation) ] # 7 CREFEITLET, ) TDO/ N> 7 FLUA (IPvd £72131Pv6)
DOFED, LDy MIEREND Ny 8T RLAEZBELET,

TCDINT s EBEHE STy FOFNZONTIE, RO EZRL T IZE0,

Source Desfination
[ Ry - EREE |
— g, S J--"r T T . r—
Real: 10.1.2.2 MNAT Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

192.168.2.2 = 192.168.1.1

10122 —=10.1.1.1 >

Criginal Packet

« [JLOEIEITLT KL A (Original Source Address) |: Z#aL TW57T RL A& &Ry hU—
I ATVl NERIFT T,

Translated Packet

s DLD%E4ET R LA (Original Destination Address) |: (47> av) %7 LA &5

Fy NI—=7 X7y b, ZHDOERICT D &, SULICERR S, EELT FLADE
BNER SNET, 5ULET FURAERE LGS, £OT RLRICAZT 1 v 7 Bk
EToM BIZTAT T 47 4 NAT 2195 2 L3 T £,

[EETA 2 —T 4 XIP (Source Interface IP) | Z3#IR L C, BlExA v F—T =A
ADFEDFEIE ([TXT (Any) JIEEIRARR) Z2XR—RIZTEET, ZOF T a v aik
R D56, BHBEHLOHEA T V=7 NLBBRTHIMLENRS D £7, 5857 KL RITH

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
s4+zvozneozz

LT, R—"EWMERELT-AZT 4 v 7 A B —T A ANAT #EHETHITIL, 20
AT arERIRL, SBhEAR—MIELER—bF 727 PHBIRLFET,

ATFYT6 LEHEL Ty R T RLR (DF0, IPvd £72131Pv6) ZHELET, 7y 7 RL R
W, BRA LV H—T oA A Xy NT—ZIZERINET, BHEIL LT, IPv4 & IPv6 OET
B TExFET,

o [EHLE 2555 (Translated Source) ]: LA FOWT IR 97,

e (AU H—T A APAT) , SBHDT RLADA VX —T = A ZAEMHATLHITIL,
[f % —7 A A (Interface) ]>[Fi%GA1 ¥ —7 = A AIP (Destination Interface IP) ]
PRIRLET, B EOREA v —T A AFT V27 FEBIRTHILELH D
9, AV F—T A ADIPv6 7 RV AZMHT 521X, [EM (Advanced) ] ¥ 7
TPVO] A7V a v ZBIRT HZMELH D £, PAT " —/VOREARAT v T HERITL
E3 AN

A A =T 2 A ADT RLVAUANDHE—T RLAZMHT2581L,. TO7HIC
YER LIZ2ERA N Xy NU—0 A7V =27 bERINLET, PAT 7—/ILDORTEAT v
T ERIX L E9,

« PAT 7/— VAT 5101%, [ AH1E(5 0 (Translated Source) | #2212 L Tl &
i‘g‘o

o [EHE 75650 (Translated Destination) ]: (47T a3 y) , BHIN 7 v P THEHS
NB5EET RV AEELRxy NTV—7 37 V=27 NERIZTNAN—T, [Jed%E% (Original
Destination) |ZER L725A. MULA T V=7 FE@ERTHZLICL T, 74TV T+«
7 4 NAT (DFEVEMARL) ZRETSET,

ATvT1 (A7vay) = ABROIY—E A R— FEFFELET, eosfAR— b (Original
Destination Port) ], [E#iiF#A58c4A— & (Translated Destination Port) ],

ZAF I v 7 NAT (3R — A Y R— F LTWARNZD, [FEOXETER— |k (Original
Source Port) | 7 4 —/V R & [EH#a5EA3%{E78R— b (Translated Source Port) ] 7 ¢ —/L Ri%ZE
HOFEFIZTHMNENRSY £9, 727U, 5EEBITFICAZT 4 v 7 THDHTD, 560eHh—
MZxt L CAR— NEH A FITTEET,

NAT TiX, TCP £721Z UDP OAB YR — b InvET, N— NEERT 56, EBEOY—E
AFTVz7 bOTur bhartvy o/ =R AT Vs o haLomEnE L
Wb LET (e s TCP £/2I1Eilili & H UDP) . 7A T 7 47 A4 NAT Tik, &
BEOR— e~ 7 R—bOMFIZFRI LY —ERA 4TV =7 hEHHATEET,

ATv T8 PAT 7— VA& L TCWBEAIL, [PAT 77—/ (PAT Pool) | ¥ 7% EIR L C, ROFIEAEFE
ITLET,
a) [PAT 7— /L D%t (Enable PAT pool) ] ZIN L £,
b) [PAT]>[7 FL X (Address) | 7t —/L R C, 7—LOT RVAZRFT LRy RU—7
FT =T N TN—TEERLET,
FllF, AVH—T 2 A APAT 2FEETEHH 9 1 DOFELELT, [ ¥ —T=A A
(Interface) ][56%CA > % —7 =4 A IP (Destination Interface IP) ] Z 3R L F 7,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B s rzvozmmone

) (FFvayr) mEIIJSULT, WOFTva rZBRLUET,

[TUr Fu b E Y Y CAEFERH (UseRoundRobin Allocation) ]: 7 KL A L dR— k&

Fury ke BETEYYTEY, T4 TET VY Re e il i s,
1 DO PAT 7 RV ADAR— BT RTHEID L THLATHHIRO PAT 7 R L ANMEH
ENnET, FUrReberFRTlE, 7= AHNOEPAT 7 RLANS 1 >FH7 KL
AER—EIBFEVYTHEND &, FRRYOT RLRAIZRERD , WIZ2FHOT KA
EWVIONIEIZEEH S ET

[#5E PAT 7—=7 /1 (Extended PAT Table) ] : §iiiE PAT Z#fifl L £, $L5E PAT C
I, BHERIIEHLET FLAER— R E2EHLHZ LT, IPT RLRAT ETEHZL,
P—ERT LI 65535 DA — MEH S VET, @, PAT ZHOVERIFIZ5E5E
R—=FET FLRFEBEINRNZOD, PAT T L AHT72D 65535 DR — MIHIR
SENFET, 72ExE, PEEPAT 2 LT, 192.168.1.7:23 (ZA1> D ¥4 0> 10.1.1.1:1027
DI, 35 LTV 192.168.1.7:80 121012 5 A 10.1.1.1:1027 DEHAAERL TE £,
ZOFTvalE, A E—T A APAT /013 A v X —7 = A APAT 7 4 —/L 3w
JCHERTHZLIITEEEA,

[7 7 v h7eR— b#iPH (FlatPortRange) ]. [THIEAAR— L& &Te (Include Reserved
Ports) ]: TCP/UDP AR"— F ZFI 0 Y THERIC, A— M (1024 ~ 65535) & HL—0D
7Ty Mgl E LCHERALEY, ERAO~ v BT R— B ERIRT 2854,
PAT IZL > T, EEOREGFTAR— MEEBNER SN ET BRAREREGES) o 272

L., 2OF Ty arzZRELRNE, EBEOR—FREHTER2WES, 5741 b
T, EEEOR— MEF LR UAR— M (1~ 511, 512~ 1023, XU 1024 ~

65535) MO~y BT R— MPREBRENET, Mo TR — "R RET50%
EBEET 5121, ZOREEITVET, 1~ 65535 OFFARELZHERT 5121, [T
Bl — k& &Te (Include Reserved Ports) | 47T 3 IR L £ 9,

ATv79 (A7 ay) [ (Advanced) | ¥ 7 C, LA v a U ERIRLET,

c[A 2 H—T = A APAT ~D T 5 —)LA)— ($EiA % —7=AA) (Fallthrough to
Interface PAT (Destination Interface)) ]: TOMDO~ v &7 7 FLARFTIZHID B TH
NTWBEEIZ, 58 v X —T 24 ADIPT KL AE NNy 77 v 7 AL L CTHAY
HZNEIMERELET [ H—T A APAT 7 4 —/LXv 7)) . ZOF T a id,
TV TN—T DAL NR—=TIIIRWGEdA v H— T 2 A A BRIR LG A IO EH T
XFET, A VHF—T A ADIPV6 T RV AZEMAT HIZIE, [IPv6] A7 a v il L E
R

«[IPV6] : A > H—T = A APAT |Z585cA v X —T = A ADIPv6 7 KL AZHHT D0 E
IMEIBELET, A1 F—T A APAT IZ56%EA v Z—T = A ZAD IPv6 7 F L R & Af
MT2mEI0EtaELET, IPV6IPVe

ATy T [fR1FE (Save) 1227V v 7 L CL—AZBIMNLET,
ATV TN NAT X—ITURME (Save) 1227 U v 7 LTLEEARIFELET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
2551w 5 NAT |

AT 497 NAT

ZIZTH, AXT 4 v 7 NAT & ZFDOFREFIEIZHOWTEHH L £,

AT 492 NATIZDUL\T
ART 47 NAT TlE, EBEOT FLANL~ v 7 7 KLU A~OBEEEHEIER S E
T, v BT T RLRAGERT AR CRICTH DO, AXT 4 v 7 NAT Tid, B
B OFRE (RA N~OEHE LB A D SLEROW ) Bl cEEd @EEwaeF+57 7t
A2 V= NANEFETDHE) » —F. AT v 7 NAT BEXOYPAT Tlit, &FH R M BRLUBEOE
BHUZK L TR DT FLAERIIFR— 2T 720, WHFROBBIZYR—FEnEE
Moo
WO, AZT (v 7 NAT O—#xHI7R2>F )V 42 R LET, ZOEBIIFEICT 7T 47T
HHID, EBEORARNLE Y ET— N KA NOWFNEREZBRBETEET,
®7:2X32T4v%9 NAT

Security

Appliance
10111 f 2091652011
<

10.1.12 § 209.165.201.2
< Z >

|nside r‘fOutside

130035

A\

GE)  MEITSUT, WhmsgEkt e BalcTE £4,

R—FEBRERELI=RET 1 v NAT
e MEMRZRE LICAZ T 4 7 NAT Tid, ERO7 e FalbBIUOR—-— e~y
=7 e halBIOR—FaEETEET,
ABZT 47 NAT L CAR— hERET LS., A— FERITIP 7 R A%Z[FE UEIC
~ o B TTEN, BIOMIC~y B 7T A nEEIRTEET,
WO, R— NEBNERE SN2 AL T 4 v 7 NAT DY F U A Z2RrLET, B
v BT LR —hE, BIOEICYy B 7 LR — Ol FE2RLTHWET, WTFho
r—ATH, IPT RLAIRIDEIC vy B 7 &N TWET, ZOEBBIIFHIZT /747 Th
Lz, BESNTZARARE U E—F AR MO RN HEGEBBTE £,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B o« rzmemELrxs5 090 NAT

B 8:AR— FEBMERELIRE T4 v NATO— RIS YA

Security
Appliance /
10.1.1.1:23 ? 200165201 1:23
< >
10.1.12:8080 § 200165201 2:80
«< z >

130044

Inside # Outside

— MEHL— IV EZRELTZAZT 4 v 7 NAT 1%, FEESNT-AR—FDSEEIP T RL ADH
h?ﬁtx%%@biﬁoMﬂ»~wﬁ%ﬂ@%@f—%1m%m7FVXKTﬁtXLi
FETHE BN T vy AnET, S5, TEINAT O%4, NAT L—/LOXEEFEILIP T
RLRE—EHLARN T 7 4 v 7055 IP 7 RL AL —ET 54, sifeh— MR AL
hm/7éhi# L7z o 7T, ZEEIPT LA L CHAIENAMOTXTORNT 7 4 v

WZIBIMV— NV E BT AMERHY 9, 7L 2E. R—bE2HEEETIZIP 7 KL RITA
ﬁ74/7Nvaﬁw% REL., N— FEHNL—LOBAICENEZEE TE E9,

GE)

tHEY) FINDT TN r—a AV ARNRY g RN T Y r—3 5 2 (FTP,
VoIP 72 &) #HEHT 285813, NAT AHEIMICE L XY R— b2 LET,

wIZ, A= " EWEFRE LTIZAZT 4 v 7 NAT OZF OO RO —i# 2R LET,
TFAToTATA R—FEBREBRELIZRE T4 Y9 NAT

WY ) —A~ONET 7 2 A% ff#LTEET, e xiE, BAerFR - Th—v 2%
T 5 3 >OfERBIOY— N (FTP, HTTP, SMTP72 &) BHL5LAIE. TnoboHh—E

AT 7B ATHEODHE—DIP 7 FLRAZNMBL—P IR TE E4, 20k, 74
TUTAT A4 R NEWMEBRELTLAZT vV NAT X EL, 7T7EALLSELT
WAR— MZESNWT, B—DAEIP 7 RLAZEF—SODELWIP T RLAIZw v
YITTHZENTEET, = NTHEEOR—F (ENTR 21, 80, BLN25) ZfH
LTWb7), R—FE2EFTHLEETH D THA,

BEUNDKR— FDR— FEBRERELIZRAZ T4 v NAT

R— NEMAEHRELIZAZT v 7 NAT T2 L. TRBEHAR— N LIEERELS O
T h OB, ZTOWOEBELIATTEET, 72 21X, NEE Web — 303K — b
mm%ﬁ%ﬁéﬁm\ﬁ~%wm%ﬁ¢5:&%%%i~%mﬁﬂb ED%, Bk
JLOAR— K RO80IZIT Z LN TEET, [FAERIZ, EX =2V T 423 BIZEDHDHITIX, Web
Z— P FEHELIA DR — b 6785 1 THEfi T D L K ITHR L, T D%, Bfih K— k80K
TZENTEET,

— FEBRERELEERI T4 4122 —T 24 XNAT

ALT 4y NAT [, EBROT RUAEA LS =T =g AT FLALR— FOMBED
FICvy BT THRIICHRETEET, e 2E T, ZADHA  F—T = A A

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
—sznz557 195 NAT |

D Telnet 7 7 B AN HEA MV XA V7 bT58E, WA A RDIP 7 KLU A/KR—
k23 BANEA X —T 2 A AT RLVA/R—KF 23 I~y BT TEFET,

—xZNDRAAT 4 v NAT

W, AXT 4 I NATIFZ 11O~y 7 TRELET, LaL, BAICE-TiE, 1
DDOERBEDOT RLAEBEO~ v BT T RLVAICRET LI ENHY T (1 x%) , 1%
EDART 47 NAT ZRETDHA. EBEORA NN NI 7 4 v 7 2BAT D &, WiTk

MO~y 77 RUAMEBHENET, LrL, SAMIATTHRBENEZFNT 7097 D
e, EEOYy BT T RLASND N T7 7 4 v 7 ZBATE, 1 DOEEDT N AITIFE

X EHA,

WO, — 72 —%ZDAZT 4 v 7 NAT T U AZRLET, EEORZ RGBT
HE WIIRAO~ v BT T RUAME SND 720, EEDOKRA N IPHERYIDO~ v BT
IP O&#E, BRI FREEO LB T ET,

9:—"AEDRET 4 v NAT

Security
Appliance /
%
*10.1 227 209.165201.3 >
101227 Z 209.165201.4
-
{10.1 227 'i, 209.165201.5 E
Z ;

Inside Er"'C.‘Jutsir:.‘re

7o ZI1E, 101227120 — R AN U RGFEETLHELET, EREND URLICIHUT, 7
T4 T EELWDWeb br— 2V XA L7 MLET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B to<cvery oyt G

10: —HZDRET 499 NAT D)

<Omsid;) Undo Translation
Dinn Trane aten =y 209.165201.5 —» 10.12.27

209.165201.3 == 101227

& [Tl

Lnda Translation f—’J—H

209165201 4 > 10.1.2.27 T Inside
\\xxkﬂ:

|
|
24E833

o<y ELY F A (GEHE)

NAT i, 3P, 12T TiEel, Pxt%, Zxtd, Zxt1 e SEBROFEO AT 4>
I wo T VA EEHTEDLEVIFHERHY 7, 151~y TERITIXZE
Vo ITRETEERTAZEEBEIOLET, LMo~y BT AT v iE, T
LZ2WRESR DB AET D AlRetED b 0 £37,

KERERIICIE, D 2T IR LR U T, 7277 L, REDEMICRY . BEBEO~ v B 70
EHTHOLMNTRBRWAREERH D720, BELETHEEOXET KL A LTIHEDO%
EEERTHZ e aBEIO LET, &L PRZDOTFT VA TR, DPEOFEEOT R
DEF D~y B 7 7T RLRIZIEF Iy B 7 3nET (AT, BiE2, Cix3) .
TOEBEOT RLAR v BT ENTH, ROy BT T RUARRYIOEREDOT KA
K=o BT &N, §RTO v EL T T RLAR v BT ENAETEITINET (Al
4, BILS5, CliX6) ., ZOfER, EBEOKT RLAIZH L THED~ vy E 7 7 KL ARGFE
THZEERVET, 1 HEORED LI, BAIO~ v B TI2FRRFGMTHY . LIBED
Y BT T, EBOFARNA~DNT 7 4 v 7 BB TEETR, EEOKRA MDD T X
TOLIIT 74y 71F, EEILOENO~Y T T RUARZTEEHTEET,

WD, — DML D AET ¢ 7 NAT ¥ F Y A% R LET,

[l Firepower Threat Defense D+ k7—% 7 KL RZ#H (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

ovvery orut cegm

1M:>/EDRZET 499 NAT

Security
Appliance
{10.122? 209165201.3
101228 209 165 201.4
<
‘*10.1 227 7 209165 201.5
{10.1 228 ,_17 209165 201.6
{10.1 227 ‘{? 209165 201.7 ﬁ
Inside / Outside

ZRDETIISZFTIORETIE, ~ v 7 T RLRED L OFEEOT NLARFELE
To EBEOT RLANRART DXL BHENC, vy BT T RLABRARRELET, RFROBRS%
EEBETXHDIF. R MIOEBRDOIPT RL A<y BV F— LDl T~y B o 7 %21T-
TEERETTT, BODOEIOEBEOT RVAZ NI 7 4 v 7 ZBRBTEETR, b~
o747 B TCEEYA, BlD ) X —2 b T 7 4 v 70X, HEROEARD S DOEFE
GHETTIP, %asEIP, EETLA— b, s R— b, 7o hal) ([ZX-> THEUAREROT R
L AICHEIRE S ILE T,

GE)

Zx VD FE 21353 1 O NAT [Z PAT Tiddh W A, 2 OOFEBEOFR A FDE X ETHA— b
FBZMA L TR UMY — "B X QR U TCP 565 R— M T 7 B A4 28A81%, @Ok
ZRRREICIPT FLRAICEHREND &, T RLADBEANDH D 5ODZ T ILR—E TR
7o, WHFOEERN Yy hENET,

OB, — B2 EX DDA ZT v 7 NAT v F VU A% RLET,
12: 25 VDRX2 T 499 NAT

Security
Appliance
101227 209165201.3 >
101228 209 165 201.4
>
101229 ? 21931652013 »
1012 .30 ? .3?9.155.21??.4}
=]
101231 ,_7 219.165.201.3 » E
. 3
Inside / Outside

COXEICAREZT 4 v I N—=NEFERTEZOTIERL ., NHROBRBENEE T T 7 4w
IR T DON—IVEAER L, FODT RLVRIZHEAF I v I —VEERTDHZ L 2BED

L/i‘j‘o

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



. RAET4vIBEHNATOD

B

X JE

AR T4 v BE NAT DT

Firepower Threat Defense AR v kT —% 7 KL A% (NAT)

AR—b 24 €
VR

DA VR

HYR—+rEhBT
IN R

HiR—bEhd K
rAA Y

TR

f£EE (Any)

e Firepower Threat |{£& (Any) Access Admin
Defense Administrator
Network Admin

AAT 4 v HBNAT V=V &2 LT, 7 FL A&y hU—2 ETL—T 4 ]
REARMIOIP 7 FLAIZEWLE T, F£7-. AZT 4 v 7 NAT L—/LTR— FOEHE TX F

—g—o

1R HHEIIZ

[T x4 b (Objects) |>[FT Py FEIHE (Object Management) | Z34R L C, /L—/b
THHERF Yy NI =7 727 bERIFIITNV—TEERLET, HDHOIE. NAT Lb—/L %
EFRLTWDEXIAT V2 b2 TH b TEET, A7V =7 MIKROBEM AT
THENRHY T,

« [JEDE(E7C (Original Source) ] :
TRITFNTRST, AAX b, i, 72373y FHARETT,

THIZRY NU—2 F T2 N (T A—F TR

o [EHE A EE 0 (Translated Source) | : 2 AT RLUAZIRET HI2IL, ROF 7T =

FIE

VMBI FT,

o [5855A % —7 = A A (Destination Interface) |: 855 A v X —7 = A T KL X%
FERTHICE, XY NIV —=0 ATV x7 MIMEDHY £H A, THUTAR— ME#H I
2. AET AT A =T oA ANAT ZRELET, H#EILT FLA/AR— M,
AVE—=T 2 A ADT RVA, BELOWRIUAR— FNEFICEBRINET,

«[7 FL A (Address) ]1: A& b, @i, 3V 71y hadhexy NUV—27 7
Vxl FERIIIN—TEER LET, IPvdT KL AL IPV6 T KL ADW 7% 7 /v —
TNWNDZ EIETEERA, 1 ODXATEIFREENTWAILENRHY £, @
WX 1Oy BT, EBEOT FLALRIUEDO~Y v 7 T RURAEZRE
LET, L2L, TRLADEP —HEL2WGEELH D £,

ATYF1 [T/N4 R (Devices) | > [NAT] Z &R L. Firepower Threat Defense NAT R U > — & B F£ 721X
(=
ATYT2 RONTNNEFETLET,
s V=L DiENN (AddRule) | ARZ %227V w27 LT, FHrLWb— & ERl L £,
WET AL @) B2V LT, BEFONL—ILVERELET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
2497y oapnToiz ]

Ama—%HI7 Vo T5E —OYVEY, abt— BiVFHT, AL BLOHIERA T
VaryNERINET,

RFYT3 ERLV—NDOF T arEHRELET,

« [NAT /L—/L (NAT Rule) ]: [H®) NAT /.'—/L (Auto NAT Rule) ] Z#R L £,
«[#AT (Type) 1:[A¥T 4 v 7 (Static) ] iR L ET,

ATV T4 [A X =T AFT7 V=7 bk (Interface Objects) | ¥ 7T, LFDOAT v a v ERELE
—g—o

c[EETLAHF—T = A AF T =2 b (Sourcelnterface Objects) |, [F5cA > ¥ —7 = A
A F 7Y x7 & (Destination Interface Objects) |: (7 U v Z—TF AN — f L H—
7 A ADYGEIZE) DestinationSource

ATv 5 [—f% (General) ][Z#4 (Translation) | ¥ 7 T, RDOA 7 a v EZRELET,

s [JEDEIETE (Original Source) |: BT 57 KL A&ELeRry NTU—7 7= |,
o [BHLE 25558 (Translated Source) ] : IROWT TR Y 97,

7T RVADEET N—TZ2MHTHIZIE, [7 RV A (Address) [ BLUWw vy B 7 X
NET RLREELRY NIV —2 F 702 NEFRIZIV—TE2RINLUET, 05,
11O~y BT TlE, FEEOT RLALFEULEO~ Y T 7T RLAEZRELE
T, LL, T RLVADENR B LAAWEALH Y 9,

o (R—MNEWEZRELIZAXT 4 v L H—T A ANAT) , 5EDOT KLAD
AHE—=T oA AEMEHAT DL, [ ¥ —7 =1 A (Interface) ] [5BIEA > ¥ —

7 = A AIP (Destination Interface IP) | Zi®IR L E7, ETFFEDILEA » F—T = A
AFTVx2 FaBERTIOILELDHDET, A F—T A ADIPv6 7 KL A& fi
3 212i%, [ (Advanced) | % 7 C[IPv6] A7 v a v ZRINT LM ELH D &

o TAUIR— B LI, A¥T 4w A ¥ —T =4 ANAT ZRELET

BEILT FLR/R— NI, A v H—T =2 ADT KL A, BIXORE LKR— FEFITE
s ET,

e (X7 a ) [E@AR— b (Original Port) ], [£#i AR — b (Translated Port) ]: TCP
F72I1Z UDP AR — N &2 EWT 20BN B 55515, [DedA— K (Original Port) ] T/ b
INVEBRINL, TOR— "EB EEBRBEAR— NEFE2ANLET, & 2E, LEIDS
U "C TCP/80 % 8080 (ZZ#2Cx £9°,

ATy T6 (AT =) [FEM (Advanced) | ¥ 7 C, MEAd T v a VEBRIRLET,

c [ZDN—MIZ—E$ % DNS & 22 #1925 (Translate DNS replies that match this rule) ] :
DNSIGEDIP T RV AZEMT DM EIDERELET, v T A X —T xR
MOLEBEDA V=T =2 ZAZBENT D DNS INEDOHAE. 7 KL A (IPv4 A 7213 IPv6
AAAA) La— RE~ vy B 7 SNTENLEBROMICEEZHRL ONET, KeHT, EE
DAVE—=T 2 A ANLY BT A H—T = A AIBENT 5 DNSISEDOSE, L a—
NIFEBREOEN O~y B T INTEICEHEBMI ONE T, O 7T a IR
T SH., EBEHZICEIV AL 33— FE AAAA L o — RETH AR T D NAT64/46
BEHDOT-DICHERZ LR £, FEMIC OV TIE, NAT 2 L7= DNS 7 = U L&

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



. RETA VI FHNATD

B

X JE

BEOEESHBA

(1042—3) 2B LT FEE N, B— NEWE FITTHEE

Va3 TE EE A
«[IPV6] : A > H—T7 = A APAT |Z585cA v X —T = A ADIPv6 7 KL AZHEHT D0 E
IMEREELET,

s[> M~ B2 (Netto Net Mapping) | : NAT 46 D34,

Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

DX

ZTOF T a RN L

T, BHWIDIPvA T FLAZEYIOIPv6e 7 RLAIZEH L, 2 ZFAZ 2 BAICEH L D

EFCEBLET, 20T a @R LRWEA,
T 13t 1 OEHOLEIL,

IPv4 HDIAZ TN S E
ZDOFTvarEFEHATALERLD 7,

s [FEeA v H—T 2 A ATARP 72 % L7\ (Do not proxy ARP on Destination

Interface) ] :

2T IPT RVASNDER/ Ny o7 ARP N LET,
~ BT A =T 2 A ALE LRy hT—7 DT R RE2MHH L1854,

VAT A

7R ARPZHEA L T vy B 7 7 RLADTRTOD ARP ERITIEET 5H 2 & T,
VBT T RUVAEHRET DN T T4 v 7 BfATRE LET, ZOHEREE, T3A
AVBFEDOMDO Ry NT—T DT — N7 = AR DUENR /RN, V—T (7 HEL
SNET, FrFT ARP IIMEITIG U TENICTEET, BT 2546, iRliciiE
T HN—F IR — FDRRESNTWDOIMERS D ET, TAT T 47 4 NAT D
Brtr, BEIX7 0% ARP IIAETT, HBEIC L > UIHEROMBEREL L2 1B Y

ij—o

AT FTT [T (Save) 1227 U v 7 LCA—aBIMLET,
ATw T8 NAT X—TT[RIF (Save) 1227V v 7 LCERZEIFELET,

A3 T4 Y7 FEHNAT DRTE

AR—hk 24 €
S

HEDZA VR

HYR—rENhBT
IN R

HiR—bEhd K
rAA Y

7oA

& (Any)

B

Firepower Threat
Defense

& (Any)

Access Admin
Administrator
Network Admin

HEI NAT N=— X &l SRWGA. AXT 4 v 7 FEINAT V— AR LET, 72L& %
W, BRI U CRRDEREZ LIV ETT, A¥T v 7 NATIE, 7 RLAZ5E5%
F v FU—27 ET—TF 4 VT A[RERBIDIP T RLUAIZE# L £9, £/2. AZT 4 v 7 NAT
J— )L THR— FNOEHREL TEET,

18 HHIIZ

[#72 x4 b (Objects) |>[A Ty FEE (Object Management) | Z R L T, /L—/b
THERR Y FI—2 T 727 bERIIIN—T%2ER LET, IPvAT KL AL IPv6 7 R
VADM S % T N—TIZAND Z EIXTEERA, 1 DX A TRETFNEEN TV DHLERD
DET, F0E NATAV— L EZERL TWH LA TV r NEETH2Z L TEET,
FAT Vs MIROBEMH ST T HERH Y £7,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

ATy T

ATy T2

ATvT3

2497 v 3pNT0iE |

« [JCOEIETE (OriginalSource) |: ZAUF Ry NI =0 A7 V=7 NEFIZIN—TT, &K
AN, #F, FREYV TRy FEELRIENTEET, ITXTOIXD NT T 4 v 7 B
THES., TOFIEEAFXF vy S L, L—AT[TT (Any) | ZHEELET,

o [ A5 o0 (Translated Source) | : BHAE AT FLAZIRET HIT1X, ROA T =
YHRHY ET,
o [5855A % —7 = A A (Destination Interface) |: 5851 v X —7 = A T KL X%
FERTHICE, XY NV —=0 AT V27 MIMEDY EE A, ZHITAR— ME#L L
2, AT 4w 7 A Z—T oA ANATERELET, FETLT FLA/A— M,
AVE—=T 2 A ADT RVA, BELUWRIUAR— FEFICEBRINET,

[7 LA (Address) ]: ARA M, #iPH, 721372y haghexy NU—2 F7
Vxl NERIFIN—TE2ERLET, BE, 11Oy BT, EEOT R
VALFE LD~y B 7T PV AZRELEY, Ll 7 RLAOHR—H L2
WEEbLHY T,

N—VTET RVADAZT 4 v 7 EMRERET H L. D5 (Original Destination) ]33 L
O [ 2565 (Translated Destination) DRy v —27 A7 V=7 FEERTEET, F—
NEBAERTE LTSI DAZT 4 v 7 A v H—T A ANAT DR ERET DAL, 587560
2w BT T RVARICHT DA T V=7 bOBMEAX Y I TE, =T X —T AR
ERELET,

FEFIC, . ERIEEOMGOR— MEHL S FEITTE £J, Object Manager Tik, JTD
R R LB ES R B R CHITE BH— h A7 V22 b5 T & EHRLET,

FIE

[T/34 R (Devices) |>[NAT] %Z3%®R L. Firepower Threat Defense NAT R U o — & 1B F 721
mELET,

RONTNPEIATLET,

s V=L DiENN (AddRule) | ARZ %27V w27 LT, FLWL—EERRLET,

HRET Ay ) 27V v 7 LT, BMEOL—VERELET,

Ama—%hH7 Vv r35L, —LOUIVERY, a— VT, A BIOHIBRA T
VarRRRINET,
HAN—NDOF T a v BRELET,

« [NAT /L—/L (NAT Rule) ] : [F#) NAT /—/L (Manual NAT Rule) ] Z##R L £,

s [ZAT (Type) 1:[AXT 4> (Static) |ZHEIRL T, TOREFERFILT LRI
DHBHEINFET, 5857 RLADE#MEZERL TV DHGE. BHIIE ITEHIITODIVE
j—o

BT S (Enable) |: V—NET 7T 4 TICTHENEIDERELET, L—/L ~A—

COHEI) I Ama—m LT, BCA—NET VT 4 TALE=IRIET 7T 4 T T
% ¥£9, Enable

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



B <57 vozmnrone

ATv74

ATvTh

ATvT6

Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

s (A (Insert) ]: /V—/LZ BT AEFZHEELET, L—iE, #73V (HE)NAT
J— IV DEIDME) .« FRIFEELIEAL—AEED L TFICEATE 7,

(Ao ¥ —T7x2AAFT =7 I (Interface Objects) | ¥ 7 C, LLFDA T a v ERELE
T

c[EFEIA L H—T =2 A AF T V=2 b (Sourcelnterface Objects) |, [FE5EA > ¥ —7 = A
A F7 Y= b~ (Destination Interface Objects) ]: GEFRV v—DH) , EETLY — v
(Source Zone) ], [5EE> —> (DestinationZone) 1: (FTF AT VLU N 77 AT T4 —
VE— ROBHBEITLE) o ZONAT V—ADPEHSNLA o F—7 =A 2 &l T 5k
X2 U7 g V=, [EEIL (Source) 11X, T3 RIZAD NT 7 ¢ w7 N4 5 I
DA VB =T xA AgGie) — 2, [565C (Destination) [1X., T /3% ANWHLHDL T 7 4 >
INBRTHY Y BT A A =T 2 R~ T 74/ T, TRTOA v
B —T A AN—AREHINET (73T (Any) 1) o (FU v ITA—7 X
N— f B —T 2 A ADLGEIZHE) Source ZoneDestination ZoneSourceDestinationAny

([Z£#e (Translation) ] # 7 CREFEITLET, ) TDO/ N>y N7 FLUA (IPv4 £72131Pv6)
DFED, TNy MIEREND Ny 8T RLAEZBELET,

TCDINT N EBEHE LT FOFNZON T, RO EZRL T IZE0,

Source Desfination

| ey —( vy

g e [T T
Real: 10.1.2.2 MNAT Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10122 —=10.1.1.1 >
Criginal Packet

« [JLOEIETLT KL A (Original Source Address) |: Z#iL TW57T RL A& &Ry hU—
I ATl NERIF TN,

L

192.168.2.2 = 192.168.1.1

Translated Packet

s DLD%E4ET R LA (Original Destination Address) |: (47> av) %7 LA &5

Fy NI—=7 X7y b, ZHOERICT D & SULICERR S, EELT FLADE
BNBER SNET, 5ET RURAERE LGS, £OT RLRICAZ T 1 v 7 Bk
BT BIZTAT T 47 4 NAT 215 2 L3 T £,

[EETA 2 —T A4 XIP (Source Interface IP) | Z3#IR L C, BlExA v F—T =A
ADFEDFIE ([TXT (Any) JIEERARA) Z2XR—RZTEET, ZOF T a v aik
R D56, BHBEHLOHEA T V=7 NHBBRTHIMLENRD Y £7, 568567 RLRITH
LT, A= MNEBRERE LIAXT v 42 —T A ANAT Z2ERIETH121L, 20
FTva o EBRL, A — MIE LR — N A7 V=27 FHBIRLET,

BHFE Ny B T RLUA (DFEV, IPv4 £72131Pv6e) 24 ELET, 7y b 7 RL A
WX, sA v A —T oA ARy NU—TIZEREINFET, LEIZL LT, IPv4 & IPv6 DET
BT ET,

o [EBHE 75550 (Translated Source) | : (ROWTINIT2 D F97,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

ATy T17

ATvT8

2485 ¢y EHNAT0%E [

T RLVADREIZN—TZ2MHT 2L, [7 LA (Address) | B LU~y B 7S
NET RLREEDRy NV —2 72 NEFRIITA—TERINUET, 05,
151D~y B 7 TlE, BEEOT7 FLRALFEUEDO~ vy 7 7T RLZAEHRELE
T, LU, 7 RLRAOER—FLAEWEELH Y 7,

o (R—=PMEWERELTZALZT 47 A2 —T7 A ANAT) , 58HDOT KL AD
A B =T 2 A ABEATBHITIE, [ Z—T =4 & (Interface) ][565CA > & —
7 = A AIP (Destination Interface IP) | Zi®IR L £ 7, ETFEDILEA X —T7 = A
AFATVxl NEBERTHILELHY ET, A X —T A ADIPV6 T KL A %A
3 2121%, [FF# (Advanced) | # 7 C[IPv6] A7 v a VA BIRTHALELH Y £
T, AT MEHEIZ RET 4T A X =T A ANAT ZHELET,
KETLT FLRAR— NI, A X =T =2 ADT KL A, BIXOR LKR— FFFICE
EnEd,

o [EHuik A585E (Translated Destination) |: (7' av) , BaIhi- 7y M CHEHE

NDRT RLAEELXy NI—0 A7V NI V—7, D55 (Original
Destination) |Z R L7254, RILAT7 V=7 bE2ERT D LIZE-T, 74T T+«
T 4 NAT (DFE D EHRL) ZHETEET,

(FFvay) Y—eRAEBOREFILY—ER RN— hEISEe — R R— N &2l L E

R— MNEHAERE LI AXT 4 7 NAT 3% E LT=H6. #ET, %6E. ER3ZF0m o
A— hEEHTEES, 2L 21X, TCP/80 & TCP/8080 M A A TX £7,

NAT T, TCP £721Z UDP OA BV R — b ENFTHR— M2 LT 255, EREOV—E R
FT 7 vOTa harte o S — R AT/ b a IO ERE I
BEHICLET (MAEFEDLTCP E/2IEMF E B UDP) o 7A T T 47 4 NAT Ti, FEE
OR—F e~y BV B—= hOWFIZR LY —E A ATV xs hEEHTEET,

s [JEDFEFILA— b (Original Source Port) |, [Z#ii #15{5 74— b (Translated Source

Port) |: EETLT FLADKR— FEHEZ EFR L ET,

« [JLD%E5EA— K (Original Destination Port) |, [Z#ii5 456467 — b (Translated Destination

Port) |: %627 RLADR— FNEHAEEFR L ET,

(7> a ) [ (Advanced) | ¥ 7 C, LERA T > a VEBRIRLET,
 [ZDN—IZ—FT % DNS A A 23 2% (Translate DNS replies that match this rule) ] :

DNSJGEDIP 7 RLAEZEWT HNE I NEIBELET, v~ v A F—T (R
MOEBEDA B —T A AZBEIT S DNS JSEDBEE, 7 KL A (IPv4 A £7-13 IPv6
AAAA) L a— R~y BV ESNENSEBEOMICEEXHBZ O ET, KT, EB
DAVE—=T 2 A ANLIT Yy ES T A H—T = A AKBET 5 DNSIGEDOLE, L a—
RIZEBEOEN O~y B 7 SNTEICEEMI ONET, ZOF 7T a 3R IR
TS, EEXHEIICEID AL a— RE AAAA L 22— RRECTHEBRNITOIL S NAT64/46
THDIZ DIV ERZ ERH Y £9, FEMIIOVTIL, NAT 26 L72 DNS 7 = U L&
BoEZHZ (1042—) 2B LTLIEEN, R— NEMEFITTIHE. 2047
Va idEHTEEE A,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



B =57na

AFvT9
ATy 710

Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

c[IPV6] : A > X —T = A APAT (Z5E5EA VX —T =A ADIPv6 7 KL AZMERAT 0L
IIMEFRELET,

«[% v b~ > 27 (NettoNet Mapping) |: NAT46 DA, ZO4 7T a AN L
T, OO IPvE T KL AZHRMDIPv6 7 KL AIZEH L, 2FBAZ 2 BHICE#HLE VD
EFCERBLET, 20T a U EBRLRWVGA, IPvd BOIAL GRS E
T, 11 OFEMOBEIE, ZOF T a v EBHEATAILERDY £7,

s [5E%EA v H—T A ATARP 72 % 3 L7\ (Do not proxy ARP on Destination
Interface) |: ¥ Vv E VT IPT RLANDEF/NT v O 0% ARP Z I LET,
v BT AH =T 2 A AR LRy NU—7 EOT RUABFERH LGS, VAT A
7R ARPZEH L T vy B 7 7 RLADTRTOD ARP ERITIGEET 5H 2 & T,
VBT T RUAEEET DN T T4 v 7 BATRE LET, ZOHEREE TS
AVREOMDO Ry NT—T DT — N7 = AR DULENR /RN, V—T (7 HEAL
SNFET, FEF T ARPIIMEIIS U CEGIZTEET, BT 256, RIRICiLE
T HN—HIZHEY R — FDRRESNTWDAIMERSL D ET, TAT T 47 4 NAT D
Ya, WEIE7 e XY ARP IIAETYT, GARICL > CIEROMENEC L Z 03 H 0
£,

« [H51M (Unidirectional) ]: %8567 RLAMDLIEEILT FLA~D NT 7 ¢ v 7 OEIEH
WHBAEG IR, 2047y a vy EERLET,

[fR1E (Save) 127 VU v 7 LCA—ZBIMLET,
NAT _— T [f&7F (Save) |27 U v 7 LTEEEZRIFELET,

7AT2T 47T+ NAT

IP7 RLAZHFICEMT EIVEDOHLNAT 2 7 4 F2b—a  ZRETEET, 2&
ZIE, NAT 2% %y NU—ZIZ#T25HD0D, 1 DOFy NU—7 % NAT bR L v
VIR N— IV EERT DA, AXT 4 v 7 NAT V=L ZER LT, 7 KL AZHHIZE
B LinTEET,

WO, —72T AT T 47 4 NAT DV F VA ERLET,

13: 7AT>T 4T« NAT

Security

Appliance é
209.165201 1 209.165 2011
«< >

209165201 2 ; 209.165 201 2
< 7 =

130038

Inside r",Outside

ZITIE, TATUT 4T 4 NAT OFBEFIEICHOWNTEHA LET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

T7ATT 4T« BEINAT D

ATy T

ATy T2

ATvT3

ATy T4

1 ]

ax /&

747 717 capNaToRE |

AY¥— k514t YR—rENBT | R— b3 KR
VR WHEDSA VR |INA R ALY TIER
& (Any) ML Firepower Threat |- (Any) Access Admin
Defense Administrator
Network Admin

ABT AT TAT T AT A HBNAT V=V ZFEHA LT, 7 RLAOEBZIELET,
SFV, BHHEDOT KL AICEH L F9,

IR BRI
[#7 =27 & (Objects) 1>[A7 =2 FEBL (Object Management) | Z 3R L, /L—/L T
BWIRA Yy NT—0 ATV NETFIN—TEERLET, >HDH 0L, NAT V—/LEE
LTV EXIIAT V=2 PEERTHZEHTEXET, A7 V=7 MIROBEE -7
VERBHY £,
s [JEDE(ETT (OriginalSource) ]: ZAUTFR Y NI =7 ATV =7 b (ZA—FTIIR)
TRITFUTR ST, AR N, #i, 723 7%y hH AT,
o [ 251550 (Translated Source) ]: JEDRETLA T V=7 b ar Ty nael [[/—
Dxy NT—7 ATV NEFRIFIINAN—T, RULA TV =r Ml TEE T,

FIE

[T/34 R (Devices) |>[NAT] %Z3%®R L. Firepower Threat Defense NAT 7R U o — & 1B F 721X
Mt L ET,
RONTINNEFITLET,
s L= DiENN (AddRule) | ARZ %27 Y w27 LT, FLWL—EERRLET,
RET A2y () 7V v LT, BEOL—AVERELET,
Ama—%hH7 Vv r35L, =Dy, at— VLR, A BIOHIBRA T
Ta VN ERRINET,
EAN—NDOF T a v ERELET,
« [NAT /L—/L (NAT Rule) ]: [H#) NAT /L —/L (Auto NAT Rule) ] Z3&R L £,
«[#AT (Type) 1: [AZT 1 v 7 (Static) ] ZEIRLET,
(Ao ¥ —T7xAAFT V=7 I (Interface Objects) | ¥ 7 C, LLFDA T a v ERELE
R

c[EETXA L H =T = A AL T V=2 ; (SourcelInterface Objects) . [FBICA > X —7 = A
A A7V =7 b (Destination Interface Objects) ]: (FV v Z/—T XX — f L X —
7 =2 A ADLFEIZHLE) DestinationSource

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B 7 s smnTonE

ATYT5 [—#% (General) ][Z# (Translation) ] % 7 C, IRDOA v araFHELET,

s [JEDEFEIE (Original Source) |: 2§57 L AZELeRry NU—F 7 V=7 |,
o [ 5550 (Translated Source) ]: JEDX(FILERI AT V=V h, A7 a T,
WNENFE ST BUHOAT V=7 FERIRTE £9,

TAT T 47 4 NAT IZIE, [JeDA— b (Original Port) | A7 = v & [ AR — b
(Translated Port) ] 47 = /%Eﬁﬁ L2 TL7EE0,

AT 6 (A7 ay) [FEM (Advanced) | ¥ 7 T, B AT v a VEBRRLET,

s [ZD—)L & —F9 % DNS & & 2 (Translate DNS replies that match this rule) ]: 7 A
TUT AT A4 NATIZIE, ZOFT v a U EFRELRNTLIZEN,

C[IPV6] : TAT T AT A NATIZCZDA T2 a R ELRNTLIEEN,

(X by T~DF > b (NettoNetMapping) 1: 7 AT T 47 4 NATIZZ DA
T a rERELBRNTIEIN,

« 5% A v H—T A ATARP 7 2% L7\ (Do not proxy ARP on Destination
Interface) ]: ¥y BV IPT RLANDEENT v FOT m X ARP NI L 7,
v oS A E—T A AR UXY NT—7 FOT FLAZRFER LSS, VAT L
7 X ARPZHH L Ty B 7 T RLADOTNTOARP ERITISET 52 LT,
Yy BT T RVRERHRET DN T T4 v VB ATZELET, ZOHERE, T34
AINEDMDR Y b T =27 DT — 8T = A \ZIRDMBERIRNIZD . —T 1 > 7 HIMEIRAL
SNET, XU ARPIIMLEITC U TEYICTEET, EHICT 56, LIitiChiE

?éww H\@EE) 7 — R &Eéhfwéb%ﬂ%biﬁ TAT T 47 4 NAT D
WA, BEIT e X%T ARP IIRE T, CEoTIEEROMENRE LD Z ENRHY
iﬁ—o

s [BESEA H—T A ADN— KNy 7T T % FAT (Perform Route Lookup for Destination

Interface) ] : JCDIEEITLT FL AL EBHBLEDEETLT FLAIZH L TRILA T V=2 b
BIRLTWT, BMETA v A =T = ALSEA VI —T = AEBIRT D56, Z0OF
Tva v EER LT, NAT b—/WCRESN TV 50 v ¥ —7 = A AT 5
PO, V=T 4 T T =TSN TIEA V=T = A RO SEDH LR TE
ESC RN

ATvTT [URfE (Save) 1227 U w7 L TL—L%EBMLET,
ATY T8 NAT R—TU T [fR1FE (Save) |27 U v 7 LTEEEZRELET,

TATT AT 4 F&E NAT DERE

AY—+ 314t YR—bENET | HR—FrShd K
VR HEDSA VR | R ALY A
& (Any) ML Firepower Threat |{£& (Any) Access Admin
Defense Administrator
Network Admin

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

ATy T

ATvT2

ATvT3

7177174 3mNaTORE I

B NAT BSBEHRO = — X &z LCORVWEAIE, AT 497 TATF YT 47 4 FB
NAT L— V&AL ET, 72& 2, sl CCTREIE A LI-WEARRETT, A
FUYT TATT AT 4 NATL— A EFEHL T, 7 RLAOEBERIELET, DFD .,
HEDT RLAICEH L ET,

15D B HIIC
[A7 =27 b (Objects) 1>[A7 =27 MEEE (Object Management) | ZER L, /L—/L T
FEhRXy NI—7 T V=27 NERIZITN—TE2EHRLET, >IPvd 7 KL AL IPVv6 7 R L
ADW T 7N —TIZAND Z LI TEERE A, | DDFATLETNREENTNDLLENDH Y
FT, FE NAT V=L EERLTNDEXIAT V=7 FNEERTH b TEET,
FAT Vs MIROBEF I THERH Y £77,
« DEDFEEIC (OriginalSource) ]: ZAUIAR Y NV —27 A7V =7 NERITIZNA—TT, &
AN, #E, IV TRy FEELRIENTEET, TRTCOTOEETLRNT 74 v 7
EEMT D56, ZOFEEAX 7L, L= T[TT (Any) | ZHEELET,

o [EHaE A5G0 (Translated Source) |: JTLOEFEILERUAT V=2 b, A7 3 T,
WNENFE ST RO AT V2 /7 M ERIRTE F9,

N—LTHET R ADFRIEMREZRET H L. [JuDFi5t (Original Destination) ] 36 K O [Z5#
FEH56E (Translated Destination) | D%y U —27 47V =7 F&2/ERTE 9, FA— ML
ERELIIIRDAZT 4 v 7 A v F—T 2 ANAT DR EFRET DHE1L, 58kD~ v
YT T RLRICHTHA T2/ FOBEMEAX Y FTE, L—LTA v F—T oA ZAEIRE
LT,

FFEIC, 5. FRIFEOMEFOR— MERBIATTEET, A7V bvx—V % T
L, TOR— M EEMINTZAR—FTCHEHTELR - FT7 V27 MRS DH T L 2R LE

To TAT VT AT A NATIZIERI LA T V27 & TEET,

FIE

[T/34 R (Devices) |>[NAT] %3%®R L. Firepower Threat Defense NAT R U > — & E F 721

WELET,

WONTINNEFEITLET,
s L= DIEN (AddRule) |RZ &2 U v 27 LT, HLWL—LZER L ET,
HRET Ay @) B2V v LT, BEOL—ILERELET,

Ama—% {7 Vw7 3hHE, —OUVERY, at— BE0fHF, A, BLOHIERA

varvRRRINET,

HEARNV—= VDA T g ERELET,
« [NAT /L—/L (NAT Rule) ] : [FF#) NAT /L—/L (Manual NAT Rule) ] %R L x4,
c[ZAT (Type) 1:[AXT 4> (Static) |Z&EIRLET, TOREIFERFILT FLRIZ
DHBHENET, 50T FUAOEMREZER L TV DL5E, BHITHEICTHICITOILE
‘a‘o

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B 777 smnTonE

ATv74

ATvTh

c [HNZT % (Enable) 1: V=& T 7T 4 7T HMEIDERELET, L—IL X—
SOV v Ama—EERA LT, BCA—NET T 4 TALEITIET 77 4 7T
Z %9, Enable

s [#E A (Insert) ]: —/LZ&BMTIHEHMERELET, A—mid, #73U (HBH) NAT
JL— L DFIIE) . ERIREE LT AL—AEEO ETICHEATEET,

(Ao ¥ —T7x2AAFT V=7 I (Interface Objects) | ¥ 7 C, LLFDOA T a v ERELE
o

c[EETXA L H—T = A AL TP =2~ (SourcelInterface Objects) . [FBIoA ¥ —7 = A
A #F7¥x 2 b (Destination Interface Objects) ]: (GEARY > —DH) , [EfFLY —r
(Source Zone) ], [5E%: —> (DestinationZone) |: (N T U AXRT LU N 77 AT Ut —
VE— ROGEIZHE) o NAT L= AR A INDHA ¥ —7 = A ZAEi#BlT 5% 2
VT 4 V=, [T (Source) 11E, T3 ATAD bT 7 4 v 7 vl 5 EBREDA
VH—=T A ARGt — v, [485 (Destination) 11X, T A ANDHHDLNT T 4 v
PBET D~y BT A B =T =2 A EFRY =, TT 4V RTHE, TRTOA
=Tz ANV —ABREHASNET (TC (Any) D . (FV oY Z—F X
Ne— f B —T = A ZADBEITHEE)

TTDNRTy BT R A (IPvA 721X IPvE) « DFED ., TDORT Y MIERINDI ATy BT
FLAZHELET,

TFEDINr sy s EBEWGE IR > FOFNZONTIE, ROKEZR LT &, 22Tk, N
WARARNTTAT T 47 4 NAT AT LE T8, AR N2 LET,

Source Destination
EﬂLﬁiE;Q}——_LJ-_—<mm;}——[]]
— _- i S —
10.1.2.2 Real: 192.168.1.1
Identity Mapped: 10.1.1.1

10.1.2.2 -—-= 192.168.1.1

10.1.2.2 —=10.1.1.1 >

Original Packet

« [FTOEETE (OriginalSource) 1: B L TWDHT RLAZEGL Ry NIV —27 F 7 V=7 |k
EFINN—T,

Translated Packet

« [JtD%ESE (Original Destination) ]: (A7 ay) . DT RLAEZGiery hT—7

FTVxr b, EAOEFEICTHE, LICERRL, EEILT FLRAOEBRMNEA I
F7, 5T RURAEZRE LGS, £OT7 RLVRIZRAZT 4 v 7 BWERET Hh, H
T AT T 47 4 NAT AT 52 ENTEET,

[f > % —7 =4 R (Interface) [>[f v F—T7=A A A7 =7 & (Interface Object) ] %
IR, FMETA v F =T = A ZADTD5ES ([Any] (ZRFRFA) 2_X—R(2T 52 LR
TEET, ZOFTva rERRT LG50, BEHOREA TV 7 MBI 2 0E
P ET, 5LET FLRICH LT, R— MERERELIZAZ T A v I A2 —T A
ANAT 2T 2121L, ZOF 7 a rE@RIRL, sER— M@ LEAR— M 47V =
7 FHERLET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

ATvT6

ATy T17

ATvT8

747 771 5NATORE [

BHAE N v T RLA (DFED, IPv4d F721X1Pv6) 8 ELET, 7y h 7T LA
WX, A v A —T oA ARy NU—TIZEREINFET, LEIZL LT, IPv4 & IPv6 DET
BT ET,

o [BHE 75550 (Translated Source) |: JCDERE L ERMUEAT V=7 b, A7 a T,
NENE ST FULHOA T V27 FEBIRTE E T,

o [EHE 75650 (Translated Destination) ]: (47T a3 y) , BHIN= 7y P THEHS
NB5EET RV AEELRxy NTV—7 37 V=27 NEIZTNAN—T, [JedsE% (Original
Destination) |ZER L725A. MULA T V=7 FE@ERTHZLICL T, 74T T+«
7 4 NAT (DFEVEMARL) ZRETTET,

(FFvay) y—EALHOEE T — X R— NEFII5EE— X A— 230 L E
j—o

R—FNEHERE LTZAXT 4 v 7 NAT 2% E L72HA. BIE7x. s, F2320mTo
RN— ML CcEE4, 72L& z1E. TCP/80 & TCP/8080 M2 ZE#CTx £,

NAT Tl&, TCP £721X UDP OAHNRY KR — h SN FTHR— ML T 555, EFEO— R
FT7V =27 T u a7 =X ATVl bOTa b aoliEnE U
2B IO LET (WHFEDH TCP £721XM 5 & L UDP) . 7 AT 7 47 4 NAT Ti,
DFR—he~wy T A= OWEFIZRILY—ER A7V FEFEHTEET,

s DEDEEICA— R (Original Source Port) ], [ZE#a# #5504 — I (Translated Source
Port) |: PHELT RLADR— NEH A EFR L ET,

« JLDFESEAR— b (Original Destination Port) ], [Z#a# #5855 — b (Translated Destination
Port) |: %827 RLADR— NEHAEFR L ET,

(A7 a) [ (Advanced) | # 7 C, MERA TV a U ETIRLET,

c[ZDN—)v & —FT % DNS & A ZH: (Translate DNS replies that match this rule) ] : 71
TUT AT 4 NAT X, 20T v a v ZFELRWVTL S0,

s [IPV6] : A > X —T = A APAT IZ5EEA v X —T7 = A ADIPv6 7 KLV AZMEHT 50 L
IMERELET, A VX —T A APATIZSEEA v H—T =2 A ADIPv6 T KL A %Af
RAT2mErnEfmELET,

« 5% A v H—T A ATARP 7' 2% L7\ (Do not proxy ARP on Destination
Interface) ]: ¥y BV IPT RLANDEENT v FOT X ARP NI L 7,
VT A B =T oA ALFE LRy U= LOT RVAEBH LGS, VAT A
T7B X ARPZMFEHL Ty vy B 7 7 RLADOTRTOARP ERIIGE T HZ & T,
YT T RVARGERETD NI 74 v 7 2#RATRELET, ZOHERLE, TNA
ANZEDOMDR Y NT =27 DS — N7 2 A ZIRDULERIRND, —T ¢ > 7 3 il b
SNFET, FuF T ARPIIMLEITS U TEMICTE LT, BT H5G. RIRICAE

?éww A\ 7 — R &Eéhfwéb%ﬂ%bi? TAT T 47 4 NAT D
WA, BEIT e %T ARP IIRE T, CEoTIEEROMENRELDZ ENRHDY
i‘g—o

s [BESEA H—T A ADN— Ky 7T w7 % FALT (Perform Route Lookup for Destination
Interface) ] : JCDEFEITLT FL AL EBHBLEDEETLT FLAIZH L TRILA T V=2 b
BIRL TWT, BEILA VF =T oA RLGESEA V=T = AZBRT D56, 0%
Tya rEBRIRL T, NAT b—VIZERE SN TWDLEA X —T = AT 5%

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
. Firepower Threat Defense 0O NAT JL—)L JanNTF«

PO, V=T T T =TSN TI A V=T oA ARSI HEDH LN TE
7,

 [HJ17 (Unidirectional) | : %657 RUAMBEFEILT RLASND MT 7 4 v 7 OEERH
BEBIZIE, 2OoF 7 a v ERIRLET, 50587 RLADRLIEEFEILT RLAA~D T
747 OFEHBES L, ZoF T a v ERIRLET,

ATvT9  [R1FE (Save) 1227V v 7 L CL—AZBIMNLET,
ATYT10 NAT X—IT[RME (Save) 1227 U v 7 LTLEEARFELET,

Firepower Threat Defense @ NAT JL—)L J0/\F «

Fy NU—7 7 RUAZEH (NAT) Vv— &R LT, IPT RLRAZMOIP T R L AT H#H
LET, #FIE. NAT V=L Z2HHLTTIA X~ T RLAENRT Y v 7 INV—TFT 47
TEDLT7 RLRIZEWMLET, 1207 RLAZHOT RUAIZESST 50, A—F 7 FLX
ZH (PAT) AL CEHOT FL A% 1 DF 3007 FURIZEBRL, A— &%
ERALTCEERLT RLREHBTHZ ENTEET,

NAT V—/VDIEARH 2T 087 213, ROEEBY TT, a7 4%, RS TWnWbZ
R HE) NAT L—)L & F&) NAT L— L TR U T,

NAT 2 4 7 (NAT Type)

[F#) NAT /L—/L (Manual NAT Rule) ] F721% [H#) NAT /L—/ (Auto NAT Rule) 1 D &
LHERETHIONERELET, BEINAT I, RETT FLADOKRZEH L ET, 50
T RURZEADWIMOERGIENERT 5 Z ST TE £ A, BE)NAT DIE 5 MEXE
T 5 ORI O T, Flh NAT OREREZBINT 2 BN e WERY . BE)NAT 24 L T
KEEW, ZO2O00BOENIOWTFELLIZ, HEINAT B L O T8 NAT (62—
V) ESRL TSN,

24 7 (Type)

B — V% [ AF v 7 (Dynamic) [IZT D0, [AXT 4 v 7 (Static) [IZT DH0%
BELET, ¥A4TFTIvIEBTIE, TRLRA F—Anbv vy 7 7 RUAREEN
(BIR S LD H, F 72l PAT OSEEERFIITT R LA/ — N OFAE DED BRI 3®
RanFEdT, v v 7T RUAR— NEEICERT HAVENRDLGEIX. AXT 4>
7 MR L ET,

E%11t (Enable) (FEj NAT OH)

= IVET 7T 4TI TENEIDERELET, V= R—=TDE7 Y v A=a—
ZHEALT, B CL—N2T 7T 4 MbERIIET 7T 4 7fbTEx 4, HE)NAT L—
NEET D Z LT TEEE A,

#A (Insert) (FE)NAT DOH)

= VB BINT A AIEE LET, L—iE, 53U (HEINATL—/LORINE) .
FHIFEE LIV NVEESDOLENTICHATE 9,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
4v8—7x42470zo k07074 I

REA (EE. FENAT OH) ,
JL—L® B DO,
PIED R E w7 T NAT b—/L 7087 4 DX TIZHOWTEIH L ET,

AVBA—TIARATSH F:NATDO TA/NT 4

AVE—=T A AF T2 b (X2 VT4V = FERBA L F—T oA AT NV—T) 1L,
NAT V—ABEH INAA v F—T = A AZERLET, V—T v RE—RNTIL, #EFk
SO IFIZT 7 A0 b HEE (Any) | ZFEHATIUL BV Y TOHNZTRTOT /A X
DFTRTDOA L Z—T A ATHEHATEET, 72720, @FITREDOFE I L5k A ¥ —
Tz ARERLET,

GE) MEE) DA VB =T 2 A ZADOEIX, TV v P T N—T AN~ f U H—T = A AL
HanEti, MEE DAL F—T oA AERETLE, TRTOT IV vy T—TF A
N f B =T =2 AR ENET, T, TV vy F—7 A R—|ZNAT %
HT 2123, A=A =T oA RERETLHLERNSHY ET, 7V v UHREAS 7 —
7 A A (BVD) BIKRIZNAT ZRETDHILIETET, AN~ A H—T A AZDH
NAT R ETE £,

AVE—T 2 A AT T2l MEEBIRTDHE, NAT V= VIET A ADA X —T = A AN
BINSNTTRTOL TV MIEENTND EXICORFESNET, T2&xiE, EET
ESEDWFOEX2 VT 4 V= EBIRT D E, FFEDOT A AZXLT1 2 koA v
B—T 2 A ANWIT DS = NCEENTWDLLERD Y 9,

RETAVE—TIARA TSz b, BEAVE—TARF TSz b
(T 9 IN—T AL e f 2 =T = A ADEEITILE)

B &) NAT O) [Z£#: (Translation) 1 70/8F ¢

[Z#2 (Translation) | % 7 DA 7> g L 2 ESTERIELT RLARY v B FENTEWHT R
LAZEHRLET, ROT a7 01X, BEINAT ICOAMEA I ET,

[FTTDE{ETT (Original Source) | (FIZWHHE) .
L TCWET RLAZEL Ry NT—2 ATV b, V=T TlER xy hU—7
FTV 2l MITLHRENRDY | RA N, #@il, ETIYT7XY FEGHLIENTEE
‘j‘o

[ZE#FEHEIETT (Translated Source) | GEE(IAHE) ,

B D~ o B 7T RLUA, ZZTERTINEILZ. TELTCWDLEHIIL—ILDOX AT
WZH o TR £97,
«[#4F v 7 NAT (DynamicNAT) |: v~ v B 7 7 RLAEGTery NU—7 4
T2 NEREFIN—T, Ry N = T2 FETIIIL—TITTH N
TEETHN, TRy +E2EDRI LTI TEETA, ZJV—7I12IPvA T KL R & IPv6

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
. BEE) NAT O [£5# (Translation) ] TA/8F «

T RLADOW G HEDLLITTEET A, 1 2DDF A TETEDDLERH Y £,
TN—TICHHEFRA NPT RLVADHEREGEENTWDEE, ®HTXAY A I >
J NAT IZfE SN, RARIP T RLRIZPATDO 73—y 7 L LTHERENE
—é—o

«[#AF 3 v 27 PAT (Dynamic PAT) | : ROWTFNEFEIT L £,

s (f v H—=TxAAPAT) , 58HDT RLVADA X —T oA AZMHHTDHIC
X, [ % —7 = A A (Interface) ]>[si5EA % —7 = A A IP (Destination
Interface IP) | BN LTI, FIHFEDWIA v X —T=2A A X T V) &
BIRTHOMLELHVET, A X —T = ZADIPv6 7 R L AZMH AT 5121,
[ (Advanced) | % 7 C[IPv6] A7 a v &I H LN H Y £9, PAT
T TR E LR TL7E &N,

SHHA VB =T 2 A ADT KL ALSAOH T KL X AT BHAL, 20T
DIVERR LR A N 2y hT—2 47 V= 7 FETRINLE3, PAT 77— L33
ELRNTLIZEN,

« PAT 7— V2T 51213, [E# SN 724570 (Translated Source) | & 220D %
FIZLTHEET, [PAT 7 —/L (PATPool) | # 7 TPAT /= A7 ¥ =7 |
R ET,

«[AXT 4 v 7 NAT (Static NAT) ]: ROWTFNnaEEITLET,

T RLVADREIN—TZ2MHATHIZIE, [T FLA (Address) | BX O~y B
TEINTET RLAZGLRy NI —0 A7 V27 NERFINV—T 2RI
T, ATVl NERIFIITNA—TIT, KA, @, FREV TRy b EEDD
ZENTEET, B@E, 11O~y BT TR, EEOT RLALRUHO~ »
BT RUVRAERELET, LML, T RLVRADED—ELWEabH D F
R

e R—=MEBREBRELIZAZT 47 A2 H—T A ANAT) , 585D T KL
ADA VR =T 2 A AT 5L, [ F—7 =4 % (Interface) ] [56551
V4 —7 A AP (DestinationInterface IP) ] %R L £3, FREDIIA
=T oA AFT V2l NeBIRTHZMELHVET, A F—T =1 ADIPv6
7 RV AZEAT 52T, [FEM (Advanced) 1% 7 C[IPv6] A4 7L a o &R
HUELHY ET, THUTHR—NEBRE, AT Ay T A H—T 2R
NAT #%ELET, BELT FRLA/KR—MI, /X —T =24 ADT KL A,
BLORIUAR— MEFICERINET,

“[TAT 7T 47 4 NAT (Identity NAT) ]: JEDFEITL LM UAT V=7 b, RBFU
JGCT, arT Y NELFE—DROF 7V =7 FEBRTE LT,

[FTtD7R— k (Original Port) |. [E#EFHAAR— & (Translated Port) | (X2 T4 v NAT @D
H)

TCP £7-1X UDP R — R 2T 20BN H 584, [JLdOFA— b (Original Port) ] T/
Fa L EEINL, TOR— FBIOEREAR— NOFFEZANLET, 72 2F, S

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
FB)NAT O [Z£3#: (Translation) ] 70/8F o« .

\Zhs CC TCP/80 % 8080 ICAMATE FE T, TAT v T 4T 4 NATIZZINGHDA T v a v
BHRELRNWTLIEE N,

FE) NAT O [£#: (Translation) ] 70O /8F ¢

[Z#: (Translation) | ¥ 7 D47 a & HioTRIETLT LAY v BV ENEEHRT R
VAZERLET, ROT a7 41X, FENATICOAWEASNET, RS T 554
EhrE, XTAHT v a T,

[FTtD#EIETT (Original Source) | (FIZWHZE)

BHLTWAT FLRAEELeXy N —2 A7V VERIZIAN—TF, Xy hT—2
ATVl NERFITN—TIZTHZENARET, FAA b, @, T3V T xy v EE
WHZENTEET, LOFEILNT T 4 v 7 BT XTERT H5E1T, L—IZ [T
T (Any) 1&FELET,

[E#FEHEIETT (Translated Source) | GEFE(XAHE) .

B D~y 7T RLU A, ZZTERTINEILZ. TELTWAIERIL—NLDOX AT
Ko TR 9,

« [ AT v 7 NAT (DynamicNAT) |: v v b7 7 RLAZEL Ry NT—2 4
T2l VERIFIN—T, Xy NI =0 F T2 FERIIINAN—TICT 52 LN
TEETN, Y7 Xy MEFLIEIITEERA, ZV—TFIZIPvd T RL A L IPv6
7 RLAD S Z#EDDHZ EIXTEERA, 120X A TETEDLLENRDH Y 7,
TN—TICHEPHE R A NPT RLADEGNEENTWDLEGE, #@HIXY ATy
J NATIZERA &N, RARNIP T RVAZPAT D7 53—y 7 L LTHERAEINE
7

«[#4F 2 v 7 PAT (Dynamic PAT) |: ROWTFNEFEITLET,

« S B =T ARAPAT) , 58%EDT FLADA v H—T oA Z&AFHT 5
%, [ % —7 x4 A (Interface) ]>[565cA > % —7 = A AP (Destination
Interface IP) | Z BN L F T, FIHFEDHIA v X —T=2A A X TPV &
BIRTAMLELHVET, A F—T A ADIPv6 T RLAREHT 5T,
[ (Advanced) | % 7 C[IPv6] 7 a L A EIRT H LN H Y £9, PAT
T VERTE L2V TL SN,

CHEHA L H—T 2 A ADT RVAUANOE—T RLRAEFEHTHE51L. €Dk
ODIER LT A N Ry NU—7 A7V 27 FaEIRLUET, PAT 7 —/LIEER
ELRNTL XN,

« PAT 7' — VEfEAT 21213, [B# S 7255 5C (Translated Source) | #ZED F
FIZLTEBEET, [PAT 77—/ (PATPool) | ¥ 7 CPAT 7/ —/ 477 b
BRI E T,

o [AXT 4 v 7 NAT (Static NAT) ]: IROWTNNEFITLET,

« 7T RVADOREIN—TZ2HEHATHI2IE, [7 FLA (Address) | B X O~ v B
TENTZT RLARZEG Ry NU—7 A7V 20 VEFRIIITNV—T &R L F
T, ATV NEFRIII A=A, RA N, #HiF, TRV TRy R EEDD

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
. FE) NAT O [£#: (Translation) ] TR/8F 1

ZENTEET, W@HE. 11Oy ST, EEOT FLAERE UKD~ v
BT RLAZRELET, L, TRLVRAODENR—FHLLWEALHY £
j—o

o (R—PFEMERTCLIZAZT 47 A H—T A ANAT) , 5HEOT KL
ADA B =T 2 A A&MEHT DI, [ % —7 = A A (Interface) ] [5B5cA
VA —7 A AIP (Destination InterfaceIP) | Z &R L F 3, FBEEDIEILA
H—T 2 A ALTTVx) bEBNTDHIVLELHYET, £ F—T A ADIPv6
T RURAZMHT5120%, [ (Advanced) | % 7 TIPv6] A7 a o & @i+
HRELHVET, THEFEAR—MEEILZ, XTI A F—T 2 R
NAT #RELET, BELTT RLVA/R—MI, /{2 X —T =2 ADT KL A,
BLORIUAR— MEFICERINET,

“[T7AT T 47 4 NAT (Identity NAT) ]: JEDFETL LR UAT V=7 b, RBU
JIGCT, arT YR EFA—0ROF 7Y =7 FEEIRTE £,

[FTTDFESE (Original Destination) |

ST RLAZ Gy NU—0 FT7Pxr b, EAOEFICT D&, sl <,
FEILT RLAOEBMPEHINET, 5887 FLAZEE LA, TDOT7 FLAIZA
BT 4 PEWMERTETHI, BICTAT T 4T 4 NAT 2fEHT A2 T4,

[EETTA 32— 4 X IP (Source Interface IP) | ZEIRL T, EEFmxA ¥ —7 =4
AZADeDsdE ([TXC (Any) JHEEIRAF) 2_X—RXITEET, ZOF S a o a#
RT D56, BEHOIEA TV =7 NHRIRTO2LERNH Y 97, 568567 L RITK
LT, R "EMERTE LIEAXT 4 v/ A2 —T = ANAT ZFET5121E,. 20
A7 a v EBRL, SR —MIELZR—F 47 V27 PHBBIRLET,

[E#iZEH DI (Translated Destination) |

BHWENT- Ry NCHEREND5ET FLAZEL Xy NU—2 A7/ NEIZY
N—"7", [JtD%E%: (Original Destination) | %8R L7356, RULA 7Y =7 N &2EIRT 5
ZLICEST, TAT YT 4T 4 NAT (DF W EHRL) 2R ETEET,

TTDEETLAR— b (Original Source Port) . E#iEA1X{ER— b (Translated Source Port) .
JTDIEFHEAR— kb (Original Destination Port) . E#E#A#3E5ER— k (Translated Destination
Port)
TEDNT sy N X OVEHE 3 v NOREITB LS —EAZERETLHR— 4T
Vb, R—FEEHLIEY, A—FEEHBRETICRCA 7V =27 FERIRLTH—F
ANCKT HN— NV DOEEER LT DN TEET, P—ERERETDHLEEIL, KD
= NZERELTLIEE W,

o (XA F v Z7 NAT £721X PAT) [JeDE(EILA— b (Original Source Port) ]38 LT
[ZE ¥ A58 564" — b (Translated Source Port) | TIIAEM T XA, s — R T
DHETEET,

*NAT TlX, TCP £7/21X UDP OAHMNHYR— b ENF T, A— b2LHIT 254, EBE
DY —ERF TVl v e hartvy by S —bERF TV oS e
INVOWENRFE CIZ/2D L9212 LFET (fiFEd TCP £/2idii s L s UDP) , 74

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
PAT Z—JLO) NAT 7 O0/3F « .

TUT 4T 4 NAT TlE, EEOR—FL~v 7 R—FDWFIZFE Y —E R 4
TVl bEEHTEET,

PAT 7—)L D NAT 7 0/3F 4

A F 3 w7 NAT ZRET HEIZ, [PAT 7 —/b (PATPool) | # 7 DF s XF ¢ 2 LT,
R—F 7 RLABHHEHT L7 RLADT =L EEHZTEET,

PAT 7—)LMDAE%H1E (Enable PAT Pool)

PAT 2T 27 RLAD T — NV ERETIHAIT. ZOF 7 a v w=@RIRLET,
PAT

PAT 77— VAT 57 L 2E LT, LFOWFNHZIEELET,

«[7 KL A (Address) ]: PAT 7—/L 7 RLAZE#TLHAT V=7 F, TRLAD
HHEEGLR Y NU—2 3TV =s b, FRIEAA N, &, HOIVEEOR T EE
DRy NT—2 ATV N TA—TONTNNTT, 7Ry 255 LT
TEXFEHA, FL—7ICIPVAT RLZALIPV6 T RLZADW A2 &5 2 LI TEF
Th, 1 OOFATTETEDEIRLERHY 7,

s [BB%kA >R — T =4 R IP (Destination Interface IP) | : PAT 7 KL 2 & L CEAT
BENA HE—T 2 A ABBELET, ZOF T arEHERATHEE. FED [4E
A v B —T7 A AFT7 V=7 b (Destination Interface Object) ] %IR35 LEN H
DET, [TC (Any) 1256014 —T oA AL LTHEAT S Z LIXTEEEA,
THE, AU E =T A APAT ZEETDHEH 9 1 DOHFIETT,

55> FOE Y (Round Robin)

T RVAEFR—b2T7 0 R BRTEHV Y TES, 7740 TIET Vv RrEY
A ENT, 1 O2OPAT 7 RLADR— FRTRTED L THLATOLIRO PAT 7 K
VABNMERESNET, 7 Rebr FRTE, 77— VNOKPAT 7 KL ANS 157
OF RLAER—IREIDHBTEND L, RO T RLRIZREYD, RI2EBEHOT R
VA EWISNRICER S ET,

$i.5k PAT 7—JJL (Extended PAT Table)

JEOR PAT ZfEH U £ 77, $K0E PAT i, ZHEFHICSET RLAER— 2552 &
T, IPT7 RLAZETiERL, —ERTEIZ65535OR— FBEHA I ET, @,
PAT BEHADVER ISR — & T RL A IEE SRR =D, PATT RLABHTD
65535 fHD AR — MZHIBR SN ET, 72& 21X, $53E PAT 24 L C, 192.168.1.7:23 |21\
229 A0 10.1.1.1:1027 O, 35 100 192.168.1.7:80 (2 A1 9 HEd 10.1.1.1:1027 DZE
WA ERR T Ed, ZOF T a i, A2 —Tx2A APAT £7213A v —T = A A
PAT 74—\ 7 THEHTLZ LT TEEHA,

75 v b R— FEEE (FlatPortRange) . F#iFHHR— ~ % &S (Include Reserved Ports)

TCP/UDP A" — hZE| 0 Y THERZ, A— P (1024 ~ 65535) #H—D 7 7 v Nl
HELTHERALEY, 2HMAO~ v 7 R— FEEE2BIRT LS. PATICLK - T,
KEORETA— FEENERHINET AABEREES) . 272l 2047 varsk

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



. SHH NAT 7 0/8F «

Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

BELRWE, BEOR— FRERHTER2WEAE, 7740 hTIE, EEOFR— MEFE
[l UAR— P (1~ 511, 512 ~1023, BL V1024 ~65535) MH~ v BT R— kR
BRINET, TOHATR— FBRRET D20 ERET 521X, ZOREEZITVET,
1 ~ 65535 OFEHEEZHEAT D121, [TREAR— FEETe (Include Reserved Ports) ]
FFa BB LET,

M NAT O/ T 4

NAT ##%ET 5 & &, [ (Advanced) 147> a v THBIZR Y — B A Z 4492 70T ¢
ERETEET, INo07a T [ 3T_XTH T arThh, Y —EARLERES
EFICRELET,

CDIL—ILIZ—39 % DNS BIED L

DNSJEEDIP T RV AEZEWT LM EINERELET, v v BT A v F—T (R
MOEBEDA B —T A ZABEIT S DNS JBEDOBRE, 7 RL A (IPv4 A £7213 IPv6
AAAA) L a— RiE~ v U7 SNTENOEEOHEICES B SN ET, e, FEEE
DALVE—=T 2 A ANMHY Yy E LT A B —T oA A IBEIT S DNSJHEDEA, La—
RIZFEEOEN D~y B T SNIEICEE R ONE T, O3 T T a VIR R
THASH, EBEHZICEIV AL a— L AAAA L o — RRETHEBT O D NAT64/46
BHDT=OIZMEI2Z ERBH Y £3, FEHICOWTIX, NAT #fEH L7 DNS 7 =V L&
EoEZHZ (1042—) ZBRL TSN, AXT 4 v 7 NAT)L—/L TiR— hE#H
ZITo TWAEEIZIE, 20X Ty a AMERATE £ A,

[1 23— 24 XAPAT (BBERA VA —T A4 R) ~D T +—JLA)L— (Fallthrough to Interface
PAT (Destination Interface)) | (#4739 NAT DH)

ZTOMD~ BT T RUANRT TIZED B THONTWDEGEARIT, A v F—T oA A
DIPT RVRARZNRNy 7T v 7 HRE L THEHRTOINE I DERELET (V¥ —T=x
AAPAT 7+ =Ny 7)) o ZOF T a i, 7V vy ZA—FDRA L NR—TEHARN
i A VA —T oA A BRIR LG AICORMEHATEET, /1 F—T A ADIPV6 T
RLU RS 51, [IPv6] A7 a U HIEIRLE T, TTICA v Z—7 =1 APAT %
BUFERT RLAL L TRELTWAEAIIE, 2047y a i Tc&E 8 A, PAT
TV ERERTHHEEL, ZOF T a UERIRTHZLITITEERA,

IPv6

A B =T 2 A APATIZSESEA v Z—T = A ZADIPv6 7 RLAZMFHT L0 E 9 & iE
ﬁi’bi‘é—o

[#v FEIT Y E 2% (Netto Net Mapping) | (REF 4 v NAT DH)

NAT 46 D5, ZOA 7 v a v H#IRL T, &MO IPvd 7 KL AZ IO IPv6 7 KL
AVCEW L, 2FZHE 2 BBICEBLE VW) EFCEBLET, ZOF 7T a 2R LA
WA, IPVAOIAL G AMER SN E T, 151 OEBOGEX, 2047 v a v 2ff
AT 20ERH Y 7,

JWHAVA—TIAATTAXL ARPHEL (RE T 4949 NAT OH)

T EUTIPT RLANDEETY Y hOTa X ARP N LEST, v v B A
VE—T A RAERILFRY NT—27 FOT RLAERFERHLEES. VAT AT Xy

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
pvs v k7—s 0z ]

ARPZHHL T~y B 7 7 RLADTRTOARP ERIGETHZ LT, v v BT
T RUVAZSHEET DT 74 v 7 BATRELET, TOFELE, T4 ANRZ 0
DRy NT—=T DT — T =2 AIZRDYUENRRNZD, V—T 4 T HREIL S E T,
7’1 %2 ARP (IS U T TE E3, Bhod 554, RiRICET A0 —4
WZEY) 72— RISRESNTWDOLERD Y 3, TAT T 47 4 NAT DA, @
X270 % 2 ARP IIARETY, JBAIC Lo CEEmOMERNE LD 2 EB3H D £,

BWEAVA—TTARTIL— bV I TV TE#ETLET (RE2T4 VY IDNATDH, JL—
7__\y F:E_ Fa)ﬂ) o
TEOHEETLT RLUREEHIELOEETLT FLRICKH LTRIUA T V=7 R AR LT
T, BETXA v H—T oA AEGHA L F—T oA ABEIRTDGH., 04TV a %
IR L T, NAT L= WZERE SN TINS5, v ¥ —T = A AT 2R bVic, L—
T AT T=TNNIEDNWTCHNA VH—T 2 ARDIEDHZENTEET,
[BEAE (Unidirectional) | (F8) NAT D&, RE T4 v NAT DH) .

BT RUAMBIEETLT RV ASD ST 7 4 v 7 ORERGE IZE, 2047 v
VEBEIRLET,

IPv6 v KD —9 DZE

IPV6 EH Ry hU—Z L IPVA XY N =7 DT T 7 4 v 7 @RS 5 0LERH D

Bt NAT ZEH L TCT FL R XA TEERTHLERDHY 3, 20D Pv6 Xy NV —7

DFAETH, MRy NT—I MENET RLAZREBITLERSHLGERH Y £,

IPv6 % v b U —7 CIIROEH S A TR TE £,
* NAT64, NAT46 : IPv6 /X7 F & IPvd (BLOZORx) ICEHLET, 220K »—
HEFRTDHVENDH D £, 1 DX IPv6 205 IPvd ~DZEH . & 9 1 DX IPv4 15 IPv6
~OEHATT, 150 FHNAT L—LTIREEHTEET, DNS H— B8
Xy NU—=21Ch 556 1E, DNSINEZEZWMZ Z20ERH DL RN H Y £, 5%
BETHE X FHNAT L— /L TDNS ODEXMI ZHNITHZ LILTERN 2D, 2
2O HE) NAT V—/VEAERCT 5 HiED#E L TV ET,

N

GE)  NAT46 BV R—FTDEDIE, AXT A7 <o TDOHTT,

« NAT66 : IPv6 2347 > R &ZBIDIPv6 7 RLAIZER L F T, 2 ¥ T 1 v 7 NAT DfiH %21
BHOLET, 47w 7 NAT £721X PAT 2 TEX £4723, IPv6 7 FL AL KREIZH
L, BAFT I o7 NAT 2T 20503350 8 A,

\}

GE)  NAT64 B L OVNAT46 1%, EEERN2NL—T v A F—T =2 A ATOMEHATE 9, NAT66
. V=T Y R A H—T 2 A AL TV TN—T R N— [ H—T = A ADHJ7 T
ATx£d,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense FID v k7 —% 7 KL Z# (NAT) |
. NAT64/46 : IPv6 7 K L X D IPvd ~D %2

NAT64/46 : IPv6 7 kL XD IPvA ~DZ i

N7 7497 BIPV6 Xy T —7 b IPVAER Ry N —Z7IZBET 554, IPv6 7 RL-X
ZIPVA T RLRAICEWL T, IPU ML IPVOIC T 7 4 vV ZRTULERHY T, 2507
RLA 7= (IPv4 % hT—Z|ZIPv6 7 KL A% /A LV RTHIPvAT RL A F—jL k|
IPv6 X NU—2I|ZIPv4T RLA%ZNAL L RT5HIPv6 T RL A T —)b) ZERT HULEND
nEJ,

* NAT64 /L — /LD IPv4 7 R LA F—)UFa@F I/ S <, —BIIZIPY6 7 9 A4 T N 7
RLRAZEFEHLTIX 1 Oy BV T EFRET HITIET RLABRRD WGEAERH D £
T, EAFT IV I PAT X, #AFT I v 7 NATRAZT (v 7 NAT L% &L Z¥D
IPv6 7 747 b 7 RUARDLGHETH., HEEHICHHETEET,

*NAT46 /L— /LD IPV6 7 RL A 7 —)LX, v~y B TIN5 IPvE T L ADEEEL W
. FNEVELS ARV ET, ZHICEo T, BIPvE T RLAEBIDIPVv6 7 KL AIZ~
B TEET, NATA46 1 IARZ T 4 v I ~ v B T DORhEYR— T D0, XA
I vV PAT 2T 5 Z LIXTEEE A,

EETIPV6 XY T —27 L5 IPvA Ry R =2 D2 ODRY V—%2EHRTHMENH Y £
T 120 FEINAT L— /L CINEEBRTEETA, DNSH— 0Ny hT—212H D
i, DNS LB A EEX M HAMLENH L REMENRH Y £7°, 5Lz iEET 5 & X FH)

NAT /L—/L CDNS DEX#Z 2 HNCT L5 LIZTEXRNED, 250 HE) NAT L—/L%
TER T2 HiENE L TVET,

NAT64/46 D5 : RERIPV6 =~y T —0 ESERIPVA A B2 —F Y

AI—bF 54+
P

WEXDSA VR

YiRh—hkEhdT
N R

HiR—brEhBHF
AL

TR

L& (Any) AP Firepower Threat |{£-% (Any) Access Admin
Defense Administrator
Network Admin

WORNE, NEO IPv6 AR v 8T —27 BFHEL, NEl2—FRMEL T 500 D0 D IPv4
HHYP—EABINEOA 2 —3 v b EICHFEET D725 T3,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)




| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
NAT64/26 1 : P IPV6 % kT—25 st ipa 1 > a—%y k]

Web server
209.165.200.225/27

A

=
1. =" DNS server
- . 208.165.202.129/27

oﬁtside
IPv4 209165201 1727

[Em—
DNS: www . example.com

pios -db3-D1AL:
5001.dba 100 — 209.165 201 1 y, A 209165 200,225 — AAAA 2001:dbB:D1A5 CBET
209.165.200.225 — 2001:db8:D1A5:CBE 2UADS 202159 <01 DB A Cr

209.165.201.1 — 2001:db8:-100
inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
/ \ 2001:db8::100
——

ZOBEITIE, ANEA v HZ—T A ZADIPT RLAZFOXAF I v £ X —T = A X PAT
ZAEFA LT, WNERD IPv6 x> U — 27 Z IPv4 ([ZEHA L £9, AL IPve b T 7 4w 714,
2001:db8::/96 %* > N T —27 DT RLAIZAZT 4 v 7 \ZEHBIL, WKy NV —27 TOEEFE
DNE[REIC72 D £9°, NAT46 /L—/L CDNS OEZHX Z G T5H L. SMH DNS Hh— 305
DB % A (IPvd) L a— Fb AAAA (IPv6) L a— RICEH T, 7 RL AN IPv4 D
IPv6 ICEH S IVET,

wix, WNERIPV6 > b7 —2 £@ 2001:DB8::100 I2H 5 7 7 A 7 > b www.example.com %

BIZ 9L LTWDHHED Web RO —iy2 s — 7 o A TY,

1. 7947 hDOarE=a—4%732001:DB8:DIAS:CA81 (24 5 DNS H— N2 DNS FR % 1%
fELET. NAT b— L2k ¥, DNS ERDOEE L E5EEN/RDO L H IS ET,

«2001:DB8::100 % 209.165.201.1 FO—F D R— MIZEH (NAT64 A > Z—T =1 A
PAT /L—/L) |

«2001:DB8::D1A5:CA81 % 209.165.202.129 (ZZ5# (NAT46 /L — 1, DIA5:CA81 X IPv6
@ 209.165.202.129 IZAHY LE£9) .

2. DNS H— 373 www.example.com 7% 209.165.200.225 TH 5D Z & 2T A L a— RIILE
L%9, DNS DEXHZ NANT/ > TV D NAT46 L— L2 KD . A L a— K3 IPv6 D
4D AAAA L a— RIZEB SN T, AAAA L 21— R 209.165.200.225 73
2001:db8:D1AS:C8E1 IZZ# I E T, 728, DNSISEDEEILT RL A LFET FLA
IFEREINER A,

*209.165.202.129 % 2001:DBS::D1AS5:CA81 [ZZE#

*209.165.201.1 % 2001:db8::100 |ZZE

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B vatease ol - mEBIPE Ry b O—5 ESMERIPU A LB —F oy b

3. ZANT,IPV6 7 TAT 2 bR WebH— "DIPT KL A%ZE&E L, www.example.com
(2001:db8:D1AS5:C8E1) Z HTTP E:RkZX{ET&x£7, (DIAS:CSEL IZ IPv6 D
209.165.200.225 IZF84 LE ) . HTTP ERDOEE L LN LHmEINFE T,

*2001:DB8::100 % 209.156.101.54 L DO—E DR — MIZHL (NAT64 A > 2 —T = A A
PAT L—/)V)

+2001:db8:D1A5:C8E1 % 209.165.200.225 |ZZ5Ha (NAT46 /L—/L)
WOTFNETIX, ZDOFIOFREHFIECOWTIA L ET,

1ash BRI

TNA RKIET oA =T 2 A ANFENTNDA LV F—T 2 A AFT V=7 b (BEF=a
V7 V=V FERIFA v E—T 2 A A TN—T) DD L uEWRLET, ZOHITIE, A
VHE—=T 2 A AL TV =7 Miinside B L Poutside & WO LFIOEXF =T 4V —0ThD
ERELET, A VX —T 2 AAF TV MEFETHIZIE, [P b (Objects) |>
[#72 Y FEE (Object Management) | Z IR L THbH, [ ¥ —7 = A A (Interface) ]
EIRL £,

FIE

RAT9T1 WEIPV6 v T —27 EAMNRIPVA Xy NU—V R ERT DXy NV —2 A7V =7 FEEk

L/i‘j—o

a) [TV b (Objects) |>[A# TPy FEE (Object Management) | i8R L E 7,

b) ILTUYDT—TANE [Fy hU—27 (Network) | ZiEIR L., [Rv FT—2 ZEM
(Add Network) >[4 72z FDEM (Add Object) |27V v LET,

c) WHERIPV6 X v hT—27 H#EFRLET,
Py NT—7 A7V x7 MZAH] (inside v6 72 E) &fHF, £y hU—27 T RL A
2001:DB8::/96 # A1 L £ 7,

New Network Objects ? X
Name: inside_v6

Description:

Network: 2001:db8::/96

Format: ipaddr or ipaddr/len or
range (ipaddr-ipaddr)
Allow Overrides:

d) [fR1F (Save) 1227 U7 LET,

e) [®vy bT—Y DM (AddNetwork) |>[F T2 x5 bDEM (AddObject) |22 Y v 7
LT, AMBIPva Ry FU—2 ZERLET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

f)

NAT64/36 Ol : &S IP6 =y k7 —% st IPva w5 —% v + ]

Fy NI—27 A7V =7 M4l (T2 &z, outside v4 any) ZfHF T, *rv hU—72

7 KL 2 0.0.000 A LET,

New Network Objects ? X
Name: outside_vd_any

Description:

Netwark: 0.0.0.0/0

Format: jpaddr or jpaddr/len or
range (ipaddr-ipaddy)
Allow Overrides:

[fR7F (Save) |27 U w7 LET,

RTw T2 NEIPV6 % NT—27 DO NAT64 XA F I v 7 PAT V— L E2RTELET,

a)

b)
¢)

d)

Add NAT Rule

MNAT Rule: Auto NAT Rule

Type: Dynamic

[T/34 X (Devices) |>[NAT] Z 4R L. Firepower Threat Defense NAT "RV o —Z Bk £
TeIIfmE L £ 7,
[b—/v DB (AddRule) 1227V v LET,
ROTBNT 4 2R ELET,
* [NAT /b—/ L (NAT Rule) 1= H#) NAT L —/L,

«[# 47 (Type) ]=Dynamic,

(A F—TxAAFT7T=x2 b (Interface Objects) ] % 7 T, LAFOEEEZITVET,
c[FHETLA L HF—T 2 A A F T =2 b (Source Interface Objects) ] = inside,

s [BEAA v H—T 2 A AFT Y7 ;b (Destination Interface Objects) ] = outside,

[Z5#: (Translation) ] ¥ 7 C, WOBEBZHRELFT,
« [JEDE{ETC (Original Source) ]=inside v6 v hT—27 F 77 |k,

o [BHE > DOEEIL (Translated Source) |=485E1 % —7 = A AP (Destination Interface
IP) .

W

w

Interface Objects Tm PAT Pool  Advanced

Original Packet

Original Source:* inside_v6

Qriginal Port:

Translated Packet
pall =+ Translated Source: Destination Interface IP bt

([ The values selected for Destination Interface
Objects in Interface Objects’ tab will be used

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .




Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B vatease ol - mEBIPE Ry b O—5 ESMERIPU A LB —F oy b

f) [OK]%27VUvZ LET,

TON—ZE Y NEA v EZ—T = A ZD 2001:db8::/96 VT Ry RIS A v F —
T2 AZMMWITRXCDRNT T 4w 7B, WA H—T A ADIPv4T KL A& ffH
L T NAT64 PAT ZEHa S £,

ATY T3 HNEBIPvA X NT—T DAXT 4 v 7 NAT46 V— LV ERELET,
a) [L—/LDEM (AddRule) 1227V v 27 LET,
by ROT T 4 EHELET,
* [NAT /L—/L (NAT Rule) ]= H &) NAT /L—/ (Auto NAT Rule) .

«[# A7 (Type) 1= A¥T 17 (Static) .

) (M ¥ —T7xARAFT =7 b (Interface Objects) | ¥ 7 T, LA FDOEEEITVET,
c[EEA v H—T=2A A AT V=2 b (Source Interface Objects) ] = outside,

s [BEdA v H—T 2 A A ATV ;b (Destination Interface Objects) ] = inside,

d) [£#: (Translation) | ¥ 7 C, IROEHZRELET,
s LD FEEIE (Original Source) ]=outside v4 any Rr> NV —27 A7V =7 K,
o [EHREHDEIETT (Translated Source) |>[7 FL R (Address) |=inside v6 % v b
Ve ATV b,

e) [FF# (Advanced) ] ¥ 7 T, [ZD/N—/L & —FT 5 DNSJHE & ZH (Translate DNS replies
that match this rule) ] 2N L 77,

Add NAT Rule

NAT Rule: Auto MAT Rule b
Type: Static B
Interface Objects Tm PAT Pool  Adwvanced
Original Packet Translated Packet
Original Source:* outside_v4_any b+ ] Translated Source: Address
inside_vé
Original Port: TCP w

f) [OK]Z27 Vw7 LET,

ZONL—NIIZEY NEA LV F—T A RISy NT—27 EOFTRTDIPvE T
KU AN, #HAIAIIPvE T KL AR AMHEH LT 2001:db8::/96 r > hU—27 EDOT KL
AN ENET, 72, DNSIEEN A (IPv4) L =a— Kinb AAAA (IPve) L =1— i
FHEN, 7 KLU AN IPv4 95 IPv6 ICEB S L ET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

NATE6 : IPv6 7 KL RDR% 3 IP6 7 FLR~0ZHE ]

NAT66 : IPv6 7 KL ADEXLBIPV6 7 KL ANDEHE

NAT66 D5l :

IPv6 1> b T =27 InBRID IPV6 % v b T — 7 ICBET 5568, 7 RLAZN4Br Yy hU—7
DORIDIPv6 7 RV AIZEMMTEET, AXT v 7 NAT ODEHZ#LE L4, ¥4Iy 7
NAT F7201XPAT 2 CT&E £ 928, IPv6 7 RLAIZREICH DD, XA v 7 NAT %
FRTLIMLENH Y FH A,

BT RUVA XA T TOEBTIE/RN =0, NAT66 BHDOH—D /)L — LN LETT, H
HNATZFEH LT, 2o — LV EHEICET Y TEEd, 2L, VF¥F— T 7 14w
7w LIAWEAIE, FEINAT OHEZFEH L TAX T 4 v 7 NAT L— L& B — 29 %
ZENRTEET,

FO—OBDRET 400 E

AX—hk 24t YiR—bENdT | HHR—brEhdHF
VR WEDSAEVR|INAR ALY TOtER
f£& (Any) ML Firepower Threat |{£& (Any) Access Admin
Defense Administrator
Network Admin

HEINAT 2 LT, IPv6 7 RL A F—LlORAZT 4 v 7 BEHAEAZRETCXET, ROHFIT
1. 2001:db8:122:2091::/96 % k7 — 27 OWNHET KL A % 2001:db8:122:2999::/96 % ~ kU — 2
OHNET R R EHS 5 HFIECZOWTHA L ET,

PR
= |
IPvE web server

oﬁtside
IPvE 2001:db8:122:201b::1/96

2001:db8:122:2091::121 — 2001:db8:122:2399::1

e

inside

IPvG 2001:db8:122:2091::11/96

S Inside client

/ \ 2001:db8:122:2091::121

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B s on: xo ro—sMOREF v s TH

ATy I

1R BHHEIIZ

T AKIET DA v Z =T 2 A AREFENTNDA LV F =T 2 A AFT V=7 b (EF=a
VF7 g = FB3 A v E—T 2 A A TN—T) BNHDHI LR LET, ZOFITIEH, A
VH—=T 2 A AL TV =7 Miinside L Poutside E WO A4FTIOEXF =T 4 V—2ThD
ERELET, A VX —T 2 AAFT V27 MaRETHIZIE, [P b (Objects) |>
[Ty FEE (Object Management) | IR L TH 6, [/ ¥ —7 =A A (Interface) ]
IR ET,

FIE

W IPV6 > RV —27 AN IPVONAT Xy NU—V 2 EHRT HAX Y NIV—2 AT V=7 b
EVERCL 97,
a) [A#72xV k (Objects) |>[ATP ¥ FEE (Object Management) | iR L £,
b) AT UYDT—TANE [Fy hU—27 (Network) | ZiER L., [#v FT—4 ZBM
(Add Network) |>[A7 2 FDEM (Add Object) |22V v LET,
c) WHERIPV6 X v hT—27 H#EFKLET,
Xy NT—27 A7V MZART (T2 & 21X, inside v6) #fHFT T, *v RU—27 T KL
2 2001:db8:122:2091::/96 Z AJ1 L £,

New Network Objects ? X
Mame: inside_v6

Description:

Metwark: 2001:db8:122:2091::/96

Format: ipaddr or ipaddr/fen or
range (ipaddr-ipaddr)
Allow Overrides:

d) [fR1F (Save) 1227 U7 LET,
e) [y kT—4®DiENM (AddNetwork) |>[A T ¥ FDENM (AddObject) |27V v
LT, #MBIPVONAT X NV —7 HERLET,

Fv NT—27 7 Vs MZ4RET (72E 21, outside nat v6) ZAfHT T, *v hU—7
7 K12 2001:db8:122:2999::/96 & AS L £,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
NATSS Ol v kT—s R0z 27 v oz [

New Network Objects ? X
Name: outside_nat_ve

Description:

Nebwark: 2001:db8:122:2999::/96

Format: ipaddr or ipaddr/len or
range [rl'-,Dﬂ didr- iDa ddr ')I'
Allow Overrides:
f) [fR1F (Save) 127 Vv 7 LET,
ATFY T2 NERIPV6 X NU—2Z DAZT (27 NAT b— /L &R ELET,
a) [T/\M R (Devices) |>[NAT] %# &R L. Firepower Threat Defense NAT 7~ U o — % {ER% £
T L ET,
b) [L—vDiEN (AddRule) 1%27 YV > 7 LET,
) MOTuNNT 4 EZFRELET,
¢ [NAT /b —/L (NAT Rule) ]= H#E) NAT /L—/L (Auto NAT Rule) .

«[#A 7 (Type) 1= A¥T 47 (Static) .

d) (M ¥ —T7xAAF7Y=7 | (Interface Objects) | ¥ 7 T, ROHHEZHREL £,
c[EFIHAH—T 2 A A FT V= b (Source Interface Objects) ] = inside,

s[5 A v H —T A A AT/ b (Destination Interface Objects) ] = outside,

e) [Z#: (Translation) | % 7 C., WWOHEHEZHREL £,
« [JEDE(ETC (Original Source) ]=inside v6 v hT—27 F 77 |k,

o |EHFEHDIEIETT (Translated Source) |>[7 FL X (Address) | = outside nat v6
Xy NU—7 TV h,

Add NAT Rule
MAT Rule: Auko MAT Rule N
Type: Static o
Interface Objects Tnnlldjm PAT Pool  Advanced
Original Packet Translated Packet
Original Source:™ inside_vé v Translated Source: Address

outside_nat_vé

f) [OK]Z7 VU7 LET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B natesoni oo TumiPe 428 —T x4 2 PAT

ZON—Z LY NE A E—T = A A D 2001:db8:122:2091::/96 %7 % v k1> B HRER
ABE—=T 2 A RZMANITXTORNT T 4755, 2001:db8:122:2999::/96 % v kT —27
FO7T RUVRIZAZT 4 v 7 NAT66 B E T,

NAT66 D15 : &> FILIEIPv6 f 2 — T = A X PAT

AY—+ 314t YR—bENET | HR—FrShd K
VR HEDSA VR | R ALY A
{£& (Any) ML Firepower Threat |{£:%& (Any) Access Admin
Defense Administrator
Network Admin

NAT66 % EHEFT A DE T 7a—Fik, A X —T7 =24 ADIPv6 7 RL A LD
2B R— MIWERT R LA ZEAIZEIY 4 THHETT,

NAT66 DA > H—T = A APAT V—VERETDHE, TDA L F—T A AIEEIN T
BETRTOTa— L T RLABPAT O v BV IR ENET, Ao F—T A ZADY
vrma—ha T RUAEREIY A ha—bb 7T R AL, PATIIIERAESNET A,

Jrim—

=

| IPvG web server

' ol;tside
IPvE 2001:db8:122:201b::1/96

2001:db8:122:2091::121 — 2001:db8:122:201b::1 2
inside
IPvG 2001:db8:122:2091::11/96
Inside client
) | 2001:db8:122:2091::121
. .

1R BHEIIZ

TR ANZHNET DA HE—T 2 AMEFENTNDA L HX—T oA AFT V=7 b (EF=
V74 V=V FR3A =T oA R ITN—T) BHDHZ LR LET, 20T, 1
VHA—T 2 A AFT V=7 Fiinside B X WNoutside & W HLRBTIDOEFXF2 VT 4 V=0 ThD
EIRELET, /X —T 2 A AFTT V27 FERETDHITE, [TV b (Objects) |>

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

ATy T

ATvT2

NATEs Ol - &> Tz IPve A 5 —7 x4 2 PAT ]

[T x4 FEE (Object Management) | 2RI L T D, [ ¥ —7 = A A (Interface) ]

IR E7,
FlE
WEIPV6 X N —V B EERTHAY NT—7 A7V =7 MEERRLET,
a) [#7P ¥ b (Objects) |>[A TP Y FEE (Object Management) | 3R L £,
b) IUTUYDOT—TANE [y hTU—7 (Network) ] Z&R L., [y kT—9 ZBMN
(Add Network) |>[A# T2 x% FDEM (Add Object) | %27V v 7 LET,
c) WEIPV6 X MU —27 ZFERLET,
Xy MU= FT7 V=7 MIAHD (Tob 213, inside v6) 1T T, *y U= 7 N
A 2001:db8:122:2091::/96 = ASJ L £ 7,
New Network Objects ? X
Mame: inside_vé
Description:
Metwork: 2001:db8:122:2091::/96
Format: ipaddr or ipaddr/fen or
range (ipaddr-ipaddr)
Allow Overrides:
d) [fRfF (Save) 1227V v 27 LET,
WEBIPV6 K> T —2 DX A F I v 7 PAT b—VE&ELET,
a) [T/\M R (Devices) |>[NAT] %# &R L. Firepower Threat Defense NAT 7~ U o — & 1Bk &
TolImE L ET,
b) [L—vDiEN (AddRule) 1%27 YV 7 LET,
) RDOTmNRT 4 HFELET,
* [NAT /L—/L (NAT Rule) ]= H#E) NAT L —/1,
«[# 47 (Type) ]=Dynamic,
d) [ ¥—T7x=AAFT =7 b (Interface Objects) | ¥ 7 T, LA FNDOEEEITVET,
c[EFIXA L H—T 2 A A FT V= b (Source Interface Objects) ] = inside,
« 5% A v H—T A A AT/ | (Destination Interface Objects) ] = outside,
e) [Z#: (Translation) 1 % 7 C, WOIEHZRELET,

« [JEDE{ETC (Original Source) ]=inside v6 X v hT—27 F 77 |k,

o [EHEHDE(E I (Translated Source) |=%85EA % —7 = A A TP (Destination Interface
IP) .

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B woz=sy>y

f) [Ff# (Advanced) ] # 7T, [IPv6] BN L £7, Zhid, 361 o F—7 = A AD IPv6
PERIND ZEEEKRLET,

Add NAT Rule
NAT Rule: Auto NAT Rule v
Type: Dynamic D
Interface Objects Tm PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* inside_v6 bl * ] Translated Source: Destination Interface IP i
@§ The values selected for Destination Interface
@ Objects in Tnterface Objects’ tab will be used
Orniginal Port: ~

g) [OK]%#27YUv2r LET,

ZON—L T, NEA v Z—7 = A AD2001:db8:122:2091::/96 %7 % > F MBIV A >
H =T 2 f A~DNT T 4w 71F, A F—T o AFITRESNTZIPV6 7 o — 3L
7 R L 2DV NAT66 PAT 2 S v E 5,

NATDE=R')>2Y
NAT ¥t E=X L Ch T TN a—T 4 VT HFITT DI, TA ACLLICcn AL
THROa<y REFEHALET,

s show nat NAT L—/L & L— LT Dk v MMEEFRRLET, NAT DMONEEFRRT D
72O DEMF—U—FRHY £9,

« show xlate BIET 7 7 ¢ 772D NAT B r For LET,

s clearxlate 77 7 4 7 7 NAT B2 HIBR CX £9°, MEAFOERIIERSK T T2 ETEHY
ATy N AL CTHHT 5720, NAT V— V2B BT L5H8ET 7 T 4 7725 #a
ZHIBR L2 E R 67202 b0 4, B2 V7358, VAT LE HrLw
= EEDNTe 2 TAT o FOIRDOEERAIT T TAT & MO LWEREZAERTE £
7

NAT 51

PR D4 N B> 7 Tid, Threat Defense 7 /34 A TP NAT OFRTEH 2N LET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

K& Web H—/N\~DT7 V7 £ XADRE (X2 T 1 v BE) NAT)

NE Web H—/\~AD7 U XADREM (X2 T 4 v BE)NAT)

AX—hk 54 % YiR—rEN5T | HR—FENB K
VR WREDZA VR |INM R A TR
L& (Any) ML Firepower Threat |{£-& (Any) Access Admin
Defense Administrator
Network Admin

WOFITIL, NEE Web — NZXF L TR T v 7 NAT Z#FETLET, EBEOT KL RT3
FAR—hK Xy NT—7 LEIZHDT0, XT Vw7 T RVARKETT, AXT (7 NAT
X, EET FLAIZHD Web b—X~D T 7 4 v 7 BHRA BRI TEA2L91275720
(CRLEETY

14: 55 Web 9 —/ "D R Z T 4 v 4 NAT

209168520112

-I___p" o,
l'_.l ¥ LS
5 Gumdij

209.165.201 1

ndo Translation
101227 —»= 20916520110

myWebSer ol
101.2.2F

24877

B8O DRI

Web b —RERH#ET TR, ZADA VB —T 2 ANEGEENTWEAS L E—T =2 TV =
Ik (BF2 VT4 S—rFERBA I =T oA A TN—T) BHHIEEHRLET, =
DOFITIE, A X —T A AFT7 V=7 M inside 3 L N outside & W) HARTOEF 2V T 4
V= THDOLERELET, A H—T A AFT V27 bERET DL, ATV b+
(Objects) |>[A TP xH FEHE (Object Management) | Z#IN L T b, [f o F—T =A
A (Interface) ] I L 7,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B nsweb 5 —~07 s L RDIRE (X274 v 5 B NAD)

ATy

FIE

Y= XDTFTAR=FKANT RLVAERT Y I RARNT RLAZERT DX Y hT—7
FT7V =7 NEEKRLET,

a)
b)

¢)

d)

f)

A2 x5 bk (Objects) |>[ATPxH FEE (Object Management) | ZER L £,

HRMO [y hU—2 (Network) |Z®IRL T, [y FT—2 DiEM (AddNetwork) |>
[F72zH FDEM (Add Object) | %27 U v 7 LET,

Web h—SDT T A _X—F T RLRAEEHZLET,

Fy NI =7 ATV x7 MZ&H] (72 & 21E. WebServerPrivate) %111 C, FEEEDKR R
NIP7 KL 2101227 Z A LET,

Edit Network Objects

Name: WebServerPrivate
Description:
Network: 10.1.2.27

Allow Overrides: [»

Owverride (0)

[fRTF (Save) 1227 U w7 LET,
[y FT—2 DEM (AddNetwork) |>[F TP - FDiEM (AddObject) |27 VU v 7
LT, X7 Y w7 TRLAZERLET,

Fy NU—7 F TVl MIAET (72 & 21E. WebServerPublic) ZfHFC, &xA M 7K
L A 209.165.201.10 # A L £ 77,
New Network Objects

Name: WebServerPublic

Description:

Network: 209.165.201.10

Allow Overrides:  [v

Override (0)

[*7F (Save) 127V v LET,

ATFYT2 T2 FDORET 47 NAT R ELET,

a)

[T/34 X (Devices) |>[NAT] Z&&4R L. Firepower Threat Defense NAT 7K U v —Z {Eik &
ToldmE LET,

b) [—vDEN (AddRule) %27 VU v LET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
WERZ DS A3 v Y B NAT £ £ U Web —s0 255 1 v NAT [l

) MOTa T 4 HZHELET,
* [NAT /b—/1 (NAT Rule) ]= H#®) NAT /'—/L (Auto NAT Rule) .

o [H AT (Type) |=A¥T 4 v (Static) ,

d) (M ¥—T7xAAF7Yx=7 | (Interface Objects) ] ¥ 7 T, IROBMHEZHREL £,
c[EETXA L H =T = A A FT V=7 + (Source Interface Objects) ] = inside,

c[BESEA v H—T 2 A A AT =7 | (Destination Interface Objects) | = outside,

e) [ZH#i (Translation) | ¥ 7 C. ROEHZREL £,
« [JEDE(ETC (Original Source) ]= WebServerPrivate % v b7 —27 47 V=7 |k,

o [E#EAHDIEIETT (Translated Source) | >[7 FL X (Address) | = WebServerPublic
Iy NT—T7 AT TxT b,

Add NAT Rule
MAT Rule: Auto MAT Rule bl
Type: Static il

Interface Objects BRICLEEDO 8 PAT Pool  Advanced

Original Packet

k

Translated Packet

Criginal Source:* WebServerPrivate Rl ] Translated Source: Address
WebServerPublic

COriginal Port: TCP
Translated Port:

) [fRAF (Save) 1227 VU v LET,
AFTv T3 [NAT /b—/L (NATrule) ] S— TURME (Save) 1227 U v 27 LET,

REBRRA FDF A F 3 v BE)NAT 8 K U4 EB Web H—/SD R &
T4 % NAT

AYX—h+rS14+% YR—bENET | HR—rEShB K
VR WHEDZA VR |INM R ALY TR
& (Any) ML Firepower Threat |{£:%& (Any) Access Admin
Defense Administrator
Network Admin

NI, TIAR= IRy N =7 LOWNEa—YISNICT 7 B 2T 558, Zoa—

R OB]T
WZHEE T DA

PIZHAFT Iy 7 NAT ZELET, E7o. W2 — 248 Web —

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B wiihx b 05453 00 BBINAT &5 5 USHEE Web 4 —/XDR S F 1 v & NAT

2O Web H— DT RLARKEFR v hT—Z 1T 5 L HICRA AT L RICEHR SR
iTO

15: NEDFAF 3 v 9 NAT, V58 Web —/ DR 5 T« v % NAT

|:|I Web Server
20916520112

¥

Tranzlation
101210 =» 209 18520120

Indo Translation
20916520112 =— 10.1.2.20

s L\'- myl naMet
J101.2.0/24
I

28773

1R BRI

Web — RER#ET LT AL ADA LV Z—T 2 A ANGENTWDAS L H—T =2 T V=
Jh (Bxa VT V= EREAE T A RATN—T) BBDHIEEHERLET, 2
DOFITIE, A F—T 2 A A7 V=7 M inside B L N outside & W I LFTIDOEF 22U T ¢
V= THHERELET, f VX —Tx2A A FT V=27 bERETDHIZNE, [TV k
(Objects) |>[F TP Y FEE (Object Management) | Z R L, [ X —T = A A
(Interface) ] Z#IR L F7,

FIE

ATV T1 NET RLREZEHRTHAAFT IV NAT 77— DXy hI—27 7TV =7 FEMERLE
hd‘O
a) [TV b (Objects) |>[# TPy FEE (Object Management) | i8R L E 7,
b) T UYDOT =TS [Fy T —2 (Network) ] Z&EIRL., [#y FT—4 %EMN
(Add Network) >[4 72z FDEM (Add Object) |27V v LET,
) XAFTI VI NAT /—LEEFRLET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

ATy T2

ATvT3

WEBRR RDS A 2 v 5 EE NAT & U Web — <0255 1 v 4 NAT ||}

Xy NT—=7 FT7 V= MARTZMT (myNATpool 72 &) . k> bV — 7 i
209.165.201.20 ~ 209.165.201.30 # A JJ L £ 79,

New Network Objects ? X
MName: myMATpool
Descnption:
MNetwork: 209.165.201.20-209.165.201.30

Format: ipaddr or ipaddr/len
or range (2.2.2.10-2.2.2.20)
allow Overrides: [

d) [fR1F (Save) 1227 Vv 27 LET,

WXy hT—0 Dy hU—27 A7 =7 FEERLET,

a) [#v FT—% %ENM (AddNetwork) |>[A 7> ¥ FDiENM (AddObject) |27V v 7
LET,

b) Xy hT—2 A7V MZARHTZST MylnsNet 72 &) | ry hT—27 7 RL &
10.1.2.024 Z A L ET,

New Network Objects

Mame: MyInshet
Description:
Metwork: 10.1.2.0/24

Allow Overrides:  [v

c) [R1F (Save) 1227 U7 LET,

S Web r— D%y T —7 ATV =7 MEERLET,

a) [#v FT—% %ENM (AddNetwork) |>[A 7 x4 FDIENM (AddObject) |27 VU v 7
LET,

by Xy hNT—2 FT7 V=7 MIAHTEST (MyWebServer 72 &) | ARA N 7 FL &
209.165.201.12 # A ) L £,

New Network Objects

Nama: myWebServer
Description:
Network: 209.165.201.12

Allow Overrides:  [v

c) [PRfF (Save) 1Z27 U >y 7 LET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B wiihx b 05453 00 BBINAT &5 5 USHEE Web 4 —/XDR S F 1 v & NAT

ATV T8 THHEHWeb — T RLADX Y NU—27 7V =7 FaElLET,
a) [y k7 —%5%3EM (AddNetwork) >[4 T 9 FDEM (AddObject) |27V v 7

LT,
b) X hNU—2 ATV =7 MILRIERT (TransWebServer 72 &) . ARA b 7 K12 10.1.2.20
EANTTLET,
New Network Objects
Name: TransWebServer
Description:
Network: 10.1.2.20

Allow Overnides: 37

c) [fR1F (Save) 127 Vw7 LET,
RT9TE ¥AFIVv I NAT 7=V A7 V=7 ML THNEARY hU—2 DX AF I v 7 NAT %
HELET,
a) [T/34 R (Devices) |>[NAT] Z &R L. Firepower Threat Defense NAT "RV v —Z Bk &
TeIIfmE L E7,
b) [—/VDEN (AddRule) ][22 VU v/ LET,
o) WOTaRXT 4 EZRELET,
* [NAT /'—/L (NAT Rule) ]= HE) NAT /L — /L,

«[# A7 (Type) ]=Dynamic,

d [ ¥—T7xAAF7 V=7 bk (Interface Objects) | ¥ 7 T, LLFOEREEITVET,
c[EEIA L H—T 2 A A AT V=2 b (Source Interface Objects) ] = inside,

s [5EA v H —T 2 A A AT V=7 | (Destination Interface Objects) ] = outside,
e) [£A#: (Translation) | ¥ 7 T, WOWEHZRELET,
s [JLD#IE7C (Original Source) ]=mylnsNet x> 8T —27 A7 =7 |,

o [BHLEHDFIE LT R LA (Translated Source Address) ] =myNATpool % > kU —7
FT T b, >

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
WEBRR RDS A 2 v 5 EE NAT & U Web — <0255 1 v 4 NAT ||}

Add NAT Rule

NAT Rule: Auto NAT Rule hd

Type: Drvnamic §

Interface Objacts Tﬁmdaﬁm PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* myInsMet v 2 Translated Source: Address

myMATpool

Original Port: TCP bk

f) [fR1F (Save) 127 Vv 7 LET,
ATYT6 Web V—"DAHXT 4 v NAT % ELE7,
a) [b—/voiEN (AddRule) 127V v 27 LET,
by ROTa T 4 ERELET,
* [NAT /b—/L (NAT Rule) ]= H®) NAT /L—/L (Auto NAT Rule) ,

[ZA4 7 (Type) 1= A&7 14 v 7 (Static) .

c) [Mv¥—T7xAAFTx7 b (Interface Objects) | ¥ 7 T, LLFDEEEITVET,
c[EETLA H—T A A AT/ b (Source Interface Objects) ] = outside,

B A v H—T 2 A A A7V =7 bk (Destination Interface Objects) ] = inside,

d) [£#: (Translation) | ¥ 7 C, ROHEHZRELET,
» [JtD 15 5C (Original Source) ]=myWebServer % bV —27 7 V=7 K,

o [EHE L DIIETLT KL A (Translated Source Address) ]=TransWebServer % > kU —
I F T b, >

Add NAT Rule

MAT Rule: Auto NAT Rule £

Type: Static Bt

Interface Objacts Tra'ldatim PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* myWebServer R+ ] Translated Source: Address

TransWebServer

COriginal Port: TCP v

Translated Port:

e) [R1F (Save) 1227 U7 LET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .




Firepower Threat Defense AR v kT —% 7 KL A% (NAT)

B 40~ oy 7ELR (R8T vV BBNAT, 1%48) EHOREBO— K A5 o4

AT w771 [NAT L—)L (NAT rule) | X— T [fR1F (Save) 1227V v LET,

BEOIIET 7RLR (RE3T4 v HEINAT, 15%) 8D
REA— K NS

AR—b 24 +€ YR— b INBET | HR—FENB K
VR RERDSA VR | NS R AL TUOER
L& (Any) AP Firepower Threat |{£& (Any) Access Admin
Defense Administrator
Network Admin

WOHNL, BEDIP T KL AT
MW TIPT RLVAD 1 DT I AT HEE.
F774 v 7 % 1E LU Web F— X2

FLET,

B INDHONEE — R ANT 2R LTV ET, SRR A b

IReIl=Eul NNAV S APV = S tal Fy

ndo Translation

209.165201.5 == 101227

EEnEEA, BRSNS URLIZEL T,
16: REO— K NS YDA T 499 NAT (15x%)
Hcst
/Outsdgp
Lndo Trans|ation —
2091652013 = 101227 l
& T
Lndo Translation —»'J‘“—\

209.165201 4 —» 10.1.2.27 .:"f
L.

)

Inside
_]i Load Balancer
- 10.1.2.27

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)
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| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

ATy I

ATy T2

BHMOTYELT 7 ELR (RE74 v o BBNAT, 1348) 2ommn—k 524 [

1R BHHIIZ

Web = RERHET LT NN ADA LV E =T 2 A ANEGENTWEAL L E—T =2 TV =
Ik (BFalT 4 S FRFA L E—T oA A TN—T) BHDHILEHERLET, =
OBITIE, /£ X —TxAAFT V7 Fidinside 8L outside & WO AFIOEF = T 4
S THHERELET, AV F—T 2 A AFT T V=7 MERETDHIZE, [FTPH k
(Objects) |>[F TP - FEHE (Object Management) | Z IR L T, [ F—T A
A (Interface) | ZTIN L F 7,

FIE

H— RN oY~y 7357 RLRIZKL, Xy NUV—7 A7V =2 FE{ERLET,

a) [T Y b (Objects) |>[# TPy FEE (Object Management) | i8R L 7,

b) ILTUYDT—TNAMNE [Fy hU—27 (Network) | 2R L., [®v FT—4 Z8M
(Add Network) 1> [4A 72 x4 FDEM (Add Object) |22V v LET,

c) 7T RLAZEZXRLET,

Fv NU—2 A7V MART (72 & 21X, myPublicIPs) Z{H) T, *v MU —7 &ifH
209.165.201.3-209.165.201.5 # A1 L £,

New Network Objects ? X
Name: myPublicIPs

Description:

Network: 209.165.201.3-209.165.201.5

Format: ipaddr or ipaddr/len
or range (2.2.2.10-2.2.2.20)
Allow Overrides: [

d) [fR1F (Save) 1227 Vv 7 LET,

B— R RTUPHT DRy hT—7 7027 FEERLET,

a) [y bT—Y®DiENM (AddNetwork) |>[AT Y FDENM (AddObject) |52V v
LET,

b) Xy NIT—2 F7 =7 MIAHTD (& 21X, myLBHost) {7 T, "A M7 FLX
10.1.227 # AL ET,

New Network Objects

Name: myLEHost
Description:
Network: 10.1.2.27

Allow Overrides: [+

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense A+ kT —%- 7 KL RZE#: (NAT)
B 40~ oy 7ELR (R8T vV BBNAT, 1%48) EHOREBO— K A5 o4

c) [PrRfF (Save) 1Z27 U7 LET,
RATYT3I B—RATUHDALT v NAT ZakE LET,
a) [T/31 X (Devices) |>[NAT] Z & L, Firepower Threat Defense NAT 7~ U > — % {ERk &
ToIIFRE L £,
b) [—vDiEN (AddRule) %27 VU v LET,
) DT mNRT 4 HFELET,
« [NAT /L—/L- (NAT Rule) ]= 8 NAT /v—/L (Auto NAT Rule) .,

«[ZA T (Type) 1=AFT 4 7 (Static) .

d [ H#—7xARAFT7Yx2 I (Interface Objects) | % 7 T, WOHHZHELET,
[EETA L H—T A A ATV =2 | (Source Interface Objects) ] = inside,

s [BESEA v H—T A A AT/~ (Destination Interface Objects) ] = outside,

e) [Z#t (Translation) | ¥ 7 C, WOHEHZHELET,
s [JEPEfFIE (Original Source) ]=myLBHost > NV —72 A7 =7 K,

o [E#REFHDEIETT (Translated Source) | >[7 KL X (Address) |=myPublicIPs 1
NT—2o T—"F,

Add NAT Rule
MAT Rule: Auto MAT Rule 2
Type: Static i

Interface Objects BRICUEEL0 B8 PAT Pool  Advanced

k

Original Packet Translated Packet

QOriginal Source:* myLEHast Al ] Translated Source: Address
myPublicIPs

QOriginal Port: TCP v

Translated Port:

f) [fR1F (Save) 127 Vv 7 LET,
AT w4 [NAT L—/L (NAT rule) ] -<— T [#R1F (Save) 1227 VU v 27 LET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
FIP, HTTP, 5&USMIPQB—7 KLR (R— rElERELEZ27 4 v o apnan [

FTP. HTTP. XU SMTPDE—7 FL X ((R—FEHBZEHRTFELEX
2T 4 v BEINAT)

AYX—hk 514t YR—bENET | HR—rShd K
VR HEDSAEVR | R ALY VA
{£& (Any) BV Firepower Threat |{£-%& (Any) Access Admin
Defense Administrator
Network Admin

WDOR— NEWERE LTZAXT 4 v 7 NAT OFITi%, VE— bk =—+%73 FTP. HTTP, k
FOSMTPICT 7 B AT 5720 DH—DT FL 2L ET, b — NITERIC
ENENEL DT NA AL LTEBEOFR Yy NI —7 BIZHFELETH, A— F%Tﬁ&%‘:&fﬁbfc
ABT 4 NAT V—VERET D E, FHTH v B IP T RLRIEFEL T, 2
BOR— R NEfEHTEET,

B 17:R— FEBERELRET 1y NAT

Undo Translation '\ﬂ
209165201 3:21 = 10.1.2.27

Indo Translation
209 165.201.3:25 —= 10.1.2.29

Indo Translation
209165.201.3:80 —= 10.1.2.28

e -

I-—I'F’ server - SMTP s ser“ar
01227 - 10.1.2.29
H'I_I'F" server
10.1.2.28

130031

bR IS

P B R DT A ADA L5 =T 2 A ABEENDA VI =T = A AAT V=0 b (£
Fa )T SV ERBA VI =T = A AIN—T) BB L EMBLET. ZOMTIR
AEBE =T 2 A AF T2 b Tinside] 33K Toutside Eb‘5%ﬁﬁ®‘kﬂ?;U7‘4 g
VCHDLEWELTCVWET, AV =Tz A AFT V=7 "NeBRHET DI, [£TPH b

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B ore wTIP. BEUSMIPOB—7 LR (R— FERERELLRE T 1 v 5 BF NAT)

(Objects) |>[F TP xH FEE (Object Management) | Z iR L, [ X —T = A A
(Interface) ] #i®IRN L £,

FIE

ATFY TN FTPh—RDOFxy U= 77 FEERLET,
a) [#72xY bk (Objects) |>[ATPxH FEE (Object Management) | &R L £,
by IUTUYDOT—TNANG [y T —2 (Network) ] Z&ERL, [y kT—2 DiEM
(Add Network) |>[AT7 29 FDiEM (Add Object) | %7 Vv 7 LET,
) Xy NU—2 FT7 V=7 MTAFTZEAHT (72& 21 [FTPserver] ) . FTP #—/ SDEFRD
IP7 RLA (10.1.227) # A LET,

New Network Objects

Name: FTPserver
Description:
Network: 10.1.2.27

Allow Owerrides: 2

d) [fRfF (Save) 127U v 27 LET,

ATYFT2 HTTP =D F vy NU—7 FT7 V=7 MafERLET,
a) [y bT—2UDiEM (AddNetwork) |>[AT ¥ FDENM (AddObject) |52V v
LEd,
b) *v hNT—2 &7V MIARIZEMT (& 21X THTTPserver] ) . R A RT KL A
(10.1.2.28) # AL FET,

Mew Network Objects

Name: HTTPserver
Description:
MNetwork: 10.1.2.28

allow Overrides: [

c) [f&fF (Save) 127 U >y 7 LET,

ATY T3 SMTP h—"DFy hU—7 A7 V=7 MEfERLET,
a) [Ry FT—U®iEM (AddNetwork) |>[AT 2 ¥ FDiEM (AddObject) %227 U v
LET,
b) Ry hNI—7 ATV MZARIEMT (72& %21E TSMTPserver] ) . A RT7 KL X
(10.1.2.29) # A I LET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

ATvT4

ATy TH

FIP, HTTP, 5&USMIPQB—7 KLR (R— rElERELEZ27 4 v o apnan [

Edit Network Objects

Name: SMTPserver

Description:

Network: 10.1.2.29

Allow Owverrides: [

c) [fRfF (Save) 127 U >y 7 LET,

3ODP—NHHEIND TV v I IPT RLADFRy NI =7 A7 V=7 FEERLET,

a) [y bT7—5®DiENM (AddNetwork) |>[A T 9 FDENM (AddObject) |% 27V v
LET,

b) Fv hNU—7 X7Vl MZARTEMT (72 & 21X [ServerPublicIP] ) , ARA FT KL-&
(209.165.201.3) Z A1 L E7,

New Network Objects

Mame: ServerPublicIP

Description:

Metwork: 209.165.201.3

allow Overrides: ]\7

c) [fRfF (Save) 127 VU v/ LET,

FTP % — _"OAR— NEWAFRE LT AZT 4 v 7 NAT AR EL, FIPA— 2 HHICY v E
Y7 LET,
a) [T/\M R (Devices) |>[NAT] %# &R L. Firepower Threat Defense NAT 7~ U o — & {Ef% £
TdmELET,
b) [L—/L BN (AddRule) 15227V v LET,
o) WOTmaRT 4 HZRELET,
* [NAT /b —/L (NAT Rule) ]= H#j NAT /L—/L (Auto NAT Rule) .

«[#A T (Type) 1= A¥T 47 (Static) .

d) (M ¥ —7xAAF7Y =7 | (Interface Objects) | ¥ 7 T, IROHHEZHREL £,
c[EFIXA L H —T 2 A A FT V= b (Source Interface Objects) ] = inside,

s [BESEA v H —T A A AT V=7 | (Destination Interface Objects) ] = outside,

e) [£#: (Translation) | ¥ 7 C, WROHEBZRELET,
« [JEDFIETC (Original Source) ]=FTPserver % NV —7 A7 2=/ K,

o [EHEFEHDHEIETT (Translated Source) |>[7 KL X (Address) ] = ServerPublicIP
Iy NI—T TV b,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B ore wTIP. BEUSMIPOB—7 LR (R— FERERELLRE T 1 v 5 BF NAT)

« [TtD7R— & (Original Port) | > [TCP] =21,

o [E#FEHR— & (Translated Port) | =21,

Add NAT Rule

NAT Rule: Auto MAT Rule o

Type: Static 0

Interface Objects Tmldalim PAT Pool  Advanced
Original Packet Translated Packet
QOriginal Source:* FTPserver v @ Translated Source: Address

ServerPublicIP

QOriginal Port: TCP v | (21

Translated Port: 21

f) [fR1F (Save) 127 Vv 7 LET,
ATw 76 HITP V— DR — NEWAERE LA X T 4 v 7 NATZHEL, HTITP R— b2 HFIC~ v
v LET,
a) [b—/voiEN (AddRule) 127V v 27 LET,
b) KOTaRT 4 ERELET,
* [NAT /b—/L (NAT Rule) ]= H @) NAT /—/L (Auto NAT Rule) ,

«[#A 7 (Type) 1= A¥T 17 (Static) .

) (M #—T7xARAF7T =2 bk (Interface Objects) | ¥ 7 T, ROHEHZRELET,
c[EFIAH —T =2 A A FT V= b (Source Interface Objects) ] = inside,

s [BESEA v H —T A A AT/ (Destination Interface Objects) ] = outside,

d) [£#: (Translation) | ¥ 7 C, ROHEHZRELET,
s [JtD%1EC (Original Source) ]=HTTPserver * > NV —27 A7 =7 b,

o [EREHDFHIETT (Translated Source) |>[7 FL X (Address) ] = ServerPublicIP
$v RT—s T V= b,

s [TDR— bk (Original Port) |>[TCP] =80,

o [E#2FHR— b (Translated Port) ]=80,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)
88



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

FTP, HTTP, LU SMTP DE—7 FL R (R— FEBRZHE LR 2T 1 v BEINAT)

Add NAT Rule
MAT Rule: Auto MAT Rule w7
Type: Static i

Interface Objects Inn!lalim PAT Pool  Advanced

Original Packet

Original Source:*

COriginal Port:

ATvT1

HTTPserver

Translated Packet

~ |3 Translated Source:

Address

ServerPublicIP

TCP hatl R

Translated Port: a0

e) [fRfF (Save) 1Z27 U >y 7 LET,
SMTP % — SODR— MEWERE LT AZT 4 v 7 NAT 2R E L, SMIPR— M2 HHIZ~V >
v LET,
a) [L—LDBEM (AddRule) 1227V v 27 LET,
b) WOT T 4 Z#FHELET,
* [NAT /L—/L (NAT Rule) ]= H &) NAT /L—/L (Auto NAT Rule) .

«[#A 7 (Type) 1= A¥T 17 (Static) .

o) (A H—T7xA4 A A7 =2 b (Interface Objects) | ¥ 7 T, WOHEEEZRELET,
c[FHETLA L HF—T 2 A A F T =2 K (Source Interface Objects) ] = inside,

s [BEAA v H—T 2 A AFT Y7 ;b (Destination Interface Objects) ] = outside,

d) [£#: (Translation) | ¥ 7 C, IROHEHZRELET,
s [JED#{E7C (Original Source) ]=SMTPserver %~ NV —7 7 =7 b,

o [EREHDFIETT (Translated Source) |>[7 FL X (Address) ] = ServerPublicIP
Xy NIO—0 FT 2T b,

« [TtD7R— & (Original Port) | > [TCP] =25,

o [E#EHR— b (Translated Port) ] =25,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B soccimecenszn g1+ 9o FHPAD

Add NAT Rule
MAT Rule: Auto MAT Rule 2
Type: Static i

Interface Objects BRIcUEEOGS PAT Pool  Advanced

k

Original Packet Translated Packet

QOriginal Source:* SMTPserver v @ Translated Source: Address
ServerPublicIP
QOriginal Port: TCP v | 25
Translated Port: 25

e) [PRfF (Save) 127 U7 LET,
AT w78 [NAT L—/L (NAT rule) | X— T [#R1F (Save) 1227V v 7 LET,

SERICINCTRGDEE (452 v FE PAT)

2Y—Fk 54+ HR— hENBT [P R— FEND K
VR WREDSA VR |INM R AL TR
& (Any) AP Firepower Threat |{T:7 (Any) Access Admin
Defense Administrator
Network Admin

WDOBNZ, 2 BORRAZY—NIZT 7 EBALTWS 1012024 %y NI —7 DARA MR LE
T, WA RSBV —,3209.165201.111CT7 78 A9 5L, BEOT N1 RA1%209.165.202.129: 78—
MBS NE T, RA R —,3209.165200225 127 7B AT 5L, EEOT FL AL

209.165.202.130: 48— MIEHL I £,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
kIS LCREBER (X1F3voFHean ]

18:E/52ET FLRAZFERT 5FE) NAT

Server 1 Server 2
209.165.201.11 209165200225

209.165.201 0427 | L 209.165.200.224/27

DMZ
S "‘--__,-_J

Translation i Translation
101227~ 209165202 129 101227 209.165.202 130

Dest. Address:
209 165200225

Dest. Address:
209165201 11

130039

IR BRI

P—RERHET DT A, ADA L E =T 2 A ANEGENDIA LV E—T 2 A AFT V=7 b (&
X2 TSV FERIEIA L E—T oA A TN—T) DAL L E2MERLET, ZOHITIL,
ABE—T A AFT 7 M linside] BELO Tdmz)] EWIHILAROEXF=2 VT 4 V' —2
THHERELTWET, AV FZ—Tx2A A FT V27 FEaRETDHITE, (FTPH b
(Objects) |>[F TP xH FEE (Object Management) | ZiER L, [ X —T = A A
(Interface) ] Z R L E 7,

FIE

AT T1 Wy NU—27 DXy NI —2 ATV x7 FafElRLET,
a) [A#7Px¥ b (Objects) |>[ATPxH FEE (Object Management) | 3R L £,
b) AT UYDT—TNANE [Fv hU—27 (Network) | ZiEIR L., [#v kT—% ZBM
(Add Network) |>[A#7 2 x4/ FDEM (Add Object) |22V v LET,
) Xy hU—r FT7 Tz MIAHTZAHT (mylnsideNetwork 72 &) | EEEOR Yy T —7
7 L A10.1.2.024 Z A1 LET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B soccimecenszn g1+ 9o FHPAD

New Network Objects

Name: mylnsideNetwork
Descrnption:
Network: 10.1.2.0/24

Allow Overrides: [

d) [fRTF (Save) 127 VU v LET,

ATY T2 DMZ Xy hU—7 1 DOFy NI—27 A7V =7 FEERLET,
a) [y kT —%5%ENM (AddNetwork) |>[A T ¥ FDENM (AddObject) | %27V v
LET,
b) *v NI—27 &7V MZARTZMT (DMZnetworkl 72 &) | Ky RT—27 7 KL A
209.165.201.0/27 # AJ1 L £9 (255.255.255.224 DY T % v b <A 7) |

New Network Objects

Name: DMZnetworkl
Descrption:
Network: 209.165.201.0/27

allow Overrides: [

c) [fR1F (Save) 127 Vw7 LET,
ATFY T3 DMZFY NI—Z 1OPAT T RLADFR Yy NU—2 7 V=7 FNEERLET,

a) [y kT7—%5%EM (AddNetwork) >[4 T 9 FDENM (AddObject) |27V v
LET,

b) Xy hIT—2 7= MZARHIZAHT (PATaddressl 72 &) | A K 7 KLX
209.165.202.129 Z# A L £ 7,

New MNetwork Objects

MName: PATaddress1
Description:
Network: 209.165.202.129

allow Overrides: [»

c) [R1F (Save) 127V w7 LET,
ATYT4 DMZFy hU—720DFy hI—7 7 V=7 Fa{ERRLE T,

a) [y k7 —%5%3EM (AddNetwork) >[4 79 FDEM (AddObject) |27V v 7
LET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
kIS LCREBER (X1F3voFHean ]

b) Ry hNI—7 AT V=7 MZAETET (DMZnetwork2 72 8) . v hU—27 7 KL XA
209.165.200.224/27 Z ANJ7 L £9 (255255255224 DYV T Xy k<R 7) |

Mew MNetwork Objects

Name: DMZnetwork2
Description:
Network: 209.165.200.224/27

Allow Overrides: [+

c) [fRfF (Save) 127 U7 LET,

ATYTE DMZEXy NU—Z20DPAT 7 RLAD Xy NI —7 7V bEERLET,
a) [#v bTJ—2%EM (AddNetwork) |>[# Ty FDEM (AddObject) |22V v
LET,
b) Fv U= FT V27 MILHTZEMT (PATaddress2 72 &) . A b 7 KL A
209.165.202.130 # AJJ L £77,

New Network Objects

MName: PATaddress2
Description:
Network: 209.165.202.130

Allow Overrides: [

c) [R1F (Save) 127 Vw7 LET,
RTYT6 DMZ Xy NT—27 1 DX AF v/ FEIPAT #%EL £,
a) [T/34 R (Devices) |>[NAT] Z &4 L. Firepower Threat Defense NAT 7R U o —Z {ERk £
TolImE L ET,
b) [L—/L?DEN (AddRule) 127 VU v 7 LET,
) MOTuNNT 4 EZFHELET,
* [NAT /L—/L (NAT Rule) ]= F-#) NAT /L —/1,

«[# 47 (Type) ]=Dynamic,

d) [ ¥—T7x=zAAFTx7 b (Interface Objects) | ¥ 7 T, L FDEEEITWVET,
c[EFIAH —T 2 A A FT V= b (Source Interface Objects) ] = inside,

c 5% A v H —T A A AT/~ (Destination Interface Objects) ] = dmz,

e) [£#: (Translation) | ¥ 7 C, WROHEBEZRELET,
* [JDFE[F5C (Original Source) ]=mylnsideNetwork %> h U —27 A7 V=7 K,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B soccimecenszn g1+ 9o FHPAD

Add NAT Rule
NAT Rule:
Type:

Description:

o [BHFEFHDFIEITCT R LA (Translated Source Address) ]>=PATaddressl % v k7 —
0 F T2,

« [JTED%EHET KL A (Original Destination Address) ]=DMZnetworkl %> b7V —2 %7
Tl bk, >

o [ D55 (Translated Destination) ]=DMZnetworkl > kU —2 A7 =7
~o
RIZR LT RLRZIET D Z LIk oT, TAT VT 47 4 NAT ZiiE
THLENHY ET. [F— b (Port) ] 74—/ FETATEADEFICL
i‘é"@

Manual NAT Rule v Insert: In Category ¥ | | NAT Rules Before

¥ | | ¥ Enable

Interface Objacts Tnmdalim PAT Pool  Advanced

Original Packet

Original Source:*

Original Destination:

Translated Packet

myInsideNetwork bl Translated Source: Address
PATaddress1

Address e

DMZMetwark1 v i3 Translated Destination: DMZMetworkl

[PRFF (Save) 1227V v 7 LET,

ATvTT DMZ%Xy hU—720DFAF w7 FEIPAT R ELET,

L—@DiEN (AddRule) 1%27 U > 7 LET,

b) KOTuNT 4 ZRELET,

« [NAT /L—/L (NAT Rule) ]= T8 NAT /L—/L,
«[# 47 (Type) ]=Dynamic,

[f ¥ —T=AAFTYx=7 ;b (Interface Objects) | ¥ 7 T, LA FDOEEEZITWVET,
c[EEILA v HF—T 2 A A F T Y= b (Source Interface Objects) ] = inside.

s[5 A v H —T A A AT/~ (Destination Interface Objects) ] = dmz,

d) [Z#: (Translation) | ¥ 7 C, ROEHZHREL 7,

« [JEDFIE ¢ (Original Source) ]=mylnsideNetwork %>~ bV —27 47V =7 k,

o [BHLE A DFIETLT KL A (Translated Source Address) ]=PATaddress2 %~ k7 —7
FT Fo >

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
AT KLRBEUR— FBLTRAESER (F1F+2voFmeaD [

s [JED%ESET KL A (Original Destination Address) ]=DMZnetwork2 v hV—2 F7
b, >

o [EHLE A DFESE (Translated Destination) ]=DMZnetwork2 %> N U —27 47 V=7

}\ o

Add NAT Rule

MAT Rule: Manual MAT Rule v Insert: In Category ¥ | | MAT Rules Before
Type: Dynamic v | | # Enable

Description:

Interface Objects _ml!lallm PAT Pool  Advanced

Original Packet Translated Packet

Original Source:* myInsideMetworlk v 8 Translated Source: Address

e e PATaddress2
Original Destination: Address v
DMZMetwork? v 3 Translated Destination: DMZHNetwork?

e) [tR1F (Save) 127 VU v/ LET,
AT w78 [NAT L—/L (NAT rule) ] X— T [fR1F (Save) 1227V v 27 LET,

AT FLABIUR—MISLTELGLDESR (FAFIVvIFH
PAT)

AYX—hk 514 +E YR—bENET | HR—FrShd K
VR HEDZA VR |14 R ALY A
f£& (Any) BAYIAD Firepower Threat |{£& (Any) Access Admin
Defense Administrator
Network Admin

RO, EETLAR— P BLOSER— FOEAFIZRLET, 10.1.2.024 %y T —27 DR
A T Web —E R & Telnet Y —EZADOWMFZRMET 51 DOFRANMIT7EALET, &K
Z N3 Telnet H—E 2 & RO TH—NIT 7 ERATH L EEOT KL AL 209.165.202.129:
R— R EINET, AR Web b —EREZROTCFE U — T 7R T B L, FEEE
DT KL A1E 209.165.202.130: 48— MMIEB SN ET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .




Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B o7 FLRB LR ML TRASER (X1 F3 v Y FHPAD

19: 274 55ER— b EFERT 5F 5 NAT

Web and Telnet server:
209.185.201.11

Translation Translation
10.1.2.27:80~» 209,165.202.129 10.1.2.27:23 -»209.165.202.130
T _‘M.\_\

Inside

T
10.1.2.0/24
Web Packet | Telnet Packet
Dest. Address: , Dest. Address:

209.165.201.11:80 209.165.201.11:23

130040

15H B HIIC

Y= RERET DT NAADA L H =T 2 A ANEFENDA VX —T 2 A AFT V=7 b (&
X2 VT4 =V FRIIAE—T oA RATN—T) NoDHZ 2R LET, ZOHTIL,
A B =T 2 A AL 7V x7 NI linside] BED [dmz] WO ARTIOEX=2D T 4 V—
THHERELTCWET, { VX —Tx2A AFT V=7 bERETHIZE, (AT k
(Objects) |>[F TP Y FEHE (Object Management) | Z 3R L, [f X —T = A A
(Interface) ] Z#IR L F 7,

FIE

ATV Wy NT—I Dy NT—2 7V MafERLET,
a) [A#72xs k (Objects) |>[FT Py FEE (Object Management) | %R L £,
b) ITUYDT =TS [y T —2 (Network) ] Z&EIR L., [#y FT—4 FEMN
(Add Network) >[4 72z FDEM (Add Object) |27V v 7 LET,
) Xy hI—U FT7Txs MIARITZAHT (mylnsideNetwork 72 &) | EEEOR Yy hT—7
7 R A10.1.2.024 Z AL ET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
AT KLRBEUR— FBLTRAESER (F1F+2voFmeaD [

New Network Objects

Name: mylnsideNetwork
Descrnption:
Network: 10.1.2.0/24

Allow Overrides: [

d) [fR7F (Save) 127 VU v LET,

AT v T2 Telnet/Web — D%y N —27 727 NEERRLET,
a) [y kT —%5%ENM (AddNetwork) |>[4A T ¥ FDENM (AddObject) |% 27V v
LET,
b) v NU—7 FT7 V=2 MIAHTZMT (TelnetWebServer 72 £) | A b 7 R L&
209.165.201.11 Z A L £ 7,

New Network Objects

Mame: TelnetWebServer
Description:
MNetwork: 209.165.201.11

Allow Qverrides: ~

c) [fRfF (Save) 127 U7 LET,

ATw T3 Telnet ZfEHT 5L X1, PATT RLADXR Yy NT—2 7V =7 FEERRLET,
a) [#vy kT—% %EM (AddNetwork) |>[# 7> x4 bDiENM (AddObject) |22 VU v
LET,
b) Xy hT—2 FT7 =y MIAHTESTT (PATaddressl 72 &)  RA K 7 RLX
209.165.202.129 # AJJ L £,

MNew Network Objects

Mame: PATaddress1
Description:
Metwork: 209.165.202.129

allow Owverrides: [v

c) [fRfF (Save) 127 U7 LET,

ATy T4 HITP T H L &I, PAT T RLAD Ry NU—7 7 V=7 MafERLET,
a) [#y FT—% %EM (AddNetwork) |>[4# 7> x4 FDiEM (AddObject) |22V v
L/i‘é—o

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B o7 LB UR— FTBLTREAER (F4F 3 v 2 FH PAD)

by Xy hT—2 FT7 =y MIAHITESTT (PATaddress2 72 &) . R A K 7 RL-X
209.165.202.130 # A JJ L £,

New Network Objects

Mame: PATaddress2
Description:
Network: 209.165.202.130

Allow Overrides: [

c) [fRfF (Save) 1%27 U >y 7 LET,

ATy 5 Telnet 7 7 B ADXAF v 7 FEPAT 2% E L ET,
a) [T/34 R (Devices) |>[NAT] Z &R L. Firepower Threat Defense NAT "RV o — % 1Bk £
TeIIfmE L 7,
b) [L—/LDBEM (AddRule) 12727V v 7 LET,
) MOTa T 4 HFHELET,
* [NAT /L—/L (NAT Rule) ]= F#) NAT /L—/L,

«[# 47 (Type) ]=Dynamic,

d) (¥ —T7xzAAFT =7 b (Interface Objects) | ¥ 7 T, L FDEEEITVET,
c[EEXA L H—T =2 A A AT V=2 b (Source Interface Objects) ] = inside,

s [BEdA v H—T 2 A A AT Y=V I (Destination Interface Objects) ] = dmz,

e) [A#: (Translation) | ¥ 7 T, WOHEHZRELET,
s [JEDFE(EIC (Original Source) ]=mylnsideNetwork %> NV —27 A7 =7 K,

o [BHLEHDFIEITET R LA (Translated Source Address) ]>=PATaddressl %> ~ U —
I X T2 b,

s [JED%E5ET KA (Original Destination Address) ]= TelnetWebServer % v kU —7 7
TV b, >

o [EHLE A DFESE (Translated Destination) ]= TelnetWebServer % v VU —27 47 =7
}\ o

s [JED%ESEAR— b (Original Destination Port) ]|=TELNET A"— h 7 V=7 k (VAT
LERE) .

o [BHE 2 DFES R — ~ (Translated Destination Port) ]=TELNET -R— k A7 2= 7 b
(VAT LERE)

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
AT KLRBEUR— FBLTRAESER (F1F+2voFmeaD [

GE) 3k 7 FLAEREIR—- FEZEHLRWD, JuD7T LA LB D50
T FVRICFELT FLAZFEE L, JTLOR— b ELBHFADOR— MMIF T
R—hEETDHILITL 2T, 74T T 47 14 NAT iR ET 2 MEN

b0 ET,
Add NAT Rule
NAT Rule: Manual NAT Rule B Insert: In Category v || NAT Rules Before
Type: Dynamic ¥ | | ¥ Enable
Description:

k

Interface Objects BRICUEELLMM PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* myInsideNetwark ~ | & Translated Source: Address
i ) PATaddress1
Original Destination: Address w
TelnetWebServer ~ |8 Translated Destination: TelnetWebServer
Original Source Port: ~ |8 Translated Source Port:
Original Destination Port: | TELMET ~ |8 Translated Destination Port: | TELMET

f) [fR7F (Save) 152V v LET,
RATYT6 WebT7 7 EADKAF I v FE)PAT 2% E L £77,
a) [L—/LDEM (AddRule) 1227 U v 27 LET,
b) kOTuRT 4 ERELET,
« [NAT /L—/L (NAT Rule) ]= T NAT /L—/L,

s [# A7 (Type) ]=Dynamic,

) [Mv¥—T7xzAAFT =7 b (Interface Objects) | ¥ 7 T, LA FDOEEEITWVET,
s[EFIA L H—T = A A FT V= ;b (Source Interface Objects) ] = inside,

s [BEEA U H—T A A AT Y=V b (Destination Interface Objects) ] = dmz,

d) [Z#: (Translation) | % 7 C., WOHEHEZHREL £,
« [JEDFIE5C (Original Source) ]=mylnsideNetwork %>~ kU —27 47V =7 k,

o [BHLE A DFIETLT KL A (Translated Source Address) ]=PATaddress2 %~ k7 —7
FT Fo >

« [JTTD%EHET KL A (Original Destination Address) ]= TelnetWebServer %~ kU —2 #
T b, >

o [ a3 A D% (Translated Destination) ] = TelnetWebServer %~ KU —2 47 V= 7
ko

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B wissuss rmven

s [JED%ESEAR— & (Original Destination Port) J=HTTP AR— k 7Y =7 b (VAT A
EF) .

o [BHE A DA — K (Translated Destination Port) |=HTTP7R"— h 47T =7 b (v
AT LEHR) o

Add NAT Rule

NAT Rule: Manual MAT Rule v Insert: In Cateqory ¥ | | MAT Rules Before
Type: Dynamic ¥ | | ¥ Enable

Description:

Interface Objects Tmﬂalim PAT Pool  Advanced

Original Packet Translated Packet

QOriginal Source:* myInsideMetwark Rl ] Translated Source: Address

it e PATaddress2
Original Destination: Address W
TelnetWebServer v 8 Translated Destination: TelnetWebServer
Original Source Port: v 8 Translated Source Port:
Original Destination Port: | HTTP ¥ 8 Translated Destination Port:  |HTTP

e) [fR1F (Save) 127 Vw7 LET,
ATvF71 [NAT b—/b (NATrule) ] X— T [#R17FE (Save) |22 U v 27 LET,

NAT & & U4 ~fE VPN

A¥X— k514t HYR—bENBT | HR—rESNB KR
VR WHEDSA VR |INM R ALY TIER
£E (Any) ML Firepower Threat |- (Any) Access Admin
Defense Administrator
Network Admin

WO, R—NF =WV ) BOET 4 AT 54 b —% A4~ hoxLzRrLE
T A H =%y MIET T 7 4 v 71250 T (2L 2IER—AX—D 10.1.1.6 725
www.example.com ~) | A VX —F v h~DT 7 ZADTZDIINAT IZ L - THRfkEn 587
Vo7 IPT RUABMETT, ROBFITIX, £ F—7 A APAT L— /L ZEH L TWE
T, 72720, VPN ho XAV ERBTDH R T 7 4 v 71250 TR (TdxiE, A—AF—0
10.1.1.6 %> 7 BD 102278 ~) | NAT 2FA(TLEHA, TDD, TAT T AT+
NATV—/VEAER LT, DTG 7 4 v 7 HEHNT HRMERHY £3, 74T 7T 47 4 NAT
WZFECT RLAILT RLAZZEHL £9,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



I Firepower Threat Defense D # v kT —% 7 KL AZH# (NAT)

ATy T

naT & U1 rrtven [l

B20:%1 Y=Y~ WPNDI-HODA L RZ—T A X PATEEUVTAToT 4T 4 NAT

2. |dentity NAT between NWs connected by VPN

Sre:10.1.1.6 — 10.1.1.6
Dst: 10.2.2.78 —» 10.2.2.78

1. IM to 10.2.2.78

e
.\?m: ‘Iﬁ.‘!.T.E?;I

3. IM receved

r 6
\ Sre:10.1.1.6 )
\ rc _’f
e

IFurEwaIlE 102278

FW Outside IP: 203.0.113.1

A Internet

"s  Site-tg-Site VPN Tunnel

- _\' | 10.1.1.6 = 203.0.113.1:6070
\Sre:10.1.1.6 | B, The firewall performs interface PAT for

A.HTTP to outgoing traffic.
www.example.com

www.example.com

@rc 203.0.113.1: E.".I'.-"Djl

C. HTTP request to www.example.com 3

ot

wOHENE, Firewalll (R—L¥—) OREEZRLET,

4RO HREIIC

VPN NDT A AT DA v H =T 2 ANGEENTNWDEAL L A —T 2 A A FT V=l

b (X2l Ty VY=V FERBA v H =T AR TN—T) BoD MR LET, 20O
FICTE, A H—Tx2A AL T V=7 M, Firewalll (R—1VZ—) A ¥ —T = A A |THHG
9% inside-boulder 35 J O} outside-boulder &\ 9 %ﬁﬁ@tﬂ?z VFr g J—2rThdbENELE
To AVH—T2AAFTT V2 FERETHIZIZ, [TV b (Objects) |>[ATPx
42 FEIE (Object Management) | ZEER L T 5, [/1' v —7 x4 A (Interfaces) | %R L
E N

FIE

SEIERRY Y=V EZERTDHITUI, A7V =7 FEERRLET,

a) [F72 Y bk (Objects) |>[ATPxH FEE (Object Management) | Z&IRN L £,

b) HXRMNO[*y b7 —2 (Network) |ZERL T, [y kT—YDiENM (AddNetwork) |>
724 bDEM (Add Object) |27 U v 7 LET,

) R—NWF—WNHRXy NU—7 ZRELET,
Fy NT—27 7V x7 MZ4RT (Fz& 212, boulder-network) %3 T, *v hU—7
7 FL210.1.1.024 # AJJLET,

Firepower Threat Defense A% k7—4 7 KL Z# (NAT) [}



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B wissuss rmven

MNew Network Objects ? X
Name: boulder-netwaork

Descripbion:

Network: 10.1.1.0/24

Format: ipaddr or ipaddr/len
or range (2.2.2.10-2.2.2.20)
Allow Overrides: [

d) [fR1F (Save) 1227 U > 7 LET,

e) [*v hT—Y ?DiENM (AddNetwork) |>[A# T x4 FDiEM (AddObject) |27V v 7
LT, WY /8 oy NU—J 2ERLET,
Fy N —7 727 MZ4RT (72 & 213, sanjose-network) ZfHF T, *v hTU—7
7 R A1022.0724 A1 LET,

New Network Objects 7 X
Name: sanjose-network

Descrption:

Network: 10.2.2.0/24

Format: ipaddr or ipaddr/len
or range (2.2.2.10-2.2.2.20)
Allow Overrides: [

f) [f*fF (Save) 127 U7 LET,
AT w T2 Firewalll (A—/¥—) ETVPNRKEHTY L 2 BlZrhrr%Ha, A—F¥— Xy hU—7 0D
FETAT T 47 4 NAT ZRELET,
a) [T/34 R (Devices) |>[NAT] Z &R L. Firepower Threat Defense NAT 7R U o —Z {Eik &
TeiImmE LEJ,
b) [—vDEN (AddRule) %27 VU v LET,
) DT mNRT 4 HRELET,
» [NAT /L—/)L (NAT Rule) ]= F#)j NAT /L—/L (Manual NAT Rule) .

«[#A T (Type) 1= AXT 17 (Static) ,

d [ #—7xARAFT7Y =2 I (Interface Objects) | % 7 T, WOHHZHELET,
c[EFIA L H—T = A A FT V=7 | (Source Interface Objects) ] = inside-boulder,

s [l A v H—T A AF T/ b (Destination Interface Objects) ]=outside-boulder,

e) [Z#t (Translation) | ¥ 7 C, ROHEHZRELET,

s [tDX(ETE (Original Source) ]=boulder-network 47 ¥ =7 K,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
NAT & U4 ~rven ]

o [EEAHDZEIETT (Translated Source) |>[7 FL X (Address) |=boulder-network
F Tk,

* [FTtMD3ESE (Original Destination) |>[7 KL X (Address) |=sanjose-network 47 % =
VA

o [ 49 2 D6 5E] = sanjose-network 47 V= 7 |,

GE)  FEET FLRIFEBR L 22D, JuDFET RV R BRI NT505ET R
AIZRILT RVAEBRRETDLZEICE ST, TAT T 47 4 NAT 2R E
THMERSHY 9, [RA—F (Port) |7 4 — /L RIZTRTEHOEEIZL
F, ZON—IT, EETELEDOTITDOT AT T 4T 4 NAT 2% E
LET,

f) [FEH (Advanced) | ¥ 7 C[sEleA v ¥ —7 =4 AT7 % ARP /2 L (Donotproxy ARP
on Destination interface) ] Zi®R L £ 7,

Add NAT Rule
NAT Rule: Manual MAT Rule v Insert: In Cateqory ¥ | | MAT Rules Before
Type: Static ¥ | | ¥ Enable
Description:
Interface Objects Tmﬂalim PAT Pool  Advanced
Original Packet Translated Packet
QOriginal Source:* boulder-network Rl ] Translated Source: Address
it e boulder-network
Original Destination: Address W

sanjose-network v & Translated Destination: sanjose-network

g) [fR1F (Save) 127 Vw7 LET,
AT 73 Firewalll (R—L¥—) ETHEHA—LF =3y bT—=2 DA 2=y MZALZHE, FE)
AT I A B =T APAT R EL £,
a) [L—LDEM (AddRule) 1227V v 27 LET,
b) ROT T 4 HFELET,
* [NAT /L —/L (NAT Rule) ]= F#) NAT /L—/L,
«[# A7 (Type) =447 >7 (Dynamic) ,

o [#A/L—/L (InsertRule) |=AID/NL—/NDHEDEEDNE, = DN—IEE DS
T RLUAIZEHA SN 5729, sanjose-network 25655 & L CEHT 5 /0—T Z D—
JVORNI R D BN H Y £, £ 9 ThRiFIIE, sanjose-network /b — /LT 7Kz IC—EL
TLZENHY FEA, T 740 M T, B LWFE) NAT /L— L3 [ B &) NAT OFf
{Z NAT /L —/L (NAT Rules Before Auto NAT) | &7 > a > DEBICHE S NVET,

o) (Mv¥—7xAAF7Yx7 | (Interface Objects) ] ¥ 7 T, IROMHEZHREL £,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B vwrzsmLrons sy emEoBSBA

5

[
[

% AV H—=TxA A LT =2~ (Source Interface Objects) ] = inside-boulder,
55

. JC
s [BEeA v H—T =2 A AF T2/ + (Destination Interface Objects) ]=outside-boulder,
d) [Z#: (Translation) | ¥ 7 C, WOHEBEZRE LTI,

s [JEDE(ETE (Original Source) ] = boulder-network 47 = 7 K,

o [EHE A DE(ETT (Translated Source) |=%85C1 > % —7 =1 AP (Destination Interface
IP) , 2DOFA T a Tl A v X—T oA AFT V=7 MTEENLTVDHA
H—T 2 A AEMHALT, f X —7 A APAT R ELET,

» [TTDFESL (Original Destination) |>[7 KL X (Address) |={FL& (ZHDOFE) |

o [BHE D55 (Translated Destination) [=1{E& (ZFAHDOFEFE) .

Add NAT Rule
NAT Rule: Manual NAT Rule ¥ Insert: In Category ¥ | NAT Rules Before |¥
Type: Dynamic v ¥ Enable
Description:
Intarface Objects Tmulﬂim PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* boulder-network v Translated Source: Destination Interface 1P ~
@T".e values selecred for Destination Interface
5 Objects in Trrerface Objects’ tab will be used
Original Destination: Address w
Ve Translated Destination: ~

e) [fRfF (Save) 127 U >y 7 LET,

AT T4 Firewall2 (> /8) OFHEITH> TWDLEAE. TDOT A AZFREONL—LEZRETE E
—é‘o
« FEYT AT T 47 4 NAT b—/LIE, 56557 boulder-network 35413 sanjose-network [7]

FiZ72 0 £97, Firewalll DN L OSSN Y NT—JHITFIZH LAV F—T = A R
j_j?\/\\l 7 ]\ %,ﬁzﬁi L/i‘j—o

« FESAT I 0T A F—T = A APATL—/VIL, 585608 MEE] DA sanjose-network
FFIZ72 0 £

NAT ZERLT=DNS UV T ) LIREDESHZ

JSENDT R A% NAT fREE —BT57 FLAICEE# X T, DNSIGEZEETS LI
Firepower Threat Defense 7 /3 A Z B ET H 2 ENMBEIZR D51 H Y £7°, DNSEIEIL,
FRITAL—=2a = VERET DH L EITRETEET, DNSEIEIDNSHE A L HIF
EhET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
NAT R L=DNs v Ty esEnz=az |

Z OFEEIL. NAT Lb—/LiZ—ETAHDNS 7= U LIREDT KL AxEE Bz £4 (2L x
X, IPv4 D A L a— K IPv6 D AAAA L 22— K| $£72135| & DNS 7=V D PTR L 22—
R) . =ov BT AU F =T A ADBMDA X —T7 = A AZBET 5H DNS IGE T, A
La— RE~y 7 SNTEN S ERDE~FEZHRZ ONET, W2, fFEOAS U F—T A A
MH~ BT A F—T A AZBENT S DNS A TIE, A La— NIEBOMEML~<
TENTE~AEFEEBLZONET,

PIFIZ, NAT L— /L CDNS DEEX#Z 2R ET HLENEL D ERRNERLET,

o JL— UL NAT64 £ 721X NAT46 TdH VY . DNS P — I8 xw Y U —212H Y £3, DNS
AL za—FR (IPv4 ) & AAAA L =— R (IPv6 ) 2 #5722 DNS OEX iz 2
‘/[Z‘%:"G\jﬁo

* DNSH— N[FANEIZH Y, 7 74T MINERIZHD £, 7 74T > b+ 46
D5ERER B A A A DPMLONER A MOk S E T,

¢ DNS —NFHNEIZH D, TTARXR—=FIPT FLRAZFERAL O LET, 7794 T
MIAERIZHY . 7T A4 T > IR THRA F SN TWE T —A"EIEET 5 522EA R A
AT 7 BALET,

DNS DEZHZ DHIREIF
KIZ DNS OEx#iz OFIBHEEEZRLET,

ol 2D A F771Z AAAA L o1— K| @ﬁ@mﬂw—w%ﬁﬁfﬁé’&f fEH9 % PAT
JL— LA REfEIZ 7 B 7280, DNS OEXH X IZPAT ITITEH SN EE A,

« FEINAT L—/L %3 E#éﬁa\%ﬁﬁTFVZEi@%%TFVX%#Eﬁét DNS
BEZRETEERA, ZNOHOFEDONL—/L T, AL BIZANSTZHBAICIHOOT R
U AZR L TR DEB|PITOND FREERH Y £9, LR -> T, Flrepower Threat
Defense 7 /34 Z [Z. DNSISZEND IP 7 K L A Z )7 Twice NAT L—/LiZ—FH SH 5
T ENTEEE A, DNSISZEIZIE, DNS ZRZ KDy NNOEETT FL R L5
ST RUADOAGDRICET 2IERN G ENEE A,

eDNS 7/ ) L nZ A EXWZ 51213, NAT L—/LZx L TAHZ)72 DNS NAT OE X #ix

ERHWEDNS 77U r—var A VAR a v EANCTIHLERSD T, T 7+

wFfi HIZ S372 DNSNAT ODEEHZ 2L D DNS A L AXRT g Ui/ m—n
CHHENDTZD, A VAR a VREAEFETIHINETIH Y FH A,

o FPXIZIL,. DNS OFEXHi 2 |3 NAT L—/LTlEAe< xlate = MU CEITENET, L=
MoT, XA FI w7 b—i xlate N7RWEE, BEXBINELLETENEFA, A
2T 4 v 7 NAT DAL, R XD 2BENREE L FHA,

*DNS DEXHZIZL ST, DNSH¥AFIv I TovTT—hrDAvtE—Y (AL —3
va— KR35 FEXBIOEREA,

KD KNE w7 T, NAT L—/LTPD DNS OEX#z OfilZ 7 LET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B onssssser

DNS64 /& Z{E1E

3

AY¥— k514t HR—bENBT | HR—rEhB KR
VR DA 2R |14 R AL TR
f£& (Any) AP Firepower Threat |{£& (Any) Access Admin
Defense Administrator
Network Admin

WO, FEBD IPv4 %~ T —27 ED FTP #—/3¢ DNS —REZRLET, VAT A
X AN —A_SHORE T v VBB £, ZO%E. WL IPv6e - — ) fip.cisco.com
DT KL A% DNS H— NZHRT % & DNS — N ZEBEOT LA (209.165.200.225) %
IS L ET,

NE = — 12 ftp.cisco.com D~ » B> 7 7 KL A (2001:DB8::D1A5:C8E1 : DIA5:C8EI |& IPv6
? 209.165.200.225 |ZAHY) ZMH S HITIE. A¥ T ¢ v 7 EHH O DNS ISEEE % 3% ET
LZMENRBHY T, ZOBNZIE, DNSH— "DOAX T ¢ v 7 NAT EHa, 8L ONEEIPV6 4 A
FD PAT L— /L b EENTWVET,

Hip. s aom
200, 165.200. 225
(%5 Server Stafic Transiation on bside o
: 204.165.201.15 2001:DER:DIASDRET
Sfatic Trenslaloes on Inskde lo; =
2001 0G0 AS-CI0F

FTP Request
0, 165,200,225

DN Cuery Cm e )
lip.clscoucom?

st Acddr. Transiadion
2001:DE8:0TAS:COE T3 209.165.200.225

NS Reply Modilicalion \ /L
200 165,200,225 2001:DEE D1 AS:CAET HE ——

o DEa:
FAT Trenslalbon on Cufssdes o
200, 165.200.230

[l Firepower Threat Defense D+ k7—% 7 KL RZ#H (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)

onses 55 E [

1R BHHIIZ

T AKIET DA v Z =T 2 A AREFENTNDA LV F =T 2 A AFT V=7 b (EF=a
VF7 g4 V= FB3A v E—T oA A TN—T) NHDHILEMBELET, Z0FITIE, A
VH—=T 2 A AL TV =7 Miinside L Poutside & WO A4FTIOEXF =T 4 V—2ThD
ERELET, A VX —T 2 AAF T2 MERETHIZIE, [P b (Objects) |>
[#7> Y FEE (Object Management) | ZiEIRN L TH 6, [/ ¥ —7 = A A (Interface) ]
IR £,

FIE

AFwF1 FTP #— %, DNS H—, HN#ry hU—27 BLXRPAT 7— D%y NT—27 FT7 =7
MEVERR L F97,

a)
b)

<)

d)
e)

[F72 x5 kb (Objects) |>[#T>x¥ FEE (Object Management) | Z &R L 7,
AT Y DT —TIINE [y hT—2 (Network) | ZRINL, [y kT—9 %1BN
(Add Network) |>[4A7 x4 FDEM (Add Object) | 227 VU v LET,
KEDOFTP ¥ — T RLAZEHRLET,

Xy NU—7 TVl MIARTEMT (fip_server 72 ) | ARA N 7 RLA
209.165.200.225 # AJJL£7,

New Network Objects e

Marme: ftp_server

Description:

Metwark: 209.165.200.225

Format: ipaddr or ipaddr/len or
range (ipaddr-ipaddr)
Allow Overrides:

[fR7F (Save) 1227 Vw7 LET,
[~y FT—2 %3:EN (AddNetwork) |>[ZF T2 x5 FDENM (AddObject) | %227 VU v
7 LT, FTP 4 —_OEWFE»IPv6 7 RL A ZEFR L E T,

Xy NU—7 X7Vl MIARTET (ftp_server v6 72 E) | ARA K 7 RL A
2001:DB8::D1AS5:C8E1 & A ) LE 7,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



B onssssser

2)

h)

i)

Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

New Network Objects ? X
Name: ftp_server_ve

Description:

Network: 2001:DB8::D1AS:CBEL

Format: ipaddr or jpaddr/len or
range (ipaddr-ipaddy)
Allow Overrides:

[f&77 (Save) 1227V w7 LET,
[#Y FT—% %ENM (AddNetwork) |>[A T2z FDiEM (AddObject) | %7 Y v
7 LT, DNSH—R_DFEREDOT FLAZEHRLET,

Xy NI—=7 A7V MIARTZMT (dns_server 78 ) | BRA K 7 RLX
209.165.201.15 Z# AJ1 L FE 9,

New Network Objects ? X
Name: dns_server

Description:

Network: 209.165.201.15

Format: ipaddi or ipaddr/len or
range (ipaddr-ipaddi)
Allow Overrides:

(-1 (Save) 1227 VU v LET,
[y bT7—2 %EM (AddNetwork) |>[A T ¥ FDEM (AddObject) | %7 U v~
27 LT, DNS H—_OEHFE I IPv6 T KL AZER L ET,

Xy NI—7 A7Vl MZARHTZATT (dns_server v6 72 L) | AN 7 RL-X
2001:DB8::D1A5:C90F Z A1 L £9 (Z ZT. DIAS:C90F 1L IPv6 DA D 209.165.201.15
T7) .

New Network Objects ? X

Name: dns_server_ve

Description:

Network: 2001:DB&::D1AS:C90F

Format: jpaddr or jpaddr/len or
range (ipaddr-ipaddi)
Allow Overrides:

[PRAF (Save) 1227 U v 7 LET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
onses i E |

k) [®v bT—2%EM (AddNetwork) |>[A T x4 FDENM (AddObject) | %7 VU v
7 LT, W IPv6 X NU—2 ZERLET,
Xy MU= FT7 V=7 MI4AHT (nside v6 72 E) Zff1F, x>y hU—27 7 KL X
2001:DB8::/96 &= A1 L E 7,

Mew Network Objects ? X
Name: inside_v6

Description:

MNetwork: 2001:DB8::/986

Format: ipaddr or ipaddi/len or
range (ipaddr-ipaddi)
Allow Overrides:

) (17 (Save) 1227 U v LET,
m) [®Y bT7—%5%EM (AddNetwork) |>[A T x4 FDENM (AddObject) | %27V v
7 L. NELIPV6 %y U —27 D IPv4PAT 7— V& EZE L E 7,

T NI—2 A7V =y MZAHTZLHT (pvd pool 72 &) | #iPH 209.165.200.230 ~
209.165.200.235 # AS1 LE,

New Network Objects ? X
Name: ipvd_pool

Description:

Netwark: 209.165.200.230-209.165.200.23!

Format: ipaddr or jpaddr/len or
range (ipaddr-ipaddr)
Allow Overrides: D

n) [fRfF (Save) 1227V w27 LET,

ATV T2 FIP = D7D, DNSHEEZRE LAY T 4 v 7 NAT b=V &RELET,
a) [T/34 R (Devices) |>[NAT] Z# &R L, Firepower Threat Defense NAT 7K U v —Z {ERk &
ToldmE LET,
b) [L—/?DBEN (AddRule) 1227V v 7 LET,
) WOTu T 4 EFELET,
» [NAT /b—/)1 (NAT Rule) ]= HE) NAT /.L—/L (Auto NAT Rule) ,

«[ZA 7 (Type) 1= A¥T 1+ v 7 (Static) .

d) [ ¥—T7=AAFT7T=7 bk (Interface Objects) | ¥ 7 T, L FOEREEZITWVET,

[FETXA A —T = A A LTV =2 b (Source Interface Objects) ] = outside,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B onssssser

s [BEeA v H—T A A A7V =7 bk (Destination Interface Objects) ]= inside,

e) [Z#t (Translation) | ¥ 7 C, ROHEHZRELET,
s [JLDF#EfF 50 (Original Source) |=ftp server X NV —2 77 K,

o [BHEHDFRIGITCT R LA (Translated Source Address) ]=ftp server v6 %~ kU —7
FT T b, >

Add NAT Rule

MNAT Rule:

Type:

Auto MAT Rule 4y 8

Static bt

Interface Objects T!Iulﬁm PAT Pool  Advanced

Original Packet Translated Packet

Original Source:* ftp_server ¥ @ Translated Source: Address
ftp_server_ve

Original Port: TCP v

f) [HM (Advanced) 1 %7 T, ATOA T v a v aRIRL £,
« [Z2DN—IZ—ET % DNS & ZZH#i (Translate DNS replies that match this rule) ],

s[> R~ v B> 7 (NettoNet Mapping) ], 1xf 1 D NAT46 Z2#iTh 572D TT,

g) [OK]Z27 V7 LET,
ATY T3 DNSH—DIedDAXT 47 NAT L—/LERELET,
a) [b—?BENM (AddRule) 127 VU v 27 LET,
by DT aRT 4 ERELET,
* [NAT /L—/L (NAT Rule) ]= HEj NAT /—/L (Auto NAT Rule) ,

«[Z A7 (Type) 1= A¥T 1 v 7 (Static) .

) [Mv¥—T7=AAFTT=7 bk (Interface Objects) | ¥ 7 T, L FTOEEEZITWVET,
s[EEIXA L H—T = A A FT V=~ (Source Interface Objects) ] = outside,

s [BEEA L H—T A A A7V =7 b (Destination Interface Objects) ] = inside,

d) [%£#t (Translation) | ¥ 7 C, ROHEHEZRELET,
s [JEDFE(E5C (Original Source) ]=dns server x> U —27 7 =7 |,
o [EBHE B DFIEITLT R LA (Translated Source Address) ]=dns_server v6 % v k7 —
g X T r, >

e) UL 1K1 D NAT46 ZBHaTH D72, [ (Advanced) 1 %7 T, [*» M~y Y
2" (Net to Net Mapping) | # 3R L £,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
onses i E |

Add NAT Rule

MNAT Rule: Auto NAT Rule b d

Type: Static b

Interface Objects Tr.mdtum PAT Pool  Advanced

Original Packet Translated Packet

Original Source:* dns_server >~ 9 Translated Source: Address

dns_server_wé

Original Port: TCP v

f) [OK]Z7VUvr LET,
ATy T4 NERIPV6 X NU— 71k L, PAT 7=V b— V& FOH A F v 7 NAT R ELET,
a) [b—/oiEN (AddRule) 127V v 27 LET,
by ROT T 4 ERELET,
+ [NAT /L—/L (NAT Rule) ]= H#) NAT /L —/L,

«[# 47 (Type) ]=Dynamic,

c) [Mv¥—T7xAAFT =7 b (Interface Objects) | ¥ 7 T, LA FDEEEITVET,
c[EETAH—T A A AT/ b (Source Interface Objects) ] = inside,

[BEEA v H—T A A AT =7 ;b (Destination Interface Objects) ] = outside.
d) [£#: (Translation) | ¥ 7 C, IROHEHZRELET,
« [JLDFIE5C (Original Source) ]=inside v6 * v bV —27 A7V =7 |,

o [BHE - DIEIEILT KL A (Translated Source Address) 1> = Z D7 4 —/L RIZED

FFEIZLET,

Add NAT Rule

HNAT Rule: Auto MAT Rule ot

Type: Dynamic v
Interface Objects Tﬂnlh'l:lm PAT Pool  Advanced

Original Packet Translated Packet

Original Source:™® inside_v6 v Translated Source: Address v

~
Original Port: T o

e) [PAT 7—/L (PAT Pool) | ¥ 7 C, LFOREZITWVET,
* [PAT 7—/L DA%t (Enable PAT Pool) 1= Z DA 7 a v ERIRLET,

o [BHEHDFIFITLT R LA (Translated Source Address) ]=ipv4 pool %> hTU—72 %
AV Fo >

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B onsiessE s oNs 5—i1

Add NAT Rule
MNAT Rule: Auto MNAT Rule o
Type: Dymamic e

Interface Objects  Translation m Advanced

¥ Enable PAT Pool

PAT: Address ¥ | lipvd_poal Rl B+
Use Round Robin Allocation
Extended PAT Table
Flat Port Range
) [OK]z=27 Vv LET,
DNS & Z{E1E : 44 &80 DNS H—/\

AY—h+ 314t YR—bENET | HR—rShB K

VR HEDSA VR |INL R ALY TR

{£& (Any) ML Firepower Threat |{£:& (Any) Access Admin

Defense Administrator
Network Admin

ROBNZ, FNBA 2 —T 2 A ZABT 7B AWEERDNS h— 3% /R L £, fip.cisco.com &
WO = SRNEA X —T = A A BIZH Y 7, fip.cisco.com DFEFRDT KL 2 (10.1.3.14)
ZLAER Y NU—7 ETHRTE D~y B 7 7 LA (209.165201.10) (ICAX T A v 7
BT 5 K I NAT Z#%E L £

ZO%E. TOAZT 4 v —/L TDNS IWEBIEZ AN T 2BERH Y £3, AT
He EBEOT KL AZMH L Tfip.cisco.com|(l T 7 B ATE LZWNEL—FIL, ~v BT
RLUATEARSEBREDOT RLAZ DNS = "\InbZETEDL LR £7,

WHEBAR A K28 fip.cisco.com DT R LA %KD D DNS BRAZE(ET S L, DNS — N jF~ v v
Y7 7 KA (209.165.201.10) ZJGELE T, Y AT AE, WEY—/SORLET 4 v 7 —
NEZB L, DNSIGENDOT KL A% 10.1.3.14 ([ZEH L9, DNSIGEEEEZ A Ly
Y. WNEAR A NI fip.cisco.com [IZHBET 78 A5 VI, 209.165.201.10 (2 T 7 1 >

7 DIFEERAET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
DNs SEEE : 0 oNs v—3 [

Security
Appliance

DMSE Reply Modification
209.165201.10 == 101314

L.lser f'tp Cisco.com
01314
Static Translation
on Qutside to:
209165 201.10

®

FTP Request
101314
4R8O SRS

TNA RZHIET DA =T 2 A ANEENTNWDA X —T =2 A AL TV b (EF=a
VF 4 = FT3A v —T AR TN—T) NBHHZ WA LET, ZOFITIE, A
VHE—=T 2 A A FT V=7 Miinside 1 L O outside &%5%%@?%:9?4’ = ThDH

130021

ERELET, AV X —T 2 A AFT V27 MEFRET DL, [FTPH b (Objects) 1>
(#7249 FEE (Object Management) | ZiER L TH 5| [/( v H#—7 x4 A (Interface) ]
IR L E T,

FIg

AT T FIP YV —R"DFy hU—27 A7V =7 FEERLET,
a) [A#72xY k (Objects) |>[ATP ¥ FEE (Object Management) | &R L £,
b) IALTUYDT—TNANE [Fy hU—27 (Network) | ZER L., [®v FT—2 Z8M
(Add Network) |>[A 72 x4 FDEM (Add Object) |22V v LET,
¢) EBEOFTP Y — 7 L RAZEHLET,

Fy NT—7 FT V= MCAHTET (fip server 72 Y) | ARA R 7 KL A2 10.1.3.14 %
A LET,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |
B onsiessE s oNs 5—i1

New Network Objects i
MName: ftp_server

Description;

Metwark: 10.1.3.14

Format: ipaddr or ipaddr/fen or
range (ipaddr-ipaddr)
Allow Overrides:

d)y [fRTF (Save) 127 Vv 7 LET,
e) [#v FT—% %ENM (AddNetwork) |>[A# 7> x4 FDIENM (AddObject) |27V v 7
LT, FTP 1 —"DOLEWHFE LT NL AL ERLET,

Fy NI —27 7V xr MZAHTESHT (fip_server outside 72 £) | IRA K 7 KL A
209.165.201.10 Z A /1 L 9,

Mew Network Objects ? X
MName: ftp_server_outside

Description:

Network: 209.165.201.10

Format: ipaddr or ipaddi/len or
range (ipaddr-ipaddi)
Allow Owverrides:
f) [fR1F (Save) 127 Vw7 LET,
ATV T2 FIP Y — D7D, DNSHEEAZRE LIZAXT 4 v 7 NAT L—VERELET,
a) [T/\4 R (Devices) |>[NAT] Z &R L. Firepower Threat Defense NAT "RV o — % {Eik &
TidmE L9,
b) [V—/LDEN (AddRule) %27 VU v LET,
) WOTaNRT 4R ELET,
* [NAT /L—/L (NAT Rule) ]= H#) NAT /L—/ (Auto NAT Rule) .

o [Z AT (Type) |=A¥T 4 v (Static) ,

d) (v ¥—7xAAF7Yx7 | (Interface Objects) ] ¥ 7 T, IROMHEZHRE L ET,
s [EFIA v H—T A A AT =2 b (Source Interface Objects) | = inside.

s [5EA v H =T 2 A A AT V=7 (Destination Interface Objects) ] = outside,

e) [£A#: (Translation) | ¥ 7 T, ROWEHZRELET,
s JEDFEIEIC (Original Source) = fip server 1 NV —27 A7V =7 K,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
DNS EEHE : 2 b #v b7—5 toONs H—5 [

o [BHFEFDFRIETLT R LA (Translated Source Address) ] = ftp server outside 1 k
T— AT by >

[F£#0 (Advanced) ] % 7 T. [ZD/—/L & —FT 5 DNSJH& & ZH#4 (Translate DNS replies

f)
that match this rule) ] ZER L £,

Add NAT Rule

MAT Rule: Auto NAT Rule b

Type: Static v

Interface Objects PAT Pool  Advanced

Original Packet Translated Packet

Original Source:* ftp_server + Translated Source: Address
ftp_server_outside

Original Port: TCP v

g) [OK]Z27 Vw7 LET,

DNS [EZEFMEIE : /RX b Ry T —% £®D DNS H—/\

2RT—kS4+E HR— h BT | HHR— FENB K
VR REDZA VR |4 R ALY TR
& (Any) ML Firepower Threat |{£:& (Any) Access Admin
Defense Administrator
Network Admin

WO, AN FTP —/3& DNS h— AR LET, VAT AL, MR —SHo R ¥
T4 TEEPHY 9, ZOEE. WE— fip.cisco.com DT KL A% DNS H—/3\(Z
k45 L, DNS — NTEBEOT FLA (209.165.20.10) &S L£9, NEl2—HIC
ftp.cisco.com D~ v B> 7 7 RL-Z (10.1.2.56) ZHEHIEDITIE, AZ2T v 7 EH#HD

DNS [GEEIEERET HDLERH Y 7,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B onsmEEE kxR Ry FT—2 £ DNS H—

&

ftp.ciscocom
20916520110

Static Translation on Inside to:
10.12.56

DMS Server

ftp cisco.com?

Dest Addr. Trans|ation
101256 20916520110

DNS Reply
209 16520110

Security
Appliance

DME Reply Medification
FTP Request

209165201.10 == 10.1.2 56 P
i 101256
e
101256 :'
m‘

&

1]

=
13002z

18 H B

TR ANZHNET DA HE—T 2 AMEFENTNDA U HX—T oA AFT V=7 b (EF=
V7 V= FhB3A 2 =Tz A A ITN—T) BbDHI WA LET, ZOBITIE, A
VH—=T 2 A A AT T Minside B L Poutside & WO LRIOEX 2T 4 V=0 ThHD
EIRELET, AV F—T A AFT V27 FERETDHITE, [TV b (Objects) 1>
[T x4 FEE (Object Management) | 23R L T D, [ ¥ —7 = A A (Interface) ]
PERLET,

FIE

FTP VY — "D F vy hU—27 7V =7 b EERELE T,

a) [P ¥ b (Objects) |>[ATPx¥ FEE (Object Management) | 3R L £,

b) AT UYDT—TNAMNE [Fv hU—27 (Network) | ZiEIR L, [#v kT—% ZBM
(Add Network) |>[A# T2 x% FDEM (Add Object) | %27V v 7 LET,

) EEEOFTPH— T RLAZERLET,

Xy NI =7 FT7 V=7 MIARTZAT (fip_server 72 L) | ARA 7 FL-2209.165.201.10
EATILET,

. Firepower Threat Defense Dy kD —% 7 FLXZ# (NAT)



| Firepower Threat Defense A%y k7 —% 7 KL XZHE (NAT)
DNS EEHE : 2 b #v b7—5 toONs H—5 [

Mew Network Objects ? X
Name: ftp_server

Description:

MNetwork: 209.165.201.10

Format: ipaddr or ipaddi/len or
range (ipaddr-ipaddi}
Allow Overrides:

d)y [fRfF (Save) 127 Vv 7 LET,
e) [#v FT—% %ENM (AddNetwork) |>[# 74 FDIENM (AddObject) |27V v 7
LT, FTP = "DOLEWHFEHT NL AL ERLET,

Fy NT—27 FT7 V=7 MZARIZESHT (ftp_server translated 72 &) | AR A R 7 R LA
10.1.2.56 Z A1 L £7,

New Network Objects ? X
MName: ftp_server_translated

Description;

Metwork: 10.1.2.56

Format: ipaddr or ipaddr/fen or
range (ipaddr-ipaddr)
Allow Overrides:
f) [fR1F (Save) 127 Vv 27 LET,
AT9 T2 FIP — D7D, DNSHEIEZRE LIZAFX T 4 v 7 NAT b— V&% E L ET,
a) [T/34 R (Devices) |>[NAT] Z &R L, Firepower Threat Defense NAT 7R U o — % {Eik &
TdmELET,
b) [L—DEN (AddRule) 12727 VU v 7 LET,
) WOTaRT 4 HRELET,
» [NAT /L—/)L (NAT Rule) ]= HE) NAT /L—/L (Auto NAT Rule) ,

s [#A T (Type) 1= AXT 17 (Static) ,

d) [ ¥—T7=AAFT =7 b (Interface Objects) | ¥ 7 T, LA FTOEREEITWVET,
s[EFEIXA L H—T =2 A A FT V= ;b (Source Interface Objects) ] = outside,

s [5EEA U H —T 2 A A AT V=7 | (Destination Interface Objects) ] = inside,

e) [t (Translation) | ¥ 7 C, ROHEHZRELET,
s [JEDFE(E5C (Original Source) ]=ftp server * NV —27 A7 V=7 K,

Firepower Threat Defense DRy kT —% 7 FL X% (NAT) .



Firepower Threat Defense D # v kD—4 7 KL A% (NAT) |

B onsmEEE kxR Ry FT—2 £ DNS H—

o [BHLE A DIIETLT KA (Translated Source Address) ]=ftp server translated % > b

UV—0 7= b, >

f) [F£# (Advanced) | % 7 T, [ZD/L—/b & —E§ % DNS & 22544 (Translate DNS replies

that match this rule) ] ZER L £,

Add NAT Rule
NAT Rule: Auto NAT Rule i
Type: Static i

Interface Objects Tr.-ldd:iu'l PAT Pool  Adwvanced

Original Packet Translated Packet

Original Source:* ftp_server bl Translated Source:

Original Port: TCP v

g) [OK]%27YUv2r LET,

. Firepower Threat Defense Ay kT —% 7 FL X ZH# (NAT)

address

ftp_server_translated
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