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| Firepower Threat Defense 1 fif VPN

Firepower Threat Defense M+ ~f&l VPN BRIDFMA T a > .

(25542 hEib) R >—%FXIZT S (Enable 'Do Not Fragment' Policy)
IP ~ v % —|Z Do-Not-Fragment (DF) t'v k & v FZFORKE 7237 > h % IPsec ¥
TYATLINED L IR T D mERLET,
R o—
«[DF £y KD = — (Copy DFbit) ]: DF By b &#EEFL F7,
«[DF vy K27 U7 (Clear DF bit) ]: DF vy & #EH L £7,

«[DF &' hDOFE (SetDFbit) ]: DF By &R E L THEHLET,

FST 4w JO—HEREF (TFC) /N7y FZEFHMITT S (Enable Traffic Flow
Confidentiality (TFC) Packets)

NoRNVEBIRTDNT 7407 TR T 7 A NES AT T HHI—O TFC /N7 > b
EHMCLET, [2S—A b Burst) ], [ 72— KA X (PayloadSize) ]. BILW

[#A4 L7 7 & (Timeout) /37 A—2 %M LT, $5E L7 SA TREMICT & A
REESONTy NEERLET,

Firepower Threat Defense (Y- &l VPN BRI FFMA T a >

ZZ T, S2SVPN DJEBITHRE TX 2547 v a 12>\ T E%Li# FN o ORE

E. PARBRYRE, T o, BEOTRTOEIRMNRT A RZHEHIET,

Firepower Threat Defense VPN O IKE ¥#i4 7> 3 >

[F4#0z%E (Advanced) 1> [IKE]>[ISAKAMP %% (ISAKAMP Settings) ]
IKE ¥— 77 54 7 (IKE Keepalive)

IKEX—77 74 75HFNEIFENCLET, 20T, [KBICENCT S
(Enablelnfinite) JIZEXEL T, TA AN —T T 74T £=F )V T HPMTH I &

DN EDICHELET,

LEUME (Threshold)
IKEX—77 74 7OEFEHREHEELET, Jiud, =774 7E5=4) 7
ERMGTHETICETICHFTSNE T A NI () T, /MEBLOF 7 41
M 10 #C, HKAEIZ 3600 # T,

B 1THEE (Retry Interval)

IKEF—77 74 7OHBITHOLHRITE COREPEEEELET, T 740 MIT
2T, RKMEIE 10 BT,

E7IZ#E{E SN S ID: (Identity Sent to Peers:)
IKE XT3 — 9 o CETHAESOMBNMENT 5 ID 23R L £,
«autoOrDN (7 7 4 /V ) 8 A SN L > TIKER Tz —va VEHBILE T,
HAPEAF—DIPT N LA FTITAEERFEOFEHEDN CRY R — b)) 2L £
D

« ipAddress : ISAKMP i3/ 15 H A 2CHT 2R A RO IP 7 RLUAZEH L £,

Firepower Threat Defense - k& VPN .
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. Firepower Threat Defense VPN O IKE 3¥#i4 7> 3 >

o IRA 4 (Hostname) : ISAKMPFRBIIEHRZ AZHLT DR A NOEREM KA A 4%
FERLET, ZOLFNE, FRA R E AL U4 THERSNET,

7Ly T E—RFDOAFXIE (Enable Aggressive Mode)
NTT v RAR=27 VPN bR Y TOREHTEET, IPT RLABEFHTHY | 73
A AT DNS R 2 CERWARMERH L5815, oI x— g AR
LCHF—ERELZHLET, RAMBIRRAAS VAICESNTRI v — 3 VAT
bILET,

[GH#ME%E (Advanced) I>[IKEI>[IVEv2 ¥ 1) T4 7Y IT—2 3> (SA) RE (IVEv2Security
Association (SA) Settings) 1]

IKEV2Z2WTC, A —7"2 SA DEEHIRT D X B3 Mty v a Uil 2T 22 &N
TXET, T 74/ T, SA OEITHIBR I N FEH A,

7 v F— F v LT (Cookie Challenge)
SABALE/ N FDOIREE L TET THRAL R vFXF—F X LU VEIRETIEINE I E
BELET, ik, h—Ev A% (DoS) WEDOHILIZENSZERHV T, T 7+
JU R TIE, BERTFTREZR SA D 50% Np AL m—3 g VR THLILEAIC vF— Fr L
CEMHALET, ROFT T arondinsl 22 ERLET,

e A K L (Custom : )
« L7V (Never) (T 71 1)

« W2 (Always)

BEVYF—FvL>2PDOLELME (Threshold to Challenge Incoming Cookies)
RSN SR TAv T — 3 D SA DREOEIS, ZORELEET D L. LD SA
FAV = a LT v F—F ¥ L UN M T—SNET, H#IHIZ0~100% T
7
HFaSnhdRrdoI—2 3 FD SA D (Number of SAs Allowed in Negotiation)
—RFRTRIAL == g VI TEDLSADRREZHIRLET, Z7vF—FrL ook
HIERAT 25E8IE. A7 oA F 2w INFITEINDLIICTEHD, 7 vF—TF v
LoD LEWEZ ZOHIRMEL D HES LT ZENY,
Al S B SA MEFRER A (Maximum number of SAs Allowed)
PR SIS IKEV2 5t DR A RIR L £, 7 7 4 /v b TIEERIR T,
FoRILOUIERBEDOBEMZE 2T 5 (Enable Notification on Tunnel Disconnect)
EHHEIL, SA TRESNEEGE Ty MR EDSAD NI 7 4 v 7 L7 ZL—FK L
WA DET ~OIKEBMOEEEZFNEITINT L ENTEET, 774NV KT
L. [Z 0@ % %{E9 % (Sending this notification) ] IXMEENIZ 72> TUWE T,
TRTDEY L IaUIRTITEHET, TNARAZBEHTEEEA,
FNCTDHE, TRTCOT 7T 47ty a v BREHEMNICK T LTHL VAT ARHIRL
FanFEd, 774N FTIE, B> THET,
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Firepower Threat Defense VPN 0 IPsec 3£+ 73 a3 > .

Firepower Threat Defense VPN O IPsec 5%l 7> 3 >

[%#z%E (Advanced) ]>[IPsec]>[IPsec X7 (IPsec Settings) ]

BEEIEDRINZT ST A2 T—2 32 %FXITT S (Enable Fragmentation Before Encryption)
ZOFTvaNE, P T T T AT —a TR — L TWRW NAT 731 A% K
T4y PBRTELLICLET, ZOFTvarEHEHALTH P77 T AT —
varEHFAR—= R LTORWNAT 731 ZOEMERTHIT N5 Z &EH 0 8 A,

IRADBRKRIEELI=Y FOI—2 2% (Path Maximum Transmission Unit Aging)
FATTHE PMTU (NAFKRImEL=y ) O=—=U 7 DFD, SA (E¥=
T4 TYYIT—ary) OPMTU Uty hE TORENEZNCARY 7,

fED ) v L&A (Value Reset Interval)

SA (tX=aUT 4 7Y/vxT—ay) OPMTUMAILOMEIZY) &y b EN D £ TORR
(43) AN LET, AL 10 ~304 T, 7740 MIERIR T,

Firepower Threat Defense D4 FE VPN kU RILDFHA T 3 >

FEF—La iR

[7/34 A (Devices) ]>[VPN]>[#A Kf# (Site ToSite) . D% [VPN DB/ (Add VPN) ]
> [Firepower Threat Defense 7 /3 A (Firepower Threat Defense Device) | ZE3R3 575, F£70i%
JARSINTWDHVPN AR UZRELET, FEHMERE (Advanced) ¥ 7 ZBE, T/ —
var 74y Ry T[ %/l (Tunnel) | 28R L £,

foRILA T3y

NTTURAFR—IBLIOTILN A vy a "R TORMEATEXET, Z0® 7 g iEF
A2 N —RA v MERRTIEEREINERE A,

c[INTENLIZAR—T Y —AR— 7 Bl A3 % (Enable Spoke to Spoke Connectivity
through Hub) ]: 7 7 4/ h TIXIEHZ > TWET, ZOT7 4 — LV REERRTLHE, R
=27 ORI DH DT /N AT, NT ) — REN L TOT NA A~OEHRi A LR TE £
ﬁ‘o

NAT 5% 7
[F—TTITAT AvE—T FT A=W/ (Keepalive Messages Traversal) | : NAT ¥ —7
TIAT Ayt —= FIN=HNVEGNT L0 ESNERELET, VPN EHiNT &
AR—=7 EOMNZT A A (FET A R) DREEISNLVTWDEA, =TT 747 Ay
TV EERIET DT OIINAT NI NR—H L =TT IATEFEHLET, ZOT /AR
TIX, IPsec 72 —TCNAT ZEfTLET,

TOF T a rBBBINTAENIE, By arBNT T4 T THDHI L ERTIEDICA
R—7 EHETNAA AT =TT 74 TEFNEGESNIRR () 2 ELET,
X, 5~3600 B TIHELET, T 74/ MI 208 TT,

Firepower Threat Defense - k& VPN .



Firepower Threat Defense - k& VPN |
. Firepower Threat Defense VPN DE=%4 1) >4

VPN b5 T4 v I D7+ R

c[BEEINT T 7 4 v 7 (sysopt permit-vpn) (ZXf T H/XA /XA T 7R ar ha—)b
RV 2 — (Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)) |: 7 7 # /L
FNClX, ERENE T 74w 2id, T78A I br—L KU o—DAf AT T g
YOMBIZIRVES BEENTL T T 407 AT aiH LTS RAT 7 ER 2
Yhu— VR = AT DL ACLA Y ANT Ta UPRANA SRASET A, AAA
P—r"\MbF T r— RE72 VPN 7 L% ACL EFBREACL (X, VPN R T 7 ¢ v 71T
JlEmEdEMsnE,

Firepower Threat Defense VPN DE=42 1) > 45

Firepower Threat Defense VPN 7 7 7 4 B 7 4 ZIRO L HIZE=F L% T,
s VAT A Ayt—

Avt—UvrF—%, E=F Y T ERWTLAHEHTT., ZOMRBEERTL L, VR
T LRI LOART —F ZNZOWTHRGRINZ AR SILD A v B — V2R TE £
T, Avk—V X —%H<IZE, A1 A==2—0 [J&B (Deploy) | R D3 <
FUNZH D [V AT AT —H A (SystemStatus) |7 A 2L %7 Vv LET, AvE—
DR E—DFERTEICONWTIL, VAT A A v E—UFBRLTLIEE N,

e VPN ~ LA A X K

INbDA X ME, [V RT L (System) |>[~NJLR (Health) >[4 X2 k (Events) |>
[VPN R 7—4 X (VPN Status) | T, ZOMDI AT A A4 X fERICRRTINET,
VAT LDNVA AN NOFRRFICET LM ONTIR, AR F=2 Y TSR
LTL7EE,

c VAT ATl
BITE, Firepower Management Center | Firepower Threat Defense VPN syslog % #it 4 H 25 & HE
ZiZ TCWERA, ThHD syslogld, e 7 —0A 7 DDIZY— RN—F ¢ H—
NITEREINDMERH Y 97, syslogh— "OFRE L VAT A1 T OFRROFEMI O
T, Syslog DFEEEZZHL T ZEVY,

X7z CLI =~ K, [Command Reference for Firepower Threat Defensell % ZH LT
<TIEEW,

Firepower Threat Defense 7 /3 A T show, clear, 33X Wdebug =2~ > R&HH LT, VPN
TITAETADE=ZEBIR NI TN a—T 4 T H#ITOET,

E-AYVTDHEARSAY
* 300 LL_E @ Firepower Threat Defense 7 /31 A 73 Firepower Management Center Cax i & 41 C
WAHEE . ARV MU ORBER AT D ATREERH D £7,

s BEe N YUIKT LT\ 5354 Firepower Threat Defense 7 /3 A & Firepower Management Center
DDA X ERKRDOITWD RN H D £,
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