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FEEHT 52 < O TIE, BEIGLT, ZOHTAT V=27 FafFRT22EHTEE
T ATV b wx =V EEHLT, ROBIELFETTESET,

s MOl CTHEEOA T V7 VBRI D00, ATVl NI N—T b, AT
N ITN—T (1T=V) EERLTIIEEN,

CBIRLT=T NS A, T~ T AL VEBBAOEEITER LI AL v OFT V=7 b
EOA—=R—=F 4 R, T2V bOA—=R—=F 4 K (9X—=) ZBRL T EE,

TITATIRR)—THAENLDAT V=7 MafRELTRIC, BEEZANCTDITF, &
B EFERTOLEROVET, 7277 47 RAR) I —THHASNTWDLIAT V=7
MIHIBRTE £EA,

GE)

FT7V=7 NI ZDOT AL AZED B TOEATWDLIRY —TAH7 V=7 bMEA S5
BOH, EHMRT NAATRESNET, FEDOT A ZZEHY {4 THATWDHTRTOR
V=0 A 7V =r MaeHlRT 256, 797 MI, ROBEARFZT A ZAREND S
HIBRS A, A7 ¥ =7 M T 2%BEOETILT N1 AREICK S IVE T A,

Tz bBA4T

WDFIZ, Firepower VAT LA TIERTE DA T V=0 b, &4 TV N XA THRITNV—T
EFTEENE D, BEOA— =T 4 FEFATD LI IR TE LM E I NERLET,

A7T2xH k247 (Object Type) JIL—F LT A—N—Z4 F&EH
T
Xy MU —7 Yes Yes
[&— bk (Port) ] Yes Yes
B =T AR No No
ebtXa VT4 V-V
A VHE—T 2 AT N—F

| EEEEDE e R A



| BREAaLA IO b
srATEr v s romE ]

AT2xY k247 (Object Type) JIL—F LT A—N—S4 F&H
7

R = No No
TV r—vary T4 No No
VLAN % 7 Yes Yes
X2 UT 4 S—7 27 (SGT) No No
URL Yes Yes
frEfE# (GeoLocation) No No
2oty b No No
X2 VT4 ATV V2 A Fy hU—2 |No No
DNS, URLDYU A hE& T 1 —F

TRV No No
A AN No No
EAAL—K U] No No
A4 (Distinguished Name) Yes No
NF— AT T AT F v (PKID Yes No

* WEBB L OMEIHTE % CA
« RIS KON AER &

SLA =4 No No
TV7 4y A YA IPvA BLUIPYG No Yes
N—h =7 No Yes
T7'A YA ERER X OYRE No Yes
AS /YA No Yes
23I2=74 UAF (Community List) No Yes
AR — Uk No Yes
FlexConfig : 7% A 35 J U'FlexConfig 47+’ = 7 | No Yes
~

| arATesr Iz~ I}



| R TI R

j_:f~¢

BHATELA IO b |

FIPY FBEVILFTFoI—

VNLUF RALVEBBATIE, 78—V BXOTFHRNAAL > THET V27 NEERCTEET,
7L, Z7a— FAAL U TORMERTE 28X VT 40 JV—7 %7 (SGT) A7 V=7
MEREET, BIEDO RAL VTER SN A T V27 "RFERENET, 2OF TV b
IRETEET, T, METERWVWEA RAAS U TERENTE-AT V=7 bbFRENET
N, X2V T 4 V= A H =T 2 AT N—TEREET,

GE)

Z

X2 Ty S A HA—T 2 A AT N—T1F, U—T LU THRELET AL A AV
B —T oA AIEET 5720, T KA CNOFREIX, Bl RAL CTER I —
EITN—TERRBIORETZET, VT RAAS O —F X, Yy —r 7 —T D
AE—T oA AEBEMBLOHIBRTEETN, V=7 NV—TZHIBREITAMET TS
ZLIITEEYA,

F T2l ML, RAALAVEBNT—ETHALERHY £9, VAT AL, HEDO KA A
VTCIEFERTERNWAT V27 NOARTEDBAEERIET DI ENTEET,

ITN—TEYR— T4 T7 V=7 NOBE, BIIEO RAA DA TV =7 M RAA
VINBHMRENT- AT V27 e T A—TF T ET,

F TV NOA—NR—=F 4 RIZKY, xv hT—2 R— bk, VLAN ¥ 7’| URL 72 ¥ DF§
EDAT V2l N EATOTNRAAERERITRAA VEREOHEEZERTEET, w/LTF KX
AVIEBRTIE, B RAA L NOFT V=27 bOT 740 MiZEERTEETH, THREAA
CINOEBFIL, TOF TVl NOA—R—F 4 ROEZEMTE £,

k<Y Hr—Ty

FTV 2 N — ¥ EATAE ATV NBEOA T2 N T—T B AERL.
BETHILENTEET,

FTT 7 h R —T I, &%V%tbm®ﬁf?m7FitifW%fﬁ%ﬂéﬂi
T, ATV bEFIITN—T DL TR0 22 DEEIT. =Y T s — g
/)/7%@%LTLMA%V%§TLi?O%E@A%’c77kxbkbxﬁﬁ74ny

(C) L7/ EALCEa—4%EH LIV TEH L TEET,

FSTFIVETIE, 7727 FEITN—TFN—TT, T 77y MEICLZEITY A NEh
9, L. BRINTWAEEDOHTE TV 27 NERIIIN—T DS A T >V — T
xFET, X=VOAFT V=V MI, LETELITETCTANETDHIELTEET,

| EEEEDE e R A



| BREEaLA ISy k

*7

+ovzs 0wk ]

DI FORE

ATy T
ATy T2

ATvT3

ATvT4
ATy

ATvT6

ATy 17
ATy T8

ZAT—h 54 |HEDTALUR | HH—FENET | HR—FShB | 7o€R

AR N R A

L& (Any) L& (Any) L& (Any) =& (Any) Admin/Access
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Admin/Network
Admin

VIF RAAL CDOREMTIE, BIED RAAL TR SN A T V=7 RERINET, Z0D
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« REREEBAEZ Y )L— 7 (Internal Cert Groups)

« 5\ EREEBAE S )L— T (External Cert Groups)

) [[A7v=r kXA ZN—TDENM (Add[Object Type] Group) | HRH¥ %27V v 7 L
F9,

—EO [4#H] (Name) |2 AN LET,
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L, 2047 V=2 Ml LTFRTOF A @RS 5 H—0K Y o —kfFlT 5
DELTEET, AT V=S b A—A—TA BT, T AR TEAT 53K ©—0
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Network E WO AHID Ry NU—7 ATV =7 beGie—NVEHEHLT, 778 A a2 b
0= LR =R EELET, ZOFT V27 DA —NR—=F 4 REHFATHZEICL- T,
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T ITATRRY =N AT V=7 FEZRTLHEEE, REOEELRALET RE
EHORER 2Z28)

2y RT—0 ATk

Ky N2 ATV MILOBEDIPT FLARRLET, v hV—2 A7V =2 |
BEOI V=T %, 7oA avba— K= Xy bU—IEK TAT VT AT 4
Nl Ky R U= R AR MRER, L= MR E VAT AD Web A 4 —
7 ADSESERGFCHEATEET,

Ty N =0 F T2l VBT AHILE T g U ERET AL, UAMBREEIIZT 4V
XY TEINT, ZOXT T a NZE/ Ry NI—7 A7V NETFBRERSINET, &
LT AT arORNUIRA N T T2 "RMLERED L, TRy RRAMLER SO
NHY FET,

Xy NI—=27 F7V=7 MAZ, UTFOWTIhIDZ A TEHIFETE T,
KRR b

H—DIPT KL A,

IPv4 O :

209.165.200.225
IPv6 D

2001:DB8::0DB8:800:200C:417A % 721d 2001:DB8:0:0:0DB8:800:200C:417A
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IR

IP7 RL ADHH,
IPv4 O] -

209.165.200.225-209.165.200.250
IPv6 D -
2001:db8:0:cd30::1-2001:db8:0:cd30::1000
T+ kD —% (Network)
TRVATuyr BlArTxRy R,
1Pv4 D -
209.165.200.224/27
IPv6 D :
2001:DB8:0:CD30::/60
Tn—7
Xy NT—=7 FT7 V=7 VEREBMOR Yy NT—0 TAV—T bR 57 N—"7,
W E R LUET,

209.165.200.225

209.165.201.1

209.165.202.129
LR NT—T T2 N ITNAN—TERORy NI—T T = b T NA—TIZB
MTBHZET, FARNSINEZIN—TEERTEET, IV—TEFRANTZHLL
X, RT10 UL T,

2y NT—=0 AT U FDER

AX—b+ 54 € [ REDSA VR |YR—rENET | HR—rZhB K| 791X

VR N R AL

L& (Any) & (Any) £& (Any) f£& (Any) Admin/Access
Admin/Network
Admin

Flig

ATy T [#TPxY b (Objects) |>[AT P9 FEE (Object Management) %R L F 5,

ARTYT2 ATV N HATDY A RS [Fy hU—2 (Network) ] ZER L £,

ATw T3 [y hU—27%iBI (AddNetwork) | R v FA D A=a2—T, [F7 V=7 FOEM (Add
Object) ] R L £,
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ATvT4

ATy TH
ATvT6

ATy 71

ATvT8

R— kAT

#—tA7vz5+ I

LA LET,

YNANTF RAL VBT, 7V MiZ RAAL VRN TBIZTO2MNERHY £5, &
AT AE, BEDO ALV TEERTERNAT V=7 NOLARTEDOFAE/ET DI EMNT
%\i‘d—o

VB2 CC, [ (Description) 12 AL E9,

[r> FU—2 (Network) ] 7 4 —/V T, MERAT L a 2@ IR L CEYIZREEZATILE
T Ry FNT—=2 AT V=7 (135=V) 2BH)

FTx2 ) FOA—=N=F A REEHLET,

ZOFTV 2l NOF == 4 REFAITH5E51F, [A——F 4 FZFFA (Allow
Overrides) | T = v 7Ry 7 AL NI LET (A7 V=27 bOF—R_—F 4 ROFFA (
11 <—=2) 23H) .

ZOF TV 2V MTA—N—F A MEZBMNT 5561, [4— =74 K (Override) |
v varvERERAL. BN (Add) 1227 Yy 7 LET A7V hOF—1"—F 4 F
DEM (12—2) 2&8) |,

[fR7%F (Save) 1|27V vV LET,

RDEZRY

T ITATRRY =N AT V=7 FEZRTLGEEE, REOEELRALET (RE
EHORRE 22H) .

o bk

R—=hFT7Vx7 ME, BRpsr 7o harzFnEFnb LER A HFETEHLET,
TCP & U UDP

R—=b AT V=7 ME, HyaRNIZTe halBesRad#Eniz b7 o AR— g7 e b
ajt, AT a VOBER—MEAITIAR— MHEZR L E T, B Tcre) /220

ICMP 8 & U ICMPv6 (IPv6-ICMP)

R—hATV =7 MIA ‘/5—?\‘) MNEg7o havek, 7 a3 TEATBIRa—R
#FRLET, Bl 1cMp(1):3:3

ICMP 721X IPV6-ICMP R — ks A7V =7 MME, A4 7, BIOEYTIHEAITa—FR
FHUICHIBTEET, ICMPOZ A 7L a— ROZFEMICOWTIE, IROURLZSM LT
<TZE,

* http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml

* http://www.iana.org/assignments/icmpvo6-parameters/icmpv6-parameters.xml
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Z Dt
R—=hAT7V=7 NI, A=b2fH LRV EOT 0 haLzRLET,

Firepower ¥ A7 AZiX, V=V /Oy A= T 74V bOR— M 47V =7 bRHES
NTWES, ZN6DT 74NV N A7V =27 PEBERELTHIRT L2 LiIFTEEtA, 7
THN N ATVl NMIMA, BAZLFR— N FT7V=7 bEERTEET,

R b ATVl bBLOTV—TE, 778X avba—V R v— TATUT AT 4
=L Ry MU= RV— L R— NEEL AR MR E . VAT LD Web A U H—
TrxA ADSEIERGEHICHEATEET, L xE, BN TCOR— FMulEE AT D h
ARNTTAT oV ML TWT, VAT LA TEEIRA X FOBEEAE G2 54 X FR3F
HELIESGE. TNODOR— FEE=FJWEN6RIAT LI Xy N =AY —%3%0E
TZFET,

R—=hATT=7 bHT LB, ROTA BT A N> TSN,

TRy ha—L b—)LOEEITLHR— NI TCP/UDP LAt 7 v k 2L %380
TEFEHA, BT, FBETLR— P EIEER— FOBmHDOR— M2 L—L TRET D
BE. "I UVAR—N Za ba L EREESELZ LT TEEY A,

c EEIXAR—FRIETHEASNDIR—F 7V =7 N ZA—FITHR— R0 7 b
AVEBM LSS, RELZEML TH, ZOREMEH SN TV DL —WTEXERT
NA AT SNEE Ao

«TCP & UDP OliFOR— b a2 ETeAR— b A7V =7 FEFRR L Tob, L—/LDEEIT
A= IR LE LTEDOR— N AT V=7 BN LTGE, kR — M4BT 52 &0
T&EHA, TOWSHELFRERTT,

R—bAT2xy FDERK

ATvT1
ATy T2
ATvT3

ATy T4
ATy TH

AX— kT4t |HEDSAEUR | Y R—bENET | HHR—bENBE | 7OEX

R N R Ay (Access)

L& (Any) L& (Any) £& (Any) & (Any) Admin/Access
Admin/Network
Admin

FE

[ x4 b (Objects) |>[F Ty FEE (Object Management) |% RN L FE T,
FTO2 N HALTDY A WD [ (Port) | AR LE T,

[R—FDEM (AddPort) | Kr vy 7 H D URAKNT, [47V =7 FOEM (Add Object) ]
IR £,

LTz AT LET,
[7v k= (Protocol) ] Z3&IRL £,
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ATvT6

ATy 717

ATvT8

AVB—TIARA TSI b 48— ARTN—T %2071 I—> |}

FIRL727 1 a2V C T, [R—K (Port) | THIRT 57y E/ZIZICMPD[F A 7 (Type) ]
BIO[=2—F (Code) 1 &#ZTINL ET,

105 6553507 — A ANTEET, A— MEAZHEET DT, "M 7 E2FERHLET,

[T_T (Al) 17 v bard —HEE5ZEE2BR UGS, [ZFOM (Other) ] Fru v
T VANBEHLT, "—FTAHT7 V=27 FEHIRTDHILENSH Y F7,

F T2l NOF == REFEHLET,

c IDFT V2T NOF—NN—=F 4 REFA[THHEIE, [(A——F 4 FZFFA] (Allow
Overrides) | T = v/ Ry 7 AZFNZLET (A7 V=27 bOA—"—F 14 ROFFA (
11 ~—) &M .

s DA TV =V MIA—N—F A MEZBEINT 2551, [F—3—7 4 K (Override) ]
v varEREL, B (AdD) 1227 Vv 27 LET (A7 V=7 bOA—R"—F 4 K
DEM (125—2) 2&8R) ,

[R%E (Save) |27 VU v 7 LET,

RDBERY

T ITATIRRY =3 AT V= beBZRTOHEE, WEODLELZRALET (RE
EHORER 2Z8)

AB—DIARFT Tz AR —T A RTIL—T X2

J7q J—

A H—=T 2 A AF TV MI, Ay NT—0 27 A MULT AT 74 vy 7a—%
HEL, 2ELLIS LET, AV X —T2A AT V=) MIBIZA Vv H—T =2 A% T
N—TLET, ZNEDITN—TIFEBDOT AL RACEEZNDZERHY 4, F2, H—
DT NA RO A —T 2 A A FT V=) FeRETHZELTEET,

AV E—T2ARFTT V= MIUIKD 2 5DOXR A THRBHY 7,
X2 T4 A H—T A AL, 1DODEX2 VT 4 = INDORETDH L
NTEFET,
A B =T 2 A ATN—T : f B =T = A RIEBDA L Z—T 2 AA AT N—T (BX
R1oDEFaVT 4 V=) IBTAZENTEXET,
Firepower Threat Defense NAT 7R Y o —, L7 4 & R — BELORQoSHY v —T
A H =T 2 A AT N—THEHTEET,

NN = NFA B =T 2 A AT TV FTEHY EFHAN, FEORETITEFX=Y

T4 = DROVIC RNV = BERATEET, P =BT LT oK
Vo 7B TLIEEN,
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B sz x490z0 0 48— aRIL—TEwFa T I

AEBE—T 2 A AFT TV NNDOTRTDOA B —T 2 A ZARFEEEZAT (TXTAL T4
V. Ny vT L AL vF R, —T v K, F721X ASA FirePOWER) THHIMLENH Y £,
AVE=T 2 ARFTT V=7 FEAERLTctR, ZHUCEENDA =T A ADZA THE
FFAZELIITEEREA,

ﬁfyiﬁbv* CXDA AT 2 A AF TV hON—T TR, BENGT A R

BREINTWDEX2V T4 V= A F—T 2 A ITN—TD—ENERINET,
it\_®m~f X, EAVHF—T oA AL TV NOFATHERIN, KA H—
T2 ARFT V27 VERATLE, EOTNAMADEDA X —T 2 A APEKELT V= b
BT 20 EFRRTEET,

GE)

A TFGA B MDA UH =T 2 ADEF2 )T 4 V= BBNTHHIC, ATk
FEERRLEST, ERRLTWARWES, X2 U T 0 V— /im%én\ﬁfLm¢éz£ﬂ
HFET,

ETIEAEOIESTESLUVES

mmiﬁﬂﬁ%O/J R FNA ADYWIERERT, AT JTTF S A FIGERIR LM

—RZESNTEXR2 VT 1 V=V BB LET, Tl 2E Ry YT RATIEY AT AR
/\O T =B L, A T A CRBTIINGE Y — 2 ENEY — A AER L £7, Firepower
Management Center |~ 7 /3 ZA &2 B4k 4 5 &, ZHHDEF 2 U F 1 ¥ — ) Management Center
B E kT,

ASA FirePOWER ¥ 2 VT 4 2T HF A MDOERE (07 arTHF A T— Rhbw/b
FarTHRANE—R~OER, FHRTFOMOEF) #35HL, BB TonTWnHEFa
VT 4 =BT ADTRTOA v B —T 2 A ANRVAT AL > THIBRSNET,

AVB—TIARFTSTH FERLFFFUY—

ILF RALVRETIE, EOL_ALTHUA LV E—T 2 AF T V=7 FEERTEET, %
HRNAAL TR SN A 52— 7:4%%?9:7hmm%@P%4V®?ﬂ4xmﬁE¢
HAVE—T 2 AANGENDILEDRHV T, ZORBIZEBNT, A7 V=27 h~v3x—V
WO DA o H =T 2 A A FT V2V FOBREEFRT IV T RAL L 2—P i, ém
RAAL DA VB —T 2 A ADBPRERTE ET,

0—/UZ LS THIBRENZ2WRY . 7 RAA O —H 3l KA A o TrERR & i1
=T 2 A AFT V2l NeRTRBELUMETEES, VT RAAS O —FE, ZhbDA
VE—T 2 A AFT TV MIA B —T oA ZADBEIRHIGREITZET, 2L, A F—
T2 AAFTT V7 hOBIRRCAMEFILITEEHA, THRNAALCTERSNIZA V2 —
TxA AT TVl hOFRROREILITE EHA,
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EFayTa V=V EEUALE—T AR I—T ATz rotks [

XA T4 V—VBLUVAVEA—T AR ITIN—TFITTH FOER

AX—hb 54t | RHEDSFAELVR |V R—bZNET | Y HR—rShDF | 7IEX

R N R ALY

& (Any) & (Any) XU T4 & (Any) Admin/Access
S S Admin/Network

Admin
AE—T A A
TN—"7
Firepower Threat
Defense
Je
EYh EOALF =T RAFT V=T FEERL, B F =T oA AEBINTEET, A

B—T oA A&BIMNT DL, A F—T = AZZBPNTOWDRERDH Y 3, [T\
4 X (Devices) |>[T/\1 AEHE (DeviceManagement) | TA L ¥ —7 = A ZAZHRELTWND
X, EX VT VU EERT AL TEET (M ¥ —T oA R T NN—TIIERK
TEEEA) &

1R HHIIZ

cBFEA L H =T 2 A AT TV =7 FOMHBEMHB L OHIREZBERLES, A2 —T A
AFTV I N A E—T oA AT N—F X2 UT 4 —r (17T—) 25
LTL7EENY,

CMBERA =T 2 A AFT V=) VEHBICRELET, MHFEOEX2 )T 1 V=

EA B =T 2 A AT N—TIZ, FRIFZOMWIET ST L LIFTEEEA, KDV,
LA I =T 2 A AFT V=) NeERT D0ERDY 7,

FiE
ATYT1 [A#TP xS b (Objects) |>[AT P FEIE (Object Management) |Z 3R L £,
RT9T2 ATV N A TDIV ARG, [41 22 —T 24X (Interface) | &R L £7,

ATv 73 B (Add) |>[EF2) T« Y—2 (Security Zone) | £7-1X 1B (Add) |>[1 22—
Jx 4R JIL—7T (Interface Group) | %7V v 7 LET,

ZRiEANTTLET,

[f & —T=A A %A (Interface Type) | ZBIN L 7,

[T/3 X (Device) | >[4 >3 —T =4 R (Interfaces) | K v 7 Z o UX b, BT
DA B =T 2 A BLT NA ZEERLET,

1 DU LEDA U H =T 2 f A2 BIRL £,

GEM (Add) 1227V v 27 LT, TARAL RPN N—TF b ENT-, IR LA v 2 —T =1 R
ZBEMLE9,

ATvT4
ATy TE
ATvT6

ATy 17
ATv78
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ATYT9 [R1F (Save) 1227V v LET,

RDEZRY

T ITATRRY =N AT V=7 FEZRTLEEE, REOEELRALET (RIE
EHORE 2Z2H) .

koxRILYy—2

horpv = BiE, BRI AT DT ORI X T T T ABEDH A T DT L—0 T
FAPM, RRARA— bRV ERLET, b =0, —HORETA X —T A
ZDHEFIE LTHEHTEETR, (X2 —T oA A F 77 FTIEHY FHA,

FEMZOWTIL, P V= BIORTF LT 4V Z ) T EBRLTLEE N,

T7IUsr—32 J4I1L%

VAT LMD T I r—vary TaNEIE, TV = a CORKREHE (47 U X
7, EVRALOBEMN, 7Y BIOX YY) LB CT 7Y r—va TS
ZET, TV —va NN E T, ATV b R =Ty T, VAT ARMED
T A NEDABEDERT T r—a VOEBOHAEDEE S LIZ, 22—V EZROFHAA
WRET SV r—a vy T4 NV EEER, BETEET, FEMCOWTIE, 7Y —va U5
(77— a V) ZZRLUTIEIN,

VLANZ ST AT bk

BRELIAMHA DVLANE 7 477 M, 1 DOOVLANZ £ 771342 Z0&FEE»F LET,

BEDOVLAN ¥ 7 7V =7 bl —7bT&EEd, IV—T138E04AT7 V27 ek
LET, 2F0, 1204727 hTCVLANZ ZO&MAEHTT 52213, ZOEKRTITS
=T LTHBENTEE A,

VLANZ 7 4727 hETNA—F1F. —oA R MEREE, VAT LD WebA v ¥ —
T2 ADIFEIFERGICHEATEE T, 22X, BHED VLANZFICEHAIND T2
TR arhber— N =L EERTDHIENTEET,
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| BREEaLA ISy k
van 55 70z rotks ]

VLAN 2T #7729 FDERK

AX—h 54t (RHEDSAELVR|BR—bZNET | R—+rSNBF | 7o EX
AR N R A
L& (Any) L& (Any) L& (Any) =& (Any) Admin
Access Admin
Network Admin

Fg
ATYT1 [£#TP xS b (Objects) |>[ATP s FEE (Object Management) | Z 3R L £,
RTYT2 A7V N XA TDY A R)E [VLAN ¥ 27 (VLAN Tag) | Z&R L £,

ATvT3
ATvT4
ATy T5

ATvT6

ATy 17

ATvT8

[VLAN % 7 DB/ (AddVLANTag) | ey 77X o URXKNT, [F7V=7 F@EM (Add
Object) | Z &N L £,

[47 (Name) 1 Z AN LET,

[P (Description) ] Z AJ) L &7,

[VLAN % 7 (VLANTag) |7 1 —/V RIZfEZ AJT) LET, VLAN ¥ 7 OFHZHEE T 51215,

AT R LET,

ATl NOF—N—F 4 REEHLET,
cZDF TV bOF—N=F A REFT L5, [A— =T 4 FZFFA (Allow
Overrides) | T =Y 7Ry 7 A% F NI LET (A7 V=2 bOFA— =T A ROFHA (
11 =) &)
cZOFT V=l MIA—A—F A FEEBINT 25E1E, [4F—3—F 1 F (Override) ]
YrvarERBEL, (BN (Add) 1227V v 2 LET (A7 V=7 bOFA—1R_"—F 4 R
DEM (125—2) 258R) ,

[PRAF (Save) 1227 YU v 7 LET,

RDBERY

cTUTF 4 TRE) ATV N EBRTHEHA.
EHORERR #5M]) |

REDEFEZRIALET (RE

tXaUTA IGN—TRTFTPH b

vtX2 VT4 F—F 27 (SGT) A7V =7 MI, B—DSGTHEAIEELE T, L—1LT
SGT A7 V=7 F&EEMAL T, CiscolSE THEID B THNZHD TR SGT BHEEFF> 7
T4 v EHIETEET, SGTAT V=2 ba I NV—{bFE 34— "—F 4 FT5ZLI1LT
T EH A,
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B cx205«00—F554750 LofR

MENEY Y
HNAB X2 VT 4 TV—T 5227 (SGT) »HISE®RFX= U7 ¢ Z—7 %7 (SGT)
~O HEHER
J1 A% I SGT 44
ISE SGT & 1 A % I SGT /L— /L 4efth & o Ll

tXa)Ta GIN—TE25FTH FOER

AX—Fr 542V | REDSA Y | R—bEZNET | R—LrESNBF | 7O LR

R R N R AT

f£& (Any) Control f£& (Any) 7 a— L7 | Admin/Access
Admin/Network
Admin

1R HAEINIC

ISEH A BN LET, TAT T 474 VY—ALLTISEZEHALTWAEAIE. &
AHLSGT AT V=7 FEERTHZ LT TEERA,

FIE

AT [T b (Objects) |>[FT Py FEE (Object Management) |Z &R L 7,

RTYT2 TV N HATDY A RDE [BX2 VT 4 F—7 X7 (Security Group Tag) | % i#R
LET,

RT3 [BX=2 VT 4 ZV—7 %7 O8N (Add Security Group Tag) 1227 U v 7 LE 7,

ATvT4 LZEiE ANTILET,

RTv TS MEIZSE U T, [#8] (Description) ] Z A LET,

ATV T6 [#7 (Tag) 1 74— /LRI, B—=DSGT Z#AILET,

ATy T [R7E (Save) 122V v 7 LET,

RDBERY

T ITATRRY =N AT V=7 FEZRTLLEEE, REOEELRALET RE
EHEDREE 228]) .

EENEYD
HAR LR 2 DT 4 T NA—TF %7 (SGT) MHISE®v X2 U T ¢ Zv—7F %7 (SGT)
~O HEER
H A B I SGT 44
ISE SGT & 1 A Z L SGT /L—/L 4tk & D ik
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| BREEaLA ISy k

URLA TP xH k

HRELIEHURL AT V=7 ME, B—OURLELITIPT FLRAEZELEd, URLA 7 V=
JRETN—T1F, TR I b= R Y —Cf R MREBERE, VAT LD Web A
VHE—T A ADIFEIERGFICHEATEE T, EE FEOWeb YA hETr Y
FTATIVER ary ha— — L EERT A LN TXET,

URL A7 V=2 MBI, FCHESIL T 7 4 v 7 25 E 721370 v 7 4% SSL
A VART Va s ERELRWGEIE, ROFIZEELTIZE0,

URL 4 7

o~

v

TSI |

T/ EA L E—L IL—)LTURLA V=7 NEEHLTHTTIPS N5 7 4 v 7 %2R

BT DI EEFHELTWDLEEIE. M7 74 v 7 ORESAITEN S5 A F —iEHEN
TH T V=7 oM@ 2HHTIA T V27 FEEKRLET, B, VAT AEFYT
Tl NOIRAHICEEND AL VEEUET D720, 7 RAL AFRITE DN TL
7ZEW, 72 21X, www.example.com TiX72< | example.com ZfffH L £,

cURLE&HMA G T 7 A a2y ba— L b—A5BiHLTWeb T 7 4 v 7 B WBET D

B, VAT AEFRE L7 e b3 (HTTPXHTTPS) 2EE L £, oF0, 77U 74—
a M EMFHALTL— A ERELRWERD, WebW A a7 vy s 358, FDWeb
P A F~DOHTTP & HTTPS Ol DO T 7 4w /N7 uv 7 EnEd, URLA TV =/

FEAERRT 25 EIE, ATV =7 FOERFICT 1 Fa v E2RET HLEITH D FEA,
=& }%Ji\ http://example.com/yc“bifcﬁ <. example.com % fif Ljﬁ'@ﬂo

7 ~DER

AYX— bk 54t |[HEDSA VR |YR—bENBT | HR—FENBF | 791X

R INM R AT

& (Any) & (Any) & (Any) & (Any) Admin/Access
Admin/Network
Admin

FIE

ATY 1 [T b (Objects) 1>[FHT P9 FEIE (Object Management) %38 L 9,
ATFYT2 7= s ZATDY A D [URL] 28R L1,
ATy 73 [URL DEM (AddURL) | Rr vy ZFX o YR LT, (A7 V=27 hOBEM (AddObject) | %

RATYyT 4 ZHiE AT LET,

CAF KA VIRBTH, 47 V27 Mok FAL VBN BT 208N H ) £, o
2F ME, BUED B AL Y CEHBERTERNAT V= DAL ORE AT 5 2 L RT

EEA

BRATREGA IS b .“
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B tecEwaroooo v

ATy TE BEITELT,
AT 76 [URL]IZ

[P (Description) | Z# AL ET,
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*[DNS YR h& T4 —K®DiIEN (Add DNS Lists and Feeds) |
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[#47 (Type) 1 ey 7 Zor URX G, [UAL (List) | Z@8RLET,

(B Browse) 527U v 7 LTY R MO txt 77 A M E{IEIEE L, [7vFo— K
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[fRTF (Save) |27 U w7 LET,

RDBRY
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AL OBRE ZIRETE A, FREALVICHEAT Vs bR ERE L URET 5
(2ld, O R AL AT L E T

FIE

(#7249 b (Objects) |>[F Ty FEE (Object Management) |%EIN L E5,

[BEXx=2UT 1 A7V Tz A (Security Intelligence) |/ — RZREBIL, VA DX A 7%
HEIRLET,

BT DA FORMICHLMET A2 (&) 27V v 7 LET,
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B DMERGH D EH A,

WET DV A POab =R NEREE. [F7a—F (Download) (27 Vv 27 L, 77 UW
DT T MGESTIAINETHRAN 77408 UTIRIEL £,
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ATYFT [RF (Save) 1227 U w27 LET,

RDBERY
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JEVVIBR—MIV LA VLI bFHIERTEET, A7 V=7 ML, P T KL R L

IPv6 7 R L ADM G ZE D A THBENRDH Y £,
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VR INA R ALY
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FE
ATY 1 [T b (Objects) 1>[FTP 9 FEIE (Object Management) |%3ER L £9°,
ARTYT2 A7V XA TDYANNS [V A—/b (Sinkhole) | ZEIR L £,

RART9 T3 [V 7 AR—/OEM (AddSinkhole) 1% 7 U v 7 LET,
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sranuzt |

AT9T6 ROBPIERH Y £,
VI RN Y= NAND T T 4y T ) HA LT T LHGERIE. [V AR~k
#td a2 (Log Connections to Sinkhole) | N L F 7,
cHFFRIP 7 FLRIZ T 74 v 7 &V HA LT T D5E1E. [0 7 R— Dt
7 wmwy 7 LTrZ (Block and Log Connections to Sinkhole) ] # IR L £ 7,

ATw T BADEY (IoC) DX A T 7 Am—IZE0 Y THITIE, [#A4F (Type) 1 Fa v 7FH
TUMBWNTNDE A T EERLET,
ATv T8 [R1FE (Save) |27 U w27 LET,

TJ74IL1JR b

Fy NT—ZIFAMPEZFEHLTEBY, AMPZ 77 RInT7 7 A VOWE Zid-> CHRT L%
BlE, ZOT77ANET 7 AN VANMIEBMLT, 5% ELIKBRHTEET, 2077141
L. SHA-256 "y v affizfEA L THRESINET, &7 7 A4/ U R ML, —ED SHA-256
B % F K 10000 fHE TEHHDHZ ENTEET,

T7AN YA MU 2 HEOERERF AT T NH Y £,
20— )R+t

TDYARNITFANEBINTSE, AT LITAMP 7 77 KB 7 U — REEEZEY
VCHGE LRI 7 A VBN FE T,

HRELREHY R -

ZOVARNIT7ANEZEBNTLHE, VATATIAMP 7 50 R~ /LY =7 OMWEZE
DY CRGARLERRICTZ 7 ANV ERNET,

LT RALVERBTIE, FRAALNZZ V=2 VA RNEDAZ LREY A NBFEELET,
TRELANAVD RAA U TIE, DY A NERRTEETH, ERETEERA,

INHEDYVARNMIEENTND 7 7 A NVIFETT 0wy X VEELZIRET 2720, AT A
TINoDT7 7 A NVOMWEIZOWTAMP 7 77 RICHELEEA, 77 A /0O SHAEZ FHE
THIZE, [V =T 779 Ry 277 v (Malware Cloud Lookup) | 77 v a v & [w/b
77 78y 7 (BlockMalware) | 77 v aDELLN, BXO—HKTLH774 0 XA
EHEHALT, 774N K —NOL—VERETHHLENRHY T,

EE 7V VAMIVAT =T HEHRENTIES, 7= VARMIEST, AMPZ F ¥
RBEOH AL LY A FOWGRA— =T A4 FSLET,
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TJ7A4ILYVAMDYY—RXR T7A)L

SHA-256 flED U A kL@ Z G~ XUV I (CSV) Y —RA T 7 A V&7 v 7 a— R
HZEIZE o T, #E D SHA-256fE% 7 7 A /v U X MZIEAITE £7, Firepower Management
Center [XE DNEZIRGE L, H2N78 SHA-256 % 7 7 A )L U XA MZANET,

VAT ANMEI, T ANVAIEET csv DR T XA N T 7 AN THLILERNH Y £,
RHE LIRS Fie s (1) THEDIXLERAHY 34, A FE LTRSS, Ty
o— RENFEHA, HFT2 MV, 190D SHA256 EOBICHAN G EN DL LERH Y | 1r
FIAXcRiLF BT FE CTHRDODIMERH Y £7, VAT A= NURNO Z SN OERE T
NRTEELET,

ROFITEBELTIES N,

e 77 ANV ARIDNEY =X 77 A NVEHIRT D &, THUCBEEMITOENTVAETRTO
SHA-256 "y a2t 77 A4/ R RDOLEIRENET,

o =R T ANDT v T — RIZHE L7ZFER, 10000 18 % 8 % 5 &5 0> SHA-256 E 3
T7AN UV ARANMIEENDIHER. HEROT7 7 ANVET 7 AN VANMIT v r— T
HIEITTEEREA,

« VAT ML, Ty u— RIFIZ256 LTFEB2 DA Z BRI 256 LFETUIDHETET,
A~ 2G5 581E. A7 —7XF (\) ZERATHILERS D £3, FHARN
SENTVRNES., RDVICY—R 77 A NEABMMERSHET,

« HE LRNTXTO SHA256 N D7 7 AL VA MZBMEnET, ¥ TCIc7rAv

U A MIAEET D SHA256 B A Bde Y — A T 7 AN ET v 7a—RLTEEE, Bl T v
7 — RENTAEIZ L > TEEFD SHA-256 fARNER SN D Z Lidd b 8 A, SHA-256
EICEET XYy S TF LT 7 AN, T7AN AN b, FllF3~Aro =T A X2 b
ERATHE X, fHx D SHA-256 E) D EBA IR SELNET,

o VAT NEY—RA T 7 A NVHAOER T SHA-256 fE% T v 7 a— K LERA,

Ty u— RENTEHD Y —2 77 A4 VNIZFE U SHA-256 fHICEHT 5 U BREF
NoEGE., VAT LI LI LWEERHER L £,

c1ODY—A 77 A NLHICHE U SHA256 fEO T N BREHEENAES. VAT AT
BEDLDOEMEHRL £,

e F T2 N RV YHNTY—R T ANV EHERET A LIITEEYA, £FEL
T2, AN —A T 7 A NEBEBEERL, VAT AEOaE—%2HIBRLZ%, 2F
BHR)—A T 7ANET v 70— RTHINLERHD FT,

o J— A Ty ANMZEEMITONT= > MY E R, B0 SHA-256 fEOTT, 77 A

VDALY =R T 7 A NEHIRTZE, 7740 U A NMIEEND SHA-256 =2 k
UDOEEIE. V—RAX T A NVNOEN T U TR LET,
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ATy T2
ATvT3

RTv74

ATy T5
ATv7T6

ATy 17
ATv78

I740 Uz 30 sHA-2s6 Enem ]

~ B SHA-256 {E DB N

AX—h 54t (RHEDSAELVR|BR—bZNET | R—+rSNBF | 7o EX

R N R A

<)L= 2V =T Firepower f£& (Any) Admin/Network
Admin/Access
Admin

77 A NVDSHA256fE%EFE LT, a7 7 AV U A MOBITE £7, EHET D SHA-256
X BMTE £ A,

VNVF RAA VDR TIE, BED RA ALV CTERSNT-AT V27 PREREINET, 2D
FTV el MIRETEET, B NAA U TERESNEAT V27 PO EREINETN, 1T
LAEDEEZNIRETEETA, FRREAALNVICHEIFT TV 27 FEFRTIBIUOWRET S
IZiE, ZORAAL AT B2 9,

48 HHIIZ

e ANRXU N Ea—nb T 7 ANERIFIINT 2T AN A7)y 7L, 2T FAD
A=a—T[7/TFAMDFER (ShowFull Text) | ZEIR L, 7 7 A /LD SHA-256 {42
Trar—L, 774U R MIAEVITET,

FIE

[T x4 b (Objects) |>[F TPy FEE (Object Management) |Z 3R L £,
FTx I N BEATDYAINS [Z7 A0 U AL (FileList) | @R LET,

T ANVOBMGTTE D7 Y= VR NERIEHAX LEE Y A NOBORET A 2
&) 27Uy 7 LET,

ROVIZFEFT A 2y (%) BERENDGE, A7 V=27 MIEHERFAL B LTEY,
ATVl P EEETDHHERP DY £ A,

GEASE (Addby) | Ky X U A Kok [SHAMED AT (Enter SHA Value) | %I L
£75
[HA (Description) ] 7 4 —/V RIZY—A 77 A VOFHEZ AT LET,

[SHA-256] 7 4 —/V RIZ 7 7 A VBIKDEEZ AT L, 70T ET, VAT ATIHED
o —BuI A — SR EEA,

GEAN (Add) 1272V v 7 LET,
[fRTF (Save) 1227 U w7 LET,
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RDBERY

T ITATRRY) =N AT V= NEZRT HGEIT

EHOIER #5M]) |

BHATELA IO b |

REDEF ZRIALET (RE

GE)

REDEENEAINTZD., VAT AIZDI ARDT 7 A /VIONWTAMP 7 7 7 KIZRIW
b2y 7,

T774IL VA MNDERDOD 774 ILOT7 Yy T7A—F

ATy I
ATy T2
ATFvT3

ATv74
AT975

ATvT6
ATy 71

AY¥—hr T4t (HEDSAEUR|YR—FENDET | R—FSNEK | 7OERX

~ A AR A (Access)

N =T vy =T £ (Any) £E (Any) Admin/Access
Admin/Network
Admin

T7AN VANMIGENTE7 7 A NVDat—ndb o555, HTHIZT 7 A V% Firepower
Management Center |Z7 v 70— R CEE T, Y AT LI 7 7 A /LD SHA256HAFTHR L, 77
ANz ) A MTBMMLUET, SHA-256 Z5tH T 5L & AT AET7 740 H A XEHIRL
FHA,

~NVF RAALCORERTIE, BIED RAAL CTIER SN T Vo7 ERFRENET, ZD
FT7 V27 MIRETEET, A RAAS TER SN T V27 NEFRRENETH, 1Z
EANEDHE I NTRETEETA, THREASNICHDIA T V=7 FeFRrRBLIUOWRET S
WX, ZORAAL NIV X ET,

FIE

[#72 ¥ b (Objects) |>[AT> Y FEE (Object Management) |4 3R L £,
AT N ZATDOY A RIS [Z77 AN U AL (FileList) | 23R L £,
TrANDBINGFRE 7257 U —2 VA NETZIIIAZ MRTY A NOBORET A 22
() 27V v 7 LET,

ROVIZFITRT A7y (%) BERENDGE, A7 V=7 MEIFH FAAL ITELTED
FTVx FEEETOHHERPD Y £H A,

GEM (Addby) | Ry 7 & D UX Rpb, [SHADFH (Calculate SHA) AR L £,

F 7 a T, [ (Description) 1 74—V RIZ7 7 A VO EZ AN LET, SiHEZ AN
LaWGa, 7y 77— RRHCT7 7 A VA 0a e L TER S E T,

(2R (Browse) |27 Vv 7 L, 7v7ua—RT577 A VERRNLET,
[SHA OFHHE LiBHN (Calculate and Add SHA) %2727 U v 27 LET,
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ATvT8
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[fR1F (Save) 1272 Vw7 LET,

RDEZRY

cTUF 4 TR AT N EBRTHBAE.
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GE)
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TJ77A4IL YR RADY—R T7A4ILDFTyTA—K
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[#72 x4 b (Objects) |>[A T x9 FEE (Object Management) |4 %R L E 5,
[Z77A4/0 VALK (FileList) 1227V v 27 L%7,

V=R T ANNEDOEDBMEE D77 A0 VA NORICHIWET A= &) 27
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LEMFE (Addby) | Fey 77X UZXKNT[SHA @V A (Listof SHAs) | Z&#IRL
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G 7 a ¢, [ (Description) 17 4 —/V KIZY—A 77 A LVOBHAEZ AN LET,
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=
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ATy T
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« BHF 5 SHA-256EORIZH DFET A 2 @) 227U v L, LEIZSL L T[SHA-256]
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[fR1E (Save) 1227 Vw27 L, VAMDTZ7AL= M) EFHFLET,
[fR1F (Save) 1227 Vw7 LT, 774V VA MERELET,
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ATwF5 [SHA U A FdF 7 a— R (Download SHA List) |27 Vw27 L, 7ar7 Mo TY—

ATvT6

FEARA—

AT 7 ANERTFELET,
[FAC % (Close) 127 Vv 27 LET,

AR
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FHERXA— b
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ATv 76
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~ R AR A (Access)
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FIE

[#72 x4 b (Objects) |>[A Ty FEE (Object Management) |4 %R L E 5,
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CE (Add) 1227V 7 LET,
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EHORE 2ZH)

HBAgA T bk
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WTE, UTFORZZRLTIIZEN,

R4HBREEDTAIL FH— LD

Bt (Attribute) B AN

CN="*ample.com” example.com mail.example.com
example.text.com

ampleexam.com

CN="exam*.com” example.com mail.example.com
example.text.com

ampleexam.com

CN="*xamp*.com” example.com mail.example.com
example.text.com

ampleexam.com

il

CN="*.example.com’ mail.example.com example.com
example.text.com

ampleexam.com

CN="* com” example.com mail.example.com

ampleexam.com

example.text.com

CN="* * com”

mail.example.com

example.text.com

example.com

ampleexam.com

HAEA Ty FDERK

AX—b 54t [REDFAEVR|YHR—bEINET | HHR—bSNBF | THEX
v A N R ALY
fEEL (Any) EE (Any) F_T (NGIPSv |{E& (Any) Admin/Access
Zr<) Admin/Network
Admin

FIE

AT [T b (Objects) |>[FT Py FEE (Object Management) |Z i8R L 7,

RTw T2 [#A4 (Distinguished Name) |/ — RZEB L, [fE5I4~ =2 & (Individual Objects) | %
IR FET,

| EEEEDE e R A



| BREEaLA ISy k

ATvT3
RTv74

ATy TH

ATvT6

e AN |

[#%54 BN (Add Distinguished Name) %272 U v 27 LE7,
ARIEANTILET,

NVF RAAL VBT, 7727 MaERAA VBEENT—RBICTAMNENHY £, &
AT BE, BEDO AL U TIIFRRTERWET TV =7 FOLRITE DA ERHETHZ ENT
xFET,

[DN] 7 4 —/V RIZ, @il £72i3db@m4 oEx AN LET, ROBRERH Y £77,

o R4 T BN AEEIE. ML ATV 27 b (65 =) ITRENTWAEMEE L v
Y TCRY->TEDDLZ ENTEET,
@4 2B 28 81%., BEOT_VLETAL NV R —RE2EZDLZENTEET,

[fR1F (Save) 127 Vw7 LET,

RDEZRY

T ITATRRY =N AT V=7 FEZRTLGEEE, REOEELRALET (RE
KRR 2ZH)

PKIAZAT o k

SSL7 U —2avmPKIAToH b

PKIA T V=7 MM, BAZYR— T H72DICHERABREIERE, BIXOXTIZ2 o=/
BERLET, WHCAT 7V =7 FEBLOMEHETEXSCAL T V=7 M, @@GER (CA)
SFAETRER SNE T, £ WEHCAF T V=2 MOE, SEHEL XTICR - EE L 5
ENFET, WEGEAES 7V =7 FBXOINTREEAS 7V =7 ME, —GEE TR S
NWET, o, WEGEHEA 7 V=7 MIE, GEAEE XTI o MER S ENE T,

FEHTELWIRA T Y =7 b EWNHGENELS T Y =7 MEEH L CTISE~O#EREZHET 5
BE.ISERTAT YT 4T 4 Y—ALLTHATEET,

WEEFHEA 7 =27 P2 L TR Y 7T 4 T R—Z NV ERETDHDHE. VAT LEF Y7
T AT HR—F )N TINAZANRZ—FD Web 77 U WFICHHRT DB, TXAADTAT T 4
T A EREETE ET,

%ﬁf%émﬁEﬁ7/lﬁb%ﬁ%Lfva% NET HEE . LDAP £7-13 AD — 3~
DX TR ERETEET,

SSL/L—/VCPKIA T V=7 N fAT 256, UTOLOEMEH LTS b7 7 4>
JERETHILENTEET,

«SNHFEEA T Y = 7 NNORERE

EHTEXACALT TV FOCAICL > TEL SNEAE, F-IHMEETX 5 CA
F = — L NTEL INT-FERE
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B nszapioozor

BHATELA IO b |

SSL/V—/VTPKIAT V=7 FEMHTL5E8. UTFTOLOEESTTEET,

RGN T T AT WECAAT Ve s Mo T — SR ATERAT S Z LIk o
THELET

cZERNT T4y NERENEA 7 V=7 MZh LMo E#RZMEN L TES LET

FEAE L X —DFERETEICTANIL, ZOHEREEL 7 7ANVET v 7 r—RRLET, HEIZ
LoTIE, HLV CAGFBESCHME X —2 LR T2 ENTETET,

F T2 b Fx =V ¥ TPKIAT V27 FDOY A NERRTDHE, VAT LTIEAEOY
Tz ML EAT Y 2 MEE L TERLET, IEAEORRRY TV Nilki4 %
FRT BT, HEO BICHRA 2 2 BEN L T3V, GEHEICET oM A2 TR RT 512
X, PKIA 7 V=7 FafRELET,

GE)

Firepower Management Center 3 X OVE BRI R T /N A A 1X, W CA A7 ¥ = 7 |~ & NHGE#
FTV =0 MURFESNDT X TOMEF—% ., RIFANZT X DMTERSNIZF — %> T
WEfbLET, "ATV—RREISNTWOIREX—E T v 7 e —RT5L, 77747 A%
A—PRUIDNSRAT — Faflio THEF—ZHE L, 7o AERShF—2flioTER
EHESLLTHrOLREFELET,

SAEDBEHROPKNA TSy b+

RERAZEORERA 7 ¥ = 7 ML, FEEEA R (CSR) #EE L2V | HBESNT CA D
TAT VT 4T AEHELZRS L7203 572002 FEER (CA) P — NEROB GRS
TA—EREENTVWET, INOLDT 7T AT 41%, WMEX— AV T7TANT VT ¥
(PKI) THAELET,

FEEORGA T U 2 M ZiE, EHERSERLEEN TV LA RH Y £7, PKI, TV
HOVEEHE, B X UGEFHEOREGEOZFEMIIHOWTIX, PKIA V7T A R T I F v & F VX )LEE
BHE 22 LT 7ZE0,

NERREE/A T2V b

WESNIEZZNEFNONERRGER (CA) A7V =7 M, Mk CHIE S5 CA D CAABR#:
GEAEARLET, oA TV NI, ATV ML CAGEHE, BLORTIZh 72
BN G720 £, SSLAL—/LTHREECA AT V=2 b N—T%MHT 5 L, N CA
WL T — FEHEICHEALT D LICLY, BETLIHFILINT 74 v 7 2EETEE
7
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\}

o R |

G¥)

[1H 5 - B4 (Decrypt - Resign) ] SSL /L—/L T CA A7V =7 NABBTHHEE, LV—
AR by aic—%T 5L, SSLAY Ry =A 7 DOx Ty m— MIFEAELEET
EXRNENWIBEEND—FOTITUFICERRINAZENHY £3, ZhEBEET I, 7
HCTELNL—NEHEDIZ FA T VERITRAAL Y VA MINHCALT V=7 MEHESL
BLET,

WOTETHNEECA T V=7 EERTEET,
« RSA N— A F 721 IFE M HIRN— A DBEFD CAREE L X —% A VAR— 75
« HT LW RSA X—2 D H L E4 CAFERFH LB —%2EMT 5
* RSA R—ZDRFA D CAGEF L WEX—ZENT 2N CAFT TV =7 FEMT 2

BIZ, FERAEIZEA T D1 OICGERAESLAER (CSR) 25D CAIZKETILERH Y
i—a—o

BN EEAEEZGDNHMCAST 7V =7 NeER L% T, CAREE L EH#HE X 7 o m—
RTEALE 72 ET, VAT AR, Frvru— RENEAEEME S — 2 2 —FR{ito
INAT— RCHE B L LET,

VAT ATERINTEAETH, 22—k o TERENTEHETH, NEHCAAF TV =2 b
DLENIEETEETN, oA 727 N 7a XT38 B T A,

EHFORNE CA AT V=7 MIHIBETEERA, 51T, SSLARY > —THEHINLNE
CAF TVl "NoefRETdTre, BET AT 7R ay ha— L RY o—RNEEhLET, £BF
EFRMEEARICE,. 778RA arhe— A R — 52 HERBETAVLERHY 7,

CARIBAZ L ME X —D A VR— b

X509 V3 CAGEELFIEX—2 A VAR — b THZ LICL-T, NESCAA TV =7 NERE
TEXZET, P R—PFENBEKONTNODOER Ty a— RENEZT7 7 A VET v 7Fa— KT
=F7,

« kB BL AT (DER)
o« T ARV —FE{LE S A —/ (PEM)
MEX— T 7 A NVBNRAT— NMEES N TWDEAIE, HEAT— Raefficx £4, G

ELX—NPEMEA T a— FENTWAEAIT, FRE2a— LTI Z T
xFET,

WY eREEE I —DEHREFA TS, HAIZRTIZR>TWAE T 7 ANDRET v
O— RCT&ET, VAT AIA T V27 FEREFETARINCAT #REELE9,

arATesr Iz~ I}



BRAAELA IS+ |
B cramzenms—orox—t

\}

G¥)

=T[5 - B4 (Decrypt-Resign) 177 v a v BRETDHE. TDON—/LTiE, FE
STV DL—LEFHITINAZ T, Z2RINDNE CAFEHEDOR ST VT Y XA H A 7T
HASNWT I 74 w7 BRRAEINET, 72L& 21E, FEHERS—207 /13 ) XA THB(L S
NIERENT 7 4 v 7 2EET DI, FHERX—AD CAFEHELZT v 7 n— K505
B FET,

CAEIBAE L WEX—D 1 ViR— b

AX—b 54t [REDFAEVR|YHR—bEINET |V HR—bSNBF | THEX
v A A R ALY
fEEL (Any) L (Any) F_T (NGIPSv |[{E:i& (Any) Admin/Access
ZhR<) Admin/Network
Admin

YT FAL L ORMTE, BHED KA TERSNIAT V=) MBRFENET, 20
ATV w s MR TEE T, SR AL S TIERS AT Va7 NBRRSNETH, 12
L EDBRA T NIERETE EH A, TR A VEHDFT V=7 b RFB LOWET S
i, 2O RAL S B ET,

FIE
AT 1 [T b (Objects) |>[FTT 9 FEIE (Object Management) |% &R L £9°,
AT 72 [PKI] /— R&ZEB LT, [N#H5 CA (Internal CAs) ] Z#INL £,

ATvT73
ATv74

[CA DA > AR—1b (ImportCA) 1227V w7 LET,

i NI LET,

VNTF RAAL VERTIE, 7727 MaE RAAL VBEENTRBICTAOMNENHY £, v~
2T L, BIED RAAL U TIIERTERWAT V27 FOATTIE OB EBETDHZENT
%iﬁ‘o

AT w75 [FEHAET —H (CertificateData) |7 4 —/L RO EERIZH 5 [BH (Browse) |27V v 27 LT,
DER $£72(X PEM TT a— RE72 X509 V3 CAGEE 7 v A V&7 v 7 — RLET,
[FF— (Key) 1 74—V RO LEEIZH D (B (Browse) 1 %27 U v 2 LT, DER £721Z PEM
Ty a— RENERXTOWEX— 77 A NVET v 7 a—RLET,

Ty —R Ty A NVRRAT — FMREEINTWHHEEIE, BB XKD /IAYT — R:
(Encrypted, andthe passwordis:) T = v 7Ry 7 A% 4N L T, NAUY—REZANLET,

[#1F (Save) 127V v LET,

ATy 7T6
ATvT1

ATvT8
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CA

FLWEAMGS

casrmEs s vmEr—0sn ]

RDBERY

T ITF 4 TR —RNEFT Vs NEBRRT HEAIT.
EHOIER #5M)

REDEFZRIALET (RE

AAZERS S UBMEX—DER

ATvT1
ATvT2
ATvT3
ATv74

ATy TH
ATvT6

AX— bk 54 € [ REDSA VR |BR—brENdT | HR—rZhd K| 791X
~ A AR ALY
fEE (Any) B (Any) F_XT (NGIPSv |fTE (Any) Admin/Access
ZER<) Admin/Network
Admin

AR AT 52 LT, RSAN—RADHAEA CAGEAE L MEST— 24K T 25 X 51T
HCAA TV =2/ haRETEET,

ARk END CAFEHEOH MM 10 4T, [AHIHE OB (Valid From) ] @ BAHE, £
E‘Z@Qﬁﬁﬁﬁﬁﬁ.@ﬁ*o

INVTF RAAL CDREBATIE, BUED FAA TR SN AT V=7 FRFERINET, 20D
F7V=7 MIMETEET, B FAA TERSNTIZA T V=7 FBFERENE TR, 1T
LAEDHE ZNTIRETEE AL, FREASNNCHLAT V=7 M eForB I OWET D
WZIE, £ORAAL NI EXET,

FIE

724 b (Objects) |>[F Ty FEE (Object Management) |Z 3N L FE 5,
[PKI] / — RZJEBI L. [N#5 CA (Internal CAs) ] #ER L £,

[CA DARK (Generate CA) 1% 7 VU v 7 LET,

i AT LET,

YNLNTF RAALVERTIE, 777 MiE RAAL VBN TEBIZTO2MNERHY £5, &
AT A, BUED RAL U TEHFERTERNWA TV =7 bOLRTE OBEERET D ENT
TET,

ID EBMEZ A LET,

[B 24 CA DAL (Generate self-signed CA) [ %7V v 7 LET,

AEEAE

B EHAESL CADLORETAZLIZE-T. RECAA TV NERETEXET, =
L, RO 2ERENS72D 9,
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BHATELA IO b |

B xz=zocammzs csRokm

s NEECATT V= b ERET b OMBIERAEELET, LY, REAOTE
BER L ORTIZR > T EHEBER S, F5E L7 CAICKHT AREBESE 4 ER  (CSR)
PMERR SN E T,

cCAWC KV EBAMEFHELRITEINZSL, TRENECALT 7Y/ MIT vy 7 a—F
LT, REBADIEFAELEE L FT,

BN EFTAERGSEN TODIEAICDHR, SSLIL—/LTHNEHCAAF T V=7 M2 TxE
j—O

REHZ D CAZEEAE & CSR DERK

ATv T
ATvT2
ATvT3
ATvT4

ATvTH
ATv7T6
ATwT1
ATvT8

AR— b St |[#EOSA LA HH— b ENBT SR~ ENE F[To LR
~ R IRA R ALY
fEE (Any) fEE (Any) +T (NGIPSy | L35 (Any) Admin/Access
ZEr<) Admin/Network
Admin
FlE

[#72 x4 b (Objects) |>[AT >y FEE (Object Management) |4 %R L £ 5,
[PKI] / — RZEB L. [N CA (Internal CAs) | Z3#IR L £,

[CA DERY (Generate CA) &7V v 7 LET,

HETE AT LET,

VIF RALVIBBTIE, A7 V=2 ME RAALVBERNTRBICTO2MERHY £7, ¥
AT ME, BHED FAAL CTRHERTERNA TV 27 NOLRTE DFAZRETHZENT
XFET,

ID @tEE A LET,

[CSR D1ERK (Generate CSR) %27 U v 7 LET,

CAIZEET HT-OICCSR a2 — L £,

[OK1 %27 U v 7 LET,

RDBERY

cCAIC L > TRITENABL B LM ELT v 70— FTAULERHY £+, kROR—
EHILTLLIEEY, CSRADIGE L LTRITSINEBAMEIEHEDT v 7o — K (
73 R—3)

| EEEEDE e R A
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CSRANDLEE L TRITIN-ERNMANE

CSRADGEE LTRITen-BazanEorvTo—F [

ZEBAZED 7y JO— K

AY¥—h 4t HEDSAEUR|YR—FENDET | R—FSNEF | 7OEX
~ A AR A (Access)
f£EE (Any) £ (Any) 3_T (NGIPSv |fEE& (Any) Admin/Access
ZBr<) Admin/Network
Admin

SNTF RAAL CORATIE, BHED RAAL U TERSNIEAT V=7 FRFRENET, 0
FT7T=7 MIMETEET, B FAA TERSNZAT V=7 FHFRENE TR, 1T
LAEDYE ZNITHRETEE A, FRIEAAS VDDA TV =7 MaeRRBIOHRET D
WZIE, £DO RAAL THID A ET,

T v 7R TS L, B EEVIEE SSL L — L TBRTE T

FIE
AT 1 [T b (Objects) |>[FTT Y FEIE (Object Management) |% &R L £9°,
ATw 72 [PKI] /— R&ZEB L., [NE CA (Internal CAs) | 23R L 7,

ATY T3 CSR ZFHE L CVWAREBLDIEAELZETL CAA T V=7 NOMORET A2 (&) &7

Vo7 LET,

ATv T4 [FEAEDA > A h—/L (Install Certificate) 1 %727 U 27 LET,
ATy T5 [ (Browse) |27V v 7 LT, DER £721X PEM TxT 22— K &7 X.509 v3 CA GEFH &

TrANET v I —RLET,

Ty TR—=R Ty ANPNRAT — MR SN TN D55, [k, NAT— R
(Encrypted, and the passwordis:) | F = v 7 Ry 7 A% AN L T, NAT—RKEATLET,
[f*1F (Save) 1227 Vw7 LT, CAZT7 V=V MIBAMNZENEELZT v 7r—RLET,

ATvT6

ATy 717

RDEZRY

T IF4TRE) = BAT V2 N EBRTHEA.
EEORER 2 5H) .

WREDERZRALET RE

CAIRAZER L UBEXF—DF o O0—F

FEAEB I OBROEREZEL 7 7 AN ENTCAA T =7 "bE Ty — R+ 52 L2k
D, CAFEHEB L ONRT o oA Ry 7 7 v P EITIRETE ET,

IE

Zyrn— FSNEERIILTLERGIRFELTIIZ S,
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BHATELA IO b |

B cravscams—osyon—¢

VAT L, WERCAA 7V =7 MIBEFEEN TV EMEHRE T « A7 IRET DN, T
HLZER SN BE > THESL L ET, iEEB L UOME#HENTCALT 7 V=7 Mb
Foyra—R35E VAT AIETHEREZES L T b, AEFL L OWEROFRE E T
TrANEER LET, ZO%, ¥Ura— R 77 A NVEEELT DI AT A TEDR
HINAY — REET H0ERZH D £7,

VAT ARy I T T D—EE L THE T — RENHMERIL, H53Tinb, FERES(L
Ny I T o7 774 MIRESNET,

CAFIEAE L WEX—DFYO—F

ATy T
ATy T2
ATvT3

ATv74
ATv75

ATvT6

A=+ 4t |REDFAELIR | YR—rENET | YR—FENBF |7 EX

~A AR ALY
fEE (Any) fEE (Any) F =T (NGIPSv [{E& (Any) Admin/Access
ZR<) Admin/Network

Admin

~NVF RAALCORERTIE, BIED RAAL CTIER SN T V7 RFRRENET, ZD
I 727 MIRETEET, A RAA TERENTEAT V27 PEFRRENETH, 1Z
EANEDHEZNTRETEETA, THREALNICHDIA T V=7 MBIl UOWRET S
WX, ZORAAL NIV BEX £,

BEORAAL VBIOEMH RAL Of GO CAFEAEEZXY Y v n— RTEET,

FIE

[#72 x4 b (Objects) | >[4 Ty FEE (Object Management) |% N L FE,
[PKI] / — RZJEB L. [N#5 CA (Internal CAs) | Z 3R L 9,

AEAER LOWEX—E2 X7 n— R T 50RERDINIBCAFT V=7 NOMOTRET A =
v (@) 7Yy LET,

SYAF RAL CEATIE, BT A2y (8) 22V LT, B RALS L OAT V=2 b
DFEAEL LB —Z2 X 7 a— RFLET,

[ m— K (Download) %7 VU v 7 LET,

[/XAT— K (Password) | BELO[/XA T — ROFEFE (Confirm Password) | 7 4 —/V i, K
TAERAT = REATLET,

[OK]Z7 U7 LET,

| EEEEDE e R A



| sBrmaEsEs4+Ioy b
grczszaRt Izt i

EETEHEAR/RAT IOV b

HELEH TX3EER (CA) A7V MI, TNFNEFETE D CAILET S CANR
BEFIAEA R LET, 20X T V27 MI, ATV 27 ML E CA ABRBIFAENS D £
T, MDOLDITHRESNTNMBCA ATV =V Ve T N—T %X E T,

fFHTE 2 CA, EIFEET =— > HWOVTNND CAIZ K > TEH SHTFEHE TR
FAESNTE DT T 4 7 EHIET 272D SSLARY —,

« LDAP £721X AD V' — SO % 2 7 R A WL T 272D D L)L L DOFRIE,

« ISE #%#5¢, [pxGrid #—/3 CA (pxGrid Server CA) | 7 4 —/L K & [MNT ¥— 3 CA (MNT
Server CA) 1 74— /V RTEHETE HGERA 7V =27 FEEIRL £,

FBHTEL CAAT V27 PERERLIZERT, TOAMTZEE LY GEIERD Y X b

(CRL) ZBML72DTH5ZLIETETETN, MOFT V=7 F 7 a7 1 2EE 5T LT
TEFEHA, A7V =7 MIBMTE S CRLOKITITHIBERH Y FHA, A7 V=7 MIT v
7'a— REHRO CRL ZEE T HITIE, A7 V=7 e ol AHIBR L THRIERT 2 LR H
DET,

GE) A7V x=27 MZCRLZBMLTYH, 7Y =7 MW ISEfRAERE CHEM SN D58 ITN
HYEEA,

BHFTOEHETEHCAAT V=7 FEHIBRTHZ EIXTEERHA, £o, FHATOEETE
HCAAT V=l NEmETDHE, BEMTONTNDET 7R ay ba—L R v—2
PR R0 ET, BEEEADNCTHITE, T78A arba— R o—2HERERMT
DUBENHY FT,

E¥ETESHCAA TV b

NECAZAT V=7 ME, X509Vv3CAGEAEARST v 71— RTA52 LIl THRETEET,
WOPR—FEINTWLEROWWTFIN T a— RLET7 7 A2 T v 7u— R TxE1,

« WA S LAl (DER)

o T A N —il{bE T A —/L (PEM)
T 7 ANVPBINAT — RTCREINTWAEGEEIL, HE/ AT — RE#RHETILERH Y 9,
FEEN PEM JEX T a— RENTWAEAIL, HREzae— LTV ffiF5 2 LT
‘ij‘o
T 7 A MR FEHEEEAE EFNAEEICOL, CATFHELZ T v u— R T&E4, ¥
AT MFIA TV NERIET HANCREAEEBRIEL 7,

arATesr Iz~ I}



B cEczsarivzs roem

ERETESHCAF TS Y FDENM

BHATELA IO b |

AX—bF T4t | REDSA VR | BR—rSNDT |V R—FSNBF | 7U€X
R N R ALY
& (Any) & (Any) $_T (NGIPSv |fE& (Any) Admin/Access
) Admin/Network
Admin
Flg
ATYT1 [£#TP xS b (Objects) |>[AT LY FEE (Object Management) |% 3R L £,
RTw T2 [PKI] /— RZEEH L, [[ETX 2% CA (Trusted CAs) | ZRINL £,
ATv T3 [(EHTE D CADENM (Add Trusted CAs) 1227V v 7 LET,

ATV T8 ZHiE AN LET,

INF RAAL VRBTIE, A7 V=7 Mia FAA CVBEENT—RBICTO2REND Y 3, &
AT ME, BUED AL U TIEFRTERWA T V=7 FOAHTE DBEERET D LT
TET

ATv 75 [ Browse) | %7 U 27 L, DER £7/2/X PEM Tx > 22— K&} 72 X.509 v3 CA FE#E
TrANET v 7 u—RKLET,

T 7 ANHBINAT — REES N T LA, Ak, 2SXA U — K : (Encrypted, and the
passwordis:) | T = v 7Ry 7 A% A NI LT, RXAUY—=KEADHLET,

[#1F (Save) 1&7 VU v LET,

ATvT6

ATy 17

RDEZRY

T IT A TR =3 A TV =2 SR TL5E1E, WEDEELRALET KE
EHORER 2Z28)

EHETESCAF T FOFEAEERIY X F

B CTEDCAAT V=7 MICRLEZT v 77— RTEx T, EEHTEXHCAA TV =2 b
SSLARY —DHFTEHT DL, By a OB SLAEHEAE BT L7 CA NE Dt Tl E
EEROBE LIEZNE I NHESN T, BEfbEsn b7 7 4 v 7 &2l cE £9, PR —h&h
HIRONWTNNOEA T a— RSN 7 7 A NVET v 7r— RTxET,

- W SALHA (DER)

o T A NN —il{bET A —/L (PEM)
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CRLZBINL7-1%.

Di‘é—O

EETEB AL I b~oiHEEY X Foem [

KO LIREAED Y A F2RRTHZ LN TEET, A7 V=7 MTT v
7T — REHRDO CRLEZERT HITIE, A7V =2 bW os AUHIBR L CTEIERT 2 LER H

W2 CRLEEATWA T 7 ANDOHRET v Ia— RTEET, Eﬁf%éCAﬁfyia

MZIBIITE 5 CRL OEUTIEHIERH O T A, 7272L, CRLEZT v u—RKL7=EAE. Bl
® CRL BN 2EMNC, A7V =27 N ZOEMRTETILEND D £3,

A\

GE) A7V x7 MZCRLZEMLTYH, ISEOMARETAH T V=7 MERATHBICEEIILY F

A,

ERETELHCAA T FADFIAE R X FDENN

A=k 54t |HEDSA LR | HR— ENBT | HK— kENB K| FHER
~ A IR R ALY
fEE (Any) £E (Any) 9_T (NGIPSv |[{LE (Any) Admin/Access
ZEr<) Admin/Network
Admin

~<IVTF RAA L DRERET

X, BUED AL U TERSNTEA T V=7 ERRRENET, 2D

F7V =l MIRETEET, Ll FAAS TR ENTEAT V=7 FbFRSNETR, 1F

th&@%ﬁ:

BBz ET,

FRETEEEAL, FRIEAMNVZHDLIAT V=7 FaRRBIOWRET D
Wi, €D RAA Z

GE)

ATy I
ATy T2
ATvT3

ATy T4

F7V =2 MTCRLZEBIMLTH, ISEOMARETAH T V=7 MERATOEITHETH Y F
A,
FIE

(#7249 b (Objects) |>[F Ty FEE (Object Management) |4 RN L E5,

[PKI] / — F&REBA L,

[{EME T 5 CA (Trusted CAs) ] 23R L 9,

BHETEDLCALT V=l NORIZHDLIRET A2 (&) 27V v 7 LET,

ROVICFFRT A 2 (5) BERSNDEE,

B DMHERPH D 8 A,

Ean=cd
X AE

ETHMA R AL TR LTEY, 3

[CRL @3B/ (AddCRL) ]%72 U >~ 2 L, DER £721XPEM T 22— K&}/ CRL 7 7
ANET v 7a—RKLET,
ATy 75 [OK] &7 Vv 7 LET,
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FT, X, BETEZIECEAY—NEEHEZ T v e — R TEXETH, [GEHTE S
CAGEFAZEZME > THRAET 2 Z LIXTEEHA,

X509v3 P —RNEEHELEZ T v e — R 52 LIk o T, AEGEEHES 7V 2/ M ERETE
9, YR—FENTVEDBROWVTNNDIERD 7 7 A VET v 7 u— R TEET,

o BT BLIEA] (DER)
o T AR —F{LET A —/ (PEM)
WY — NFEHEB R A S A TS 77 ANE T ET vy e — R TEFET, VAT AIAT

Vxl NERETAHRNI T 7 ANVERIELET, EAZEN PEM AT a— RT3
BAE, A — LTl ffirs b T ET,

SNEREEBRZEA T U FDIEM

AT T1
ATv T2
ATv73
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AYX— bk 54t [ HEDSAEVR | BR—bEhET | HR—rENEK | 701X
- A INA R A
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[PKI] / — RZJER L. [FMHBEEE (External Certs) | # 3R L £,
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AiE AT LET,
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xFET,
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FLET,
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TEET,
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WHGEHEA 7Y =7 b EER LTIZ%, TOLARIEERTHZ LIXTEEIN, ot 7V
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ATvT2
ATvT3
ATvT4

ATy TH

ATvT6
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ATvT8

BHATELA IO b |

AT—h F4t [HEDFALIR | YR~ ENET | PR~ EhBHF|TUER
A N R ALY
fEE (Any) £E (Any) T XT (NGIPSy |{EE (Any) Admin/Access
ZBr<) Admin/Network
Admin

FIE

[#72 x4 b (Objects) |>[A Ty FEE (Object Management) |4 %R L E 5,
[PKI] / — Rz B L, [WHGEEFE (Internal Certs) ] 2R L £,

[NERFEBZ DB (Add Internal Cert) 1227 U v 7 LET,

BETEANTILET,

YNTF RAAL VIRBTIE, A7 V=7 MiEk RAL CVBENT—RBICTH2RERDY £3, &

AT LIE, BUED RAAL U CIEIRRTERWAT V=7 FOLARTE ODBEEFRET DT ENT
SET

[FEBZET — % (CertificateData) |17 4 —/V KD _EEIZH 5 [BHR (Browse) (%7 U v 7 LT,
DER £721ZPEM T a— R &N X509 v3 V— NFEHETY v A V&2 T v 77— R LET,
[F— (Key) | 74—V DO EHIZH D [/ (Browse) ] %7 U >~ 27 LT, DER £72i% PEM
Ty a— RENERTOMExS— 77 A VET v 7a—RKLET,

T o7 u— RTAMEX— 77 A NN AT — RIEEI LTV AEAI.
U— K
HLET,
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LR 97 AP PS
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AEEAEDEHEA IO b
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A PEIE, CAFEHRIZID T EZRKIALIZHDOTT, T AMKRA L FMIiE, CADID, CA
FAHEDOa 74 X2l —alr "I A—F BFEINTWLIDEAELEOT Vizm—a v
NEENTNET,

REEOREGRA T V= 7 ML, FEEEAER (CSR) ZfER LY | fEESNZ CArD
TAT VT 4T AEHELZTRIS L7203 5 72O MEE R FEERT (CA) P — NEROB GRS
TA—EPEENTNWET, TNEDT 7T 4T 41, MEX— AV T7TANT I T ¥
(PKI) THWAELET,
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ZNVGENE, B L UOGEAEOBEOFEMICOWTIL, PKIA Y 7T A T 7 F v &7 VXL
HE 2L TSN,

MRAEDCERA IO ~ OFERAE

SEAEOREGA TV 27 ML, BEHHRET AN RAEZPKIA VT TA N T I FRITEHE L, UL
TEFITTHZETVPNERGRZYR— T 5T XA AL TARRA b (CAFTT V=7
N ZERRT A0S ET,

1. GEHEFEORGAT V=27 PO CARIEL BEFKDNT A —FZ2ERLET, AT A
AIEEL. A= "—=F A FEELZHEHL T, BRD2T7T A RACEAOA T V=2 MNREE
RELET,

2. TATUT AT AN ELLEL T LIREHIART NA A ZOFT V=7 AT

TA VA=AV LET, TXAALT, ZOF T2 MIMTARKRA L MZRD E
ﬁ‘o

AEEOREEA T V= 7 N T AL AZEET DAL, TN RIS A M= EIND L
T, GEREORG T o v AN EINE T, et AL, HOEA R LU SCEP %k
2 AT OEEITABNIITONET, 2F0, BEFICLD2EMNMOT 72 a AILEH Y
FH A, FENCL DAFHEDEEL L PKCSI2 7 7 A VDA U AR— M &2LT 9121, BHAEIC
kX zr@8mor 7y a v nLETT,

3. fERiEN- R T ARRAL L &2 VPN ORETIHEELET,

SEAEDERA IOV F OER

REEOREA T V= N ZEETHICE, (A7 Y= b (Objects) >[4 7 V=7 NER
(Object Management) 12BN L, FE/— a2 U 42 Rund [PKI] > [FEFEO B
(Certificate Enrollment) ] 28R L F9°, KOIEFERNFRREINET,

« BEFOREAEOREA 7 Y =7 M, [4HT (Name) [FIICERENET,
VAT 4 NVZ ) TS HITIIMET 4= K (ROBPR) Z2HHLET,

KT NOBERS A TN X AT (Type) 1FNCF/RENE T, ROBGT %26 H
TEET,
«[B% (Self Signed) ]: BHEXGT /A A0V ME OB B4/ — hREBHEE AR L £
—a—o

+[SCEP] : (57 /L ) Simple Certificate Enrollment Protocol IZ. CANSLT A T 2T 4
T AGERAEEZREGT 72T A ATHEA SN ET,

o [FE) (Manual) |: B&EEO7 ot XL, FHEICL> CFETETINET,

* PKCS12 7 7 A /b (PKCS12File) : VPN O#&fi % ¥ — k3% Firepower Threat Defense
DEBRGRT SA ATPKCS12 7 7 A v A »AR—h LET, PKCS#12, D%V PFX
Ty ANE, b= FERE PEEEHE. B UORET—LZ 120 S{bahi 7 7
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c ATV = MERNOEHERL (A7 V=2 b (Objects) >[4 7 Y= MEFE (Object
Management) ] H[f T, [} E 4 —3 3 > (Navigation) ]34 > O [PKI]> [FEA & D&k
(CertEnrollment) | %R L, [FERAEOEEKDIEN (Add CertEnrollment) ] Z#L £9°,
 BWHIHRT NA ZAOFREHICHEL  [T31 A (Devices) 1> [FEBAE (Certificates) ] IHiifi
T, BN (Add) 1> [T LWEEEOEN (AddNew Certificate) | Z i8R L, [REIED X
$% (Certificate Enrollment) | 7 4 —/V KO H 27V v 7 LFET,

RATv T2 [4i (Name) | Z AL, {EETHERT 5477 O [#8 (Description) | Z AL FE

7
BEEDETTHE . ZOLARIMPEEMT SNBSS T N, 2D~ T & MRA > S OB
AN S

AT 973 [CAEH (CAInformation) | % 7 ZBIWTH G, [BEZ A 7 (Enrollment Type) ] 23R L %
R

« [HEBAEAE (Self-Signed Certificate) | : BHIRIHT /XA AN CA L LTHREL, HE
DB E L — FEHEEZ AR LET, 20 Tk, S6ICRELRAERITIHY £
A,

GE)  HACBEAEAFZRERT L &I, GEAEAT A -2 TH@4 (CN) Z2fE
TOMENRDY £,

*[SCEP] : (57 #/V ) Simple Certificate Enrollment Protocol, SCEP {§# % f8E L £7°,
FEAEORERA T V27 NSCEP A7 v ay (84 X—) ML T EIN,
« [FH) (Manual) ]: BtfS L7 CAGEBHE% [CAGEAE (CA Certificate) 17 4 —/L RIZHEY
T ET, CAREHEFIIOT A Anbat— LTS TEET,
« [PKCS12 7 7 A/ (PKCSI2File) ]: VPNt % 7" — Kk L TV % Firepower Threat Defense
B RT NA ADPKCS 12 7 7 A VA ViR— K LET, PKCSHI2 7 7 A )b, F2iF
PFX 7 7 A MiZ, Y —  GEIFE, THGEE, B —PEEN B -0 57 7 AL
T—a—o
ATy 74 (EE) [FEHED/RT X—4 (Certificate Parameters) | ¥ 7 2B &, iFHEZEONKZEZEL E
T, AEEOREA T VeV N FEHEDONNT A= (85 X—) SR LTIEIN,
ZOMEHIL, REAEICEN IS, 2O —F 0 biEHEEZET AT R TCOHE "FNERTE
£
AT 75 (EE) [F— Key) 1#¥72M&, F—0ONEFEZHBELE T, iEHEORFEAS T V=7 b D
FHRA T ary (86 X—Y) BB LTIEIN,
ATvT6 (EE) [K%) (Revocation) | ¥ 7 %7 U wr L, KRhoAT7 v arz2RELET, sEHED
oA Tl b RWA T ar 86—) ESRLTIEIN,
ATy VEIEL, 2047 V=7 MZOWT [A—3—F A FZFFA (Allow Overrides) ] L CTH X
9, ATV O —R—F 4 ROFERIT ATV =7 FOA—"—F 4 F (94—7)
AL TLTEEN,
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A M= EBATVET,
BENE YD

HOBASEREHH LZREHED A V2 h—)L

SCEP OG5k i L7ZFEED A > A h—/L

FEPBEER A A LIZGEAEDO A A h—b

PKCS12 7 7 A VDA KR — ML DFEHED A A h—)L

I RSCEPA T a3y
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[72 x5 & (Objects) |>[ATP x4 FEE (Object Management) | DIXIZ, T B/ — 3
> U4 v Rk [PKI > [PKI Z$% (PKI Enrollment) | Z 384k L £4, [ (+) PKI&HDIE
A ((+) Add PKI Enrollment) | Z#f L C, [PKI%&kDiEA (Add PKI Enrollment) | %A 7 1 2
ZPI& . [CA 5 (CA Information) ] % 7 %&3&R L £,

J4—ILE
[%§% 4 A 7 (Enrollment Type) ] : [SCEP] IZ5%/E L7,
&4k URL (Enrollment URL) ]: 7 /34 AMNEERZHRITT 55ED CA —30 URL,

http://CA name:port DEA.D HTTPURL ZfEH L £9, Z ZT. CA_name|% CA #—
DARAFDNSHE/IEIP T RLATY, AN— FEFIFILHATT,

CA TP CAcgi-bin 227 U 7 MIENT 7 4 /L~ (/egi-bin/pkiclient.exe) T2WIGEIL, # DIE
HeLIAND A 7 U 7 ML{&E % http://CA_name:port/script_location DJER.T URL |25 & 5 LN H
DEF, Z 2T, script_location (X CA AT U7 N ~DT7 )L /XA TT,

[Fr LY AT — RRXAT— ROMEFR (Challenge Password/Confirm Password) ] : CA ¥ —
PNINTFRA ZDID ZRFET DD T D82 T — R, CAH—NCEHET 78 A LT, £
721X Web 77 |27 KL A (http://URLHostName/certsrv/mscep/mscep.dll) %
ABLT, HRATV—=RERETEET, ZONRAT—RiE, CA Y — "SRG LB
60 7MAZNTT, LiehioT, N AT—RIE, 1ERlits, T 2720 R ICk AT 2 0ERH Y
£

[FRATHIM (RetryPeriod) ] : REFEZRORITHIE (080 . HIZIZ1~600 2 ETE £
T, 774NV MI1STT,

[FFRATIE%L (Retry Count) | : Fe#lDELREFZAENIE N RIT SN TVRWVEE, EATT % Ht
1T, 1~ 100 DfEEEETCEET, 774/ ME 10 TT,

[CA FEBEDES Tt (CA Certificate Source) ]: CA REBHEOR&G L4 RE L 7,

[SCEP Zf# ] L7-Hu45 (Retrieve Using SCEP) | (F 7 4/ N THYH | Me—HR—hIhT
WbHA T 3 ) : Simple Certificate Enrollment Process (SCEP) %l L C CA H— 3/
DREAHZEGF L E T, SCEP 2T 211X 7T /31 X & CA H— 3 & O OHERE A L HE
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HHEOERL I FEREDSS2—4 ]

T, BT 0w 2 ZBGT D0, T35 A0 CAV—"~O— "3 D 2 L &
WLET,

[7 4> H—7Y b (Fingerprint) ]: SCEP #{ifH L T CA GEIFEABGT 285 H. CA F—
NDT 4 T—=TV 2 N AT HIRERHYES, 74—V FEHLTCAY—
NOFEHEOEIEMAMHEGET 5 & RIERB=FD, AYOTEHEZHBOIENFICEES L D
ZEEMIETEET, CAYV—D[7 4 H—TFY 2 k (Fingerprint) 1213 16 #EIEATA
NLET, ANUTERGERED 7 4 =7V v b =K LRWEA, EHERESSLE
To V= NZEHET 7 EALT, £721E Web 77 UHFICT RLR
(http://<URLHostName>/certsrv/mscep/mscep.dll) Z AJJL T, CADT 4 H—
TV N ERASLET,
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Firepower Management Center - E 44— 3 > /XX
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v U4 Runb [PKI] > [PKI &% (PKIEnrollment) | #3ER L3, [ (+) PKIB&HKDA
S ((+) Add PKI Enrollment) ] % L C, [PKI %$kDiEM (Add PKI Enrollment) ] %4 7 1 2
R X, [REED/NT A —% (Certificate Parameters) ] % 7 Zi®IN L £ 7,

J4—ILF

FEARED LDAP X500 TERAFEHA LT, T _XTCOFEREATILET,

* [FQDN % & #¢ (Include FQDN) ]: 7 /34 A ® Fully Qualified Domain Name (FQDN; 524>
i KA A U 4) ZAEHEIERIZED L0 E I PERELET, BREIRO LY T
R

 [T/NA ZADEKRR +4% FQDN & L TfER (Use Device Hostname as FQDN) |
* [EEBAZIZIX FQDN Z{EA L 7% LY (Don't use FQDN in certificate) |
« [1 A% 1 FQDN (Custom FQDN) ]: Z#L&Z@&IRL, RRIN7- [ AZ A FQDN
(Custom FQDN) ] 7 4 —/L FIZHEL £,
[TANAADIP T FL A% E®H 5 (Include Device's IP Address) ] : IP 7 K L A3 GERE3E
RIZEENTNDA U F—T = A A,

s (@4 (CN)  (Common Name (CN)) ] : iEBAEIZE O 5 X.500 @4,
S

GE) HOBAGEHEL BT S & =120, GFAEART X —4 ci@E4
(CN) Z4EETHXLELRDHY £,
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&),

o [#1f% (O) (Organization (0)) | : fEFIZEIZE ® DAk £ - IO 4RI,
o (H3Ek (L) (Locality (L)) ] : ERAZEIZE & 5 HilE,
o [FREFEL (ST)  (State (ST)) ] : RERAFEICE & DM & 7 1A E NI,

s [[E=—F (C) (County Code(C)) ]:REMIFIZE®LE, Zhbd=— Rid, 1SO 3166
DOEDOEMICHEM L T ET (& 2EX7 AV B EREIX TUS) ) .

c[EFA— (B) (Email(E)) ]:iEAFIZZDOLETFA—NL T RL A,

[ TARAADY Y T NEHEED S (Include Device's Serial Number) ]: 7 /34 AD T U T
NEFEFERECEDLNE I PEEELET, CAlL, ZOVITAFFEMHL T,
FEAEAZRRET 200, F72idd & CIEHEAREDT AA AT £, U T AE
FEEDDHNEI DB TEXRWIEAIX, TNy IR DT, FH TSN,

AAZENERA IOV FDEEGAF T3y

Firepower Management Center £~ — 3 > /{X
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v U4 Y Runs [PKI] > [PKI 8% (PKI Enrollment) | 38R L E3, [ (+) PKI B&HDIB
N ((+) Add PKI Enrollment) ] 2 L T, [PKI %&kDiE/1 (Add PKI Enrollment) ] 4% A 7 2
ERE, [F— Key) |7 EBINLET,

J4—IJLF

c[F— XA (KeyType) ]: RSA (F7 4/ b, BLOYHR—FShbr AT arDh)
%7213 ECDSA,

s [F—% (KeyName) ]: fEBAE & BLEMT 5% — XTBBEICFET 2 HEG, 207 1 —/b
RTIEZEDF— XTOARIEIEELET, ¥— XTHFEELRWVWESE, 207 41—/ K
WIEBER IR SN D F— XTI ET 2402 EELET, RSAF— XTLHEL
7254, Fully Qualified Domain Name (FQDN; 58 2{&ffi K A A4 > 4) N VICHEH S
nE7,

o [F— P4 X (KeySize) |: F— XTBFELRNWEAT, LEBex— A X (5% %
By hTERLET, #HESEY A X3 1024 T, OV A ARKE L 2D1FTE, F—N0
I EXaTICRVET, L. RO A ARKENFT—ITE, ERRICER N

G12E Yy PR REWGHIZ 1 HLE) | T 5 & & OB SR 000 £,

AEBAZEDERA IOV bR A T3y

FEAEDORDAT =X AR TEINE I E, HFEEERLTGRETDHIIETHEELET,
RIENDOMEFRILT 7 /v N TH 772> TEY, EH50H1E (CRL £7212 OCSP) 412
o TWEE A,
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SLA E=4

siax=a47czs+ |

Firepower Management Center £~ —2 3 > / X

[72 x5 & (Objects) |>[ATP x4 FEE (Object Management) | DIXIZ, T B/ — 3
> 742 Runb [PKI > [PKI Z$% (PKI Enrollment) | Z34R L £4, [ (+) PKI&HDIE
A ((+) Add PKI Enrollment) ] Z#f L C, [PKI%§&kDiEA (Add PKI Enrollment) | %A 7 1 2
PRI, [%h (Revocation) | ¥ 7 &R L F9,

J4—ILE

s [REBAERZD Y A FDFZNE (Enable Certificate Revocation Lists) ] : CRL DR &2 BT
BHIZiFA AT LET,

o [REBIEDS D CRL 23R > b (Use CRL distribution point from the certificate) ] : FE
BHE D ORZ Y A MidAi URL ZEUSG 3 212k 4 i LEd,

o [BXE SN2 URL 24 H  (Use static URL configured) ]: K%Y A MDA Z T ¢
7 R HERIETE SN2 EAT URL 2 BIN3 5121k, chad iz L9, KRICURL 238
MLET,

[CRL #—/3® URL (CRL Server URLs) ]: CRL # % 7 > 12— RA[HE7/2 LDAP H#—
®» URL, Z® URL (¥ 1dap:// »HhAAE D, URL IZIEAR— NESNE TN D LEHR
HoFET,

* [Online Certificate Status Protocol (OCSP) ® £ %{t. (Enable Online Certificate Status
Protocol) ]: OCSP F = v 7 ZHNZ T HI2ITA I LET,

[OCSP #— N URL (OCSP Server URL) ]: OCSP F = v 7 Z#MHE LTV DFAIC, K%
%F w7 9250CSPH—/SDURL, Z®URLIZ, http:// CHAEHLENH Y £,

 [RDEFERICT 7B ATERWGA, EAETEZE RS E T (Consider the certificate
valid if revocation information can not be reached) ]: 7 7 4/ h TA U/ >TWVWET, =
NEFFAILRWGAIE, T2y I/ Ry 7 A2 F 71 LET,

709 bk

KA E—Fy b Tr hal — R LNLVEK (SLA) £E=4TlL, E=4 U V780
T RULA~DOERGR) O —E2EHZ L, TOT FLA~OL— OAHMELEZ T vx 7 LE
T — FORTHMEE, ICMP =2 —ZRZXE L, IWELFET 2 22k » T, EHmIC
Tzl INET, BRBIALTUNTDHE, ZON— NIV—T 4 7 T =T BHIER
Sh, No 27y 7 —MIEZH2ONET, SLAE=XV 7 Y aTlE, 73 AHE
MBSLAE=Z ZHIFRL TWRWRY | BIA% T CICHB L TIAT LT ET (0Fh, V=
TE=— 7 T RLERA) . A0 F—Xy T r har -2 LU (SLA)
F=X ATVl NI IPVA AT 47 — kK ARV =D [L— K b7 vF 7 (Route
Tracking) 174 —v FCERAINET, IPv6L—FTlE, V—h b7 vF o 71I2L > TSLA
E=HEEATLZEIETEERA.

arATesr Iz~ I}



B oswz-s170z5+

BHATELA IO b |

AX—hrZ1 ¢t
VR

HEDZ1ER

HR—rEhhdT

N R

HR—rEhB K

I A

TR

L& (Any)

AV

Firepower Threat
Defense

L& (Any)

Access Admin
Administrator

Network Admin

FIE

ATvT1 [#TPxH kb (Objects) |>[A TP x5 FEHE (Object Management) | ZER L, 2T
Y T —T )5 [SLA E=4 (SLA Monitor) ] Zi®R L E7,

[SLA =% ®iB/l (Add SLA Monitor) 1 %27 UV v 7 LET,

(407 (Name) | 74—V RICAT V=7 FOLRTZ AT LET,

(A7 > a ) [ (Description) | 7 4 — /L NIZAT V=7 hO#BHEATLET,

(48 (Frequency) |7 4 —/b RiZ, ICMP = 2 —ZRE(FOMEE (BEAL) ZANLET, A
B2 EOFPAIE, 1~ 604800 F (7 H) TH. 774V ML 60 B TT,

GE)  BEIFZA LT T MERMICTEEEA, ZNUOOEE LT 5121
(AR T D MERDH Y T,

ATvT2
ATvT3
ATvT4
ATvT5

HEEZIUH

ATv 76 [SLAE=4ID (SLA MonitorID) ] 7 ¢ —/L RIZSLABED ID FZE AN LET, EOHPH
1% 1~ 2147483647 TT, 1 DDT /A RTITH KT 2000 HD SLA BAEZAERLTE E3, &
ID HZHZIEIARY — T NS AFEIIK L T—ETHLILERNH Y £,

[LEVME (Threshold) ] 7« —/L RIZ, EF LEWENES S5 ETIZ, ICMP — 2 —Zk
DB T D2 MED & S5 (I UBHAD) Z AN LET, AR7RMEOHMIL, 0~
2147483647 L VRV CTH, T 74/ NI 5000 X U TY, LEVMEIL, EXESINIEAEREL
T A R NERT ORI ESNET, 26D A Xy M, XA A7 7 MEX#EYTH
HNEIMEITHMETHIDICHERTEET, ZOAXR ME, F=F ) U ITRHEBOT R LA~
ORI EF[REMEZ BRI R T HOTIEH Y T A,

GE) LEVMEIZSZ A L7 0 Maziis Lk )

Z. SLA BEN ICMP = 2 —HLRA~DISE R4 5
e (R URDHNAL) 2 A L ET, EOHFHIX 0 ~ 604800000 X VEY (7 H) TH, 774/
M 5000 S URTY, FE=F U IREBDOT FLANLDIGENZD T 4 —L RITE#RESH
7o IR PN ihéhﬁw%é ABRT 4T — "B —TF 4 T T—T AR S,
Ny T o7 )—hMIEEWH2 b ET,

GE)  ZAL7 7 METHEEZBE CTE XA, 2 O0O0OBEZ KT 51013, HEEZ
URICHUR L T 7230,

[7—% %A X (DataSize) ] 7 4 —/V KiZ, ICMP ER 7w kXA m— RDHPA X (34 k
HAL) AN LET, EOHPHIZ0~ 16384 /34 F T, T 74/ MI28/34 F T, 20D
Be. 2RO ICMP /N7 > ME 64 34 R &2 E9, ZOfEIZIX, 71 b 2L E 72 Path
Maximum Transmission Unit (PMTU) T#Fr] SO KEZBZ DEEZRE LRV TL 72 &0,
BIZE o TE, BIERREMEEZ MR T D720, T 74NV FOT—% A4 X K& LT,

ATy T17

2 LE,

ATY T8 [#ALT UK (Timeout) 1 74—/ Ki

ATvT9

W srRATRET IV b
88



| BREEaLA ISy k
FLosvozuzt |}

V—=RAL A =5y FORBITOPMTU DiEVWERNTELEIICTHZENAMEL D 7,
PMTUN/NE WL, By v a DR T 3 —< L RAZREBLZRIFTZENHVET, Byia v
DIRT F—< VP ANOEBERRHIND &, A2 SARFEHINET,

ATy 710 mm74~wM\I@H£kA&/b@mAu& TERINTAA T AT F—EX
(ToS) DEEZANLET, HOFEHIZ0~255TT, 774 MFI0OTT, ZO7 41—/ K
Kﬁ\Ek\ﬁ%@u\hﬁéakwkﬁwainifo:@%%i\fu/%wa74/7
DI=DIZHX Yy NT—7 EOMDT A ZARMERT 256 bHUE, EHT7 78X L— R ED
BRRICE-- TSN HELH Y £,

ATFw 71 [7%7 > b (Number of Packets) | 7 4 —/L RiZ, ¥EEND37 v bo¥AE A LET, |
OFPHIZ 1~ 100 TF, 774/ MI 137y hTT,

GE) /\()’7 / MEKRIZE - T, Firepower Threat Defense 7 /N A ANE=F U U ITRROT R
ICEETE RV ERS THRET 2 2 DB INDIGEIE. T 74V O Ty
F@Ui’jﬁé‘ <LK ﬁélﬂo

ATy T2 [F=HV T %ET KL A (Monitored Address) ] 7 4 —/V KIZ, SLA #{EIZ X » CTr[HMEN
F=HXINTWDLIPT RLRAZANLET,

AT T [V—r/f v H—T A A (Zones/Interfaces) |V A N C, T/ ANEFHAT— 3 v Li@E
ToHAH—T oA REFLY — v EBINMLET, Y —RNICRNA V2 —T = A ZADYE
WX, [EIRL7=Y —2/ A % —7 A A (Selected Zone/Interface) | U A FD FD 7 4 —)b RIZ
AHE =Tz A A% EANTIL, B (Add) 1227V v 7 LET, T4 AR LIZA U HF—
T2 A AFT S = U NEENTVWDHEARICDHR, T/AA ATEHEAMBEESNET,

ATy T4 [1R1F (Save) 1227 U v 7 LET,

TLI4 VIR YR

N—hr <=7 RS —<v 7 OSPF 74 VEZ Y7 BGP XA/ N— T4 NEY T hH
ETABBIHHT A, IPUBLOIPve O T L7 4 v 7 A VAN ETT V= FEERTXE
7,

IPv6 7L T4 v IR YR MDETE

IPV6 7V 7 4 v 7 A YANDERER=VEFEHLC, VI 497 A VAN ATV b
fERk., 2 —, RELET. L'—Fr~vv 7 KU —<v7 OSPF 74 NEZ U TFEFIT
BGP XA N— T AN EZ Y TEFBRETHEZIMEHTE, V74 7 A VA NFTT V=)

M EERCTE ET,
AY—h+ 314t YR—bENET | HR—rShd K
VR HEDSA VR | R ALY VA
{£& (Any) ML Firepower Threat |{£& (Any) Access Admin
Defense Administrator
Network Admin

arATesr Iz~ I}



BRAwTeELEF ISz~ |

B rusiocvrxuztrons

&M

ATvT2
ATvT3
ATvT4
ATvTh

ATvT6

ATy T17

ATvT8

ATvT9

2Fv 710
ATy TN

AT T12

FIE

[Tz b (Objects) |>[A TPy FEE (Object Management) | ZRIR L, HK T[T
L7499 A )X (Prefix Lists) |>[IPv6 7L 74 w49 X )X bk (IPv6 Prefix List) | %1%
WLUET,

(V74 w27 A URANDIEBM (Add Prefix List) %27 U 27 LET,

LWL 7ty 27 XA VAN AT7TP 2 b (New Prefix List Object) |V 1 > KU D [4H(
(Name) | 74—/ RT, L7497 A VAN FT V27 FOLBTZANLET,
LA L7 47 A JRANAT =7 b (New Prefix List Object) | 7« > K7 T, BN
(Add) 127V w7 LET,

[7 27 ay (Action) | Rry 7 XU RNpLEd 7T 7> a s [ (Allow) [E720%
[7wa w7 (Block) | #3INL T, HEAET 7 EAZEELET,

DX TV 2 FPTTTIRREENTNWELE LT 47 A YA PYDU X MIBITS,
LWL T4y 7 RV ANy M) ONEZRTERORT %, [ —7  AF 5 (Sequence
No.) ] 74—V FIZAALET, ZAICLTEL L, BIEFHSN WD RKRY—7r v A&
KO SREWS—F U AFEZNT 74V MR ET,

[IP7 KL A (IPaddress) | 7 4 —/V ROIPT RLA/~AZ ERAT, IPv6 7 RLAZIREL
F9, vAIRII 1~ 128 DFRRETRITNITRD A,

(/N7 V7 47 AE (Minimum Prefix Length) | 7 4 —/V R CR/NT V7 4 v 7 RAEHE AT
LET, HIX, KTV 7 4 v 7 ARDENEESN TV AELAIL, v A7 R E, kK7L
T4 ARUTTRIFAULRY £/ A,

[ RK7Vv7 427 ALK (Maximum Prefix Length) | 7 4 —/V R CRRI VT 4 v 7 AEZ AT
LET, flid, TV 7 4 v 7 ARDMEBPEESNL T DHEIC, /T V7 4 v 7 AR
b BTV T 4 v I AROMEPRE SN TV RWEAIL, v~ A7 B ETRITIERD £8
/\/o

GBI (Add) 1%227 Uy 7 LET,

ZOFT V2V NOF—="—=F A REFAIT 2581, [A——F 4 FZFFA (Allow
Overrides) | T =Y 7Ry 7 A F NI LET (AT V=22 NOF—"—F 4 ROFA (11
~N—=V) R

[fR1F (Save) 127 Vw7 LET,

IPvd L T4 v R )R FDETE

IPV4 7L 7 4 7 AV ANDOREN—VEMEHLT, V7497 A VANF TV b
Bk, 22—, fRELET, V— b~y 7, KU —~v7 OSPF 7 4 V&7 Fi=iX
BGP XA N— T 4 NVE VU TEFRETDHEZMFERAT D, TVT7 4T A VA NET V)
MEERRTE E T,

| EEEEDE e R A



| BREEaLA ISy k

Pt 7174 w52 U2 roBE |

AR—hk 31 tE YR—rENBT | HR—FEhB K
VR HRDZA 2R |4 R ALY TR
L& (Any) ML Firepower Threat |{£& (Any) Access Admin
Defense Administrator
Network Admin

FIE

ATYF1 [A7 =7 b (Objects) |>[A7 V=7 NEH (Object Management) | Z3#R L, HKT[
V74 w27 A YAK (Prefix Lists) |>[IPv4 'L 7 4 v 7 A U A K (IPv4 Prefix List) ] Z %R
LES, >>

ATvT2 [FVvT74v 7 A YRXAROEM (AddPrefix List) %227 U v 7 LE7,

AT T3 [HLWITL T 47 A VAR ATV =7 b (New Prefix List Object) | 7« > K7D [4Hi
(Name) | 74—V KT, LT 4w A VAN FTV=7 FOLETEANTTLET,

ATy T4 B (Add) 1227V v 7 LET,

ATFwTFTE [TZ7var (Action) | Ku vy 7 XU A R BEYRT 7> a . [#Fa (Allow) ]F721%
[7r v (Block) | #&INL T, HEAMT 7 EAZHBELET,

ATV T6 ZOFTVxl FTTTICRESNTWAT LT 4w 7 A VAR RIDY R MIBITS,
FHMLNWT VLT 4y 7 ARz N ONEZRTEAORT %, [—F A% E (Sequence
No.) 1 74— /v RIZASLET, ZAHICLTEL &, BIEFHESNTWARKY—F v AFK S
KV 5SKREWS—FT LV ARENDT 74V MY £T,

AFwF1 [IP7 FLA (IPaddress) ] 7 A —/V RDOIPT KL A/~ A7 EJEX T, IPvd 7 FLAZFREL
F9, vAZRIT 1 ~32 OFNRMETRITIERY £ A,

ATv7T8 [TV T 4 v 7 AEKE (Minimum Prefix Length) | 7 4 —/V R ClR/NT V7 4 v 7 AKE AT
LET, HIE, KTV 74 v 7 ARDENEES N TWOIHEIL, v A7 RUE BERT L
T4y 7 AR TRIFNTERY /A,

ATFv T [KFVT7 4 v 7 AEKE (Maximum Prefix Length) | 7 4 —/V RCIRKT V7 4 v 7 AE& AT
LET, liX, B/h7 V74 v 7 ARDEPEESNL TV AHEIC, R/h TV 7 4 v 7 AR
b BAINTVT 4 o 7 AROEBMEE SN TOARWEAIL, ~AZ7EL ETRITFERY £
Po

AFy 710 B (Add) 127V 27 LET,

ATYIN ZOFT V=l "OF—R_—=F A REFAITIHHAZ, [A——TF 4 REFA] (Allow
Overrides) | T = v /Ry 7 A4 NI LET (A7 V=7 ROF——F 14 ROFFA[ (11
=) B .

ATvT12 [R1FE (Save) 1227 U7 LET,

arATesr Iz~ I}



. =ty 7

BHATELA IO b |

W—hk<w T

ATy T

ATy T2
ATvT3

ATvT4

N—h =y lI, V= Ea—T 47 Tt A CHEMTLEEZIFERATEET, £,
TIANBN— R eN—TFT 47 TavAAERT D EXICOUHERALET, — b~y 7
RESNINV—T 47 7a hard o) — haEdRL—T 1 7 7t ACHE T
LZO0EERLET, Vb vy TERELT, A~~~y ATV OFHLLL— |
~v 7 T N EERLEY, BEFOL—F vy = U ERELZY LET,

A¥—k 51t
V2

WEXDSA VR

HiRh—hkEhdT
N R

HHR—rEh5B R
AA Y

TR

L& (Any) ML Firepower Threat |{£-% (Any) Access Admin
Defense Administrator
Network Admin

1R BRI

N— =y AL, TNEOFT TV "1 OFERITERAERTIZENTEET, 2 b
DAT V2l " T _XRTEMTALEEDY FHA, ZNOEDOAFT V=7 M EMBEIZ U TE
BRBIMEHL T, V— bk w7 E2RELET,

« ACL O3B0

c LT 4w A YR NOENM
¢ AS /X2 DB
eaIa=F4 URNDENM

e ARY— U R FDiBEM

FIE

(A2 x4 b (Objects) |>[AT x4 FEE (Object Management) | ZiRINL, =27

Y T—T7 AN [Jb— bk ¥y 7 (Route Map) | ZER L 7,

b— K > 7O (AddRouteMap) %27V v LET,

FrLvwb— k<o 7 47Yx7 b (New Route Map Object) 1|V 4 > R T[LEM (Add) ] %

7V w7 LET,

[>—/4 v A% 5 (SequenceNo.) | 7 4 —/V KT, ZDON—h~v T F TV =7 MITTIZH

ESINTWHIL—h~vy 7 = MIDUARTOFH LWWL— K vy 7 =2 F OfELZR

.0~ 65535 DF S EATILET,

GE) PRI ZTAT DLEENAE LT L EOFFOMBERHAET L7201, bipl
H 10 AL CHICHE S ERRET A Z 2B L £ 7,

| EEEEDE e R A



| BREAaLA IO b
L—r2y7 .

ATv 75 [HEA (Redistribution) | Ke vy 7 X0 UR NG, BEAMMT 7 ARy @7 7 v a
v ([ZFF (Allow) 1 E£721E[7 2~ 27 (Block) 1) Zi®IRLET,

ATvT6 [FMOE (MatchClauses) | ¥ 7% 27 U v 7 LT, 2TV 7—7 )V TERT HROEMFIC
EONTHRELEST W—NFIT7T710v7)

s [EX¥=UT 4 V' —> (SecurityZones) ]1: (I/0) A X —T A AIHSNTIT T 4 v
I7EBELET, V-V EBRIRLTEMT 0, A F—T A A4 AJLTEMLE
j—O

o [IPv4] : ROSMHIZEESNTIPVE Ob— N T 7 4 v 7)) ZRELET, FME2EHRTD
BT H @R ET,

1. V=R 7 RFLRIZESWTL—FERETHITE, [7 R A (Address) | # 7% 7
Uo7 LET, IPVA7 RLRAIZH LT, BMEILT 78R VA NELFTT LT 47 A
YA REERTHZNE I ME Ray 7 Z4 T VA RNBERL, BEICHATSACL
ATl FEFIIT VT 47 A VA MEATERILEIR L F T,

2. V—hDXIANKRYT T RLVRIZESNTL— FERETDHITIE, [FZ AR KRy
7 (NextHop) | #7 %27 Vv 27 LET, IPvd7T RLAIZK LT, BEWICTZ7ERX Y
ANERFT VT 4 v 7 A VR NEFEHTEINE I DR Ray X UXEMD
BIRL, BAEIWHEHTDACLA 7 V=7 FERIZT VI 4T A VA RNEATTET
IER L £,

3. —bDOT RNAZ A RXEEFETLT RLARZESNTOL— R EBRAET DX, b— FEE
gt (RouteSource) | ¥ 7% 7 Vw7 LET, IPv47T RLRIZx LT, BEICT 7R
VANERIFZT VT 4w 7 A VAT ONEI e Rey X2 U D
HEIRL, BAICHATHACLA 7 V=7 bERIIT V7 4w 7 2 VA MNEANE
TN L 9,

«[IPv6] : b—F : L= FDL—FT RLVA XZ A MKy T T RUVA £72037 RAZA
REETLT FLAIZESWTIPVG UL— N T 7 4w 7)) ZRELET,

* [BGP] : IROEMFIZHEASWTBGP (b— N T 7 4w 7)) ZRELET, FUE2ERTD
BT HIERLET,

1. BGPEEVATALANRRAT IR VAN EBESNEZNRNATIZEA VR NOREELH
T DX, [AS/XA (ASPath) (#7227 Vw7 LEd, HEDORAT 7R
A MEIRE LSS, b— MIWTHOORZ T 722 JAME—FKLET,

2. BGPaIa=7( LfEEINTZAIa2=T (OREZHEMNT DI, [232=T ¢
YAk (CommunityList) ] #7427 Uy 7 LET, HEOaIa=7T 4 Z2EELLE
. = NMInTnhoala=F 4 t—HLET, L b 120 Match 23 =
=T 4 E—ELRVWWL— NI, T MUY R L— K 22T RRZ A XZE
T A,

3. BGP RV v—%iHlils L O T 570D — h ~ v T EFRETHITE, [RY v—
U A K (PolicyList) | %7 %27 U7 LET, 12O — b~y T k) NTHEE
DRV v— VR IBBEEITOHAE, A v— VA NI RTUIZERMUEZT CTRE
EITWVWET,

arATesr Iz~ I}



. =ty 7

BHATELA IO b |

« [Z DMt (Others) ]: RDOSKMFITIESWNTL—FERF N T 70 v 7 ZBALET,

1.

N—bt DAY v 7 OREEFNNCT DT, [A RV v 7 b— ME (Metric Route
Value) 17 4 —/V RiZ, BAIHERAT LA MY v 72 AN LET, EEOME D
YT TANTHZELTEET, RELLEA N v 7 2T EOL— &R
ATEET, A MV v ZEIE. 0~ 4294967295 O THE L £,

[# Z{E (Tag Values) ] 7 4 —/V KiZ, BMEWHEHTA X B2 AN LET, HED
Bz ~TRU>TANTAHZ L TEET, BELEEX2VT 4 I —TF X
TR OEEON— FEBRETEET, ¥ JHIL. 0~4294967295 D#iPH CHE L £
j‘o

JV— K ZATOREEFANCT 2IT1E, @RI — b F4T AT avid izl
*$9, A&7 )v— ~ XA 71X, Externall. External2. Internal, Local, NSSA-Externall.
NSSA-External2 T§, DN — K XA T2V XA NPOLERTHIENTEET,

ATw 71 [AIOFEE (SetClauses) | X7 %7 V7 LT, ar7y F—7 /L TRRTHROKMITE
ST —N T 74 v 7 ERELET,
e [A FVU > ZfE (Metric Values) | : [#75kE (Bandwidth) ]. X COffE, 72X iz L%
RELET,

1.

(e (Bandwidth) 1 7 4 —/V RIZ, A MY v ZEETHEE ey M)
AN LET, ANEIZ. 0~ 4294967295 D& OFEEE T,

(AU w7 AT (MetricType) | Ky 7 X0 URARNNL, 55V—T 47
Ta haLldOA N v OXA T EERLCTHEELET, AR7MEIL, internal, type-1.
F 7213 type-2 T,

[YE4E (Delay) | 7« —/L FIZ, EIGRP /b — F DIEIEA 10 ~ A 7 o B CA S L E
T, A7 EOFBHIL, 1 ~ 4294967295 T,

(48N (Reliability) 17 « —/L RIZ. EIGRP D 37 v MEDOIhHEEZ AN L £,
BN AEDFIAIL 0 ~ 255 T, Ml 255 1% 100 % OEFEMEZ EWR L, 0 1 Z(E 5812 72
WZEEERLET,

[F%) (Effective) ] 7 4 —/L FIZ. EIGRP O #lE 2 A UE4, AL72RED
FPHIZ 1 ~ 255 T, E2551%, 100% oo — REZEKRLE7,

[MTU] 7 « —/V RiZ, EIGRP ®/L— k Dfg/N MTU B A X% /34 RHEALTATLE
T, BNREOIAIL 1 ~ 4294967295 T,

* [BGP 4] (BGP Clauses) ] : IRDOEMFIZHSNTBGP v— hEEEL T, FFEE2EHET
LT HERLET,

1.

BGP /L — FO RV AT A NAEET T 5HITIE, [AS/NA (ASPath) |7 %27V v
7 LET,

1. (FEDOHMEY AT L NALFH| 2 BGP /L— F OFNIAINT 5121%, [AS 73R ZHi
WA (Prepend ASPath) | #7227V v 7 LEd, W, v—/17 AS FHN

| EEEEDE e R A



| BREEaLA ISy k

L—r2y7 .

BHIEBEIMEN, HEV AT A RSRZERE LET, #HD AS SAFFEEEL
7-5a . b— MIWThno AS FB S5 ZINTE £97,

%D AS H 5% AS /SADRNZAHINT HI21E, [BE D AS & AS /X ADRZAHIN
(Prepend Last AS to AS Path) ] 7 4 —/L RIZ AS SAFZEEZ AT LET, ASE S
DOfEZE 1~ 10 OFPFATA LET,

N—bDE T HBEY AT ANAIZEMRT DI, PV— b ¥ T & AS SR
9% (Convert route tag into ASpath) | T = v 7Ry 7 A& A NI LET,

Al a=T 4 BUEERETDHICE, [23a2=7 4 YA (Community List) ] ¥ 7 %
7V w7 LET,

1.

N—=F=yTBRATET VT 47 Anbaa=T7 4 BEERET DITIE.
[72L (None) | ZV A4 R& %7 Y v LET,

A 2=T 4 FFEANTAHITE, [232=T 4 OFRE (Specify Community) ]
TUFRE ) v LET (WEREGE) . ARh72MEIE 1 ~ 4294967295 T
ﬁqo

BfFDala=74l2ala=7 4 2BNT52EF, BEFOa I 2=7 (2B
9% (Add to existing communities) | F = v 7Ry 7 A& AN LET,

BEHO A 2 =7 4 OWT NN EEHT DX, [ % —% > b (Internet) ],
[77 R A X2 L (No-Advertise) ], E72iL[7 AR — K72 L (No-Export) ]
Frv IRy I A A A LET,

BMBEMEZRET 212, [Z0fh (Others) 1 ¥ 7 %27V v 7 LET,

1.

2 7% BERICEHE T 21203, (BB V&8 ET % (SetAutomaticTag) ]F =
IRy I A AT LET,

[ — D NARSEEDFE (SetLocal Preference) |7 4 —/L RICHMH Y AT L /XAD
S A AT LET, 0005 4294967295 £ TOEA AN LTL 2 &0,

[EAAFT OFEE (Set Weight) ] 7 4 —/V RiZ)V—F 4 7 5—7/)L® BGP 7 =
A MEATLET, 005 65535 FTOMEE AT LT ZEN,

BGP O#fEma— AR L THELE3, AR7RMEIX [=—2 /L IGP (Local
IGP) | B X [KRZET (Incomplete) |1 TI,

[IPv4 5% 7E (IPv4Settings) | &7 v a v T, 7y "RAHAHENDIR I AN Ky T
DATANKYyTIPvAT RLAZBELE T, BEL—X THOLETIHY T8
oo BEDIPVET RLAZIELIZSGE., WIRNDIP T RLATAR Sy b
HAcEET,

[V 7 427 AU AL (PrefixList) | KRy 7X 7 URARNNLIPVET LT 4
JA VA RNEEIRLTHELET,

[IPv6 7% E (IPv4Settings) |27 v a T, X7y "PIHIEINDIHX T A By
DFXIANKYyTIPV6T RLAZRELE T, HEL—4 THILETH Y 4

arATesr Iz~ I}



B 7oexuxr

ATvT8
ATvT9

ATv710

BHATELA IO b |

o BEDIPV6 7 RLAZRELTGAE. WTNWDDIP T RLATR Yy &

HhTExd,
[FV7 427 AU AN (PrefixList) | FRy 7 &7 R RNLIPV6 LT 4
J AL EIR L THRELET,

GEM (Add) 127V v 7 LET,

ZDFTV 2V DA —"=F A REFAT L5811 [F——7 4 F&iFr (Allow
Overrides) | T = v /7Ry 7 AEF NI LET (A7 V=2 bOA—"—=F 4 FOFFA (11
N=) BB

[fRTF (Save) 1227 U w7 LET,

TIOEA)R L

FENnBT | R—FEhBF

AT

AY¥— k34t HR—

VR HEDSA VX |INL R 7ItR

& (Any) ML Firepower Threat |{£:& (Any) Access Admin

Defense Administrator
Network Admin
TI7EBAVANFITV2r NI, 778A > fa—L U2+ (ACL) &HFEEH. T

T4 ZICHEAINGY—ERERIRLET, 7T78A VAN AT V=7 bafEoT, NL—
F~y 7R EOWEZRELET, ACL THASNIE N7 74 v 7T —ERAEFIHTE E
TN, [Tavr7&nlk] b7 74073V —EANLRASNET, P—EANLERAS
2RI 7 4y PRTLLERERICRr Yy 7ENDDITTEHY 8 A,

WDE AT D ACL /R ETEFET,
HEAR  BET LT FLABI R —MIESWT AT 70 v 7 2@ LET, IPVEEB
FOIPv6 7 FLAZHHR—FLTEY, EEDONL—LTRESEDLIZENTEET,
o JEYE . SEHET RV ADIRIZHE AT N T 7 4 v 7 ZiBILET,
i—a—o

IPv4 DR 7R— kLT

ACLIZ 1 oFE/i3 o7 782 aryra—)L = U (ACE) 23— TR SR E
7T, ACE DIEFIZEETY, 7 v & [FFA]) ACE &G LT ACL ZiHii+ 2%, ACL
BRI NTWS ACEDIEE BV ICHELET, —HB RS L, TNLIFED ACE &1
WELEEA, 72L& 21E, 10.100.10.1 Z TFFAT) LT, 10.100.10.0/24 DF% Y (T3 X T 7wy
71 THEHA, FA NIRRT ey 2 U KRHICRESN T D BRERDH Y 97, @
W, BARMED BV L—L A ACL O BRI E & £,

FFaf) = P U= LW ATy MITry 7 ShicE R LET,

WIZ, ACLA 7 V=7 FOFREFIFEIZHOWTIHLET,

| EEEEDE e R A



| BREEaLA ISy k

Lok ACL A+ 2

ATy

ATy T2

ATvT3

mrac+ ooy rosE |

o1 FDETE

FEEITBLIOMET FLA, Ya bal, BIOR—MIESNT, HBEWVEINT 7 4 v 7N
IPv6 DRI T 7 4 v 7 B RET DI, HIEACLA T V27 FEEHALET,

FIE

[#72x% b (Objects) |>[AT> Y FEE (Object Management) | Z#ER L, =7
YV T—=T NG [P EA A O—IL ) Xk (Access Control Lists) | > [#i3& (Extended) |
IR £,
RONTNNEFITLET,
o [$E3E ACL @381 (Add Extended ACL) 1 %27V v 27 LT, HiLWAT7 Y=/ FEIERL
i‘é—c

cWRET A2 @) 27V v LT, BFOAT V=7 P aRELET,

[#E3E ACL A7~ =7 b (Extended ACL Object) ]| ¥ A 7/ Ry 7 AT, 7V hDO4
AIEANIL (RAX—=RIMEHARR) | 778X aribe— Lo N AERELET,

a) ROWTNNEFITLET,
[BM (Add) 1227V vy 7 LT, HiLnwz=r b 2{ERLE,

cRETAay (&) 7 Uy LT, BEO= N ARELET,

FHI7 Yy Ama—mnbb, = MIOHIVERY, 2t — WO ERTHIBREZTT
TENTEET,

b) FT Ty 7 EELT (—B) 50 FEFTryr (—ELARWY) TH500TY
varvae@ERLET,

G¥)  [27 (Logging) ]. [ L~UL (LogLevel) . BLW[aF A % — 3L (Log
Interval) |4 7> g NET7 7 BEANAL— K L TOMEHSNET (f X —7 =
A AZEfR SN TWD), Za— LT Sivd ACL) , ACLA 7 V=27 b
DT A NL— L THAIN TN, ZHHOMEICIET 74V M &L
7,

) MOT V=7 DONTNNEHALT, [*y hU—2 (Network) ¥ 7 TiE{ELH L U%E
LT R AZRELET,

« [FIHRE (Available) | U ARG EBIDOXR Yy NT—0 AT V=7 MEIFITNA—T
L., [HECITBN (Addto Source) | £ 7213 [FEEIZEM (Add to Destination) |
27UV 7 LET, VANODED[HRE 2TV 5THE, HiLnAT V7 b
EERRCE ET, IPv4 7 KL AL IPv6 7 KL AZHARDE DL Z ENTEET,

s BEILEITSELY A VO TOMRER v 7 ZAZT KL 22 AL, EM (Add) ] %
70 w27 LET, 120OFA KT FLA (10.100.10.5, 2001:DB8::0DB8:800:200C:417A

BRATREGA IS b .-_



BRATEGA IS b |
B =000 rons

28 FxVv 7 x> b (10.100.10.0/24 £ 7213 10.100.10.0 255.255.255.0 DI, IPv6
DA% 2001:DB8:0:CD30::/60) #IHETX £,

d) [F—F Port) 127 %27V w7 L, ROTZ =y 7 OWTANEENLTH—E 2%k
FLET,

« [FIFTTHE (Available) 1 U R "B HBIDOR— K~ 7V =7 N EFIZ 7N — T 558K
L. [XETCIZEBEN (Addto Source) ] F 721 [585CI1TEN (Add to Destination) ] % 27
Vo7 LET, VAMNODED[HARZ L %27 Vw7 F3DE, HiLnETYr NafE
BCEES, A7V 7 ML -5 TTCP/UDP AR— k., ICMP/ICMPv6 A vt — Z A
7. EOMOTe havERETEET ( HEE] 25T . 2L, EmEIEZEICL
THELEETLAR— ME TCP/UDP O %57 AN ET,

cEETLEITHEY A NDOTORER Yy 7 A THR—MEZITT 2 barid ANERIT
BIRL., BN (Add) 1227 Vv 7 LET,

GE) T R_RTCOIP T 74 w7 ICEMATHy M) 2G4 5120%, 9T o7
Ma L aEETDHMER—F 727 FEERLET,

e) [EM (Add) 127 Vv 7 LT, = N aAFT7V=7 MGEMLET,
f) HEIGELT, =MV 7Y I7BIORT vy 7 LT, V—VIEFTEROSGFTETL
TicBE L E7,

OB RAERRVIRLT, A7 Vs MBI M) BEREZITREL 7,
RTYT8 ZDOF TV hOA—N—TF 4 REFATHHEIE, [F——F 4 FZFFA (Allow

Overrides) | T = v /ARy 7 AA N LET (A7 V27 hOA—1"—F4 ROFA (11
=) BEH)

ATvT5 [RTE (Save) | 227V v 7 LET,

BEACLA T FOETE
FECIPVA 7 R ADIRIZESNTC N T 7 4 v 7 RAETH5AF. B¥EACLA T V=7 b
ERALET, FNLSNDOGE, JEEACL Z#H L £,

FIE

RART9T1 [#TPxY b (Objects) |>[A# TPy FEE (Object Management) | ZiER L, 27
YV TF—TNnG [FOEAR A O—)L YY) Xk (Access Control Lists) |>[#Z# (Standard) |
ZERLET,

RATYT2 WOWTNNEFITLET,

« [FE#E ACL @3B/ (Add Standard ACL) 1% 7 U v 27 LT, HiLWWAT V=7 MEERkL %
R

| EEEEDE e R A



| BREEaLA ISy k
el |

T A3y @) 7Yy LT, BBFOA T V=7 FEmELE T,

ATY T3 [HEHEACLA 7 V=7 b (Standard ACLObject) | XA 7T /Ry 7 AT, A7 V=7 FOL4HI
EANL (AR—RIFEHATEEHA) . 778RA a3 br— o NI ERELET,

a) WROWTNNEFITLET,
[EM (Add) 1227V vy 7 LT, HiLnwz=y b 2{ERLET,

cET Ay (&) 7Yy LT, BFO MY ERELET,

H7 Vw7 A=ma—pbb, = bUOYIVEY, 2— B0 AT, EIFEIREZIT O
TLEBTEET,

by 7/7kAaryia— Lz ) TEIZ, ROTaRT 4 ZRELET,

s [7Zvarv (Action) 1: T 7 4 v 7 R (—8) Fiveyr (%)
TDH50E I D,

[y bU—27 (Network) ]1:IPv4 R NI —27 A7V hERE N T 747D
S ERFET DI N—T BN L ET,

c) [BM (Add) 1227 Vw27 LT, = %247 V=7 MZBIMLET,
d) HELELT, = MV EZ Uy IZ7BIORI v 7 LT, W VEFTHROEFTE TE
TicgEs L £7,

OB REB/YVIRLT, A7 V=7 MBIy ) ZEREITRE L ET,

RTYTE ZOFT V27 bOF—N—F 4 REFFaT 5551, [(4——F 4 R&FFA (Allow
Overrides) | F =y 7Ry 7 A& A NI LET (A7 V=7 bOF—"—=F 4 ROFFA (11
~N—=) B

ATvT5 [RTF (Save) |27 U v/ LET,

ASINADA Ty k

AS/NAIBGP Dy N7 v FOMEBETT, ZHUX, Xy MU= DT 7 AZAREIZT
HASFEZDY— U ATT, AS/NAIL, BEI T v NORENL— MI7e 5 %G 50 L5650
N—RBOFM AS F 5D —7 L ATY, B7pDHAS T L7 4 v 7 A2 —F 35 FIEICH
THAYE—VEH, FHTDHOIL, XA N—HFET AT A (ASes) TBGP 2MEH SV E
T, F— X THHEE TORGE/N— MIBET 287 e a — A VHER Thh =%, HE ST
WAHHREEA P U v 7 BLORABEMEE EHIZ, — FELIINADERNENENDOE T Ik
FBanEd, ZoFRBEy NU—272BET 5L, RNRTHhoTBLV—F1%, EAED ASF
H% BGP A vE—TD ASes U A FNOFHZAMAIMLET, ZDU X MNE, L— D AS /AT
To AS/RRIZAS LT 4 w7 AL EBIT, Ky NT =T % Liz—FH O — K OFf
TED/NY R0 E79, AS/IRAR—VORELFEH LT, BFEVAT LA (AS) O/XADKR
Vo—F7 V=l NefEik, at—, wmELET, »—b~vv 7 RV v—~<v7 FiZ

arATesr Iz~ I}



| JEFEEC PRIFYL

ATy T

ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

BHATELA IO b |

BGP AAN—=T 4 NHE VU TERETDHEXIMEAT D, ASNA AT V=7 MEERTEE
T, ASNADT A NVEZIZLY, FHERTL—FT 4 T FF— M AvbE—% 7 4 A
MERCTE £,

23—k 51+ HR— FENBHT | HR— hEh5 R

VR WHEDSAEVR|INL R A TOtR

Access Admin
Administrator
Network Admin

Firepower Threat
Defense

f£& (Any) el f£& (Any)

FIE

[4 7Y =7 & (Objects) >[4 7Y =2 FEH (Object Management) ] Z3ER LT, HKT

[AS /S A (ASPath) ] ZERL E£9, >

[AS /SADIEN (AddASPath) 1227 U v LET,

(487 (Name) ] 74—V RIZAS XA A7V =7 FOL4RIE AT LET, AR7MEIZ. 1~

500 T,

[TLWASRA A7 Y= 7 kb (New AS Path Object) |7 4 > R T, EM (Add) 127V v

7 LET,

a) [7Z7var (Action) | Rey XU ARG [FFA (Allow) 172X [T Ry 7
(Block) 147 v a v &R LT, BlEMAT 7 ERAEHBELET,

b) [IEMFEH (Regular Expression) | 7 4 —/L K CAS /NAD T 4 VXA EFRT 5 ERE
BEBELET,

c) [BAN (Add) 127V >y7 L%,

ZOFTV 2l NOF—=N"=F A REFFaT 5581, [F— =74 FZ7FA (Allow

Overrides) | T =y 7Ry 7 A% F NI LET (A7 V=2 bOFA—"—F A ROFA (11

R=) BB

[fR7F (Save) |27 U w7 LET,

O3Za2a=5T4 YR B

a3 a2=F 4%, BBIBGP BMEOA T a T, aa=F 1%, HETIHINL OO
B A AT 25D I V—F T, ZhiF— M 2X IR ENET, BGP O o
=7 4 BEIE. BFEOT LT 4 v 7 AIZED B THI, OFRA N—IZT RARZ A XENDHE
fECT, aIa=T7 1%, —BORBEEHZEET LI —HOT LT 4 v 2D~ —F 2 712
T&FEd, Tv7AMNI =LA T "M X=X, ZnbDO~—D—%2FHL T, FFEOe—D /L
WEDT A NF Y T ERITEIDYL T, SOV BEBEOEFT 2 EO— KRN —T 4 7
RV —%2@HALET, 232274 VAMOREX—VEEHALT, 232=54 UA}
RV —FT7V=7 FEEK, abt— wELET, V-~ 7ERE@FAR)v— <y 7%

| EEEEDE e R A



| BREEaLA ISy k
aza=574uz+ |

WRETDHEXIMAT D, a32a=T 4 VAR O —FT V=7 bEERTEET, 232
#74th%ﬁﬁﬁék w~hv/7®mmmﬁfﬁ%éné:\:¢747ww7%
ERCEEd, a3a=7T4 VA NI, —HAT—FAV FOFZHHEY X NTT, ik
X, —BDRRONDETL—LLERALET,

AYX—h+r 14 +% YR—bENET | HR—rENB KR
VR WHEDSA VR |INM R ALY TR
=& (Any) BARIAS Firepower Threat |{T:7 (Any) Access Admin
Defense Administrator
Network Admin
FliE

ATYT1 [TV =2 b (Objects) >[4 7 V=27 MEE (Object Management) | Z#R LT, HR T[=
R=2=7+4 UA}F (Community List) ] Z&ERLET, >

AT9FT2 [a3a2=F 4 VA DB (Add Community List) | %27 V v 7 LET,

ATFw 73 [4HT Name) | 74—V FIZ, 232=F4 VAN FT V=7 FOLARTEIEEL X7,

AT T4 [HLvwaia=74 UA L A7 V=7 b (New Community List Object) ] 7 > K7 T, [iB
m (Add) 1227V v LET,

ATy 5 [ (Standard) |47 a s RHUEBBIRL T, ala=7 4 L—VOFEHEEERLET,
DI 2= 4 VANI, V=2 /) Uy aia=7 4TI 2=T 4 FSOREIHEHS
nET,

G¥) FEZEHLEZ= M), ala=T 4 b—VOJLEEEAHEH L= N &2, [
Laa=T 4 VA NZFT V27 MIEDHAHZ LITTEERA,
a) [773=ar (Action) | Ry XU R R0G [FFA] (Allow) | £ [T ey
(Block) A 7> a v &#EBIRLC, HEAMMT 7 BAZBEELET,
b) [ZI=2=7 4 (Communities) |7 4 —/V RT, ala=74FFEH/ELET, AHE
131 ~ 4294967295 F 7213 0:1 ~ 65534:65535 T,
c) Y7 [b— bk ¥4 7 (Route Type) | iR L £,

e[ F—%> b (ntemet) |: A F—Fy OV /N /)T aia=T 4 &ZHET
HEOICRIRLET, Z0asa=F 1 DO/— KNI, TXTOET (NEF L U%k
) T RANF A RXEINET,

c[FET7 FN&Z A4 X (NoAdvertise) |: IET RRZAZXDT x)V ) U ala=T (&
ETHOIBINLET, Z0aIa=T 1 Dbb/L— MIET (WHEZIZINE)
W27 RRZ A X ENEFA,

c[FE= 7 AR—1F (NoExport) |: TV AR—=bD TV /) Ty aIa=T 1 &FEE
TAHEDIZERLET, 20aIa2=FTsDObbL— NI, LAV ATLAHNOYE
T~DF, FTFEENOMOY T HES AT A~DRHRT RNFAXENET, Zh
5ON— MIFEBE TITIET RAZ A XS nEH A,

ATw 76 [HEE (Expanded) 147 a v RAVETRL T, a3a=7 4 b—/LOEEZERLET,

arATesr Iz~ I}



B oc—uxr

ATy 17
ATvT8

BHATELA IO b |

EaIa=74 VA MIERRBUCEIZ2 7 v% ala=T IS ET, EHKE

E. A a =T A BHEORE Y - OREHEHINET,

a) [7Z7var (Action) | Rry 7 X URARNG [FFAl (Allow) | EiX [TV ey
(Block) 1 A7 v avrz@RL T, M7 7 EXLEELET,

b) [#HBl (Expressions) | 7 4 —/V KT, IEMEHEFELET,

LEM (Add) 122U v 7 LET,

ZDOFTV 2V DA —N"=F A REFATL581E. [(F——F 4 FZFFr (Allow

Overrides) ] Fx v 7 Ry 7 A& AVICLET (AT V27 hOA—S=F 4 FOFFA (11
M) BB |

ATYT9 [R1F (Save) 1227V w7 LET,

RYS— 1) Rk

ATy T

ATy T2
ATvT3

ATvT4

ATy TH

RV —=VRAMNDORY—FT7 V=7 FaAERk, 2 — HfET 212, [KV—UX MO
%7€ (Configure Policy List) | X— &AL ET, v— b~y 7E2RETHEXHHTD
RV —VANFT V27 NEEC&EET, »—h vy 7RNTHRI— U R IREZREN
L&, RN T— U R MNOmatch LT XTHRHI =4, LELENET, 1ODL— vy 7T
2L EDRY = VA NERETEET, RUT— UVANMI FUL—bF~y7HICHD
WAV >— U A NOITERESNTWVEMOBEFO match B L Wset L& bEFTEET, 1
OON—h vy T T NUNTEREORY >— VA MPRREZITO>HE, RV — U AT
NCFZERMEE T TREEZITVET,

AR— b S4 € YHR—rEINET | HR—FENB K
VR WREDSA VR |INA R A TOER
£E (Any) PALAAD Firepower Threat (£ (Any) Access Admin
Defense Administrator
Network Admin

FIE

[#72 x4 b (Objects) |>[A T xH FEE (Object Management) | Z3EINL, =227
Y T =T [RY 32— U A~ (Policy List) ] 3R L %9,

[RVU— U LDiEM (AddPolicy List) 1 %27 VU v 27 LET,

(41 (Name) ] 74—V RIZHRV = VAN ATV NOARIEANLES, 707
MG T, RCFE/DCFREENE A,

[T77ay (Action) | Ky XX URA NG, —BTHEME~DT 78 X 2T 250
a7 T hH0EERLET,

[f & —T7 AR (Interface) | X7 %27 V> LT, fBELIEWTNOLOAL L F—T oA A
DR T A N KRy T EFFoN— N allfi LET,

| EEEEDE e R A



| BREAaLA IO b

ATvT6

ATvT1

ATvT8

ATvT9

ATv 710

ATy TN

ATvT12

Kyo—uzt |

[V—v/A v —TxA A (Zones/Interfaces) |V A N T, T/ ANEHAT — 3 LiglE
THA B =T 2 A ARG — U EBMLET, Y —VRIRWA V2 —T = f ADHE
W, [BIRL7=Y— /A % —7 A A (Selected Zone/Interface) |V A FD FD 7 4 —/L KT
A B =Tz A A% EANTIL, (BN (Add) 1227V v 7 LET, T4 ATERLTZA Vo F—
TxA RAFERIFY U MNEENTOVWDBHERIZDI, T/AAL ATHRA MPRERESINET,

[7 FL2 (Address) 1 #7227 Uy 7 LT, BET 72 VA MELBET LT 4 v 7 2 YR
M CHFRIES N5 T R A RoN— & HEAA LET,

WBAIWZ[T27EA2 UAF (AccessList) | £7/21E [PV 7 4 v 7 X U A (Prefix List) D EH
LEMHTLIPEZRIRL, MAIHERT2EET 78R VA NFT V27 bERET VT 14>
TJAVANFTT V2l e ATTTHEIRLET,

[%27 A k& y7 (NextHop) 1#7 %27V v LT, RELETZ7®A VA MERITT L
T4 TR VA RNDIOPLEESNEFRT Ak Ry T A—F T FL A% oL — k% G
L/i—a—o

WA [T27EA2 UAF (AccessList) | £7/21E [PV 7 4 v 7 X U A (Prefix List) D EH
LEMHTLIPEZRIRL, MAEIHERT2ET 7R VA NFT V27 MERET VT 4>
TJAVANFTT V2l N ATTTHERLET,

[b— RiEEJt (Route Source) | X7 %27 Uy 27 LC, 778AVANELIIT LT 4 v T A
VA RNTHEENET FLAOL—2BLORT 7RV —RIZHoTT RRZ A XENT—
% FEAR L E T,

WA [T27EA2 UAF (AccessList) | 721X [PV 7 4 v 7 2 U A (Prefix List) D EH
LEMHTLIPEZRIRL, MAEIERT2ET 7R VA NFT V27 MERET VT 4 v
TAVANFTT V2l e ATTTHERLET,

[AS /3% (ASPath) | #7 %27V 27 LT, BGP HftL AT L N2 —HSHEET, #HED

AS NAZIEELIESGE, V— MIVTHho AS SRR L —FK L £,

[ =2=7 4 /b—/b (CommunityRule) | 7 %27 Vw7 45&, BGP 2 2=7 1 LIFE

SIN/caIa=T A ORENENRY ET, HEOaI2=T 1 2B ELLELGA. V— MT

WENADaI =T 4 —HLET, BGPaII2=T 4 LIEELZII 22T 4 DBE K

EANCT DI, fBELI- 2 2=7 1 L5242 —2 (Match the specified community exactly) ]

Frv IRy I AeA A LET,

[ARY w7 &Y (Metricktag) (#7527 Vv 7 LT, ANV wZen—rDEFXFaT 4

TN—T BT ERELET,

a) [Metric (A MU >Z7) 1 74— RIZ, BEIHEHT LA N v 27 EEZATLET, HiK
DIE%E T~ TRE>TANTHZEHTEET, HRELTZA N v I ZROTEDO/L—
FNeRETEET, A MU v ZAHEIZ, 0~ 4294967295 DFIPH CHE L £7°,

b) [#7 (Tag) ] 74—V RIZHEIZHERTH X 7EE AT LET, HEOEE D~ T
o TANTEZELTEET, BELEE X2 U T 4 IN—F 2T 2 ESARE DL —
FERAETE X, Z 7 HEIE. 0~ 4294967295 O THEE L £,

ZDOFTV 27 DA —N"=F A REFATL58IE. [F——F 4 FZFFr (Allow
Overrides) | T = v 7Ry 7 AEF NI LET (A7 V=7 hOA—1"—=F 4 FOFFA (11
~N—=V) BBHR)

arATesr Iz~ I}



R EREETE

ATy 713

VPN #+ 0

A

VI

BHATELA IO b |

[fR1F (Save) 1272 Vw7 LET,

7 k

Firepower Threat Defense IKE 7R 1) & —

IKEvi R >—F T

Internet Key Exchange (IKE; Af > #—% v bk F—x 7 ZAF =) X, IPsec E¥7 DFRFE, IPsec
s d—DxrIm— 3 o EEM, 3 KOV IPsec Security Association (SA; EX= V7 ¢ 7V
vr—yay) ORBNRHENLICERA SN —EH e b2 T, IKERI v T— 3
2292907 2 — X THEREINTWVWET, 7=2—X 1Tl 220 IKEETHEOEX2 YT 4 7
VyT—varEkrIdve—hLET, LD, ETIET7 X2 TEREICHETE D L
IV FET, 72— R20OFx T —1 3 T, IKEIZXK > TIPsec/p EDfD T 7 ir—
Ta DO SANPELINET, WHFD 7 = — A CHEREOR I — 3 VIS o R—HF L
MEHENET, IKE e R—PLiT, 200 T7THOXRIo— g U RR#ETS-HICZ
o7 TSNS TNV XDty N TY, IKEXRAY=—3 g 0%, Hd (G6H)
IKERY U —IZABELTWALEETIZL o TSN ET, ZORY »—iX, #%FDIKE R =
V=Y a VERETAEDIIHEHENS X2 VT 4 RTA—FERLET,

IKEvl Tl, IKEZ R —FniZid, B—07 03 XLty BRIV —TNEENTH
T, BHORY) v—%TF7A4F VT 4 HETERLT, 2722 b1 20K) —RNY £—
FETORY —IZ—FT 5L TEET, IKEVl &30, IKEV2 72 R—H /LTl
1ODRY —THEBEOT NI ZALLEEY 2T AT N—TEBIRTEET, 7=2—X1DFR
AT —a U TCET B RT 5720, (ET D IKE 7 0 R—F L% 1 212352 LI
RTTA., HHORERLIIKET e R—FLEER LT, ZbLE LW T v a & mOELIR
MICRETHZ E M LTS, IKEV2 TiX, R —F7 V=7 MIRIEORTIIAT
T, MORY > —CREOEMZERT HILENH Y £,

A M# IPsec VPN Z % T BRI, IKE RN Y & —RNRETT,
Threat Defense @ VPNZ S L TL 72X,

FEMIZ DU T, Firepower

o1 FDEE

ARX—hr 54t |REDFAEVR | YR—bENET | HR—rENBHF|TIOER
A INA R b %

T AR—b 3 |47l Firepower Threat | U — > D Ix Admin
VFSGAT R Defense

IKEvI RY > — R—=IZFER LT, IKEvlI RV > — F 7V =7 2Bk, B, 7013 E
LET, 2N6DORY—FT V=7 ML, IKEVIRY S —IZBE 2 RT A—2NREENT
Wk,

| EEEEDE e R A



| BREAaLA IO b

&

ATvT2

ATvT3
ATvT4

ATy Th

ATvT6

ATy T17

ATvT8

ket Ky o— A0z roEE [

FIE

[£72 x4 b (Objects) | >[A TP x4 FEE (Object Management) | Zi&R L, HKT
[VPN] > [IKEvl 7R ') &— (IKEvl Policy) | Zi®R L £7,

BZERE LAY —i%, /XTAe;ofﬁﬁéhé?7ﬁka)Xhéhfwi¢ 7

JEA LN E > TUE, TrR—FLafmE (o) . Fi (b)) . FEs (8) 42
ZEHLTEET,

(T#) “[IKEvl AV v —0EM (Add IKEv Policy) ] ZIRL T, HLWEY »— 47
:‘/“I 7 ]\ })&{/Eﬁi L/jz—g—o

ZORY =D [4H] (Name) | Z AN LET, K128 LFaHTEET,

UEE) Zo7aiR—% Lo @i (Description) |2 A1 LET, &K 1,024 L5 A HHTX
£,
IKERY =D [FF7A4F VT« (Priority) |fEZ AT LET,

IDTTAFTIV T 4fEIZL - T, HEDOEF2V T4 TV —T 3 (SA) ORMEFRITH
W, R A= a 520087 2K T 52 LT, IKERY —OIEFBRELET,
UE— FIPsec BTN, DT TAZYV T 4 RV —TRBREINTWNWE/NNT A —F EHKR—
FLTWARWEA, RIEWTTAF DT 4 TERSNTOWE T A—XOFAE2RITLE
T ARNREOFIAIX1~65535TH, EPX/NSWIEE, T4 F VT4 BE< 720 ET, Z
D7 4—NVRETIFTLIOFEFICTHE, EHELVZ—IZXoT, FEFV Y THNTH RN
BRH/NSVVENED Y TOENET, EIXINOHBEY., WRIT5ER0., TO®KITS oML
£7,

[H5751t. (Encryption) ] HiEZ@INL £,

m&qﬁuv~fﬁ%#éﬁ%mkiUA//JTN:)xA%&m¢éﬁu\87?N4
WEoTHR— I TWETNTY XL T ESIRTEET, VPN AR YO/ A T
K/F@Tﬂ4xfi WEOETIC—ET 2703 ) ALERIRT HLERH Y £97, IKEvI
T, W04 7o a v EBERLET, A7V g CoOBAOFEMIZ W T, TR
BTN TV ZADOREESRLTIIZIN,

[’Nv ¥ = (Hash) |73 Y RALEEIRL T, A vb—CORAEMEOHEIHEHIND A v
= A AT A MEER L ET,

IKEvl 7 0 R—P L THERAT RSB L0 Ny a2 7T X AEZRETHHE, EEx%
TNRARZESTHR—FENTWET NIV ZALETERINTEXET, VPN hAayox”
ARNTRY ROTRA AT, MFOETIZ—EHTHT7NLTY ALEZRINTHMLERNH Y E
To A7V a VOBHOFERIZONTIE, BEHTEZ Ny a2 T AT XADREESR L TL
7230,

[DH 7' )L—7 (DH Group) | Z#% &L £1,

5L H 3 5 Diffie-Hellman 7 /v — 7, AREBRKEWVIEEEX =2 U T 40 B SV ET A,
WBRRFRIN R D £9°, 22072, —HT 2RV NV— T DRHRE SN TNDLERH D
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BRAwTeELEF ISz~ |
B ceexyo—r70z0 romE

F9, VPN THA[TH I N—7ZBINLE T, 472 a v oOmBOFEMc WL, 45
Diffie-Hellman %35 7 /W — 7 OPEZ S L TL 72 &0y,

AT9FT9 X2V TF 4 TYVvxZ—var (SA) O[T7A4 744 L (Lifetime) | () Z%ELET,
120 ~ 2,147,483,647 PO 2o ETE £, T 7 4/ ME 86400 T,

ZDTATEA LEMRDHE, SADHIRNEIN, 2 00T THAIL T —2 9 U &2TH
VENRH Y £T, — RIS, —EDREITETDHE T, T4 74 A LBFEWEE | IKEX TV
T—TarntXa TRV ET, L. TATHALBRENE, SHBOPsecEX 2 T o
TIvE—varOty NT TR HWTA T XA LOEE LD LERFHIIThILET,

ATV T 200 T THEMT S [FBRES{E (Authentication Method) | Z#%E L £77,

o [FHTHA % — (Preshared Key) |: FATLAF—Z2 AT L&, WMEXF—%22 2O TH
THELEY, BHE7 = — XAPZIKETHEA L2 TEE3, 2MET O 1 D(Z[E CFhi
HHXF—DHEINTWRNWEGAIL, IKESA Z#fE L TX A,

o [REBAE (Certificate) ] : VPNEHHIZFRAE SR E U CREAEEZFRH TS &, BT ILPKIA &~
TIANTITF D CAYV—"ETUHNAERELZRS L T, AVORFETAH L F
7

(G¥) IKEvl #%A—F7925 VPN hAR Y TiX, BRLEIKEVI RY — 47 V=27 b T
F8E L7- [FRFE A (Authentication Method) |73, IKEvl @ [FRFE# 1 7 (Authentication
Type) | REDT 74/ NIV ET, ZROHLOMIT—BTHLERSHY £, —
LW ERENT T —IZ 0 £,

ATy TN [Save] &7V v LET,
HLUWIKEVI RY > —2RU 2 MBIMENET,

IKEV27R) S— AT H FOETE

ARX—b 4t |REDFA LR | YR—bENET | YR—rShE | TIOER
o INA R ALY

T AR 3 AL Firepower Threat | ) — > 7 Admin
YTTAT A Defense

IKEV2RY S —FAT7al Ry 7 22 FH LT, IKEV2RY >—F7 V=7 b afErk. Bk,
WELET, 26O RY >—F TV x7 M, IKEV2ARY O —I|ZhERRTF A —ZNEF
NTWET,

FIE

ATy T1 [T+ (Objects) | > [T x5 FEHE (Object Management) | ZEIRN L, HKT
[VPN] > [IKEv2 7R ') &— (IKEv2 Policy) | Zi®R L £,
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| BREAaLA IO b

ATv T2
ATvT3

ATvT4

ATvTh

ATvT6

ATy T1

ATvT8

Ke2 Ky v— 470z roEE [

AICRRELTERT =X, VAT AL TCERINDT 7H/NV MV A MEINTWET, 7
JEA LU E TR, BY —%fE @) . For (5 . FaH (0) 3528
LTEET,

[IKEv2 K U & —DiafN (Add IKEv2 Policy) ] 8RR LT, HLWEY v—2 kL4, &
ZORY —0 [4ET (Name) |2 AT LET,

R =TT =7 bOARHT, HK 128 LFEEHTE £,

ZORY —0 [t (Description) ] & A LET,

RY = FT7 V=7 bOBM, HK 1024 LFEHTE £,

(77 A4 VT 4 (Priority) | Z# AJILET,

IKEZY e R—PFNLDTFZAF VT 41, ZOTT7AFV T 4EICL-T, HlEOEF=2U T4
TVvxE—rary (SA) OBHBATIHIZ, X0 —2a 7520087 kT 52 &
T, IKE 7aR—HPLDIEFRNRELET, VE—FIPsec BTN, YDT T A4V T 4 K
U —TERINTNDENRNT A—=FEHR—F L TWARWGEA, RIBEWNT I 4T 4R
U—TERINTNDINRNT A—ZOMHZFITLE T, ARMEOFMIX 1 ~ 65535 CTF, fil
DNEWEE, TIAF VT A WELSBRVET, ZOT74—NV R ET T I7DEEITTDHE,
BHYZ—|ZLoT, FFEVYLTOHN T RWERL/NIVWVERE D Y ToEET, FHiTl
MOBIRED | KIZS LY ZO®KILS TOWIML E7,

X VT4 T V= ary (SA) O[F7A4 754 L (Lifetime) | (W8 #%EL 7,
120 ~ 2,147,483,647 b DEAFEETE 9, 7 7 4 /L ML 86400 T,

ZDITATEA LEHRDHE, SADHIRNEIN, 2 00T THAXAILT— 3 &7
VERH Y £3, RIS, —EDREIZETLET, 74 77 A LNREWELE, IKEXRT Y
T—yalRNeEXaTICRVET, L, TAT7XALBREVE, 5H%DIPsectX = U T o
TIvE—varyOty NT TR, BT A T XA LOEE LY bREIZIThILET,

IKERY —THEAT I Ny 2 7TV XL ST VT Y X (Integrity Algorithms) ]
WM EBRLET, 20Ny a7 VT ALTEST, AyE—VOBEMEORERICMHEN S
NHAYE—V XAV A NPERIILET,

IKEV2 70 R—H L CHEHAT AR S LB LUy a2 T T Y XAERET DA, EEExER
FRL ZNZE S THR—=FENTNBTILTY XA EERTEET, VPN bRV DY
ANTHy FOF AL ATHE, WHOETIC—HTHT LT RLEERT LLER DD
9, VPN TCHATHT7 LTV ALTRCEERLET, A7 a3 CORBOFERIZ OV TIL,
BT 5y Y2 TILITY XLORELZBRL T EN,

T 2= A2 3 A — g VERET LD T = — X 1 SA DFESLITHH S5 [t 7 v
= J X (Encryption Algorithm) | ZER L £,

IKEV2 7 0 R—H NV THEHT RSB L0y a2 7T X AERETHHE, FHx%
TNRARZESTHR—FENTNDETAITY AT E#ERTEET, VPN bR YO
ANTRY NOTNA AT, WMHFOETIZ—HTHT7 LIV XAEZRIRT 0B RNH Y F
9, VPN CFHATHT ATV ALATRCEERLET, A7 a3 CORBOFEMIZ OV TIL,
T 22 b T LT XLADREZBRL T IEEN,
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BRAwTeELEF ISz~ |
. Firepower Threat Defense IPsec 7/ O 7R—+)L

ATwF9 [PRF 7/Lb=U XL (PRF Algorithm) ] Z#R L £,

IKER Y > —THEHT 2y 2 73U XAOREEBIRGH 5y, IKEv] Tk, EEMET v
TYRXLEPRETNITY R LESTHZENTEERA, 2L, IKEV2TIE, 2L
AV MIHLTERRDZT NI ALEFETEET, VPNTHATLHT7/LTY XATRCER
WLET, A7 a OO OWTIE, FHTD I Ny =2 T ) XADOIREE SR
LTL7Z&EWN,

ATw 710 [DH 7/ —=7 (DHGroup) ] Z#R L., B (Add) ] L7,

M5 5{EICfE F S U5 Diffie-Hellman 7 /V—7", fZREBARKEWVNEEEX =2V T 4 gk E T
D, RN RS 20 7, 2200712, —ET 2R 7 L — T DEE STV D LEEN
HYET, VPNTHATHIZN—TZRIRLES, A7 3 VOBBOFEMICOWTIE, 4
9% Diffie-Hellman £ 7 /L — 7 DR EEBIR L TL 72 &0,

ATy TN [Save] &7 Vw7 LET,
EE ORI IEAEDEDNFIRSNTHGE, FHTLWIKEV2ARY —08 U X MBS ET,
BRSNS TBE, =7 —0FREN., ZORY —2EFIRGFET L0, BFETS
VERH Y £7,

Firepower Threat Defense IPsec 7 O07R—+ )L

IPsec 7’RA—H/L (F7X T AT+ —AFy ) XIVPN bR UERET H & ZITHEH
ENFET, BT ISAKMP D IPsec bt X2V T 4 7YV T — gD Fx I om— Mz,
FEDT —4 7a—%RET H28EDO 7 a  R—FALOERICFRELET, FaR—PLiE, M\
FHOET TCRILTHLIYERH Y £,

IKE 73— 2 & (IKEvl £72IF IKEv2) (ZESW T, BIEO IPsec 7R —HL A7 2= b
0B Y ET,

«IKEvl IPsec 7R B—HPN (£1EF TV AT =Lty b) 7 V=7 bE{ERT 55
&, TPsec WENMET 26— FABIR L, BEARR LY A 735 LORIS A 72 EH L E
T TATY) RLFH DA T 3 VEBRTEET, VPN TEEOMAGbEE Y
R— F T 51T, BED IKEv] [Psec 7R R—HF L A7V =7 ME/ERLET,

« IKEV2 IPsec 7B AR—H /N 47 V=7 NEERT 2B52, VPN TiFa[4 5T X TOR =1k
TNIAYZLENY 2T NI ALEBRIRTEET, IKERXI v —v g U, v
T, TNENTYHR—FINDHEERA T v a U aBERLET,

BTt x 2T 4 7a hajb (ESP) 1. IKEvl & IKEv2 O 57D IPsec 7 1 R—H )L
CER SN ET, ZIUERGE. ek, BLXOT v F VT LA —E 2284 £9, ESP
X, IP 7o h3v H A 750 T,

GE)  IPsec Mo RNV THFBAL L FBIEOM S AR T2 2 & 2 HELE L £,
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| BREEaLA ISy k

IKEv1 IPsec FOR—4L #7014 roBE [

IKEvl IPsec 7AKR—FI)L AT FOERTE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

RX—F 51t |HEDSA LR | YH—FENET | HHE—FEh3 F|7o+2
v A N R ALY
T AR—b 3 AL Firepower Threat | J —— 7 Admin

Defense

CTIAT A

FIE

724 b (Objects) | >[A#T x4 FEE (Object Management) | Zi®R L, HKT
[VPN] > [IPsec IKevl A 7R—+)L (IPsec IKevl Proposal) | # 3R L £,

ANCRE L7 R—P L, VAT AL TERZSINDST 74/ MV A RS TWE
T TZ7ERALYUZL-TUL, TrA—PLERE () | o (%) | E23HkR (9)
THILLTEET,

[IPsec IKEv] 7 1 R—4 /L DB (Add IPsec IKEvI Proposal) ]34 LC, H L\ 74—
PLEERR L E T,

ZOT A=Y O 40 (Name) ]2 AT LET,

RY = FT7 V=7 FOAHT, K128 LFEEMEHTEET,

o7 aR—%o [P (Description) | A1 LET,

RV = FT7 V=7 FOEH, &K 1024 XFEEHTEET,

[ESP 5 7{k (ESP Encryption) | FiEZRIRL 7, o7 aR—F Lol 7erfbtxal
74 7v han (ESP) WEEA b7 v XA,

IKEvl Tlid, W47 v g U &2RIRLE3, IPsec 7' R —W /L CEHT 2R 51k &
Uy va 7)) ALERETDHHAE. VPNNOT A AL > THR—=FERTWET
NTY RN EBRBRTEET, 7Y 3 VOFHAOFHEMZIOWTIX, EHT 257 =
UALDOREEZHL T TEEZN,

[ESP /~» v = (ESPHash) |47 v a v ERIRLET,

7 a VOBMBOFEMIOWTIE, BT I Ny 2 TN RAOIREESRL TS
A%

[Save] #7 U > 7 LT,
FlLnZaR—F LNy 2 MaBmEnEd,
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B Kke2psec Tok—yL ATy roBE

IKEv2IPsec 7AKR—FI)IL AT FDERTE

ATy T

ATy T2

ATvT3

ATy T4

ATvTH

ATvT6

ATy 71

BHATELA IO b |

RX—F 51t |HEDSAEUR|HH—FENET | HHE—FEh3 F|7o+2
~ A 184 R ALY
T AR—b 3 AL Firepower Threat | J —— (7 Admin

YTITAT A Defense

FIE

(#7245 b (Objects) | >[A#T P4 FEE (Object Management) | Zi®R L, HKT
[VPN] > [IKEv2 IPsec 7 A7R—+* )L (IKEv2 IPsec Proposal) | % 3R L £,
ANCRE L7 R—=P L, VAT AL TERSNDT 74/ MY AR ERTHE

T, TIZRBALYUIE-> TR, TeR—PLafHE &) . For (8) | F2E3HER (0)
TAHZIELTEET,

[DIKEv2 IPsec 7' 1 A —H L OB (AddTKEv2 IPsec Proposal) ] %8R LT, # L\ 7 1K —
Pzl LET,

ZOTaR—=HL O 40 (Name) ]2 AT LET,

RY = ATV = FOAHT, K128 LFEMHTE LT,

ZO7 A=Y [P (Description) | = A LET,

R = A7 T =7 bOMM, HK 1024 LFEHTEET,

[ESP N> i = (ESPHash) | HIEAZBRIRL T, Ny v a FFBEEGET LT XL ZREEH 7
2 AR—YP IR LET,

IKEv2 CiE, [ESP /N = (ESPHash) | %% A — 247> a v _RCEBIRLET, 4
Ta VOB OFEMIONWTIE, EHT ANy a2 7T XLDOREEZSRLTLIES
W,

[ESP f57{k (ESP Encryption) | FiEZRINL T, ZOTaR—F Lol 7erfbtdxal
74 7m k@ (ESP) WiEbT /LY XA,

IKEv2 CTix, [ER (Select) 1227V v 7 LT, ¥AR—FT5FT_XTOF T a U ZRINTE
HEA TRy 7 AEHEET, IPsec 7R A—VP N THHT IR SLBLONy 2 T
Y RLERETLHHE., VPNNOTFT AL ZZLE > THR—FENTWET LT Y XL T %
BIRTEET, A7V a VORHDOFEMIZOW L, HT ST LY XLADREE S
LT IEEN,

[Save] 227 U v 7 LET,
LT aR—FLnY 2 MBS ET,
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| BREEaLA ISy k

ez 7—1 |}

T7KLA T—JL

7 A& 7@ Diagnostic f ' F—7 = A A, FEZIXIHEHTE 5 IPv4 B L VNIPv6 DT 7
T.IPT7T RLA =L ERETEET,

2AT—k 54+t HR— h BT | HHR— FENB K
VR RXDTZA VR |4 R ALY TR
& (Any) ML Firepower Threat |{£& (Any) Access Admin
Defense Administrator
Network Admin
Flg

ATYFT1 [T b (Objects) 1>[FT L9 FEE (Object Management) |>[7 LR T—)L
(Address Pools) ]> [IPv4 7—)L (IPv4 Pools) | Z &R L £,

AT 72 [IPv4d 77—V %BN (AddIPv4 Pools) 1% 27 Vw7 L, IROT7 4 —V REHRELET,
s [4Hl (Name) |: 7 KL A T—LOA4RTEZEATILET, kK64 LTEHRETEET,
« [#8] (Description) |: 2D —/LDOA T v a O ZEBML 9,

s[IP7 KL A (IPAddress) ]: /—/VCHEHTEZS7 FLADHEIFHZ A LET, Ky Mt
T 10 ERLB L OB L REDT FLADRTAA 72 AL ET, fi:
10.10.147.100-10.10.147.177,

c[vAZ (Mask) 1: ZOIPT RLAT—ARNEET L7 %y hEfRELET,

o [A— =T 1 K&EF7A] (Allow Overrides) |: ZDF = v 7Ry 7 A% A (2L T, A7
Vxl NOF—N—T A REAHCLET, BEKXAIZZ V7 LT, [A——FA R

(Overrides) | 7—7/WVEFRLET, B (Add]) 27V v 7 LT, HiiclpgAd—n—7
A RZEEBMTHZENTEES, FFIZONTE, A7 V27 FOA—1"—F 4 F (9

R—=) ESRLTIEIN,

ATY T3 [R17FE (Save) |27 U 27 LET,
AT Y T4 [IPv6 7— L DiBEM (AddIPv6 Pools) 127 U w27 L, IRD7 4 —/L REHELET,

[T (Name) 1: 7 RV R F—=LOARTEZ AT LET, K64 XTEIFETE XY,
« [#8] (Description) |: 27— /DA T a O ZEML 9,

«[IPv6 7 R LA (IPv6Address) |: iX EINT= 7 — NV THHTEX DHRPDIPT KLALE Y
DTV T 4 I AREANNLET, 72& 201F, 2001:DBS::1/64 L 720 F 9,

o [7 R ZD% (Number of Addresses) | : BAAEIP 7 RLAMMBIaE 5, 7 —/WIZH 5 IPv6
T RLVADOEEREELET,

BRATREGA IS b .-]]-



. FlexConfig & o>/ +

BHATELA IO b |

o [A—"—T A FZFFA] (Allow Overrides) |: ZDF = vV Ry 7 A% A AL T, 4—
N—=F 4 REFHILET, BERAKAIZZ VU v 7 LT, [A——F 4 K (Overrides) ]
T—TNEFRRLET, BN (Add]) %27 Vw2 LT, #Hilcled— "= 4 R&Bnt
HZENRTEET, FMICOVWTE, A7 V=27 bDOA—R"—=F 4 K (9=) 2%
LTS IZEN,

ATY TS5 [R1F (Save) 1227V v LET,

FlexConfig &= 7> ¥ k

FlexConfig /R U 2—"C FlexConfig RV v — A7 V=7 N &M L T, ik TiE Firepower
Management Center % {# ff] L CTi% & T X 72\ Firepower Threat Defense 7 /NA A DIERED B A X
VA RSNTREZTRE LE T, FlexConfig 78 U & —DFEMIZ DU TiX, FlexConfig AN Y & —
OEEZ SR L T 7ZEN,

FlexConfig DIRD X A T DA TV =7 NEHETEET,
THEIANATDH b

TXANAT P x7 M, FlexConfig4 7 =7 N TEHKLE LTHEATIEBERNDOT X
ANIFHNEERLET, ZOFT V27 MIE—OEEZHRELTZY, ZOF TV =7 b
EEBOMOV A NILIEVTHZENTEET,

HHEFRGF A D FlexConfig 47 ¥ = 7 N THH SN EHOFRIERF AT XA N A7
Tl "B ET, BET 5TV S FlexConfig4 7Y =7 M &FEHT 541X, H
W2, TF¥ANAT7 V27 hOWNFEwEL T, FlexConfig4 7 V=7 MILDRFEDT N
AADREFEENAZ A RXTDHI ERETNRLETT, FREREFADL T V=) M
WET DI, — RIS, 2o FT Vs bOT 7 4V MEEZBEHEEET 5O TR
U BRELTWDAT R AT LT NRA AD EEXEERTHZE2BEOLEST, I
L. O 2—FRRIDO—#D T SA A |Z[A U FlexConfig 47 ¥ = 7 N &M HT 554512,
B LARWHERNEAE LWL S ICT 50l L b £,

TXAN ATV 2T FOREIZOWTIL, FlexConfig 7% A N A7 V=7 NORELS
LT ZEN,

FlexConfig # 7> ¥ +

FlexConfig 777 Y = 7 MMlid, TA AREaT~L R, 8, BIORZ VA FSHEOF
NEDSE ENTWET, AR, ZNUOOFIENUHEIN T, —HOFE=Z~ N
W, Z—=0 > N TN A TREDHEEARET DNAZ A XINTZNRTA—F L LB
TERR S E T,

I HOFNENE, EH O Firepower Management Center 78 U 3 — CTIEFR STV DHEHEN R
ESINAET GEIRICAN) F72013% () ([ZRE S#vE 3, Firepower Management Center
THREINTEATV I N (Fy NT—2 ATV L) IHEAFT 5 FlexConfig I,
RERICHMEN D2 MNERH D £, IS WiGa, LBERA TV =7 M5,
FlexConfig N2 DA 7V =7 MBI HMENH HANIHE SILEE A
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FlexConfig 47 ¥ = 7 N OFREDFEMIZ OV TIL, FlexConfig 47 ¥ = 7 N O EE SR
LTLEEN,
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