Firepower D&

CiscoFirepower (X, EH7 7 v M7+ —ATEMINDGD, Y7 hy=7 VY Ja—arbl
TRERASND, Xy NV—2 X2 VT 4 BIORNT 7 4 v 7 EHBGEOFEAA — FTT,
ZDOVAT AL, MEOEX 2V T4 KV — (X NI—2 2 R#ETLHDDITA RTA4
V) WHET D GETR Yy NU—2 I T 4 v 7 BUBTE L L) IR SN TVET,
PRUERZ2BBACIE, Ry FT =27 7 AL MTA VA M=V SNERD T 7 1 v 7 miE
BB TNAZANDITHED 8T 7 4 v 7 #E=H L, v X — V¥ ICLVAR—FLET,

* Firepower Management Center

* Firepower Device Manager

+ Adaptive Security Device Manager (ASDM)

<X =V X Tld, BHEHI LY —VDT T T 4 N 2= A H—T 2 f AL TE
B o, BLOVR—F X277 2FTTEET,
Z DA RTIL, Firepower Management Center 87 77 A 7 2 ZZOW T L £9°, ASDM
Zr L CEBLS 115 Firepower Device Manager & 72 1% ASA with FirePOWER Services (22T
I, TNOOEFBRFEOTA P2 L TIZE W,

* Cisco Firepower Threat Defense Configuration Guide for Firepower Device Manager

» ASA with FirePOWER Services Local Management Configuration Guide

U A vy AZ— b HEARE 2°—Y)

« Firepower 7 /31 A (6 ~X—2)

* Firepower #82 (7 ~—2)

s Firepower DA T A ~ L7 RFxa AT —vay (123—Y)
s Firepower > A7 AD P 7 KL ARKEE (15 °—2)

cBHLY Y —2 (16 X—Y)

Firepower DE [}



Firepower D ZE |
B oo xs—+ m5xzx

D499 AF3—bF  ERERE

Firepower D§REY » MZIE, AR EL L OGHMREL AR — F TE L7210 S & Fik
MERH Y F9, LURICHAT 2 FNEICHE > T, Firepower Management Center & & D& BT
NA A RRITHE L. N T T4 v 7 ORI L o2t T2 2 N TEET,

MBY TSATVATONHAEY b7y TDA VX F—ILERTT
FIE

AROT T34 T L AKET 2 ¥ a2 AT —va v EALT, $XTOWHRT 7747
VATHIE Y by TR VAP VBIOETLET,
* Firepower Management Center

e N— R T ETWIZOWTIEL, [ Cisco Firepower Management Center Getting Started
Guide] ZZML T IZE W, ROV A FInBAFTEET,

http://www.cisco.com/go/firepower-mc-install

* Firepower Threat Defense B3R T/ X
BE R D~— D Firepower Device Manager R = A ¥ MIMEF L T 7ZE 0,

* 4100 %}iit> @ Firepower Threat Defense : [ Cisco Firepower Threat Defense for Firepower
4100 Quick Start Guide]

http://www.cisco.com/go/ftd-quick

* 9300 X}t~ Firepower Threat Defense :  [Cisco Firepower Threat Defense for Firepower
9300 Quick Start Guide]

http://www.cisco.com/go/ftd-quick

* ASA 5508-X/5516-X %JIi~® Firepower Threat Defense : [ Cisco Firepower Threat Defense
for the ASA 5508-X and ASA 5516-X Using Firepower Management Center Quick Start Guide ]

http://www.cisco.com/go/ftd-quick

* ASA 5500-X )i~ ? Firepower Threat Defense : [ Cisco Firepower Threat Defense for the
ASA 5512-X, ASA 5515-X, ASA 5525-X, ASA 5545-X, and ASA 5555-X Using Firepower

Management Center Quick Start Guide]

http://www.cisco.com/go/ftd-quick

* ASA 5506-X %fii~® Firepower Threat Defense : [ Cisco Firepower Threat Defense for the
ASA 5506-X Series Using Firepower Management Center Quick Start Guide]

http://www.cisco.com/go/ftd-quick

Il Firepower OIHE


http://www.cisco.com/go/firepower-mc-install
http://www.cisco.com/go/ftd-quick
http://www.cisco.com/go/ftd-quick
http://www.cisco.com/go/ftd-quick
http://www.cisco.com/go/ftd-quick
http://www.cisco.com/go/ftd-quick

| Firepower D#EE
w7 7517 2088 |

cRERBEEHRT/NAR

+ ASA FirePOWER —E R E B3R T /341 X . [Cisco ASA FirePOWER Module Quick
Start Guide ]

http://www.cisco.com/go/asafp-quick

*+ 8000 U — XEHXIGT /S A A = [Cisco Firepower 8000 Series Getting Started Guide ]

http://www.cisco.com/go/8000series-install

+ 7000 >V — R T /N4 A ¢ [Cisco Firepower 7000 Series Getting Started Guide ]

http://www.cisco.com/go/7000series-install

RE7TS5A4AT7 o RADER

JBBAIARIR Y 7T A 7 U ANEENTWDHEIE, LTOFIEIEVET, RFaArT7—
varu—Rvy &ML T, http//www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/
firepower-roadmap.html (IZY A F SN TWDH RF 2 A FEADITET,

FIE

AT w71 Management Center &7 /31 ATHEMATH, VR — SN TWABEIETT v b7 +— L% RE
LET (ZNBIEFE—EEFRY £HA) o FEIZOWTIEL, [ Cisco Firepower Compatibility
Guidell #ZHL T 7Z&0,

AT T2 THERHOREIZS U RE a2 AT —3 g U &EH LT, {48 Firepower Management Center %
R L ET,

» VMware T3{T X431 TV 5 Firepower Management Center Virtual : [ Cisco Firepower
Management Center Virtual for VMware Deployment Quick Start Guide

+ AWS TFHEIT I TV 5 Firepower Management Center Virtual : [ Cisco Firepower Management
Center Virtual for AWS Deployment Quick Start Guide ]

* KVM TFEAT &I TV B Firepower Management Center Virtual : [ Cisco Firepower Management
Center Virtual for KVM Deployment Quick Start Guide

ARTY T3 ZHEHOT 7 IAT VAR LT R¥a AT —va v aER LT, (AT /S A& B L E
R
« VMware CFE{T STV % NGIPSv : [ Cisco Firepower NGIPSv Quick Start Guide for VMware ]

» VMware TZ1T & 41TV 5 Firepower Threat Defense Virtual : [ Cisco Firepower Threat Defense
for the ASA 5508-X and ASA 5516-X Using Firepower Management Center Quick Start Guide]

Firepower DE [}


http://www.cisco.com/go/asafp-quick
http://www.cisco.com/go/8000series-install
http://www.cisco.com/go/7000series-install
http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html

| EDLECES

=094

ATy T

ATvT2
ATvT3
ATv74

ATy TH

Firepower D ZE |

+ AWS TFEITE 4TV 5 Firepower Threat Defense Virtual : [ Cisco Firepower Threat Defense
Virtual for AWS Deployment Quick Start Guide ]

* KVM T3E{T &I T3 Firepower Threat Defense Virtual : [ Cisco Firepower Threat Defense
Virtual for KVM Deployment Quick Start Guide

» Azure TFEIT Z I TV B Firepower Threat Defense Virtual : [ Cisco Firepower Threat Defense
Virtual for Azure Deployment Quick Start Guide]

>

1R BHHIIZ

T T IAT U AL L ET, SO WTIL, WELT 7T A T U ATOAME Y b T v
TDA VA N=VEFEIT Q=) FRIIMET TIAT U ADORER 3 =)
BB LT IEE N,

FIE

a2—%4 & L Tadmin, /SA T — K& L CAdminl23 #ff ] L C. Firepower Management Center
DWeb A H—TxzA Rl AL LET, ZOT T ONRRT— R, TEHOT
FGATVAD [V A w7 A2 —k A R] OFINNE-> TER LTS IZEN,
ZDTAT FDIA LY = EFRELET, FEMIZOVWTIE, 774V F Z ALY —2D
HEEZRLTLITEE N,
TAB U AEBMLET, FFMIIZ OV TIE, Firepower VAT LDT7 A L 2B LT
S0,
BHSIRT NA A B L ET, FEHIC OV TIE, Firepower Management Center ~~0)7 /XA A
DBEMEZRLTLTEIN,
BN GT A AR ELET, FIEIZOWTIEK, RESRLTIEIN,
« IPS 7 /34 ADERE & B EDOEET000 U — X FE 721X 8000 > U —ADT /A AT, /v
ST AVE =T 2 A RETNFIA U TA AU H—T oA AEEET DHE
» Firepower Threat Defense { % — 7 = A A 22\ CFirepower Threat Defense 7 /XA AT,
N7 AXRT Ly b F—=RERFNLV—T v K E— RERTET DHHA.
» Firepower Threat Defense f > % — 7 = A A|{Z-2\ CFirepower Threat Defense 7 /3 A A T,
A VB =T 2 A RAERET DA,

[l Firepower DHEE


fpmc-config-guide-v62_chapter3.pdf#nameddest=unique_7
fpmc-config-guide-v62_chapter3.pdf#nameddest=unique_7
fpmc-config-guide-v62_chapter5.pdf#nameddest=unique_8
fpmc-config-guide-v62_chapter22.pdf#nameddest=unique_9
fpmc-config-guide-v62_chapter22.pdf#nameddest=unique_9
fpmc-config-guide-v62_chapter24.pdf#nameddest=unique_10
fpmc-config-guide-v62_chapter28.pdf#nameddest=unique_11
fpmc-config-guide-v62_chapter28.pdf#nameddest=unique_11

| Firepower D#EE
gxgyo—nxgz |

RDBERY

s EARRY U—%BETHIET, bT 74 v 7 ORI ST 2B L 9, s ONT
X, AR —oRE 53—) 2B LT &0,

[o] ~ E I_l_l
EARKR) O—DEKTF
Hoyyam—K, avyFRAhzr727a—7, BIXOAXRV N T—TNWICT — X2 HFKART
DI, ARV —ZREL, BTAXLERH Y 77,

\}

GE)  ZHUIRY —oMREIC T 2 2R TIEH W 8 A, FTOMOIEREL LV EERREIC
SWTIE, ZOHA RO s> a 2L TLFEE N,

1R BHEIIZ
el Ay (43—) OEBAICEST, WebAf v F—T = A Alcua A LT,
HALYS =V HEFREL, T4 BV AZBINL, T3 ZA%28EH L, T A%RELE
9,

FIE

AT TN AT 78 A a3 ba— LR —DEROFFIHE-T, 778A a3 ba—LRY
—ERELET,

FEAEDEE, TIANIDT I ar LT, BXa VT 4 LB RONT U ADTN
TARARY —%RET DI ENEREINET, FEMIZONWTE, T7ERAary hr—/b
RV —DF TN T 7 arBILORVAT LMD Ry T =7 5R Y o— L2 A
R v—%ZHRLTIEIN,
AFEAEDGAE, MO X2 VT 4 L a T IA T U AD— X BT DI ER D
QX T EENIT DI ENEREINE T, TrREEHLIZY, VAT ATAEBEENT 2
WD, v Il 22 R ET DBRIER Yy NU—F DR T 7 4 v 7 EBFELTL
WV, FEHIZOWTIE, #firn X 712 oV TEZRL T E SN,

ATY T2 EFERY —OwAOHPIAE> T, VAT LABRRMET 57 7 40 FOEFWERY o — %
ALET,
AT T3 W ODDY AT LREENAZ~A XA LET,
« —E X (SNMP R syslog 72 &) DOZEHREZFFAITH561F. AT L0772
A NDOBEEOUINANESTT 7R VA NDOR—MEERLET,

e T H R R MEOFIRORRE DTN GES T, F— ¥ _—2 X MR
FITOWTHEAE L, RALET,

Firepower DE [}


fpmc-config-guide-v62_chapter54.pdf#nameddest=unique_13
fpmc-config-guide-v62_chapter54.pdf#nameddest=unique_14
fpmc-config-guide-v62_chapter54.pdf#nameddest=unique_14
fpmc-config-guide-v62_chapter69.pdf#nameddest=unique_15
fpmc-config-guide-v62_chapter69.pdf#nameddest=unique_15
fpmc-config-guide-v62_chapter106.pdf#nameddest=unique_16
fpmc-config-guide-v62_chapter12.pdf#nameddest=unique_17
fpmc-config-guide-v62_chapter42.pdf#nameddest=unique_18
fpmc-config-guide-v62_chapter42.pdf#nameddest=unique_18
fpmc-config-guide-v62_chapter42.pdf#nameddest=unique_19

Firepower D ZE |
. Firepower 7 /34 X

 RREEELEIT SHAE, WO THOIEORINE > TEBRELWEL ET

KRBT B XY P NEEHL TRy NU—2 77 EREFIRL TV, #IHERERIC
TaX T ERE Lo T25E L. Firepower Management Center B A > X —7 = A AD
REOHBPIE > TT e VRELRELET,

ATY T4 2y NU—THHR) —OREDHIFIHE- T, Fy NT—THRER) V—% W AX <A R
LES, 574 FTlE, Xy V= RBHERY)>—1F, XYy FT—7 DT RTORNT T 4 v
TESLET, 1ZEALDEE, REC1918 D7 FLRICHRHZHIET A 2 ERIEREANE
7,

ATY TS ROMD—fEHLRED NI AL~ A R emat LET,

A=V H DRy T v T EFR LBWIEAIT, BAHEEOREDRBEICIE S T
B A LET,

« VAT LDERRDT T AV MEE AT <A XT H8E0E Bty FOBRBICE- TER
bOMBEEL £,

« PR EAEHRT — 2 X— 22 BHT 25613, HILENS#T — % X—2Z (GeoDB) DHE
FOBINAE> CTFRVE T AT V2 — ITESNTHEHTLE T,

T T ITAT VAT 7R ATHEMO O —H)VRBIEL—F T v v hZ/ERT 25815,
2= T FOERESZRL T EE0,

« LDAP F 7213 RADIUS AR ZFH L TT I IA T LV ANDT VB AZHAT 585
WX, AEERGEE S L T 72 &0,

ATYT6 RELELZRALET, RELEORERMESRL TSN,

RDEZRY

* Firepower #8658 (7 X—2) BLXOZDOHA FOMOE 7 29 AAIFEH I TW D Z DA
DORERBEORREIZ DOV THEGR L, Mt LT 7Z S0,

Firepower 7/31 X

BEER 2B T, Ry b =7 BT A MIA VA M=V ENTHBHD ST 7 ¢ v 7 WET
NA T, VT 7 4 v 7 &8 LT, WEE 721348 Firepower Management Center DU N3 417>
IZVAR— K L%, Firepower Management Center Cix, SEHEH Y —1LD T T 7 4 v
2P A B =T 2 REMEH L TER, 5, BLXORLVAR— N FRAZ7E2FATTEET,

ZOHETIE, T T 4w VBT SA A2 A A h—/L L T Firepower Management Center C%&°
PRCX % Firepower DFEIEIZOWTEHALE T,

REEDT NA A ETT IV, MRBHRAT 4 Y TBREE, XL —T 4 7 VAT Ng &L AEED
AT N =T G~ — % E TN, ADOEBMEDOZEMIZ OV TIL, RO RF¥ XA b

. Firepower DHIE


fpmc-config-guide-v62_chapter42.pdf#nameddest=unique_20
fpmc-config-guide-v62_chapter42.pdf#nameddest=unique_21
fpmc-config-guide-v62_chapter42.pdf#nameddest=unique_21
fpmc-config-guide-v62_chapter89.pdf#nameddest=unique_22
fpmc-config-guide-v62_chapter14.pdf#nameddest=unique_23
fpmc-config-guide-v62_chapter18.pdf#nameddest=unique_24
fpmc-config-guide-v62_chapter6.pdf#nameddest=unique_25
fpmc-config-guide-v62_chapter6.pdf#nameddest=unique_25
fpmc-config-guide-v62_chapter4.pdf#nameddest=unique_26
fpmc-config-guide-v62_chapter4.pdf#nameddest=unique_27
fpmc-config-guide-v62_chapter16.pdf#nameddest=unique_28

| Firepower D#EE

Firepower H45E .

00— K< 7 TAFTE D [Cisco Firepower Compatibility Guidell % 2 L T 72 &\,
http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html

Firepower Threat Defense (NGFW)

MBSy N7 A —LERIIME T T v b7 — A ETHRA SRR T 7 A4 T T — L
(NGFW) B X OWRHARIPS (NGIPS) 7 /351 R A4t 588>V 7 b7 =7, Firepower ¥ 7
N7 =7 TV THAHEZ: NGIPS #6EIZNZ T, NGFW B X Q7T v b7 4 — AREREIC
X, A M VPN, BRI )L—F 4 J  NAT, 7 7AX VT BT 7V r—va v
A VAR g T 7 AN EBIT D OMOREEIENAE ENTWET,

Firepower ¥V 7 k2 =7 (NGIPS)

7000 5 & T 8000 U — X Firepower 7 /3 A L CBAM@T 57, £721X VMware L TAHRA R &
NWBHNGIPS V7 b =7,

ASA with FirePOWER —E X (NGIPS)

ASAT A A ETHBTANGIPS Y7 U =T, ASATNA AT, HE1IDVATAKRY —
ML, NT 7 4 v 7 % ASAFirePOWER £ = —/LIZE LR B LT 7 & 2§ EZ1T0
F7,

ASAFirePOWERIZIZASA T 7 v F 74— Q@B D Y 7 vy 2T ta<w i RIA4 v A H—
ZxA A (CLI) "0V E4, ASAEFAONODOY—LE2FEHALT, YATLDAL A —
NWEBLOT Ty b7+ —LEBOZDOMOEES AT #FEITLET,

ASA FirePOWER (37K ® Firepower #§E% 77— F L T EH A,

» Firepower /~— K7 = 7 OF§HE : ASA CLI B X UNASDM ZfH LC, 7 /341 A& a] i,
AR XTI AL v F T =T 47 VPN, NAT R E&RELET, HMlcD
WTIE, ASA D=2 T LEBL T EEW,

o f U H—T = A AFKJE : Firepower Management Center O Web A > ¥ —7 = A A& L T
ASAFirePOWER DA U F—T7 = A AZRET D Z LI1LTE £ A, Firepower Management
Center Tl&, ASA FirePOWER 7% SPAN 7R — | £ — FCRBSNTWS5AE. ASA A
A =T x A AR RLEE A,

« 7't AEHE : Firepower Management Center % fi il L C ASA FirePOWER 'Rt 2D v v
N D FiRE), EOMOEREITH) Z LITTEEHA,

Firepower #£ gt

WDOFRIZIE, AN S D0 < 20D Firepower HEREN —EFR RSN TV E T,

Firepower DE [}


http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html

B 7757 zxssvorrrgmome

TIZATVRABEUV VAT LEEDEAE

Firepower D ZE |

REID R¥ 2 A2 MERRFET HIZIE, http://www.cisco.com/c/en/us/td/docs/security/firepower/
roadmap/firepower-roadmap.html 22 L T 72 S0,

E[:0)

= —
axX &

= nw

Firepower 7 /' 7 A4 7 L A~Du
AVHOZ—Y T HT L N EEH
T

Firepower #3lE

Firepower 3 A7 LD —H

FORIE

VAT A N= Ry 2T EVRAT A
YT RU =T ORIEE=STD

ANLVAFT=HZ YT R
:‘/_.

ANIVA TS Y U TIZ DN
<

T IFIAT LV ADT —Z HNy
T 7T B

Ny 7T vy 7 et

N 7T w7 L8 xny
R— Tk

T L\ Firepower 73— 5 NZT >
T L— KT 5

VAT LADORH T e T T A

Firepower Management Center

Ty TL—RHA R
FirePOWER U U —& /— |

W7 I T A RIS D
5

T AT O IR R B
gt (A A=) T2

Firepower Management Center
Ty T T V— R AA R
HA A b=V OFITICHE
FTHHH~DY T D—
T

VDB # ¥ 5, RANL—ILET
HTLH, XTI IAT AD
GeoDB Z# ¥4 %

fegatt T — & _X— 2
(VDB) OHEH, RANL—
IV DT, HIERALE A R
F—HZ ~X—2Z (GeoDB) D
E&en

VAT YT NI T DR
<y

T4 AFIEBKEEFIHT 57
WIZTA B 2 2EWAT5

77T T4 AETE
IA~—hF T4

Firepower DI§RE 7 A & X
(DWW T

T T 54T v ADBEDHENE %
efR3 %

EHRT A 2O A
P % 721X Firepower
Management Center O 5 A]
P (D WIXZE D)

7000 3 L8000 > U — X
TR ADNA T_ATE
U7 41220 T

N TRALFGEY T 4
Firepower Threat Defense (2D
WT

Firepower Management Center
DA TRATEYF 410
DT

[l Firepower DHEE


http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
fpmc-config-guide-v62_chapter4.pdf#nameddest=unique_32
fpmc-config-guide-v62_chapter4.pdf#nameddest=unique_32
fpmc-config-guide-v62_chapter12.pdf#nameddest=unique_33
fpmc-config-guide-v62_chapter12.pdf#nameddest=unique_33
fpmc-config-guide-v62_chapter7.pdf#nameddest=unique_34
fpmc-config-guide-v62_chapter7.pdf#nameddest=unique_34
https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide.html
https://www.cisco.com/go/firepower-release-notes
https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/upgrade/fpmc-upgrade-guide.html
fpmc-config-guide-v62_chapter6.pdf#nameddest=unique_35
fpmc-config-guide-v62_chapter6.pdf#nameddest=unique_35
fpmc-config-guide-v62_chapter5.pdf#nameddest=unique_36
fpmc-config-guide-v62_chapter5.pdf#nameddest=unique_36
fpmc-config-guide-v62_chapter25.pdf#nameddest=unique_37
fpmc-config-guide-v62_chapter25.pdf#nameddest=unique_37
fpmc-config-guide-v62_chapter25.pdf#nameddest=unique_37
fpmc-config-guide-v62_chapter32.pdf#nameddest=unique_38
fpmc-config-guide-v62_chapter32.pdf#nameddest=unique_38
fpmc-config-guide-v62_chapter32.pdf#nameddest=unique_38
fpmc-config-guide-v62_chapter21.pdf#nameddest=unique_39
fpmc-config-guide-v62_chapter21.pdf#nameddest=unique_39
fpmc-config-guide-v62_chapter21.pdf#nameddest=unique_39

| Firepower D#EE

FISATURIEDNA FRASEUT 1. 95248025, s&U24 v o Emss |

B#) BE SRE

LD 8000 &V —XDTISA AD | TINA A AL wF 7 FONA A AR 7IZDNT
WERY Y — 2 ZFEET 5

oA L BE—T A ABDNT | N—FT 4T (AL — &

T4 T eN—T 4T TDHLED

. - Firepower Threat Defense @
TFNA A B IE _ |
ICF A A ETRET D e s o A

HEOFX Yy NI—TJ ROy b | THRAL AR, T T WREAA v T
AL v F U T EHERET D DTV 5 T T A
H—T 2 A ADKE

A UHE—=Fy NEROT T A RX— | Xy NT—F T R AL INAT R > —DHT

~ o ~ ] N >
é}: ;ﬁ;; ; &7 )y 7 T FLA| (NAD Firepower Threat Defense H
- Xy NT—27 7 KL A2
(NAT)

B BTG D Firepower Threat Defense | ¥4 ]/ N—F v /L 77 A | VPN OHEE
F721%7000/8000 >V — R T4 | RNR— K Xy hT—7
AMDOEX 2T N RNV EFHES | (VPN)

1%

BHXRT NA A, BE, BIO | FAAS v EFRALEZLVT | FAAS VEFERA LIz LT

AR hA~AD—F T I/ RE® |TFrv— T — O

TA v MET D

RESTAPI 7 54 7> b %&{HEH L T |REST API &8 JL (O REST API |REST API % /&

7\‘;5 AT VADREERRBL |27 AT A—7 Firepower REST API Quick

WEHET D Start Guide

MEDO T TNy a—T 4T ALY VAT LD NT TN a—
TaT

TFISZATUORZEDNATRASE)T a4, I95RA)VT, BLUVRE v BRI

oy
He

PITFTHMBHT 2L, A T_XA TV T ok, 7T AZbEk. BEIOAY v 7T
FirePOWER 7 75 A 7 A BB TX £,

(72— F ==L BTN D) N T_ATEU T HERIZE Y REOREGIED TR S
NET, 7T AXHERE A X v 7RERTIL, BEOT NA APRE—OFRET XA AL LT
N—TE ., A—Tv M ETEERR ELET,

Firepower DE [}


fpmc-config-guide-v62_chapter26.pdf#nameddest=unique_40
fpmc-config-guide-v62_chapter50.pdf#nameddest=unique_41
fpmc-config-guide-v62_chapter34.pdf#nameddest=unique_42
fpmc-config-guide-v62_chapter34.pdf#nameddest=unique_42
fpmc-config-guide-v62_chapter49.pdf#nameddest=unique_43
fpmc-config-guide-v62_chapter28.pdf#nameddest=unique_44
fpmc-config-guide-v62_chapter28.pdf#nameddest=unique_44
fpmc-config-guide-v62_chapter47.pdf#nameddest=unique_45
fpmc-config-guide-v62_chapter48.pdf#nameddest=unique_46
fpmc-config-guide-v62_chapter48.pdf#nameddest=unique_46
fpmc-config-guide-v62_chapter48.pdf#nameddest=unique_46
fpmc-config-guide-v62_chapter40.pdf#nameddest=unique_47
fpmc-config-guide-v62_chapter15.pdf#nameddest=unique_48
fpmc-config-guide-v62_chapter15.pdf#nameddest=unique_48
fpmc-config-guide-v62_chapter42.pdf#nameddest=unique_49
fpmc-config-guide-v62_chapter14.pdf#nameddest=unique_50
fpmc-config-guide-v62_chapter14.pdf#nameddest=unique_50

B 757 2ccona 7Ra5EUT 4. 552800 BEURE v o Rt

Firepower D ZE |

FTS5AT7UR

= e A

R HERK

Firepower Management Center

Yes

Firepower Management Center Virtual

No

LLUFCRE@ L TV 5 Firepower NGIPS
Firepower 7010, 7020, 7030, 7050

Firepower 7110, 7115, 7120, 7125, AMP7150
Firepower 8120, 8130, AMP8050, AMP&150

Yes

LLUFCRB@ L TV 5 Firepower NGIPS
Firepower 8140

Firepower 8250, 8260, 8270, 8290
Firepower 8350, 8360, 8370. 8390, AMP8350

Yes

Yes

PLUF CHBl L TV % Firepower Threat Defense
A8 : VMware
A8 - KVM

Yes

LUFCRE# L TV 5 Firepower Threat Defense
N7V v 777K AWS
INT Vw7 7T R Azure

PUF CB# L TV 5 Firepower Threat Defense

ASA 5506-X., 5506H-X. 5506W-X., 5508-X.
5516-X

ASA 5512-X., 5515-X, 5525-X. 5545-X.
5555-X

Yes

No

PLUF CHBl L TV % Firepower Threat Defense
Firepower 9300

Yes

Yes

No

LUR CB# L TV % Firepower Threat Defense
Firepower 4110, 4120, 4140, 4150

Yes

Yes

EELEY D

7000 B L8000 >V — R FNXA ZADNA T_XAFEY T 412D T

NA T A Z E YT ¢ Firepower Threat Defense (22T

Firepower Management Center D/~ 7 XA T E U 7 42D T

Il Firepower OIHE


fpmc-config-guide-v62_chapter25.pdf#nameddest=unique_37
fpmc-config-guide-v62_chapter32.pdf#nameddest=unique_38
fpmc-config-guide-v62_chapter21.pdf#nameddest=unique_39

| Firepower D#EE

pEOLBEERE. B, ssvnEt ookt [

BEMNGERZRE. B, SXUCLET S=-HDHKEE

REID R¥ 2 A2 M ERRZET HITIE, http://www.cisco.com/c/en/us/td/docs/security/firepower/
roadmap/firepower-roadmap.html 22 L T 72 S0,

ARy v ay, iEk, BIXOT Y
varEFITTDH

B# RE SHEE
F2y NT—Y NFG T 49 DAY | T A ha—R Y |77 AHEOBEE

— . DN HONDRY
—DH

IP7 FLUA, URL, E£72T FAA
YHEDOHTT 7 v VA M
RS

TR ha—)LRY
V—NOEX2 VT 4 A
TV xR

X2 VT ATV V=
VAN DN T

F v NI =7 Da—HRT 7t &
T& 2% Web A F&EHIEIT S

AY S — L—LND URL
TANEY T

URLZAf (URLZ 4%
N

Fy NU—7 FOEEZOHD T
T4 T ERBAEE=XTD

12 ARV 2 — (Intrusion
Policy)

RARY > —DFEAR

AV ARY g U EFTETIT,
S [ A<Y W AP /& vl =
795

Wb EidEGeEsnN= 77 1 v
T DA VAR g

SSLARY 2—

SSL 7R U > — A3

FU—T A VAR g ERH TS
ML N T T 4 v T IZEDETH
L, @l N TO/NT +—
YU AEM ESED

T 4N R —
(Prefilter Policy)

T T 4V O

TR aryha— Lo TH
AEFIREESIN-RYy hT—7
N7 4 w7 DL — MR

PF—E R EE (QoS) AV
:‘/—.

QoS KV v —Iz DT

Xy NU—27 FOT7 5740 (=)L
V=T REL) BRI ERIET R Y
795

T AN T =T R
\:/P_A

T AR —

HEBLRI 72 7 7 A VAT DT iz
TV ERITTITAR—F 7T
7 RIZBERET 5

AMP 7 T 7 RE:i

AMP 7 7 7 F#fi

:L“—“j‘@mu%ﬂk‘cli()\l“—“j‘ﬂ?ﬂfﬁﬂ%
FATTH=DII Ny T EET
77477L£:L "j_mun Fﬂﬂi‘a‘é

=R, 22— TA4T
YTAT A TAT T4
T4 R —

VIVAETAT T 4T 4
RY 2 —lZHONT
TATT 4T 4 RY—
22UV T

Firepower DE [}


http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
fpmc-config-guide-v62_chapter54.pdf#nameddest=unique_53
fpmc-config-guide-v62_chapter58.pdf#nameddest=unique_54
fpmc-config-guide-v62_chapter58.pdf#nameddest=unique_54
fpmc-config-guide-v62_chapter17.pdf#nameddest=unique_55
fpmc-config-guide-v62_chapter17.pdf#nameddest=unique_55
fpmc-config-guide-v62_chapter71.pdf#nameddest=unique_56
fpmc-config-guide-v62_chapter64.pdf#nameddest=unique_57
fpmc-config-guide-v62_chapter60.pdf#nameddest=unique_58
fpmc-config-guide-v62_chapter30.pdf#nameddest=unique_59
fpmc-config-guide-v62_chapter67.pdf#nameddest=unique_60
fpmc-config-guide-v62_chapter67.pdf#nameddest=unique_61
fpmc-config-guide-v62_chapter90.pdf#nameddest=unique_62
fpmc-config-guide-v62_chapter90.pdf#nameddest=unique_62
fpmc-config-guide-v62_chapter90.pdf#nameddest=unique_63
fpmc-config-guide-v62_chapter90.pdf#nameddest=unique_63

B ss5v—reoms

Firepower D ZE |

S

RE

L%

= nw

A—PRHEFATT D0, Ky
FNIO—=T DT T4y T NBARRA
N 77V r—vay, BLO=2—
Y F—22lUET 5

Xy U= AR Y >—

B : %o b U — 2 iR
v

TV r—va rBRHEBLI =
fe—VEETT D

TV r—vary T 4T
7

W . 77V r—va M
H

BEED T TN a—T 4 v

AL

VATAEADRNT T a—
TA4T

NERY—IL E DS

KHD RF¥ 2 A M EMRFET HI2IE, http://www.cisco.com/c/en/us/td/docs/security/firepower/
roadmap/firepower-roadmap.html 2 L T 72 &0,

Firepower DA US54 U AN TERFa2ADT—T 3

OITER Y —ITER LTI2SA .
HERIZEE ST 5

B8 B SR
T U =7 OMD, BEAT | B &8 D2

Firepower System Remediation
API Guide

Firepower Management Center 7> 5 7
AR LBRFESNTZ 7 TAT T
TV = aiiA Ry kT4
AR —LF 5

eStreamer &

eStreamer F—/ 3 A K —=3
N

Firepower System eStreamer
Integration Guide

Y= =T 74T Ff
H L T Firepower Management Center
DT =L R—=A T =T )V E T
)

ST —H _R—2 T 7 & R

SN T — B _R—=R T 7R
DFFE

Firepower System Database
Access Guide

e RR—=F f V—=ANLT—H |FA AT RARNANNT—4

Z/Ei YR RTHZEIZ R ST Firepower System Host Input
M7 — 2 21T API Guide

MEED T TNy a—F 4 ) ALY VATLEDKNT TN a—

T

>

FTGA L NV, Web A v B —T oA AMDBT 7 BATEET,

[l Firepower DHEE



fpmc-config-guide-v62_chapter89.pdf#nameddest=unique_64
fpmc-config-guide-v62_chapter89.pdf#nameddest=unique_64
fpmc-config-guide-v62_chapter87.pdf#nameddest=unique_65
fpmc-config-guide-v62_chapter87.pdf#nameddest=unique_65
fpmc-config-guide-v62_chapter14.pdf#nameddest=unique_50
fpmc-config-guide-v62_chapter14.pdf#nameddest=unique_50
http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
fpmc-config-guide-v62_chapter94.pdf#nameddest=unique_67
fpmc-config-guide-v62_chapter86.pdf#nameddest=unique_68
fpmc-config-guide-v62_chapter86.pdf#nameddest=unique_68
fpmc-config-guide-v62_chapter42.pdf#nameddest=unique_69
fpmc-config-guide-v62_chapter42.pdf#nameddest=unique_69
fpmc-config-guide-v62_chapter86.pdf#nameddest=unique_70
fpmc-config-guide-v62_chapter14.pdf#nameddest=unique_50
fpmc-config-guide-v62_chapter14.pdf#nameddest=unique_50

| Firepower D#EE
Firepower Management Center BEAICRE T 5 by TLARLD KX AV FDYR F R=D .

BN DRI T DY I &7 Y 5 7T B,
s [NLT (Help) >[4 >34 > (Online) | #8IRT %,

RE¥2 AT —varo—Rvy72#H LT, Firepower (CB#HT 25BN KF =2 AT — 3
YEROITHZENTEET (http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/
firepower-roadmap.html)

Firepower Management Center BRICEE3T 5 by TLARILD FF a1 A Y
FDUR Bk R—=D

Firepower Management Center BB D/ N—7 5 U 6.0+ ZFRET H & L, RO FF = A ¥ Motk
SEOFREMED B VD T,

\}

GE) Vo7 &tz R¥ o A hO—#IL, Firepower Management Center JEBRIZ 133 T 8 A,
72 & 21X, Firepower Threat Defense ~— D — D Y > 7 |X Firepower Device Manager (2 X > T
BEHINDBEICEAONE T, N—FRU =7 X—=YD—D Y 7 % FirePOWER & [ #ERS
FRCTT, RELZBET D720, RF¥Fa AL hOX A MUTIEHDICER LT ZEN, 2,
—ED RF¥ 2 Ay MIBEORILZ G E LTS, O ON—IIiEilish Ty
LT ENHYET,

Firepower Management Center
« Firepower Management Center /N— R =7 777 4 7 L A .
http://www.cisco.com/c/en/us/support/security/defense-center/tsd-products-support-series-home.html
» Firepower Management Center Virtual 7 >7"5 A 7 > A :

* http://www.cisco.com/c/en/us/support/security/defense-center-virtual-appliance/
tsd-products-support-series-home.html

* http://www.cisco.com/c/en/us/support/security/defense-center/
tsd-products-support-series-home.html

NGFW (R T 74 7o+ —IL) T/34 X &£ FE(E N S Firepower Threat Defense
* Firepower Threat Defense /7 h 7 =7 :

http://www.cisco.com/c/en/us/support/security/firepower-ngfw/tsd-products-support-series-home.html

* Firepower Threat Defense Virtual :

http://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/
tsd-products-support-series-home.html

* FirePOWER 4100 > U — X :

Firepower DE [}


http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/c/en/us/support/security/defense-center/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/defense-center-virtual-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/defense-center-virtual-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/defense-center/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/defense-center/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/firepower-ngfw/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/tsd-products-support-series-home.html

Firepower D ZE |
B ors2ro5—vavo51202 25—k

https://www.cisco.com/c/en/us/support/security/firepower-4100-series/
tsd-products-support-series-home.html

* FirePOWER 9300 :

https://www.cisco.com/c/en/us/support/security/firepower-9000-series/
tsd-products-support-series-home.html

« ASA 5500-X ¥ — X :

* https://www.cisco.com/c/en/us/support/security/asa-firepower-services/
tsd-products-support-series-home.html

* https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/
tsd-products-support-series-home.html

NGIPS CRHIRBABES A TL) TNAREELEENBEEET/NA R
» ASA with FirePOWER Services :
* ASA 5500-X with FirePOWER Services :

* https://www.cisco.com/c/en/us/support/security/asa-firepower-services/
tsd-products-support-series-home.html

* https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/
tsd-products-support-series-home.html

* FirePOWER 8000 > U — X :

https://www.cisco.com/c/en/us/support/security/firepower-8000-series-appliances/
tsd-products-support-series-home.html

* FirePOWER 7000 > U — X :

https://www.cisco.com/c/en/us/support/security/firepower-7000-series-appliances/
tsd-products-support-series-home.html

* AMP for Networks :
https://www.cisco.com/c/en/us/support/security/amp-appliances/tsd-products-support-series-home.html
* NGIPSv (/N—F ¥ /L T /3A )

https://www.cisco.com/c/en/us/support/security/ngips-virtual-appliance/
tsd-products-support-series-home.html

FXa A T—23 O34 RARRT— AV
HOEHEIZFHEHINTWAE TS| AAT— A NI, HTHAINWAIWEEZ AT DT

WIZ Firepower ¥ A7 LAOEBERIRT NA ZNZEI D B TEHULENRD D DIIERD T A & AD
A<w—F T4 ANERLET,

[l Firepower DHEE


https://www.cisco.com/c/en/us/support/security/firepower-4100-series/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/firepower-4100-series/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/firepower-9000-series/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/firepower-9000-series/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/firepower-8000-series-appliances/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/firepower-8000-series-appliances/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/firepower-7000-series-appliances/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/firepower-7000-series-appliances/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/amp-appliances/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/ngips-virtual-appliance/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/ngips-virtual-appliance/tsd-products-support-series-home.html

| Firepower D#EE

F¥a1 Ay hROYHR— b T« 21T 55 ]

FGA B A EOBREDZ L ITBMBTH LD, T4 B ARTFT— AL FTIE, KT
BEMERTA L AZONTOLH L TWET,

TARAID TE1F] LWV IFEIX, ZOHICFHIM SN TV DR Z AT DITITRFED
FA VL ABEBXNRT AN AR ETHIVLENHDL LB L TWETN, BIMOT A&
ATHREARBINTEE T, 2213, 774NV RIS —NTIE, —HDOT7 7 AN IL—)L T ¥
DAY TCET N AURET A B AZRETHAHLERDH Y FT0, T~y =T 74
YU AERETHOLERH Y T,

T A & ADFEMIZOWTIL, Firepower ODFERET A £ ZZONWTEZZRL T Z30Y,

EErEYY
Firepower OREHET A & L A2 T

FEaAY FADYR— ERRT /NS RIZET HECHk

EFITHEE OLHEICREH SN TV DT R — MRT AN RZET BT, H DEENFEE
DFNRAATY =X 773V FEIFETATOLYR—FENTWVWEIEEZRLTWVE
T zIE. AEZFRUTIE8000 V) — KX DT NRA ATORYR—KFENTWET,

ZOYVY—=ATHYR—FENTWDET Ty b7+ —LOFEMIZHONTIE, VIV —RA /) — %%
LT IEEN,

FXa AV MADT VR RAT—FAV

ZORFa Ay NOETFIEOKIFUCHEH SN TNET 78 A AT — AV ME, FIEDOFETIC
VERFEAEZEOL—F o — LA R L TWET, filINTWDEEOr— L2 L TFIA
EEITTAHIENTEET,

AL La—)Laffo TnAHa—WL, FRIERINIZT—L TR HMERE Y EFFDZ
ENTEET, FRIEREINZe— L Z2HH L CFIEOT 7 2 ABEHIREN TV DHIEAIT,
FIREDMERAFF O N AZ L a— LI H T 7B ZERHV 4, WAZ L n—LEFH->TW5D
A—WE, RER—VIET 7 RTINS DA =2 — RAREFRRLIGENH Y £
T, To& 2, BARY —HEROAPFEENTWDE I AHX La— L EfFoa—W i, 77
A aybha—L R — A ERTAERNSZ TR BARY — R L TRy T —
IR —Ic T 78 A LET,

=Y B — L OFEMZONWTIL, ERFAOZ—F B —LBIOTAX L 22— o—L %5
LT EEN,

Firepower > XA T LD IP 7 KL AR E

IPv4 Classless Inter-Domain Routing (CIDR) DFFe., B L NIPV6 LD T VT 4 v 7 AED
FF A2 H LT, Firepower VAT ADSEIERGFTT LA 70y 7 2EHRTDH I EN
TEET,

Firepower D& .


fpmc-config-guide-v62_chapter5.pdf#nameddest=unique_36
fpmc-config-guide-v62_chapter5.pdf#nameddest=unique_36
fpmc-config-guide-v62_chapter4.pdf#nameddest=unique_76
fpmc-config-guide-v62_chapter4.pdf#nameddest=unique_77

. gy v—2R

&

Firepower D ZE |

CIDR 721X 7' V7 4 v 7V AROERFLEMFH L TIP T KL ADT vy 7 2RET 556,
Mwwmyx%Am YAV ELFTT VT 4y I ARTHRESN Ry U= IPT KL X
DOEIDHEFEHLET, =& 2L, 10.1.2.3/8 &£ A L7=35E . Firepower v A7 ATl

10.0.0.0/8 2MEH = E 7,

SF V., Cisco TIXCIDR ¥ 72137V 7 4 v 7 ZRORZEZHHT LHEIZ, By MER ET
Xy =27 1P T KL AZMERT HIEED TFIEZHELE L TV ET A, Firepower ¥ A7 A TiX
IV ELD A,

)V —X

\}

Tr7AT VA=Al a=T 4ld, ZEEROAFEN Y AR YT, Y AaDRHEICDED R
FaArT—varEMElEY, R, YAION— R 2T O3DETL, N— KT =
THERCE L2 2 BERIET AT A REB, NI a—T 4 U TICET AT/ =d0
J—hk, ESAF FL—=7F, JARBIUWCiscoLivekt v ar, Y=y VL AT 47 Fx
FJb, Cisco 7B VB I OHMLET — AL > TAREINZT R TO RF a2 A T—v g
~DY I NEENET,

BEANE, 23227 4 A POBIEAY A MIHEREZEE T AN, P ADHAETH
LDIENDLYVET, TNOHDOYA Maotoxﬂin“é:f/ TERASNDERIL, BRAEARAN
DENHERTHY . P ZAaOFRTIEIH Y THA, BEART, FRORBEOZZ AL L
THY, YAIRLMOBREIC L 2HREIREL BN L LIEbOTIEH Y $EA,

G¥)

TrAT U=V A 2a=T 4 OE, T/ =H /— b, BLOSBEEOHIZIE, Hn
/N—737 = @ Firepower Management Center (IZE X L CWAHDRH Y 3, THEHDNI—T 3
> @ Firepower Management Center & Bjli[°7 7 =H /L / — F TR INTNHNR—V 3 & T
T2 —HF A F—T oA RZE R H D7D, FIELRRIGERHY £,

. Firepower DHIE


https://cisco.com/go/ngfw-community
https://cisco.com/go/ngfw-community

	Firepower の概要
	クイック スタート：基本設定
	物理アプライアンスでの初期セットアップのインストールと実行
	仮想アプライアンスの展開
	最初のログイン
	基本ポリシーの設定

	Firepower デバイス
	Firepower 機能
	アプライアンスおよびシステム管理の機能
	アプライアンスごとのハイ アベイラビリティ、クラスタリング、およびスタック構成機能

	潜在的な脅威を検出、防御、および処理するための機能
	外部ツールとの統合

	Firepower のオンライン ヘルプとドキュメンテーション
	Firepower Management Center 展開に関するトップレベルのドキュメントのリスト ページ
	ドキュメンテーションのライセンス ステートメント
	ドキュメント内のサポート対象デバイスに関する記述
	ドキュメント内のアクセス ステートメント

	Firepower システムの IP アドレス表記法
	関連リソース


