HEBRFNA DA ESA Y T7
L2 X

TV T L AT, ROWRMF AL Z2Da~vy R4y A% —T x4 A (CLID 125
WCRBH L $£97,

+ 7000 33 X TV 8000 ' — X
* ASA FirePOWER
* NGIPSv

(G¥)  Firepower Management Center C CLI Zff 3% Z L X TX £t A, Firepower Management Center
X, Linux > =/ 7 7 & X% %" —k L, Cisco Technical Assistance Center (TAC) DEE T T
DIHHR—hEZHET,

(GE)  Firepower Threat Defense 2~ > K U 7 7 L > A {22\ TIL, [Command Reference for Firepower
Threat Defense] Z#ZM L T 72 &0,

« 7TV FRALACLLIZOWT (1 4—=Y)
VTV TNAACLIEHa~v K 3~3—)

« 773y FRA ACLLIshow =< K (6 2—%)
e ITV I FRAACLIREa~ K (38 3—Y)
« 7T w7 TN A CLIsystem 2< > K (59 _—7)

2599 TINAACLIZDINT

TERFF R0 2 (7000 35 LT 8000 >V — X ASA FirePOWER, 3 L TXNGIPSv) (2 CLI ({i£
FFNRA A TOaA~w L RIA L A B —T oA ZA~Dual A B5R) #FEHLTa s A
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REBF AL ZOATVESAvYT7LUR |

B /5000 7qzuzE—+

\}

YEHE ZOMBETHHT 22~ FEEA LT, 74 2R&2FRR, RE, BIOEFZ7 70
Va—T AT HIENRTEET,

GE)

7000 £721% 8000 >V — R FNRA A%V T —hL, TEXHETRLCLIICEZ A LTH,
Web A v X —T 2 A ADMERATEBLHITRDBET, EfTTHT_RCOavy RiTEERn 7
FLERENE A,

CLIZ~ Y RCIRRLFLNLTFREISNEE A, 72720, 2—PHRMEBET 4 V270 L,
THXARBCLIZ L—AT—7 O—TERVWART A—F TERB SN DO THEREL T ZE
AN
EErEYD

Firepower Management Center B D2 —H% ¥ —7 = 1 A

9599 TINAACUE—F

CLIE— F{ZiL show=° configqure R ELEH V. TNHDFE— RIZITE— FLTHE L —HD
A RREENTVWET, E—FZBBL T, Z2OEF— N THDRa~ L FEANTLHZE
b fEEDE—RNOL 7NV avr REANTLHIEHTEET, 728 21X, Analystl &)
=BT AT FOEREFRTRT 21T, CLIZB Y7 P TRO L SICTATLET,

show user Analystl

FTIZ show B— FEFIIAL TV EHEIE, CLIZ 07 FTRO XS IZADLET,
user Analystl

2599 TINARACUTOZER LR)L

LE— RT, 2—FRFHTCXRa~vr NF, =2—FDOCLIT 7 ERICE > TR 7,
2—=HF T HT Y FEAERT 2 HA1FE. FEITROWTNNO CLI 7 7 £ X LULZEY 24T
HIZEWTEET,

o [FEA (Basic) |: 2—VIEHAMYEHAOT 7B AEERFL, VAT LT 34— AT
WEEEZ 5~ REFETTLHZLIXTEEE A,

[ (Configuration) ]: =—W(%, FAMY /EZIALT 7B AR DY . ¥ AT LR
7¢~7/1_%m%51537/hé FITTHENTEET,

«[72L (None) ]: x—HiFv=icu s/ A TEEHA,
7000 33 X T8000 > U — X T /NA A TIL, =—H /L WebA X —T = A AD [2—HEH (User

Management) | <—Ta~vy N 74 COMREZEHIV Y TLHZ LN TEET, NGIPSv & ASA
FirePOWER Ti%, CLIZEH L Ta~> R T4 VOHREZEI W 4 TET,

P EERFAAROITVESAVYTFLUR


fpmc-config-guide-v62_chapter2.pdf#nameddest=unique_83

| #EBFNAROARVESA2YTFLUR
s5vvy Frqzcugzazor |

D299 TINARACLUEEIATU K

CLIEHa~<  FEMEALT, CLIERD VT AEZLENTEET, ZnbOawy RigTA
A ADMBRZEBE L FEFRF A, ZNHDOaI¥L N, TTO CLI 2 —HFRFEHTX F4,

configure password

HATO2—YL, BHEONRNATU—REERETHZ ENTEET, a~vr R2RITT5H L, CLI
HBAED (W) NAT—=REANTLE)2—WFIZERL, ZOETHLVWWIRAT— K% 2
AT DHEIERLET,

749t X (Access)

HoR

X

configure password

1

> configure password
Enter current password:
Enter new password:
Confirm new password:

®T

)

2—HPET 7NV IOEF—RNZELET, (=T, WINHLO AL L-LDCLIa T F
A RMDE BT 70k B— R~BEHILET) |

TIOER
HAR

X

end

il

configure network ipv4> end
>
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. exit

exit
CLLa T XA e, RIZEWCLI 2T F A M L-UL~BEILET, T 74/~ F— K)
bIoawry RERITTHE, 2—PFITBITOCLL vy arnbue sl Ty NLET, 2
1. CLI =~ F®D 1ogout ZFITTHDLIE LTI,

749+t X (Access)
FAR

X

exit

il

configure network ipv4> exit
configure network>

AT
CLIM S OMELFRLET,

TIOER
BN

X

help

1

> help

history

BfTotyaroavy R4 VOB EZFRRLET,

72t X (Access)
HoR

P EERFAAROITVESAVYTFLUR
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asg7wk

? (REREF)

ns7yt |

X

history limit

I Tiinit (FEEV XA FOF A XE2RELES, VA AL EHIRICHRET D121E, 02 AN
L/ij‘o
i

history 25

BATOCLLav Y — Nty va rhbBfToa—¥Faza 77y FLET,

TOtAR
SR

X

logout

1

> logout

CLI =~ R& CLIZRT A—Z DIRIUEF~N T 2w LET, LT X 5 IC8MHF (2) =
<~ REHEHLET,

cHBAEDCLI Y TF A MNTHHATE2a~y RONTE2FRTHIZE, a~vr R
a7 N CEMAF ) BEATILET,

HEE TR Y FBBELMEHIRER I RO Y X M EFERT AL, B% (o) (1
I CEfSN-a~r FeE A LET,

e v ROERBRBIBO~NTE2FRTHIE, a~r F7a 7 FOBIEORD IR
BF (2) ZAILET,

S (o) 13, avr Y — oz a—RNy 7 SN2V EIZEB LTSI,

72t X (Access)
HoR
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X

2
abbreviated command ?
command [arguments] ?

1

7?7 (ZEDREREF)

CLI 2~ RBLOURT A —X QM Rk F~ VT 2 RoR L FET,

TOER
HAR

(378

27
abbreviated command end??
command [arguments] ?7?

il

> configure manager add ?°?

F/N A CLIshow a< > K

Show 2~ RiL, 734 ZADRIEIZEHT A REZBIELE T, b0 a~vy RiET N1 R
OEEET—FE2LET LFERA, £/, INHD0a~v L REFITLTH, VAT AOEMEICKT
DRI /NBIZ 0 £, 1L ALED show 2~ FiZT_TOCLI 22—V 2RFT& £4
73, show user I ¥ 2 REIITTE HDIL, Configuration CLI 7 7 & AR % FFD 2 —F D A
<7,

access-control-config

BRI TWARDO L D RT 7B AHEREELR R LET,
X2 VT4 ATV V2 ADORE
T BA A hr—)L R =T ENLHHP LT TR > —D4T]
RAEEEY N T—X
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alarms

arp-tables

alarms .

.« XL T DR
RN = LUV DIRT g —< A BIALEL, BRRERE R E O DM OFEMERE

Fo. FETLEEER— DT —% ICMP > NV DX A T a— &8 BLOET Y

TR arhe— L =BT 5 (B M) ZRED, RV v —IZBEET 2 RS

MHLFERLET,

749t X (Access)
FHoR

X

show access-control-config

1

> show access-control-config

FNRA ATERET 77 47 (FEEMEL) REBICAR>TWAN—RU 2T D7 7—LEBFRL
9, 2Oz~ KX NGIPSv 3 L T ASA FirePOWER /34 Z I T £8 A,

TOtAR
SR

X

show alarms

1

> show alarms

F v b U— 7|23 T & % Address Resolution Protocol 7— 7V A FK R LET, ZDa~wr N
NGIPSv 5 J Y ASA FirePOWER Tl T& 8 A,

TIOER
HAR
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B -auditiog

X

show arp-tables

1

> show arp-tables

audit-log
EA T/ R MRFIOMNEC TR LET, ROHLVERD 7 A R ARETIC R D £,

TOER
BLZN

X

show audit-log

il

> show audit-log

audit_cert
BAFOEED S 7 T4 Ty MEESFR L ET

72t X (Access)
BN

X

show audit cert

1

> show audit cert

P EERFAAROITVESAVYTFLUR



| #EBFNAROARVESA2YTFLUR

bypass .

bypass

7000 £721% 8000 >V —X FNRA AT, HHAFOA L TA v By bEe—BEERL, TNHD
Ty MZOWTIROWTINNDNNA /NA FT— K AT —H AEFKRLET,

carmed : A Y F =T = A AT EERERFIIN— T =T NA SRR D 8D ITRE
INTWVD (XA 7%Z F— K : /XA /82 (Bypass Mode: Bypass) ]) 7, F7=i&,
configure bypass close =~ RAM] L THlAIMIZ 7 =— L7 m—XSNE LT,

s engaged : f Y H—T =2 A AT N, A—T R LT=0, F721F. configure bypass
open 2~ RZMH L THAIIZNN—RT =7 NANR|ZHRY E LT,

coff i1 AUVE =T A ANXRTE, 72— /b7 B—XITREINTVET (Bypass Mode:
Non-Bypass) , v #—7 A A XT CREENEELLELGAIL. Xy bR7ry 7 &
ET,

749t X (Access)

FAR

X

show bypass

1

> show bypass
slpl & slp2: status 'armed'
slpl « slp2: status 'engaged'

High-availability 2 < > K
NA TRATEYT L DOFRE, AT —H A, AUNR—F RS, ZAFIFAY v 7 OFRE R

LEJ, 2Dz~ K, NGIPSv 7 /31 AF L N ASA FirePOWER 534 A TIMEATE £
H A,

TOEA
BN

config
THA ADE A AEOREER I LET,

X

show high-availability config
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[l high-availability ha-statistics

il

> show high-availability config

high-availability ha-statistics
& AT HRPERT O TS ZOREIAHE 2R L ET,

X

show high-availability ha-statistics

il

> show high-availability ha-statistics

cpu

FNRAZALEOTRTOCPUDT T v N7 4 —MIEET ABLTO CPU OfE AR OFEHEHR %
FRLET, 7000 B EE000 >V — X F A A TlE, ROMBENRFRINET,

cCPU: Tutv¥&HKs,

eI — K :0~ 100 DHETHRIND CPUMHE, 01Xz — RINTWRUVIKEET, 100 X
71:35 ZHa— }\ éj/l/f\_\_ & %i‘%bi—a«o

NGIPSv 3 & T} ASA FirePOWER T, IROMEAFRINET,

«CPU: 7t v ¥&HE,

e %user : L—W L~ (T r— g ) TETHICAUZCPURHRDOEIES (X—F
=)

« %nice : EVMERRED 22— LYV TEITHICA U CPUMBHROEIEG (RN—k 7 —
) .

c%sys 1 VAT L LYY (k) TERITPICAE LUK CPUEHROEIE (=t T —
V) o ZHUCE, B ROEID ALK softirgs THRRIET D RFRIXE EEH A, softirg
(Y7 b7 =7 OEIVIAR) X, BEO CPU TRIFFCEITTE DIk K2 HOFIZEES T
V7 M7= TEIDIABZD 1 DT,

* %iowait : AT LMMIKRMLHEDOT 4 27 VOFERMNH 72 & 1T, CPUBT A RRRETS -
R OEE (R—trT7—)

* %irq : FIVIABREAT 5 722 CPU BNES LRI OEIS (RN—kr7—) |
* %soft : softirqgs #4179 7212 CPU W& LK oFlG (N—krT—)
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Database < > K .

« %steal : NA =N FRBIOEIET 0 v B2 FETLTNWD & &2, AR CPU 2358y
RIETE L LR 0BES (=t rT—)

s %guest : AR 1 v HEFEITTH72DIZ CPU BESC LR OEIS (O—k o7 —
D).

* %idle : CPU 37 A RIVIRAET, VAT AIRLEDT 4 A7 1/0O BRN2 o T2 D
L (RN—krT—)

TOEA
BN

(378

show cpu [procnum]

ZZT7T procnum X, ﬁﬂ@i@‘%iﬁ%ﬁ%%ﬁhé “atk /‘*j'@%(%f?‘% L/iﬁ_o ﬁ?jjfdﬂﬁbi 0 75"5\
VAT A EORE T ey D 1 5V EE TOFEPHTT, procnum 23 7000 F 721X 8000
VY= AT AL ATHEHENTWAHEEITERAINET, 2077y b7+ —AICO0 T,
FEREROERITT R TCOT Yy FZONWTOAFREIND D TT,

il

> show cpu

Database <> F

processes

T —H_X—ZADFIR (show database) A~ Rlit, T, ZADEHA L X —T =2 ABHREL
i@qo

TIOER
BN

EITFROTF —ERX—2 7Y EZFERLET,

TOtAR
%N

X

show database processes
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. slow-query-log

il

> show database processes

slow-query-log
FeHR—2Z2DAT— 7T FERLET,

TIOER
BN

(378

show database slow-query-log

il

> show database slow-query-log

device-settings
BUTOT A RRHEDOT 7V r—2 a O NAREICHET HIEME R R LET,

TOtAR
FEK

X

show device-settings

1

> show device-settings

disk
BATOF 4 27 OHMFE LR LET,

TIOER
BN
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disk-manager

dns

X

show disk

1

> show disk

disk-manager .

VAT LDEN— T (FA m RKRAL, GAKALZRE) OF 4 A7 ERROFEMERE FR L E

B

72t X (Access)
FHAR

X

show disk-manager

il

> show disk-manager

BUTO DNS $—/3D7 FLA LR B AL v &Fm LET,

TOtAR
FER

X

show dns

1

> show dns
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. expert

expen
v VEREELET,

TOER
BN

(378

expert

il

> expert

fan-status

IN=RTU 2T TV OEEDAT —H AR RLET, ZDOa< 2 FiL NGIPSv B LU ASA
FirePOWER 7 /XA A CidFEHA T £ A,

TOtAR
FER

X

show fan-status

1

> show fan-status

fastpath-rules

BERE SN TWD 8000 2V — X O fastpath /L—/L & F R LET, D~ NiE 8000 2/
V=X FNA ATIHEHTE A,

TIOER
AR

X

show fastpath-rules

P EERFAAROITVESAVYTFLUR
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hostname

hosts

il

> show fastpath-rules

Web A X —7 =2 A ADQHIEDRELZFRLET, ZTD a2~ RKiLNGIPSv B LN ASA
FirePOWER Tli3fi i C&x ¥ A,

TOEA
BN

BX

show gui

1

> show gui

FNRA ADKRA MBI OT 7T 47 AUUID 2#F /R LET, CLIZHEH L TF /31 AD7K
A N ERET D541, BT 5 Firepower Management Center [ZZ8 BRI D T L & ff
BLET, AL TE, TS AERAREE FHCTRET H2LERH Y £7,

72t X (Access)
BN

(378

show hostname

1

> show hostname

ASA FirePOWER & ¥ = — /L ®D Jetc/hosts 7 7 A VONEBEFr LET,
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. hyperthreading

72t X (Access)
HoR

X

show hosts

1

> show hosts

hyperthreading

INANR=AVL T 4V TWNEINEN N ERRLET, 2D~ Rit ASA FirePOWER Tt
FHTEEHA,

TOER
BN

X

show hyperthreading

1

> show hyperthreading

inline-sets

TRTCOA L TA X2 VT 4 V=V EEET LA H—T oA ADRET — X & HKRL
*9, ZDOa< KX ASA FirePOWER Tl T £ A,

TOtAR
FER

X

show inline-sets
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interfaces .

il

> show inline-sets

interfaces

IRTA—=EZPRIFEINTW WS, RESNLTWNATRTDAS U Z—T A ADY A IR
FREINFET, RTA—INR/EINTWVBEAEIT, HBEINZA V¥ —7 = A AOFEME#H
NERRINET,

TIOER
BN

#X

show interfaces interface

Z 2 Tinterface IIFEMIEREZ R TT DREDA 4 —T7 = A AT,

il

> show interfaces

ifconfig

ASA FirePOWER & ¥ 22— VIZHT B, v X —T =2 ADHREEFRLET,

TOtA
FER

(378

show ifconfig

1

> show ifconfig
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B o

lcd

LCD ODN— R T =7 T 4 AT VA BERPES»EFR R LET, ZOa~<2 R NGIPSy B
J TY ASA FirePOWER TIZfEH TX £ A,

749t X (Access)
FHoR

X

show lcd

il

> show lcd

Link-aggregation < > K

show link-aggregation 2~ KiL, VU Z7HEHN TV —7 (LAG) DOERER LI ORI FHERZF
RLET, ZOa< KL, NGIPSv B X TN ASA FirePOWER 7 /34 A CIZfEAT& 8 A,

TIOER
BN

LAGID, A > Z—T A A0, a7 4 Fa2l—raryET—RK, a— R KX 07 F—
K. LACPIH#H,. BLOWHA L X —T =2 ADX A T2, BRTEINTZ4 LAG DR TEDFE
MaEERLET,

TOtAR
FER

BX

show link-aggregation configuration

1

> show link-aggregation configuration
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METIHR

link-state

st ]

AT—HA Vg ATFT—hEHE, a7 4Fa2lb—rar E—F, EZEIN/ Ty
FDOH TR BIOEZEISNIENAL FOA T EE, BESNT-H LAG OFEHEHRE
AV B —T 2 A AT LIZFRLET,

749+t X (Access)
FHoR

X

show link-aggregation statistics

1

> show link-aggregation statistics

TNRAADKR—=TDEAT Vo r A=K, HE, Ta27bv7 AORELIUVIA IR
ET—RFEFERLET, ZDa<> Kit ASA FirePOWER T34 A CIXMEA TE £H A,

TOtA
FER

(378

show link-state

1

> show link-state

log-ips-connection

RLEk STCRAA N MBI BTV D4R N> b D1 7 A A SR
L/\i‘a_O

TIOER
BN
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. managers

managers

memory

X

show log-ips-connection

1

> show log-ips-connection

REBF AL ZOATVESAvYT7LUR |

Firepower Management Center D% 36 L HBIED AT — X A2 K- LET, BEgkFd—B LW
NAT ID i%, BEBPREFTOLREOHRFRENET,

TNAADR, AL IREDEH L Z) TR, AL LTRESNTWAHE, EEL O
77 Management Center, 33X U7 74~V T34 ZZHT HERBERINET,

749t X (Access)
FHAR

X

show managers

il

> show managers

TNRAZDOEFAEY | HHFDORXEY

TOtAR
FER

BX

show memory

1

> show memory

P EERFAAROITVESAVYTFLUR
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model

mpls-depth

NATaO<Y >k

model .

TNAZADETNMERERTRLET,

TOtR
BN

(378

show model

il

> show model

BEA B —T 2 A ZTHRESIN TS MPLS LA Y% 0~6 TERLET, ZOavw KR
X NGIPSv 35 L 1% ASA FirePOWER TiIffifl T 8 A,

TOtAR
FER

X

show mpls-depth

1

> show mpls-depth

show nat 2% NiF, BEHA L X —T 24 ADNAT 7 — & LR EHREERLET, 20z
<> FiX. NGIPSv 3 L X ASA FirePOWER &34 Z CIIFfI T £ A,

TOtA
AR

fxBTR120av k510 )77L02 ||
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active-dynamic

active-static

allocators

config

REBF AL ZOATVESAvYT7LUR |

HAFI 07 = TEBENTWHNAT 7o —42F R LET, b0z Y
i, 7 =B — U= L TWAGEEIL, W= ARBEA LT T MIRAETERIINET,
L7eBno>T, VA NMIEMTIER2NWZERHET, XA L7 MITa b a/Li&FLE
9, ICMP (% 5. UDP X 120 #. TCP % 3600 #, fho3ThH7 1 ka1t 60 B TT,

(378

show nat active-dynamic

1

> show nat active-dynamic

ABT 4 0T S TEREN TV NAT 70 —%F&RFLET, ZhbDxr Y
E. TAA RNV —ARRESND T ICRRENET, VA MI, AXT v 7 72 NAT
A= =B LTWET 7T 4 7R 7a—%R LTS DI TEH Y £HA,

X

show nat active-static

1

> show nat active-static

FTRTONAT 7 o —Z DR, ¥4 F Iy 7 =V THEAENTWDIEHRERT RLAD
T=NEFRRLET,

X

show nat allocators

1

> show nat allocators

A R —T 2 A ZADBATONAT RV o —ORELXFRLET,
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dynamic-rules

flows

static-rules

dynamic-rules .

X

show nat config

1

> show nat config

HBEENEZTar—42DaEALTCNWAEATI v IR NAT V=V E2FERLET,

(378

show nat dynamic-rules allocator id

Z 2 Tallocator id [ FARNRT v —Z IDF ST,

1

> show nat dynamic-rules 9

HBEShETer—2 D EEHALTHDHL—IonT7a—0EF R LET,

X

show nat flows allocator-id

Z 2 T allocator_id 1330727 vy — % ID &5 T,

1

> show nat flows 81

TXTDAZT 4 v 7 NAT b=V ERRLET,

X

show nat static-rules
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B retstat

netstat

network

REBF AL ZOATVESAvYT7LUR |

il

> show nat static-rules

ASA FirePOWER £V 2 — VDT 7T 4 Tty NI — 7 ¥ a Tz LET,

TOtAR
FER

BX

show netstat

1

> show netstat

BEA 4 —T = A ADIPVA B L VIPV6 DFXGE, MACT KL A, HTTP 72 ¥ & 7 KL%,
R b, =4 @EESNTOEHA) 2 2R LET,

TOER
HAR

(378

show network

1

> show network

network-modules

ALVAP—LENTNDETRTODEY 22—/, BLOEV2—LOER (VI TALEFRLE)
ZFRIALET, TOa~ FIENGIPSy 35 L OV ASA FirePOWER Tl T £+ A,
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72t X (Access)
HoR

(378

show network-modules

1

> show network-modules

network-static-routes

ntp

A B —T oA A FHET R A,

network-static-routes .

Xy NIV—=U A7 BEOT—FU A 7 FLARE,

RIEFHDTXTORy NI =7 ZAZT 4 w7 b—FEZDHERBFTRSNET,

TOER
BN

(378

show network-static-routes

1

> show network-static-routes

NTP 2> 7 4 Xal—ar%dFHRrLET,

TOtAR
FER

X

show ntp

1

> show ntp
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. perfstats
perfstats
FRNAADNT p—< L ADFHERER R LET,
79 X (Access)
FEAR
B
show perfstats
£l
> show perfstats
portstats
TNAADTRTCOFFAINIZA— FNOR— Migta R R LET, O3~ FIZNGIPSy
& U ASA FirePOWER TIEfEH TE £H A,
TR
FEAR
B
show portstats [copper | fiber | internal | external | all]
HIREL, TRTOHMA— MERELET, K77 A NETRTOXT 7 A NA— M EEEL
£, WEIZT X TONEAR— b2 LET, MBI T X TOIES @ 07 7 A Y)
R—=rE2LET, T _XTUITRTOR—F MBI ONE) ZHRELET,
£l
> show portstats fiber
power-supply-status

HAEDON— R =7 OEFIREZF R LET, 20O~ RIZNGIPSv I L TVASA FirePOWER
TIHMEHTE £ A,
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process-tree .

\}

GE) 8000 U — X AEEMGT /A A THEREE LT D L CLI 2% KO show
power-supply-status 73 1E LWAT —F A& KM 5 E TIZ 15 502560850 £7,

TOER
BN

(=378

show power-supply-status

1

> show power-supply-status

process-tree

FNRAATEITRO T o RAZHONT, A 7LV ) —ERTY—FLTERLET,

749t X (Access)
FHR

X

show process-tree

il

> show process-tree

processes

FRA 2 FTHIEETHFO X at 21250 T, CPUMHERORIETERLET,

TUOER
BN

#X

show processes sort-flag filter
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routing-table

REBF AL ZOATVESAvYT7LUR |

2T, AEY (0IE) TY— N5 EE. sortflagll -n HIEE L, S rE AL TIER
a—PEZTY = D25 BIE v ZBELET, £/, a7V RO AR —LB IO 2%
FRT DA X verbose ZIRE LE T, filter /X7 A—X X, a2~ ROMBIEEITHER%Z
TANET LD T 22— AERELE T, A UTIERRENTCEETT,

1

> show processes -u userl

ASA FirePOWER &2 = — /VZBAT 5V —7 4V JIEREF R LET,

72t X (Access)
FHAR

(378

show route

1

> show route

RIA—=ENBEINTOWARNEEIL., TXTOREL—ZICET L —T 1 v T REER
LET, RIA—ZBRHFESNTWDIHEIX, BEONV—ZIZETHLV—T 0 V7T HEHRSC, i4%
WAL, FBEDON—TFT v Fa ha)l A TEFRLET, T A—F(TT T
FFa T, ZOa<w s Rt NGIPSv B L TY ASA FirePOWER TIZfEH T& £8 A,
74t X (Access)

FAR

X

show routing-table name [ ospf | rip | static ]

name (L. TEWENE L THEHEEDN—Z 4 TY, ospf. rip. staticld, V—T 47 7 a b
) FATERELET,
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serial-number .

il

> show routing-table Vrouterl static

serial-number
VX =YDV TNESEFRLET, Z0Oa<r RIEINGIPSY TIIfEA T 8 A,

TOtAR
FER

BX

show serial-number

1

> show serial-number

ssl-policy-config

BAEBHEINTWASSLAY —0RE (RY—0fFilH, T 74V bouaX o 7RE. A%
IR NTOSSLV— /L EN—NVDORIERLE) | FHTE 5 CAGENIE, B L E A ATHER
NG T4 I DT I a R R LET,

72t X (Access)
HoR

X

show ssl-policy-config

1

> show ssl-policy-config

stacking

KBTS ZADAE XU TOREERY Va vz LET, 794~V ELTRES
NTWETNAATIE, ITX_XTOBIHFT TR ADT =X HRENET, @ AT 0

fxBTR120av k510 )77L02 ||



. summary

summary

syslog

REBF AL ZOATVESAvYT7LUR |

AL 7 DG, ZOa<wy RiE, AZ v 7 RN@EaHAESXTORA U R—=THDHZ LR LE
To AZ XU T EANEITEDICT D (REOHEITEIZT D) ([ZiX, = —PEL Web
AV B =T A REERTHUNERDY £F, AX X ITRFHIRo>TORWVGE, 3
* Rl stacking not currently configured & W) XA v —U%IRLET, ZDa<w NiX

NGIPSv 5 J Tf ASA FirePOWER Tl T& £H A,

749t X (Access)
FHAR

X

show stacking

1

> show stacking

FALACH LTS LA SNBIEE (K=Y a2, 47, UUD 2 E) O~ ) —%
2%%[/35—’9%0 gif?&”i/}/—(@ show I~ }‘%Z}ﬁ‘g LT< fiéb\o version, interfaces,

device-settings. iﬁJ:Cﬁaccess—control—configo

TOER
BN

X

show summary

1

> show summary

VAT AOU T HRERPIOWIATERLET, AT a T AN ERELT, X—VEa—
TEIEEFT LTV E L a— RICESWT (F7 4L ME25) L FEDO Lo — REE
RCEET,

TOtAR
FER

P EERFAAROITVESAVYTFLUR



| #EBFNAROARVESA2YTFLUR

wz [l

X

show syslog ["filter" records per page]

filter 15 Grep HIRDIRIRE 7 4 V2 & F67E L. records per page BN &~—Y B a—IlRRTH L
A= NEERET 250, MRT A VZOFEICOVWTIE, [V ATLns 7 4 2 O
BTSN,

1

> show syslog "ssh" 20

VAT WILFH Tsshy & B Te 20 FROETOD syslog L a— RERRLET, KD 20
DV a— FEERRFT DI T Enter ¥ — 2 L, RAREEILTHITIEqE AN LET,

BAEDBfT LA %, UTC B X UOHITOZ—FITHRESNTWDE—)V H A L S — 2 THR
RLUET,

TOtAR
FER

BX

show time

1

> show time

traffic-statistics

INTGA—=EPIEINTORWGEEIR, TXTOR— M LEESNE, BLOZE LA
NOREIE SR AR R LET, A= FMREESNTWAEAIE, BESNZA— hOFERO %
FR L E7, ASAFirePOWER £ 2 — W IK L CHR— b EETHZ LI TEEHA, VA
THNIT—H T—v A B =T oA ADHERRLET,

72+t X (Access)
FHA
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. user

X

show traffic-statistics port

Z 2 Tportid, E#EFRRIEEWVEFEDKR— K TT,

1

> show traffic-statistics slpl

user

NGIPSY DA TEE4, fHESN-a—WFICHET IR EDFEMERYFE R LET, RO
ENRFRINET,

« Login : 1 7' A 4

«UID : =—# ID (¥tf)

* Auth (Local ¥72ld remote) : Z—YFNRED X I ITFEIES N TV D0

« Access (Basic £721% config) : T —HF DR L ~L

* Enabled (Enabled £ 7203 pisabled) : Z—FNT 7T 4 T nE I D

*Reset (ves £720Fno) 1 RO BT A VIFICZ—PRNAY — REERTDUNEND L0 E
F/N

«Exp (Never E£7213HHE) : 2—F DR — REFENLKEICRDHETOHEK

e Warn (n/a E720384H) : SAT— FOFHIABRRGIN DI, 2—F RS2 T — REH
DE=DIZEz b5 A%

e Str (ves £720En0) 1 =P DO NRATU— RPRBEF = v 7 QIR THLENH DL E
DY

sLock (ves £72idne) : B AV ORMP ST E 2D —FOT U Fe v 7 S
TWNBENE S »

*Max (w/a £7213HUE) 2=V OT7 WU hiny 7 SROFNCKIT o0 7 A D
PNEIE

TOERX

#%7E (Configuration)

X

show user username username username ...
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1—%

a—# .

Z Z T username [T —HF D4R FR L E T, EED username (FAX—ATRE > THEL E
TO

1

> show user jdoe

i~

NGIPSv 33 L TF ASA FirePOWER OAIZi#H TE £, T_XTOr—h/L 22—V O E DL
fEHEzZRLES, ROEIERRENET,

« Login : 11 7' A 4

«UID : = —H ID ($&fiE)

* Auth (rocal F72(F Remote) : A—PFRLED LS ITFFES LTV DA

» Access (Basic F72i& config) : L—HDIERL L

* Enabled (Enabled F721d pisabled) : T—WFNRT 7T 4 THhE I M

* Reset (ves £72idno) 1 RO T A VIFICZ—FNNRRAT — REERT LHMENEH 50 E
A

*Exp (Never E/ZITHE) : 2=V D NRAT— REENKEIZRDETOREK

e Warn (n/a E720380H) : SAT— FOFHHABRRGIN DI, 2—F RS2 T — REH
DEDICHEzb5Nn5 A%

e Str (ves £720En0) =P DO NRAT— RPRREF = v 7 QIR THLERNH DL E
YN

*Lock (ves E£72idne) B AV ORMPZTEZLEIC, 2—FOT v Miay
ENDZME I M

*Max (w/a £723EUE) 2=V OT7 WU hiiny 7 SROENCKIT o0 7 A D
PANEIE>

TOERX

%€ (Configuration)

X

show users
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il

> show users

BIFLDONR—= g EENL REFRRLET, detail N7 A—Z NHEINTWDEEIT. BINo
aAUR—FR FDOAR—T g URERENET,

. version
version
A\
GE)
virtual-routers

ASA with FirePOWER —E 2 Tl detail /3T A —Z [IfEH T £ A,

TOtAR
FER

X

show version [detail]

1

> show version

INTGA=EPEESNTWRWEAIE, BIERESNTWDTRTORBEL—FDY XA B
L O'DHCP U L—, OSPF, BLURIP DIFRNERINE T, NTA—FPHFEINTND
e, lmESNIA—ZIZHET L ERD, e/ — 2 A4 A2 Lo THIBR S THRR
SNFET, RNFGA—ZITRTH T 3T, ZOa~r RIENGIPSy 35 L TNASA FirePOWER
TIIfEHTEEEA,

TOtA
SR

X

show virtual-routers [ dhcprelay | ospf | rip ] name

ZZT dhcprelay, ospf. %J:U“rip fi/l/“— ]\ 5/1) 70%2% Li'g—o name ﬁi\ :%;&%2%%@—542}
EDN—H DA ERLET, ospf ZRELIZEAIX. V— b A7, BXO® (GFET Y
/El\bi) JL— ]\ZI @:;d' LT neighbors, topology. if:@i lsadb %*E‘E?%) N 75‘(% i‘é‘o
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virtual-switches .

il

> show virtual-routers ospf VRouter?2

virtual-switches

vmware-tools

RIA=ENIBEINTOVRWVEGESIT, BESINTWAD TR TOEEAAL v F DU A MNER
ENFET, RNIA—HIPFEINTWBERIL. HBEINTZAL v TFICETIERNERIN
F9, ZDOa~ 2 KX NGIPSv 1 & ' ASA FirePOWER T3l C& £ A,

TR

FHoR

#X

show virtual-switches name

1

> show virtual-switches Vswitchl

VMware Tools 23, {RIET A A L CEHIEFDT/R > TWEINEIDERLET, ZDav
Ri%, NGIPSv DA TEH T E7,

VMware Y —/UiL, KB~ v ONRT7 3 —< L A% 0 L&V 002—T 4 VT 4 A — |k
Td, TNoDa2—T 4 VT 4 %2FEHAT 5 L. VMware 85 OfFEFR] 702 T X CTIEHTE £
T ZOVAT AL, TRCORET I IA TV ATROT T T A &Y R—FLET,

* guestInfo
» powerOps
* timeSync
» vmbackup

VMware Y — /LB LY R— ST 7 7 A OFEMIC OV TIE, VMware D Web ¥4
(http://www.vmware.com) ZZH L T 7230,

TIOER
HAR
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| KEESES

VPNa< > F

config

X

show vmware-tools

1

> show vmware-tools

REBF AL ZOATVESAvYT7LUR |

show VPN 2 < N, VPN AT —# X, BLOR VPN EHOREBTREzEZRRLET, ZDa~w
v Ri%, NGIPSv 7 /31 & & ASA FirePOWER &34 Z I T £ A,

TOtA
BN

T _TO VPN B ORELZF R LET,
#EXX

show vpn config

1

> show vpn config

config by virtual router

status

AN —FZZDNWT, T_TD VPN G ORELXF R LET,

X

show vpn config virtual router

1

> show vpn config VRouterl

VPN ##5t 7 X TCD AT —H A% FKrx LET,
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X

show vpn status

1

> show vpn status

status by virtual router

counters

RN —ZZHONWT, T_XTO VPN EFEO AT —Z 25 R R LET,

(378

show vpn status virtual router

1

> show vpn status VRouterl

T _RTO VPN RO o ZoFRr LET,
XX

show vpn counters

1

> show vpn counters

counters by virtual router

AN — B IZDONWT, T_XTO VPN O I T o 2 e RRr LET,

X

show vpn counters virtual router

1

> show vpn counters VRouterl

status by virtual router .
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B /529 7 qzcugeavor

295999

TINAACLIZREOATF

a7 4 Fal—varyav s ReEfALT, VAT LAEREBLIOEHRT L ENTEE
T INHDOavY NIV AT LAOBMIEICERE G A ET, TOH, A (Basic) L~Ld
INAY — RERIE (conflgure password) o< RERE, RECLL 7 7 v AMEREFoa2—W
DHBRZNDDa~vy RERITTEET,

audit cet A< > K

HIBR

import

audit cert AV Y KiZ, ZeMERTEa 7 A N )= 0 T RITHI DT A AOEEn 7 7
AT ]*ufl:fﬁi@;ﬁ EITVWET,

TOtAR

#% & (Configuration)

X2 T REEe S AN =T OBITO Y T4 T MEAEREIFRL T,

X

configure audit cert delete

1

> configure audit cert delete

X aTREE0 S A N)—I DI T4 T v MERAERS A R— P LET, 2—FiF, =
v~ REATNTDHE, 7947 FEAELME X —, FIEGEHETF =— %2 CLINH AT
THEITROONET,

(=378

configure audit_cert import

1

> configure audit cert import
***************Import Audlt Cllent Certificate**************

1 Import Client Certificate and Private Key
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bypass

bypass .

2 Import Certificate Chain
0 Exit

ER R R R R I R R I I R I I I I E R E b h b b b dh E b b b b b E b b dh b b 3E b b 3h b b b b 3

Enter choice: 1
Enter your audit client certificate (PEM format) here:

MIIEOTCCA4mgAwIBAgICAR4WDQYJKO0ZIhvcNaQALBWAUgY ICzAJBONVBATYAIVT
...certificate details ...

Tx*FAhnXeUZ78hFepgl yHOMYWTkD7hCqmSN3UkAb110IoBcxTA==

Enter your private key (PEM format) here:

miiieOWobabkc3qwaOgVx0Tt6leY83Mrga+bek gPetcHRAw6eadpO0TIMVVSETQr

...private key details ...
nRI6GONkoumLUT9EVIF6bFoT3M6eDI7+NdDIhjVeOP*E4+hxEX50)M

Client certificate import succeed, exiting...

7000 £721% 8000 >V —X T NRA AT, A TF7A4 L XT BT z2— VA =T (N—Ku=7T
NRANRR) F—=FEEEF T 2= N7 B —XE—RNILET, Zoavr RE, A I710 &y
rD [73A /XA E— K (Bypass Mode) | 47> 3 U3 [/31 73A (Bypass) | I EIANLTND
A ORMERNTEET,

FNRAAEHBEIHTEIEASA T By N T 2= F—TF 0 T— BRI NDH LN 2
LICHEBELTLEE N,

72t X (Access)

7% & (Configuration)

X

configure bypass {open | close} {interface}

Z ZC. interface AV TA Vv RXTOWNWTNDDO/N— R T =7 R— s DLETTT,

1

> configure bypass open slpl

high-availability

TR ATE R AEDO NS RAZBWENZ LT, FRE LY LET, Zd a2~ Rik, NGIPSv,
ASA FirePOWER, 7213 &Y ZAZ 07 AUNRELTHEREENTWDET AL A TIFEH
TEFEHA,
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. gui

72t X (Access)

7% & (Configuration)

X

configure high-availability {disable | bypass}

1

> configure high-availability disable

FNRAADWeb A v HF—T 2 A A (VATFLDA D v —RHEHIFICETIND, @R T >
T T —RWebA X —T AR E) #HEMELITESCLET, ZDa~ 2 FIXNGIPSY
B LTV ASA FirePOWER Tl T 48 A,

TOERX

%7€ (Configuration)

(378

configure gui [enable | disable]

1

> configure gui disable

lcd

FNAADIERD LCD T 4 A7 LA ZANE-ITEHICLET, 2D~ Fit NGIPSv B
J Y ASA FirePOWER TIIfFHTX ¥ A,

72t X (Access)

#% & (Configuration)

X

configure lcd {enable | disable}
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log-ips-connections .

il

> configure lcd disable

log-ips-connections

FLER SNTRAA N2 MIBEMIT 5N TV DB A N hDOr X0 72 AR E i3Iz L
£7,

749t RX (Access)

%7 (Configuration)

(378

configure log-ips-connections {enable | disable}

1

> configure log-ips-connections disable

manager I < > K

configure manager 2~ > RiX, &EHLICLD Firepower Management Center ~0D 7 /A A DHEHE &
RELET,
72X (Access)

X7 (Configuration)

B PR IC D Firepower Management Center 7> b DA KRBT 2 KO T AA ZAERELET, ZD
AV NI TARAABRT 7T 4 TIEBRENTORWEEIZOEEEL £,

7 73A A % Firepower Management Center (25 $% T 5 121L, —EOFEH TR — N NHATT,
FEAEDEAIR, B — L —EICAA N ERIIIPT FLAZHRET OLENRH D 77,
7272 L. T /3A A & Firepower Management Center 2% NAT 7 /31 A2 X > THIF 6TV 55
HlE. BEF— L I EDONATID Z AL, AA MDDV IZ pontresonve & FHE L
£

X

configure manager add {hostname | IPv4 address | IPv6_address | DONTRESOLVE} regkey
[nat_id]
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HIBR

mpls-depth

REBF AL ZOATVESAvYT7LUR |

Z Z T, thostname | IPv4 address | IPv6 address | DONTRESOLVE} (&, Z DT /NA A% EHF
% Firepower Management Center O DNS 7R A 44, F72IXIP 7 KLU A (IPv4 721X 1Pv6) %15
& L% 7, Firepower Management Center % [H#%7 R L AHE TX 2V A1, DONTRESOLVE %
fEF L ¥, pontreEsoLve M9 554 (dnat_id NMFETY, regkeyif., 7/ A A% Firepower
Management Center |2 8§k 925 72 DI B 72— E O BT OB ERX—"TJ, nat id /L, Firepower
Management Center & 7 /NA A DGR T 17 A THEH SN DEE O T-O LT T,
hostname 7% poNTRESOLVE [ZERE S AV T W DG EITME T,

£l

> configure manager add DONTRESOLVE abcl23 efg4d56

Firepower Management Center DG H %2 T A AL HIBRLET, Zoa~<r RiE, 734
AWNT TT 4 TIEBINTWRNWGEEDOREEL £,

X

configure manager delete

il

> configure manager delete

BHA X —T 2 A ATMPLS LA YOHEEFHELET, ZDa~<r RIEINGIPSvE L TUNASA
FirePOWER Tli3fifi C&x ¥ A,

TOtAR

#%7E (Configuration)

BX

configure mpls-depth depth

Z 2T depth 1% 0~6 OFUE T,

1

> configure mpls-depth 3
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network I <> K .

network A< > K

dns searchdomains

dns servers

hostname

configure network 1< 3 NiX, FNRAADEHRA LV H—T 2 A AR TELET,

TUOERX

#X & (Configuration)

DNS M RA A L OHITFOY 2 ", o<y FTEESAE U R MoExH L 4,

BX

configure network dns searchdomains {searchlist}

searchlist [IH ¥ TCRYILNTZ RAAL DU AR ’C“?Lo

1

> configure network dns searchdomains foo.bar.com,bar.com

DNS 4 —R_ROBATOY X v &2, a~v2 RTHEESNEY X MoEx#x 9,

X

configure nework dns servers {dnslist}

dnslist £, >~ TXU 57~ DNS — DU XTI,

1

> configure network dns servers 10.123.1.10,10.124.1.10

TNAADKA N EHELET,

X

configure network hostname {name}

name (L LWV A N4 T1,

fxBTR120av k510 )77L02 ||




. http-proxy

http-proxy

http-proxy-disable

ipvé4 delete

REBF AL ZOATVESAvYT7LUR |

il

> configure network hostname sfrocks

7000 & 8000 > U — X B L IONNGIPSY /34 2T, HTTP 7 u XL 2R ELET, a~vr %
FAITLIZ% T, CLUZ=2—WICH L THTITP 72 X2 D7 RLAER— b, 7ax T OGN
VN E ) EamRET, RIEALERERII T ox v 0a—F4, TaXxinRAT— K,
BLOTmF L DONRAY— ROMREANNTHE I BRI NET,

NGIPSy FCZda<wy REHEH LT, HTTP e x> —_"EHRE L. RIEAF /A ZA8EH
FENT D=7 7 AV AMP 7 70U R~NEETEA L HICLET,

X

configure network http-proxy

1

> configure network http-proxy
Manual proxy configuration

Enter HTTP Proxy address:

Enter HTTP Proxy Port:

Use Proxy Authentication? (y/n) I[n]:
Enter Proxy Username:

Enter Proxy Password:

Confirm Proxy Password:

7000 > U — X, 8000 >V — A, F72ILNGIPSv T /3 AT, fEEDOHITP 7L DORT %
BB LE9,

B

configure network http-proxy-disable

1

> configure network http-proxy-disable
Are you sure that you wish to delete the current
http-proxy configuration? (y/n):

FNA ADEEA L H—T 2 A AD IPvA REZENT LET,
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ipvd dhcp

ipv4 manual

ipvadhep I

X

configure network ipv4 delete [management interface]

Z ZC. management interface |IEFA L H —T 2 A AIDTYT, A X —T = AEHRELY
WS, ZOavy RET 74NV NOEBRA VX —T 2 A RAERELET, TONRTA—H
l%. configure management-interface = ~ > N Zffi o THEDOEH A L F—T = A A2 HNT
DA DOHMETT, HEEOEEA 4 —7 = A A1E, 8000 > ) —X F /34 23 LTV ASA
5585-X with FirePOWER ' —E A TCOALY R — SN TWET, MO 7T7 v b7+ —ATIEZ
DRT AR ERELRNTLZE N, BHA VH—T oA AIDIE, T 7 4V NEBRA 4 —
7z A A TlLeth), 7> a DA b ¥ —TxA XA TlLethl TT,

1

> configure network ipv4 delete ethl

TNRAADEHRA LV H—T 2 AD IPv4 % E% DHCP ITHRELET, BHA L A —T A A
IZ DHCP #— " LlfE L ¢, REBMETG L £,

(378

configure network ipv4 dhcp [management interface]

Z ZC. management interface |3 EHA X —T7 = A A 1D T9, DHCP (X7 7 4 /L b DEFEA
YH=T 2 A ZATOHYR—FENTNDED, ZO5IEEFERTIHETHY A,

1

> configure network ipvé4 dhcp

FRA ZADEPRA B —T oA AD IPVARELXFHTRELET,

X

configure network ipv4 manual ipaddr netmask [gw] [management interface]

Z ZTipaddr X 1P 7 R VAT, netmask 3V 7Ry h~AT7 gwlidT 74V N F—hoxA
D IPv4 7 RV AT9, management interface |[XEA L4 —T7 2 A AIDTT, AV F—T =
A RAERELRWGS, Z0av Yy RET 74V OERAS X —T 2 A ZAERELET, T
Ds3F7 A—2% X, configure management-interface =~ > N & ffi > THEOEHA L X —T = A
AL FAINET DEECOBMIETY, BEOEHA > F—T = A AT, 8000 ¥ I —X F/3A
28 TN ASA 5585-X with FirePOWER —E A TO AP HR— I TWET, tho7F > b
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. ipv6 delete

ipv6 delete

ipv6 dhep

REBF AL ZOATVESAvYT7LUR |

T4 —ATIEIZONRT AL ERELRNTLEEN, FHA LV H—T =24 XIDIE, T 74
U NEBA L —T oA ATiEeth0, 7> a>DAR A B —T x4 ATlTethl TT,

1

> configure network ipv4 manual 10.123.1.10 255.255.0.0 10.123.1.1

FRAADERA VB —T = A ZAD IPv6 REXEINZ LT,

(378

configure network ipvé delete [management interface]

Z ZC. management interface |(IEPA L H —T 2 A RAIDTT, A X —T = A&fRE L%
WA, ZOavy FET 74V FOFBA VX —T 2 A AERELET, ZONTA—H
I%. configure management-interface =~ > NZ&ffi o THEOEH A ¥ —7 = A AZHHT
DA DOHMETT, FEOEIA ¥ —7 = A AL, 8000 > U —R T /34 25 LTV ASA
5585-X with FirePOWER #—E A CO AV FR— hEINTWET, 7T v b7 +— L TIEZ
DIRTA—=HERELRNTLEEN, BHA VX —T = AIDIX, T 74V MNEHA X —
7 xA ATl ethd), 7> 3> DA b A —TxAATTethl TT,

1

> configure network ipvé delete

FNRA ADEHA L H—T 24 ADIPv6 R E% DHCP IZRELF 9, BHA VX —T A A
IZ DHCP #— L lfE LT, REBMERE L £,

X

configure network ipvé dhcp [management interface]

Z Z°C. management interface [XEHA X —7 = A A 1D TT, DHCP LT 7 4 /L h DEFHA
VE—=T 2 A ATOHYR—FINTWDHTD, ZO5EEATLIHEITHY FH A,

il

> configure network ipvé6 dhcp
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ipv6 manual

ipv6 router

ipv6 manual .

FRA ZADEPRA B —T A AD IPv6 RELX FHTRELET,

X

configure network ipvé manual ipéaddr/ipéprefix [ipégw] [management interface]

Z Z Tipbaddrlipbprefix (X IP 7 RV AL T VLT 4 v I AR, ipbgwldT 74V K F—FU=A
DIPv6 T R A% K LET, management interface |FEHA 2 —T = A AIDTY, 44—
T A AEBELRWGA, Z0Oav s RET 74V NOEBRAS ¥ —T 24 AERELE
T, ZD/XT A—X|L, configure management-interface =~ > K& i > THEOEFH A ¥ —
T2 A AEFHNT BB OHBETY, HREOEHA 2 —T7 = A A1F, 8000 U —X
TNA A E L ASA 5585-X with FirePOWER —E 2 COAIR— kI TnEd, o~
Ty h 7 =L TEIORTA=ZZEELRNTIEI N, BBA 2 —T7 A X 1ID T,
T 74N NEBA U H—T A ATlTeth0, 7 a>DARY b A H—T A ATlLethl
T4,

1

> configure network ipv6 manual 2001:DB8:3ffe:1900:4545:3:200:f8ff:fe2l1:67cf 64

TR ADERA L H—T 2 ADIPV6 RELEN—ZIIHRELET, BHA LV —T A A
IXIPv6 L— & LB LT, REHHREIUEL T,

BX

configure network ipv6 router [management interface]

Z ZC., management interface |IEA L H —T 2 A AID T, A X —T A AEHELY
WA, ZOavy NET 74V NOERA V=T 2 A AERELET, TO/NRTA—H
IZ. configure management-interface =~ > N & ffi o THEDEHA L X — 7 = A A HNTT
DA DHMETY, BEOEEA ¥ —7 =4 A%, 8000 ¥ U —X 734 25 LUV ASA
5585-X with FirePOWER ' —E A COHAYR— SN TWET, o7 T v h 7+ —ATIEZ
DINTA—BEARELRNTLIES N, FIA V¥ —T7 = AIDIX, 774/ MNEBA V& —
72 A A TlXeth), 7> a DA b A H—TxA A Tldethl TT,

1

> configure network ipv6 router
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. management-interface disable

management-interface disable

BHA LA —T oA AN UET, BEOERA X —T = A1, 8000 > U —R F N
A 23 LY ASA 5585-X with FirePOWER ' — E 2 TOHRY R — F S TWET,

#X

configure network management-interface disable ethn

nlf, RETLEHRA LV H—T A4 ADKTT, eth0 7 7 4 /L NEFA V¥ —T = A A TT,

ethl (47 a0 DARVE AV HZ—T 2 A ATT, YAaTlE, BHEHFvxLEA B

F v RO FEHNZ LT, eth0T 74V NEBA VX —T 2 A REFHOEFICTH &
ZHELE L T E 9, Firepower Management Center 35 S OVE BEXf 57 /3 A A TEBIDA X2 b A
VH—T oA AT D HEOFEMCONTE, BEHA VA -T2 A A EBRLTLEX

AN

1

> configure network management-interface disable ethl

management-interface disable-event-channel

BESNEEHA LA —T A ATAXU DN N T 747 FX 2B LTS, B0
BWHA L H—T = A AE, 8000 U — X F 34 2 L TN ASA 5585-X with FirePOWER H—t
ATOHYR—FEINTNET,

X

configure network management-interface disable-event-channel ethn

nlf, ZRETLEHA L F—T 2 A ADHTT, eth0 7 7 + /L NEFA L X —T = 4 ATT,

ethl (I4 7 a0 DARV A HZ—T 24 ATT, YAaTlE, BHFvxLEA B

F X FNVOWFEFINZLT, eth0T 74/ NEBA VX —T =24 A HHOEEIZTH &
ZHELE L T E 9, Firepower Management Center 35 J OVE BRXf 57 /3 A A TEBIDA X2 b A
VHE—T oA AT D HFEOFEICOWTIE, BEA VX —T oA A SR LTLIES

VN,

1

> configure network management-interface disable-event-channel ethl

management-interface disable-management-channel

RESNIZEHA L X —T 2 A ATER N T 7 4 v 7 Fr XV LET, HEROEHA
Y H =T = A AE, 8000 Y — KX F 31 ZF LT ASA 5585-X with FirePOWER H—E 2 TD
HBYR—b SN TOET,
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management-interface enable .

X

configure network management-interface disable-management-channel ethn

nif, RETHEHA L H—T =2 A ADEKTT, eth0 T 7 4/ NEFA L H—T =14 AT,
ethl (47 a0 DARV AV HZ—T 2 A ATT, YAaTIE, BHEHFvRrLEA T
F ¥ FNVOW T EENNIL T, eth0T 74V MNEBIA VX —T oA REHHOEFIZTH L
ZHEEE LTV E 9, Firepower Management Center 38 L OVEBEEXT SR T /N4 XA THEBIDOA X bk A
VH =T 2 A AT B FEOFEMICONWTIE, BHA VA —T oA A ZBBLTLIES
AR

1

> configure network management-interface disable-management-channel ethl

management-interface enable

BELLEEEA LA —T =24 AEHFMNILET, BEOEHA ¥ —T7 =4 AL, 8000V —
A F A ZAF TN ASA 5585-X with FirelPOWER 3"—E A TO LY R — N TWET,

X

configure network management-interface enable ethn

nld. BINCTAEHA L —T 2 A4 ADHTT, eth0F 7 4L MNEHA L X —T =2 A AT
T, ethl (T4 7 arDARV N A E—T A ATT,

TNA AL BT 554, Firepower Management Center & Bl A > &% — 7 = A A(Z1d 2 DD I
DT T4 w7 FXxRABHYVET, BRI 747 FXRUITRXTONE T 7 4 v
7 (T ADEBRIZEEDOT A AR N T 74 v 772 E) Z5EL, AV NG T 407
F X RMITRTA RN 8T T 4w 7 (WebA X2 M) ZEELET, LEIZSLT,
Management Center TEBIDA X2 "EHA VX —T =2 A ZAZHEL, /XM T T 407
AT A Z L TXE9 (Firepower Management Center Web { > % 7 = — AT, Z DHEMN
FITSINTVDZLEHERLTLIEIWY) , ARV MEAAS UV H =T oA AL DETHRET
EET, ANUD TV 4y 7 FREOHBEZER TS WREERH LT, FHENT T 4 v
TInbAXRS N 8T T 4 w7 5T % 2 & T, Management Center D/X7 4 —~ A% [h] |
SHBHZLERTEET,

TN bEDeth0 A vV F—T A AWK, T 74NV FTEBEANX N F v RO TR
BENLTVWET, MEIIELT, ANV FHEHA LV H =T 24 XL LTethOf VF—T = A A
ERAMNZTEET, AMRETHIUL, T3 A A2 N A L F—7 = A A L Firepower Management
Center f X2 N A U F—T 2 A ADT, A XV NT 740 I BREEFEINEST, A2 F
PRy RNT—=IRE T FTBE, AN ST T4 P1F, TIFNVIDOEHA L —T 2 A R
WIRY £9, ARERGEIITIEOA Xy b A v Z—T oA ARFERINETH, FHA
B—T oA ANy 2T v 7Ly £,

BEHA LA =T oA AEHMNTDHE, BEHEAXRV N TF Y RO ERT 7 4V 5 THR)
ZENET, BEHF Y RN EAR N TF XY RNVOWHIZT 7 4/ NEBRA X —T = A A%ff
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. management-interface enable-event-channel

MT2ZezBBDLET, 20%, BIEOA NS FEMAA =T = ZZHNTLET,
Firepower Management Center { N> N A V¥ —T7 =4 RIEBT Y XNVD T T 4 v T &
ZIFANDZERTERNDT, TAARAARY N AV B —T 2 A4 ZATEBRF ¥ RV EHIC
RN LT EE0Y,

configure network {ipv4 |ipv6} manual =~ > FZfEH L T, HF#HA ¥ —T7 =24 ZADT FL A
axiE LET,

1

> configure network management-interface enable ethl
> configure network management-interface disable-management-channel ethl

management-interface enable-event-channel

BEINEEEA LA —T A ATARXVS VT 7497 FYrVEaHMILET, HED
BELA o —T = A AL, 8000 U — X T34 2 LN ASA 5585-X with FirePOWER - —
ATOHYR—FEINTNET,

X

configure network management-interface enable-event-channel ethn

nif, RETLEHA L H—T 2 A ADTT, eth0 7 7 4/ NEHA L X —T = f ATT,
ethl (347> a v DARV N AV F—T 2 A ATT, YAATE, HEHF v 3L EAL X b
F ¥ FNVOE G EGNILT, eth07 74/ NEBA L H—T = A AEHHOEFIZTHZ &
ZHELE L T E 9, Firepower Management Center 35 J OVE BEXf 527 /3 A A CEBIDA X K A
VH—T 2 A AT D HFEOFEMCONWTIE, BEHA VA -T2 A A EBRLTLLEX
AN

1

> configure network management-interface enable-event-channel ethl

management-interface enable-management-channel

BESNTEERA L E—T A ATERN T 74w 7 Fy RN EENCLET, EEOEHA
vHE—T A A%, 8000 2V — X F 34 23 L TN ASA 5585-X with FirePOWER #—E 2 TD
HYR—FENTHET,

X

configure network management-interface enable-management-channel ethn

nlI. BETAHAEHA L X —T 24 ADETT, eth0 T 7 4V MNEHA VB —T = A ZTT,
ethl (347> a3 DARV N A F—T 2 ATT, VAT, BHF vy L EAN B
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management-interface tcpport .

F ¥ FNVOMSTEHAIMILT, eth07 7 /0 MEHA U F—T = Z2{DOEFITTH L
ZHELE L T E 9, Firepower Management Center 35 J OVE BRXf 5T /3 A A TEBIDA X2 b A
VHE—T 2 A RAEMERT D HEOFHMIONTE, BEHA VX —T oA A ZBRLTLLEE
AN

1

> configure network management-interface enable-management-channel ethl

management-interface tcpport

management-port

BEHEHO TCP R— FOEEZZEF L E T,

X

configure network management-interface tcpport port

port TR ET HEHA— FDETT,

1

> configure network management-interface tcpport 8500

TR AD TCP EFLR— P DEERE L £,

X

configure network management-port number

number IR ET HEBR— FOEEE L E T,

1

> configure network management-port 8500

static-routes ipv4 add

FBELEEEA L X —T oA ADIPvE AZT 4 w7 b—rZBILET,

X

configure network static-routes ipv4
add interface destination netmask gateway
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REBF AL ZOATVESAvYT7LUR |
. static-routes ipv4 delete

interface |3 B A X —7 = A A destination |Z%65C IP 7 KL A netmask |Z %~ hU—7 =
AT T RUA, gateway [TiBINT 57— b =4 7 RLATT,

1

> configure network static-routes ipv4
add ethl 10.115.24.0 255.255.255.0 10.115.9.2

static-routes ipv4 delete
RELLEHRA X —T 2 A ADIPVAAZ T 4 v 7 V— FEHIBRLET,

X

configure network static-routes ipv4
delete interface destination netmask gateway

interface IXEFEA X —7 = A A, destination IFZ355C [P 7 KL A, netmask Ty hTU—7 <=
A7 T RV A, gateway [ZHIBRT D7 —bhU=A 7 RLRATT,

1

> configure network static-routes ipvi4
delete ethl 10.115.24.0 255.255.255.0 10.115.9.2

static-routes ipvé6 add
RELLEHA VX —T 2 A ADIPV6 AX T 4 v 7 L— B LET,

X

configure network static-routes ipvé6
add interface destination prefix gateway

interface [FEHLA > ¥ —7 = A A destination (35855 IP 7 R LA prefix | IPv6 'L 7 1 v 7
2, gateway [ZiBNT 57— h U= A 7 RLATY,

1

> configure network static-routes ipvé
add ethl 2001:DB8:3ffe:1900:4545:3:200: f8ff:fe2l:67cf 64

static-routes ipv6 delete
FBELIZEEA VX —T 24 ADIPV6 AX T 4 v 7 b— N EHIBRL £,
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password

password .

X

configure network static-routes ipv6
delete interface destination prefix gateway

interface [FEHLA > ¥ —7 = A A destination (FFE5E IP 7 R LA prefix | IPv6 'L 7 1 v 7
25, gateway [FHIFRT 55— hU = A T RLATY,

1

> configure network static-routes ipvé
delete ethl 2001:DB8:3ffe:1900:4545:3:200:£f8ff: fe2l:67cf 64

BITO2—HE, BHONSAV—REEFRTLIENTEET, avr FERTT5E, CLI
FHED (FV) NRT—=F2ANTLE)2—FICHERL, ZORTHLWART—FE2
FIANT D& S BERLET,

72t X (Access)
FHAR

(38

configure password

1

> configure password
Enter current password:
Enter new password:
Confirm new password:

Ay X5 DEMEL

7000 33 L T88000 > ) — X DT NA A TlH, WDOTNA RFET DAL v 7 HERRITT X THI
FREivEJ,

e T IATVELTHRESNTWVAET AN, AT, A¥ v 7 35E2ICHIBRENE T,

B HFYELTHRESILNTNDT AL AT, ZOT A ZIAZ v 7 D BHIBRISIVE
—a—o

ZOa< FiE, NGIPSv %7213 ASA FirePOWER ¥ = — /LTIl c& £ A, £/2, Z
NEFH L TT A ZAO@ A T 23R 2 2 LI3TE 8 A,
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user A< KR

TOER

REBF AL ZOATVESAvYT7LUR |

ARy X TBEED LMY T4 T AL DBEEMLTERVERIE, 2o~y Fafif]
L %7, Firepower Management Center % {5 THEHI T & 5385613, 14V IZ Firepower Management
CenterWeb A v 4 —7 = A ZA%&MHTHEIEZX DA vE—UNRRINET, FERIC, 77
A<V THRAREFEHTELELAIC, B XY ELTRESNTNDST /N, A ETstacking
disable #x AT DL, T4 TAAL AN a~vwy REANTHEIBZ DA v E—UN
KRENET,

TOtA

7% & (Configuration)

X

configure stacking disable

1

> configure stacking disable

NGIPSY COAFHTE £7, configure user A ¥ N TN, AP —h) 22— F—X
‘/\“”—X %%@ L/i‘g—o

749t X (Access)

#X & (Configuration)

BELLEa2—VFDOT 7 BA L~ NWEELTLETST, Z0a~vr RN, BESNa2—FRRIZe
TA T DHEEITHI R T,

X

configure user access username [basic | config]

usernamel, 77 B AEBEET H2—YFOLETEZE L ET, basicldbasic7 7 B A%, config
IZ configuration 7 7 £ A& FE L £7,

1

> configure user access jdoe basic
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HIBR

B .

BESNLNET /A L_RLTH LDNa—FEERLET, Zoavy KT, 2—%Fo
NAT—REANTDHEIBERENET,

X

configure user add username [basic | config]

Z :'(‘\ username fi%ﬁ LU\:’—_“B'@%EILJ.%"*EE Lij‘o basic ﬂi%j§77’kz\ config 0:1%4“7]?
T EAERLET,

il

> configure user add jdoe basic
Enter new password for user jdoe:
Confirm new password for user jdoe:

Z—H RRT— NIZEHMIRZRE L ET,
XX

configure user aging username max days warn_days

Z Z T, username ﬂil*"ﬁ‘@% G max_days (I AT — F73>7ﬁ§j17‘£%j< H 2. warn_days fiﬁ
RPN D RN =Y B ANRAT — FELRETD7ZDICHR STV D A ERLET,

il

> configure user aging jdoe 100 3

a—Hra—Por—bLFT 4L 7 M EHIBRLET,

(378

configure user delete username

username XL —HFDLETEE L E T,

1

> configure user delete jdoe
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B isable

disable
—PEMHCLET, Eshpa—FIn A o TEEEA,

X

configure user disable username

username 6i3‘—‘ﬁ-@% [FlIRs LET,

1

> configure user disable jdoe

enable
2—PEENMLET,

X

configure user enable username

username | —HV DL RIZIRTE LE T,

1

> configure user enable jdoe

forcereset

A—PRRIZ T A T HEEIT, NAT=RFOEERLZERLET, 2—FRn /A LT
AV—REERETDLHEL, BREOF =y 7 NABKIZANIRY £7,

BX

configure user forcereset username

username 32—V DAHI R L F T,

1

> configure user forcereset jdoe

maxfailedlogins
FRELIa—YR, e/ A TRIETE DRREERERELET,
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password

strengthcheck

unlock

password .

X

configure user maxfailedlogins username number

username 13— DLHI, number 1%, 074 L TCRIETE DR KA EZELET,

1

> configure user maxfailedlogins jdoe 3

2—HFDONRRT—RERELET, Z0avwr R, 2—HF0RRU— 2 AT 5L 58
REINFET,

X

configure user password username

username 1T —V OL4HTIH#F L F1,

1

> configure user pasword Jjdoe
Enter new password for user jdoe:
Confirm new password for user jdoe:

2—PFDO/NRAT — RIS DBEOEMEZFHEITEDCLET, 2= AR T—FDHFH)
HIR B 7= 854, £ 7213 configure user forcereset 1~ > K& L725A 1L, = —F 2 KkIC
B LI L FICZOBEMENEBRITADICRY £,

X

configure user strengthcheck username {enable | disable}
L. disable (X, FBEIN/Z2—FDNRRAT — ROBEMHZHIERL 97,

1

> configure user strengthcheck jdoe enable

07 A RO REEBR L ma—Y 2oy 7R L ET,
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. vmware-tools

X

configure user unlock username

username I —V DOL4HIH#F L E1,

1

> configure user unlock jdoe

vmware-tools

NGIPSv T® VMware Tools DRSEEZ FEhE /I3 EIC LET, ZDa~ 2 Rk, NGIPSy D&
THEATE X7,

VMware Y —/UL, KRB~ v ONRT7 3 —< L A2 b L& 00a2—T )T 4 A — K
Td, ThoDa2—T 4 VT 4 &2FEMAT 5 L. VMware 85 OFEFR] 22 GE 2+ X CTIEHTE %
Ty ZTOVAT AL, TXRTCORBT TS IA TV ATRODT T T, Y R—FLET,

* guestInfo
* powerOps
* timeSync

» vmbackup

VMware V — VB LV R—FEND 7T 7 A L OFFEMITHOWTIE, VMware @ Web Y1 k
(http://www.vmware.com) ZZH L T 7Z &V,

749t X (Access)
FHoR

(378

configure vmware-tools [enable | disable]

1

> configure vmware-tools enable

P EERFAAROITVESAVYTFLUR
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295999

95399 T84 X Clisystema< > K .

—

T /314 X CLlsystem 3 < >

system 2~ REFHL T, VAT LAEBEKOTZ7 7 ANVBILOT 7R a2 he— VOREE
BTHTBHZ LN TEET, Configuration CLI 77 ¥ AMEZFFOL—F DI, AT L E— R
Ta<wy RERTTEET,

TOtEAHEa< 2 F

archive

clear-rule-counts

rollback

system access-control A< ]“@i\ 1*‘%753?/\4) 2J:’C77“122ﬁ5"J ﬂ&ﬁ%%@f% 5 &
I LET,

TOtAR

% & (Configuration)

BWERHINTWAT 7R aryba— LR —%2TXA K 77 A4LE LT /var/common
R LET,

B

system access-control archive

il

> system access-control archive

TR arrr——Oty FEEOIZYEY FLET,
XX

system access-control clear-rule-counts

il

> system access-control clear-rule-counts

CHNETICEBASINZT 7B AHIEHEREICH LT, AT LAOBIFEZITVEST, ZDa<vw K
BAL 7 ETIE AT AT OTSA ZATHEAT A EIXTEEE A,
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. AVTSAFTUR ATV

X

system access-control rollback

1

> system access-control rollback

O >
AVITS53AT72ARAARVE
a7 4T A (compliance) <2 RiX, FRAZADEX 2 VT 4BEILTTAT LA
E— NOERR, REZITWET,

AR ZOREEAINCT DL, BT L LI TEERA, BT 2XLER S L551L. W
A= FEAICZEK ISV,

TUOERX

%7 (Configuration)

enable cc
FRAZADEX2 ) T 4RERENE T V7457 V7T (CC) T— RIZRELFET,

AR ZOREEADCLIAIL, BHCTHZ L3 TEERA, BT DLERS IHGEE, V
R— MTBRINWEDELSTZE W,

X

system compliance enable cc

1

> system compliance enable cc

enable ucapl
TNAZADEF 2 T 4 FBEERZ A EE GBS 2545 U 2 & (UCAPL) £ — FIZ#&
ELET,
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show

show .

COREEAMMUTZIT, BT LHZ LT TEEEA, BOICTO2LERH L LA,
A= MZBRWEDLELZI N,

(378

system compliance enable ucapl

1

> system compliance enable ucapl

TNRAZDBUED X 2 VT AREDA LT TAT A E— 2R RLET,
(378

system compliance show

1

> system compliance show

disable-http-user-cert

TV TAT 2 FAEHEEZ R S E L ERFHA SIS LT,

72t X (Access)

7% 7E (Configuration)

(378

system disable-http-user-cert

1

> system disable-http-user-cert
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copy
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list
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system file I¥ 2 RZfEHTH L. a—Wt, TS A EOcommonT 4 L7 MVIZHBT 7
ANEERTHZENTEET,

TUOERX

% & (Configuration)

FTP #fHA LT, v/ A v 2=V LEZFEHL TCWAKRA M EDODVE—halr— g7 7
ANVEERELET, 2—H/L 774/ iZcommonT 4 L7 FVICEET HMENH Y 7,

X

system file copy hostname username path filenames filenames ...

hostname !;t&'—/f/ ]‘@ U £ — ]\ R A f‘@%ﬁﬁiflbi P77 FI/X 75"% LiTO username ﬂiu
Sl NV }‘J:O):L’*"j‘@%ﬁﬁ\ path TVE— KRR ]\j:@ﬁ%/\o}i\ filenames biiﬁﬁé?é
B—HN Ty ANERLET, BHOT7 7 ANHIEFAR—ZA TR > THRELET,

il

> system file copy sfrocks jdoe /pub *

commonT A4 L7 FUMB, FELE7 7 A VEHIBRELET,

X

system file delete filenames filenames ...

filenames 6iﬁ”%¢6774ﬂ/%#§ﬁ§ LET, ?‘E;&®77/fﬂ/$ [FAR—ATCXY]»5 VC:.FE‘EL
i‘j‘o

1

> system file delete *

T ANEDEEINTHRWESIE, commonT 4 L7 RUWNDTRXTDT 7 A )LD T
BEROBEL, VA X, BLOTZ 7 A NVANEREINET, 77 A NVEANBEINTWBEEE
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secure-copy

secure-copy .

. BESINTE 77 AN E B LT 7ANLT, BEOEL., 14 X, BLOT 7 A L4N
FrEInET,

X

system file list filenames

filenames (IRFT D7 7 ANERLET, HEDOT 7 A NZIFTAR—ZA TR > THREL E
—éqo

1

> system file list

SCP#EH LT, v/ Ay 2—FLHEFHALTCNWDEANEOVE—F B — a7y
ANFEHZELET, v—h)Lb 77 AL, /var/common 52\4’ L7 RVICHET HHLERD D F
ﬁ‘o

(378

system file secure-copy hostname username path filenames filenames ...

hostname TlL, FRD YV E— M FAX FNOARATEZIXipT FUVAZRTE L E T, username T,
VE—hFANOZ—FHERELET, path TiE, VE— b KA MO ARAEHELE
o filenames TIL, Bk T 20—V 77 A NVERELE T, 77 A NAIIARX—ATRXY)
0D EJ,

1

> system file secure-copy 10.123.31.1 jdoe /tmp *

generate-troubleshoot

VRAAPRNINMEHT A N T TN a—T 4 T TR EERLET,

72t X (Access)

7% (Configuration)

(378

system generate-troubleshoot

fxBTR120av k510 )77L02 ||
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. Idapsearch

ZTOWXIE, EONT TNy a—T 4 v T T —ReFRTINERETDHIZOD, S a v
DG A—FZDY A NEFERLET,

1

> system generate-troubleshoot

Idapsearch

=N, FFEINZLDAP Y — RO/ U EFITTEBHLIICLET, T_XTONRT A—H
MUETHHZ LIZEBELTLIEE N,

TOtR

#%7E (Configuration)

(378

system ldapsearch host port baseDN userDN basefilter

host I LDAP — 30 K A A > port {Z LDAP #— 37" — bk, baseDN |35 35 DN (G5
4) . usetDNIXLDAP T « L7 b U~/ K9 52— D DN, basefilter (IfRFETH L a— K
EERLET,

il

> system ldapsearch ldap.example.com 389 cn=users,

dc=example,dc=com cn=userl,cn=users,dc=example,dc=com, cn=user2

Ovo58y vo4g—

expert A~ KEHIBRL., T8 A EDbash V= /L~T 7R LET,

AR ZoavryPE YR=IRLDRY P74 v 7 ARBZWEEITRVIET I LI TE EEA,
N ITEE BT,

TR

X7 (Configuration)
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nat rollback .

X

system lockdown-sensor

1

> system

nat rollback

LIzl L CWENAT DR EIL, VAT AEZRLET, 2D~ RiEINGIPSy 7212 ASA
FirePOWER TIIfFEA C&E FX¥ A, ZDa~wr REAZ v 7 -G AT OF A4 AT
AT LI TEERA,

TUOERX

%7 (Configuration)

X

system nat rollback

il

> system nat rollback

reboot
FTNAREY T —RLET,

TOtAR

%7 (Configuration)

#X

system reboot

1

> system reboot

fxBTR120av k510 )77L02 ||



B estart

restart

REBF AL ZOATVESAvYT7LUR |

FNRAAZADT IV r—varwmiEgL £,

TOtR

%7 (Configuration)

(378

system restart

il

> system restart

support A% > K

system support I ¥ NEMEHT5Z & T, T A A b DF5Ek 72 SSL ClientHello @fi%%fif
TETS

TR

X7 (Configuration)

ssl-client-hello-display

SSL/N\> R = A 7 BflZ ClientHello A v & — Y 2T 57O OHEORELZ R R LET, =
NHORTEDHAIZHOWTIL, ssl-client-hello-enabled 33 JX TN ssl-client-hello-tuning
<V FEZBRLTIEIN,

TOtAR
B %N

378

system support ssl-client-hello-display

1

> system support ssl-client-hello-display

ssl-client-hello-enabled

SSL /N> R/ = A 7 ERIT ClientHello A v & — 3 OERER 72 ALER 2 48 U F 4,

P EERFAAROITVESAVYTFLUR
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wxRBF L2033 k54 y77LoR [

AE U R— IO OERARRWVEY, Zoa<vwy NIZEHLEWTFEEL,

749t X (Access)

7% 7E (Configuration)

B
system support ssl-client-hello-enabled setting {true | false}
Setting \ZH5E CTE DT D E BV TT,
feature

ClientHello A v &— O F T ORERR PR 2 il L £,
curves

Firepower 3 A7 A TH R — b STV RO RFR OHIBR 2 HIE L £ 5,

etrue (B%h)  HFE— F SN TR TRTOFEM R % ClientHello A~ E2— Y005
ﬁ”l&%b\ ]\574' /7@@%@6ﬁ$7bi|ﬁibiﬁ‘o extensions%ﬁﬁé%ﬁ@”:‘a‘é%\g
HLdH v ET,

e false (%)) : ClientHello A v B —NOBAR— R S TWARWFE T AR 2158 L.
T T 4w 7 DIEEDOHERNMET LET,

ciphers
Firepower ¥ A7 L THAR— F SILTWRWIES A A — N OFIBRZH14#E L £ 7,

strue (%)) ¥ AR— FINTWRWEES A A — % ClientHello A v &— 05 HIlFR
L. N7 74y 7 DEZOMENRR ELET,

e false (#EZ)) : ClientHello X v E—YNOY R — F INTWARWIE S AL — b Z4%
FFLET, ZHUCTED N T 740 v 7 OESZOMEMNMET L, BET 2851 X ho
SSL Flow Error 77 . —/V K C%${® Unsupported &7 —=X°Unknown Cipher &7 —
DRAET HAEEMEDN B £7,

NRES
B35 215 % TLS YRR O ARz filfH L £ 9,

ctrue (%)) HB5ZPT 5 TLSHLKEZKFE L, ClientHello # v 2 — U bHIER L %
7, curves, session_ticket, 35K Walpn Z AT 256, ZOEEZIEET DN
HYFET,

e false (MEZ)) : ClientHello A v E—HNOTXTO TLS VEEARFF LE 4, Zhic
SV NI 747 DEEOMENMET L, BIET 281~ ;D SSL Flow Error
7 4 —J)L KT Unknown Session T —0FATHAEEMENH Y 1,

session_ticket
ClientHello A & —® SessionTicket LR DALER ZHilfH L £ 9, v A7 L3715 ClientHello
A v EB—NO SessionTicketfEEF ¥ v a3ty va vy T—F LHRETX A,

fxBTR120av k510 )77L02 ||
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B ens rzoavs k5407700

TIAT v hEPF—NRTEERSSLAY Ry oA I DREFTEINRLS ThbEy S a2 HE
TEFET,

e true (AR BRI SessionTicket fE % ClientHello A v & — 23S IR L%
T, ZhUCkY, BlENTEYy v a TR T T 4 v 7 OESOMEEREN M ELET,
extensions EXBMITHMLELH Y 97,

e false (ZE%)) : ClientHello A v & — PO T D SessionTicket 8 & {£F L £,
ZHUCED NT T 4 v OB BOMERMET L, BT 5851 X k@ SSL Flow
Error 7 4 —/L K C Uncached Session =7 —MNIAETAHREEMENRH Y 4,

session_id
ClientHello X v & —Y Dt v ¥ a VAllBIIFERZORHZHIE L E3, AT LA0EE
ClientHello A v E—YNOE v v a VillBl T 2%y v vadhicktyva vy 7—2 LA
TEXDHH6. 7947 MY —NTRERSSLNY Ry =g 7 BFEITINLThEe Y
varEHEETEET,

strue (%)) RS2t v o3 VERBIE % ClientHello A~ — Y22 HHIBR L
I+, 2k, &SNy a TR T4 v 7 OESOMEERE ELE
7,

s false (M%) : ClientHello A v E—YNOTXTOE v v a Vil HEZREL E
T, THICED N T T 4 v ODESOMENMET L, BEET 581~ D SSL
Flow Error 7 4 —/L KT Uncached Session =7 —MWHALETAHAREMNH Y 97,

alpn
HETX7/U ALPN 72 k 2 /U{H, 472 SPDY 3L OHTTP2 7 u k= /L DI % Hil4E L
*7,

ctrue (A% : 7547 N SPDY £721XHTTP2 B v g V&l d 52 & &2k
IEL, FT7 74 v 7 OEZBLOREOHRNM ELET, extensions @ E & H I
TAHAVLELDHY 7,

e false (BERN) VT4 T b3 Y—,3E SPDY £/2IXHTTP2 B v ¥ 3 V&2 fNid 5
ZEEHVL, NI T4 v OBEFRBIOMREOHERENMET LET,

compression

ClientHello 2 v &—235 O TLS JEREE R OEIFR 2 H15 UFE 5,
ctrue (B%h) 1 Z2I9AT7 v "B Y—NRETLSIEMiE v a VAT H 2 & 2281 L
i—a‘o
o false (BB 7 IAT v "R Y—NE TLS JEMit v a v 2T 5 2 & 2 dFn]
LET, 2KV ey a DT 7 40 v 7 OSBRI G, BT 2861 ~
> b ® SSL Flow Error 7 4 —/L KT Compression Used ™7 —M3E$ 2 A[Eefh)s
&) D i—g—o
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ssl-client-hello-force-reset .

il

> system support ssl-client-hello-enabled feature false

ssl-client-hello-force-reset
F 7 4 )V MEIZALFRT % ClientHello 2 v 2 — Y OB EAREAREREX VY FLET, VAT A
T2 —YVOMEREZLELE ST HITLET,

AR VAR DO OERBRVRD, Zoa~vy RIMEHLEWLWTL 7230,

TOtAR

% & (Configuration)

X

system support ssl-client-hello-force-reset

1

> system support ssl-client-hello-force-reset

ssl-client-hello-reset

F 7 4 )b MEICHLERG % ClientHello A v B — OB ETRERFTELZ VY FLET, VAT A
1. BT T DR —V OMRELE S LET,

A

FE VRIS OREARRVIEY, Zoavy RIFEHLENTLZE0N,

749t X (Access)

% 7E (Configuration)

(378

system support ssl-client-hello-reset

1

> system support ssl-client-hello-reset

fxBTR120av k510 )77L02 ||



. ssl-client-hello-tuning

ssl-client-hello-tuning

REBF AL ZOATVESAvYT7LUR |

SSLNY Ry = A 7 REZAFERRI R T /3 A A ClientHello A & — Y% ED K 9 IZEET 505

BTxFEI, ZDa~<r RNk, ClientHello A vE— T
BIWMEEDT 74V VA E

FEELFE4, Zoa~r NiX

YR SN BREE AL — b, B

. PRI SNAIEDT 7 A+ K

JA M2y MY ZBINT 50, FFTSNDMEDOT 740 s U X Ehbxr b 2HIRT 572
JTY, TN VA MIEEEIREEA,

AE YR OEFRARWVEY ., Zoawy NIZEHLEWTL XN,

TUOER

%7 (Configuration)

(378

system support ssl-client-hello-tuning setting value

value BRIIMEDO N <X EIY DY A R &EHR— K LET, setting 5 K O value B3 D% TE I HE

REIZIIRNEENE T,

RIE

VATLDTY 3y

fEe

ciphers_allow

ClientHello A vt — Y CTHRE
SINTHEEAAL — N EFFAI L
9, Zoavy ReMiAd
HE, VAT AIEET LT
T O ClientHello X v&—
THREINTRFAAL —
L £,

ciphers_remove

ClientHello A vt — Y CHE
SINTZHEEAL — FEHEE L
3, Zoa~r REFHAT
Hé, VAT LIEET LT
~T D ClientHello A vt&—
MHIRE S5 A A — b
ZHIBRL 9,

IANA @ Web B 7 %
DT AL — S DEETUHF L
¥, https://www.iana.org/
assignments/tls-parameters/
tls-parameters.xhtml#tls-parameters-4

TANA 1T 16 EEDOE A4 L
I+, Zoavr REFEHL
TENOHE10ERICEH L £
ER

P EERFAAROITVESAVYTFLUR
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shutdown

shutdown .
RE DRTLOTOa Y E
curves_allow ClientHello A v —THEE |IANA @O Web %A k2> 5 il
SN FEH AR AT L& O ETIF L ET,

T, Toavy REMHT5
L. VAT NTIEEFTH T
T® ClientHello £ v &—C
e S - kMR 2 R FF L
*9,

curves_remove

ClientHello A v & — Y THHE
ST FEM R A IS L E
T, Toavy REMHT5
L VAT AIEFETH TR
T® ClientHello X »&—7»
DR E S AU FE M iR & Hl bR
LET,

https://www.iana.org/assignments/
tls-parameters/
tls-parameters.xhtml#tls-parameters-8

extensions_allow

ClientHello A vt — Y CIEE
SNTILREFAILES, 2
Da<wy REfERTHE, &
AT KIEFES 59 TO
ClientHello A v & — Y CHE
SNTAEEZREEL £,

extensions_remove

ClientHello A vt — Y CHEE
ST kEMH AR A A L &
T, VAT AIEFTH TR
T ? ClientHello A v &—H»
SIEE SN JEREHIBR L &
T T7HNITIE, VAT
DITHEHE 22, 23, BXW
30032 ZHEAR L E T,

IANA @ Web -1 k2B HLHE
DEEEGFLET,
https://www.iana.org/assignments/
tls-extensiontype-values/
tls-extensiontype-values.xhtml

1

> system support ssl-client-hello-tuning ciphers allow 4,7,16,22

FTNRA Ay N E U LET, ZOa~< RiX ASAFirePOWER £ = — /L CIIf#f ¢ &

EH A,

fxBTR120av k510 )77L02 ||
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B ens rzoavs k5407700

TOtAR

7% & (Configuration)

X

system shutdown

1

> system shutdown
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