TNAZADEBDER

WD k¥ 7 TliL, Firepower ¥ AT L TT NA AEEHT D HIECHOWTIAL £,

o [T /31 A& BE (Device Management) | ~—3 (1 ~4—7Y)

« VE— MEHOKRE 3—)

» Firepower Management Center ~MD7 /3 A ZADE (4 =X—)

« Firepower Management Center 7> 5 D7 /3o ZADHIER (6 ~=X—)
e TNRARA AV T 4 X2 lb—a VORE (7T5—)

A BE=T A AT =T Ea— (183—)

c TN R T N—TERH (22 5—)

—

[T/314 A& (Device Management) ] X—

[T /34 A& (Device Management) | -X—20F, BERSIN72T /31 A, 7000 3 L 8000 >
Y =R FRLADN TRATEY T 4 T BEOF A R S T E IS B =0l hl
HAT&%, —#HOEREAT v a v PRERRINET, ZTDO—IIZIE, BifE Firepower Management
Center |ZBERINTWNWDTRTOT NS ZAD—ENFRINET,

[V— FEYE (sort-by) | K7 XUy VA RNEERTLE, JV—T, T4 A, T
N, FET7EA 2y ha—L R —DOWNWTNOHT T TFNL RA—EE Y — T
EXFET, AT RALVEATIE, RAA Y (FOEANDT 74V NORFRHT Y ) ZHHE
W= T2 TEET, M RFV—T7 RASLSVIZBLTWAMLENDY £9°,

TNAAZANTAVICET 27 A A0 —8IE, BAEZEIMINFRTEEST, 7740 T
T, T A RRRA SN ET,

TNA A—EOFAIONTIE, LTFOERESH LTI ZEN,

TNRAZADEBEOEK .



B z=us7 120708000

=R 1:[T/314 R—& (Device List) ] 7 4—IL K

FINA ZOEEDEKR |

T4—ILF

Bl

[4 ] (Name) ]

Firepower Management Center C7~/NA A [Z{ ]
ENTWDEERTA, AHIOERICH D AT —
BAT A AN, ZDOHRTDOBIED LA A
T2 RAERLET,

Tn—"

EEXRT NA ZAZEN) YTl T —"7,

5L

o

HRRT AL ZADFET )L,

TA L ADH AT (License Type)

EHHRT NA ZATHMIRTA B A,

T Aaryba—n R — (Access
Control Policy)

BAEBEASINTWAT 77X o ha—/LiR
JVo—~DY v, VATEINT IR
fa— R o—2 b0 L LTGEIT S
L. Z0) vy oficsEE T2 (@) »
FRINET,

EErEYY
Firepower DEEHE T A & 2 AIZDW T
SNIVAFT=HY T ONT

TIEAayrua—)LiRY—DEH

EEWETINAADIT 4 ILZ) YT

AT—F 54t |HEDTA LR | HH— FENBT | FR— R ENB E| oA

~ R INA R A (Access)

e (Any) £ (Any) £ (Any) ) —7 DH Admin/Network
Admin

Firepower Management Center 73 K& DT A A& FHT 5855, [7 /34 AEH (Device
Management) | X— Y DFERZKL VAT Z L TREDT NA A% O3 7 7,

FIE

ATYF1 [T/NA R (Devices) | > [T/31 REH (Device Management) |% 3R L £,

RT9T2 THRALADY A NEKLVIATLICIE, [T/51 A4 (DeviceName) |[7 /34 A/7R A~ (Device/
Host Name) ] 7 o —/L RIZT A ZAA OB ELIT—HE AT LET,

ATYT3 T4 NEEIVTTAHITIEL

« [T 31 A4 (DeviceName) [[7/3A A/ A 44 (Device/HostName) |7 4 —/L K& 27 U

T LET,

B M R0oEBEORRE
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| FR1zx0EBOEA

yE—trgEnEE [

[HEBDTNA ANY A RS TWERT A,  (Notall devices are listed.) X TDT /34 A
BRI THIZIE, Z2%7 U v 27 LTLEEY,  (Click here to list all devices) ]V v
7 IR L TL 72 &0,

BErEYY
Firepower DFEHE T A T L AIZ-DWUWNT
ANIVA =S Y T DONT
TIEAaryha—)L R —DEFH

)E— FEEDERE

Firepower System 7 /N A ZHEHTE 5 X 5129 HI2iE, 7734 A & Firepower Management
Center & DRI IT O SSL W SALEE T ¥ r a2ty b7 v 74 o0ERHY £3, Z0
FXFNVEHER LT, WHEDOT T ITA TV ARREL AR MEWwELAELET, A T
ZEVT 4 BT, ZOFypAEEHLES, ZOF vy R, 7740 FTER— b
8305/tep (ZAZE L £97,

G¥)

ZDFETIE. FMCIZTNA A% BT HENCa —H L Web A X —7 = A A ZFH LT, 7000
F71E8000 Y —XFNRAL ZADY F— NEBOBREHFIEIZOWTHHLET, HOEF LD
U E— NEHOBREDFHEMZOWTIL, BWURIA v I AF— b HA RESRLTITEE N,

20DT T TAT U AMDBEZFIRBIZT 572DIZX, 77747V ANEWZ RS 5 FEB
AL U7 iF iE e v £ A, Firepower System Tl 3 DORAELFH L C, BEEZTFITLE
D

CHEEWNLT DRBDT TI7AT LV ADKRA M EIZIP 7 FL A,

NATBEETIX, V—T 4 V7 HEERT RLANRE ) —FDOT FT7 4 T AR nE LT
b, VE—MNEHEZRETIE, EHIIEHGRT 794 7 0 AZBINT HBIC1E, KRR
NAFEFIZIP T RVADWT O ERET HLENH D £,

AW T D TCOICHEAER SN D . RN 37 SCFOREFIT X D8 F—,

« Firepower System 7% NAT B335 Cil{E A LT 272 DICHHTE 5247 v a v OB O
FIT & % NAT ID,

NATID (%, BHXNRT 774 T A& 88T 272 DI H STV 53T NAT ID
O T—ETHIFNERZY FEA.,

TNRAZADEBEOEK .
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FINA ZOEEDEKR |
. Firepower Management Center ~ 7 /34 X MD3BHN

Firepower Management Center ~D T /%4 X DB

ZT—F S |#ROTA LR | HHR— b ERDT | HH—FEhB K| T £

VR N R Ay (Access)
{£E (Any) {£E (Any) {£E (Any) {£E (Any) Admin/Network
Admin

Firepower Management Center [~ 1 DD 7 /34 Z & BINT 5121E, 2 ZIRTFIREZFEITLET,
SRR AN T =< P ADT_DITTNA A% ) 7558, ROFZEHEICENT, Z0F
%2 FAT3 BN H Y £7,

«8000 >V —X XK v 7« ZOFNAZEMHEH L THKT /31 A% Firepower Management Center
BN L7t A¥ v 7 EBSLLET (T A X Z v 7 OIESLESR)

+ 7000 L8000 ) —RX A TRATEDT 4 ZOFIEEEALTET A 2%
Firepower Management Center [Z3B N L7z, @ el HIMEA S L ET (T34 2D A T
AZEVT A DRESLEBRR) o " T_ATEVT 4 RAZ T DFE, TN RAERL
J LT, AE Y IONA TRA TV T 4 2L L ET,

» Firepower Threat Defense /A 74 Z U T 4 : ZOTFNAZEMFEH L THKT 731 A % Firepower
Management Center [ZiB N L7212, @& ] HYEZ fESZ L3 (Firepower Threat Defense />
TRATEVT 4 XTOEMESR)

« Firepower Threat Defense 7 7 A% : 7 7 A% 2= FNFXOS IZIEF T S L2 T A
A ToHIEEMERL, WOFIEZFEHL TE&2=y FEFEOEIENRT NSA XL LT
Firepower Management Center (2181 L £, 122, Firepower Management Center T =

caE7 7 AL ET, FEHIIZ OV TCIE. Management Center ~0 7 7 A X OB % 2 [
LTLEENY,

\)

(GE)  Firepower Management Center /N 7 XA Z & U T ¢ L L2y, I T 2 TERD D
e, T2 RET 7T 477 (F1037 77 4 7123 % FED) Firepower Management Center
WCOHBMUET, A TXATEVT 1 ZfENLT D E. T 7T 17 Firepower Management
Center |28 Gk S LI T A A HBEIIC A Z ARSI NET,

18 H B HIIC
« 7 73A A% Firepower Management Center O BExI S & LCEE L 97, 7000 35 X T 8000
Y =X TN, RNZDONTE, FEAGRT A 2 LDV E— MEHORELZZRL T
SV, OETFT VOV E— MEBBREOFHMCOVTIL, BN TLH7 A v AZ—bIA
REZHL T ZEN,

« IPv4 Zfii Fl L CB%% L 7= Firepower Management Center & 7 /NA A % IPv6 [ZEHAT D54
X, THA ZAZ NS TZAHIBRL T LERERT HILERH Y £,
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| FR1zx0EBOEA

&
ATvT2
AFvT3

ATvT4

ATy TH

ATvT6

ATy T1
ATvT8

ATvT9

Firepower Management Center ~( 7 /34 X MiEHN .

FIE

[T/34 R (Devices) | > [T/ 1 AEHE (Device Management) |% &R L £,

GBI (Add) ] Ry T H o A=a—nb, [7/3 ADBN (AddDevice) ] ZBIRL F7,
[RA R (Host) 1 74—/ RIZ, BMTDHT A ADIP T RUVAETZIEIFA MAEATILE
T

TR ADIEA ML, EREH R AA 4 FE71Ta—A L DNS TEZIZ2 IP 7 R L ARk
ENDHL4HITT, Xy hU—2TIP 7 KL ADOE|IY Y TIZ DHCP ZfEH L TV H841%, 1P
7 RUVATIEZRLS, ARAMEHERALET,

NAT B 5% Cld. Firepower Management Center D HIRI R & L TT A AEHETDH L EIT
Firepower Management Center D IP 7 R LA E 72 XAR A M 2T TICHE LG A. 73 AD
IP7 RUAEIIARA MERET DHERRVGERH Y £, FEFHIC OV TIEL, NAT 5
BEEZBL T &N,

[#7°4 (Display Name) ] 7 4 —/V RiZ, Firepower Management Center CD T /NA A DFK R4
EANNLET,

[ &k*— (Registration Key) ] 7 1 —/L NIZ, Firepower Management Center D& Fixig & LT
TNAAZHRE LI EZIFEHLIZO LRI UREF—2 A LET, BT —i%, 1[RIRYfE
HrgeftmEy—27 Ly R TT,

~IVTF RAAL CREBTIE, BUED RAAL TR TM A% Y —T RAAL ZHID ST
£

BUED FAAL VIR Y =T RAL U ThHDHE, 73 AZHBWICBUED R A A ZiBsh
F9. BUED RAAL VR —T RAAL U TRVES, Bk, 7510 Z2RET D201,
U—7 RAAL UV ER D MERH Y £7,

VEIZR LT, TA AT A A ZA—FITBMLET,

Berte 3 <z, T RIEHT RO [T 778A 2> ha—/L R U 2 — (Access Control
Policy) ] Z&IRT 50, HLWARY —Z{ER L E T,
TNAARBRRUIZARY =G LRWGE, BITKAKLET, ZoRESITIE, #Ho
TRNREBZONET, mExIE T4V ADAR—F, ETLVOHIR, v v TEf T4
DRI, Z OO I 272 & TF, ZOREDREEMR LIztk, 731 RTFEETRIE
EATWET,

TNA ACHAT D7 A £ AR E7,

PRI DT NA ZTIE, WORITERELTIIZ SN,

e ba—jb, w27, URLZANEZ YN TT7A4® L RIZIE, RETA B ADNNE
<9,

*« VPN 74 & A TiL, 7000 £721X 8000 > UV —X T A A% ML LET,

TNRAZADEBEOEK .


fpmc-config-guide-v61_chapter_010001001.pdf#nameddest=unique_598
fpmc-config-guide-v61_chapter_010001001.pdf#nameddest=unique_598

FRAZDEEDVER |
. Firepower Management Center 7 > 7 /N4 X D&

e a2y hu—/L F 4 A%, NGIPSv & ASA FirelPOWER 7 /34 A CTHHR— F I TWE
J23, 8000 U —AFastpath/L—/L, AA v F LT NV—T 4T AEv T TNAR
DA T_ATEVT A ZRETHZLITTEE A,

ATFY T TA AOFFERIZ, NATID 2 L7254, 5 (Advanced) 127 v a v ZREEAL, [—
B O NAT ID (UmqueNATID) 1 74—V RIZFEICNATID # A LET,

ATy TN [/%7 > Ozt (Transfer Packets) | F = v 7R v 7 A% A4\ L, T /3A AT Firepower
Management Center (Z/37 > M &Rk 5 Z L AFFr LE T,

ZOFTva st TN NTHTT, WIS & Firepower Management Center <~
Ry MIRIERERICE L S VE T,

AT w12 [BEE (Register) 1227 U v 27 LET,

Firepower Management Center 737 /XA A D/N— | B — h 2 il L ClRfE 2 MaNi 35 £ Tz
R23WIDHERDHY £,

EErEYY
KRN T 7R av ba—L R —DERL

Firepower Management Center /) 5 D7 /314 X D HIIB&

ZAX— bk S4t |[REDSAEVR|HH—FShBT | HR— SBR[ 7o ER

VR N R ALY (Access)
& (Any) & (Any) & (Any) & (Any) Admin/Network
Admin

TN A BT HMENRRL 72> 728546 Firepower Management Center 7> 5 Z DT /N1 A %
HIBRCTEEd, 7 A RZHIBRT DL, LTO X2 £,

« Firepower Management Center & % D7 /3 A 2 & DOREIOFT X TOBENTIRr S v E T,
o [T /31 A (Device Management) | X— 05T 8N ANHIBRSLET,

¢« 7Ty N7 A —LRERY 2 —"T, NTP %/ L T Firepower Management Center 7> &> IREfi] &
ZETDHEIECT AL ARFEEINTODEAEIL, 735 AR —H VRFREBIZRE S
\i‘g_c

TNA A e B TEIT HITIE. T /31 A % Firepower Management Center |Z BB L 7,

GE) TS AZHIBRL, FFUNEMNT 5 &, Firepower Management Center Web A > % — 7 = A A
FoT, 7782 arbo— R —2HFEMATLEOROLNET, 7720, BEEFFIC
NAT & VPN R U U —%FH#H T 547 v a iddb v 8 A, DANCEA S iz NAT 720
VPN EILT N TREIFICHIFR SN D 7o D, BENZET LICRICHENT 2 0ERH D £,
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| #r1z2o08B0RK
7142 avTsxaL—varniz

FIE

ATYF1 [T/NA R (Devices) | > [T/31 REH (Device Management) |% 3R L £,

AT T2 HIRT 5734 ZORICHHHIET A =2y (D) 220 97 L%,
ATYTI TAAREHIBRT D2 L e B LET,

—_— N » N . A —
TINARXRA T4 Fa2L—2 a3 DEE
TTIAT VATT 4 ZD[T3A A (Device) [ X—UIN2iE, FEMIZRT /S AFRER L OEH

WFRIRSNET, £, T A AREDO—H (TA v ZAOEML LI, THA ZADT v v
Ny LT, FEHOEE, AT a v ORERE) EEETHIEHLTEET,

—HREI LT INA ADERTFE

[T/34 A (Device) | # 7 D[ (General) | &7 v a3 ilid, LTFORICEHEHEINZZREL
FRLET,

= 2:[£8% (General) ]9 a>y T—TILDT4—ILF

T4—ILF Bl

[4H (Name) ] Firepower Management Center TD 7 /XA A DF
T,

N NEiRRE  (Transfer Packets) PRI BT N, ANA Ry N EBS Ty b

7 — % % Firepower Management Center (Z 125{5
THME DD

V=7 v K (routed) 1 E7ZIX [T AT
L b (transparent) ],

J&BH %2 58] (Force Deploy) FTNRA ADTRTORY =BT/ A
FRE O BB A s A BB L E 9,

TINAR ALV ADERE
[7 /34 A (Device) | ¥ 7 D[7 A4 A (License) ]2 > a3 > Tlik, TDOT /A RZx LT
HMNZIR o TWDHTA B ARERENET,

EErEY D
Firepower OERE 7 A & AIT-DUW T

TNRAZADEBEOEK .
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B 7 rxozx7008%

FINA ZOEEDEKR |

TINA R VRTLDETE
[T /34 A (Device) | X 7 D[ AT L (System) |27 ¥ a lid, RORIRT I I, &
AT LFHROBEHAIY EHT =T NV NFREINET,
R 3:[RTL (System) ]33 T—TILDT4—IL K
TJ4—ILF BEL]
TV EERI BT N ADETNL LT,
2 U7 /v (Serial) BRSBTS ADT X —2 DY T NEK,
74 (Time) F N ZADBAED > 2T WL,
N— 52 (Version) BRI G T NA AZHSEA A b= ENRT
WAHY T N7z T ONRN—T 3,
R — HERIGT A ATBHERB SN TN S 7T v
N7 —LBRERY —~DY 7,
TNA R %Y vy MU CERITHEHTLIZ L TEET,
TINA R ANILADERTE

[7 /34 A (Device) | % 7D [~V A (Health) B2 >3 12id, LLFORICFEHEH I - 1E#H

ZFRRLET,

K 4:[~NVR (Health) ]93> T—TLDT 14— K

TJ4—ILF Bz

Status FINA ZADBIEDANVA AT —X A HRTT
fav, TA4arves )y T35, 777
ATV ADNLVA T ARNERINET,

RY— BET NA ATEBIN TS, fAaly &
A= g VoOEEHRY) —~D ) 7

TZ 7Y AR [~VA 7F w27 U AL (Health Blacklist) ]
R—=T~DY T TDOR—=TTIE, ~ILA
T UARARNEY 22— VEEFENEITES)
ICHRETEET,

EELEY D

TTIAT VA NVA TR DR
EREMERY > — Dl

EFEER) = BV 2a—NDT T v 7 U A N
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| FR1zx0EBOEA

g zeene i

—_ =1 ==
TN REHEERTE
[T /34 A (Device) | # 7@ [E# (Management) | &7 v 3 Zix, LFoORICEHE I
T4 =NV RERRLET,
= 5:[E¥E (Management) | t5 > 3> T—TILDIT4—ILF
Z4—ILF SHER
ARA R FTNRAADIPT RLVAEZITIHRA M, HA
MG, BRERI R AL A FmiTe—
DNS THZN2 IP 7 R L A TR S5 44 i
(DFED, XA K) TI,
AT —H A Firepower Management Center & & B G5 /34
A DOIBET ¥ FNVDAT —H A% R"T T A
O, AT =R AT A ANIRA L E B EL
& . Firepower Management Center 23 fc 4127 /8
AT 7 BEA LR ERRTHZ ENT
XFET,
— » E\ E,-L ]
TINA RDFFHERE

[T /34 A (Device) | % 7 D [FEAMERE

(Advanced) &7 ¥ a U iid, LLF Cit4 2 3EME%

EDOT—TNNFRENET, ERROBREIL. WIhb [FEERE (Advanced) 127 v 3 v %

AL TmETE £,

= 6:[FEHIERE (Advanced) ]9 a>DT—TILDT4—ILF

TJ4—ILF

FiEA YR—rENETNAR

TV r—ay N RA
(Application Bypass)

7000 & 8000 > U — X,
NGIPSv., ASA FirePOWER

TNAATOHEBT 7Y ir—
gy NAIRADIREE,

INARALEVE (Bypass
Threshold)

7000 & 8000 > V) — &
NGIPSv. ASA FirePOWER

HE)7 7 U 7 —3 a2 NAR
2OLEVE (RUR) .

B—HNVNN—F  NTT 4T
Z A9 % (Inspect Local
Router Traffic)

FRA AT, =T v K A 27000 & 8000 > J — &
H—T 2 ATZELIZBD
o T R BN N AP 4

(ICMP, DHCP, I JXTrOSPF
N7 4w l) HRRET

LME IR LET,

B /XA JL—/L (Fast-Path
Rules)

TNA A TR I N TV D 8000 > — X
8000 >V — X EE /XA JL— L
@i‘&o

TNRAZADEBEOEK .



B 7 xEmoxs

_\\

ATy T
ATy T2

ATvT3
ATy T4

TN ABEEFRTEDRE

V1 RIFEHRD TR

FINA ZOEEDEKR |

AYX—hk T4t | HEDFAEUR|HR—FENET | HHR—bENBK | 7OEX

VR N R ALY (Access)

L& (Any) L& (Any) L& (Any) L& (Any) Admin/Network
Admin

ST RAAL CRETIE, L FAAL R FEREAL CHOTRTOT A AT D1 HR
ERRTEET, A REHmET DV —7 FALMEL TV DRERH Y £,

FIE

[T/31 R (Devices) 1> [T/\A( REIE (Device Management) |% ZER L £ 7,
BT DT NA ADRIZHDRET A2 @) 227V vy 7 LET,

ST RAL CRIATIE, Bt FAAS VMEL TWDIEE, nT7Aar (8) 22707

T5E.

[T/34 & (Device) | #7 %27 Vw7 LET,
IKDTERNFRSNET,

o [&f% (General) ]:
V) W) .
«[FA4 A (License) ]:

AT =g

DEXTE

e [ AT L (System) ]:

FRA AD—

8 ~=) M) ,

s [~V A (Health) ]:
INA A ANV ADBRTE

« [ZH# (Management) ] :

R EEFRRLET (—

AR HHE— R THERRAAL VDTN, AR RTEET,

TOHREF R LET (T AEFHHRE (9—Y) 22M])

o [FEM (Advanced) ] :

9= M)

0 B TR R RE R

MRE 72T A A DFRIE

BT EREFRTLET (T34 ZOFEMRR

(7 ~2—

THAADTA B AERERRLET T A TSR
(7~=) 22
TNRAADY AT WMEREFRRLET (T3 X VAT LAOBE

FNRA ZADBIED A~V A AT —Z AT A EREFERLET (F
(8 =) &) |

Firepower Management Center & 7 /XA A D O{E T ¥ R /LB

E(

AYX— bk 54t [ HEDSA VR |YR—bENBT | HR—FENE K| 79EX

R INM R A (Access)

& (Any) & (Any) L& (Any) U—7 DI Admin/Network
Admin

B 71 R0EBEOER




| FR1zx0EBOEA
-7 g 2zeome |

\}

B AL -oTE, (FAALRADLCD SRV EIZCLI R EZMALT) BIDOHETTNA R
DARARGRIP T R AZRET HHEE1T, ROFNEEFITL T, EHHO Firepower
Management Center TR A AP IP 7 NL A A FEITEHFTL2LE N HY 7,

FIE

ATY 1 [T/NA R (Devices) |>[T/314 REHE (Device Management) |% 3R L £,

ARTwT2 EHAT L a b BERTHT A AORIZHHMET A2 () 27V v 7 LET,
~NF RAAL VBT, V=7 RAL UCWRWES, VAT AL > THIW X5 L 51
KboivET,

259 T3 [FAA A (Device) | ¥ 752 U v 7 LET,

Evbh RE Y ITREROT NSA ZAOEE, TTITA TV ATT 4 XD [T /34 A (Devices) |
R=T T, fxDOT A ADEHRA T v a v EERLET,
ATV T8 WOBIEEZIATTEET,

« VE— MNMEHOEL : [FH (Management) |£7 v a v DATA X EZ 7V w7 LT, T
WA ADEREFNETITEHCLET, FHE LT 5 &, Firepower Management
Center & 7 /34 AR]OPEHEN 7 1 > 7 SHUE T 23, Firepower Management Center 7> &7 /3
A AFHIBRENFE R A, 7 AZEERT D0EN 2 e o758 1%, Firepower Management
Center 725 DT A ZDHIER (6 —) ZZRL TSN,

« BWHIR A D OfRSE - [FH (Management) | ¥/ v a b ORET A2 @) BV v
L. [RA R (Host) |7 4 —/b RCARIEIZIP T RLAXZEE L, ({21 (Save) 1% 7
Uy 7 LET, ZOREEFHALT, FEARAMNMEBELLZY, [KEIPT RLA%ZH
ERTDHZENTEET,

RDBERY
cRELRZRALET, RELEOHEAZZRML TS,

—RERI7E T /N AERE DR

AYX— k54t |HEDSAEUR | Y R—bENET | HHR—bENBE | 7o EX

R N R Ay (Access)

L& (Any) L& (Any) L& (Any) V—T D Admin/Network
Admin

TNRAZADEBEOEK .
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FINA ZOEEDEKR |

B 5z 51e zx0amemmi

—

ATy
ATvT2

ATvT3
ATvT4
ATy T5

ATvT6

ATy 71

ATvT8

FIE

[T/34 R (Devices) | > [T/ 1 XAEHE (Device Management) |% &R L £,
ERTDHTNAADRIZHDRET A2 @) 27V vy LET,

PNV T RAAL VBT, V=7 RAAL QW R2WEE, VAT AIZLE>THWEZS L)1
KOBNFET,

[T/34 A (Device) |7V v27 LET,
[—% (General) 1827 v a v C, wMETA=2> (&) 227V 7 LET,

(4T (Name) ]12, HFEXIRT ANA ADL4RTEZATILET,

EVh RE O IREROT AL ZADGE, TTIA TV ATT A XD[AX v 7 (Stack) 13—
T, RAE I TT AL RZEH DY THNTWDLARIEmELET, 7774 TR
TF 4 XD [T A (Devices) ] X—YTld, Hlx DT A RZEID L THATY
DT NA AL ERETEET,

[/ > R D#EE (Transfer Packets) |FXEE2 AT L E7,

« Rl b T E AR k& —FEIT Firepower Management Center (ZfR1FCTE 5 X 51295
W2, [2¥7 v b Diisik (Transfer Packets) | = v 7Ry 7 A&k A 2 LET,

c BHART NA ANA N FE Iy P T EZEETERVE T HITE. 2
DF v IRy I A%F7IZLET,

[ R (Force Deploy) 147 U w27 L, T35 RIZBUEDR Y 2— & T3 A AFKTED B
Zofil L E T,

[PRfF (Save) 122 U w7 LET,

RDBERY

EARZRALET, RELEOHEAZZRL TS,

FTINARSAERADEIE EEHIE

AYX—hk T4t |HEDSAEUR|HR—FENET | HHR—bENBL|7OEX

R N R ALY (Access)

& (Any) & (Any) & (Any) J—7 DI Admin/Network
Admin

Firepower Management Center CfEH FIRE/R T A B AN B H5H. T A A TEDT AL A
EENTHENTEET,

B M R0oEBEORRE
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| FR1zx0EBOEA

swn 7 q xgEnme ]

Flg
ATYF1 [T/NA R (Devices) | > [T/31 REH (Device Management) |% 3R L £,
ATV T2 FARVAERENELZENTHT A ZADORIZHLMET A2 &) 27V v 7 LE
7
PN T RALVEBEATIE, V=7 RAAL QW RWEE, VAT AIZE>THWEZS L H1C
KOHNET,
AT T3 [T/ A (Device) | #7 %27V w7 LET,
Evbh AX O IHEROTNAADGEE, TTIAT VAT A XD[AHX v (Stack) 15—
VT, AE IR L TIA v AEANEITEHICLET,
ATy T8 [FA4E A (License) | BZ 2 a v T, WwETAay (&) #2V v 7 LET,
RT9 TS FEHNRT NSAAK L THDEIIENC T D7 B AOBICH DT =y IRy 7 A% F
VERIFATICLET,
ATYT6 [R17FE (Save) |27 U w27 LET,
RDERY
RELEHEAREALES, RELZHOEALZSRL TIZIN,
EENEYY
Firepower ORERE 7 A & 2 AIZDOUW T
— :nal-hl —]
TN AERTEDIRE
THVr—valy NANRA a—ANV V—F " T T 49T DA AT v ay, BIOEMRH
IRADN—)VEFRETEET,
BE7T) 45— 3 INAINADETE
AX—bF 541 | REDSAEUR | BR—rSNDT | HR—FSNBF | 7UEX
R N R Ay (Access)
& (Any) & (Any) 7000 & 8000 > | U —T DI Admin
) —= Network Admin
NGIPSv, ASA
FirePOWER

HEN 7 XU r—3 3 A4 3Z (AAB) H&REIZ, 4 % — 7;4%T®A#/bmﬁﬁﬁ
FIFRZ 3%, Z OB 2B L7256, N7y MIBRHEOANA RREF LET, Z O
EEOREATHEHTEETS, A T4 VERTIIE Y DITHERH Y F 3,

TNRAZADEBEOEK .


fpmc-config-guide-v61_chapter_010000010.pdf#nameddest=unique_168
fpmc-config-guide-v61_chapter_01111.pdf#nameddest=unique_25

FINA ZOEEDEKR |

B surivr—va qizone

Ny MUEOBIEIEX, Xy N =7 THETEDL Ty M A TN 2B - Tl
FELET, Snort NTOREART NA ZADBST-RENFK T, T 7 ¢ v 7 OMEEREH N
EEOLEXWMEZBX 5L, AABIZE D, ZOREEFRANS 10 57 LA Snort 23 L E) X 41,
NIGTINY a—T 4 VT T—=EPERISNET, ZOT—=F 20T 252 LT, WFlI7 LBk
MOFEREZFHETE ET,

—MRIZ, BIE L EVWVEA B X 2RI, ESEANR RSy M LTRARY =0 [Jb—/ VIR IE
L &V M (Rule Latency Thresholding) ] ZfEM L £3, [/L—/LIEHEL ZVME (Rule Latency
Thresholding) JICE VD, =P v By vy MU ENTZY, LEVET —ZB3EKIhD 2
LiTHY EHA,

BN RZREND L, TARLARANNVA T=F ) 7 T T7— AR LET,

ATy T
ATvT2

ATvT3

ATv74
ATy

ATvT6

H— Ty MBI 72 B 23030y TW DA, AABST 77 4 712720 £9, AAB D
T 7T 4 TAE, WL OO Ty DA AT Vg e — R WT 5 Snort 7 1B A
EEHOMICHESLET, A AR a UBRHFBENTHWDLREIIC, Xy R ey 7 Eh
BINA VAR g EITOTICZITEINDI DT, BHEERT AL AOETLEBIONNT
T4y 7 OBFIEIIE U TR £9, FEMICOWTIE, Snort® OFEENCLD T T 4 v
7 OEEEZR LT EE0,

FIE

[T/31 X (Devices) |>[T/\1f1 AEIE (Device Management) |Z 3R L £ 9,

BERT WA AREEMET DT A AOBIZHHMET A2 () 27V v 7 LET,
~AF RAL VBT, V=7 AL UICWRWES, VAT AL TV EZ L X1
KON ET,

[7/34 A (Device) 1 %7 (FT2IFEAE v VIERRDT A ZADGEIL[AX v 7 (Stack) ] ¥
7) &7 Vw7 L, [§Fl (Advanced) |27 v a b ORETAay ) 270 v 7 LET,
[HEhT 7V r—3 3> /31 /XA (Automatic Application Bypass) | # 4 2 L7,

[/SA /XA L&V ME (Bypass Threshold) 112250 ~ 60,000 X V& A LET, 774/ Rk
AE1FX 3000 T U (ms) T,

[PRfF (Save) 1227 U w7 LET,

RDBERY
EARZRALEYT, RELEOFEAZZRL TS,

B M R0oEBEORRE
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| FR1zx0EBOEA

A—ANLIL—F +53 T4V DEE

ATy T
ATwT2

ATvT3
ATy T4

ATy TH

SE/NR JIL—ILDERTE

O—ANLIL—F F3T714 99 DRE .

AX—b 514t |RHEDSA LR | YR—rEINET | HR—rShE K| 7HER

VR N R AL (Access)

fE& (Any) fE& (Any) 7000 & 8000 ¥ | U —T7 DI Admin/Network
) —= Admin

B—ANVNET T 4y I NLAYIRBEOE=Z L— L —HTIHEHE. TDONTT7 1 v 71X
BMEZNANZATLENHYET, T 74 v 7 OMELZHHET DT, [m—hL L—H
N7 7 ¢ v 7 Ok (Inspect Local Router Traffic) ] # AN LE T,

FIE

[T/31 X (Devices) |> [T/ 4 REHE (Device Management) |5 #R L £7,

BT NA AREEMET DT A AORICHHWET A2 (&) 27V v 7 LET,
YNVF RAALVEBTIE, V=7 AL AW WEE, VAT ACE> T EHEZD L)1
RKOHNET,

[7 /34 A (Devices) | # 7 (AH v THEDT NA ADGEIX[A X v 7 (Stack) 1 ¥ 7) %
70 w7 LT, [#f# (Advanced) | &7 v a v OffETA a2y (&) 27V v 7 LET,

7000 %7713 8000 U — X F8A A3 —2 L LTRSS TODEHEIE, [B—I L L—F
N7 4y 7 DE| A ATLT, BISNNT T4y s EmAELET,

[PRAF (Save) 1227 VU v 7 LET,

RDBERY

EALRZRALET, RELEOEAZZRL TS,

(8000 > ') —X)

AYX—hk T4t |HEDSFAEVR|HR—FENET | HHR—bENBEK | 7OER

VR N R A (Access)

& (Any) & (Any) 8000 > — X V—T7 DI Admin/Network
Admin

N7 4w ZAEOIHERXE LT, 8000 U — XE# /A L—/ L TliX, TN EDA A
Ry g rReaX L IE2THhTFIT8000 v ) —XF AL ZREN LT NI 7 4 v 7 HEHEEET
FET, Ny U TREBETIE, 8000 vV — XEH/NA JL— VTHIZO EEIELET) o &
8000 > — X/ R A L—)UE, BEDEX2 VT4 V= ERIFA v IA v A FZ—T =
A 2y MTBEMAEINET, 8000 U —XEHE N JL— LI N— R 7 =7 L~ THRET 5
7o, @ESRR NT 7 4 v 71, RO~y X —DFEHED LA TE E T,

TNRAZADEBEOEK .
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FINA ZOEEDEKR |

B == <x1—rozz 6wosy—x)

cREMBIOISEMDIP Y RLAERIEIT RLA Ty
« 71 hajb, BIOTCP & UDP DAL, EEMR X OSBRI OR—
*« VLANID (Admin. VLAN ID)
F 740 hTiE, 8000 U — X E# S A JL— VI E LT REM S E LA~

AN 7 AU 3¢ /V“*/V@ﬁéﬁ%{?ﬁt??f\f@ﬁﬁ ENE AN AL 5121E, EBH DR A
1\75%?:"1;.15'17%[5/{1& WCBIFRAR =L B WG FNCT 5 ZENTEET,

G¥)

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 71

FEIREDMERE A FEAT L £ 9725, 8000 2 U — R A L—/UI T LT 4 V& R —TRET
DEHNA R R VT 4 VS = VB L E R A,

FIE

[T/31 R (Devices) 1> [T/\A( REIE (Device Management) |% HER L £7,
=V ERRET % 8000 ) — X TNA ZADRUZHDMET A= (&) 2270 v 7 LET,

2 ILF RALVRBETIE, V=7 FAL W RWEES. VAT AL THV 22591
kbbb ET,

[7 /34 A (Device) | %7 (TR H v VIERRDT A ZADGHEIL [AX v 7 (Stack) ] ¥
7) &7 Vw7 L, [§F (Advanced) 127 v a  OfRETAay &) 27V v 7 LET,
[# L IPv4 L—/ b (NewIPv4 Rule) ] £7213 [# LV IPv6 /L—/ (NewIPv6Rule) | %7 U v
7 LET,
[FAA Y (Domain) | Kmy XU URRNL, £ T4y ERIINYy YT X a
VT g4 V= ZBRLET,
I NSANIET D N T T 4 P ERELET, N7 7 4 v ZIEEBENRLBELD T2 DT RTO
R LTV ARERDHY £,
« [FEIEM (Initiator) ] 35 5O P (Responder) ] (440)  : F&{EMI3 £ OUSAM O 1P 7
RLAEZIZT FLA Ty 22 AN LET,
«[7m k= (Protocol) ]: 7'm haLZzZBINT 57, [T (Al) | ZZIRLET,
s E(EMIA— & (Initiator Port) ]38 X ON[GZEHIAN— & (Responder Port) ] : TCP 35 X (OVUDP
F574/7@9Ai FERAR— N EISBERAR— 2NN LET, 74—V REZEHD
W23 %0, Any EASILT, TXTCOTCP £721EUDP h 7 7 4 v 72— TH LD

Li’ﬁ, N—=hDH~XGY VRS2 ANTEETR, A—EMHZ AT 52 L1
’C“é‘ FHEA,

*[VLAN] : VLANID Z AN LET, 74—V RELEHOEEIZT H), Any E ASIL T,
VLAN % ZIZBR< TR TO RN T 7 4 v 71 —HTH LI LET,

(EE) N—/v% [P (Bidirectional) JIZ L E T,

B 71 R0EBEOER
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ATvT8

R EIOFIC LI |

[R17 (Save) 1227 Vv 7 LTHhbH, &9 [f~fF (Save) 1227 Vv 7 LET,

RDBERY
cREAFEZRALET, RELEOBEAZZRL TIIZEW,

Dy NI UDEE
AX—h 54t (RHEDSAELVR |V R—bEZNET | R—+rSnBF | 7o EX
VR INM R ALY (Access)
& (Any) & (Any) 9T (ASA V—7 DI Admin/Network
FirePOWER % [& Admin
<)
Y
GE)  Firepower VAT ADL—W f X —7 = A4 ATiX, ASAFirePOWER DY v v R & T v Fi21%
HEINITEETA, TNENDOT A R %2 v vy b XU T 25 FIEOFEIZOWTIEL, ASA
DERE SR LT IZEN,
FIE
ATY 1 [T/NA R (Devices) |>[T/314 REHE (Device Management) |% 3R L £,
AT97T2 BEBTLIT AL AOHICHDIWET A2 @) 27Uy 7 LET,
VNVF RAALVEBTIE, V=7 AL TRV S, VAT AL >THIVEZD L)1
KboivET,
AT T3 [T/34 A2 (Device) | #7527V v LET,
Evh RF9TIZEENDT A ADEE, TTI7AT U ATT 4 O[T 34 A (Devices) |
NR=UT, Hx DTN, A% vy b XU EIIFER L ET,
ATFY T TRA AV Yy b E U5, [V AT L (System) (2723 TTF AL ADT v v b
Forr7A4ay (&) 270y 7 LET,
ATYTS Tar T IRERENTEDL, TRAADY Y v MUV EHERLET,
ATYT6 TAAL RAEFHEBTHIIE, TS AOHFEHT A2 (%) 27V vy 7 LET,
AT T Tar T IREREINTEDL, TS AEHERENTL 2R LET,

TNRAZADEBEOEK .
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FINA ZOEEDEKR |
B s—oz1x5-7rE2-

A3 —TA AR T—TI)LEa—

N=RU=7 Ea—OThHDIA VI =T = AT =T Ea—ITlE, 7/ A CTHNATHE
RYIRTOA B =T oA AP—ERRINET, 7T ANOFTESF =2 a2 ) —%RAH
THE, RESNTVWATRTDAS LV F—T 2 ABFRTEET, A F—T A ZADFEIT
OOLEFRATAarv w7 ) w7 LT, A F—TxA AZM/NERIIEBRTA LT, T
R—=Ry NOIRRFEREOVRERZ D ENTEET, ZOA U F—T 2 A AT —T )V Ea—
Wi, A v F—7 = A AT DT OERIHFRNR R RS NET,

WEDTNAADA VB —T TR

[MAC 7 RL 2 (MAC Address) 1%l & [IP 7 L& (IP Address) ] FI3F7R S5 DI, 8000
=X FNA ADITT, FEHCHONWTIE, ROFEESR LTI,

B 71 R0EBEOER



| 71 z208BOREK

RIMEDTNAADAHA—T AR T—TILE2—DT4—IL K

4v8—7z4257—Irt2— ||

T4—ILF

Bl

[4 ] (Name) ]

TNRAZADEBEOEK .



B s—oz1x7-onE2—

FINA ZOEEDEKR |

J4—ILF

B

BEALH =T 2 A ZALTE, ZATLV
7 27—k (Z4T258) T EAEGOT
AaNlLoTERINET, AATEIEZTA
AP R A RS X ERBENTOE, A
VHE—T 2 A RABAT HE TaT Ly
2 E—F (Z4T258) BY—1LF o7
BRENET, /1 F—T=2A X T A AT
ONTHE, A/ H—T =2 A AT A a5 H
LTL7EE,

TAaLTH, AV F—T 2 A ADEIEDY
VI REEE RS R FIEMEH SN TWET,
WD 3 ODIREDONTNDNERINET,

x5 — (&)
e (8
R (@)

SPA VX —T 2 A ADY 7 IRBEIL. Bl
PIA L Z—T 2 A ZADY 7 IREEL R L TY,
ASA FirePOWER £ = —/LiZix. U v 7 kEE
ITFRRSNERA, B nlcAf ¥ —T =
A AE, ¥BHOT A arTREINET,

TA A OEMCERINDA L H—T = A
AT EEVERSNET, 2L, M T Uy
RN A& —7xA AL ASA FirePOWER 1 >
H—T 2 ADLFNTZ—VFRER L E T,
ASA FirePOWER A > % —7 = A A|{ZOWNT
X, LRI ORTRBY, Vo BFof
Nig A v H—T oA ADBNBERIND Z &
WCHEBE LT &N,

WA v H—T 2 A ATIE, YA X —T =
A ADARINRRINET, A 4 —7 =
A AT, WAV F—T =24 ADL4HIE
EY B THNATWD VLAN ¥ I RERENE
R

ASAFirePOWER A % —7 = A A Tld, Bk
DEX2VT 4 aLTHFAINRD DL,
X2V T 4 arTHRANDOLRIEA LV Z—
T oA ADLHIBFTRSINET, BX=2U T+«
AT XA RNBIODOLDRWGAIE, A & —

B 71 R0EBEOER
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| FR1zx0EBOEA

4v8—7x4257—Inta— |

J4—ILF

B

T A ADLETDINERINET,

¥ =V 7 4 V' —> (Security Zone)

A H =T oA ANREND LB TCHNTWDER=
Vg —r, ¥x%2 U540 V—r%BINE
TISmET I, META a2 (&) 27
Uy 7 LET,

i fH#E  (Used by)

A Z =T 2 A ARFDHETEATNDA
TA vy M ARBAA vF, 3L —
%, ASA FirePOWER &2 = —/L T, [/
# (Usedby) 1FERRSNERA,

MAC 7 F L2 (MAC Address)

AA T RHERER L OVL—T7 » NERECTHZ)
ICENTNWDA X —T = A ATH L THER
INBH MACT KL A,

NGIPSv 7 /31 ZADEE, ARSI MACT
RLAZEY | T3 R RICRESRIZ R Y
NO—o TETEE A F—T A A
(Interfaces) | N—IZRRIND A F—
T A ARG SEL LN TEET, ASA
FirePOWER £ = —/L ClE, MAC 7 FL &
IFFRRENERA,

IP7 RLA

AUE—=T A RZHDVE TP T R
Ry RUADKRA X %IPT RLVAD EIZE
hab, ZOWPT RLART 7T 47 ThbH
MIET VT 4 T THINEWRETEET, I
TITFA4TRIPT RLAZS L —FRENE
4, ASAFirePOWER E¥ =2 —/LTClx, IP7 R
VAR IIINER A,

Firepower Threat Defense D1 > 72— =4 X

% 8: Firepower Threat Defense DA 3 — 27t A X T—TIL Ea—DT 4 —JL K

TJ4—ILFK

B

A & —7xA A (Interface)

A B =T 2 A RAID, 7 x—)LA—_"—1
JENZT TAZHIEY DA H—T =
AADEE, AV F—T oA AREITFERE
AT,

FEE4,  (Logical Name)

A B =T = A ZADRERA,

TNRAZADEBEOEK .



B = rxoL—TEm

_\\

—

T/

\AR T IL—

FINA ZOEEDEKR |

J4—IL K 5088

2 A7 (Type) A B =T 2 ZADEA T : [WFE
(Physical) ], [ 7 A v & —T7 = A X
(Sublnterface) ]. [EtherChannel], [JLE:

(Redundant) |, 7 [7V v I n—F
(BridgeGroup) ] (R AT L Kk 77
AT UF—IVE—RDH) ,

AR INA)

A B —T A A FT =2  (Interface AH =T A ANED Y TENTWA R

Object) V74 Y=V E3A =T A X T )—
=7

MACT FL2 (MACAddress) (7275 47/ A v Z—T =2 ADMACT RLZ, ™A T

RATEVTAOEE, 77747 72MACT
RLUAERZ R AIREEOMAC T R L ADH
FRFRENET,

[IP7 K1 A (IP Address) ]

A B =T 2 A RAZEDVLETHENTNDIPT
KL, FEINCRENDT RLREID K TO
X A7 [E#) (Static) ]. [DHCP], 71
[PPPOE],

TEH

Firepower Management Center C7 /NA A% 7 V—7{t 95 &, BEDOT N4 ZA~DKRY 2 —0D

BEART v T — DA VA PV EBEIITAET, IA—TIZ
. BEEIENE NN R TEES, T4V RT

BT HTNAADY A K
X, 20U A MIfMEPIERRSNVET,

N F RAL VBT, V=7 RAAL VN TOBRT A AT N—TZAERTE £7, Firepower

Management Center %~ /L F 7 F > I —Jull}
TNRA AT N—"T

ji—g«o

N1 R T IL—TDENM

WCRIET D EMGFOT A A T )—"F
TV —7 FAAL Y LYLTHEBIMTX E4,

IHIBRE

A¥—k 51t
V2

WHEDSMER

HR—
N R

fEnbT | HR—

A

FENBF|TUER

(Access)

& (Any)

& (Any)

& (Any)

Admin/Network
Admin

U —7 D

FA AT N—TT

TEET,

B M R0oEBEORRE

X0, BET AL A~DORY —DEY YT L AR M—/LVEFNHIZ
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71z in—70%% [

ALy I NELLFRAAENTNOT T A <) TAAL R 7 NV—TIZBINT 5 &, W07
A AWTN—TIWBIMENE T, T/ ADRAY 7 R % fRERE 7213w 7T AT & 53R L
Th, TNHDOT AL AFMG E BTN —TITRLIZE£ITRY £,

FIE

AT T [T/N4 R (Devices) |>[T/V1 RAEHE (Device Management) |% ER L £,
AT972 B (Add) | Re vy T X Ty A=a—nb, [Z—70BM (AddGroup) ]ZER L ET,
ATv T3 Ltk ANILET,

ATy T4 [EHFEEZRT /31 A (Available Devices) |75,

TN, A T N—TFIBINT 5T 34 2% 1
SOLLE®RINL 9, #EOT A AZBRT H550%, Cul 7213 Shift F—Z2F L7857
Vw7 LET,

ATy TS5 B (Add) 1227V v 27 LT, BRLET NSNS RAEZT A A T —TITBMLET,
ATYT6 [OK] 7V LT, TXA AT NA—TZBIMLET,

FINA R TIL—TDRE

AR—k 54 [HEDTA LA HH— FENET | HH— ka5 K| 7o ER

~ R NA R A (Access)

£ (Any) fEi (Any) fE1% (Any) ) —T DB Admin/Network
Admin

FEEBEDTNA AT N—FIZEEND BEDT N, AEZERTEET, 77747 A%, BAT
DT NV—TNHHIBERELTHLTRWE, HILWI L—FITBIMTEEHA,

TTIAT U AEH LT N—FIZBHL TS, EOT7 T IAT U ADKRY —n, FrLng
N—FZTTIZEN B TONTWARY V—IZEREINDIRTIEEDY A, FA—FDKRY
V—FHLWT AL AZED Y THRLERD Y 5,

ALy INETZNIT NAADNA TRATEVT 4 XTHNDOTTA <Y TR AT N—"
WZIBIT 25 &, WTOT AL ANTN—TITBMENET, T/ ADAL v 7R AR E
TR T 20 L TH, ZNODT A AW E LT N—TITB LI £ F
7

INVTF RAL VRBETIE, T30 A 70 —T13, ZNOPMER ST B A A N TOHRE T
TET

FIE

ATYF1 [T/NA R (Devices) |>[T/314 REHE (Device Management) |% 3R L £,
ATV T2 WET LT AR ITN—TORIZHLMET A2 (&) 27V v 7 LET,

TNRAZADEBEOEK .



B = xor—dnms

ATvT3
ATvT4

ATy TH
ATvT6

ATy 17

FINA ZOEEDEKR |

VBTG U T, [4RT (Name) ] 7 4 —/V RIZ, Z—70FH LWARTZ AT LET,
[fEHATHEZ2 T 734 A (Available Devices) | 725, 7734 A ) —TIBINT 5T /34 2% 1
ORI L E4, #HEOT A R ZEIRT 55513, Cul £721% Shift F—Z2 L2067
Vw7 LET,

GEA (Add) 12727V v 7 LT, BRLIET AL AET AL A T —F2BMLET,
VBIZSE U T, T AT N—T BT A ZAEHIBRT 2121, HIFRT 57 31 AORICH 5
HikR7 A2 (8) 227V v 7 LET,

[OK] %27 VU7 LT, A AT N—F M- ERB2REFELET,

B M R0oEBEORRE
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