BIAFEEEAF IO b+

LLF® RE > 7 TlX, Firepower ' A7 A CHHMAMEAS 7 V=7 FEEHT 5 HIEIZONT
AL £,

c HAHFREA TV =7 bOfE 2 =)

cF TV b=V x (4—)

Xy MU= ATV b (13 3—Y)

eR—h ATV b (15°3—2)

e hr b V—r (19 =)

T lr—ay T4 H (19 8—=)

*VLAN ¥ 7 47V =7 F (20 %—%)

et X VT4 TN—T X T AT b (21 =)

cURLA 7V =7 kb (224—Y)

« P ETE#RA 7V 27 b (23 2—Y)

¥ty b (24 =)

et X a2 VT4 ATV ADY A RET 4 —F (44 _—7)

IR FT =T b (55 3—)

« 77 AN VAL (56 %—)

eBf AL —F URL (63°—)

WL AT = b (64 —)

*PKI AT V=7 b (67 2%—)

eSLAE=HX A7V =7 kb (79 %—=Y)

TV T 4w A Y AR (81 =)

s J— kw7 (84 X—)

e 7 EAUAL (88 X—Y)

CASRADF TV =7 b (91 =)

ceaIa=F 4 URAL (923—)

e AR —URK (94 =)

cVPN A7V =7 kb (96 <—Y)
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BRAAREAL ISk |
B samaeroo:s roms

BFRAAEF IOV FOBE

FHRIMEL Web A o H —T 2 ADHENRLT S 210 ESE 57012, Firepower ¥ A7 AT,
A2 I BIEAT T 2 R ATRE R R CTH 2 4RI & ATV =7 VEFHLET, TOfEE
AT AR, ROV ICLHIfTEA T V27 A LET, Z<OR) —L— A
Ry MR, VR— b, Xy v aR— KRl WebAf v ¥ —T 2 ADXE S ERIGATCTOA
TVl FOERABIR— SR TWET, L<HEHEINIERERTEZ OFEFMERI N
F TV MRS TWET,

F7V =7 MBI OEHT LI, A7V b=V X E2EALET, A7V =7
FEEHT 52 < O TIE, BEIGLT, ZOHTAT V=27 FafFRT22EHTEE
T ATV b wx =V EEHLT, ROBIELFETTESET,

s MOl CTHEEOA T V7 VBRI D00, ATVl NI N—T b, AT
b IN—T (6%—V) EEBLTIIEE,

CBIRLT=T NS A, T~ T AL VEBBAOEEITER LI AL v OFT V=7 b
EOA—=R—=F 4 R, T2V bOA—=R—=F 4 K (9X—=) ZBRL T EE,

TITATIRR)—THAENLDAT V=7 MafRELTRIC, BEEZANCTDITF, &
B EFERTOLEROVET, 7277 47 RAR) I —THHASNTWDLIAT V=7
MIHIBRTE £EA,

FIOzObBA4T

WDFIZ, Firepower VAT LA TIERTE DA T V=0 b, £F TV N XA THRITN—T
ERTEENE Dy, BROA—"—=F 4 FEFATD LI IR TE D1 E I R LET,

A7T2xY k247 (Object Type) JIL—F LT A—N—Z4 F&EH
T

Xy hT—7 Yes Yes

[A—F (Port) ] Yes Yes

B =T AR No No

X2 UT 4 S —

o fHE—T A AT N—T

MR S — No No
TITV =gy T 4IVH No No
VLAN % 7 Yes Yes
X2 VT 4 F—7 %7 (SGT) No No
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srATEr v s romE ]

AT2xY k247 (Object Type) JIL—F LT A—N—S4 F&H
7
URL Yes Yes
frEfE# (GeoLocation) No No
Ty b No No
X2V T4 ATV VA xy hU—2 |No No
DNS, URLDYU A &7 1 —F
TRV No No
TZrAN TR R No No
EAAL—K UL No No
A4 (Distinguished Name) Yes No
NRF— A7 T AT 7 F v (PKI) Yes No
cNEB L OMEIHTE % CA
s NI L OMMBRER &
SLA =4 No No
TVT7 4w A YA IPv4 B LOVIPY6 No Yes
J—hk = No Yes
TR YR AR L OYLE No Yes
AS /N R No Yes
23I2=74 UAF (Community List) No Yes
AR — Uk No Yes

FICzH FEEKUTILFTFFOI—

TNTF RALVERTIE, 78— VB OTHRNAAS U THET V=7 MeERTEET, =
L, 78— UL RAAL VTORMERTE DX 2 VT4 JNV—T %7 (SGT) A7V =V
Mk Ed, BED RAAL VTEREINTZAT V27 "RFRREINET, 204 T V=7 b
IIRECTEET, 7o, WETERWVWERH N AL U TERSNZAT V=7 PbFERENET
N, X2 T4 = A =T 2 A TN—TEREET,

arATesr Iz~ I}
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\}

BHATELA IO b |

Tj“ R

N

v I

*2

G¥)

T

X2 VT4 A HE =T 2 A AT N—TF, V=T LYV TRELTET AN, A AV
H—T x4 AZEET L7200, FHREAAL CHNOEBREIL, B FAAL TERENEZY —v
EIN—TEFIRBIORETEET, V7 RASL v O2—FiF, Bl — LT —Thb
AU HE—T oA AZBMBLOHIBRCTE TR, V= /I NV—TZHIREIFATIEET S
ZEIFTEERA,

FTV 2l FAE, RAAL VHERBNT—ETHLAIMLERHY £9, VAT AT
VTCIEHERTERWA T V=27 NOARTEDHMEER/TET DI ENTEET,

TN—T e R—TE5FT V=l NOGE, BUED RAL DA TP N KAA
UNBHER SN AT T V—TpTEE T,

F TVl NOA—NR—=F 4 RIZLY, xv hT—2 R— I, VLAN ¥ 7', URL 72 £ DFf
EDAT V2 N ZATDOTNRA AEEELILI R AL VEADEEZEHZETEET, /L F B A
A VBRBATIE, B RAAS CNOAFT V27 vOT 73/ MEZEFZETEETN, THREAA
VINOEBEIL, FOFT V2T FOA—NR—F 4 NOEEBINTEE9,

L BEDO R AL

\\\

b R—

FTV 2l X =¥ EFEATAE, ATV NRBEXOA T2 N T—T B AERL.
BETHLIENTEET,

ATV 2l b= XIE, R=TUHE0 2004 TV 2l VERIITNV—TRNERINE
£ ¢7/l7biti&w—7@&47buo%ﬁxéﬁAi NR=V FEHOFEF— 3
YU EFERLCGENNR—VEFRRLET, BEORX—VIIT7R®ALEY, BHTA 2
(€) 77 8A LT a—4%FH LIV T HTEET,

FTITAINVENTIE, 727 eI N—T1FR_R—T T, TIA7 57Xy MEIZARITY A NEN

9, L. BAREINTWAEEDITE T V=27 NERIIIN—TDEHA T %Y — T
EFET, X=UDAT V=T MI, AEIETITETCTANETEHELTEET,

9 FDWRE
AIX—b+ 41 [REDSA VR |HR—brENdT | HR—rZhd K| 791X
VR N R ALY (Access)
L& (Any) L& (Any) f£& (Any) f£& (Any) Admin/Access
Admin/Network
Admin

<V T RAAL VORBETIE, BUED AL VTERENTZAT V27 PRFRENET, 20D
ATVl MIRETEET, BH AL TERENZAT V27 PEERINETH, IF
EAEDEEZNIIRETEEFA, TREASVICHDEAFT V=27 FeRRBIOWET S
WZiE, O RAAL I X £,
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ATy
ATvT2

ATvT3

ATv74
ATvT5

ATvT6

ATy 71
ATvT8

N

v I

*2

AIVrs rEREA IV b v—Tn7nsnE

FIE

(#7249 b (Objects) |>[AT x4 FEE (Object Management) |% 3R L £,

YARPOFT V=7 b 24T 2RRUES (BRMATES 7 V=27 MO
2ZM)

WET AT V=7 FOBICHLMET (2 &) 27U v 27 LET,

(2 ~=—2)

ROVIZFIRT A7 (%) BFEREINDGE, A7 V=7 MIFHFAL B LTED,
EEIZHFALRVESICRESNTEY, A7 V=7 FEEETILHRID Y £ A,

VEWZE U TAH T V27 FREEZETLET,

Ry baeET L5611 By NWOZEZEHR L £ (BROEH
M) o

F—=N=F 4 FEHATLIIIHRETE LA 7 V=7 FOBE, ROBELZLET,

cZOFT V=V bOFA—=RN=F A R+ 555803, [F——T4 F&iFn] (Allow
Overrides) | F= v 7Ry 7 AaA NI LET (A7 V=7 FOF—1"—=F A FOFFA] (
=) 2ZH) . BUEO RALVZBL TV D AT V27 NI LTOR, ZO
ExLETEET,

s ZDF TVl MIA—N—=F 4 MEZ BT 2551, [F— =74 F (Override) ]
7 varveREL, B (Add) 1227V vy LEd (797 bOA—=1"=F A R
OEM (11 ==2) 25

(40 ~—3) %S

[fRTF (Save) 1227 U w7 LET,
By NefRETRLENCFDODEY MAT 78X v ba— L R —THEHINLTWAD
BE. 13 (Yes) 127 Vv 7 LTERORGFEEZHRLET,

RDEZRY

T ITATRRY =3 A TV =2 FeBZRT L2561, WEDEELZRALET KE
EEDEN 2ZH]) ,

DhERFA TSI M ITL—TDT 4 L2 NE

AX— bk 541 REDSA VR |HR—rENdT | HR—rZhd K| 791X

VR N R ALY (Access)

L& (Any) L& (Any) L& (Any) =& (Any) Admin/Access
Admin/Network
Admin

~NVF RAAL L OEARETIE, BUIERAAL BN AL U TER SN2 AT ¥ = 7 RRERR
SN, TNHET A NVFUBTEET,
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BRAEELS IO b |
B oo rov—r

FIE

ATY T [T b (Objects) |>[F TPy FEIE (Object Management) |% &R L £9°,
RAT9 T2 [7 4 ZE# (Filter) | 74—V ROT7 4 VEXKMEEATLET,

N=VFEANZ > THEFH S, — BT 2HARERSINET,

WD AZ L FEMATEET,
s TAZY R (+) XFE, HHXLFO ORI EOAH LA LET,
« X ¥ Ly bt () 1ZXFHNOEFRS &L~ L ET,
« FARESE (8) IXFHIORRE L —BLET,

IO DYV—F

ATy T
ATy T2

AIoxH bk

AIX—b 54+
P

HEDZ1ER

YiRh—hkEhdT
N R

HHR—FEh5 K
A

TR
(Access)

& (Any)

& (Any)

& (Any)

& (Any)

Admin/Access
Admin/Network

Admin

VI F RAL CORETIE, BED RAAL U TIERSNTZAT7T V=7 PREREINET, 20D
ATVl MIRETEET, BHFAAL S TEREINZAT V27 PEEREINETH, IF
EAEDHEZNIIRETEETA, TREASVICZHDEAFT V=27 FeRRBIOWET S
WX, ZDORAAL NIV BEZ £,

FIE

[#72 x4 b (Objects) |>[A T x9 FEE (Object Management) |4 %R L E 5,
FIORHLEZ Y v 7 LET, K HHRTY— b5, RHELEZEEZ Y v 7 LET,

g)—7

F T NI HE, BEOF T M1 ODORETERTEET, VAT
AT, Web A VX —T 2 A ATHT V27 bBIOAT V27 b I NV—T 2R BIFEAT
HZENTEET, ¢z, A=+ A7 V=27 FEFERATAHEEITVOTH, A— k47
N IN—THFEHTEET,

Fv hU—27, R"R—hk, VLANZ 7, URL, BLXOPKIA TV =7 F &7 NV—bT& £,
Ry NI—T F T2l N TN—TFERANTDHIENTEEST, DFED, Xy NU—F %
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srmaer vy ros—7t I

TV= b IN—TERDOFR Y NT—S ATV =S b IA—FIEMTEET, FESHS
FA D LUK 10 TY,

FCAATOF TV =/ hBRIOAT V=7 M 7 V—7120%, RICARTEZMNTLZ LT TEE
Hhe SAVFRALVRETIR, A7V =7 b I NV—TD401% FAA CREEANT—EICTS
VENRHY £, VAT AL, BUED RAL UV TERRTERWAT V=7 bOARTE DOFEE
ERFETHZENTEET,

R —THHEINLIAT V=7 b IN—7 (texiE, 778X av ba—L K —T
EHENLD XY NTV—0 AT V=0 b IN—T) ZRETIHE. EEEAEHAT 2720120,
KHRBEDOREZ HRATOMLEND Y £,

IN—TEHIBR LTS, ZA—FNOF TV =7 MIHIRST, FHAEORENMES T 2R S
NET, B, 77747 R —THERAFO 7 V—FIFHIRTE £HA, & I, R
INET Ay br—LRY —0 VLAN &4 CTHEH LT\ % VLAN % 7 O 7 )L — 71
HifR T EHA,

BIAREAF T bOTIL—T1L

ATy I
ATy T2

ATvT3

AX—b 41 | REDFA VR | YR—rENBT | R—LShDF | 7IERX

VR N R AL (Access)

£E (Any) TE (Any) 5 (Any) & (Any) Admin/Access
Admin/Network
Admin

SIVTF RAL CDORFATIE, BUED FAA TR SN AT V=7 FRFRSNET, T0D
AT V= MIRETEET, S RAA U THERENTAT V=2 POERSNETH, 13
EANEDHE ZNERETE EEtA, FRIALSNVNZHDLIAT TV =7 FaRRBIORET D
I, ZORAL ACH D BRX £,

T RAA CIDOMR LI TV = M EFFOBED RAA Y NOAT V=7 a7 —T1k
TEET,

FIE

[T x4 b (Objects) |>[AT x4 FEE (Object Management) |% 3R L 77,

IN—TF BAT =) b BA TR, Ry hT—2 (Network) ]. [H— b (Pord) ]. [URL]

[VLAN # 7 (VLAN Tag) | &1, RO X S ITHEIEL £,

Q) ATV N EATDIVARNNOLET V=l b XA T HRIRLET,

b) [BIMM[A7 Y= k #A7] (Add[Object Type]) ] KR v T XU U ARG [ A—TD
B (Add Group) | &R L £,

IN—TNTHAT V=2 b XA 70 54 (Distinguished Name) | DA 1L, RO L 912

BELET,

a) [#%514 (Distinguished Name) | /— R&EB L £,

b) [A7 Y=~ Z7/—7 (Object Groups) | Z IR L £ 7,
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BRAAREAL ISk |
B =rmaerovs ro—Jie

c) [#B4 7 v—7?DiBM (Add Distinguished Name Group) ] %7 U v 27 LE7,
ATV T8 IN—TeT D47 =r b XA TH[PKI OHEFE. ROXHITHRIELET,
a) [PKI] /— FZRERRLET,
b) KOWTNNEFATLET,
* AER CA ¥ )L—7 (Internal CA Groups)
<SR TZ % CA ¥ )L—7 (Trusted CA Groups)
« REREEBAZ S )L— 7 (Internal Cert Groups)
« NEREEBAZE V' )L— 7 (External Cert Groups)
) [(FA7¥=r kXA 7N —7DEM (Add [Object Type] Group) | HRF¥ %7 Vv 7 L
i‘j‘o
ATy 75 —EOD[4A] (Name) |2 AT LET,
AT9T6 VAINL 12U EOAT V=7 FERINLT, B (Add) 127V 7 LET,
RO L HETTEET,
cBODYRFOAT V=l NERBT DT, 7A40F 74— R (%) 2FEALET,
CHEFATNC > THEFT S, BT HAEZR T LET, MBEXFINEZ VT T 51T
X, BET 4=V RO ECHEHR— R T A2y (€) 22V v 2450, WET 14—
WEHNDOZ VT TAay (%) 270 v7 LET,
BEFOA TV 2 s NP R B E WS, TICA T V27 MEERT DX, B
mr4 =y (&) 2279 vs LET,
ATy VEIZEUT, [y Y —2 (Network) ], [A— k (Port) ], [URL], XU [VLAN ¥ 7
(VLAN Tag) | Z/v—7IZxt L, IROFAEEZFEITLET,

o [iiH] (Description) 1 Z AJILET,

«[A—="—=F A FZFFA[T 5 (Allow Overrides) | F = v 7Ry 7 A&A LT, ZOF
T2l NIN—T DA —N—=F 4 REFALET, 7V =7 hOA—"—F A ROFF
Al (11 =) ZZHLTI7EE,

ATv T8 [fR1FE (Save) 1227 U w27 LET,

RDBRY

cTIFATRAEY S SET D x s kI N—T BT BE O, BREOEE 2R L E
+, REEEOEAEBIL T EE0,
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| BREAaLA IO b
+7vxs rot—n—54¢ |

TIT0x9 bDA—N—F4 F

FTPx20 Faed—N"—=FA4 FF5ZLI2LD, A7 V=7 FORBEEEERTEET, 5
LT A 2T LT, VAT DI ZORBEEAEH L ET,

WFEAEDT A ACENRERERE LA TV =7 balEk L, BRbERELEL
T VDT INA RZONT, A= N"—=F A4 REFEHL AT V=7 M T 2EFNEL 5
ETEET, £, TRTOTAS RATH L TAH— =T 4 NTIBERH LA T V27 b
ERR L., Z20OF TV FEERALTTRTOF AL ACHEATA2H—DORY > —%ERT 5
ZEHLTEFES, ATV b A—NR—=TF A4 KT, TS ARERTHERATHEERY o—0
NSy FEER L, lx DT ANA ZAOMBEIZE U TRY V—2ERTEET,

el 21X, HNOEESERHA~DICMP N7 7 4 v 7 2EST 25608 H 0 £3, ThE
NOENL, B2 3y M= IZEFE SN TWET, ZEFEITT 5HI21E. Departmental
Network E WO LARIOR Y NI —2 7V =7 Faegipb—L&2FHLT, 772 a2k
0=V AR —FERRLET, 20X TVl bOF—N—F 4 REFATDHZ LIZL-T,
Ml 8T, AT, TS AR ENTVWDEBROR Yy NT—7 2 ETH4—1—F
A REERTEET,

YNVF RAA VIEBRTIE, B RAA L OFT V=7 NOT 74V MiZEEFRL T, TR A
ALDEHENREDAT V2 hOF—N"—=F 4 MEZBMTELHLOICTHZE&MTEE
T, FEZE XY FEF2V T4 =R T aofFZ— (MSSP) TiE, H— Firepower
Management Center Z ] L THEEOBHEDO Xy NV —27 £X 2 VT 4 2 EHT L5508 0
£7. ZO%A. MSSPOEHEL, TR TOMEOEATHENT L2477 e/ m—n
IV RAAL VNCERTEET, FHEOEHEEIITHRNAAL Cal A LT, ZNENOMEE
WIS LTEDAT V=2 haeAd—"—=F4 FTEEY, b0 —h/VEBEHMSSP O
DEEDF—N—TF 4 FMELZFR LY, ZBE2 50T LI3TEERA,

FTx) B FA=N=F A RDF =7 FERED RAL K DHZEHTEET, £D
H. —FNRFNRAL A LUV TEEFT— =T RLRWRY . AT AFE—4 v b KA
ALDTRTDTNA RAZAT V27 b A—=_"—=F 4 NMEEZHEHLET,

ATVl bR =V T, A= R"=TF A RAERL T V=7 FEERL, 204 T V=7 B
T AT AL AL UL FEFITZRAL LD —N—F f RDOU A NEERTEET,

ATl N AR —=F A REFEHTEDAT Vs b XA TIXLUTFIELNET,
« Fv hT—7
o [A— 1 (Port) ]

* VLAN # 7'
« URL
«SLA E=#

TV T 4T A VAR
sJ— kv

TR UAL
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B tooz0rdt—n—3541rou=

e AS /N R

ea23I=2=74 Y AL (Community List)

eARY— VU X}
FTVxI NI =T X T, A== T A RARRA TV hOFT V=7 b XA T
X [A—3—=F A K (Override) |FINRFRINET, ZOFOHNRMEIILLTFDO LR TT,

CREOF =y w0 L DDA T V=S MCEA—A—T A REFRTEET, AT
£ FEELBMESATOE A,

DX ZOF TV 27 MIUIA—R—F A RE{ERTE EH A,

cHME DA TVl MIBIMENTWDE G —N"—F (4 ROBERLET (=& ziE.
2] F22o0F4 == 4 RNBEIMENTWEZEEZERLET) o

FTSH b A—R—54 FOEE

AY—hr T4t (HEDSAEUR|YR—FENDET | R—FSNEK|7OER

~ R AR A (Access)

fEE (Any) L& (Any) & (Any) £E (Any) Admin/Access
Admin/Network
Admin

FIE

AT 1 [T b (Objects) 1>[FT P9 FEIE (Object Management) %38 L £9,

ATV T2 A7V N ZATDY A OOERLET (HAHTRES 7Y =7 hOWE (2 3—)
M)

ATV T3 WETDHAT V=7 NORMIZHImMET A2y () 27V v 7 LET,

ROVIZERT A 2> (8) BERRESNDEGE, A7 V=7 MIFEHFAL ITBELTEY,
FEZZHFALRVEIICRESNTEY, A7 V=7 FEEETIHRPH D £HA,
ATYTE ATVl F A== REFRLET,
BN ATV N A=A =T A FEBIMLEST (A7 P2 FOFA—"—F A ROEN
(11 ~—=2) 2] ,
W ATV N A=A =TA REFWLET (AT V=T FOF =T A FOFFH]
(11 ~—=2) =ZH) ,

cHIBR : A7 V=7 b 2T 4 2T, HIRT 24— =514 FOMIZHHHIRT A = (D)
27 )y LET,
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+7514 rot—ri—354 roxa [

R ATV P AN T A FERELET ATV N A—N—TF A FORE
(12 =) &&M]) ,

FTSTH FOF—R—5 4 ROHHE

AX— bk 41 | REDFA VR | YR—rENBT | R—LZNDEF | 7IERX

VR N R Ay (Access)

& (Any) & (Any) {£E (Any) L& (Any) Admin/Access
Admin/Network
Admin

FE

ARTYTN ATV b =T 4 X T, [A——=TF A R&iFn] (Allow Overrides) | F = v 7Ry 7 A% 4
IZLET,
RATv T2 [fR1F (Save) 122V v LET,

RDBERY

ATV xs hDF AT FEERBINLET (7 V27 NOF——F A ROBEM (
11 /\O'—‘y> %%ﬁ’\g\) o

T2z bDF—R—F4 FDEM

AYX— k54t [ HEDSA VR |YR—bENBT | HR—bENBF|79EX

R INM R AL (Access)

& (Any) & (Any) & (Any) & (Any) Admin/Access
Admin/Network
Admin

I8 HHIIC

cHTVx) b DA—A—T A REBFFLET (T V= b OF——F 4 RO
11~—2) 23H) .

FIE

ATV A7 V=27 F =F 4 X T, [A——FA K (Override) 1 EZ7 v arZREALET,
ATv72 B (Add) 1227V vy 27 LET,
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B tooz0rt—n—354roEE

AT9F3 [#—4 > b (Targets) 1 ¥ 7T, [EAARE/2T /N4 AL R A A (Available Devices and
Domains) U A b B RAAL U FEZETNA AZZJINL, GEM (Add) 127V v 7 LET,

ATy T8 [A—"—=F 4 K (Override) | ¥ 7 T, [4Hl (Name) | Z AN LET,
RATw 5 MEIZGE U T, [#i8 (Description) 12 AL E T,
RT9T6 A—n_—TF4 REEZ A LET,

£

Xy hNT—27 F 7V MZOWTIE, Xy hI—2 A AN LET,
ATy 71 B (Add) 1227V v 27 LET,
ATv T8 [fRTF (Save) 1 &2 Y v/ LET,

RDBERY

T IT A TR =3 AT V=2 2RI L5613, WEDEELRMLET KRE
EEDEN 2ZH) ,

T2z b A—nN—54 FOEE

AYX—hr T4t (HEDSAEUR|YHR—FENBT|HR—FSNEK|7OERX

VR N R ALY (Access)

& (Any) £& (Any) £ (Any) & (Any) Admin/Access
Admin/Network
Admin

BEFOA—N—F 4 ROGRALEEZEFRTCEET, 7L, BFOX—45 > F U R MIEET
xFHA, ROVIC, BEfFEOA— =T A REEEHZ 5, BiLWX—Fy MITH5H LW
F—R—=F A FEBMTHLERHY £,

FIE

ARTYTN A7 V=27 F =T 4 X T, [A——FA K (Override) 1 EZ v arzREALET,
RT9T2 ERFTLHA—N—=F4 KORICHDImMET A2 @) 270y 7 LET,

ATy T3 MLENU T, [ (Description) ] ZZ8# L FEJ,

AT T F—N—TF4 REEEELET,

ATY TS [ (Save) 1227 U w7 LT, A——F4 RERFELET,

RAT9T6 [fRfF (Save) 1227 V7 LT, A7V x7 MERFELET,
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| BREEaLA ISy k

2vro—s47vzo+ ||

RDBERY

T ITATRRY =N TVl N T 5815, REOEFZERLET GRE
EHOHEN #5M])

rYNT— FToTH k

Fy hNT—27 77 MITOULEDIP T RL2AEZELET, Ry hU—27 A7 V=7 h
BIOINV—T%, T/ Aarybo— LR v— v NT—IEHK BALV—IL, TA
TUTAT A4 =, Ry MU=V —L ARV MER, LAR— N VAT LD
Web V¥ —T oA ADSEXERGHTCHEATE £,

Iy NI =0 F T2 N BT A4 Ty g UERETLHEIL. VA NPEEMICT 1
RV TENT, TR T a AN Xy NI—I ATV NETRFEREINET, =
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R+

H—DIP 7T KL XA,

IPv4 O]
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IPv6 D :

2001:DB8::0DB8:800:200C:417A £ 721X 2001:DB8:0:0:0DB8:800:200C:417A
v bT7—% (Network)

TRLvRA Ty QA TRy R)

IPv4 OH -

209.165.200.224/27

IPv6 DH

2001:DB8:0:CD30::/60
7 KL REiE (Address Range)

IP 7 R L ZADHiH,

IPv4 D -

209.165.200.225-209.165.200.250
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Object) | Z&EIRL £7°,

i AT LET,
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EHEOHEN 2BH)
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* http://www.iana.org/assignments/icmpvo6-parameters/icmpv6-parameters.xml

Z D1t
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R—=h A7 V=7 bERERT LB, ROTA FT A AT IZE W,
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R—rATH FOERK
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ATy T2
ATvT3

ATv74
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ATvT6
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AY¥—h T4t (HEDSAEUR|YR—FENET | R—FSNEK | 7OER
~ A AR A (Access)
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ZRINL E9,
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s ZDHF TV 2V DA —NR—=F A REFATLHHEIEL. [F— =T 4 FZFFA (Allow
Overrides) | T =y 7Ry 7 A%F NI LET (A7 V=2 bOFA——=F A ROFH (
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s DX TV 2T MIA— =T 4 NMEZEBINT 25461, [A—/3—7 4 R (Override) |
vrvarERERAL, B (Add) 1227V vy 27 LET (7Y =27 hOF—1R"—F A K
OEM (11 —) E22M) ,

[fR7F (Save) |27 U w7 LET,
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Flo, ZON—VIE, BA A —T A A FT T2 hDOEATHFEREN, KA X —
To2AAFT V=l VERBHTLE, EOT A ADEDA L E—T oA ANRKAT V=7 b
BT O ERRTEET,
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E— RNZESNWTEXF2 VT ¢ V=V ZERLET, 22X, RNy U TRETIIVAT Al
Wy T I =V EER L, A T4 VRBATIIINE Y — o ENERY — & ER L £ 97, Firepower
Management Center (27 /A A& %Gk T DL, ThbDEFx =2 YT ¢ V' —1 ) Management Center
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T2 A AT TVl NOFRROREILITEEHA,

X)) T4 VBV AE—DTDIARTIN—T AT FOER

Je
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VR INA R ALY (Access)
% (Any) L% (Any) tXaU74  |fLE (Any) Admin/Access

S LS Admin/Network

Admin

A HE—T AR

TN—"7
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Defense

Bk

DA B =T 2 A AF TV =7 ML, BnbA o F—T = A BINTEES, 4
H—T 2 A RAEBEMT DI, A F—T7 = A ALV TNDHERH Y £, [T/
4 R (Devices) |>[T/\1 REH (DeviceManagement) | T > ¥ —7 = A A&ZRELTND
LE, EFX 2T VBT L TEET (M ¥ =T =A X T —T13HER
TXFEEA) .

1R BHHIIZ

KA =T 2 ARF TV 27 FOEHEFB I OHIRZEE L ET, (7 —T=A
AF T2 N A B —T 2 A AT N—TL X2 T4 S —r (17°—) 25
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IR H—T 2 A AF TV FEEBEIRELET, BFOX2 T4 V—V

A B —T 2 A AT N, FRFZFOHELTLHZ LI TEEEA, RDVIT,
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D77 ANET 7 AN UANMIBIMLT, 5B IGIKRHTEET, 207 7 AV,
SHA-256 /Ny ¥ =2 iz L CHRESNE T, 7 700 U A MIE, —ED SHA-256 A%
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VR N R AL (Access)
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EAEDHEZNIIRETEEYA, TRNALSVICHEIF TV NeRRBILOWRET S
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T ANDBINGFTE 7257 U —2 URANERITIIAY MERY A NOBORET A 22
&) #7 Vv 7 LET,

ROVIZFIRT A7 (%) BFEREINDGE, A7 V=7 MIFHFAL B LTED,
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AI—hk 54 € [ REDSA VR |YR—brENdT | HR—+rZhd K| 791X
VR N R ALY (Access)
fEE (Any) fEE (Any) 9T (NGIPSv |[{EE (Any) Admin/Access
<) Admin/Network
Admin
FE

(#7249 b (Objects) | >[4 Ty FEE (Object Management) |4 L FE T,
[#%514 (Distinguished Name) ] /— F&EBI L. [{BA 7 =7 b (Individual Objects) ] %
BIRLET,

[#54 DB/ (Add Distinguished Name) 1 %27 U v 27 L7,

AiE AT LET,

VT RAL VRBTIE, A7 V=7 MMiERAL CVBEEBNTRBICT2X0ERSHY 5, ¥
AT A, BUED RAA U TIHFERTERWAT V=7 NOARTE DFAERET HZ LN T
TET,

WA F T EA DEE AN LES, ROBREDH Y 7,

o« FERIA A BINT AEAIE, BT TV 27 b (64 2—) ITRENTWABMEE I
V TCRU->TEDLHZ ENTEET,
HEL BN A58, BEOT NV ETUAS NV RI—FREEDDHIENTEET,

[DN] 7 ¢ —/v RiZ,

[PR1fFE (Save) 122 U w7 LET,

| EEEEDE e R A



| BREAaLA IO b

el |

RDBERY

T ITATIRRY =B AT V= baBRTOHEIE, REODELELZRALET KRE
EHEOEN 2ZH)

PKIATJ>xH k

SSL7TUr—2avoPKlAToxy b

PKIFA 7 V=7 b, BAZVR— T 572D ERABETEINE, BLOSTIT% -7
ERERLET, NHCAFT 7Vl NEBIOEHTEACALT T V=7 NI, iR (CA)
AFAECHER SNE T, F. NEHCAA T V=7 MO, SFE L ST ICh o - ERSL &
EFNFET, WHEHEA 7 V=7 MBI WMNTGEREA 7 Y = 7 ML, — G E THER S
NET, Fio, NEGEHELS 7 V27 MZE, GEHEE XTI RERLEENE T,

B CTE ARARAT V=2 b ENHAHEAT V=7 b &AL TISE~OBEFREZRET S
BB ISEETAT T 4T 4 Y= AL LTHATE £,

WNHEGEEELS 7V 27 2R L Ty 7T 4 T R—Z NV ERET HEE. VAT ATy
T AT R—H )T INA ZAIN2—F D Web 77 UWIZHH T DB, TNXAADT AT T 4
T4 EREETE £9,

FHTE ORAERA 7Y =7 e LTV AZEET 256, LDAP £72(13 AD ¥ —/3~
DY F = 7 Pt e E TS £T

SSL/V—/VCPKIA 7 V=7 NeFEHTA5EAE, LTOLOEFEHA LTS bsnZ T 7 0>
I ERETHZENTEET,

o« NERFFIHE AT ¥ = 7 FNDGFHE

EHTED CAAT V=2 bD CAILL > TEA SNIZREYE, EIEHTE D CA

F == WTES SR E
SSL/V—/VTPKIAT V=V FNaEHTLEE6. UTOLOEE ST ET,

CHENT T4 07 N CATT V= Mo TH—GEAEZHEAT LI LICL-
THEZLET

cZENT T4y NEGREHEA 7 V=7 MCH LB OMEREZMEN L TES LE T

FEE L X —DEREFETANI L, ZOEREEZL 77 A NVET v 7 r—RLET, HHEIC
KoTE, FLW CAFEESCHE X —42 R T 52 EMTEET,

T2l h %=V ¥ TPKIA T V=7 bDOY R NEERRT DL, VAT AMIEEHEDY
TVl MWL EAT Y2 MEE L TIFRLET, GEHEORERY TV s NlBI4 &
FRT DT, O EICHRA X 2B LT EE, FEHEICET A MoOFEME TR T 51
X, PKIA T V=7 FafRELET,

arATesr Iz~ I}
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B nszapioozor

\}

BHATELA IO b |

G¥)

Firepower Management Center 35 X OVE BTG 7 A AL, WEHICA A7 V=7 k& NERGETE
17/:7 WRAFSND TR TORE X —%, RFHNCT o F DER SN F—%2flio T

%MLET NRAT— RFEEISNTWIMEX—%2T v u—K45L, 77747 VAL
A—PRAEDNSAY — R ffio THEXF—Z2 T L, Jo ¥ AIERSNIEF—2fioTEN
ZHEBL L ThHBRFELET,

Wllzlﬂ-‘ nL.\nIEFJer:)IO I‘

BRIE SN ZENENDONEEFER (CA) 7Y =7 M, Mk THIE S 415 CA O CA KB
&%%%%Liﬁo_®ﬁ7/m7Fi\ﬁ7/:7%%\CAﬁ%%\%i@&7Kﬁok
BN B 720 £3, SSLAL—AVTHNECAF TV =2 NI N—T%EHT 2 &, WNECA
WCHoTH—NEHEICHBEL T LI LICED., BETLIHFIN T 74 v 7 205 TEE
D

GE)

[1E 5 - FFE4 (Decrypt - Resign) ]SSL/L—/L T CA A7V =7 hEBBTHHEE, L—
RS by v a v il—835E, SSLNV Rz 7O a = — MTFEAELEIET
ERNWENWHIBENZ—FOTFZ IR RINDHZ ENDHY £T, ZhxElET 5121, B
FHCTEXDHNL—NEAED I FAT U b ERIZRAAL L URX MINECAL T V=7 MEHAERZ
BMLET,

WOIFETHNE CA A7V =7 FNEER X £,
¢ RSA X— 2 F 23RN — 2 DOBFED CAFEFHEZ L MEX—% 1 LV R— 15
e LUWRSA XR—ZADHCEL CAFFHEL B X —2 4k 5

s RSA R—ADRKREL D CAFEAELMEX—ZERTINHCALT TV =7 AT D
BIZ, FERAEIZEAL T D1 OIGERESLAER (CSR) 20D CAIZEETILERHY
F7,

BN S FEAELZELNICAL 7V =7 bEER LICR T, CARERE L fibEm itz 4 7 n—
RT&ED LRV ET, AT AL, FUru— NSWIZFERE &5 — 22— Yo
NAT— R TR LIS,

VAT ACAERSNIHAE TS, 2—FICL > TR SAEHE T, NIBCATT V=2 |
DERFEECEXETH, MO+ T V= b TRAT [ FEETEEEA,
EHTONECAAT V=7 MIHIRTE EEA, SHIT, SSLARY —THH SN2

CAFT7 V=V NaefEdTr e, METLZT 77X a3 e —A R —nROLET, £H
ERMIELITE, 778X arbe— R U—2HERRTLILERDHY £7,

| EEEEDE e R A



| BREEaLA ISy k

CA

CA

o R |

AEAZE EMEBEX—DA VR—+

\}

=L

X509 V3 CAGERRELMEX—Z2 A LA —FT5ZLI2k-T, WECAAFT T V= FERE
TEFET, PR —FrENAZRONWTNODEXA T a—RNEnNEZ7 7 A NVET v 7 e — KT
=FET,

o BRI (DER)
o T A N —ilfbEF A —/L (PEM)
WEX—T7 7 A NVPNRAT— RME#EINTWDLEAIT, B/ SATU— F2gftcx $94, A

EBLX—NPEM AT a— FEINTWLEAIE, FHREZ2a— LTI T
xFET,

WO RFAEE - IIF—DFHAEGA TS, AT TWDE T 7 ANDIRET v 7
O— RTEXFET, VAT AIF TV =7 FERETARNCRT 2HBEE L E 1,

G¥)

AEBAE & T

[
25
i

U

N—VZ [H5 - [ 4 (Decrypt-Resign) |77 v a VERETDHE, TONL—LTiE, HE
SNTWVAHL—AVFEHEIMZ T, ZRINDOINEH CATEAEDOR ST VT XAD X A I
EOSWCT T 74 v nlBESNET, L 2iE, BHEBRR—2ADT7 L TY XA TR SIS
NIERENT 7 4 v 7 #EET 5120, BHRS—AD CAFEHELZT v 7o — K 2505
NHY FET,

F—DA viR—k

AX— bk 54 € [ REDSA VR |HR—rENdT | HR—rZhd K| 791X
VR N R AL (Access)
& (Any) & (Any) 3T (NGIPSv |[{EE (Any) Admin/Access
%) Admin/Network
Admin

< ILF RAAL COREMTIE, BEDO ALV TERENT-A T V27 PRFRENET, 20
ATV MIRETEET, S RALA S TERSWEAT Vs FbIRSNETR, 1F
CANEDEE ZNIIRETEE YA, FRBRRRALNIHDEILT TV "R TFBIORET D
Wi, FDORAAL AT B ET,

FIE

AT 1 [T b (Objects) 1>[FHTP 9 FEIE (Object Management) %8R L £9°,
RATw 72 [PKI] /— RZER LT, [N4 CA (Internal CAs) ] Z&IR L E7,

ATY 73 [CADOA R —1 (ImportCA) 1%227 Vw27 LET,

ATV T4 LRk NI LET,

arATesr Iz~ I}



B cravmEssvnms—

ATy TH

ATvT6

ATy 71

ATvT8

BHATELA IO b |
DER

VNVF RAAL VERTIE, 7727 MaE RAA VBEENTRBICTAVNENHY £, &~
2T L, BAED RAAL U TIIERTERNWAT V=27 NOLATTE OB EHETDLZLENT
E7,

[REET —# (Certificate Data) |7 4 —/L KD _EfIZH 5 B (Browse) 127 U v 7 LT,
DER 721X PEM T a2 — K&/ X509 v3 CAGEE Y 7 A VT v 7 u— R LET,
[F— (Key) 1 74—V RO EHIZH D [ZH (Browse) | %27 U » 7 LT, DER £721% PEM
Ty a— RENEXTOREX— 77 AV ET v 7a—RKLET,

Ty Tua—R 77 ANRRAT— RMEESINLTOWDLEAIL. [ LB L ORD/IRAT — R
(Encrypted, andthe passwordis:) ] = v 7Ry 7 A% AN LT, RXAUY—KRKEZADHLET,
[f*1F (Save) 1&#7 VU v LET,

RDEZRY

T ITATRRY =N AT V=7 FEZRTLEEE, REOEELRALET RE
EEDEN W) ,

CAEIBAE S K UME X —DEM

ATy
ATvT2
ATvT3
ATvT4

AY—hr T4t (HEDSAEUR|YR—FEBT | R—FSNEK|7OER
R INM R AL (Access)
£& (Any) £% (Any) 4T (NGIPSv [{EE (Any) Admin/Access
ZE<) Admin/Network
Admin

MMM A RIS 5 2 L T, RSAN—ADHCLEA CAFEAE LB —%2 KT 5 L 512w
HMCAAT V=V NeRETEET,

AR EID CAGEBHEO AWML 10 4Td, (A2 OBRLS (Valid From) ] @ HfHE
RO — MBI Cd,

SNVTF RAL CDOREFATIE, BUED FAA TR SN AT V=7 FRFRSNET, T0D
FT7V =7 MIWETEET, BHRNAA CTERSNTAT V=7 FAFRRSNETR, F
EANEDHE ZNERETEEEA, FRIALSN VDI TV =7 FaRRBIORET D
ik, 2O RAL AT BRx £,

FIE

(#7249 b (Objects) |>[F Ty FEE (Object Management) |% RN L E,
[PKI] / — RZEBI L. [INHEF CA (Internal CAs) ] Z3®IR L £,

[CA D4f% (Generate CA) 1% 27 Vv 27 LET,

AHiE AT LET,

| EEEEDE e R A
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| BREEaLA ISy k

ATy TH
ATvT6

gLosarzane [

NILVF RAAL VRHTIE, A7 9= ME FAAL CVBEREBAT—BICT20ERDY £, &
AT AT, BUIED ALV TCIERRTERWA TV =7 OARTE OBAEERET HZ EMNT
TET,

ID @PEE AT LET,
[BEE4 CA DAL (Generate self-signed CA) (%7 Vv 7 LET,

FLWERM SRS

BN EFHAELZ CADOERETSZLICL T, NECAA T V= FERETEET, =
T, D2 ERENGZ2D F7,

W CAAT TV =7 beRETHRDOOMBEREREELET, kY, £ELDIE
BER L ORTIZ RS T EHEBER S L, F5E L7z CAICK B AEEE 4 2R (CSR)
PER SN E T,

WXV BAMESIEREREITSINES, TRENMCAA T V=7 MIT v 7 r—F
LT, REBADFEAEL BESHRIET,

BT EFFHENE ENTWEEAIZOR, SSL/IL—/LTHECAA TV =7 "SR TxE
7,

KRE% D CAGLEAE & CSR D1EAL

ATv 1
ATvT2
ATv73
ATv74

ATy TH
ATy T6
ATy FT17

AYX—hr T4t (HEDSAEUR|HR—FENBT|HR—FShEK|7OERX
R N R A (Access)
£& (Any) £& (Any) 4T (NGIPSv [{EE (Any) Admin/Access
ZE<) Admin/Network
Admin
FIE

[#7> x4 b (Objects) |>[F Ty FEE (Object Management) |4 I L FE 5,
[PKI] / — RZJEE L. [N CA (Internal CAs) | Z 3R L £,

[CA ®%4% (Generate CA) 1% 7 U v LET,

AiE AT LET,

~NVF RAALVEBTIE, 7027 MiE RAAL CBERENTBICTHMNERS D £5, &

AT ME, BAED RAAL U TIEIFERTERNWEIT V27 NOLARIE DBEEEETDHZLENT
xFET,

ID @tExE A LET,
[CSR OfER% (Generate CSR) 1% 27 U v 7 LET,
CAIEFETAHIZCSREa e —LET,

arATesr Iz~ I}



B s~ oz LcarantEansEREOT v FO—F

ATvT8 [OK] &7 Vw7 LET,

RDEZRY

cCAIZK - THITEN D BLLIEH
L TLTIEE0,

72 ~R—3)

BHATELA IO b |

FEAEZT v 7 u— T ORBENRDH Y £9, RO~N—Y

CSRADEEELE LTRITEIN-ELAGSHAZEDN7yTO—F

ATy T
ATy T2
ATvT3

ATv74
ATvT5

ATvT6

ATy 71

CSR ~DJSEE L TIITENTZBAMZHAEDT v 7r— R (

AX—hk 41 [ REDFA VR | YR—rENBT | R—LSNDF | 7IER
- A AR A (Access)
fEE (Any) EE (Any) F_T (NGIPSv |{E#& (Any) Admin/Access
ZBr<) Admin/Network
Admin

< NVTF RAAL DRERTIE, BIED KA AL CTERINT-AT V27 PRERENET, ZD
ATV MIRETEET, B ALV TERENZAT V=2 PbFRENETN, 1F
LAEOEAEZNIRETEETA, FRRNAALVNIHEIAT VI "R RBIORET S
I, FDORAAL T Bz F4,

—ET7 vy T u—Ft5L BAMNERERFEILSSL L — /L TERTE ET,

FIE

[#72 x4 b (Objects) |>[AT >y FEE (Object Management) |5 %R L £,
[PKI] / — RZ R L, [N CA (Internal CAs) | IR L £,

CSR #FiE L CW D RBA DRI ELZEFTL CA AT V=7 NOMORET A2 (&) 27
Vw7 LET,

[FERAZE D A > A b — L (Install Certificate) | %2 U v 27 LE7,

[ (Browse) ] %2 V27 LT, DER £72(Z PEM Tx > 21— F & 172 X.509 v3 CA FEH]#
TrANET v T u—RFLET,

Ty Tu— R T ANDBRAT = FEESNTOL5EE, [k, SAT =1
(Encrypted, and the passwordis:) | T = v 7 Ry 7 A% F NI LT, RAT—RE AN LET,
[f~7F (Save) 1227 Vw7 LT, CAZT V=V MIBAMEIEHELZTY v 7ur—RRLET,

RDZRY

cTUF A TR = NF TV N EBRTHBAE.
EHEOEAN L)

REDER R LES GBE

| EEEEDE e R A
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| BREEaLA ISy k
casEsiEsLviEr—osovo—F [

CASIFAZER L UMEF—DAHYO—F
EB I OEOBRE S 7 7 A NENECAFT 7= " bA T u— K52 212k
D, CAFERI#B L OAT IR o ol A Ny 7 T v T E RS TE £

Fyrn— NS EE RIS TRERGITIRAF L T IZE W,

VAT AT, WERCAA 7V =7 MIREEFEESN TV AMEHRE T A7 ITRET DRI, T
HNERSINTZEHEE > TR LET, iEAEBIUOREREZNTCAL T V=7 bbb
Fyra—RT5E VAT AIETHEREE S L TG, GEAELS LOMEROERE 5T
TrANVEERLET, TO®%, XUra— R 77 A VEKEBLT D202 AT A TDIL
HXAT — Rt 5 08P H D £,

VAT LNy Ty TO—FE LTH Y rr— RENOWMERIT, BESnTh6, L

Ny T o7 TrA MURESNET,

CASIFRELMEFEXF—DAHO—F
RT— k54t |REDSAEUR|HH— FEnET | HHK— FEh5d |7 oER
~ A AR A (Access)
f£& (Any) fEE (Any) F_T (NGIPSv |fE& (Any) Admin/Access
<) Admin/Network
Admin

< NVF RAAL VDRERTIE, BIED KA AL VTERINT-A TV r PRERENET, 2D
ATVl MIRETEET, B RAAS CTERESNZA T V=27 P FEREINETR, IZ
CNEDEEZIIIRETEE YA, FRINAALNVNIHDAT V=V PR BIORET S
2, FDORAALNTH D2 £97,

BHEORAAL VBIOEH RAL O EFD CAGEHEEZXY Vo r— R TXET,

FIig
ATy T [#TPxY b (Objects) |>[AT P9 FEE (Object Management) |%#R L F5,
ATw 72 [PKI] /— R&EB L, [N CA (Internal CAs) | 23R L 7,

ATvT3

ATvT4

FEAERB I OMES—2 4 70— KT RERINETCATT V=7 NOBDOIRET A =
@) B2 LET,

VNATF RALBATE, BT Aay (%) 2270y 7 LT, B RNAS L OFT V=2 b
DIEFER L OEXF—2 7V n—FLET,

[#7 > v—1F (Download) ] %7V v/ LE9,

arATesr Iz~ I}



BHATELA IO b |

B csczemaptivzst

ATYTE [/XATU—F (Password) | BLO[/XA U — ROMEFE (Confirm Password) | 7 4 —/L RiZ, K

TN AT = FE A LET,

ATv7T6 [OK]Z=27 V7 LET,

EBHETEARER/A TV b

RELTEHETE DR (CA) A7 V=27 ME, TNFNEETE S CAILET S CARNRH
FEFHEL R LET, ZOFT V27 MI, 7727 b E CAABEESEHENG ) F
T, ROLDICEESNTIABCAAL T V7 Ve I NA—TF2EHTEXET,

< fEHETE D CA, FIFEEF = —NOWTIID CA K-> TEH S GEHE TR
TSN 77 4 v 7 HHET 572D SSL AR Y v—,

« LDAP £721X AD V' — SO % 2 7 R A LT 272D D L)L LA DOFRIE,

* ISE ¥2%¢, [pxGrid #—/N CA (pxGrid Server CA) ] 7 4 —/V K& [MNT % —/3CA (MNT
Server CA) | 7 4 —/V RCEHTE 2FERAT V=7 FEBIRL 7,

BEHTELCAAT V=7 NEER LA T, ZO4FIEZETL LY, GEBERY X |k
mmJ%EMLkbﬁé:tﬁT%ifﬁ\m@ﬁ77I7hfuN?4%£E#5:&m
TEFEHAL, A7V MTEBEIMTE % CRLOKIZITHIELRH Y A, 7PV MT
71— REHRO CRL Z#ZEH 9 5121, ﬁ7/mﬁb%motAMHbfﬁ¢ﬁ¢éz%ﬂ%
0%,

GE)

F 7 V=7 MICRLEZBIMLTY, ISEORERTETA T V=7 MEATHBITEZTIH Y F
A,

BHFOEHETEDHCAAT V=7 FVEHIBRTHZ EIXTEERHA, £o, HATOEETE
LHCAFT TV baefRETHE, BMEMTONTWDET 7R a2 ba—/L R U—2
TR 2T, BEENBIEDITE, 7782 a2 be— R ) U—2HERET
LHEENH Y F9,

EETEAHCAA TV b

NECAZAT V=7 NI, XS509Vv3CAGEAELST v 71— RTA2Z2 LI THRETEET,
KOV R—FENTWAEROWTNA Ty a— L7 7MLV E T v 7Fu— R Tx$E7,

« BB AT (DER)
o« T AN —i{LET A —/ (PEM)
T ANPBNRAT — RCHREIN TV DAL, B2 T — RERIET L2081 H Y £,

FEHEN PEMJEA T 2 — RS TWHHEE, FRezae— LTI LT
\i—g—o

| EEEEDE e R A



| BREEaLA ISy k
gEczscArIvzy toem [

T 7 AR R FEAZEIE RN G EN DI HEEICOR, CAFEFAEZEEZ T v 7o — R T&EJ, v
AT WIA TV =7 N ERFT HANIGEEZMREEL 77,

EMETZSCAA T FDEM

AX— bk 41 | REDFA VR | YR—rENBT | R—LENDF | 7IEX
- A AR A (Access)
fEEL (Any) EE (Any) F_T (NGIPSv |[{T:#& (Any) Admin/Access
2FR<) Admin/Network
Admin
FE

ATYT1 [A#TP x5 b (Objects) |>[AT LY FEE (Object Management) |% 3R L £,
ATw72 [PKI] /J—R&ZEB L, {EfT& % CA (Trusted CAs) ] ZER L E7,
RATY T3 [[FHETE D CADEN (Add Trusted CAs) 1227 Vv 27 LET,
ATy T84 ZEiE AT LET,
“IUVF RAL VRBTIE, A7 V27 ME RAL VBN T BT 2RERHY £, &

AT AT, BUED RAAL U TIEERTERNWAT V27 NOLRTE DBEERETDHZLENT
=FET,

ATy T5 [Z (Browse) |27V v 7 LT, DER £721X PEM TxT 22— K X172 X.509 v3 CA FGEBH &=
TrANET vy Fa—RFLET,

RATYT6 77 ANBNRAT — RSN TV DAL, 51k, XA 7 — K : (Encrypted, and the
passwordis:) | T = v 7Ry I RAEFNZLT, NAUY—RKE AN LET,
ATy 1 #RfF (Save) 1227 U w7 LET,

RDEZRY

T IT A TR =3 A TV = FeBRTL5HEE, WEDEELRALET RE
EHEOHEN 2BH)

ERTESHCAA T Y FOFEAEXRY X k

B CEDLCAAT V=27 MICRLEZT v 7 u— RTEx T, EEHTEXHCAA TV =7 b
SSLARY v —DHFTHEMT DL, By a rORES(LIEHELREIT L7z CA NF D% CiFlAE
EEROBE LI E I NCESINT, BBk b7 7 4 v 7 &l cE £9, PAR—h&h
HRONWTNNOEA T a— RS 7 7 ANVET v 7r— RTExET,

« BT EALHI (DER)

o T A N —itfLEF A —/L (PEM)

arATesr Iz~ I}


fpmc-config-guide-v61_chapter_010000010.pdf#nameddest=unique_168
fpmc-config-guide-v61_chapter_010000010.pdf#nameddest=unique_168

B cEczsatroos rA0EHEED Y 2 FOEM

CRLZBINL7-1%.

Di‘é—O

BHATELA IO b |

KO LIREAEDO Y A 2 RRTHZLNTEET, A7 V=7 MTT v
T — REHRDO CRLEZERET HITIE, A7V =2 bW oAUHIBR L TEIERT 2 LEN H

W2 CRLEEATWA T 7 ANDOHRET v Ia— RTEET, Eﬁf%éCAﬁfyia

MZIBIITE 5 CRL OEUTITHIERH O T A, 7272L, CRLEZT v u— RKL7=HEAE. Bl
® CRL BN DENC, A7V =7 NaZOEMRTETILEND D £3,

Y

G¥) A7V=7 MTCRLZEMLTH, ISEOMARETA T V=7 MEFTHBEICHEEIDHY £
A,

EETEBHBCAA Ty ADIIBAESLT) X FDIEM
AX—hFS54 € |HEEDSAEUR|YR—rENET | HR—rShDEF | 79X
VR N R A (Access)
& (Any) f£& (Any) 3_T (NGIPSv |f£& (Any) Admin/Access
<) Admin/Network
Admin

<)V TF RAA DREREAT

X, BUED RAA U TERS N AT V=7 MRRRENET, 2D

F7V =l MIRETEET, Ll AL THERENTEAT V=7 FbFERSNETR, 1F

th&@%ﬁ:

BBz ET,

FRETEEEAL, FRIAMNVZHDLIAT V=7 MaRRBIOWET D
Wi, €D RAA

GE)

ATy I
ATy T2
ATvT3

ATy T4

ATy TH

F7V =2 MTCRLEZEBIMLTH, ISEOMARETAH T V=7 MERATOEITEETH Y F
A,
FIE

(#7249 b (Objects) |>[F Ty FEE (Object Management) |4 RN L E 5,

[PKI] / — F&REBA L,

[{EME T 5 CA (Trusted CAs) ] 23R L 97,

BHETEDLCAALT V=l NORIZHDLIRET A2 (&) 27V v 7 LET,

ROVICFFRTA 2 (5) BERSNDEE,

B DMHERPH D 8 A,

Ean=cd
X AE

R RAAL TEL TR, REEX

[CRL @3B/ (AddCRL) ]%72 U 2 L, DER £721XPEM T 22— K&}/ CRL 7 7
ANET v Ta—RKLET,
[OK] %227 U v 7 LET,

| EEEEDE e R A




| BREEaLA ISy k

simarmErIvzs -

RDBERY

T ITATRRY =N TVl N T 5815, REOEFZERLET GRE
EHOHEN #5M])

SNEREERREA 72U b

REFERHDENENOIBIEAEAST V7 ME, BRRICE S W0 — ARSI EEZ £ L
FT, ZOFT V=l MIL AT V=T ML EGEAENLRY 9, SSLA—/LCHERFERE
FTx N TN—T T L b NGEE TR S SN N T T 0 v 7 AFE T
FT, EEE BETEZIECEAY—NEEHEZ T v 7 e — R TEXETHR, [GHHTE S
CAGEFAZEZE > THRAET 2 Z LIXTEEHA,

X509v3 P —RNEEHELEZ T v e — R 52 LIk o T, AEGEEHES 7V 2/ M ERETE
9, YR—FENTVEDBROWVTNNDIERD 7 7 A VET v Fu— R TEET,

o« BT B LA (DER)
o« T A N —i{bFEF A —/L (PEM)
WY — NFEHEB R A S A TWE 77 ANE T ET v e — R TEFET, VAT AIAT

Vxl NERETAHANI 7 7 ANVERIELET, EAZEN PEM AT a— RT3
LA, Ao — LTl ffirs b T ET,

SNEREEBRZEA T U FDIEM

AT T1
ATv T2
ATv73
ATv74

ATy Th

AYX—hk T4t |HEDSFAEVR|HR—FENET | HHR—bENBE | 7OER
R INM R A (Access)
=& (Any) =& (Any) 4T (NGIPSv |[{£E (Any) Admin/Access
<) Admin/Network
Admin
FIE

(#7249 b (Objects) |>[F Ty FEE (Object Management) |4 L FE T,
[PKI] / — RZJEE L. [FMHBEEE (External Certs) | # 3R L £,

[FMEFERE OB (Add External Cert) 1227 U v 7 LE7,

AiE AT LET,

SNVF RAAL VBT, A7V =7 Miax FAAL CBEANTBICT20ERHY £7, &
AT LE, BUED RAAL U CIERRTERWAT V=7 NOARTE ODBEERET DT EMNT
ERE

[REFAET —# (CertificateData) |7 4 —/L RO EFICH 5 [B (Browse) 1227V v 7 LT,
DER ¥721XPEM T a— RE 7= X509 v3 »— NFERET » A V&2 T v a— R LET,

arATesr Iz~ I}
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B rsamEroozor

ATvT6

BHATELA IO b |

[fR1F (Save) 1272 Vw7 LET,

RDEZRY

T I T ATIRARN —BAT V7 eI 256813, REOEFEZEBELET EE
EHEOEN =) |

WNEREEBAZE A T2V b

REFHDZNLENONEGEHEA 7V =7 ME, MR T 5 — KRG EEZ L L E
To TOFT V=l ME, ATV =2 M, ABREEENE. BRORTICR o T EH#N G 7
DET, WEFERAES 7 V=7 7=, UTTHEMT 22N TEET,

* SSL/V—/b, BEEHIOWE X —%2FHT MOV — "D 1 DICERBGTDH N T 740 v I %218
SLET,

« ISE ##5t, [MC ¥ — NGEBE (MC Server Certificate) ]~ 4 —/L K ONEGEHEAS 7 Y =
7 FEREIRLET,

s XY TT 4T R—HNVRE, 2P D Web 7T UFICHH T HICF ¥ TT 4T R—H
WTNAADTAT T AT A ZGET DL IICRELE T, [—\GEHE (Server
Certificate) ] 7 4 —/v RHOWHGEHEA 7 V=7 FEBRIRL £,

X.509v3RSA XN— R F 723 iR — 2 DY — SFEHERB L ORT OMEX—%27 v S a—
K422 Licky, NEBGEAES 7 P27 FE2RETEET, PAR—FINTWHBEROWNTI
MOBERDOT7 7 A NET v 7Fa— R TEET,

o BN BALIRAI (DER)
o« T AN —LEF A —/L (PEM)
T 7 ANVIRNAT — RIg#EIN TV D 1T, BE XAV — RERETILERD Y 3, i

%ikkzme%ffi/ﬂwhéﬂfwéﬁA I EHHEae—L T2 8%
TEET,

BRI EE 2T —OFEREZA TS, FHHAIZSTIZR>TWDA 7 7 A NDRIRET v 7
O— RTEFET, VAT AIF TV =7 NERET ARG T 2HEE L E T,

WHGEHEA 7 P =7 b EER LTIZR, TOLARIEERTHZ LIXTEEIN, ot 7V
I N TuNNT A BEETAILIETEERA,

FRPONEGEEAEAS 7V 27 MIBIRTEETA, 62, FHTONEGHERES 7Y =7

FemETHE, BETAHT 78X arhog— L R —NEFLET, EHEEKMIES
Wi, 778 A 2 bre—L R O—AHERETALERH Y F1,

| EEEEDE e R A
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| BREEaLA ISy k

massEREs I roem ]

NEBRERREA T2 =¥ FDiEM

AT T1
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6

ATy 717

ATvT8

AY¥—h 4t HEDSAEUR|YR—FENDET | R—FSNEF | 7OEX
v A INA R AL (Access)
fEE (Any) £E (Any) T _T (NGIPSy |{£#E (Any) Admin/Access
w#Er<) Admin/Network
Admin

FIE

[#72 x4 b (Objects) |>[A Ty FEE (Object Management) |4 %R L E 5,

[PKI] / — Rz B L. [WHGEEFFE (Internal Certs) ] 2R L £,

[NERFEZ DB (Add Internal Cert) 1227 U v 7 LET,

BETEANTILET,

YNTF RAAL VIRBTIE, A7 V=7 MiEk RAAL CVBENT—RBICTH2RERDY £3, &
AT ME, BAEDO RAAL VTIEFERTERNWAT V27 NOLARTEDOBFEEEFETDHZ LT
TET,

[FEBZET — % (CertificateData) |17 4 —/V KD _EEIZH 5 [BHR (Browse) (%7 V v 7 LT,
DER £721ZPEM T a— R &N X509 v3 b — NGEHETY 7 A V&2 T v 77— R LET,
[F— (Key) | 74—V D EIZH D [/ (Browse) ] %7 U >~ 27 LT, DER £72i% PEM
Ty a— RENERXRTOExXS— 774 VET v 7a—RKLET,

T o7 u— RTAMEX— 77 A NN AT — RIEEI LTV AEAIE.
U— K
HLET,
[fR7F (Save) |27 U w7 LET,

LR 97 AP PS
(Encrypted, and the passwordis:) | F = v 7Ry 7 A% AT LT, NAT— K& A

SLAE=2ATTxH bk

% SLA E=4 T, F=X VU ITRHEBOT RLA~OERHIARY O —%EHLL, TDOT KL A
~OL—FORHMEE T X LET, — FORHEIEL, ICMP =2 —ZRAZEE L.,

INE R T A LICk o T, EHINICTF =y 7 SnET, BRBFA LT T HE, 2D
= NMIN—T 4 T T =T NANBHIRESN, Ny 7T v 7 — MNIEEZ#ZONET, SLA
FT=Z YT VadiE, TAL AREND SLA FE=Z EZHIFRL TWARWRD . BEE#% T IS
B LCETLETET (DFEY, PaNFz—I 07 7Y RLERA) o SLAE=X F7
VxZ NI, IPVAREZT 4T — K RY =D [b—F N7 vF 7 (Route Tracking) ]

74—V RTHEHINET, IPv6/L— b TiE, v— K Ry F 72K 5 TSLA E=4 %1
HTHZ LIxTEEHA
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B oswz-s170z5+

BHATELA IO b |

AX—hrZ1 ¢t
VR

HEDZ1ER

HR—rEhhdT

N R

HR—rEhB K

I A

TR
(Access)

L& (Any)

AV

Firepower Threat
Defense

L& (Any)

Access Admin
Administrator

Network Admin

FIE

ATvT1 [#TPxH kb (Objects) |>[A TP x5 FEHE (Object Management) | ZER L, 2T
Y T —T )5 [SLA E=4 (SLA Monitor) ] Zi®R L E7,

[SLA =% ®iB/l (Add SLA Monitor) 1 %27 UV v 7 LET,

(407 (Name) | 74—V RICAT V=7 FOLRTZ AT LET,

(A7 > a ) [ (Description) | 7 4 — /L NIZAT V=7 hO#BHEATLET,

(48 (Frequency) |7 4 —/b RiZ, ICMP = 2 —ZRE(FOMEE (BEAL) ZANLET, A
B2 EOFPAIE, 1~ 604800 F (7 H) TH. 774V ML 60 B TT,

GE)  BEIFZA LT T MERMICTEEEA, ZNUOOEE LT 5121
(AR T D MERDH Y T,

ATvT2
ATvT3
ATvT4
ATvT5

HEEZIUH

ATv 76 [SLAE=4ID (SLA MonitorID) ] 7 ¢ —/L RIZSLABED ID FZE AN LET, EOHPH
1% 1~ 2147483647 TT, 1 DDT /A RTITH KT 2000 HD SLA BAEZAERLTE E3, &
ID HZHZIEIARY — T NS AFEIIK L T—ETHLILERNH Y £,

[LEVME (Threshold) ] 7« —/L RIZ, EF LEWENES S5 ETIZ, ICMP — 2 —Zk
DB T D2 MED & S5 (I UBHAD) Z AN LET, AR7RMEOHMIL, 0~
2147483647 L VRV CTH, T 74/ NI 5000 X U TY, LEVMEIL, EXESINIEAEREL
T A R NERT ORI ESNET, 26D A Xy M, XA A7 7 MEX#EYTH
HNEIMEITHMETHIDICHERTEET, ZOAXR ME, F=F ) U ITRHEBOT R LA~
ORI EF[REMEZ BRI R T HOTIEH Y T A,

GE) LEVMEIZSZ A L7 0 Maziis Lk )

Z. SLA BEN ICMP = 2 —HLRA~DISE R4 5
e (R URDHNAL) 2 A L ET, EOHFHIX 0 ~ 604800000 X VEY (7 H) TH, 774/
M 5000 S URTY, FE=F U IREBDOT FLANLDIGENZD T 4 —L RITE#RESH
7o IR PN ihéhﬁw%é ABRT 4T — "B —TF 4 T T—T AR S,
Ny T o7 )—hMIEEWH2 b ET,

GE)  ZAL7 7 METHEEZBE CTE XA, 2 O0O0OBEZ KT 51013, HEEZ
URICHUR L T 7230,

[7—% %A X (DataSize) ] 7 4 —/V KiZ, ICMP ER 7w kXA m— RDHPA X (34 k
HAL) AN LET, EOHPHIZ0~ 16384 /34 F T, T 74/ MI28/34 F T, 20D
Be. 2RO ICMP /N7 > ME 64 34 R &2 E9, ZOfEIZIX, 71 b 2L E 72 Path
Maximum Transmission Unit (PMTU) T#Fr] SO KEZBZ DEEZRE LRV TL 72 &0,
BIZE o TE, BIERREMEEZ MR T D720, T 74NV FOT—% A4 X K& LT,

ATy T17

2 LE,

ATY T8 [#ALT UK (Timeout) 1 74—/ Ki

ATvT9
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| BREEaLA ISy k
FLosvozuzt |}

V—=RAL A =5y FORBITOPMTU DiEVWERNTELEIICTHZENAMEL D 7,
PMTUN/NE WL, By v a DR T 3 —< L RAZREBLZRIFTZENHVET, Byia v
DIRT F—< VP ANOEBERRHIND &, A2 SARFEHINET,

ATy 710 mm74~wM\I@H£kA&/b@mAu& TERINTAA T AT F—EX
(ToS) DEEZANLET, HOFEHIZ0~255TT, 774 MFI0OTT, ZO7 41—/ K
Kﬁ\Ek\ﬁ%@u\hﬁéakwkﬁwainifo:@%%i\fu/%wa74/7
DI=DIZHX Yy NT—7 EOMDT A ZARMERT 256 bHUE, EHT7 78X L— R ED
BRRICE-- TSN HELH Y £,

ATFw 71 [7%7 > b (Number of Packets) | 7 4 —/L RiZ, ¥EEND37 v bo¥AE A LET, |
OFPHIZ 1~ 100 TF, 774/ MI 137y hTT,

GE) /\()’7 / MEKRIZE - T, Firepower Threat Defense 7 /N A ANE=F U U ITRROT R
ICEETE RV ERS THRET 2 2 DB INDIGEIE. T 74V O Ty
F@Ui’jﬁé‘ <LK ﬁélﬂo

ATy T2 [F=HV 7% ET KL A (Monitored Address) ] 7 4 —/V KIZ, SLA #{EIZ X » CTr[HMERN
F=HXINTWDLIPT RLAZANLET,

AT T [V—r/f v H—T A A (Zones/Interfaces) |V A N C, T/ ANEFHAT— 3 v Li@E
FTHAE—T 2 AA AEELY = EBMLET, Y —rRIZRWA V2 —T o f ADHE
WX, [EIRL7=Y —2/ A % —7 A A (Selected Zone/Interface) | U A FD FD 7 4 —)b RIZ
AHE =Tz A A% EANTIL, B (Add) 1227V v 7 LET, T4 AR LIZA U HF—
T2 A AFIT S — U NEENTVWDHEARICDR, T/AA ZATEHEAMBEESNET,

ATy T4 [1R1F (Save) 1227 U v 7 LET,

TLI4 VIR YR

N—Fr <=7 RS —<v 7 OSPF 74 VEZ Y7 BGP XA /N— T 4 NEY T hH
ETABBIHHT A, IPUBLOIPve O T L7 4 v 7 A VAN ETT V= FEERTXE
7,

IPv6 7L T4 v IR YR MDETE

IPv6 7V 7 47 A VARNDERER—TVEFEHLT, V7497 AVANAET VT b
fERk., 22—, RELET., L'—r~vv 7 KU —<v7 OSPF 74 NEZ U T FEHIT
BGP R A N— T A NEZ Y TEFBRETHEZIMEHTE, V747 A VA NFT V=)

M EERCTE ET,
AYI—b+rS14 € YR—bENET | HR—FESNBK | 7O ER
VR WHEDSA VR[N R ALY (Access)
{£& (Any) BV Firepower Threat |{£& (Any) Access Admin
Defense Administrator
Network Admin

arATesr Iz~ I}



BRAwTeELEF ISz~ |

B rusiocvrxuztrons

&M

ATvT2
ATvT3
ATvT4
ATvTh

ATvT6

ATy T17

ATvT8

ATvT9

2Fv 710
ATy TN

AT T12

FIE

[Tz b (Objects) |>[A TPy FEE (Object Management) | ZRIR L, HK T[T
L7499 A )X (Prefix Lists) |>[IPv6 7L 74 w49 X )X bk (IPv6 Prefix List) | %1%
WLUET,

(V74 w27 A URANDIEBM (Add Prefix List) %27 U 27 LET,

LWL 7ty 27 XA VAN AT7TP 2 b (New Prefix List Object) |V 1 > KU D [4H(
(Name) | 74—/ RT, L7497 A VAN FT V27 FOLBTZANLET,
LA L7 47 A JRANAT =7 b (New Prefix List Object) | 7« > K7 T, BN
(Add) 127V w7 LET,

[7 27 ay (Action) | Rry 7 XU RNpLEd 7T 7> a s [ (Allow) [E720%
[7wa w7 (Block) | #3INL T, HEAET 7 EAZEELET,

DX TV 2 FPTTTIRREENTNWELE LT 47 A YA PYDU X MIBITS,
LWL T4y 7 RV ANy M) ONEZRTERORT %, [ —7  AF 5 (Sequence
No.) ] 74—V FIZAALET, ZAICLTEL L, BIEFHSN WD RKRY—7r v A&
KO SREWS—F U AFEZNT 74V MR ET,

[IP7 KL A (IPaddress) | 7 4 —/V ROIPT RLA/~AZ ERAT, IPv6 7 RLAZIREL
F9, vAIRII 1~ 128 DFRRETRITNITRD A,

(/N7 V7 47 AE (Minimum Prefix Length) | 7 4 —/V R CR/NT V7 4 v 7 RAEHE AT
LET, HIX, KTV 7 4 v 7 ARDENEESN TV AELAIL, v A7 R E, kK7L
T4 ARUTTRIFAULRY £/ A,

[ RK7Vv7 427 ALK (Maximum Prefix Length) | 7 4 —/V R CRRI VT 4 v 7 AEZ AT
LET, flid, TV 7 4 v 7 ARDMEBPEESNL T DHEIC, /T V7 4 v 7 AR
b BTV T 4 v I AROMEPRE SN TV RWEAIL, v~ A7 B ETRITIERD £8
/\/o

GBI (Add) 1%227 Uy 7 LET,

ZOFT V2V NOF—="—=F A REFAIT 2581, [A——F 4 FZFFA (Allow
Overrides) | T =Y 7Ry 7 A F NI LET (AT V=22 NOF—"—F 4 ROFA (11
~N—=V) R

[fR1F (Save) 127 Vw7 LET,

IPvd L T4 v R )R FDETE

IPV4 7L 7 4 7 AV ANDOREN—VEMEHLT, V7497 A VANF TV b
Bk, 22—, fRELET, V— b~y 7, KU —~v7 OSPF 7 4 V&7 Fi=iX
BGP XA N— T 4 NVE VU TEFRETDHEZMFERAT D, TVT7 4T A VA NET V)
MEERRTE E T,

| EEEEDE e R A
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Pt 7174 w52 U2 roBE |

RT—h 4% Yi— b ENBT Y E— bENB K| FHER
VAR HEDSA VR |INL R A (Access)
L& (Any) ML Firepower Threat |{£& (Any) Access Admin
Defense Administrator
Network Admin

FIE

ATYF1 [A7 =7 b (Objects) |>[A7 V=7 NEH (Object Management) | Z3#R L, HKT[
V74 w27 A YAK (Prefix Lists) |>[IPv4 'L 7 4 v 7 A U A K (IPv4 Prefix List) ] Z %R
LES, >>

ATvT2 [FVvT74v 7 A YRXAROEM (AddPrefix List) %227 U v 7 LE7,

AT T3 [HLWITL T 47 A VAR ATV =7 b (New Prefix List Object) | 7« > K7D [4Hi
(Name) | 74—V KT, LT 4w A VAN FTV=7 FOLETEANTTLET,

ATy T4 B (Add) 1227V v 7 LET,

ATFwTFTE [TZ7var (Action) | Ku vy 7 XU A R BEYRT 7> a . [#Fa (Allow) ]F721%
[7r v (Block) | #&INL T, HEAMT 7 EAZHBELET,

ATV T6 ZOFTVxl FTTTICRESNTWAT LT 4w 7 A VAR RIDY R MIBITS,
FHMLNWT VLT 4y 7 ARz N ONEZRTEAORT %, [—F A% E (Sequence
No.) 1 74— /v RIZASLET, ZAHICLTEL &, BIEFHESNTWARKY—F v AFK S
KV 5SKREWS—FT LV ARENDT 74V MY £T,

AFwF1 [IP7 FLA (IPaddress) ] 7 A —/V RDOIPT KL A/~ A7 EJEX T, IPvd 7 FLAZFREL
F9, vAZRIT 1 ~32 OFNRMETRITIERY £ A,

ATv7T8 [TV T 4 v 7 AEKE (Minimum Prefix Length) | 7 4 —/V R ClR/NT V7 4 v 7 AKE AT
LET, HIE, KTV 74 v 7 ARDENEES N TWOIHEIL, v A7 RUE BERT L
T4y 7 AR TRIFNTERY /A,

ATFv T [KFVT7 4 v 7 AEKE (Maximum Prefix Length) | 7 4 —/V RCIRKT V7 4 v 7 AE& AT
LET, liX, B/h7 V74 v 7 ARDEPEESNL TV AHEIC, R/h TV 7 4 v 7 AR
b BAINTVT 4 o 7 AROEBMEE SN TOARWEAIL, ~AZ7EL ETRITFERY £
Po

AFy 710 B (Add) 127V 27 LET,

ATYIN ZOFT V=l "OF—R_—=F A REFAITIHHAZ, [A——TF 4 REFA] (Allow
Overrides) | T = v /Ry 7 A4 NI LET (A7 V=7 ROF——F 14 ROFFA[ (11
=) B .

ATvT12 [R1FE (Save) 1227 U7 LET,

arATesr Iz~ I}



. =ty 7

BHATELA IO b |

W—hk<w T

ATy T

ATy T2
ATvT3

ATvT4

N—h =y lI, V= Ea—T 47 Tt A CHEMTLEEZIFERATEET, £,
TIANBN— R eN—TFT 47 TavAAERT D EXICOUHERALET, — b~y 7
RESNINV—T 47 7a hard o) — haEdRL—T 1 7 7t ACHE T
LZO0EERLET, Vb vy TERELT, A~~~y ATV OFHLLL— |
~v 7 T N EERLEY, BEFOL—F vy = U ERELZY LET,

A¥—hk 514t YR—bEINDT | HR—bShEF| 7O LR
VR EDSAEUR|INL R Ay (Access)
L& (Any) ML Firepower Threat |{£-% (Any) Access Admin
Defense Administrator
Network Admin

1R BRI

N— =y AL, TNEOFT TV "1 OFERITERAERTIZENTEET, 2 b
DAT V2l " T _XRTEMTALEEDY FHA, ZNOEDOAFT V=7 M EMBEIZ U TE
BRBIMEHL T, V— bk w7 E2RELET,

« ACL O3B0

c LT 4w A YR NOENM
¢ AS /X2 DB
eaIa=F4 URNDENM

e ARY— U R FDiBEM

FIE

(A2 x4 b (Objects) |>[AT x4 FEE (Object Management) | ZiRINL, =27

Y T—T7 AN [Jb— bk ¥y 7 (Route Map) | ZER L 7,

b— K > 7O (AddRouteMap) %27V v LET,

FrLvwb— k<o 7 47Yx7 b (New Route Map Object) 1|V 4 > R T[LEM (Add) ] %

7V w7 LET,

[>—/4 v A% 5 (SequenceNo.) | 7 4 —/V KT, ZDON—h~v T F TV =7 MITTIZH

ESINTWHIL—h~vy 7 = MIDUARTOFH LWWL— K vy 7 =2 F OfELZR

.0~ 65535 DF S EATILET,

GE) PRI ZTAT DLEENAE LT L EOFFOMBERHAET L7201, bipl
H 10 AL CHICHE S ERRET A Z 2B L £ 7,

| EEEEDE e R A



| BREAaLA IO b
L—r2y7 .

ATv 75 [HEA (Redistribution) | Ke vy 7 X0 UR NG, BEAMMT 7 ARy @7 7 v a
v ([ZFF (Allow) 1 E£721E[7 2~ 27 (Block) 1) Zi®IRLET,

ATvT6 [FMOE (MatchClauses) | ¥ 7% 27 U v 7 LT, 2TV 7—7 )V TERT HROEMFIC
EONTHRELEST W—NFIT7T710v7)

s [EX¥=UT 4 V' —> (SecurityZones) ]1: (I/0) A X —T A AIHSNTIT T 4 v
I7EBELET, V-V EBRIRLTEMT 0, A F—T A A4 AJLTEMLE
j—O

o [IPv4] : ROSMHIZEESNTIPVE Ob— N T 7 4 v 7)) ZRELET, FME2EHRTD
BT H @R ET,

1. V=R 7 RFLRIZESWTL—FERETHITE, [7 R A (Address) | # 7% 7
Uo7 LET, IPVA7 RLRAIZH LT, BMEILT 78R VA NELFTT LT 47 A
YA REERTHZNE I ME Ray 7 Z4 T VA RNBERL, BEICHATSACL
ATl FEFIIT VT 47 A VA MEATERILEIR L F T,

2. V—hDXIANKRYT T RLVRIZESNTL— FERETDHITIE, [FZ AR KRy
7 (NextHop) | #7 %27 Vv 27 LET, IPvd7T RLAIZK LT, BEWICTZ7ERX Y
ANERFT VT 4 v 7 A VR NEFEHTEINE I DR Ray X UXEMD
BIRL, BAEIWHEHTDACLA 7 V=7 FERIZT VI 4T A VA RNEATTET
IER L £,

3. —bDOT RNAZ A RXEEFETLT RLARZESNTOL— R EBRAET DX, b— FEE
gt (RouteSource) | ¥ 7% 7 Vw7 LET, IPv47T RLRIZx LT, BEICT 7R
VANERIFZT VT 4w 7 A VAT ONEI e Rey X2 U D
HEIRL, BAICHATHACLA 7 V=7 bERIIT V7 4w 7 2 VA MNEANE
TN L 9,

«[IPv6] : b—F : L= FDL—FT RLVA XZ A MKy T T RUVA £72037 RAZA
REETLT FLAIZESWTIPVG UL— N T 7 4w 7)) ZRELET,

* [BGP] : IROEMFIZHEASWTBGP (b— N T 7 4w 7)) ZRELET, FUE2ERTD
BT HIERLET,

1. BGPEEVATALANRRAT IR VAN EBESNEZNRNATIZEA VR NOREELH
T DX, [AS/XA (ASPath) (#7227 Vw7 LEd, HEDORAT 7R
A MEIRE LSS, b— MIWTHOORZ T 722 JAME—FKLET,

2. BGPaIa=7( LfEEINTZAIa2=T (OREZHEMNT DI, [232=T ¢
YAk (CommunityList) ] #7427 Uy 7 LET, HEOaIa=7T 4 Z2EELLE
. = NMInTnhoala=F 4 t—HLET, L b 120 Match 23 =
=T 4 E—ELRVWWL— NI, T MUY R L— K 22T RRZ A XZE
T A,

3. BGP RV v—%iHlils L O T 570D — h ~ v T EFRETHITE, [RY v—
U A K (PolicyList) | %7 %27 U7 LET, 12O — b~y T k) NTHEE
DRV v— VR IBBEEITOHAE, A v— VA NI RTUIZERMUEZT CTRE
EITWVWET,
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BHATELA IO b |

« [Z DMt (Others) ]: RDOSKMFITIESWNTL—FERF N T 70 v 7 ZBALET,

1.

N—bt DAY v 7 OREEFNNCT DT, [A RV v 7 b— ME (Metric Route
Value) 17 4 —/V RiZ, BAIHERAT LA MY v 72 AN LET, EEOME D
YT TANTHZELTEET, RELLEA N v 7 2T EOL— &R
ATEET, A MV v ZEIE. 0~ 4294967295 O THE L £,

[# Z{E (Tag Values) ] 7 4 —/V KiZ, BMEWHEHTA X B2 AN LET, HED
Bz ~TRU>TANTAHZ L TEET, BELEEX2VT 4 I —TF X
TR OEEON— FEBRETEET, ¥ JHIL. 0~4294967295 D#iPH CHE L £
j‘o

JV— K ZATOREEFANCT 2IT1E, @RI — b F4T AT avid izl
*$9, A&7 )v— ~ XA 71X, Externall. External2. Internal, Local, NSSA-Externall.
NSSA-External2 T§, DN — K XA T2V XA NPOLERTHIENTEET,

ATw 71 [AIOFEE (SetClauses) | X7 %7 V7 LT, ar7y F—7 /L TRRTHROKMITE
ST —N T 74 v 7 ERELET,
e [A FVU > ZfE (Metric Values) | : [#75kE (Bandwidth) ]. X COffE, 72X iz L%
RELET,

1.

(e (Bandwidth) 1 7 4 —/V RIZ, A MY v ZEETHEE ey M)
AN LET, ANEIZ. 0~ 4294967295 D& OFEEE T,

(AU w7 AT (MetricType) | Ky 7 X0 URARNNL, 55V—T 47
Ta haLldOA N v OXA T EERLCTHEELET, AR7MEIL, internal, type-1.
F 7213 type-2 T,

[YE4E (Delay) | 7« —/L FIZ, EIGRP /b — F DIEIEA 10 ~ A 7 o B CA S L E
T, A7 EOFBHIL, 1 ~ 4294967295 T,

(48N (Reliability) 17 « —/L RIZ. EIGRP D 37 v MEDOIhHEEZ AN L £,
BN AEDFIAIL 0 ~ 255 T, Ml 255 1% 100 % OEFEMEZ EWR L, 0 1 Z(E 5812 72
WZEEERLET,

[F%) (Effective) ] 7 4 —/L FIZ. EIGRP O #lE 2 A UE4, AL72RED
FPHIZ 1 ~ 255 T, E2551%, 100% oo — REZEKRLE7,

[MTU] 7 « —/V RiZ, EIGRP ®/L— k Dfg/N MTU B A X% /34 RHEALTATLE
T, BNREOIAIL 1 ~ 4294967295 T,

* [BGP 4] (BGP Clauses) ] : IRDOEMFIZHSNTBGP v— hEEEL T, FFEE2EHET
LT HERLET,

1.

BGP /L — FO RV AT A NAEET T 5HITIE, [AS/NA (ASPath) |7 %27V v
7 LET,

1. (FEDOHMEY AT L NALFH| 2 BGP /L— F OFNIAINT 5121%, [AS 73R ZHi
WA (Prepend ASPath) | #7227V v 7 LEd, W, v—/17 AS FHN

| EEEEDE e R A
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L—r2y7 .

BHIEBEIMEN, HEV AT A RSRZERE LET, #HD AS SAFFEEEL
7-5a . b— MIWThno AS FB S5 ZINTE £97,

%D AS H 5% AS /SADRNZAHINT HI21E, [BE D AS & AS /X ADRZAHIN
(Prepend Last AS to AS Path) ] 7 4 —/L RIZ AS SAFZEEZ AT LET, ASE S
DOfEZE 1~ 10 OFPFATA LET,

N—bDE T HBEY AT ANAIZEMRT DI, PV— b ¥ T & AS SR
9% (Convert route tag into ASpath) | T = v 7Ry 7 A& A NI LET,

Al a=T 4 BUEERETDHICE, [23a2=7 4 YA (Community List) ] ¥ 7 %
7V w7 LET,

1.

N—=F=yTBRATET VT 47 Anbaa=T7 4 BEERET DITIE.
[72L (None) | ZV A4 R& %7 Y v LET,

A 2=T 4 FFEANTAHITE, [232=T 4 OFRE (Specify Community) ]
TUFRE ) v LET (WEREGE) . ARh72MEIE 1 ~ 4294967295 T
ﬁqo

BfFDala=74l2ala=7 4 2BNT52EF, BEFOa I 2=7 (2B
9% (Add to existing communities) | F = v 7Ry 7 A& AN LET,

BEHO A 2 =7 4 OWT NN EEHT DX, [ % —% > b (Internet) ],
[77 R A X2 L (No-Advertise) ], E72iL[7 AR — K72 L (No-Export) ]
Frv IRy I A A A LET,

BMBEMEZRET 212, [Z0fh (Others) 1 ¥ 7 %27V v 7 LET,

1.

2 7% BERICEHE T 21203, (BB V&8 ET % (SetAutomaticTag) ]F =
IRy I A AT LET,

[ — D NARSEEDFE (SetLocal Preference) |7 4 —/L RICHMH Y AT L /XAD
S A AT LET, 0005 4294967295 £ TOEA AN LTL 2 &0,

[EAAFT OFEE (Set Weight) ] 7 4 —/V RiZ)V—F 4 7 5—7/)L® BGP 7 =
A MEATLET, 005 65535 FTOMEE AT LT ZEN,

BGP O#fEma— AR L THELE3, AR7RMEIX [=—2 /L IGP (Local
IGP) | B X [KRZET (Incomplete) |1 TI,

[IPv4 5% 7E (IPv4Settings) | &7 v a v T, 7y "RAHAHENDIR I AN Ky T
DATANKYyTIPvAT RLAZBELE T, BEL—X THOLETIHY T8
oo BEDIPVET RLAZIELIZSGE., WIRNDIP T RLATAR Sy b
HAcEET,

[V 7 427 AU AL (PrefixList) | KRy 7X 7 URARNNLIPVET LT 4
JA VA RNEEIRLTHELET,

[IPv6 7% E (IPv4Settings) |27 v a T, X7y "PIHIEINDIHX T A By
DFXIANKYyTIPV6T RLAZRELE T, HEL—4 THILETH Y 4

arATesr Iz~ I}



B 7oexuxr

ATvT8
ATvT9

ATv710

BHATELA IO b |

o BEDIPV6 7 RLAZRELTGAE. WTNWDDIP T RLATR Yy &

HhTExd,
[FV7 427 AU AN (PrefixList) | FRy 7 &7 R RNLIPV6 LT 4
J AL EIR L THRELET,

GEM (Add) 127V v 7 LET,

ZDFTV 2V DA —"=F A REFAT L5811 [F——7 4 F&iFr (Allow
Overrides) | T = v /7Ry 7 AEF NI LET (A7 V=2 bOA—"—=F 4 FOFFA (11
N=) BB

[fRTF (Save) 1227 U w7 LET,

TIOEA)R L

FEhBF|TUVER

(Access)

FEndT|HHR—
AT

AY¥— k34t HR—
VR HEDSA VX |INL R

& (Any) ML Firepower Threat |{£:& (Any) Access Admin

Defense Administrator
Network Admin
TI7EBAVANFITV2r NI, 778A > fa—L U2+ (ACL) &HFEEH. T

T4 ZICHEAINGY—ERERIRLET, 7T78A VAN AT V=7 bafEoT, NL—
F~y 7R EOWEZRELET, ACL THASNIE N7 74 v 7T —ERAEFIHTE E
TN, [Tavr7&nlk] b7 74073V —EANLRASNET, P—EANLERAS
2RI 7 4y PRTLLERERICRr Yy 7ENDDITTEHY 8 A,

WDE AT D ACL /R ETEFET,
YRR EEILLFET RLABIOR— MIESWT I T 70 v 7 2HAILET, IPVAB
FOIPv6 7 FLAZHHR—FLTEY, EEDONL—LTRESEDLIZENTEET,
o JEUE . GEHET RLUADIRIIHEASNT RN T 74 v 7 BRI LET,
i—a—o

IPv4 DR 7R— kLT

ACLIZ 1 oFE/i3 o7 782 aryra—)L = U (ACE) 23— TR SR E
7T, ACE DIEFIZEETY, 7 v & [FFA]) ACE &G LT ACL ZiHii+ 2%, ACL
BRI NTWS ACEDIEE BV ICHELET, —HB RS L, TNLIFED ACE &1
WELEEA, 72L& 21E, 10.100.10.1 Z TFFAT) LT, 10.100.10.0/24 DF% Y (T3 X T 7wy
71 THEHA, FA NIRRT ey 2 U KRHICRESN T D BRERDH Y 97, @
W, BARMED BV L—L A ACL O BRI E & £,

FFaf) = P U= LW ATy MITry 7 ShicE R LET,

WIZ, ACLA 7 V=7 FOFREFIFEIZHOWTIHLET,

W srRATRET IV b
88
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Lok ACL A+ 2

ATy

ATy T2

ATvT3

mrac+ ooy rosE |

o1 FDETE

FEEITBLIOMET FLA, Ya bal, BIOR—MIESNT, HBEWVEINT 7 4 v 7N
IPv6 DRI T 7 4 v 7 B RET DI, HIEACLA T V27 FEEHALET,

FIE

[#72x% b (Objects) |>[AT> Y FEE (Object Management) | Z#ER L, =7
YV T—=T NG [P EA A O—IL ) Xk (Access Control Lists) | > [#i3& (Extended) |
IR £,
RONTNNEFITLET,
o [$E3E ACL @381 (Add Extended ACL) 1 %27V v 27 LT, HiLWAT7 Y=/ FEIERL
i‘é—c

cWRET A2 @) 27V v LT, BFOAT V=7 P aRELET,

[#E3E ACL A7~ =7 b (Extended ACL Object) ]| ¥ A 7/ Ry 7 AT, 7V hDO4
AIEANIL (RAX—=RIMEHARR) | 778X aribe— Lo N AERELET,

a) ROWTNNEFITLET,
[BM (Add) 1227V vy 7 LT, HiLnwz=r b 2{ERLE,

cRETAay (&) 7 Uy LT, BEO= N ARELET,

FHI7 Yy Ama—mnbb, = MIOHIVERY, 2t — WO ERTHIBREZTT
TENTEET,

b) FT Ty 7 EELT (—B) 50 FEFTryr (—ELARWY) TH500TY
varvae@ERLET,

G¥)  [27 (Logging) ]. [ L~UL (LogLevel) . BLW[aF A % — 3L (Log
Interval) |4 7> g NET7 7 BEANAL— K L TOMEHSNET (f X —7 =
A AZEfR SN TWD), Za— LT Sivd ACL) , ACLA 7 V=27 b
DT A NL— L THAIN TN, ZHHOMEICIET 74V M &L
7,

) MOT V=7 DONTNNEHALT, [*y hU—2 (Network) ¥ 7 TiE{ELH L U%E
LT R AZRELET,

« [FIHRE (Available) | U ARG EBIDOXR Yy NT—0 AT V=7 MEIFITNA—T
L., [HECITBN (Addto Source) | £ 7213 [FEEIZEM (Add to Destination) |
27UV 7 LET, VANODED[HRE 2TV 5THE, HiLnAT V7 b
EERRCE ET, IPv4 7 KL AL IPv6 7 KL AZHARDE DL Z ENTEET,

s BEILEITSELY A VO TOMRER v 7 ZAZT KL 22 AL, EM (Add) ] %
70 w27 LET, 120OFA KT FLA (10.100.10.5, 2001:DB8::0DB8:800:200C:417A

BRATREGA IS b .“



BRATEGA IS b |
B =000 rons

28 FxVv 7 x> b (10.100.10.0/24 £ 7213 10.100.10.0 255.255.255.0 DI, IPv6
DA% 2001:DB8:0:CD30::/60) #IHETX £,

d) [F—F Port) 127 %27V w7 L, ROTZ =y 7 OWTANEENLTH—E 2%k
FLET,

« [FIFTTHE (Available) 1 U R "B HBIDOR— K~ 7V =7 N EFIZ 7N — T 558K
L. [XETCIZEBEN (Addto Source) ] F 721 [585CI1TEN (Add to Destination) ] % 27
Vo7 LET, VAMNODED[HARZ L %27 Vw7 F3DE, HiLnETYr NafE
BCEES, A7V 7 ML -5 TTCP/UDP AR— k., ICMP/ICMPv6 A vt — Z A
7. EOMOTe havERETEET ( HEE] 25T . 2L, EmEIEZEICL
THELEETLAR— ME TCP/UDP O %57 AN ET,

cEETLEITHEY A NDOTORER Yy 7 A THR—MEZITT 2 barid ANERIT
BIRL., BN (Add) 1227 Vv 7 LET,

GE) T R_RTCOIP T 74 w7 ICEMATHy M) 2G4 5120%, 9T o7
Ma L aEETDHMER—F 727 FEERLET,

e) [EM (Add) 127 Vv 7 LT, = N aAFT7V=7 MGEMLET,
f) HEIGELT, =MV 7Y I7BIORT vy 7 LT, V—VIEFTEROSGFTETL
TicBE L E7,

OB RAERRVIRLT, A7 Vs MBI M) BEREZITREL 7,
RTYT8 ZDOF TV hOA—N—TF 4 REFATHHEIE, [F——F 4 FZFFA (Allow

Overrides) | T = v /ARy 7 AA N LET (A7 V27 hOA—1"—F4 ROFA (11
=) BEH)

ATv TS5 [fR1F (Save) 1227V v 7 LET,

BEACLA T FOETE
FECIPVA 7 R ADIRIZESNTC N T 7 4 v 7 RAETH5AF. B¥EACLA T V=7 b
ERALET, FNLSNDOGE, JEEACL Z#H L £,

FIE

RART9T1 [#TPxY b (Objects) |>[A# TPy FEE (Object Management) | ZiER L, 27
YV TF—TNnG [FOEAR A O—)L YY) Xk (Access Control Lists) |>[#Z# (Standard) |
ZERLET,

RATYT2 WOWTNNEFITLET,

« [FE#E ACL @3B/ (Add Standard ACL) 1% 7 U v 27 LT, HiLWWAT V=7 MEERkL %
R

| EEEEDE e R A
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el |

T A3y @) 7Yy LT, BBFOA T V=7 FEmELE T,

ATY T3 [HEHEACLA 7 V=7 b (Standard ACLObject) | XA 7T /Ry 7 AT, A7 V=7 FOL4HI
EANL (AR—RIFEHATEEHA) . 778RA a3 br— o NI ERELET,

a) WROWTNNEFITLET,
[EM (Add) 1227V vy 7 LT, HiLnwz=y b 2{ERLET,

cET Ay (&) 7Yy LT, BFO MY ERELET,

H7 Vw7 A=ma—pbb, = bUOYIVEY, 2— B0 AT, EIFEIREZIT O
TLEBTEET,

by 7/7kAaryia— Lz ) TEIZ, ROTaRT 4 ZRELET,

s [7Zvarv (Action) 1: T 7 4 v 7 R (—8) Fiveyr (%)
TDH50E I D,

[y bU—27 (Network) ]1:IPv4 R NI —27 A7V hERE N T 747D
S ERFET DI N—T BN L ET,

c) [BM (Add) 1227 Vw27 LT, = %247 V=7 MZBIMLET,
d) HELELT, = MV EZ Uy IZ7BIORI v 7 LT, W VEFTHROEFTE TE
TicgEs L £7,

OB REB/YVIRLT, A7 V=7 MBIy ) ZEREITRE L ET,

RTYTE ZOFT V27 bOF—N—F 4 REFFaT 5551, [(4——F 4 R&FFA (Allow
Overrides) | F =y 7Ry 7 A& A NI LET (A7 V=7 bOF—"—=F 4 ROFFA (11
~N—=) B

ATy TS5 [fR17FE (Save) |27 U w27 LET,

ASINADA Ty k

AS/NAIBGP Dy N7 v FOMEBETT, ZHUX, Xy MU= DT 7 AZAREIZT
HASFEZDY— U ATT, AS/NAIL, BEI T v NORENL— MI7e 5 %G 50 L5650
N—RBOFM AS F 5D —7 L ATY, B7pDHAS T L7 4 v 7 A2 —F 35 FIEICH
THAYE—VEH, FHTDHOIL, XA N—HFET AT A (ASes) TBGP 2MEH SV E
T, F— X THHEE TORGE/N— MIBET 287 e a — A VHER Thh =%, HE ST
WAHHREEA P U v 7 BLORABEMEE EHIZ, — FELIINADERNENENDOE T Ik
FBanEd, ZoFRBEy NU—272BET 5L, RNRTHhoTBLV—F1%, EAED ASF
H% BGP A vE—TD ASes U A FNOFHZAMAIMLET, ZDU X MNE, L— D AS /AT
To AS/RRIZAS LT 4 w7 AL EBIT, Ky NT =T % Liz—FH O — K OFf
TED/NY R0 E79, AS/IRAR—VORELFEH LT, BFEVAT LA (AS) O/XADKR
Vo—F7 V=l NefEik, at—, wmELET, »—b~vv 7 RV v—~<v7 FiZ

arATesr Iz~ I}
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ATy T

ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

BHATELA IO b |

BGP R A N—=T 4 NHE ) T hBETDHEXIMEHTD, ASRXAAT V=7 FeERTEE
T, ASRZAD T 4 NZIZED, FRERTLN—T 4 I T v 7T T— A=V % 7 404
WM& F9,

AX—h+F 354 % YR—bENET | HR—FrEhE K| 7o LR
VR WHEDSAEVR|INL R ALY (Access)

Access Admin
Administrator
Network Admin

& (Any) Firepower Threat

Defense

AP IE=% (Any)

FIE

[4 7Y =7 & (Objects) >[4 7Y =2 FEH (Object Management) ] Z3ER LT, HKT

[AS /S A (ASPath) ] ZERL E£9, >

[AS /SADIEN (AddASPath) 1227 U v LET,

(487 (Name) ] 74—V RIZAS XA A7V =7 FOL4RIE AT LET, AR7MEIZ. 1~

500 T,

[TLWASRA A7 Y= 7 kb (New AS Path Object) |7 4 > R T, EM (Add) 127V v

7 LET,

a) [7Z7var (Action) | Rey XU ARG [FFA (Allow) 172X [T Ry 7
(Block) 147 v a v &R LT, BlEMAT 7 ERAEHBELET,

b) [IEMFEH (Regular Expression) | 7 4 —/L K CAS /NAD T 4 VXA EFRT 5 ERE
BEBELET,

c) [BAN (Add) 127V >y7 L%,

ZOFTV 2l NOF—=N"=F A REFFaT 5581, [F— =74 FZ7FA (Allow

Overrides) | T =y 7Ry 7 A% F NI LET (A7 V=2 bOFA—"—F A ROFA (11

R=) BB

[fR7F (Save) |27 U w7 LET,

O3Za2a=5T4 YR B

a3 a2=F 4%, BBIBGP BMEOA T a T, aa=F 1%, HETIHINL OO
BiEE AT 2507 V—T7 T, T — N XX IR ENET, BGP DO =
=7 4 BEIE, FFEOT VT 4 v 7 AIZEID M THN, MDOFRA N—ZT RAY A ZEINDHHK
ETYd, ala=7 1k, LB ZEET - HEOT LT 4 v I AD~v—F U JIZfEH
TEET, TvTARN) =L 7 af F—L, ZhoO~—T—%FHL T, fFFEOT—H/L
WEDT A NF Y T ERITEIDYL T, SOV BEBEOEFT 2 EO— KRN —T 4 7
RV —%@ALET, 232=7 4 URAMORESN—VEHEMALT, 23a2=74 URA L
RV —FT7V=7 FEEK, abt— wELET, V-~ 7ERE@FAR)v— <y 7%

| EEEEDE e R A
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ATvT1
ATy T2
ATvT3
ATy T4

ATy TH

ATvT6

RETDHEEIMENT D, a32=T 4 VAMR)—FT V=7 bEFRTEES, 232

=74 VANEFEHTD &, w~hv/7®mmmﬁfﬁ%éné:\::?4ﬁwwf%

=
=

a=7quzt [

Wﬁf%i# AIa=T 4 VANMI, —BAT— b AV FOFFHEY R NTT, Bk
. TEHRROMND ETA—ILIC Té HELET,
AYX—h+r 14 +% YR—bENET | HR—FrENB K| 7oEX
VR HEDSAEUR|INL R ALY (Access)
=& (Any) BARIAS Firepower Threat |{T:7 (Any) Access Admin
Defense Administrator
Network Admin

FIE

(A7 =2 & (Objects) >[4 7T =2 MEHL (Object Management) ] Z I L T, HKT[=
R=2=7+4 UA}F (Community List) ] Z&ERLET, >

[Z2=2=FT ¢ URAFDEM (Add Community List) | %27 U v 7 LT,

(48 (Name) ] 7 4 —/V RIZ, a3a2=7 4 VAN AT V=7 FOLFIZIHRELET,
FrLnala=754 UANA7Y=2 F (New Community List Object) ] 7 1 > K7 T,
m(Add) 1227V v LET,

[#E%E (Standard) | A 7> a vV R EZRRL T, aIa=7 4 — LOFEEEZFRRLET,
R

L&

Bala=74 VAMI, Vb /Uy aia=74a1a=7 4 FFOEEIC
NET,

G¥) FEZEHLEZ= M), ala=T 4 b—VOJLEEEAHEH L= N &2, [
Laza=54 VA AT V=27 MIEDDH LI TEEHA,
a) [77 a3y (Action) | Ry F X T U MG [FFA (Allow) | £72iE [T ry”

(Block) |47 v a v a@RL T, BliMm7 7 A &fELET,
[Z=2=7 ¢ (Communities) |7 4—/V RC, aIa2=7 4 FEEEELET, ARRME
131 ~ 4294967295 F 7213 0:1 ~ 65534:65535 T,
WY e [v— bk ZA4 7 (Route Type) ] Z3IR L 9,

e[ F—%> b (ntemet) |: A F—Fy OV /N /)T aia=T 4 &ZHET
HEOICRIRLET, Z0asa=F 1 DO/— KNI, TXTOET (NEF L U%k

) AT RANFARENET,

c[FET7 FN&Z A4 X (NoAdvertise) |: IET RRZAZXDT x)V ) U ala=T (&
TETALEDIRINLET, 20aIa=F 4 Obb/L— NIET (N E 1345
W27 RRZ A X ENEFA,

c[FE= 7 AR—1F (NoExport) |: TV AR—=bD TV /) Ty aIa=T 1 &FEE
TAHEDIZERLET, 20aIa2=FTsDObbL— NI, LAV ATLAHNOYE
T DI, FINTHEENOMOY T HBHES AT ASDRT RAZ A XINET, 2

5ON— MIFEBE TITIET RAZ A XS nEH A,

b)

©)

[Jr5E (Expanded) |47 ay RZ U EZEIRL T, ala=7T 4 V—LVOEELERRLET,

arATesr Iz~ I}



B oc—uxr

ATy 17
ATvT8

BHATELA IO b |

EaIa=74 VA MIERRBUCEIZ2 7 v% ala=T IS ET, EHKE

E. A a =T A BHEORE Y - OREHEHINET,

a) [7Z7var (Action) | Rry 7 X URARNG [FFAl (Allow) | EiX [TV ey
(Block) 1 A7 v avrz@RL T, M7 7 EXLEELET,

b) [#HBl (Expressions) | 7 4 —/V KT, IEMEHEFELET,

LEM (Add) 122U v 7 LET,

ZDOFTV 2V DA —N"=F A REFATL581E. [(F——F 4 FZFFr (Allow

Overrides) ] Fx v 7 Ry 7 A& AVICLET (AT V27 hOA—S=F 4 FOFFA (11
M) BB |

ATYT9 [R1F (Save) 1227V w7 LET,

RYS— 1) Rk

ATy T

ATy T2
ATvT3

ATvT4

ATy TH

RV —=VRAMNDORY—FT7 V=7 FaAERk, 2 — HfET 212, [KV—UX MO
%7€ (Configure Policy List) | X— &AL ET, v— b~y 7E2RETHEXHHTD
RV —VANFT V27 NEEC&EET, »—h vy 7RNTHRI— U R IREZREN
L&, RN T— U R MNOmatch LT XTHRHI =4, LELENET, 1ODL— vy 7T
2L EDRY = VA NERETEET, RUT— UVANMI FUL—bF~y7HICHD
WAV >— U A NOITERESNTWVEMOBEFO match B L Wset L& bEFTEET, 1
OON—h vy T T NUNTEREORY >— VA MPRREZITO>HE, RV — U AT
NCFZERMEE T TREEZITVET,

VNS Sl S A e 4 YiR—bEINDT | R—bShEF| 7O LR
VR WHEDSA R |INM R ALY (Access)
£E (Any) PALAAD Firepower Threat (£ (Any) Access Admin
Defense Administrator
Network Admin

FIE

[#72 x4 b (Objects) |>[A T xH FEE (Object Management) | Z3EINL, =227
Y T =T [RY 32— U A~ (Policy List) ] 3R L %9,

[RVU— U LDiEM (AddPolicy List) 1 %27 VU v 27 LET,

(41 (Name) ] 74—V RIZHRV = VAN ATV NOARIEANLES, 707
MG T, RCFE/DCFREENE A,

[T77ay (Action) | Ky XX URA NG, —BTHEME~DT 78 X 2T 250
a7 T hH0EERLET,

[f & —T7 AR (Interface) | X7 %27 V> LT, fBELIEWTNOLOAL L F—T oA A
DR T A N KRy T EFFoN— N allfi LET,

| EEEEDE e R A
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ATvT6

ATvT1

ATvT8

ATvT9

ATv 710

ATy TN

ATvT12

Kyo—uzt |

[V—v/A v —TxA A (Zones/Interfaces) |V A N T, T/ ANEHAT — 3 LiglE
THA B =T 2 A ARG — U EBMLET, Y —VRIRWA V2 —T = f ADHE
W, [BIRL7=Y— /A % —7 A A (Selected Zone/Interface) |V A FD FD 7 4 —/L KT
A B =Tz A A% EANTIL, (BN (Add) 1227V v 7 LET, T4 ATERLTZA Vo F—
TxA RAFERIFY U MNEENTOVWDBHERIZDI, T/AAL ATHRA MPRERESINET,

[7 FL2 (Address) 1 #7227 Uy 7 LT, BET 72 VA MELBET LT 4 v 7 2 YR
M CHFRIES N5 T R A RoN— & HEAA LET,

WBAIWZ[T27EA2 UAF (AccessList) | £7/21E [PV 7 4 v 7 X U A (Prefix List) D EH
LEMHTLIPEZRIRL, MAIHERT2EET 78R VA NFT V27 bERET VT 14>
TJAVANFTT V2l e ATTTHEIRLET,

[%27 A k& y7 (NextHop) 1#7 %27V v LT, RELETZ7®A VA MERITT L
T4 TR VA RNDIOPLEESNEFRT Ak Ry T A—F T FL A% oL — k% G
L/i—a—o

WA [T27EA2 UAF (AccessList) | £7/21E [PV 7 4 v 7 X U A (Prefix List) D EH
LEMHTLIPEZRIRL, MAEIHERT2ET 7R VA NFT V27 MERET VT 4>
TJAVANFTT V2l N ATTTHERLET,

[b— RiEEJt (Route Source) | X7 %27 Uy 27 LC, 778AVANELIIT LT 4 v T A
VA RNTHEENET FLAOL—2BLORT 7RV —RIZHoTT RRZ A XENT—
% FEAR L E T,

WA [T27EA2 UAF (AccessList) | 721X [PV 7 4 v 7 2 U A (Prefix List) D EH
LEMHTLIPEZRIRL, MAEIERT2ET 7R VA NFT V27 MERET VT 4 v
TAVANFTT V2l e ATTTHERLET,

[AS /3% (ASPath) | #7 %27V 27 LT, BGP HftL AT L N2 —HSHEET, #HED

AS NAZIEELIESGE, V— MIVTHho AS SRR L —FK L £,

[ =2=7 4 /b—/b (CommunityRule) | 7 %27 Vw7 45&, BGP 2 2=7 1 LIFE

SIN/caIa=T A ORENENRY ET, HEOaI2=T 1 2B ELLELGA. V— MT

WENADaI =T 4 —HLET, BGPaII2=T 4 LIEELZII 22T 4 DBE K

EANCT DI, fBELI- 2 2=7 1 L5242 —2 (Match the specified community exactly) ]

Frv IRy I AeA A LET,

[ARY w7 &Y (Metricktag) (#7527 Vv 7 LT, ANV wZen—rDEFXFaT 4

TN—T BT ERELET,

a) [Metric (A MU >Z7) 1 74— RIZ, BEIHEHT LA N v 27 EEZATLET, HiK
DIE%E T~ TRE>TANTHZEHTEET, HRELTZA N v I ZROTEDO/L—
FNeRETEET, A MU v ZAHEIZ, 0~ 4294967295 DFIPH CHE L £7°,

b) [#7 (Tag) ] 74—V RIZHEIZHERTH X 7EE AT LET, HEOEE D~ T
o TANTEZELTEET, BELEE X2 U T 4 IN—F 2T 2 ESARE DL —
FERAETE X, Z 7 HEIE. 0~ 4294967295 O THEE L £,

ZDOFTV 27 DA —N"=F A REFATL58IE. [F——F 4 FZFFr (Allow
Overrides) | T = v 7Ry 7 AEF NI LET (A7 V=7 hOA—1"—=F 4 FOFFA (11
~N—=V) BBHR)

arATesr Iz~ I}



R EREETE

ATy 713

VPN #+ 0

A

VI

BHATELA IO b |

[fR1F (Save) 1272 Vw7 LET,

7 k

Firepower Threat Defense IKE 7R 1) & —

IKEvi R >—F T

Internet Key Exchange (IKE; Af > #—% v bk F—x 7 ZAF =) X, IPsec E¥7 DFRFE, IPsec
s d—DxrIm— 3 o EEM, 3 KOV IPsec Security Association (SA; EX= V7 ¢ 7V
vr—yay) ORBNRHENLICERA SN —EH e b2 T, IKERI v T— 3
2292907 2 — X THEREINTWVWET, 7=2—X 1Tl 220 IKEETHEOEX2 YT 4 7
VyT—varEkrIdve—hLET, LD, ETIET7 X2 TEREICHETE D L
IV FET, 72— R20OFx T —1 3 T, IKEIZXK > TIPsec/p EDfD T 7 ir—
Ta DO SANPELINET, WHFD 7 = — A CHEREOR I — 3 VIS o R—HF L
MEHENET, IKE e R—PLiT, 200 T7THOXRIo— g U RR#ETS-HICZ
o7 TSNS TNV XDty N TY, IKEXRAY=—3 g 0%, Hd (G6H)
IKERY U —IZABELTWALEETIZL o TSN ET, ZORY »—iX, #%FDIKE R =
V=Y a VERETAEDIIHEHENS X2 VT 4 RTA—FERLET,

IKEvl Tl, IKEZ R —FniZid, B—07 03 XLty BRIV —TNEENTH
T, BHORY) v—%TF7A4F VT 4 HETERLT, 2722 b1 20K) —RNY £—
FETORY —IZ—FT 5L TEET, IKEVl &30, IKEV2 72 R—H /LTl
1ODRY —THEBEOT NI ZALLEEY 2T AT N—TEBIRTEET, 7=2—X1DFR
AT —a U TCET B RT 5720, (ET D IKE 7 0 R—F L% 1 212352 LI
RTTA., HHORERLIIKET e R—FLEER LT, ZbLE LW T v a & mOELIR
MICRETHZ E M LTS, IKEV2 TiX, R —F7 V=7 MIRIEORTIIAT
T, MORY > —CREOEMZERT HILENH Y £,

A M# IPsec VPN Z % T BRI, IKE RN Y & —RNRETT,
Threat Defense @ VPNZ S L TL 72X,

FEMIZ DU T, Firepower

19 FDERE
AYX—b+ 4t |EDFAELVR | YR—bENET | YR—+bENEH |7 EX
VR NA R AL (Access)
T AR—b 3 |47l Firepower Threat | U — > D Ix Admin
VFSGAT R Defense

IKEvI RY > — R—=IZFER LT, IKEvlI RV > — F 7V =7 2Bk, B, 7013 E
LET, 2N6DORY—FT V=7 ML, IKEVIRY S —IZBE 2 RT A—2NREENT
Wk,

| EEEEDE e R A



| BREAaLA IO b

&

ATvT2

ATvT3
ATvT4

ATy Th

ATvT6

ATy T17

ATvT8

ket Ky o— A0z roEE [

FIE

[£72 x4 b (Objects) | >[A TP x4 FEE (Object Management) | Zi&R L, HKT
[VPN] > [IKEvl 7R ') &— (IKEvl Policy) | Zi®R L £7,

BZERE LAY —i%, /XTAe;ofﬁﬁéhé?7ﬁka)Xhéhfwi¢ 7

JEA LN E > TUE, TrR—FLafmE (o) . Fi (b)) . FEs (8) 42
ZEHLTEET,

(T#) “[IKEvl AV v —0EM (Add IKEv Policy) ] ZIRL T, HLWEY »— 47
:‘/“I 7 ]\ })&{/Eﬁi L/jz—g—o

ZORY =D [4H] (Name) | Z AN LET, K128 LFaHTEET,

UEE) Zo7aiR—% Lo @i (Description) |2 A1 LET, &K 1,024 L5 A HHTX
£,
IKERY =D [FF7A4F VT« (Priority) |fEZ AT LET,

IDTTAFTIV T 4fEIZL - T, HEDOEF2V T4 TV —T 3 (SA) ORMEFRITH
W, R A= a 520087 2K T 52 LT, IKERY —OIEFBRELET,
UE— FIPsec BTN, DT TAZYV T 4 RV —TRBREINTWNWE/NNT A —F EHKR—
FLTWARWEA, RIEWTTAF DT 4 TERSNTOWE T A—XOFAE2RITLE
T ARNREOFIAIX1~65535TH, EPX/NSWIEE, T4 F VT4 BE< 720 ET, Z
D7 4—NVRETIFTLIOFEFICTHE, EHELVZ—IZXoT, FEFV Y THNTH RN
BRH/NSVVENED Y TOENET, EIXINOHBEY., WRIT5ER0., TO®KITS oML
£7,

[H5751t. (Encryption) ] HiEZ@INL £,

m&qﬁuv~fﬁ%#éﬁ%mkiUA//JTN:)xA%&m¢éﬁu\87?N4
WEoTHR— I TWETNTY XL T ESIRTEET, VPN AR YO/ A T
K/F@Tﬂ4xfi WEOETIC—ET 2703 ) ALERIRT HLERH Y £97, IKEvI
T, W04 7o a v EBERLET, A7V g CoOBAOFEMIZ W T, TR
BTN TV ZADOREESRLTIIZIN,

[’Nv ¥ = (Hash) |73 Y RALEEIRL T, A vb—CORAEMEOHEIHEHIND A v
= A AT A MEER L ET,

IKEvl 7 0 R—P L THERAT RSB L0 Ny a2 7T X AEZRETHHE, EEx%
TNRARZESTHR—FENTWET NIV ZALETERINTEXET, VPN hAayox”
ARNTRY ROTRA AT, MFOETIZ—EHTHT7NLTY ALEZRINTHMLERNH Y E
To A7V a VOBHOFERIZONTIE, BEHTEZ Ny a2 T AT XADREESR L TL
7230,

[DH 7' )L—7 (DH Group) | Z#% &L £1,

5L H 3 5 Diffie-Hellman 7 /v — 7, AREBRKEWVIEEEX =2 U T 40 B SV ET A,
WBRRFRIN R D £9°, 22072, —HT 2RV NV— T DRHRE SN TNDLERH D
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BRAwTeELEF ISz~ |
B ceexyo—r70z0 romE

F9, VPN THA[TH I N—7ZBINLE T, 472 a v oOmBOFEMc WL, 45
Diffie-Hellman %35 7 /W — 7 OPEZ S L TL 72 &0y,

AT9FT9 X2V TF 4 TYVvxZ—var (SA) O[T7A4 744 L (Lifetime) | () Z%ELET,
120 ~ 2,147,483,647 PO 2o ETE £, T 7 4/ ME 86400 T,

ZDTATEA LEMRDHE, SADHIRNEIN, 2 00T THAIL T —2 9 U &2TH
VENRH Y £T, — RIS, —EDREITETDHE T, T4 74 A LBFEWEE | IKEX TV
T—TarntXa TRV ET, L. TATHALBRENE, SHBOPsecEX 2 T o
TIvE—varOty NT TR HWTA T XA LOEE LD LERFHIIThILET,

ATV T 200 T THEMT S [FBRES{E (Authentication Method) | Z#%E L £77,

H A X —2BIRLET, ZHIME—VR—hShD A Y v RT, iFAERGET Z O E T
PFR—FERTWERA, TR, ESF—%22 200 THITHAELEZD, FEFET7 =—
AHIZIKETHERA L7205 2R TEET, BIMETO1DIZR UFEfiA T —DNRE SN
TWARWEAIL, IKE SA # . T 4 A,

(F) IKEvl #¥AR—1F792 VPN bR THE, @RL/ZIKEVI RAY ¥ — A7 T =2 T
F8E L7z [F8FEH 7 (Authentication Method) 7%, IKEv1 @ [8:E4 1 7 (Authentication
Type) |EXEDT 7 A/ MIRV ET, ZNOOHEIT—EHTLH2MERHY 9, —K
LW ERENT T =220 £,

ATY TN [Savel 7V v 7 LET,
BrLUWIKEVI R Y =Y 2 MaBMmEnET,

IKEV27R) S— A T2xH FOETE

AYX—hk 54t |[XDSA VR | Y R—FENET | HR—FSNB K |7V EX
VR INA R AL (Access)
T AR— 3 |4 L Firepower Threat | J — > D Jx Admin
YTTAT VA Defense

IKEV 2R —F AT aldRy 7 AZHA LT, IKEV2RY —F 7= 7 ba2ERk. Bk,
WELET, 2NoDORY >—F TV x7 M, IKEVRARY S —I|ZhER R A —ZNEF
NTWET,

FIE

ATy F1 [FTTzH kb (Objects) | >[FT L9 FEIHE (Object Management) | ZiEIR L, HKT
[VPN] > [IKEv2 7R ') &— (IKEv2 Policy) | Zi®R L £7,

ACRE LR Y =i, VAT AL TEEINDT 74NV MV ARENTWET, T

JHAVLIZE - TE, AU —%fRE &)  Fr () . £REFHER (8) §52¢
HTEET,

| EEEEDE e R A
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| BREAaLA IO b

ATy T2
ATvT3

ATv74

ATvTh

ATvT6

ATy T17

ATvT8

ATvT9

Ke2 Ky v— 470z roEE [

[IKEv2 7 U & —@iEfl (Add IKEv2 Policy) ] 23R LT, HLWEY —2Fk LE+, &
ZORY —o 45T (Name) | Z AT LET,

RY =77 bOAHTL, K128 LFaHTE 9,

= OEY v —0 [HI (Description) ] & AN LET,

RY = A7 27 FOFM, KK 1024 LFa2EHTEET,

[7FFA4A4 VT 4 (Priority) |2 AJILET,

IKEZ e R—PFNLDTITAF VT 41, ZOTT7AFV T 4EIZE->T, T@OEF2 Y T4
7Y —vay (SA) ORHBEITRFIC, x> —2 a3 0 T5 20087 %ikT 52 &
T, IKE 7R —YILolEFNRELET, VE—FIPsec BTN, IWDTTAF VT 4 K
U —TERENTWNDERT A= PR — L TWRWEE, RIIENT T4 4Y T 4R
V—TERINTWVDHNRT A—FOMHEZRITLE T, ARREOMIL 1 ~ 65535 T7, fi
DINZIWEE, T4 F VT A NELSBRVET, TOT 44— NV KETST L IOEFIZTDHE,
BHYE L Z—|ZXo T, FFREVYTOHN T ARWEL/NDNSVVENEI D Y TCENET, HiTl
MHBEEED , WIXS &0, ZOHILS TOEMLET,

X2 VT4 TV —ay (SA) O[F7A4 7% AL (Lifetime) | (B #&RELET,
120 ~ 2,147,483,647 o DEZFEETE 9, 7 7 4 /L ME 86400 T,

ZDTATHA LEERDHE SADHIRAEIN, 2 00T THAIT LT — 3 2T
VERH Y FT, — KIS, —EDREICETDHET, 7472 A LBEWELE, IKEX TV
T—TaryBeXaTIIERVET, EEL, FATFALBENE, SHBDPsecEF 2V T o
TYvIZ—varyOy NT IR, BT A 72 LOE XD bl IThbIVET,

IKERY > —TCEHT DNy 2 7T ZLAO[EAET VY XA (Integrity Algorithms) ]
HOEBRIRLET, 20Ny a7 ATV RAIE-T, Ay —VOBEAEEORRIHEA S
NHA Y=Y XA A RIMERSINET,

IKEV2 7B R—P )L THERAT LB L 0Ny 2 T2 Y XAERET H5E, EHE%R
TNRARZESTHR—=FENTWDET NIV ALETERINTEXET, VPN hAr Yoy
ATy ROTNAZATIE, MAHOETIZ—HT L7V ) XALZRIRT LM NH Y £
o VPN TFHFHT LT N TY XATRCEBINLET, 47V a OB OFEMIZ OV T,
AT DNy v 2 TAITY RAOREEZSR LTSN,

T2 —R2FAv =g VERETHEOD T = — X 1 SA DRI S5 (K57 v
=) X2 (Encryption Algorithm) ] Z 3R L £,

IKEV2 7 0 R—P L THAT IS B L0y v 2 T3 ) XRAZRET DA, EHXES
THRAZZESTHIR=FENTNDET A TN ALLETEBRTEEY, VPN bARRY DT
ARTXY ROTANALATIE, MFOETIC—HTHT L TY XLEZBRT HLERH Y F
T VPN TFHFAITHT A TY RATRCERIRLET, 47 3 OFBIOFEMI OV T,
AT DHEAT LVTY XLADOREEBRL T EE,

[PRF 7 /LY X2 (PRF Algorithm) | Z&#R L £,
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BRAwTeELEF ISz~ |
. Firepower Threat Defense IPsec 7/ O 7R—+)L

IKE RV =TT Sy a2 73U XAORLELERBIEH 5y, IKEv] Tik, AL

PRF 7 /L3 U X AIHITT N, IKEV2 Tlid, ZNOHOERBIZRRLZT NV ALEHEETEE
T, VPN THA[THTNTY AT RTEERLET, 27 g CORBAOFEMICONTIL,

BHT ANy a 7T ZAOPEEESBL TSN,

ATw 710 [DH Z/L—=7 (DHGroup) ] Z#R L., B (Add) ] L7,

i E bz ff FH &4 5 Diffie-Hellman 7V —2, fZREBARKEWVNEZEEX 2 T o b ET
D, RN ELS 20 7, 220087, —ET AR NV — T RERE SN TV D LB
%@i#owmfﬁﬁ#é&w~7%@mbiio17/3/@m%®ﬁﬂ_0w1i\ﬁ%
9% Diffie-Hellman 235 7 /L — 7 DR EE SR L TL 72 &0,

ATy TN [Savel 227V v LET,
EBEOE N BEDENBRENTHE. FHLWIKEVR2RY >—2n Y 2 MOBMENET,
BIRENR T80 E, 2T —0FREN., ZORY —2EFIRGFET LIS, BFETH
VERH Y £,

Firepower Threat Defense IPsec 7' 0 7/R—+ )L

IPsec 7R A—H/L (F7IX T AT+ —ALFy b) ZVPN MR U ET D & S IHEM
INEFT, BT, ISAKMP &t D IPsec X2 T 4 7/ vo— g rrOprITro— Mz,
BEDT—4 7u—% T 28 EO e R—FLOFERICRELE T, TuR—PiE,
FHoOET TCRICLTHLIVERH Y £,

IKE 73— 2 > (IKEvl £7213 IKEv2) (2RS0T, BIEO IPsec 7 RA—H/L A7 =2 b
nBdH Y ET,

«IKEvl IPsec 7 R—H/L (£7E T AT 53 —b Y b) A7V bERERT D
A IPsec WENMET 55— RZBIR L, MBS Y A 7B L OGREY A T2 EHZ L E
T, TN ALZTHE—DOF T a U ERINTE £9, VPN TEEOMAS DY Z
A— M AI21E. IO IKEv] IPsec 72 R—WF/L 77 NEERLET,

« IKEV2 IPsec 7R —H /L 37V =7 MEAERKT DRI, VPN TH AT 5T X CTOR 1t
TNIAYAREN Ny 2T I ALERRTEET, IKEV2RITT— 9 U
T, ENENTHR— FINDFEERA TV a U EBRLET,

ﬁftwkt%:J?47hkﬂﬂ/mw)m\mm1&mﬁawﬁﬁ®mmufuﬁ—%w
RS ET, ZHUFERE. ek, BXOT v F U 7 LA — 2 &ML EJ, ESP
ﬁ\m7mb:w&475m?ﬁ

GE)  IPsec P RN THEALLRIFOM G EAFENT 52 L 2 H#E L £,

| EEEEDE e R A
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| BREEaLA ISy k

IKEv1 IPsec FOR—4L #7014 roBE [

IKEvl IPsec 7AKR—FI)L AT FOERTE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

RX—F 51t |HEDSA LR | YH—FENET | HHE—FEh3 F|7o+2
~ A AR ALY (Access)
T AR—b 3 AL Firepower Threat | J —— 7 Admin

Defense

CTIAT A

FIE

724 b (Objects) | >[A#T x4 FEE (Object Management) | Zi®R L, HKT
[VPN] > [IPsec IKevl A 7R—+)L (IPsec IKevl Proposal) | # 3R L £,

ANCRE L7 R—P L, VAT AL TERZSINDST 74/ MV A RS TWE
T TZ7ERALYUZL-TUL, TrA—PLERE () | o (%) | E23HkR (9)
THILLTEET,

[IPsec IKEv] 7 1 R—4 /L DB (Add IPsec IKEvI Proposal) ]34 LC, H L\ 74—
PLEERR L E T,

ZOT A=Y O 40 (Name) ]2 AT LET,

RY = FT7 V=7 FOAHT, K128 LFEEMEHTEET,

o7 aR—%o [P (Description) | A1 LET,

RV = FT7 V=7 FOEH, &K 1024 XFEEHTEET,

[ESP 5 7{k (ESP Encryption) | FiEZRIRL 7, o7 aR—F Lol 7erfbtxal
74 7v han (ESP) WEEA b7 v XA,

IKEvl Tlid, W47 v g U &2RIRLE3, IPsec 7' R —W /L CEHT 2R 51k &
Uy va 7)) ALERETDHHAE. VPNNOT A AL > THR—=FERTWET
NTY RN EBRBRTEET, 7Y 3 VOFHAOFHEMZIOWTIX, EHT 257 =
UALDOREEZHL T TEEZN,

[ESP /~» v = (ESPHash) |47 v a v ERIRLET,

7 a VOBMBOFEMIOWTIE, BT I Ny 2 TN RAOIREESRL TS
A%

[Save] #7 U > 7 LT,
FlLnZaR—F LNy 2 MaBmEnEd,
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B Kke2psec Tok—yL ATy roBE

IKEv2IPsec 7AKR—FI)IL AT FDERTE

ATy T

ATy T2

ATvT3

ATy T4

ATvTH

ATvT6

ATy 71

BHATELA IO b |

RX—F 51t |HEDSAEUR|HH—FENET | HHE—FEh3 F|7o+2
~ A AR ALY (Access)
T AR—b 3 AL Firepower Threat | J —— (7 Admin

YTITAT A Defense

FIE

(#7245 b (Objects) | >[A#T P4 FEE (Object Management) | Zi®R L, HKT
[VPN] > [IKEv2 IPsec 7 A7R—+* )L (IKEv2 IPsec Proposal) | % 3R L £,
ANCRE L7 R—=P L, VAT AL TERSNDT 74/ MY AR ERTHE

T, TIZRBALYUIE-> TR, TeR—PLafHE &) . For (8) | F2E3HER (0)
TAHZIELTEET,

[DIKEv2 IPsec 7' 1 A —H L OB (AddTKEv2 IPsec Proposal) ] %8R LT, # L\ 7 1K —
Pzl LET,

ZOTaR—=HL O 40 (Name) ]2 AT LET,

RY = ATV = FOAHT, K128 LFEMHTE LT,

ZO7 A=Y [P (Description) | = A LET,

R = A7 T =7 bOMM, HK 1024 LFEHTEET,

[ESP N> i = (ESPHash) | HIEAZBRIRL T, Ny v a FFBEEGET LT XL ZREEH 7
2 AR—YP IR LET,

IKEv2 CiE, [ESP /N = (ESPHash) | %% A — 247> a v _RCEBIRLET, 4
Ta VOB OFEMIONWTIE, EHT ANy a2 7T XLDOREEZSRLTLIES
W,

[ESP f57{k (ESP Encryption) | FiEZRINL T, ZOTaR—F Lol 7erfbtdxal
74 7m k@ (ESP) WiEbT /LY XA,

IKEv2 CTix, [ER (Select) 1227V v 7 LT, ¥AR—FT5FT_XTOF T a U ZRINTE
HEA TRy 7 AEHEET, IPsec 7R A—VP N THHT IR SLBLONy 2 T
Y RLERETLHHE., VPNNOTFT AL ZZLE > THR—FENTWET LT Y XL T %
BIRTEET, A7V a VORHDOFEMIZOW L, HT ST LY XLADREE S
LT IEEN,

[Save] 227 U v 7 LET,
LT aR—FLnY 2 MBS ET,

| EEEEDE e R A
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