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| > x748% (System Configuration)

AT LERE
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B TIIAT CRZET ARG RER T L, BRrbaemELET, 77 No Yes
TATUAER, (63—) 2B LTIEEN,
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R T LE%E (System Configuration)
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LR TLERTE (System Configuration)
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R T LE%E (System Configuration)
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LR TLERTE (System Configuration)
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SR T LERE (System Configuration) I
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AT T3 [R1F (Save) 1227 U v LET,
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@OT\T7¢WF£%%Ti&<\7U%NwVNWT%ﬂ@CAitﬁW%T%ﬁéﬂkCA
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ézhfb\élj\?pfﬂnwﬁ% (CA) DA LA =N ENTWDLGEIE, AR SN2 ERITH L CREF

THEBATLHZENTEET, ARSNIZERZRAERICHEE LT, $—FEHELZERT S
_&%’C%i‘é‘o AL (CA) OB SN EZPGT L L, ZOMEHEZ A VR—FTE
=7,
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FEAETHASIN TSI D LFRICEHE TE DGERICE > TAER SN TWORLERDH Y £9, L
TORRTIINTNOHEL T T VI Web A ¥ —T =2 Ak — RTEERA,

C —WRT T IR E A IR T B,

C —WNRT T WY — NGEHEICEL LTZRER AR L T WEEIE A RIRT 5,
C —WNRT T T T N, AOFERAET = — v OFGER N AER L TV RO GER E % SR
%)O

P RIZFEAERN U A b (CRL) 22— K952 &8 T&E4, CRLICITRIERIC X - THES)
EESNTREHENRTH I N TNDTZD, Web— N3 7 T4 72 b 77 U WREREOH M % e
RIDHZENTEET, 2—VRCRLICH DK LI-GEHEDO —EICE TN DR EL RN LT
BE., 79U FIIWeb A v F—T A Ak n— R TEEHA,
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LR TLERTE (System Configuration)

REDY—/\GIAZEDERTR

ATy I
ATy T2

LS ERBERDER EEE

muov—nigHgoxs W
AX—hrZ4 Y | RDFAE VR | YR—bENET HR—FENBEF | TIEX
R INA R A (Access)
=& (Any) =& (Any) Management Center | 7' 17 —/3L72(F | Admin
7000 & 8000 -
J—x
BTA L LTWAT FIA TV ADY—FEHEO R EZFRTE ET,
FIE
[ AT 2 (System) ]>[fXE (Configuration) ]ZEIRL 9,
[HTTPS Certificate] #27 U v 7 LE7,
AX—hrZ4EY | RDFAE VR | YR—bENET Y R—FENDEF | TIEX
R INA R A (Access)
ALY & (Any) PERA (Classic) | 7 m— L7 | Admin
FEFE (HTTPS Certificate) | ~—Y 06, ZOFEHEZHEH L CREHEE

72— # )UK O [HTTPS
REAERRT D5E1

E

L ODYV AT LXK LTI OOFFAELMVERTE EEA, Bk, &<

HHNTND CA EIFNEHIICEHTE 2 CAICL > TEA SN TORWVEEFEE A R b—
T DL VAT LD E X 2 U T 4 EENFRENET,

SERAEESR AR SN D FT—IT, X—R 64 = 22— KO PEM JER T,
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RATvT1
ATvT2
ATvT3
ATvT4
ATvT5
ATvT6
ATvT1
ATvT8
ATvT9

ATv 710
ATy 1N
AT 712
ATy 713

ATy 714

SR T LERE (System Configuration) I

Y—NERAEDNT Y TO—F

FIE

[ A7 2 (System) ]>[XiE (Configuration) %R L E9°,
[HTTPS Certificate]) 27 V v 7 L £ 7,
[#r#l CSR O4RY (Generate New CSR) %27 U v 7 LE7,
[E4 2 3XF?D=a— 1K) (Country Name (two-letter code)) ] 7 4 —/V RICEEZESEZ AT LET,
[#BEFFIR  (State or Province) | 7 « —/V RiZ, #BENFIRAL Z AN LET,
[MFXETA (Locality or City) 1 # A LET,
[#i%% (Organization) | D4 HIZ AT LE T,
[#¢F9  (Organizational Unit (Department)) | D4 RiE AT L E T,
[3£i#4 (CommonName) |7 4 —/V RIZ, REHEZERT LV — "OEREM N A A 4% AT
LET,
GE) REEICFR R END LBV IZIEfEIC, T —OERES N A A 4 % [HE4 (Common
Name) | 7 4 —/V RICANTHRLERNH Y £F, —KH L DNSHA MR —H L7z
SR, TTIAT AR T D L SITEERFIRESNET,
[ZE5% (Generate) &7V v 7 LET,
TRAN T X EREET,
FRERAEESR DT ¥ X b 71 v 7 2K (BEGIN CERTIFICATE REQUEST {1 & END CERTIFICATE REQUEST
1TET) 2av—L 7T, ZOTXARN 77 A /WZHE (T £7,
ZDT7 7 A N% servername.csr & U TERAELE T, servername 1IFEE A HEH T 5 % — D45
<7,
[fR7F (Save) |27 U w7 LET,

SONES

CBAHINEY—NEREFEET v e — R LEY, P NGEHEFEOT v e — R, (11—
V) ZRLTIIEEN,

H—/N\JBAED7y JA—FK

AEIAE 2 B LI B A RRRE R 2 b T CA 25T 5 X 5 ICER s BB, sEHEF =—
GEAEASRZ L BIFEIN D) bRETILERDH Y £9, 2 —PIAEAENLERIG AL, GEAE
F = — VNTHRRRRER NS FNHFEFERIC K > T —PEHERER SN TV D LERH Y £7,
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| > x748% (System Configuration)

.U.

y—nitgn7y7o—F |l
N = (o] >
—/\REBAED 7 v JA—Fk
AR—b 514ty REDSA VR Y R—bSBET Y R—bShHF TOER
z INA R Ay (Access)
=& (Any) =& (Any) Management Center | /' 17—/ 3L77F | Admin
7000 & 8000
J—x
AEMAE 2 B LI BARRER 2 b i CA 2R 5 L 5 ICE R e Ha 13, sEEF =—

ATy
ATvT2
ATv73
ATvT4

ATy TH

ATvT6

ATvT1

GEHFE AN L BIHIND) bRET 2X0ERH Y 3, 2 —FREAENLEREG AT, AEHFE
F = — PHRGER A E EFN LRI L > T —FIEHENER SN TV ORLERH Y £,

XL BHIIZ
CFEAEBAERAAR LET, AFAREBLEROARERE, 9—) 2BRL T
éb\O

*ZDCSR 7 7 ANEFEAEDE R L2 BFEERICT v e — K450, Z® CSR A
L CHOBAMEHELERLET,

FIE

[ A7 2 (System) ]>[EXiE (Configuration) % EIRL 7,

[HTTPS Certificate] 227 U v 7 L ¥ 79,

[Import HTTPS Certificate] 27 U » 27 L £ 7,

THXARNTT 4 X TH— NGEHELZHE, 7% A 717 v 27 2K (BEGIN CERTIFICATE {T & END
CERTIFICATE{T & &) Za— LT, [Y— \GEH#E (ServerCertificate) |7 « —/L RIZHE D {1
£75

WEx—27 v 7T u—FT556, MEX—T77 AV E2HE, 7F A7y 72K (sEcIn rRsa
PRIVATE KEY {7 & END RSA PRIVATE KEY {T& & {p) % I — LT, [f#Ex— (PrivateKey) ] 7 4 —
v RICEE D AT £,

AT DM ENDH L P RRENEZRH S, B EOT XA N7 r v 7 2K% a v — LT, [Certificate
Chain] 7 « —/V RIZAGD 1T E 9,

[R1E (Save) 1227 U 7 LET,
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ARG —YEHAE DR

B E 21— EEAE D&

SR T LERE (System Configuration)

AR— b4 | XDFA VR | Y R—bENDT | R—bShBF | 7O EX
z INT R Ay (Access)
=& (Any) =& (Any) Management Center | " & — /X)L 72| F Admin
7000 & 8000 >
J—=

VAT BTN S L] (DER) ERIZL D CRLOT v 7 a— RaHhHR—FLTWET, 1D
OF—Zm— R TE 5 CRLIE 1 2721 T,

R UTZGEAED Y A R Z B ORBIR ST, CRLEEHT DAYV a—/L 4 A Y &R T
TET, HHLICEH SN CRL A U F—T oA ATEREINET,

G¥)

ATy I
ATy T2
AFvT3

ATvT4
ATy S5

ATvT6

Z—YREAEEL AL, TOHRTWeb A ¥ —T = AT 7 ¥ AT DHITE, 7T UHIC
Ah7p 2 —PREAENFET D (F7203) —F —ICCACHFHFAISN TN D) BELAHYFET,

[ L& BHIIC
c 2 —YIEHEEZ AR T 5720 — GEAEICHERH L2 0 LR UFRRER 24 H L9,

CREAEODREEAELZT v e — R LEd, P—NGEHEFEOT v T u—F, (10 <—Y) %
ZIRLTLIZE Y,

FIE

[ A7 L (System) ]>[i%7E (Configuration) ]Z %R L £,

[HTTPS Certificate] 227 U v 7 L ¥ 7,

[ —HFEEDO AN (Enable User Certificates) | ZiEIR L E 7, v 7 MRERREINTZH, F

2y IHETY A NDLENS T AREHELRINL £,

CRL Z#Hf39 2121, [CRL D7 = v FDH N (Enable Fetching of CRL) ] ZiER L £ 7,

BETED CRL 7 7 A L ~DH%N72 URL 2 AJ) L, [CRL ®E#H (RefreshCRL) %7 VU v 7 L%

T, H8E L7 URLIZHDHATO CRL BN —Nice— KanEd,

GX) CRLOD 7 = v FEEFMNITHE, CRL ZEMICEH T D A7 Y a2 —) X 27 BERK
ENFET, ZOXRTEREL T, EHOHELFELET,

P NFERREAER L= 0 LR URRGERIC Lo CAEMR SNT=A R 2 —FaEAENH D Z L 2 hE

RLET,
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LR TLERTE (System Configuration)

ATy T17

nmrF—a~r—z2 7o t20%%E I}

A—WIEAZEZ AN L CRELZRGT LGS, 77 VFOREHEAR T ICHE /2 —F
SEBENGFHEL TV RWNWE , TG4 T U ANDTXTO Web H—28 7 7 & Z NG T
720 ET, REERTTDOAN., ADRAEHENRA VA F—LEINTND I L 2R LT
<&V,

[fR1F (Save) 1272 Vw7 LET,

x

e

NPT —EIR—X T EADEE

—

T—

Y= RNR—=F 4B T AT MIELDT—HR—=A~DHLAMOERT 7 223 +5 X912,
Firepower Management Center # iX € CX £9, ZHUZL > T, ROWTNnEHH L TSQL TF —
AR—AZMETELLIITRYET,

s HHEHED LR — MMERLY —/L (Actuate BIRT, JasperSoft iReport, Crystal Reports 72 &)

* JDBCSSL#fi & AN — 32 £ DO VR — MERT 7'V r—va s (WAZ LT TV r—
varEgt)

* LR AT 5 RunQuery EFEHEN S a~r R v M Java 7T 7 r—vay (A4 T
ITATIWCFATTHIL S, 1207 2 OiEiRE N o~ KU N THRGTH5Z &b TE
%)

Firepower Management Center D3 A7 ARELMH LT, 7—FX—=2A T 7 ERZHFEITL T,
BIRLIZARA MCT = R—2DMREFFA 3257 78XV XA hafEkLEd., 2072782 Y
A NI, TTIAT LV AOT 78 A 3HIEH L EH A,

ROV = NGy r—Y% X7 ra— K752 TEET,
*RunQuery (VA apfgfled 57 —2_X—2x 7Y V—))

* InstallCert (72 2 & L 72\ Firepower Management Center 7> & SSL GIEF]E A Hfs L Tz iF Adu
HIDIEHTE Y —L)

C T = BN ASOHEGRIAE T 2 BB B 5 IDBC K7 A N

T =B R=A T VR AERERT D72DIIF T ra— R LNy r—YNOY — L ORI GIEIC S
Wi, [Firepower System Database Access Guidell %2 L T 7230,

BR—ZA~DHNEBT 7 ADEIE

AR— b4 | RXDFA VR | Y R—bESNDT | R—bShEF | 7O EX
x INA R A (Access)
L& (Any) f£& (Any) Management Center | /" =7 — /3L 773 | Admin

Firepower Management Center /A—2 32603274 Fal—>arv 4 F




YR T LERTE (System Configuration) |

B 75— AR OB

ATy T
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

ATy 71

ATvT8
ATy

FIE

[ A7 2 (System) ]>[XiE (Configuration) %R L E9°,
[FMRT— H# ~_X—R T 7 A (External Database Access) | %7 U v 27 LE7,

[FMERT— 2 N—R T 7 = ZADF 7] (Allow External Database Access) | F = v 7R v 7 A& A 0Z
LET,

[YF— 37" A b4 (Server Hostname) | 7 4 —/L RiZ, W@UIRMEAZ AN LET, —KX—=F 4 7
TV r—a OB U T, 2 OfElE, Firepower Management Center D52 2 {&ffi K A A 4
(FQDN) | IPv4 7 KL A, F7FIPv6 7 KL AIZTEET,

[ 747> bk JDBC K7 A /3 (Client JDBC Driver) | DA§iZdH 5 [# 7> v — R (Download) | %
IV L, 77007 ar 7 M-S T eclient.zip /N7 —V %Xy a— RKLET,
1OULEDIPT RLANSDT —HRXR—=ZA T 7 A& BT 5I121%, [FA OB (AddHosts) ]
7 Vw7 LET, [T27E8A VAL (AccessList) ] 7 4 —/L RIT[IP 7 FL A (IP Address) ]
T A=V RIRFRSINET,

[IP7 KL A (IPAddress) ] 7 4 —/L RIZ, IP 7 RLUAEZET RLAOHPMEE AT DHH, any
EANTILET,

GEM (Add) 1%227 U >27 LET,

[*1F (Save) 127V v 7 LET,

Evk BRI ST —F _"—X

54 ENRTIZIE, [F8 (Refresh) 1227V v/ L%
7,

5

EErEYD
Firepower & A7 LD IP 7 R L ALk

2B N—Z AR DR

Firepower Management Center 23RIF CE DK A XU N XA T OHFRRBEEAFRETEET, N7 +—
~ A& LS DR, EMANCRET DA X MU EDETA N MROBIRZ T S
VENH Y FT, —HDOA XN ZATTIE, AN —VE2ENITHIENTEET,

VAT AFBAANR N, TARINV AR N BERELVa—F EXa VT4 ATV
AT =2 URLIZANBZN T T =BT T ITAT LV ADT —H =206 BEINIC T L—=
YILET, ARV IRHEBNICT V= T END EABTE A —VBEMEART D L DI
VAT AEHFRETEET, £, FETT A AIRNY T RXR=2AR02—HW T —FX—2 %7
Jb—=127 L. Firepower Management Center 7 — % X—ANELT A I/ F— 2 OBGET — X
FEETAHZELTEET,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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LR TLERTE (System Configuration)

T—EAR—R AR FDHIRDEE

— > > sl Erl-I'-.-'
T—AR—=—X AR FDFIERDEETE
ARX—bS4EY | RHEDFAE VR | YR—FENET | HR—FENEF | TIER
z INA R Ay (Access)
£& (Any) f£& (Any) Management Center | 7'z —/3/L77F | Admin
[F L& BHIIZ
* Firepower Management Center 7 — X X— A/ A XY MR T )—=2 VI 5E5I1CE
A=V ZET HI100E, EFA NP —NERETLHLENDHY T, A—1 VU L—
RARNBIOEHT RVADRE, 49 ~—) ZZRL T3V,
FIE
ATvTF1 [V AT A (System) ]>[i%E (Configuration) % 3R L £,
ATFv T2 [F—H~_—R (Database) | Z#EIR L £,
ATYT3 BT —HRX=RIZONWTC, RETDHLa—ROKEEANLET,
KT —HR—APRRFFTE D L a— FEOFEMIZOW T, 7 —F =& 4 X2 MR,  (
15 =) 2L TS,
ATY T4 MEIUSUTC, [T—4 IN—=27@MOT KL A (Data Pruning Notification Address) ] 7 4 —
VRIS, TN—= 7@ EZ 5T 08T A=V T FLRAEZANLET,
ATYT5  [MRfF (Save) 1227V v LET,
T—EAR—X AR FDHIR

W DFIZ, Firepower Management Center |ZfRTF FIHE/R A A R N A4 T DV a— FO&/NEE i
KEERLET,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F



T—EAR—R AR FDHRDHEE

SR T LERE (System Configuration)

R2: T—ER=R AR MIDHIR

AR k247 (EventType)

LR

TR

BAA L b

1,000 77 (Management Center Virtual)
2,000 7 (MC750)

3,000 7 (MC1500)

6,000 /7 (M(C2000)

1 {5,000 7 (MC3500)

3{E (MC4000)

10,000

A~ bk

1,000 75
2,000 77 (MC2000 3 X T MC4000)

0 (AhL—T i
k)

A~ b

X274 ATV V2
2 AR

5,000 /5 (Management Center {iAH)
5,000 7 (MC750)

18 (MC1500)

3{& (MC2000)

5% (MC3500)

10 {& (MC4000)

MR A N b eXR 2 VT g A
TV A AR OB THREAESNE
T REFHDRKRBEDOEFD Z Of[R
FHEZ2HEFTEEEAL,

0 (RAPL—U%E
k)

HEREDEAY (- ST Bie A
Ny b))

5,000 5 (Management Center {48)
5,000 7 (MC750)

118 (MC1500)

3% (MC2000)

5{& (MC3500)

10 f& (MC4000)

0 (R L — ik
e)

FHEAA R FBX 754 100 5 1o
7‘120””74’ PUARAS100 5 (MC2000 35 & T MC4000)

Vg

AT =T AR 1,000 15 10,000

2,000 /5 (MC2000 ¥ L T MC4000)

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k



| > x748% (System Configuration)
gmsrs—7z42 I}

AR k3247 (EventType) | LR TRR

T AN AR 1,000 5 0 (ARL—UkE
2,000 /5 (MC2000 ¥ X Y MC4000) )

AL A AR 100 /5 0 (AR =%

k)

By L o— N 100,000 1o

BEEARAT—H A LR b 1,000 5 1o

RTA MU A MENERE 30 A 0ERBEE 1 HogkE

a—Y T IT 4T 4 (22— 1,000 5 1o

P AR R)

a—HnarsAr (2—FERE) |1,000 5 1

BANL—ILVEHFDOAL R —~ 100 5 1o

o/ La—R

BB A —T (4R

Ty Ny T OETHR, FEHAY NI REEXERT LI ENTEET, ZHIUTIE, Management
Center & EHKIRT NA ZADW ST TOEHRA L X —T oA A, WA, BRE AL, DNSH—
X, HTTP e X OBMBEENE T,

BB A—TJ T4 RIZDL\T

7 7 4V hTlL, Firepower Management Center |[£3 X TDT /A A% 1 DOFHA U F—T = A
A ETHIE L E9, &7 731 AIZ1X Management Center & il{E T 572D DEHA X —7 = A AN
1 DEENTNET,

F7z, PIEXE (Management Center 38 KX OVEBEXI G 7 /34 A Dl f7) <0, EFEE & L T Management
Center (I /A VT ABICHEHA X —T = A4 ATITWVWET,

BEHA LA —T A AT, Av— K FTA BV AV —NREDOBE, BHI 0SS L0F 70—
R, ZOMOEFEBEEOFEITICHEMA L £,

Firepower Management Center /A—>3 260 3> 74 Xal—a v HM4 K
|



SR T LERE (System Configuration) I
B == 5-—7z1x00T

Firepower Management Center EDEEA V2 —T x4 X

Firepower Management Center Cl&, fiiz vy 7 v 7 HEHEO HTTP 77 B A, T3 ADE
B, e b N EOMOEFERE (714 2 ZEBEH2 L) 1T, eth0 f ¥ —7 = A ADMEH
SNET,

FICLxy NT—7 E HHWEHORY hT—7 B2, BMOEEA X —T oA AZRETD
Z L T&£7, ManagementCenter NEIT 57 NA ADEMNL WS, BEHA LV H—T x4 R
EEBICEMTAZET, Z—F vy RT3 —< U ZDMELEICORDBY £4, ZhbDEH
AVHE—T oA A ZOMT X TOERERICEN T b TEFET, BEHA VY —T =R
Tl ST OHEREEIRET AL EBBOLET, XX BAKEOEH A VX —T =
A A% HTTP EHE T 7 B AMIHER L, BIOEBA X —T =2 A A% T A AOFEBRITHEHT
L7 8T,

TR AEENC, BEA LA =T 2 A A2 ODED N T 7 4 v 7 Fx FARHY £,
BHINT 7407 FypUEITRCONENT 7 4 v 7 (T ZAEBIZEAG DT A A T
T4l BImEL, AN NT T4 FrRUITRTA XU T T 47 (Web
AR N E) BEELET, 47T 3 T, Management Center EiZA X2 M ELEET B0
AR INEHAA =T oA ZAZFEITRETHZEHTEET, RETE LA MEHA
=T A AT DT T, AN b 774y ZIZREORIE 2 19 2 /RN H 5 0
T, BERNT 74y I B AR N N T T g /?75’ YHES % Z & T, ManagementCenter D /X7 34—
VU AEM ESELZENTEET, 72& 21X, 10 GigabitEthernet f > ¥ —7 = A A% A~ K
A H— 7::/1’29: LCEID YT, A[HE/R 5. 1GigabitEthernet 1 > ¥ — 7 = A A& &I H
LET, ExiE, AXVINERAA U H—T 2 A AFRRICEXF 2T RTTA =K Xy hT—
7 BIZREL @%@”’r’@/l’/? T2 A RIA L H—Fy NIT7BATE ARy NU—7 L
THEMTLZ k%k@]y) LET, HONRAL—Ty hOREETTHLILAEIL, BHA VX4 —T7 =
AREANRV N A B =T oA RA%F LAy NU—7 ETHEHAT2Z2 b TEET,

UUFOMEEZ., 74 FNOEMA X —T7 A4 A (eth)) TOHLYR—FINFET,

*DHCPIP7 RL v v, MOEHA L —T7 oA ATIIHIPT R XA & H4 508N
HYFET,

C BT LT A R 2T D ERO NAT ID OFEH,
* Lights-Out Management

EENETNAALDEEA A —T (4R

—HOETNANTIE, AN P77 40y 7EPELTRETELEMEHA L F—T oA ADD
UIN ManagementCentercE@ BEFICER NI 74 v 7 AN T T 4 v P BGBECE ET,

TNA Ry NT v 7425 L &I2, Biit &7 % Management Center O IP 7 KL 2 A2 F5E L &
B @%%ﬁﬁi BENT T4 07 b4V DT T4 7 OWBGNIOT FLAIZEF SN

F7, & HAEITE o TiX, ManagementCenter BB OEBA 7 — 7 = A A THIHE 2 feSL
6_kﬂ%UiTo%@%ﬁ\HM@%ﬁfi? ELTEIPT RUVAOERA o Z—T 2 A A%l
M+ 2081 H £,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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LR TLERTE (System Configuration)

EEA VA —T A RIZDOT [ |

F 34 A & Management Center Dl 5 IZHUAD A R b f LV F—T =2 AVPFEESNTODHES
IZ. 7734 A & Management Center 28 L\ XD A Xk f X —T = A AEHBERIFE LT
%, Xy FT—7 THFA SN TR, BROA XU N T T4 v I BRENLDA X —T = A
AMTELNET, ARV MRy NT—IRF T T HE AR NI T 4w TE, BEOE
A LA =T oA ARV ET, T AL, ATRRARHEIIEOA X M A ¥ —T = A X%
HHLETN, BEHA X —T oA RN 7T v 7T, BHHHET A Z LTI OO
A B—=T oA AT EHEH LW DL5GE, BHL N7 7 ¢ v 7 % Management Center & ¥ 1 >

A =Tz A ATEEFETEEEALL, A X b FT 7 1 v 7 5O Management Center 1 X2 |

AUH—T oA AZKEEFETHI EH TEEH A, Management Center & FELXI G T /A 2D J; T
BEDA RS f o F =T 2 A AR TH0ERH Y £7,

EEBAA—T A ADYR—F

)

BHA B —T 2 A ADBFATIZOWTCIE, THEHOETNLADON—RT 2T A VAN —a
A FEZRLTLEEN,

GE)

A

G¥)

Firepower Management Center 3 X OVE BRI R T NA ADEKET /L THR— N INLEHA ¥ —
Tz A RZONTIEL, UTOREZZMLTIIZE0,

% 3. Firepower Management Center CR— F SNEZEEA V2 —T (4 X

ETIL BEA A —TAR
MC750, MC1500, MC3500 eth0 (77 4/ K)
ethl
MC2000, MC4000 eth0 (77 4/ 1K)
ethl
eth2
eth3
Firepower Management Center Virtual eth0 (7 74/ 1K)

Firepower Management Center /A—2 32603274 Fal—>arv 4 F



B A —T A RIZDNT

K4 EEMRTNARATHR—FENDHZEES E—T (4R

SR T LERE (System Configuration) I

EFIL BEA A —TIAR AT avDARV LR —
T4 R

7000 > Y — X eth0 PHE— AL

8000 > U — R eth0 ethl

NGIPSv eth0 BHE— e L

ASA 5585-X = ASA eth0 ethl

FirePOWER —tE' 2 £ 2 —
v

G¥) eth0 |X, HPE1/0 A
VE—T A ADH

GE) ethl I, HFE1/1 A
VE—T A ADH

w4 T, w4 TT,
ASA 5506-X. 5508-X. 5516-X |ethO PR— R L
o ASAFirePOWER #—E A | (33) othO 1. /TR 1/1 1
Va2 L H—T = f ADN
w4 TT,
ASA 5512-X ~ 5555-X o eth0 PRE— R L

ASA FirePOWER —E X £
a—)b

GE) eth0 |X, &P 0/0 A
VHE—T A ADWN
w4 TT,

EEA R —TIARLEDRY FT—H JL—F

BHA L H—T 2 A RAFIAZT 4 v 7 V— FDORIHr%EHHR— K LET, Management Center F 72 |35
HAIRT AL A%ty NT o7 T5E, By b7y 7 7avRcE), HELES— b VoA 1P
T RVANT T4V FOEBRA 2 =T =24 2 LTCEET L7 740 FOA— FBER L E
T, ZON—FEHIRTL2Z LI TEETA, £, ZOAV—FTCEETELDES— U oA

T RV ADHRTT,

EHICAET 47 — " EBEINTEET, ELWA, L Z—T A ZAEF— 1 T ZFEEL
T. M EBEDOVE—F Xy NU—=T~D— FE2BMLET,

BHA LA =T 2 A ADN—T 4 TN, T—H A B —T oA AR LTHRET DIV—T 4

7 LTI DO DT,

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k



| +xFL3%E (System Configuration)

gEsva—7z42z20C [l

EEBEIVARUE FSTa99 FyrILOH

LLFIZ, Firepower Management Center & & BEXfRT SA A CTT 7 4 /)W NEHA VX —T =24 AD
HEET DB 2R LET,

1: Firepower Management Center L THE—DEEA U2 —J A A& FAT H15E

Management
——---w  Evemts | d mMimaged
Device
Firepower L,
Management
Center . Management
T T L L U mgm
Events ™ Managed
mgmt1 Device

LLUFIZ, Firepower Management Center T7 /3A A Z L ZHIEDERA L X —7 = A AZEHT 5
BlaRLET, ZOHA, FEEART ANA AR 1 ODOFEA v 4 —T = A 2ZMEHLET,

B 2 : Firepower Management Center L DEHDEE A 2 —T 14 X% HEMAT 5HE

Management
T T = = .
Events Managed
Device
Firepower L2,
Management
Center Management
Tt T I T T mgm
Events s Manag_ed
mgmt1 Device

LA, ERoA Ry~ A Z—7 = A A% % Firepower Management Center & & BRI 57
WA 2D R L ET,

3 : FirepowerManagementCenterE DER DA RNV b A VA —D 2 A AL BEBRET /NS REFERT 5158

Management
""""""""""""""""""" MIME Managed
Firepower = —E vgts_ 8 fis
Management
s Management
""""""""""""" MIME panaged
. FvemS  mgmy  Device

Firepower Management Center /A—>3 260 3> 74 Xal—a v HM4 K [ ]




S RFLEETE (System Configuration) |
B == 58—z 208%

PUFIZ. Firepower Management Center £ CHEEDEHLA X —T = A A L@BDA X2 b A 2 F—
Tz A AWNRAEL, BBIOA R b A H—T 2 AEHEHT HEENRT A AL H—OEH
A B =T 2 A REERT DEERNGT NA ANRIET D20 E2 R LET,

K4: EEA V=T IAREARNV A VA—D A RERESETERT 56

Firepower
Management

Center

=N
A3 —T x4 ADETE
Firepower Management Center (Zx} L C, 3 X OEEEKGT A R L TEEA V¥ —T = A
ARELELCEET,
7000 & 8000 > U — & /34 A ClX, Management Center { > ¥ — 7 = A A & [AfED Web A > % —
T A AL TEHA VX — T 2 ARELEHRLTE E7, VNGIPS, 3L U'ASAFirePOWER
EFEVa2—/LTIE, CLIZBEH L TINLORELHERT HLENHY £9, £/, CLIIX 7000 &
8000 >V — X TWHEIZ)G U T T £9°, Management Center TiL CLI Zfi 425 Z &3 TX

FH A, (Management Center (X, Cisco TAC DEE FIZH HLEIZIREY . Linux =/ 77 & A
ZHAR— K LET, Firepower VAT LDZ—W 4 L Z—T =2 A XA EZHRLTITEIWNY) |

EENEYD
WER— OB

Firepower Management Center £ V2 —2J = 4 XDFRTE

AX— 54D | REDFA LR | Y R—bENDT YR—FShEK | 7IEX
A INA R A (Access)
f£& (Any) f£& (Any) Management Center | /' =z — /3L 773 | Admin

Firepower Management Center CEHBEA L F —T7 = A ADOHKELXEH LET, A7 a & LTE
MOERA o Z =T 2 AP LY AN FDOBDOA B =T =2 ARE LY TE
£,

Firepower Management Center /A— 3260327 4 ¥al—2 3> A4 K
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LR TLERTE (System Configuration)

>

g1 8—7114208% I

&

ATy T2

B SN T LEHA =T =2 A ZAZERTLHHEIT I THEELSEIV, RETT—D
72 OV R T & 205414, Management Center 2> Y — /L 7R— I 7 7 & A LT, Linux
VTR N — U RELXHRETHLENDY £9, ZOEAETIX, Cisco TAC (ZHFE T
HVENRDHY FT,

FIE

[ A7 2 (System) ]>[a%7E (Configuration) ]Z R L, WIZ[EFHEA > ¥ —7 = A X (Management
Interfaces) | 2R L £,

[f % —7 =4 A (Interfaces) | =V T T, RET DA ¥ —T7 A ADOKRIZH 5 [fmE (Edit) ]
7 Vw7 LET,

Zot s va T, FARRERT NTOA U F =T = AR A SNET, A F—T=A
A& I HITEMT 22 EIFTEEEA,

FTNENOEHA X —T =2 RZHH LT, UTFOF 7Y a v ERETEET,
*[B#hZT % (Enabled) |: HHA L X —T = A AZHAMILET, T 74V b ethOFBLA

2 =T 2 A AR LIEWNTLIESL, eth0 f v F—T =2 A A2 MELT 57 a2 8 dH
nET,

*[Frx/L (Channels) ]: A X2 FDHDA L H—T A A%ZBRE L ET, Management Center
TE1IODAR P A F =T 2 A ZALDPRETEETA, ZNEITIITIE, BT
7 4 w7 (Management Traffic) | F = 7Ry 7 ZA&F 7L, (A b bTFT 497
(Event Traffic) | T =y 7Ry 7 A4 OEFICLET, TOMOEEA X —T =1 A
DT, MFDOF =y IRy IV A F NI THLERDY £,

‘[fE— R (Mode) ]: V7 &— FN&HEELET, GigabitEthernet f > ¥ —7 = A A TiL, H
AR I a VOEEEE L THRBSNAAN I SIZERELTIES N,

* [MTU] : figKfsibr=> b (MTU) Z&%ELET, T 7 4/L MMEL1500 TH, %EAIHE72 MTU
OHEPAIT, TET N EA X —T 2 A ADEA TIK > TERRDIGENRH Y £7°,

VAT AT, RESNT-MTUEDS BEIFIZ 18 34 M EHIET 5725, IPv6 DA, 1298
Rl OMEIEIMTU OF/ METH 5 1280 ICHEHL L =¥ A, IPv4 DAL, 594 R OfEIX MTU
D/ ME 576 IZHEILL /A, 728 203, HAE 576 X A EYIC 558 ICHI S E T,

* [MDU/MDIX] : [H#)-MDIX (Auto-MDIX) ] Z#&E L £,

* [IPv4 %7€ (IPv4 Configuration) ] : IPv4IP 7 RL A ZREL 9, ROEL L AR L F
D

C[AXT 4 w7 (Static) |:IPvADEFLIPT KL AL Xy h~A 7 ZFETANLET,
°[DHCP] : DHCP {35 > X —7 = A ZA%&HELET (eth0 DAH) |
° [#E7%h (Disabled) ]: #£%) IPv4, IPv4 & IPv6 DOl i & BN LIEWNTL &L,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F



SR T LERE (System Configuration) I
B == 58—z 208%

* [IPv6 3% 7E (IPv6 Configuration) ]: IPv6IP 7 RL AZEEL T, RO EL LA RIRL &
TO

C[AXT 4 w7 (Static) ]:IPv6 DEHIP 7 KL AL T VLT 4 v/ ARETFTEITAIL
iﬁ—o

°[DHCP] : DHCPv6 M9 54 v H—7 = A AR ELET (eth0 DFH)
°[L—HEIXM T (Router Assigned) |: A7 — h L AHBRREEH L E T,

° [#%%) (Disabled) ]: IPv6 ZMEZhiZ L9, IPv4 & IPv6 Dl HZ I LIGWTL 2 &
LY,

ATYT3 [L— | (Routes) | ZUT T, AXF 4 v M NEfET A2y (&) %20 v LCHRET
D EEA— REENT A2y (&) 22V 07 LCGEMLET, BRT7A 2 (5) 27
YUy 27 LT, — FNOWEEERLET,
GE) FI7HNVE V= T, Y= T2 IPT FLADODLEEECTEE
?—O
KOBEEALT 4 v 7 — ML TRETEET,

*[56%% (Destination) |: /b— FZAERT 556Ky NU—2 DT FLAEZRELET,

[y b~AZ (Netmask) |£721X[F V7 1 v 7 AK (PrefixLength) ]: *~v hU—27 DF v
F~227 (IPvd) £721E7 V7 4 v 7 2K (IPv6) X ELET,

‘[ F—T7 AR (Interface) |: HAOWEHA X —T = AZRELET,
*[F— U x=A (Gateway) |: 7 —hV=A IPT RLRAZHRELET,

ATy T4 [FAFHE (Shared Settings) ] =V 7T, T _XTCHOA v H—T = ATHEEFINTNDLF Y hT—
J NTA—REFRELET,
G¥) eth0 A > % —7 = A AT [DHCP] %R 9% &, DHCP — ML HESFT 5 LA ED
—AEFETIEET 2 ENTERIRY T,
ROILEREEATI ZENTEET,

* [ A R4 (Hostname) ] : Management Center 78 A M4 ZXE L E T, HA M EEFT LY
A, syslog A v E—VICKMESNDH LA A MM AT 5121%, Management Center %
EEILET, HEETHETIE. HTLWERA R Syslog A v —JIC S E S A,

*[KAA > (Domains) ]|: # >~ TCXY)5A 72, Management Center DFRZR KA A L HFRTE L
FT, TNHD AL E, pingsystem72 K| 2~ R TEBEM N A A A EFRE LR
BEIllAR A MIZEBMESNE T, FALE, BBA =T = A A TEBA 7 —
TxA RAEBBTHav RToOL, HHENET,

*[7Z A~ 1U DNS #—,3 (Primary DNS Serve) ]. [Z# > % U DNS #—/% (Secondary DNS
Server) ]. [#—3 % U DNS#—/\ (Tertiary DNS Server) ]| : #JCENEIZ A H & 415 DNS H—
NERELET,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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LR TLERTE (System Configuration)
g1 8—7114208% I

*[VE— FMEBAR— b (Remote Management Port) | : EHIKIRT A AL OWBEHDY £— h
BHIR— h &2 E L £ 9, Management Center 33 L OVEBEGIRT /A AL, BHIH D SSL I
FLBETF ¥ xv (F 740 FTIEAR— F 8305) AL CEELET,

GE) Cisco (X, VE—MEHA— 2T 74V MiREDEFIZL TR T & A58 CHELE
LTWETH, HHA—-FRARy NU—27 LOMOIERE LEHEEGT 2581, Mo
RN— BT £d, BHA— F2ZLET 25803, ERNOHAEICHEET 24
ENRHLITRTDT N, ADERR— N BHETHLERDH Y £7,

ATFw TS [FuFx (Proxy) |fEET, HTTP 7R XL 2RELET,
Management Center (X, 78— b TCP/443 (HTTPS) # L UXTCP/80 (HTTP) TA ¥ —* v MIHE
BT D L OIS N TWET, HITP ¥ 4 V= A MR CTRRAETCE 57 a3 H— 3%l

HATEET,
GE) NT LAN Manager (NTLM) @it 32 7 w3 R—FShEw
}\/0

a) [5%) (Enabled) | F=v /Ry 7 AEA N LET,

b) [HTTP 2% (HTTPProxy) ] 7 4 —/L NIZ, 7axy =D P 7 KL AL (3%eE
fii RAA B ANTTLET,

¢) [RK—Fh (Port) | 74—/ RiZ, A—+FEBEEANLET,

d) [7'a ¥ F8iE0iH (Use Proxy Authentication) | 23R L T/ 5 [ —H4 (User Name) ] &
[/¥AT— K (Password) | Z# A LT, BREEKEHMAREL T,

ATy 76 [fR1F (Save) 1227V v/ LET,

EERTINA AWeb A VB —T T A ATDTNARAEBESL VA —T 1A ADETE
AX—F,S14 Y | HEDSA VR | Y R—bENET |V R—FShB K| 79€R

z INT R Ay (Access)
ML & (Any) 7000 & 8000 7'a—s0v2tF | Admin
==

Web A ¥ —T7 A AZFEH LT, BEANRT NS ADOEHA L H—T 2 A AOREEELR L F
T, BETFATHR— FENTWABRAIC, 7 arTARVINAA v E—T oA ZAEZHFNTT5H
TERTEET,

>

FE OHEBILEHA VY —T oA AEFEZNMZTLEEN, T T —CHEG TR Rbd &,
TNRAADA LY=L IR— F~DT 7 AL IO CLI TOFRENLIEIZRY F9,
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SR T LERE (System Configuration) I

EEAVA—T A ADEE

ATy T

ATy T2

FIE

[ A7 L (System) ]>[a%iE (Configuration) ]Z R L T, [BEA ¥ —7 = A A (Management
Interfaces) | IR L E 7,

[ —7=AZ (Interfaces) | =V 7 T, RET DA F—7 A AORIZH 5 [ (Edit) ]
Vw7 LET,

IOt va TR AR T NTOS U F =T =2 ZANRY A MINET, A F—T=A
A ILIZBMTHZ EIETEERA,

ENENDOERA L F—T oA AWK LT, LTFTOAT v a VERETEET,

*[HMZT % (Enabled) |: BHA X —T = AHIMZLET, T 7 4/L b ethOEHA
H—=T 2 A ABHLBENTLEE, ethO A VX —T =2 AENELTLHT o AL dH
DiTO

*[F v %L (Channels) ]: (8000 >V —XD&) A XV N ALV —DA L H =Tz A%k
ELET, 8000 >V —ADT /A A Tethl HHA L H—T = A ZAEHHZLT, A2 b
AE—T oA AL LTHRESHED I ENTEET, TNERET DL, [BEINT 71
27 (Management Traffic) | T = v 7Ry 7 XA%&4 7L T, [AXh bF7 47 (Event
Traffic) | F =y /Ry 7 ZAeA L DFFICLTEEET, ethOEFHA L ¥ —T A X% ANT)
THNE, MFOTF o2y IRy 7 A% F L DEFICLTEBEET,

BHF v RN EAR N F Y RVDEGTICT 74V NVEHA A —T = AR T D&
EREIMLET, TDk, BEOA X NEHAA X —T oA AEHHZ L ET, Firepower
Management Center X2 N A V& —7 = f RATEBRT ¥ RVDO T 7 4 v 7 E2ZTF A
HZENTERVWDT, THRAAARY N AU F—T 2 ATEHTF v 2L EHIZHEIC
LTLIEE,

*‘[£—F (Mode) ]: V7 £— RN%&#EE L7, GigabitEthernet f > % —7 =1 A TiL, H
HRrI = a VOEEEE L TCHNBEINRNT LICERELTLEIN,

* [MTU] : g kfsibzr=v> b (MTU) Z&%ELET, 7 74/L MME1500 TH, %€ A[HE72 MTU
O, TTNEA LB —T 2 A ZADEA ST L > TRREDEENRHY £,

AT AT, RESHZMTUEDS BEIIZ 18 31 R ZHIBET 5729, IPv6 DA, 1298
R DOEIEIMTU O/ METH 5 1280 IZHEHL L FH A, IPv4 DAL, 594 Kl OEIZ MTU
DOfe/IME 576 IZHERL L A, 72 & 20X, WA 576 1X A BIAIC 558 IZHIE S v E 9,

* [MDI/MDIX] : [H#-MDIX (Auto-MDIX) | ##%E L %9,

* [IPv4 3% & (IPv4 Configuration) ]: IPv4IP 7 RL AZRELE T, ROEL LN EEIRL F
7

C[AXT 4w (Static) ]:IPVADERIPT RL AL Xy bR 7 EFEHTAIILET,
°[DHCP] : DHCP ZfEH 35 A > 2 —7 = A4 ZA%&FHELET (eth0 DAH)
°[#£%h (Disabled) ] : %% IPv4, IPv4 & IPv6 Df 7 N LIRWT S,



LR TLERTE (System Configuration)

g1 8—7114208% I

* [IPv6 3% 7E (IPv6 Configuration) | : IPV6IP 7 RL AZEZHEL T, ROEL LA RINL &
TO

C[AXT 4 w7 (Static) ]:IPv6 DEHIP 7 KL AL T VLT 4 v/ ARETEITAIL
iﬁ—o

°[DHCP] : DHCPv6 M9 DA v X —7 = A AR ELET (eth0 DFH)
°[L—HEIXM T (Router Assigned) |: A7 — h L AHBREREEH L E T,

° [#%%) (Disabled) ]: IPv6 ZME5hZ L9, IPv4 & IPv6 Dl FZ I LI TL 2 &
LY,

ATYT3 [L— | (Routes) | ZUT T, AXF 4 v e NEfET A2y (&) %20 v LCHRET
Dh EEA— REENT A2y (&) 22V 0 LCGEMLET, BRTA 20 (5) 27
YUy 27 LT, L— FNOWEEERLET,
GE) FI7HNVE V= TlE, Y= T2 IPT FLADODLEEECTEE
?—O
KOBEEALT 4 v 7 — ML TRETEET,

* 564 (Destination) |: /b— FZ2AERT 556Ky NU—2 DT FLAEZRELET,

*[Fv b~AZ (Netmask) |£721X[F V7 1 v 7 AK (PrefixLength) ]: *~v hU—27 DX v
F~227 (IPvd4) £72iE7 V7 4 v 7 2K (IPv6) X ELET,

‘[ F—T7 AR (Interface) |: HAOWEHA X —T = A AZRELET,
*[F—hFUxA (Gateway) |: 77— bV =AIPT FLAZHELET,

ATy T4 [FAFHEE (Shared Settings) ] =V 7T, T _XTCHOA U H—T = ATHEEINTNDLF Y hT—
J TG A—=RERELET,
G¥) eth0 A > % —7 = A AT [DHCP] %R 9% &, DHCP — ML HESFT 5 AR ED
—AEFETEET S22 ENTERIRY ET,
UTOEFREEITO ZENTEET,

*[ARA M (Hostname) ]: 7 /3 ADKRA MEEARELET, KA MEEETL55.
Syslog A v EZ—TIZH LWHEA M EKM I TS, T34 A% 7— b LET, FHEH)
THETIE, HTLOWARA MM Syslog A v E—TIIKMEINEH A,

*[KAA Y (Domains) |: B>~ TRUISTZTNA ADRBERAA U ERELET, ZHH0D
RAAL N, av 2 RCEMEM R AL VA ZEE LRV E XIZ, A M44IT ping system 72
ELLTIMAabET, pingsystem KA A L, EEA X —T o4 AFT(TEBA X —
T A AEBEATLav RTOR, HENET,

*[7Z 4~ U DNS % —,3 (Primary DNS Server) ]. [E 4> 4 U DNS ¥ —/% (Secondary DNS
Server) 1. [7 U # U DNS #—/3 (Tertiary DNS Server) ] : DNS ¥ — S2MESEIECHEH S
HEIBELET,
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ATy TH

ATvT6

ATy 17

SR T LERE (System Configuration) I

EEAVA—T A ADEE

*[VE— FMEELAR— I (Remote Management Port) ] : Management Center Ci@{E D U &— &
PR — b &2 5% € L £ 7, Management Center 35 J OVEEEXf 57 /34 A%, W7D SSL W&
LBEF ¥ xv (T 7 /L hTIEA— b 8305) &ML CEfELET,

(GE) Cisco (X, VE—MEHA— 2T 74V MREDEFIZL TR T & A58 CHELE
LTWETH, HHA—-IRARy NU—2 LOMOIERE LEHEEGT 2581, Mo
RN— 2R TE£d, BHA— F2ZLE 25803, BANOHAEIZEET 54
ENRHLITRTDT N, ADERR— N BHETHULERDH Y £7,

[LCD /X%/b (LCDPanel) ]=U 7 T, [y NT—VREDHHXEZ A (Allow reconfiguration
of network settings) 1 F = v 7R v 7 R&EFNZLT, T/ ADLCD NV EHHA L% v b
U= REOEREZHNILET,

LCD SRV ZEH LT, 73 ADIPT FURAEfRETE E£9, A H ) P Firepower Management

CenterlZ XM S LTV D Z & ZHERd LE 9, JIRIIZ L - TiX. Firepower Management Center T7 —

2 FETERHTLHI ENMEICRD T,

FE LCD SR LR AT o8, BX =207 40 VR PRAET LA EMERD
DET, LCO SR AEZHEHL TRy N =V REXWKT 25513, WELT 7 B R720T
DEET, FRRHINEH Y A, ZOFTva v TorltXa )T 4 LORE
DRAETHAREMEDR S D Z L 2R TEEN Web A ¥ —T =2 A RTERRINET,

[7r¥%y (Proxy) ]V 7 C, HTTP 7 X & Ex LE,

T3 A%, HR— b TCP/443 (HTTPS) & X UNTCP/80 (HTTP) TA ¥ —x v MIHEEHERT

DEIVCERESNTNET, HITP ¥4 V= XA MEH TRIAETE 57 ¥ h— 2R T &

£

GE) NT LAN Manager (NTLM) fRGEZEHT 57 m X 3R — I EH

Po

a) [A%) (Enabled) | F=v 7Ry 7 A%F LT,

b) [HTTP ' r % (HTTPProxy) ] 7 4 —/LV RiZ, 7BF% ¥ =D IP 7 KL A idmeE
i NAA A2 NI LUET,

¢) [R— bk (Port) ] 74—/ KiZ, R— b ESEZANLET,

d) [7u X FBAEDM ] (Use Proxy Authentlca‘uon) 1 %R L THE [2—P4 (User Name) | &
[/SAT— K (Password) | Z A LT, FRGEEHEHMEHE LT,

[fRTF (Save) |27 U w7 LET,

N

CUTDTNAREBA VR —T 14 ADETE

A= b4 Y | REDSA LR | HR—bENET | HR—FENBF | 7IER
74 N R AL (Access)
& (Any) & (Any) ek (Classic) | 7 m— L0 | Admin
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LR TLERTE (System Configuration)

g1 8—7114208% I

CLIZfHA LT, BHART A ADEHA L X —T 2 A ADREXEFT LET, ZNHORE
DT, Iy T v TRHCRESNTZHOTT, ZOFIEIIHED Z & T, TNOLORESE
EHRETE, SLICHREXBMTEET B ET LV THR— FEINDIHHEITARN N A ¥ —
Tz A AEHIMLT D, AXT 4 v V— R EBNTD) ., VT2 v TN ACLIIZOWT
. ZOHA FODOa<wr RIAL L VT 7L AEBRLUTLEEND,

ATvT1

ATy T2
ATvT3

SSHAEEMAT AL, EEICEHA VX —T o4 AL ELEZNMZ TS, Wke 7 —CH
%ﬁ?%&<ﬁ5&\7ﬂ42®://—wT h~DOT 7 ANMEIZ/2 Y £,

(XL &H BRI

* [configureuseradd] =~ > RZEH LT, CLIIZu /A V' T&EL52—H T h U MEERTE
F 9, configure user add

* 7000 & 8000 > U — X FNA AT, a2—HF 7 H 7 FOIEROFHIIHES T, Web A o Z—
T2 A ATCa—Y T Hh 7 MHIERTE £,

FIE

ay V=) R—brnb, FESSH Z#EHA LT, T35 X CLIIZER LET,

Av L RITA A E =T oA A~DOBRT A U EBZR LTI,

D —WL LA T — R Ta A LET,

AR N F V=D E =T oA AN LET (FAR— K~ T MIZONTIL, BRLA v
H—T A ADPHR—F, (19=) 2R]) ,

configure network management-interface enable management_interface

configure network management-interface disable-management-channel management interface

i -
Z AU Firepower 4100 £ 7213 9300 7 /3 ZADHFITE, AhipA v F—T = A ALIET A R LA
TIZL o THRRY £,

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Preserve existing configuration- currently no IP addresses on ethl to update (bootproto
IPv4:,bootproto IPv6:

at /usr/local/sf/lib/perl/5.10.1/SF/NetworkConf/NetworkSettings.pm line 821.
Configuration updated successfully

>

BT ¥ RNV EAR N F Y RNVOWGIIT 74N MNEBRA =T = A ZEMATHZ L %2B
BoLET, 20%, BEOA X FEHA VF—T = A A% AT L E T, Firepower Management
Center f XV "NEfA VX —T 2 A AFEHF ¥ XNVDNT T 4 v 7 BZITFAND I ENTEAR
WDT, THRARAARY b A H =T xA ATERF ¥ 2V EHRICEHICL TS0,
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SR T LERE (System Configuration)

EEAVA—T A ADEE

ATvT4

BEA LA —T 2 A AETIARY P AV E—T 2 A ADFy NT— I HEELET,
management_interface 51 =8 E LI2WEARIL, T 74V NEBA VX —T 2 ADF v hTU—F
RECELLET, ANV AU F—T =2 AZRET DBRZIL. T management_interface 5|
BERELTLIEEN, ARV N A E—T oA A, BEA VX —T oA ZAOEBIDOF > k
V=27 FEFFELCRy PY—ZIIRHETE LT, BOTRET DA v F—7 =4 RTHEHT D
L UrEET, HILWIP T FLRICHER TE £7,
a) IPv4 7 RLAZEELET,

* FEIERE

configure network ipv4 manual ip _address netmask gateway ip [management_interface]

1 -

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

*DHCP (7 #/)V hNEHA L H—T 2 A4 ZADHTHR—1) |

configure network ipv4 dhcp

b) IPv6 7 RL AEBRELET,

* A7 — b L AHERE
configure network ipv6 router [management interface]

1 -

> configure network ipv6 router managementl
Setting IPv6 network configuration.
Network settings changed.

* FEIRE
configure network ipv6 manual ip6_address ip6_prefix_length [ip6_gateway _ip]
[management interface]

1

> configure network ipv6 manual 2001:0DB8:BA98::3210 64 2001:0DB8:BA98::3211
managementl

Setting IPv6 network configuration.

Network settings changed.
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ATy TH

ATvT6

ATy T17

g1 8—7114208% I

*DHCPv6 (F7 4V MNEBRA L B —T 2 A ADBTHR—F)

configure network ipvé dhcp

AET 47 b— FEBMLET,

configure network static-routes {ipv4 | ipv6}add management interface destination_ip netmask_or_prefix
gateway ip

51 -

> configure network static-routes ipv4 add management(0 10.89.89.0 255.255.255.0 10.10.1.1
Configuration updated successfully

> configure network static-routes ipv4 add managementl 10.89.89192.168.6.0 255.255.255.0
10.10.10.1
Configuration updated successfully

> configure network static-routes ipvé6 add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98::3211
Configuration updated successfully

>

ART 4 w7 — bk mFERTDHIZIL, show network-static-routes & AT LF T (F7 4/ b L—
MIFRENFEEA) .

> show network-static-routes
——————————————— [ IPv4 Static Routes ]-----—--——------

Interface : management0
Destination : 10.89.89.0
Gateway : 10.10.1.1
Netmask : 255.255.255.0

[..]

KA D DBGE
configure network hostname 4 i

51 -

> configure network hostname farscapel

FEENT 25 £ TIE, BT LWAEA M Syslog A v E—VICKBEELEH A,
BB RAA LV ERELET,

configure network dns searchdomains domain_list

151 -

> configure network dns searchdomains example.com,cisco.com

N TGS LT HNAZADORFE RAA VERELET, TNHD KA E, 2~ R TESE
Effi RAA A EFRELRWE X2, RA MM pingsystem 72 & & LTI H40E 7, pingsystem
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YR T LERTE (System Configuration) |
B x7L0 vy b8 cBRES

RAAL T, EBA =T 2 AA AFTEHA V=T = 2 BBT 53~ FTOHR, i
Hahx7,

ATV T8 WU~ TREYI-7 350D DNS —%Z&ELET,
configure network dns servers dns_ip list

&1 -

> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3

ATv 79  Management Center CilfF DV E— MNMFHAR— hEHELET,
configure network management-interface tcpport number

51 -

> configure network management-interface tcpport 8555

Management Center 35 K OVF LR 7 /3 A X%, WIF1 D SSLIEHAid(EF v x/v (577 4/ h T
(IR — b 8305) &AL Cilfa LE,

GE) Cisco X, VE— MEHR— M7 74V PREDEFICL TR Z L 2@ <HREL T
WET, BEA— 3 xy MU —7 EOMOEE LBET 2HEEE, BOR— &R
RTxES, BHA-FE2LET 56003, SARNOHEIZEET2LERHLITART
DTNA ZDEHR— S BH T HLERH Y 7,

AT T HITP 7 u XL ZRELET, T351 ZE, &— k TCP/443 (HTTPS) $ L TCP/80 (HTTP) T
A F—Fy MIEBER T L Y)ICREENTWET, HTTP 14 V= A MEATHRAFTE 5
Tuaxy b—REFHTEXET, avr REITRIC \Hﬂ?7m%/@7%vxkf [N
v“’?/@muu ﬁ)%\gﬁ‘kﬁﬁl%l‘—"‘fﬂi%h%ﬂijﬂ utuu #M%foﬁ 170‘35%‘/@3‘—‘—6‘%\
7D%/@N27%P\%i@fﬂ%V@NXU%F@%M%KﬁTéi9§*éﬂiT
configure network http-proxy

51 -

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: Y
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

VATLDYUYY RE U EBIEE
TIIGAT LV ALDOTBEADY ¥ v MF U B LOHEE) A FIfH T 2 I121%, Firepower ¥ A7 A

DWebA v H—T A AR LET, 77 I9AT LV ADY Yy NE T, RET—HF &K
Z Ll BRIIVAT LAOEBEREY > CHEBT A% HE LET,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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LR TLERTE (System Configuration)

>

2270V xy b dvveERD [

Firepower Management Center F D7 mE A ZHIHTE 5, LTFOAF T a v B3bH 0 £7°,
C VAT LDV vy AT Fitepower VAT ADT L—AT )V Uy N U EBIIRLE
—g—O
C VAT LAOFER) VAT LAEBEEDOHFETY Yy M AU LTHERLET,
cayY—)LOFEE  BEF, T—F X=X, HITP Y — O 7 ntv2ZHEd# L £, Zh
WFEE., NI TN a—T 0 VORI S ET,

PLEDF T 3 03, 70003 L8000 Y — X G BKI BT N A+ X CTCHBICEHTEX F T,
TNSDTFNNA A LT Snort 7R AEFHEREITAZ LY TXFET,

>

FBIRRZ VEFER L CT 7 I7AT A EELBENWTL RSN, T—23kbh b ARetEnrdH
NET, Web A v X —T 2 A ABFH L CRBICT I IAT v A% v v M T T B 0LEEN
HFEJ,

)

Snort 7R EREFEENTHE, —FFIZ N T T4 v 7 A VAR a URFBiEET, 2
OHWHRIZ N T 7 4w 7B Ry TIND0, A VAR T a UITONTIZZITEI LS )
X, BEAGET A ZAOETVBLONT 7 4 v 7 OB HEITS C TR Y 9, FCo
WL, Snort® OFEENC LD T 7 4 v 7 OIEEZBIRL T ZE W,

Firepower (AR EHLRI R T /SA ADEGA ., VMware 72 EOIRAEA > 7 T A N T 7 F v — Tk
W2, i~ Dy vy MU VA, BRBIFE, BT IEE ER T DR E R EIRA T Y =3
VHRABESNTOWET, IN6D0F T v arEEDLIICEETHNCONTIE, BHLTNS
BT T h 7 —LDRFa AT —a 2B R LTSN,

G¥)

VMware b CB#3 % Firepower (RAVE X G T 34 A D56, VMware Y — /W A X LT
BATvarNEENTHET, LER->T, ZL—AT7 Yy MUV ERET DT,
A~ 2 I VMware Y — /L3 A VA =LV ER TV DRERSH ) 9,

DATLDUYY R FOUEBRES

7000 & 8000
J—x

AR— b4 | XDSFA VR | Y R—bENDT | R—bShEF | 7O EX
z IN{ R Ay (Access)
=& (Any) =& (Any) Management Center | 7/ & — /X)L 72 F Admin
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SR T LERE (System Configuration) I
B x7o0ivy b FYoLBERD

FIE

ATvT1 [V AT A (System) ]>[#%7E (Configuration) ]ZEIR L £,
ATvFT2 [FutA (Process) | IR L £,
ATYvT3 TITIAT AT vy MEUCTHITE, BTFEFATLET,
* Management Center : [EEit 4% —D v » F & 7 (Shutdown Management Center) | DAEIZ
D[~ FDFEIT (RunCommand) 127V v 7 LET,

CEIXGT NA R [T TA T ADY Y v hF 7 (Shutdown Appliance) | DFEIZ&H 5
[~ FDOFEIT (RunCommand) | %7 U7 LET,

ATvT4 TTIAT U AEHEHT LI, LFE2EITLET,

* Management Center : [FH ¥ > ¥ —OF#HE) (Reboot Management Center) | DHIZH D [T~
v RD5%4T (RunCommand) (%7 VU v 27 LET,

CEHRT NA R L [TTTA T AOFELE) (Reboot Appliance) | DI H D [~ KD
%47 (RunCommand) | %7 VY > 7 LET,

GE) Firepower Management Center £ 72 (X E BRI R T A A2 FEENT5H L, 77 T4 T R
NoaZ Ty NINET, VATAIT —HF XA F v 7 EFTLETRH, T
SETT D02 1 FEM 0 £,
RT9TE  TITIAT U AHEHT I BFEETLET,

* Management Center : [E it > ¥ —DOFLHE] (Restart Management Center) | DFEICH D [~
v K547 (RunCommand) %27 VU v 27 LET,

CEHRRBRT NAR L [TTIAT A ay V) —)LOFELE) (Restart Appliance Console) ] D
WHD[a~r RD3EIT (RunCommand) (%2727 U v 27 LET,

G¥) Firepower Management Center % FHiZE) 5 &, * v hU—7 < v THICHIBR S LTz A
NRFRREINDZENRDH £,
RTvT6  EHXMRT SA AT Snort 7 0¥ A% FHEHEIT 5HI2IE, [Snort ODFFEHE) (Restart Snort) | DAEIZ &
%[~y ROFEST (RunCommand) 15427V v 7 LET,
GF) ZOa<wy RiE, 7000 8L 8000 Y — R TR ZADa—H)L Web A vV HZ—T = A
ATOMERTEET,
FE Snort YR EAZH{HTLE, —RHIC N T T 4 v 7 REVRFBISET, ZOFEFIC
N7 74y 7R Ry 7350, REZRLTEIRT H00E 20X, 73 AOFKEHFIEIC
Ko TRV EF, FEMZOWTIL, Snort®OFHEENC LD M7 7 4 v 7 OBEESRL
TLEEE,

BEErEYY
Snort® OFELEY U A4

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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LR TLERTE (System Configuration)

JE—FXFL—CER

JE—FRFL—VEHE

)

Firepower Management Center CTl&, N> 27 7 v 7BIXOVAR—FrDOa—0/L0 A NL—UF 13D
EF—FAML—=VELT, UTEMEATLZLENTEET,

Xy hU—2 77 AN AT A (NFS)
*Hh— N RXyt— 7 v 7 (SMB) /Common Internet File System (CIFS)
*¥¥*=27 =/ (SSH)

G¥)

VATANRYR—= I TER I T TBIORVE—N A ML=V =R Aok —=T Ty
g Jua hangni—a 1 ORTT,

1ODYE—F PAT LIy I T v T aFEEFL, HIOUE—F AT AIVR—-FE2FETD
ZEETEEHAN, ELL0EYE—N VAT AIZEE L, b 9 —J % Firepower Management
Center [ZH&ANT 5D Z L IXFTRE T,

A—AJL R

ATv 1
ATy T2
ATvT3

ATvT4

UE—F AP —U%FR L CERIRLTZZIE, BT — 2 N— AR EE0IEh o125
LIZDH, B—HNL AR L —VIZET I ENTXES,

FL—DDEETE

AX— 54D | REDFAEVR | Y R—bShDT YR—FShEF | 7IEX
A INA R A (Access)
f£& (Any) f£& (Any) Management Center | /" =z — /3L 777 | Admin

FIE

[ AT 2 (System) ]>[iXE (Configuration) &I L E9,
[VUE— K A FL—Y T34 Z (Remote Storage Device) ] Z#ER L £7,
[A ML —Y %A (StorageType) | Ky 7 &7 YA b [mr—aN (JE—FARL—Y

72 L)
[fR7F (Save) | &7

Vo7 LET,

(Local (No Remote Storage)) ] ZiE#IR L 97,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F



B JE—trxrL—CONSOBE

)E— bk X FL—2D NFS DEXFE

ATvT1
ATvTF2
ATv73
ATv74

ATy TH

ATvT6

ATy T17
ATv7S8

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

YR T LERTE (System Configuration) |

AR—b 514ty REDSA VR Y R—bShBET YR—bShHF TOER
z INT R Ay (Access)
=& (Any) =& (Any) Management Center | /' 17—/ 31771+ | Admin

[T L& BHIIC

AU E— N ARL—Y AT APHERE L TEH Y, Management Center 7057 7 £ A TX %
ZLEMERLET,

FIE

[ A7 A (System) ]> [/ (Configuration) &R L 7,
[VE—hF A ML — T34 2 (Remote Storage Device) 1 %27 U v 7 LE7,
[A ML —2 Z A7 (Storage Type) | KRy X U R )b [NFS] i8R L 7,
TR SR | N DR e BN
*[FAF (Host) ]74—/LRIZ, AL —Y VAT ADIPVET RLUAEIFIRA MM E AT
LET,

*[74 V27 bV (Directory) ] 7 4 —/L FIZ, A b L—VHIBE~O/SAZ AT LET,

MBS T, [FEA 7 > g v OfFEH (Use AdvancedOptions) [T = v 7Ry 7 A% A2 LT,
MBERAT N ITA L AT arz AN LET, VE—F XM= VOFHGEIREA 7 =
v, B9—=2) 2L TIIEIN,
[ AT LDk (System Usage) | C. RO FIREZFAITLET,
CHELIZAA MRy I T v T EENT DI,
IR ET,
*FRE LA A M UAR— M &I 2121, [LAR— M (Use for Reports) ] 28R L £
TO
CUE—F AN =V ~DONRNy I T v IEHT L [T 4 A7 FED L EVME (Disk Space
Threshold) 1 Z A LET, 774V ML 90% TT,

[N 77w 7IZfEH (Use for Backups) ]

RERTAMTHIZE, [TAF (Test) 1227V w27 LET,
[fR7F (Save) |27 U w7 LET,



LR TLERTE (System Configuration)

J)E—F X ML—20D SMB DR E

ATvT1
ATvTF2
ATv73
ATv74

ATy Th

ATvT6

JE—F X FL—C0 SMB DEEE

AR—b 514ty REDSA VR Y R—bSBET Y R—bShHF TOER
z INA R Ay (Access)
=& (Any) =& (Any) Management Center | /' 17—/ 3L77F | Admin

[T L& BHIIC

AU E— K ARL—Y VAT APHERE L TEH Y, Management Center 2057 7 £ A TX %
TLEMERLET,

FIE

[ A7 A (System) ]> [/ (Configuration) &R L £,

[VE—hF A ML — T34 2 (Remote Storage Device) 1 %27 U v 7 LE7,

[A ML — Z A7 (Storage Type) | KRy XD UA M5 [SMB] Z@#IRL £,
e maBmL 4,
*[FAF (Host) ]74—/LRIZ, AL —Y VAT ADIPVET RLUAEIFIHRA MM A AT

LE7,

*[3H (Share) 17 4 —/L RIZ,

A ML —VHEEBOXEEZATLET, VAT AICEHREND

DI, Z7ANVD I RATIERL I EiOEEFEZFTHLZLITEELTLLEE N, R
ELEEET 4LV NV BVE—F N T o7 E LTHATHICIE. £ % Windows
VAT ATHETHZLERNHY FT,

*WENZJSE LU T, [FAA Y (Domain) [ 74— /L RIZUE—K A RL—Y VAT ADRAA
HEANTTLET,

*[—¥4 (Username) | 7 4 —/V RIZA FL—Y VAT AD2—P A/ E AT L, [RAT—
K (Password) ] 7 4 — /L RIZZEDZ—YDRRAT—RFE AN LET,

MENZIN UC, [RElA 7 > 2 > O (Use AdvancedOptions) | F = v 7R v 7 A% A N2 LT,
WEIRAx s R I AT varez ANLET, VE—F AP L—VOFHEMRES 7Y 3

NG

, B9 =—=) ZZMLTIIZSN,

[ AT LD 1L (System Usage) | T, RO FNEEFEITLET,
CHRELTEARA MRy 7T v T oI 51203, [Ny 277 v 7R (Use for Backups) |

ZIEIR L £,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F



ATy 17
ATv7S8

BEET A MNTHITIL.
[fR7F (Save) |27 U w7 LET,

SR T LERE (System Configuration) I

JE—F X L= SSHDBTE

CHRELTEARA MIVA— NEKENT HI121E, [LA— MIfEA (UseforReports) ] %8I L &
TO

[7 AR (Test) 1227 Vv 7 LET,

JE—F XA FL—20 SSH DERE

>

AR—bS514 Y HEDSA VR Y R—bShBET Y R—bShHF TOER
z INT R Ay (Access)
=& (Any) =& (Any) Management Center | /' 17—/ 31771+ | Admin

ATwT1
ATvT2
ATvT3
ATvT4

TTITA T ADSTIGHEMAE AN T DL, FOTTITA T ADYE—h A ML —U Tl
SSH #ff T £t A,

[T L& BHIIC

ATV E— K A ML —T VAT APHERE L TE Y | Firepower Management Center 725 7 7 &
ATEDLHZ L afEBLET,

FIE

[ AT A (System) |>[#E (Configuration) J% N L E 7,
[VE—F X FL—2 F/37 X (Remote Storage Device) ] #7 U v 7 LET,
[A ML —2 Z A7 (Storage Type) | Rr vy XD U X )b [SSH] IR L 7,
Pt A BimL £,
*[AAF (Host) 17 14—V KIiZ,
E AN

‘[T 4 V2 ~Y (Directory) ] 74—/ RIZ,

A=Y VAT ADIPT RVAERIEIEARA NEATIL

A N L— VR A~D NN A B AT LE T,

*[—¥4 (Usename) | 7 4 — LV RIZA R L—Y VAT ADZ—FHEAS L, [/SAT—
R (Password) 17 4 —/V RIZED2—HDONAT—REANLET, o —F4HO—fHE
LTHy hU—=7 AL VEIEET HI2IE, 2= TP HORNC RAL 2 AL, AT via

(/) TXEID £,

* SSH % — % ffi 4 (213, [SSH A% — (SSH Public Key) ] 7 4 —/b ROWAZ 2 E—L

C authorized keys 7 7 A /VIZHE D £HIF F 97,

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k



LR TLERTE (System Configuration)

ATy TH

ATvT6

ATvT1
ATv7S8

JE—F X

JE—F R FL—SonsEgmger 73y [

MBS T, [FEA 7 > g O (Use AdvancedOptions) [T = v 7Ry 7 A% A2 LT,
WA~ R4 AT arEZ AN LET, VE—F XML —VOFHEEMREA 7T 2
v, B9"—=V) ZZRLTILZEN,
[T AT 5O )ik (System Usage) 1 C. RO FIAZFEITLET,
CTRELIEARA MIANy 77 v 7T HMNT D12, [Ny 277 > 7I2EH  (Use for Backups) ]
IR ET,

CHRELToAA MIUVAR— MMM 212i%, [bAR— MR (UseforReports) ] 43R L £
—g—o

WREET ANT DA [TADL (Test) 1227 Vv 7 THLENRHY £,
[fRTF (Save) 1227 U w7 LET,

o~ E\ E I-.-I 0:
FfL—UDEEEFMEREA Ty
tX¥a7 abt— (SCP) #fHLTCLA— R I T v T ERGTHEDIIRY NU—F T 7
ANV AT A (NFS) ubkajn, =" RXoy¥v— 7y s (SMB) a2 h=ajb, £7201% ssH
PEIRTAH L. NFS, SMB, SSH~YTU Y hOV =27 )L X—JIZHINTWDH NN~
YEARAFU AT a BT AEOIC, FEEES S a YO Ty IRy 7 A
Rcxxd,
SMB # &R 25 L, WO T[a~r F T A 47 3 (CommandLine Options) |7 1 —/b
NiztEx=2U7 1 E—REANLET,

sec=mode

mode 1L, VE—F A ML —UTHEHT X2V T 4 £—FTT,

x5:SMBtXx21') T4 E— FDHRE

[E— F (Mode) ] SR BA

3L NULL =—# (&#fiZeL) & LCHEHELE7,

krb5 Kerberos 73— g > 5 BBIEAHH L £9°,

krb5i Kerberos @ik & /37 > NEAZEH L E T,

ntlm NTLM SAT— Ry vaZfilLEST, (F7440F)
ntimi B EDNILM /SAY — R Ny Va2 LET

(/proc/fs/cifs/PacketSigningEnabled 234 T2 > TWAIEE F 721X
P N"NEBHLEBERTDIGEIETT 74V )

ntlmv2 NTLMv2 NAT— R Ny aZfiH LET,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F



SR T LERE (System Configuration) I

B z=5z
[E— F (Mode) ] SR BA
ntlmv2i Ry NBAAXONTLMY2 AT — R Ay a2 FHHLET,
=
e

2—PPTHIEEEE=H L, BEPMMOHELET DRI > TND L AR T D720, #
F2AFFRNATONTZ VAT AEEOFMAR LA — 2B T ALV TEETDIE TV AT L%
RCEET, 2—PNEEZ AT IERICRFT L2, BREOR T v 7T ay RRRES
NET, ZEFAELR— NI, 206D A T v 7y ay hallAADET, RTDY AT LAEE
O EZRAL L E5,

WRORNE, BEHREELFR— RO [2—Y (User) |BZ v aroflzRLTWET, Z2I2iE, &
MR OELRTOM & EFHROMEOW TN —EER RSN THOET, = —F2[E UK L TEEK
DEFEZATS>TEHEIEL. Hx OEEOMEREH O DN BIAICKRSITLAR— MI—ERRE
nEJ,

% 24 FFRIATON AR 2R T £7,

THIFAZDHTE
AX—bSA4EY | HEDSAEVR | HR—FENZT HR—FESNDB K| 7HER
a AR AL (Access)
fEE (Any) £E (Any) Management Center | 7/ 1 — <1717 | Admin
7000 & 8000 >
J—Xx
FZC&BHIC

24BNV AT MATONT-EED A —LIREEND LV R— N E&ZETDHEF A —L P—
NEFRELET, IOV, A=V VL —FRAMBIOEMT KL ADHRT, (49
N—=) BB LT EEN,

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k




| > x748% (System Configuration)

RATvT1
ATvT2
ATvT3
ATvT4

ATy TH

ATvT6

ATy 717

ATvT8

rzERE+ I3y I

FIE

[ AT A (System) |>[#XE (Configuration) ]% =N L E 7,

[Z ¥4 (Change Reconciliation) 127V v 7 L ¥ 7,

[B%) (Enable) | T = 7Ry 7 A%l LET,

[FEITT DK (TimetoRun) | KRy 7 X T2 URMpb, VAT APEHEMIE L RN— N2 E(E

T O 2 IR L £ 7,

[A—/V55% (Emailto) ] 7 4 —/V RICA—L 7 KL AZ AN LET,

Evbd  EFA-AT RLRZBEINLEL, WOTH HHOLAR— FDOFIEF (Resend Last
Report) | %7 U > 7 LT, mHFOEHERELR—FDa —2ZEHICHEETEE
R

RV —OELEZBMT 2561, [RY —KEZE DD (Include Policy Configuration) |7 = >
IRy I AL A AT LET,

W2 24 R O T R TOERZEZ D 5551, [REEEHE A £~ (Show Full Change History) ]
Frv IRy Akt A LET,

[PR1F (Save) 1227 U w7 LET,

EENEY D
Bfin 7 ffio CERZHET D

FRIARA T3>

1) 3

[RV—i&EEE DD (Include Policy Configuration) 47> = ik, AU —DEREDOL a2 — K
EEBFELAR— MIEFDLINEIDEFIFEILET, Zhidix, 77 8R4, BA, VAT A,
SNLVA L BROR Yy N =7 BHOER) O —DOEEREZENET, 2047 a 2N LA
MolGElE, RV —OEBFTENS LAR— MIRRINET AL, TOA 7T 3 VX Firepower
Management Center DA TEHTE £,

[T X COEEEREAFR"T 5 (Show Full Change History) ] 473 = L%, 2 24 B 3T
DEFEOLaA— REETFFHEL AR — MIEFDLEINE I D EHIE L ET, 0)21’7 avEBRRL
oG EIX, BERDT IV TEICHAE SN TLUAR— MIERINET,

—ZFEDIAA Yk

J~$ﬁ7&ﬁx:ybm~wf)ya RARY >—, E72iE3Ry NI =7 GHRY o —% %
FLEEE, TR V—BEOEFZa X MEEEFHL TR vF 74258912
Firepower /XTA%E RETDHIENTEET,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F


fpmc-config-guide-v60_chapter_01011001.pdf#unique_666

YR T LERTE (System Configuration) |
B A —nZEE£ENHT a4 FOBRE

R —EROaA ERAHICSN TS E, BHEFEEFIaA MIT7EALT, SATEE
BRI —DNERINT-EHAZZESTMETEEST, A7V a T, BARI U —BIXUBxy k
— TR Y kT AR AR JICEERAT D L TEET,

RNO—DEEZEHYT S+ FDOERE

AYX—FrSA4EY | HEDSAEVR | HR—FENET | R—FESNBF | 79€X
73 N R ALY (Access)

£& (Any) £ (Any) Management Center | 7" 7 —/3)L771F | Admin

a—YRT 7R ta— LR v— BARY — FHEFERy NI 5HRY vo—%%
FITH5AIZ, 2 A FOANEERT D L 9 I Firepower VAT LERETEET, aA L b
AL, 2=V ORI o —DOEROHBEZEBHTCEXEST, RV —OETIZHEHTLIaA M E
BN LT E, 2 AV Med T v a v ERIINAICRETE T, VAT AE, RY —ITH
TOHHLWEENMRMFEEIND 2N, 22— a A Ve ANTEHEH) e haEHLET,

FIE

ATvT1 [V AT L (System) ]>[#%7E (Configuration) ]Z IR L £,
VAT AREL TV a iE, EOFES = a r RRVICERRINE T,

ATFvT2  KONTRLORY — a X NOBREXITOETD

TR arbhr— LR =0 Xy NREIIL, [T7EAa ba—LOEE (Access
Control Preferences) (%7 U v 7 LET,

CRARY =D A MREIICIE, RARY —i%E (Intrusion Policy Preferences) | % 7
Uy 7 LET,

* Xy NI =TGR —Dat s MREILIE, [Ry NT—=27G5HARY > —5%&E (Network
Analysis Policy Preferences) | %7 U v 27 LE7,
ATYT3  HBRV— XA TIZROBRERH Y £,
* [#E2h{k (Disabled) ]: ZHED=a A F 2B LET,

‘A7 a2 (Optional) ]: AL FOEFIZONWTFHIRT DA T g a2 a—FICREEL
‘a_O

* [ (Required) ]: PRAFTDHANI T AL P TERIZOWTHIT D L9 IC2—FICER L
TO

ATv T4 BARY D —F7EFRy U= 5HAR) —0a X M, RO T arndbo £4,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
[ 2 | |



LR TLERTE (System Configuration)

ATy TH

TR

>

7otxuzt |}

CRARY DT RTOERZEAE D ZJICEZADITIE, [RARY v—DEH 2R 72

# X 3iAte (Write changes in Intrusion Policy to audit log) ] &4 12 LE 7,

Ry NU—=IGHARY) DT RTOEHEZEA R ZICEZATLITE, [y T —7 0K
Vo—DOEELEER D 7IEE AT (Write changes 1nNetW0rkAnaly51s Policy to audit log) ] %
FATLET,

[fR1F (Save) 1272 Vw7 LET,

') X k

Firepower Management Center 3 X W7 7 2w V E R T NA A TIE, 77 8A VXA M2 L
T IPT7 RLALR— PRIV AT AA~DT 7/ R AZFIRTEET, 7740 TR TR
DIPT R LTUTOR= FAFEMEES N THET,

*443 (HTTPS) :Web A v X —7 oA A 77 RAIERAENET,

*22 (SSH) : a2~y R IA4 v 77 AMEHINET,

EHIT, A—F 161 TSNMP fEHAER—Y 7T 5720007 7 A HBIMTE £9,

FI7 4TI, TZ7EBRTHPENTOERTA, L0V X7 REE CERT -0, FF
FEDIPT RLVAIZHT LT 7B AZBMLTHG, T 74/ D any 7Y a v Z2HIBRT 5
T EEMBLTLEE N,

ATLDTHIER YR FDERE

ARX— b4tV | RHEDFAE VR | YR—bENDET | HR—FENEF | TIER
A INA R ALY (Access)
f£& (Any) & (Any) Management Center | {T-3% (Any) Admin

WA (Classic)

Z OFERKIL, Firepower Management Center & 72 |30 R DE BRI G 7 /314 2 (7000 5 L T 8000 >
U — A, ASA FirePOWER, I X UV'NGIPSv) (ZiiH &4vE7,

* Firepower Management Center Cld, Z ORERIT T AT MMERO—ETT,

CTEROEBMRT ANA ATIE, ZOMKETT v b7 A —LRERY =0
Firepower Management Center 7> &3 f L &9,

—HiE LT

Firepower Management Center /A—2 32603274 Fal—>arv 4 F



B =z0s

&M

ATvT2
ATvT3

RTv74
ATy 75
ATvT6

ATy 17
ATvT8

SR T LERE (System Configuration) I

WFNOBE S, MIE, VAT AEREEZRAFTO0 AT T v b7 A —LBERY V—
ZEFT 5 E THMICRY FH A,

ZOTI7ERAYRANMI, AT —FR—Z T 7 ZEHE L2 THEE LT &N,

FIE

Firepower Management Center Z {9~ 2 2MERDEHR LT A A LT 20T, KD
BEZIAT L ET,
* Management Center : [Z* A7 A (System) |> [ (Configuration) | Z R L £,

CEHRAGT NA R [T A (Devices) 1> [7T v b7 — Lk iE (Platform Settings) ] &
HeR L, Firepower AR U > — 2B E 7 I3MRE L 7,

[77%A U AN (AccessList) 1227V v 7 LET,

BIEORED 1 D&EHIRT 72012, BIRT A2 (8) 27V v 7352 L TEET,

FE O TTITATUADA BT 2 A ASOERICBIEEH SN TWDHIP T RLA~DT 7
A %ﬁ”% L. IP=any port=443 (DL Y Z)‘ﬁ{f Lfcfl/\%/ﬁ\\ Z]—SU ‘.\/“—%@E“ﬁ Lf:ﬁ?{:"f—(—'\
TYART L~DT 7R TEbhET,

12U EDIPT RLVAADT 72 AZBMTHI1Z1E, v—/LDiBI (AddRules) 127 Vw7 L
‘ij‘o

[IP7 KL A (IP Address) | 7 4 —/V RIZ, IP 7 RLA X137 KL ADO#HPHZ AT DD, any
EANNILET,

[SSH], [HTTPS]. [SNMP], F7/IZNbDA T v a LV OMAEDOEEZBIRL T, ZNHDIPT
RUATHMNZT 2R — FEEELET,

GEM (Add) 127V v 7 LET,

[*1F (Save) 127V v 7 LET,

RDIESE
CREARZREALET, RELFOHEAZZML TIZEN,

EErEYD
Firepower > A7 LD IP 7 R L AK Lk

Firepower Management Center 3 S OVERBE BRI ST A 2L, =2—F T 7 40 €7 4 ICBT 5
A E 0 B OBAEE®R A 7 7 1ZF0#k L E 7, Management Center 33 22 TY 7000 35 X OV 8000 + V —
X DWeb A H—TxAATIL, BEERT AN MIEEA RV N Ba—ZERRINET, 1
EANRXY P E2—TlE, BEAEY2—OLEEOHBIZESWTEAER 7 A v —Y0RR, I~

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
[ | |


fpmc-config-guide-v60_chapter_01110.pdf#unique_152
fpmc-config-guide-v60_chapter_00.pdf#unique_8

LR TLERTE (System Configuration)

sz ry—svrnernsoze I

A TANEUENTEET, EAEFREMEHRICABRLZY . 2T L LR— M afER LT
DT HZLEMTE, =PI T ERICHTLFHMAR LR — FERRTLHILHTEET,
Befro 7 A vt — 3% syslog IZiE{E 95 X 9. Firepower Management Center 33 JX OME A 45 Bkt
BT NAREHRETHIEHTEET, RETDITIE, syslog F— 3 BEORA vE— VIR
MIFHERE, 773 V74, A7 ar 272 BELET, X713, syslog DEEAR T 7 A
=Vl —RBICRTRENET, 77T A FA v E—VEERT AT TV AT LAERL, R
JEIIA v E—VOBEKELZERLET, syslog A vE—TIZF 77V 7 4 BLOEKEILE E
NEHEAL, ZHHDfEILsyslog A v E—VEZETHVAT LA v —V OB EL R THE
T,

Fio, BEu S Av®—U% HITP — N2 A U — 7§35 L 5. Firepower Management
Center 38 L OMERBE I RT NA A TRETHZI LB TEET,

BAa 7 AN =V TREFX, TTIATVADIA TIZE o TRRDBEED L 725 T
£
* Firepower Management Center Tl&, B&R 7 DA MY —I U ZIEV AT LARED—H T,
U Ty VEBXRT N, AT, Bf&v 7 A~ Y —3 71X Firepower Management Center
7Ty b7 —ARERY —O—HTT,

WTNDOHZE S, VAT LAREDELEZRET D0, HETT v b7+ —LRER D v — 2 RH
TLETIEREITANIRY £HA,

ANERRA ) —S VT NEEOIDETE

AR—hrZ14 >
A

DA R

HYR—bEhdT
IN R

HYR—rEhBF | 7IOEX

A

(Access)

& (Any)

& (Any)

Management Center

& (Any)

Admin

EkA (Classic)

Z OFERIL, Firepower Management Center & 72 (ZHERDE BRI R T /34 A (7000 33 L T 8000 +
Y —Z ASAFirePOWER, 3 X' NGIPSv) ([Zi#H S ET,

* Firepower Management Center CTl, Z OERKIT T AT AMERO—ETT,
CTERDE IR T NA ZATIE, ZOWRET T v N7+ —LRERY —D—fiL LT
Firepower Management Center 7> b L £,
WTROHE S, ML, VAT IERAEEZRAFT 20 AT Ty h 7+ —LRERY v —
ZRET 5 ETHICRY £HEA,
Iz, HMOtEEOH 2R LUET,

Date Time Host [Tag] Sender: [User Nameje[User IP], [Subsystem], [Action]

Firepower Management Center /A—2 32603274 Fal—>arv 4 F



SR T LERE (System Configuration) I

B isxtru—z 508EE0/0%TE

&

ATvT2
ATvT3

ATv74

ATvTH
ATv 76
ATvT1
ATvT8

ATvT9

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

B BAF, BEA, BELOVR A MaD%IC, AFEINCHENTZA T v a v ¥ 7Rk, BEHMT
NA AL DBITEED T A v—URN & £,
I &R L ET,

Mar 01 14:45:24 localhost []Y\(}] Dev-DC3500: admin@l10.1.1.2, Operations > Monitoring, Page

View

[T L& BHIIC

SO A RPHEFEL TWAZ L b BB V2R ET AV ARATLANLT VB ATEH I L%
MR L FET,

FIE

Firepower Management Center Z 13 2 2MERDE R G T A R ERERLT D02 LT, RO
BEEZFEITLET,

* Management Center : [Z* A7 A (System) ]> [ (Configuration) | Z &R L £,

CEHIRRT NA A [T/ A (Devices) 1>[7F T v b7 4+ —LiRE (Platform Settings) ] %
#R L C. Firepower N U v —ZAERF 72 13MRE L 7,

[Ef&w 27 (AuditLog) 1227V v 7 LET,
[#4 v 7 % Syslog (22413 (Send Audit Log to Syslog) ] Kue v 7 X o v A =a—nhb5, [A3ML
(Enabled) | Z&IRL £,
[ARA R (Host) 1 74—/ RIZHDHHEARDIPT FLAEITmSEMN4L 2R LT, BEENER
DFEFRA RERELE T, T 7408 K=K (514) BMEAINET,
EE R 72T ANDLLIICREL TS arta—4n, VE—K A vE—U%%T
AND IOy FT v 7ENTORWEGSE, RA MIEERr 722 T AREE A,
[syslog 7 7 U 7 4 (syslog Facility) ] Zi®&R L E7,
EREARNLET,
WEZIS U T, [# 7 (A7 ar) (Tag(optional) |7 4 —/L RCEMZ 7 2fEALET,
EH 7R A v 7 OFF 258 HTTP Y — MK E 4 2121d, [BAie 7 & HTTP % — NZk(E
(Send Audit Log to HTTP Server) | Ku v 7’'& 7> U X v [£%1E (Enabled) | Zi#IR L F
D
(A% 12%{59 5 URL (URL to Post Audit) ] 7 ¢ —/V N2, BEEEFHMOLESE URL 2 H67E L
F9. WICU A RS TS HTTPPOST AR A ERKT 5 U AF— 70 7T KMMTHET 5 URL &
ANTHHENHY £7,
® subsystem
® actor

® event type

®* message



| > x748% (System Configuration)
Ay aR— FEE

® action_source_ip
® action_destination_ip

* R

*tag (RELO LI ICERX SN TWDEAH)

B BB EINTEARA NEFHATAI20E, HTTPSURL 2T AMERH Y F9. 48 URL
ICEERIERAIEETHE, VAT A NRT 4 —v L RCEBLE B2 ABEAND 5D THE
LTLEENY,

ATy T10 [fR1F (Save) 1227 U v LET,

RDIEZE
CREAE R L ET,

e
it
RS
i
N)
4

BAZZRLTIESN,

Sy S SEn e
FyaR— FEEE
FyvaR—RTE, v P=y bEEMATH2LICRY, BIEOV AT L AT —FZR—HT
brhET, VP y MINSRACEMSE AL R—%2 N THY ., Firepower VA7 LD I F
SERAEICET DA YA R ERML L £ 9, Firepower ¥ A7 AlZId, FRIER INT-HEE O
Hyvam—RFRU4Y=y FPMIBLTWVET,

[B A% 25587 (Custom Analysis) |7 4 Y= MR F v 2R — RTHIZ/2 5 X 512, Firepower
Management Center % 5% & CX £,
EErEYY
v aR— RIZONT
N ~ N > ~ e
FYaR—FDARZ L4y FOEZE
AI— b S14 Y | RHEDSA VR | Y R—bENDET | HR—FEhBF | 7OER
2 IN R A (Access)
% (Any) f£& (Any) Management Center | /" =7 — /)L 773 | Admin

[ A% L5387 (Custom Analysis) | % vy adh—R 74 V= bEFEHALT, R T2—Hi2k

HRERAIRE/ R 7 = VI SWTA R DO E Y 2 T VEREZER L £,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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DNS Fvwvina

ATy T
ATy T2
ATvT3

ATvT4

YR T LERTE (System Configuration) |

FIE

[ A7 2 (System) ]>[XiE (Configuration) %R L E9°,

[# > 27— K (Dashboard) | %7V 7 LET,

=R [ A AH L5587 (Custom Analysis) |V 4 ¥ x> haX v aRh— RBENTESL L9
T O, [BAZ LT 4 ¥ =y FOFEME (Enable Custom Analysis Widgets) ] F = v 7 7R v
I ABANTLET,

[fR7F (Save) |27 U w7 LET,

DNS v v a

AR RERN—=U T, IP7 FLAZEMICHRT DL IICV AT LAEZRETEET, £,
TTIAT VAL > TIITENDEDNSF v v ¥ a2 DR T 08T ¢ 2% ETE£7, DNS
XY VT ERETDHE, BMON Y I T v T EETETIC, DENIHRELZIP T R L R &%
MTEES, UKD, IPT FLRADERPANZ > TWHHEIL, Xy NUY—27 EDOTF
TAvITDEEHOL, A XN RXR=VDFRREELZHDDZ ENTEET,

DNS v w<a J7O/NTFT 1 NDEHTFE

ATv T
ATy T2
ATvT3

AX— b5tV | HEDSAE VR | HR—FENZT HR—FENB K| 7HER
A NA R A (Access)
f£& (Any) f£E (Any) Management Center | 7' 7 — 3,172} | Admin

DNS kD x v v 2 > 7%, DRI ENTZDNS IV 7 T v 7 Dx v v v F a4+ 5

AT DERORE T,

FIE

[ A7 L (System) ]>[i%i& (Configuration) ]% &R L E7,
[DNS & % »» & = (DNS Cache) ] Z#INL £,

[DNS gk D % % v 27 (DNS Resolution Caching) | Ka > "X 7 U X MG IROWVT )

2R L £,

* A%t (Enabled) 1: ¥+ v 7 &2AMMILET,

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k




| > x748% (System Configuration)
BFA—ILOEA

* [#E7h{l (Disabled) ]: ¥ v v 7 EEHILET,

ATy T4 [DNSFy¥ vz XA LTk (45) (DNS Cache Timeout (inminutes) ) ] 7 4 —/L KT, T
TT 4T DOEDICHIRENDETDNSTZ Y R R AEYNIZH ¥ v a2 SNDHR/E (GHENM) %
AN LET,
774V X300 4> (5 W) T,

AT T5  [MR(F (Save) 1227 U v LET,

BEErEYY
AR N Ba—REORE
BHA A =T A A, (175—2)

BFA—I)LDEH

WOMIEEAT I H/EIL, A=V BRA M ERELET,
C AR FR—=ZAD L IR— FDEF A —/VEE
CAT T a—VENTEH AT DAT —H A LIR— hDES A —/ViEE
CLEHEPEL R — FOETF A —/VEE
T BTN TIEOEF A —VIEE
AR, AT N TT T AR N T T =, BAAMXRXC N TTI—F BX
OV A AR T T7— N TOEFA—/LOMH

BIA—IVBHMERET DHE. VAT LEA— T b—RX MiO@EIZEMR 28555
ZERL, BBEISCT, A=Y —NOFGEY LT Iy VERETE £, RE LTk, #
T A M TEET,

=LY L—RA MBIV EMT7 FLADETE

RI—FSAEY | HEDSAEUR | HH— FERBT | HH—FEhd K 7HER
A INA R ALY (Access)
& (Any) £E (Any) Management Center | 2/ 7 —,3L7=1+ | Admin

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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ATy T
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

[l
o

D ER
[E

YR T LERTE (System Configuration) |

FIE

[ A7 2 (System) ]>[XiE (Configuration) %R L E9°,
[Email Notification] &7 U > 27 LE,

[A—/ U L—7RAk (Mail Relay Host) ] 7 4 —/L KT, T2 A P —"DKRA N ET-
IXIPT RV AZ AN LET, ANLIEZA—IVKRANIT T IAT U ANSDT 72 A&7 LT
WDMERH D ET,

[R— F&ES (PortNumber) | 7 4 —/V KiZ, BFA—N P —N"THEHTIFR— " EEEZANLE
ﬁ‘o
— B2 AR — MZRO L OB H D £77,

°25, Bk &M L WiEa
* 465, SSLv3 M4 554
* 587, TLS #3256

[ 51k 572 (Encryption Method) ] Z384R L £,
* [TLS] : Transport Layer Security & {f /| L Ci#ifg 5k L £ 7,
*[SSLv3] : X =a7 Yo v b LA YEFEHL CEEERS{LLET,
*[72L (None) ]: WA b TWRWBEZFFFILET,

GE) TTIAT AL A= Y= EDRON S S NEE TIE, FEAEOBRRET A E
‘(\‘—a—o

[XEC7 KL A (FromAddress) |7 4 —/V RIZ, T7ITA T UV ANLEREEIND A vE—T Dk

BRHEFA—NLT FLAL LTHEMAT AR REF AL T FLAZ A LET,

VEZE LT, A= = NZEEE T D BRI — 4 & XA T — REFRET 2 121%, [RGEAE A

(Use Authentication) ] ##R L E£3, [=—H¥4 (Username) | 7 1 —/V RiZ2—H4Z2 AN L E

T, NAT—R%& [/NAT—F (Password) | 7 4 —/V FIZATILET,

BELIZA =N P—NEHFHLTT AN A= VEXETBIZE, [TA D A—=VOHF— 3 3E

(Test Mail Server Settings) | %7 U v 27 LET,

TANDOEHETNIRBEZRT A v — VR RY CORICFRENE T,

[R1r (Save) 1227 Vv 7 LET,

7% (Language) | <—YZMHL T, WebA v Z—7 oA ZAIZHRLEFEEIEETEET,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
[ 50 | |



| > x748% (System Configuration)
sosEon: M

ADEEDIETE

AR—bS4 Y | REDFA VR | KR—bENET Y R—bShEF | TIOER
z INA R Ay (Access)
£& (Any) f£& (Any) Management Center | {f-# (Any) Admin
7000 & 8000 >
J—x

—

HHINET,
* Firepower Management Center ClX, Z DX EILIT AT ARED —HIZ72 D £97,

Z DF%EIX, Firepower Management Center & 7213 7000 35 X TV 8000 + U — X FHIXI R T /A AT

* 7000 35 LT 8000 2 U — R WG RT NA ATHE, ZOREET T Y M7+ —LRIERY
> —®—#( & LT Firepower Management Center 7> 5 L £ 77,

WTNOBAE S, VAT LARELEARAGFT I, HETT Y P 7+ —LRERY > —a BT
HET, REITEDICIT R EHAL

>

HE O ZIITCEELESER. 794 T RIS A LT RTOZ—FD Web A v X —T =

=]

A RERAENET,

FIE

AT w71  Firepower Management Center %32 MR DE BRI G T /A A 24K T 520 C T, RO
BEZ T LET,

* Management Center : [Z* A7 A (System) ]>[fXE (Configuration) ] Z =N L F 7,

CEHRIRT NA A [T/3 A (Devices) 1>[7T v F 7 4 —LRE (Platform Settings) ] %
I L, Firepower N U v —ZAERE 2 ITRE L 7,

ATvT2 S (Language) 1227 VU v 27 LET,
RATv T3 FHTLIEEEZRIRLET,
ATy T4 [{R1FE (Save) 227V v 7 LET,

CREAEZRALET, RELEOBAZZRL TIZSL,

Firepower Management Center /A—>3 260 3> 74 Xal—a v HM4 K
|
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AJA 2N F—

o4y

SR T LERE (System Configuration) I

INT—

[2 27 A N} — (Login Banner) | " X—Y %A LT, X2V T 4 77747 AEIFE
RV =Dy ary Nf— vl Nf— DAFZENRAyE—T NF—ERETXET,

NFE=DTFA MIUFAR—AZFEHATEETN, ¥ 7 IEHATEETA, NTF—IZITEEITO
TXAMERETEET, 7HFXMTEDITNEENTWDHE, NF—TiE, ZOITHEAT
(CR) & LCTHERENET, HHTELDIE, YAT (Enter ¥ —%#9) 5T ASCH LF7ET
T, AT 2 XFELThH Y FEnET,

Telnet £721XSSHAE N L CEX 2 VT 4 T T IAT VAT VAL EXIZ, NP — A vE—
DENET DDA DR AT A AEY RRDSTEHER, N — A v —VOFRERITLT
TCP EXAA T —BRELELGEIZIE, By a BB LET,

ARBALOGA 2 NF—DEN

AR—b 54ty REDSA LR | YR—bSNET YR—bShHF 7OER
3 INA R A (Access)
f£& (Any) f£& (Any) Management Center | {T-& (Any) Admin

A (Classic)

SSH £721X Web A v #—T = A Apb R 7 A o 52— TRRT DAL L a4
NF—ZfETEET

Z DFEEIL. Firepower Management Center ¥ 72 |3 E KM DOF HXISR T /S 2 (7000 35 L T 8000
U — A, ASA FirePOWER 3 J O'NGIPSv) (25 H S4vE T,

* Firepower Management Center Cl, Z OEKIT T AT MMERO—ETT,
CTEROEHRGT NA AT, ZOMRE T 7y b7+ —LRERY —O—f L LT
Firepower Management Center 72> 5 L £97,

WTNOLE S, VAT LAREEEEZRFT L0, LET Ty M7+ —LARERNY —%REHT
HET, REFENIIIRD £ A,

FIE

AT w71 Firepower Management Center % 7= 3 Classic EFIRI R T A ADOWNWTNEEREE L THEIS LT,

LIFZ2FTLET,

* Management Center : [Z* A7 A (System) ]> [ (Configuration) | Z R L £,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
[ 52 | |



LR TLERTE (System Configuration)
ssmeR—u vy

A==

CEBXIRT ANA ZADEE [T 3 A (Devices) |>[7T7 v b 74— L% E (Platform Settings) ]
RS DD, T AT U=V R =Bk, £IIRELET,

ATwvFT2 [mZ A2 ") — (Login Banner) | 28R L £,

ATY T3 [BAX L vl A 3 — (Custom Login Banner) | 7 «—/V K2, T 20714 NFb—F
FARAMEANLET,

ATy T4 [RIFE (Save) 15227V v LET,

ROEE
.gru 7 E%%Eﬁbi—é— ;&ﬁﬁ%@%)\%igﬁg\bf<fléb\o

SNMP R—1) > 5

Firepower Management Center 33 X UV 7 ¥ v 7 FBEXI 57 /34 A |21, Simple Network Management
Protocol (SNMP) R—1U > 7 ZFMTT 52 LN TEET, SNMPHKREIL, SNMP 7' h =L
N—=Ta 1, 2, 3R —FLET,

COMRERZ R LT, WOBEHRIZT /A TEXE T,
* }E#E Management Information Base (MIB) , Z#uiZid, #EA&SG, ERL. BAT. — B A HFH,
IPT7 KLy 7RoN—T 4 7O, 7 AIyvary7a b arofiRRokst
REDVAT AOFEMNBEENET,
* 7000 3 LTV 8000 1) — X FRHE T /XA ADBMO MIB, Ziuli, WEA L ¥ —T =4
A, BB B —T oA A ARIEA B —T = A, ARP, NDP, {RAE7 U v (RAEL—
HEBLTEIND N T 74 v 7 ORINEENET,

GE) SNMP 7' &2 k 2/ SNMP 23— 3 > IR 9 5 B1L, SNMPv2 TidiiA Ml B =
T4 DIHEY R — KL, SNMPV3 Tl A0 2 —FOLzt Y R— 352 L1 &ELT
<72EVY, SNMPv3 1% AES128 IZ L A b b ¥R — s LE T,

SNMP #REAZ AN TH L, VAT ATSNMP b7 v 7 E2FEFETERL D, MIB OIFHRITFR v
N — B AT ML DR—=Y I TOMEMAREIC 2D Z LITHEBE LT EE W,

Firepower Management Center /A—>3 260 3> 74 Xal—a v HM4 K
|
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SR T LERE (System Configuration) I

B sweR—y sonmE

SNMP R—1) > DERTE

AR—bS4tY REDFA VR | R—bENET Y R—bShEF | TIOER
z INT R Ay (Access)
£& (Any) £& (Any) Management Center | {f-# (Any) Admin

fEkA (Classic)

Z OfER%IE, Firepower Management Center & 72 [3HER D E TR T /34 A (7000 33 L Y 8000
Y —Z ASA FirePOWER, 3 X' NGIPSv) (Zi#H SET,

* Firepower Management Center Cl, Z OERKIT T AT MMERO—ETT,
CTERDOEBRRT NA AT, ZOMRET 7y b7 3 —ARERY —D—FH L LT
Firepower Management Center 7> i L £,

WTNOHAES, Mkit, VAT AMEREEEZRGET D, ETT Y N 74— LARERY v—
ERETAETHEIR /A,

G¥)

ATv T

VAT LER—V 7T HIE, FHATAHEEO I E 2 — % TSNMP 77 A &8T5
VERH Y £9, SNMPMIBIZIZEBHOKRIHEH S ND AJREMENRH D IERLEENTWVDHD
THEELTLEEWY, SNMP 7272207 72 UA M4 MIBDOR—Y IR SN L4
EDHRAMIHBRTHZ 2B LET, SNMPV3ZMHHL, *y hU—7EHT 71 AI1C
RS2 RAT — REEHT L2 b BEIO LET,

SNMPvV3 1. #FAHY o —W L AESI128 IC L A B b2 R —F L TWET,

(F L& BRI

CLATLADT I EARYANDOHRE, (432—) OHAIKE-T, FHTERarva—FT
EIWZSNMP 7 7B AZBML, VAT LEHR—V 7 LET,

FIE

Firepower Management Center Z 1§32 2MERDE BRI G T /S A R EAERRT H 0TI LT, RO
BEZ AT LET,

* Management Center : [>* A7 2 (System) ]>[fXE (Configuration) | Z=R L E 7,

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k



LR TLERTE (System Configuration)

ATy T2
ATvT3

RATv74

ATy TH
ATvT6

ATy 71

ATvT8
ATvT9

ATv 710

ATy TN

ATv 12
ATv 713

snvpi—yvromE

CEHIRIRT NA A [T /3 A (Devices) 1>[7T v F 7 4 —LiRE (Platform Settings) ] %
I L, Firepower N U v —ZAERE2ITRE L 7,

[SNMP] #27 U v 7 LET,

[SNMP /X—< =5 & (SNMP Version) | Ky Xm0 U R Rinh, i35 SNMP N—T 3 U %
BIRL £,

WOFRIERN B0 £,

*[N—=T a1 (Versionl) | E7IiE /3= 32 (Version2) | IR L7GEIT, [
=7 4 A MY 7 (CommunityString) 17 4 —/V KIZSNMP 2 =2 =7 £ &2 A LET,
FIE 13 (2 E T,

GE) SNMPV2 (., ARV ER I 2a=F 4 OHEFFR—RFLTVE
j‘o

*[N—=T =23 (Version3) | &R LG A, [2— V&M (AddUser) 127 Vv 7 35L

AP ERBI—VUNFRINET,

GE) SNMPv3 1%, A H D B —H & AESI281C K DI B{b DA E R — K LT E
7

A=Y E AN LET,

[RFE~7' = |k =/ (Authentication Protocol) | K> &0 U A Mipnb | FBFEMEHT 27w b
LR L £,

[FBRE/ XA T — K (Authentication Password) | 7 « —/V RIZ SNMP H— ROFBIEIC LI/ /N A T —
Fa&ANSTLET,

[/XA T — RO (Verify Password) | 7 4 —/L RiZ, BFE XAV — REZHEAN L ET,
RIS T4 —Ta hark [7T A3 — 71 kb (Privacy Protocol) ]V A k)i
W20 TIAN—Tu b avelLR0nEGEIE[72 L (None) | 2R L £,

[T ARy — RAYTU— R (Privacy Password) ] 7 4 —/V RIZ SNMP #—/NTH3 7 SNMP 7'
ANY—F—F AN LET,

[/SA T — FOREFR (Verify Password) | 7 4 —/L RIZ, 7 AN — RXAT— RREHEATLE
D

LEM (Add) 1227V v 7 LET,

[fR7F (Save) |27 U w7 LET,

RDIEE
RELELZEALES, RELEOHEALZZRL T EE,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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YR T LERTE (System Configuration) |

STIG2>TFS5A47 R

STIGa>TS5472R

K EHFREUF N OFEARIL, Security Technical Implementation Guides (STIG) (Z/R &AL TV —3# D
X2 U7 4 Tyl RN LT UL R WIEERH Y £9°, Firepower v A7 A%,
KEEHE THEL TV STIG E D2y T I T A& P R—FLTHET,

BEWNOIEEDT 77 A4 T ATSTIG 2y T T4 TV AEHMNIT /1L, TnidET3To
TIIAT VATHENIT DR0ERH Y £, IFEMOEIRGT /S A X % STIG HEHLOD Firepower
Management Center (2% L72 0 . STIG #EHLT /A R % FEUEHLD Firepower Management Center |Z
BELTZDTHZLIXTEERA,

STIG 22> T T4 7 v A LT BA,
DRIESNDDITTIEH Y A,
STIG 2> T IA TV AEHINITHE, B—HN T2V T IR T AU hONRAT— ROE
HESOMEFFICRT DL — A EDP Y £9, SbiT, STIGA YT TAT A F—RFTIEL, SSHD
JE—bF AP L—VERERATEERA,

W TFTREZR T _T D STIG [Ttk 2 TF A4 T A

A\

FE VAR OOXBRLTIOREEZEHCTHZ LTI TEERA, F2. ZORTIIVAT
LDINT =<V ACKRELSFETHAREENR SV £3, A3 TiE, KEEKRYE (DoD)
DX =T 4 BHICHERTHUNOHT, STIG 2 T I7A TV AZAMNITDH I &2
T"LEEA,

STIGa>TS5A4T7 2V ADEME

A= b4 22 | REDSA LR | HR—bENET | HR—FENBF | 7OER
R N R AL (Access)
f£& (Any) f£& (Any) Management Center | {T-& (Any) Admin

e (Classic)

Z OFERKIL, Firepower Management Center & 72 | 3G DE BRI 517 /314 A (7000 5 L T 8000
U —2X, ASA FirePOWER, 35X TU'NGIPSv) (ZuH & Ed,

* Firepower Management Center Cl¥, Z DERILYT AT AERO—ETT,
CHERDEBX BT NA AT, ZOWMKRET T v b7 4 — 24

Firepower Management Center 7> 5 f L 97,

RERY —D—H & LT

WTNOEAE D, kX, VAT AMERE R ZRGTT 50, HEHETT7 Y b7+ —LARKERY v—
PREEATAETHEDIRY ¥ A,

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k



LR TLERTE (System Configuration)

>

BassvEzoRs |

&

ATy T2

ATvT3

ATvT4

BRNOIEEDT 77 A4 T ATSTIG 2T I7AT V AEHINITHEE1F. Tha+ T
DT TIFGAT VATHEMNIT DMERNHY £F, VAR—FbOIERL LTI ORELEHIZ
THZELIZTEERA, /2. ZOREIZ AT LDONRT 3 —< 2 ATKE < 8T % a[RENE
NPV ET, YA TEH, KEEPKRE (DoD) Ot = U T ¢ BICHEILS 5 LSO B
T, STIG 2T IAT UV AZFENCT HZ L2 HELEHE A,

FIE

Firepower Management Center Z {9~ 2 2MER DEFRI LT N A A HERLT 20T C T, KD
BEZ AT LES,
* Management Center : [Z* A7 A (System) > [fXZE (Configuration) ] Z IR L E 7,

CEHIRRT NA A [T/ A (Devices) 1>[7 T v b7+ —LRE (Platform Settings) ] %
HER L. Firepower AN Y v —Z B E 713 REL £,

[STIG Compliance] Z#7 VU v 7 L £,

G¥) STIG 2> 7' FA TV AEHINTHE, TTI7A4 T ANY 77— LET, Firepower
Management Center (X, v AT AREERTFT D E Y 7— b L, BEXGT N1 AE,
REDERLERHTHEY 7 — R LET,

STIG 2 FTAT U A%T I TAT o ATKRBINTADCT 25813, [STIG 2T I T R
% 5B %hft. (Enable STIG Compliance) ] Z &R L F 7,
[PR17 (Save) 1227 Vv 27 LET,

ROER
CREALEZREALEYT, RELEOHEAZZRMLTILZE,

CTTIATUANR=Y 2520 L VRTONR—Y 2 UinbEHFRSNLEHAIE, STIG 207
TAT UV AZHNT DL, TTI7AT7  AGEWENPHAER S E T, EEAEKT STIG =
VTTAT AR Uitk EEExIGET /N4 A % Firepower Management Center |Z FF 8§k
l/ \i —é—O

Bl &5 & Ul D [E] HA

[FEZ] (Time) ]X—Y%f#H L T, Firepower Management Center, & %\ (X 7000 % 7= 1% 8000 >
J—XF N 2D —H ) WebA v Z—T A ANLBIEOKL L AE L2 EKTTHENTX
£7,

A DOREIT, TTITAT LV ADKEDR—=IT, [ZA LY —2 (TimeZone) ] X—Y TRE L
TPAA L= (F7HNVITIE[TAY H/==2—3—72 (America/New York) ]) ZfEfH L T
0= WV CERENE TN, 77747 U AHRICITUTCHRFE 288 L TiRfFshEd, £

Firepower Management Center /A—2 32603274 Fal—>arv 4 F
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SR T LERE (System Configuration) I
B =scommE:

7o, BUEORENI [FFZIO[EH  (Time Synchronization) ]-X—Y D EFIZUTC THERrESNET (m—
JIVIERIIE[FE) (Manual) (ORFEIREA T > a U CEREINET AR>S THDEE) ) .

REZI ORI, [REZIOEHA (Time Synchronization) | -X— Y% fH L CTEFECTX F9, 4% H
W3 256, UTOFEZEBRTEET,
*FHT

*1 DL ED NTP — a4 (HE1E)

/~— R =7 @ Firepower Management Center 2 NTP #-— 3 & U ClEH T & £ 79725, {48 Firepower
Management Center |& NTP #— 3 U THEH L2 TS 7230,

JE— FDONTP Y —REZRETIHE. T7I7AT LV ACEFDYT =N THRY b= T
Y AMERNMIE T, FHEH CTERWVNIP—RZHELRNTL SV, NTP Y — "~ T
I, RSN a R U REIMERHENEY A,

A\
GE) REZ| DIFII# 12, Firepower Management Center & & B R 7 /S A DRZIN—EFH X o1 L
TLIEEY, BB =L TWRWEGE, EELXIST /34 A3 Firepower Management Center &
HBETOHRICERK LARWERDNEL 28200 H 0 £77,

FEITORMEEE

Firepower Management Center D W41 [ #1725 [ v — 4 V3% E CTFE) (Manually in Local Configuration) ]
WICRE SN TWAEEA, VAT LAORL % FEICRETE £,

* Firepower Management Center 7% NTP % fii L CREfH 2 #2795 L 5129 5 12iL, NTP ZfEH
L CHEM 2 #2492 X 9 I Firepower Management Center % 5% &3 2 BIZ, Kl % FEHCTELH
THMENDY 7,

* Firepower Management Center 2 NTP — /3 b U T E L T L RFAZ AR T 208N B 555
B NTP A7 a a2 LT, KiZFEHTEAELTHL NTP A 7Y a EmEARAR
T HVERDY ET,

VAT LOREHA NTP IZEESWTHRBI STV 545546 . Firepower Management Center @ Web A >
H—T7 2 A ZALBINT000F L8000 > —X T R_A ADa—H )V WebA X —T = A ATLTF
DIEREGT NTP AT — X A2 KR TEET,

R6: NTPRT—4 R

hoL 5B
(Column)

NTP H#—3 FERR A A2 D NTP H—/ 3D IP 7 K L A L 4 7il,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
[ 58 | |



| > x748% (System Configuration)
GEIOE R |

RN SR BA

(Column)

AT —HF A NTP H— O [FEH O AT — 5 X,
*[fEAF (BeingUsed) 1L, 77 T7A TV ANNTP H— LRI LTWD
ZEERLET,

* [FIFATHE (Available) 1%, NTP Y — "RMEHAEETH D H DD, K[
FERBML TRV LA RLET,

* MEHAFT (NotAvailable) 1%, NTP V- — "PBHERKIZEENTNDH DD,
NTP 7 —F VU BNEDNTP =R TE RN L 2R LET,

* [FEHEH (Pending) ]1E. NTP — 3238 LW D>, E2IENTP 7 —F U2
BrfiEh SN2 L anrLEd, 2T, BFRoREE & b [#H
i (Being Used) 1. [FIF FIHE (Available) 1. F 721X [ AR (Not
Available) 112D 51X TT,

*[RBH (Unknown) ]iX, NTPH— "DRAT—H ANRATHLHZ &R 1L
£7,

*7tv b TTI7AT v ALERFEHFDONTP YV — H O 0% (R V) . AOMIET
TIA TV ADREEIBNTP Y — R EVENTNAZ EERL, EOEITEAT
WaHZ EERLET,

Bef& T BT NTP ¥ — 8 & e R IR 2 [ L T DRl L2 I5R (W) . NTPF —F& v
i, WL ODORMICESWCHBIMICFRYIMZFELEY, 2exiE, &
FREA R EZ VY (300 72 &) HE. TIUIRFNSHEZE L T Y, NTP
T D PNSOVEF A ER T O MER RN L AR LE

¥
EL—
B2l D FEIERTE
AR— b1 | RXDFA VR | Y R—bESNDT | R—bShEF | 7O EX
A INA R A (Access)
{£E (Any) {£E (Any) Management Center | {1 (Any) Admin

Firepower Management Center & 7213 7000 35 LT 8000 & U — X T /34 2D —71 /L Web A & —
7 A AT [ (Time) | ~—T %M LT, BUEORZ LRI AZ R R TEET,

Firepower Management Center /A—>3 260 3> 74 Xal—a v HM4 K
|



A

Firepower Management Center /" 5 (D B s (D 121t

SR T LERE (System Configuration) I

G¥)

&
ATy T2
ATFv7S3

ATv74
ATvTH
ATv 76
ATvT1
ATvT8
ATv79

Firepower Management Center /™ 5> 0 B[] (D 12 it

A

NTP % f#i ] L T Firepower Management Center (ZRF[i] Z #2 (it S & 5 855,
M 5 Management Center 7% NTP Z i U TR 2292 X 9 IZiE L £ 7

Wrfl 2 FEICAELT

FIE

[ A7 L (System) ]>[i%7E (Configuration) ]Z &R L £,
[FERFEEA (Time Synchronization) %7 U v 7 L&,

[NTP Z 4 ] L TR 2424t (Serve TimeviaNTP) 173 [£%) (Enabled) ] D34

2L £,

[PRFF (Save) 1Z227 YV v 7 LET,
[2— V% E CTF#) (Manually in Local Configuration) ] %33R L 7,
[PR1F (Save) 1Z227 V) v 27 LET,
[ (Time) 1 %72V v 27 LET,

[ DR E

LEAH (Apply) 1227V v 27 LET,

RDIEFE

[4E7)) (Disable) ]

(SetTime) | Fwy 7 ¥ v U A MM L TRMZRE L £,

* NTP %1{# ] L C Firepower Management Center (ZFEfE] 2 24t S/ 21213, ROFBHIZHE - Thi

1TL ¥, Firepower Management Center 7> & D FE[E] DAL,

(60 <—2)

AR—b 514ty REDSA VR Y R—bSNBET YR—bShHF TOER
z INT R ALY (Access)
=& (Any) =& (Any) Management Center | 7' 17 —/3/L7=(} | Admin

G¥)

NTP Z i L TR &2 #2419 % X 5 |2 Management Center % 3% & L T/ b,
BRI T /3 A AD NTP H— & A (35| £t & Management Center & RFZ % [F#] L &

L7=%6.

% TN T EIZ

DL LET, BLOKRLAY —RAEML T HI2E, $XTORYT LT T v b7+ —LRERY
D B L UOHERTOSLEN DY £,

[F L& BRI

* FEI TR ZZE LE T, B2 OFH)

£

e

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k

(539 =) ZHEHLTLTESN,



| > x748% (System Configuration)

el D R A

FiE
ATwT1 [V AT A (System) ]>[#%7E (Configuration) ]ZEIRL £9,
ATw 72 [FZEH (Time Synchronization) 1% 27 U v 27 L%,
ATw 73 [NTPRRH THEZIZ 2t (Serve TimeviaNTP) | Kr v 7 & U A2 kb, [H%) (Enabled) | %
IR L EJ,
ATV T4 FEHIGT A ADO[ASDOT 7y 7 OFFE (Set My Clock) 147> 3 AZDWTIE, Rl O[F
HTEEIRETAODOROF Ty a v ERIRTE £17,
*[2—H VR E TTFH (Manually in Local Configuration) ] 2% L T, Firepower Management
Center 7> 5 NTP #&HI CHRAI &2 %15 L £ 7, FFEMIC W TIE, FEL O FEELE, (59 <X—)
EHRLTLEEN,
*[NTP#H (ViaNTP from) | #®R L T, I EFIF2V— 305 NTP #RH CREZIZ2%1E L &
T, THXARRY T AT, NTPYV—DIPT RLADOH L ~XKEID U R NE AT 50,
DNS ZAINC 72 > TWDIGHITE, BREMAA MBI ORNAL 452 AT LET,
FE O TTSIAT AR TSN, ZZTHEELELO LIRS NTP— N La— K%
DHCP H— "3 5%E L7234, DHCP 2t NTP — "3 MUb v i & Ed, 2o
KA BT 2121, WU NTP — %25 ET 25 K 92 DHCP — "2 E L £,
AT TE  [R1F (Save) 1227V v 7 LET,

GE) Management Center % ZEEXf R T /A A L RHIT HI121E, BP0 L5607 H0 £

‘ﬂ—o

R ] OD [ £A

ARX— b4ty | REDFAE VR | HR—FENET | HR—FENEF | TIER
z INT R Ay (Access)
{£& (Any) {£& (Any) Management Center | {f-# (Any) Admin

EkA (Classic)

Z OFERIL, Firepower Management Center & 72 (ZHERDE XIS T /34 A (7000 33 L T 8000 +
Y —Z ASAFirePOWER, 3 XTO'NGIPSv) ([Z#H S ET,

* Firepower Management Center Cl, Z OERKIT T AT AMERO—ETT,

CPERDE IR T A ATIE, ZOWRET T v N7+ —LRERY —D—fiL LT
Firepower Management Center 7> b L £,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F



SR T LERE (System Configuration) I
B toiavsqn79k

WINOHED, VAT LARELEERGFT D0, AT Ty b7+ —LRERY —m BT
HET, REFAMTITRY A,

FIE

AT w71 Firepower Management Center = 7= % Classic B IR T /34 ZADOWFTHEZFHRE L TV DTG LT
UT&EFATLET,

* Management Center : [Z* A7 A (System) ]>[fXE (Configuration) ] Z 3R L E 7,

CEHRIRT NA A [T A (Devices) 1>[7T v F 74— LE (Platform Settings) ] %
BER L., Firepower AR Y > —ZER E7- 13 REL £,

ATw 72 [FEWFEM (Time Synchronization) 1 %727 U v 27 L%,
ATvT3  EEHMRT AN ACHLEZRMT 2 TEERET2ROA T a rBd b £,

* NTP %71 L C Management Center 7> 5 REZ| 2259 H121%, [NTP &RH CEHEHE X —0 b
(Via NTP from Management Center) | %Z3%R L £9, FEHIZ-OUVCiX, Firepower Management
Center 75 ORI DML, (60 2—) 2L T EE,

* [NTP#&H (ViaNTP from) | Z3&R L T, S EIFH— 00 NTP & TRl 22 E L &
T, TRARNARY AT, NIPHV—"DIPT FLADH L ~XKEY Y A & AS1T 50,
DNS BN > TV BT, BEEMEA MBI RAAL A2 AT LET,

ATY T4 [MRAF (Save) 1227V 27 LET,
GE) FRIE SAUTZ NTP Hr— N L EFEG G T oA 22 FHT 21215, B0 25680360 £
T IHIT, BEHRT /S A% NTP H—/3 & L TERE S 4TV % Management Center
L [FWIT 254 . Management Center H /K73 NTP — &3 2 X 5 IR EI T
bE, BAZRMT 20V RN 2 ENRH D 79, Zhid, FEGHT
INA AL 2 B3 5 72912, Management Center [X7% € S 4172 NTP Y— 3 & £ 37[H
W H2VERHDHT-HTT,

ROEZE
CREEEAXREBALET, RELEOEAZZRLTIIZIN,
* Management Center & BFHLXIGT NA ZADRZAN—B L WD Z AR LET,

ttya v FALT IR

Firepower ¥ A7 LD Web A VX —7 = A AL 23MiBia~> RIoA4A v AV F—T =4 ADEA
nrArtyvarsid, X2V T4 LoV A EZELSELGANRHVET, a—F o s A
Vv alBIET I T AT RSTETEDIZEA LT U N THETOT A RAVKEE % 53 AL CTRE
T&ET, Vb (av U RFIA4Y) By v aryTHREOXY A LT U MEHETEET,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
[ 62 | |
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| > x748% (System Configuration)
tyravaqsryroge M

EHIChZO Web A v X —T 2 A RAERXy T NOEFaTICE=XATHTFEDO—YN, EA
WICIFET D AREMEN H D £, 2 —FHREAF T a0 TWeb A v F—T = ADE Y 3 X
ALT T B I—FERNATLZENTEET, Aoa—F T ar~OREERT 7 AN
bHEHE R —NLOa—WL, BRENELILE, KOOV A Z#ELIEETH, Byvva v
BALT T NIPBRATHZ LT TEERA,

S a BALTIMDETE

AX—hrSA Y RHEDSAEVR | HR—FENBT Y R—FrENBK | 791X
A AR A (Access)

& (Any) & (Any) Management Center | (& (Any) Admin
WA (Classic)

Z OFERIE, Firepower Management Center & 72 [ZHERDE BRI ST /34 A (7000 3 L T 8000 +
J —X, ASA FirePOWER, ¥ X U'NGIPSy) ([ZH M S ET,

* Firepower Management Center Tl&, Z DMEITT AT AR O—E T,

CTERODEBMRT AL ATIE, ZOMEETT v P77+ —LRERY —D—# & LT
Firepower Management Center 7> 5 L £,

WTNDGAE S, BT, VAT AEREEZRTFT 20, AT Ty b7+ —LRERY —
ZIERET D ETHNICTRY EHE A,

VAT ANDY )V T I B RAERIRT HLEND LA, BINA T a ko THiBi v R
TA A Z =T 2 A ADexpert AY Y RaKGHNTENZ T LN TEES, 77 74T~
ATCZFAN— M E— RZEDNCT DL, Bl =V T 7R 2R >2—FTH, vz /LDOTF
ANR—=RE—=RIZADZENTERL RV ET, 2—VRMfiBha~ RIS A v X —T xR
DTHF A=K E—RIZASLE, 22— I =S UIAEED Linux 2~ > REFEITTX £,
ITXANR— | F—RIZASTWARWEARIL, a~vr o4y a—FiFa~vr R4 f o F—
T oA ARERMT B a~wr RET 2 ETTE E9,

FIE

AT w71 Firepower Management Center %32 AR DB BRI G T /A A Z KT D20 C T, RO
BEZ AT LE T,

* Management Center : [>* A7 A (System) ]>[fXE (Configuration) ] Z R L F 7,
CEHIRIRT NA A [T /3 A (Devices) 1>[7T v F 74— LE (Platform Settings) ] %
BER L. Firepower AR Y > —ZER E7-13REL £,

ATvFT2 [V=)HA LT (Shell Timeout) 1227 U7 LET,
ATV T3 ROBRENRH £7,

Firepower Management Center /A—>3 260 3> 74 Xal—a v HM4 K
|



SR T LERE (System Configuration) I
B wsti<cvEry

*Web A LV H—Tx2Af ADE Y a L AA LT MeRETHIE, [FT70F oy ar ¥
A L7 7k (43) (Browser Session Timeout (Minutes)) | 7 ¢ —/L FIZ#fE (%) # AJ1L
FT, T 7 AN MalX 0 T, WKAMEIL 1440 4FFH) T, Ty a v XA LT TR
WO =Y ERNT D HEICONTE, 2= T Ao hasAr A7 va =8B T
<TEENY,

Cav LRI AVH =T 2 A ADE Yy a L XA LT U MNERETHITE, [Vl XA
A7 DK (43)  (Shell Timeout (Minutes)) |7 « —/v RIZEfE (50%8) ZANLET, 774
JU MEIL 0 T, KRAEIT 1420 (24 BFE) T,

° ffﬁﬁjjﬂv‘/ l“:j/]) ‘//1' Ve A I/l} X'/C“expert o~ F%ﬂ(%ﬁﬁ@(lﬁ?’;ﬁﬁ‘fé’)ﬁili\ [expert
o< REKEMIZHEZ) (Permanently Disable Expert Access) | = > 7 R v 7 A &RINL
ESc RN

FE X AN T FREDNCRSTRETERY =27 774 7 U RICEM LI5S
Web A v % —T oA AF 3 iIa~ RIA L A U F—T oA A% L TmF A/~
M E—RIZT 7B ATHHMELELCTL2IEITTEERA, TF A= T— N¥ESL
BT 511, AR — MIBEWEDLELILERH Y £,

ATy T4 [{R1FE (Save) 227V v 27 LET,

ROEE
CREAEZREALET, RELAFOHEAZZMLTIZIW,

[o] »
¢ >
fesstE~ v EVY
P —RDF 4 AN AR FF—=ER_XR—=R T IV r—2a VIDNGEENTEBY, T 74w
T DTy by FIIR =BT a UG£ 554A . Firepower VA7 AX, D7
RUZAMNBIEZEENDITRTCOT I Y r—ary7a bhal b7 7 40 v 7250, Magats
RANIPT RLRICHBIMIZY Yy S LET,

N7y NIRRT 3 VHFRB G ENRNT— AT RTIK LT, VAT ATIN
HONUHE—ENR—=T g VLV ADY— RO —N N T T w7 LHEEEE AT 50 E D 0k
WETEET,

T ZIE, RA RPNy X —|ZXRF—F IV a U REENTWRWSMTP N T 7 4 v 7
EREEL TS L LET, Y AT LBED (3t~ » €22 (Vulnerability Mapping) ] 4T
SMTP h—R"ZHMZ LT, TD T T 4 v 7 T 27 /54 A %883 % Firepower
Management Center (2% DFRE & R1F L7256 SMTP H— N & BREATH T BTV 5 TR TOfifEss
WNRZEDHRARNDFEAR a7y A VEMSLET,

FAT I AN —=NFERENEL T, TNEFRAN 7077 A VITBMLETR, 77 r—
TaryFu hal F o T ZEMREEO~ o SIERENE A, U, BAEZA TS
Vir—yvar7abars 772X A —F3R—Va Vv ERETET, Mt~
U THOY—NEERTE W T,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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| > x748% (System Configuration)

H—/\DEHEEDTvEY

ATy T
ATy T2
ATvT3

ATv74

Y—NROEBEEDT v ELS

AI— b S14 Y | RHEDSA VR | Y R—bENDET | HR—FrEhDBF | 7OER
z INA R Ay (Access)
£& (Any) Protection Management Center | /" &z — /)LD Fx Admin

FIE

[ AT A (System) |>[#E (Configuration) J% =N L F 7,

[MeFatE~ »~ ¥ 2 (Vulnerability Mapping) | &38R L 97,

WOBRERH Y £,
CNRUH—F IRV a VOFERNGEENTCWRWT P A=Y ary o hal b g7 4y
I EZAETHRA M, = "OMEFHER~ v T EINRNE DT DX, FOY— 1D
T IRy I A 7IZLET,
CNRUA—FFINR=V g VOFERNGEN TV RWT ) A=Y aryTahal b7 4y
7 EZAGTHERA M, P—"OfEgattr~ v 7 END LT HITE, TV — DT = v
IRy I A d 71 LET,

Ev bk [A%) (Enabled) |DHEICHDTF = v /Ry 7 AEFHTLE, T_RTOF 2w IRy
Al —EIlA U ERFATICTEET,

[PRAF (Save) 1227 VU v 7 LET,

JE—Fa2YV—ILDT7 I RAEHE

YR—= PR ATAETIE— T 7 BAEITOI 2D, VGAKR—F (T 74/ ) FizidmH
TTIAT A LDV Y T R—F&2H LT Linuxk VAT LD Y — LR TEE4, Hik
D Cisco EADHE L AT U MIKbE LA TV a s E2BBIRL TSI,

FAR—=FENTODEHHE NN~ R T =T ~— 2D Firepower A7 A TlE, Serial Over LAN (SOL)
Bt DT 7 )V EFRA X —T =4 A (etho) T Lights-Out Z¥ (LOM) %A+ 25&. V&
TLADEHA L —T A AT A T HI L, VE—FNCURT AEE=F FI2I3EH
TEXET, 7TV AT AR REEEEROa~ I v A —T oA AR+ L, Vv —
OV TNNEGOFRRRIE (77 VHECRER L) OF=F D, REX AV ZFITT
TET,

LOMIE, VAT ALV AT LEERTH2—FOMG THEMNITLI2LERHY £T, VAT L
2—FEAM L%, P— K3—F ¢ BLD Intelligent Platform Management Interface (IPMI) ——
FA4VT4E2FEHL, YATAIT 7 EALTCERLET,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F



DRATLEDYE—F VY —ILETEDERK

AT LERTE (System Configuration)

DATFLEDYE—FaAVY—ILRTEDIERK
ARXR— b S14 Y | HEDFAEVR | HR—rENET | HR—rShB K| 7UEX
z INT R Ay (Access)

& (Any) 1% (Any) Management Center | /" 7 — L7215 | LOM 7 2 & A#E
¥ L TY7000 & 8000 fRD & % Admin
LY==

[T L& BHIIC

CTNRAADEIHA B —T 2 A AR INTY— =T ¢ A v F U THEET, A=
7 U—Jnu haj) (STP) M LET,

FIE
ATvTF1 [V AT A (System) ]>[i%E (Configuration) % 3IR L £,
ATFwvF2 [z Y—/HEk (Console Configuration) 1% 727 V v 27 LE,
AT9T3 VE—b AV TIREADFT v a VEBRLET,
*TTTAT U ADVGA F— 2T DITIE, [VGA] Z=IR L £7,
CTIIAT L ADY Y TV AR— FEMEHT %7, Firepower Management Center, Firepower
7050, F72iE 8000 > U —R F /34 2 T LOM/SOL 4 2456(1E, Bl ) 7L
A"— K (Physical Serial Port) ] Zi®{R L £,
* 7000 > U —X 734 A (Firepower 7050 LA%}) T LOM/SOL % i 3 5854 1%. [Lights-Out
Management] Z B L £9°, ZALHDT /3A A TiX, SOL Ll D U 7 Vi % [RIRFICfH
MATsZLixTcxEdA,
GE) VE—hF ary— % e Y 7L A"— K (Physical Serial Port) ] 7> [Lights-Out
Management] (ZZE 8 L72355X°, 70xx 7 7 X U OF 7314 A (Firepower 7050 LAF%) T
[Lights-Out Management] 7> & [#)H> U 7 /L 7R— | (Physical Serial Port) 12285 L7=4;
B TTIAT A 2EY T =P LRV E MR ERBY DT — | Tu T ERE
IRENIENZ ENH Y T,
AT 74  SOL#EHTLOM % ET HIT1E, LERIPVAREZATLET,

* VAT ADT KU AR ([DHCP] £ 7213 [Manual (F&)) 1) 23BN L £,
*LOMIZfEATAIP T L AEZ AN LET,

Gx) LOMIPT RL AL, AT LDOEHA L A —T 2 ZADIPT LR LITRAR DL
HARH Y F9,

C AT ADRy N AT EASLFET,

i Firepower Management Center /\—> 3260374 Fal—2 3>y M4k



| > x748% (System Configuration)

Lights-Out EI 2D 1—H 7 U L AHRE

CVATLADTTH N == AN LET,

AT T5  [R1F (Save) 1227 U v/ LET,

RDIEFE

* Lights-Out Management % 3% & L 72354 1%, Lights-Out Management = — % % HZhZ L £ 7,
Lights-Out BH O —H 7 7 B AFKE, (67 —) WL TIIEZEW0,

Lights-Out EX D1 —Y 79 AKTE

Lights-Out & HERE 2 4 2 2 — Ik LT, Z OREREDMEIR Z B RANICH B3 2 MR H Y £
T, LOM =—F|2iE, kDL I RHRKLH D £,

* = —|Z Administrator 2 —/L &2 E[ Y B TANLERH Y F9°,

Ca—YLHIHHTE DDITHRK 16 HOEKT T, LOM 2—HFIZH L, "N 7o9Fh &
DEWVWZ—FLITTR—FENTVER A,

CTxX 77 XY TR ZANOREEFRE . NAT— RIZITRK 20 CTFOEBTEAHHTXF
J, Firepower 7110, 7115, 7120, F721X 7125 7 /314 AT LOM BHENZ 72> TV D54
RAT — RIZIER K 16 SCFEORETHHEATEET, 20 E721L 16 LFLY HRVWIAT —
RiZ, LOM 2—HFIZH L THR— S FH A, 2—=FDOLOM/NATU— KiE, ZOa—H
DY AT L/XAT—RERLTY, FEEICH> TR WEMRERED AV —RR&2T 77
AT VAR LTHERAL, ZNE3NATEICETTLZ L e L £4,

* ¥ ¥ Firepower Management Center 35 X T88000 3 U — X 7 /34 A |21, K13 ADLOM = —
PERETEET, 8000V —R T /A AL, HKRK8ADLOM 2 —HFEHETEET,

biHru— L EfFEoa—Fou s A4 U HIZLOM TEOR—VEIET 7T 4 7L L THOLET 7T 4
T LIz ae, 2—HYoursAf oy rarfilEzoa—VFEiia—F o — Nz v 77T v
FSEIT LR E . FOa—W T IPMItool 2~ RA~DT 7 & Z & [EIET 57912 Web A o
H—TxAf AT A LETHLERHD 9,

Lights-Out 1 —Y 77 X DAL

AX—F Sy
A

WHEDZAEVR

YR—rENhBT
INA R

$—kEhB R
A

TotX
(Access)

fE& (Any)

£ (Any)

Management Center
F L T7000 & 8000
=X

Ja— iRy

LOM 7 7 & A
RO & 5 Admin

Firepower Management Center /A—2 32603274 Fal—>arv 4 F




SR T LERE (System Configuration) I

. Serial over LAN i D% T

ATvT1
ATvT2
ATv73
ATv74

ATy TH
ATvT6

ATy 71

BHEYAT LD =T Web A =T =A ZAZEMEH LT, A7 LT ELIZLOM & LOM = —H

ERELET, DF V. Firepower Management Center % i L TEHEXIHR T /XA A TLOM % %€
THZ LI TEERA, AR, 2—HFET T T4 T AT EIEHRNCEBL S 728, Firepower
Management Center C LOM %t — W & HMbL E 72 IFER L TH, BERRT A ZAD2—H|Z
IEE ORRITHRE S IVEH A,

FIE

[ A7 2 (System) ]>[EXiE (Configuration) & EIRL 7,
[22> Y —/UHEfk (Console Configuration) %7 V v 7 LE7,
[Lights Out % # (Lights Out Management) |1 %27 U v 7 L¥9,
ROBRERH Y E7,

MO —FIZLOM —% 772 R EZFRT 512X, U A MNOZ—VL4 ORI H D imE
TAay (&) BV LET,

*H LW —IZLOM 22— 7 7 B A&7 AT H121E, [—FDOER (Create User) ] % 7
Uy LET,

[— DF%E (User Configuration) ] C. Administrator 2 —/L & FZNZ L 7,

[Lights-Out FHE T 7 & 2 DFF A (Allow Lights-Out Management Access) | T = v 7 R v 7 A& 4
LET,

[fR7F (Save) |27 U w7 LET,

Serial over LAN i DR E

Y

T T AT A~ Serial over LAN #fit Z /ERLT 5 121%, 2> Ba—F LT — K X—F7 s #lp
IPMI =7 U7 ¢ ZfH L £, Linux REFEHT2IE Mac BREEZ T 5 2 B a— 4 Tl
IPMItool Z{#H L. Windows B&5% Cid IPMIutil 6 L 97,

G¥)

A2 aTlL, IPMItool X—3 2 > 1.8.12 LI HAHESE L TV E T,

Linux

£ DF 4 A Y Ea—3 3 T IPMItool 2MEHEL 72 > TRV . HHFIRETT,

Mac

Mac TliE, IPMltool %A > A h— /LT HMERNH D £, F&AIZ, Mac (Z Apple @ XCode Apple
Developer Tools 731 ' A h—/LENTWDHZ EZMERLET, ZHICEY, a~vr RI 4 UB%
Hot7var arviR—x2 bk (B LvWw— 3 Tl UNIX Development and System Tools,

Firepower Management Center /A—>3 > 603> 74 XalL—3a > HA4 K
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LR TLERTE (System Configuration)

Serial over LAN #£#: D% E .

V\N—7 3 Tl Command Line Support) 7234 > A h—/L I TWAH Z L 2R T £9, WIT,
MacPorts & IPMItool A > A b —/L LET, FFAICOWTIE, HAOMRKRT V2T 5
N ROV A FESRLUTIZIN,

https://developer.apple.com/technologies/tools/
http://www.macports.org/

Windows

Windows Tl. IPMIutil & = > SA LT BMETERGH D E34, a0 FICT 7B ATEXRNES
i, IPMIutil BEZFEH L Ta v A A TEET, GOV TIR, HAOMBo V2T
B0, WOV A FEZRBLTIEIN,

http://ipmiutil.sourceforge.net/

IPMIZ—FT YT 4DIAT FIZDNT

IPMI=—F 4 VT 4 AT a2~ Rk, RO IPMItool DB R LT E 7 A FTHRSILE
7,

ipmitool -I lanplus -H IP_address -U user name command

F1E DA
*ipmitool (XL —T 4 U7 4 BN L ET
* -1 lanplus IXEB Y ¥ a3 O S {bE BT L E1
*-u IP address (37 7 BATHT FIA T U ADIP T KL RAEZRLET
* -u user_name [IHER A FF O — PO FITTT
* - command [IFRET D 2~ FOAFITT

A\

G¥) 2 aTlL, IPMItool /S— 3 > 1.8.12 UUBEOE A ZHELE L T\,

Windows HORZEO a< 2 RiZkO L BY TF,

ipmiutil command -V 4 -J 3 -N IP address -Uuser_ name

oaAvY R, TTIAT L ADaAv Y RIA Al2—VaE L £T, ZhCL->T, =—
WIBENCE DT T TAT L ADILLIZN D L E LRILE S ICn 7 A T £, HEIcd-
TiE, AT = FOANZRDLNET,

Firepower Management Center /A—2 32603274 Fal—>arv 4 F



Lights-Out D E

AT LERTE (System Configuration)

IPMItool %% FH L 7= Serial Over LAN D&% 5
AT—F ALY HRDTA VR | $R— FENDT | HR—FENBE FUER
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v =X
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LOM 7 7 & 2}
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FIE

IPMlItool Z{HH LT, D a<vr N&, a7 MRRRINTZHAT—RE2 AN LET:

ipmitool -I lanplus -H IP_address -U user name sol activate

IPMIutil % {# A L 7= Serial Over LAN D&% €
AR= b4V | HEDFA VR | HKR—bENZT | HR—rShBF | 7UER
A AR ALY (Access)
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f£& (Any)

Management Center

f£& (Any)

LOM 7 7 & A

¥ L T'7000 & 8000
V=X

R & 5 Admin

FIE

IPMIutil i L C, kD a<w K&, a7 "REREINEZERRT—RE2 AN LET,

ipmiutil -J 3 -H IP_address -U username sol -a

Lights-Out 2D E

Lights-Out & FE (LOM) Tix, Y AT AlZu Ao §T52 LM<, T 74V EDOEHA VX —T =
A A (etho) 7°H SOL#e &/ L C—HEDOREBIELZFEITTEET, SOLERAIERKT 5 a~
RIZEEWT, ROWTINAOLOM 2~ REFERLET, a~vr RBRETT5 L, BEidi T
L9, EEAE =~ FOFIZiE, 70xx Family 7 /34 22 L THEI TRV DL H Y 9,
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LR TLERTE (System Configuration)
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)
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7 (BMC) 1%, A FOEFRNA L DEXITOI1Gbps DU 7 HRETT 78 ATEET,
TR, ADE ﬁﬁﬁ7®ﬁm\BMcmummwmmf@ﬁ4 PRy b U BN TEE
T LEERoT, 7230 A2V F— "D ERBGG T 572012 LOM ZH L T 55451
wmmMmuDUVﬁﬁﬁﬁﬁ%ﬁ%bf7ﬂ4x%z/b? JICHE L T2 &0,

>

FHIZ, AV Ea—ERVATLAOERA LV E—T 2 ALITRR VT Xy MZHY, FOD
2 AT LI DHCP MR SN TV A AL, LOMBSREIC T 7B AL LD &5 Lkt 5 2
ERBHYFET, ZOHFAIE. VAT LD LOM ZENIC L CTHOENIT S0, £IER T
Txy hEDarCa—2% A7 L LTEHLT, TOEEA ¥ —7 = A A% ping T
HZLWTEET, 20%, LOMZHHTEX 5 L 9125139 T,

>

e

A 3Tk, Intelligent Platform Management Interface (IPMI) 2% (CVE-2013-4786) (ZWN{ET
HHEEE AR L CWET, AT AD Lights-Out FF (LOM) 2420245 &, Z OHEsatE
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£ 7: Lights-Out EENa<T K
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SR T LERE (System Configuration)

IPMitool IPMlutil S5 ER

sol activate sol -a SOL w3 v &RBLET,

sol deactivate sol -d SOLtvyvara#TLET,

chassis power cycle power -c T T A EEE L F4 (70xxFamily5‘°
SA ATITEES)

chassis power on power -u T IAT VADEREZHALFET,

chassis power off power -d TTIAT U ADEREZA7IZLET (70xx
Family 7 /3 A A CTILHES))

sdr Trg— TTIAT o ADIER (77 HERLE
L) #RRLET,

22X, TTI9AT U ADERD Y A S BFRT D IPMItool D2~ Rk, RO LEEBY TH,

ipmitool -I lanplus -H IP address -U user name sdr

GE) A aTlL, IPMItool 23— = > 1.8.12 IO A HELE L Tk,

IPMIutil = —7 4 U7 4 ORIFEDO a~ > RIZRD EB 0 T,

ipmiutil sensor -V 4 -J 3 -N IP address -U user name

IPMItool (= & % Lights-Out Management D% E
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z N R AL (Access)
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ipmitool -I lanplus -H IP address -U user name command
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ipmiutil -J 3 -H IP address -U username command
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* guestInfo
* powerOps
* timeSync

» vmbackup
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[ Cisco Firepower NGIPSv for VMware 7 A =~ 7
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