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Cisco Secure Email Threat Defense % IE# I E L CTHEAT A7 OO FEHITRDO LBV T,
B Cisco Secure Email Threat Defense AL,V = /LT A A —/LEZELTWND,

B ROWTNIDT T IHFOREH A=V a 2L TS,

Google Chrome

Microsoft Edge

Mozilla Firefox

B X yE—UOEETLN Microsoft 365 T 5 7, AN & &1 E — FC Microsoft 365 FRAEx i L T\ 2854
- o= )VEHENER %> Microsoft 365 7 U v M EFTA LT\ 5,

- EMEARRERY Y —TF N LAR— FEZ[FETE D Microsoft 365 BREEDTEF A —/LT FLRAEZFHELTWA EHAESN
DESA—NT FLAFY Yy —F U 7 ENEHA,Cisco Secure Email Threat Defense /x4 & 457 KL
AEFERALRNTIZEND,
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Secure Email Threat Defense OF%E

Cisco Secure Email Threat Defense OFXEIZIZ KO FIANE L E T,
1L.THT h~DFA A (11 R=)
2. Cisco Secure Email Gateway (SEG) DH % KRk (12 _—)
3. Ay —VOEGET, AL EET— FORR (12 <—)

- A=V OFEIEORE (13 =)

F

5. R —FHEDMR (14 ~—)
6. Microsoft DEF A —/L KA A DA AR — k(15 =)

ROFNET BH (9 =) A7z LTWD Z L &R E LTWET,

T h~DYA A
1. Y2aMbOU oV A A= VORI S> T 22— =TIy bERELET,
Cisco Secure Email Threat Defense i3, Cisco Security Cloud Sign On % il L T —% —§R3E 4 & L £ 4, Security
Cloud Sign On # 1 > A > OFEEMIZ-SUW Tl https://cisco.com/go/securesignon 22 L C< 72 &0, BEfFD
SecureX Threat Response, Cisco Secure Malware Analytics (IH Threat Grid) . & 7= 1% Cisco Secure Endpoint (IH AMP)
DOBEHRIBEGFEOI LT vy L THA A LTLEZEWV BEFEO 22— —TRWEEIE, # L Security Cloud
SignOn 7 v NEAEKRT AMENRH Y 97,

2. o 7 A TP LT b FIHHEAICRIE L £,

3. [&£ 9 Z% (Welcome to) ] Cisco Secure Email Threat Defense X— 27 7/ FATEX 5L H IR0 FE L. kDOEY
arTHHER TV L I By N7 v Ty 4 = RV ET,

vvelcome 10 LISCO secure cma nreat Defense

Secure Email Gateway

Do you have a Secure Email Gateway (SEG)?

(@ Yes, Secure Email Gateway is present. (2} No, Secure Email Gateway is not present.

Cisco Systems, Inc. WWW.cisco.com
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Secure Email Threat Defense M%7

Cisco Secure Email Gateway (SEG) O A it 2 377

(WKDE T2 a r TERS) A vt —YDREE LI THiL, Cisco Secure Email Gateway (SEG) WF/ET H 2 L & ZEV v —
FLTD SEG OFPNHH TE b~y X —%¢ Z L2k Y . Cisco Secure Email Threat Defense TX vt —Y DE D%
FEEZ/FECTEDILIICTIZIENEETT, ZOBREEZITORNE SEG DOLEFINTTRTORA v =Y NERRE N,
PR RET D AREMERH D £,

1. 1TV (Yes)] £721% [V 2 (No)] #3%4R L T Cisco Secure Email Gateway (SEG) 2MFET B0 E ) M ZRER L. [k~
(Next)] 227V w7 LET,

2. [1Tv(Yes)] L& X T2HAILSEG DX A T~y X =2 AN LET [k~Next)] 227V v 7 LET,

Ay —VOKETT, AHRE & BEE T — FOEER

1. A v EB—YDEETE Microsoft 0365 L7137 —F 7 = A ODWFNLSRIRLET,BMOFIET[SEGIZH Y A
(No SEG)] &R L7=5HA . A v E—T DEEICIZIE Microsoft 0365 NI ENTWD ERESINET,

2. WML EBEEABRLET,
AL EEE - NI EA T EER) -0 T eERLET,

Microsoft 365 3%3E (Microsoft 365 Authentication)

FHEY [EXIAL (Read/Write) : FIHME . B LI OA v F <0 FEFIZEHOBEE (Eb LWA vy —0BE £ 7~
TXHEIER) N ATHE T3, BeA LY /3 X IALHMER Y Microsoft 365 726 ER S VE T,

FAHEY (Read) : ATRMED & 0] L AEEITTF AT UE /A, 5T 000 FTHERR)S Microsoft 365 7> HEisk S E 7,

B [FEAm Y [Z XA (Read/Write) ] Z IR L2 GE1E. &y b T v 7O THICKRY /—a&"ni(ﬂf\—*/)fﬁ
BEERY =2 AT DIRHERDH Y £, @‘f\f@lﬁiﬁ B A — /VICEEMEE ZEAT 51213 [RY v—
(Policy)] R=Y D [RAAL U A MIARWRAAL ZHBEE 2 AT 2 (Apply auto—remediation to domain
not in domain list)] R v 7 ANRNA THRESINTWD Z E 2R LET,

37 L (No Authentication)

IOFT v aiF A=Y OREFEILL LT Cisco SEG M L TV DG AT T 4, wiltko A2 2k L %
T AvE—VEBETLILETEEEA,

3. Microsoft 365 R:F % 2R L 7= %54 1%, Microsoft 365 28k L £ 17,

a.

b.

[k ~(Next)] 2~ Y v 7 LT Microsoft 365 {2t L £,

FERIZAHES T Microsoft 365 7 A V> MZr A L LET, 207 v v M7 v — UV EBRERERDSLETT,
Z DT F1 v M Cisco Secure Email Threat Defense TIRFEITMEH S ET AL, 206 @FF%BE#" Sivrszil: i
ST, Cisco Secure Email Threat Defense @ FAQI Secure Email Threat Defense % i% &3 % 72 $1Z Microsoft
365 71— N )UAF B MERR S L FE 72 D1 71T 0> (Why are Microsoft 365 Global Admin rights reqwred to set
up Secure Email Threat Defense?) | % ZHE L T 72 &0,

[#78 (Accept)] #2 U » 7 L C,Cisco Secure Email Threat Defense 7 7" U 77— 3  O#HEMR % 4&G8 L £ 4, Cisco
Secure Email Threat Defense DR EN—IZY XA L7 FERET,

[k~(Next)] 22 U 7 LET,
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Secure Email Threat Defense M%7

Ay —DOEETDOHRE
BIRLTZA v E—VORETOFIELZZET LET,

A B — T DE[E T Microsoft 0365

A v — Y O%E[F I Microsoft 0365 %R L 7=4;513. ¥+ — 7 /L% Cisco Secure Email Threat Defense ~i%{59 % &
912 Microsoft 365 # R ETALENH Y £4, 2HEITH T Py —F— LB LET, F—FU = A ZEE LT
WAEATE. Y v — T L — L A BT AR, Microsoft 365 (22 X7 X 2B L £9,

1.

Cisco Secure Email Gateway (SEG) 2/ L T\ 52— —D3FAE :Microsoft 365 (217 X ZBIML E£7,

¥ —J /L3 Cisco Secure Email Gateway % #%H 3 2% Z & 72 < .Microsoft 365 7> Cisco Secure Email Threat
Defense ICHEFEE(E S5 & 9 12T 5728 Microsoft 365 (X F a7 Z ZBINT5Z L aBEd LET, 217 ZiT
X — TN ERETHANGENTHILERS D 7,

Microsoft 365 Exchange EHt v % — b [2 37 Z DB (Add a connctor)] ¥ ¢ ¥'— ROWRDBREEHEH L TH L
Wwax s ZEERLET,

—  [#%#st ¢ (Connection from) ]: Office 365
—  [#5:45 (Connection to) ]: 73— R —#H&%

— [z %2 #4 (Connector name) ]: Cisco Secure Email Threat Defense ~D7 v kX7 K ([A4 123 5 (Turn it
on)] Fx=v 7Ry 7 AEFR)

- [z2x27 ZOffH (Use of connector) |: EF A —/L A v E—UNRINED KA A KR SN DA O K ALKERE
D4 1% mail.emd.cisco.com, 2 — 11 v B D 41T mail.eu.cmd.cisco.com. 4 — 2 kT U TEREE DAL
mail.au.etd.cisco.com. {1 > FEEE D413 mail.in.etd.cisco.com % iEN)

- [W—7 17 (Routing)]: /S— b F—D KA A AZBES T Bz MX L a— R &4

- [EF =V 7 1 OfillR (Security restrictions) ]: #5¢ & Ri# T 25 72012 HIZEF T & HF8AER (CA) I L » THRITS
NI kT 2 AR— MEEF = U 7 ¢ (TLS) 2 (DY)

- [#EEH OB A —/L (Validation email) ]: Cisco Secure Email Threat Defense DX EX— DY v —F /L7 KL A

#:0365 7F > hT.Exchange b7 v AR — M — L EFEH L T EEA—NEEFOIRT ZIIN—T 4 77
LEMMTEA—NN—T 4 VTR TTIERESNTVDIGA, IR ARERCKT 22 RHV ET, Vx—F b
Ay —UIEV AT LEHERH Y T AR— ML— L DA S T ER AN, IR Y FRIET A NOEF A —
JTITEMER 72 L R T U AR — "L— VDB EZ T £,

Z OWEED B8 2R H121X BEFED kT AR— k)L—)L % H,-21F T, Cisco Secure Email Threat Defense
X —FNT RLADOFNEEMLUET, ZCOEERNENIRDOEFFS>TOL F L axy X ORGEE T A b
LTL7EEW,

. Cisco Secure Email Threat Defense (2 ¥ —F /L& X{E9 % L 912 Microsoft 365 #5% & L3, 2N &ET DI,

Ty —F N — L EEMLET,

a. Cisco Secure Email Threat Defense DR EX—V N ¥ —F VT RL A2 abt—LET L TCIOTrERE
M0 IRTLEND D5E1T. [FE (Administration)] X—Y TV ¥ —F T FLAZMERT L2 EHTEET,

b. Microsoft Purview = > 77 A 7 > AR — % )L (https://compliance.microsoft.com/homepage) (2B E) L £ 7,

c. [VVU=— 32 (Solutions)]>[7—#% T A 741 7 L& (Data lifecycle management)] > [Exchange (L 4 +—)
(Exchange (legacy))] > [ ¥ —F/L/L—/ L (Journal rules) ] DIEICHE) L £ 4,

13


https://compliance.microsoft.com/homepage

Secure Email Threat Defense M%7

d. FEFETLTWARWESE [EEREY v —F /v LR — h®%{E % (Send undeliverable journal reports to)] 7 1 —
JV KIZ Exchange D (& # %58 L T, [(#17(Save) | 22 U » 7 LEFT MHSHHET A=A T FL AR v —F
V7 S EH A, Cisco Secure Email Threat Defense O35 & 4257 KL ZAZFEHALZNWTLEE D, 20
B THEHT2ZEEDN R WEAIL ZEHEEER T O2MLERH D £,

e. [Yx¥—Fn—(Journal rules)] XR—PIZE D £ ,[+] RF &7V v 7 LT H LWT ¥ —F A — L& ERK
LT,

f. Cisco Secure Email Threat Defense OFREX—TY DY v —F LT KL A% [V v —F /L LKR— FDEES (Send
journal reports to)] 7 .« —/v RIZAE D 17 F9,

g. [YV¥—F v L—4 (Journal rule name)] 7 1 —/L KiZICisco Secure Email Threat Defense| & AJj L £ 7,
h. [y —F A v E—T0O%%(E5T (Journal messages sent or received from)] C.[4 & (Everyone)] #ER L £,

i. [Py —F T BAYE—TDF A 7 (Type of message to journal)] T.[T_TD 2 v+ —= (All messages) | % %
WLET,

i [R~Next) 15227V w7 LET,
k. BIRANFZHERL THH [FESubmit) ] 227 Y v 7 LTLV— L OIERER T LET,

3. Cisco Secure Email Threat Defense D% EN—IZRE YD £9°,[F U > — DR (Review policy)] 227 U v 7 LET,

Avt—YDRELT T U =A

A=V OREETIT— b T oA R L7-8A12. Cisco Secure Email Cloud Gateway @ Threat Defense = %7 % %
BT L, A vt —% Secure Email Threat Defense [C3%ETE 5 L 51 LET,

1. Cisco Secure Email Threat Defense DR EX—VMNH A v E—UZET LA Ea—LET . KTl etR%
B0 IETHEND DAL [ 2 (Administration) ] X—Y TR v —UZET L AZHRTE £,

2. Cisco Secure Email Cloud Gateway Ul 7>5 . [ = U 7 ¢ % — £ 2 (Security Services)] > [Threat Defense
Connector] DJREIZEIR L E T,

3. [Threat Defense Connector ®A%h{t. (Enable Threat Defense Connector)] ¥ = v 7R v 7 A& A4 2 LET,
4. FJI5 1 T Cisco Secure Email Threat Defense /52— L72 A v —VZET FLAEZANLET,
5. [%F(Submit)] 227V v/ LTEREMELET,

6. Cisco Secure Email Threat Defense DR E— VIR Y £9,[F ) > — D (Review policy)] 227 U v 7 LE1,

AU 2 —FRIE DRER

R —FEIZOWVTUERY —FREB(17 RX—V) B L TL 7230, [Microsoft 0365 FRAIE: i HL Y /78 & A A
(Microsoft 0365 Authentication: Read/Write) ] & — R & 341 L 723413, [ H #1&1E (Automated Remediation Policy) ] ®#%
EBHERTIMNERS Y ET, TXTONHET A —/VICHMEEEZBEH T 2ITIE[RAAL U A MRV RAL IZHE)
&4 % 4 % (Apply auto-remediation to domain not in domain list)] 34 NCRESNTWD Z L MR LET, KA A
UNA VUR—FENES HEBEERY 00Kz A4 I TEET,

14



Secure Email Threat Defense M%7

Microsoft DFEF A —/L KA A DA L AR— b

Cisco Secure Email Threat Defense I3, Microsoft 365 7+ b BEF A —NVEREEZFHFO RKAAL V&2 A Vi R—FMLET, K
AAHEAUR— N LT HRHED RAA NZHEMEE Z#H TX 5 X 912 LE 7, Cisco Secure Email Threat Defense /3.[
AA YR NIV R AL N BENMERE 218 3 2% (Apply auto-remediation to domains not in the domain list)] &8 v 7 2
WA PDF TN L ST H LA VA= FENTZ RAAS BRI D HETREL E7,

B [RAA U R MR RA A A2 HEMEE 238 H 9 5 (Apply auto-remediation to domains not in the domain list)] 73
F NI TVDF/E A VR—FENDTRTOFH LW R A A CHEMEERSEA SN E T,

B [FAA U R MW RA A IZHEMEE 289 5 (Apply auto-remediation to domains not in the domain list) ] 73
F 7o TODEE A VAR—FINDH LW F AL MCHBBEITEN S EE A,

T 74N NTIHIRAA U R MZZW R A A 2 AEMERE %5 A 9 5 (Apply auto-remediation to domains not in the
domain list) ] 1A 71272 > TWET,

FH) A AR — |k

Microsoft 365 T A —/V KA A L & TEITA R — T BITIL RO FIEE F1T L £ 9 (Cisco Secure Email Threat
Defense OH[Et v N7 v FHFIZHESE)

1. [V > —(Policy)] X—IZBE#H L 7,

2. [A R — &Nz KA A O FEH (Update Imported Domains) ] R¥# %27 U v L, KA A % Cisco Secure
Email Threat Defense |21 >R — k LE,

B. X RAAL L ORICH DT = IRy 7 AEFERL T ZO RAL OBBEEREEZHELET,

4. F [ FAAL U R MIW R A A A HEMER 2 H 7 5 (Apply auto-remediation to domains not in the domain
list)] 28R L C. BAMEEL T X TORNTHA — LV EBRTHEBIZA U AR—FSND RAAS VZEH SN L HICT5H2
tLkBEIOLET,

5. [#7F L Cii A (Save and Apply) 1 227 U v 7 L%,

H#hA R — k
UZNERFICT A0, RAAL T 24 RIS L ICHEIIC A VR— &R ET,

15
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AN —ERTE

[V 2 —(Policy)] —T DR EIZ

=4

J - . Cisco Secure Email Cloud Mailbox
Secure Email Threat Defense DRE (11 X—P)DFIETIE. T 7 4V bR ENEH ENE T, 7

1TV [MR-7FE L i (Save and Apply) ] RZ > %227 ) w7 L9,

IZEDA—IVOMBEFIENRRE D 9,

RE LR T DI AH L

£1 FIV—RE
X E G| FTva v F 7 Lk
AvE—TDEIETT AvE—UOEETEER | B Microsoft 365 Cisco Secure Email Threat
(Message Source) LET, ) | Defense &% ET % & EIZFH)
B Gateway(7/'—hU=A) GEE | omINLET,

A= D)
AR & B WHTE5EHEAY > —0 | m Microsoft 365 33E (Microsoft | Cisco Secure Email Threat
(Visibility & AT EERLET, 365 Authentication) Defense 3 ET 5 & & IZFH)
Remediation) . TERLET,

- AW [EEIAS

(Read/Write) : 7 #H M, 35 &
VA F=wr REFIZEH)
DEE G LA vtE—
COBENE T ITHIRR) 23]
BT, mer B 0 [ & XA
MERR 7Y Microsoft 365 7> 5
gk ENET,

- FHHEY (Read) : WiHEMED
HEFA L EEITFFAT L
T A, FEAED HHRER
7% Microsoft 365 7> 5 Bisk
ShET,

[Fi%H Y (Read)] %R L
TG EI L IR 7 7 A VD
>HF (Attachment Analysis) ]
BIO[ A vEe—"D0HT
(Message Analysis) ] ® 7]

HRET HHENDH Y F
FAEERY —3@mA S h
FHA,

S8EE72 L (No Authentication)

D H 2R LE T,

[Microsoft 365 &3k (Microsoft
365 Authentication) ] & & &%
T4 2 & Microsoft 365 DHEMR
el N RS WA R A I 0 g
7 hEnEd,

Cx—FT VT ERETHLELD
WHREINDGAELHD T, T
TIZVY—F VT EFELT
WAEAIL. ZOFIEEZAIETE
7,

# : [Microsoft 365 F&7E: 7t AL
Y [E X iAH (Microsoft 365
Authentication: Read/Write)] %
FR LA [BEEERY
D (Automated Remediation
Policy)] D% E b fEsd 3 2 B
NHY i@“

Cisco Systems, Inc.

WWW.Cisco.com
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RY o — B

#z1 RY —HEHE )
A E Wt AT a 77 Ak
Cisco Secure Email Cisco Secure Email B L3RI TV ERA(SEG Cisco Secure Email Threat
Gateway (SEG) Gateway (SEG) D F #E1%, 15 Y FHA) (Nothing Defense #8XET 5 & ZIZFH)

Secure Email Threat
Defense 23 iE{E%# IP %%
BT D IFIEITBE L £,

selected (No SEG))

B SEGX»XH Y £3(SEGis
present)

— Cisco SEG OF 7 3V k

~y X —%FERHT 5 (Use
Cisco SEG default

header)
(X-IronPort-RemotelP) ,

— SEGDHRY b~y H—%

TRRLET,

PR OW TR S — b = A
EHEALTCODHADORY v—
HEMNY A=) LT
W,

B AvE—T0JN
(Direction of
messages)

m  Cisco Secure Malware
Analytics 12 & - T4y
BT IND A — L DOURES
77 A LD I

B ANRAET VLA AL
D53#H7 (Analysis of
Spam and Graymail)

— %/ (Incoming)
— %3 (Outgoing)
— I (Internal)

B %ft7 7 A ADJHA (Direction
of Attachments)

— %/ (Incoming)
—  %/% (Outgoing)
— I (Internal)

B ARABIOT LA AL
(Spam and Graymail)

- [ArOn] £ [47
(Off) ]

f# M4 % (Use Custom SEG

header) . i i3 2%~ &4 —

BN T HMENRH D ET,
A =D oI snd A vytE— | B XyE—V0KA (Directionof | B X yE—YDFER
(Message Analysis) RO DONEENET, Messages) (Direction of Messages)

- Avub—TDORETH
Microsoft 0365 D&
13 [T A]

- RAvE—UOREETH
=TT A OBFEIT
[#51Z (Incoming) ]

B R®F7rANDTR
(Direction of
Attachments)

— %18 (Incoming)

B ARLBLIORT LA A=
(Spam and Graymail)

— 202345 H 9 HL%
B S I= =T
THYL NT[FT
(Off) ]

BEMEERY v—
(Automated
Remediation Policy)

WTHDHZ ENHBA L
A=V OEET I
val:

® &g (BEC, FEK.
T4 E T

EEOHD)
B Spam
B JLAA—)

B 77337 (NoAction)

B [BEREIZBE (Move to
Quarantine)

B =352 8%8) (Move to Trash)

B EE A —/LIZE) (Move to
Junk)

T E{EH T N L 2 Exchange D%
BEHFTIANMIBLTONDIGLAEE
7213 A v &— Microsoft 365 |2
Lo TTFTIBEEN TV DHE &
BT 7 va i InNEEA,

B [HEEERY) —
(Automated Remediation
Policy)] o810 % . 4~

B ZEC[REE BB (Move to
Quarantine) ]

B [%/%A(Spam)] - [3£2%
A — V2B E) (Move to
Junk) ]

B [/ LA A—/)L(Graymail)] -
[727 a7l (No
Action) ]
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RY —RE

#= 1 RY —FE (B )

B At A7 av F7 4Lk
Safe Sender: ZORY I ANF I [#IR (Checked)] F 7213 [EINAEER | BIRFER (Unchecked)

Microsoft Safe Sender | 72 > TW 54, v —7F | (Unchecked)]
Ay—T%BZANNE | L~y Z—T Microsoft 12
X7 v A A—ndf] | LY Safe Sender & LT
ETEELRNTLE | ¥ 7 iFanizAtyk—
X, YD H B, Secure Email
Threat Defense (2L > T
ANRLNERIFZT VA A—
VEHIE SN DIHE
BEXhE¥A,
AVR=PFFHDFAL VA=V DOHAZRETDEDICEAL UL VR—FENET, BEEERY —0b RA ALV
BRIV CE ET,
BEMEE DA (Apply | BED KA A CHIMETE | [[#IR (Checked)] £7-13 4RI | BIRAEER (Unchecked) , [FE 2B
Auto-Remediation) FHWAHLET, (Unchecked) ] Y [#E &A% (Read/Write) ] (18
T—RFEF ST HHAIT. 2N
LDF v IRy I ReA T
LCTRED R A A CHENMEE
NEHIND Lo LET,
EDRAL YR B RAA UBBRAIICY A b | [34R (Checked)] F 7213 [N | BIRAER (Unchecked) , [Fi 7+ HX

BROWERALVCHEME | IZEFENTWARWEAIZE | (Unchecked)] Y [ X A7 (Read/Write) ] &£—
B &EAT 5 (Apply HanEd. &z 5L REFNTDHEIT. 2D

auto-remediation to W R A A )% Microsoft Fxv IRy I AhA N LT
domains not in the 365 7y MIBEMER TRTONEET A —/VIZHE)
domain list above) T35, Secure Email fEENREHIND X2 LET,

Threat Defense (21
A= hEN T RRWNgEE
LT,

F—=h7 oA ZHEHALTWEEEORY) > —FTE

CiscOE A— N X a 0T 4 T IAT UV AFTIIREDO S — b7 =2 A ZHE L TCWAEEIXIRORY —REDOMHH %

BEtLTLIEEW,
£2 F—bUzATHEINDIRI I —F]
REL HELE S 25 3R
Cisco Secure Email Gateway (SEG) [SEG 23% Y £ (SEG is present) ], ~v ¥ —ZF /R L £
Message Analysis [&15 (Outgoing) ] & [T (Internal) ]
Attachment Analysis 2L
Remediation Actions B g [REEIC 28 (Move to Quarantine) |
B [*/%4(Spam)] - [3E% 2 — L2 E) (Move to Junk) ]

Cisco Secure Email Gateway (SEG) NfF(ET D Z & & ZEV ¥ —F /L TO SEG O HTE D~y X —%2mrTZ LT
&£ ¥ . Secure Email Threat Defense TA v E—VODEOREZELZFHFETELLICT LI ENEETT, ZOREEITHR
WE SEG M HLIXEENTZTRTORA v —URNEREN GEABRHARAET SRR H Y £,
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HY v —RE

A=V OREFEILOUY R

Cisco Secure Email Cloud Gateway (IH CES) % 7= 1% Cisco Secure Email Gateway (I ESA) D~ & —DO#EiR £ 72 1358 EI
DN TIE,

https://docs.ces.cisco.com/docs/configuring-asyncos-message-filter-to-add-sender-ip-header-for-cloud-mailbox
EHRL TSN,

Fo A v E—VDOEETIZ Mlcrosoft 365 ZfEH L CWAEEIL, ¥ v —F /L2 Microsoft 365 7>5 Secure Email Threat
Defense ICEFEXEEND LTI IA T U AL NRRAT B L #HERL 4,340 /324 5121%, Secure Email
Threat Defense D&% (11 /\—““) S SN TV XL 91T Microsoft 365 (2 k7 X 2B L %77,

A=V DREITTOY YR
A=Y OEELEERT DI [F U > —(Policy) ] *—IZBEN L LT,

1. TILWA =V OREILIIKHET DT AR F R IRLET,

2. AvE—VORELEYNOVEXD L E T BANERINET, [Continuel 227 U v 7 LET,

3. [A vy =Y DRETOY Y 2 (Switch Message Source)] # A 7 1 7 3% Rk X+ % 9, Cisco Secure Email Threat
Defense ~D A v —TDEEZEIET DT LFTIORA v =V DERETERETOILENH Y 9, ZOREHIED
FEMIIZ DU T d, Cisco Secure Email Threat Defense ¥ % — 7 /L L— L OHIER (61 X—) £2id A vE—VO%EE
BEIET D LI — N oA BT 25 (62 X—V) 2L T EEN,

4, URIOEE LTy —FT NV FEREFIA v E—VOEEEEL LIt 2RI TF o IRy I A F AT L TG [k~
(Next)] 227V w27 LE7,

5. 57471:9 IRRENDA Y E—VZET FLAERIIYy—T AT FLRAEZEA LT HLWA v E—VDOFETLE

RELET HIATDA vy =V ORELERET D FIMEICONTIE A v =Y OREFEILORE (13 ~—) THL
<AL ET,
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e
CISCO.

Ayt—v

[# v E—2 (Messages)] ~—VITid A v — U L HERAE RV IR SNV REOAREMZFHRL LN TEET 1 —=TVdD

ZOEKI100 DA v E—V %R R TEET,

[ 2 vt — (Messages)] —T D7 A 2

WDEIZ[A vE— (Messages)] X—V TSN TA ar tZOERERLET,

£ 1

[# vE&— (Messages)] X—Y DT A =2

7A=Y

g4

i

&

Ve

A=) I BREEFNLTND
i‘?—o

S

A o=V T AV EER
TWET

FECTEEELIIFETH
g

A=V NFETELEEZITHES
HEINFELIZ A vE—URBEX
N7 &1 [7 7 v a3 > (Action)] @
BC A v = NESHEESNTE
A% [H1E (Verdict) ] oflc T A =2
NFERENET,

L e 2T T TIHE

U ha AT T 4 ZIRHIENEA &
NELE, L haAXT T ¢ 77H5E
1%, A v &—7% Secure Email Threat
Defense (Z & > THRMNIAF ¥ &
N#%IZEAINZHOTY,

Gl

A=V FRESNIZEHE GFA]
UZA N MSFFAY R B ElidLes
BEENCESW TSN E LT,

HIEDF—/ 8= F A ]

HEDCHEDA—N—=FT A K A
T = I HE SN TF— R —F
A4 FEhE LR,

INA IR

INAINRAGHT A v — b —Z K
DN AvE—UNRogHanEFzHAT
Lo, V=V DX A T (REIREEH
FE T4 v T T AN BNEE
EHTWET,

b

BEC

Ay —UNTFEIC, E I EEME
BIZE > TE VR A A —/LREHK
BEC) L LC~—Z &NFE LT,

%

p=13

A w—URTFEC, E2ITEEME
BIZE-oTHEkE L Cv—2 S E
L7,

Cisco Systems, Inc.

WWW.Cisco.com
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A yt—

BMBEBINT 414

1 [# vy E&— (Messages)] X—T DT A 2 (Fi¥)

TA Ay Al it ]

J T4 T Ay —UE FEIE 2T A EMERE
koTo7 47t LTe—7
SNTHET,

e HEEHY A y—UiE FEIE XA EMEE
WL TEEOHDI LD E LTy —
7 & TWET,

0 AR Ao —UNFEELITHEESE
ko TARLLELT—27 &h
F L7,

£ T A A—)L Ao —UNT LA A—=LE LT

=7 INTVWET, 7 LA A=
I~ T =y F
TV v 7 CHr ST A= TT,

@ —a—FI Ay—UN=a— kT ELT
V=7 INTWVET,

(V] =15 0365 7> M b=E Lz
A=),

R 0365 775 FNTEE SN

A=)l

@ 5 0365 77 v M DOZIEEITIEE S
Nz A=,

MARB LT 4 V4

FLrvFg—arbe—LEFEA LT ERINHMEEOR B, E£003H) 07—, 90 HUHNO I A X LH A A
T —LDT—HEFRLET,
m Month [ Custom | Start: [ Jan 17,2024 4100 PM  |MST End: Jan 24, 2024 4:00 PM MST

M7 4= REFEH LT XFINERRELIED Ny aR URL R EDERT2HEEELRELET,
Messages | Q_ Search URL, subject line, recipient, IP... |

[7 « v % (Filter) ] 7S v

TANINRNFN B L TRB LR AR ES 2L X FFEDOEEAENLEESNIET NTOA =V FFEDHED A —
WIS T 7 ANRY T3 D A=V FE SN A=V A= (Qunk) ] IZBBI SN2 A =N B2 RRTEET,

1. REZ 27U v 7 LT 74 NE R ALERBELET,
= 3
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2. BREZTV[EH (Apply) ] 227 U > 7 LES[HIE (Verdict) | 072 < &b 1 DOIHHE 23 IRT 2L ENH 5 Z LITiE
LTS,

[ = Filters

i |

Verdict

All Threats
BEC
Scam
Phishing
Malicious

Spam

Graymail

Neutral

Mo Verdicts

Last Action

Move to Junk
Move to Trash
Move to Inbox
Move to Quarantine
Delete

W hln Artione

| Reset Filters

-

Cancel

TUNEET TN MY By M [Z4 2D Y ¥ > |k (Reset Filters)] R > & L £,

Ay —T 5737040 T 4K

[#vtE— (Messages)] =YD EFIZHDA =V T T T T4 I TANEIFI A=V NT T4 I DT TT 4
INEa—5RBHLET, 2077 T7E2FEHALT A=V T30 T4 VKB LET, 77 7IF KO OREEN

TWET,

B BEEITIVOT LI T U ML AHERR L EBABEICT o V20 LT,

B [BEESN-THEZ 7 4 AV F AT L7002 TX % [[RBEE (Quarantine)] DA EF

B HATTIEERL T AN FRET DI TE S [ A vE— YD) (Message Direction)] D45

THREATS BEC
Scam

5.3K

Phishing
Malicious

414

408
1.8K
27K

Quaranting 2.BK

7

Cisco Secure Email Threat Defense |3 . IKOEZBEHIEE A v — @A LET,

M Threats

797

erepape [Spperarerere | | [y | |

2 34567 8 910M121314151617 181920 2122232425726

27 28 29 30 1

77 W

a

safiessap

Outgoing 4K
Internal 608
Incoming 8.7K

B [BEC]:EVRRA—LZEMKBEC) 1L, Y —v ¥ LTy V=T U v 7 L EAFERE#EA L CHERICRENEEL 5255

JE 7e 7T,
B [EHk(Scam)]:

i@‘o
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I

A vyl—TLR—F

B [V vy oY (Fishing): 26D A v B—IiF, 22—V —4 NRAT— R 7 LTy b — NEEZ2 EOBERERE RS

LED ELTUEROY—ERAEZREIC A —F 3l L7z & UTHIBHRZ ST TWET,

B [EEobHD Malcious)]: ZNHDORA = IZEBEEOHD Y 7 U =T ORME E 3 EBE Eie kT 5 FmidX
I o L CHEBHREZITCVET,

L ha 2X7 7 0 TIHE

L ha 277 0 TRMIEIZ A~ —U7) Secure Email Threat Defense 12 X - TIRANCAF ¥ v SNT-HOH HEEST
Ave—VIZEHAINTZLDTT,

Secure Email Threat Defense ® L ka2~ 5 ¢ TR¥EIXZ MO A adDvF o YT ¢ B L1 TEHET R Y £9, Secure
Email Threat Defense IZA > T A v A—L7ut vV TlEH Y FHEAN A v —COWEASN 258 T 35 72O D EE DR
M#ERH Y £, Talos DT —7 URL #4772 & OoMTRERARA R WS LW ar T oy DU b ke AT 7 4 77
FEE L THbNET HENENS & BB LENE T, L-23> T, Secure Email Threat Defense 13 Z 1L 5 O E & HIHEIZ
2IRFLET,

U ha AT T 4 TEIL A vE— (Messages)] ~— @ [HIE (Verdict)] DBFICEWT A a2 TORENET, 71 =
VNH—=YNEHEDEDLE LV ERARY T 0 TRHENEA SNRA L A v — VR ZAF LIREZ S HEN A S v
A DERNPFRSNET,

Retrospective verdict

1
- Applied at: 8:36 am
i | +J Phishing @
Difference: 2m

A vE—T L AR— |k

AvE—VULR—bEHERATLE A v E—VICETOHEMETECESET.> T4 2 EBIRT 500 A v —VITOLE
OB ) v 7 LT FDAYE—CDUR—MNIT 7R LET,

eres @ 1o © Mar 12 2024 1:.. b Aachedeenading. {8 oG
A=V LR MIUX KDL I e A v —VICHT DN F RIS NET,
B X v E—T0JH, Microsoft Message ID. 1 X OMEEIFIC A vt —URERE SN0 E 50
B FALTA
B HELFE
B AEHEER
B EEEAYE—Y
B ZEHR TARR—TREE ARy I A EOZEE R
U7
B /M7

B EFA—NOSLEa—
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A yt—

AvE—VLAR— |

A= R—=PFTII o= a3 Ea—REMLA Yo — Ry 7 7 BATEET,

< Back to Messages

Subject: Hello Timeline! | © Preview Email | [ L, Download EML l [ Conversation View [] ‘

G Incoming (Received Mar 07 2024 02:31 PM MST) Message D < ] [7] Not Read

Timeline

Mar 07 2024 02:31:27 PM Mar 07 2024 02:31:35 PM Mar 07 2024 02:31:39 PM

Received Incoming Verdict Malicious Automatic Quarantine Automatic

Verdict & Techniques Sender Information

Name From

@  Mmalicious ‘ Remediate & Reclassify (O]
Return Path SMTP Server IP

[wcousun ©
[ G

Reply To SMTP Client IP

‘SUBJECT TOPIC: GRAYMAIL
X-Originating-IP
Not Available

Sublect text Is often associated with graymail

Sender Messages (Last 30 Days)

BEC: 0 Scam: O Phishing: 5  Malicious: 16 B Messages(34) I Threats(21)

10 10

) ] III (1] -l

6 7 8 9 101 1213 14 1516 17 18 19 20 21 222324 252627 2829 1 2 3 4 5 6 7

A LT

A=V DEALTA T AvE—VIR— MNIERRENET,

Timeline

Feb 13 2024 01:29:47 PM Feb 13 2024 01:40:10 PM Feb 13 2024 01:42:18 PM
o o @

Received Incoming Verdict Phishing Manual Quarantine Manual

Reclassified by Remediated by

[5G0 Unable to remediate 1 mallbox

ZA LT A ANNTRDOERPFRSNET,

B [Z1E(Received)]: A vt —UEZE LA . BLUA v =V OF IR T 2 5EH
B [L—L(Rule)]:#H &z A v — b — I BET B IEHR

B [HE (Verdict) |- /R Sz F 7230l S HIBIC BT D18 E TV v v OETE

B [773ar(Action)]: A v E— I L TEITENTZT 72 a VICHETAIHERE T 72 a U OFTHEROEEENG £
NTWET,

- AvE—VOBBENGET L BB HE
- Avbk—VOBETI-IZETLHRE T —BRELILA—AR Y Z A
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A yt—

Ay —ILAR— b

NR I ==y N

HIE & FE
[H]7E & F¥£ (Verdict and Techniques)] 7SR /VIZIE A v B—DICH A SN2 HIE & B SH - FETCHEICES L RE
RS DL OPREICEREINET, FEF. FTOEREZRTZOICANITENTHET EEOH D 7 7 1 /VDOL4HI/

SHA256 # L U URL bi@]ﬂ’ﬂb:i%%éﬂiﬁ‘(iﬁﬁ’ﬂiﬁ%ﬂ?ﬁiﬁfﬁéﬁiﬂ/\) BT 2 R AMEMTE R0 E A3 #2232
FRENET,

ZONREANHEEA v — VR BERELITIHSETE E9,[EHE L F45%E (Remediate and Reclassify) | R % & 27 Y v 7
L A v E—VOBE L HAREH (29 ~X— V) IR SN TV D FIEICEVE T,

Verdict & Technigques

J Phishing Remediate & Reclassify

-
LOW CONTENT REPUTATION

Email content has = bad reputation

hitp:fwww ihaveabadreputation.com @

http:/fwww.ihaveabadreputation.com @

FREQUENT SENDER FOR RECIPIENT

Sender :ommunicates frequently with recipient

S = T ek

EEHH
[3%12 # 15 (Sender Information) ] 7S % /VICIZ ARIEF A —/LT RL A U Z—2 %R RIEHL . SMTP — =L 7 547
> @ IP.X-Originating IP 72 & X » &t — Y ORFEFICHT 2BMOEFERPFZ RSN E T,

Sender Information

::.;IE\\:U From . ®
ol ® SMTP \té>
X-Originating-1P
RlEH A L
[55# 2 vt — (Sender Messages)] 77 71213 i8=E 30 HRENZA v —VDOREEENEE LA vE—V DAL
BWA v =V ORHBENER TR INET, 2N J:@ =P =B A v =TV DRI = RNH 0 E D e TIERL
weEET
Sender Messages (Last 30 Days)
BEC: 10 Scam: 12 Phishing: 14 Malicious: 11 B Messages(70) [l Threats(47)
G 1.l.. 1 . |I.||I|||I
12 | "118°L2 22 23 24 25 26 27 28 29 1 5 9 10 1N 12 13
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A yt—

A yt—YLR— b

ZAEE TR

[5215# (Recipients)] /3% /L & [~ 1 —7%{Z3% (Envelope Recipients)] /S%/WITIE, A v & — PO RE I B E®

DRRSNET,
Recipients (1) Envelope Recipients (1)
To/Cc Envelope to
© ©

A—)LiRy 7 AU A K

A=NRy T AV A NMIULEFAvE—VERBAvE—VEZFE L= Ra—F—DA—VRy 7 ZAD Y A NRER
SNFET IOV ARARNMNUI A v E—URNEEDEET 7 v a ORicHE SN E I NS A vE—VDBEZT—HF
IRENFETMEETT L VAT ABRBEEEZRADANC =Y =B R v — U ZHIRE 388 L5510 A T 2 Araetk
N ET,

Mailbox List (3) |

L. Download Error Log |

Mailboxes Status at time of remediation Remediation Errors

@ [ Mot Read MNone

@ Unknown Resource is not found

Not Read MNone
© ~

Voo EfT7 740

[V 7 &¥stt 7 7 4 v (Links and Attachment)] /X3 UZIE A v 2= N TROM -T2V V7 EIRGT 7 A MCBET 51

WAFTRSNET,
Links (2) Attachments (0)
Email Link File Name
httpf w3, Rfxhitmnl1/DTDyYxhitmil-transitional.dtd @

http:/fwww.w3.0rg/ 1999 xhtml O
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I

AvE—YLAR— R

FETA—NLDS L E 2—

BT A—NT VL E2—%FHT L Xy NV FEEBIOEEEL—YV—X EML 7 7 A V2 Xy ra—RKT5HT L
B Y Fa—P—ICFRENDIA v E—VEERLTERTEET A v =AM A—V L LTERENET[EF
A=) L a—%E< (Open Email Preview)] "% > %7 UV w7 LT, L a—%FnrLET,

Email Preview (available)

Email

©

Test emall body with

A—PF—NRA =T ET L a—T5 L Bl L a— FRERSNET, BEA e 713, [ (Administration )] > [£
F A (Business)] > [#1#15% € (Preferences)] b X v — RTXx £,

BN tE— g a—
HonNtE—ygrBa—ClR o=y g ORRE 2 —REREINET H o "E—YarEa—% LT N
=T arNORA Y= FRBHIL A =7 0 — %2R LE T, 2T B O AR & RN TIEECT 2 5152
Wrd 2o DIZESLHEE T,

Ay—Y L= b T _—Y 04 Bich B [4 /3t — 5 £ 2 — (Conversation View)] K% % 7 I » 77 LT 45ED
BT A—MCEET D A v b=V FRLET,

| Conversation View [ |

[+] 7142270y LT N E—2a O/ —REREBETHLE D=2 a VORIEOA yE—VEHERTEE
TR EINZ —RiZ,. /— RO TFIEREIND A=V w RIGEMENET, /— e A vE—01F, FnGEE. R
13, ET2IFNER) 2R T2 dI@y T ShTnEd,
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I

A= OBE) L M

J—RFHAOEFII A vE—VOEELET FLAREZRLET, /) — FROT A 2 X EBABRE SN E S E720F
HENHEHEINT=NE I DERLET, /) — REEIRT D E T2 A v—UNR 7Y v RN CTHARREINET,

® OO OO

Verdict Action Rule Received Sender (Display Mame/Frie Recipients Subject Direction

Mar 15 2024 12:... & Conversation @ Incoming
Mar 15 2024 12:.. ¢ Re: Conversation Q Outgoing
Mar 15 2024 12:... o Re: Conversation & Outgaing

XDR EARy A ==2—

Cisco Secure Email Threat Defense £33 A Cisco XDR LA SN TWAEE A vE—Y LR — RS XDR E7R v
MA=a—IZ7 78 ATEET,XDR & OFHA DGOV TIZ XDR(B5 X—) 2R LTI,

Ay —=UOBE) & HH

MoTHHEINTEEEDLND A v —VeBEE2ITH0ET 51213 [A v E— (Messages)] X—T&#HLET,

1 R=VICEREND A v —VRELEFST L LT, ECRR 100D A vt — VBB ERITESETE LT[ A Y
£ — LR — b (Message Report) ] _X— @ [H]E & T (Verdict and Techniques)] /X3 A0 LEEEA v — V2 BEIB X
OCHSHETHZEHTEET,

BEEBSEAPIZHEH LT Ay E—V2BHBLOHRSET LI TEETAEMICOWNTILAPI A R
(https://developer.cisco.com/docs/message-search-api/) # 2 L T 7Z &V,

EHSEIZOBIR LA v =V EICOREELET, ZHUIIBIR LR EE DL LDEBEDO A v —JI2T 5. £ 7~
FIA Y E—VORNRICESLS T 7 a v OEEEZRTHLOTED Y A, A vE—T1d, Cisco Talos (2 & DHEFRDT-DIZ
Fo—IC AL ET, Talos 1L 5% DODEICEEL 52 57202207 4 — RNy 7 2T 585850360 £, B mH
A =IOV TEVHEDA—"—=F 4 F/L—/L (52 X—) DBMEKRH LT 7ZE0,

A 7Y w K Exchange 74 7 > MZDOWT

Secure Email Threat Defense 3. Exchange Online (O365) IZfFET A A — /LRy 7 A L TCOBIEL £, A—LR v 7 X
%71 I A®D Exchange 7> 5 Exchange Online (0365) IZB1TH DA B (B Eh £ 7213558 1%, Exchange Online
(0365)ICHD ARy 7 A L TORERELET, 47 L I 2D Exchange A —/LiR v 7 ADBENKK L2 LT
BAHISNERA,

== Ky
ﬁJuy%Hy @ ﬂ%fg%“‘ ]\
FHED T— R TIE A v —YOFSE R 5 HEOEA) N AR T,
1. BOETHA v —U2BIRL £,
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https://developer.cisco.com/docs/message-search-api/

A yt—

A y—VOBE) LS

2. Fay 7B A= a—nbHERBRIRLET, A vE—1%, [BECL [RE# (Scam) 1. [ 7 1 ~ //& (Phishing) ]. [
D % (Malicious) ].[ %% (Spam) 1. [ 7 LA A —/1 (Graymail) ].[= = — T /v (Neutral) ] I B84 5 2 E 7213 [
7E &+ (Keep verdict) | Z3#IRTx £,

Reclassify: | Select verdict

% BEC

¥ Scam
l#d‘ Phishing

& Malicious

O > |J 0 Spam

(¢

=] Verg

= Graymail
l * @ Neutral

- » Keep verdict
n> le P

3. LW EMN T 5123 s (Update) ] 22 U v 7 LET,

I [FEZARMEEET—F

A [EXIARMEET— R T EDLWVWA v =52 —F—DZE P LA NOEREA =V E T IHIBHT5
M, L—HF— ﬁx?ﬁtzf%fm\iﬁr7ww WCRBBEICX F9, AR R A — L I EIIREICBEI S A
T—UNED LRV EHE LA Z DA vV a— P —DZE N AICET I ENTEET A v -V a%ES
WZHIBRT 5 2 k%f%iﬁ‘o_®7lﬂ‘k/’<fi A=V EENEERLHELEMA)TAZELTEET,

1. BEETLIIHEDET O A v E—V2®RIRLET,

2. [F#E (Reclassify)] N v 7F D A =a—BHEEER L ET, A v E&—1F, [BECL [FE#K (Scam) 1. [7 « v v
2" (Phishing) ]. [E&E » & 5 (Malicious) ].[ A /¥4 (Spam) ].[ 7 LA A —/L (Graymail) ].[= = — k Z /L (Neutral) ] {245y
BT D70, £7213 [HIE %1755 (Keep verdict) ] &R Tx £,

‘ Reclassify: | Select verdict E Request Action: Select action | Cancel |
& BEC
(=] Verd Rule Received s
= ¥ Scam
> | @V Phishing Jul 28 2022 05:52 AM MDT
® Malicious
B & | J|® Spam Jul 28 2022 05:52 AM MDT
& Graymail
O | (- & Neutral Jul 28 2022 05:51 AM MDT
Keep verdict
€] I J > P Jul 28 2022 05:51 AM MDT

.[V/=A T/ s /(Request Action)] Re v X T A =ma—nbT 7 v a o EERUET, [ A — /LI
(Move to Junk) ].[ = 2 52 &) (Move to Trash) ].[3215 b+ L 1 IZ& &) (Move to Inbox) ]. [[EEEIZ 8 (Move to
Quarantine) 1. [HIB% (Delete) ], £ 7= 1% [B#) L 72\ > (Do Not Move) ] Z &N T £,

‘ Reclassify: | J Phishing ~ | Request Action: | Select action i | Cancel |
@ Move to Junk
= Verdict Action Rule e -1
— Il Move to Trash
> l@ Malicious Trash = Move to Inbox 2 AM MDT N
A Move to Quarantine
| +J Phishing Trash D Delete 2 AM MDT N

» Do Not Move
[ ¢ l M Malicions Trazh 1 AM MDT LY

4, [F#i(Refresh) ] 227V v 7 LTHLWHHEHEZEH L A v =V LTCT 7y a2 ETLET,
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A yt—

A y—VOBE) LS

A b —URBE SNEE AT B DT 7 2 a » (Last Action) ] TR ENVET,

EREAYE=VLENTA v E—VDBRAE[ZE ML AICBH (Moveto Inbox)] 77 v a I A v =Y E2ZE ML AT
3R A vy =Y DRYIOEFEEO [REFH(Sent)] 7+ LA IBEILE T,

A wtE— %IRRT 5

A—R—EHEB L OVEHa— Y — X HOEMEEV—27 70 —0lIRT 7 a VR L T A—LR Y 7 Anb Ay
TV EIHIBRTE £, HIR Sz A v & — 1%, recoverableitemspurges 7 4V Z [CBEI S Ed, 22—V —i3 2
DT FINVHIZT 7 AT 9 Secure Email Threat Defense TIFHIFREI NIz A v =T 2 %ZE ML A ITEHTTEEEA,

1. BB 2 A v E— V2 RIRLET,

2. [ ¥ (Reclassify)] Ry 727 A =2 —nBHEZRBRIR L ET, A v —13, [BEC]L [FE#K (Scam) 1. [7 1 v >
7" (Phishing) 1. & ® & % (Malicious) ].[ 2 /XA (Spam) ].[ 7 L A A —/L (Graymail) ].[= = —  Z /L (Neutral) ] iZ 54>
T D0 F720% [HIE %175 (Keep verdict)] Z#IR T £7,

Reclassify: | Select verdict E Request Action: Select action | Cancel |

% BEC

[=] Verg Rule Received s
5 ¥ Scam
> l @ Phishing Jul 28 2022 05:52 AM MDT
® Malicious
B & | J|® Spam Jul 28 2022 05:52 AM MDT
Graymail

Jul 28 2022 05:51 AM MDT

] = lm @ Neutral

» Keep verdict
Jul 28 2022 05:51 AM MDT

0> ly
3. [VZ/ =& 727+ a(Request Action)] Ko v 7 & 2 =a—n5 [HIFk(Delete)] #8HR L4,

Reclassify: |> Keep verdict vi Request Action: | Select action ~ | Cancel |

@ Move to Junk
(=] Verdict Action Rule e S
s Il Move to Trash

4 allcious ras =
&> | @ Malici Trash = Move to Inbox 2 AM MDT
A Move to Quarantine

B | «J Phishing Trash Delete u E2 AM MDT
» Do Not Move
% l M Malicions Trash : —51 AM MOT

4. [EH(Update)] 227 Y v 7 LTA Y=V ZHIBRLET,

5. [HIB:DOH#eER (Confirm Deletion)] #4 7 72, A v —VIFETLTE RN ENFRENFATT D50 E 9 MR SN
EIL BT AL KB (Delete) ] 227 U v 7 LET,

[H&% DT 7+ 3 (Last Action) ] FIICHIR N F RSN E T,

A — Y ONEE
BE 7 A VFIIA—=ILR vy 7 AT LICHEIRICER &4, Outlook = —HF —{CIFFRRENFEHA V=7 Ly N7 L4
1%, [ (Administration)] > [E"Y % A (Business)] — Y T, X v NV — 7 FHEEB I OEEE 22— —IZEREINET,
Outlook TIX IRE 7 AV FZND A v t— % BIFRE A EH OEEZREITHE > THBIBIZIEE S E T, Secure Email
Threat Defense TIL RE 7 + NV FNHHEINTEA v E— V22—V —DZEFE ML AIEITTHZ LIFTETERA,
A =% FE)CREEHCBENT 21X ROFIEZEITLET,

1. REECRET 5 A v —VEBIRL £,
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A yt—

RIFERD S T m—

2. [F45y¥ (Reclassify)] N v 74 70 A= 2= bHEZBRIR L £, A v & —13 [BEC], [FEH#k (Scam) . [ 7 « v~
7 (Phishing) ]. [f&& @ & % (Malicious) ].[ A /X & (Spam) ].[ 7 L A A —/L (Graymail)].[= = — ; Z /L (Neutral) ] IZ %>
T B0, F20E [HIE %2 ~FF (Keep verdict)] TX £,

Reclassify: | Select verdict E Request Action: Select action | Cancel
& BEC
(=] Verq Rule Received S
= ¥ Scam
> l @ Phishing Jul 28 2022 05:52 AM MDT
® Malicious
@& & | J|©® Spam Jul 28 2022 05:52 AM MDT
Graymail
] 2 | .. | & Neutral Jul 28 2022 05:51 AM MDT
] 7 I J b Keap sl Jul 28 2022 05:51 AM MDT
3. [VZ/ =R T 27 v a(Request Action)] Ku v 7 X7 A =a—25 [[BHECHE) (Move to Quarantine)] 38R L
EXNS
‘ Reclassify: | » Keepverdict ~ | Request Action: | Select action ~ Cancel
@ Move to Junk
=) Verdict Action Rule - 5
5 Il Move to Trash
> l @ Malicious Trash = Move to Inbox 2 AM MDT N
Move to Quarantine“
@ » | +J Phishing Trash @ Delete 2 AM MDT N
» Do Not Move
> I A Malicious Trash o= z=o=51 AM MDT N

4. [F# (Update) ] 227 U v 7 LT A v E—U2MRBEL £7,
[FREfE - 728 (Move to Quarantine) ] 1%, [fx#% D7 7 o = o (Last Action) ] ¥IcF RSN E T,

= AJETEN I
REMBEOL T o a— R
BBEREROA v E—VICHETET—FDOCSV 77 A VXU ra— RTEXET , F U a— KT 10,000 A vt — )[R
ENTWET, T—FEFrro— RT3 ROFNEEFEITLET,
1. [#7 v m— F(Download)] "% > %27V v 7 L.[# v u— KOER (.csv) (Create Download (.csv)) ] Z3#R L £,
Latest results as of- Jul 28 2022 01:53 PM MDT

1 oA B
| Create Download (.csv)

‘ View Download History

2. ERBPETFCTHD L 2R T AT —RRREINET . TFA 27V v 7 L [Fyra—K:AyE—
(Downloads: Messages)] X—VIZBEI L £7,

@ Your request is in progress. Click here to view the status.

3. ¥y u— KON TE7=6 [T v a > (Actions)] 5o [# > v— K(Download)] 7 A4 2> %7 Uy 27 LCT 7
ANEETa—RLET,
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A yt—

RIFERD S T m—

Ky — Righkk
Zvrn— FEREE 90 HRRIF SN ET. [ n— RDownload)] R&Z > %27 U w7 L. [# 70— RBREOFR
(View Download History)] #3#iR L C [# 7 > r— K: X v&— (Download: Messages)] ~—IZBEH L 9,
Latest results as of- Jul 28 2022 01:53 PM MDT

= P
| Create Download (.csv)

‘ View Download History

o=V A Ay v — REER LIa—Y— ¥ oo — FRRBENTZ A BLOAT—Z ARERRIN
F9.[7 7 a3 (Actions)] #|d [F > m— R (Download)] 74 2V ABIRLC. 77 A Vv EX U a— RKLET,
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e
CISCO.

A ra— R
o H
[#7 v m—F(Downloads)] A ==2—nbH7 7 EATELX—VTIL U T EEREITERTEET,
B OREREREA Y E—VFT—F CSV

B EE=7—ns SCV
B EML ¥vrnm— RER

A yt—
AybB—UF—FFRO 2 ODOFETH T o — RTEFET,
B RFEEROF T — R B2 X=V) THPHENTHDE LT [A vyE—Y (Messages)] X—U b BEDT 4 L2 1
VI ENET A ERREMNOT 22Xy rn— RT3, 204 TV a v ERHLET RAEOMBRER &
TANEFERIZH DA v =P DF—FD CSV 7 7 A VEE L £,

B LTFCEAT2 L2112 [# V> e— K (Downloads)] > [#* v&— (Messages)] ¥ 7 b, Z AU B2 24 B @ %=
7 BRELVEEOBRHEZ E BEOHROTRTORA vE—UF =4 % F v rn— FT555ICE/ T,

[#7 > 1m— F(Downloads)] “X—YnbH A vE—VF—HD CSV ZERLTHE Yy a— R4 5123 . ROFINEEZFEITL
ij—o

1. [# 71— K (Downloads)] > [# vt — (Messages)] &R L £,
2. [CSV % 1Eik(Create CSV)] 227 U v 27 L%,
3. BRENDHDLATu s T H Y ru— KEERT 5 B P Z8R L, [CSV Z{Eik (Create CSV)]1 227 U v 7 LT,

4, By o— ROWENTE=6.[7 7 3 > (Actions)] Fd [# 7 a— K (Download)] 74 2227 U w7 LT 7
ANEXTE—RLET,

EML #7 > ma— R

A S LS L —F— X B EN A v E— U a—0 b EML A Yy o — REBRCX F3, 94 XD/
SNFTra— RETCIETENET . A AOKRENWF U re— NI ¥y re— ROET &7 HREREBOWT AR
JE T [F v r— F(Downloads)] X— YN LRI TE £, [# v v— K (Downloads)] =Y NS EHED 7 7 A Vi —
FieF v ra— RcaEd,[# v a— F(Downloads)] > [EML % 7 >z — K (Download EML) ] 7> B #: [ 7 m— R
(Downloads)] X—JZT7 7 A T&E £,

EML 7 7 A VEFR L TH U a— R A1 RO FIRIZHENE T,

1. Avt—UREHEINES [EML # v u— FOZR (Request EML Download) ] "% > % 7 V) w7 LET /NI A »
T—YET Iy re—RanET,

2. BFRIO 0D X o a— RIZOWTL ERPETH THDL Z L 2R T AT —BERKREINET . TFA M2 U v L
C.[#v > u—FK:EML # 7 — K (Downloads: Download EML) ] <—IZB# L 9,

§» Your request is in progress. Click here to view the status.

Cisco Systems, Inc. WWW.cisco.com
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Zoyra—R

BE-7—ns

3. ¥ u— ROWENTE=6.[T 27 3 > (Actions)] 5D [# 7 a— RK(Download)] 74 2227 U w7 LTV 7
ANEHE a—RLET,

/. — ~
BE-I7—a s
BT —n354+ 5 &[5 (Notifications) | LT A 2 ) A= —0O FICEMAFERENET . BELT —a 72/ H
TBHLMLXDA—VR Y 7 ADBEERREHAE TEE T2 E2EA—NRy 7 AOFFHEICEL>TA v E—=UNTTIZ
HIFR SN CTW58E Moveto Trash U 7 = A NIRRT A AEMERH Y T EE=T —a ZI2iX. UV Y —AB RO 5780
ZEBRENET,

WmEREALC[# v rra— KOEXK(Request Download) ] 27 U v 735 L BHNLEEZT—a /DXy e— K%
PR CTEET,

FIEROFIEEAFETL BRI —m 72 El LAY r— R LET,
1. [# 7 1 — K (Downloads)] > [{&f8 = Z —u 7 (Remediation Error Log) ] Zi&R L £ 7,
2. [CSV #1ERk(Create CSV)]1 #27 U v 7 L7,
3. KRS X AT 07T Fyru— FelEkd 5 HAHiPH 28R L [CSV Z1F (Create CSV)] 227 U v 7 L £ 7,

4, X yru— KON TE7=6 [T 7 v a v (Actions)] 5o [# > v— K(Download)] 7 A 2> %27 Uy 27 LT 7
ANELye—RLET,
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CISCO.

£ WA R

hLvk

[FLY B (Trends)] X—PIZIX BT A—NT—FIZBET BT T 7 4 IERREREINET, by FEFRT DI [A
%1 h(nsights)] > [ kL > K (Trends)] 28R L £,

B Ly F—ar b EERALTREOR B EFAOT -2 2R T LET,
B JIT7NOERTEZT—4%27 U v rF5E [AvE—Y (Messages)] ~—2DF — & OFMICBEIL £,

B JBEEEEZ U v 27 LT [AyE—Y (Messages)] X— YV OET — X IZBEI L £7, 7= & 1%, [%15 (Incoming) ] %
IV FTBHE . Fr— MIBEERINTWETRTCOERFEA v E—UREREINET,

B Fuin—F | L  RKE % 2Y oI LT FLy RF— 4522 n— RLET ERITKEET CSV 77 A L L
LT AR—hENET,

- BE2EEELIIBEOHER R L TCWAEA ME I HEOT—XD 1 R ZLoa—1T v
- BEI0HMOT—FEFRRFLTWHEEEE 90 AMOT—% 0 24 Kfijoa—1L 7 v 7

TR

B ALY =N DT
¥rED [H(Day)] Fv¥— FOKEEX 1 BRSO T—2 2R LET. IN6D0F v —MI. 77UV =L T A LY —

RNEw27 Y7 LT A %A bnsights)] OF v — ~&FHIKI$ 57 PDF & L TIRIFLET,

IZHESNWTWET,
A
Threats 522 convictions i
Malicious: 248 Phishing: 229 Scam: 6 BEC: 39
100
From: Jul 20 05:00 PM PDT
50 To:  Jul 21 04:59 PM PDT |
Malicious: 9 | - .
0 -—--. --------------- Phishing: 8 k
22 23 24 25 26 27 28 29 30 1 2 3 4 5 6 7 8 9 10 11 12 13 [FYNG. 21 22

Day Bec: 39

¥eED [ (Week)] Fv— 7213 [A (Month)] F v — FO&HEIF 1 B4y (24 Bfl) 07— & 277 L £ 9, HiX UTC 00:00 ~
1% 11:59 ZHHUeL U 7T U oo — IV ERICEB SN E T,

Cisco Systems, Inc.  www.cisco.com
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£ Ak

FLok

72 & 2 E KRR RER] (PDT) © UTC 07:00 @354 . [A (Month)] 7+ — R OFRIZIL.7 A 20 HOF 5 K 5H 7 H 21 H
DF% 4 FEB9 N ETOT — X RERINET,
Threats 522 convictions &

Malicious: 248 Phishing: 229 Scam: 6 BEC: 39

100
From: Jul 20 05:00 PM PDT
50 To:  Jul 21 04:59 PM PDT
Malicious: 9 .
o ----. ----_---------- Phishing: 8 k
22 23 24 25 26 27 28 29 30 1 2 3 4 5 6 7 8 9 10 11 12 Scarn'ﬁ 21 22

Day Bec: 39

A A v B—

[585E5R] A vt — (Messages by Direction)] 77 ZIZIZET A=V N T 7 4 v 7 OHRFHDBERINET, A—/MIT KRDOH
T IV TOET,

B [%(5 (Outgoing)]:0365 77 NMIDZIFHICHEE Sz A—L
B [N (Internal)1: 0365 7 7> hINTREIE Siviz A —b

B [#%/3 (Incoming)]:0365 7> FINBEZE LI A—IL
ABNIEED T TV DR v —VEBRRRENET,

Messages by Direction 15¢ messages

€ Outgeing: 4.9K Internal: 618 (% Incoming: 9K

L e S S 8 10N ‘I?_131415'IG’I?18’19202122232425262?23293031

1.4K

700
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[%E (Threats)] 77 ZITIZ B EHIEESNT- A v E—V DR F v F gy FRERENET, ZNICIEBEC.Fi k. 7 1~
VO BIOEEODLALONPEENET BT EHIT IV DA v —VENERENEST, T—F %227V v LT,
[# v¥&— (Messages)] X—IZBEIL £,

Threats 540 convictions “

BEC: 40 Scam: 6 Phishing: 238 Malicious: 256
100

5 I II.IIIIIIIIIIIII.IIIIIII-III

26 27 28 29 30 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27
Day

. UAWN

[A/34(Spam)] 7T ZITIF ANRLEHESINIZA v E—Y DA T v T ay MRERRINET, FNTIE ASD EHE S
NI A =V ORBBFRINET,

n

Spam 165 convictions ¥
40
20
0
22 24 26 28 301 23 45678291 12 14 16 18 20 22
Day

T LA A—)b

[ v A A= (Graymail)] 7T 71ZiZ. 7 VA A— NV EHEISNTZA v E—VDORFT v T ay EBRERRINET, LB
VA A= N EHESNIEA v =V DORFHBNFERENET,

Graymail 42 convictions ¥
12
6

| T rrrrrrr i rrrrrrrrrrrrrort M
2223242526272829301 2 3 45 6 7 8 9101112131415161718 19 20 21 22

Day
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A YA

B A

B LR |

[#8 1L R — I (Impact Report) ] (2%, 825 30 H#IZ Cisco Secure Email Threat Defense 286725 L72 A U v F3FR &
NET, 2O VR— FERRTHITIL[A P4 b (nsights) ] > [228 L /K — b (Impact Report) ] #&R L £, L AR— hND
HEATDT—X%27 Vv 35HL [AryE—(Messages)] X—T DT — X OFMICHEBENL £,

RRINDT—FITKRDEBY TT,

B 3R L7-30H[#IZ Cisco Secure Email Threat Defense Tt SN7-EBA v —V B L ONUET—X2 D 1 EFOT
1 FEMOFHIL 1 BOFEHBIC 365 ZHMNT CTRHE SN E T,

5 2 2 Threat Messages Last 30 days

M BEC (7%) 4 Scam (1%) J Phishing (44% @  Malicious (45%)
Business Email Compromise (BEC) are Scams are focused on causing financial harm These messages have been convicted of These messages have been convicted of
sophisticated scams that use social to individuals using techniques such as lottery fraudulently copying or mimicking legitimate containing, serving, or supporting the delivery
engineering and intrusion techniques to cause or extortion fraud services in an attempt to acquire sensitive or propagation on malicious software.
financial damage to the organization information such as user names, passwords,

credit card numbers, and more.

o3 475 6 i 228 2.8K 248 3K

1ye: tion Last 30 days 1 year projection

1 vear projection Last 30 days

B [RER A vt—Y (Unwanted Messages) |, R L7z 30 HREICHIH SNTZARLAB L O LA A= X vt —Y B
VBT —2 0 1 FE/OFHL 1 EMOTFRNL 1T B OFHIC 365 2#H I CRESNET,

1 99 Unwanted Messages Last 30 days

0

Spam

Graymail

B [BB T 7 4> (Threat Traffic)], 2 D F v — MIF IR L7300 MOPENEREINE T, ZOF v— MIga Ll
W27 4 VA WBRTE E T,
Threat Traffic

The graph below shows the distribution of convictions over the selected date range.

Incoming Internal Qutgeing

340
| ‘ | | ‘ | | | | |
121 12/4 12/7 1210 12116 12119 12/28 12/31

12113 12/22 12/25

BEC: 416 Scam: 407 Phishing: 1.9K Malicious: 2.8K
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A YA

WLH— |

B [Cisco Secure Email Threat Defense |2 & 5 i (Protection by Secure Email Threat Defense)], Z ®F v — h L, B
NDOZAEFZD A=K v 7 At S 5 {43 Cisco Secure Email Threat Defense % /< L TWE T,
Protection by Cloud Mailbox

The data below shows the protection Cloud Mailbox provided to recipient mailboxes in your environment.

- 40 W 6

Recipients protected from Recipients protected from
40 BEC messages 6 Scam messages

248 274

tj Recipients protected from @ Recipients protected from
238 Phishing messages 256 Malicious messages

1717 46

; .
Recipients protected from Recipients protected from
156 Spam messages 43 Graymail messages

¢

B [Eff#—4 v b (Top Targets)], 2077 71T GEBIR L7z 30 HRENCBIF A BEA v —YONEZ —47 v b B 10
PERFRENET,
Top Targets

The statistics below indicate the addresses which received the most threat messages over the previous 30 days.

Recipient BEC Scam Phishing Malicious Totals
1 1 0 108 107 217
2 0 0 36 36 72
3 0 0 15 30 45
4 0 0 16 22 38
5 0 0 17 17 34
6 0 0 10 19 29
7 0 0 14 14 28
8 0 0 9 18 27
9 0 0 14 9 23
10 12 0 0 0 12

a



AL o¥A b

B A

B NEOBEEEH, ZOTF ¥ — ML BB A v — Y ONEEEE AL 10 ERF RS ET,

Internal Threat Senders

The internal addresszes listed here were seen sending malicious or phishing from within the ion.
Sender MNumber of Messages Sent
1 54
2 50
3 16
A 2
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e
CISCO.

HENOBWOARY A |

< \

o= X" =
REBTF —2DOA L NR—T2 POEBENDI MO =7y FERELLIEL T AVTELEZTILEMIISLEINT
WETL, BN DOEWAE Y X M. Cisco Secure Email Threat Defense 7372 0 & L) LA A R#ET 2 0IC&Y S
9,
BHF T K 100 AD VU R h & {ERK L C Cisco Talos IZiEE L. FRA LIFEEDETA—NT RLAEZ I LITHET D

R FETAHAIHER SN BB D OBRPUT. AEEHE SN A v E—T 0 PHEDFEH (Verdict Details) ] 731
T [7 27 =7 (Technique)] & L Tkl &£,

HETTOEWABRY X Ma—F—%2 BN %
KOFIEFATLC BB ARY X Moz L%,

1. [# 2 (Administration) ] > [#22:D &y A & (High Impact Personnel) ] Z 38R L £ 7,

N

LW AEZBIMADDd New) | R 227 U w7 LET,

w

2P RE AN LET A T AT FLARRLETT,

»

. [2EESubmit)] 227V v 7 LT U A D —F—DEMNE5ET LET,

HENOEWAB Y XA NOa—W—IFRE T 5
ROFINEZFAT L T HBOREWARY A FOa—HF—FRERE L ET,
1. [ # (Administration) ] > [##: D&\ A B (High Impact Personnel) ] 23R L £,
2. [7 7 v a v (Actions)] 5T, [ (Edit) | gaE) N2 %227 U v 7 LET,
3. MEIIE L Ca—Y—EWa T v 77— P LET A M EFA—AT RLRAIMETT,
4. [FFSubmit)] %27 UV v 7 LC . 2—H—FROMELE T LET,

HESTOEWARY X )b —HF—ZHIRT 5
WOFNAZFITL T REBEOHHNABY A Frba—HF—ZHllRL £,
1. [%# (Administration) ] > [£2:dD &\ A B (High Impact Personnel) | Z384R L £ 3,
2. [7 7 > =3 v (Actions)] 5T, [HIFk (Delete)] A% %7 VU v 7 LET,
3. [HIBROH#eR (Confirm Removal)] # 4 7 2 7T [HIkx(Delete) ] #27 Vv 7 L. 77 v a v &% T LET,

Cisco Systems, Inc. WWW.cisco.com
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e
CISCO.

2 ——DE P

[## (Administration) ] > [=—%'— (Users)] X—V b a—F—Th oo 2EFELE9,

Cisco Secure Email Threat Defense 3, == — ¥ —3Z83F4 #11Z Cisco Security Cloud Sign On (IH SecureX ¥ >4 ) %
L ¥ 7, Security Cloud Sign On ¥1 > 4> OFEMIZ DT, https://cisco.com/go/securesignon =& L TL 72 X0,

1 BEA7 D Cisco XDR, Cisco Secure Malware Analytics (IH Threat Grid) . & 7= 13 Cisco Secure Endpoint (I[H AMP) ® 3%k
1%, %9 BEAF D Security Cloud Sign On 2 7 A UHERTH A A LTL ISV BFEDOZ—F —TRWGAIT. H LW
Security Cloud Sign On 741 7 > s Z{ELT 2 LR H Y £

Security Cloud Sign On #4255 & DX A TDTH T FTHA A TEEITN v Rantxa2 VT /(BT HY
VN OB BE A HERF 9 D 7212, Security Cloud SignOn 7 v " AT L4 BEIO L £ 7,

~IVTFT AT NT T 'A

[i U Security Cloud Sign On 7 7 o k&Ml L T #%%® Cisco Secure Email Threat Defense A > A % > X |ZT 7 & A
TEFET, kY. —HueZ 7o b LTHhBHID Security Cloud SignOn 742 7 > b 2R L THER /A4 952 &L/
BA AL AEHRITEBHTE £7,

HH L — —DIERK (46 _X—) OFIEIZHE > T, 22—V —Z A7 Cisco Secure Email Threat Defense A o A X > A2
BMLET,FH L Security Cloud SignOn 7 v > FEHEHLTWA T B VY ME[2—F—(User)] A ==—nLFHT
XFET . ZOT7 7 ERAFFELCY —vardbk a—e v X F—X 7 U7 A K)® Cisco Secure Email Threat Defense
AVABZVAIZREEND Z LIZEE LT EEN,

TP —)L

n—L_R=Z2 T I7%R a2y ba—L(RBAC)IZL Y . 77V r—2a b NTERRD L-ULVORKIEMEE 13T 7 & AE R
a— P —ZRE TE £9,Cisco Secure Email Threat Defense Ik OF IRt o0 — LI GT 52— —Z2ERTE £,

1 a—F—m—)L

7—/L B!

super-admin Zh B o—3—(%, Cisco Secure Email Threat Defense O X TOMREICT 7 A TE £
FTLRESCRY V—DEE A o= OFHSESCBEENTETT,

admin INLOI—PF—F A= R—FEHEF I EE 2 — 2B RE, EI3HIBRTE 2N
ZEEBRNWT A= R—FHEDOT X TOMEBEH L THET,

analyst INHOZ—Y— I BBBIOA U1 MEREEZEHTEET A v E—VOFSHEBEIT

TEEIN 2= —DA—NVR Yy I ANDA v =V ZHlRT 52 LI TEERA T IV
PERERR Y 2 —OZEHE F 2 —F— OIERL R HIBRIZTE £ A,

read-only INHOZ—YF— I RBBIOA VA MEREZHEHTEET, A v —VOFESHEOBIE,
THT Y RNEERCKY —DEFE Fa—F—DIERIITEEEA,

Cisco Systems, Inc. WWW.cisco.com
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https://cisco.com/go/securesignon

o= —DEH

B — — DIERL

Bl — W —DIERK
WO TFNEZE FAT L C BB —F— 2 ER L E T,
1. [% £ (Administration)] > [ —¥— (Users)] DJEIZEIR L F 9,
2. [Figl=—H—%38(Add New Usen)] 22 U v 7 L £,
3. a—HF—Du s A UEHREA L, o — L EFR LT [fER (Create)] %27 U v 7 LET,

H:a2—F—DET A —/LT KL AL, ZFDO=2—HF —D Security Cloud SignOn 74 7 v hDET A —/LT KL AL 7"
—HTOMERHY ET,

=2 —+#—|ZWelcome toCisco Secure Email Threat Defense| &\ 5 L DEF A —LBEE SN F T, 2 — P —ITE T
A=)V OFERIZHES T Security Cloud Sign On 7 A1 7 > bay b7 v FL(ERETH U Y R EFFo T RWEES) vl A
CTAMENRHD FT,

S =
o — W OfFLE
2P —Du—VEEHFTEET, 2=V —DEFA—AT FLAIRETE EHA, 2—F =242 EFE LIZ5HAT.
Security Cloud Sign On 741 7> ks TR FHTHLERH Y F5,

2—F =0 — VL ERET DT KOTFIAEETLET,
1. [%# (Administration)] > [ —¥— (Users)] DJEIZEIR L E 9,
2. [77var(Action)] IO TIZHDLNET A 257 v 7 LET,

3. [2—¥—DfFE#E (EditUsern ] ¥4 7o /T, 2—F—0FH L e —/LZ&IK L, [£E DR (Save changes)] 27 U v
y ]\/ij—o

L —H DOHIER
2—PF—ZHIRT DX ROFIEE T LET,
1. [/& 2 (Administration) ] > [=—%"— (Users)] DJEIZE&R L F9°,
2. [77var(Action)] FIDO T X TAarw22Y v 7 LET,
3. [HIFRO#eR (Confirm Deletion)] %1 7 v 7 C [HIEx (Delete) ] #27 Vv 7 L. 77 v a v &5 T LET,
BIBRINSTET LTeZ L 2R T AT —H A A v —URERINET, ZhiZ LY Cisco Secure Email Threat Defense 725
22— —DT H v N HHIERELE T M, Security Cloud Sign On 74 7 > MMIHIBR S FE B A, B$ D Cisco Secure

Email Threat Defense f > A % > A b2 —H —ZHIBRT DL E81F. A VAZ VAT EIZINOOFIEEZET THLENH
D ET,
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e
CISCO.

N =u ==
—L J X KB
BHx Da—F =717 74 NVOFREICIT. [2—F—Usen ] (Trn 7 4 —LT A a)s> [2—F—FRE (User Settings)] 7>5
T RATEET,

A

e Ve i A BB B LB G EN T ET,

FIIRE

[W1H13% & (Preferences) | £ 7 3 2 IZIZ XDR VAR DA L T —~ OBEREN G ENET,

><1“;r

n

XDR U R

Secure Email Threat Defense (%,Cisco XDR U R LA INTWET VRV EZFEHTLE A0 U 7 ¢ B
EBELIZD AT IIT I RALED AT RTANERR LD AT b eFRLEY TEE3,XDR Y
AT — =T LA ENF T, 55OV T, Cisco XDR(55 X—) M L TL 72 & 0,

T —<

Secure Email Threat Defense D F &2 A W R EZITRFWE R ET AL HIOBIRTE I, T— F20 0 EZ 5123 [=2—
H—(Usen (a7 4 =T A ar)s> [2—H—&E (User Settings) ] > [#1EA7% E (Preferences) ] > [T —= (Theme) ] (K&

LET, ZOHA FOBEBITIET . 7 hTF—~ CEREINET W ELZUTIORLET,

it Secure Email Threat Defense

Messages (a

Account

Fleur de Sel o

Scam
Phishing
Home Malicious

Quarantine

Messages

Search Results (14 messages)

Insights
Verdict Action

Policy

Administration
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e
CISCO.

B PR E

0wy g TR A EEREICIL. [ (Administration) ] > [ % % (Business)] 7257 7 B A TE £,

VAR
[7H 7k (Account)] 7 o 3 ANITROERBFRINET,
B Microsoft 365 ®7 7> |k ID
B Uy—F LT RKLA
m 2fhID
B BE7+LZID

B HT7R7VF=aIDDOFAR—k

T4
B [T 1k A(License)] ¥ 7 ¥ a TITROFEHERNFRRSNET,
- TARBVADEAT
- Y—I¥
- BissA
- ®TH
L
[W1H13% & (Preferences) | ¥ 7 o a M NIZGBHETF A —LT RL A EEH O J~D7 7 & A Google 77U T (7 ADRE.

BXOE YR AL~ ® Cisco XDR %A%E’Bﬁ)a FNFEI,

WA — L

BEIA —/)VT KL AL, Secure Email Threat Defense 738 - A — V& X(ETHT RLATI 7ok 21X VAT LOFH Hr
HRE. EWIA VT U R BT 28 E B ETIHENH D T KNI —F —DEF A — VIR ESNET,

L ha AR T 4 TRHEDBRMEBNETFA—NLT RLACEETANEIDEZBINTEET, L e 275 ¢ 770
ENMA vy E—VI#EHIND & BT A—NAREEINET,

=4
BWEIHAOEREa 2 CSV 77 A NVELTH YR — RTEET, Fay XXyt AFHEFEEZEIL [CSVD X v v
z— K (Download CSV)] #27 V v 7 LE9,
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BRI E

HIIE E

Google 77 VU7 4 7 A

Google 7 U 7 ¢ 7 2%, Secure Email Threat Defense % 3% & L CHIABNICRET S &  BUNCHNELITENIT2 0 £
T ADCTH L VAT AEZRHECTERVEARNT —% (EEHE . ZEE ML URL 2 ) BNEL T 20T —F %
Google 7+ V7T 4 7 AL IFTHHENH Y £, 20T —FIZL Y, A2 Secure Email Threat Defense 73— —
D=—RZEDIHITFIE LT DE0E LY L<HEFETEH L5170 £,

Cisco XDR

Secure Email Threat Defense (% Cisco XDR LA SN TWET XDR AT A L. FDMD U A adx o U7 ¢ B,
b OT —# L —##%IZ Secure Email Threat Defense O IE#H MR TE £, Z OREDFEMIZ OV TliE, Cisco XDR (55 ~=—
DNEBHBLTLEE N,
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e
CISCO.

<
A v tz—)b—)b
AvE—UN—NEEHTLE DI TDOA Yy b=V BEEEIIAF Y LRV ITHETEET UTOLDE
ERCE 7,
B FFRfU R R—ob
B HEDOA—NR—=F A FL—)b
B A RAGHL—v

F:[FFRT Y 2 b (Allow List)] 8 X O [HIE DA —3—F A K (Verdict Override) ] /L —/L1% 385F7%2 LE— RO B VR 2 TIEff
HT&xEHA,

[%& ¥ (Administration)] > [ # v & —/L—/L (Message Rules)] X—U 6 A v =V — L AEEB L O L £,

/\4’ AP Vfﬁﬂ/—/w:t AU A R =L LHEDA— =T F)L— L LD ERENE T, A v =R — L DFE B L

T DAL [ A v B — (Messages) ] — D [ A v & —/L—/L (Message Rules)] Flic# R S 7, [/b—/L (Rule) ]
ﬁlJODIE H 5:737 —YNEEDEDL L EHAENTEA—ANRRINET,
Verdict Action Rule Received
Q Spam v Allow List JFE—
Rule Type: Allow List
_ . Criteria Type: Sender IP Addresses (CIDR)
Graymail + Allow List Effective: Apr 18 2022 11:10 AM

Last Updated By:

E— IV T FAAL VCEBCE SN EEAL, RAAL VT = LR EN TN D LBV IZEMRIC—E L £,

ARl A R L— b

T A M=V E2HEATEE FEDEREEDEFA—ILT FLARBEED RAL LV FRITEEEDIP T RLANSLD
B ANRL BLOT LA A= N A —VDBEEEZESZENTEET, A v =I5 ot S £+, Ba8EsE
A Sk AL, 7= & 21, Cisco Secure Email Threat Defense THEDIEEENOL DT A T LN AL TH D & &
NiEbOD FDOT AT 22— —0D%F P L AR LTRBELZWEARILFFATY A ML—LEER LT YT A Y
TV EBETDOIRY —% A — =T RTEET,HFAY X ML— I RY >—OfFF & LT LET 7Y A b
N—UZ—HT DA -V Bl &R B LR— MIRRINET,

el U A R L—)L:
B B AL T LA A—UICEA L ET,

B FH SN EEDOBFA—NT FLAKEFEED RAL  (ETTFEEDIPT FLA(Pv4 £721Z CIDR 71 > 27)
ERRELET,

B L= LT EICRR S0 DREEZRETEET DY S0HDOES A —NT RLA L RAL  FFT FLAZRETE
£7

TIT 4 TN — T 20 ICHIBI N TWE T V—IWZIET 7T 4 b EFHIBRTE £,

Cisco Systems, Inc.  www.cisco.com

51



Ayt —T—

HEDA—N—=F A R—L

X > _— ~
HEDA—3—F A K)L—)L
MDA —S—F A R LA T 5 & L— L TR ST S — B BB A S A B LT LA A—LOHES
FerN—T A RFTEEF A v —DE = a— b T /L (Neutral) PHIE & ~— 2 SPETE SR ER A HIERF—"—F 1 R
SHA vE— D BB R— NCRRSNEE A,
HIEDF —N—F A R)L—)L:

B R AL T LA A= VZHEALET,

B T ENEEEEOEBET AT FUABEED RAAL  FRITEEEDIP T KL A(Pv4 £721XZ CIDR 7 u v 7)
ZHRELET,

B L— LT LICRKE0 DRMEEFRETEET, DEY 0HDETA—NLT LA RAL L FRIZIPT RLAEHRE
TEET,

TIT A4 TN —F 20 IZHIBRE N CWET A—WIIET 7 T 4 TALE T IFHIBRTE £,

~ o
INA INAR T /V— L
AR — NV EFRTHE T4 v T ANERIZEF 2T 4 A=A ARy T A Ay —2D002 3( /3AT
XFT N —NEELFEFTAvE—JIC Lo TTRTOZ U D UPINRAAL RRAENALTD . DU TFHT 52 &<
X2 VT 4T ANEBUBETEET IR T 740 & Y 713, Cisco Secure Email Threat Defense (2 & - TRz 9 A
I LERA,

T A FHNSASA RAGHT N — VB R LT 83 Waga 1t 2 B 7 I B0 e W 2388 L 7% 2 v — L 2 TR 5 44
ENRHDET,

T4 T T A ML—)L;

B EELEREEOEBTA AT FUAEEED NAAL L ETIPT FLA(Pv4 £721Z CIDR 712 v 7) ipHikfR &
NIEFTRTCOZEA v E—VICHEALET A v E— VRO ShEE A,

HEEHIP 7 RLA/CIDR O AL EFH L T HFEDREFEEA L T TANT I T ENRANRATHI L2 HRLE
TP 7 FL AL EEFEOBEBTA LT RLARRAL VFEMHHICA S — 7 4 v 7 8ND 28130 FHAKEE
DETFA—NT RLVAETFE NAAL ORERERFEHT2H5E6. FRbIEm o Na—7EEFILOET A —/LT FLRICxt
LTOAH—EHLET,

B L— VT EIZHRK B0 OREMEARETCEET,

X2V T4 A=Ky T R JL—)L:

B BELEZEEOEASA—NT RLADOZEA v E—VICEALET A vE—VF 0 S EE A,
HARELEZEERA v —VOME—DZEETHIHE . EX2 VT 4 A—NRy 7 2 b—AREHINET Mo
SZEHENVIE—ENTVENBCC(TIA Y RI—Rrabt—) L LTEENTWEIHE A vE—JIIHz Y%
INARALER A,

B L LT EITERK 50 DRHEEARETE £ T,

T T 4 TINA INASHA— UL 20 ITHIR SN TWET L—WEIET 7 T 4 AL E-ITNEIBR T £4,

A tB—)— L DB

A o= — L EBINTAFIEL A—LDOHT IV L > TETRRY £,
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Ayt —T—

A tE— )L— L DB

LW X MEITHED A — =T A RL—L DB

LW L— L BAERL T DI RO FIEE FEIT LU E T,

1.

2.

7.

8.

[% 2E (Administration)] > [ # ~ & — /L —/ L (Message Rules)] DIEIZER L E 1,

YERRT B —nND BT 3V % [FFA U A b (Allow List)] £721% [HE4—3—F 1 F (Verdict Override)] D\
HIBIRL £,

. [FHEAL— L OB (Add New Rule) ] RZ %227 U v 7 LET,
L I VR BAERL L E T, S VIZIEER OARTBASLE T,
DX A TERIRLE T BEEOET AN EEEDRAAL LV EEEDOIPT FLAPVA)  E7-13EEEDO IP T

KL X (CIDR) # R T £7°,

R ELEA AT A FT2EAEZ D~ TR > TAALET,

TPl B EITSE U T AL T LA A=)V BEERIR L E9,
[ (Submit) | 227V v 7 LT A— VL OERER T LE T,

V=3 Y A MTBMENE T ERREN SN D ETITIRKRT 20 30020580 H 0 £7,

H LS A XAV — v DB
FH LWL — L BB T AICIZ IROFIEEZFEITLET,

1.

2.

3.

7.

[% 2 (Administration)] > [# v & —/L—/1 (Message Rules)] DJEIZER L £1,
[/3A /25347 (Bypass Analysis)] Z 38R L £ 9,

[FEL—L DB (Add New Rule) ] RZ > %227 U v 7 LE1,

A= VA EER L E T, & — MZIEER OLARTBAMLE T,
CAERT DN E A T [T 47T A M (Phish Test)] £7213 [E %= U 7 4 A—/LiR v 7 Z (Security Mailbox) ]

DTN HEIR L T,

[ 74 v 77 A2 K (Phish Test) ] v — /L DEEIX EES A 7% [EEHEDOET A —/LT KL Z(Sender Email

Addresses)] £7-1% [EE&F D K 2 A1  (Sender Domains) |.[ZE# ® IP 7 KL 2 (IPv4) (Sender IP Addresses
(IPv4)).[3%1E# @ IP 7 K L 2 (CIDR) (Sender IP Addresses (CIDR))] DWW H@BIR L E . RIC, a0+ T
PloCTHHEHZANDLET,

[EX=2 VT 4 A=K v 7 A (Security Mailbox) ] L —/VOBHIX ZEHEOETFA—ALT RLAZa < TRE->TA
HLET,

[EE(Submit)] 27 U v 7 LT IL—LVOEREKRT LET,

=N A NMZBEBMENET  EENEHIND ETITHKT 20 50058550560 £9°,

T A MNCASA RAGH N — N Z VR L2813 Wag5 1 2 B 7o DIl B e W3Rl L 72 lc v — L & R 5 44
BRHY ET,
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Ayt —T—

JL— L DR

JL— )L DR
Mt T & D DITARN RN —NDH T BAIZRET DITIT RO FIRZ FITLET,
1. [ B (Administration)] > [ # v & —/L—/L (Message Rules)] DIEIZEEHR L £ 3,
2. WETDN—NDE A THRIRLET,
3. [7 7 v 3 v (Action) ] BT RET DL — L ORICH HIET A 20227 ) v 7 LET,
4. VBRI E LT o725 [ DORAFE (Save Changes)] #7 U v 7 L,
=V NEH SNET AT SN D E TITRKT 20 9005560350 £7,

L=V DA I E T IR
BEFF DN — N A E 7T NS DI RO FIRZ T L ET,
1. [ ¥ (Administration)] > [ # v & —/L—/L (Message Rules)] DJEIZEIR L £,
2. BRVETIZED T HN—NDX A TEEINLET,
3. [77 3 av(Action)] FIT . AF—Z AL ETFTAL—NLOMICHAIENEITEN T A 25270 v 7 LET,
N—NVDAT—=ZAPEHFINET LEEPEHINDETITHKT 20 500056000 £7.

JL— L D HI|
=V ERIRT 2121 KO FIRCENE T,
1. [/ 2 (Administration)] > [ # » & — Y /L—/L (Message Rules)] DJEIZER L F 9,
2. HIBRT DN — DX A T HBIRLET,
3. [7 7 < a3 (Actions)] #I T HIRT HL—AORICHDEIGT A a2 2 v 7 LET,
=V HIR S UE T,

Microsoft #Fr] U A b & L7215 EE

Cisco Secure Email Threat Defense %, A/X A B LT LA A —)L X v E—IZB LT, Microsoft 365 O A/X LT ¢ LK FF
AU A MIBIMENTZEEEE RAL U EZZFANET MS 0] U A MIVEZEOHESY 4 v v Z7HECIRER S E
B Ao FEMC DUV T IE. [Cisco Secure Email Threat Defense FAQ: Secure Email Threat Defense and Microsoft 365/ % % &
LTLIE&EN,

fEx DaL—PF =R A= LRy 7 ANOFFRI Y A NEFRETHZ EEMBEPTFT L TOWARW T RHFEDA v E— VR —
P—DFFF Y A MZEEN DA Microsoft #F 7] U A k3 Cisco Secure Email Threat Defense T IZ@H S5 Z Liddh
Y £+ A, Cisco Secure Email Threat Defense TZh 6 DFE X HWMAT HHA L. [HR Y 2 —(Policy)] =D [A_ L FE =
X7 LA A—/L &fE & 7= Microsoft Safe Sender X~ — 2 Z{&718 L 72\ (Do not remediate Microsoft Safe Sender
messages with Spam or Graymail verdicts) ]| = v 7/ Ry 7 A& A2 LET,Safe Sender 7 T I ANRLLE T LA A—
JIVOHETITHEASNEI N EELE 74 vV TOHETITEASINETADEND ARAERITT LA A— L EHES
117z Safe Sender X v E—UIHMEEESNE R A,
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e
CISCO.

Cisco XDR

Cisco XDR X, v 2 a2 )57 WL Z2HE 77 v b7 +— 528 L £ 9, Secure Email Threat Defense i, Cisco
XDR 5 XU Cisco XDR UV AR A EINTWET,

B XDRZWHHATHE. ZDOMDYZAadtX= )T 4 BENSDT —F & —#41C Secure Email Threat Defense D15k %
FERL. .77 v a v b2 FTTXFET,

B XDRUARVZFHEHTDE v Aa0EF2 ) T REMEBE LY T —AT v 72T 7 BA LY AT =T
ERELIZD AT FERRLIZY TEET,

IO RF Ay MIERHEN TV XDR OFEMIC SV T, Cisco XDR O~ == 7 /L
(https://docs.xdr.security.cisco.com/) # &M L T 72 &0,

XDR

Secure Email Threat Defense (213, Cisco XDR # v v 2/ R— R CRRTEDIRDA A NABH Y 7,

B [56%5] 2 v — (Messages by direction) : BT A —/V b T 7 4 v 7 OEFHPSELRNCERINE T, BT A —VIL,
[2%413 (Outgoing) 1. [N B (Internal) 1. 35 & O} [321E (Incoming) ] (2431 SV £ ¥,

B [ZBE(Threats)]:BEC.FEIk. 7 4 v LV 7  FTFEEOH B LHIESNTEA vE—V DR F v T v ay hREREH
ij‘o

B [AA(Spam): AL LHESNTA v =V DR T vV ay FRFRRINET,
B [V A A= (Graymail)]: 7 LA A=V EHESNIZA v E—VDR Ty T vay MRRRINET,

XDR # v & 2 R — FOZEMIZ DTk, Cisco XDR @~ = = 7 /L (https://docs.xdr.security.cisco.com/) &R L TL 72
YN

@ Cisco XDR D7 Secure Email Threat Defense

Secure Email Threat Defense @ Cisco XDR % 789 % (21X, Cisco XDR 7 71 v > k% FiH Cisco XDR fHfikD—B & 72
DHMENRD Y F 9, 52T, Cisco XDR O~ = = 7 /L (https://docs.xdr.security.cisco.com/) Z &M L TL 72 &0,

£ :Secure Email Threat Defense 7 7 7 o b, —EIZ 1 ©® Cisco XDR #ifk & OAMAETEET,

Secure Email Threat Defense O3 v kU — 7 {83 88 L OVE B = — % —1%, Secure Email Threat Defense - > A & > A
AT 1Z Cisco XDR &Y a2 — LA AR TEXE T,

1. [ ¥ (Administration)] > [ % (Business) ] DIEIZ&ER L £ 9,

2. [#1#5% & (Preferences)] > [Extended Detection and Response] C.[XDR #t & ® 7%z (Authorize XDR Integration)] %
7w LET,

3. KB —&ET LET,
XDR BREDP LN LT2 2 & 2m T A" F—RNFRshET,

Cisco Systems, Inc. WWW.cisco.com
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Cisco XDR

XDR U AR

XDR # v ¥ = 78— RIZ Secure Email Threat Defense % A )V EZBIITE 5 X 912720 £ LTz, TDOFEITHIEICOWTIEL,
Cisco XDR ®»~ = = 7 )\ (https://docs.xdr.security.cisco.com/Content/Control-Center/configure-dashboards.htm) % %
LT 7ZE0,

@ XDR A ZBOHELY ¥4 L Secure Email Threat Defense

H A= R—FHEFZIIEFHEE 2~ =N Z DX R 7 &7 TE 9, Secure Email Threat Defense f > A % > A [aliF I
XDR # AR L 1m2—P—TRLTHLI DX AT ZFITTEET,

XDR OA&GRZI Y M IIX RO FNEIZEVE T,
1. [% 22 (Administration)] > [£' " A (Business) ] ®IEIZEIR L £ 7,

2. [#1H#17% € (Preferences)] > [Extended Detection and Response] . [7&#2 % H ¥ 749~ (Revoke Authorization)] 227 V »
7 LET,

XDR BRENEFICEF INIZZ L E2RTAAF—0NFRENET,

XDR U AR

XDR U AR ANIAR—=T O FEBICHEE S TR Y, 2 BB N T Secure Email Threat Defense & DD A adtF =)
T M EBE L C %{%ﬁéhi‘f F_CT D Secure Email Threat Defense == — % —{Z XDR U R O H A KR TE F
T UORVEFERLTC Y 220tXa )5y 77V r—2arMEBEILIEY Fr—AXA T v 72T 78A LY A7 HF—
NRINERB LD AT b eFoRLED LET,

XDR VU R > OFEAMIZ DUV T, Cisco XDR D~ == 7 b
(https://docs.xdr.security.cisco.com/Content/Ribbon/ribbon.htm) Z & L T 72 &0,
ERy PA=a2—

VR Z7KiR4 5 & Secure Email Threat Defense ® A v —Y LAR— FNICXDR ARy M A==z—2BMENET, 2
BOA=a—X ALY A aDtEX2 V7 A /RIS T EF T =TT 2BMERICT 7 X T 5720
DHR 720 F9,

4 &

Investigate in Threat Response
Create Judgement

Email Threat Defense
| [4 Search for messages

(® Quarantine sent messages

[Al#%1Z . Cisco Secure Email Threat Defense & XDR Ot &HIC L D . ARy b A== —%fEf LT XDR » 5 Cisco Secure
Email Threat Defense |27 7t A CX£7, AR v b TEHBMUXEIIKRD LB TT,

B [ETFA—/L7 KL 2 (Email Address)]

B [T A—1RAvE— ID(Email Message ID)]
B [ET A — L OH4 (Email Subject)]

B [7 7 A /L4 (File Name)]

B [%[5% IP(Sender IP)]

B [SHA 256 (SHA 256)]

® [URL(URL)]
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Cisco XDR

XDR U AR

ERy hA=2—%2 ML TCIROBIEZFEITLET:

B FEOBERARER A v — /%t Ay hAma—0LEERMLET, ZOFIETRBESNTZT A 7 51X, XDR 1%
LT, E£7201E XDR 22— —Z & » CTFHE TIEE Sz Z & % Cisco Secure Email Threat Defense Trr L £77,

- B Ry FA=a2—5b0MEHEEHT 100 A v —UFTIZHIR SN TOVET,
B Cisco Secure Email Threat Defense TR & BH L £,

XDR DEAR Y b A =2 —DFHIZHOWTITXDR D~ ==7 /b
(https://docs.securex.security.cisco.com/SecureX-Help/Content/pivot-menus.html) Z & L T 72 & W

XDR VU 7R > DA

XDR VAR (F =P — L~ UL CHAREINET, VRN EIE [=—F —i%E (User Preferences)] A == —025 Y R &K
WTEET,

H: VR ZARBTHANCXDR T I b7 77 4 7T HHERH Y £3, 21T 5 I1IZ1E, D Cisco XDR D7&GE
Secure Email Threat Defense (55 ~X— ) DIF/RIZHE D > DT Y =2 —/L % XDR IZHE LET,

XDR U AR N7 B DGR
UARY N XDR U AR KGR B3 RO FIRZ FAT L E T,
1. XDR U 7T [XDR O HufF(Get XDR)] 227 U v 7 LE ¥,

2. [TV r—v a7 7 ADOF A (Grant Application Access)] %4 7 1 7 ¢, [Secure Email Threat Defense VU /R %
758 (Authorize Secure Email Threat Defense Ribbon)] #7 U v 7 L%,

XDR UAR U DERBEINE L2 XDR BRENEEFICEHT INZZ L 2RI ANFT—NERINET,
Secure Email Threat Defense @ = —% —fREN H DIKFR
[ —¥—5% & (User Settings)] A == —72v5 XDR U R & 7&GRT BITIE RO FIEEFATLET,
[—Y—Usen (77 4 —1LT A a)> [2—P—&E (User Settings)] IR L £,

2. [#1#13¢E (Preferences)] > [XDR U A3 >~ (XDR Ribbon)] T.[XDR V A > @ 7&F¥ (Authorize XDR Ribbon)] 22 U » 7 L
7,

3. [T 7V r—v a7 7w A0 (Grant Application Access)] # A 7 1 /¢, [Cisco Secure Email Threat Defense V
R o % 7478 (Authorize Cisco Secure Email Threat Defense)] %27 U v 7 L7,

XDR VAR HAGE S FUE L7, XDR BEN WCHEF SN Z LT A\ T =R an%d,

XDR U AR DAGDOEY E L
XDR U AR NI —P— L~ THEREINE T, VR NE-IT [2—P —%E (User Preferences)] A == — 0 H&REED
S i N/ G- = S IR

XDR U RN OIEFE DI 1H
YRS XDR VAR DR Z IR HTIIZ ROFIEEZFITLET,
1. XDR VU 7R T [3%E (Settings) ] > [7&#2 (Authorization) ] > [E ¥ 74 L (Revoke)] Z iR L £,
2. [lY{E L (Revoke)] &1 7 7T [#es (Confirm)] 227 UV v 7 LET,
XDR U 7R %% Secure Email Threat Defense = —4#—7 7 0 o Mk L CTERRBENRL 2D F Lz,

57


https://docs.xdr.security.cisco.com/Content/pivot-menu.htm

Cisco XDR

XDR U AR

Secure Email Threat Defense O —H —REN S OEKFROE Y IHE L
[=——5%E (User Settings)] A ==—»5 XDR U R OARERD M IITIT ROFNEEFEATLET,

1. [2—¥—Usen (T v 7 4 —1LT A 2)> [2—P—5%E (User Settings)] IR L £,
2. [#1113% € (Preferences)] > [XDR U 7R > (XDR Ribbon)] T. [/&# 4 H v 1% (Revoke Authorization)] %22 V v 7 L£7,

XDR V 7R 7Y Secure Email Threat Defense . —%—7 h 7 o MIx L CTERENR L 2D £ L7, XDR BRENIERIZHHT
SN EERT AN —RNERINET,
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e
CISCO.

AP

Cisco Secure Email Threat Defense APl # i 9 2% &\ ZRTAFr—F TN FIETT O T T ANLT —HZT 72 A LT
T2 ENTEET MOV TIXLAPI K = A > b https://developer.cisco.com/docs/message-search-api/ %
ZRLTLIEEN,
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e
CISCO.

Secure Email Threat Defense O #Egh{L,

A v — DX 75 : Microsoft 365

A — T DOFEE T Microsoft D412 Cisco Secure Email Threat Defense Z#E7 7 7 ¢ 74kt BI21E, EIZKRD 2 DD
HATNRHY 9,

B Microsoft 365 & ¥+ . #Z —7 5 Cisco Secure Email Threat Defense v —JF /L VU ZHIR4 5

B Microsoft Azure 57> k»>5 Cisco Secure Email Threat Defense 77V 7 —=3 3 U 2 HIBT 5

Cisco Secure Email Threat Defense ¥ ¥ — /L L— LD HIIEE
Cisco Secure Email Threat Defense ¥ v —7 /L /L — /L DOHIE 1%
1. Microsoft 365 & # > % — (https://admin.microsoft.com/AdminPortal/Home#/homepage) (2B & L 9,

2. [E#+¥ % — (Admin centers)] > [2 7 F 4 7 > A (Compliance)] > [T — % T A 7% A 7 /LEH (Data lifecycle
management)] > [Exchange (1 %+ —) (Exchange (legacy))] > [ ¥ —F /L /L —/v (Journal rules) ] DJEIZFEE L £,

3. Cisco Secure Email Threat Defense ¥+ — 7 /L)L — L %2 3&R L C [HIkk (Delete)] 227 U v 7 LE 4, [I1ZV > (Yes)] %32
WL . Vr—F W — L %2HIRT5Z L 2R LET,

Azure 7> ® Cisco Secure Email Threat Defense 7 7 U 7 —3 = > O YR
Azure 7> Cisco Secure Email Threat Defense 7 7° U 77— 3 » 2Bl % 715

1. portal.azure.com (ZB&E L 9,
2. [z #—TF 4 X7 7V r—3 3 (Enterprise applications)] % RO TER L £,
fE:Azure THWE 2—Z A L TWAIEE. ZHIET Y OBREGLEFFIIND Z 0835 Y £,

3. Cisco Secure Email Threat Defense % 7-/1 Cisco Secure Email Threat Defense GiH IV EH) 77U r— 3 v
RO CTEIRLET,

4, £ DA T [Fu T ¢ (Properties) |25 4R L £,

5. [HIEk (Delete) | R& > %27 U 27 LTH»H [1FV(Yes)] #3841 L. Secure Email Threat Defense 7 7'V #HIr4 25 Z &
EHERLET,
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