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Cisco Secure Email Cloud Mailbox # EFEICHREL THEATH-ODEHIFRDEEY TT,
B USOFR ARy IR EBAL.VILALA-LEREL TV,
B ROVWTIhIDT SOYDHRFN—DavEFERLTLS,
— Google Chrome
— Microsoft Edge
— Mozilla Firefox
B S O—/\LEBEERE D Microsoft 365 7 AV b (REM).

B EEFEELY v —FILLKR—F £2{ETE % Microsoft 365 RENDEF A —LT7 KL RAEZHAL TR ERASNIE
FA-LTRLRARS v —F YT ENEFAITIF A—LRY IR ORHHRET BT FLRAEFERALGZLNTL
EEL,

Cisco Systems, Inc. WWW.cisco.com

9



£35S

10



e
CISCO.

N —_ e |
~ -
ESRADERTE
D59 R A= IRY IR ECRREZRET BICIE. ROFIEEETLET XOFIBIF . BEHOR—D)EHEE-LTWNS I &
ZRMHRELTLET,

1.

DRANLDVTIVHALA—IVDERIZHE DT THIUFEHRELET,

959K A—)LiRy U X Cisco SecureX A oAU ZEFERAL T1—FRIAEZEEL £J .SecureX #1242 DEMIC
DUV T, https://cisco.com/go/securesignon S8 L T < 72 &L\ BE#FD SecureX Threat Response. Cisco Secure
Malware Analytics (IH Threat Grid) . & =1 Cisco Secure Endpoint(I3 AMP) D 8 &+ MTEHEENIL T v ILT
A4V LTLKESVW BEDI—YTHEVGEIX.FHLL SecureX YA VAT HIOU R EERTEHELS5I2RH S
niTO

Z . T.[Welcome to Cisco Cloud Mailbox Defense] R—J (7 O EATEET,
Welcome to Cisco Cloud Mailbox Defense

o Select Permission Mode 2 | Set Up Journaling
e Audit
Visibility only, no remediation
Read-only permissions will be requested from Microsoft 365

) Audit with Enforcement
nd on-demand or automated remediation

. [Permission Mode] #:&iRL £9,

[Permission Mode] X @A TE 5BERY >—ND 42 (4 TEEZEL FJ . [Permission Mode] [ZIZRD 2 DDA T 3>
n"HYET,

-  [Audit]: eIfREDHF F AT L AEEILHAI L A A E Y ERMERH Microsoft 365 ML EBERENET,

—  [Audit with Enforcement]: AIfRH# . B & VAV TFIY R EEZHBOBE EHL WL A v E—S OB E - LEIR)
MAERET I A Y /ZEEAAHMERED Microsoft 365 Mo EREIhET,

£ :[Audit with Enforcement] Z:#{R L f15& & R 1) & —8&5E (15 R—) T [Automated Remediation] 4 > [ZF
BRENHYFET T RTORIBEF A —ILICEENEEZERAT S IZ[X.[Apply auto-remediation to domains not
in the domain list] k7' JL%& [On] IZEREL £T,
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ESHAD

=1 —]

X JE

3.

4.

Microsoft 365 [C#Ef L E£ T,
a. [Connect to Microsoft 365] %2 ) w4 LET,

b. $§RIZHE > T.Microsoft 365 7ho > b IZAY 42 L ETF Microsoft 365 TO v —F VT EHRETHICIE.CD
FTHOY M A—NILVEBEERSMDETT  COTHIVME VTR A=Ky IR CTREFEIIFERASL
FRACNODERMNBELERIZ DL TIX.Cisco Secure Email Cloud Mailbox @ FAQT Cloud Mailbox % E%%E
9 % =812 Microsoft 365 V' O—/\LEBEERISVHERZ DI E TT H, (Why are Microsoft 365 Global Admin
rights required to set up Cloud Mailbox?) ] 2B L T &Ly,

c. [H&&B(Accept)]%& %Y v L T.CloudMailbox 7T 7r—2 3 v DERERBLET VTV A—ILKRY IR D
BER—DICUFALIRENFET,

Cisco Secure Email Gateway(SEG) Z{#fH L TL % 1—H—DIHA :Microsoft 365 [Ca R 4 ZEBMLET .

2 v —FJLH Cisco Secure Email Gateway ##EH9 5 Z &4 < .Microsoft 365 A5 Cloud Mailbox IZEEZIE SN S
& 5129 BIZ(E. Microsoft 365 [CEEIRV A EBMTEILERBEOLET ARV AET v —FIILERET S0
BT 2RENHYET,

Microsoft 365 Exchange BBt > 2—Mmni5 [ Y 2 DEM(AID a connctor)] 7 4 H—F DRDFBEZEFEAL THL
WaIRIE2EERLET,

—  [#&#&5T (Connection from)]: Office 365
—  [#E#%5% (Connection t0)]: 78— k +—#A#

— [3a%x% %% (Connector name)]:Cisco Secure Email Cloud Mailbox ~D7 ™ /3> K ([A 2123 % (Turn it
on)] Fx v IRy I XEER)

- [axY420EMH (Use of connector) |: BEF A—IL Ay E—UMNINEDE AL VIZREESNDIGEDH
(mail.cmd.cisco.com Z3&0)

- [W—F 125 Routing): A=k F—DF A A VICEHERTFONI-MX LO—F ZEA

= [EF2 YT 1 DHIR (Security restrictions) ]: I Z RET S -OIC EICEETE HRIAR/(CA) ITK > THITS
h=bS U RR—rBEF2)T 4 (TLS)#FAL FTI HE),

- [BREEADEF A—/L(Validationemail)]: 7 57 F A—LKY Y X DFRER—SDO vy —FILTFL X,
FEREMNSET L =5 [Cloud Mailbox 7R 1) & — (Cloud Mailbox Policy)] R—< T Cisco Secure Email Gateway (SEG)

DEAEETTVELNHY FTH4MICODVTES— b Iz ZFRAL TVBIGEORY D—F/E(7 R—=D)2SHBL
TLEEL,

. Microsoft 365 T ¥—F+ VT #HELET,

OS5 RA—RY DR 2O v—FILEEIET B &SI Microsoft 365 2 BETAIMBENHY FT . NETIZIL.
Sr—FIILIL—ILEEBMLET,

FE v —FINIL—ILEBRETDETCIZUTORA—NWRY IR NV I IV RADT—2 70— BFEVEST. T
THIWNED VSO R A=Ky IR R O—FRENMBERINET O —FILIL—ILEFHIZL THDS 10 ~ 60 7LA
2.3V Y—NIZT—EANRRTINET,

sF:&/IME® Cisco Secure Malware Analytics (I8 Threat Grid) 7 A9 > FBAER SN . DT IL AL A—ILDANEEET 5
LWZAHDY MNEBEDRILI T 7HH/Threat Grid 7HHI Y MZU VI ENTVWERBAITIREA—ILRY IR %
BRETDE=OIZIILD T HM/Threat Grid 7HDO U FTRELRTHLavIiEHY EFEA,

a. IR A—ILRY IR DBRER—CHS . Cvy—FILTFRLRZIE—LETETIOTOELREEEYET
ENH H5EI1L.[EE (Administration) ] R—S TO v —FIL TR L REHREIT S EELTEET,

b. Microsoft 365 &+t > 2 — (https://admin.microsoft.com/AdminPortal/Home#/homepage) IZ# &L £3 .

EINSDOFIBIX.HEED Exchange BBtV A —2FAL TWA I EZRHRELTLET,
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ESRRADEE

c. [BEt>H—]>[Exchange]l>[aVTSAT7UAREE]>[Ory—FIIL—IL] DIBIZEELZET,

d. [Send undeliverable journal reports to] 7 «+ —JL K IZ Exchange DZ{EEZEBMLET FRHESNDZEFA—ILTFF
LRES v —F YT ENFEHAITVRA—NLRY IR OAHREETETRELRAZFEALBEVTLLIEZSLY,
CHOEMTHEATIZEBENVNVEWNESIL. ZEELERTILELHYET,

e. [+]RA22E#HV Yy I LT HLLWS Y—FILIL—ILEERLET,

f. 959 FRA—ILERY IR BER—TUHhHAE—LEDY—FILTRELRZ [Pvy—FILLER—F DiEES (Send
journal reports to)] 7 4 —JLF IZBEY fFIFFET,

g. [Name] 7 4+ —JLFIZCisco 95O R A—=JLIRYHR EAALET,

h. [If the message is sent to or received from] K O F & H 5 [Apply to All Messages] ZEIRL £7 .

i. [Journal the following messages] K Oy 7Aoo @YHEA T a v #BIRLET,

- DT I9RA=NLRY IR DEEHDBEX.[TRTDH A v t—T (Al messages)] #:EIRL TS,

—  CES Internal Mailbox Defense (IMD) D £ &4 D154 (. [Internal messages only] Z:#IRL T &Ly,

i- [R%ESave)l 20Uy LET,

6. TIR A=Ky I X DRER—TIZEY F£9 ,[enable policy enforcement] #91) v 9 LET,

E S —FILIL—LEBHIZLTHD 10~ 60 DUAIZIV Y —ILIZTTF—ERKREFTENZFT . T2 FEEMNS D vy—F
YOO HERICEMCHEIZETDOINFT ¥y T ORBESIZ, Microsoft 365 MO EEREA Y E—SLIR—F2RET S
BENBYET . NoDA Y-V RTLMENTETIT HEEFEILELET,
RYD—BEOHRELEERITOVTIE RYD—EE (5 R—D)ESHBL TSV [BEE LT (Audit with
Enforcement)] E— K %:&IR L =B &3 [ B ENEE (Automated Remediation)] X E 2 HET I2LERHYETT . ITRTORN

HEFA—ILICEIEEZBERT BICIX[F AADYRRIHEWER A4V ICEEMEE ZERI 5 (Apply auto-remediation
to domain not in domain list) | AV ICBRE SN TR Z EEZRRALET,

FASDAR—F

FALDEAVR—FLTHEDF AMVICBEBEZERTE S & 5I2LFJ Cloud Mailbox (£.[F 4121 R+
LK A A VIZBEMSE @AY % (Apply auto-remediation to domains not in the domain list)] R v 2 WA 2 A T HIz
EOTHLLAVR—FPENERAMVERLDIFETRELEY,

B [RASDYRMZHWER ALV ICEBEEEEERT 5 (Apply auto-remediation to domains not in the domain list) ] A%
FUICHEH2>TVWEHE A VR— b ENBTRTOFLLER AV IZEBEENERINET,

B [FAASDYRMZIBRWKR AL VIZBEEEZERT 5 (Apply auto-remediation to domains not in the domain list)] A3
T II2H>TVBIEE AV R— b SNBFHLLWKR AV ICESBEETERINEE A,

TIAIETIE[RACDYRMZHEWR AL IZBENEEZFEAT 5 (Apply auto-remediation to domains not in the
domain list)] &4 72> TLWET,
FEIMR—F
FASVEFETAUR—FTBICIE ROFIBEERITLET(EDRREZ Y Ty TT5EETHRE):
1. [Settings](BE7 14 3 >) > [Policy] [C#8&1L £,

2. [ oR—k &K A4 DEH (Update Imported Domains) | R22 &9 v L K ALV E 959K A—)L
Ry IR IZAVR—FLET,

3. BN AV DBIZHBIF TV IRV IV REFALT. EDOF AV OBEBEEREELRELES,
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ESRRADEE

4, Fr=[F ALY RARZRHWR A VICEENEE Z R % (Apply auto-remediation to domains not in the domain
lisH] A ICL CT.EEMEEN TR TOREBA—IIL LB THIFMICA U HR—FSNEF A VICERSINSLSI12T 5
CELBEOLET,

5. [Save and Apply] #2 )y o LET,

BE A4 R— b
JRARERHIZTBAEDIT K AAUIE 24 BRI EICABMICA Y R—ENET,
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o N - r——

I) S, =L
/ | A g ax B
[E%5E (Settings) |(TE 7 4 a2 )> [R 1) & —(Policy)] R—L D& EIZ & o T.Cisco Secure Email Cloud Mailbox 1Z& %

A—ILOREBHENRFYET ECRADBRE(NM R—D)DFIETIE. T IAHI R ENEREINET REELEET SIS
IX.ZE %17 [Save and Applyl R B2 E Sy o LET,

1 R O—8&E

B®E B7L rT7Fay TIHILE

Permission Mode BATEABEAR)S—0 | B [Audit]: AIEEOHEHTLME | ESRADEERITERLET,
BA4TEEERLET, BEHTLFRARARYE

FA+EBR A Microsoft 365 M5 &
RKEnFET,

[Audit] ZZIRL F=HE(E.
[Attachment Analysis] & & U
[Message Analysis] D HR% D
HEBRETILENHYET,
ZOMDRY P —RFEIL@ER S
nNEA,

[Permission Mode] #ZE ¥ %
& .Microsoft 365 #ER#H%
ETBLES5CUEALI RSN
ESC 2
Cr—FUIITEERETDHELS
[CHERESNZBEIHYET.T
TIZOy—F U TEHRELT
WBIBEIX.COFIEEZEKRTE
7,

B [Audit with Enforcement]: 7] | ;¥ :[Bf& & 1T (Audit with
HE.BLUAU T RES | Enforcement)] E— K ZERL
ITEBDBEEEDL LAY =& & & . [BEER (Automated
—C OBEE-ILEIR) AT | Remediation)] DR E LR
BETT RAHMY/ETAHIER | 2DELNHYETS,
A Microsoft 365 ML ER S
i_;_o
Cisco Secure Email Cisco Secure Email B [A3BIRENTOELA(SEG | [A3BIRENTILVERA (SEG
Gateway (SEG) Gateway (SEG) DA (L. I8 Y £ A) (Nothing %% Y £+ A) (Nothing
Cloud Mailbox A#E{EH selected (No SEG))] selected (No SEG)) ]
IP Z#AT DAEIZEE . ) .
LET, B [SEG A% Y FJ (SEGis COBRENAENCHESETICR
present)] KTERINBIELHYZET,
— [CiscoSEG DT 74/t | E#MIZODWTIE.S—boz A
Ny S —#=FRT 5 (Use EHERALTLWBIGEDKRY o —
Cisco SEG default HFN7TR=D)ESBLTLE
header)] =LY,
(X-IronPort-RemotelP),
- [SEGOHRBALAYHE—
#{# 9 % (Use Custom
SEG header) RT3
ANYF—FBMTEHLEN
HYET,
Message Analysis BHMICHTSND Ay E— | B EE F+RT
COAEM,
B RE
m R

Cisco Systems, Inc.

WWW.Cisco.com
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R O—ERE

x1 R —REE (K F)
BE B7L T7vay TIAILE
Attachment Analysis | Cisco Secure Malware m EE H{E
Analytics (LART® Cisco _
Threat Grid) 2k > T4 | B HiE
SINBA—ILDRTFT7A
R

LD AR,

Remediation Actions

BEEOHD. 7149V,
AN F=IFT LA A—

WAV TIUOYEEL I &
HAHBEALE=AYvE—CDE
‘,gF7oYay,

B [[E&IZFE (Move to
Quarantine) ]

B [Move to Trash]
B [Move to Junk]

B [No Action]

E:EIEET K L XA Exchange O
FEEFHAY X MZIELTWSE
E.F =T Ay E— B Microsoft
365 [C&k-TI TIZEESLTLS
BEBETIVaVIERILE
‘A,

B EENHD:[REHICHEE
(Move to Quarantine)]

B Dol Y IR
(Move to Quarantine)]

B [Spam] - [Move to Junk]

B [Graymail] - [No Action]

[R&7%%({EE (Safe ZORYIADTF VI | BIRERLIGEIRER *2
Sender)] TWBBE . R/INLF=X
JLAA=)LESIESHT
REREEFAYE—
(Microsoft ®< ¥ —F+JL
ANYF—IZATF11) 1X1E
BEInEtHA.
Automated Remediation
Domain-specific REDKR A VICEBEEER | BIRELISRIRER BIRFERR (B & M 1T (Audit

auto-remediation

EZEALET,

with Enforcement)] €E—F ##
VIZTEBEIE.Fzv IRy Y
REFVIZEELHEDR A A
VICEFEENERAIND &S
IZLFET,

Apply
auto-remediation to
domains not in the
domain list above

R AAHBERIICZY X+
ZEFENTWEWMGEIZHE
Aanhzxzd. 2L HL
LYK A A > HY Microsoft
365 7hor kIZEMEH
TWBN . VT F A—=)L
Ry HORIZAVR—+rEh
TWHWNEERETT,

BRFILRIRMER

BIRMERR[BEE & 1T (Audit
with Enforcement)] €E— K %%
VITTBGEEIX.CDOF VY
Ry OREAVIZEREL.TRT
DRAEPEF »—ILIZBEHMEEHN
BARAINDLSIZLET,
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R O—ERE

Bk A EHEALTVRBEORY S —BE

CiSCOE A=)l X1 UT 4 FTSATVRFELIIAMDT — b I EZEBEL TLWABEFX.ROKR) P —REDFER%E
RETLTLEELY,

*®2 T—b 1A THEIhERYO—HRE

REA LRI N HER
Cisco Secure Email Gateway (SEG) [SEG n'& Y =3 (SEG is present) | ANV H —ZRRELET
Message Analysis [Outgoing] & [Internal]
Attachment Analysis L
Remediation Actions B EENDHS:[FREEICFHEH (Move to Quarantine)]
B Doyl Y [fREEtIZFE (Move to Quarantine)]
B [Spam] - [Move to Junk]

Cisco Secure Email Gateway (SEG)h\$% Y . Z{ES ¥+ —FJL T SEG OHB A FEATE 3~y 4 —%RK9 Z & T.Cloud
Mailbox TAYE—CDEDREEERETEDLIICTHIENEETT . CORELXTHHRLE.SEG MhoEESINT
RTDAYE—OHRREIN EBRESFEET HATREMELHY FT,

Cisco Secure Email Cloud Gateway (|8 CES) % 1=1& Cisco Secure Email Gateway ([H ESA) D~y & —DER E - XREIC
DL TIE.

https://docs.ces.cisco.com/docs/configuring-asyncos-message-filter-to-add-sender-ip-header-for-cloud-mailbox
TSRL TS,

F=. O ¥ —F LD Microsoft 365 Bis VT IR A—ILRY VR ICEEBEESNBZ LS. TTSATURENAINRT S

CEEHBLET NANRTBICFH.EDCRADHKE(11 R—) THESIN TS & 52 Microsoft 365 [CaR 7 4% 1B
mLEI,

CES IMD O E&E#kREITDR!Y) o —E&TE

CES Internal Mailbox Defense (IMD) D EEH#DIFE R O —REITBED V59K A—ILRy IR ZFERALTWSI5E
LIFETFELRYET,

B [AvE—T 9 (Message Analysis)] (& [RER (Internal) ] ITERE S [R 1) & —(Policy) ] R—JZIERTENFE A

m  [Attachment Analysis] [&.[Enabled] & 7=[& [Disabled] [CERE TEF 3. - N % [Enabled] ICRET S & . NEARTT 7
AIUDBRFY U ENFET,

B HOIRTORY S—REF FDEIL a2 THRALEZEEY T,
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Ay t—
[Avt— (Messages)] R—VICIE AV E—V LRRBRILIRTEIN . BEOWREMEZARDIENTEET I R—TH

FUBK100 D A v E—CHERRTEET,

Oy TE I AZa1—%FAL TRECHFGEE 24 B B% 7 BE.BE 30 B DT —2 & RRT HM.i#% 90 H
FORENH B . F-EHR Y LEHBRERELET,

Last 24 hours ~ | Start: May 2, 2022 5:51 PM MDT End: May 3, 2022 5:51 PM MDT
Last 24 hours +

Latest results as of: May 03 2022 05:51 PM MDT | o> |
m & Direction
Eitom dsen 3fb92976-b329-4129-a4e8-419... b & m

BREIA—ILFEFEALT.XFIEHRELEZY NV 2P URL HEDEBTHIEZEERELET,
Messages |Q. Search for a URL, subject line, recipient, IP... |

[BRFED#HK Y AH (Refine Search)] 7 4 LANRIILEFHAL TREERYAAFTT - EZAEBEDEXEENLEEINT
FTARTDA—ILBEDHEDA—IL AT 7ALOY U IODBHEA—IL . F=IERBRA—ILICBE SN A—ILERRT
=FET,

1. XENZIV 9 I LT T4 L ENRRILERRELET,

-]

Cisco Systems, Inc. =~ www.cisco.com
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Ayt—o

’y

L

BIRETO[ApplY] 20 v I LFETDHCEDL 1 DDHEEBIRTILENH D EITEEL TLFEEL,

Refine Search &

Verdict

@ Malicious
Phishing
Spam

= Graymail

& Neutral

S ss8s8@|

Mo Verdicts

Last Action

(<}

) Move to Junk

1fif Move to Trash

<]

L4 Move to Inbax

(< <]

A Move to Quarantine

@ Delete

(<]

Mo Actions

(<]

Message Rules
+ Allow List

+ Verdict Override

~ Bypass Analysis
No Rules

Indicators L]

\..'J

[» A ~|

Sender

| Search Sender |

Recipients
| Search Recipients |

Subject

| Search Subject |
Attachments & Links

[l Attachments

4 Links

Mone

Direction
B Incoming
Internal
B Mixed
B Outgoing

Cancel

TANEETIAHILMCUEY MIZIK [T 4ILE2D) £y + (Reset Filters) ]| K2V EFRALET,

20



Ayt—T

Messages R—L D7 A

o o~
Messages N—o D7 A
RDOFEIZ.[Messages] R— CTHERASINSGT7 AV EZTDEKRERLET,
&1 Messages R—C D7 AV

TAay

AR

B2l

&

o

Fyt—TITYIONEFEATY
FJ,

U

R FAIL

AytE—TUIZHEMNTTFAILNEEN
TWET

BENEE

Ayt—TUIE VSO R A=LRY D
R lzk-TEEEESNEL .

5

LhORRYT 4 TIEHIE

LEARRYG T4 TIHREIELIERS
NELELORRGT 4 THY

ElF. AvE—CHN ISHR A—)L
RY IR ICEH>TRIIZAF Y
hi=#%ISERIN-EDTT,

Al

AytE—UMNBESNIIER G
AR MS F#HEaY R FREFR
EREEBR)ICEOVTHAIINE
L/T:o

HEDA—N—5 A

HENHEDA—IN—F 4K Ay
=2 L—ILIZEDWNTH—N—5
1FEhFELT,

INAINROHT

INAIRADHFAvE—JIL—ILIZ K
YU A Y=o HENFERAT
Lz b—ILD A A T (REWTEIES
FEET4 9V U TFRARDEE
ShTWET,

—a—F3

Ayt—IUMR=a—+IFLELT
7_7 éh‘cb\ito

Spam

Ay tE—URFEFELIIEBESE
&> TRILELTR—HEN
FL 1=,

Tavivy

Ay tE—CIE FERFELITEEBE
[Z&-TT7awivbélLTY—Y
SNTHWET,

EEHY

Ayt—URR FHELFEBEE
[CE->TEEDHHLDELTY—
JENTVETY,

Graymail

Ayt—URT LA A—LELT

I—ENTWWET T A A—-IL
X X=5T42T. V= %L F =
Fovo Lt ENf-A—ILTT,
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Ayt—T

LEBARARGT 4 TIRHIE

O — ' s =
L bOARTG T 4 DIEHE
LEORRGFATHHEEF AVvE—CHN ISORA—ILRY IR [ZE2TRIIZAT VYO SINE-ROHDIEATAY
t—TICERASIA-3DTY,

IDSIRA=IARY IR DL FAARARG T 4 THHEFZ DL R aADEF 2T HREFIBFELRYET . V5TF

AR Y IR FAVSAVA—NTALYSTEHBYFBEAN AV E—CONERMERT T2 -ODETEDEREEERE
NhpYFETTalos DT 1 —7 URL G E  DFEMARVFLL IV TFUOYIVS VL FEARRITF o ITHREESEL
THEONETHEIN END EBELENET LEN>T ITIRA—LRY IR EIhLDHEFBREIZZTFIFL

F9,
LEORRITF 4 THHAFEIXRDESIZ [A—)L(Messages)] R—JTRENET .
Verdict Action Bl
Phishing Move to Trash
Phishing Move to Trash
Spam Move to Junk
Phishing Move to Trash

LEBARRGT 4 TRHEDEF A —ILBEA
LFARRY T A TEHEDEF A —IVEMEA U ERFEA TICTBICIF ROFIEEETLET,
1. [Settings] (B§E 7 4 2 >) > [Administration] > [Business] Z#iRL £7,
2. [Notification Email Address] T.[Send Notifications for Retrospect Verdicts] %2R E 1= I1LBIRABRL £I,

CDFIVIRYIRDAVDBE. LFORRIF AT UBHEDEF A —ILBMABHRAICIEESN-EF A—ILTF
LRICEESNEFT . ChODBHETIAI N THUIZHE>THET,

Ayt—UDFE
[Messages] R—S DBRFBEHERAD A v E—C2ABTHICEF[P] FTAAVEBIRLTAYE—C2ERL GEEE P,
Microsoft Ay t—C IDEMA 774N U OB EDEMERERLET,

Timeline
BEDAVE—CDARVINEIA LS AV ERTT BIZIE [More](#tD 3 DO K v k) > [Timeline] Z:&IRL FT,

Conversation *=™
ARV M BALSAVIZERDBEBRIRTINET,
B [Received]: A v E—UHZIESNEBAU. LU Ay E— DM
B [Verdict]: RSN iz¥IE BT B 1ER
B [7UL3v(Action)]: Ay =TI L TRITENET OV a3 VICET 515E#R

B [Avy+t—2)L—)L(Message Rule): ER S hf-)L—ILIZBET B 1EHK
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Ayt—T

A vtE—CDRE

B [JL—/L(Rule)]: BRI Ay E—IL—ILIZEET 51E%R

Events Timeline

Dec 102021 @ Received Incoming
03:06 PM From:

Reply To:
Receiving IP:
Sending IP:
X-Originating IP:
Total Recipients: 1
Total Attachments: 0
Total Links: 0

Dec 10 2021 Automatic
03:06 PM

Dec 102021 @ Rule: Allow List
03:06 PM SpamFrom
Criteria Type: Sender Email
Effective: Dec 02 2021 12:01 PM

Conversation(R—4#4)

FCOBWEBEIREER—FRTT . HE~ORYBARTHE=HO L O EENRET HFREEAH Y £ BAMDORERET
RDELYTY,

B BDOAYE—UHABENMGETH[+]RBEE I Y ITEETRRINZEFETT,

B KE/—FIFZ9EICHIREINATLNET,

HoNtE—2 3 0B a—TlE. AN E—2 a3 DR a—RFTEINET  HoNtE—2 a3 B a—2FALT.AUN
T3 AN AYE—CEEHL AL IO —2ZLICIBBELET . CNIX. BERORER LEBNTILET 52 %%
I 2DI/IBET,

[More] (#ftd 3 DD K v k) > [Conversation] Z#IRT D E BEDEFA—IWNLEBENYNH DAYy E—UHRTINET,

| Timeline

/R (ERTEYDSLIFBBLE Ay E—C&RLET[+] TAavE2I v I LTHYNNE—Ya 2D/ —FER
MIBENINE—2aVDRED Ay E—CEHBTEFT RBESNZ/—F X /—FOTIZRTEND AV E—D
TUYRIZEBMENET ./ —FEAV DR BERE RS FLERABERTLDOICBRSTERTVET,
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Ayt—T

Ayt—UDBBEBLE

/—FAADEFRF AV E—VDEBEETFLABERLET ./ —FRADT A AV BEARH SN AE SHETRL

FY./—FEBRIDEH/BT DAV E—UAT )y FRTRARTENET,

Verdict Last Action Received Sender Recipients Subject
Aug 11 2021 0F Fw: Overdug Invoice
b3 Aug 11 2021 0f Re: Overdue Invoice
Phishing Move to Trash Aug 11 2021 0¢ Fw: Overdue Invoice
> Aug 11 2021 0¢ Re: Overdue Invoice
> Phishing Move to Trash Aug 11 2021 0¢ Re: Overdue Invoice

AE—UDBREEESE

BROTHESNEERDND AV E—CEBHELEIBNET H(21F [Messages] A —VZFEALEFT 1 R—VITRRE
NEAVE—VHELEETHET.—EICERRK 100 DAy - BBHELIIBELETEFET,

EBSEEERLEAYE—COHEIZCOAEELET ERLEZEEEILDSEDAVE—D FEAVYE—DDA
BIZEDWESEDAYE—CADERIIRTELEDTEHY T A A v E—T1d. Cisco Talos IZK BHRED=HIZF 1 —
[CANBNZET  Talos [T SHBDDEICHEEZEZ5-OICCDIT 41— KNV I EFERITIEENHY ETT RNLFEREFS
LAA=ILAYE—UDBRBHICOVTIR EEDA —/N—F A FIL—IL(44 R=D)FEDRRITEMT S E#REL T
K&,

Audit E—F
[Audit] E—F Tld. A v £ — S OEHE(R A 2 HEOER) ATETT .
1. BAET DAy E—UEBIRLET.

2. FOYTE YU AZa— M oHEEZBIRLET A v E—CIK [ BEOH S (Malicious) 1. [ 7 « v & >4 (Phishing) l.[ R
/XL (Spam) ] [F'L 4 A—)L(Graymail) ].E =1 [Z2—F S/ (Neutral) ] ITESETEET,

Reclassify: | Select verdict T Cance

B Malicious S
- Message Rules
Phishing

Spam
Graymail
Neutral

» Keep verdict

3. HLLWAEEERYT SICK[EH (Update)] €0 ) v I LFET,
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Ayt—T

Ayt—UDBBEBLE

Audit with Enforcement €—F

[Audit with Enforcement] E— K TIZ. SfFHh LW A Y E—CZ2aA—HDZEF L ADORBA—IILJunk) FT=FT 35
(Trash) [CHEB CEE T RIS RBEA—NFELETHBICHBB SN AV E—UHEHOL KBWEHIBTLIZBEIL. Z0
Ay tE—CEIAYHDREFLAICRT I ENTEFT AV E—CE2RLICHBRI S EELTEETT . COTOERTIL,
AvtE—CEBNE(BLSHEEEA)TSELELTEET,

1. BRFEESET S AV E—VEERLET,

2. [Bn#E(Reclassify)] FOY T AU A a—MoHEEBRLET AV E—D X [EEDH S (Malicious)].[Z7 « v
< >4 (Phishing) ].[R /¥4 (Spam) 1.[Z L € A —JL(Graymail)]. £1=1& [Za2a—k SJL(Neutral) ] ICESEET 50 . £
IFHEEZRIBFTEENTEET,

Reclassify: | Select verdict i) Request Action:  Select action | Cancel |
M Malicious S
= o Message Rules U o] Received Sender Recip
Phishing
> Spam » Allow List May 03 2022 |
Graymail
> MNeutral May 03 2022
» Keep verdict

hS 3

LT e T T - Rdnr M2 N9

3.[UOPTAMFT S>3 (Request Action)] FAOY FHE I AZa—MoTFoL a3V EBIRLETERA—ILIZEEH
(Move to Junk)].[T = #5I1ZF5 21 (Move to Trash) ].[31§ k L 1 [Z#£8) (Move to Inbox) ]. [[R#f (I F£E) (Move to
Quarantine)].[Hlk& (Delete)]. £ 7= 1% [#8&) L %2 L) (Do Not Move)] Z:BIRTEE T,

Reclassify: Spam ~ Request Action: | Select action @ | Cancel |

@ Move to Junk

= Verdict Last Action Message Ru Sender Reci

1 Move to Trash
> Spam ~ Allow Lis = Move to Inbox 2
A Move to Quarantine

> @ Delete 21

» Do Not Move

AN [ LW T

e

= -

4. [ (Refresh)] 29U v O L THLWAFEZEAL . Ay E—JIC/LT7Z I a v ERTLET,
Ayt—UNBEINBEX.[REDT VS 3 (Last Action)] Il RENET,
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Ayt—T

Ayt—UDBBEBLE

Ay t—UFHIBRT S

A—NR—EBESLUVEBEL—F— L. BREMBET—I70—08IKR7 7L avEFERL T A=Ky 2ZAHD Ay
t—CEREICHIBRTEETHIBR SN T= A vt — 1L recoverableitemspurges 7 + LA [ZBBENWET 1 —HF—[EC
DI A NFIZF7 YA TES  Cloud Mailbox TIFBIBRENIz AV E—CFRENLAIZETTEEEA,

1. BRI 2 A v E—CFERLET,

2. [Bn#E(Reclassify)] FOY T AU A a—MoHEEBRLET . AV E—D X [EEDH S (Malicious)].[7 « v
>4 (Phishing) ].[R /%L (Spam) 1. [Z L €4 A —JL(Graymail) . £1=1& [Za—k SJL(Neutral) ] ICEDEET 50 .=
IFHEERIFTEHENTEFET,

Reclassify: | Select verdict e Request Action: Select action | Cancel |
M Malicious S
- o Message Rules | JRD) Received Sender Recip
Phishing
> Spam + Allow List May 03 2022
Graymail
> MNeutral May 03 2022
» Keep verdict
~ L3 T KlAA ¥ Traeh - LY Rt R Tt L I

3. [USPTAMFT S>3 (Request Action)] KOy FHE Y A= a—mis Bk (Delete)] #&8IRL £,

Reclassify: | » Keep verdict ~ | Request Action: |Se|ect action v| | Cancel |

@ Move to Junk
[=] Verdict Last Action Message R

T Move to Trash

N = Move to Inbox 2 06:03 PM MDT

A Move to Quarantine

2 06:03 PM MDT

» Do Not Move

4. [E#H(Update) | 20 ) v I L TAYE—DZHIBRLET,

5. [HIBRDFEER (Confirm Deletion)] # A 7 AJ IS Ay t—V [FETXTELRVN I EARTEINRITTEINE S MER SN
FIMETT DITIE[AIFR (Delete)] 0w I LET,

[R&BDT U2 3> (Last Action)] FIIZHIRAR REINET  COEBFERFL(IIEET LI LIETEER A
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Ayt—T

Ayt—UDBBEBLE

A2y t—T DIREE

BIEIANFF ARy VAT EICBFMIZER S, Outlook L—H—[ZIERFRENFBAC—ILY R ITHILEE
I%.[E & (Administration)] > [E ¥ & X (Administration)] R—Y T A—N\—EBEL LUVEBEEIL—HY—ICRRINFET,
Outlook TIX RETHILFTRHD Ay t—U L BIREAEBDEEREICH > TEEMIZEE SN FEFT .Cloud Mailbox T
FBEIAILEDOEEEN- Ay E—C51—F—DRENLAIZERTHEETEE A,

Ay tE—CEFHTHREMICBET HICE. ROFIEEZEITLES,
1. [REEICRET DAV E—DFRIRLET,

2. [BEP%E (Reclassify)] FOY AU A1 —hoHEERBIRLET AV E— K [BEDH S (Malicious) . [T 1 v
< >4 (Phishing) ].[R /8L (Spam) 1.[Z L € A —JL(Graymail)]. £1=1& [Za—k SJL(Neutral) ] ICESEET 50 . £

FHRERFTTEENTEET,
Reclassify: | Select verdict i) Request Action:  Select action | Cancel |
M Malicious S
= o Message Rules U o] Received Sender Recip
Phishing
> Spam » Allow List May 03 2022 1
Graymail
> MNeutral May 03 2022
» Keep verdict
e L3 T

WA A T - Rdmes M2 907D

3. [UPTRF74H 3> (Request Action)] KA Y FTH ™Y A= 1—H5 [[REEIZFEE) (Move to Quarantine)] Z:&iRL

E3E I
Reclassify: | » Keep verdict ~ Request Action: | Select action ~ | Cancel |

@ Move to Junk

= Verdict Last Action Message Ry
T Move to Trash

b & Move to Inbox 2 06-03 PM MDOT

> @ Delete 2 06:03 PM MDT

» Do Not Move

4. [EF(Update) ] 20w I LT AvE—CFRBELE T,
[F&E I~ #%8) (Move to Quarantine)] IX.[FREDT7 Y L 3 > (Last Action)] IR RENFET,
NATY)YRTAHDIURIZDONT
Cloud Mailbox 1&.Exchange Online (0365) ICFEHET 2 A—ILIRY VR ETCHAEELET  A—ILRY I REFLTLIR

@ Exchange m 5 Exchange Online (0365) ICF#{THDIHFE &R (BB FE 7= [XHIER) X .Exchange Online (O365) [Z# % A —
LRy IRz L TOHEREL ET A>T L S AD Exchange A —JLiiy 4 ADBEMNKBLE=C EITBHMShEE A,
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Ayt—T

REBROY 2O —F

BREREROFH>O—F

REFBROAVE—DICEHTET—SDCSV I 7ALNET I O—RTEFT HA I O—K(F 10,000 *vt—(ZHIR
ENTVWET  T—EEFOVA—R T B ROFIEEETLET,

1. [#9>0—FK (Download)] RE2 > %91 v o L. [Fo>rO—FK DR (.csv) (Create Download (.csv))] Z&IRL £,
iv

4]

Create Download (.csv)
View Download History
2. ERNETHTHAIZ EERINT—DARRENFT  TXRALEV YV ILT[FIVO—FEE: Ay t—
(Download History: Messages)] R—IZBEIL T,

Your request is in progress. Click here to view the status.

3. Y O—FRDEBNTER5.[7U a2 (Actions)] FID [F#H>O—FK (Download)] 74 a2 &9y LTI7
AILEEHO—KLET,

Ayra—KERE

AHon—KFERILX 90 BEEFESNET [FYo0—F (Download)] K2 Z 52y o L. [F 90— KFBEOXRTE
(View Download History)] Z3®#iRL T [#>O0—FK : A v +— (Download: Messages)] R— IZBEL F T,
iv

4]

Create Download (.csv)

View Download History

ZOR=JIZIE . BRERE. S YO A—FE2ERLa—F A0 0—FABEShEzBF . BEUVRT—2ANKRFTEINE
F[7 3> (Actions)| FID [F9> A —FK (Download) | 7A AV EEIRLT. I 7ML EXHO—KLET,
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e
CISCO.

gy O—g
[E%7E (Settings) |(EEF7 A a2 )> [ > O—FK (Downloads)] DR—L TIE BFRFERD CSV LEETZ—O5 D CSV %
ERBLUVEHETEEY,

Ayt—

AytE—CTF—RIERO 2 ODOAETE I O—FRTEET,

BREFEREDFA I O—FK 28 R—=D)THHASN TS K ST [ Ay E— (Messages) ] R—U Mo HEDT 4ILA Y
VY ENET A FERERPBOT 4% 4O 0— R T R5E8K.C0F T a v EHFRALET  BEORRIER L
TAILARBRIZHDAvE—CDT—FDCSV 77 M ILEERLET,

LT TEBAT % & 52 [R5E (Settings) | (87 A a2 )> [£ > A—FK (Downloads)] > [ 4 v #— (Messages)] %
T, ZhEBE24KBHGBE 7 BEEEORLEL E BEDHHOIRTOAYE—ST—454H00—FF
5EHEITERTT,

[ > 0—K (Downloads)] R—S M Avt—CF—2D CSV ZERLTA YV O—R 3 BICIF ROFIEEERITLET,

1.

2.

w

H

[E%5E (Settings) [(BEE 7 4 2 >)> [# 2> O—F (Downloads)] ##RL 7,
[#vt— (Messages)] ZEIRLET,

. [CSV % 4ER(Create CSV)] 2V ) v U LE T,
. RRENZEAT7AT T EYo0—FEERT S BAHEEERIRL . [CSV £/FM (Create CSV)[ 2V v I LE T,

Ao —FQEBNTERLS. [T 32 (Actions)] 5D [F9>B—FK (Download)] 7A4a>v& 9y LTI7
AILEEHO—KLET,

EET>—0o

BEIS—OJEFERTIEARIDA—NRY I ROEBEXBERAECEET AL A—ILRY YV RDFREEIZEL -
TAYE—URT TICHIRESATLSES . Moveto Trash J Y TR kM FEBRIT AAEEMENH Y FTBETS—OT 121K Y

Vv

—ANR OB ENTRENET,

BEIS—OJEERLTE I O0—FT3ICE . ROFIEEETLET,

1.

2.

w

F

a

[E%7E (Settings) |(WETF7 A4 a2 )> [4 2> O—F (Downloads)] #:&RL £,
[1&#% T 5 —n0 4% (Remediation Error Log)] Z#IRL 7,

. [CSV % 4ER(Create CSV)]1 2V ) v U LE T,
. RRENZEATAT T EYo0—FEERT 2 BAHEZERIRL [CSV £4FM (Create CSV)[| 2V v I LE T,

Ao O—FQEBNTERS . [7I 3> (Actions)] FID [F9>O—FK (Download)] 7A4avx o)y o LTI 7
AILESY9A—FLET,

Cisco Systems, Inc. WWW.Cisco.com
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e
CISCO.

1254+

NN
[FLY K (Trends)] R=ZICIK.BEFA—ILT—RICET L5 57« hLEBIRTEINET,
B FOyTHEIUAZa—%HAL TUBE 24 B BE 30 B.F-($iB% 90 BROBENBHDT—2ERRLET .
B JSTORANFEETBET—2%0) v 0T 5E [Messages] R—CDT—2DHMICHBEILET,

B ABEREEVYYILT[AYyE—T (Messages)| R—C DEET— 2 IZBEHL F£9 .1z & 2 L. [FIE (Incoming)] %
)T EEFr—rIRERTINTLWDITRTDBEEAVE—UHARTEINET,

B AYon—K| £ | REAVESIYYHILT . FLYRF—42%84 00— R LET HRE REELCSV I7MILEL
'CI7X7|':— l~ 3“35'3_0

- BE24EBEFEFLIBFENEERRLTLSBEE8E 0 HEOT—40D 1 BEZCEOA—ILTY T
- BE30BEOT—42%2FRELTNSHE.BE 90 BEOT—40 24 BEoO— L7y 7

| EDE|J| S lRavEsy v LT[A YAk (nsights)] DF v — bk ZEIRIY 55 PDF EL THRELFT .

BALYT—2[ZDNT
[@% 24 BR (Last 24 Hours)] E£1=1EX HED [B(Day)] Fvy— F DEEE 1 BESOT—422RLET . CALDFvr—
F.759¥na0—hILE ALY —VIZEDVTVET,

A
4

Malicious & Phishing - 22 convictions

g
From: Mar 22 09:00 AM PDT

4 To:  Mar 22 09:59 AM PDT

0 Malicious: 3
00 01 02 03 04 05 06 07 08 (9lU=tllEs]

16 17 18 19 20 21 22 23

B Malicious 11 Phishing 11

[1B% 30 Bff(Last 30 Days)] F¥—FD&EHEIL.1 B Q4 B DT—4%RLEF,HIL UTC 00:00 ~ F#% 11:59 # &
HLL.ISH9FOO—HILEREICE#REINET,

Cisco Systems, Inc. WWW.cisco.com
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LY 4k

f= &L ZAE KFEFEZE M (PDT) T UTC 07:00 OFE . [iBX 30 B (Last 30 Days)] F+v—k O#(&.3 A 24 BOF#% 5 Bh
53A 25 ANFR ARSI RETOT—2ERRLET,

Malicious & Phishing - 143 convictions ¥
32
From: Mar 24 05:00 PM PDT
16 To: Mar 25 04:59 PM PDT
0 - = Malicious: 10 - — l

17: 19 kphiShi“Qﬂ“ 11 13 15

B Malicious 76 | Phishing 67

Messages by Direction

[384E5I A v £— (Messages by Direction)] 7 S ZIZIE BFA—IE T T4 v IDEHABRRTENET  A—ILIL. XD A
FaAYIZHEMINTVET,

B [Outgoing]: #HADREFITEES NIz A—IL

B [Mixed: #HRE S VHNDZEZLEEL A —IL
B [Internal]:#tRIZEE STz A—IL

B [Incoming]: #5452 EL - A—IL

RBICFE BEATITID Ay E—DHDBRTENET,

Messages by Direction - 644 messages ¥

120

60

O!II!lIIl-lIIII!IIII IIII

00 01 02 03 04 05 06 O7 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23
@ Outgoing 122 [ Mixed 170 Internal 208 [@ Incoming 144
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LY 4k

Malicious & Phishing

[EEHY &T 1 v 2% (Malicious & Phishing) ] ¥ S ZICIZ.BEDH S . T EF 719V ITHDEHESN- Ay
T—CDRFYTLa Y P ARTRENETIBICIF EATITIDA Y E—SHARTEINET T2 v o3 5E
[Messages] R—CIZHEL. VS TLEDRAV EDHEBIZIH L T EEDOHD A vtE—CFERIETavd v T Avtw—ON
RERENFET,

Malicious & Phishing - 46 convictions ¢

8

4

JamEnll - -H.mi HEE §l..=

00 01020304050607080910111213141516 17 1819 20 21 22 23
@ Malicious 27 Phishing 19

Spam

[Z/84(Spam)] 5 TITE RIRLEHRE Nz A v E—SDRF v TS 3y HERRENET ABICE. R/SL EHF S
Nl Ay t—S OBMARRSNET,

Spam - 98 convictions ¥

20

10

0
00 01020304050607080910111213141516 17 1819 20 21 22 23
Spam 98

Graymail

[FLAA=I)L(GraymaiD)] TS5 ZITIE T LA A—ILEHIE SN AV E—DCDRF v T3y hBARREINWET A
F. LA A= EHESNE Ay E—CDAFENRTEINET,

Graymail - 20 convictions ¥

4

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23

[ Graymail 20
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LY 4k

FELR—F

wELR—+

EELAR—FIZIZBEIOBBIZIVTORE ARy IRADRESRRIZHESLEA) Yy FRARTENFEFT  LR—FAD
FBRITET—E2E VU ITBE[AYvE—U (Messages) | R—S DT —ADHEMICEBLET,

RRENDT—EERDELYTY,

B BAE30BBICITIURA—ILRY IR TREHSNEBEDHZ . 749V VT ANRL XV IT LA A=L Ay tE—
CELXVIOT—4D 1 EROFHELT EROFRIL.1 BOFEHIZ 365 ZHRITTHEINET,

200 2.4K 128 1.6K 212 2.6K 147 1.8K

B [$ER k37 1 v E(Traffic Volumes by Conviction)], 2D F v — k(21X 8% 30 HEIDHED A HNRTINE
T CDFv—MEHBERNZTAIILIREBTEET,

Traffic Volumes By Conviction Incoming Internal [ Mixed Outgoing
The graphs below illustrates the distribution of convictions over the previous 30 days.
&0 16
8
712 7116 7i21 725 7/30 8/3 8/10
30 Day
32
‘ “‘ ‘l 18
o E=R I I III I IIII-I l-l 0
712 7116 721 7725 7/30 B/3 8/10 7712 7116 721 7/25 7/30 8/3 8/10
Day Day
B Malicious 200 Fhishing 128 0 Graymail 147 Spam 212
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LY 4k

FELR—F

B Cloud Mailbox IZ& 2 RE CDF¥—F I IRENDZIEZED A—ILRy U XRS5 185 Cloud Mailbox Z R L
TWEY,

Protection by Cloud Mailbox

The data below shows the protection Cloud Mailbox provided to recipient mailboxes in your environment.

354 142

@ Recipients protected from Recipients protected from
348 Malicious messages 135 Phishing messages

6K 400

Recipients protected from Recipients protected from
3.4K Spam messages 364 Graymail messages

B [BEEOHEIAVvE—DETAvI T AyE—DDA—4y b LI 10 £ (Top Ten Targets of Malicious and Phishing
Messages) | cDF ¥y — R IZIZ.BEDOHD AV E—TET 49T AvtE—CDRAEE—4 Y b EAEL 10 ENRFRS

nFEJ,
Top Ten Targets of Malicious and Phishing Messages
The statistics below indicate the addresses which received the most malicious and phishing messages over the previous
30 days.
@ — 106
25
©) —15
@ - 13
—.
C f) - 1123
3.
® e 13
® =3
9
® r
@ -‘I 11
® L
B Malicious Phishing
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LY 4k

FELR—F

B [EROREBOEE (Top Internal Threats) |, ZDF vy — M IZIE.BEEDH D A v E—CFRIETa9d v AvtE—0
RNEREIES L 10 EARTSINET,

Top Internal Threats

The internal addresses listed here were seen sending malicious or phishing messages from within the organization.

Sender MNumber of Messages

138

43
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e
CISCO.

1—YDEHE

[E%5E (Settings) | (BE 7 4 3> )> [ (Administration) ] R—C Wb 1—HF—FHhHU FZEELET,

IR A—=)LRYy VR A—HFBHAEEIZO RAaM SecureX H 44> SSO Y a—L 3 #FRHLEFT . SecureX ¥4
U OFEMIZ DL TIL, https://cisco.com/go/securesignon 5B L T Z&Ly,

¥ :BEF D SecureX Threat Response. Cisco Secure Malware Analytics (IH Threat Grid) . & =& Cisco Secure Endpoint (I8
AMP) DEERKRIE BITEREGFEDILTUIOYILTHA VAV LTLESVWBEDI—Y THWGEEEL. SecureX 414 27>
FhoUEHRICERTILELHYFET,

SecureX YA VAV HFARTDEMDEATDTHAIVFTHAVA L TEFIA L RADEXF AT AERZTHIUk
DEGIREZHFET -0 SecureX YA VAV T hOU F2ERTIZLEH8HLET,

a—+H Oo—)L

O—JLR—X 79X A bO—)L(RBAC)IZKY . 7TV 5= a v ATERBBLANILDFIEIEZ-IEIT7 VO EREEZED
A—HERETETETITIIRA=URY IR RORIZRTOA—IILIZET D1 —F2ERTEET,

&1 a—+4+nOo—)

o—JL EoLi

super-admin ChoDAI—HIE ISR A—ILRY IR DI RTOEEEIZT IV ERTEET HEORY
V—DEE. ;Y E—CDEHECEENTTRETT,

admin NEDI—H—[F RA—/N—EEEF - FEEE L — 2R EE. T -IFEBRTEHEND
CEERVDT . A—N—EEEDTRTOMEZHEATVET,

FTF)RAK hoDA—V—E BREBFIVA YA M EREFERTEET AV E—C0BFREEBER

TEFIN . A—HF—DA—URY I AND AV E—DFEIRT D EETEFRFAEDORR
BREORY—Z2ZEBLEY HLOVA—HF—Z2EHBLEYVTEHLETEERA,

read-only MERA—Y—BF BREREIVA YA MRBREZEATETT AV E—COBFEPER.
ECRRBELR) O —DEBEHRL—F—DERIITEEEA,

FBEOL—YHY—0O0—ILERETEE A I—F—DO—ILELTETIEEE . BEOL—Y—%EIBRLTNS . RALE
FA-ILTELREBMOA—ILEEHE > HLVWVA—Y—2ERLET,

R 1—Y DR
ROFIEZEERTL T HFRL—FEERLET,
1. [Settings](BE 7 4 3 ~) > [Administration] > [Users] DIBIZERL FT,
2. [ —%EM(Add New Usen) ] 20U v Y LET,
3. Aa—HoaJ A UiEHREAAL. A—LERIRL T [Create] 2V Vv I LET,

FA—HYDEFA—IWTRELRRK . FOI—HD SecureX YA VAT HIOUERDEFA—INTRLRE—ET B4
EHBHYFET,
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https://cisco.com/go/securesignon

aA—HOHIk

d1—#|[ZTWelcome to CiscoCisco Secure Email Cloud Mailbox | & W\ S B2 DEF A —ILABRESNET . A —HFITEF
A—ILDIETRIZHEST SecureX YA AT HO U bEE Yy 7Y TL(FEETAIU R EE>TOLWEWNMGS) . OJ(VF
SHELHYET,

I —F OHIBR
A—HZHIRTBIZIF ROFIEEZETLET .
1. [Settings] (588 7 4 3 >) > [Administration] > [Users] DJEIZERL ET,
2. 1—YREOBICHDZHBETAAVEIYVILET,
3. [Confirm Deletion] # 4 7 0% T [Delete] # 2V v L. 79>avERTLET,

HIBRDSET LIS EERTRAT—ERAYE—URRRTEINET CNICKY  A—TFDFTHIU IR 5K A—)LiRy
DR DSEIBRENETMN . 2—HD SecureX bAoA T7HoU FFEIBREWERA,
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e
CISCO.

EERTE

B ax A
SOty a3y THBET DHEERTEICIT[EHE (Settings) [(MET A 3>) > [EHE (Administration)] > [E C R X
(Business)] o 7O A TEET,

THhor b OFFHIER
THADY FDEEEI D AVICIEESRRADRDEBINFHARRINET,
B Microsoft 365 ®T7F+ > k ID
B Dy—FILTFLZR
B =D
B REIAILYID
B HIRY1YT 3> IDDYR—b
FL AV REAT HTRY YT av D.O— bR BLUVTA U RADBEBRBERTRERT MV RERT—T

LEEFENTWET,
=JL ==
MEAER E
[E% 7 (Preferences)] £V a VICIZ BHEFA—ILT R LR EBEOTADT YR . E LU Google Analytics DERENE
EFNFEFT,
WA A—IL

BHEFA—LATRLRFI . SRAN IS IR A—ILRy IR [CETREFA—IEEETEITRFLATT EZIE VX
TLDEH FEE . EH AT FUABREICHAT2BMEEETI3HE1HY FT RVICESKRRADNPL—FDEF
A—JLICERESNE T,

LEAORRGTF 4 ITLHEHEDBHNEBNEFA—INTRELRICEETEINESINEBIRTETET L FAORRY T 4 THY
ENAYE—SICBEASNS EBEFA—ILNEESIES,

ExXny

BE3HANEEOSE2CSVI7Z7AILELTEYVO—RTEET  FOYTEIUNS BIFEEEEINL.[CSVDE Y
O0—F (Download CSV)] #42 Uw o LZET,

Google Analytics

Google 7HUT A VREX. V5V K A—)LiRy VR ZHEL THRABRNICAET % & RUOICHEDEFIENLYES,
AT BHECRABBAAERETERVERRET -2 (ZEE. ZEEHB.URLBE)MREL T EDT—%%
Google 7H T4 VRAERAFTBBENHYET . COT—RITEY P RAR IFIF A—LKRY VR Aa—HFD=—X
[CEDESITHELTVENELY FCEBETESLIITRYFET,
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SecureX
Cloud Mailbox (& SecureX LG SN TWLNVET SecureX AT S L MO RAaFa T HREILALDT—2E—FE

IZ Cloud Mailbox DIEHREHRT A ENTEEFT . CDREDFMIZOLTIL. SecureX LDFEE (47 R—D)ESHBL T
{FEE&LY,
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e
CISCO.

X =JL =
A—H—EE
BrOI—F—TOI77AILDREICIK. [2—F—UsenN (TR T 4 —ILT7 (£ aV)> [2—H—%E (User Settings)] 5
THORRTEET,

i

Mt Y avtF AR REBFVBEBNEFATVET,

HARE

[#)#AZ% E (Preferences)] £ < 3 vIZi&.SecureX YRV DEAFBET—YDHNBEFENETENET .

SecureX MY R

Cloud Mailbox [& SecureX YRy EE SN TWET IRV ZHERT S E RN X1 TAEREEBBLIY.,
=TV IIZ7 ALY A THF—NTNULERFBLEY AV TURERRLEEY TEET SecureX Uk [Fa—
Y- LIZERBENET FHMIC DL TIL . SecureX EDFHE (47 R—)ESBL TS,
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1Y

MERE

F—%

Cloud Mailbox DRTZHAIVWERFIEIBNVER LT DILSICRIRTEF T E—FEYYEZ BIZIE [2—F —(Usen)]
(FBT4—=LT7A3aV)> [2—H—FK5E (User Settings) ] > [##AF%E (Preferences)] > [F—< (Theme)] [THEIL F£F .
DHAAFDEBIEEE. A T—ITREINFTHBVER (Dusk) # FITRLET,

Insight;
Cloud Mailbox =l Fo N - ] .L|

MGSSBQES Q, 4 Last 24 hours ~- | Start: September 28, 2021 1:24 PM MDT End: September 29, 2021

Search Results (66 messages)
Verdict Last Action Received Recipients Subject

4p Spam Move to Trash Sep 29 2021 °
Sep 29 2021
Sep 29 2021
Sep 29 2021
Sep 29 2021
Sep 29 2021
Sep 29 2021
Sep 29 2021

4 Spam Move to Trash Sep 29 2021
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e
CISCO.

SN
1\ ) — N —
AVE—VI—EFERTIE. —HOIATDA Y-V BEELFRXT YO LEVWLS IEBETEETHAY X

LW—=IL HEDA—IN—F AR IL—IL. BEUVNANRADHIL—ILEERTEETT NANRRADTIL—NLIF T4V TTFR
FEREEFIUT 4 A—ILRY D RBIZERTEET,

[E%7E (Settings)] > [ * v £— JL—)L(Message Rules) | R—U s Ay t—U IL—ILE RS IUVEBEELET,
INAIRZABDHIL—ILIE FFRI U R R IL—ILEHIEDA —IN—F A R IL—ILE Y EEBEINFET AV E—UNIL—ILOFESE

ZTAGEIX[AYE— (Messages)] R— D [AvtE—2I)L—)L(Message Rules) ] BIICRRENFT [ AVvE—DIL—
JL(Message Rules)] BIDIEBICh—YVILEEhED L FERAINEZIL—ILARTEINET,

Verdict Last Action Message Rules U o] Received
> Spam + Allow List Rule Name:
l} Rule Type: Allow List
N Criteria Type: Sender IP Addresses (CIDR)
[ > Effective: Apr 18 2022 11:10 AM

Last Updated By:

a1 R MJL—)L

HAIYURMIL—ILEZFERTEE BEDEEBDEFA—INTRLRAZEBOR AAMD FHIXTZEEBZEODIPTRLANMSD
ANRLBEVT LA A= Avt—CDEEEZRC CENTEET  AvE—CIEBIEHEEIMEINT TN BBEETER
ShFEHA =& ZIE . Cloud Mailbox THEDZEEENSDEENR/NLATHD LHWHINEA . FOEEZ1—HF—0DF
EFLAIZELTEEEVEESIE HFAYRML—ILZERL TRYUT I AV E—VEBET IR S—FF—IR—54K
TEETHHAUVRML—=LIE AR —DFINEL THELETHAYRML=ILIZT—HT DAy -V S SHEEE
LAR—MIZRTREINET,

FHRIU R IL—IL:
B LA A—ILELV/FRIFRNALISERLEY,

B HFASNEEEBOEFA—IIWTRLRAEEEDOR A2 FEEEFEHEDIP 7RLX(Pv4 F([X CIDRTA YY)
ZHEELET,

B L)L EIZRRS0 DEELZRETEEFT  DFY S0EDEFA—INTFTRELA R A FEETRLRERETE
9,

TOTATHEIL—IE 20 ICHBRENTOET JN—LVFFETIT A TLTEEIANHRT D ERFTEFEEA,
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Ayt—T JL—IL

HEDF—IN—=F 4 FIL—IL

srp == S —_ o

FIFDA—/N\—F 14K J)L—)L
HEDA—N—SAFIL—ILEZFATDEIN—ITHEESNEEEZI—HITDIRANNLBEVI LA A—ILDOHEEF—
N—FARTEFET  AvE—CFZa—FS )L (Neutral) JHIEEYT— VSN BEShFEFAFIENA—/IN—F1KSh
Ayt —2IE EELR—MIZRRTINER A,

HEDA—/IN—F A FIIL—JL:
B JLAA=ILEEV/FEREFRNLIZERLED,

B A ENEEEBOEFA—ILTRELRAZEEEDOR AAMY FTEIIEEBEDIP 7RLA(Pv4 £=E CIDR T Ov )
#IRELET,

B L= EICRKE0DEEEZHRETCEFT DEY S0BEDEFA—ILWTRFLAFASY EFRLFIP7RLRAZERE
TEFEY,

TOTATHEL—ILIE 20 ICHIRENTOET NAN—LRFET I T+ TLTEEINERT D LETEEEA,

W (]
INAINAGHTIL—IL
INAIRRAPTIN—IWEFRATEE T4V VI TRMNEREEF IV T4 A=ILRY IR AvE—CDRHEINARR
TEETIN—INBEEEZFH T AV E—CICESTIRTODIVES VTN NANRRENZEH TV VIZF TR E
BLEXaYTFATRNEMEBTEET R/TT74ILEY 5 1E . Cloud Mailbox IZ& > THWLWEY XFvroEht=Y L
ER N

T4 9T TRRIL—IL:

B EELEEEEOBEFA—NTRFLRAEEEDOR ALY EIFIP7FLRXPv4 £z CIDR T Oy V)M oEES
NEITRTOZREAVE—VICERALET AV -V EhELEA,

B JL—I)LTELIZERKRS50 DEEERETEETS,

tXalT 4 A—ILIRY IR JL—)L:

B BELEZEADEFA—LTFRLADZEAYvE—ICEALET Ay E—CEFaMEnzEzEEA.
EBELEZEEN A E—COM—DREBTHIEE. X1 T a4 A=Ky IR IL—ILBERSNET D
SEEMNIE—ENTWAEN.BCC(TSAV R A—RyaP—)ELTEENTVRBE AvtE—SEAHIVOS U %E
INAIRRALZFEH A,

B =)L ELIZERKRS50 DEEERETEETS,

TOT 4 TIRNANRZAFIFTIL—ILIE 20 [THIRENTWET J—IVEET VT4 TLTEELEINHIRT S LIEFTESE
A

AvyvtE—I)L— )LDIEM

A yt—UI—IILEEBMTEFIBIXZIN—ILOATIVIZE>TEFEGY ET,

HLOWEFATY R FELEHEDA—/IN—F 4 FIL—ILDIEM
HFLOIL—LEERTZICIE ROFIEEEITLET,
1. [E&JE (Settings) |(@EF7 A a2 )> [AvE—T )L—)L(Message Rules)] ZEIRL FT,

2. ERT BIL—ILDATIY % [FFA 1) X k (Allow List)] F1=1Z [HIEA—/\—F 4 K (Verdict Override)] DL\ b
LERLET,
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Ayt—T JL—IL

IL—ILDiRE

6.

7.

8.

. [ERIL—ILDEM(Add New Rule) ] R4 &5 v o LET,
LB EERLETHIL—ILICIIEEDREINBETT,
L HEDEATEBIRLET[REIEBDNDEF A —IL(Sender Email)|.[ZEEEZED K #* 1 > (Sender Domain) |.[3{EE®D IP

7 E L X (IPv4) (Sender IP Addresses (IPv4))]. E£7= (& [E{EFE D IP 7 F L X (CIDR) (Sender IP Addresses (CIDR))] &
BIRTEFET,

FHESh-EEZaVYTRY>TAALET,
AT BHIEICHC TJIR/NAL(Spam)] B K U/FERIK [ L 4 A—)L(Graymail)] #:&RL FT .
[E{E (Submit) ] 29 U v I L TIL—ILOERERTLET,

=LA ZAMICEBMENFET EENERASNDETIZRAT 20 #ANDBEELHY ET,

FTLWLDANAINRSHTIL—ILDEN
FHLWIL—ILEERTBIZIZ . ROFIEEETLES,

1.

2,

3.

7.

[E%5E (Settings) |(TETF7 4 a>)> [Avt—P )L—)L(Message Rules)] #:#IRL £9,
[/8 4 78R 5>#7 (Bypass Analysis)] #&IRL £7,
[##RIL—IL DB (Add New Rule) ] R4V &S v LET,

= ILEEERLET . HIL—LIZIXEEORRALETT,
MERT AL EATE [Ty VS TFRE (PhishTest)] £=1& [EF 2T 1 A — LR v & X (Security Mailbox)]

DVTIIISERLET,

74wy F X (Phish Test)] L—ILDIGEIE BEE LA TEH [REIEBFDEF A —ILT K L X (Sender Email

Addresses)] E£1=1% [EEED K A 1 > (Sender Domains)].[EEE® IP 7 F L X (IPv4) (Sender IP Addresses
(IPvA) 1.[Z£1E&ED IP 7 K L X (CIDR) (Sender IP Addresses (CIDR))] DL \FhmmM 5FIRLEFT . RIZC.IV T TR
Y->TEHZANLETS,

[ aUTF 0 A=Ky o R (Security Mailbox)] L—ILDIGE X . ZEENDEFA—ILTRLAEZaITRY>TA
ALZFET,

[EE(Submit) ] 22 v 2L TIL—ILOERERTLET,

IW—=ILWNYRANZEBNENFET EENEASINDETIZHRART 20 00 BGEELRHY FT,

IL—ILDIRE

WETEDDFENGIL—INOATY JRAUNEHES DT ROFIRERTLET,

1.

2.

3.

4.

[E%7E (Settings) |(IEEF A a2 )> [AvtE—2 )L—IL(Message Rules)] Z:&IRL %,
WETDIL—LDEATERRLET,

[7 73> (Action)] FITHRET DI —ILDEICHIMET IV E Y v I LET,
DELERETo>=5 . [EEDRHE (Save Changes)] £V v I LET,

W—IHEHFEINEST EENEASNSETITHRART 20 200D EEAHYET .
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Ayt—T JL—IL

IL—ILDEPDIEEIEEDL

IL—ILOEMEF T ERE
BEDOIL—ILEBNELEENT DX ROFIEERTLET,
1. [E&7E (Settings) J(@E7 4 aV)> [AvE—T)L—IL(Message Rules)] ZEIRL T,
2. AMFLITEHNTEIIL—ILOILTERRLET,
3. [7U2av(Action)] T RT—RREERETHL—LOBICHIANELEEDNTAI0E2 IV ILET,
W—ILDRAT—RANEHFEINEST EEANBRAESNDFETITRKRT 20 200 2EEAHYET,

Microsoft B¥a] 1) R b &R EHEESH

DSIR A=Y DR [FANRNLBEUVT LA A—IL Ay +E—2 2B L T . Microsoft 365 M A/NLT 4 JLAEFRY) A ~IZ
BMENF-ZEBER AMVEZFANT T MSHAY R MI EEDHEC T4V THETITERINET A M
[IZD UL TlZ.ICisco Secure Email Cloud Mailbox FAQ: Cloud Mailbox and Microsoft 3651% S8 L T &Ly,

BEROAI—F—DBA—IRY VANDHEA R ERET I EEHBIHFTL Ay E—ORN1—F—OHFAY R NZE

FnBHEE Microsoft ZFa[ 1) X kA Cloud Mailbox TEIZERA IS Z LIEH Y FH ACloud Mailbox TIN5 DEREE
BRI BGEIEL.[R)—Policy) ] R—2 D [R/INLFE=IET L A A—)L EHIE S h = Microsoft Safe Sender A v t—
#1818 L #2L) (Do not remediate Microsoft Safe Sender messages with Spam or Graymail verdicts)] Fx v 4Ry 7 X %
A UIZLFET Safe Sender 75V [ R/INLET LA A—ILDHETIFERSNAFET N BRELE T4 v U T DHETIRE

RAEINFBADEY RINLFERIZT L A A—)LEHITE S iz Safe Sender Ay E—T(EBEShEREA,
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e
CISCO.

SecureX & DS

Cisco SecureX [£. > R2aDtF 1) T4 EREHET S v b 7 +—LIZHEH L £9 ,Cloud Mailbox [&.SecureX H LU
SecureX YRy i SN TLET,

B SecureX #FRAT A E MO RaAEFa ) TFAHENSDT—4 & —#IZ Cloud Mailbox DIEREHERT S EMNT
=TFET,

B SecureX YRV EFERAT S ERADEF1 ) T+ HBEERBEGHLEZY . 4 —RXTvVIZ7HoEALEY FTHF—N
TILERBELEY AVVTURERTLEYTEEY,

AEIZEH SN TULVEL SecureX DFEMIZDLNTIE. SecureX DR F 2 AV FESBLTLESLY:
https://securex.us.security.cisco.com/help/securex/topic/introduction

SecureX
Cloud Mailbox IZ[E.SecureX # v 27/h—K TRERTEDRRDEAILLAHY ET,

B [FEER A v t— (Messages by direction) | BFA—IL ST 4 v IV DEHDEBEINCRTENT T EF A—ILIE.
[3%4E (Outgoing) ].[;E& (Mixed) ].[A &R (Internal) ]. & & U [Z4E (Incoming)] [ZH 1T FET,

B [EEHYHLUVT 1y Y (Malicious & Phishing)|: BEDH S . FET7 v THDEHESNI AV E—D
NDRAFyToaybBRREENFET,

B [R/NL(Spam)]: RNRLEHIE SN AV E—DDRF YT a3y FBARTEINET,
B [JLAA=)L(Graymai)]: T L A A—)LEHIEESNT= AV E—CDRF YT a3y ERRRTESNFET,

SecureX # w2 R—F OFMIZ DN TIE.SecureX DFF 1 AV FESEL TS
https://securex.us.security.cisco.com/help/securex/topic/dashboard

Cloud Mailbox Business [[l1F(Z SecureX Z&:i29 5
SecureX for Cloud Mailbox &2 9 3 RiI-.SecureX 7 ho > k25 SecureX D —E THILENH Y T 55MIC
DVTIX.SecureX DR Fa AV FESBLTLEEL:
https://securex.us.security.cisco.com/help/securex/topic/introduction

3¥:Cloud Mailbox 7 h Y b IE.—EIZ 1 DD SecureX fffi & DHHETEET,

Cloud Mailbox M A —/\—&FEEH LUV EHEE 1 —F —Id.Cloud Mailbox Business [[] (11 SecureX €L 12— ILERKETE
*9,

1. [R5 (Settings) |(lE 7 4 3> ) > [% I (Administration) ] > [Business] Z&iRL £,
2. [#D#AERE (Preferences)] > [SecureX] T.[SecureX #i& D &SR (Authorize SecureX Integration)] #2 J v 2 LE T,
3. KEBI7D0—%¢xTLFEY,

SecureX FREMNHUIL 1= LERTNFT—DBRRINET,

SecureX & v a7/R—F[Z Cloud Mailbox D2 A JLEEBMTED LS IZHEY EL . ZDFIEIZ DL TIL. SecureX D K
Fa A MESHEL T https://securex.us.security.cisco.com/help/securex/topic/configure-tiles
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SecureX & DS

SecureX My

Cloud Mailbox Business A7 ® SecureX FREFZH Y g9

ER—N—BEHEFEIEEEL Y —NIDAR I ERITTEET Business [IFIZ SecureX #&EL f-1—HF—TH
CTCHIDARVEETTEET,

Cloud Mailbox Business [A1+ M SecureX FZBFEZ R Y EHTICIL. ROFIEEZETLET .

1. [Settings] (B§E 7 1 3 >) > [Administration] > [Business] Z#iRL £7,

2. [#)#A5%E (Preferences)] > [SecureX] T.[&FB & Y ;47 (Revoke Authorization)] #2J v V L&Y,
SecureX BREMNERICEHF INFZ EERITNF—DBRRSIFET,

SecureX ® YR

SecureX YRV IER—COTHICEESINTH Y . ZHEHAREANT Cloud Mailbox EfttDP R atEFa ) T EGHZERH
LTEHEFEEINET . TRTO Cloud Mailbox 1—H—I%.SecureX YR DFERZABTCEET VARV EFERALT. RO
DEX2LYTF 4 TIVr—2avBEBHLEY S —RTVIICT7OEALEY A THF—NITULERBELEY . AVVTF
/FE%TLT_U LEF,

{ Securex Ribbon = Applications L My account
o >’ SecureX S
Casebook Incidents Orbital m AME for Endpoints admin
4« Cisco Secure Email Cloud Mailbox
E ¢ : a Security Services Exchange Logged in with SecureX Sign-On
Notifications a B rreat Gric
ettings
Center .
. Threat Response

SecureX YRy DHEMIZ DL TIE . SecureX DR F 21 AV FEBBELTLESL:
https://securex.us.security.cisco.com/help/securex/topic/ribbon

iR & &ET S & . Cloud Mailbox DEBI A vt — Ea2—RIZ SecureX ERy b AZa—ASBMENET DD A
Za—RBALEVRIOEX YT AEBRICHEL T EFTHF—NTILICET 2EBMNERICT 7R T 5-H0F MR
ERYETS,

T4 1daa049e1da52927ba6a11c027adb3.. 14 By

¢ B Malicious SHA-256 - AMP File Reputation

% > There is 1 Verdict for this observable.

¥ Investigate in Threat Response

p Create Judgement

AMP for Endpoints

[ File trajectory

3 Search for this SHA256

# Add SHAZ256 to custom detections New

 Add SHA256 to custom detections Quick...

SecureX E7RY b A= 2 —DFHMIC DN TIL . SecureX DR Fa AV FESBL TS
https://securex.us.security.cisco.com/help/securex/topic/pivot-menu

SecureX )R> DAE&ER

SecureX YR [FA—HF—LRILTERBENFET URVAF=IE [2—F—FKE (User Preferences)] A =—a—mi Ry
ERETEET,

E VR ERET DA SecureX ThO U bET VT4 TTEBBELRHY T, 2N %EITS (&, Cloud Mailbox
Business [1F(Z SecureX #&iRT 5 (47 R—) DIBERITH S D MDD ED 2 —)L % SecureX ITHELFET,
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SecureX & DS

SecureX MR

SecureX YRV AN D DAER
JARVAMD SecureX VRV ZEKEBT HICIZ. ROFIEEZERTLES .

1. SecureX 1) 7R T [SecureX ZHif5 (Get SecureX)1 #42J v o LET,

2. [77VH5—> a3 v 7 EADEE(Grant Application Access)] % 4 7 04 T.[Cisco Secure Email Cloud Mailbox )
N> % &2 (Authorize Cisco Secure Email Cloud Mailbox Ribbon)] #4) v 4o LEY,

SecureX YR MBI SN FE L f=.SecureX FREMNEEICEHFR NI EERITNF—DBRFEINET,
Cloud Mailbox @ 1—H—E&EH > DEEE
[2—H—E& T (User Settings)] *=a—Mm5 SecureX YRV ZRRT BICIF. ROFIEEZEFTLET,
1. [2—H—(Usen(FRT 4 —ILT7 A4 22)> [1—H—E&%E (User Settings)] ZBIRL £,

2. [##AZ% € (Preferences)] > [SecureX ') 7R > (SecureX Ribbon)] T.[SecureX ') 7k > M #&EE (Authorize SecureX
Ribbon)] 2w o LET,

3. [TV —2 a7 RDEHFTA (Grant Application Access)] & 4 7 04 T.[Cisco Secure Email Cloud Mailbox ')
> % &2 (Authorize Cisco Secure Email Cloud Mailbox Ribbon)] #4) v o LZEY,

SecureX YR AEBSE SN FE L= SecureX RENEFBICEHIN-Z EE2RINFT—NRRTINET,

SecureX YRV DEEEZEY ET

SecureX YRV EA—HF—L AL TERBEINFT VARV AFR(F [2—F—RE (User Preferences)] A =1 —h o &KEE
MYBETENTEET,

Secure X YRV AN L AZEEFRYET
YARUAMS SecureX VAR DEBERYETICIK. ROFIEEZETLET,
1. SecureX V) 7R T [ER7E (Settings) ] > [A& 2 (Authorization)] > [Ex Y ;& L (Revoke)] #Z#IRL F£3,
2. [BRYEL (Revoke)] #4704 T.[HEE(Confirm)] 20w oI LET,
SecureX 'J7/R > HY Cloud Mailbox Z7hH Y M2 L TERBEI G HEYEL =,
Cloud Mailbox M A—H—ZEMN S DAZEDEYEL
[2—H—E&E (User Settings)] *=a—Mm5 SecureX YRV DEABEWMYBETICIZ. ROFIEEZERTLET,
1. [2—H—WUsen [ (FAT 1 —ILT7 A4 2V)> [1—HF—%5E (User Settings)] ZBIRLET,

2. [#HAERE (Preferences)] > [SecureX ') 7k > (SecureX Ribbon)] T.[&R % H Y ;&9 (Revoke Authorization)] Z 2 1) v
JLET,

SecureX /R Y Cloud Mailbox 7h o2 b I L TRBEINAECHY ELIz.SecureX HRENEFEICEFHF IN=Z LER
FNF—DRRINFET,
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e
CISCO.

D3R A=Ky VRADIET VT 1471t

ISR A=K IR EFETIT4TTBIZIE FIZRD 2 ODDA2RIEFERLET .
B Microsoft Exchange BBt 2—M5 V53D A—ILKRY IR Dv—F LI ) ZHIBRT S
B Microsoft Azure T+ bD5 U5IRK A—ILRY IR 7T Y5—a %8BT S

DIORA—=ILRY IR O¥—FILIT 2 Y DHEI
1. Microsoft 365 &+ > 4 — (https://admin.microsoft.com/AdminPortal/Home#/homepage) [CHEIL =5,
2. [E¥EBt> 42—]>[Exchange] > [AVTSA TV REE] > [y —FILIL—IL] DIBIZFEEHL EI,

3. V59K A—=ILRY IR O —FIJLIL—)LEEIRL T.[HIE& (Delete) ] #0) v I LET (TN ] ZEIRLT.Ov—F
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