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Cisco ASDM 717(x) ') ') —X / — Fk

D RFa AL MIIE, Cisco ASA ¥ U — X&) Cisco ASDM /13— 5 > 7.17(x) D VU Y — A
WAFEHENTNET,

HECEIR

*9.17(1.13)/7.18(1.152) LAfE T ASDM BEFEA A —TZFHR— b : ASAIX, ASDM A A —
VINVAADT VENEBLFEA AT TEHLINE DD ERIET DL ORIV ELE, Z
DIEEZBEMA L7 ASAR—2 a3 V THWASDM A A=V A2 ETLE D & 95 L. ASDM
N7 w7 S, [%ERROR: Signature not valid for file disk0:/<filename>| &V 9 A v t—
UM ASA CLIIZE/RENE T, ASDM U U —2 7.18(1.152) LIRIE., Z DEIENEH Sh
TWRNEDEED, TRTDASAN—Y g & PV EHMERH Y £9,  (CSCwb05291,
CSCwb05264)

«9.17(1) LABE Tl& ASA 5506-X. 5506H-X, 5506W-X. ASA 5508-X. & & U ASA 5516-X [&
HHR—FINTVELE A, ASA916(x) BEFZICY AR — FEN/\—T 3 o TF, ASA
5508-X ¥ L 1N 5516-X @ ASA FirePOWER £ = — /L OBE ., HEICHR— S 54
A1 9.16/7.0 T,

*9.17(1) LABE D ISA 3000 T ASAFirePOWER £ 2 —JLIFHR— F S TLEE A, ISA
3000 IL ASA 9.17 LI TRl & AR — &N EJ, 7272 L. ASAFire POWER £ 2 —
NTYHR— b EN D EEOHEAEHEIL9.16/7.0 T,

«9.17(1) UIBETDY 5S4 7> FLASSLVPN [FHR— S TWERHA, 7747 L
A SSL VPN IV R— b &<y FE L,

«webvpn : ROV 7 < RREIBRESNLTWET,
« apcf
* java-trustpoint
« onscreen-keyboard
* port-forward
* portal-access-rule
* rewrite

» smart-tunnel

« group-policy webvpn : (kR DH 7 2~ > RRHIBRS L TOVET,
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* port-forward
« smart-tunnel

« ssl-clientless

*ASDM 7w FJ L— R4 H—FK 202243 ALUBONTEFIZLY, Ty 7T L—FR
7 4 Y — KX ASDM 7.17(1.152) K W RO NR—2 g o CIIERE L7 R0 £4, 4P —
REMHEAT5I1CF, FET7170.152) 127 v 77 L— R+ 0ERH Y £,

« ASDM 7.18 T Java Web Launch ®#7R— kA& T : ASDM 7.18 AR, Oracle (2 £ % JRE
8 35 & " Java Network Launching Protocol (JNLP) D ¥7R— R23M& T L7272% ., ASDM %
JavaWeb Start Z 78— ~ L EH A, ASDM Z#&E)¥ 521X, ASDM Launcher % 1 > A k—
T DB T,

AT LEWH
IDEITarTIE, ZDOVY—REFETTIHEODVAT 2 E-BERTRLET,

ASDM Java D E 4

ASDM &, Oracle JRE 8.0 (asdm-version.bin) % 72(3% OpenJRE 1.8.x (asdm-openjre-version.bin)
EHEAHLTA A M=V TEET,

)

GE)  ASDM iZ Linux TiZT A FENTWER A,
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AsDM o E#E IS 2xEsE

RIASDMARL—T 4 VTV RTLETIOFDER

ARL—F 45 VRTLA PAvAVA Oracle JRE OpenJRE
Firefox |Safari |Chrome
Microsoft Windows (J&5E3 L OVH ARGE) - PSS PR — | = 8.0 1.8
. 10 ML GE)  Windows
. 732
GE) ASDM v a—bhh v MZMERNH By k
H80%. ASDM O A k| Z B4 DH
LHEBFEHE (=) O Fe
[Windows 10] ZZH L T2 a0
AN
8
7

* Server 2016 & Server 2019
e Server 2012 R2
e Server 2012

e Server 2008

Apple OS X 10.4 LLF% K hix KIS % (64 |8.0 1.8
[
N— 3
YD)

ASDM O B ICRHT 53 B F1E
WDFRIZ, ASDM O HHMIZBI T 2L Z R L F7,
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&6 TE
Windows Java 7 7V r—avrnyay 7 InE L (Java

Application blocked) | EWH =T —RX vE&—,

ASDMWeb 7 > F v —%ifL# 35 &, OraclelZ L ->TT
PV = alOEITNR Ty s SN, 77—
YOEF2 VT A LNV ERET DL OICKRDBNDY
ERHY T, Ky 7 7 v 7B Java D Web ~<—
UADY I PREEHENTEY, 20— UIZE6EETFIA
DRENTNET,

Java Application Blocked X
(Ml
9

Application Blocked by Java Security |

For security, applications must now meet the requirements for the High or Very High security
settings, or be part of the Exception Site List, to be allowed to run.

More Information

‘Your security settings have blocked an application from running due to missing a

SEEITT "Permissions” manifest attribute in the main jar.
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AsDM o E#E IS 2xEsE

S

TE

Windows 10

[Thisapp can'trunonyour PC] =5 — X vt&—,

ASDM 7 > F ¥ Z A A h—/L4% &, Windows 10 (2
L o>TASDM v a— Iy & —% v S Windows
Scripting Host /S AIZE EHEZ HALT, ZTDOxT T —0F84
THZERHVET, Ya— Iy N —F v NEEE
THITIE, ROFIEEZETLET,

1.

[Start] > [Cisco ASDM-IDM Launcher] % &1 L |
[Cisco ASDM-IDM Launcher] 7 7'V 7r—y = V&4
7V w7 LET,

[More] > [Open file location] Z E4R L £,

Windows (%, Ya— bty b7 A a2 LT
TAVZ N EREET,

va—bhy hTAarEE7Y v LT,
[Properties] Z#R L £ 9,

[Target] ZX D X HIZEH L ET,

C:\Windows\System32\wscript.exe invisible.vbs run.bat

[OK] %7 U>27 LET,

OS X

OS X Tix., ASDM DHJEIFEITRFZ, Java DA A h—
NEBERINDGANHY £F, HEILTT, Try
7 MIENET, £ A F—/LDFETH%IZ ASDM NiZ
gL E7,
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B asovmomsmticEy 2 rEsE

S

TE

0S X 10.8 LI%

ASDM (& Apple Developer ID TE4 SV TV RN 2|
FITTEDLEIITTODRMERDY T, EXF2 VT 4D
REXELELRNWE, =T —HENPERINET,

2.

_."° [_ because it is from an unidentified

N “Cisco ASDM-IDM" can't be opened

developer.

Your security preferences allow installation of only
apps from the Mac App Store and identified
developers.

g
ASDM %34T T 5 X 5127 BHITid. [Cisco
ASDM-IDM Launcher] 74 2> %247V v 7 (-
ZCtl ¥—%M L7527 U v 7) LT, [Open] &
BIRLET,

A Chess.app Mar 21, 2013 2:14 PM 1

[ & .
5 Cisco Jabber.app
| Conmtacts.app

Show Package Contents

1 Move to Trash

1 of 62 selecte
s Getlnfo
Compress “Cisco ASDM-IDM.app”
Burn “Cisco ASDM-IDM.app” to Disc...

Duplicate

Make Alias

Quick Look "Cisco ASDM-IDM.app™
Share >

Copy "Cisco ASDM-1DM.app"

Show View Options

RO T —@EENFERINFETN, ZOEEND
ASDM % ELE) C&X £9, [Open]& 7 V v 7 LET,
ASDM-IDM J > F ¥ NiEEh L £7°,

x

4

I
371052

N “Cisco ASDM-IDM.app” is from an

A } unidentified developer. Are you sure you
° want to open it?

Opening “Cisco ASDM-1DM.app” will atways allow it
to run an this Mac.

Google Chrome.app downloaded this file on
December 4, 2013 from 10.B6.118.3.

| '3_’ Open Cancel |

37052
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AsDM o E#E IS 2xEsE

S

TE

ASA TN RREELT A  A
(3DES/AES) MN4EE

G¥) RA=w—b+IA4®BVARET
NEFEHTDE, 8%
(e o e AV X )
412 ASDM TOHRAID
T ANR[RRIZ/R D F
7

ASDM Ti%, ASA IZ SSLEERITHALERNHY 3,
AaPE L CWB3DES TA B AZERTE £1,

1. www.cisco.com/go/license (27 7 A L £ 7,

2. [Continue to Product License Registration] 7 U v 7 L
i —a—o

3. TFABV LT R—=HFNLT, THRAN T 4 —LR
DRI & % [Get Other Licenses] 27 V v 7 L ¥ 7,

4, Fuoy 7 XU URRNNMD,
IR L FE9,

5. [Search by Keyword] 7 4 —/L FiZ TASA] &AL
£

6. [Product] U A kT [Cisco ASA 3DES/AES License] %
BIRL, [Next] 27 Y v 27 LET,

7. ASADVITNANESEEANNL, 7rr 7 MIE->T
ASA @D 3DES/AES 7 A B A%HR L F7,

[IPS, Crypto, Other...] &

s HOEBAGEHEF ZIXMEHETE
TRVGER

* [Pv6

* Firefox 3 & O Safari

ASAD B CEAGEHEE LIXEE TE R WVGEHEZHEH
T %854 Firefox & Safari TiX, IPv6 241 L7 HTTPS
ZHERH L CERT 25581038 x 2 ) 7 1 fldhz B4
HT EIITEERA,
https://bugzilla.mozilla.org/show_bug.cgi?id=633001 % 2
LTLIEE, ZOEEX, Firefox £ 7213 Safari 206
ASA IZHIEENDH T TOD SSL HIC L £

(ASDM ez &de) . Z O 4 kT 21213, (EH
T&E DFRERD ASA 1T L CHAT L 7o Ul 2R GiE 4
ELET,

« ASA TSSLE; 5t &1T 9121,
RC4-MD5 & RC4-SHA1 % i J5
L HE D BH, Chrome T SSL
false start % #EZH T DM E N H
nET,

e Chrome

RC4-MD5 B L ORC4-SHAL 7T XA (ZNHDOT
NI Y XKET 7 4V N TA =T )V) Oli5EFRIN
L7292 ASA D SSLIG b &2 28 L7244 . Chrome O

['SSL false start] #%HED 7212 Chrome I ASDM % L&)
TEEHA, ZNHOTNAIY XAD12EFEANC
T5HZ EaEHELEL £ ([Configuration] > [Device
Management] > [Advanced] > [SSL Settings] -1 > %%
M) , F7=1%. Run Chromium with flags {Zf€ > T
--disable-ssl-false-start 7 < 7" % {# ] L C Chrome ® SSL
false start & #2012 T& £ 77,
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www.cisco.com/go/license
https://bugzilla.mozilla.org/show_bug.cgi?id=633001
http://www.chromium.org/developers/how-tos/run-chromium-with-flags

Cisco ASDM 7.17(x) Y U —Z / — + |
B ssomor 7557 sEBEOL VR =0

ASDMD7AToT4 TABHEDA VX =)L

Java 7 Update 51 LAR: 232354, ASDM 7 > F ¥ IZIXERE CTE DiFAENLETY, FE
HEOEMIL, HOBAMNEXDOIDAHEL A VA M—ILT5Z LI K> THEIZH-TZ &
MNTEFET, FFHEEA A b—/L 35 F T, Java Web Start 25 L T ASDM # iLEd 5 =
ENTEET,

ASDM & — BT 272 DIC ASAICHCEAT AT VT 4 7T Akl EE A VA h—L LT-

V. FEAEZ Java ICBEK U720 35121,  [Install an Identity Certificate for ASDMJ &M L
TLEENY,

ASDM O 7 4FXal—23> AEYDEX

ASDM THHR— F ENDHERREY A XLS512KB T, 2OV A A2z dE, X7 4—~
VADRENELDZERBVET, L, a7 4 X2 b—Taron— RRHIE, 5%
TLlEary74Xal—valDBERAT—2AXATa Ry 7 ACEREINET, D
LE, A RXADODRENVTL T (X2 —2 a3 Tl ASDMIZk > CERFa sy 7 X2 b—
Ta VOB TN TV TS, ET LRG0 MEIE L, BERFISnTns L oIz
HZ2ET, 20X 72 RMNHEA LTEEAIE, ASDM v A7 A b —7 AE Y O KEZHRGTTT
HTLEEHERLET,

Windows TOASDM > 74 F¥aL— 3> AEYDEX

ASDM bt —7 AE Y P A XEMWRKTHI21E, ROFIAZFEITL T runbat 7 7 A LV EFRE L
i‘j‘o

FIE

ATFYFT1 ASDM A VA =T 4 L7 FU (7=& zIE, C:\Program Files (x86)\Cisco Systems\ASDM) (Z
BEILET,

ATYT2 fTEOTHFA L =7 4 Z&2MHA L Trunbat 7 7 A VEFRE L ET,
AT w73 Tstartjavawexe] TIHAEDHITT, [-Xmx] OT VT 4 v 7 ARG EEEL, BHIHO

t—7 YA XEEELET, =& 21T, 768 MB OHA1T -Xmx768M ICZEE L. 1 GB D4
1T -Xmx1GIZEH L E1,

XTw 74 runbat 7 7 A NVERFELET,

Mac0S TOASDM I T s ¥alL—> 32 AEYDEKX

ASDM & —7 AE U YA ZZHRT HI2IL, WOFNEZFEIT L Tlnfo.plist 7 7 A LA fREL
£
FIig

AT v F1 [Cisco ASDM-IDM] 7 A 22> %47 U »» 7 L. [Show Package Contents] % &R L 7,

. CiscoASDM7.17(x) Y ) —RX / —


http://www.cisco.com/go/asdm-certificate

| CiscoASDM7.17(x) Y U —Z/ —
asa & asom o EEt [

AT v T2 [Contents] 7 # /L& T, Infoplist 7 7 A VEHZ TN v LET, BHBEEY—NLEAL LA —
NLTWAEEEE, TANTa VRN IT4 2 TREET, 29 TRVWEGAIL, TextEdit T
xEd,

AT w73 [Java] >[VMOptions] T, [-Xmx] OF VL7 4 v 7 AN CFHNEET L, LB —7
A XEBELET, 722X, 768MB DA 1E-Xmx768M IZZEH L, 1GB DA 1% -Xmx1G
WCEBLET,

<key>CFBundlelconFile</key:>
<stringrasdm32.jcns</string:>

<key>VMOptions</key:>
<string>-Xms64dm —me512ﬂ<fstring>

<key>CFBundleDocumentTypes</key>
<arrayx

ATV TE ZOT77ANBay 7 ENDHE, ROLI BT T —NERENET,

The file “Info.plist” is locked because you
haven’t made any changes to it recently

j‘ If you want to make changes to this document, click
Unlock. To keep the file unchanged and work with a copy,
click Duplicate.

| Unlock | | Cancel - Duplicate ]

R4

ATY TS5 [Unlock] #27 Vw7 L, 77 A NVEHRFELET,

[Unlock] A 7 B VR v 7 ANRFRSNRWEGEIL, =7 4 X% T LEJ, [CiscoASDM-IDM]
TAar&E427 Y w7 L, [CopyCisco ASDM-IDM] Z38R L C, EBXALMERN H 550 (5
27 by 7RE) WZMVTET, £0%, Zoabt—nhbbe—F A XEEHLET,

ASA & ASDM O E #al4

ASA/ASDM YV 7 b U = 7B X ON— U =7 DR LOE Y 2 — /O B4 5 T B
DFEIZ OV TIL,  [Cisco ASA Compatibility] #ZH L T 72X\,

VPN O B #itt

VPN O B HaEIZ2Tid,  [Supported VPN Platforms, Cisco ASA 5500 Series J| ZZ& M L TL 72
é 1/ \O
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ZDBIZarTiE, KV —A0OHEEE R LET,

)

GE)

ASDM 7.17(1.155) D #FrH&aE

syslog A v & —U WA NIT, Filll, BEFER, BRLOBEL S 17z syslog A vt — VA F0#
LTWET,

J1)—XH :20224%6 A 28 A
ZOV Y —RTHHERRIEH D FH A,

ASDM 7.17(1.152) 0D $r#dae

JIy—xH:202245288H
ZOV Y —RTHHERITH Y TR A,

ASA 9.17(1)/ASDM 7.17(1) D FrH&E

JY)—XB:221%12A18

Bl

TS5y b7 — L

Cisco Secure Firewall 3100

Cisco Secure Firewall 3110, 3120, 3130, 33X TN3140 D ASA BNEA I FE LT,
Cisco Secure Firewall 3100 /X, A/X> R EtherChannel 7 7 A X U ' 7/ Tix K6 2=y
FeYR—bLET, 774 T U LOEBERBPA->TND EEIZ, HRHT I
L, ALAATDOX Yy N =2 FVa—/LEKRy NATU v 7 TE£7, fhoT
Va— VOEEELTOGEITIE, BEENLETY, SecureFirewall 310025 Gbps 1
v 4 —7 = A AL, Forward Error Correction &, A A h—/LE LTV 5 SFP (24
SHEERM AR — N LET, SSDIZHCH L KT 4~ (SED) T3, SSD A
20ob5EA. Y7 h7 =7 RAID K L £,

FHR/AETE SN2~ K . fec, netmod, speed sfp-detect, raid, show raid, show ssd
B LA S U2 EE
* [Configuration] > [Device Management] > [Advanced] > [EPM]

* [Configuration] > [Device Settings] > [Interfaces] > [Edit Interface] > [Configure
Hardware Properties]
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HaE

Bl

HEh A7 — U235 ASAv D
PAR—k

ASAVIZ. DN TV w7 757 R —EAOHEIAY — L2 R—+T5L5I1C
B FE L,

* Google Cloud Platform (GCP)

* Oracle Cloud Infrastrucure (OCI)

HEIA 7 —U 73, v /30T 4 OBEHIZIESWOTASAY 77 r— g DA
VAR A AR L F T,

AWS D ASAv TOHLIEA A X
VADYR— k

AWS X7 U w7 75 KED ASAv 1L, 722 Nitto f VAKX AT 7 I U inG
AWS Nitro Y AT LA VAR L AP R— 5 L9120 F LT,

AWS FH ASAVIZ LD | IRDA L AZ U ZADHHR— R BISITVET,
* c5a.large, cSa.xlarge, cS5a.2xlarge, cS5a.4xlarge
* c5d.large, c5d.xlarge, c5d.2xlarge, c5d.4xlarge
 c5ad.large, cS5ad.xlarge, c5ad.2xlarge. cS5ad.4xlarge
* m5n.Jarge, mSn.xlarge, m5n.2xlarge, m5n.4xlarge

* m5zn.large, m5zn.xlarge, m5zn.2xlarge

PR—=FEINTNDA LAY ADFEMAR Y A MIOWTiX,  [Cisco Adaptive
Security Virtual Appliance (ASAv) Data Sheet] # &M L T 72 &0,

Azure D ASAVILEIRA VA X A
DY R— b

Azure X7V v 7 759 K ED ASAV IZ, IROA LV AX L AWV HR—FTBL91C
B FE L,

* Standard D8s_v3
* Standard D16s_v3
* Standard F8s_v2
* Standard F16s v2

PR—=FEINTNDA LAY ADOFEMAR Y A MIOW T, [Cisco Adaptive
Security Virtual Appliance (ASAv) Data Sheet] # &M L T 72 &0,

ASAv @ Intel® QuickAssist 7 7 ./
1 — (QAT)

ASAv %, Intel QuickAssist (QAT) 8970 PCL 7 % 7' % ZA#i [+~ % ASAv EBHIZ/—
RO =TT 787 b—a a2 LE3, ASAv 24 L7z ASAv D/ ~—
Ry =7EE{bT 78T L— 3 1%, VMware ESXi B X TOKVM TOHHHR— k
SNFET,

OCI L@ ASAv (Zxf3 % Single
Root I/0 Virtualization (SR-IOV)
DOV HR— b,

OCI _=0 ASAv (Z Single Root Input/Output Virtualization (SR-IOV) ZFEIETX 5 L
N FELT, SRIOVIZCE Y, ASAVD R T y—~ L A% E EESHAEZ LN TE
F 9, SR-IOV E— FTO VNIC & LTD Mellanox 5 VR — F IR TWEHA,
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HaE

Bl

74T 0+ —ILERE

Ltk (v 7%) O L
TOEREM N AL 4
(FQDN) # 7Y =2 b ® Twice
NAT H AR — k

www.example.com ZfEET 2 FQDN Ry NV —27 A7 =7 h %, Twice NAT /b —
NDEHE (v T1H%) O3HET RLAE LTHEHATEES, A7 A TiX, DNS
P N—=BRENZIP T KL RIS T — A RHREINET,

*‘Y N — 7Y —ERXRFT Tz
7 hE, R —_R—2D)L—
T4 TBIOT 7 ZHIEIC
BIo%xy hU—rH—E R A
77 FOfEH

Xy NI —=IH—bERA ATV NEREL, TNOEIERET 78R a2 hr—
NIYAZANTHEHLT, RIS —R—=2A V—F 4T — =y TBIOT 7 k&R
a k=N THEHTEET, Xy NUV—IH—EX 4T NI,
IPH 7Ry NETIEDNS AL S AOHERGEN, A7 3T e hard
R—hOHEREENET, ZbiF, BRIy NT— AT V=7 MW —
EAFT Ve MEAELET, ZOMREICIE, EETE 5 DNS = —%EHE
LT, DNS RAA VABEDMEFTEDEEITLNOL IP T RLAZHEICRG T
HEOICT AL EERTVET,

ROBEPEMEIERESE LT,

« [Configuration] > [Device Setup] > [Routing] > [Route Maps] D JIEIZFEE) L,
[AAd/Edit]) #A 7 a7 Ry 7 A%z8MLET,

« [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] DJIEIZ &)
L. [Add/Edit] A T el Ry 7 A&BMLET,

* [Configuration] > [Firewall] > [Objects] > [Network Services Objects/Groups]
* [Configuration] > [Device Management] > [DNS] > [DNS Client]

N TFRASEY T4 ERT—FEY T 1 DEWEE

VMware 3 X XNKVM H D
ASAv30, ASAv50, I EXTNASAv
1007 5 AZY T

ASAV 7 FAR Y T EHAT D L, K16 D ASAv Z H— DRl T /N4 A L LT
IN—TTEET, 7 TFAZIE, BT A 20T XTOFEE (BB, *v b
T — 7 ~OE) iz b 5T, BEET AL AL > TRWVWAL—T v RBLY
TEMEZERLET, ASAVI TAZ VU NE, V=T v R 77 AT T4 —/LE—
RO A o H—T = A AF— REHWR— K~ LFET, A/ REtherChannel|L VR —
FENTWERA, ASAvIE, 7 T AZHIHY 712 VXLAN B A % —7 = A
A (VNI ZfEHLET,

B LV YR S LT
* [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces]

* [Configuration] > [Device Management] > [High Availability and Scalability] >
[ASA Cluster]
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HaE

Bl

NATRAZGEYT 0 T—F
FEE TAZNDNL— DY
e

PIEiD U Y —ATiL, clearroute =<2 Rida2=v bON—TFT 4 VT T —T LD
VT LELE, BUE, AT ATV T 4 JNV—TE1E7 T AXTEIEL
TWABHE, a~r N7 /774 7a=y bEidar bae—la=y b TOHH
HT&E, INV—TFEIZ7 TFAZADTRTCO=y NDONV—T 4 T T—T V%
J7U7LET,

clearroute =~ NNEFEINE L1,

A28 —D 14 AHEE

ASAv @D Geneve f VX —7 = A
AR — k

AWS F— b xAf a0 — RT3 PO I T —b7axv i iR— 5720
IZ. ASAV30. ASAv50. B I TN ASAvI00 @ Geneve 7 /ALY R— F MBS
* L7,

FrLV/AE I - EE

* [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] > [Add] > [VNI
Interface]

* [Configuration] > [Device Setup] > [Interface Settings] > [VXLAN]

Secure Firewall 3100 ® B @ =+
T—aE, 1¥ ey ML
DA E—T A ATHHER
TN T A ENTEET,

Secure Firewall 3100 D HEhr T = — g UiE, 1 FHEy NAEDOA VX —T =
AATHDELTEH TN TEET, MOET/VOSFPAR— FDOHE, no
speed nonegotiate 4"~ > = L LEHE % 1000 Mbps [ZF%E L E9, #rLwva~r Fit,
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NAT—=REEHETLEIIROONET, £/, BHEN AU —REEHE LT
. O T A KL T T a T IMRFRINET, L, ASARY r—
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* ASDM : [Home] >
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