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0000>I1GW

2
111000139

App2 Route Table

ASA Virtual Route Table

11.10000/16 > local

Service VPC

11100.0.0/16 > local
0000> GWLBE

A B —F v "B DERE

R 74 v 7 BREEINET, TDE,

N7 4 v 71X, GWLBT Y RARA v MZEB, £ 205 GWLB
KT 7 4 v 71 ASA Virtual 7 7 A X ICHRIES N E

T, T T4 v 7iF, 7T AZND ASA Virtual f ' AZ L AL > TRESNTZ%, 77U
r—3 3 v VM Appl IZEst & E1,

Appl MBDFRE NT 7 4 v 71E, GWLB =2 RARA > MIEF SN, 220D A ¥ —Fy

MoptfE snET,
AWS T ASAVirtual 7 S X 2 ZzRERFHT

FUoTL— FR—ZXDEM

VY1) A NV Er dh Yl N7) Iyl u iy §

WD 7a—F % — hE, AWS TD ASA Virtual 7 7T AZ DT FL— hAR_R—ZRBEHOT—7 7

a—Z R L TWVWET,

5 6

. Download 2 Modify 4 copy Create Build zip files
templates and infrastructure. cluster_layer.zip configure_asav_ from Pythan files
Local tost D,‘,ES yami and flatothe ~—* clsterzipand — "  for Lambda
from GitHub deploy_asav._ lambda python lifacycle_asav_ functions and
clustering.yam! Tfiles folder cluster zip files copy to target folder
3
Linux Host Create
cluster_layer.zip
file
8
Deploy Upload ¢ 9 Deploy 10 Log in and
AWS Console infrastructure cl deploy._asav. verily
yaml and e clustering.yami chister
template 3 template deployment

D—9 AR—R

FIE

o — LR A b

GitHub "7 7L — e 77 A VB 7 —RL
F9,

RITY o959 FIzEi+% AsAVitual 7 S22 ORI}
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B aws casavimal 4525 EBET 5-HOT Y KY—TI KO TOHR

D=9 AR—X FE
(" é\ 2—7 LA A b infrastructure.yaml 33 X OF deploying_asav_clustering.yaml
— TUT LU= FEERLET,
3 Linux &5 A cluster layer.zip 7 7 A V& ERk L £,
,:-’;1_"\-:, 2—J LR A b cluster layer.zip 7 7 -f /L% Lambda Python 7 7 A /L 7 +
— LA ae—LET,
::"g\:, a—H LR A B configure_asav_cluster.zip 33 & U lifecycle_asav_cluster.zip
\/ 77 ANVEERLET,
:,f-éx: g—H LR A R Lambda B2k ® Python 7 7 A V)& zip 7 7 A Vv & VERK
— L. #—Fy b 75 A Flcar— LT,
(7) AWS =2V — )L Infrastructure.yaml 7 > 7 L— h & BB L £ 7,
1:/.-8--\.3 AWS =22V —)b cluster layer.zip, cluster lifecycle.zip, &I
— cluster manager.zip % S3 /X7 > MI7 v 7 m— KL &%
‘g‘o
(9) AWS =2 Y —)b deploy asav_clustering.yaml 7 > 7" L — N & BB L £,
N
10)  |AWS arY—n BUAL LT, 75 AYORBEHRLET
Ay
FERAH

WD 7 a—F vy — ~E, AWS TD ASA Virtual 7 7 A X OFEIEFO TV —7 7o —Z 7 L T

£

1
Create
Local Host dey o
configuration

seript

|

2 3 4 5 6
Verify if nodes Create target Regist st 1
D Desli?[‘;:SA > m:,::‘lﬁacches : :;3\1': . group and GWLE; loat?':: zrg:; ::Jrrlncj;
Console Inatanca 1o Instance joined cluster attach target group using data
to the GWLEB interface IP
D=9 AR—R FIE
(1) 72— LR A b AWS [f]1} Day 0 H R 1F L
!
2 AWS =2V —)L ASA virtual f A X AR L 7,
3 AWS = —)L A VAR LRI B —T oA RAEPERRELET,

B 7Y v995%Y FIZEi+% AsAVirtual 7 5 22 O ER
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7o7L—+ I}
J—H AR—X Flig
4 AWS 21— )b )= RN ITTAZIZBIMLTWBENE ) ErER L E
‘é—o
5 AWS = —)L B—ry NI —F L GWLBZERL L £, #—4F v
N V—7"% GWLB IZEI Y Y TEd,
6 AWS =V —)L Fe BB =T A AP EFEALTCE—FT >y
=N VAR ARG L F T,

PLFDOF 7 b— MIGitHub TAFTTEET, NI A—HXHIZ, 77— MTHEINE
IRTGRA—=HFE T 7 x)v ME, ERARERE, BLXOFHIZE Y BHTY,

s infrastructure.yaml : £ > 77 A NI 7 F ¥ EEHOT 7L — |k,

« deploy asav_clustering.yaml : 7 7 A X BB DT 7 L— |k,

)

GE) 7722 —FRzRET I, ¥R—FSNTVWD AWS f U AZ AL AT DY A K%
BLTLLESY, ZD U A MX, deploy asav_clustering.yaml 7 > 7 L — FD/NT A — X
InstanceType (2 I FIBE/RED TIZH 0 77,

AWS [CH(T5GWIB 2FERAL-ASARE VS A2 YV TDE—Sy h 7z —ILA—
IN—DERTE

AWS @D ASAvirtual 7 7 AX YV > 71X, F—hU A a— K7 % (GWLB) #fH LT,
FEE SN ASAvirtual / — RIZA VA7 v a v HOXy NU—27 8y haen"T oy s
BIOEELET, GWLBIX, #—47 v b/ — RO 7 = — /LA — "—F I B GMRR R A L
A, =47y b/ —FRiZxy hU—27 %o FEFE LET 2 Lo cikitah g
7

AWS TH =5y N7 2 — VA — — AT 2 &, GHEA T F U AR ETEY—F
k. — ROREERFIZ /) — ROBENERSINTZHEEIC, GWLB2BA Ry NU—27 %7y NEIER
A=y N —=FRIZUVEA VLT FTEDXEHITRVET, ZOHETIZZ FAXDAT— |
TN T z— ) —_"—ZFH L TWET,

\)

(F)  GWLB 728 SSH, SCP, CURL, F7zi3Zzofho7 e havzZEHL TN 74 v 7 2V —T 4
YT LTOWAMICE =7 b ) — RIZEENRRE LSS, EFRRY—F Yy b~D T 7 (v
JDOVEA VT MOGBIENSREETHAREMERH Y 7, ZOBIEZX, N T 74y 7 70 —0FH
HELHAL—T 0 I BNRNTRAELET,

RITY o959 FIzEi+% AsAVitual 7 S22 ORI}


https://github.com/CiscoDevNet/cisco-asav/blob/master/cluster/aws/templates/infrastructure.yaml
https://github.com/CiscoDevNet/cisco-asav/blob/master/cluster/aws/templates/deploy_asav_clustering.yaml

KITYws95% RIZEF% ASAVittual 7 5 22 OER |
B cloudrormation 7> TL—  EFERLE AWS ADR 5 v & OEB

AWS TiZ. AWSELBAPI £721XZ AWS 22 YV — L EZ N L TH—F v N T =— /LA ——%H
ETEXET,

« AWS API (AWS Elastic Load Balancing (ELB) API ) ® modify-target-group-attributes C,
IRD2ODHF LT A—ZEERTTHZ LIk, 7n—LBOBEZERTEET,

« target_failover.on_unhealthy : % —7%" > MR IER TR < 2> 75512 GWLB 3% v b
V—r7u—% DX TH0EERLET,

« target_failover.on_deregistration : % —7%" v N 3EERAEER S 725512 GWLB 3% > |k
U—77u—% DL BT EINEERLET,

WDa<y K, ZNE20DRT A—HEBERTDHV T IVDAPI/NT A — X R EH R
LTWET,

aws elbv2 modify-target-group-attributes \

--target-group-arn arn:aws:elasticloadbalancing:../my-targets/73e2d6bc24d8a067 \
--attributes \

Key=target failover.on unhealthy, Value=rebalance[no rebalance] \

Key=target failover.on deregistration, Value=rebalance[no rebalance]

FERZ DWW TR, AWS O~ = =27 V@ [TargetGroupAttribute] %2R L T IV,

cAWS =Y —)L :EC2 2 YV — /)L TlX, ROF T a v ERETHIEITLD, [F—
7y k7 V—"7" (TargetGroup) ]“X— D [#—7% > N7 x—/)LA—s3— (TargetFailover) ]
T amANITHIENTEET,

A=y b N—=TDORMEWRET D
e A=y N T 2= VA== HHT D
« R T 0 —2 R 5

B—IF sy N T 2 LA —R— B N T B IFIEOFANC OV T, [TAWS TO ASA virtual
DHE—7y N7 2= A —_"—DFI] 2R LTI,

CloudFormation 7> 7L — L ZEHAL - AWS ~D X3 v DER
CloudFormation 7 > 7 L — b &2 H L CAWSICA X v 7 #REI L £ 7,
188 BRI
s Python 3 %1 > A h—/L L7 Linux 2 a2 — % —NUETT,

FIE

RTFYT1 T T L— hEHEHFLET,
a) GitHub VAT MU Eua—B 7 3 LA IZER L E§, https:/github.com/CiscoDevNet/cisco-asav/
tree/master/cluster/aws ZZ M L T 7230,

B 7Y v995%Y FIZEi+% AsAVirtual 7 5 22 O ER


https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_TargetGroupAttribute.html
https://github.com/CiscoDevNet/cisco-asav/tree/master/cluster/aws
https://github.com/CiscoDevNet/cisco-asav/tree/master/cluster/aws
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ATy T2

b)

d)
e)

CloudFormation 5> 7 L— + %A L1- AWS ~0 2 2 v s DER [

MBI RT A —H & LT, infrastructureyaml ¥ X OY deploy_asav_clustering.yaml %
EHELET,

cluster_layer.zip & WO ARID 7 7 A VEAER LT, %72 Python 7 4 7 7 U % Lambda B
BUTRHEL £,

Linux Bg5E (Python 3.9 % > A h— L L7z Ubuntu 18.04) T, cluster layer.zip 7 7 £ /V %
ER T & 9,

WD =)V A )7 N%FELTL T, cluster layerzip Z1E L 77,

#!/bin/bash

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3 install pycryptodome==3.17.0

pip3 install paramiko==2.11.0

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install jsonschema==3.2.0

pip3 install cffi==1.15.1

pip3 install zipp==3.1.0

pip3 install importlib-metadata==1.6.0

echo "Copy from ./layer directory to ./python\n"
mkdir -p ./python/

cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r cluster layer.zip ./python

deactivate

FESR O cluster_layer.zip 7 7 A /L% Lambda Python 7 7 A /L7 L X (Za v — L £,
configure_asav_cluster.zip 33 & O lifecycle asav_cluster.zip 7 7 A V& ERR L £97,

makepy 7 7 A /WE, HBEINZ VRV V) O LT 4oL 7 FUIZHY T, ZhiCk
V. python 7 7 AV Zip 7 7 A MIZEME S IV, Z—F v h 7 A ZIZab—3ShET,

python3 make.py build

Infrastructureyaml Z /B L, 7 7 A X EAOHIIEEZ AELET,

a)

b)

AWS =2 Y —/LC, [CloudFormation] [Z&EN L, LW\ U ¥V —2 (FEHE) ZfEH (With
new resources(standard)) | ZTIN LT, [A¥ v 7 OIERK (Createstack) | %7V v 7 LE
7

[T 7L —h774vD7T v 7r— R (Uploadatemplate file) ] ZEIR L, [7 7 A /L DiE
# (Choosefile) 1 &7 UV v 7 LT, #—57 v b7+ /LZ )5 infrastructureyaml Z %41 L
£

[k~ (Next) 1527 U w27 LT, REREREATILET,

[k~ (Next) ]. [A¥ v 7 OVERL (Create stack) ] DIEIZZ Y » 27 LET,

JEBHMMSE T L7256, [HJ) (Outputs) 1 (ZFEEI L, S3 @ BucketName 2 EXE O E T,

RITY o959 FIzEi+% AsAVitual 7 S22 ORI}
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B cloudrormation 7> TL—  EFERLE AWS ADR 5 v & OEB

AT w73 cduster_layer.zip,

ATvT4

2: Infrastructure.yaml O & 11

Outputs (13)

Q

Key a

AZ

BucketName

BucketUrl

CCLSubnetid

EIPforNATgw

IninterfacesSGid

InsideSubnetlds

InstanceSGId

LambdaSecurityGroupld

LambdaSubnetids

MgmtSubnetlds

UseGWLB

VpcName

Value

sa-east-1a

ran-cls-infra-s3bucketcluster-kckr7518u00l

http://ran-cls-infra-s3bucketcluster-
kckr7518u00L.s3-website-sa-east-
T.amazonaws.com

subnet-050feb347e57eba99

52.67.246.95

sg-0333e92f36b2aal0bf

subnet-047c0a2beffb5a70f

sg-0c0c6bfb5ba5f1c10

sg-01771b0d3012a40c5

subnet-0fb24785c687d50e4,subnet-
0f1996a02ffaa2e62

subnet-02d4a757b95a%9a5b9

Yes

vpc-003b592ad2518d03d

Description

Availability zone

Name of the Amazon S3
bucket

URL of S3 Bucket Static
Website

CCL subnet ID

EIP reserved for NAT GW

Security Group ID for
Instances Inside Interface

Inside subnet ID

Security Group ID for
Instances Management
Interface

Security Group ID for
Lambda Functions

List of lambda subnet IDs
(comma seperated)

Mangement subnet ID

Use Gateway Load
Balancer

Name of the VPC created

Export name

L7283 37y MZT v 7 r— RLET,
deploy_asav_clustering.yaml % &8 L £ 9,
[CloudFormation] IZFEEN L, [FrL\Y Y —2 (FE4E) A A (Withnew resources(standard)) ]
PR LT, [A¥ v 27 OFERK (Createstack) | %7V v 27 LET,
[T 7L —h774vD7T v 71— R (Uploadatemplate file) ] ZEIRL, [7 7 A /L DiE
# (Choose file) 1227 Vv 27 LT, #—7 v M7 4/L 475 deploy_asav_clustering.yaml

a)

b)

d)

2L £,

[R~ (Next) 1&7 Vv 7 LT, LEREHREZADLET,
[Pk~ (Next) ]. [A¥ v 7 OVERL (Create stack) ] DIEIZZ Y » 27 LET,

B 7Y v995%Y FIZEi+% AsAVirtual 7 5 22 O ER

cluster_lifecyclezip, 3 XN cluster_manager.zip % infrastructure.yaml Tk
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H3:BBAShEZYY—R

Resources (21)

Q

Logical ID a

ASAvVGroup

ASAvLaunchTemplate

CLSmanagerTopic

ClusterManager

ClusterManagerLogGrp

ClusterManagerSNS1

ClusterManagersNs1Permi
ssion

InstanceEvent

InstanceEventinvokeLamb
daPermission

CloudFormation 5> 7 L— + %A L1- AWS ~0 2 2 v s DER [

Physical ID L4

ran-cls-1 [F

1t-056fd20764270c893 [

arn:aws:sns:sa-east-
1:797661843114:ran-cls-1-
cluster-manager-topic [4

ran-cls-1-manager-lambda

=

/aws/lambda/ran-cls-1-
manager-lambda [

arn:aws:sns:sa-east-
1:797661843114:ran-cls-1-
cluster-manager-
topic:e13bfcb0-d698-4215-
88a5-278474e22c32

ran-cls-
ClusterManagerSNS1Permis
sion-S6BQAEO50G6U

ran-cls-1-notify-instance-
event [

ran-cls-
InstanceEventinvokeLambda
Permission-
1XPS21Q4G2DY6

Type v
AWS::AutoScaling::A
utoScalingGroup

AWS:EC2:LaunchTe
mplate

AWS:SNS:Topic
AWS::Lambda:Funct
ion

AWS::Logs::LogGrou
P

AWS::SNS:Subscripti
on

Aws:Lambda::Permi
ssion

AWS::Events::Rule

AWS:Lambda::Permi
ssion

Status v
& CREATE_COMPLE
TE
® CREATE_COMPLE
TE

& CREATE_COMPLE
TE

®© CREATE_COMPLE
TE

& CREATE_COMPLE
TE

® CREATE_COMPLE
TE

® CREATE_COMPLE
TE

© CREATE_COMPLE
TE

© CREATE_COMPLE
TE

Status reason

AT s T —Rica s A4 L, showcuster info 2~ REAN LT, 7T AXDOREBAZHE
BLET,

show cluster info

Cluster oneclicktest-cluster: On

Interface mode:
Cluster Member Limit

individual

16

This is "200" in state CONTROL_NODE

ID

: 0

Version : 9.19.1

Serial No.:

CCL IP : 1.1.1.200
CCL MAC : 4201.0a0a.0fc?
Module : ASAv
Resource : 4 cores / 8192 MB RAM

Last join : 15:26:22 UTC Jul 17 2022
Last leave: N/A
Other members in the cluster:
Unit "204" in state DATA NODE

ID

: 1

Version : 9.19.1

Serial No.:

CCL IP : 1.1.1.204
CCL MAC : 4201.0a0a.0fcb
Module : ASAv
Resource : 4 cores / 8192 MB RAM

9AU42ENS5DLE

9AJON46947R
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Last join : 16:57:42 UTC Jul 17 2022
Last leave: 16:03:25 UTC Jul 17 2022

AWS TD Y S R 2 DFEIRMA
05 A% % FHTRET5I00E, day0 iR ZHEM L, %/ — F2RI L ET,

AWS [A] [+ Day 0 ¥ R D 1E R
DTFoa~r REFER LK I TAL ) —FOT = AT v TREERELET,

T—boz40—FNS YDA

WDEITAL 7 4 K2l —2a 0T, UX— T 7 4 v Z7HD 120D Geneve { » X —
T RE, VIGAZEIEY D1 OO VXLAN A v & —T = A ZA&fzx -7 — 7z A
n— RARZ Y ORER A ERR L £,

cluster interface-mode individual force
policy-map global policy

class inspection default

no inspect h323 h225

no inspect h323 ras

no inspect rtsp

no inspect skinny

int m0/0

management-only

nameif management
security-level 100

ip address dhcp setroute
no shut

interface TenGigabitEthernet0/0
nameif geneve-vtep-ifc
security-level 0O

ip address dhcp

no shutdown

interface TenGigabitEthernet0/1
nve-only cluster

nameif ccl link

security-level 0O

ip address dhcp

no shutdown

interface wvnil

description Clustering Interface
segment-id 1

vtep-nve 1

interface vni2
proxy single-arm
nameif ge
security-level 0
vtep-nve 2

object network ccl link

B 7Y v995%Y FIZEi+% AsAVirtual 7 5 22 O ER
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Aws @1+ Day 0 R fER ||

range 10.1.90.4 10.1.90.254 //Mandatory user input, use same range on all nodes
object-group network cluster group

network-object object ccl link

nve 2

encapsulation geneve

source-interface geneve-vtep-ifc

nve 1

encapsulation vxlan

source-interface ccl link

peer-group cluster group

cluster group asav-cluster // Mandatory user input, use same cluster name on all nodes
local-unit 1 //Value in bold here must be unique to each node

cluster-interface vnil ip 1.1.1.1 255.255.255.0 //Value in bold here must be unique to
each node

priority 1

enable noconfirm

mtu geneve-vtep-ifc 1806

mtu ccl _link 1960

aaa authentication listener http geneve-vtep-ifc port 7575 //Use same port number on all
nodes

jumbo-frame reservation

wr mem

\}

GE)  AWS L AF = w7 OFETIE, T 2 T E L7 aaaauthentication listener http AN — % &
THEL T EEW,

ERA T4 TO— KNS HDH

WOFITIE, BH, NE. BEIOSWEBA v —T oA A&, 7T AZFEY 7 FHD VXLAN
A B =T 2 A ABFEHLT, XA T 4 70— KT U HORAEER L £,

cluster interface-mode individual force
interface Management0/0

management-only

nameif management

ip address dhcp

interface GigabitEthernet0/0
no shutdown

nameif outside

ip address dhcp

interface GigabitEthernet0/1
no shutdown

nameif inside

ip address dhcp

interface GigabitEthernet0/2
nve-only cluster

nameif ccl link

ip address dhcp

no shutdown

interface vnil

description Clustering Interface
segment-id 1
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vtep-nve 1

jumbo-frame reservation

mtu ccl link 1654

object network ccl link

range 10.1.90.4 10.1.90.254 //mandatory user input
object-group network cluster group

network-object object ccl link

nve 1

encapsulation vxlan
source-interface ccl link
peer-group cluster group

cluster group asav-cluster //mandatory user input

local-unit 1 //mandatory user input
cluster-interface vnil ip 10.1.1.1 255.255.255.0 //mandatory user input
priority 1

enable

\)

GE) ERloEx a2 — LTI 115 2541, 8EH S /imandatory user input % %7 HIBR L C

<TZEV,

95 R5 /) — FDORE

FIE

I TAL BT DT T AL ) — ReRIALET,

ATYTN MERBDOA o F =T = A (=T =Am— 7% (GWLB) LTV 54T

3O0DALE =Tz A A, FEXAT 4T —=NRTFUHEZMA L TWLEGEIT4ODA o F—
7;41)T&?x&@DWO%W%ﬁﬁﬁé’&’iw ASA Virtual f > A% v A% JREH L
FT, TNETHIE, [ AX 2 ADOFEMEEE (Configure Instance Details) > [/ B 7255/
(Advanced Details) ] )27 v a T, 7T AZD Day 0 #RICHE O FHFE T,

GE) WONEFFTA LV AA AL v H—T oA AR L TNWDZ L E2HERLET,

cAWS 7 — b2 A B — KT UHYD3 oD, F—T A A EH HEL,
77 ALY 7

XA T AT O—=RERT U D4ODA L H—T oA A EE, N, SR,
77 ALY 7,

AWS T® ASA Virtual D EROFEMIZ OV TIX,  Deploy the ASA Virtual on AWS | %2 L
TLIEEY,

AT T2 A7 971 %V L T, REREOBEM/ — RREZERLET,
AT w73 ASA Virtual = >V —/L Cshowcluster info a2~ > RZHEHA LT, T XTCH/— NI T AHZ|T

EFWIZBMUTZINE O EER LET,

ATFYvTd AWSHF— oA 0—RKRT Y ERELET,

B 7Y v995%Y FIZEi+% AsAVirtual 7 5 22 O ER


https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/asav/getting-started/asa-virtual-919-gsg/asav_aws.html
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AWS T ASAvirtual D& —4 k7 = — LA —i—at [

a) ¥—47 v hI—T7 L GWLB ZERK L £,
b) ¥—% v N NA—T7% GWLBIZEID Y TET,

Gx) ELWEX=2 VT 07 N—F, VAT —FRBE, BIONNAT = v 7 RELEM
AT2E9ICGWLB R ELTWAZ & &R LET,

) IP7T RLVAZEMEHLT, 7—F A H—TxzA A (NFA X —T A R) X —"7 vk
TN—F e L ET, FEIZ oW TIE,  [Create a Gateway Load Balancer] %2 L T<
7ZEW,

AWS T®O ASAvirtual D2 —45 v k7 = —)LA—/N\—DF®t

FIE

ASAvirtual DF —F A L H—T = A AlF, AWS O GWLB D% —47 v h 7 )L—F 18RS E
9, ASAvirtual 7 7 AKXV T T, KA VAKX L ARFE =y NI N—TIZBEEA T 50T
WET, GWLBIE, #—F7 v N A—T DX —5 v b/ — K& UTHMELIZREIN TV
ZDIEFERAVAZ RN T 7 4w 7 AR L TEELET,

4RO HREIIC

FE)T. F721% CloudFormation 7 > 7 L — F &2/ LT, AWS T ASA virtual A ¥ v 7 % EH
LTWBHUEREHD £,

CloudFormation 7 > 7' L — N2 L T/ Z A& BT 256, 7 7 AZEA7 7 A /v
deploy asav _clustering.yaml ® [GWLB®D#XE (GWLB Configuration) | &7 > = T
EHFTRE: [P %L (rebalance) |BMEZEIV Y THZ LIZLY | [¥—F vy N T =— LA —/3—
(Target Failover) | D/NT7 A—Z ZHMNTHZ L HTEET, 77— FTlL, ZDO/37
A—H OMEIXT 7 4V K CTFHRFE (rebalance) JIZFXE SN TWET, 7272L, AWS 2>V —
NTIE, ZORIFA—=Z DT 7 /b MEZ %72 L (no_rebalance) JIZERE SN TNET,
FUENOBAITKRD L FBY TT,
« FF%E72 L (no_rebalance) : GWLB L, HAEL TWaW& —5 y M E T IBEMR S
feH =y MZxy NU—7 7a—%%E LT £7,
« BAE (rebalance) : BEFDO X —7 v FHERE L TOZRWIRERMFFR S L2 %E . GWLB
IRy N =27 7 —%RlOEERF—5 Y MIERELET,

AWS TORAE v 7 DIEFICHONTIZ, LTFTEZBB LTI A&,
« AWS TDO 7 7 A X OFd) R

* CloudFormation 7 > 7 L — h &M H L 72 AWS ~D R & v 7 D REH

ATYF1 AWS 2V —)LC, [—E A (Services) ]>[EC2]IZBEIL £,
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https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/create-load-balancer.html

KITYws95% RIZEF% ASAVittual 7 5 22 OER |
B rwecrs52558872

AT T2 [#—F v 87— (TargetGroups) 1 %27 Vw7 LT, =57 v NI N—TDOX—T%FER
LET,

RATY T3 ASAvirtual £ VAX L ADIP T RUAREEINTWDHH—F v M7 —T7 %L TR
T, =7 N NA—T OV NFRRINET,

ATy 74 [P (Attributes) ] A == —(ZBE L £,

ATy 75 [ (Bdit) 127V v 7 LUEEEmEL £,

ATYT6 [7ua—DFfE (Rebalance Flows) | A7 A ¥R Z 2OV EZ 4, Zhicky ¥ —
Ty BT 2 VA= R RNEINC IR0 . H =y T oL R OB B R R O BRI BEAT D
Xy NT—=7 %y NEHPELCTIEE 22X —7 v b/ — RiZizET 5 X 512 GWLB iR E
EnET,

Azure TY SR 3 2EBHT 5%

Azure —E RAF = — 1 TlE, ASAvirtual 234 > X —F v LRV —EARONr N EA
VA= N TE LGRS — T oA & UTHRE L 97, Azure TP ASA virtual £ > A %X
VADY TFARY TIE, DT N, AL LTHEET A2 LIk, wvF ) — K ASAv
DAN—T" N Alr—NT v 7T BHDICENLHE T,

ASAV X, 2 DDA VX —T oA ATHER SN TWET, A ¥ —F v MIET 7259884
VA—TIARE, BEY—ERZMTTERES YA —T AR TT, TNHLDA 2 H—T =
A A, TV ENTZTa R TVXLAN B A F2FAT 5281250, ASAv O
—DRXYy NT—27 f B —TxA A J—FK (NIC) TEZRINFET,

Azure Gateway Load Balancer [ZDU\T

Azure Gateway Load Balancer (GWLB) &, N7 7 1 v ZAEDIZOIZ VXLAN E 7 A &
MMLUTASAVICN—T 4 7T HZ LI, ERENT T4 v EREBENT T4 v 7 DNRT
AHEY, FETHOIELELE T, ASAv 7 7 AKX BB ClE, Azure GWLB X R T 7 ( v 7
DAFIZIS U TASAY / — ROANL—T > hL-L &2 BB A7 — L7 v 7 LE3, GWLB
EHRATLE, = NEFETEHTHZ 2L, Xy NI BT 7T 4T 2 A~OXFR
Ta—FidBHOH LV — MERTEET, ZOKEICLY, Ty MIFREITCxR Y b
U — 7 N A% WG T TE ET,

WORIL, B VXLAN EZ A N EDONRT Y v 7 F— R U =A v— RRT W05 Azure
GWLBIZHEE SND T 7 4 v 7R L C0ET, — b4 00— NS 8T, 98K
DASAV DRI CRT 7 4 o I DNTFURAERY, V774w % Kry 7350, WEHO
VXLAN &7 A2~ EDO GWLBIZEY KT HIICHRAE L 7, Azure GWLBIX, N7 7 1 v 7 %
NT Y F—=hyxzA B— RKRT P LHEEICEYIRLET,

WOKIE, Azure ® GWLB & ASAV DO F v hU—27 7u—%7LCVET,

B 7Y v995%Y FIZEi+% AsAVirtual 7 5 22 O ER



| /89U 99959 FI2H1H 5 ASAVirtual ¥ 5 24 DERE
pure T4 528 BHIZOLT |

4:GWILB %#fERA LT- Azure TH ASAV O S AZ VY

Managed by Customer Created & Configured by Cisco ARM Templates

Security vNet

Cisco ASAv
Cluster

; VXLAN |
<.> ELB - GWLB Asspciation @ Turnel | G180/0
Mgmt ||

- 1
7] |
E 1 ~
c i GWLB
0 Exterhal Load ! \/
-
8 balancer !
2 i
< h Security N\g:\t: ::k Azure
. : Groups GG Function
Application \
1
: Health Probe | | Storage | | IAM Role
1
1
1

Azure TDYU S A EBHIZDINT

HAH <A XE 7= Azure Resource Manager (ARM) 7> 7 L— k& ffifj L C. Azure GWLB
O~ v Ar— Nty NERIITE T,

7 T ARERDE, TABRREEMEH LT, £7213 Azureportal ® Function 77" U #41 L T,
JIAE DR ) — ReFHTHRETEET,

Azure Resource Manager 7> L — F2FERAL=Y S X2 DEH

Azure Resource Manager (ARM) 7> 7L — "N LTI ZAZEZRKT HLOIZT TAH
J—FK (R~ 2 r—Lt v b)) ZRIEALET,

1R BRI

e Azure 7 T A X & FENTIERT 221X, A BaRETHRT A N7 7 A V2 HEFT D
PMERH Y FT, TAzure TZ T AX EERT D200 7 7 A Va2 #FT 5] =5
LTL &,

FIE

ATFYT1 TUTL— NEUEELET,
a) GitHub Y ARY hU Zr—HL7 4 VR L E9, https://github.com/CiscoDevNet/cisco-asav/
tree/master/cluster/azure ZZM L T 72 &0,
b) GWLB D%, azure asav _gwlb cluster.json &
asav-gwlb-cluster-config.txt ZMER/NNT A —F TERLET,
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https://github.com/CiscoDevNet/cisco-asav/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-asav/tree/master/cluster/azure
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. Azure Resource Manager 7> L — r 2R L=V SR 2 DEM

ATw T2  Azure IR— )L : https://portal.azure.com (212 71 > L E T,
ATV T3  YIY—RTNL—TEERLET,
Home > Resource groups >

Create a resource group

Basics Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more &'

Project details

Subscription * © l MSDN Dev/Test Pay-As-You-Go(Converted to EA) v ‘

Resource group * | asav—cluster—demo| \/l

Resource details

Region * © i (US) East US v ‘

ATy T4 ASAVZ TAXOEE, HE. BIOYSRAHE) 9 (CCL) O3H5DOH T3y h&EFFO
ARy FU— 27 2R L £,

Home > Resource groups > asav-cluster-demo > Marketplace > Virtual network >

Create virtual network

Basics  IP Addresses Security Tags  Review + create

Azure Virtual Network (VNet) is the fundamental building block for your private network in Azure. VNet enables many types of
Azure resources, such as Azure Virtual Machines (VM), to securely communicate with each other, the internet, and on-premises
networks. VNet is similar to a traditional network that you'd operate in your own data center, but brings with it additional
benefits of Azure's infrastructure such as scale, availability, and isolation. Learn more about virtual network

Project details

Subscription * O ‘ MSDN Dev/Test Pay-As-You-Go(Converted to EA) v
Resource group * © ‘ asav-cluster-demo v
Create new

Instance details

Name * ‘ asav-cluster-vnet v

Region * I East US v

< Previous Next : IP Addresses > Download a template for automation
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Azure Resource Manager 7> 7 L— FZERA L=V 5 X2 OEH .

ATvT5 BT xRy MEBEMLET,
Home > Resource groups > asav-cluster-demo > Marketplace > Virtual network >

Create virtual network

Basics  IP Addresses  Security Tags  Review + create
The virtual network's address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).

IPv4 address space

10.0.0.0/16  10.0.0.0 - 10.0.255.255 (65536 addresses) [il]

A\ Address space '10.0.0.0/16 (10.0.0.0 - 10.0.255.255)" overlaps with address space '10.0.0.0/16 (10.0.0.0 - 10.0.255.255)" of virtual
network ‘waweb-eastu-4034838410-vnet'. Virtual networks with overlapping address space cannot be peered. If you intend to peer
these virtual networks, change address space '10.0.0.0/16 (10.0.0.0 - 10.0.255.255)". Learn more '

(] Add IPv6 address space ©

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual
network.

+ Add subnet Ren

[:] Subnet name Subnet address range NAT gateway
D Management 10.0.0.0/24 -
() pata 10.0.1.0/24 =
J ca 10.0.2.0/24 -

0 A NAT gateway is recommended for outbound internet access from subnets. Edit the subnet to add a NAT gateway. Learn more '

I < Previous l I Next : Security > Download a template for automation

RTFYT6 WAZLTUTL—NEREBRLET,
a) [fEE& (Create) ] >> [T 7 L — FNDER (Template deployment) | (B A X AT 7 1L—
MR LTRE) 2270y 7 LET,
b) [T 4 X TT 7 b— F&/Ek3 % (Build your template in the editor) 1 %27 U v 7 L%
D
) [Z7Andr—FK (LoadFile) 127 V> 7 L, Azure THEHL TW D r— AT 4
A 7S LT, azure asav _gwlb cluster.json,
d) [fRfF (Save) 1227 U v 27 LET,
RATFYTl ALREZUADFEMERELET,
ATvT8 WMEREEANL, [FERLTER (Review +create) 1227 U v 7 LET,

INT Y9957 RIZET 5 ASA Virtual 7 5 X2 DER
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. Azure Resource Manager 7> L — r 2R L=V SR 2 DEM

Home > Microsoft.VirtualNetwork-20230119131203 | Overview > asav-cluster-vnet > asav-cluster-demo > Marketplace > Template deployment (deploy using custom templates) >
Custom deployment
Deploy from a custom template

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * © [ MSDN Dev/Test Pay-As-You-Go(Converted to EA) v ‘
Resource group * © [ asav-cluster-demo v ‘
Create new

Instance details

Region* @ [ ws) East us ]
Resource Name Prefix © [‘asaveluster 7]
Virtual Network Rg © l asav-cluster-demo v I
Virtual Network Name @ [ asav-cluster-vnet 7]
Mgmt Subnet © [ Management \/I
Data Interface Subnet © l Data v I
Gateway Load Balancer P © [10024 7]
Ccl Subnet © [ca 7]
Internal Port Number © [ 2000 M
External Port Number © [ 2001 ]
Internal Segment Id © [ 800 M
External Segment Id © [ 801 \/‘

| < Previous | [ Next : Review + create > |
ATV 79 REEIAK L=, [fER (Create) 127V v 7 LET,

NTY w9959 FIZEIT 2 ASAVirtual 7 5 X8 DRE
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ATy 710

Custom deployment

Deploy from a custom template

Q Validation Passed

Azure Resource Manager 7> 7 L— FZERA L=V 5 X2 OEH .

If any Microsoft products are included in a Marketplace offering (e.g. Windows Server or SQL Server), such products are
licensed by Microsoft and not by any third party.

Basics

Subscription
Resource group
Region

Resource Name Prefix
Virtual Network Rg
Virtual Network Name
Mgmt Subnet

Data Interface Subnet

Gateway Load Balancer IP

Ccl Subnet

Internal Port Number
External Port Number
Internal Segment Id
External Segment Id
Cluster Group Name
Image Id

Vm Size

Asa Admin User Name

Asa Admin User Password

Asav Node Count

Asav Config File Url

MSDN Dev/Test Pay-As-You-Go(Converted to EA)

sumis-asav-clustering

East US

asacluster

asav-demo-clustering

asav-clustering-vnet

Mgmt
Data

CcCL
2000
2001
800
801

172.23.24

asav-gwlb-cluster
/subscriptions/33d2517e-ca88-46aa-beb2-74ff1dd61b41/resourceGroups/su...
Standard_D3_v2

cisco

4

FhkkkkkkkEFK

https://asavconfigsa.blob.core.windows.net/asav-configfiles/asav-configurati...

A VAR ADETHR, TR D ) — Rizca A4 > L, showcluster info 2~> K& AN L
T, 7 I9RAZDEMEMBLET,

> show cluster info

Cluster gwlb-cluster-template-with-AN: On

Interface mode:

Cluster Member Limit :

This is "12" 1in
1D
Version
Serial Mo.:
CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

individual
16

state CONTROL_MODE
)
: 99.19(1)180

9AKGFVEVHAG
T I O

: 908d.3a55.5478

NGFWv

8 cores / 28160 ME RAM

11:13:2
N/A

UTC Sep 5 20822
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B ravecosxszmess

RDRARY
Azure TY T AX BRETDH (28 —=V) |

Azure TY SR %EEBET S

Azure D ASAv J/ — R TV T AR ZRET DI, #K~7 7 A V&M 3 570>, Azure Function
App ZHEH L CTFECTRETEET, X147 47 GWLB T 7 AX ZfHTEE T,

Azure TY SR B #EMT H=-DDER T 74 IILE#HET S

FIE

ATy

ATy T2

iR 7 7 A /L& 7213 Azure portal @ Function App ZfEH L T, ASARAE / — R T/ IR X %F
B CTHRETEET,

ASAFHE / — KT I A ZTETHRET DITIE, asav-gwlb-cluster-config.txt &
RELTEBRMERHVET, ZOT7AVTIE, 7 TAZDASARE /7 — RTREINT
WHHEHA TV 2 b, TAER, I TALITN—TLH, TA R ABAL TR EDIRT A—H
HERTHMLERDY 7,

ZOk®7 g3 TlE, GWLB 2 L C Azure ® ASARIE / — RERETDHIZ0OD T T AH
DFERL T 7 A VOVERRIZ DWW TEBH L £ 4,

Cisco GitHub YV "R F U5 ¢ L7 bV asav-cluster/sample-config-file "5
asav-gwlb-cluster-configtxt # % v > — R L £,

7T ABNERDIZDIZTA B R ELERHTEET,

WD day0 HERK DY > 7 1L, GWLB i L7z Azure TD 7 7 A X VERIC MBI XT A —H
EEfET DO E T,

*GWLB Y S R4 AN TAEOXRENDHY > TIL

VAT, GWLB 7 7 A ZERICfE A &5 asav-gwlb-cluster-config.txt 7 71
NTRBERTABRREDY T LT,

cluster interface-mode individual force
policy-map global policy
class inspection default
no inspect h323 h225
no inspect h323 ras
no inspect rtsp
no inspect skinny

interface GigabitEthernet0/0
nameif vxlan tunnel
security-level 0
ip address dhcp
no shutdown

interface GigabitEthernet0/1
nve-only cluster
nameif ccl link
security-level 0

B 7Y v995%Y FIZEi+% AsAVirtual 7 5 22 O ER
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Azwe TH 528 ERT B00BRT7 A LEEETS [

ip address dhcp
no shutdown

interface vnil

description ClusterInterface
segment-id 1
vtep-nve 1

interface vni2

proxy paired

nameif GWLB-backend-pool
internal-segment-id 800
external-segment-id 801
internal-port 2000
external-port 2001
security-level 0
vtep-nve 2

object network ccl#link

nve

nve

mtu
mtu

range <CCLSubnetStartAddress> <CClSubnetEndAddress>
object-group network cluster#group
network-object object ccl#link

1

encapsulation vxlan
source-interface ccl link
peer-group cluster#group

2

encapsulation vxlan
source-interface vxlan tunnel
peer ip <GatewayLoadbalancerIp>

vxlan_tunnel 1454
ccl link 1374

cluster group <ClusterGroupName>
local-unit <Last Octet of CCL Interface IP>

cluster-interface vnil ip 1.1.1.<Last Octet of CCL Interface IP> 255.255.255.0

priority 1
enable

FRHOFA PR EDOY LTIV TIL, 7B EZ A TR wxlan L LTA VY s ERnTn5
%A . GWLB B EN AN 72 Y £9°, InternalPort & ExternalPort (% vxlan k> /LA
VA =T oA ADOREIMHEH S, InternalSegld & ExternalSegld IXNERER KON A o & —
Tz A ADHRHTFE LTHEHAEINET,

/])'TZEI H}]?T X, F)L“ﬁﬁ‘L\T KL A (<CCLSubnetStartAddress>) L 77<5’ﬁ%'J1$[1 U

GE)

70)%5577 FL A %#ﬁﬁiﬂj—éﬂé%ﬁ)&) n iﬁﬂ Lf_ﬁ)OT\ StartAddress Lj:l% Iz
X.X.X. 4’(%?#’;‘514%7533?)@ EndAddress ilﬁi Eﬁfcﬁ .W &)52%75)3?)9 iwgﬂ
JRFEFADT RV AZBINT 5 & RXT 4 —~ U ATHET HAEEEN D DT, HLE
BEOT RUA (KK 16) OHERET DI L 2B LET,

5] : CCLY 7 %> F2S192.168.3.0/24 DIFE. startAddress (£ 192.168.3.4 |T72

Y . EndAddress I% 192.168.3.30 {2720 £9°,

UTIZ, vniA v F—T =2 A RATRERREDY T ILTT,

interface vni2

proxy paired
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B #noreEmLcER TSR ERET S

nameif GWLB-backend-pool
internal-segment-id 800
external-segment-id 801
internal-port 2000
external-port 2001
security-level O
vtep-nve 2

ATY T3 W7 7 A VE Azure A hL—IZT7 v 7 r— KL, ZOHFTO/RA (URL) #AELET,
Z D URL 73R 1L, ASARAE / — RTOI 7 AXDFEREITHLETT,

B I77MVEFERLTCFETYSRIZERTET D
W7 7 A VEMEH LT, Azure D ASAv / — R TV T A X 2 FEyCTHEKT HIZIZLL FOFIE
EHEITLET,
188 BRI

W7 7 ANVERER L, 7y 7 a— RED Azure A F L—Y DR A2 AT L TELERHY
%9, [Prepare Cluster Configuration File for Azure] ZZH L T 7230,

FIE

ATy T Azure R—Zica 7 A LET,

RATY T2 Azure [IZJBBH &N ASAV A VA X U AEEET,

ATV T3 ROa<r FEETLT, Azuwre A hL—Ya v T HIC7 v 7ua— KLz 7 7 A4 VO URL %47
ELT, 7 TAXWRT 74 /V% ASAV / — RiZabv—LFET,
copy <Config File URL > running-config

ATV T4 RO~ REEITLT, ASAVA LV AR VAT FTAZEZRELET,

cluster group <ClusterGroupName>

local-unit <Last Octet of the Management Interface IP>

cluster-interface vnil ip 1.1.1.<Last Octet of the Management Interface IP>
255.255.255.0

priority 1
enable

ATy TS FIE2~4%2#BVIRL T, T _XTHDASAY / — R T T AXZERELET,

Azure Function App AL CTYO SR A ZHET D

Azure Function App " —E A&l L T Azure ® ASAv / — R TV 7 AX &% ET D%, LA
TOFIEEZFEITLET,

B 7Y v995%Y FIZEi+% AsAVirtual 7 5 22 O ER
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Azure Function App %2 LT 52258575 ]

FIE

ATy 1 Azure R—Z a7 A4 LET,
AT w72 [Function App] &7 U v 27 LET,

ATy 73 [EE+t>%— (Deployment Center) |>[FTPSOEKIEHR (FTPScredentials) |>[1—H—2X
a—7 (User scope) |>[1—H—8& E/XRT— FDHRTE (ConfigureUsernameand Password) ]>
7V w7 LTCFTPS OBMIGHRENER L. [fRTF (Save) 1227V v 7 LET,

L1

) Swe X Discard % Browse [} idanage publish peofile "7 + Leave Feedback

SariRings FTPS erpdantialy &
App Seraoe supports mulbple technologies to scoess, pubdish and moddy the conbent of your app. FTFS oredenfials can
be scoped 1o the application o the user
FTPS endpaint h
Application scope

Applicatsan scape credentisls are sto-genevated and prowde scoess only 1o this specilic apg or deployment slot Thewe
tredentials can be used with FTPS. Local Git and WebDeploy. They cannat be configured manaally, but can be neset

aytime. Leam more
Username 1)
Password .
- Iy} Resel
User scope

User scope credentials are defined by you. the wier, and can be uted with all the apps to which you hawe access These
credentials can be used with FTPS, Local Git and WebDeploy. Authenticating to an FTPS endpoint using user-level
credentials requines a username in the following fomat: gwiban- function-appisuemis’. Authentcating with Git requres
only the usemams ‘sumis” defined below Learn mare

Lsernarrse

Password =000 | seeeeee ]

Confirm Password | ............ - |

ATYT4 a—INVDF—IF N TROa~ Y REFE[TLT, Cluster Function.zip 7 7 A /L% B%k
TTVNET v Tae—RFLET,
curl -X POST -u <Userscope_Username> --data-binary @" Cluster_Function.zip"
https.//<Function_App_Name>.scm.azurewebsites.net/api/zipdeploy

INT Y9957 RIZET 5 ASA Virtual 7 5 X2 DER
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B Awre Function App AL T SR 5 ERET S

518

1A gwlban-function-app | Functions

Furction App
5 Saarch (Cmd +/) 3 + Create () Refresh [i] Detate
- Ovanvie b our apo is cumently in read only mods because you are runrng from a pacage file To maks any changes Upcats e contant inyour 7 fils and WEBSITE_RUN_FROM_FACKAGE apa setting
B Activity log

A Access contrel (1AM)
B il [ Fiter by name.

9 Tags
& Diagnose and scive problems. [7] Hame * ) Erm— Status T4
-]

Wicioseft Defender for Cloud [ — Queue Fnasied

Events [preview)

Functions

1] Functinne

E6:Fa21—

m gwibanb4x5mqdvkpecs | Queues <
Storage sccount
£ Search (Cmd+/) { Queve () Refresh
= Overview
1 Search queves by prefx
& Activity log
@ Tags

/P Diagnose and solve problems

Queue ud

] ouqueve et

[ resourceactionsuccessqueve hy
%2 Access Control (IAM)

& Data migration
Events

WS Storage browser

Data storage

= Containers

# File shares

T Queues

7: 70 b¥a—

m outqueue X
Queve

Search (Cmd+/) () Refresh -+ Addmessage [i Dequeue message X Clear queve

7 Overview Authentication method: Access key (Switch to Azure AD User Account)
agnose Ive problems
20 nd schoa e O Search to filter items.
2 Access Control (1AM)

] Message text Insertion time Expiration time Dequeue count
Settings Event thead 1605983a-97ad-4414-Saaa-bbeeb7c030b0
Action: Microsoft Storage/storageAccounts/FStACCountSas/action
Access policy €d054bf2-a39b-4aSe... Operation: Microsoft. 8/2/2022, 95456 AM /972022, 9:54:56 AM 0
Event time: 2022-07-27T044821 28347772
O Metadata Started function execution

Event thread: f605983a-97ad-4414-9a22-bbeeb7c09ab0
Data: Instances Description

Instance ID in scale set: 0
Name: sumisnib-vmss 0

Public management IP:

Private management IP: 10.55.14
Instance ID in scale set: 2

Name: sumisnib-vmss 2

Status: VM running

ac54339e-1318-4ac2..  Public L .

Private management IP: 10.55.1.6
Instance 1D in scale set: 3

Name: sumisnib-vmss_3

8/2/2022, 95508 AM 8/9/2022, 95508 AM [

Public management IP:
Private management IP: 10.55.17
Instance ID in scale set: 4
Name: sumisnib-vmss 4
Status: VM running
Public management IP
Private management IP: 10.55.1.8
Event thread: 1605983a-97ad-4414-9a2a-bbeeb7c09ab0
B2166a71-087€-477-- st reachable FTD index 0 8/2/2022. 95516 AM 8/9/2022, 95516 AM 0
Event thread: 1605983a-97ad-4414-922a-b6eebc09ab0
Data: Cluster Info

B0 Function 7 7 V(27 v o — RERET, BESHASN, 2 FL—YTh Y DT
U bhFa—lin SRR mENET,

BB O EITHR, 7T AZITTXTD ASAV / — RTHENZ R0 £,
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Azure 12351+ % ASAVirtual ¥ 52820 kS5 ILva—F 125 ||

Azure [ZH (T2 ASAVirtual 7 SRAD STV a—TF4 29

FST4 v DORE
Ko7 4 7 EEREL TWARWESIEZ, RO Z 2R LET,

1. o— RS UH 2R L7-ASAvirtual f ' A X L ADEFHET 0 —T DRAT —Z ANIEHR
ThHHZ LR LET,

ASAvirtual f > A X L ZADEFM,ET a0 —T OAT —F ANER TRWEASIX., RE2ETL
‘35@‘0
1. ASAvirtual CRREEINTZAXT 4 v I NV— MR LET,

2. TIANKNT—b U ANT =4 TRy bOT =V =AIPTHDL I EEMERLE

j—o
3. ASAvirtual f Y AX U AREFEH T —T NI 7 4 v 7 BZELTWAI L AR L
\35 j—O

4. ASAvirtual TRESNTWVWAT 7 BARY —NIEFMETa—T7 T 7 4 v 7 23]
LTCWBZ EafERLET,

7SR DEE
7T AANEEENTWRWEEIE, ROZ EEZHERLTLLIEEN,

e Xy bU— k= RABRA > b (NVE-only) DV FAEA LB —T A ADIPT K
LA, 1> ) — KO NVE-only D27 T AZA L H—T = A Al ping e FEITTEXDHI & &M
BLET,

NVE-only D7 ZAZA X —T A ADIP T KL AL, AT V=7 NI V—TD—T
To NNERAT V2l NTA—TTREENTVDZ L AMERLET,

DTGALTN—=T DI FAZA B =T =2 ATIELWVNIA v H—T = ARH Y F
o ZTOVNIA U Z =T 2 A, ST 24T V=7 F7V—TDNVERH Y %
—gqo

Z ) —FRIZIFMHEDIPA L A —T =2 A ABHV £, 7T AFZND ) — RE OB % T
BRI B7HIC, /— FPMHAEIZ ping TEXHZ EaERLET,

T — b DOT T aA PICIRESNIZ CCLY 7 Xy FOBMT RLALKTT KL A
MIELWZ L 2B LET, BAT FL AL, 7 3y PN THARERRIIOIP 7 R
VATHEDRLENDHY 3, 221XV 73 v M3 192.168.1.024 DIG4E, BItET KL
A13192.168.1.4 THLMERH Y £ (RHID 3 DO IP T R Al azure (T K> TTH)
ENTHWET)
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A—/VICEEEY SR

FCYUY—2TN—TICHEY) V—RAZRALTWS X — /LT AT — 08354 L
25A0E. WOTFNEEFITLET,

FrEDom — /WIS LBEN D 556, =7 —A v E—UNRERINET,
TIT—AvE—VOMERIRLET,

"error": {

"code": "RoleAssignmentUpdateNotPermitted",

"message": "Tenant ID, application ID, principal ID, and scope are not allowed to be updated.”}
Z=XFTNANLUTOa~vy FaFTL T, UTFor—LzHlBRL £,
AL —=UFa—T =S ERE -V EHIRT D R

az role assignment delete --resour ce-group <Resour ce Group Name> --role " Storage Queue
Data Contributor"

c FhaE R — NV EHIERT D3~ R

az role assignment delete --resour ce-group <Resource Group Name> --role " Contributor"

DIRZ)ITRHEDDAE<AX

DayORRED—ERE LT, T TAXDERRIC, JITRZV T AAVRE=HX Y T
TCP B DBIE, 7o —DEE Y T 4, MOKELE DA X~ A A TEET,

HilfE ) — R CIROFNEEFATL £,

ASA ) SRADBEERINTG A—2DERTE
i) — R EDI TAXBEE AT~ A TEET,

FIE

ATV TN VT AZOFREE— REtLET,
cluster group name

ATvT2 (LE) 7—%/—F ol /) —R~0ary —VEHREENILET,
console-replicate

ZOBEREIXT 7 AL N TN E SN TV ET, ASAIL, FFEDEKA XY MBRFEAE LR L
T, AvE—VEEHEaY—MIHAOLET, a v Y NEREENCTLE, T—H
J =R BHI ) — Ricar Y= A v —UREEENDIDOT, T=XTILERNHDLDIF
JFAEDa Y —LiR— k1 DT,

AFYT3 VARV T ARV EDR/NFL—RA LULERELET,
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ATv74

~vzE=sy vy ssvanasmiengs |

trace-level level
VENZIS U TR/ LV EREL £ T,
ecritical : 7 VT 4 I A Xk (EKE=1)
ewarning : %5 (HEKXE =2)
- informational : fH#A < b (EKE =3)
edebug: 7Ny 7 A X (EKRE =4)
TR—F—F =T A LI BBy T v A —F— DT n —REEH A v —
(clu_keepalive 33 L Ot clu_update A v & —) OF—F7 74 TR EHE L ET,
clu-keepalive-interval seconds
e seconds : 15 ~ 55, 7 7 4 /L ML 15 TT,

T ALHIEY) DR T T 4w I BEEOTEDIC, T4 LY LRVEEERET D
EHTEES,

ANILVRAEZR ) VB I UVUBEEBESMEEDETE

FIE

ATy T

ATy T2

COFETEH., S —REA L H =T 2 A ADNNVAE=HX Y U T HRELET,

Tl ZIE, BHA U H—T oA AL WBUNDA VB —T 2 A ZAD~NVAE=H Y T %
FA—TNITAZERTEXET, ~NAE=X YV TIZVLANY T A o X —T = A AT
XETENER A, ZT7AZEIEY 2 DOF=F Y U TIIRETCETETA, 2OV 7 TFEIC
FoHA—EINTWVET,

7T AL DREET— R LET,
cluster group name

51

ciscoasa(config) # cluster group test
ciscoasa (cfg-cluster) #

JITARBE ) = RONNVAF =y Vi DAL~ A X LET,
health-check [holdtime timeout]

)= RO~V AZHERT HT-0, ASADY T AR ) — RiZ7 I 2AZ2EMY 7 T 7 — FiT
N—hE—= Ay tE—UZEELET, /— ROMRYEIEEFNICEY J— Kb ov— kB — |
Ay B—UEZELRWEE, TOET ) — RSB REEIET v RIRREL RS ET,
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B ~rxzzsurssvanEsmREORE

ATvT3

RTv74

« holdtimetimeout : / — RD/N—FE—h AT —X X X v —TOREBBEZFEE L E9,
FBETCEDHMHIX 3 ~45T, 774/ ME3IHTT,

A GAO MARRVERZIT) & & (b2, T4 A 2 —T = A4 ADBINETZITHIBER,
ASAFETIIAA v TF LA 2 —T = A AOFMEEIZITIENL) 1L, ~VATF = v 7 iHRES
mahiz L, Wb LicA v A =T 2 A ADA v F—T = ZAE=HF Y 7 TN 5 HEEN
» U F3 (nohealth-check monitor-interface) , PR TDOEFENRET LT, REDEFEINT
RTO/ — RIZEMIENED, ~NAF =y VHEREEZHEAICTEET,

1 :

ciscoasa(cfg-cluster)# health-check holdtime 5

A H =T 2 A ATA L H—T 2 ZA~NVAF w7 BT LET,

no health-check monitor-interface interface id

AVE—=T 2 A ADNNVA T =y 73V IEEEE=F—LET, ASARA LU NN—%T T
ALZNBHIRT A ETORMIX, ZD /) — RPFELE A L N—TH DM, FX7 T AZIC
ZMLEDELTNDOINCE-TREYET, T 74V T ~NVAF =y 7 TTXTOA
VE—T 2 A ATARX—T NI R>TWET, Z0a~vr RO nERE2FEH LT 4 &—7
v (2 IZTHZEMTEET, e xiX, BEHA LV —T oA Rp L WAUSNDA
H—=T 2 ADNVA TR ) T T 4 2—TWITDHIERTEET,

cinterface id: A V¥ —7 = A ADEHREZTHZLET, ~NVAE=F YU ZIZVLAN Y7
AV A =T oA ATHFETENFTEEA, ZT7AZHEY 7 OF=F ) TIIHRETEE
HFh, ZOV T IFIE=H—SNTVET,

IO NRRUEREIT) L& (T2, T4 A ¥ —7 = A4 AOBIETZITHIBR,
ASAFTZFAA v F EOA L F—T = A ZADOHMEETITERL) 11X, ~VATF = v 7 HRES
M7 (nohealth-check) (L., EaMb LA v H—T = ADA L H—T 2 A RAE=F ) T
LESHCTHMERHY T, MARTOEERET LT, REOEENTXTO / — RIZ[H
WENH, ~NATF =y IV HREEFHEAICTE £,

1

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

NVAF oy 7 RBROBEHEAES 7 7 AIREC DAL ~A X LET,

health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

s sysem : WEl—= 7 —FFO HEIFE S OBRTEZITWET, AHOREEIZIZ, 77V r— 3
VREIOZ A LT O N, FELET SV =gy AT —HARENRDHY 9,

s unlimited : (cluster-interface 5 7 /1 ) BEHEASORITREIEAHIRE L EE A,

« auto-rejoin-max : FHiii A OATEIE A 0 ~ 65535 OEIPADICERE L £, 01X HEHHES
S L £3, data-interface & system OF 7 4 /L I 3 TY,
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ATy TH

ATvT6

~ze=ayvrssvanasngzozz

« auto_regjoin_interval : FEARITOMREE 2 ~ 60 OFEPFAD S HEN CTER LET, T 74/
MEIXS3TY, 77 AZ~OHESNNE ) — RPFATT 2R KA R, Rtk OREER
AERE G 14400 43 (10 B) (IZHIRSHE T,

* auto_rejoin_interval_variation : MR Z NS EL0EINEER L E T, 1 ~3 D& CH
i LET 1:EERL, 2: BHATORRO26%, 3: BERIORRO3AE) . 72& 2L,
MR 5 2ICERE L, Bo% 2 ICRE LTS EIE. &ORITH 5 5%, 2 FIHOFITHR
105% (2x5) . 3BEEORITA200% 2x10) 720 £, T 74/ MEX, 7T A
BAUBE—=T oA ADLGEITL, T—HF A H—T 2 A ABL NV AT AOLEIL2TT,

51 :

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

ASANRA UV H—T 2 A ABBEENRELELTWDERLRL, 7 T7REZNEL ) —FPHIBREND F
TOFNRY L AR AERTELET,

health-check monitor-inter face debounce-time ms

1

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

T3 ARERTIE 300 ~ 9000 ms OFEFHOE AR ELET, T 744 ME500ms T7, %
INELTBE, A v Z—T =2 ADEEEZ LY HFEIIHBETEET, TV ARBZEL T
5L, BRHOTREENE 25 Z LICEBE LTRSS, A V4 —T 2 ADAT =4 A
FIMRETDHE, ASAIIA VA —T =24 ABEELLT—T L, 7 TAXNL /) — REHIER
THETHRESNZIVESE L E9,

{EE) b7 74 v 7 AMOE=2) 7 2Z%ELET,
load-monitor [ frequency seconds] [ intervalsintervals]

e seconds: E=Z U 7 A vy —VMORFH A, 10 ~360 ) OFiH TixiE L £ 4, frequency
T 7 4V X 20 BT,

« g Cinterval) : ASA 237 — % Z{RFFT DRI OEEZ 1 ~ 60 OFPHTHREL £,
intervals 5 7 # /v hi% 30 T,

JIABALND T T 4y 7 RAMEE=S—TEET, WRITIT, GitEERE. CPU L A
UDMHERE, Ny 77 Ray 7 RENGENET, ARBETEDLHE. VO — RPAR
B TELGAIE. /— ROV FAZ ) 72 FETEDNZT 50, IR vy TFOr— R
NI TERETDPERIRTEEY, ZOBEIX, 7740 F T F—7 & T
F9. T T4 v DA EEHNICE=4—T&ET, AMARTELEAIE. /—KTY
TARY) T e PRI T D Z L EBNTEET,

N7 7 4w 7 AR RRT HI2IE, show cluster info load-monitor =~ > RafH L E9,

51

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
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ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:
0 0 0 14 25
1 0 0 16 20
Average from last 25 interval:
0 0 0 12 28
1 0 0 13 27
!l

OB TiE, ~NAF = VIR Z 3ICREL, BEHONO A HX—T =2 AD
TR YT RERNIL, T A H—T = A A HEBEEESORITEE A 2 Hh
SBAA L CRIFEIOMMEO 35S 25 4BICRE L, 7 72X > 7 OHE)
FAEE ORITEIEZ 2 0B EOF 6 [EIZERE L TWET,

ciscoasa(config) # cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3

ciscoasa(cfg-cluster)# no health-check monitor-interface management0/0
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

DS5RE/—FDEHE

JIGAREBALHIT, 274 FXal—arvEBEL, VAKX ) — NEEHTXFE
—g—o

k7 T4/ —FIZED

TIGABDIET T T 4 TIRA N RDIZNE, VTAX )T a7 4 Xalb—va 3k
BEFIZ, FO/)—RETIITAXZ ) T hT =T NI LET,
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\)

#iEms —ensnF—4/—kok7s57 171t [

6=

FIE

ASAN (FENT, FRFIINAT v 27 —I1280) T 7T 472D E, TITOT—
BAE—=T A AN Yy NI ENET, BHEHA X —T 2 A ADHBN T T 4 v
JHEEZFETEES, NI 740y 7n—2HBRHIELIZE, 2 7ARAZ T EHRA F—7
MILFET, F2id, T/ — K27 TFAINLZE2HIBRLET, BEHA VX —T A A
X, TDO/ —RNI FZAZIP T—=NANEZT -7 IP 7 KL A& LTl &t X BENIRRE
LRV FET, L, Ve—RLTHE/ =BT FAXNTERLET 7T 4 7 TIERWEE (7
FTALY TN RIE TR EERG LA ) | BEA V¥ — T oA AT/
T, TNLBFEOa 7 4 XFab—ra UMEECE, 2 Y — A= EFEHTINERHD
E3u

ATV TN VT RAFOEREE— FEBBLET,

cluster group name

1 -

ciscoasa (config)# cluster group podl

ATFYT2 VI3 RAZY) T ETFT 4 =T NI LET,

no enable

T — RDHIE ) — R ThoT-3H81E, FTLWEIE ) — FOBENEITEI N, BD A L _3—
DA — g7 £97,

JIGAR AT 4 X2l —a NIMEENSIDT, BT IRAZ Y I EFEA RX—T LT
TEET,

HEH —FhoDT—2/)—FKDET7I T4 71k
07 AL TWE ) —RUNDRA U NEIET 7T 4 7T BTN, ROAT v T2 FITLE

B

\}

GE)

ASAMNIET 7T 4 T2l d b, TRXTCOT—H A X —T 2 A ARV ¥y MU SINET,
BEHHA VA —T 2 A ADBNNT T 4 v 7 B bZFTEET, VT 74y 7 7u—%FH
THIE, 7 T7AZ VT EFEGNILET, BHA X —T oA A X, TDO/—KBI F
AHIP T —=NADOZIT ST P T RUAZEH LU CHl &k BERiE s e £3, =720,
Je—RLTH/ —RFRBI TRAYNTELET V7T 4 7T TIRHRWGE (VA TR
WRECTHREEZRGFELIEGARY) | BEHA VX —T oA AFIHR0 5, TNLFEO =
T4 X2 b—va MR, 2 Y=V R— b 2ERTLIMNERH Y T,
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FIE
I AEMNG ) — REHIBRLE T,
cluster remove unit node_name
T—=FANT T arvaFalb—ra AIEREINT, Gl — RhbRRICFAS Sz =
Y74 X2 a b TDEETHLDT, a7 4Falb—varyzRkbP IR TED
J— REREBINTEET, Hl# — FEHIBRT 270107 —% ) — RTZDa~vy REAJ)
L7eaid, FrLWEIE S, — RARESNET,
AR B —EHFRRT HITIE, cluster removeunit ? & A3 572>, show cluster info 2~ > K
AN LET,
11
ciscoasa(config)# cluster remove unit ?
Current active units in the cluster:
asaz2
ciscoasa(config)# cluster remove unit asa2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering
DS RI~DESM
=R T RAENBHIRENTESGE (ol X, BEPBELLA V¥ —T7 =4 ZADOHE,
FTNIAN—=FFENTIHT 77 4 TICLIZGE) X 7 7 AZICFEHTHSMT 2LERH
VET,
FI&
RTFYT1 avV—NT, JIAX av 7 4 Xal—var E—RNefhLET,
cluster group name
1
ciscoasa(config) # cluster group podl
RT9T2 IIF3AZ Y T A F—T VI LET,

enable
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v5zams0mE [l

55255 ORR

FIE

ATvT1

ATy T2

ATy T3

ATy T4

ATy TH

I T AEPOEREEIIMIRET AL, VTAX T— AT T a7 4 Xzl — g 2K
ZHIRT D2MERHY £9, &/ — FOBEOa L 74 Xal—vait (TI7T7 47 2=y
FGREMENT) RILTHDLED, JITAXZNBMIETLHE, JTAX Y U TRiOa T 4
Xal—alrmwR_y I T vl NOEITTEN, IPT RLVAOBEGERIT D07 X
L=y a v EEHELTHIDNLRDET Z &b EIZR Y 7,

T )= ROGE, VIFAZY T EROLDITEIELET,
cluster group cluster_name no enable

1 -

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

JFAB) TN T—H ) — R ETA F—T IR THBIE, a7 4 Falb—rag 8
HAEITH Z LITTEERHA,

JGAR AT 4 Falb—arE VT LET,

clear configure cluster

ASAIL, BHA L F—T A RET FRAZGHHY) I BT _XTDOA L E—T oA A% T ¥
D LET,

PGAR AR —T oA A FT— KT 48— NI LFET,

no cluster interface-mode
E—RNFar7sFXab—ra IR FESNRNWED, FEICI 2y NTH20ERHD
j—o

Ny Ty 7arTZ 4 Xab—arBbdGs, F7ar7 X2 b—ra iRy s 7y
Far 4 Xal—yaryar—LET,

copy backup_cfg running-config

51

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #

AT 4 Fal—arERAEA— T IR ELET,

write memory
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ATYT6 RNyl T v F a7 4 Xal—arBNR0EaE, BET7 782 2HRELET, -& %

X, A F—T=2A AIPT RLAEZEFL, ELWKRA MMEETLET,

HlfE/ — FOEE

FIE

AR M — FEERTOERREOHFIEL, G, — FTr A2 Y 728 L, B Ll

=y FOBRREFGS>ThD, 7 ITRAZY VP 2BEANITHHETT, Hll — Rt 5
J— REBEIIRET A2HERNH L2551, ZOHOFEZFERLET, 720, PREpi
HREDG AL, ZOFIAZMEH L THIfE , — REHEZMEIT 25 & T _XToOERN Fae v 7S
DT, FLWHIE, — R ECERZBELTH20ERDH D £,

HilfH ) — F 22T 21203 WOFIEEZFEITLET,

LW — REHflfE — e LTRELET,
cluster control-node unitnode_name

ciscoasa(config)# cluster control-node unit asa2

ALY TFGAXIP T RLUANOEBEENRVLEIC/RY 3,

AU N—H B FoRkT BT, cluster control-nodeunit ? (FRAED ) — RZBRL T RTOLRIN
FREND) EASTBHH, showcdusterinfoz~> REASLET,

HDSRAZEERTHOATY FOEFT

FIE

av K& FAZNOTXTO/— RIZ, £RE/HED / — RIZEET I, ROFIAEE
FATLET, show 2~ REFTSTH/— NICEET D & T TOHAIRE S THIE
D) —RKDaryy—IErENET, ToMmoa~ R, 72L& 21X capture<° copy . 7
TAZBERTOIATEIEHTEET,

TRTCHO/—RiZavwry REXEFELET, /— RAZEELESEAIE, FFED / — RIZEFEL
i‘j‘o

cluster exec [unit node name] =~ > K

B 7Y v995%Y FIZEi+% AsAVirtual 7 5 22 O ER



| /89U 99959 FI2H1H 5 ASAVirtual ¥ 5 24 DERE
15290x=4y>5 |

1 :

ciscoasa# cluster exec show xlate

J— R&&2FRT DI, cduster execunit ? (BAED /) — RERLS T RTOLARINRERIN
%) L ASTBHD. showcluster info =2~ FE AL LET,

1

RILX¥ YT Tv 77 A NVE T TAFZADOTNTO ) — KNG EFFZ TFTP %—N2 =2
E—9 512k, fl# ) — FChkoa<r FEATLET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

BEDPCAP 7 7 AV (% — K3 129 D) BTFTP H—Nica v —ShETd,
SIDX ¥ T T ¥ 7 7 A NAHITILBEIC ) — RADINS 4L, capturel asal.pecap.,
capturel_asa2.pcap 72 £ & 72D £, ZOBITIL, asal L asa2 1T/ 7 AX /) — R4 T
—éqo

DSRRIDE=ZRY Y

7 IAZDIREBLER AT —BILO NI TN 2a—T 4 VT TEET,

DISARB RT—BADE=R) VY
JITGAZDREDE=F ) L TIZONWTE, IROa~<wr RE2RLTLEEN,
« show cluster info [health [details]]

F—U— REIRTELARWT showcluster info 2~ > REFE[TTH L. 7T AXZNDT T
DRAUINDAT —H ANFRENET,

show cluster infohealth =~ Nif, f v Z—T A A, /—FBIOY 7 AZE2EOH
EOREEZFRLET, datailsF—V— Rix, "—FbE—F X v b—UDLMEEFER
L/\iﬁ—o

show cluster info =~ > RIZOWTIIROH N EZ B L T 72 &0,
ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state DATA NODE

D : 0
Site ID : 1

Version : 9.4(1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.cl92
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Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state DATA NODE

ID : 1
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000001
CCL IP : 10.0.0.4
CCL MAC : 000b.fcf8.cl62

Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A" in state CONTROL_NODE

D : 2
Site ID : 2

Version 0 9.4(1)
Serial No.: JAB0O815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000f.£775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state DATA NODE

D : 3
Site ID : 2

Version : 9.4 (1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cble

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

« show cluster info auto-join

REFIBIEIR T 7 T AL ) — K7 T AZICHBIRNZHSMT 2008 5 2, B L OEFIREE
(A B ADFHESRCY ¥ — LV DANVAT =y JEERE) N7 VT IN=nE ) 0EnR
LET, /— FRKBRINCHENIZ /o> TWDIGE, £7003/ — RT3 TIZZ ZAZNITH
DA, Zoavy RTRHANRFRINER A,

show cluster info auto-join =~ > RIZOWTIIRDH SR L T &0,

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Control node has application down that data node has up.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.

Quit reason: Unit is kicked out from cluster because of Application health check
failure.
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ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending

(waiting for the smart license entitlement: entl)

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending

(waiting for the smart license export control flag)

« show cluster info transport {asp |cp[detail]}
WD~ T ZAR— FEAEDOHEHERE R R LET,
casp 1 T—H FL—rD kT AR— MEEHER,

ecp: AL ba—L FL—rD T AR— MR,

detail ¥ —V— RF2AT5HL, 7 TR TEEEOEHN NIV AR— 7r hau
OFERRRNFERSN, Ny 7 7Rarba— L7 L—rThsENNIRo b X
Ny b Ray 7ORBEERETE £9, show cluster infotransport cp detail =~ >
RIZOWTIFROH N EZZHR L T ZE W,

ciscoasa# show cluster info transport cp detail

Member ID to name mapping:
2 - unit-4-1 3 - unit-2-1

0 - unit-1-1

Legend:

U
UE
SN
ESN
R
RE
RDC
RA
RFR
RTR
RDP
RDPR
RI
RO
ROW
ROB
RAS

unreliable messages
unreliable messages error

sequence

number

expecting sequence number

reliable
reliable
reliable
reliable
reliable
reliable
reliable
reliable
reliable
reliable
reliable

messages

messages error

message

deliveries confirmed

ack packets received
fast retransmits
timer-based retransmits

message
message
message
message
message

dropped

drops reported

with old sequence number

with out of order sequence number
with out of window sequence number

out of order reliable messages buffered
reliable ack packets sent

This unit as a sender

RE
RDC
RA
REFR
RTR
RDP
RDPR

all
123301
0
l1656a4dce
733840
0
699789
385525
27626
34051
0

0

0
3867966
0
acb26fe
1042168
0
934969
281198
56397
107199
0

0

2 3
3230662 3850381
0 0
5£839f76 7b680831
852285 867311
0 0
740874 756490
204021 205384
0 0
111411 110821
0 0

0 0

This unit as a receiver of broadcast messages

U

111847

121862

120029
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R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291

RO 0 582 850

ROW 0 566 850

ROB 0 16 0

RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0
RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%

Current MRT buffer usage: 0%
Total messages buffered in

real-time: 1

[Per-client message usage in real-time]

Legend:

F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name
VPN Clustering HA Client

Total messages Percentage F L R
1 100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%

Total messages buffered at high watermark:
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[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

« show cluster history

7T AZDEIE, BILOI T A2 ) — FRBINTE o B, /—NIRy 722 %
HENTZBHRICET 27— A v —URFERINE T,

JSRABEERDINT Y FDFv TF v
I FGABETONRTy hOF v FFXIZHONTIE, ROa<wr REBERLTLLEEN,
cluster exec capture

PITAZERD NT TNy a—T 4 T AR — T 5ITIE, cluster exec capture 2~ > K%
FERHLTHIE ) — FETOZ ZRAZBE NI 74 v 7 OX Y T F v A LET, T,
7 FAZNDTRTOT—4F ) — FTHHBIICANIRY £,
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I, kOa<=r RERBLTLEIN,

show cluster {cpu | memory | resource} [options]

7 7 AZBROERNT — 2 R R LUET, FHAEEZR options 1T7 — X DX A SN2 & - T

nET,

DSRAR RS T4vIDEZR)DT

JIGAR NG T4 I DE=ZY L TITHONTIE, ROa<wy REBBLTLL I,

« show conn [detail]. cluster exec show conn

showconn =< Rik, 7a—NRNT 4 L2 H¥ RNl T7 v/ FHEvxrUv—FDLED7
o—TohbM%ExRLET, cluster execshoweonn =< RE(EED /) — N THEHAT5 L.
TARCOPERDERINET, Z0avy RORRPLIFE, 12070 —D 77 4 w7
DT TAZNDODSEIERASAIZED L HICRET 20000 E3, 7T AXZD AL —
Ty MEI, B— RRZ U T OMREa L T 4 X2 L — g NI Lo TERD ET,

Davr REFHTSE, DB ONT 7 4 v BT TAZNE ED L DD 0
BN £9, £/m, 0= FARTUYRNT0—0DRT 53— A ED & D IR EE

B2 20 BIRT % DI B £,

*7-. showconndetail =~ > Rig7a— ) F 1 DEEEPZIFA7u—%FRLET,
Iz, show conn detail =~ > RO HFI 2R L E T,

ciscoasa/ASA2/data node# show conn detail

12 in use, 13 most used

Cluster stub connections: 0 in use,
- awaiting inside ACK to SYN,
- initial SYN from outside,

Flags:

46 most used

a - awaiting outside ACK to SYN,

b - TCP state-bypass or nailed,

- CTIQBE media, ¢ - cluster centralized,
- DNS, d - dump, E - outside back connection, e - semi-distributed,

- outside FIN, f - inside FIN,
- group, g - MGCP, H - H.323,
j - GTP data, K - GTP t3-response

- incomplete, J - GTP,

h - H.225.0, I - inbound data,

- Skinny media, L - LISP triggered flow owner mobility,

- SMTP data, m - SIP media,

- inside back connection,
- Diameter, g - SQL*Net data,
- outside acknowledged FIN,

n - GUP

- UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,

- awaiting outside SYN,
- VPN orphan, W - WAAS,

- secondary domain backup,
- inspected by service module,

A
B
C
D
F
G
i
k
M
O - outbound data, o - offloaded,
P
Q
R
R
s
\%
w
X
X

T - SIP, t - SIP transient, U - up,

- per session, Y - director stub flow, y - backup stub flow,

z - forwarding stub flow

ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,

7Z - Scansafe redirection,
uptime
1lm21ls, timeout 30s, bytes 7544,
received

at interface outside Locally received:

NP
Identity Ifc Locally received: O

B 7Y v995%Y FIZEi+% AsAVirtual 7 5 22 O ER
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Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic
received at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface
NP Identity

Ifc Locally received: 716 (8 byte/s)

Bt 7 n—D NI TNy a—T 4 T EIT O, RONSTRTO ) — FOEHie —HR
RLET, R, F£ED / — K Tcluster execshoweconn =< > K& ASLET, T4
L7a (Y) . RN T o7 (y) . BEOT7+U—F (2) D7 T 7 o7 o —%81L
F4, WOBNTIZ, 3 5DFT_TD ASA TOH 172.18.124.187:22 75 192.168.103.131:44727
O SSHENFRINTWET, ASALIZITZz 7 T 7 0™BHY ., ZOHEHRGO 7+ U —X T
HHZLEEELTCOET, ASMBITIXY 7T 703 HY ., ZOHEGOT A VI X THDHI L
HEFRLTWET, ASA2 IR 7 T 713, ThnA—F—ThrZLtaRL TV
¥, TU MUY RGFRTIE, ZOEEHRO/T > MIASA2OWNEA »#—7 = A AT
A A VB =T 2 A ADDBHTWEE T, AU RHR T, ZORED /R
7y MIASAL BLOASAZ DANERA o Z—T =4 AN, 7T AZEIEY 7 AL
T ASA2 |ZHEIE S 4L, RIZ ASA2 DA 2 —T = A4 APHHTnNE ET,

ciscoasa/ASAl/control node# cluster exec show conn
ASAl (LOCAL) :**********************************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASAz.‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k********‘k‘k‘k*******************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3.‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k********‘k‘k‘k*******************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes
0, flags Y

show cluster info[conn-distribution | packet-distribution | loadbalance| flow-mobility counters]

show cluster info conn-distribution ==~ >~ ' & show cluster info packet-distribution =~ >~
RiZ, ¥_XCOITRZ ) —=F~D b T 74 v I BERRLET, ZhbDavr K
I, A — R ST PRl L, BT D 0ICRIL L ET,

show cluster info loadbalance =< > Ri%, 0O HERER R LET,

show cluster infoflow-mobility counters =~ > K%, EID B L U7 v —0OFTA & OEMERF#
ZFaxLE T, show cluster info flow-mobility counters =< > RiZ oW TIEkOH %25
LTS IZEN,

ciscoasa# show cluster info flow-mobility counters
EID movement notification received : 4
EID movement notification processed : 4
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Flow owner moving requested H

show cluster info load-monitor [details]

Z ®Mshow cluster infoload-monitor 2~ > Kit, mEBEORIED 7 T AZ AL INO T T 4 v
AL, BRESNRBOAH K (T 740 FTiX30) 2FRLET, FHBEOAREIE
A FRT 51T, details ¥ —U— F&2HHL £,

ciscoasa (cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa (cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
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Buffer drops captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Memory usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

CPU usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
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25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

« show cluster {access-list | conn | traffic | user-identity | xlate} [options]

7 T AREIROERNT — X 2FR LET, FERHFHEZ options (X7 — ¥ DX A 72Xk ->T
Hien ET,

show cluster accesslist =~ > RICOWTIZROHE D E B L T 77 &0,

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0Oxe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfed4fd4947

access-1list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitcnt=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) 0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0xle68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6£59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitcnt=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitcnt=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitcnt=0, 0, 0, 0, 0) 0x013fd5b8
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access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

AT OERD, XTD /) — N TORFHEEZETTHI21E, ROEBVICATLET,

ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************

200 in use (cluster-wide aggregated)
Cl2 (LOCAL) :***********************************************************

100 in use, 100 most used

Cll-******************************************************************

100 in use, 100 most used

» show asp cluster counter

ZDawry RE, TEARAD N T TN a—T 4 VTS B E T,

DIRAEDL—TFTAIDE=R) YT
I IGAZDN—T 4 o ZIZONWTIE, kDA~ REZRLTEIN,

* show route cluster

- debug route cluster
I IABDN—T 4 ITERER T LET,

« show lisp eid
EIDs &% b ID #7579 ASAEID 7 —7 V&R LET,
cluster exec show lispeid =~ > Kb D, RO I EZIRL T TEE W,

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k*****************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T, s kK ok ok Kok kK k ok kK ok kK ok kK ok ok Kok ok K ok k Kk k kK ok kK ok kK ok ok Kok kK ok kK Kk kK ok kK ok kK ok ok Kok kK Kk K K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

» show asp table classify domain inspect-lisp

ToavwrRNE, NI TIA Y a—T 4 IR E T,

DSR2 OAXUTDEE

JIGARZY T OuX s TOREICONWTIL, ROa<wy RESERLTLIEE N,
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logging device-id

7T AZNDE /) — RiX, syslog A vE—V &2 EBICARK L E£7, loggingdevice-id 2~ N%
FHT 2 &, R—F7T8R257 51 A IDfFE Tsyslog A vE—T%AERTH I ENTE,
I T AZNDRE—FITRRD ) — b DA v —VDEIICRELZ N TEET,

DISRBEDA VB —DTALAADE=ZR) Y
TITAEDA L HE—=T 2 A ADET=H ) U TIZONTIE, kOa<w REBRBLTLEEN,
« show cluster interface-mode

JDIGAR A B —T oA ADE—REFERLET,

DIRBYTDTINYYT
JTGABY T DTNy TIZONTIE, kDavr REZRLTIEIN,

« debug cluster [ccp | datapath | fsm | general | hc | license | rpc | transport]
PIGAZN L TDT Ny 7 Ayt —VEFRLET,

« debug cluster flow-mobility
I AZN T Tun—%F )T A BHEOA N P EFRRLET,

« debug lisp eid-notify-intercept
EID %1 A v & — VRATZAEHF DA N P 2RI LET,

» show cluster infotrace

show cluster infotrace 2~ > RiZ, "G 7N a—F 4 T DEDDF Ny FIEHEFRR
L7,

show cluster infotrace =~ RIZOWTIIRDOHFIESHR L T &V,

ciscoasa# show cluster info trace
Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE
Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
CONTROL_NODE

FlzE, RLAa—hA)llai=y 55200 7 — R0, — RE LTHBEL TS
ZEERTIROA v E—URNERREINTHGEIX, 2250/ —RoA—A)Laz=y b4DHE
CThd GREZHRLTLIEEW) 26, 1250 —FKRBEBHOT7T o0 —RE¥x vy A A vE—
CEZELTND (Ry NT—7 ZfER LT EEIW) mREERH Y £7°,

ciscoasa# show cluster info trace

May 23 07:27:23.113 [CRIT]Received datapath event 'multi control nodes' with parameter
1.

May 23 07:27:23.113 [CRIT]Found both unit-9-1 and unit-9-1 as control node units.
Control node role retained by unit-9-1, unit-9-1 will leave then join as a Data node

May 23 07:27:23.113 [DBUG]Send event (DISABLE, RESTART | INTERNAL-EVENT, 5000 msecs,
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Detected another Control node, leave and re-join as Data node) to FSM. Current state
CONTROL_NODE
May 23 07:27:23.113 [INFO]State machine changed from state CONTROL NODE to DISABLED

55251 LT DBERM

Ok va iR, 7T RAZ Y U OEEICET D EEE RS TN E T,

ASA DEMEELE Y SRR ) VY
ASA D—HDOMEREIX ASA 7 T AL ) 7 TIIHAR— b EnT, —HOMRRITHIE , — 7217
TYR— hEhET, LOMOBIEIC OV TIEN AT 2851 b5 HADH Y *
7,
PSRBT THR— kIR
WROFHEREIL, 7 T AZ Y I RER R L TR ETETP, a~vr FIXEGRSNET,
cTLS 7u X L2l T52=T7 4 F aia=r—3a e
« JE— K 7 Z7EA VPN (SSL VPN ¥ LU IPSec VPN)
AR RNA B —T A A (VTI)
CROT TV r—ar A AT gy
« CTIQBE
* H323, H225. # LK TU'RAS
e [Psec /N A A J)L—
* MGCP
« MMP
« RTSP
+ SCCP (Skinny)
« WAAS
« WCCP

ARy bRy N NTFTT 4T T4NE
* Auto Update Server

eDHCP 7 7 A7 b, —_— BIOFm*>, DHCP VU L—iIVR—FrENTWE
—gqo

VPN — R NRXZ 7
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e Azure TO 7 = — )L A —/N—
CHREN—T 4 TBIOTY v

* FIPS €E— K

VI3RB) T DR REF R
ROBEREIL, Bl — F LG THR—PESRET, 7 7AFOBAELAT—) 7 ShEt

GE) B RRED NS T 4 v 7%, Z T AZEIY L 7RETA L NN— ) — R HEIE S — R
\CHRE SN E T,
BB EE 2T 58581, PTREFARMEED h T 7 ¢ v 7 NP ERRIBEEE L L T S
NWABNCHSEM TV T, Hlfll ) — FLALD ) — RICHEEEINDZ ZENRH Y £, Z0HA
X, NI 74 v 70 — RIZEDIRENET,

Hh AR RARBERE IZ DWW CIE, il ) — R CREENRRAT D LT XTOEFREN Fr y 7END D
T, LW — R LT 2 LT 20 ERH D 7,

CROT TV = ary A AT g
« DCERPC
« ESMTP
«IM
* NetBIOS
« PPTP
« RADIUS
« RSH
« SNMP
« SQLNET
+ SUNRPC
« TFTP
« XDMCP

CAAT AT N—hF=HY T
Xy hU—2 T BAORIEB LR, THhOT 47 iétls%qjﬂ:ufj*

s T4 NE YT P—E R

« %A hH VPN
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e IILTF XY AN N—TFT 4T

Ban/— FISERAShHHEE
IS OMREIX, 7 T A BREITHIE — RT3, £ ASA / — Nl snEd,

QoS :QoSARY V—iF, T 4 Xal—a BRO—EE LTI T AXERTREE
nNET, 7L, AU vr—3&/ — RfEplcEH S nET, 728X, HOexL TR
Vo TaBRETHHEIT, @A L — FBLOMEE N—A MHEIX, $FED ASA 5 HT
ﬁ<]?74/7 @%éﬂi# 3 =KD BRbd7 TAZNHY, T T 4 v 7R
DL TWDAEE, e L — MIERIZZ FAZDOL— D 3fFI27e £9,

o B - BRI, — R EICEBNCHREE L ET, 7o & I, EAFEHERIZ  — R
BAETT, 2ExiE, F—FAX vy URHEPHEELZR2VOIL, AX vy N T 740 v 7 BE
J— Rl CTr—RKRZ v 7 8N, 120 —RTITRXTDORNT T 4 v 7 MR TE 72
W26 T,

2y RIT—=0 FORCXADAAEISRB )T

Xy NU—27 778 AHD AAA L, FBFE, R, TV T 4T D3 DDA K= b
THER SN ET, RAFLFTTIX, 7T A2 Y U ZHlE ) — R Lo Rlgae » | CHEX
nNTkEY, T—HEENRI TAXT—H ) — Kl @iéniﬁoﬁ@/~h#%méhk%
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