Xy N —I7EBY — LVOFERFIE

Z DE T, CiscoWorks B LWL oD — RoX—F s fllx o U — 7 Y —LIZHoW T
MALET ARITIKRDEBY T,

+ Net-SNMP(2-1 ~<—72)

+ SilverCreek SNMP 7 A k A A — | (2-3 ~4—)

« Ipswitch WhatsUp Gold (2-17 ~—2°)

+ HP OpenView Network Node Manager (2-30 ~~— )
+ CiscoWorks (2-46 ~X—17)

Net-SNMP

Net-SNMP Version 5.1.2 IZIXZ KD X IV — A BLORTA 77V RHEI N THET,
o JLERFRERT=—T =2 b
e« SNMP 7477V
* SNMP =— V= MIX L TIHEMEZEREILIIRET 272Dy — v
¢« SNMP K7 v 7 ZABLORET 520D — /L
Net-SNMP R b U — 27 F#Y — /LI D URL b ¥ 7 a— R TEET,
http://sourceforge.net/projects/net-snmp/
ZOHETIHE KD E» ZIZOWTHRY B ET,
« MIBDOAR—Y 7 (2-1 =)
s M7 T DEEQ2 =)

MIB ODFR—Y 7

ASA DREZZ T LIZHRTMIB 28 —U 7T 58AIE.NMS 705 ASA IZX LTIRD L 9 72
snmpwalk =~ > K& FITLET,

()  snmpwalk =~ K& ET7 554  Linux £ Net-SNMP (2% L CTIXAFBI 5% E 217 0 L E 1
b EHA,

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
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http://sourceforge.net/projects/net-snmp/

FrE Xy NT—IEBY—AOERSE |

Hl  Net-SNMP

[root@iLinux2 ~]# snmpwalk -v3 -u md5des -1 authPriv -a MD5 -A mysecretpass -x des -X
passphrase 10.31.8.254 1.3.6.1.2.1.1

WIZRT OX snmpwalk =2~ > K& EIT L72GA&OH IHICTT,

SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Adaptive Security Appliance Version 8.2(0)227
SNMPv2-MIB: :sysObjectID.0 = OID: SNMPv2-SMI::enterprises.9.1.915

SNMPv2-MIB: :sysUpTime.0 = Timeticks: (486600) 1:21:06.00

SNMPv2-MIB: :sysContact.0 = STRING: admin admin

SNMPv2-MIB: :sysName.0 = STRING: ciscoasa

SNMPv2-MIB: :sysLocation.0 = STRING: sjc - 190 W Tasman Drive, San Jose, CA 95134
USA

SNMPv2-MIB: :sysServices.0 = INTEGER: 4

rZ v 7 DEE
ASA LKV IEESNT N7 vy FIIEEHSNE T, £ DO snmptrapd =~ > NN TIER S L7z
=X FD T v T EE(E LT EnginelD IZBEAMT SN TV ARBERSH Y 9,
BhE AT 21T 9 FIRIZR D L0 T,

AF w7 1 [var/net-snmp/snmptrapd.conf 7 7 A VI RO AT — F A v &2 AT LET,

createUser -e ENGINEID myuser authentication protocol "my authentication pass” AES “my
privacy pass”

ZDOART—=hAV FOPIZENDRDOKENT A —=F 2 ERLET,

- ENGINEID: + 7 v 7 %X (54 %57 7V /r—3 a > ® EnginelD

- myuser: 87 v T EHEETH USM = —H4,

— authentication protocol : F3AE % A4 7" (SHA F 721X MD5, SHA % #£%%)

- "my authentication pass": BEFRRENF —Z AT DRI T 2EE A 7 L— X X
N2 G2 7 L—=XFEIAFTHATIZS 0,

- privacy protocol T B85 D & A 7 (AES F721% DES, AES % #t%%)
- "my privacy pass": FRVERE 5 — & AR T D BICH AT 2R SR T L= X, At— 2
BETe N A T L—XIB| B THA TL IZE& W, B4 CTH £ 2 WiEE . € D5 kN
AT L — RN AT L — R LR UEICRESNE T,
25 w7 2 /tmp/snmptrapd.conf 7 7 A VPN KD AT — M A b2 AN LET,

createUser -e 80000009fe8949e0b20319e2d175b93fe7dc24af0df£f7db915 md5des MD5 mysecretpass
DES passphrase

2Fv S 3 ZTDT 7 ANERHREL C.snmptrapd 2~ > REETL £,

a~

() Zo7evRI 7T I RTERITINET MHEHEINLZOIFEES a7 4
Xal—ary 774 NDORT Bl L Tstderr 7 7 A VICA v E—I NS NET,

[root@iLinux2 net-snmpl# snmptrapd -f -C -c /tmp/snmptrapd.conf -Le

27y 4 WOLEHIpa~wr REAJJLASA DD snmptrap 2~ REEITL T VI X0 v T v
FRFV I T TN Ty T EEELET,
cicoasa (config)# int g3/1.391

cicoasa (config-if)# shut
cicoasa (config-if)# no shut

CiscoWorks B L U — FX—F (1 BIY — V2 EH L SNMP N— 3 > 3 HEEHAF
m. 0L-22912-01-J |
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WIZRT OX snmptrap =~ > K% EIT L72GA&OH I TT,

2009-03-18 23:52:06 NET-SNMP version 5.1.2 Started.
2009-03-18 23:52:20 10.31.8.254 [10.31.8.2541]:

SNMPv2-MIB: :sysUpTime.0 = Timeticks: (938700) 2:36:27.00 SNMPv2-MIB: : snmp
TrapOID.0 = OID: IF-MIB::linkDown IF-MIB::ifIndex.l = INTEGER: 1 IF-MIB::
ifAdminStatus.l = INTEGER: down (2) IF-MIB::ifOperStatus.l = INTEGER: down (2

)
2009-03-18 23:52:22 10.31.8.254 [10.31.8.254]:

SNMPv2-MIB: :sysUpTime.0 = Timeticks: (939000) 2:36:30.00 SNMPv2-MIB: : snmp
TrapOID.0 = OID: IF-MIB::1linkUp IF-MIB::ifIndex.l = INTEGER: 1 IF-MIB::ifAdminS
tatus.l = INTEGER: up(1l) IF-MIB::ifOperStatus.l = INTEGER: up(1l)

SilverCreek SNMP 7 A k AA — |k

SilverCreek SNMP 7 A k AA — b &FEHT DL L. 7T 4 X— ks MIB L OHEHE MIB /5,
SNMP [ZHEHL L TV 2 W53 SNMP O EE=T — 2N TEET, 20V 7 My =7 OEE
N—=T g RO URL ML X T — RTExET,

http://www.iwl.com/trial-downloads/silvercreek-trial. html?Itemid=
ZOHTIZ RO FE y ZIZOWTERY RIFET,

+ SilverCreek M %17 (2-3 ~—2)

e« SNMP X—V 52 3x=—V=x DBy 8T v/ (2-5—Y)
« MIB ®r— F&HIER(Q2-7 ~—2)

« TADPZA—FDFTQ2-8—)

o TRy T OAMMEQR-10 X—)

« MIB D7 A | (2-12X—2)

« BEIET v A vE—TVD%E(2-15 =)

o NTF—=xUADT A F(2-16 X—Y)

. VS
SilverCreek D217
SilverCreek ' 7 b 7 = 7 % FA1T7F B 55A 1. [Start] > [All Programs] > [SilverCreekMx Evaluation] >
[Run Test Suite and Tools (Start Here)] &38R L F 9,

TV —v g UREEIT S &L SilverCreek DA AV 7 4 R (X 2-1 #5M) L L bloav
V= U4 RU (K 22 %5 RHE KO XS RIFRPFRSINET,

e BnZ XAyk—v

s TRy T Ayk—v

e« NMS & SNMP X—T g0 32—V hEDRITROYVIEMY SNDHZDOMD A v E—
« m— K&Zi7= MIB

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
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SilverCreek SNMP 7 2 b 2 A — |k

& 2-1 SilverCreek DA 4> U4 N

' SilverCreek - No Agent Selected
File MIE Log Test Motification Packet

Testsuite  Wiew Tools Help

eE

poBE B ?

Mo Agent Selected
Test Suites ] MIE Testing 1

Test Suite 1.0

| Protocal %

—H Boundary Conditions

—HE Module Compliance

B SHMPv2c Tests for &l MIBs Losdec
B SMMPy3 Tests for &) MIBs Loaded

| Standard

5 SMMPY3 USM-MIB (RFC-3414)

B SHMPY3 VACM-MIB (RFC3415)

= SHMPY3 SHMP Apps (RFC3413)

2 SHMPy3 MPD-MIB (RFC3IH 2)

By MIE-Il Tests(RFC1 21372011201 2020
B IPvE IP-MIB Testz(RFC4233)

By IPvE ipForwad MIB Tests(RFC4232)
Dy IPvE TCP-MIB Tests(RFC4022)

By [PvE LUDP-MIB Tests(RFC4113)

By Diffie-Helman Key Change Tests (51

£ | >

[ Grouping Tests as Levels (if applicable).

ShMPw1 Tests for Al MBs Loadedd

Test Mame Purpose Status Remarks e
112 Walk MIBs to collect variahles NEVEN FUN

1122 Wialk by column and scalar never run

1111 MEXT reguest from 0.0 NEYEr rin

1112 MEXT request from 1.0 NEever run B
1.1.21 Walk and check object syntax never run

143 MEXT from 2.0 never rin

1.1.4 MNEXT wvith arhitrary ClDs never run

1.1.5 MEXT with large instance-Ds REYEr run

.16 MEXT with padded OIDs NEver run

1171 MEXT on unrelsted tables Never rn

1.1.7.2 MEXT wvith unrelsted varishles never rin

1173 NEXT on columnar objects NEever run

.15 GET on every warishle never run

1.1.9 GET on padded OIDs NEYEr rin

o4 ra AET e msibank AIFA — “
< | >

Mo Details To Display

Ready...

Wamingmumnitiated“UntestednError| 0 |Unsupp0rted| 0 |NOF|esult| 1] |UnHesolved| 1} |N0tInUse|U

|.f3«|read_l,l Run | 0

|F|emaining | 5 |F'assed n Failed n

275367
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X 2-2 SilverCreek D=2 —/L 7. 2 KD

' Console
File Wiew Edit

VARMIMNG: redefining CI0 for mik-2 -~
Loading MIB BRIDGE-MIB ...

Loading MIE TOKEN-RING-RMCR-ME ...
Loading MIB IP-IE ...

Loading MIB TCP-MIB ...

Loading MIB UDP-MIB ..

Loading MIB RMOMN2-MWIB ..

Loading MIB IP-FORWARD-MIB ..

Loading MIB SHPw2-TC

Loading MIE ShhP-USk-DH-OBJECTS-MIEB ...
Loading MIB HOST-RESCLURCES-MIB ...
Loading MIB HOST-RESCURCES-TYPES ..
Loading MIB RMCN-MIB ...

Loading MIB IF-RIE ...

Loading MIB SMMWP-FRAMEMORK-MIB ..
Loading MIE SHMWP-MPD-MIE ...

Loading MIB SHP-TARGET-MB ...

Loading MIB SMWP-MOTIFICATION-MIE ...
Loading MIB SHMP-PRCXY -MIB .

Loading MIB SHP-USER-BASED-SM-MWIB ...
Loading MIB SMMWP-YIEW-BASED-ACM-MIB .
Loading MIB ShbiPw2-Th ..

Loading MIE ShikdPw2-hIE ..

Loading MIB TRANSPORT-ADDRESS-MB ..
Loading MIB SHMP-COMMUNMITY-MIB ..
Loading MB EtherLike-ME ...

Loading MIB SHP-USk-AES-MIB ...
Loading MIB INET-ADDRESS-MIB ..

Loading MIE TCP-MIB ...

WARMMG: redefining QID for top

Loading MIB UDP-MIB ..

WARMIMG: redefining CID for udp

Loading MIB IP-FORWARD-MIE ...
WARMIMNG: redefining QID for ipFaorward
Loading MIB IP-ME ...

WARMNING, redefining CID for ip

WARMIMNG: redefining QU0 for icmgp

Conzole display active (Tol5 4.4 7 TkS.4.4)
(SilverCreekhtx) 1 % |

£l
275376

SNMP X—V g 32—V MDY Ty

SNMP X—V g 32—V bRy N7 v 72179 FIEITKRDEEY T,

A7 97 1 [File] > [New Agent Setup] % &R L & 7,
23 LV —Y v FOBREHEEZRLIZHDTT,

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
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& 2-3 [New Agent Setup] 5 7 2 27K 2 X

" New Agent Setup
Address and Ports

Hastname of IF Address  [172.23.62.198 | Port |1t
Protacaols
SMPy3 Parameters
User meS3des ﬂ
™ ShbPy
To Derive Keys using Diffie-Helliman, please click here .. ﬂ
" SMMPv2e
Auth Pass mysecretpass | aigerithm HMAC-MDS =
(o ShibPy3 i ;
Priv Pass passphrase x| Algorithm CBC-3DES Rd
Optional Configurations
Catesory Additional SMMPY3 Config
[E] Local Interface Agent's Enginell
E] Time Out and Retries Agert's Cantext Name
[E] Motification Confiy Agerts Contest ID
E] MIB Walking Output File:
E] Additionsl SMPy3 Config
E] IPv4 or IP¥E Transport
Ok

| Reset | Cancel

2754

ATy 72 KRAMGERIZIIPT RLA KR—FE S BILONSNMP X—2 3 3T A—25% AJJLET,
T hNBEHREIND & EMIAIA D [Test Suites] Z 7 (X 2-4 ZH M) 255 SNMP 7 & k

Af = FEEFTEET

Bl CiscoWorks B XU — F—F B — LB FEH LIz SNMP N—D 3 > 3 RETA K
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&7 2-4 BEEH A SNMP = — 2z 2 f 33N X475 SilverCreek D A1 T4 D

{' SilverCreek - authPriv - Connected|to : Cisco Adaptive Security Appliance Version| 8.2(0)227

File MIE Log Test Motification Packet Testsuite Wiew Tools Help
7] e
: ! A ] i
D E" 0 BEERY L | ¢OE?
authPriv - Connected to : Cisco Adaptive Security Appliance Yersion § 2000227 [172 23621938 SHMPv3]
Test Suites \| MIE Testing ] ShihdPy1 Tests for All MIBs Loaded
Test Suite 1.0 Test Mame |Purpose |Status |Remarks ke
2 1.1.2 Wizlk MIB= to collect variables NEVEr rn
= - 4.2 alk by column and scakar nEver fun
{13 Protacal 122 ik by col o scal
-] o [1.1.1.1 MEXT request fram 0.0 NEYVEN rUn
m MEXT [1.1.1.2 MEXT request from 1.0 never run B
m GET M.1.2.1 Walk and check okject syntax NEYEL FUn
113 MEXT from 2.0 NEVEL rUn
i SET - 1.1.4 MEXT with arbitrary OlDs never run
Hit Boundary Conction:s .45 MEXT with large instance-1Ds never rin
% Module Compliance [1.1.6 MEXT weith padded OIDs NEvEr run
BT SHMPv2e Tests for A1 MIE 1171 MEXT on unrelated tables MEver run
B ShMPv3 Tests for AllMIE: 1172 MEKT swith unrelated \.farlables NEYEr N
1.1.7.3 MEXT on columnar objects never run
E'"D Standard [1.1.8 GET on every variable NEYEL FUn
BTy SHMPY3 USM-MIB (RFC-3 .19 GET on padded ODs nEver run
T2y SMMPYE W ACM-MIB (RFC AL BT mm man swvdeband Sills e e A
By SHMPy3 SNMP Apps (RFC < | *
Ty SHMPY3 MPD-MIB (RFC34 .
G2y MIB-I Tests(RFC12136201 Mo Details To Display
B2y IPvE IP-MIB Tests(RFC429
I:I—'%I IPvE ipForvwad MIB Tests(
% IPvE TCP-MIB Tests(RFC4
B2y IPvE UDP-MIB Tests(RFC4
Iy Ditfie-Helman Key Change v
S ! >
[ Grouping Tests as Levels (if applicable).
authPriv - Connected to ; Cisco Adaphive Secunity Appliance VYersion 8.2[0)227 Success |A|ready Run | 0 |F|ema|n|ng | E5 |F'assed “ Failed n 5
W arning m Uninitiated n Untested “ Enorl 0 | Unzupported | i} |NOF| esultl 0 | UnHesoI\redl 0 | Notanse| 0 E

MIB ® 1 — K & 5k

MIB % 1 — NI L OHIERT 2 FIHIZRO LB TH,

27w 7 1 MIB ®u— N XOHIR%Z F8)T1T 5 %54 1%, [MIB] > [Load | Delete MIBs] & #&4R L £ 37,
2F w72 nm— KL7=MIB ZHRRT 55614, [View Loaded Modules] 27 U v 7 LET (X 2-5 25),

MIB 7 7 A WIZT_XC. T 74D mibs T4 L7 FYRNITRFCTCEET , ZDOT 4 L7 bV
1L BREEZ5 % MIB_PATH Z i L TER L £,

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
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& 2-5

[Load and Delete MIBs] 5 7 2 2745 > 2 X

' Load/and Delete MIBs

Load Mew MIB Files
“iewy Loaded Modules
Delete Definition Files

Do not Display MIB Loading Warnings. | understand wearning messages
may need to be fixed to achieve best interoperabilty .

MIB Loading Options

r lgnore Some critical errors if pozsible and continue to load.
1svill fie those MIB errors |ater.

MIB Loading Tips

171 The Location of MB Databasze:

You can maintain all your MIB files in the default directory "mibs" or in one or more
directories defined by the environment variable "MIB_PATH". The path can contain muttiple
directories.

27 Adding Muttiple MIBs;
You can load multiple MIBs automstically st startup by dropping all of your uncompiled MIB
files into the MIB location (you may specify desired file name extensions to fiter non-MIB

Defintion files generated from
MIB Compiling in:

COProgram
FilesintervorkingLabsiSilvercr
eekhx/nibs

lAMA-RTPROTO-MB defs ”
ianaiftype-mib defs

I ol 155-RFCT155-Shl dets

I fc1157-RFC1157-SMMP defs
Ffc1213-RFC1213-MIB defs
Ffo1493-BRIDGE-MIB defs

It fiol 51 3-TOKEM-RING-RMOM-MIE
2011 -IP-MIB dets

o201 2-TCP-MIB . defs

I fic 201 3-UDP-MIB.defs
Ffc2021-RMOM2-MIB.dets

F fc2096-IP-F ORWARD-MIB . defs
I o257 8-SHMPY2-Shldefs
Ffc2579-SMMPY2-TC defs

I fic 27 86-SMMP-LSM-DH-OBJECT
It fc2790-HOST-RESCOURCES-MIB
It fc2581 9-RMOM-MIB.defs

files using Tools-=0ptions-=Mizc) or select muttiple MIB files when wworking with GUI o BEaF I dets

fe341 1 -SHP-FRAMENORK-E
Ffo 341 2-SHMP-MPD-MIB defs
Ffo3d1 3-SNP-TARGET-NOTIFIC
Ffc341 4-SHMP-USER-BASED-Str
Ffo 341 5-SMP-YIEW-BASED-AC
Ffo341 B-SHPv2-PDU dets
Ffo341 7-SHMPY2-TM defs
o34 B-SHMPY2-MIB.dets
Ffc3419-TRAMSPORT-ADDRESS
b fo3584-SHMP-COMMURT Y -MIE
I fo3635-EtherLike-MIB dets
Close I fC3526-SNMP-LSM-AES-MIB de
Ffc4001 ANET-2DDRESS-MIB det:

3] The Order of MIB loading:

You can load any number of MIBs without worryving about the loading order and the tool
wyill figure out the OID tree automatically. MIB files are Inaded in the alphabetical order of
their file names internally. For example, rict 0umib waould be loaded before rfol 1 mib, 1f wau
load two MIB files that define same object, the last loaded defintion will take precedence.

% ' T

275387

FTAKNAAL—FDELT
TAN AL = NEETTHFIEITIKO LB TY,

2T 1 AAY T4y RUDEMAAL (K 2-658)TT A 73U (MIB-I1 72 &) IR L £,
FRASA X GRBIN LT AN BT TVICKH L TETTEDLT A IR Y A MRRI L, TS
A NET A FOFEFlNFERSINET,

27972 1 OFREFEEDOT A S &R L [Run All or Selected Tests] 227 U v 7 L ¥,

[Status] FNZT A FDAT —HZ AREREINET, E1- T 4 FUD FEHIZIX FEITSNTZT A
MRS SET LT A M REESRH SN T A N EOREBBRERINET,

Bl CiscoWorks B3 LU — FX—F BV — VR L7 SNMP N—V 3 3 HEHA F
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& 2-6 BR L TR FPRFFR I T3 SilverCreek DA A Uy > KD
IverCreek - authPriv - Connected to : Cisco Adaptive Security Appliance Version B.2(0)227
File MIE Log Test Motification Packet Testsuite View Tools Help
M —
P 1 X [
B E" 0L BEER A | ¢OME ?
authPriv - Connected to : Cizco Adaptive Security Appliance YWerszion §.2(00227 [172.23.62 1958 SNMPv3]
Test Suites ] MIE Testing ] MIB-Il Testa(RFCT 21 32011201 2/201 352096) -- Interfaces Group Group
Test Suite 100 Test Mame |Purpose Statuz Remarks
— - 3 10.1.1 Scan ifTable fTahble entries match expectec
FH Module Compliance = 042 Check ifSpecific Specific rows point to valid b
BTy SMMPy2C Tests for All MIE 1013 Determine device interface LMIMITIATED  This test iz unavailable in Eval
BTy SHMPYS Tests for &I MIB: 017 Check itOutOctets and ifOutUcaztPkts collMIMITIATED  Test 1013 must pass before
B[] Standard
F—TBy SMMPY3 USKM-MIB (RFC-2
E—TRy SMMPY3 W ACK-MIB (RFC
By ShMPY3 SHMP Apps (RFC
BTy SHMPY3 MPO-MIB (RFC34
By MIB-Il Tests(RFC1 2135201
—Ht System Group
—HE P Grougp
3 ipCidrRouteTable < bd
—HE ICMP Group N .
—HE TCP Group Mo Details To Display
—+ UDP Group
3 SHNMP Group
F—T2y IPvE IP-MIB Tests(RFC429
[J_'E IPvE ipFarvwad MIB Tests(
BTy IPvE TCP-MIB Tests(RFC4 v
< I >
[ Grouping Tests as Levels (if applicable).
— : =
Feady... |Alleady Fun | 4 |Hemalnlng | 0 |Passed n Failed “ E
W arning m Uninitiated - Untested n Error | ] |Unsupp0rted| ] | MoRezult | 1] |UnH ezolved | 0 |Notl nlze | 0 by

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
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TNy T DOFEE
TNy T H T DA [Tools] > [Options] Z 3R L £ 9 (X 2-7 #& M),

& 2-7 [Options] 571 7 2 73K > 2 X D [Debug] 57

' Options

Debug | Display | Test | dournal | Motification | Misc |

Packet trace wil be output to Console vwhen you run selected test(s) or izsue SNMP commands.
Sent Packets
[ Packet Summary - Summarized form of packets zent by SilverCreek Evalustion
[ Packet Watch - A5M.1 pseudo code of packets sent by SilverCreek Evalustion

[ Packet Debug - HEX dump of packets sert by SilverCreek Evaluation

Received Packets
[ Packet Summary - Summarized form of packets sent by the agent
[ Packet watch - 25M.1 peeudo code of packets sent by the agent

[ Packet Debug - HEX dump of packets sent by the agent

Ok | Cancel

275379

28DEHENICERENT VD DI Ty I BENR > TWD DT A b OETITIZHH M
MDD NEDEL X o — T,

CiscoWorks B L U — FX—F (1 BIY — V2 EH L SNMP N— 3 > 3 HEEHAF
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57 2-8 B2 F 8T B [Notes] 4 7 2 03> 2 X

Cne or more debug options are enabled.

Funning tests in batch mode with debug options turned on will substantially slow down the
automated testing process.

“ou can disakble debug options using Yiew-=Packet Trace menu if vou don't intend to run batch
tests in debug mode.

Save.,, Cloze

29(L. TR T RAvbB—UNEREINTFa =N EALTa TRy I AR LD TT,
INHEDRA =T A NEFITLEBICEREINET,

275418
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B 2-9 TN IRy =B ERIR T =L A TR Ry 7R

' QOptions |:| |§| rg|

Debug | Display | Test | Journal | Netification | Misc |

Packet trace wil be output to Console vwhen you run selected test(s) or izsue SNMP commands.
Sent Packets
[ Packet Summary - Summarized form of packets zent by SilverCresk Evalustion
[ Packet Watch - A5h 1 pzeudo code of packets zent by SilverCresk Evaluation

[~ Packet Debug - HEX dump of packets sent by SiverCreek Evalustion

Received Packets
[ Packet Summary - Summatized form of packets sent by the agent
[ Packet Watch - A5 A pzeudo code of packets zent by the agent

[ Packet Debug - HEX dump of packets sent by the agent

Ok Cancel

275379

MIB O A k

MIB #7 A b T2 FIAITRD LB Y TT,

ZF9F 1 AA LT 42 RUDEMARAL D [MIB Testing] ¥ 7 &7 Vv 7 LET,

n— REN.T A MUEAARERTXTOMIB EY 2 —RNEREINET (K 2-10 2BH),
ATy 2 TAMBKERMIBICHINT 54T ary RE a2 ) vy 7 LET,
277 3 AL T ETTLOMNEOH LT A M ERIRLET,

T A RO HMB XM THAA SR RINET,

CiscoWorks B L U — FX—F (1 BIY — V2 EH L SNMP N— 3 > 3 HEEHAF
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& 2-10 MIB D72 F DERPFA X ATE SilverCreek DA A T > KD

hPriv - Connected to : Cisco Adaptive Security Appliance Version B.2{0)227

File MIE Log Test Motfication Packet Testsuite Wiew Tools Help
: ) Q M A, o L [
= e |5 & ERv A | WOEBE?
authPriv - Connected to : Cizoo Adaptive Security Appliance Version 52000227 [172.235.62.198: SMMPv3]
TestSutes  MIB Testing ] Tests to Run for the Selected MIBs with SMhPY3
Selact MIBs to Test Groups: = AllTests & MEXT ( BULK  GET  SET ( Boundary Condtions ¢ hiodule ©
All[] MIE Module i Test Mame Purpose |Status |Remarks ﬁ
O BRIDGE-MIB 3121 Wialk MIB to collect varisbles Eoee "Details for Test 312
O EtherLike-MIB 31.2.3 Wialk by column and scalar ot consistent results wh
O HOST-RESOURCES-MIEB 5111 MEXT request from 0.0 B4 pent returned SKWPY2-h
O F-MIB 31.1.2 MEXT reguest from 1.0 A ent returned ShMPy2-h
O P-FORVARD-MEB 5113 MERT request from 2.0 (BN variables lexi-greater th
O P-1IB (3.1.22 Wialk and check ohject syntax i=ee "Details for Test3.1.2
O RFC1213-MIB 3131 MEXT wwith arbitrary Olls 3020 of 3020 terstions pa
O RMOMN-MIB 3132 MERT with large instance-ID= LIMIMITIAThz test iz unavailable in E
O RMONZ-MB 31.33 MEXT with pacided OIDs URIMITIAThiz test iz unavailable in E
O SMP-COMMUMITY -MIB 5441 MEKT on unrelated tables URIMITIAThis test is unavailable in E
O SHMP-MPD-MIB 5142 MEXT with unrelsted variablas URIMITIAThiz test iz unawailable in E 3
0 TG EETERIG ( L - . | L .. . PR ’_ h
O SrMP-PROMY -MEB — 8
ShWP-TARGET-MIB Grouping by Test Levels: ¢ BasicLevel  Intermediste Level ¢ Advanced Level
ShiMP-LIZER-BASED-SM-MEB
O ShMP-USM-DH-OBJECTS-MIB !
[T | ShMP-vIEA-BASED-ACK-MIEB Details of Test 3.9.2
E ?g;“;‘l’;'m'a Details of Test 3.9.2
. 3.9.2 The purpose of this test is to detect objects defined in the loaded MIBs but are not returned by the
O LIDR-MIE agent during the MIB walking.
If the ohjects not implemented were found then & Warning is reported with a list of not-found object
rame on the defined MB walking scopes. Mote: mizsing objects inthe agent are not by default
conzidered a5 a failure, The user should inspect the results and determine if tis in fact an error. The
deprecated or obsoleted objects are not reported. The not-accessible ohjects are not reported.
© Enterprise MIBs (% Standard MiBs [UMIMITIATED] Remarks: This test iz unavailable in Evaluation Edition
Already R 83  [Remaini 1} P Ll 11 Failed >
Readuy... | ready Fun | | Emaining | | Azze - aile n §
W arning m Uninitiated E Untested “ Errorl 1} | Unzupparted | 1} |NOF| esultl 0 | UnFlesoIvedl 0 | NotInUse| 0 5

MIB 7 UV ~DT 7 & A
MIB 77 U7 78 AT HFIEIIRD ERBY TT,

2F 91 AA T4 KT [MIB] > [MIB Browser] Zi&R L £,

MIB 7 J 7 (4 2-11 #Z8) 2 HT 5 & MIB OERBIAR—Y o FROBIR LY U —D W 4 —
JpE 2= b MIBIZX LTXYHINOERENRTTEE T,

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
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& 2-11 [MIB Browser: Local MIB Tree Mode] 5 7 2 27K > 2 X

' MIB Browser: Local MIB Tree mode - tree reflects locally loaded MIBs

File ‘Wiew Cperation

Tool Mode: Local MIB Tree 3 § § E
'- atandard [0] - A

[ registration-authorit:
(£ - member-body [2]

Ho. 4| OID-Hame Syntax Value Full_0ID

— @ =ysDesc
— @ =vsChiec
— @ =yslnTir
— @ =ysCont:
— @ =yshame
— @ =ysLoca
— @ =vsServi
— ¥ sv=0RL:
[]—ﬁ FysORT:E
f—(_] interfaces < 5
H—(] &t [3] — s
(i [4] )
H—(_ ] icmp [5] MIE Info
(T tep [6]
(] udp [7]
]_D eop [8] Syt [rd, Acocess not-acceszible
f—(_ 7 transmissic ol 1.361.2141
H—(_ ] =nmp (1] -
H—(_] rman [16] Inde: object:

(7] dlot1 dBrido
b— "1 hnst 1951 | % Inclex instance:  Click on & roww to display. .

I
' 2
b

Descriptar: ShMPY2-MIE: system

oy Iy B oy B oy B o B B B O B

|

Fieady...

27 v 7 2  HE® OID (.iso.org.dod.internet.mgmt.mib-2.system) £ CA 7 @ —/,L LT [system] 457 U v 7
LYV =204 —0F210D4T v a v EERLET,

HAA N2 MIB O BRIERAFRINET (K 2-12 22 H1),

CiscoWorks B L U — FX—F (1 BIY — V2 EH L SNMP N— 3 > 3 HEEHAF
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&7 2-12 MIB DEFBFER IR X175 [MIB Browser: Local MIB Tree Mode] 51 7 2 27K > 27 X

1B Browser: Local MIB Tree mode - tree reflects locally loaded|MIBs

Eile Wiew Operation
Tool Mode: Local MIB Tree @ g g E
W :standard [0] »~ A
registration-authorit: No. &/ OID-Hame Syntax Value Full_0ID
smember-body [2]
1 aysDescr.0 DizplayString Cizco &daptive 5 1 36121110
2 aysOhjectiD0 ChjectiD 1361419167 136121120
3 ayslpTime 0 TimeTicks 8252500 136121130
4 sysContact.0 DizplayString harid 136121140
—, sysDesc 5 syshlame.0 DizplayString ciscossa 136121150
— i =ysOhjec
— @ sysUpTir =3 syslocation .0 DizplayString Sjc 136121160
[ sysConte - a IMNTEGER :
— @ =yshiame
— i =ysLoca
— i sysServi
— syaORL:
B ] sysORT:|
B[] irterfaces < >
B[ st [3] — -
E—in (4 '
[]_D icmp [5] MIB Info
B tcp (6] N )
Descriptor: ShibPy2-tIB: 2yvstem
(] vl [7] i i
B[] e (8] Syntax RlEA, Access:  not-accessible
Be—(C] tran=missic oD 13641211
B =nmp [11] o
E—( rmon [16] Index object:
B[] it dBridg
M—T hnst 1251 | % Index instance:  Click on a row to display...
% T
Ready... o
. &

~

() SNMP MIB (2B 5 Rk DA D —E 2>\ TlX, Cisco ASA 5500 = — XD J IJ— X/ — A
EEHRLTLLTEE N,

BRI Avb—D%E

BN T 7 Av—VEZETHFIRITROLELY TT,

AT w1 AA U4 KT, [Notifications] > [Notifications Monitor] % &R L £,

AFyF 2 T—Vxl MNEBOERERET DO [V3Inform] #27 Y v 7 LET,
ZEBEHMOLA T TRy 7 ZA(M 2-132ZR)ICZBE LN T v T Ay —VURRRIN. £
D FEICIT @A OFEMAF RS NET,
A

() SNMPA—m 3 G RAEEI kT v FHEE S £ A, (KD 1 12 SNMP A— 3 =
V3Z—Vxr hBIEPDU LAR— FARAEEINET,

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
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& 2-13 [Notification Monitor] 5 7 2 27K > 2 X

' Notification Monitor,

Received notifications will be tested agsinst their MIB defintions. Error messages will be printed to View-=Conzale.
Options

[v Check variable bindings W Check time window (v3) W Authenticate notifications (+3) General| 3 Trap| W3 Infarim

Received Motifications

Order Time Matifications...

F-hAlE: i ki from [1 ort: Lser: m aLthPriv
[+] [2 17:01:38. 22 [F-MIB:linkUp trap: SMMPY3 from [172.23 62198 Port: 162] User: madS3des authPriv

Details of Motification 1

SMMPY2-MIB sysUpTime 0 (84686000 Syntse TimeTicks
SMMPY2-MIB snimpTrapQID .0 (F-MIEinkDown)  Synta: OhjectiD
IF-MIB:ifindex.3 . (3) Syrtax: IF-MIB:Irterfacelndex, Instance D= (3)
IF-MIB:ifAdminStatus 530 (down) Syrtax: INTEGER, Instance IDs: (3)
IF-MIB:ifOperStatus. 3 (dowen) Syntae: INTEGER, Instance 1D (3)

Listening Traps from All Source Addreszes
Click "Configurstion' to change source fiter ... Open Log | Save Al | Clear | Cloze |

Click rowes to see trap details

275405

IRT F—< LV ADT A K
WRT7 =< AT ANTBHFIRTKDO LB TY,

A5 w7 1 [Tools] > [Performance Monitoring Tool] % 3R L 7214, 2177 2 #1E ([Walk (get-bulks)] 7¢ &) % &
WL ATV MEAALET S FSFRa~- UV RERVIKLFETTLHIZENTEET,

Z5 w7 2 [Send Synchronously] 27 V v 7 L %7,
BRI L 72 SNMP OBENVENR BRI S N E T RERITRN Y 1 RUICER RSN ET,

AR (K 2-14) T ifType 2MEH SV EIEOHR D K LIEEIE 10 & 72> TWET,

CiscoWorks B L U — FX—F (1 BIY — V2 EH L SNMP N— 3 > 3 HEEHAF
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& 2-14 [Performance Measuring] 5 7 2 275 2 X

' Performance Measuring

"Send Synchranoushy' a request is sent only after the response for the previous regquest has been received. This is
the most commonly seen mode of SMMP communication.

"Send Asynchronoush': requests are sent continuously without wwaiting for the responzes coming in first for the
previous reguests . When round-trip time iz significant asynchronous mode should be much faster than synchronous
mode. You can adjust the maximum number of requests sent in s burst to make sure the sender does not overrun the
agent under test,

Resultz are tah delimited S0 that it can be impotted into spreadsheet application such as Excel.

Select a SMMP Operation to add to the list of commands to measure performance:

Get | Set | Mext | Walk (get-nexts) | Bulk | Walk {get-bulks) Clear Al

ulkwvalk +10 0 1
ifType

Load Comimands: | Save Commands |

,207 Maximum number of reguests sent in an asynchronous burst.
Mote if this value iz set too high the agent may drop requests.

Send Asynchronously Send Synchronously | Cancel |

275408

Ipswitch WhatsUp Gold

Ipswitch WhatsUp Gold I&, % v bV — 27 % SNMP £E=% U 7 B X SNMP R—U 7 %
1T25Fy NU—IEBY 7 27 TH, 20OV 7 b7 =27 OEEAR— 9 %KD URL H»
Ly — RTEET,

http://www.whatsupgold.com/products/download/

ZOHTIF RO FE Y ZIZHONWTH]RY BT ET,

+ Ipswitch WhatsUp Gold DL #) (2-18 ~=X—37)

« SNMP =—2 = b OFHLEN (2-18 ~<—)

¢« SNMP N—V =37 LT vy /LOiEM(2-19 ~—)

o WhatsUp Gold Web A > ¥ —7 = A ADM 75 (2-22 _—)
« SNMP MIB 72(Z OID ® 7 % —7 (2-23 *—7)

« SNMP |7 v 7 OFE (2-27 ~X—)

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
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Ipswitch WhatsUp Gold DHCE]

Ipswitch WhatsUp Gold 7 7'V 77— = > &L #h3 5 5513, [Start] > [Programs] > [Ipswitch

WhatsUp Gold 12.3] > [WhatsUp Gold] % E&R L £,

Fy NT—7 AT —FDAAL Y U4 RURKRINET (K 2-15 25M),

& 2-15 Ry PU—2 T2 XTI —FDARL > D D

[ Ipswitch WhatsUp Gold v12.3 - [Network Explorer - Dynamic Group Examples]

E File Edit Miews Configure Tools | Reports  Window  Help

=10l x
~=17] x|

[E=E ]

Mnamic iaroup Examples

E Device Groups

Display Mame 2 | Hosk Mame

Device Type =1l

[ My Metwork
4271 Al devices (dynamic group)

Z All routers (dynamic group)
-4 5] Dynamic Group Examples

& Device Types [Basic]

P 1 Cisco Devices

ZI Completely down devices

m Devices collecting CPU ..
P71 Devices collecting Disk ...
E Devices collecting Interf ..
m Devices collecting Mem...

EI Devices collecting Ping ...
E Devices in maintenance ..
m Devices with at least on...

ZI Devices with SMMP cre...

m Devices with Windows ...

P71 Devices without credenti...
E Devices without SHP

m Devices without Winda...

: [l Frequently polled Perfor...
E Printerz

m Unacknowledged Devices
@Windows Devices

a Device Tupes [Advanced)

|

i Device View] 2k Map View I

Ready

275398

SNMP = — = ¥ N OEHEN

A7 o7 1

SNMP = — = > M & H7ZIBMNT 2 FNEZRO EBY TT,

[File] > [New] > [New Device] Z R L £,

[Add New Device] A 7 1 7R v 7 ANFRENET (K 2-16 #H5M),

Bl CiscoWorks B3 LU — FX—F BV — VR L7 SNMP N—V 3 3 HEHA F
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& 2-16 [Add New Device] 5/ 712 22> 27 X

x

IP address or host name of the new device: Advanced. ., |

[l
i
Example: 192,168,200, 123 or www,somedomain, com

Cancel
¥ add device immediately without scanning

it

Help

25972 IPT RLVAERIFFRAMMEAANLET,

2F oS 3 TN ARBIENT D [General] XA (X 2-17 #BM) TTFARAL AD T T 1 AL
F9,

& 2-17 [Device Properties] 5 72 2K 2 X

# Device Propetties : 172.23.62.198 x|
b @ General Display name: Device bype:
Lﬂ Performance bMoritars — .
- Polling type:
b> Active Monitors IICMP (TCP{UDP) j
7 Poll using: workstation < l
~ | Passive Monitars
\_) I.C\ddress (IP Address) j
E& Actions Host name: (DMS narme)
| 172,23,62,195
-ﬁ Credentials Address: (1P Address)

|1?2.23.62.198

Additional Network, Interfaces, .,

faren!

W Menu
Attributes

K, Cancel Help

275381

SNMP X—2 337 LT /LOENM

SNMP X—2 g 37 LT vy vaEBMNTA2FIBIZRDELY T,

27 w7 1 |[Credentials] V> 7 (4 2-18 %2M) %27V v 27 L.SNMP T A 2D A7V =7 +IDFEREA
HLET,

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
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Ipswitch WhatsUp Gold

& 2-18

# pevice Properties : 172.23.62.198 il

SNMP 2 L5722+ /LS Z X 7175 [Device Properties] 51 72 22K > 27 X

L@ﬂ General
Lﬂ Performance Monitors

b) Active Monitors

@ Passive Manitors
L-:& Actions

W‘ Meru
a Attributes

——— Credentials

Windows credentials:

I {Mone)

SHMP w1 e w3 credentials:

I {Mone)

——— SNMP

Device Object ID: (OID)

syskem

oK

| Cancel | Help |

275378

AT 2

[SNMP v1/v2/v3 credentials] Ku v 77X U U A NOREIZHDIRZ L E 7 ) v 7 L, 2—F4 3

RET LAY XL BT VAT XL BIOREEE S bDOZNENIHENT 52V — F&

AFILTOK] #7 Y v 7 LETX 2-19 BLOE 2-20 &),

& 2-19

Edit SNMP ¥3 Credential Type: mdSdes

Marmne:

ndSdes

Description:

I mdSdes

Usernarne:

I mdSdes

Conkexk:

Authentication

Protocal;

Encryption

Protocol;

s =l

Password;

DEsse =l

Password:

Cancel |

[Edit SNMP v3 Credential Type] #1712 23K > 2 X

Help |

275365
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& 2-20 [Credentials Library] 54 7 2 275> 2 X

Credentials Library

W

= Edit...
SHMP w1

Copy..,

Delete. ..

Jhee

K

Cancel

i

275377

Help

2211 %y FU—27 FIZEBMENTZSNMP X—2 5 03 ) — RBRFERINTWAEETY,

& 2-21 BWEESNMP N— 5203 /) — FBRERISATHE Ry P~ T2 X772 —F U
ro

[ Ipswitch WhatsUp Gold v12.3 - [Network Explorer - Dynamic Group Examples] - IElliI

E File Edit Miews Configure Tools Reports  Window Help _Iﬁllil

==

- B Display Mame = | Host Mame Address Device Tvpe sl
T Device Groups [ Cisco Devices
El My Metwork. 21| Z0 Completely down devices
7] All dsvices (dynamic group) [P 1 Devices callecting CPU ...
1] Al routers {dynamic group) P Devices collecting Drisk. ..

E {:] Crnamic Group Examples

--{77] Cisco Devices

@ Completely down devices
@ Devices collecting CPU perform o ;
-{77] Devices collecting Disk perform, [ Dev?ces |n. mantenance ...
E Devices collecting Interface per m Devices with at least on..
--{77] Devices collecting Memary perf [Z1Devices with SNMP cre..
@ Devices collecting Ping perform E Devices with Windows ...
--{77] Devices in maintenance mode P Devices without credenti...
-{77] Devices with at lzast one down [Z 1 Devices without SNMP ..
-{77] Devices with SMMP credentials [P Devices withaut 'Windo...
-|77] Devices with Windows Credent P IFrequently polled Perfor...
@ Devices without credentials Zl Printers

--{77] Devices without SHMP crederti P 1Unacknowledged Devices

--{77] Devices without Windows crede— P 1windows Devices
@ Frequently polled Performance

E Prinkers -
4| | »

ZI Devices collecting Interf...
m Devices collecting Mem...
P71 Devices collecting Fing ...

& Device Types [Basic] 1] | LI
& Device Types [Advanced) i Device View] 4 Map View ] o w @ 'g'?
Ready Z E

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
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WhatsUp Gold Web A > ¥ —7 = A ADER 5%

ATy 1

AT 2

WhatsUp Gold 7 7 U & —3 a » 2B+ 5 FIEIZR O L0 TF,

[Start] > [Programs] > [IpSwitch WhatsUp Gold v12.3] > [WhatsUp Web Interface] Z# E{R L 3, =
DGFNG SNMP N—2 a3 3007+ — 7 BRXOR—V V72 FEITTEET,

2020F el e 7 A VIR R END VA RUTT . T 74NV FO2—HFLBILURIRAT —
K (ladmin])) Z A7 L E 7,

& 2-22 WhatsUp Gold Web -1 > 5 — 7 =4 ZADRLTA 2> U4 D
) Login - WhatsUp Gold - Mozilla Firefox =10 x|
File Edit ‘ew History Bookmarks Tools Help
iS' |~ c x {57 I @& |httn:j,ilZ?‘D.D‘1:SDSDINmConsoIe;’CoreNm,iUserJ‘DlgUserLDg\m’DIgUserLogin.asp f? - |'|Gongle )":'

@ Most Visited ’ Getting Starked - | Latest Headlines |j Customize Links ﬁ Fres Hotmail \j Windows Marketplace |j wWindows Media |j Windows

‘ Q Try Whatslip Gold Yersion 12,4, VaIP, . | ] -.' Mozilla Firefox Start Page |3 ] & Login - WhatsUp Gold ﬁ 1 ’T

@ WhatsUpGold

Premium Edition w12.3.1

User name:
I

Password:

Start page:
IWhatsUp Home YWorkspace j

Login

Evaluation License: 30 days remaining

TPSWITCH

The ‘admin' password has not yet been changed. The default usemarme and password is: ‘admin’. Once you login you can
change your password on the Preferences dialog. To do this, after you login you can:
1__Clirk the 750" menin the ton left

| Done ’? v

275419

22313, 22— A L72%ICEK R S5 [Home Workspace] 21 > T9,

Bl CiscoWorks B3 LU — FX—F BV — VR L7 SNMP N—V 3 3 HEHA F
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& 2-23 WhatsUp Gold @ [Home Workspace] -+ >~
-lolx]
File Edit ‘Wew History Bookmarks Tools  Help
Cs' |~ c x 1R I = |httn:,i,ilZ?‘U.U‘1:8USU)’NmConsoIe)’Workspace)’HomeWorksnaceJ‘HomeWorkspace.asn f? - I '|Gongle
@ Most Visited ’ Getting Starked o Latest Headlines |j Customize Links \j Fres Hotmail \j Windows Marketplace |j windows Media |j Windows
‘ Q Try WhatsUp Gold Yersion 12.4, VoI, ... | ] -.' Mogzilla Firefox Start Page [e3) ] & WhatsUp Gold - Home Workspace %} 1 ’T

Do you wank Firefox ta remember this password?

Not Now | E5

Remember MNewer Far This Site |
Home Workspace -
4 Devices ladReparts Add Content |[EEEEE]

Menu User Orientation

|»

Menu
- User Orientation
€ iy ooy S
. : Welcome to your WhatsUp Gold Home Warkspace. We have
3 - 1 ,J—J pre-configured this space with the Waorkspace Reparts we think
ft § are useful as a starting point for your daily network monitoring
= Tokyo The Home Warkspace is designed to house the Workspace
z 4 Traceroute Reports you need most visible and is customizable to cater to
e w2 Lookip your own specific manitoring needs. Your Home YWorkspace
= . contains 3 views: General and Problem Areas 1 and 2. You can
=2 SNMP MIB Walker expand your workspace views by adding more Waorkspace
. SNV MIE Rl Explorer Reports or removing the reports you do not need |
ps.

Each WyhatsUp user can configure their own workspace views to
display the Workspace Reports he or she feels are necessary to
4+ Diagnostic ap. their personal monitoring needs. As with full reports, Group

Access Rights apply to Workspace Reparts that require a device

[E] MAC Address of this

5

din as: .d = e 2 web Performance Monitor group or device to be selected. Only users with access rights to a
R == L LS B Web Task Manager Menu specific device or device group will be able to select that device ar
(@ Active Discovery Log group for a warkspace report
(&) General Error Log I Navig_ating through the YWeb interface
Health I» Learning about workspaces

I Creating access rights for a device group

| State Change Timeline I The ¥WhatsUp User Guide

Top 10 I» Monitoring Performance Data in Real Time
i Newdre St |

PSWITCH

javascripk:;

SNMP MIB £72/Z OID O —7

MIB £72130ID # U +—27 32 FHITHKRD LY TT,

Z2F w7 1 [GO] > [Tools] > [SNMP MIB Walker] #3&R L+ ([ 2-24 &),

NN

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
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M Ipswitch WhatsUp Gold

& 2-24 [SNMP MIB Walker] X ==2— 3723
hatsUp Gold - Home Workspace - Mozilla Firefox =13l x]
File Edit ‘ew History Bookmarks Tools Help
CS' |~ c x {57 I @& |httn:,i,ilZ?‘D.D‘1:8DSD;’NmConsoIe)’Workspace)’HomeWorksnaceJ‘HomeWorkspace.asn f? - |'|Gongle )":'
@ Most Visited ’ Getting Starked - | Latest Headlines |j Customize Links ﬁ Fres Hotmail \j Windows Marketplace |j wWindows Media |j Windows
‘ Q Try Whatslip Gold Yersion 12,4, VaIP, . | ] -.' Mozilla Firefox Start Page |3 ] @ WhatsUp Gold - Home Workspace ﬁ 1 ’T

Do you wank Firefox ta remember this password?

Remember Mewer Far This Site | Mok Maw ﬁ
- -

1
adl| Help

Home Workspace -

WhatsUp Menu  User Orientation Menu

Content REIUEE]

| v

S User Orientation

' ’r_) Welcome to your WhatsUp Gold Home Warkspace. We have
]

e - pre-configured this space with the YWorkspace Repaorts we think

(-} Ping

Devices are useful as a starting point for your daily network monitoring

IPSWITCH

Takyo The Home YWaorkspace is designed o house the Workspace
- 2 Traceroute Reports you need most visible and is customizable to cater to
u o Lockup your own specific monitoring needs. Your Home YWorkspace
. contains 3 views: General and Probler Areas 1 and 2. You can
=2 SNMP MIE Walker expand your workspace views by adding more Workspace
[ SHMF MIB File Explorer Reports or rermaoving the reports you do not need L
ps,

Each YWhatslUp user can configure their own workspace views to
display the Warkspace Reports he or she feels are necessary to
4 Diagnostic ap. their personal monitaring needs. As with full reports, Group

Access Rights apply to Workspace Reports that require a device

[ MAC Address of this

v e T .. Tiocout! 24 web Performance Manitor group or device to be selected. Only users with access rights to a
e LT L Ll BE web Task Manager Menu specific device or device group will be able to select that device ar
@ Active Discovery Log group for a warkspace report
(3 General Error Log I Navig_ating through the YWeb interface
Health I» Learning about workspaces
— [ Creating access rights for a device group
| State Change Timeline B The WhatsUp User Guide
Top 10 [ Monitoring Performance Data in Real Time
—
PSWITCH Training 5 §
| javascripk:; *:' 4 E

2797 2 [Network Tool: SNMP MIB Walker] # 1 7 &2 7R v 7 Z (X 2-25 # &) T ROIEHRE NS L
£,

o T—VxzURDIPT RLAFERITIFRA M
o UF—7DXHR LD OID £7-1% MIB
e« SNMP X—Y 337 L5033 ¥ib

CiscoWorks B L U — FX—F (1 BIY — V2 EH L SNMP N— 3 > 3 HEEHAF
m. 0L-22912-01-J |
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AT v

73

Ipswitch WhatsUp Gold ||

& 2-25 [Network Tool: SNMP MIB Walker| 5 712 272K > 27 X
i
I @ |http:HlZF‘D.D.1:SUSDJ‘NmCDnsoIejCoreNm;’Tools)’D\gMibWaIkerJ‘D\gMibWa\ker‘asp ii_?

=2 Network Teol: SNMP MIB Walker

 MibFilsExplorer =2 MibWalker (&)

Address or hosthame: Credentials:
|1 722362193 __| | mddes (SHMPV3) j
O D) Eiter _Adganced. |
IsnmpTargetMIE | Wialk
| Drone ’? 4

[Walk] #27 U v 7 LET,

| oL-22912-01-J

275400
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| Ipswitch WhatsUp Gold

226 1.V VRN TCERRENTEZ VA7 DR EZ R LTIZH DT,

& 2-26 [Network Tool: SNMP MIB Walker] i=> JV —J4R CERIIE D 4 — 2 Dfg

&) Network Took SNMP MIB Walker - Mozilla Firefox: =13 x|

I @ |httDlHlZT.D‘D.1:8080}’N!TICUﬂ5U|EfCUl’EN!TI,I’TDU|SII’D|gMidekErfD‘gMiﬁWa‘kEr‘ESD 0

=2 Network Tool: SNMP MIB Walker 2 MibFileExplorer =3 MibWalker \;_‘j

Address or hosthame Credentials:

[172.23.62.198 | [rdsdes @rvP) =l

Ohiject ID: Eilter; Advanced...
| Walk

|snmpTargetM\B

Walking 1.3.6.1.6.3.12 (snmpTargetMIB) on 172.23.62.198 Stop Back -

|— iso.org.dod.internet
|— SNMpPY2{6)
|7 snmpModules{3)
f snmpTargetMIB{12)
|— snmpTargetObjects{1)
r snmpTargetAddrTable(2)
|— snmpTargetAddrEntry(1)

r snmpTargetAddrTDomain{2)
|7 116.114.97.112.104.111.115.116.46.109.100.53.100.101.115.46.49.55.50.46.50.51.46.51.50.46.49.53.50.46.54.53.53.51.96 1.36.16.1.1

f snmpTargetAddrTAddress{3)
|— 116.114.97.112.104.111.115.116.46.109.100.53.100.101.115.46.49.55.50.46.50.51.46.51.50.46.49.53.50.46.54.53.53.51.56 AC17:20:98:0.A2

r snmpTargetAddrTimeout(4)

|— 116.114.97.112.104.111.115.116.46.109.100.53.100.101.115.46.49.55.50.46.50.51.46.51.50.46.49.53.50.46.54.53.53.51.56 1500
r snmpTargetAddrRetryCount(s)

|7 116.114.97.112.104.111.115.116.46.109.100.53.100.101.115.46.49.55.50.46.50.51.46.51.50.46.49.53.50.46.54.53.53.51.56 3

f snmpTargetAddrTagList{6) -
'

4] |
|Done ’? A

227 X U A —Z AR R ENTHEREZ R LEZH DT,

275417
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Ipswitch WhatsUp Gold ||

& 2-27 [Network Tool: SNMP MIB Walker] DigED .+ > N

—iaix]
I @ |http:”lz?ﬂ.ﬂ.1:BEIBEIJ‘NmCnnsnle,iCnreNm)’Tﬂnls)’D\nghWaIkarJ‘D\nghWa\ker‘asp 57
=2 Network Tool: SNMP MIB Walker @ MibFileExplorer =3 MibWalker Q)

Address or hostname: Credentials:

|T 72.23.62.198 ,_I | mdbdas (SNMPYE) j

Object ID: Filter: _Advanced.. |

|snmpTargeihIB | Wialk

Walking 1.3.6.1.6.3.12 (snmpTargetMIB) on 172.23.62.198 Stop Back | =]

Ohject ID Value
shmpTargetAddTDomain. 116.114.97. 1121041111 1.3.6.1.6.1.1
snmpTargetAddTAddress. 116.114.97 112.104.111.1 AC:17:20:95:0:A2
snmpTargetAddrTimeout. 116.114.97.112.104.111.11 1500
snmpTargetAddrRetryCount. 116.114.97.112.104.111 3
snmpTargetAddrTaglist. 116.114.97 112.104.111.11£ trap
snmpTargetaddrParams. 116.114.97.112.104.111.11: traphost. mdodes. 172.23.32.152.65538
snmpTargetAddrStorageType. 116.114.57 112.104.11 non'olatile (3)
snmpTargetAddrRowStatus 116.114.97 112,104,111 active (1)
snmpTargetParamshPModel 116.114.97 11210411 3
snrpTargetParamsSecurityModel 116.114.97 11210 3
shrnpTargetPararmsSecurityMarme 116,114 97 11210 mdSdes
snrnpTargetParamsSecurityLevel 11611497 11210 authPriv (3)
snrnpTargetParamsStorageType 11611497 112104 nontvolatile (3)
shmpTargetParamsRowStatus 116.114.97 112.104.1 active (1)

Walk completed

14 objects successfully retrieved

275395

Done ’? 4

SNMP + T v 7 DFRE
SNMP k7 v 7 %#FBET D RIRITKRDO LY T,

A5 w7 1 [Program Options] > [Passive Monitor Listeners] > [SNMP Trap] > [Configure] % Z& L F 7~ (X 2-28
W),

AN

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
| oL-22912-01-J .m
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M Ipswitch WhatsUp Gold

& 2-28 [Program Options — Passive Monitor Listeners] 54 7 2 27> 2 X

[ Program Options 5[

Categories

Report D ata

tap Fant

5LE ar o Craps
Listen For Syslog messages
"3% ‘indows Event Log  Monitor WWindows Event Log

Configure, .. |

® M

oK I Cancel

| Help |

275413

[SNMP Listener Configuration] ¥ 4 7 2 7R v 7 ANKREINET (X 2-29 #2), ZOX AT
7Ry VAT VAT — R—bERECTELLETTRINT T EZRARNAGBETH &

HTEET,
& 2-29 [SNMP Listener Configuration] %« 7 2 23 2 X

SNMP Listener Configuration

¥ Listen for messages on pork: | 162

¥ Accept unsolicited SHMP traps:

[~ Forward traps

= | Forward unsalicited traps

Forward traps ko;

Hast Part

Ix

fddl,.

Edlif oo

Eermove, ..

(8]

Cancel

PRHLL

Help

g

5

A5 97 2 [Reports] ¥ 7% 27 U v 7 L [SNMP Trap Log] Z 3R L 9 (X 2-30 #&H),

Bl CiscoWorks B XU — F—F B — LB FEH LIz SNMP N—D 3 > 3 RETA K

0L-22912-01-J |
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Ipswitch WhatsUp Gold ||

o
& 2-30 SNMP L 35— fD~A

L)WhatsUp Gold - Reports - Mozilla Firefox - Ell_)
File Edit View History Bookmarks Tools Help

Cs - c 3-& 1R IQ’|http:HlZ?.U‘U.1:8ElSUJNmConsole,l’ReportsJ‘FuII,I’ReportSEIectlon,l’ReportSEIectlon.asp?nchId=6 S"_'_? - I ‘Gougle .

Mast Visited ’ Getting Started |5 | Latest Headlines |_L] Customize Links d Free Hotmail d Windows Marketplace d Windows Media |j Windows

#Devices ladReports

System

& Action Log
A record of all Actions that WhatsUp attempts to fire

& General Error Log
A record of error messages generated by WhatsUp.

& Passive Monitor Error Log
A record of Passive Monitor errors reported by WhatsUp

& Performance Monitor Error Log
A record of Performance Monitor errors reported by WhatsUp

& SHMP Trap Log
A record of all SMMP traps received by WhatsUp

& Syslog Entries
A record of Syslog messages VWhatsUp has received.

& Windows Fvent Log

Windows system events captured by WhatsUp across all devices

TPSWITCH

& WhatsUp Gold - Home Workspace 1£3) j Troubleshooting SMMP traps | | & WhatsUp Gold - Reports

Froblem Areas

Group

) Active Monitor Availahility
Compare the arnount of time the active monitors on your devices have
been accessible.

| Active Monitor Qutage
Compare the amount of time the active monitors on your devices have
been down

" Health
A Snapshot of the current status of devices on a group

) State Change Acknowledgment
Use this report to acknowledge state changes in WhatsUp

| State Change Timeline
Examine the state change histary of all devices in a group.

~ Top 10
A collection of Top 10 reparts

Device
& Active Monitor Availability

Find out when the active monitors on your device have been accessible.

¥ Performance Monitor Error Log

| Done

¥ 2-311ZSNMP F T v Fou 7 rLE-HDTT,

| oL-22912-01-J
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W wr OpenView Network Node Manager

& 2-31 SNMP FZ 7 22D~y

File Edit ‘“ew History Bookmarks Tools Help

C; - c A I@'|http:jleT‘D.D‘1:SDSD;’NmCDHSDIE;’REpnrts,iFL||IISystEmfPrnhIEmArEaszptSnmpTraang,l’RptSnmpTraang b |'|Gnngle ,.

Most Visted #J® Getting Started | Latest Headlines |j Custarmize Links ﬂ Fres Hotmail J Windows Marketplace |j ‘Windmws Media |j Windows
SNMP Trap Log

w ?
#yDevices lwdReports SMNMP Trap Log bl| Export Favorites  Help
Date range: m il
The SMMP listener is currently ON. Start time: IWEIIM -
End tirme: M@M -
Avpril 02, 2009: BENENED,
Date o Source Trap Payload

Mo data available for April 02, 2009

275411

Done ,? v

HP OpenView Network Node Manager

HP OpenView Network Node Manager (NNM) 7.53 [Z, % v b U —727 hAR v POIERR, 7354 ZADE
HBIOT NS R ANNVAOE=HX Y T HEIWIZIT) 2O DOEEY — /LTI, ASA (X, 2D
HP NNM OF 31 2 hARE DICHAZAEIL SNMP XN—2 5 0 3 [2HSWTTF NS 2 DR EHE
WL SNMP T v 7 ERDERY LET,

()  NNM 8.x (TP 2 R D& 08212 DTl Cisco ASA 5500 =V — XD J ) — X/ — F
ZHL TSN,

ZOHETIE KD NE Y 72O THRY B ET,

e NNM DA A F—)L(2-31 X—)

+ NNM O (2-31 ~—)

« MIB ®Br— R(2-32 X—)

o HEO~ Y T ~DFy NU—27 OBEN(2-33 X—)

o FEED SNMP N— 3 2 3 /87 A — X DOFGE (2-36 ~—)

o 7 — L7 SNMP X—V 537 LT VX VOBRIE (2-37 X—2)

CiscoWorks B L U — FX—F (1 BIY — V2 EH L SNMP N— 3 > 3 HEEHAF
m. 0L-22912-01-J |
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HP OpenView Network Node Manager Il

o J— RIFHRDOFER(2-38 =)
« NNMMIB 7 7 U D% E (2-39 =X—7)
+ HP OpenView NNM Web 7 7 U /r—3 = o O 51k (2-44 ~—2)

NNM DA A b—)V
NNM 7.53 I% Windows 2003 Server 77 > h 7 4 —L5 FETT A MFEATT, hTA T "= g

VB LS A N VA RIRIX RO URL O AFTE E,

https://h10078.www 1.hp.com/cda/hpms/display/main/hpms_content.jsp?zn=bto&cp=1-11-15-1197115
5_4000_100__

NNM O #EE)j

NNM ZiLEh4 5 FIET KR D LBV T,

27971 NNMHP—R"pavr R 7ar7 hhs ROWTNNEETLET,

e [Start] > [Programs] > [HP OpenView] > [Network Node Manager Admin] > [Network Node
Manager] Z &R L £7,

+ C:\Program Files\HP OpenView\bin (Z& % ovw.exe 7 7 A V& X T /NI U v 7 LET,
[Root] 7 « > K7 A3BH = | [Internet map] 7 A 2 U BFR A INE T (X 2-32 Z5H),

& 2-32 NNM =22 —/LD [Root] U 1> F'D

CiscoWorks B XU — R —F s 8l — V5 ER L7 SNMP N—T 3 v 3 EEH A R
[ oL-22912-01-J .m
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BrE Xy M-I EEYAOERSE |

Bl HP OpenView Network Node Manager

2597 2 [Internetmap] 7 A 2> X T N7 U v T LET,
[Internet] V4 > RUNBEX Ry hU—27 ) — FKBRFREINET (X 2-33 25H4),

] 2-33 R PT—2 — RBRFERI]ENNM =22 =D [Internet] U o4 > D

Internet

172.23.32

CISCO-ASA

=

L L]

10.0,0.20 [migt

& 5
) cisco [\
[ 2 00.0.0.5 [outsidey 22362195 [inzl, [3 "

100 ClsCoasa)] 172.23.62

275402

jasafresdwrie]

MIB O ua— R

MIB # 1 — R A FIRITRD LY TT,

257971 NNM D AA 12 KT, [Options] > [Load/Unload MIBs: SNMP] % &R L £ 7,
BER—RENTWD MIB AU 2 hERENET,

27y 72 [Load]l 7 Vv 7 L. EBICR—RTBHMIB ZH— 77 AV AT LPLIRIRLET
(X 2-34 Z#5MW),

CiscoWorks 8 LUV — FX—F 4 BY— L EFERH L7 SNMP N—V 3 3 EEHA N
m. 0L-22912-01-3 |
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& 2-34

HP OpenView Network Node Manager

[Load/Unload MIBs: SNMP] 5 72 27K > 2 X

Map Edit Wiew Performance Configuration Fault  Tools

Options  Window  Help

B

Loaded SMMP MIBs:

Load/Unload MIBs:SNMP %]

T T
fe1903-SNMPY2-TC

tfc1 S0B-SHMPY2-TH
ifc1907-SNMPY2-HIB
IANAIFT ype-HIB

e 21 1B

20111 P-HIB

o201 2-TCP-MIB

o201 3UDP-HIB

fo2B63H F-MIB
ENTITY-MIB.my
SNMPY2-CONF. my
SNMP-COMMUN T -MIB.my
SNMP-FRAMEWORK-MIE. my
SNMP-USH-MIB. iy

Load... |
nload |

Load/Unload MIBs:5NMP / Load MIB from File

-

Lok, jn: I 1 mibs

x| « @ ok E-

El imports
silvercresk_mandated
IF-MIE. my

=) SMMP-COMMUMITY-MIE. iy
SHMP-FRAMEWORE-MIE.my
SHMP-MPD-MIE, mry

SNMP-MOTIFICATION-MIE, mry
SNMP-TARGET-MIE. my
SNMP-UISM-AES-MIE. my

=) SrrP-USM-MIE . my
SHMP2-MIB. my
SIMP-YACH-MIE. my

File narne:

| SHMPAACM-MIE my

Open I

Files of type: [l Files (")

j Cancel |

A

BEDO~ Y I~DFXy MU —7 DB

BED~ v xRy b U —27 2B 2 FIHITKRD LY TT,

AT o7 1

AT 2

275388

BNTEH5FY NI OFENS T 7 4 v T BOZENTNA A5 EH 1 DR, Z0D IP

TRLABIOARA N ERELET,
A H—F >y b LoYL BT < 7NT [Edit] > [Add Objects] Z 3N L £ 97,
[Add Object Palette] % A 7 12 77K v 7 AMFREINET (K 2-35 2 5H),

| oL-22912-01-J
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W wr OpenView Network Node Manager

& 2-35 [Add Object Palette] 51 72 735 2 X

L Internet

Map Edit ¥iew Performance Configuration Faulk Tools Options  ‘Window  Help

Al ]-g @)= &

Add Dbject Palette

B L1/

172.03.32

Spmbal Claszes:

Computer| Connector|

Symbol Subclazzes for Class Connector:

- IDrag a Subclass Symbal bo the desired Submap.

Cloze I Help

A58 [Read-write]

25 w7 3 [Connector] VRNV 7 TATAar%7 Uy 7 L, [Gateway] V>RV BT I ITAT L ark
A H—Fy NV BT~y T BRI v 7 LET BREHBETHBICEHN L TnE T
AADEA TP OLT . ZOF— 1 U= a3 7 X EBRBIRLTITZE0,

[Add Object] A4 T a7 Ry 7 AnFRINET (X 2-36 #5MH),

CiscoWorks B L U — FX—F (1 BIY — V2 EH L SNMP N— 3 > 3 HEEHAF
m. 0L-22912-01-J |
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AT w7 4

HP OpenView Network Node Manager

& 2-36 [Add Object] 574 7 2 27> 2 X

L2 Internet

Map  Edit Wiew Performance Configuration Fault Tools  Cptions  Window  Help

A | ] [ 28

= %l

Symbol Type:

IG ateway
Add Object Palette Lahel:

Itest-asa

Symbol Claszes:

Dizplay Label & Yes 1 Mo

 Behaviar:
& Euplode " Execute
For explodable symbols, you can create a child submap

by double-clicking on the symbol after pou QK this bos,
Ain application may create the child submap for you,

Symbol Subclazzes forl

Frame Fels

Object Attributes:

IDrag a Subclass Symk Capabilities
| General Attributes

Selection M ame:

Itest-asa Set Selection Mame... |

LComments:

defaulk [Read-iwrite]

Cancel

275370

[IPMap] X 727V v LET,
[Add Object — Set Attributes] % 4 7 1 77K v 7 ARFRINET (M 2-37 25H),

| oL-22912-01-J
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W wr OpenView Network Node Manager

& 2-37 [Add Object — Set Attributes] 21 72 23K 7 X

Map Edit Wiew Performance Configuration Faulk  Tools

S| €D
add Object x|
o Symbol Type:
ra. IGatewa_l,l

k| Add Dbject Palette Lahek

Options  Window  Help

- Srifualitlsses ftestasa Add Object - Set Attributes
o Display Label: (;" P Map

555 — Behavior e | walue |
& Exglod  [Hostname - test-az41
S P Address 100099
by dovble-clkin | Subnet Mask - 255255 2550

An application . Phyzical Address

Symbol Subclazzes for |

o

Frame R ela

Obiject Attributes:

IDrag a Subclazs Symk Capabilities
General Attibutes

Selection Mame:

Itest-asa Messages:

The information that you entered is valid. Press OK to continue.

default [Read-write]

LComments:

-

Cancel | Help |

275369

2Fy S5 BHREAALICTEMNTE2%y hU—27HNO SNMP fET XA ZADIP T FLABLIOER M
AU [Verifyl 7 VU v o7 LET,

2797 6 NNMIZLD BRENENT = v 7 SNTEBCTGREBFOBIRNENELEEINET . LETHNIEE
DOMBELEESNET, ZOREEST FOF AL ZIINNMICE > TEHINA L OB ES L. A
VHE—Fy b w7 RICEREINET,

BB D SNMP RXR—T gV 3 /T A—H D

HEDSNMP / — RIZK LTI VF oy Yy V2R ETAHFEIEIZEKDO LB T,

A5 w7 1 C:\Program Files\HP OpenView\bin {Z % % xnmsnmpconf.exe 7 7 { V& X TNV 7 ) v 7 LET,
27972 NNM DAA 7 4 KT, [Options] > [SNMP Configuration] % & L &7,
BRIENA VINRIRSINET,

CiscoWorks B L U — FX—F (1 BIY — V2 EH L SNMP N— 3 > 3 HEEHAF
m. 0L-22912-01-J |
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HP OpenView Network Node Manager ||

~

@ SNMP X—V g3 7 LTy Y VaERETLHHAIT. A ——1u— KX 7= SNMP &
M) U7 RERATLOILEND Y £9, 55OV TIEZ. INNMMIB 77 UV ORTE ||
23239 X—)VDAT v T2 EERLTLLIEE N,

77— L SNMP X—V a3 7 LT Uy Y LOBRE

I —sL72 SNMP X—U 3 3 7 LT Uy v L ERET DA [V e — " LVRE] B2
Ta T T 74V hOBIBICHERT S SNMPV3 22— B LUV RA T — K& AT LE (K 2-38
L), a3a=7 4 ARV U ITOERITHOVWTIEINNMMIB 77 UV OREI T v a
(239 R=D)VDAT v 72 BB L T EEW,

&7 2-38 SNMP DFE

¢\ Command Prompt

G:sProgram Files“HPF OpenlUiewshin>xnmsnmpconf .exe

C:“\Program Files“HP OpenlUiew:bhin>

FLSNMP Configuration

Global Default | 1P Wildzards | Specific Modes I
LCommunity

I~ Use prosy to access target

Set Community Eramy
Timeout Remoate Port

ID.B I zeconds | ¥ l I

Retries Statuz Polling
[15.0000 fminutes x|

Cancel | Apply I EoIIDbiects...I Irnpart.... Export...

275372

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
| oL-22912-01-J .m
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W wr OpenView Network Node Manager

B2 D SNMP X—a v 3 7 LF Uy LDORE

FeED SNMP N— 2 > 3 7 LT o v VAR ET %G 1E. [Specific Nodes] % 7 (X 2-39 %
W) %27 Y v 7 LT %D SNMP / — RiZxt9 2% SNMP N— 5 0 3 2 —HFEBLUOVIAT —
FaE AN LET,

& 2-39 [SNMP Configuration] 51 72 23K 27 X

¢+ Command Prompt

C:“Program Files“HP OpenUiewshinXxnmsnmpconf.exe

C:xProgram Files“HP OpenlUiew:hin2>

MZENMP Configuration

GIDbaIDefauItl IPWildcards  Specific Modes |

MHode | Community | Set Community | Prosy | Retry | Timeout | Fuort | P IIi_ngJ_ Add.
10.0.0.254 3Fauthp.. [ [mo... -] —
10.0.0.33 3hauthp.. [
10.0.063 3P.authp.. [
10.20.2.252  3Fauthp.. [
I
[.

|

| [mo.. 2

] [mo.. [

] [ho.. [
1020234 3MAtann.. [ [-
10.20.310  3Fauthp.. [ [-
SNMP Configuration - 10.20.2.252

[mo...
[no...

-] [
-] [
_] [_
_] [_
-] [
_l [_

1
]
]
l

Target
|1u.2a.2_2521

[~ Use prowy to access target
Commurity Cancel |

Erowy

I3P;authpa$s;prlvpass.u’t|tand I Help |

Set Community
I Femote Port

Timeaut
I I j Statuz Poliing

BEetiies I I j
I—

275373

J— FE#ROER

J = Rl AEFRTT 5 FITKRO L0 T,

2F9F 1 A E—Fy b T MNEEED ) —RF~FIUALE T L EHARERA X —T = A%ET
RTHERLET,
2T 92 ELIIAVE—T oA AMEREERTDHIHEFE. VT DOA o F—T A R HI7 U w7 L,

[Interface Properties] ¥ 72| [Interface Status] % &R L £ 7,
[Network Interface Properties] ¥4 7 2 7R v 7 ANFRINET (K 2-40 #5H),

Bl CiscoWorks B3 LU — FX—F BV — VR L7 SNMP N—V 3 3 HEHA F

0L-22912-01-J |
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&7 2-40

Map Edit Wiew Performance  Configuration Faulk Tools  Options  Window  Help

HP OpenView Network Node Manager

[Network Interface Properties] 54 7 2 %> 2 X

2| an 4|28 @ 8|

= @Netwurk Interface Properties : 10.20.2.252:Ethernet0/0
r 7 Flle Wiew Help
| Mame or address:
IntemnskDaa0/ — [Ethernet)/l] | [10.20.2 252 Etheme/0

Ceneral Propertiss
Interface #
Interface Naue
Ethernetl/3 Ethernetl/d Description
Aliasz

Current Status

Messages

: o4
: Ethernetd/0
: Adaptive Security dppliance 'Ethernet0/0' interface

©oup

e Type : Ethernet
Capacity : 100 Mbps
Physical Address © Ox00230424908F
Ethermetl avpy g Promiscucus Mode : OEf

default [Read-vrite]

TR

275399

NNM MIB 7 J UV ORE

NNM MIB 7 7 UH %R ET 5 RINEIZRO LBV T,

A7 o7 1
ZEITLTMIB 77 ¥ aiE#LEd,
AT S 2

X S ET,

SNMP RA FDIP 7 FLABIYa2Ia=T 4 ANV T HANLET,SNMP N—T 53
Vo e. a2 4 AR 7 AR —u—FREntala=T 4 ANV TD

RIRTOIF A== —RFEnleaia=7 4 AP ZIMERH SN HHELOH T,

SNMPv3 noAuthNoPriv

3N[/KEEP]/[ [contextEngineID] [-contextName]/

SNMPv3 authNoPriv

Jusername

3A[; [MD5" | SHA" JauthKey [/KEEP]]/[ [contextEngineID] [-contextName]/

Jusername
SNMPv3 authPriv

3P[; [MD5" |SHA" JauthKey[; [DES” |AES" |3DES" ]privKey] [/KEEP]]/[
[contextEngineID] [-contextName]/ ]Jusername

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
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~

() T 74V bORIEFTRIT MD5. T 7 vk OREEAL T DES T,

ZOHETIHE RO FE Y ZIZOWTHRY BFET,

« SNMP /3—2 5 > 3 @ No-auth/No-priv ##5¢ D% i€ (2-40 ~2— )

¢ SNMP /"—< 3 > 3 @ MDS5 Auth/No-priv ##5¢ D% iE (2-40 ~<— )
¢ SNMP /"—< 3 > 3 @ SHA Auth/No-priv ##5¢ D&% & (2-40 ~_— )

« MIB OZ M (2-41 ~—2)
e« MIB 77 UHD/47 v ~ L —RADFELT(2-42 _X—)
¢ NNMSNMP N\—v 523 b7 v Ea—7 O/ 2-43 X—2)

SNMP /N—3 3 7 3 D No-auth/No-priv #55t DX E
SNMP /X—2 3 > 3 D No-auth/No-priv #ft & iX £ 9 2 FIRIZK D L B Y TT,
25y 1 UUT ZV—7 %% ET 57, snmp-server group asanoauth v3 noauth =~ > K& AJJ L7,

27 v 7 2 UUT 2—W %R ET 5 7=, snmp-server user titannoauth asanoauthv3 =~ > K& A L £ 7,
Z2FvF 3 A a=7 ¢4 & LT, 3N/titannoauth & AJJ L F7,

SNMP /X—0 g 3 @ MD5 Auth/No-priv 55 DF%E

SNMP /X—3 5 > 3 @ MDS5 Auth/No-priv #ft & 5% €T 2 PIHITR O LB 0TI,

25w 1 UUT ZV—7%i%ET 57, snmp-server group asaauth v3auth =~ > F&Z A L7,

A7 97 2 UUT = —HZET 572 %, snmp-server user titanauth asaauth v3 auth md5 authpass =~ > K
AN LET,

25y 73 a2 a2=7 44 & L T.3A:authpass/titanauth & AJj L £,

SNMP /X—0 g 3 @ SHA Auth/No-priv 855 DR E

SNMP /X—3 5 > 3 @ SHA Auth/No-priv #fi & % E 9 2% FIEIZK D LBV TT,

25w 1 UUT ZV—7 %% ET 57, snmp-server group asaauth v3auth =< > N2 A L7,

A7 v 7 2 UUT =—¥ZEET 572 %, snmp-server user titanshaauth asaauth v3 auth sha authpass =~ >
Rz AN LET,

2573 2 a2=7 44 & L T.3A:SHAauthpass/titanshaauth & A L $£7°,

CiscoWorks B L U — FX—F (1 BIY — V2 EH L SNMP N— 3 > 3 HEEHAF
m. 0OL-22912-01-J |
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SNMP /3—< 5 > 3 D MD5 Auth/Priv #2585 DR E

AT w71

AT 9T 2

AT 9T 3

SNMP /X—3 5 > 3 @ MDS5 Auth/Priv #5523 T 2 FIEIZR D & B TI,

UUT 7 V—7 %R ET 5 7=, snmp-server group asapriv v3 priv 2 <> F& AT L E 7,

UUT = —H % 3% E 7 % 72, snmp-server user titandes asapriv v3 auth md5 authpass priv des
privpass =~ K& AH L £,

A 22T 44 L LT IRONTNREAALET,
« 3P:authpass:privpass/titandes

e 3P:MDS5”authpass:DES”privpass/titandes

SNMP /N—37 5 2 3 O SHA Auth/Priv 55t DX E

AT 71
AT oS 2

A7 o7 3

MIB OEHR

AT 71

AT 2

SNMP /N—7 5 > 3 O SHA Auth/Priv ##t =% 3 2 FIAIZRD B TT,

UUT 7 V— 7% ET %72 % snmp-server group asapriv v3 priv 2~ > F&Z AT L E T,

UUT 2 —% %% E T 5 72 © . snmp-server user titanshades asapriv v3 auth sha authpass priv des
privpass 2~ > R&Z A L E7,

a3 2=7 44 & LT.3P:SHAauthpass:DESprivpass/titanshades * AJj L £,

MIB #3252 FIEAIZKRD LBV T,

H )@ OID (.iso.org.dod.internet.mgmt.mib-2.system) £ T KU /L X 7 > L system 472 = 2 K
IR ET,

[Start Query] %27 U > 2 L C,[MIB Values] 7 «+ —/V FIZ DUT OB ZE AT L ET (X 2-41 %
5%)0

| oL-22912-01-J
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5 2-41 [Browse MIB] 271 7 2 77K > 2 X

i EDn‘iﬁ]and.Prompt

C:“Program Files“HP OpenViewsbin>xnmbrouwser.exe

C:Program Files“HPF OpenUiew-bin>

{8 Browse MIB [_[O]

File Wiew Help

Mame or address:

LCommurnity name:
J10.0.083

I3F':authpass:plivpass;’titand

MIB object [D:
I.iso.org.dod.internet.rngmt.rnib-2

- coit - Describe |
B-is0

El-org
= dod

1 intemet Stop Huerny |

-~ directory
E| mgmt iz
 Bmib2

- spshern

7- interfaces

- at

Y

MIB instance: SHMP =gt value:

MIB values:

gyzDescr. 0 Cizco Adaplive Security Sppliance Yerzion 8.2[0)210
gyz0bject!D.0: izo.org.dod intermet. private.enterprises. 3.1.672
sysUpTime.0 : [1697400) 4:42:54.00

gysContact.0 : Andy Brock, GGSG

gyzsMame. 0 asa-5540-3

syzlocation.0: RTP.MC - Context 2

syzServices.0: 4

275371

MIB 7 U¥ Dy b b L—RADEST

MIB 7 Z U¥ D/ b L —RAEFEITT D A3 [MIB Browser] XA 7 12 7R v 7 AT,
[View] > [SNMP Packet Trace] Z 5 L £ 97,

[Messages] ¥4 7 0 7Ry 7 Z(4 2-42 S8 BHE MIB 77 7% & SNMP =—Y = | &
DOITITHID SNMP #l{E D/ v NONERFERENE T, ZOHRIZ. T NNy 7 52FETT 5
BRIZAH T,

CiscoWorks B L U — FX—F (1 BIY — V2 EH L SNMP N— 3 > 3 HEEHAF
m. 0L-22912-01-J |
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& 2-42 [Messages] 5 72 7K 2 X2 TO/NY > b pL—X

C-“FProgram Files“HFPF Openliew-bin>xnmbrouser.exe

C:“Program Files“HP OpenView“bhin>

i# Browse MIB
File Wiew Help

Mame or address: LCommunity name:
|1D.D.D.83 I3F':authpass:privpass.-"titand

MIB object [D:
I.iso.org.dod.internet.mgmt.mib-Z

B ceit - Describe

B isn
£l dod

B internet Stop Huery |

S diractanm i

Meszages:
;I LClose I
Received 140 bytes from ggeg-nms2 cisco.com [127.0.0.7]) part 4747: s
03081890201 01041433580 3361 75746870 0. 3P authp T |
H 16: B1 F3733a70726976 7061 73732746974 aszprivpasstit i
MIB instance: 32 61 BeB4E573a265020237450201000201  andese. 7.
- 43 003059303 0608200601 020101 010004 .ONO7.+...... Clgar |

G4 3343697636201 B4 61 FOP4EI7E 65 20 3Cisco Adaptive
20; BIEREIVEV2EI74TI2041 FO70EcBIET B Secunty Applian
MIE values: 96: GIBS205EE5 72736966 2038223228 30 ceVersion 8.2(0
spsDeser0: Ciscadl 112293231 30301606 062606 01 0401 060211 J2100..+.....
sps0bjectiD.0 : iso, 128 0501000407 01 020000 3F00 &1 -~ ... -
syzUpTime.0: (174 0 SMMP MESSAGE [0x30) 137 bytes LI
syzContact.0 : Andy

syziame.0 : asa-b5
sysLocation.0: RTPNC - Context 2

275407

NNMSNMP X"—V g3 b T o 7 Ea—7 OEAGE
NNM SNMP "N—V 53 I o7 Ea—T72FHT25508EFIAIIRDO LB TT,

27971 SNMPZ— 20 b EDOa2—HDOSNMP XN—V 3037 LT 0%/ NNMICHF ¥ vy 2 &
NTNDHZEEMBRLET,

27972 MIBZ7I7UHEFEHLTSNMP = — xr MIBETAESIZT. ROL I RaIa=F 4 Xk
Vo 7% ANLET,

3P:authpass:privpass/KEEP/titandes

S

B A—RN—p—FIncaia=74AM) U 7DOHFTKEEP X7 A —FZ{HHT5Z
IR a—FOEKEREZNNM 2> 7 4 Xal—ar 77 A VNIEGFT S 2
ENRTEFEFT SNMP =— = B NNM ~EF 2772 SNMP X—2 53 F Ty
7’6 LW inform ZRZ41E L 0 OREEA LT EITT 5720113, 2 OBREITHNAETT,
ZDarIZ4Xalb—Yay Ty A MIEE—VHRP/RRESATOET, 77 41D
PRAFETIE Ci\etc\srconf\mgr\mgr.cnf T3, 2D 7 7 A VORNRFIFEHEEE T ET, F
JIELZ >V T L NNM SPI SNMP Version 7.53 D~ == 7 V&S L T 7Z W,

FEROFID K S5 snmpget =2~ FEFHT LI ELTEET,

C:\Program Files\HP OpenView\bin>snmpget -c “3P;MD5%authpass;DES*privpass/KEEP/titandes”
10.0.0.33 sysDescr.0

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
| oL-22912-01-J .m
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25973 SNMPZ—Vxl U hafALTHNT v 72EETDHHAIL.ASA TROa~ > REASHLET,

cicoasa (config)# snmp-server host inside 10.0.0.10 traps version 3 titandes

N

) I~ FRORTIXASADT T b 73—l X o CHETERYET, Z0oFlof T
EINTZ2—PILZ. INNMMIB 77 UVORTEILZ a2 239 X—V)Tala=
T4 ANV T EERALTCER L2 —F LRLTT,

NNM traprev = —7 4 U7 41X, UE— K SNMP =7 4 7 4 02 H5F 4D SNMP b T v 7
A =T DZ(E . B L OSNMP inform ER~DIGEZITHImdDa~<w KT 4 Y —11 T,
D=7 4 VT 41X EBHMEY v AT 572 SNMP k7 7 AR — b (udp/162) 1234 > R &
NTWET, ED7D root & LTHEITTHMENDH Y 3, F725(5 L2 mAICE L CITiE%E
7R A vy =2 LE T traprev =—7 4 U7 4 TILSNMP X—T 5 1 7 v 7
SNMP "— 3 2 2¢ b T w7 SNMP /X—< g o 2¢c inform 3R SNMP N—Y 33 b T v 7,
BEOSNMP /X— 7 3 > 3inform E R % 525 T & £ 97, #EMIIZ DV TIZ . NNM SPI SNMP Version
7153 D~==aT7 VESBLTIEIN,

2F v S 4 traprev 2—T 4 VT 4 ZFIT LU SNMP =—Y =2 b ET T v 7N EES NS DL L £
T, ZD2—TF 4 VT DIFELTT 7 A Vi, C:\Program Files\HP OpenView\snmpv3\utils\traprcv.exe
TY (X 2-43 B M),

& 2-43 SNMP FZ > 7 L2—N

BC:“Program Files“HP OpenlUieuvssnmpuIsutils>traprcu
BYaiting for traps.

Received SHMPv3 authPriv Trap:
From: 18.208_2_252:162
sysUpTime.A = 1564668
snmplrap0ID. @ = snmplraps.3
ifIndex.8 = 8

ifAdminStatus.8 = down(2>
MifOperStatus.8 = downd<2)>

Received SHMPv3 authPriv Trap:
From: 18.208.2.252:162
syslplime . A = 1564768
snmplrap0ID. B = snmpTraps .4
ifIndex.8 = 8

ifAdminStatus .8 = updl)
ifOperStatus .8 = updd>

275412

HP OpenView NNM Web 7 7'V /r—3 a > OfERFIE

NNM Web 7 7'V 7r— v a v &EENTT 2 FIRIZRO £ B0 TT,

A7y 1 Web 77 UHinG RO URLIZT 7 A LET,
http://<NNM % —/S®D [P 7 K v X>:7510/topology/home

257w 72 SNMP / — RELXRTHZD, Ku v Xy A =a—)5 [Internet View] &N L £ 9
(K 2-44 Z#5HR),

[Internet View] 7 4 > RUNFRINFE T (X 2-45 25 H),

CiscoWorks B L U — FX—F (1 BIY — V2 EH L SNMP N— 3 > 3 HEEHAF
m. 0L-22912-01-J |
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& 2-44 [NNM Home Base] ¥ -1 > T/

File Edit ‘Miew History Bookmarks Tools Help |2 htp:ff172.18.154.102: 7510 kapology/home |"| L le ‘kl *
€ - - @ - ) ¥ vahoo! (3] Erote E3 Ao [HE oHp Drudge [ Blogs o WRO @) Morey B RTP ) Travel ) Money »
Johannes Brahms- ... | || Searchresults-IT... i HPo¥Configin < G... wd HPowConfighin < G... | I 22 Network Node Ma... (3 |-

I

Network Node Manager Home Base

You are currently running with a temporary license that expires on Mar 16, 2009 5:25:00 AM EDT. After that date, the number of nodes

that can be managed is 0. For more license information, have the system administrator run %OoY_BIN%SownnmPassword on the server
systern, 172.15.154.102,

MNetwork Mode Manager Starter Edition license will expire on Mar 16, 2009 8:28:00 AM EDT
Click here to get maore information on obtaining a license.

Wi
i

Meighbar View [ Launch View @

“Meighbor View
Mode View
JStation View

representation of @& selected device and its connector devices, within a specified
Internet b k

3= from the selected device.
Mekwork Wiew

Path View

Node Status Summary | larm Browser || about|

Mode Status Summary as of Feb 11, 2009 11:29:22 AM EST

Mcricical : o jo3)

Oagor o (0s)

Oxinar 2 (40%)

Cwarning @ o (03]

Erorual 3 (60%)

Evmmewm = 0 j0s)

Total 5
Crnamic Yiews ready

MMM Brlrase BLN7.53 v:u§:
Applet com.hp.ov.dynamicviews .gui.core. Dynamic. .. ] o 1dle N Y L S MY C Y e |85 BT TR 5 e e N U

AFv 73 )= ROTuNRT 4 TR T DD BN LI ) — e TINs )y 7 LET . 7709 v
FODBBE., / — FMERPN RSN ET,

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
| oL-22912-01-J .m
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X 2-45 [Internet View] U1 > F'D

B Internet View [from 172.18.154.102]

File Edit View Performance Configuration Faulk  Tools Help

[ include Unmanaged Networks g% ey |

-
Cw,

_Graph |

asa-5505-4

aga-9540-3

Tokal: S Critical: 1 Major: 1 Minor:  Warning: O Mormal: | Unmanaged:  Unknown: O

|pynamic Yiews ready

275383

CiscoWorks

CiscoWorks LAN Management Solution (LMS) I%,Cisco * v bV —7 O E EFH =4 7
BEIXONIZ TN a—T 4 0 T OEELZBBT DD DRI RERLY — )L 24— FTH, 3%
AZDOWTIE RO URL L T E &V,

http://www.cisco.com/en/US/products/sw/cscowork/ps2425/index.html
CZOHEHTE RO FE Y ZIZHOWTIRY BiFET,

+ CiscoWorks DL #) (2-47 ~—)

+ CiscoWorks LMS Portal OHEH (2-48 ~=X—7)

« Device Center D J1] J5 £ (2-48 ~—27)

» SNMP U 4 —27 O FET(2-49 ~—)

« Management Station to Device Y — /L O fifi [ 515 (2-54 _X—7)

Bl CiscoWorks B3 LU — FX—F BV — VR L7 SNMP N—V 3 3 HEHA F

0L-22912-01-J |


http://www.cisco.com/en/US/products/sw/cscowork/ps2425/index.html

| 8828 Xy U—J8HEY—NOHERAFE

CiscoWorks W

CiscoWorks D &f

Windows 2003 - —/3 | C CiscoWorks Z &84 2 FIEIZRD &Y T,

[Start] > [All Programs] > [CiscoWorks] > [CiscoWorks] Z R L 9, [¥] 2-46 1T, 1m /A > _X—
ERLTEHLOTT,

o a2
& 2-46 g N—
a presmil - Microsoft Internet Explorer - ﬂlil
File Edt View Favorites Tools Help | ",'
QBack » &) - (¢ 2] | - Search <7 Favorites @4 Media @l 2 B
Address Ia https:){presmLiCSCOnmserviet/lagin/lagin. jsp j Go | Links *
a
nmm
CIsco
. presm
JavaScript:
Fraid
Covties: T —
Enabled
Browser:
Supported Yersion
CiscoWorks
Copyright (¢) 1895 - 2008 Cisco Systems, Inc. ALl ;I
rights reserved.
=
=23
=8
uw
|&] Done ]_l_ré_ @ Trusted sites R

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
| oL-22912-01-J .m
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CiscoWorks LMS Portal DAEE

CiscoWorks LMS Portal IZ.LMS 7 7V &r—< g VOREIFICERENARYPIDOL—CTF
(K 2472 B8), ZO_X—= X T FVr—3a O CHEEBEICHETT A2E~D A V¥ —7 =
ARXRTHY . EFNOOFEHBGmHEE L TORRNEZREF > TWET,

B 2-47

Eile Edt Vew Favorites Tools Help

[CiscoWorks LMS Portal] ~—3°

3 prcsmi - LMS - Functional - Microsoft Internet Explorer

=181

| &

QBack ~ &) - (¢ 2] 7D | ) search - Favorites @} Media {"|

=)

Address I@ http:ffpresmi: 1741 fowportalfc/portalilayout?p_|_id=default

CiscoWorks LMS Portal (prcsm1)

j EGD |L|nks *
Welcome admin
Home | Logout | Help | About

Cisco My Portal 0 puplic @ Private
®
‘ Functional | System ‘ Metwark | DF I | cs ‘ 10 Apr 2008, 17:50 P':'T|
LMS Workflows Demo Common Services Setup Center
« Using Baseline Templates +Home Server Setup
> Server ~Server Seftings

Building and exporting a network map using Campus
" Manager
« Discovering the Network

Using MetConfig to deploy mass configuration
" changes

« Using S¥WIh to upgrade device images

* Software Center
* Device and Credentials
* Groups

Device Diagnostic Tools

Device Fault Manager

+Device Troubleshooting
Device Center

. Using User Tracking to find an end host by IP or MAC

+-Hame

Alerts and Activiies
+-Device Management
Fault History
+*Home: '+ Notification Services
*Workflows ++Configuration

* Administration

CiscoWorks Product Updates

CiscoWorks Assistant

- Revalidated VeriSign Cerificate for Campus Manager
- Revalidated VeriSign Certificate for Imternetwork Performance Monitor
- More Updates ...

External Links

= Cisco.com Resources

* CiscoWorks Resources
* Third Party

~ Custom Tools

|&] Done ’_ ,_ ,_ |@ Trusted sites

N
275386

Device Center DfE FH HiE

TN Az EHA 5 FNRTRO LB T,

25 w7 1 [Device Diagnostic Tools] > [Device Center] & 3 L £ 9 (X 2-48 &),
[Device Center Home] ~X— U 23 B & | ZZMH[~X1 1T [Device Selector]. #5181 > IZ Device Center
OV < U —FERPFRINET,

25 w7 2 [Device Selector] XA > TIP 7 RV AEIIT AL AL EZANTITEZN.HLINTY A M HT

INA AZHEINL T [Go]l &7 Vv 7 LET,

CiscoWorks B L U — FX—F (1 BIY — V2 EH L SNMP N— 3 > 3 HEEHAF
m. 0L-22912-01-J |
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X 2-48 [Device Center Home] 7 1 >~ F'D

3 prcsmi - Device Center Home - Microsoft Internet Explorer ;Iilil
Eile Edit View Favorites Tools  Help ‘ '?

QBack ~ &) - [x] 2] 72 | ' search - Favorites @A Media @l - B

Address I@ httpl”pr(sml11741,’(WthdEViEE‘EEI‘ItEI’.dU?DBViEEID=&d5OSNamE=DCObiEEtSE|EEtUI’1&DbiEEtID=&UEESE|EEtiDH=&Sil‘lg‘ESE‘EEUUI‘I,SE&I’Ehtab=&DEVCEH=&dEV\EE=172.23j Go Lirks *
N
Enter Device Hame/P Address:

|1?2 23.62.198 | Device IP Address 172.23.62.198 -]
Device Type Mot Available

Device Selector

==Search Input=> EQ’Q

Search Results

O3 ) Devices
(o |j Device Type Groups
€ C User Defined Groups

|

Tools

== Management Station to Device
- Ping

= Telnet

= Trace Route

== Edit Device ldentity

== Packet Capture

- SHMP Set

= SHMP Walk

= Device Troubleshooting

[&1 ’_ ,_ ,_ |@ Trusted sites

1
275380

SNMP U 4 — 7 DELT

SNMP 7 #— 7 #7342 FINEITKD L LY T,

25 w7 1 [Functions Available] ~24 > C.[SNMP Walk] V > 7 %27 U v 7 L%,
[SNMP Walk] ¥4 7 a7 Ry 7 ARFRINET (X 2-49 5H).

CiscoWorks B E O — FX—F s8IV —VEEH L7 SNMP N— 3 38 HA F
| oL-22912-01-J .m
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& 2-49 [SNMP Walk] 5/ 712 22K > 27 X

7 presm1 - Device Center Home - Microsoft Internet Explorer I =d |
Fle Edit Wew Favorites Tools  Help ‘ :’l
QBack -~ &) - [ 2] » ‘ - Search <7 Favorites & Media £ | (A~ ia B
Address I@ http:ffpresmil: 1741 fowhp device, center . do?DevicelD=gdsOshame=0 R http://prcsmi - presmi - SNMP Walk - Microsoft Internet Explorer ;IEIEI Go | Links *
e = =
SHMP Walk

E DEVICE : 172.23.62.198

Device Name: [172.23.62.198

Enter Device HameAP Address: Summary
[722362198 | Device IF SNMP Version:. 1 Cloc (3 -
Device Selector De Fead Community String (w1 or v2c) Il.lll.
==Search Input== E&Qz ShiMPw3 Username: Idedes
SNMPY3 Auth Password: IIIIIIIIIIIII
O i Devices SHMPy3 Auth Protocot [MD5 +|

€ pevice Type Groups
€ [ User Detined Groups

SMMPY3 Privacy Password: I--u [IITITT]

SHMPY3 Privacy Protocot | DES 'I

SNMPy3 Contesdt Names: [

Starting OID* [system

Output OID=s Mumericalty [~

Qutput Indexes Mumerically®: [~ ﬂ
Functions Available S TIEEE I1 0 |
Tools Debug: [~

Management Stationto D

= Telnet

= Trace Route * Optional ;I
= Edit Device Identity -

- Packet Capture |@ Dane lilili &) Trusted sites p
= SHMP Set

= SHMP Walk

- Device Troubleshooting

‘a Done

1
275416

[ [ [@ Trosted sites

25y 2 WOHFNE HHT D SNMP DX~ g U EERLET,

a.

b.

SNMP "— 5 v 3(EF 2 U7 ¢ LUl NoAuthNoPriv 3 £ U AuthNoPriv) D4
SNMPv3 = —H#4 & AJJ L ET,

SNMPv3 $RiE/ AU — K& A L £,

Koy 72w JA RS SNMP v3 #8iE7 1 b =20 (MD5 £ 7213 SHA) 3% L £,
SNMP 27 X% A MMy E AT LET,

A

@ ASA TIZa v 7F A MRV R—FEINTWERA,Z D7D [SNMP Context Name]
IZZEMIC L TR LERZH Y £,

SNMP N— 3 3(F =2 U7 4 LoULS AuthPriv) D4

SNMPv3 2 —H4 % AJJLET,

SNMPv3 #BFE XA — RKE AN L £ T,

SNMP v3 §BAE7' 12 b a /LA RE L ET . MD5 & SHA D EHL LA RIRL £,
TTANY— RAT—REANLET,

Ky 72 URA NS T T A" — 7o ba)La@ER LE4,DES. U 7L DES,
AES128.AES192.AES256 DWW F N Z i8I TX F4,

SNMP =27 % A F&E AT LET,

Bl CiscoWorks B3 LU — FX—F BV — VR L7 SNMP N—V 3 3 HEHA F
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~

(#E) ASATHaryTXFAIBRIAR—bINTWERA,Z DD, [SNMP Context Name]
ITZEMIZ L TEBLSLERDH Y £77,

EBE)BEBOID # AN LET . 2D 7 4 — IV REZIZLESAIT 1 OGS ET,
SNMP % A A7 7 "B Z AT LET. T 7 /L MEL 10 BT,

(ER) 1S b OID 4l & L T3 535413, [Output OIDs Numerically] & = » 7
Ry 7 A4 LET,

T 7N FOBE MY 4 FUIZIERIGET % OID A B ERRSNET,

EBIMDhSNDA T v 7 AaHfE s LTH 1T %A 1%, [Output Indexes Numerically]
Frxv IRy I AeF N LET,

UEB) TNy I HT v a v ZBMNT H8561%. [Debug] F=v 7 Ry 7 At I LET,
INHDT 4=V RIZANTDHLFINIT R CTRLTFENLFRRB S ET,

[OK| %27 Vv 7 325L ANLERTA—=ZICESHEREFRB T ET,
T — I NETLES . FORBEETIFAN 7740 E LTREFELET (X 2-50 B H),

~
) HERVA—IVEFTTDHL R TTHE TSI L5A8HY £,

& 2-50 SNMP D 3 —2 DFEZEH]

3 prcsml - Device Center Home - Microsoft Internet Explorer a http://prcsmi - presmi - SNMP Walk Resulks - Microsol

File Edit Wew Favorites Tools Help

QBack = &) - 4] 2] .\_:j | - Search < Favorites &4 Media 421 | E,_‘EJ' a

SHMP Walk Results

Address [ http:jpresm L 1741 [rupjdevice. center. do?Devicsl D=grlsOsName=DC Cbjectsele

The following is & SMMP walk of device 172.23.62 195 starting from system

I | (3P W Outint

Enter Device Hame/P Address:

=ysDescr0 = STRING : Cisco Adaptive Security Appliance Yersion §.2(0)232

[7zz3k2.198 | Device IP Address | [eyshbjectD 0= OID - disconSAS520

Device Selector sysContact.0 = STRING : hari o

Device Type =ysUnTime. 0 = Timeticks : 3 days 1:41:21

==Bearch Input== EQ:Q sysLocation.D = STRING : sjc

Search Results sysServices 0 = INTEGER : 4

© O sl pevices

o Device Type Groups
Close
© 1 user Defined Graups

sysMame 0 = STRING : ciscoasa

-~

Functions Auvailable

Tools

= Management Station to Device
= Ping

= Telnet

= Trace Route

= Edit Device Identity

= Packet Capture

= SHMP Set

= SHMP Walk

= Device Troubleshooting

275415

[ [ [@ Trosted sites

é‘l Done

| oL-22912-01-J
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SNMP /N— 5 o 3 @ read/write T — Y4B L UOVIA T — KL SNMP RX—V 3 1B 2e D
read/write 2 X 2 =7 4 A N 7T EL B H  RICFE/NLFNRXA] S 4L E 9, Device and
Credential Repository (DCR)IZ&H DT /XA A 7 LT % /L (SNMP X—T = 1, 2c, B L 3)
PEHARETHIIT. EIN 5D [SNMP Walk] ¥ A 7T 7Ry 7 AR RINETHEHAEE T
WIGEIE. % SNMP X—V 3 ZxT 57 7 40 MERFRINE T,

Network Operator/Help Desk 7" 7 2 AHER T SNMP 7 + — 7 #ie a5 L T4 X 7 LT
VU NADT =y FIFRL SNMP N—2 3 > 1, 2¢. B L O3 IZHET B read/write = T 2 =
T4 ANV T DRT 4=V FIZIET 7 40 MEBRESNLET,

249 1T VAR —FENTWBTTA R —Ta haldOV A MeERLTZHDTT,SNMP /X —
Var1l 2. B3O LT Uy VI, FEICTANTAORLERH D 3 (X 2-52 #5MH),
& 2-51 [SNMP Walk] 5 72 273> 2 X

A presml - Device Center Home - Microsoft Internet Explorer _ &=l x|
Fls Edt Wiew Favortes Tools Help

| &

(JBack - ) - [x] (2] | ) Search o Favorkes o Medn € | (- L B3

L T T e WMo YWt 23 htto: //presm - presmi - SNMP Walle - Microsoft Internet Explares =10( Xl 5o |tinks >
I SHIP Walk

[Enter Device Hame/P Address: Device Name: [172.23.62.198

1722362198 Device F NP Version: € 1 Cao & 3 =

Device Selector
<<Search Input-> o

[ 2l Devices

Read Community String (1 or ¥2c) |------

SHMP3 Username: [mol5aes256

SHMPY3 duth Password: [ssssssssssss

SHMPY3 futh Protosok [MD5 =
[ pevice Type Groups
€ ClUser tefined Grauss SHMP43 Privacy Password: |ununn

ShMPy3 Privacy Protocol: | AES266
MNone

ShMPv3 Context Name*:
V3 Context Name®: | -

Starting 007 | DES
AES128
Output G Numerioall |AES192

Output Indexes Murmerically m =~

Functions Available SR Thmeaut: [10
Tools Debug®
- Station to D
- Telnet I
- Trace Route * Optionel -
= Edit Device Identity
.- Packet Capture [€1Dene [ [ [ @ Trustedsites A
== SHMP Set
-+ SHMP Walk
- Device Troubleshooting
o«
i
= =
=
[&]Done [T [ @ Trusted stes g

CiscoWorks B L U — FX—F (1 BIY — V2 EH L SNMP N— 3 > 3 HEEHAF
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CiscoWorks W

& 2-52 SNMP N—25 23 DI/INF A —F

resml - presml - SNMP Walk - Microsoft Internet Explorer =] =l

SHMP Walk

Device Natne: |1?2,23,62.193

SHMP ‘ersion: (9 ap 4 3

Read Community String (+1 or v2c): I......

SHMP3 Username: IdeaeSEEE

ShitdPv3 Auth Password: I...--------.

SMMPw3 Auth Protocol: | MD5 =

SMMP3 Privacy Password: I..........

ShMP3 Privacy Protocol:

SHMPy3 Context Mame*:

Starting DD [systern
Output QI0= Mumericalty®: [

Output Indexes Mumerically [

SNMP Timeout: [11)

Debug® [

* Optional

|7 Dane |_|_|_|0 Trusted sites
2-53 (3. MD5 FBRER & OV AES256 i 5L 7 /L = U XL DFBGEIS

N K

275414

42 SNMP 7+ — 7 OfE R

fwmud

ZRLIZbDTT,
& 2-53 [SNMP Walk Results] 5”1 7 2 27K 7 X

prcsml - precsmi - SNMP Walk Results - Microso - IDIEI

SHMP Walk Results

syzDescr.0 = STRING : Cisco Adaptive Security Appliance Wersion 82000232 ;I
sysOhjectiD0 = OID ; ciscoASASS20 [l
=yslpTime 0 = Timeticks : 3 days 27.33

sysContact.0 = STRING @ hari d

syshlame 0 = STRING ; ciscoasa

=yslocetion.0 = STRIMNG : sjc

syzServices 0 = INTEGER : 4

iftdumber .0 = INTEGER : &

iflncex .1 = INTEGER :
iflncex.2 = INTEGER
iflnclex:.3 = INTEGER
iflnclez:.4 = INTEGER
iflncex 5 = INTEGER
iflnclex 6 = INTEGER
iflnrde 7 = INTEFR -

b s I T S

Close

247114
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Management Station to Device > — /L ODfE 5k

BE RN DT SA ZARIEEDIRNT A AT D b T TN a—T 4 T 2iTOHE.T
WA XD 70 haVZ ellF =y 7352 L0 Y £9,Management Station to Device
V—VEGEHATHE LAY AT TV r—a y) O ORMBE A ZZET 5 2 LN ARETT,

LAYADTARMI XY hT—7 TR ADEBRIZRKLS ZEDOTERWVWKRDO L H 7 —E A
BERENGLELET,

o TNy Y=L L OIEY — /L (UDP ¥ L U TCP)
« Web ¥— X (HTTP)

o 77 A VR (TFTP)

o UK (Telnet)

o BEAIY FEEIAZRT V£ A (SNMP)

Management Station to Device V' —/VIC LD F = v 7 OxfG L7 5D, 71 b a) VOO H T
THRIET 270 FIVOI LTy VE T A PROREEOGRITIZRY EH AP T N2
TR BA M EANT DL .7 FUAZRET DT OARMRRBEITSNET, 7 FLAR
BETERWE ZOX A7 TR LET,

ZOY—VEMATSHE SNMPEAILY 7 Ak (SNMPR) 1T 9 B812. 56587 /3 A A2 SNMP
D get EREZEFTHZ ENTEET, £72.SNMP EXIALT A k (SNMPW) Z47 5 A2 1T,
56957 /S A SNMP @ set B RAZ%EETHZ LT £, 20712 b a/L(E SNMP /X —
Va1l 2. BIO3ICHLTHR—-FENTWET,

Network Operator/Help Desk 7 7 & A #£[R C Management Station to Device Y —/V Z ELE1§ 5 & |
TNRAA VT NDT =y FIFRB L SNMP N—2 3 2 1.2c, BLU 3 ITHIET D
read/write 1 2 =7 4 A NU T DHKT 4 —/L RIIZT 7 4V MENEE S E T, SNMP
N=Va 120 BLO3D7 LTy X VL, FEITANTOILERH Y 9,

Management Station to Device ' — /L & #1325 FIAZR O LBV T,

A7 w97 1 [Device Diagnostic Tools] > [Device Center] Z %R L £79°,

2792 Tz I DORHRERDITNAADLZHTETIXIP T LA EREM R A A 4, F21E3F A M
% [Device Selector] 7 4 —/V KIZ AT EN FTETF 2w 7 ORMRLERDT NA AE Y A R
SN L. [Gol &2 VU v 7 LET,

[Summary] X~ > 3 & T [Functions Available] <A1 > NERRIINET,
AZF w7 3 [Functions Available] ~<- > C [Management Station to Device] #7 U v 7 L¥ 7,
[Management Station to Device] # A 7 0 7R v 7 ANERINET (X 2-54 25 H),

CiscoWorks B L U — FX—F (1 BIY — V2 EH L SNMP N— 3 > 3 HEEHAF
m. 0L-22912-01-J |
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CiscoWorks
X 2-54 [Management Station to Device] 5+ 7 2 7K 7 X
123 prcsm1 - Device Center Home - Microsoft Internet Explorer i bt e s =2 |
-/ LUDF TFTP :I
File  Edit Wiew Favorites  Tools  Help | |','
5 ] 0 ; ) LI
0 Back - | - ﬂ @ p | o' Search °  Favorites @4 Media 4 ‘ T (D O
Add : H ice. .do7DevicelD= =| Links >
ddress I@ http: ffpresml: 1741 fowhpfdevice. center, do?DevicelD=8dsOsName=DCOb Timeout in secands) |2— inl
-
0 O O O O O 0o oo - Sz
Enter Device Hame/P Address:
[722362198 | Device IP Ag Read Conmunty St [a o e we B
Dievice Write Community String: Iu----u-
Device Selector
= Q Timeout (in secondsl |2
N Pl
Read Username:
€ O3 Al Devices
3 pevice Type Groups Read Auth Passward:
© C User Defined Groups Read Auth Protocal: | [one | =
Read Privacy Password:
Read Privacy Protocol: lm
wirite: Lisername:
Write Auth Pazsword: J
-
Witite Auth Protocol: lm
T -
LS Witite Privacy Protocal: | [4one 'I
-- Management Station to Devic
= Ping Timeout (in seconds): |7
= Telnet
= Trace Route
== Packet Capture
= SHMP Set * Optional
= SHMP Walk Mote: The check will be done only for protocol connectivity. Credentisls for the
= Device Troubleshooting corresponding protocals will not be tested.
= >
| &7 pone ,_,_,_ @) Trusted sites v — g

AF oL 4 ROPNE WHBETHIHEET 7V r—a 2@ RLET.2NOLD T 4 — L RICAST 5T
FHINIT R CRLTFENLFREB SN ET,

e SNMPv3(EF* =V F 1 L~UL2s NoAuthNoPriv) Z#IR L7851 L . ROBEHRE AT LET,

- read = —H¥4,
— write T —W4,

- XALT U NBHEALL), T 7 F IV MEIZ 2B TY,
o SNMPV3(EF =2V 7 4 L~UL73 AuthNoPriv) 8 IR L 725813 kOFE#RE AT LET,

read = —W4,
- read FE/NA T — K,

— read BEFF 1 haL, RryFE2 7 U R9yE MDS & SHA O EH E0ERIR L £1,

— write T —W4,

— write PRFE/ N AT — K

- write ®WiE7'e haj, Ry 77X U A RS MDS £721% SHA 28R L £9,
- ZALT U NBEEAL) ., T 74V MEIZ 2R TY,
e SNMPV3(EF=2UT ¢ LUl AuthPriv) 38R L2 BSIX KkOERE AT LET,

- read = —H¥4,
- read PRI/ NA T — R,

- read WiE7 2 b2, Rey 7 Z o2 U R RS MD5S £7201% SHA Z3#RL E 97,
- read 77 AN — RAT— K,

OL-22912-01-J
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—read 77 A NNV — o bal, Fay XX VAN T T4 — Fa halswz
IR L £9,DES. VU 7L DES.AES128, AES192, AES256 D W2 18R Tx £,

- write T —V4,

E/XAYU— K,
- writt @Rk m f 3L, Rry XY R )b MDS £721% SHA @8R L £,
- write 7’7 AN — RAT— |,

W

— write 32

i

 wite FIA N — FE R, KRy AT U R RS T T A N— T kAL
I L £ T, DES. b U 7L DES,AES128, AES192, AES256 D\ Jh 4 BT £ 7,
- XALT U NBEALL), T 7 H 0 MEIZ 2T,

[Interface Test Results] % A 7 1 J7R v 7 ZATHERNERINET (X 2-55 22 M) [Interface

Details Results] # 4 7 2 7R > 7 RZE T A MEHLDA U H—T oA AB LT A MERNA

TrarLIlERENET,

~

() SNMP X— 3 3 D read/write T—H L BLVO/AT— KL SNMP X—Y a3 18X
W2 Dread/write T 2=F 4 ALY U 71T ELLH KUFEE/NLFERRBESNET,

. . N Soge
& 2-55 [Management Station Device Results] 5+ 7 2 273K 2 X
‘3 prcsm1 - Device Center Home - Microsoft Internet Explorer =] x|
File Edit Wiew Favorites Tools  Help | 1','
QBack ~ &) - (] (2] 7o | - search ' Favorkes @ Media &) ‘ - B B
Address |@ httn: ffpresml: 174 L jowhpfdevice. center. do7DevicelD=gdsOshlame=DCObjectSelecor nbject [ LLas anbio bt U A L A e e AL =10 % | irks >
) rs
Interface Test Results
Enter Device Hame/P Address: :;tzezr?ttoegégonnemvﬂv has been checked. Credertials for the protocol have & |
[[7223621% | Device [P Address 172.23.62 ]
Irterface Found: 172.2362.198
Device Type Mot Availe
Device Selector i | fetatus: up

& Test Resuts

Search Results SHMPRy3(Read) Okay

Sent:5 recyd:S min:d max0 sve: 0 timeout: 2 min_size: 1472 protocol
© O Al Deviees snmpva_oet port: 0
© T Device Type Graups

[afus] User Defined Groups

SHMPYSOAYEE) Failed o
Sent:5 recyve:0 minc0 max0 ave: 0 timeout: 2 min_size: 1472 pratocol
snimpy3_set port: O ﬂ

Ad

Tools

= Management Station to Device
= Ping

= Telnet

= Trace Route

== Edit Device Identity

= Packet Capture

= SHMP Set

= SHMP Walk

== Device Troubleshooting

Ll
275390

2] Done ’_ ’_l_lo Trusted sites
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