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F CHIZ

ZORTES L, ROBETHR I TOET,
= a T IVDAFFEBLIOT 7 = R —1 (i =)
« ZOMDY —MTBT HEROATFE (i X—)

RZATFIDAFAESLVTI AL BR—F

~==a7 VO AT, CiscoBugSearchTool (BST) O, ¥ —ERATROEE, BIEHROIL
L OFEMIZ OV T, [What's New in Cisco Product Documentation] £ L T 72&w, 2D
R = A > M, https://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html 7> 5 A F+

TEET.

['What's New in Cisco Product Documentation)] 1%, A2 ®FHHB L O ETHOHfi~==7/1
D—EH L, RSS7 4 — K& LClEHRTCEET, F/2, V—F—T 7V r—ra %
LCarvsyYaETAZ by 7ICEETHZEHTEET, RSST 4 — FNIZEEIOH —E AT
ﬁ‘o

ZO/MDY—ILICEAT H2EMDAF

LMY =M DONTUE, KROBIHEEE A SR L TS0,
* Net-SNMP Version 5.1.2 D~v =27 VE L VA T4 >~ (Linux)
* IWLSilvercreek 7 2 b A — b DF 2— b I T ABLIOA S TA 2 ~VT (BHiA—V =
>)
* HP OpenView NNM SPI Version 7.53 O~ == 7 /L
» Ipswitch WhatsUp Gold Version 12.3 D~ =27 VB I ORF T A4~

* CiscoWorks for Windows LMS Version 3.1 D4 > 54 v ~NVTRBIRXFa—rY 7L

SNMP A—2 33 V—LEAHA K ]


https://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html

Feoi= |
B otov—ricEszaROAT

Il SNMP A—C 3 3V—LEBAKHA K



A1

i

S

SNMP /N—3" = > 3 Tld, User-based Security Model (USM; 2—H—_X—2 XU T 1 €T
JL) ¥ L O View-based Access Control Model (VACM; B 22 —_X— R 7 /&R a2 fa—/L F
FI) KDL T a L RTTANR—F T g U EEATHZ LX), SNMP = —
Vx MIELDBSNMP R oY v a O X a T RBENFERINET, SNMPA—V g v
I BEXOSNMP /Y= 3 > 2c T, MIBDO7T 7t A a2 ba—V&21T ) GHa—— 13385
SN, B SN TTAN—F T a v EERHL GRIEEIT) Z Lld T Fd
lve VACM OHFAR— hE, &YV U —ALIREIZEEY ShE Lz,

ZOETIE, ASAY 7 b7 =T N—T g 82(1) BIEAKE L TWAHF /A X T, SNMP
N— 3 03 %0 LT ASA & I@{ER[RER CiscoWorks B L TRNW K DD P — Ro3—F ¢ fily —
WA A N—= VT BHE, RETDHE, BXOERAT L HIECOWTHBALET,
ZOEZ, WOMEHERY EiFE9,

e Xy NU— &Y —)L (] 2—7)

e Xv hU—Z7 FFREY (23—)

cASADEY FT v (2—Y)

2y IO BEY—-I
ZOF=aT AT, RORy T — 7 FEHY — /I OWTHALET,
* Net-SNMP (CLI 7 7'V &r—3 3 V)
* IWL SilverCreek (SNMP 7 A& k ZA — |)
* Ipswitch WhatsUp Gold
* HP OpenView NNM
* CiscoWorks for Windows LMS

T2 A, NMS & ASA oA ESERMEIZ DLW T ISy —LaF A N LE L,
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B < ro—5 rkos

i |

o] LR\
<y cJ—2 FARO Y
WOKIL, SNMP X—2 59 0 3 2FEEGT L7001y FT—7 AR &2 R LD TT,
R 1:SNMP/N— 3V 3%RETB-00Fy fT7—4 FROS

ASA Dt v

Il SNMP A—C 3 3V—LEBAKHA K

CiscoWorks
lp=w itch
ASDM

cT v T
ASA ZEHT B 72HI21E. SNMP —— T )—7F  FO T —FIZEHHEA T S 7z SNMP
P—R—z—PF— BLUSNMP +7 v 7 OZE2—V—%EET D7D SNMP H—/3—
RARNERETDHIVLENHY £7,

SNMP N— g > 3 OEMEEZFRET AERICHKE L 2D a~< 2 RiZkD LB T,

* Snmp-server group

* snmp-server user

e snmp-server host

WIZ, ASA

ciscoasa#
ciscoasa#
ciscoasa#

ciscoasa#
ciscoasa#
ciscoasa#

ciscoasa#
ciscoasa#
ciscoasa#

ciscoasa#
ciscoasa#
ciscoasa#
ciscoasa#

snmp-server
snmp-server
snmp-server

snmp-server
snmp-server
snmp-server

snmp-server
snmp-server
snmp-server

snmp-server
snmp-server
snmp-server
snmp-server

HP CpenView CEM
IBM Thvali Codenomicon
p— %

e

ITEI6E

WREDHI R LET,

group authPriv v3 priv
group authNoPriv v3 auth
group noAuthNoPriv v3 noauth

user
user
user

md5des authPriv v3 auth md5 mysecretpass priv des passphrase
md5user authNoPriv v3 auth md5 mysecretpass
noauthuser noAuthNoPriv v3

host
host
host

mgmt 10.0.0.1 version 3 md5des
mgmt 10.0.0.2 version 3 md5des
mgmt 10.0.0.3 version 3 mdS5des

location Anywhere, USA

contact admin@example.com

enable traps snmp authentication linkup linkdown coldstart
enable traps syslog



| =
asanty 7y 7 |

ciscoasa# snmp-server enable traps ipsec start stop
ciscoasa# snmp-server enable traps entity config-change fru-insert fru-remove
ciscoasa# snmp-server enable traps remote-access session-threshold-exceeded

SNMP A—2 33 V—LEAHA K ]
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Net-SNMP

=9=
=% =R

v bI—=0FEBY—IILOFERAAE

ZOETIE, CiscoWorks 38 XN DD H— FX—F g By U — 7 FEY —) )L {ZD T
M LEST, ARITRO LY T,

* Net-SNMP (5 ~<—2)

* SilverCreek SNMP 7 A b A A — K (7 X—)

« IPswitch WhatsUp Gold (21 ~<—<")

 HP OpenView Network Node Manager (34 ~—1)

* CiscoWorls (50 ~—3)

Net-SNMP Version 5.1.2 (21X, RO L H eV —LBLRTA 77 U RHAESNTHET,
c JLERF AR/ = — Y = > b
*SNMP 74 77V
*SNMP =— = & MK L TIHEREER ETITRET D720 DY —v
«SNMP k7 v 7 & EREB L OWLET 572Dy — v
Net-SNMP * v kU — 7 % H Y — L1 http://sourceforge.net/projects/net-snmp/ > URL 7> 5 & 7
P—RTEET,
ZOHETIE, WO MY ZIZONWTHEY EiFET,
*MIB OFR—Y 7

e N T T DEE

MIB DHR—1) 5

ASA DRFEZTET LTt TMIB 2R — VU 7 55813, NMS 725 ASA 12X L TR D X 9 72 snmpwalk
av U REFEITLET
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*y hkD—sEBY—LOERAE |
B 50702

G¥)  snmpwalk 2~ FE&FETT 5854, Linux 0 Net-SNMP (Zxt L TIFFRRIZRERE AT O LB IT &
D EEA

[root@iLinux2 ~]# snmpwalk -v3 -u md5des -1 authPriv -a MD5 -A mysecretpass —-x des -X
passphrase 10.31.8.254 1.3.6.1.2.1.1

WIRT O, snmpwalk 2~ > K& F(T L7 HAEOH BT

SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Adaptive Security Appliance Version 8.2(0)227
SNMPv2-MIB: :sysObjectID.0 = OID: SNMPv2-SMI::enterprises.9.1.915

SNMPv2-MIB: :sysUpTime.0 = Timeticks: (486600) 1:21:06.00

SNMPv2-MIB: :sysContact.0 = STRING: admin admin

SNMPv2-MIB: :sysName.0 = STRING: ciscoasa

SNMPv2-MIB: :sysLocation.0 = STRING: sjc - 190 W Tasman Drive, San Jose, CA 95134
USA

SNMPv2-MIB: :sysServices.0 = INTEGER: 4

kS TMiES

il

ASAIZE D HEESNTZ M Ty 7IIEHENE T, £D72D, snmptrapd =~ > RN TERR S 1L
Tra—W—ik, FDO 7 v 7 %E(E L7z EnginelD (ZBEAMIT SN TWALENRH Y F97,

BT 24T 5 FIRITRD LBV T,

AT w71 /var/net-snmp/snmptrapd.conf 7 7 A LINIZ, IRDAT— KA hEANLET,

createUser -e ENGINEID myuser authentication protocol “my authentication pass” AES “my
privacy pass”

ZDAT =AY FOFUTHBNDRDENT A—F ZERLET,
*ENGINEID : 7 v 7% ET 57 7V r— 2 ® EnginelD
emyuser : ~7 > 7 EEETDH UM 2 —H—4
« authentication protocol : FBFE# 1 7 (SHA F£721Z MD5, SHA % H#£%%)

« my authentication pass : FAEFRFES — & R T DI T 278532 7 L—X, A= & ETe/ A
7 L —XFFIHAETHA T ZE 0,

- privacy protocol : 152550 % A 7 (AES %7213 DES, AES % #£1%)

- my privacy pass : RAHINE 5 — & AT D BRI T DI S(L XA T L— X, A= R EFTAAT
L= RIEBIAACHA TS, SR THERVES, ZOMEL A7 L— XTI/ SA 7 L—
R LR UEICERE SRET,

AT w72 fmp/snmptrapd.conf 7 7 A LT, IRODAT— KAV hEATTLET,

createUser -e 80000009fe8949e0b20319e2d175b93fe7dc24af0df£7db915 md5des MD5 mysecretpass
DES passphrase

ATV T3 2077 ANERELT, snmptrapd 2~ > REETLET,

Il SNMP A—C 3 3V—LEBAKHA K



| #vyro—bEBY—LOFERAE
silverCreek SNMP 72 + 24 — |||}

GE) ZOTRBRITAT VTV RCEITENET, FHINAIDOIFBESNT a7 4 F 2L —
ay T rANDOKRT, vl L Tstderr 7 7 A WA v EB—UNEERESNET,

[root@iLinux2 net-snmp]# snmptrapd -f -C -c /tmp/snmptrapd.conf -Le

ATy T4 RO H7pa~r REASL, ASADS snmptrap 2~ REFE{TLT, Vo7& bT v 7 E130
YIOT TN Ty T REFELET,
cicoasa (config)# int g3/1.391

cicoasa (config-if)# shut
cicoasa (config-if)# no shut

WITRT DX, snmptrap 2~ > K& F(T L7=HAEOHIFITT,

2009-03-18 23:52:06 NET-SNMP version 5.1.2 Started.

2009-03-18 23:52:20 10.31.8.254 [10.31.8.254]:

SNMPv2-MIB: :sysUpTime.0 = Timeticks: (938700) 2:36:27.00 SNMPv2-MIB: :snmp
TrapOID.0 = OID: IF-MIB::linkDown IF-MIB::ifIndex.l = INTEGER: 1 IF-MIB::
ifAdminStatus.l = INTEGER: down (2) IF-MIB::ifOperStatus.l = INTEGER: down (2

)

2009-03-18 23:52:22 10.31.8.254 [10.31.8.254]:

SNMPv2-MIB: :sysUpTime.0 = Timeticks: (939000) 2:36:30.00 SNMPv2-MIB: :snmp
TrapOID.0 = OID: IF-MIB::1linkUp IF-MIB::ifIndex.l = INTEGER: 1 IF-MIB::ifAdminS
tatus.l = INTEGER: up(l) IF-MIB::ifOperStatus.l = INTEGER: up (1)

SilverCreek SNMP 7 X k X/ — k

SilverCreek SNMP 7 2 h A A — N &fEiHT 5 L. 774 ~— | MIB 3 X OHEHE MIB 72 6,
SNMP (ZHEHL L TWZRWER P PSNMP DR T T — 2 T&E X9, DY 7 by =7 OHEE
N—=a v &IRO URL 64 7 > a— K TXE : http://www.iwl.com/trial-downloads/
silvercreek-trial.html?Ttemid=

o7 avit, RO Ny 7 TR STV ET,

SilverCreek M =E1T

SilverCreek ¥ 7 b 7 = 7 % FAT9 2 541%. A (Start) 1>[FRXTOTOT S L (Al
Programs) ] > [SilverCreekMxEFffi (SilverCreekMx Evaluation) ]>[T X FRA—k&EY—L
#3317 (Run Test Suiteand Tools(Start Here)) ]Z3&R L £7°,

T =g UNEBIT S &L SilverCreek DA A 7 4 R L & (I, ROFERE T 2
VY=Y 4V RUBRERSINNET,

1l Ayt—v
TN T Ayt—Y
eNMS & SNMP X—U g 32—V b EDHETROYVEY SNDHZFOMD A v E—

« 11— F&iiz MIB
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http://www.iwl.com/trial-downloads/silvercreek-trial.html?Itemid=
http://www.iwl.com/trial-downloads/silvercreek-trial.html?Itemid=

*y hkD—sEBY—LOERAE |
. SilverCreek M E1T

X 2: SilverCreek D * 1 > 794 >V K9

" SilverCreek - No Agent Selected
File MIE Log Test Motification Packet Testsuite View Tools Help

M 58O LB E

Mo Agent Selected -

M
Bg

b oBE B ?

Test Suites ] MIB Testing 1 ShibdPy1 Tests for Al MBs Loadedd
Test Suite 1.0 Test Mame Purpoze |Status |Remark3 2%
12 Walk MIB=z to collect variables TNEVER FUN
| Protacol 2 122 Walk by column and scalar NEvEr FUN
A4 MEAT reguest from 0.0 MEYEr FUn
A12 MNEXT request from 1.0 nEever run T
424 Wialk and check object syrtax MEVEL LN
135 MNEXT from 2.0 TNEVER FUN
1.4 MEXT wvith arbitrary QD= never run
HE Boundary Concitions A5 MEXT wvith large instance-IDs never rin
—H Module Compliance ] MNEXT wvith padded CID= NEVEL FUN
B ShPw2c Tests for &l MBS Loades | MEXT on unrelsted tables NEever run
I SHMPYE Tests for Al MBS Loaded ATz MEXT wvith unrelsted varishles NeYer rin
I A73 MNEXT on columnar objects nEever run
) tackrd .8 GET an every variskles MEVEL LN
B SMMPy3 LISM-MIB (RFC-3414) 14 GET on pacdded ODs NEYer run
I SMMPE WVACKW-MIB (RFC3415) AR, i ok el el s S
By SMMPYE SMVMP Apps (RFC3413) < | >

& ShMPE WPD-MIB (RFC541 2)
B MIB-Il Tests(RFCA 213420110201 2020 Mo Detailz To Display
Iz IPvE IP-MIB Tests(RFC4293)

By IPvE ipForvad MIB Tests(RFC4292)
Iy IPvE TCP-MIB Tests(RFC4022)

Iz IPvE LUDP-MIB Tests(RFC4113)

|z Ciffie-Helman Key Change Tests (5]

A3 | »

I Grouping Tests as Levels (if applicable).

Ready... |Already Run | 0 |Hemaining | 55 |Passed “ Failzd “
‘v\-"amingmumnitiated“UntestednEnor| 0 |Unsupp0rted| 0 |NOF|esult| 0 fUnHesoIved[ 0 lNotInUse| 0

275367
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| #vyro—bEBY—LOFERAE
SNMP N—U33T—Uzvkaty k7v T

3:SilverCreek > —)L 4 2 Ky

# Console
File Wiew Edit

VUARMIMG: redefining OID for mib-2 A
Loading MIB BRIDGE-MIB ...

Loading MIB TOKEN-RING-RMCMN-ME ..
Loading MIB IP-MIB ..

Loading MIB TCP-MIB ...

Loading bIB UDP-MIE ..

Loading MIB RMOR2-MIB ...

Loading MIB IP-FORWARD-MIE ...

Loading MIB SMPw2-TC .

Loading MIB SMMP-USK-DH-OBJECTS-MB ..
Loading MIB HOST-RESCLURCES-MIB ..
Loading MIB HOST-RESCURCES-TYPES ...
Loading MIB RMON-MB ..

Loading MIB IF-MIB ...

Loading MIB SMMP-FRAMEMNORK-MIB ...
Loading MIB SWP-MPD-ME ..

Loading MB SMMP-TARGET-MB ...

Loading MIB ShP-MOTIFICATION-RMIE ...
Loading MIB SMWMP-PROXY-MB ...

Loading MIB SMMP-USER-BASED-SM-MIEB ..
Loading MIB ShWP-WVIEW-BASED-ACM-MIB ..
Loading MIB SPw2-Th ..

Loading MIB SMMPw2-MIB .

Loading MIB TRANSPORT-ADDRESS-MB ...
Loading MIB ShbdP-COMMUNITY -MIB ...
Loading MIB EtherLike-ME ...

Loading MIB SMMP-USk-AES-MEB ..
Loading MIB INET-ADDRESE-MIB ...

Loading MIB TCP-MIB ...

VARMIMG: redefining OID for top

Loading MIE UDP-MIE ...

WARMMG: redefining OID for udp

Loading MIB IP-FORWARD-MIE ...
VIARMIMG: redefining OID for ipForward
Loading MIB IP-MIB ...

VARMIMG: redefining QID for ip

VUARMIMG: redefining CID for icmg

Conzole dizplay active (Tol5.4.4 7 Tk 4 .4)
(SiverCreekix) 1 %| -

275376

SNMP /\— 3 31—z DY TPV T

SNMP X"—T g 3xx—Vx hDEy N7 v 7 %2179 FIETKRDO LBV TT,

ATy 1 [Z74)L (File) |>[HLLWI—C Y FDOERE (New Agent Setup) [DNEIZERIR L £ 9,
RORNX, FHLWT—Y = b EERT 5 HEEZRLTOET,

SNMP A—2 33 V—LEAHA K ]



B ssweri—vavsz—vroroty b7y

4:[New Agent Setup] 54 7 AT Ry o R

I New Agent Setup

*y hkD—sEBY—LOERAE |

Address and Potts

Hostname or [P &ddress 1722362198

Optional Configurations

Category Additional SHMPwY3 Config
El Local Interface Agent's EnginelD
E] Time Out and Retries tgent's Context Mame

[E] Motification Config

El MB walking Output File
E] &dditionsl SHMPY3 Config
El IPv4 ar IPvE Transport

Agent's Cantext ID

Protocols

ShitP+3 Parameters -

Uzer md53des ﬂ
" ShMPy ]

To Derive Keys using Diffie-Hellman, please click here... LJ
[ SNMPv2c

Auth Pass mysecretpass j Algarithm
* SHMPY3 = .

Priv Pazs passphrase j Algarithim

x| Part

161

Hbd 2, C-hADS
CBC-3DES

Le]le]

Ok | Feset | Cancel

2754

ATV T2 RAMERIZIPT FLA, A= &, BIOSNMP X—2 g 3T A= A LET,

KORNCRT EHIT, =—V v "IN,
NS SNMP 7 A M AL — hE2RITTEET,

Il SNMP A—C 3 3V—LEBAKHA K

FAOANA DT A N AL — K (TestSuites) 1% 7
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B 5:##xiEH SNMP T—2 = > FHRIR STz SilverCreek DA A > ™04 > K9

" SilverCreek - authPriv - Connected to : Cisco Adaptive Security Appliance Version B.2(0)227

File MIE Log Test Motification Packet Testsuite View Tools Help
P OB EERY £ €% G|
L€ 0 LI (ReREil
authPriv - Connected to ; Cizco Adaptive Security Appliance Yersion §.2(00227 [172.23.62.198 SMMPw3]
Test Suites ] MIB Testing 1 ShibdPy1 Tests for Al MBs Loadedd
Test Suite 1.0 Test Mame |Purpose |Status |Remark3 2%
¥ 12 Walk MIB=z to collect variables TNEVER FUN
() Protocal 3 122 il by column and scalsr MEVER LN
= A4 MEAT reguest from 0.0 MEYEr FUn
1 MEXT 132 MEXT request from 1.0 MEYEr FLn T
1w GET 424 Wialk and check object syrtax MEVEL LN
135 MNEXT from 2.0 TNEVER FUN
HE: SET B 1.4 MEXT wvith arbitrary QD= never run
-+ Boundary Concitions A5 MEXT wvith large instance-IDs never rin
HE Module Compliance ] MNEXT wvith padded CID= NEVEL FUN
By SHWPv2c Tests for &I ME 1.1.7.1 MEXT on unrelsted tables NEever run
B SMMPY3 Tests for All ME: ATz MEXT wvith unrefsted \:farlables NeYer rin
A73 MNEXT on columnar objects nEever run
E}_D Standary .8 GET an every variskles MEVEL LN
By SMMPY3 USM-MIB (RFC-3 14 GET on pacdded ODs NEYer run
BTy SMMPY3 VACM-MIB (RFC: o ok Sl LS o
BB ShMPY3 SHMP Apps (RFC < | B
E—T2y SMMPY3 MPD-MIB (RFC34 '
F—y MBIl Tests(RFC1 2135201 Mo Detailz To Display
F—y IPvE IP-MIB Tests(RFC429
[J_% IPvE ipFarvwad MIB Tests(
BTy IPvE TCP-MIB Tests(RFC4
F—T2y IPvE LUDP-MIB Tests(RFC4
W&y Diffie-Helman Key Change 3
] ! 2
I Grouping Tests as Levels (if applicable).
authPriv - Connected to : Cisco Adaptive Security Appliance Yersion 8.2(0]1227 Success |Already Run | |Hemaining | ] |Passed n Failed n E
‘v\-"amlngmUnmmated“UntestednEnor| |Unsupp0rted| 0 |NOF|esult| 0 IUnHesoIved| 0 lNotInUse| 0 E

MIB @ O— F & HIBR

MIB % 12— RE X CHIFRT 2 FIEIIKR DO LB T,

>l

ATy 71 MIB O — REXOHIRE FETT 9541, [MIB]>[MIB®
HIRL £,

ATv T2 n—RLEMIB%#ERTHH5F, [B— REFEHAEY 2—/LDFER (View Loaded Modules) 1% 7 U v 7 L
i‘j‘o

MIBZ 7 A /ViZT_XT, T 74/ DOmibsT 4 L7 FUNIZRFETEET, 20T 47 MU, BREE
HMIB_PATH Z{EH L TER L £,

SNMP A—2 33 V—LEAHA K ]



*y hkD—sEBY—LOERAE |
B =+ zx1—ro=xm

6:[Load and Delete MIBs] % 4 7 O iR R

Load and Delete MIBs

Load Mew MIB Files
“iew Loaded Modules
Delete Definition Files

Do nat Display MB Loading Warnings . | understand wwarning messages
may need to be fixed to achieve best interoperabitty .

MIB Loading Options

- lgnore Some critical errors if possible and continue to load.
| wwill fie thoze MIB errors later.

MIB Loading Tips

1) The Lacation of MIB Database:
You can maintain all your MIB files in the default directory "mibs" or in one or more
directories defined by the environment wariakle "MIB_PATH". The path can contain muttiple

Definition files generated from
MIB Compiling in:

CPrograrm
FilesArtefiorkinglakbsSikercy
eekixinibs

AMA-RTPROTO-MB.defs 3
anaiftype-mib . defs
fc1155-RFC1155-5M.dets
fo1157-RFC11S7T-SMMP defs
o1 213-RFC1 21 3-MB dets
1c1493-BRIDGE-MIB defs

o1 51 3-TOKEN-RING-RMOMN-ME
1c2011-IP-MIB defs

fo201 2-TCP-MB.defs

1201 3-UDP-MIB defs

1c2021 -RMOM2-MIB defs
fc2096-IP-FORWARD-MIB defs

directarias. To2575-SMMPy2-Shl defs

fo2579-SMMPY2-TC defs

27 86-SMMP-USM-DH-0OBJECT
fc2730-HOST-RESOURCES-MIB
o281 9-RMOMN-MIB defs
fC2863-IF-MIB defs

13411 -SNMP-FRAMEWORK-MIE
o341 2-SMMP-MPD-MIB cetfs
fe341 3-SMMP-TARGET-NOTIFIC
o341 4-SMMP-USER-BASED-Sh
o341 5-SMMP-YIEW-BASED-AC
o341 6-SMMPY2-POU dets
o341 7-SHMPY2-Th defs
fC3418-SMMPY2-MIB defs

o341 9-TRANSPORT-ADDRESS
TC3584-SMMP-CORMMUNITY -MIB
1c3655-EtherLike-MB defs
fC3826-SMMP-USM-AES-MIB de
fo4001 -INET-ADDRESS-MIB def:

2 Adding Multiple MIBs:

You can load muttiple MIBs automatically st startup by dropping all of your uncompiled KMIB
files into the MIB location (you may specify desired file name extensions to fiter non-kIB
files using Tools-=Options-=Misc) or select multiple MIB files when wiorking with GUI.

3) The Order of MIB loading:

You can losd any number of MIBs without worrying about the loading order and the tool
will figure out the DID tree automatically. MIB files are loaded in the alphabetical order of
their file names internally. For example, ric] 0mib would be loaded before ric 1 mib. If you
load two MIB files that define same object, the last loaded definition will take precedence.

Close

p3 ! it (8

275387

TAMRA—FDEFT

T A b AL = b2ETTLFIHTRO L EBY TT,

ATFYT1 AA T4 RUDEMSRA L TTA AT Y MIB-II 72 F) RN L F1,

HRARA T, BIR LT AN BT IAVICR LTEITTEDT A IR Y R MFEREN, FTEAA 21T
T A NDFEEMNERINET,

ATV T2 1 DFEIFEEOT A R %I L, [Run All or Selected Tests] #27 U » 7 LET,

[Status] FNZT A FNDAT—H ANREFRINET, £V 4> RUDO T, EI783n727 A b, Rz
KET LT AN, BESRIHESNTET A M EORENRFRINET,

Il SNMP A—C 3 3V—LEBAKHA K
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\

7:BIRULI=T A MHBRTRENTULD SilverCreek DA A > )42 K

Frvooant [

" SilverCreek - authPriv - Connected to : Cisco Adaptive Security Appliance Version B.2(0)227
File MIE Log Test Motification Packet Testsuite Wiew Toaols

Help

M

T

Bg

L0

PEERv L ODEEE?

Test Suites ] MIB Testing 1

Test Suite 10.0

Lﬁ}; Module Compliance A
E—y SMMPv2e Tests for Al MIE
-T2y SMMP3 Tests for Al MIB:

] Standard
BTy SMMPY3 USM-MIB (RFC-3
BTy SHMPY3 Y ACM-MIB (RFC
BTy SHWPYS ShMP Apps (RFC
F—T2y SMMP3 MPO-MIB (RFC34
BBy MBI Tests(RFC12137201

—HE System Group

—H P Group

—+ ipCidrRouteTable
—HE ISP Group R
—H TCP Group

—HE UDP Group

3 SNMP Grougp

BTy IPvE IP-MIB Tests(RFC429
BF—T2y IPvE ipForwad MIB Tests(
BTy IPvE TCP-MIB Tests(RFC4

i ! &

I Grouping Tests as Levels (if applicable).

authPriv - Connected to ; Cizco Adaptive Security Appliance Yersion §.2(00227

[172.23.62.195: SNMPv3]
MIB-Il Tests(RFC121 3201120125201 3/2096) -- Interfaces Group Group

Test Mame
0141 Scan ifTable
f0.1.2 Check itSpecific
013
01.7
£

|Purpose |Status Remarks

Table entries match expecter
TSpecific roves point to valid b
Determine device interface UMIMITIATED  This test is unavailable in Evall
Check ifOutOctets and ifOutUcastPkis coUMIMITIATED  Test 10.1.3 must pass hefore

Mo Details To Display

Feady...

|Already Run | 4 |Hemaining | 0 |Passed n Failed n

‘v\-"amingmumnitiatednUntestednEnor| 0 |Unsupp0rted| 0 |NOF|esult| 0 }UnHesoIved| 0 lNotInUse|D|

275410

VT DEMIE

TNy TN T H5E1, [Y—IL (Toals) | >[4 73> (Options) |DIAIZER L £,

SNMP A—2 33 V—LEAHA K ]
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8: [Options] 54 7 AT Ry Y XD [Debug] 3 7

Debug ]Display | Test | Journal | Matification | Misc |

Packet trace wil be output to Console vwhen you run selected test(s) or issue SNMP commands.
-Sent Packets
[ Packet Summary - Summarized form of packets sent by SilverCresk Evalustion
[ Packet Watch - A5M.1 pseudo code of packets sent by SilverCreek Evalustion

[ Packet Debug - HEX dump of packets sent by SiverCreek Evaluation

Received Packets
[ Packet Summary - Summarized form of packets sert by the agent
[~ Packet \atch - 2501 peeudo code of packets sert by the agert

[~ Packet Debug - HEX dump of packets sent by the agent

Ok | Cancel

275379

WORNZEREINTWDEDIE, Ty TRENI2 > TWDTZDT A SOEITITIHEFEN N D Lo N
BROEERX ¥ — T,

Il SNMP A—C 3 3V—LEBAKHA K
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One or more debug options are enakled.

Running tests in batch mode with debug options turned on will substantialy slow down the
automated testing process,

You can dizable debug options using Yiew-=Packet Trace menu if vou don't intend to run batch
tests in debug mode.

Save.. M

275418

WKDOKIZ., TRy T A ve—UNERENFay V) — A EATal Ry 7 2R LELOTT, 25D
A=V T A MEFETLIEBICERSNET,

SNMP A—2 33 V—LEAHA K ]
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B veosxt+

10: T\ 5 AyvE—URRESNFaA0Y—ILEATATRY IR

' Dptions

Debug ]Display | Test | Journal | Matification | Misc |

Packet trace wil be output to Console vwhen you run selected test(s) or issue SNMP commands.
Sent Packets
[ Packet Summary - Summarized form of packets sent by SilverCresk Evalustion
[ Packet Watch - A5M.1 pseudo code of packets sent by SilverCreek Evalustion

[ Packet Debug - HEX dump of packets sent by SiverCreek Evaluation

Received Packets
[ Packet Summary - Summarized form of packets sert by the agent
[~ Packet \atch - 2501 peeudo code of packets sert by the agert

[~ Packet Debug - HEX dump of packets sent by the agent

Ok Cancel

275379

MIB®DTX bk

MIB #7 A T 2 FHIFKRD B Y TH,

ATFY TN AL T4 RUDEMAA ZHD [MIB Testing] ¥ 7% 27 U v 7 LET,
H— RE, 7 A MUEMTRER TR TOMIB EY 2 — A RRRSNET,
RTY T2 TAIPRERMIBICHIET DA T ar R 220 v 7 LET,
ATV T3 LA T, FITTIMEOH DT A MEBIRLET,
T A MDA LOFEMD FEASA SRR S NET,

Il SNMP A—C 3 3V—LEBAKHA K
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11:MIB DT R +DEMMNRT STz SilverCreek DA A > ™94 Ky

" SilverCreek - authPriv - Connected to : Cisco Adaptive Security Appliance Version B.2(0)227

File MIE Log Test Motification Packet Testsuite View Tools Help

20 LeEE8v L ! QB ?

authPriv - Connected to ; Cizco Adaptive Security Appliance Yersion §.2(00227 [172.23.62.198 SMMPw3]
—Tests to Run for the Selected MIBs with SHiMPy 3

M
Bg

Test Suites MIB Testing ]

Select MBs to Test

Groups: ¢ AllTestz ( NEXT ( BULK (" GET ( SET  Boundsry Condtions ( Module C

Al | MIE Module ": Test Mame Purpoze |Statu3 Remarks 48
[0 | BrRIDGE-MB e 5.1.21 Walk MIB to collect variables 1See "Details for Test 34 2
[ EtherLike-MB |5.1.2.3 Walk by column and scalar G0t consistert resuls wh
O HOST-RESOURCES-MIB 2111 MEAT reguest from 0.0 kA ent returned ShidPy2-h
[} F-MB 2112 MEXT request from 1.0 anent returnedd ShibdPryz-h
O IP-FORWARD-MB |5.1.1.3 MEXT reguest from 2.0 3o variahles lexi-greater th
O P_MIE |3.1.2.2 Walk and check ohisct syntax i=ee "Details for Test 34.2
O RFC1213-MIB |3.1.51 MEXT wyith arbitrary QIDs 3= 3020 of 3020 terations pa
| RMON-MIB |3.1.3.2 MEXT wvith large instance-IDs UMIRITIAThis test is unavailable in E
[ RMOMN2-MIB |5.1.3.3 MEXT wvith padded CIDs UMIRITIAThis test is unavailable in E
[ SHMP-COMMUNT ¥ -MIB |5.1.41 MEXT on unrelated tables UrIRITIAThis test is unavailable in E
O SHMP-MPD-MIE |5.1.4.2 MEXT wvith unrelsted variables UMIRITIAThis test is unavailable in E
O e L S ] S Fooen S|
Ol | SNMP-PROXY-MB i ! e
[wl SHMP-TARGET-MIB Grouping by Test Levels: © Basic Level ( Intermediate Lewvel  Advanced Level
SHMP-USER-BASED-SM-MIB
| SHMP-UEM-DH-OBJECTS-MIB {
| SHMP-YIEW-BASED-ACH-ME Detailz of Test 39.2
E fggm;"""a Details of Test 392 _ -
i 3.9.2 The purpose of this test iz to detect objects defined in the loaded MBS but are not returned by the
| LIDP-MIB agent during the MIB walking.

If the ohjects not implemented were found then a Warning is reported with @ list of not-found okbject
name on the defined MIB walking scopes. Note: mizsing objects in the agent are not by default
conzidered as & failure. The user should inspect the results and determine if # is in fact an error. The
deprecated or ohzoleted objects are not reported. The not-accesszible objects are not reported.

 ErterprizeMiBs (¢ Stancard MBS [UMIMITIATED] Remarks: This test iz unavailable in Evalustion Edtion

|Already Flun| 83 |Hemaining| 0 |Passed Failed n §
‘v\-"amingmumnitiatedmUntestednEnor| 0 |Unsupp0rted| 0 |NOF|esult| 0 IUnHesoIved| 0 lNotInUse|D|§

Feady...

MIB JSOH~ADT7HI 1R
MIB 77 UHFIZT 7 v AT HFEIFKRDO EEBY T,

AFYT1 AL 4 FT, [MIB]>[MIBFS ™S4 (MIBBrowser) |23&R LT,

MIB 77 ¥ #EHT 5 L. MIBOfEBIR—Y VFRBIR L2V —DU 3 —0 72, =—U = bD
MIB (ZxF LT &0 M WERER FTRE T,

SNMP A—2 33 V—LEAHA K ]
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12 : [MIB Browser: Local MIB Tree Mode] 54 7 A4 w9 X

' MIB Browser: Local MIB Tree mode - tree reflects locally loaded MIBs

File Wiew Operation

— Toaol Made: Lacal MIB Tree - : 3 . % § E
@ :standard [0] - -
[Z] :registration-authorit:

(2] member-body [2]
S |

‘ Ho. i\| OID-Hame | Syntax ‘ Value ‘ Full_OID

— @ =ysDesc

|
— @ =ysChjec I

— @ =ysUpTir
— @ =ysCont:
— @ =yshlame
— @ =ysLoca
— i =ysServi
— @ =sysCRL:
E]—& y=0RT:
H—(_7] interfaces ¢ |
(2] at [3] —
H—( ] ip (4] i
H—(_ ] icmp [5) —MIB Info - i
]]:% LCdF:][F?]] Descriptor: SHMPy2-WIB: sy stem
]—D eop [8] Synita; i, ACcess: not-accessible
(] transmissic ol 1361211
H—(_ 7] =nmp [11] o
t—(~] rman [16] Indlex: abject:
H—(_ ] dot1 dBricy
F— T hnst 1251 | % Index instance:  Click an & row to display ..

= —

|

e 8 B oy B e B o B B e B g By B B B e

275303

Ready... I

ATv 72 HBOOID (iso.org.dod.internet. mgmt.mib-2.system) £ TAZ a—/L L [system] &4 27 Vw7 L, YV I—
BV =T HIDDF T a s BRIRLET,

FHI~A 2 MIB OB BRERNEREINE T,

Il SNMP A—C 3 3V—LEBAKHA K
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13: MIB D3 BRiER A KT S - [MIB Browser: Local MIB Tree Mode] 54 7 Q5 R v 49 X

' MIB Browser: Local MIB Tree mode - tree reflects locally loaded MIBs

File Wiew Operation
— Toaol Made: Lacal MIB Tree - 1 g g § E
@ :standard [0] »
@3 :registration-authort: ‘ lo. a| oID-Name |ﬁmtax ‘\J’alue ‘ Full_oID
(2] member-body [2] | | I
= | 1 | sysDescr 0 | DisplayString | Cisco Adaptive S 1.3.6.1.211.1.0
| 2 | sysChjectD.0 | ChjectlD | 136141841 .B?i 136121120
| 3 | sysUpTime .0 | TirmeTicks | 252500 | b ocH e B B M
] | 4 | sysContact | DisplayString | harid | 136121140
—' S‘)"SDESC | B | syshame.0 | DizplayString cizcoasa | g oG e e g i
— @ =ysChjec T i
— @ =ysUnTir | G | aysLocation.d | Dizplay=tring | o | 136121160
— Cort
& =r=cot - INTEGER
— @ =yshlame
— @ =ysLoca |
—' ayaaryi x
sysORL: ‘
B | 4| sy=ORT: 14
B[] interfaces <
B0 at [3]
B i 4]
B icmp [5] —MIB Irfio -
B tep (6] o :
Descriptor: ShibdPy 2-MIE: sy stem
B uda [7] kE .
B[] 2op (8] Syntax: i, Accesz not-accessible
B transmissic ol 13612141
B snmp [11] P,
(=] rmon [16] Indlex: abject:
(2] dat1 dBricy
T hast 1251 | ™ Index instance:  Click an & row to display ..
E I >
Ready... n
o

GE) SNMP MIB (2 H S35 RIEEHR-DOEED 1 A MIDWTIE, Cisco ASA5500 > U — XD Y J—2R
J—hFESRLTIEEN,

BERI LSy T Avt—TDDRIE

W7 7 Ayt —VaRET5FIHTROLEEBY TY,

ATYT1 AL D0 KT, [@% (Notifications) | >[BHIDE=4 1) >4 (NotificationsMonitor) 1% 3R L &
ﬁ—o

RT9T2 ==V NERDOEREZET D720, [V3Inform] 227 UV v 7 LET,

ZEBNDOIAT AT Ry 7 AZZELIZ N T v T A v B—UNERII, FO FEIZIT@EBOFEMNER
NEINET,

GE)  SNMP N— 303 TliE, PBAEE R 7 v I3 EEINE T A, SO VIZSNMP N—T 503
T—V 2 G PDU LAR— R REEINET,

SNMP A—2 33 V—LEAHA K ]



B or—=rzo72r

14 : [Notification Monitor] 54 7 05 w49 X

{* Notification Monitor,

*y hkD—sEBY—LOERAE |

Received notifications will be tested against their MIB definitions. Error messages wil be printed to View-=Conzale.
Options

[v Check variable hindings W Check time window (v3) v Autherticate notifications (v3) General| W3 Trap| %3 Inform

~ Received Natifications

Order Time Matifications...
T E F-MIB:inkDo - ot 16 T
[+] [2 17:01:38. 22 [F-MIB:linkUp trap: SMMPY3 from [172.23 62198 Port: 162] User: madS3des authPriv

Dietails of Motification 1

SMMPyY2-MIBsysUpTime 00 (84686000  Syntsec TimeTicks
SMMPY2-MIB snmpTraplID .0 (F-MIBinkDown)  Syntax: ObjectiD
IF-MIB:ifindex.3 . (3) Syrtax: IF-MIB:Interfacelndex, Instance D= (3)
IF-MIB:ifAdminStatus 530 (down) Syrtax: INTEGER, Instance IDs: (3)
IF-MIB:ifOperStatus. 3 (down) Syntax: INTEGER, Instance IDs: (3)

Listening Traps from All Source Addresses
Click "Configuration' to change source fiter ..
Click rowes to see trap details

Open Log Save All Clear Cloze

275405

NTFHF—IXADTAR K

NI F—< AT A MTAFEIBIZRD EFBY T,

ATy T [Y—=IL (Tools) |>[/NT7+—T 2V REMRY—)L (PerformanceMonitoring Tool) ]% &R L7=1%.

FATT D

FE ([Walk (get-bulks)] 72 &) Z@IRL, A7 V=2 MEANLET, SESEha~vr ReikL

FATTHTEMTEET,

AT w72 [Send Synchronously] 7 VU v 7 L %79,

I L 72 SNMP OEMEDRBIMG S ET, FERITHIT 4 > FUICERRINET,
WORFITIL, ifType ZEH L, #EZ AV KT Zm4, 510 Z#EH L ET,

Il SNMP A—C 3 3V—LEBAKHA K
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IPswitch WhatsUp Gold ]

15 : [Performance Measuring] 54 7 Q5 R v 49 X

I pPerformance Measuring

"Send Synchronously™ a reguest is sent only after the response for the previous request has been received. This is
the most commonly seen mode of SHNMP communication.

"Send &zynchronously": reguests are sent continuously without watting for the responses coming in first for the
previous regquests . YWhen round-trip time is significant asynchronous made should be much faster than synchronous

mode, ¥ou can adiust the maximum number of reguests sent in s burst to make sure the sender does not overrun the
agent under test.

Resufts are tab delimited sa that it can be imported into spreadsheet application such as Excel.

Select a SMMP Operation to add to the list of commands to messure performance:

et Setl Ne)dl Wialk (get-nexts) | Bulk | Walk (get-hulks) Clear All

ulkwealk +10 - 0 1
ifType

Load Commands J Save Commands J

[‘2‘6—' Maximum number of requests sent in an asynchronous burst,
Mote if this value is set too high the agert may drop requests.

Send Asynchronously Send Synchronously I Cancel J

275408

IPswitch WhatsUp Gold

Ipswitch WhatsUp Gold (%, > RV —Z7 K, SNMPE=% U 7 BIXOSNMPKR—V 7
BATZDFy NT—JEHY 7 MU 2T T, 2OV 7 by xT OEEN—Y 3 & ROURL
MO A D a— R T& E9 : http://www.whatsupgold.com/products/download/

o7 vavid, RO ME Yy 7 TR S TOET,

Ipswitch WhatsUp Gold O #C

Ipswitch WhatsUp Gold 7 7'V /7 — 3 a U A RET 254X, [FE (Start) 1>[TRT S A
(Programs) ] > [Ipswitch WhatsUp Gold 12.3] > [WhatsUp Gold] DJIEIZi#R L £,

PRy RT =T 2 AT O—=TDAAL T 4 RURERRENET,

SNMP A—2 33 V—LEAHA K ]
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*y hkD—sEBY—LOERAE |

B svwez—o:o rogmmen

16: 7y b7—9 THRTO=SDAL Y D4V FD

[ Ipswitch WhatsUp Gold v12.3 - [Network Explorer - Dynamic Group Examples] = |E||i|
E File Edit ‘iew Configure Tools | Reports  Window  Help i ||5| Iil
B 5 || ]
- = Display Mame = | Host Mame Address Device Type Sl

T Device Graups | P 1Cizen Devices
m My Networ.k ' P 1Campletely down devices

E:I All devices (dynamic group) E]Devices collecting CPU .

2] 8 routers (dynamic group) P 1Devices callecting Disk ..

(] Dynamic Group Examples P 1Devices callecting Interf...

E]Devices collecting Mem...
P Devices collecting Ping ...
EIDevices in maintenance ...
EDevices with at least on...
P 1Devices with SHMF cre...
z] Devices with windows ...
ZI Devices without credenti...
EIDevices without SMMP .
Devices without Windo...

[ Freouertly polled Perfor

EI Printers
m Unacknowledged Devices
P 1windaws Devices
a Device Tupes [Basic) 1 I I ﬂ
& Device Types [Advanced] 4 Device ViBWI s Map View I S @B D
Ready 4

SNMP T—<> = > FDEEEM

SNMP = — = N & H7-IZBINT 2 FIEIRO LB Y T,

AT9T1 [T74) (File) 1>[#FR (New) 1> [#FHLULVTF/N4A X (New Device) |DIEIZERIRN L F 7,
B LT oA 203800 (Add New Device) | A T RV HRy 7 ANERINET,
[ 17: [Add New Device] 4 7 A5 Ry 45 X

x

IP address or host name of the new device: Advanced. .. |

|
| Ok
Example: 192,168,200, 123 or ww. somedamain. corm

Cancel
¥ add device immediately without scanning

lad;

Help

ATy T2 IPT RLAERITIARA N EADLET,

RFY T3 FAL REBEMLES, ROBISRET L 910, [& (Genera) ]S4 VT /SA ADT0AF 4 % ASIL
=

275308

. SNMP /A—2 3 U3 Y—J)LEAHA K



| #yvbro—vEBY—LOBERAE

snmp i—oav3s Ly onnen

18 : [Device Properties] 4 7 Q71K v 9 X

® pevice Properties : 172.23.62.198 1[

Display name; Device type:

o

= =<
. Polling tyvpe: @

.U‘.I Active Monitars i (TcPiLDR) =l -

Pall using: IWorkstation o I

{°) Pasivebionib
"LJ SRS Inddress (1P Address) j
L_fcs! Ao Host: name: (DN name)
| 172.23.62.198
-e Credentials Address; (IF Address)

| 1722362, 195

@ Paling

—=} Additional Metwark Intetfaces. ..
j MNaotes

I
“ enu
Attributes
O, Cancel Help

275381

SNMP/\—2 3230 LT v)LMEM

SNMP X—T g3 3 7 LT oy Va2 BNMT5FETKDOEEY T,

ATy T a7 A FH (Credentials) |V > 27 %27 U > 27 L, SNMPT /XA ADAT V=7 NIDIEHREA LET,

SNMP /A—2 3 >3 V—)LEBAHA K .
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B swes—vasssLFoorinem

19:SNMP 5 LT > > % LHYR R S 11z [Device Properties] 4 7 ARy 9 R

® pevice Properties : 172.23.62.198 1[

—— Credentials

\Windows credentials:

, i} Active Maonitars |
= I (Mone) j At
rg PR L SMMP w1 w2 v credentials:
bt

i I (Mone) j __I
L:‘f& Actions

(] -e Ciedentials
—— SNMP
@ Paling

Device Object ID: {(OIDY)
iz j Hotes system

I
“ enu
Attributes
O, | Cancel | Help |

275378

AT w2 [SNMP vIN2N3T 7 A L 1EH (SNMP vI/V2/v3 credentials) | K2 v 7 H 0 2 NORICHDRE %7
Vo7 L, 2—%—4, @RET7 NIV XA, B b7 33U XA BILUOGEGE LB S bOZ 2 i
THNRNAT—=REZANNLT, [OK]Z227 U7 LET,

20: [Edit SNMP v3 Credential Type] 54 7 A5G Ry 9 X

Edit SNMP ¥3 Credential Type: mdSdes x|
Manme:
nd5des
Descripkion:
I mdSdes
Usernarme:
I mdSdes
Conkext:
Authentication ———— Encryption
Protocol; Protocol;
ivos =] e =]
Password; Password:
Cancel
| (111121l ] | (11112 1]] ] |
Help
g
b

. SNMP /A—2 3 U3 Y—J)LEAHA K
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SNMP /\—23>30 LT

21: [Credentials Library] 4 7 O R v 49 X

Credentials Library I

= | Description

Ij public:

Generated Credential Type

Edit...
SHMP w1

Copy...

Delete. ..

fiee

4
Cancel

Help

i

275377

KORIL, Fy N —27 FIGEMENT SNMP X— 5 03 /) — RBRERINTWAHE T,
M 22:8MENnt- SNMP/A—2 3> 3

[ Ipswitch WhatsUp Gold v12.3 - [Network Explorer - Dynamic Group Examples]

E File Edit ‘Miew Configure Tools Reports  Window  Help

J—FHRRRSINTVDFRY FI—Y THRTO—-F 942K

=0l x|
=13 x|

% | & |

‘Q il

'Eg Device Groups
[ My Mebwork,
2:] Al devices (dynamic group)
-2_'] All routers (dynamic group)

| Crvnamic Group Examples
--{#7] Cisco Devices
@ Completely down devices
@ Devices collecting CPU perform
@ Dewvices collecting Disk perform.
{77 Devices collecting Interface pei
@ Devices callecting Memary perf
@ Devices collecting Ping perform
7] Devices in maintenance mode
--{77] Devices with at lsast one down
-{77] Devices with SMMP credentials
--{77] Devices with Windaws Credent
-{77] Devices without credentials
-{77] Devices without SHMF crederti
--{77] Devices without Windows crede—
@ Frequently polled Performance

- {#7] Printers _|;|
3

il

a Device Tupes [Basic)

a Device Types [Advanced)

& | Host Mame Address

Display Mame

Device Type Sl

E Cizgco Devices

@ Completely down devices
E] Devices collecting CPU .
ZI Devices collecting Disk ...
EI Devices collecting [nkerf...
E] Devices collecting Mem...
P Devices collecting Ping ...
EI Devices in maintenance ...
E Devices with at least on...
P 1Devices with SHMF cre...
z] Devices with windows ...
ZI Devices without credenti...
EI Devices without SMMP .
Devices without Windo...
E Frequertly palled Perfor. ..
EI Printers

m Unacknowledged Devices
P Iwindaws Devices

1 |

i Device Viewl 2k Map View I

Ready

voennemn ]

SNMP /A—2 3 U3 Y—ILBAHA K .
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B whatsup Gotd Web 1 > 5 — 7 =1 RO ERAE

WhatsUp GoldWeb 1 >3 —J = 4 RDERAAE

WhatsUp Gold 7 7'V &r—+ 2 w2 #E#ET 2 FIRIZKR O LB TT,

ATy 71 [Bth (Start) 1>[FA4 5L (Programs) ] > [IpSwitch WhatsUp Gold v12.3] > [WhatsUp Gold Web 4 >
22— x4 X (WhatsUp Web Interface) |DIRICER L ET, ZOHFTNG SNMP N—T 2 2 3D 4 —
IRIVR—V T E2I T TEET,

ATv T2 WOKL, [##lve 74 > (Initial Login) 1]V 4>~ RUERLTWET, 774/ hOa—H—ZF LU
AU—FK ( ladmin) ) Z A LET,

X 23: WhatsUp Gold Web { >3 —J x4 ROAYTA > 74 KD

% Login - WhatsUp Gold - Mozilla Firefox =] 3]
Fle Edit ‘iew History Bookmarks Tools  Help

@' = c x b |Q|http:HlZ?.D.U.1:SD8D,I'NmConsuIE,I’CDreNmJ‘Usem’DIgUserLogln,l’D\gUsErLogm.asp B |'|Google /':‘

@ Most Visited ’ Getting Started oo | Latest Headlines |j Customize Links |j Free Hotmail |j ‘windows Marketplace |j Windows Media |j wwindows

| Q Try WhatsUp Gold Yersion 12,4, volP, ... | | l -.' Mozilla Firefox Stark Page %] | & Login - WhatsUp Gold B I IT

L IPSWITCH

&@\WhatsUpGold

Premium Edition w12 3.1

User name:

|
Pasgword

Start page:
IWhatsUp Horme YWarkspace j

Lagin

Evaluation License: 30 days remaining

IPSWITCH

The 'admin’ password has not yet been changed. The default usemame and password is: 'admin’. Once you login you can
change your password on the Preferences dialog. To do this, after you login you can:
1 Click the 'S0 menu in the ton laft J

| Done ’? 4

275419

WORX, 22—V =R s LIRICERIND [A—ALTU—27 A~X—A (Home Workspace) |31 > %
ALTWET,

. SNMP /A—2 3 U3 Y—J)LEAHA K
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24 : WhatsUp Gold 0 [Home Workspace] XA >

WhatsUp Gold - Home Workspace - Mozilla Firefox | - ol x|

Fle Edit ‘View History Bookmarks  Tools  Help

@' = c }{ b |@|http:”lZ?.D.D.1:BDBD,l’NmCnnsnIE,l’WnrkspacE,l’HnmeWnrkspace)’HnmeWnrkspace‘asp Y I

Gongle )7 g

@ Most Visited ’ Getting Started oo | Latest Headlines |j Customize Links |j Free Hotmail |_‘] ‘windows Marketplace |j Windows Media |j windows

| Q Try WhatsUp Gold Yersion 12,4, WalIP, .. | | l -'.' Mozilla Firefox Start Page i | & WhatsUp Gold - Home Workspace ﬁ I |T

Remember | Mever Far This Site Mot Kaw | ﬁ

Home Workspace .
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Welcome to your WhatsUp Gold Home Warkspace. We have

pre-configured this space with the Waorkspace Reports we think

are useful as a starting point for your daily netwark ronitoring
Tokyo The Home Warkspace is designed to house the Workspace

3 Traceroute Reports you need most visible and is customizable to cater to

o2 Lockip your own specific monitoring needs. Your Hore Waorkspace

containg 3 views: General and Problem Areas 1 and 2. You can

=2 SNMP MIB Walker expand your workspace views by adding more Workspace
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B SHMP MIE File Explorer
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(] maC Address f th display the WWaorkspace Reports he or she feels are necesszary to
) Diagnastic map their personal monitoring needs. As with full reports, Group
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25: [SNMP MIB Walker] » — 21— # 73>

JWhatslp Gold - Home Workspace - Mozilla Firefox ol x|
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User Orientation
o E A Welcome to your WhatsUp Gold Home Warkspace. We have

5 n‘_’dun i, 1 pre-configured this space with the Waorkspace Reports we think
F ey . are useful as a starting paint for your daily netwark manitoring
= £ Fng Tokyo The Hame Warkspace is designed to house the Warkspace
z 12 Traceroute Reports you need most visible and is customizable to cater to
e oF Lookup your own specific monitoring needs. Your Hore Waorkspace
e containg 3 views: General and Problem Areas 1 and 2. You can
=2 SHMP MIE Walker expand your workspace views by adding more Workspace
B SHMP MIE File Explorer Reports or removing the reports you do not need. L
- s, Each YWhatsUp user can configure their own workspace views to
(] maC Address of this display the WWaorkspace Reports he or she feels are necesszary to
4 Diagnostic frap their personal monitoring needs. As with full reports, Group
Access Rights apply to Workspace Reports that require a device
. B e oy 2 vreb Performance Maritor group or device to be selected. Only users with access rights to a
e i ey L B8 Weh Task Manager Menu specific device or device group will be ahle to select that device ar
&) Active Discovery Log group for a warkspace repart
(@ General Error Log I Navigz_atmg through the Web interface
 Health I Learn_lng about Wo_rkapaces )
. I» Creating access rights for a device group
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Top 10 I» Monitoring Perfarmance Data in Real Time
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| jawascript:; ,? A R

ATYFT2 2y hT—2Y—/L®[SNMPMIBY #+—7 (SNMP MIB Walker) ] %A 7 1 7R 7 AT, IROEHRZE N
HLET,

e T —Vx hDIPT RLVAEZITIHRA M
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26 : [Network Tool: SNMP MIB Walker] 4 7 A5 Ry 4 X

i Network Tool: SNMP MIB Walker - Mozilla Firefox Il =00 x|
I @ ‘http:p’,l’lZ?.D.D‘1:80ED,I’NmConsoIep’CoreNmfToDIsfDIgM\bWaIker,iDlgMibWalker.asp ﬁ“?
=3 Network Tool: SNMP MIB Walker @ MibFileExplorer =& MibWalker q;J
Address or hostname: Credentials:
|1?2.23.62.198 ,_I | md5des [SMNMPW3) j
LI Eiter _Adganced...|
|5ﬂmpTargetMlB | WWalk
S
3
| Done -~ (5

ATv T3 [Wak] &7 U7 LET,
ROKIF, Vr—2FREY ) =B TRLTWET,

SNMP A—2 33 V—LEAHA K ]



*y kD—sEBY—LOGERAE |
B snwemiB Er-omoyr—2

27 : [Network Tool: SNMP MIB Walker] IV ') — X THRESNE=94+—9 D#EER

i Network Tool: SNMP MIB Walker - Mozilla Firefox =10l x|
I @ ‘http:p’,l’lZ?.D.D‘1:80ED,I’NmConsoIep’CoreNmfToDIsfDIgM\bWaIker,iDlgMibWalker.asp *
=3 Network Tool: SNMP MIB Walker @ MibFileExplorer =& MibWalker @

Address or hostname: Credentials:

172.2362.198 _,_| | md5des [SMNMPW3) j

LI Eiter _Adganced...|

|5ﬂmpTargetMlB | WWalk

Walking 1.3.6.1.6.3.12 (snmpTargetMIB) on 172.23.62.198 Stop Back B [

|— iso.org.dod.internet
r SHINPV2{6)
l_ shmpModules(3)
|7 snmpTargetMIB{12)
|— snmpTargetObjects{1)
|— snmpTargetAddrTable(2)
|— snmpTargetAddrEntry(1)

|— shmpTargetAddrTDomain{2)
,_ 116.114.97.112.104.111.115.116.46.109.100.53.100.101.115.46.49.55.50.46.50.51.46.51.50.46.49.53.50.46.54.53.53.51.56 1.36.1.61.1

|7 snmpTargetAddrTAddress(3)
|— 116.114.97.112.104.111.115.116.46.109.100.53.100.101.115.46.49.55.50.46.50.51.46.51.50.46.49.53.50.46.54.53.53.51.56 AC1T7:20:98:0:42

|— snmpTargetAddr Timeout(4)
|— 116.114.97.112.104.111.115.116.46.109.100.53.100.101.115.46.49.55.50.46.50.51.46.51.50.46.49.53.50.46.54.563.53.51.56 1500

|— shmpTargetaddrRetryCount(5)
|7 116.114.97.112.104.111.115.116.46.109.100.53.100.101.115.46.49.55.50.46.50.51.46.51.50.46.49.53.50.46.54.53.53.51.56 3

|7 shmpTargetAddr TagList{6) -
3

4| |

:
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28 : [Network Tool: SNMP MIB Walker] DR 4 > Ky

EiNetwork Tool: SNMP MIB Walker - Mozilla Firefox [ ] o [=] P}

| @ ‘http:p’,l’lZ?.D.D‘1:80ED,I’NmConsoIep’CoreNmfToDIsfDIgM\bWaIker,iDlgMibWalker.asp

=g Network Tool: SNMP MIB Walker @ MibFileExplorer =& MibWalker -«Q}
Address or hostname: Credentials:
[172.2362198 ol [mesdes @ =

Object ID Eilter. Advanced...
| Wallc

|5ﬂmpTargetMlB

Walking 1.3.6.1.6.3.12 (snmpTargetMIB) on 172.23.62.198 Stop | Back =1

Ohject ID Value
snmpTargetAddrTDormain. 116.114.97. 112.104.111.1 1.3.6.1.6.1.1
snmpTargetAddrTAddress. 116.114.97 112.104.111.1 AC:17:20:98:0:42
snmpTargetAddrTimeout. 1168.114.97.112.104.111.11 1500
snmpTargetAddrRetryCount. 116.114.97.112.104.111 3
snmpTargetAddrTaglist. 116.114.97 112104111 11E trap
snmpTargetAddrParams. 116.114.97.112.104.111.11: traphost. md5des 172.23.32.152 65538
snmpTargetAddrStorageType. 116.114 .97 11210411 nonVolatile (3)
snmpTargetAddrRowStatus 116,114 .97 112104111 active (1)
snmpTargetParamstPhodel 116,114 97 112.104.11 3
snmpTargetParamsSecuritybodel 116.114.97 1210 3
snmpTargetParamsSecurityName. 116.114.97 11210 mdades
snrmpTargetPararmsSecurityLevel 116.114.97.112.10. authPriv (3)
snmpTargetParamsStorageType. 116.114.97.112.104 non'Yolatile (3)
snmpTargetParamsRowStatus. 116.114.97.112.104.1 active (1)

Walk completed

14 objects successfully retrieved.
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SNMP 7 v 7 &EET D FNRITIKRDO LBV TT,

ATy [TFRTS LA T3> (Program Options) 1> [/Sy L TE=41) 245 1) XF— (Passive Monitor
Listeners) ] >[SNMP k35w J (SNMP Trap) 1> [$&E (Configure) JDIHIZER L £,
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29: [Program Options — Passive Monitor Listeners] 54 7 Q7 1w 7 X

[ Program Options ﬂ

Cateqories

Feport D ata

hap Font

El Swslog Listen for Swslog messages
% ‘indows Event Log  Monitor WWindows Event Log

Configure. .. |

ok I Cancel | Help |

275413

[SNMP YU A+ —D%E (SNMP Listener Configuration) | # A 7 RV HR v 7 ANFREINET, ZOXAT
B 7Ry 7 AT, VAT —R—FERETZDET TR, FIvTERAMEERTLHILHTEE

va"o

30: [SNMP Listener Configuration] ¥4 7 A5 Ry - X

b

SNMP Listener Configuration

Iv Listen For messages on port: | 162

[+ ‘ccept unsoliciked SHME kraps:

™ Eorward traps
[ Fopward unselictedibrans

Forward traps to:

Host Port | add..,

Edit,

BEnmvE .

o]

Cancel

el

[ Help

g
8

ATFw T2 [LEBE—b (Reports) | ¥ 7 %27 Vw7 L, [SNMP 7 v 712 (SNMP Trap Log) ] Zi&IR L £,

. SNMP /A—2 3 U3 Y—J)LEAHA K
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31:SNMP L R— hDRA >

i) WhatsUp Gold - Reports - Mozilla Firefox = E||_>
File Edit Wiew History Bookmarks Tools  Help

@' - c p 4 TRT |@'|http:,l’,l’lZ?.U.U‘1:BU8EI,I'NmConsole)’Reports,iFuII;’ReportSe\ectlom’ReportSe\ectlon.asp?nchId=6 Wt I' Google /'-
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& Whatslp Gold - Home Workspace {[=]] |_1'] Troubleshooting SMMP traps | | & WhatsUp Gold - Reports

Report Ca
Proble

FaHome “yDevices sReports

System Group
& Action Log . Active Monitor Availahility
A record of all Actions that WhatsUp attempts to fire Cormpare the amount of tirme the active monitors on your devices have

been accessible.
&) General Error Log

Arecord of error messages generated by WhatsUp " Active Monitor Outage
Z 3 Cormpare the amount of time the active monitors on your devices have
&b Passive Monitor Error Log been down.
A record of Passive Monitor errors reported by WhatsUp.
5 - Health
@ Performance Monitor Error Log A Snapshot of the current status of devices on a graup

A record of Peformance Monitor errars reported by YWhatsUp,

= | State Change Acknowledgment

@ SNMP Trap Log Use this report to acknowledge state changes in WhatslUp.
A record of all SNMP traps received by WhatsUp.

; i . State Change Timeline

@ Syslog Entries . Examine the state change histaory of all devices in a group
Arecord of Syslog messages WhatsUp has received.

. " ~Top 10
& Windows Event Log A collection of Top 10 repants.
Windows system events captured by YWhatsUp across all devices.
Device

& Active Monitor Availability
Find out when the active monitars on your device have heen accessible

! Performance Monitor Error Log
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B 32:SNMP +5 7 OJORS Y

JER T |

Fle Edit View History EBookmarks Tools  Help

@ = c A |@|http:HlZ?.D.U.1:SDSD,I'NmConsDIE,I’REpDrtsJ‘FuIUSystem,l’ProblemAreas,l’RptSnmpTrapLoijptSnmpTrapLog \,‘,‘; . |[Q'IGocgle ,;-"

@ Most Visited ’ Getting Started o | Latest Headlines ,_L] Customize Links ,_"] Free Hotmail ,_"] ‘windows Marketplace ,j Windows Media ,j Wwindows

SHNMP Trap Log

2
“Home #yDevices SNMP Trap Log bi| Export Favorites Help

Date range: m il
The SHMF listener is currently ON Start time IWEIM -
End time: MEW b
April 02, 2009: EBENEIED
Date . Source .Trap Payload

Mo data available for April 02, 2009
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Done ’? 4

HP OpenView Network Node Manager

HP OpenView Network Node Manager (NNM) 7.53 1%, *v b7 —72 bR OERK, T34
ADEH, BLOT A ANVADE=H Y 7% BABICIT ) 2O OFHY — /1 T3, ASA
IZ. 2O HPNNM OF /31 A bR B VITHEAIAEIL, SNMP N— 5 0 3 (DN TT A
ADFEHEHRSL SNMP 7 v 7LV ED LET,

\)

GE)  NNM 8.x (i H &1 2 R DL D U A MZHOWTIL, Cisco ASA55003 U — XD Y J — 2
J—hrESRLTIIEEN,

oI ariE, RO Ny TR ENTWET,

NNM DA VR k=)L

NNM 7.53 IZ Windows 2003 Server 77 v s 7 #—AL ETCT A MERLTT, " TA TNV =g
V. BEOS A M= B TFRIAL, RO URL B AFTEET,

Il SNMP A—C 3 3V—LEBAKHA K



| #vyro—bEBY—LOFERAE

TN

https://h10078.www1.hp.com/cda/hpms/display/main/hpms_content.jsp?zn=bto&cp=1-11-15-119%5E1155
4000 100

NNM ODiEEE)

NNM Z 2845 FIETRO LB TH,

ATYv 71 NNM b —R_R—pavwr RFa 7 b, ROWTNNEFETLET

o [BHER (Start) 1>[FBO4 5L (Programs) ]>[HP OpenView] > [y fT—49 / —KIRx—P v BIE
# (Network NodeManager Admin) 1>[#v k7 —% /—F3Z3*—>+ (Network NodeManager) |.

» C:\Program Files\HP OpenView\bin (Z&% % ovw.exe 7 7 f V& X 7NV 7 U v 7 LET,

b=k (Root) 1|V 4> RUDBHE, [f ¥ —xv h~>7 (Internetmap) | 7 A 2 BERINET,
X 33:NNM 2> —)L®D [Root] ™9 14 > K9

Intemed

ATw 72 [Internetmap] 74 22X TNV Y v 7 LET,
[f % —%v bk (ntemet)] 7 4 > RUNREX, %o hT—2 ) — RRFERSNET,

SNMP /A—2 3 U3 Y—ILBAHA K .
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*y hkD—sEBY—LOERAE |
B veoo—«

H: 2y hT—D J—ERRERENF=NNMa > —)LOD [Internet] 2 « > K™

7 Internet

L

172.23 32

CISCO-ASA

P
[10]
100,030 [mat]

rar B0 0.5 [outsid 2 €. 25 62138 [ins!

[100 ciscoasal [172.23.62]

=0
172 23 62]

MIBDO—

MIB v — N9 5 FHIZKDO EBY TT,

ATFYT1 NNMDAA 7 4 KT, [Options] >[MIBsSNMP®D O— K/7 > A— K (Load/Unload MIBs:SNMP) ]
DNRIZEIR L £ 7,

BfEn—RENTWAD MIBARY A MFERENET,

ATFw T2 [m—F (Load) 127 Vw7 L, EHICe—FRTE5MIB A2V —"R"—T 7 A LT AT LNGLIERLF7,

. SNMP /A—2 3 >3 Y—)LEBAKHAS K
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[ 35 : [Load/Unload MIBs: SNMP] %4 7 Q4 R w 4 X

BEDT Y I 04y bo—soEm [

Map Edit ¥ew Petformance Cenfiguration Eault  Tools

Cptions  Window  Help

A

%

| a9

5
E=

2|

Loaded SNMP MIBs:

Load,/Unload MIBs:SNMP x|

o1 902-5HMPy 25 M
He1903SHMPY2-TC
He1906-5HMPY2-TH
He1907-5HMPy 2 MIB

1AM AT ype-MIB

o121 3 MIBH|

He2011-IP-MIB

He201 2-TCP-MIB

He201 HUDP-MIB

He286 HF-MIE
ENTITY-MIB.my
SMNMPY2-COMF.my
SMNMP-COMMUNITY-HIB. my
SMNMP-FRAMEWORK-MIE. fy
SMMP-UISH-MIB. my

Load... |
Unlzad |

Load,/Unload MIBs:SMMP / Load MIB from File

o

Look in: I = mibs

| = E ok E-

E‘j imports
silvercreck_mandated
IF-MIB.my
SMMP-COMMUMITY-MIE, oy
SMMP-FRAMEWORE-MIE, my
SHMP-MPD-MIE, my

SNMP-NOTIFICATION-MIB  my
[ SNMP-TARGET-MIB.my
SNMP-LISM-AES-MIE. iy
SNMP-LISM-MIE. my
SNMP2-MIE. my
SIMP-ACM-MIE, ry

File name:

|SNMPAACH 1B, my

Open I

Filez of pe: IAII Files [*.7)

j Cancel |

7

INEDT Y TADRY FT—9DEM

BAED~ v xRy b U —27 2B 5 FIRIFKRDO LB Y TT,

275388

ATYT1 BTy hU—=2DNInG N T 7 4 v 7 BDEZNT AL 2D L 1O&Y, ZOIPT LA
FORA M ERFELET,
AT9T2 A=y P YTy 7NT, [#w&E (Edit) |>F T2y F%EM (Add Objects) &I L £

j‘o

(A7 V=7 b3y F&IBI (Add Object Palette) | XA 710 7R v 7 ANFREINFET,

SNMP A—2 33 V—LEAHA K ]
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36: [Add Object Palette] 4 7 O /Ry o R

Map Edt ‘Wew Performance Configuration  Faulk Tools Opbions  Window Help

Al 40|22 @)=

Add Object Palette

172.23.32

Syrnbol Clazses:

Computer| Connector]

Symbol Subclaszes for Clazs Connector:

|Dlag a Subclazs Symbol to the desired Submap.

Cloge I Help

A58 [Read-write]

275406

AT w73 [Connector] VRNV I TFAT A2k ) vr L, [Gateway]l VY RNV YT I TFGAT Ak H—
Xy PLA_AVY T3y P RICRT vy 7 LES, EREGT BTN L TWDT A 2D X A FIThh
PO, ZOF— U= axs ZEFERLTIEIN,

(A7 V=2 bz (Add Object) | XA 7 BT Ry 7 ARFRSNET,

. SNMP /A—2 3 U3 Y—J)LEAHA K
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REDT v T~0+y k7—s0Emn |

37:[Add Object] 54 7R Ry I X

L Internet
Map . Edit

4 o] 40|22

Wiew  Performance Configuration  Fault

2

Tools  Options - Window  Help

Add Object
Symbol Type:
IGatewa_l,l
Labe
Itest-asa

Syrnbol Classes:

Display Label & Yes 7 No

— Behavior:
*' Explode " Execute
For explodable symbals. you can create a child submap

by double-clicking on the symbol after you OF. this box.
An application may create the child submap far you.

Syrabol Subclazzes far |

Frame Rela

Object Attributes:

IDlag a Subclazs Symk Capabilities
’Eenelal Attributes

Selection Mame:

Itest-asa Set Selection Name... |

Comments:

defaul; [Read-YWrite]

Cancel

275370

ATy 74 [IPMap] 24T NV2 Vw7 LET,
F7V 7 OB : [JEVEERE (Set Attributes) | XA T 0 Ry 7 ANRFRENET,

SNMP /A—2 3 U3 Y—ILBAHA K .
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38: [Add Object - Set Attributes] 4 7 Q7 Ky o R

Map Edit  Wiew Performance - Configuration Fault  Toals

=
4| il -2 @2 &)
Add Object
O Symbol Tupe:
_ IGateway

bl n.ddd Object Palette Label

options  Mindow  Help

3 Spmbal Classes: Itest-asa Add Object - Set Attributes

2.2.2 i~ Behavior Name I Walue I
(<" Explad *Hastname : test-azal
e atie o P Address - 10.0.0.99
by double-cickin | Subnet Mask: 255 255 2551

An application m. Phyzical Address :
Symbal Subclasses for |
Ei

Frame Rela

Object Attributes:

IDrag a Subclass Symk Capabilties
General Attibutes

Selection Mame:

Itest-asa Messages:

The information that wou entered is walid. Prezs DK to continue,

default [Read-write]

LComments:

e

0k | “Werify | Cancel | Help |

275369

ATYTE FEERAAL NBMNT ARy RT—2ZHND SNMP ST NAA ZADIP T RLABLOEA MEAS L,
[Verify] #7 U v 7 LET,

ATV T6 NNMIZLV, HENEBNT = v 7 SRR T, T OERNENETINE T, LDETHIUEZONMED
BEEENET, ZOET, FOFAAL ZAINNMICE > TEHINS L IOREEN, /X —F% v b~
7 RicFERENET,

HTEDSNMP /A— 30 3/ A—SDERTE

HRED SNMP / — RIZX LTI LT ooy L aRETAEIEIIRO EBY T,

A7 71 C:\Program Files\HP OpenView\bin (Z & % xnmsnmpconf.exe 7 7 f V& X TV U v 7 LE T,

ATY T2 NNMDOAA D 4 KT, [AF 3> (Options) ]>[SNMPEETE (SNMP Configuration) (DJIEIZE#R
LET,

. SNMP /A—2 3 U3 Y—J)LEAHA K
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Fo—rsL SN A—Sav3sL7vsrngE [

IENRA UMNEREINET,

GE) SNMP R—T 337 L7 Uy VaERETLHHAEEX, A——m—RINL7ZSNMP X R Y 7
AT AMLERH Y FT, FEMZOWNTIE, NNMMIB 79 UHFOHREDAT v F 2 2B 1L
TLIEENY,

SA—/N)LESNMP /N\—2 3039 LT oo LDETE

I —/NLIRSNMP A=V g V37 LT U U R LV ERET DAL, Zu—LRERY v a
VT, T 74/ bOBEICHHAT S SNMPV3 22—V —B L ORI —READNLET, 232
=T A ARNI T DT —<y MZOWTIE, NNMMIB 77 UV OB ED AT 7 2 B
LTL7EE0Y,

39: SNMP 0>

C:wProgram Files“HP OpenlUiewrbin>xnmsnmpconf _exe

C:“Program Files“HP OpenUiewshin>

7 SNMP Configuration
Global Default | [P wildcards | Specific Nodes I

LCommunity
[ Use prosy to access target

et Community Brasy

Timeout Femate Part
.8 I seconds ¥ I |

FRetries Status Polling

[15.0000 |minutes =]

s
|

Cancel I Apply | Eolthiects...l Impart. .. Export..

275372

HBEDSNMP N\—2 3 39 LTFoovILDERE

FEEDSNMP N—2 a2 37 LT oY VERET H5AEIE. [FFED / — K (Specific Nodes]
#27 %27y LT, fllx®SNMP / — FIZxd %5 SNMP N— 5 2 3 2—HF—F LU/
J—REANTLET,

SNMP A—2 33 V—LEAHA K ]
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40 : [SNMP Configuration] 54 7 O 5 R v 4 R

mmand Prompt

C:~Program Files“HP OpenUiewsbin?>xnmznmpconf _exe
C:“Program Files“HP OpenUiew~binX*

Global Default I IP wiildcards  Specific Nodes I

Mode | Comrmurity | Set Commurity | Pro=y | Retmy | Timeout | Port | F'olllng | |

1000254  3P:authp... [ho...

10.0.0.33 3bauthp... 5 oo... Madify
[-] —I
{ % Delets |
[

[ha...
[no...
[ho...
[ha...
[no...

SNMP Configuration - 10.20.2.252 ﬁ

[-
[-
100063 Pauthp.. |-
10202252 3Pauthp.. |-
1020234 Mitann.. [

[l

]
gl
4]
{
1020310 3Pauthp... [l

3
[l
[l
[l
[
[l

foofadrafisnil band

Target

= ok,

[10.20.2 254 - -
Use prosp to access target

Community B ﬂl

l3F':authpass:privpass#titand |_ Help |

Set Commirity

| Femate Part

Timeaut

I I ;] Statuz Palling

Betries | I j
I__

275373

/ — FEHROFERT

J — FiEMAFRTT 5 FIRITKRO L B9 TF,

AT A F =y b~y TDOEED ) —R~FUALX T L, HARERA VH—T o AT _XTERL
£7

AT9T2 IDIEAH =T oA AMFERERTT DHEIEL. WIS o2 —T x4 2% 4727 Y » 7 L, [Interface
Properties] ¥ 7= (% [Interface Status] % %R Li@‘o

[Ry NT—=T A4 H—T x4 A7 u,37 ¢ (Network Interface Properties) %A 7 B 7R v 7 ANRF/R I
£

Il SNMP A—C 3 3V—LEBAKHA K



| #yvbro—vEBY—LOBERAE

nmmie 5o soE i

41: [Network Interface Properties] 54 7 O 1K & &

) asa-5505-4
Map Edit Wiew Performance  Configuration Faulk Tools Options  Window Help

L) (=8 2= L

EI Network Interface Properties : 10.20.2.252:Ethernet0/0
File Wiew Help

MHame or address:
[10.202.252:Ethemetnin

FiemalD 2107 Ethernetl,/0

Ethernetl/3 Ethernetl/4

General Properties

Interface § H
Interface Name : Ethernet0/0
Description : Adaptive Security ippliance 'Echernet0f0' interface
Alias H
Current Status :up
Type : Ethernet
Capacity : 100 Mbps
Physical hddress : 0x00E304Z4008F
Etharnetl/? Promiscucus Mode : Off
Messages:

= |default [Read-vwirite]

R

275399

NNMMIB 7 5 ¥ DEEE

NNMMIB 7' 7 U H &% ET 2 FIEITZRO L B0 T,

ATY 1 NNM h—n"—Da~r K 7ar7 khb, C:\Program Files\HP OpenView\bin (Z & % xnmbrowser.exe % 5
ITLTMIBZ 7 ¥ @ LET,

ATV T2 SNMPHRARDIPT RLARBEIYRaIa=7 1 ANV 7B AN LET, SNMP N—T g o 3 D
A, a3a2=FT 4 ANV UPE, AN —RENFasa =T 4 AN U SORIER SN E
j—o

RIRTOIF, A—"—n—Fash7caia=7 4 AU IR SN HHLOFTT,

SNMPv3 noAuthNoPriv

3N[/KEEP]/[ [contextEngineID] [-contextName]/ ]Jusername

SNMPv3 authNoPriv

3A[; [MD5" |SHA"JauthKey[/KEEP]]/[ [contextEngineID] [-contextName]/
Jusername

SNMPv3 authPriv

3P[; [MD5" |SHA"JauthKey[; [DES” |AES" |3DES" ]privKey] [/KEEP]1/ [
[contextEngineID] [-contextName]/ Jusername

GE) T 70V FOREFEHFRILIMDS, T 7 4V oG Bk 5L DES T,

SNMP /A—2 3 U3 Y—ILBAHA K .



*y kD—sEBY—LOGERAE |
B suwei—2 32 30 No-auth/No-priv i D3 5E

OB a it RO Ny 7 THERENTHET,

SNMP /3\— < 3 > 3 ® No-auth/No-priv IE#ED R TE

SNMP /X—<7 5 > 3 @ No-auth/No-priv #t & 5% &9 2 FINAITR O L IV TT,

ATw 1 UUT Zv—7 %% ET 578, snmp-server group asanoauth v3noauth =< > K& A L £7,
ATw 72 UUT 22—V —%i%ET 5728, snmp-server user titannoauth asanocauthvd =2~ > K& A LE 4,
ATY T3 aIa=7 ¢4 & LT, 3Nhtitannoauth & AJ L E7,

SNMP /3\— < 3 > 3 ® MD5 Auth/No-priv 3 D% E

SNMP /3—< 3 > 3 @ MD5 Auth/No-priv #5t # 5% €3 5 FIRIXR O L0 T,

ATY 1 UUT Zv—7 %% ET D=8, snmp-server group asaauth v3auth =~ > K& A L £7,

ATv T2 UUT 2—H—%RETH7-, snmp-server user titanauth asaauth v3 auth md5 authpass =~ > F& AL
£

ATw 73 ala=7 4L LT, 3A:authpassititanauth & AJJ L&,

SNMP 73— < 3 > 3 O SHA Auth/No-priv 3§ D% E

SNMP 73— 3 > 3 @ SHA Auth/No-priv #i 2 i% €3 2 FIEITKR DO LB Y TT,

ATY 1 UUT Vv —7 %% ET D=8, snmp-server group asaauth v3auth =~ > K& A L £,

ATw T2 UUT 2—HW—%HET H728, snmp-server user titanshaauth asaauth v3 auth sha authpass =~ > K% A/
LET.

ATwF3 aia=7 44 %L LT, 3A:SHAMauthpassititanshaauth & A /) L £,

SNMP /X— <> 3 > 3 ) MD5 Auth/Priv iDL E

SNMP /X—0 5 > 3 ™ MDS5 Auth/Priv #5552 5% €T 2 FIEITXRD LBV T,

ATy 1 UUT /N —T%3%ET 572, snmp-server group asaprivv3priv 2~ K2 AL ET,

RATY T2 UUT 22—V =% ET 572, snmp-server user titandes asapriv v3 auth md5 authpass privdes privpass =
~ REANLET,

ATV a3a2=T 44 LT, OWTHEASTLET,

Il SNMP A—C 3 3V—LEBAKHA K
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SNMP /3—<> 3 > 3 O SHA Auth/Priv I DT .

« 3P:authpass: privpasstitandes
 3P:M D5"authpass: DES" privpass/titandes

SNMP /\—< 3 > 3 D SHA Auth/Priv {5t D 5% E

SNMP /X— 3 > 3 @ SHA Auth/Priv 855t 2 iR ET 2 FIEITKRD L BV T,

ATYFT1 UUT V=T %RET D7, snmp-server group asaprivv3priv 2~ K&Z A DL £7,

ATw 72 UUT 2—HY—%&ET H728, snmp-server user titanshades asapriv v3 auth sha authpass priv des privpass
avr REALET,

ATFwT3 ala=F 4% LT, 3P:SHAMauthpass:DES*privpass'titanshades & A1 L £,

MIB DS B

)

MIB #&M42 FEiFkD LB T,

ATv 71 HBDOOID (iso.org.dod.internet. mgmt.mib-2.system) £ TRUALZ T L, sytemA 7 V=7 FZEBRL E

‘j—o

ATw 72 [7=V DRt (Start Query) %227 U v 27 LT, [MIBfE (MIB Values) | 7 « —/L RIiZ DUT OB % AT
L/i‘é—o

SNMP A—2 33 V—LEAHA K ]
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B veos950,5 9+ FL—z0EF

42:[Browse MIB] 4 7 OS5 Ry o R

C:“\Program Files“HP OpenUiewshin>xnmbrouser._exe

C:“Program Files“HF OpenUiew-binX

i Browse MIB [_ O]

File Wiew Help

Mame or address:
[100063

Community name:
i3F': authpass: privpass/titand

MIB object 1D:
I.iso. org.dod.internet. mgmt. mib-2

[l coitt - Desciibe I
riso ,

=~ org
LiJ-d_od _
[ internet Stop Diern

iiJ-rl':rgEn:tm_IrI Graph |

- Emib2
- spstem
- interfaces
B at

MIB instance: SHNMP sef value:

MIB values:

spzDescr 0 Cizco Adaptive Security Appliance Version 8.2(00210
apz0bjectlD 0 : izo.org dod.intemet. private. enterprises. 9.1.672
spzUpTirme.0: [1697400) 4:42:54.00

spzCaontact.0: Andy Brack, GGSG

spzMame 0 aza-5540-3

syzLocation.0: RTP.MNC - Contest 2

spzServices.0: 4

27537

MIB 5 9HD/N\ry b FL—ADEST

MIB 7 7 U D 7 N L—RA%EFE[TTH5A1E, [MIBZ 7 74 (MIB Browser) | %4 7

07 Ry 7 AT, [F&KR (View) ]>[SNMP/Xv 4 b b L—X (SNMP Packet Trace) |DJIRIZ
WLET,

[AvtE—Y (Messages) | AT RIARy 7 ANRMAE, MIBV 7 7% ESNMP=—Y = i

TITOND SNMPHEED /N7 v FONENERENET, ZOERIE. TNv 7 E2ETTHE
WCHRTY,

Il SNMP A—C 3 3V—LEBAKHA K
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NNMSNMP /i—S 323 k5 v T Ea—7oiasE [

43:[Messages] ¥4 7 AT Ry I XATHDIRT Y b FL—X

C:~Program Files“HP OpenUiewbhin>xnmbrouser.exe

C:~Program Files~HP Openliewshin>

File Wiew Help

Mame or address: LCommunity harme:
|1 00063 3P authpass: privpass/titand

MIB object [D;
I.iso. org.dod.intemet. mgmt. mib-2

- ceitt - Describe
[ igo

. Elorg Start Query
- dod -
=- internet Stop @ueny |

[ .

B

Meszages:

- Cloze
Feceived 140 bytes from ggsg-nmsz. cisco.cam [127.0.0.1] part 4747: g |__I
030818990201 01 041d 2338032361 75746870 0. 3P:authp
: : 16: B173733a707269767061 7373 2f 748974 assiprivpasaftit ﬂl
MIB instarice: 32 B1BeB4EE 738265020237 8502001000201 andes.e 7. |

43 00305930306 08200601 020101 01 0004 .OWO?7.+...... Clear
B4 33436973636 2041 6461 FO74EITEE5 20 3Cisco Adaptive

80; 53656375 726974732041 707060 BI61 B Securty &pplian

MIB values: 96 B3IE5 20566572 7369662030822 3228 30 ce Wersion 8.2(0

sysDescr.0: Ciscos T2 2932130201606 0b 260G 0T 04 01 OB 0211 J2100..+.......

sps0bjectiD.0; iso, 128 0501000407 010200003f00 a1 - ... B

spsUpTime.0: (174 0: SHMP MESSAGE [0430): 137 bytes LI
zyzContact.0: Andy,

spetame. 0 aza-hh
zyzLocation. D RTP.MC - Contest 2

275407

NNMSNMP /N\—> 3 3 bSy T Ea—7DFERAAE
NNMSNMP X—2 503 b v 7 Ea—T 2HHT 5845 08BEFIEIIXRO LB T,

ATFY 1T SNMP=—2 20 b O —H—D SNMP X—V 33 7 LF %Ll NNMIZH ¥ v 2 &R T

HZ L EMERLET,
ATv T2 MIB7 9 UHEMEHLTSNMP=— = MIBET AL, ROk o9RaIa=F s AN T H2A
HLET,

3P:authpass:privpass/KEEP/titandes

(6=3)) F—NR—a— 3N’ aIa=T A ANV TDORTKEEP XT A —FZFEHTHZ LITLD,
A= —DERIERE NNM 2 7 4 Fal— gy 77 A VRNITRETHZENTEET,
SNMP =— = /B NNM ~tF =2 772 SNMP X— 3 > 3 T v 78 X1 inform B3R % 1%
B L. ORAEZ LT IITTEH0121E, ZOBREFIMNATT, Z0ary74Xal—iar
7 7 A NMZIFE— P HFRBA R SN TWET, 7 7 A L ORFSFTIE Chete\srconf\mgr\mgr.cnf
TY, ZDOT7 7 ANVONFIZEHEEETE E3, FIAIZ-OWTIL, NNM SPI SNMP Version 7.53
D=2 T VEZRRLTIEEN,

T2, ROBIOL DT, snmpget 2~ REMfHATLHZ L TEET,

C:\Program Files\HP OpenView\bin>snmpget-c “3P;MD5“authpass;DES“privpass/KEEP/titandes”
10.0.0.33 sysDescr.0

SNMP A—2 33 V—LEAHA K ]



*y hkD—sEBY—LOERAE |

B 1P Openview NNMWeb 7 71 7 —2 3 v OB RA®

ATv73

ATv74

SNMP =—V = hEHH LTI v 72 FETIHHEIE. ASA TROa~ > REANLET,

cicoasa (config)# snmp-server host inside 10.0.0.10 traps version 3 titandes

() a~vrPFOMLE, ASADT Ty b7+ —LIZX o TEHFRRV EF, OB TREINLTND
a—%F =%, INNMMIB 7 7 UHORE] B/ vardaia=r4 AN VI TEREINT
WHa—HF—LFEL T,

NNM traprev 2 —7 4 U7 41X, VE—FSNMP =7 4 7 4 MHIEEINDHSNMP F 7 v 7 A vt —v
DEAF. B L' SNMP inform ZoR~DIEE LT T2 DA~ RIA Y=L TE, ZO2—T 4V T 4
I, BHEY AT BHREDSNMP b7 v 7 R—F (udp/162) (234 > FENTWET, D729, root
ELTEITTOMNERDY £, %G LB L QUEENZ2H A v =2 LET,
traprev 2—7 4 U7 4 Tk, SNMP N—2 a1 T v 7 SNMP N—T 32 2¢ bT v SNMP /3—
¥ = 2cinform EK, SNMP N— 223 7 v/ BRLUSNMP /S— 5 3inform #R &5 T& %
9, FEMIZ DUV CTIL, NNM SPI SNMP Version 7.53 D~ == 7 LA ZML T &0,

traprev 2—7 4 U T 4 HZFEITL, SNMPZ=—Y x> F ECR I v 7PNEEINLIOEZFHELET, Z0=2—
T4 VT 4 DILTT 7 A /ViL, C:\Program Files\HP OpenView\snmpv3\utils\traprcv.exe T,

X 44:SNMP +5 v 7 L—i

BC:“Program Files“HP OpenUiewssnmpuisutils>traprcv
Blilaiting for traps.

Received SHMPv3 authPriv Trap:
From: 108.20.2.25%2:162
syslUpTime . A = 1564688
snmpTrap0ID.A = snmpTraps .3
ifIndex.8 = 8

ifAdminStatus .8 = down{2>
ifOperStatus .8 = down<2)>

Received SHMPu3 authPriv Trap:
From: 18.208.2_.252:162
sysllpTine.A = 1564788
snmplrap0ID.B = snmpTraps .4
ifIndex.8 = 8

ifAdminStatus.8 = upd{id
ifOperStatus .8 = upll)

HP OpenView NNMWeb 7 7 1) 57— 3 > DER AL

ATy I
ATvT2

NNM Web 7 7'V r— 3 U &EET 52 FNETKRO L EBY TH,

Web 77 UG IROURLIZT 7 BALET : http://%3CNNM-Server-1P-Address%3E:7510/topology/home
SNMP / — R&2FRT 5720, Fay XX A=ma—nb[Af X —F v b Ea— (Internet View) ] %%
RLUET,

[f > & —%> FE=— (Internet View) |V 4 > RUBRERINFET,

Il SNMP A—C 3 3V—LEBAKHA K


http://%3CNNM-Server-IP-Address%3E:7510/topology/home

v b= EBY—ILOERAE

HP OpenView NNMWeb 7 7'1) 77— 3 DR A X .

45:[NNM Home Base] ™9 4 > K™

File Edit ‘Wew History Bookmarks Tools Help |2 http:/f172.15.154.102: 75 10/topologyhome |Y| | aogle |“<,] -
@ - - @ - G} ¥ ¥ahoo! B Enote Q AICH DHP Drudge B Blogs Jfs MRO @ IMoney . RTP [ ) Travel [ Morey »
Johannes Brahms - ... | | Searchresults-1T... .4 HPovCanfighin <G... .4 HPo¥Configwin < G... | I €2 Network Node Ma... I+

Network Node Manager Home Base

You are currently running with a temporary license that expires on Mar 16, 2009 §:25:00 AM EDT. After that date, the number of nodes
that can be managed is 0. For more license information, have the system administrator run %0V_BIMN%N\ovnnmPassword on the server
systern, 172.15.154.102,

Metwork Mode Manager Starter Edition license will expire on Mar 16, 2009 8:28:00 AM EDT

Click here to get mare information on obtaining a license.

i
[ Launich Wiew ] @

Meighbor Wiew

Meighbor Yiew
Mhode Wiew
J5tation Yiew Fepresentation of a selected device and its connector devices, within & specified

b= from the selected device.

Mode Status Summary |-MH m;
Mode Status Summary as of Feb 11, 2009 11:29:22 AM EST
Wcritical : o (0%}
Omajor 0 (0%
Ciner 2 [40%)
Owarning : o (0%}
Eworwal 3 ([60%)
Eunknom @ o (0%)
Total )
Dwnamic Yiews ready
MMM Release BLO7.53 Vi%
Applet com, bp, 0w, dynamickiews, gui, core. Dynamic, .. j = Idie ) (g ) m Y S s e — b

ATYT3 J—ROTanT 4 2KR T D2, BIRLIe ) —REXTALI7 )y LET, 77U0F U4 RUME
&, /— FERBFRINET,

SNMP /A—2 3 >3 V—)LEBAHA K




*y kD—sEBY—LOGERAE |
. CiscoWorls

46 : [Internet View] 7 4 > K

B Internet View [from 172.18.154.102] (=153

File Edit Wwiew Performance Configuration Fault  Tools Help

[ include Unmanaged Hetwarks

Graph |

asa-5405-4

agsa-9540-3

Tokal: 5 Critical: 1 Major: 1 Minor:  Warning: © Mormal: | Unmanaged:  Unknown: 0

ynamic Yiews ready

275383

CiscoWorls

CiscoWorks LAN Management Solution (LMS) (%, Cisco %~ hV—7 ORE, EF#H, £=#1V
YT BRI T TN a—T 4 T O RT DO DB RERY — )V A — F T
T FEMIC DUV TIL, http://www.cisco.com/en/US/products/sw/cscowork/ps2425/index.html @ URL
EZRLTIZEN,

OBV a Nk, RO My 7 THREBRENTWET,

CiscoWorks D#ZE)

Windows 2003 H—/3X— | CiscoWorks Z &3 2 FINHIIKRDO L BV TH,

[BAR (Start) 1>[FRXTHTBOS S L (All Programs) ] > [CiscoWorks] DIEIZER L E 5,
KORIE, »7 A=V ERLTONET,

Il SNMP A—C 3 3V—LEBAKHA K


http://www.cisco.com/en/US/products/sw/cscowork/ps2425/index.html

| #yvbro—vEBY—LOBERAE

CiscoWorks LMS Portal D#iE .

47: [Login] R—

7 prcsml - Microsoft Internet Explorer

===l
File Edt Vew Favorkes Tools Help | '#’
QBack - &) - [x] 2] w2 | ) Search - Favorites 4" Media @l - i B
Address I@ https:)/presmifCSCOnmserylet/loginflogin, jsp j Go |L\nks Bk
=
alaln
CIsSco
= presmi
JavaScript:
Erae T
Coolies: ETTE—
Enabled
Browser:
Supported Yersion
CiscoWorks
Copyright (¢) 1998 - 2008 Cisco Systems, Inc. ALl ﬂ
rights reserved.
=
O
w
|&] Done ’_,_E & Trusted sites R

CiscoWorks LMS Portal D=

CiscoWorks LMS Portal {3, LMS 77U 7 —3 3 » ORENIFICE R INDRIDOLN—IJ T,

ZOR=VIE, 7TV =y a yOPTHEHENT DWE~DA X —T = ATHYH, £
OO HBIMGEH & L TOXRE 2R > TWhES,

SNMP /A—2 3 >3 V—)LEBAHA K .



. Device Center D {E A A %

48 : [CiscoWorks LMS Portal] X—

*y hkD—sEBY—LOERAE |

/Z prcsml - LMS - Functional - Microsoft Internet Explorer _15] %
File Edt Vew Favorkes Tools Help | '.l,

@Back » ) - X 2] | Pseach Joravaites Wveda @ | - B B

Address I@ htkp: ffpresmil: 1741 fowportalfc/portalflayout?p_|_id=default

j BGD |L\nks B
=

Welcome admin

N = Home | Logout | Help | About
cllsclo CiscoWorks LMS Portal (precsm1)
My Partal © puglic & Private
&
[ Functional | System | Mewwork | DFM [ o5 | 0 Apr 2008, 750 0T
LMS Workflows Demo Common Services Setup Center
« Using Baseline Templates -Hame - Server Setup
Building and exporting & network map using Campus * Server —Server Seftings
" Manager * Software Center
.. Discovering the Netwark * Device and Credentials
. : > * Groups Device Diagnostic Tools
Using MetConfig to deploy mess configuration
" changes

- Using SWIM to upgrade device images Device Fault Manager

.« Using User Tracking to find an end host by IP or MAC

-Hame
Alerts and Activities
CiscoWorks Assistant +Device Management
~Fault History
+*Home: +Motification Services
*Workflows ~Configuration

* Administration

+Device Troubleshooting
+-Device Center

CiscoWorks Product Updates

External Links

- Revalidated VeriSign Certificate for Campus Manager
= Revalidated VeriSign Certificate for Internetwork Performance Monitor
- More Updates ...

= Cisco.com Resources

=+ CiscoWorks Resources
* Third Party

~ Customn Tools

=

|@ Done

Device Center D{F A A%

TNA 2 BT L FIRTRO LY TT,

AT9 1 [T/INA REZ#Y—IL (Device Diagnostic Tools) | >[7T/31 XAt >4 — (Device Center) [DJIEIZERINL &

B

T i i /@ Trusted sites

[Device Center Home] ~<— 2B & . ZEMI~<A /12 [Device Selector]. A {21 /I Device Center D%~ U —

THWNFRSNET,

AT w T2 [DeviceSelector] XA > T, IPT RLUAFZIIT A AL EANTTTIN, HDHWETY A RDBLTNA A %5#

RLUT, [Go] &7 VT LET,

Il SNMP A—C 3 3V—LEBAKHA K
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N e |

49: [Device Center Home] ™9 « > K9

3 prceml - Device Center Home - Microsoft Internet Explorer = |5’ |5|
File Edt Vew Favorkes Tools Help | "rt:

QBack = )« (=] (2] ‘:;‘_. | ) Search - Favorites 4" Media {4| = n B

Address I@ httu:p’,l’prcsml:1?4ljcwhpfdewcs‘:enter.dU?DsviceID=&dsOsName=DCObis:tSeIEctUr1&ubjs:tlD=&trsESelsctiDr|=&s\ngless\ectiun_searchtab=&DevCen=&dewce=172.23j Go | Links **

Enter Device Hame/P Address:

|1 72.23.62.198 | Device IP Addrese  172.23.62.198 |
Device Type Not Available

Device Selector

==8earch Input=> EQ’Q

Search Results
€ CJ s Devices

€ [ pevice Type Groups
€ EJ User Defined Groups

Lz

Tools

- Management Station to Device
= Ping

= Telnet

- Trace Route

- Edit Device Identity

- Packet Capture

= SHMP Set

= SHMP Walk

- Device Troubleshooting

275380

& T T Owwies

SNMP ) #+—%2 DE1T

SNMP U 4 —7 % F(T7T 2 FIEFTKD LB TT,

AT w71 [Functions Available] ~<A > C, [SNMPWalk] U > 27 %7 U v 7 LE7,
[SNMP Walk] A 7 R 7Ry 7 ANKRINET,

SNMP /A—2 3 U3 Y—ILBAHA K .



*y hkD—sEBY—LOERAE |

B ssweor—svoxs

50: [SNMP Walk] 5« 7 ARy o X

7} presm1 - Device Center Home - Microsoft ln‘l‘El‘n_Ei:' Ex_plura_i — =]

Eilte Edit W¥ew Favorites Tools Help | 1.,‘
Qosck - &) - [« & v | S search o Favarites €f' Media 42 | I i B
Address |@ http: ffpresmi s 1741 fowhpidevice, center, do?DeviceID=gdsOsMame=D € 24

D =0l 6o | Links >
/7 e = -
SHMP Walk

Enter Device Hame/P Address: Devics Nae: [172.23 62,138
[i72z3621% | Device IF SHMP version: 1 Cap 6 3 B
Device Selector De Read Community String (1 or v2c). Inlnnll
==Search Input== = Q:' SMMPY3 Username; Imdees
Al ShMPv3 Auth Passwor Illlllll.ll.l
€ & aivevices SHMP3 fuin Protocal. [MDE v

L 3| Device Type Groups
€ ] User Defined Groups

SMMP3 Privacy Passyword, I- [TTTITTITT]

ShiMPY3 Privacy Protocol IDES 'I

SNMPY3 Cortest Hame*: [

Starting OID% [systarm
Output OIDs Mumerically: [~

Output Indexes Numsricaly™ [~

Functions Available SN e I1 0 [
Tools Debug® [~

- Management Stationto D

= Telnet

- Trace Route * Optional ;l
- Edit Device Identity

- Packet Capture €] pone @) Trusted sites y
== SHMP Set

== SHMP Walk

- Device Troubleshooting

4
275416

(&1 bune [0 [ @ mstedsiss
RAT9T2 ROFNG, FHTHSNMP O/—2 a2 U EBRLET,
e SNMP RX—T g3 (&%= U T 4 LUl NoAuthNoPriv 38 X TV AuthNoPriv) D54
1. SNMPV3 2—#—HEZ AL ET,
2. SNMPV3 i NATU— RZ AN LET,
3. kmyZH Yy URR)E SNMPV3FEFEY = k2L (MDS £721% SHA) ZER L £,
4, SNMP 2> 7 XA MEASLET,

GE)  ASATEHarTHRAMRIR—FINTVETA, TDOD, [SNMP= T F A M
(SNMP Context Name) ] IXZZHIC L THBS LE R H D £,

*SNMP "—2 =523 (BEFx 2 U7 4 UL AuthPriv) OF4
1. SNMPV3 2—#—%%EZ AT LET,
2. SNMPv3 iBiF/ S AT — & AN LT,
3. SNMPV3@BiE7m ha /L ZHEELET, MD5 & SHADELOLNEERL £7,
4, TIANRY— RRAT—=REANLET,

. SNMP /A—2 3 U3 Y—J)LEAHA K



| #vyro—bEBY—LOFERAE

10.
11

12.

13.

14.

N e |

FeyXZ 7 YR RN T4 — 7 ha/LERIRLET, DES. U 7L DES.
AES128. AES192. AES256 DWW ZBIR T £,

SNMP =27 %2 NGB AN LET,

GE) ASATEHaUTHFAIRHR—FINTOERA, TDODH, [SNMPa LT X2 L4
(SNMP Context Name) ] IZZEMiC L CELLERH Y £,

(EE) BB OID ZANILET, 207 4 — L FEZIZLESEASIT 1 06BN ET,

SNMP Z A4 L7 0 MEEIZ AL LET, T 74/ MEIZ 10 TT,

(fEE) a2 OID #%fE & L TERT 55513, [Output OIDs Numerically] = > 7 A
I A%EF AT LET,

F7 I NOBE. BT 4 ROIIIeT 5 OID ARFRENET,

(R Hhand A7y 7 2A&28EE LT 5486 1%. [Output Indexes Numerically]
Frzv IRy I AEF AT LET,

(EE) T\ T v a v EZHCT 5861, [Debug)l T = v 7Ry 7 A4 LET,
INHDT 4=V RIZANTHFHNET T, RLFE/NCFRRBISET,

[OK]Z27 Vw735, ANLIEARTA=ZIZESHREZRGTE £,
UA—INETLIEL, ZORRETFA N T 7ANVE LTRIFLET,
GE)  FBERUA—IEFTTLE. BT TLETIRMBDLNL5ERHY £,

SNMP A—2 33 V—LEAHA K ]
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51:SNMP 75 + — 2 OFER 5!

a presmi - Device Center Home - Microsoft Infél‘nz_t Explorer

4 http://prcsm1 - presml - SNMP Walk Results - Mictosol

File Edit Wiew Favortes Tools  Help
Qback » o) - [ 2] vn ‘ ) Search 7 Favorites %" Media 42 | e
Address I@ http:fpresmi 11741 fowhp/device, center do? DevicelD=tdsOsMame=0CObject Sele

) (1 ek Ot

SHMP Walk Results

The following is a SMMP walk of device 172.23.62.198 starting from system

Enter Device HamelP Address:

Device Selector

sysDesce 0= STRING : Cisco Adaptive Security Appliance Version 8 2000232
[l72.23.62.158 | Device IP Address | [sysonjectin 0 0 - ciscoasassan =
Device Type =y=UpTime 0 = Timeticks : 3 days 1:41:21

sysCortact.0 = STRING ; harid
=yshame.0 = STRING | ciscossa

Yo

<=Search Input==
All Search Results
8= Al Devices LI

&= Device Type Groups
€ ] User Defined Groups

=ysLocation.0 = STRING : sic
sysServices 0 = INTEGER : 4

Tools

-- Management Station to Device
== Ping

= Telnet

= Trace Route

== Edit Device Identity

== Packet Capture

== SHMP Set

== SHMP Walk

== Device Troubleshooting

<
275415

&) Done [ [ [ @ Trusted sites

SNMP /N—< 5 3 D read/write T —HF —Z B LU/ AT— K& SNMP X—3 3 2 1 8 LU 2¢ D read/write
AIa2=T4 ANV UTIEFELL Y RILFLE/PFEDXBIEIE T, Device and Credential Repository

(DCR) IZBHDHTRA A 7 LT vy /b (SNMP A=V 321, 2¢, BLU3) MMEAFRECTHIE, *
AUHM[SNMP Walk] # 4 7 7R > 7 AZFRSNET, HHRRETRWESIE, 4 SNMP N— 3 |2
RTHT 7 AN MERFERENET,

Network Operator/Help Desk 7 7 & AHEBR T SNMP 7 4 — 7 ¥fE 2T H L, T XA A7 LTy v )LD
Ty FIERL, SNMP N—2 3 1, 2¢, BEO3ITHIET D read/write 2 2 =7 4 A FU 7 D%
74—V RITIET 7 4V MERRESILET,

WKOXIE, VYAR—=FZNTWBETTANR—Ta baldO A RERLTWET, SNMP X—T g U1,
2c, BIO3DI7 LT vy md, FEICANTOLERH D £,

. SNMP /A—2 3 U3 Y—J)LEAHA K
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52: [SNMP Walk] 54 7 AT R o X

rasoft Internet Explorer

SNMP =+ — ¥ DR1T

=&
Fle Edt Wew Favorites  Took  Help | o
@Back » ) v X Z 4| PO seach o Favorites o Meda &)
Address [ http/fpresmi:1741jenhp/device conter, do7DevicsID=AdsOshame=01 210Xl o | nks >
. SHMP Walk
L]
Enter Device HameP Address: Devios Name: [172.23.62.198
172.23.62.198 Device IF SHMP Version: £ 4 Cac & 3 =
e Saeear De| Read Commurnity String (41 or v2s) |------
<<Gearch Input-» e SNMPY3 Username: [mdl5aes256
SHMPY3 Auth Passwort: [
€ sivevices SHMPY3 AUt Protocol
€ I Device Type Graups
& d User Defined Graups SMMPY3 Privacy Password:
SHMPY3 Privacy Protocat [ AES266 =
MNone e
SHMPY3 Contexd Names:
3 Context Namet: | 20
Starting oD% [IDES
AES128
Output OIDs Mumerically™ | AES132
Ouiput Indexes Mumerically® ad|
Functions Auailable st Teneoue [10
Tools Debug®: [~
- Management Station to O
- P [ox][cmset [ e |
- Telnet =
- Trace Route * Optional E
- Edit Device Identity
i [&] Dore [ [ @ Trusted sites /4
- SHMP Set
- SHMP Walk
- Device Troubleshoating
@
=
- =
=
Done Trusted stes =
&

SNMP /A—2 3 >3 V—)LEBAHA K
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53:SNMP/N— 32 3MDINT A—4

rcsml - presml - SNMP Walk - Microsoft Internet Exp o ]

|»

SHMP Walk

Device Name: [172.23.62.198

SHAP Yersion, @ T o 7 3

Read Community String (w1 or w2 In.....

SHMPyS Usernatme: IdeaesEEE

SMMPY3 Auth Password: I.......-----

ShibdPw3 Auth Protocal |BADE =

ShMPY 3 Privacy Passward: I....--...-

SMMP3 Privacy Protocal:

ShibdPy3 Context Mame*:

Starting OID* |systam
Output OIDs Mumerically: [

Output Indezes Mumerically® [

SHVP Timeaut® [10

Debugs [

Cance'

* Optional ;I
4

| &] Done l_ l_ l_ |@ Trusted sites

WOEKIL, MDS5 3EFER L TN AES256 i Bk 7 /L 3 X ADFRIEIT
<7,

54 : [SNMP Walk Results] 4 7 ARy 9 X

275414

ki

394" SNMP walk OFER A R L7-H D

rcsmi - presmi - SNMP Walk Results - M o lm] 4|

SHMP Walk Results

sysDescr.0 = STRING : Cizco Adaptive Security Appliance Yersion §.2(00232 ;l
eysObjectiD0 = OID ; cigcoASASS20 =
sysUpTime O = Timeticks : 3 days 27:33
sysContact.d = STRING ; harid
sysilame.d = STRING ; ciscoasa
eysLocation D = STRING : sjc
sysServices 0 = INTEGER : 4
iffdumber 0 = IMTEGER: : &

iflindex.1 = INTEGER : 1

iflnclex 2 = IMTEGER : 2

iflnclex.3 = IMTEGER © 3

iflindex.4 = INTEGER: : 4

iflncdex 5 = IMTEGER : 5

iflndex & = INTEGER : 6

iflndey 7 = INTFFR - 7

247114
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Management Station to Device Y —JLDfE A% .

Management Station to Device *V — /L D{E A5 %

RTv T [T REH

B

B GINDT A ARIZEDIRNT N, AT D N T TN a—T 4 v T E#TI5E. 7
NA A E T ha LT eilTF =y 7352 L3 H Y £9, Management Station to Device
V= VEFEHTLE, LAY 4 (TTV = ay) OEEROMBESEZZETT25 2 L3 HRET
D

LAXY4ADT A NI, Xy hI—7 TNRAL ZAOFBIIIRL ZEDTERVRD L H g —E X
BEREMNRELET,

« Ty 7Y =B K OIEY —/v (UDP 4 L UF TCP)

* Web #—/3— (HTTP)

« 7 7 A VEEE (TFTP)

o WA (Telnet)

o SEAILY [FEXIAHLT 7 & A (SNMP)
Management Station to Device Y —/WIZ X5 F = v 7 ORF LR HDIE, 7'a b 3L OO 7
TT, METD7 0 baros L7 yyuid, 7 A BORGREOMRIZITR) £ A, IPT F

VAT ARAMEANTEZE, 7 RVAEREETAT-OAFTBRBENFEITEINET, T K
VARREETE /20 E, ZOX AT TR LET,

OV NVEMERHTDHE, SNMP #iAEY 7 A b (SNMPR) %179 35812, 58567 /31 R
SNMP @ get ZRZFET L Z LN TEET, /o, SNMP HEXIALT A b (SNMPW) ZA1T
IGEITIE, 38T /S AIZSNMP D set R ZXFETHZ &b TEET, 2o e han
IZ. SNMP "— 3 > 1, 2¢. BEO3 K L THHR—FEINTWET,

Network Operator/Help Desk 7~ 77 & A #£[R C Management Station to Device > — /L Z fLE 5 & |
THRARA VT vy bDT7 =y FIXRBL, SNMP A= 5 1, 2¢, BRO3ITHIET D
read/write 22 =2 =7 4 A NU T DET 4 —)L RIZIET 7 4V MEPHEHEINE T, SNMP
N=Ta 1, 2c, BERIDIZ LT ooy id, FBICANTLOLERSHY £77,

Management Station to Device Y — /L Z #8792 FIRITK D & B0 TT,

*J—JL (Device Diagnogtic Tools) ]>[T/\4 XA+ > 2— (Device Center) |DIAIZERIN L F

ATV T2 Fxov I DOHBLERDT N, ZADLFTEIZIPT LA, BB B AA 4. £7-2138 A b4 % [Device
Selector] 7 4 —/V RIZANT B0, EET 2w 7 OB LR T A A%V XA R LIEIRL, [Go] &7
Vw27 LET,

[Summary] < >335 & OF [Functions Available] XA > NERINE T,

AT 73 [Functions Available] ~X-{ > C [Management Station to Device] #7 V v 7 L %7,

[Management Station to Device] % 1 7 2 7R v 7 AMFRINET,

SNMP A—2 33 V—LEAHA K ]
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55 : [Management Station to Device] ¥ 4 7 A5 1Ry 7 X

-3 prcsmil - Device Center Home - Microsoft Internet Explorer i G 5 b SR T I e -] [ |
LUoP TFTP B
File' Edit ‘Wew Favorites Tools  Help | ?;'
— - I~ ssH
5 = e e i i &

@Bk - &) - € 2] | - Search  Favorites @4 Media 47 | SRR O

Address I@ httpepresml: 1741 fewhp/device. center . do?Device [D=BdsOsMarme=DC0b Tirienif (i S256HS): lz— Links >
. ~ SiMPvIAZo

[Enter Device Hame P Address:

|1 R EREL] ‘ G Read Community String; |ssssss |
e S Device Write Community String; [sesssee

evice Selector
= CQ' Timeout (in seconds). |7

Search Results [ ShiniPd
Read Username: I—
&= Al Devices

Pl E T B Read Auth Password: I
€ £ User Defined Groups Read Luth Protocol: I MNaone 'I
Read Privacy Password: I

Read Privacy Protocol: Im

Wirite Username: I
Wirite Auth Password: I
Write Auth Protocol: I MNane 'I -

Wirite Privacy Password: I— -

Tools
Wirite Privacy Protocol I Mone ¥

Management Station to Devic

= Ping Timeout (in seconcds): |2

= Telnet
= Trace Route

= Packet Capture

= SHMP Set * Optional
= SHMP Walk Mote: The check will be done only for protocol connectivity. Credentials for the
= Device Troubleshooting corresponding protocols will not be tested
= &
‘Q Dane ’_ ’_|_|° Trusted sites A 10 g
|

ATV T4 ROFNEG, BT AT SV r—varBRIRLET, 2607 4 —/L RIZANT A CF5ET
NC, RXFENLFREBENET,

«SNMPv3 (%= U7 ¢ LUl NoAuthNoPriv) Z3#R L7=3HE81%. ROBEREZATILET,
e read = — YV —4,
o write L —H—4,

cHALT T (BHAD) o 7740 MEF 2B T,

*SNMPv3 (tEF = U7 1 L-ULA AuthNoPriv) ZRIR L725581%, ROFE#RE A LET,
s read = — Y —4,
* read FRAE/NA T — K,
eread Wak 7' 1 b =)L, Ry FH T U R)PDHMDS & SHA D EL L0 ERIRL £,
o write Z—H% —4,
o write FREF N A T — R,
ewrite WAL 1 h A, Rmy X7 U X R)H MDS £721% SHA &38R L £,
cZALT U (BHAL) . 774V MEZ2BTT,

Il SNMP A—C 3 3V—LEBAKHA K
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Management Station to Device Y —JLDfE A% .

*SNMP V3 (¥ =2 U7 4 LoUL7s AuthPriv) ZBIRL725HE13, ROE#REATILET,
e read T —H—44,
o read FFA/ XA T — R,
eread AL ® h AL, Ry 7 XU U R)b MDS £721% SHA ##IRL £,
sread 7T A N — NRAT— R,

cread 77 A NN —Ta haj, Fay XX VARSI T4 — o a2 @R L E
4, DES. KV /L DES. AESI128. AES192. AES256 D\W\WF N ZEIRTx£7,

* write = ——4,

o write FRFE/ YA T — R,

ewrite a7 2 b 3L, REy ST YA RpD MDS £721% SHA Z#3# IR L £7,
ewrite 7T A N — RAT— K,

ewrite 77 AN — T hal, Fayv B2 VAN T T4 — 7o haLz@ERLE
4, DES. kU 7L DES. AESI28. AES192. AES256 DTN Z @R TX F4,

cZALT U (BHAL) . 774V MEIZ2BHTT,
[f B2 =7 =A A7 X Mt (Interface TestResults) |51 7 1 7R v 7 ZTHRERNDEFRSIVET, [Interface

DetailsResults] % A 70 7R v 7 ZAZiE, TAMEHRDA L Z—T 2 A ABLPT A MNERBA T a T
LIZFRRENET,

(GE)  SNMP /X— g o 3 D read/write T —HF —Z B LA T— L SNMP X—V g 1802
Dreadiwrite 22 2= 4 ARV ZIEEBLL YL, KXFLE/NCFERRIIENET,

SNMP A—2 33 V—LEAHA K ]
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56 : [Management Station Device Results] 54 7 A5 R v 5 X

'} presml - Device Center Home - Microsoft Internet Explorer _|=ix|
File Edit Wew Favorites Toaks Help ‘ ":,"
Qback ~ 3 « [ 2] | - Search ' Favortes @' Media 4% | i a2
Address I@ L T e L e e g o el ‘=l DL p:/ /presma L - presmil - ManagementSEation To =100 X1 Links >
| == =
Interface Test Results
: -
Enter Device NameP Address: Mote: Protocol connectivity has heen checked. Credentials for the protocol have &
not been tested.
(72236219 | Device IP Address 172.23.62 N
i i Interface Found: 17223 62188
Device Type Mot Availz
Device Selector . Status: UP
= Test Results
Al SNMPRY3(ReGH) Dlay
Sent:5 recvd: S minc0 mas:0 ave 0 timeout: 2 min_size: 1472 protocol
O aiDevices snmpv3_get port: 0
@m Device Type Groups
ShInP 30 e) Failed o
#
CReje) User Defined Groups Sent: 5 recyd 0 min:0 max:0 avg0 timeout: 2 min_size: 1472 protocol:
=nmpv3_set port: 0 ;I
Functions Available
Tools
- Management Station to Device
- Ping
- Telnet
- Trace Route
- Edit Device ldentity
- Packet Capture
- SHMP Set
= SHMP Walk
- Device Troubleshooting
=g
&

@ Ciane

ZORF AL ME K

VAT RF 2 AL NOBERRTT,

’7 ’7 ’7 |° Trusted sites

Uo7 RO E LT, AAGERRIBHI AT, SERRICT v 77— b3 0. U 7 RO R—UnBE)/ EE
SNTWVLEHERH Y T La T TERIIZSN,

HLETHLBEMRERV ETOT, ERRNBICOWTITKEY A DO RF a2 A b E BRLITEE N,

|
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