afran]n
CISCO.

L]
'
z
2
g
e
-]
g
"~
]
&
.{
&

Cisco ASA5506-X ') —X VA4 vy O RBA—+FHA K

Cisco ASA 5506-X ¥ ) —X V4 v RA—rAA F 2

T4 REf 2

ASA 5506W-X VA ¥ LA T 7R KLk 3

F v R T —27 TD ASA 5506-X DEN 4

ASA DEHFA 9

TAXY VAT 7EARA L (ASAS506W-X) #HhbLET, 9
ASDM DiZE) 1

filud> ASDM 7 ¢ ' — RI5 L UGEMRE D EIT 13

ASA FirePOWER E ¥ =2 —/VDFRE (ASA 9.9(x) LARTTHAR— ) 13
WOVEH 15



RET : 202253 H 22 H
Cisco ASA5506-X ') — X VA I RBZ—+FHA K

Cisco ASA 5506-X >V — X1, 88 NRT A7 b7 77 AT U4 —ALTT,

\}

GE)  ASAN—T = 9.1613. ASA 5506-X THR— K ENABEKN—T g9 0 TF,

\}

GE)  ASA5506-X X, 73— =3 > 9.9(x) LLATD ASA FirePOWER E ¥ = — /L DA%z VAR — kL TWET,

SAtE U RAEH

el Zetgne 2 b 51213, 74 B ADRRE T,

ASAS AR

ASA5506-X 121E, FEX SN N—2 3 VG U TERERT A B A FE 7213 Seaurity Plus 7 A B> A E EvE T, Security
Plus7 A RZL-T, HEDOT7 74T U — /8, VPN #5#t, 7 =— /LA — N—#EE & VLAN BNt S
7

T4 AOERICHIBRZ 1T 5861%,. StrongEncryption (3DES/IAES) A4 2 ALV A A M—/)L LET, T
DTA v AE, T AV ADEREOHBEERY > —I2X > T, —HOETIIMHARETE YA, StrongEncryption 7
AEARZE ST, VPN b7 7 4 v 7 e EOREEIZHE SIS T 7 4 v 7 BFFa S vE T, HEEFO Strong Encryption
TA B AZFETY 72X T HLENRHH5E1X. hitps://www.cisco.com/go/license ZZ /i L T 72 &0,

MBLZJG T T, AnyConnect Plus £721X Apex 7 A4 B A2 AT HZ LM TEET, 20T R ITE- T,
AnyConnect VPN 7 7 A 7 > s OHEGNFFAl SN E T,

FEART A AME Security Plus 7 A B A~DT v 77 L— K, F721% AnyConnect 7 A £ ADEAZ A LT 555
A%, http://www.cisco.com/go/cew ZZH L T 72 &V, F£72, [Cisco AnyConnect 371714 K] 3 LT [AnyConnect
EAFFHIC LS FEONDEM FAQ J LT Ea, ®ERIEF— (PAK) Mi#ishizET A — V&%)
m5E, 542 77‘7“4’/*‘**“/3 VR —HEETEET, AnyConnect 7 A £ ADYE, 2—HF—k vy a0
[ U7 — & 5850 ASA 1T C& 5~ /L F 22— & PAK 52 1TEY £,

\}

B FABLVAMERASND VI TAEEE, ~—FU =7 OIMINZHIRIEN TS Y v — DY 7 FS &R
0 ET, V=IOV TNAEGEL TN FR—-FTHEHIN., A B RIZEEHSVERA, T
A v ADTY TINESERRT HIZIE, showverson|grep Serial =~ > K% AJJ3 % 7>, ASDM T [Configuration]
> [Device Management] > [Licensing Activation Key] > > X— &2 HM L T E X0,



https://www.cisco.com/go/license
http://www.cisco.com/go/ccw
http://www.cisco.com/c/dam/en/us/products/security/anyconnect-og.pdf
http://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html
http://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html

ASA FirePOWER 5 1 £ X (ASA9.9(x) LART THHR— )

ASA FirePOWER & =2 — /L3, ASA CITRIDOF AL A A=A LB FHLET, T4 R TFIVA A —)L
ENTWEREAN, KOTA L ADTA VAT IT 4= a3 F—Z2RETEDLPAKN TV T 7 MIED
TRy 7 AZFER SN THET,

« Control # & U Protection : Control & [Application Visibility and Control (AVC) | F£721% lApps) & HIFEENE T,
Protection!®, [IPS] & HFHINET, T OOMREZ BEIRNICER T 2I121L, FA B AT 7T 4 X— 3
vER—IONA, MERAME] BT A7 YT v a s b EIR Y £,

Control (AVC) OFEHFIZIT., > 23 R— R EENF T,

Protection (IPS) D HTIZIX. http://www.cisco.com/go/ccw 235 IPS W7 A7 U 7'y g VAT HIXLENH Y £
To ZOVTRAZ YT a4, v—, =ovr ] Magatk, BRI OMIEERE BT SHEMIE ELET,
o ZOERAMY T A2 U T3 X, ASAFirePOWER €Y 2 — VD PAK/ITA BV A T 7T 4 _X— a3y F—
DAERRERITLET A, Ziux, BEFEZHEHT DM ZREET 57210 T,

EATXAZOMDT AL AIZIZ, ROBDONRH Y FT,
» Advanced Malware Protection (AMP)

«URL Z4)LAYYY

ThEDT AL A 5T, ASAFirePOWER £V 2 — /LD PAK/FA B R T 75 4 _— 3 v F—NERINE
9, FEMIZ DUV TIE [Cisco Firepower & A7 LMERET A o 2] 2B L T IZEV,

Control & Protection D 7 A £ A, BIXONFOMDOA T a DT A% A A M—)LT B HFEZODONTIX, 74
TUADA A =L (133—=) ZBRLTLIEEN,

ASA5506W-X A4 VLA F7IOEA KA+

ASA 5506W-X (Z1F, ASA (ZHEA STV 5 Cisco Aironet 702i VA Y LA T 7 A KA v bR EENTHES, 77
A RA  ME. GigabitEthernet 1/9 A > % —7 = A A L THNERIZ ASA ICHERE L ET, T XTO WiFiZ 747~ b
I% GigabitEthernet 1/9 % v TV —2ZIZBLET, ASAEX =2V T 4 AU —IZXV ., Wi-Fixy NU—7 P15 —
T2 AALDEBEOR Yy N =T 7 BRATHHENHESNET, 77 8RA RA 2 MUK, NS v F—T = A
ARAA v TF R— MIEENEEA,

T I BARA Y ML, lx OFT A AEBRE F[HEIZ T % Autonomous Cisco [0S A A — 77§§ﬁ‘ﬁ7%Li2}/L“Cb\i‘§‘ ASA
5506W-X % Cisco Unified Wireless Network (ZiBJIL, VA ¥ L XA LAN 22> b —7 23 535418, Lightweight 1
A=V A LAV TEET, =7 71 KE— RTO Lightweight 1 A — /@ﬁ%@ﬁﬁ_owfﬁxﬁ/xﬂU
AYLAaryha—AERTA K] © TAHET 7 & A KA 2 bO Lightweight ©— R~OZEH | OFEEZZBRL TLIEE
AN

e R—=FENDT IV EHARA LN V7 FU=TIZOWTIE,  [Cisco ASA Compatibility] [355E] &ML T 2 &
VY,

e JA YL ALAN 2> b —7 OFEHDFEEMIC DWW T, [Cisco Wireless LAN Controller Software documentation,]
AR LTLLEEN,


http://www.cisco.com/go/ccw
http://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
http://www.cisco.com/c/en/us/td/docs/wireless/controller/8-1/configuration-guide/b_cg81/b_cg81_chapter_01101111.html
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/tsd-products-support-series-home.html

CTIAFYLATIEHBARALS LV FON—KRT=2TBLOY 7 by =7 OFMMIZOWTiL,  [Cisco Aironet 700 Series
documentation] ZZ&M L T &0,

v kT —% TO ASA5506-X DE A

BEVWOR—g 07—y BB LT XN,

ASA 9.7 LI[&

RDOKIL, ASA FirePOWER £ 2 —/L (ASA 9.9(x) LRI CTH AR — ) BIUHLBIALT A VYL AT 7 AKRA |k

(ASA5506W-X) %l L72 ASA5506-X DHERER v U —Z EBAZ /R L CWET, ZOEREICIE, LA OFT T
EHEDNET Y v Iv—7 BIAY 7 R0 2T AL vF) L Wi-FiA X —T7 A ABREENDLDT, ZNLHDA
VHE—T 2 REHBAAL v FORDY E L THERATEET,

B 1:ASA 5506-x 9.7 L\BED Ry kDO —%

outside
GigabitEthernet 111

Management 1/1
Mo ASAIP address

wifi ASA FirePOWER IP address: 192.168.1.2
GigabitEthernet 1/9 {internal) g
192.168.10.1 Direct Cgl:Le
Access Point IP address (DHCP): Connection between
192.188.10.2 *— Management 1/1 and
GigabitEthernet 1/2 GlgebitEamet 12
b inside2
. GigabitEthernet 1/3
! inside ASA FirePOWER
inside3 - inside? BVI 1 *— Default Gateway
GigabitEthernet 1/4 192.168.1.1
- GigabitEthernet 1/8

Management
| Computer

FROXy PU—ZEE T, 7740 FRET, RO KD REWERFTRRIZR Y £7,
* 5} GigabitEthernet 1/1 f > % —7 = A A, DHCP 5D IP 7 KL A


http://www.cisco.com/c/en/us/support/wireless/aironet-700-series/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/wireless/aironet-700-series/tsd-products-support-series-home.html

» GigabitEthernet 1/2 ~ 1/8 A L /N\—A L X —7 = A A (ASA 5506H-X D5& 13 GigabitEthernet 1/2 ~ 1/4) %= & TH
BTV 70— 192.168.1.1

« (ASA 5506W-X) Wi-Fi GigabitEthernet 1/9 o > % —F /b A > % —7 = A A, 192.168.10.1

CRE->HEET T 4y Tr— ZHIZE DA —F =DM (o F =R §) ~DT 7B ARAREL 2D

cAE-->REA N ST 2 A AD T T 4y T u— ZHUSK DT RTONT Y v 7—TF A
N f B =T 2 ADWBENTREL 2D

+ (ASA5506W-X) Wi-Fi<-->RE, Wi-Fi->% 8 r77 4 v 7 7u— ZHIZKY Wi-Fixy NU—27 LN xR v

FU—

%

7 OMOEMZRBENATREL 720 . Wi-Fi xy NT—Z7 DA (L 2=y §) ~DT 7B RPATREL 72

cHEBLOWIFI LD T4 T2 MIkTHDHCP 7 7472 M, ASAMBIP T RLAZZIELET, 7%
ARA L NAKREZDTRTDY T 47 S ASA % DHCP —— L LT LET,

« Management /1 A > % —7 = A A%, ASA FirePOWER E¥ a1 —JL (ASA 9.9x) LLRTCTHR—F) IZBLET,
CNEHEHAT DI, N EIIWIEFiA V=T =2 A6 ASA BENNE LRV E4, A VX —Tx A R
EEMEFR T2, THLISME ASA TIIREETT, ASAFirePOWER £V =2 —/UiE, ZDA X —T A RA%&fH
JILTASARER Ry FT—HIZ8HEL, NS ¥ —T oA ZAE2L VB —2y bADT—Fr9T A4 L LTHEHAT
xFET,

\}

B ASADOHRETIE. 2O F—T o2 A AZIPT RLAZHRELRWTL 7 EV, FirelPOWER
DH/RETORIPT RLAZHRELTLEEIWN, —F 4 TOEANL, COAVE—Tzx
ARIFTASA LIFFESCHDEDE LTEETBALERDH Y £,

cRERA > H—T 2 A ABIOWI-Fi 1 % —7 = A 2D Adaptive Security Device Manager (ASDM) HTTPS 74

R

e X2y bT—0 7 RLRZEH (NAT) : NEE. Wi-Fi, BEXOEHNOHNEA~DTXTORNT T 4 v T DA L H—
TxA AR— KT RLRZEH (PAT) , 774 _X— RN, Wi-Fi, BLOEHOR Yy hT—7 b EE SN
IP7 RLAE, N7V w7 RAEIPT RLALBEAGDOR— NEFICEREINET, /¥ —Fy b ETHET T4
NR—=FIPT RLVRIN—T 4 T TEEHADT, NAT RLE LD FT,

\}

GE)

WiEx >y hU—2 BEIZBlo—2 Z#FET 25461, FEENBORIV—T v 7 T&ET, 2 . Y]
TRRXTEA W A {T - 7= Management 1/1 T ASA & ASA FirePOWER & ¥ 2 — /LD )7 2 HH TE i‘?— Z\ D4 ]\ J—
ITREEN—T 4 ITREDE L, REBEMREERT A Z L TrRlRgE 20 £7, 7L, BHla v Ea—4L
FirePOWER ZHLIP 7 R L A D[] T NAT Z i H 94 584515, ASDM % L C FirePOWER £ ¥ = —/L & & 4
HZEETEEEAL (WY, SOICHEMR VPNRENLELZ2VET) ., HOoDa L Ea—4 TASDM
HFITTHEEIL, ASDMITEY 2 — VITHREINTZEIP 7 R A% L T FirePOWER £ = —/L L iffE
LEd, RDOVICNAT 7 RLAZEETHZ LIETEEH A,




2: 77— DL

GigabitEthernet 1/2-1/8 Bridge Group

inside, 192.168.1.1 Management 1/1
GlgabitEthernet 1M (ASA Management; Gateway} Must set in ASA FirePOWER: 192.168.1.2
outside, DHCP from Modem (No ASA IP address)
v

N

o s Y

GigabitEthernet 1/9 (internal)
“ wifi, Access Point DHCP from wifi:

192.168.10.2 Wireless Clients

DHCP from wifi:
192.168.10.x

Internet -~ WAN Modem Management Computer
DHCP from inside: 192.168.1.x

FIE

ATv 71 (ASA9.9(x) LAH) Management 1/1 (ASA FirePOWER ¥ = —/LD54) % GigabitEthernet 1/2 ~
GigabitEthernet 1/8 DWF AT EHE T — 7 VR L £ 77,

GE) A X —7 = A A% ASA FirePOWER & 2 — A FIZBT ABOF A4 2L LTEIET 5
72, WA v XA —T =2 Af ALEHA A —T 2 A AFR LAy U —7 TEFHTEE9,

ATw T2 3t a—H% GigabitEthernet 1/2 ~ GigabitEthernet 1/8 (ASA 5506H-X M 35413 GigabitEthernet 1/2 ~ 1/4)
DWFITERRE L E T,

AT 73 GigabitEthernet 1/1 (#M) %2 WAN T34 2 (72 2 1Er—T N FF L0 E) (27 —7 8 L1,

G¥) =70 FT A T192.168.1.024 £7-1% 192.168.10.0/24 DAERIP 7 KL ANFEE S HE. Bl
DIPT RLVAZEHATHLIICASA ODREEZELETHVLERNHV ET, /1 X —T A ZADIP
7 KU A, HTTPS (ASDM) 7 7t A, 3L NDHCP H— X—DEEITT T, [Startup Wizard]
EHALCERCEET, ASDMIZERIL CWAIPT RLAEZEFTTH L, U — ROKTHE
WIS IET, HTLWIP 7 FLRICHEETALENH Y 77,

ASA 9.6 LLA(]

DKL, ASA FirePOWER £ 2 — LB X OHHAIALT AL Y LA T 7 A KA b (ASA 5506W-X) #{EA L=
ASA 5506-X OHELER v PU— 7 BERAZ R L TCWET,



3:ASA 5506-x 9.6 ARID F 2y kT —7
ASAFirePOWER Default Gateway

Layer 2 ASA
Switeh EE

inside -@_ outside P i
GigabitEthernet 11 " )

GigabitEthernet 1/2 | 4

Fo g AP |

W wiri

—
Management PC

==
Management 1A ] GigabitEthernet 1/9 {internal)
No ASAIP address 182168104
FirePOWER IP address: 192.168.1 .2 Access Point IP address (DHCP): 192.168.10.2

)

GE)  BABRBEN THIOWNEAAS v F 2T 206EBH Y £7,

FROR Y NI EETIE, 77 4/V MRET, RO LD REENAIRRIC /e D £,
» 5} &0 GigabitEthernet 1/1 f > % —7 = A A, DHCP "6 D IP 7 KL A

* [NER GigabitEthernet 2 A > % —7 =1 A, 192.168.1.1

+ (ASA 5506W-X) Wi-Fi GigabitEthernet 1/9 A > % —F )L A H—7 =4 A 192.168.10.1

A >N T T v T~ ZHIZXZONHE—F =D (X —F v b)) ~DT 7B ANA[GEL 2D

+ (ASA5506W-X) Wi-Fi<-->RE, Wi-Fi->SNE T 7 v 7 7u— ZHICEY Wi-Fixy hU—27 ENER v
FO— 27 OMOBEHZRBENAREE 2D, Wi-Fixy NU—27 DN (L v F—F v 8) ~DT 7B ANTREL 72
)

CABBLOWIFI LI FA T MZXTBDHCP 7 A4 7 Mid. ASAWBIPT RLAEZZELET, 77%
ARA L NEBEREZDTXTOI T AT b2 ASA Z DHCP —_"—¢& LA LET,

* Management /1 /%, ASAFirePOWER E2a—JLIZJBLE T, THEEMT 521T. WEHEZIE Wi-FiA ¥ —
T A ANEHD ASA FENMEL R0 9, A U H—T = A AFEWET TTR, FHLIMNET ASA TIERZEE T
4, ASAFirePOWER £ 2 —/Lid, DA v F—T = AZH L TASARERY FT—2 12K L. NEA
VHE—T 2 AL VB —=F2Y bADT— b/ L LTHEHATEET,



\}

2 ASADORETIE, ZOA L EZ—T A AICIPT RLAZRTELLRWTL Z &V, FirePOWER
DBRETORIPT FLAEZBRELTLEE W, L—F 4 TOBAENS, CHOAVE—Tx
ARIFASA LIFFESLCFHDEDE LTEET HLERDH Y £,

cHNEA L F—T =2 A ZABLOWIi-Fi £ ¥ —7 = A A D Adaptive Security DeviceM anager
(ASDM) HTTPS 7V X

e Ry RT—0 7 FLAZEH (NAT) : WL, Wi-Fi, B XOE B BAMB~D T TD
N7 40 DAH =Tz AR—F T RLAZLH (PAT) , 774 ~<— FaNES,
Wi-Fi, BEOWEBRDOR Y NU—INOEEINTIP T RLARIK, T U w7 70450 1P
T RVAELEADOR— FNEFICEBRINET, AV F =Xy b ETETFAX—=FIPT
RLRIN—F 4 7 TEEHADT, NAT WL 720 $9,

A\

GE)  AWExr v hT—2 RIZHlON—2 2 FET 585615, BEENTOMICLV—T 4 7 TExET, ZO%HA, W)
IR EAH A 1T > 7~ Management 1/1 T ASA & ASA FirePOWER € ¥ = — /LDl 2T E T, X hU—
TREEN—T 4 Y ITREDZ 1L, REWEREFEHTHZ L TrEEE RV ET, L, BBlarbEa—xL
FirePOWER EHLIP 7 K L A DT NAT 2 4 55515, ASDM Z il L T FirePOWER £ = — /L & & # 4
HZEETEERA (Dt SHICHEMER VPNERERLELRY ET) , BOD 3 B 2—F TASDM
ZIATT D L EIE, ASDMITE Y 2 — /WZERE ST P 7 L A2 L T FirePOWER € ¥ = —/L & #1E
LET, RDYVIZNAT 7 RLAREET I LI TxEHA,

B 4: 47— J ik

Management 1/1 GigabitEthernet 1/9 (internal)
GigabitEthemet 11 Must set to 192.168.1.2 wifi, Access Point DHCP from wifi:
outside, DHCP from Modem [ASAFurePGWEH Management) 192 168.10.2

Wireless Clients

IE }) DHCP from wifi:
O 192.168.10.x
g fr,f - g
IgahitEthernei 12
ingide, 192.168.1 1

[ASA Managemaent; ;
Gateway)

[ IrrtnernnE:t WAN Modem Management Computer

. / ' DHCP from inside: 192.168.1 x




FIE

RFY TN UTOMBROr—T N a2 LAY 24 —F Ry N AL v FITHFELET,
« GigabitEthernet 1/2 A > % —7 = A A (N¥)
» Management 1/1 - > % —7 = A A (ASA FirePOWER & ¥ = — /L ff])
e a—H
G¥) B A X —7 A AL ASA FirePOWER £ 2 — LTI BT ARI0F A 2 & LTEET %
e, WA v 2 —T 2 A ALEBA X —T oA ZAFFR Ry NV —7 THEHRTEX ET,
AT w72 GigabitEthernet 1/1 (4M5) % WAN T34 R (72 L 2137 —T N BT L7 E) IZr—7 8k LT,

GE) Z—7F5 A5 T192.168.1.0/24 £7-21% 192.168.10.0/24 DAERIP 7 R L AN E SN i=H4E. Bl
DIPT RVAZEHATDHEIICASA ORTCEEETHILENHY £3, 4 X — 71/(;w> IP
7 KL A, HTTPS (ASDM) 7 7 & A, BLDHCP ¥ — " —D&E X TC, [Startup Wizard]
AL TERCEET, ASDMIZEHf L CWDHIPT RLAZEET L L, 74— RO THE
WZUIrSvET, BrLWIP 7 RLURICHERTOIXLERH Y 77,

ASA DEIRE A

ASA DEJFREZBAL, BIRATTOEI TR AR LTI,

FIE

ATy ERa— K& ASA ICER L, BRa 22 MoERLET,

EIR o — R &2 LiAte & EIE A B W20 F4, BEAZ U 13HD AL
ATw T2 ASADEICH HEIRLED ZHR LE T, FROIZET LTV AEETT. 7/%%0) {J?#Ao’(lﬂiﬁ”
R2TFv T3 ASA DEMICHAHAT—F ALED 2R LFET, HEICEIT L TWDE . EIRBEAZENCER LT
b\i‘a‘o

JANY LA TR KRAL>2 + (ASAB506W-X) =HF3E L E T,

ASAS506W-X T A YL AT 7 ®ARAS L M, T 74/ bTEHELENTWET, UYL REREERE L. SSID
BIOEXa VT A ORTEEITIICIE. T78ABRA L N GULICHEH L T TEE N,



1R BHHEIIZ
COFNETIE, T7ANIREEFHTLILERH Y 7,

FIE

ATYT1 ASAWNE Ry FT—ZIHEHIN TS a Ly Ea—HF T, Web 77 UV &iEdhLE T,
RTw T2 [Address] 7 4 —/ FIZ http://192.168.10.2 & AL E T, 2P —4 L 2T — FOANZRD HIE
75

GE) T27BARAVPMIEETERNEZIZ, ASAIXT 74NV NREDEET, iOFRy hT—7
MEBRAONSRWGE, TV BARA Y FeT 74V M EICETTH I ENTEET, ASA
CLIIZT 7B AT HMENRSH Y £79 (ASA D=V —)LR— MIEERET 57>, ASDM Zff L
T Telnet £7/21XSSH 7 7 B A Z®RELET) . ASACLI 25, hw-module module wlan recover
configuration # A LET, 77 EBARA LV FEIBIZ N T TN a—T 4 VT THMERD
H8%A1E, sessonwlanconsole 2~ REFEHLTT 7 2AKRA b CLIICER LT,

ATwT3 a—H—Fcisco L/NAT—RCiscox ANJLET, 77 EAKRA L b GUIRERINET,
ATy 74  FEID [Easy Setup] > [Network Configuration] > %727 U v 7 L %9,
AT w75  [Radio Configuration] 81 C. [Radio 2.4GHz] &7 3 3 >3 X O [Radio 5GHz] £ 7 ¥ 3 > D 2K
LT, RONRNTGA=HEHREL, B ar T el [Applyl &7 Vv LET,
. SSID
* Broadcast SSID in Beacon

» Universal Admin Mode : Disable
* Security  (FSHEERD )

ATy 76 MO [Summary] 227V v 7 L, AA =T D [Network Interfaces] C [2.4 GHz] ZEARIZxf I D4 v b
Voorxzr20 v LET,

RTwFT  [Settings] ¥ 7H7 Y v LET,

AT 78 [Enable Radio] D% /E TIL, [Enable] 7 VA RX %27 V7 L, X=Y T [Applyl 7 U v 7 LZE
7

ATYTF9  FEA#V KL T[5GHz] E#HfARELET,

ATYT0 FEHICOVWTIE, KO =2T7 VEZRLTIEEN,

e UAYLALAN = ha—J OfEHOZEMIZ OV TIL,  [Cisco Wireless LAN Controller Software
documentation] ZZM L T 72 &0,

CcTIAYLAT I EBEARA LV FDONN—KR 2T BIONY 7 My =7 OFEMIZOWTIX.,  [Cisco Aironet
700 Series documentation] ZZMB L T Z &y,

10


http://192.168.10.2/
http://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/wireless/aironet-700-series/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/wireless/aironet-700-series/tsd-products-support-series-home.html

ASDM DD #ZE)

Z Z TlE. ASAFirePOWER ¥ = —/L (ASA 9.9(x) LRI CHAR— 1) ZEFT 572012, ASDM # 4 5 Z & %5
f2& L CUWET, Firepower Management Center 21235613, £V 2— /L CLIIZERH L, By N T v 7 27 U7
NEFATTHMENRH Y £, [ ASAFirePOWER 7 A v 7 x§7~ N A R 2B LT ZEV, ASA9.10(x) LA
TlZ. FirePOWER & = — VZBET 5 FIEIZ T R CER LT E S0,

IR BRI

ASDM % EATT 572D DELEIZ-OW T, Ciscocom @ TASDM VU —2 /— k] 2B LT &,

FIE

ATV T1 ASAICEEHISNTWVWAEI L B2 —H T, Web 77 VA ERLFT,

ATw T2 [Address] 7 4 —/v KIZ URL https://192.168.1.1/admin = AJJ L £7, [Cisco ASDM] Web ~— VN KR S 4
EJpe

Bl Ea—HETA YL A TTA47 2 MELTASA I L7-4A 1. https:/192.168.10.1/admin
TASDM (T 7B AT&E £,

AT 73 fiHARE/e A7 2 2 > ([Install ASDM Launcher] . [Run ASDM] . [Run Startup Wizard]) DOW$ g 7

Uy 27 LET,

ATy T4 EEHOERIIMES TH T v a U EEIR L, ASDM #EH) L £9, [Cisco ASDM-IDM Launcher] 232/~ X
WET,

ATFY TS a—PF—HLRAT—RDT 4 =V REZEOFEEKXL, [OK]Z7 Vv 7 LET, AL ASDMY 4 R
UNFERINET,

((¥)  [Configuration] > [Device Setup] > [Device Name/Password] ~X—lZma 7oA > Lizth, ¥iteE (1
X—=TN) BE— RONRAT—REEFLET,

ATFYT6 A2 AR—/LF5 ASAFirePOWER E 2 — /LD IP T RLAZEET AL HIRKRDONTEBEIT. X147
0 7Ry AkXxx o2V LET, [Startup Wizard] ZEH LT, £, EVa2a—LDIPT RLAZIEL
WIP 7 RLVRIZERETHLERHY £,

ASDM (X ASA Ny 7 FL—2 %4 L C ASAFirePOWER £ 2 —/LDIP 7 KL AR ELEZET TX 97,
il BV 2 — VEERT 52, Xy FU—2 %4 LT Management 1/1 A > % —7 = A4 A LDFE
Va—/b (BEXUOHLWIPY RLR) IZT7 27 8ATLH0E NS 3, HEINIEBEATIIEY 22—
DIPT FUARNE R Y hT—Z (IZHFEET DD, ZOT 7B ANARETT, IPT RLRAZERE L%
IZASDM 3Ry NI —27 FOFED 2 —NVICERETXRWESIT. =5 —BFRINET,

AT TT1 [V4H¥—F (Wizards) |>[AX— T v 7 7 4% —F (Startup Wizard) ] ZE4R L £,

ATY 78 MEISE U TEIMD ASA R EE1T 9 »>, E721%. [ASA FirePOWER Basic Configuration] [# [ 23 /1% S 41
HFET, BmaEERET,
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R 5:ASDMR 8 — b7 v 7 9 F—F

[E) Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard u

¢ Startup Wizard ASA FirePOWER Basic Configuration (Step 9 of 12)

In order to establish proper connectivity with the ASA FirePOWER service blade, please enter
all necessary information,

Mote: ASA FirePOWER-related configuration is intended For bookstrapping, Modifying an
existing ASA FirePOWER configuration may lead to undesired results,

[7] Belect to Bypass ASA FirePOWER Configuration |

Metwark Settings
IP &4ddress: | 192.168.1.2 I

Subnet Mask: [255,255,255.0w

Gateway: 192.168.1.1 l

Please read the following license agreement. You must accept the terms of this agreement
befaore continuing the wizard.

»

' End User License Agreement

. IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT
|CAREFULLY. IT IS YERY IMPORTANT THAT YOU CHECK THAT YOU ARE

i PURCHASING CISCO SOFTWARE OR EQUIPMENT FROM AN APPROYED

| SOURCE AND THAT YOU, OR THE ENTITY YOU REPRESENT {COLLECTIVELY,

i THE "CUSTOMER") HAYE BEEN REGISTERED AS THE END USER FOR THE []
|PURPOSES OF THIS CISCO END USER LICENSE AGREEMENT. IF YOU ARE NOT
|REGISTERED AS THE END USER YOU HAVYE NO LICENSE TO USE THE |

| SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE

i AGREEMENT DOES MNOT APPLY. ASSUMING YOU HAVE PURCHASED FROM AN
| APPROVED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR

| CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS

i AGREEMENT.

' CISCO SYSTEMS, INC, OR ITS SUBSIDIARY LICEMSING THE SOFTWARE INSTEAD OF - |
| 4 [ [ 3

(7) I accept the agreement

U 4

F7H NV INREEERT DI, ROEEZHELET,
* [IP Address] : 192.168.1.2
* [Subnet Mask] : 255.255.255.0
* [Gateway] : 192.168.1.1
ATw 79 [laccepttheagreement] %27 U v 7 LT, [Next] £7-iX [Finish)| 27V v 7§25 L, 4P —RBKTLE

7
ATv 710 ASDM ## 7 L. Fi#EEI L £4, [Home] ~<—IZ [ASA FirePOWER] % 7 B FE RSN E T,
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tha) ASDM ™ 4 H— FE K VMR ENDET

ASDMIZIE, Ex 2V T 4 RV V—%RETHEDOT 4 P — FREHEENTWET, FEHATERTXTOY 0 F—
K% R25I121%, [Wizards] A =2 —Z2SM LT X0,

ASA OFE#HKEATT H121%.  [Navigating the Cisco ASA Series Documentation] TY 7 ho =7 N—T 3 UG Uiz~
=a T VESRLTLE é Y,

ASA FirePOWER £ 2 —/JLDERTE (ASA9.9(x) LRI THHR— )

ASDM Z2fH L TCIA L RAEZA LA =L 1L, BEVa—LDEF2UT 4 RIS —52RELT, EVa— N+
T4 v EEELET,

\}

(¥)  F721%. Firepower Management Center %2 {# § L T, ASA FirePOWER & ¥ = — /L2 EFHTE £9, FFMIzOWT
1Z. TASA FirePOWER Module Quick Start Guide] ZZ&/ L T 72 &0,

FIE

ATFYT1 G4 AZADA A F—L (13 3—2)
AT v T2 ASAFirePOWER ¥ =V T 4 RU T —DORE (14 32—) |
AT T3 ASA 725 ASA FirePOWER £V 2 —/L~D T 7 4 v 7 DEE (14 ~—) |

FJAEVADA VA =)L

Control 3 X U'Protection D7 A B R 1IT 7 4V TR S THE Y . "EFEEST— (PAK) 2587V F 70U bR
RNy 7 ZZFMHSIVCTWES, BINZ A B 2 2R ELTHGGIE. 26D T4 ZAHO PAK NEF A —/VITFLH
INTHWET,

FIE

AT w71 [Configuration] > [ASA FirePOWER Configuration] > [Licenses] > > % #&4R L [Add New License]l 27 U v 7 L
T, ZTHEHOY Y=Vt T 574 2 F—2 05 L £,

FA A FT—IT EEFTICH Y, 72L& 20T 72:78:DA:6E:D9:93:35 T,
ATw T2 [GetLicense] &7V v 7 LT, FA4 BV AR—FNEZEEBLET, £/, 77 VPV TROURLICEEI L

9, hitps://www.cisco.com/go/license
ATw T3 o~ TRY Sz PAK % [Get New Licenses] 7 4 —/L KIZ A L, [Fulfilll] 227V v 7 LE7,
RTYTE TAEVAF—RBEFA—NT RLRAREDT 4 =N RIZATLET,
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http://www.cisco.com/go/asadocs
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ATYTE Web¥ A ROERNLD, VAT ARBEMNICEET 274 BV AOET A — /WIBH SN TS zip 7 7
ANIID, FEROTA R AT I T 4=V ary F—4%at—LET,

AT v 76 ASDM @ [Configuration] > [ASA FirePOWER Configuration] > [Licenses] > [Add New License] [ (2 & ¥
g

ATwF7T [License] Ry 7 ACTA VAT I T 4=V ay F—%0017F4,

AT w8 [Verify License] 7 U v 7 LTTFARZELL 2t — L7722 L 28 L, #5282 [Submit License] % 7
Vw7 LET,
AT w79 [Returnto License Page] 27 UV v 7 L %9,

ASAFirePOWER ¥ 21') 71 R O—DEETE

ASA 775 ASA FirePOWER £V 22— /VIZEETDH T 7 4 v 7 DX 2T 4 R —%F

e
it

Li—a—o

FIE

ASAFirePOWER ¥ = U 7 ¢ AR U I — %R ET 5 7= |2 [Configuration] > [ASA FirePOWER Configuration] >
IR E 7,

ASAFirePOWER £ % 2 U 7 ¢ 7Y 2 —OFEHICOV THL, ASDM O [ASA FirePOWER] ~<— 2 1 L 3
T, R —DFEFIECONTEELLMDITIE, EEDO_X—T[Help] %7 Vv 79250, F£721%[Help]
>[ASA FirePOWER ~/NV7 FE w7 (ASA FirePOWER Help Topics) |> Z# R L £,

[ASA FirePOWER module configuration guide] H &M L T 72 &0y,

ASA 55 ASAFirePOWER E2 2 —I)LAD 5 7 4 v U DiELE

ASA FirePOWER £V 22—/ b T 7 4 v 7 2XMETH L HIC ASA ZREL £,
FIE
AT w71 [Configuration] > [Firewall] > [Service Policy Rules] > > DJEIZE#IR L F 7,

AT w72 [Add]>[Add Service Policy Rule] > ZER L £,
ATY T3 KUV —ERHEDA U H—T A AT 50, FRERENOICHEAT 502 R, Next] %27 U >

7 LET,
ATvT4 o747 O—FEHRELET, =& 23 4’//\7/%0)7%’22/I/HJI/%LLIJ_@“/\T@]\7
TAVINETa— A~V NEINDE DT, —H% [Any Traffic] IZEXETE ET, Fio,

M. ACL GXEIC&sieofEyE) | £7213BEFD ]\774’ v 7 7T ANTHEADNT, J:UE&&.&%E%E
RTDHILLTEET, ZORY V=T, TOMOAT v a Y EHEVHFHATEIHY A, bT
T4 JTADERNTET LI, Next] 227 U v 7 LET,

AT w75 [Rule Actions] ~3— T [ASA FirePOWER Inspection] # 7% 7 U v 7 L £,

AT w76  [Enable ASA FirePOWER for this traffic flow] = v 7 R 7 2 &4+ 2 LET,

AT wF7T [ASA FirePOWER Card Fails] 83 ¢, koOWIhnz 2z ) v 7 LET,
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* [Permit traffic] : ¥ 2 —ANMEMTERWGE, TXTO T 74 v 7 O@iEz gz LT+
HEIICASAERELET,

* [Close traffic] : E¥V 2 —ABEHATERWES, T R_XTCONTF T4 v 7 &7 vy 7358912 ASA
EELET,

ATvT8 EE) b9 74 v 27 0HABVEHO A —%2F Y 2 —LIIEETS (DFEV v £— 2T
%) ZiX. [Monitor-only] #4112 LE 7,

ATw 79  [Finish], [Apply] DIEIZZ U >~ 27 LET,

AT9T10 ZOFEEZBEVELT, BNMONT 7 47 70 —%RES L TRELET,

RDEE

« ASA OFREEFATT H12iX,  [Navigating the Cisco ASA Series Documentation] TY 7 b7 =7 /N— 3 TG T
fex=aT7 VaZRLTIEIN,

« (ASA 9.9(x) LAfi7) ASA FirePOWER £ = —/L & ASA #{EDFEHIZ DWW TIX, [TASA/ASDM O 7 7 A 7 W o+ —
IWREHTA F] @ TASAFirePOWER £V = —)V ] DOFE, F/IZASDMOA T A L~V T EBRL T E I,

+ (ASA 9.9(x) LAHIT) ASA FirePOWER #% € DEEMIZOWTIEL, 4> T A >~ [ASA FirePOWER ¥ = — /L
AT A R . FEIHEHD/ N~ 9 > @ [Firepower Management Center {74 Rl 2L T 7Z&W0,
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