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GE) https://tools.cisco.com/security/center/content/CiscoSecurity Advisory/cisco-sa-20190501-asa-csrf
DEX=2VT 47 KAV YDEIELE LT, ASA [IHFED User-Agent ~ v X —% R
FAT 2 Db O HTTP IEAGRRED A %22 F AVET, §Fr Slca—F—3CF5 07
7 4V b U A Ri&, show running-configall http =2~ > REZFE[TL TERRTEET,

http server basic-auth-client ASDM
http server basic-auth-client CSM
http server basic-auth-client REST API Agent

ZDFRX = A FORFITHE, User-Agent 2 ASDM [ZF%E L, FATGERZEA L £9, 5l
@ User-Agent L 7-8 & FF A3 5 21%, http server basic-auth-client =~ > FZ&2f#H L TX
FHEBEMLET,

FIE

ATY Tl a—D a—H ek LET,
user name username [passwor d password] [privilege priv_level]
F70E, AA A —R—2FHL Ca—Y 2R ETLHIELTEET,
1 -

ciscoasa(config)# username api password api privilege 15

AFyT2 a—HNTF—H_—2 %R L THTTP Rar2 a9 L x4,

aaa authentication http console LOCAL
Flold, AAAV—N—ZfH L Ta—F—GRGEARET LI &b TEET,
1 -

ciscoasa(config)# aaa authentication http console LOCAL

RT9 T3 HITP h— =% HHIL T, Xy NT—IMHDT 7B AEFALET,
http server enable

http source IP_address mask source interface

&1

ciscoasa(config)# http server enable
ciscoasa(config)# http 0.0.0.0 0.0.0.0 inside
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username deanwinchester password 67Impala privilege 15
http server enable

http 10.1.1.0 255.255.255.0 management

aaa authentication http console LOCAL

EREE

Dk v a T, HITPA VX —7 =2 A A% fEHA L TASARTE R F B L UMRET 2 ik
i LET,

ASA FXE DEF
ASA T URL /admin/config l=7 7t 2§ % &, BUTOEA ASA RELXBGTE £1,
451

$ curl -k -A ASDM https://api:api@172.31.1.5/admin/config
|

ASA Version 9.12(2)9

|

hostname asal

domain-name vik.local

enable password *** pbkdf2
passwd ** encrypted
multicast-routing

names

name 192.168.1.55 asal.vblan.com
————— SNIP —-----

B—<TY FOET
HTTPRRH TASAIZT 7 B AT 5846, ASAlIZ, EXECE—REarv 74 F¥al—T g F—
KoM HFOa~<y RERICUFETZITANET, 274 F 21— a - NIUVEZLS
VEIIH D FHEA,

g~ RIXURL NCTHEHBHEET H7-®, URL =2 a— ROAQKETY, =L 2 iE, A—RT
+RLAICEE A Z D MENH Y 7, https://www.urlencoder.org/ 72 £, T DA KEE AT
FITTHODEL DF L TA LY =N £1°,

B :showav > K

$ curl -k -A ASDM https://api:api@l72.31.1.5/admin/exec/show+version
Cisco Adaptive Security Appliance Software Version 9.12(2)9
Firepower Extensible Operating System Version 2.6(1.152)

Device Manager Version 7.12(1)

Compiled on Mon 30-Sep-19 13:11 PDT by builders
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System image file is "disk0:/asa9-12-2-9-smp-k8.bin"

Config file at boot was "startup-config"

asal up 19 days 20 hours

Hardware: ASA5515, 8192 MB RAM, CPU Clarkdale 3058 MHz, 1 CPU (4 cores)

ASA: 4096 MB RAM, 1 CPU (1 core)
Internal ATA Compact Flash, 8192MB
BIOS Flash MX25L6445E @ Oxffbb0000, 8192KB

Encryption hardware device : Cisco ASA Crypto on-board accelerator (revision 0x1)

Boot microcode
SSL/IKE microcode
IPSec microcode
Number of accelerators:

1

: CNPx-MC-BOOT-2.00
: CNPx-MC-SSL-SB-PLUS-0005
: CNPx-MC-IPSEC-MAIN-0026

Baseboard Management Controller (revision 0xl) Firmware Version: 2.4

--— SNIP ---

H:arIJqsxXxal—3>avUR

T 5NN Y | avr FEFTLTHME SNV LICEELTLIEE N,

$ curl -k -A ASDM https://api:api@172.31.1.5/admin/exec/domain-name+lab.com

Bl :a<vrFIS5—

$ curl -k -A ASDM

https://api:api@172.31.1.5/admin/exec/aaatauthentication+http+console+LOCAL

Range already exists.

BH T FOET
1oDa<y REREEOURLE X ZMHH LT, EikoE
Da<wr NI, AF7va (/) TREY £,

il

$ curl -k -A ASDM

.
L

Lica~vy REFTTEET, #HK

https://api:api@172.31.1.5/admin/exec/object+network+curl-test/host+1.2.3.4

$ curl -k -A ASDM https://api:api@l172.31.1.5/admin/exec/show+run+object+id+curl-test

object network curl-test
host 1.2.3.4

vy FO—IEET

%< Davy RERRCHET 2 0E1 S 555G, ASA Tl /admin/config ~0 HTTP POST &

LTRFAND ZENTEET,
1

LIFDBNE, TF A 7 7 A WVITRAF SN2 ACL ZAET 2 7 1k2 R L TV E T,

$ cat config.txt
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access-list testl23 extended permit tcp any any eq www
access-list testl23 extended permit tcp any any eq ftp
access-list testl23 extended permit tcp any any eq https

$ curl -k -A ASDM https://api:api@l172.31.1.5/admin/config --data-binary @config.txt
Cryptochecksum (changed): 5362c464 e7b04911 a0427d83 367676fc
Config OK

$ curl -k -A ASDM https://api:api@l72.31.1.5/admin/exec/show+run+access-list+testl23
access-list testl23 extended permit tcp any any eq www

access-list testl23 extended permit tcp any any eq ftp

access-list testl23 extended permit tcp any any eq https

ASAHTTP A X —T =2 A AR LT, 79 v a AT INOT7 7 A VEEHTHZLLT
F7,

774 IWLETD A—FT D
T R_RTOA A—1E, URL : /admin/diskOffilename 7267 7 B A TEx F 4,
£
PUF BT, dapxml BRF T a— RSNET,

$ curl -k -A ASDM https://api:api@172.31.1.5/admin/disk0/dap.xml
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<dapRecordList>
<dapRecord>
<dapName>
<value>Userspoof</value>
</dapName>
<dapViewsRelation>
<value>and</value>
</dapViewsRelation>
<advancedView>
<value>assert (function ()
return (endpoint.registry["WinUserName"].value ~= aaa.cisco.username)
end) () </value>
—-—-— SNIP ---

J74ILOF7yTAO—FK

HTTP POST % /admin/diskOffilename IZE(Td 5 &, 77 ANANT v7a— RKEhEd, BEfFE
Tr7ANDEEZEZRT IO MIFREINRNZ EITEE L TLEEY, ASAITEEFEY 7
AN FEEIR LIS BEEELET,

151
UToWiL, BX%=a2T7 77947 b2 ASAICT v a— K45 5E2 7R/ CTWWET,

$ curl -k -A ASDM
https://api:api@172.31.1.5/admin/disk0/anyconnect-win-4.9.05042-webdeploy-k9.pkg
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--data-binary @anyconnect-win-4.9.05042-webdeploy-k9.pkg
76380273 bytes uploaded

AEEAEMNEHE (Certificate Management)

ASAIZA VA M=V ENBIERAEIZIL, TAT T 4T 4 & CADO2FENHY 97,

ASAVE. TAT T 47 4 fFHFEE PKCS12 7 7 A WVIEXTZIF AN ET, PKCSI12 7 7 A /L
IARAFUVRERTH AT, BIIC Basebd 12T 2 — R T AMLENH Y £9°, Linux =2 Unix

NR—=ZADY AT LT, OpenSSL = —7 ¢ U7 ¢ ZfiH L C Base64 = 2 — RAFEITTE E

4, Windows TlE. certutil & -encode 7> a v & & bR L ET,

CLI T ASA IZREAEA A VA =T 256, ASA 1T 7' v o7 M2 L CREE %
ZIFANET, HITPA V¥ —7 = A A% H L CGEHEZ #9254 1%, nointeractive ¥ —
U— RERETHILENH Y £,

A4 TABRAEDA R F—IL
451
Base64 = a2 — R ZilHi< IDGEAED A A =1L OHlZ LI TFIR L ET,

\d
A
ol
\I
Sl

openssl base64 -e -in cert.pl2 -out cert.pem

echo crypto ca import test-tp pkcsl2 pkcsl2password nointeractive > cert.txt
cat cert.pem >>cert.txt

echo quit >>cert.txt

cat cert.txt

crypto ca import test-tp pkcsl2 Lenovo321 pkcsl2password nointeractive
MITILmQIBAzZCCC1l8GCSgGSIb3DQEHAaACCCIAEggtMMIILSDCCBE8GCSgGSIb3DQEH
BgCCBfAwWggXsAgEAMIIF5QYJKoZIhveNAQCcBMBWGC1gGSIb3DQEMAQYwWDgQIMN+G

-—-— SNIP ---

HuKDMSUwIwYJKoZ IThvcNAQKVMRYEFAR7QSZN4 7HVCRU/82A1UyRwwyo JMDEWITAJ
BgUrDgMCGQUABBSIt7Y5piQlyqlpPOGZWOAUAXMT+gQIV+Oe+uTn7/nwCAggA

quit

$ curl -k -A ASDM https://api:api@172.31.1.5/admin/config --data-binary Qcert.txt
Enter the PKCS12 data in base64 representation....

.INFO: Import PKCS12 operation completed successfully

Uy »r »r 0

Cryptochecksum (changed): 19dd8321 cOcc9f6a 2690799c e4eb58e79
Config OK

CASEFREZEDA VX —IL

!l

$ echo crypto ca trustpoint test-tp >cert.txt

$ echo enrollment terminal >>cert.txt

$ echo crypto ca authenticate test-tp nointeractive >>cert.txt
$ cat ca-cert.pem >>cert.txt

$ echo quit >>cert.txt

$ cat cert.txt

crypto ca trustpoint test-tp
enrollment terminal
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crypto ca authenticate test-tp nointeractive

MIIFWTCCBEGgAWIBAgITGQAAAESL6p0sIJ47EgAAAAAARDANBgkghkiGI9wWOBAQSE
ADA/MRMwEQYKCZImiZPyLGQBGRYDY29tMRUWEWYKCZImiZPyLGOBGRYFdAmJIsYW4x
-—-— SNIP ---

XbyWLIGppg++4MFx2JZ23/cBQ262zuu4 PKIHKXWnJdOVSAHLrTnYD5j2zJ1F2gld1dP
z£9XqoNtaOArpWGs1jFmIfPG/KvgK51iGEmPwbT4=

$ curl -k -A ASDM https://api:api@172.31.1.5/admin/config --data-binary @cert.txt
Enter the certificate in base64 representation....
End with the word "quit" on a line by itself.

INFO: Certificate has the following attributes:
Fingerprint: 98bc0332 2el57£f21 6abfd738 2598145d

Trustpoint CA certificate accepted.

Cryptochecksum (changed): d426cel2 9be4d3c52 138896b6 7b954a43
Config OK
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