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show environment
U — VOB RE R R LET,
IR LET,

FPR2100 /chassis # show environment expand detail
Chassis 1:
Overall Status: Power Problem
Operability: Operable
Power State: Ok
Thermal Status: Ok
PSU 1:
Overall Status: Powered Off
Operability: Unknown
Power State: Off
Voltage Status: Unknown
PSU 2:
Overall Status: Operable
Operability: Operable
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Power State: On
Voltage Status: Ok
Tray 1 Module 1:
Overall Status: Operable
Operability: Operable
Power State: On
Fan 1:
Overall Status: Operable
Operability: Operable
Power State: On
Fan 2:
Overall Status: Operable
Operability: Operable
Power State: On
Fan 3:
Overall Status: Operable
Operability: Operable
Power State: On
Fan 4:
Overall Status: Operable
Operability: Operable
Power State: On
Server 1:
Overall Status: Ok
Memory Array 1:
Current Capacity
Populated: 2
DIMMs:
ID Overall Status

1 Operable
2 Operable
CPU 1:

Presence:
Cores: 8
Product Name:
Vendor: GenuinelIntel
Thermal Status: OK
Overall Status:

Equipped

scope fan

(MB) :

Intel (R) Xeon (R)

X0S kS TLya—Fqvgavor |

32768

Capacity (MB)

16384
16384

CPU D-1548 @ 2.00GHz

Operable
Operability: Operable

Firepower 2110, 2120 33 & O Cisco Secure Firewall 3100 ) — X T /XA A TCTT 7 »E— K

ZhAMh L £
scope fan-module

Firepower 2130, 2140 33 J: TX Cisco Secure Firewall 3100 7 /34 A T7 7 E— R&[tA L F
To ZOEF—FTIE, ¥ —¥ 77 VICHETLFMIEREFZRTEET,

Wz & m L ET,

FPR2100 /chassis # show fan-module expand detail

Fan Module:
Tray: 1
Module: 1
Overall Status: Operable
Operability: Operable
Power State: On
Presence: Equipped
Product Name:
PID: FPR2K-FAN
Vendor: Cisco Systems,
Fan:

ID: 1

Inc
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Overall Status: Operable
Operability: Operable

Power State: On
Presence: Egquipped
ID: 2

Overall Status: Operable
Operability: Operable
Power State: On
Presence: Egquipped

show inventory

v—vE—F 3Ty a—Fcv5 vk P

NG

x—UF, N — VIUTNAESREDA R NUEREERRLET,
. o3~ RiX, Firepower 2130 38 X V3100 7 /3 A R ZO A H S E T,

RIZH 2R LET,
FPR2100 /chassis # show inventory
Chassis PID Vendor
1 FPR-2140 Cisco Systems,

show inventory expand

Serial (SN) HW Revision

In JAD201005FC 0.1

FRU XS AR—=> b (v —3 PSU, Xy NU—7 YV a2—7RE) ITHET5HF

WM7pA o _y MU EREFRRLET,
WIZHIE R L £,

FPR2100 /chassis #
Chassis 1:
Product Name:

PID: FPR-2130
VID: V01
Vendor: Cisco Systems, Inc
Model: FPR-2130
Serial (SN): JAD2012091X
HW Revision: 0.1
PSU 1:
Presence: Equipped
Product Name:
PID: FPR2K-PWR-AC-400
VID: V01
Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
HW Revision: O
PSU 2:
Presence: Equipped
Product Name:
PID: FPR2K-PWR-AC-400
VID: V01
Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
HW Revision: O
Fan Modules:
Tray 1 Module 1:
Presence: Equipped
Product Name:
PID: FPR2K-FAN
Vendor: Cisco Systems,
Fans:
ID Presence
1 Equipped
2 Equipped
3 Equipped
4 Equipped

show inventory expand detail

Cisco Firepower 2000 Appliance

Cisco Firepower 2000 Series AC 400W Power Supply

Cisco Firepower 2000 Series AC 400W Power Supply

Cisco Firepower 2000 Series Fan Tray

Inc
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Fabric Card 1:

Description: Cisco SSP FPR 2130 Base Module
Number of Ports: 16

State: Online

Vendor: Cisco Systems, Inc.
Model: FPR-2130

HW Revision: O

Serial (SN): JAD2012091X
Perf: N/A

Operability: Operable
Overall Status: Operable
Power State: Online
Presence: Equipped

Thermal Status: N/A
Voltage Status: N/A

Fabric Card 2:

Description: 8-port 10 Gigabit Ethernet Expansion Module
Number of Ports: 8

State: Online

Vendor: Cisco Systems, Inc.
Model: FPR-NM-8X10G

HW Revision: O

Serial (SN): JAD19510AKD
Perf: N/A

Operability: Operable
Overall Status: Operable
Power State: Online
Presence: Equipped

Thermal Status: N/A
Voltage Status: N/A

Scope psu
T =y b E— FERBLET, ZOF— TR, BR=2= MoBT 50 %
RTEET,
RIZH 2R LET,
FPR2100 /chassis # show psu expand detail
PSU:
PSU: 1

Overall Status: Powered Off

Operability: Unknown

Power State: Off

Presence: Equipped

Voltage Status: Unknown

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc

Serial (SN): LIT2010CAFE

Type: AC
Fan Status: Ok
PSU: 2

Overall Status: Operable
Operability: Operable
Power State: On

Presence: Equipped

Voltage Status: Ok

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
Type: AC

Fan Status: Ok

. FX0S rSJIYa—F 45 avr R



| Xos kST a—F42FavoR

scope stats

v—vE—F 3Ty a—Fcv5 vk P

NG

MaMFRME— REBBLET, ZOE— FTIE, v — VBT 23R HE e 2R
TEET,
IR L ET,
FPR2100 /chassis # show stats
Chassis Stats:

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/stats

Fan

Psu

CPU

Suspect: No

Outlet Templ (C): 43.000000
Outlet Temp2 (C): 41.000000
Inlet Temp (C): 30.000000
Internal Temp (C): 34.000000
Thresholded: 0

Stats:

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-1/stats

Suspect: No
Speed (RPM): 17280
Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-2/stats

Suspect: No
Speed (RPM): 17340
Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-3/stats

Suspect: No
Speed (RPM): 17280
Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/fan-module-1-1/fan-4/stats

Suspect: No

Speed (RPM): 17280
Thresholded: 0
Stats:

Time Collected: 2016-11-14T21:19:46.318
Monitored Object: sys/chassis-1/psu-1/stats

Suspect: No

Input Current (A): 0.000000
Input Power (W): 8.000000
Input Voltage (V): 0.000000
Psu Templ (C): 32.000000
Psu Temp2 (C): 36.000000
Psu Temp3 (C): 32.000000
Fan Speed (RPM): 0
Thresholded: 0

Time Collected: 2016-11-14T21:19:46.318
Monitored Object: sys/chassis-1/psu-2/stats

Suspect: No

Input Current (A): 0.374000
Input Power (W): 112.000000
Input Voltage (V): 238.503006
Psu Templ (C): 36.000000

Psu Temp2 (C): 47.000000

Psu Temp3 (C): 47.000000

Fan Speed (RPM): 2240
Thresholded: 0

Env Stats:

Time Collected: 2016-11-14T21:19:46.317
Monitored Object: sys/chassis-1/blade-1/board/cpu-1/env-stats

Suspect: No
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Temperature (C): 46.000000

Thresholded: 0

Time Collected: 2016-11-14T21:19:46.317

Monitored Object: sys/chassis-1/blade-1/npu/cpu-1/env-stats
Suspect: No

Temperature (C): 38.000000

Thresholded: 0

A1—HY2y Ty ITY9 EF—FK STV a2a—T+«
> avU kR

AT ANIETAMEY NI TN a—TFT 4 T AR, UTFDOA—Y Ry N Ty Y
£— FFXOSCLI =~ REMHL £,

show detail
FNRAADA =Yy 8T v PV o7 1T HEEMIERE R R LET,
WIZHI B R L E T,

FPR2100 /eth-uplink # show detail
Ethernet Uplink:
Mode: Security Node
MAC Table Aging Time (dd:hh:mm:ss): 00:04:01:40
VLAN Port Count Optimization: Disabled
Current Task:

scopefabrica
A—PXy T TV I A F—T 2 A AE—RFEZKBLET, ZOF—FTIE, A—
b Fx o, BEh, A =T = A ACET OB RER R TEET,

Wl 2R~ L ET,

FPR2100 /eth-uplink/fabric # show interface

Interface:
Port Name Port Type Admin State Oper State State Reason
Ethernetl/1 Data Enabled Up Up
Ethernetl/2 Data Enabled Link Down Down
Ethernetl/3 Data Disabled Link Down Down
Ethernetl/4 Data Disabled Link Down Down
Ethernetl/5 Data Disabled Link Down Down
Ethernetl/6 Data Disabled Link Down Down
Ethernetl/7 Data Disabled Link Down Down
Ethernetl/8 Data Disabled Link Down Down
Ethernetl/9 Data Disabled Link Down Down
Ethernetl/10 Data Disabled Link Down Down
Ethernetl/11 Data Disabled Link Down Down
Ethernetl/12 Data Disabled Link Down Down
Ethernetl/13 Data Disabled Link Down Down
Ethernetl/14 Data Disabled Link Down Down
Ethernetl/15 Data Disabled Link Down Down
Ethernetl/16 Data Disabled Link Down Down
Ethernet2/1 Data Disabled Link Down Down
Ethernet2/2 Data Disabled Link Down Down
Ethernet2/3 Data Disabled Link Down Down
Ethernet2/4 Data Disabled Link Down Down
Ethernet2/5 Data Disabled Link Down Down
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Ethernet2/6 Data Disabled Link Down
Ethernet2/7 Data Disabled Link Down
Ethernet2/8 Data Disabled Link Down

FPR2100 /eth-uplink/fabric # show port-channel
Port Channel:

Port Channel Id Name Port Type
Oper State State Reason

1 Port-channell Data

Link Down Down

FPR2100 /eth-uplink/fabric/port-channel # show stats
Ether Error Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/err-stats
Suspect: No

Rcv (errors): O

Align (errors): 0

Fcs (errors): O

Xmit (errors): O

Under Size (errors): 0
Out Discard (errors): O
Deferred Tx (errors): O
Int Mac Tx (errors): O
Int Mac Rx (errors): O

Thresholded: Xmit Delta Min
Ether Loss Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/loss-stats
Suspect: No
Single Collision (errors): O
Multi Collision (errors): O
Late Collision (errors): O
Excess Collision (errors): 0
Carrier Sense (errors): 0
Giants (errors): 0O
Symbol (errors): 0
SQE Test (errors): 0
Thresholded: 0
Ether Pause Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/pause-stats
Suspect: No

Recv Pause (pause): 0
Xmit Pause (pause): 0
Resets (resets): 0

Thresholded: 0
Ether Rx Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/rx-stats
Suspect: No
Total Packets (packets): 0
Unicast Packets (packets): 0
Multicast Packets (packets): O
Broadcast Packets (packets): 0
Total Bytes (bytes): 0
Jumbo Packets (packets): 0
Thresholded: 0
Ether Tx Stats:
Time Collected: 2016-11-14T21:27:16.386
Monitored Object: fabric/lan/A/pc-1/tx-stats

Down
Down
Down

Admin State

Disabled
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Suspect: No

Total Packets (packets): 0
Unicast Packets (packets): 0
Multicast Packets (packets): O
Broadcast Packets (packets): 0

Total Bytes

(bytes): 0

Jumbo Packets (packets): 0
FPR2100 /eth-uplink/fabric/interface # show stats
Ether Error Stats:
Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/err-stats

Suspect: No

Rcv (errors): O
Align (errors): O
Fcs (errors): O
Xmit (errors): O

Under Size

(errors): O

Out Discard (errors): 0

Deferred Tx

Int Mac Tx
Int Mac Rx

(errors): O
(errors): O
(errors): O

Thresholded: Xmit Delta Min
Ether Loss Stats:
Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/loss-stats

Suspect: No

Single Collision (errors): O
Multi Collision (errors): O
Late Collision (errors): O
Excess Collision (errors): 0
Carrier Sense (errors): 0
Giants (errors): 7180

Symbol (errors): 0

SQE Test (errors): O

Thresholded:

0

Ether Pause Stats:
Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/pause-stats

Suspect: No
Recv Pause
Xmit Pause

(pause) : 0
(pause) : 0

Resets (resets): 0

Thresholded:

Ether Rx Stats:

0

Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/rx-stats

Suspect: No

Total Packets

(packets): 604527

Unicast Packets (packets): 142906
Multicast Packets (packets): 339031
Broadcast Packets (packets): 122590

Total Bytes

Ether Tx Stats:

(bytes): 59805045
Jumbo Packets
Thresholded:

(packets): O
0

Time Collected: 2016-11-14T21:27:46.395
Monitored Object: sys/switch-A/slot-1/switch-ether/port-1/tx-stats

Suspect: No

Total Packets

(packets): 145018

Unicast Packets (packets): 145005
Multicast Packets (packets): O
Broadcast Packets (packets): 13

Total Bytes
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Jumbo Packets (packets): 0
Thresholded: 0

27V A 3—aR9 FE—F ST a—
T4 avUR
VAT AT AMEE N T I a—T 4 T HIE, T Ty T v A v —ax

7 h E—FRFXOSCLL 2~<> REMHHALET,

show card
777 Vw7 —RIIETAEREERRLET,
WIZH =R L ET,

FPR2100 /fabric-interconnect # show card detail expand
Fabric Card:

Id: 1

Description: Cisco SSP FPR 2130 Base Module

Number of Ports: 16

State: Online

Vendor: Cisco Systems, Inc.

Model: FPR-2130

HW Revision: O

Serial (SN): JAD2012091X

Perf: N/A

Operability: Operable

Overall Status: Operable

Power State: Online

Presence: Equipped

Thermal Status: N/A

Voltage Status: N/A

show image
ERFRERA A—V BT X TERLET,

firepower /firmware # show image

Name Type Version
cisco-asa-9.10.1.csp Firepower Cspapp 9.10.1
cisco-asa-9.9.2.csp Firepower Cspapp 9.9.2
fxos-k8-fp2k-firmware.0.4.04.SPA Firepower Firmware 0.4.04
fxos-k8-fp2k-1fbff.82.1.1.3031.SSA Firepower System 82.1(1.3031)
fxos-k8-fp2k-npu.82.1.1.3031.SSA Firepower Npu 82.1(1.3031)
fxos-k8-fp2k-npu.82.1.1.3071.SSA Firepower Npu 82.1(1.3071)
fxos-k9-fp2k-manager.82.1.1.3031.SSA Firepower Manager 82.1(1.3031)

show package
EFRIRER N =V T _RTCERLET,

firepower /firmware # show package

Name Package-Vers
cisco-ftd-fp2k.9.10.1.SSA 9.10.1
cisco-ftd-fp2k.9.9.2.SSA 9.9.2

show package package name expand
Ny r—VOFEMERRLET,
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firepower /firmware # show package cisco-ftd-fp2k.9.10.1.SSA expand
Package cisco-ftd-fp2k.9.10.1.SSA:
Images:
cisco-asa.9.10.1.csp
fxos-k8-fp2k-firmware.0.4.04.SPA
fxos-k8-fp2k-1fbff.82.1.1.3031.SSA
fxos-k8-fp2k-npu.82.1.1.3031.SSA
fxos-k9-fp2k-manager.82.1.1.3031.SSA

scope auto-install
AEi A v A M= E— REBIBLET, ZOF— T, BUEOFX0S DT v 77 L —
NIREEZ KR TEET,

firepower /firmware/auto-install # show
Firmware Auto-Install:
Package-Vers Oper State Upgrade State

9.10.1 Scheduled Installing Application

scope firmware
Ty—AhU T T—REMBLET, Z2OT—RFTIE, FUra—R 227 BT 51
WMEFRTETET,
WRIBIE R L ET,

FPR2100 /firmware # show download-task
Download task:

File Name Protocol Server Port
Userid State

cisco-ftd-fp2k.9.10.1.SSA Scp 172.29.191.78
0 danp Downloaded

cisco-ftd-fp2k.9.9.1.SSA Scp 172.29.191.78
0 danp Downloaded

scope download-task
Fyrma—RERA7 =Rl LET, ZOF—-RTIE, E¥Tvrr—F X270
MaFRLTH Y r— R 22X 2HBATEET,
IR L ET,
Download task:
File Name: test.SSA

Protocol: Scp
Server: 172.29.191.78

Port: 0
Userid: user
Path: /tmp

Downloaded Image Size (KB): O
Time stamp: 2016-11-15T19:42:29.854
State: Failed
Transfer Rate (KB/s): 0.000000
Current Task: deleting downloadable test.SSA on
local (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:DeleteLocal)
firepower /firmware/download-task # show fsm status
File Name: test.SSA
FSM 1:
Remote Result: End Point Failed
Remote Error Code: ERR MO Illegal Iterator State
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Remote Error Description: End point timed out. Check for IP, port, password,
disk space or network access related issues.#

Status: Download Fail

Previous Status: Download Fail

Timestamp: 2016-11-15T19:42:29.854

Try: 2

Progress (%): 0

Current Task: deleting downloadable test.SSA on
local (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:DeleteLocal)

firepower /firmware/download-task # restart
Password:

scope psu
BWRT=y N E— RZBBLET, ZOF— NTlE, ElR=a=y MIET 255G RE R
IRCEET,
WRIZH 2R L ET,

FPR2100 /chassis # show psu expand detail
PSU:

PSU: 1

Overall Status: Powered Off

Operability: Unknown

Power State: Off

Presence: Equipped

Voltage Status: Unknown

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply

PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc

Serial (SN): LIT2010CAFE

Type: AC
Fan Status: Ok
PSU: 2

Overall Status: Operable
Operability: Operable
Power State: On

Presence: Equipped

Voltage Status: Ok

Product Name: Cisco Firepower 2000 Series AC 400W Power Supply
PID: FPR2K-PWR-AC-400

VID: V01

Vendor: Cisco Systems, Inc
Serial (SN): LIT2010CAFE
Type: AC

Fan Status: Ok

75 v k7 4+—LFE— F® Firepower 2100 () connect
local-mgmt kS J)ILa—F 4P av R

77 v 74— LF— RO Firepower 2100 (ZFAF 28 A 7 7V 2 —T 4 U7 DTN,
LLF @ connect local-mgmt E— K FXOS CLI =~ > R&fEH L £4, connect local-mgmt E— N
2T 7 BATHITE, ROLIICATLET,

FPR2100# connect local-mgmt

show lacp
Z£## 72 EtherChannel LACP 2% L £ 9,
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wIZHl R L ET,

FPR2100 (local-mgmt) # show lacp neighborFlags: S - Device is requesting Slow LACPDUs

F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group: 11

Partner (internal) information:

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/1 32768,286f.7fec.5980 0x1l0e 13 s FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x16 0x3f

Port State Flags Decode:

Activity: Timeout: Aggregation: Synchronization:

Active Long Yes Yes

Collecting: Distributing: Defaulted: Expired:

Yes Yes No No

Partner Partner Partner
Port System ID Port Number Age Flags
Ethl/2 32768,286f.7fec.5980 0x10f 5 s FA

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x16 0x3f

Port State Flags Decode:

Activity: Timeout: Aggregation: Synchronization:
Active Long Yes Yes

Collecting: Distributing: Defaulted: Expired:
Yes Yes No No

FP2100 (local-mgmt) # show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err

Channel group: 11
Ethl/1 4435 3532 0 0 0 0 0
Ethl/2 4566 3532 0 0 0 0 0

show portchannel
EtherChannel (287 ARt M AR R L £,

WIZHI R L E T,

FPR2100 (local-mgmt) # show portchannel summary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed
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S - Switched R - Routed
U - Up (port-channel)

M - Not in use. Min-links not met

Group Port- Type Protocol
Channel
11 Poll (U) Eth LACP

show portmanager

Member Ports

Ethl/1(P) Ethl/2(P)

WA v H—T oA AT HAEME R AR L E T,

RICH 2R L ET,

FPR2100 (local-mgmt) # show portmanager counters ethernet 1 1

Good Octets Received
Bad Octets Received
MAC Transmit Error
Good Packets Received
Bad Packets Received
BRDC Packets Received
MC Packets Received
Size 64

Size 65 to 127

Size 128 to 255

Size 256 to 511

Size 512 to 1023

Size 1024 to Max

Good Octets Sent

Good Packets Sent
Excessive Collision
MC Packets Sent

BRDC Packets Sent
Unrecognized MAC Received
FC Sent

Good FC Received

Drop Events

Undersize Packets
Fragments Packets
Oversize Packets
Jabber Packets

MAC RX Error Packets Received
Bad CRC

Collisions

Late Collision

bad FC Received

Good UC Packets Received
Good UC Packets Sent
Multiple Packets Sent
Deferred Packets Sent
Size 1024 to 15180
Size 1519 to Max
txgFilterDisc
linkChange

: 105503260
: 0

0
1376050
0

210
1153664
1334830
0

0

41220

o

22176

P OO OOOONOODODOODOIODIODODOOOOOO oo oo

FPR2100 (local-mgmt) # show portmanager port-info ethernet 1 1

port_info:
if index: 0x1081000

type: PORTMGR_IPC MSG PORT TYPE PHYSICAL
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mac_address: 2c:f8:9b:1e:8f:d6
flowctl: PORTMGR_IPC_MSG_FLOWCTL_NONE
role: PORTMGR_IPC_MSG_PORT_ROLE_NPU
admin_state: PORTMGR_IPC_MSG_PORT STATE_ ENABLED
oper_state: PORTMGR_IPC_MSG_PORT_STATE_UP
admin_speed: PORTMGR IPC_MSG SPEED AUTO
oper_speed: PORTMGR_IPC_MSG_SPEED 1GB
admin mtu: 9216
admin_duplex: PORTMGR IPC_MSG_PORT DUPLEX_AUTO
oper_duplex: PORTMGR_IPC_MSG_PORT DUPLEX FULL
pc_if index: 0x0
pc_membership status: PORTMGR IPC_MSG_MMBR NOT_ MEMBER
pc_protocol: PORTMGR IPC_MSG_PORT_CHANNEL PRTCL_NONE
native vlan: 101
num_allowed vlan: 1

allowed vlan([0]: 101

PHY Data:
PAGE IFC OFFSET VALUE | PAGE IFC OFFSET VALUE
__________________ ‘ ——— e e e
0 0 0x0000 0x1140 | 0 0 0x0001 0x796d
0 0 0x0002 0x0141 | 0 0 0x0003 OxOeel
0 0 0x0004 0x03e3 | 0 0 0x0005 Oxclel
0 0 0x0006 0x000f | O 0 0x0007 0x2001
0 0 0x0008 0x4f08 | O 0 0x0009 0x0£00
0 0 0x000a 0x3800 | O 0 0x000f 0x3000
0 0 0x0010 0x3070 | O 0 0x0011 Oxac08
0 0 0x0012 0x0000 | O 0 0x0013 0xlc40
0 0 0x0014 0x8020 | O 0 0x0015 0x0000
18 0 0x001b 0x0000 |
EHE ErBA
Good Octets Received ZELIEAA—YRYy hTL—2D5L,
ETIERNWT L— LD
Bad Octets Received ZE LT RTCORERA—S Ry 7 L—
LADEXDOEH
MAC Transmit Error ELLSEEENR o7 L—LA, F£720Z
W#EE MAC Tx =7 —NFRNT e v 7 &
-7 L — 20K
Good Packets Received EZELEARERT7 L — L0
Bad Packets Received ZIELTIEARERT L— A0
BRDC Packets Received ZELEEER7L—L4L05H, 7Ju—FR
Xy A MDFIIMACT RLAZEFST L—
UNY s
MC Packets Received ZELIZIEFRR7L—bD5 5L, w/LFFy
A NDSEHEMACT RLAZFHESOT L—LAD
#
Good Octets Sent EESINEA =Xy P 7 L—AFT_XTD
Rsoadt
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15H

Bl

Good Packets Sent

EFICEEFEEINEZT7 L—200%K

Excessive Collision

MACIZ L > CTHERR SNTca YV a A R
Fo¥ (B—. B mE. o3BT s
BT NENTELOERRRLS) . OB T
213, B CHICOLBEHENET

MC Packets Sent

FEEENFERRTL—ADH L, < /LF
X v A RDIHEMACT L AEFFHOT7 L—
LDEL

BRDC Packets Sent

EEINEEFERTL—2DH, Ta—
K% v 2 hD5EdE MAC 7 KL A& FFo7
L — A0

Unrecognized MAC Received

ZELEMACHIEI 7 L—2mD 5L, 7a—
Kl CIZ7e Vw7 L— A 0¥k,

FC sent

EESnl7 e —fl#ll” L — L%k,

Good FC Received

%15 L721E% 72 IEEE 802.3x 7 11—l /<
7y F O,

Drop Events

Fay FPENE 7y oK

Undersize Packets

LIeT o = A 2Ry b O

K
il

Fragments Packets

L7 T 7 X b,

0
T

Oversize Packets

B R R B YAU RN

K
il

Jabber Packets

%12 L7z Jabber /X4 v b D¥%

MAC RX Error Packets Received

MAC DOSAFHI THERR S 4172 Rx =T —A
NENE

Bad CRC

fili# > 72 CRC TRA5 L7/ 7y FEk

Collisions

MAC THERR SN A halva o

Late collison

MAC TRERB SN LA h =Y ¥ a v Ofs

Bad FC Received

12 U7- 7 1E72 IEEE 802.3x 7 1 —fH|{H <
rv b DK

Good UC Packets Received

TIFUIA =Y %y ha=% v X b 7 L—
LDEL
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15H

Bl

Good UC Packets Sent

EEsNA—Y Ry b 2=F v X 7
L — LD

Multiple Packets Sent

YTEHY T TEEINTAE T L— A
DL, WHEOa) DarngELETL—
O, NA MEEF v A NBERTT,

Deferred Packets Sent

TEY VI TCEESINAR T L— A
DHIL, AV TVa IEELTHRNED
D, AT ATHET—THDH=OITEEN
BIE L7 L—A0%, N1 MEEF v A
FRERTT,

Size 1024 to 15180

EZEINEZEEBLIORERT7 L—2D
9B, YA X31024 ~ 1518514 DT L—
LDEL

Size 1519 to Max

EZEENEEFBLIORER 7 L—AD
IH, A ZAR151934 R ED T L— A
DI

txqFilterDisc

TxQ BRKTT 4 V& U v 7 SHL7z IN X
A BNDL

linkChange

R—=bDOV Ty TEIFV T T T
DEE N3

FPR2100 (local-mgmt) # show portmanager switch mac-filters
mask

port ix MAC

00 Oba 2C:F8:9B:1E:
0c9 01:80:C2:00:
Occ 2C:F8:9B:1E:
Ocf FF:FF:FF:FF:
70 00:00:00:00:
bb8 01:00:00:00:

01 Obd 2C:F8:9B:1E:
0cO 01:80:C2:00:
0c3 2C:F8:9B:1E:
0c6 FF:FF:FF:FF:
73 00:00:00:00:
bbb 01:00:00:00:

8F:
00:
8F:
FF:
00:
00:

8F:
00:
8F:
FF:
00:
00:

D7
02
F7
FF
00
00

D6
02
F6
FF
00
00

FF:
FF:
FF:
FF:
01:
01:

FF:
FF:
FF:
FF:
01:
01:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:
FF:
00:
00:

FF:
FF:
FF:

FF

00:
00:

action packets bytes

FF:FF FORWARD
FF:FF FORWARD
FF:FF FORWARD
FF:FF FORWARD
00:00 DROP 222201 14220864
00:00 DROP 1153821 91334968

FF:FF FORWARD
FF:FF FORWARD
FF:FF FORWARD

:FF:FF FORWARD 210 13440
00:00 DROP 222201 14220864
00:00 DROP 1153795 91281055

FPR2100 (local-mgmt) # show portmanager switch status
Speed Duplex Loopback Mode

Dev/Port Mode

0/0 QSGMII
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0/1 QSGMII Up 1G Full None
0/2 QSGMITI Down 1G Half None
0/3 QSGMII Down 1G Half None
0/4 QSGMITI Down 1G Half None
0/5 QSGMII Down 1G Half None
0/6 QSGMII Up 1G Full None
0/7 QSGMITI Down 1G Half None
0/48 QSGMII Down 1G Half None
0/49 QSGMII Down 1G Half None
0/50 QSGMII Down 1G Half None
0/51 QSGMII Down 1G Half None
0/52 KR Up 40G Full None
0/56 SR_LR Down 10G Full None
0/57 SR_LR Down 10G Full None
0/58 SR_LR Down 10G Full None
0/59 SR_LR Down 10G Full None
0/64 SR_LR Down 10G Full None
0/65 SR_LR Down 10G Full None
0/66 SR_LR Down 10G Full None
0/67 SR_LR Down 10G Full None
0/68 SR_LR Down 10G Full None
0/69 SR_LR Down 10G Full None
0/70 SR_LR Down 10G Full None
0/71 SR_LR Down 10G Full None
0/80 KR Up 10G Full None
0/81 KR Down 10G Full None
0/83 KR Up 10G Full None

Cisco Secure Firewall 3100 @ connect local-mgmt 3> 7 )L
a—T4a42F ATk
PFoZovr7varcit, BBFEOT Ny V' a<> RIZIAT, Cisco Secure Firewall 3100 (2

[EA D CLIICOWTEB LE T,

Cisco Secure Firewall 3100 (2R3 2fEEZ N T TV a—T 4 7T 5121%. LU ® connect
local-mgmt *&— K FXOS CLI =~ > K&f#H L %9, connectlocal-mgmt £— KiZ7 7 & 295
IZiE, RO EHITATILET,

FPR3100# connect local-mgmt

show portmanager
AA vF, Ny b, SFP-FECH UV H, TOZNETTT 4 HVE=FY 7 (DOM) .
QOS H%fE. CPSSAP, BLOY A 27V v a7 X o T 23EMEREFERLET,

KIhlE R LET,

KD CLIIE, vteam-tti D FXOS N— F v —T % AL v F N—F7 =7 TCAM/L—/L &
YT ERRLET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
detail

VTCAM RULE_ID VLAN SRC_PORT PORTCHANNEL ID FLAGS MODE REF_COUNT

1 21 0 2 0 2 5 3

2 3078 0 0 0 0 0 1

3 3077 0 0 0 0 0 1

4 3076 0 0 0 0 0 1
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5 3075 0 0 0
6 3074 0 0 0
7 3073 0 0 0
8 1 0 0 0
9 18 102 0 0
10 5 157 0 0
11 31 0 12 0
12 15 105 0 0
13 9 111 0 0
14 13 107 0 0
15 26 0 7 0
16 29 0 10 0
17 23 0 4 0
18 19 101 0 0
19 30 0 11 0
20 28 0 9 0
21 4 156 0 0
22 34 0 15 0
23 6 158 0 0
24 8 112 0 0
25 24 0 5 0
26 14 106 0 0
27 32 0 13 0
28 25 0 6 0
29 12 0 0 9
30 20 0 1 0
31 11 109 0 0
32 27 0 8 0
33 17 103 0 0
34 22 0 3 0
35 16 104 0 0
36 3 0 19 0
37 35 0 16 0
38 33 0 14 0
39 7 159 0 0
40 2 0 17 0
41 10 110 0 0

N
U1 U1 O U1 ©© O U1 O U1 U1 0 U1 U1 U1 O W G U1 W O O O O O

N
oy
0 0 U1 U1 ©© O U1 O U1 o U

WD CLLIE, FXOSHF—F =% —V v A v F DO VLAN H N EFRLET,

firepower-3140 (local-mgmt) # show portmanager switch vlans

VLAN Ports
FDB-mode
1 0/17,19
FID
2 0/1-16,18 outer
FID
0/20
3 0/1-16,18 outer
FID
4 0/1-16,18 outer
FID
5 0/1-16,18 outer
FID
6 0/1-16,18 outer
FID
7 0/1-16,18 outer
FID

. FX0S rSJIYa—F 45 avr R
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pop_outer_ tag

_tag0_inner_ tagl

pop_outer_ tag

_tag0_inner_ tagl
_tag0_inner_ tagl
_tag0_inner_ tagl
_tag0_inner_ tagl

_tag0_inner_ tagl

Control

Control

Control

Control

Control

Control

Control
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8 0/1-16,18 outer tag0_inner tagl Control
FID

WD CLLIE, R—FF ¥ XNV A F =T 2 ZADY < —ZWRTDOIKILHET,

firepower-3140 (local-mgmt)# show por
portchannel portmanager

firepower-3140 (local-mgmt) # show portchannel summary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed

S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-links not met

Group Port- Type Protocol Member Ports
Channel

3 Po3 (U) Eth LACP Ethl/3(P)

2 Po2 (U) Eth LACP Ethl/2 (P)

LACP KeepAlive Timer:

Channel PeerKeepAliveTimerFast

3 Po3 (U) False
2 Po2 (U) False

Cluster LACP Status:

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

3 Po3 (U) False False 0
2 Po2 (U) False False 0
</pre>

WD CLLIZ, R—hF Fypra— R KRT 07 HRRERRLET,

firepower-3140 (local-mgmt) # show portchannel load-balance
PortChannel Load-Balancing Configuration:

src-dst ip-l4port
PortChannel Load-Balancing Configuration Used Per-Protocol:
Non-IP: src-dst mac

IP: src-dst ip-l4port
</pre>

KD CLLIZ, FXOS ¥ AF A7 a¥ AD AT —H A Fm LET,

firepower-3140 (local-mgmt)# show pmon state

SERVICE NAME STATE RETRY (MAX) EXITCODE SIGNAL CORE
svc_sam_ dme running 0(4) 0 0 no
svc_sam_ dcosAG running 0(4) 0 0 no
svc_sam portAG running 0(4) 0 0 no
svc_sam statsAG running 0(4) 0 0 no
httpd.sh running 0(4) 0 0 no
svc_sam_ sessionmgrAG running 0(4) 0 0 no
sam_core mon running 0(4) 0 0 no
svc_sam_svcmonAG running 0(4) 0 0 no
svc_sam serviceOrchAG running 0(4) 0 0 no
svc_sam_appAG running 0(4) 0 0 no
svc_sam_envAG running 0(4) 0 0 no
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svc_sam_npuAG running 0(4) 0 0 no
svc_sam_eventAG running 0(4) 0 0 no

KO CLIE, A =% %y b 1/1 R — MZ—ET D vtcam-tti 27— DAL v FN— K=
7 TCAM V— VX v FERERLET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
ethernet 1 1
RULE ID VLAN SRC_PORT PC ID SRC ID MODE PAK CNT

1 20 0 1 0 101 0 151

WD CLILIZ, vlan 0 12— 7 5 vtcam-tti AT — D AA v F n— Ky =7 TCAM /L— /)b

BT e RRLET,
firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
vlan O

RULE ID VLAN SRC_PORT PC ID SRC_ID MODE PAK CNT
1 2 0 17 0 17 0 1709
2 3 0 19 0 19 0 1626
3 4 0 16 0 0 0 0
4 5 0 15 0 0 0 0
5 6 0 14 0 0 0 0
6 7 0 13 0 0 0 0
7 8 0 12 0 0 0 0
8 9 0 11 0 0 0 0
9 10 0 10 0 0 0 0
10 11 0 9 0 0 0 0
11 12 0 8 0 0 0 0
12 13 0 7 0 0 0 0
13 14 0 6 0 0 0 0
14 15 0 5 0 0 0 0
15 16 0 4 0 0 0 0
16 17 0 3 0 0 0 0
17 18 0 2 0 0 0 0
18 19 0 1 0 0 0 0
19 20 0 1 0 101 0 166
20 21 0 2 0 102 0 1597
21 22 0 3 0 103 0 0
22 23 0 4 0 104 0 0
23 24 0 5 0 105 0 0
24 25 0 6 0 106 0 0
25 26 0 7 0 107 0 0
26 27 0 8 0 108 0 0
27 28 0 9 0 109 0 0
28 29 0 10 0 110 0 0
29 30 0 11 0 111 0 0
30 31 0 12 0 112 0 0
31 32 0 13 0 159 0 0
32 33 0 14 0 158 0 0
33 34 0 15 0 157 0 0
34 35 0 16 0 156 0 0
35 1 0 17 0 0 0 0

WD CLIIX, "— K7 =7 MAC 7 4 )V HZ/EM AT — 2 )— VBT AR A RoR L

iﬁdo
firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter
detail
EM Entry-No : 1
VLAN :
SRC_PORT 17
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PC_ID : 0
SRC_ID s 17
DST_PORT : 19
HW_ID : 3072
ACT CMD : 0
PCL_ID : 1
REDIRECT_CMD : 1
BYPASS_BRG : 1
CND_INDEX : 3074
PACKET_COUNT : 1977
DMAC : 00:00:00:00:00:00
EM Entry-No : 2
VLAN : 0
SRC_PORT : 19
PC_ID : 0
SRC_ID i 19
DST_PORT : 17
HW_ID : 3074
ACT CMD : 0
PCL_ID : 1
REDIRECT_CMD : 1
BYPASS_BRG : 1
CND_INDEX : 3075
PACKET_COUNT : 1858
DMAC : 00:00:00:00:00:00

WD CLLIE, A=V 3y 19 FR—FMI—FT2MAC 7 ANVE AT =V DAL v F/n—
K =7 TCAM V— V2 v FhFpRrLET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter
ethernet 1 9

VLAN SRC_PORT PC ID SRC ID DST PORT PKT CNT DMAC

1 0 9 0 109 1536 0 1:80:c2:0:0:2

WDOCLLIZ, Y7 h7 =7 MAC 7 4 V22T 23 @ £ LE T,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules software mac-filter

detail

VLAN SRC_PORT PORTCHANNEL ID DST PORT FLAGS MODE DMAC

1 0 17 0 19 26 8 0:0:0:0:0:0

2 0 9 0 1536 2 5 1:80:¢c2:0:0:2
3 104 0 0 4 24 8 0:0:0:0:0:0

4 0 7 0 1536 2 5 1:80:¢c2:0:0:2
5 101 0 0 1 24 8 0:0:0:0:0:0

6 0 1 0 1536 2 5 1:80:¢c2:0:0:2
7 0 3 0 1536 2 5 1:80:¢c2:0:0:2
8 106 0 0 6 24 8 0:0:0:0:0:0

9 158 0 0 14 24 8 0:0:0:0:0:0
10 0 13 0 1536 2 5 1:80:¢c2:0:0:2
11 0 14 0 1536 2 5 1:80:¢c2:0:0:2
12 0 6 0 1536 2 5 1:80:¢c2:0:0:2
13 0 8 0 1536 2 5 1:80:¢c2:0:0:2
14 112 0 0 12 24 8 0:0:0:0:0:0
15 107 0 0 7 24 8 0:0:0:0:0:0
16 0 19 0 17 26 8 0:0:0:0:0:0
17 0 12 0 1536 2 5 1:80:¢c2:0:0:2
18 0 5 0 1536 2 5 1:80:¢c2:0:0:2
19 102 0 0 2 24 8 0:0:0:0:0:0
20 156 0 0 16 24 8 0:0:0:0:0:0
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21 103 0 0 3 24 8 0:0:0:0:0:0
22 0 11 0 1536 2 5 1:80:¢c2:0:0:2
23 157 0 0 15 24 8 0:0:0:0:0:0
24 111 0 0 11 24 8 0:0:0:0:0:0
25 0 10 0 1536 2 5 1:80:¢c2:0:0:2
26 108 0 0 8 24 8 0:0:0:0:0:0
27 159 0 0 13 24 8 0:0:0:0:0:0
28 110 0 0 10 24 8 0:0:0:0:0:0
29 105 0 0 5 24 8 0:0:0:0:0:0
30 0 2 0 1536 2 5 1:80:¢c2:0:0:2
31 0 4 0 1536 2 5 1:80:¢c2:0:0:2
32 0 16 0 1536 2 5 1:80:¢c2:0:0:2
33 109 0 0 9 24 8 0:0:0:0:0:0
34 0 15 0 1536 2 5 1:80:¢c2:0:0:2

WD CLLIE, A=Y Ry F19FR—MI—FTEMAC 7 A NEAT =V DAL TV T
F7 =7 DB/L—/L&EF R LET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules software mac-filter
ethernet 1 9

VLAN SRC_PORT PORTCHANNEL ID DST PORT FLAGS MODE DMAC

1 0 9 0 1536 2 5 1:80:¢c2:0:0:2
WDOCLIE, A v F TV POy b Ray ZICBT 23R E2 TR L E
‘g—o

firepower-3140 (local-mgmt)# show portmanager switch counters bridge
Bridge Ingress Drop Counter: 2148
No Bridge Ingress Drop

WD CLLIZ, "—RUxT AL FONry N7 B2OFEMEFRRLET,

firepower-3140 (local-mgmt)# show portmanager switch counters packet-trace

Counter Description

goodOctetsRcv Number of ethernet frames received that are not bad
ethernet frames or MAC Control pkts

badOctetsRcv Sum of lengths of all bad ethernet frames received

gtBrgInFrames Number of packets received

gtBrgVlanIngFilterDisc Number of packets discarded due to VLAN Ingress Filtering

gtBrgSecFilterDisc Number of packets discarded due to
Security Filtering measures

gtBrgLocalPropDisc Number of packets discarded due to reasons other than
VLAN ingress and Security filtering

dropCounter Ingress Drop Counter

outUcFrames Number of unicast packets transmitted

outMcFrames Number of multicast packets transmitted. This includes

registered multicasts, unregistered multicasts
and unknown unicast packets

outBcFrames Number of broadcast packets transmitted
brgEgrFilterDisc Number of IN packets that were Bridge Egress filtered
txgFilterDisc Number of IN packets that were filtered
due to TxQ congestion
outCtrlFrames Number of out control packets
(to cpu, from cpu and to analyzer)
egrFrwDropFrames Number of packets dropped due to egress
forwarding restrictions
goodOctetsSent Sum of lengths of all good ethernet
frames sent from this MAC
Counter Source port- 0/0 Destination port- 0/0
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goodOctetsRcv - -
badOctetsRcv -—- -——-

Ingress counters
gtBrgInFrames 6650 6650
gtBrgVlanIngFilterDisc 0 0
gtBrgSecFilterDisc 0 0
gtBrgLocalPropDisc 0 0
dropCounter 2163 Only for source-port

Egress counters
outUcFrames 0 0
outMcFrames 2524 2524
outBcFrames 1949 1949
brgEgrFilterDisc 14 14
txgFilterDisc 0 0
outCtrlFrames 0 0
egrFrwDropFrames 0 0
goodOctetsSent - - #

WD CLLIE, CPUDAA vF bT 7 4 v 7T EEMEmREERLET,

firepower-3140 (local-mgmt) # show portmanager switch traffic cpu

Dev/RX queue

0/0
0/1
0/2
0/3
0/4
0/5
0/6
0/7

packets

O O O OO o oo
O O O OO o oo

#

ROCLLZ, "=V =7 A v F R—=F b T 71 v 7 DFfMERRLET,

firepower-3140 (local-mgmt) # show portmanager switch traffic port

max-rate - pps that the port allow with packet size=64
actual-tx-rate - pps that egress the port (+ % from 'max')
actual-rx-rate - pps that ingress the port(+ % from 'max')

Dev/Port

max-rate

actual-tx-rate actual-rx-rate

1488095 (0%) ——- (0%) ——-
1488095 (0%) ——- (0%) ——-
14880 (0%) ——- (0%) ——-
14880 (0%) ——- (0%) ——-
14880 (0%) ——- (0%) ——-
14880 (0%) ——- (0%) ——-
14880 (0%) ——- (0%) ——-
14880 (0%) ——- (0%) ——-
14880952 (0%) ——- (0%) ——-
14880952 (0%) ——- (0%) ——-
14880952 (0%) ——- (0%) ——-
14880952 (0%) ——- (0%) ——-
14880952 (0%) ——- (0%) ——-
14880952 (0%) ——- (0%) ——-
1488095 (0%) ——- (0%) ——-
1488095 (0%) ——- (0%) ——-
14880952 (0%) ——- (0%) ——-
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0/18 74404761 (0%) ——— (0%) ———

0/19 37202380 (0%) ——- (0%) ——-

0/20 37202380 (0%) ——- (0%) ——-

WD CLLiE, A —VF > bk /138 — MZ—3%3 5 SFP-FEC » 7 v Z I[Z4 B EMiE 4
FRLET,

firepower-3140 (local-mgmt) # show portmanager counters ethernet 1 13

Good Octets Received : 2153

Bad Octets Received : 0

MAC Transmit Error : 0

Good Packets Received : 13

Bad packets Received : 0

BRDC Packets Received : 0

MC Packets Received : 13
txgFilterDisc : 0
linkchange 1
FcFecRxBlocks : 217038081
FcFecRxBlocksNoError : 217038114
FcFecRxBlocksCorrectedError : 0

FcFecRxBlocksUnCorrectedError
FcFecRxBlocksCorrectedErrorBits
FcFecRxBlocksCorrectedErrorQ
FcFecRxBlocksCorrectedErrorl
FcFecRxBlocksCorrectedError2
FcFecRxBlocksCorrectedError3
FcFecRxBlocksUnCorrectedError0
FcFecRxBlocksUnCorrectedErrorl
FcFecRxBlocksUnCorrectedError?2
FcFecRxBlocksUnCorrectedError3

O O O O OO oo oo

W®D CLLIZ, £ —V 3> b 1/14 5R— NI —F9 % SFP-FEC /1 7 > Z (289 % 3G W &
FrRLET,

firepower-3140 (local-mgmt)# show portmanager counters ethernet 1 14

Good Octets Received : 2153
Bad Octets Received : 0
MAC Transmit Error : 0
Good Packets Received : 13
Bad packets Received : 0
BRDC Packets Received : 0
MC Packets Received : 13
txgFilterDisc 0
linkchange 1
RsFeccorrectedFecCodeword 0
RsFecuncorrectedFecCodeword 10
RsFecsymbolError0 5
RsFecsymbolErrorl 0
RsFecsymbolError2 0
RsFecsymbolError3 0

WD CLLIZ, A —VFRy b 1/SHA—=NNI—BITDTOXANETTT ANV ET=Z) T
(DOM) 1HHICEAT DatMiiEmaeFr~ L E T,
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firepower-4245(local-mgmt) # show portmanager port-info ethernet 1 5

DOM info:

Status/Control Register: 0800
RX_LOS State: 0
TX _FAULT State: 0
Alarm Status: 0000
No active alarms
Warning Status: 0000
No active warnings

THRESHOLDS
high alarm high warning low warning low

alarm

Temperature C +075.000 +070.000 +000.000
-05.000

Voltage \ 003.6300 003.4650 003.1350
002.9700

Bias Current mA 012.0000 011.5000 002.0000
001.0000

Transmit power mW 034.6740 017.3780 002.5120
001.0000

Receive power mW 034.6740 017.3780 001.3490
000.5370

Environmental Information - raw values

Temperature: 38.84 C

Supply voltage: 33703 in units of 100uVolt
Tx bias: 3499 in units of 2uAmp

Tx power: 0.1 dBm (10251 in units of 0.1 uW)
Rx power: -0.9 dBm (8153 in units of 0.1 uW)
DOM (256 bytes of raw data in hex)

0x0000 : 4b 00 fb 00 46 00 00 00 8d cc 74 04 87 5a 7a 76
0x0010 : 17 70 01 £f4 16 76 03 e8 87 72 03 e8 43 e2 09 dO
0x0020 : 87 72 02 19 43 e2 05 45 00 00 00 00 00 00 00 00
0x0030 : 00 00 00 00 00O OO OO OO OO0 OO0 00 0O 0O 00 00 0O
0x0040 : 00 00 00 00 00O OO OO OO OO0 OO0 00 0O 00 00 00 0O
0x0050 : 00 00 00 00 OO OO OO OO OO0 OO0 00 OO 0O 00 00 86
0x0060 : 26 54 83 a7 0d ab 28 Ob 1f d9 00 00 00 00 08 00
0x0070 : 00 00 03 00 00 OO OO OO 08 £3 00 00 00 00 00 01
0x0080 : 49 4e 55 49 41 43 53 45 41 41 31 30 2d 33 33 38
0x0090 : 38 2d 30 31 56 30 31 20 01 00 46 00 00 00 00 e3
0x00a0 : 00 00 00 00 00O OO OO OO OO0 OO0 00 0O 0O 00 00 0O
0x00b0 : 00 00 00 00 00 OO OO OO OO0 OO0 00 0O 0O 00 00 00
0x00cO : 53 46 50 2d 31 30 2f 32 35 47 2d 43 53 52 2d 53
0x00d0 : 20 20 20 20 30 38 00 00 00 00 00 00 00 00 00 dl
0x00e0 : le 20 2a 2a 31 34 29 36 00 00 00 00 00 00 00 0O
0x00f0 : 00 00 00 00 00 56 00 00 ff ff ff ff 00 00 00 cf

PHY Data:
PAGE IFC OFFSET VALUE | PAGE IFC OFFSET VALUE

RO CLLIE, Ty ¥ T F ¥ DT A —=ZRECHET DFMEREFZRLET,

firepower-3140 (local-mgmt) # show portmanager switch pktcap-rules software
Software DB rule:l

Slot=1

Interface= 12

FX0S ST a—Far5avr R .
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Breakout-port= 0
Protocol= 6

Ethertype= 0x0000
Filter key= 0x00000040
Session= 1

Vlan= 0
SrcPort=
DstPort=
SrcIp= 0.
DstIp= 0.
SrcIpvé=
DestIpvo=
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

e O O O O
o o
o o

WD CLLIE, FXOS R— h~R—T ¥ AAf v F D/ — K =T TCAM L —/LIZBd 53¢
HESRAEERLET,

firepower-3140 (local-mgmt) # show portmanager switch pktcap-rules hardware

Hardware DB rule:1l
Hw index= 15372
Rule id= 10241
Cnc_index= 1
Packet count= 0
Slot=1
Interface= 12
Protocol= 6
Ethertype= 0x0000
Vlan= 0

DstIp=
Srclpvé=
DestIpvo=

SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

LITFIE, QOS FEREICBI D Reifif Mz £m L £

firepower (local-mgmt) # show portmanager switch gos-rule policer counters

Policer type green (pass_count) yellow (pass_count) red (drop_ count)
OSPF 102025351 17832 590
780

Policer type green (pass_count) yellow (pass_count) red (drop_ count)
CCL CLU 0 0 0

Policer type green (pass_count) yellow (pass_count) red (drop_ count)
BFD 61343307 0 0

Policer type green (pass_count) yellow (pass_count) red (drop_ count)
HA 0 0 0

Policer type green (pass_count) yellow (pass_count) red (drop_ count)
CCL_CONTROL 0 0 0

& CLLIZ, BERIENOBEWNT 7 4 v 70N TCAMIZRIEL TWAHMNE I a2 R L E
ﬁ‘o
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firepower (local-mgmt) # show portmanager switch gos-rule counters

Rule no Rule id Rule type pass_count
1 9218 SW_QOS BFD 0

Rule no Rule id Rule type pass_count
2 9216 SW_QOS_OSPF 102633941

Rule no Rule id Rule type pass_count
3 9217 SW_QOS_BFD 61343307

WD CLLIX, £ —V %y b 1/10R— FMNZ—FHTDHT A ADF2—T¢ D CPU HHEHR

RLUET,
firepower (local-mgmt)# show queuing interface ethernet 1 10
Queue Traffic-type Scheduler-type oper-bandwidth Destination
3 Data WRR 100 Application
4 CCL-CLU SP 0 Application
5 BFD SP 0 Application
6 OSPF SP 0 Application
7 CCL-CONTROL/HA/LACP Tx SP 0 Application
0 packet-capture N/A 0 CPU
7 LACP Rx N/A 0 CPU
Port 1/10 Queue Statistics:
Queue O0:
Number of packets passed 0
Number of packets dropped: 0
Queue 1:
Number of packets passed : 0
Number of packets dropped: 0
Queue 2:
Number of packets passed : 0
Number of packets dropped: 0
Queue 3:
Number of packets passed : 466420167
Number of packets dropped: 0
Queue 4:
Number of packets passed : 0
Number of packets dropped: 0
Queue 5:
Number of packets passed : 0
Number of packets dropped: 0
Queue 6:
Number of packets passed : 41536261
Number of packets dropped: 0
Queue 7:
Number of packets passed : 912
Number of packets dropped: 0
CPU Statistics:
Queue 2:
Number of packets passed : 180223
Number of packets dropped: 0
Queue 7:
Number of packets passed : 1572
Number of packets dropped: 0

WO CLIIL, W /1R — MZ—FTET A, ADF 22—+ DCPUMEHEFR R LET,
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firepower (local-mgmt) # show queuing interface internal 1 1

Queue

Traffic-type

Scheduler-type

oper-bandwidth Destination

~J

Queue 0:

Data

CCL-CLU
BFD
OSPF
CCL-CONTROL/HA/LACP_Tx
packet-capture

LACP Rx
Port 1/18 Queue Statistics:

Number of packets passed

Number of packets dropped:

Queue 1:

Number of packets passed
Number of packets dropped:

Queue 2:
Number
Number

Queue 3:
Number
Number

Queue 4:
Number
Number

Queue 5:
Number
Number

Queue 6:
Number
Number

Queue 7:
Number
Number

of
of

of
of

of
of

of
of

of
of

of
of

packets
packets

packets
packets

packets
packets

packets
packets

packets
packets

packets
packets

CPU Statistics:

Queue 2:
Number
Number

Queue 7:
Number
Number

Note:The

of
of

of
of

packets
packets

packets
packets

passed

dropped:

passed

dropped:

passed

dropped:

passed

dropped:

passed

dropped:

passed

dropped:

passed

dropped:

passed

dropped:

WRR
SP
SP
SP
SP

N/A

N/A

100

O O O O o o

o

5151

17345

180223
0

1572
0

CPU statistics are per Queue per Device

Application
Application
Application
Application
Application

CPU

CPU

WD CLLIZ, ¥ AP a s A7 a VAT A2EMERAETRLET,

firepower-3110 (local-mgmt) # dump portmanager switch ap-log
requested log has been dumped to /opt/cisco/platform/logs/portmgr.out*

firepower-3110 (local-mgmt) # dump portmanager switch cyclic-log
requested log has been dumped to /opt/cisco/platform/logs/portmgr.out*

WOCLIE, R—h=X—T %D

LiTO

Al e 7 DAL E T T RIS B D R 2 F

firepower-3110 (local-mgmt) # debug portmanager switch
all Enable or Disable verbose logging for switch

firepower-3110 (local-mgmt) # debug portmanager switch all
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firepower-3110 (local-mgmt) #

firepower-3110 (local-mgmt)# no debug portmanager switch all
firepower-3110 (local-mgmt) #

WOCLIZ, 82D T 7 4 v 7 VTR Fa—DR— F_X—2ADO v s Fa v FICBET
DR EFR N LET,

firepower-3110 (local-mgmt) # show portmanager switch tail-drop-allocated buffers all

| | Per Port and Traffic Class

Port | Per port | TCO | TC1 | TC2 | TC3 | TC4 | TC5 | TC6
| TC7 |
I \ \ \ | I I \ \ |
0/1 110 110 |10 |0 10 ) 10 10
10 \
0/2 |15 |5 I5 I5 10 |0 10 |0
10 \
0/3 10 10 10 |0 [0 |0 10 10
10 \
0/4 180 10 10 |0 10 |0 10 10
|80 \
0/5 10 10 10 |0 [0 |0 10 10
10 \
0/6 |0 10 10 |0 10 |0 10 10
10 \
0/7 1200 125 |25 |50 10 |0 |25 |50
|25 \
0/8 10 10 10 |0 [0 |0 10 10
10 \

KD CLLIL, tti-lookup0 23K T Ky 7S~y MIARRLET,

firepower-3110 (local-mgmt) # show portmanager switch default-rule-drop-counter
tti-lookupO

Rule id cnc_index packet count

WK CLLIZE, ipcl-lookup0 23FIK T Ru v 7 Iic " ry MMaaERRLET,

firepower-3110 (local-mgmt) # show portmanager switch default-rule-drop-counter
ipcl-lookupO
Rule_ id cnc_index packet_count

FX0S FS T a—F4v5 avr R .
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7 7547 > RE— FTO Cisco Secure Firepower 4200 D

connect local-mgmt f > )L a—FT 425 a2 R
DTzt rsarTid, BEOF Ny Za<w RIZHA T, Cisco Secure Firewall 3100 (2
A D CLIIZOW T L £,

7 5 AT AF— R T Cisco Secure Firewall 3100 (2R3 2[EEA F T TN a—TFT 0 7T
Z12iX, LLF @ connect local-mgmt “E— K FXOSCLI =~ K& il L &9, connectlocal-mgmt
E—RNIZT 7 8ATHITE, ROLHIITANLET,

FPR 4200# connect local-mgmt

show portmanager
A v F, Ny b, SFP-FECh D4, TUXNTTT o hE=4) 7 (DOM) |
QOS H4fE. CPSSAP, BL OV A 27V v a7 X o It A3EMERE £ R LET,

W& R LET,
KD CLLIZ, vtcam-tti ® FXOS R— h v 3% —T % AA vF /N"— K7 =7 TCAM /)L— /L&
VT ERRLET,

firepower (local-mgmt) # show portmanager switch forward-rules hardware vtcam-tti
RULE ID VLAN NUM MPLS LABELS SRC PORT PC ID SRC ID MODE  PAK CNT

1 2 0 0 10 0 10 0 1951
2 3 0 0 14 0 14 0 19
3 4 0 0 9 0 9 0 227505
4 5 0 0 13 0 13 0 103587
5 6 0 0 8 0 0 0 0
6 7 0 0 7 0 0 0 0
7 8 0 0 6 0 0 0 0
8 9 0 0 5 0 0 0 0
9 10 0 0 4 0 0 0 0
10 11 0 0 3 0 0 0 0
11 12 0 0 2 0 0 0 0
12 13 0 0 1 0 0 0 607
13 14 0 0 44 0 0 0 0
14 15 0 0 40 0 0 0 0
15 16 0 0 36 0 0 0 0
16 17 0 0 32 0 0 0 0
17 30 0 0 1 0 101 1 2120
18 18 0 0 1 0 101 0 306
19 19 0 0 2 0 102 0 2429
20 20 0 0 3 0 103 0 0
21 21 0 0 4 0 104 0 0
22 22 0 0 5 0 105 0 0
23 23 0 0 6 0 106 0 0
24 24 0 0 7 0 107 0 0
25 25 0 0 8 0 108 0 0
26 26 0 0 32 0 117 0 0
27 27 0 0 36 0 121 0 0
28 28 0 0 40 0 125 0 0
29 29 0 0 44 0 129 0 0
30 1 0 0 9 0 0 0 1875
31 8193 0 1 0 0 0 0 0
32 8194 0 2 0 0 0 0 0
33 8195 0 3 0 0 0 0 0
34 8196 0 4 0 0 0 0 0
35 8197 0 5 0 0 0 0 0
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36 8198 0 6 0 0 0 0 0

WD CLIE, vlan 0 (12— d 5 vtcam-tti A7 — D AA v F n— K7 =7 TCAM /L— )L
TR LET,

firepower (local-mgmt)# show portmanager switch forward-rules hardware vtcam-tti
RULE ID VLAN NUM MPLS LABELS SRC PORT PC ID SRC ID MODE PAK CNT

1 2 0 0 10 0 10 0 1961

2 3 0 0 14 0 14 0 19

3 4 0 0 9 0 9 0 227517

4 5 0 0 13 0 13 0 103683

5 6 0 0 8 0 0 0 0

6 7 0 0 7 0 0 0 0

7 8 0 0 6 0 0 0 0

8 9 0 0 5 0 0 0 0

9 10 0 0 4 0 0 0 0

10 11 0 0 3 0 0 0 0

11 12 0 0 2 0 0 0 0

12 13 0 0 1 0 0 0 617

13 14 0 0 44 0 0 0 0

14 15 0 0 40 0 0 0 0

15 16 0 0 36 0 0 0 0

16 17 0 0 32 0 0 0 0

17 30 0 0 1 0 101 1 2156

18 18 0 0 1 0 101 0 306

19 19 0 0 2 0 102 0 2466

20 20 0 0 3 0 103 0 0

21 21 0 0 4 0 104 0 0

22 22 0 0 5 0 105 0 0

23 23 0 0 6 0 106 0 0

24 24 0 0 7 0 107 0 0

25 25 0 0 8 0 108 0 0

26 26 0 0 32 0 117 0 0

27 27 0 0 36 0 121 0 0

28 28 0 0 40 0 125 0 0
29 29 0 0 44 0 129 0 0
30 1 0 0 9 0 0 0 1875
31 8193 0 1 0 0 0 0 0
32 8194 0 2 0 0 0 0 0
33 8195 0 3 0 0 0 0 0
34 8196 0 4 0 0 0 0 0
35 8197 0 5 0 0 0 0 0
36 8198 0 6 0 0 0 0 0

WD CLIIE, 41—V 23y b 19 FR—FMI—ET5MAC 7 A NVEAT—VDAA v F/n—
Ko7 =7 TCAM V— XV P hFmRr LET,

firepower (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC ID SRC_ID DST PORT PKT CNT DMAC

1 0 44 0 129 1536 0 1:80:c2:0:0:2

2 0 44 0 129 1536 0 ff:ff:ff:ff:ff:ff
3 0 2 0 102 1536 0 ba:db:ad:f0:2:8f
4 0 4 0 104 1536 0 ff:ff:ff:ff:ff:ff
5 0 4 0 104 1536 0 1:80:c2:0:0:2

6 0 5 0 105 1536 0 1:80:c2:0:0:2

7 0 5 0 105 1536 0 ff:ff:ff:ff:ff:ff
8 0 13 0 13 9 103735 0:0:0:0:0:0

9 0 32 0 117 1536 0 Dba:db:ad:f0:2:9e
10 0 7 0 107 1536 0 ff:ff:ff:ff:ff:ff
11 0 7 0 107 1536 0 1:80:c2:0:0:2

12 0 6 0 106 1536 0 1:80:c2:0:0:2
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13 0 6 0 106 1536 0 ff:ff:ff:ff:ff:ff
14 0 14 0 14 10 19 0:0:0:0:0:0

15 0 10 0 10 14 1979 0:0:0:0:0:0

16 0 44 0 129 1536 0 Dba:db:ad:f0:2:al

17 0 9 0 9 13 1227537 0:0:0:0:0:0

18 0 8 0 108 1536 0 1:80:c2:0:0:2

19 0 8 0 108 1536 0 ff:ff:ff:ff:ff:ff
20 0 1 0 101 1536 0 ff:ff:ff:ff:ff:ff
21 0 1 0 101 1536 0 1:80:c2:0:0:2

22 0 3 0 103 1536 0 1:80:c2:0:0:2

23 0 1 0 101 1536 2183 1:0:0:0:0:0

24 0 3 0 103 1536 0 ff:ff:ff:ff:ff:ff
25 0 2 0 102 1536 23 ff:ff:ff:ff:ff:ff
26 0 2 0 102 1536 0 1:80:c2:0:0:2

27 0 32 0 117 1536 0 ff:ff:ff:ff:ff:ff
28 0 32 0 117 1536 0 1:80:c2:0:0:2

29 0 40 0 125 1536 0 ff:ff:ff:ff:ff:ff
30 0 40 0 125 1536 0 1:80:c2:0:0:2

31 0 7 0 107 1536 0 Dba:db:ad:f0:2:94

32 0 5 0 105 1536 0 Dba:db:ad:f0:2:92

33 0 36 0 121 1536 0 1:80:c2:0:0:2

34 0 4 0 104 1536 0 Dba:db:ad:f0:2:91

35 0 36 0 121 1536 0 ff:ff:ff:ff:ff:ff
36 0 8 0 108 1536 0 Dba:db:ad:f0:2:95

37 0 6 0 106 1536 0 Dba:db:ad:f0:2:93

38 0 3 0 103 1536 0 Dba:db:ad:£f0:2:90

39 0 36 0 121 1536 0 Dba:db:ad:f0:2:9f

40 0 1 0 101 1536 32 ba:db:ad:f0:2:8e

41 0 40 0 125 1536 0 Dba:db:ad:f0:2:a0

WDOCLLIE, Y7 hu =T MAC 7 4 VX ICHETHFEMEREFRRLET,

firepower-4225(local-mgmt) # show portmanager switch forward-rules software mac-filter

NATIVE_VLAN VLAN SRC_PORT PORTCHANNEL_ID DST_PORT FLAGS MODE DMAC

1 0 106 6 0 1536 2 5
1:80:¢c2:0:0:2

2 0 105 5 0 1536 2 5
ff:ff:ff:ff:ff: €€

3 0 105 5 0 1536 2 5
1:80:¢c2:0:0:2

4 0 121 0 0 36 24 8
0:0:0:0:0:0

5 0 106 6 0 1536 2 5
ff:ff:ff:ff:f£: €€

6 0 121 36 0 1536 2 5
1:80:¢c2:0:0:2

7 0 117 32 0 1536 2 5
1:80:¢c2:0:0:2

8 0 125 40 0 1536 2 5
ff:ff:ff:ff:ff:££

9 0 129 0 0 44 24 8
0:0:0:0:0:0

10 0 117 32 0 1536 2 5
ff:ff:ff:ff:ff: €€

11 0 103 3 0 1536 2 5
1:80:¢c2:0:0:2

12 0 102 2 0 1536 2 5
ff:ff:ff:ff:ff: €€

13 0 117 0 0 32 24 8
0:0:0:0:0:0

14 0 107 0 0 7 24 8
0:0:0:0:0:0

. FX0S rSJIYa—F 45 avr R



| Xos kST a—F42FavoR
7 754 7 > AE— KTO Cisco Secure Firepower 4200 O connect local-mgmt ~ 5 J)L 1 —F 425 avx U K .

15 0 101 1 0 1536 2 5
ba:db:ad:f0:2:8e

16 0 107 7 0 1536 2 5
ff:ff:ff:ff:ff:££

17 0 106 6 0 1536 2 5
ba:db:ad:£0:2:93

18 0 105 0 0 5 24 8
0:0:0:0:0:0

19 0 102 0 0 2 24 8
0:0:0:0:0:0

20 0 104 4 0 1536 2 5
ba:db:ad:£0:2:91

21 0 107 7 0 1536 2 5
ba:db:ad:£0:2:94

22 0 129 44 0 1536 2 5
1:80:¢c2:0:0:2

23 0 102 2 0 1536 2 5
1:80:¢c2:0:0:2

24 0 121 36 0 1536 2 5
ff:ff:ff:ff:ff:££

25 0 1 13 0 9 26 8
0:0:0:0:0:0

26 0 108 8 0 1536 2 5
1:80:¢c2:0:0:2

27 0 101 1 0 1536 2 5
ff:ff:ff:ff:ff:££

28 0 2 10 0 14 26 8
0:0:0:0:0:0

29 0 101 1 0 1536 2 5
1:80:¢c2:0:0:2

30 0 1 9 0 13 26 8
0:0:0:0:0:0

31 0 129 44 0 1536 2 5
ff:ff:ff:ff:ff:££

32 0 125 0 0 40 24 8
0:0:0:0:0:0

33 0 108 8 0 1536 2 5
ba:db:ad:£0:2:95

34 0 2 14 0 10 26 8
0:0:0:0:0:0

35 0 129 44 0 1536 2 5
ba:db:ad:f0:2:al

36 0 103 0 0 3 24 8
0:0:0:0:0:0

37 0 104 0 0 4 24 8
0:0:0:0:0:0

38 0 104 4 0 1536 2 5
ff:ff:ff:ff:£ff:££

39 0 107 7 0 1536 2 5
1:80:¢c2:0:0:2

40 0 104 4 0 1536 2 5
1:80:¢c2:0:0:2

41 0 101 1 0 1536 18 8
0:0:0:0:0:0

42 0 101 0 0 1 24 8
0:0:0:0:0:0

43 0 108 8 0 1536 2 5
ff:ff:ff:ff:£f£f:££

44 0 121 36 0 1536 2 5
ba:db:ad:£f0:2:9f

45 0 117 32 0 1536 2 5
ba:db:ad:f0:2:9e

46 0 105 5 0 1536 2 5

ba:db:ad:£0:2:92
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47 0 125 40 0 1536 2 5
ba:db:ad:£0:2:a0

48 0 125 40 0 1536 2 5
1:80:¢c2:0:0:2

49 0 108 0 0 8 24 8
0:0:0:0:0:0

50 0 106 0 0 6 24 8
0:0:0:0:0:0

51 0 103 3 0 1536 2 5
ba:db:ad:£0:2:90

52 0 102 2 0 1536 2 5
ba:db:ad:f0:2:8f

53 0 103 3 0 1536 2 5

ff:ff:ff:ff:ff:££

WDOCLIE, AA v TF 7Y ooy b Ray AICBET 55 MEREAFRLE
‘é—O

firepower-4225(local-mgmt) # show portmanager switch counters bridge
Bridge Ingress Drop Counter: 4688
No Bridge Ingress Drop

WKDCLLIZ, "— R T AL FONry N7 2OFEMERRLET,

how portmanager switch counters packet-trace

firepower-4225(local-mgmt) # show portmanager switch counters packet-trace

Counter Description

goodOctetsRcv Number of ethernet frames received that are not bad
ethernet frames or MAC Control pkts

badOctetsRcv Sum of lengths of all bad ethernet frames received

gtBrgInFrames Number of packets received

gtBrgVlanIngFilterDisc Number of packets discarded due to VLAN Ingress Filtering

gtBrgSecFilterDisc Number of packets discarded due to
Security Filtering measures

gtBrgLocalPropDisc Number of packets discarded due to reasons other than
VLAN ingress and Security filtering

dropCounter Ingress Drop Counter

outUcFrames Number of unicast packets transmitted

outMcFrames Number of multicast packets transmitted. This includes

registered multicasts, unregistered multicasts
and unknown unicast packets

outBcFrames Number of broadcast packets transmitted
brgEgrFilterDisc Number of IN packets that were Bridge Egress filtered
txgFilterDisc Number of IN packets that were filtered

due to TxQ congestion
outCtrlFrames Number of out control packets

(to cpu, from cpu and to analyzer)
egrFrwDropFrames Number of packets dropped due to egress

forwarding restrictions
goodOctetsSent Sum of lengths of all good ethernet

frames sent from this MAC

Counter Source port- 0/0 Destination port- 0/0

goodOctetsRcv _— R
badOctetsRcv - S

Ingress counters
gtBrgInFrames 1341132 1341132
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gtBrgVlanIngFilterDisc
gtBrgSecFilterDisc
gtBrgLocalPropDisc
dropCounter

outUcFrames
outMcFrames
outBcFrames
brgEgrFilterDisc
txgFilterDisc
outCtrlFrames
egrFrwDropFrames
mcFifoDropPkts
mcFilterDropPkts

goodOctetsSent

o O O O

4594
2237

9

o O O O o

0
0
0
Only for source-port

Egress counters
1329593

1329593
4594
2237

9

o O O O o

WD CLLIE, CPUDAA vF bT7 4 v 7T 2EEMEmREERLET,

firepower-4225(local-mgmt) # show portmanager switch traffic cpu

Dev/RX queue packets

0/0
0/1
0/2
0/3
0/4
0/5
0/6
0/7

O O O OO o oo

O O O OO o oo

RDOCLLZ, "=V =7 AA v TF R—=F b T 71 v 7 DFMERRLET,

firepower-4225(local-mgmt) # show portmanager switch traffic port

max-rate - pps that the port allow with packet size=64
actual-tx-rate - pps that egress the port (+ % from 'max')
actual-rx-rate - pps that ingress the port(+ % from 'max')

Dev/Port max-rate actual-tx-rate

0/1 1488095
0/2 1488095
0/3 14880
0/4 14880
0/5 14880
0/6 14880
0/7 14880
0/8 14880
0/9 14880952
0/10 14880952
0/11 14880952
0/12 14880952
0/13 14880952
0/14 14880952
0/15 1488095

(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---

actual-rx-rate

(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
(0%) ---
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0/16 1488095 (0%) ——- (0%) ——-

0/17 14880952 (0%) ——- (0%) ——-

0/18 74404761 (0%) ——— (0%) ——-—

0/19 37202380 (0%) ——- (0%) ——-

0/20 37202380 (0%) ——- (0%) ——-

WD CLLiE, A —VF > b /138 — MZ—3%3 5 SFP-FEC » 7 v Z I[Zd B EMiE M4
FrRLET,

firepower-4225(local-mgmt) # show portmanager counters ethernet 1 13

Good Octets Received : 2153

Bad Octets Received : 0

MAC Transmit Error : 0

Good Packets Received : 13

Bad packets Received : 0

BRDC Packets Received : 0

MC Packets Received : 13
txgFilterDisc : 0
linkchange 1
FcFecRxBlocks : 217038081
FcFecRxBlocksNoError : 217038114
FcFecRxBlocksCorrectedError : 0

FcFecRxBlocksUnCorrectedError
FcFecRxBlocksCorrectedErrorBits
FcFecRxBlocksCorrectedErrorQ
FcFecRxBlocksCorrectedErrorl
FcFecRxBlocksCorrectedError2
FcFecRxBlocksCorrectedError3
FcFecRxBlocksUnCorrectedError0
FcFecRxBlocksUnCorrectedErrorl
FcFecRxBlocksUnCorrectedError?2
FcFecRxBlocksUnCorrectedError3

O O O OO OO o oo

WD CLLIZ, £ —H 3> b 1/14 5R— NI —F9 % SFP-FEC /1 7 > Z (289 2 3G W &

TR LET,

firepower-4225(local-mgmt) # show portmanager counters ethernet 1 14
Good Octets Received : 2153
Bad Octets Received : 0
MAC Transmit Error : 0
Good Packets Received : 13
Bad packets Received : 0
BRDC Packets Received : 0
MC Packets Received : 13
txgFilterDisc 0
linkchange 1
RsFeccorrectedFecCodeword 0
RsFecuncorrectedFecCodeword 10
RsFecsymbolError0 5
RsFecsymbolErrorl 0
RsFecsymbolError2 0
RsFecsymbolError3 0

WD CLLIZ, A —VFRy b 1/SHA—=NNI—BTDTOXANETTT ANV ET=L) T
(DOM) 1HHICEAT DatMiiE A Fr~ LET,
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firepower-4245(local-mgmt) # show portmanager port-info ethernet 1 5

DOM info:

Status/Control Register: 0800
RX_LOS State: 0
TX _FAULT State: 0
Alarm Status: 0000
No active alarms
Warning Status: 0000
No active warnings

THRESHOLDS
high alarm high warning low warning low

alarm

Temperature C +075.000 +070.000 +000.000
-05.000

Voltage \ 003.6300 003.4650 003.1350
002.9700

Bias Current mA 012.0000 011.5000 002.0000
001.0000

Transmit power mW 034.6740 017.3780 002.5120
001.0000

Receive power mW 034.6740 017.3780 001.3490
000.5370

Environmental Information - raw values

Temperature: 38.84 C

Supply voltage: 33703 in units of 100uVolt
Tx bias: 3499 in units of 2uAmp

Tx power: 0.1 dBm (10251 in units of 0.1 uW)
Rx power: -0.9 dBm (8153 in units of 0.1 uW)
DOM (256 bytes of raw data in hex)

0x0000 : 4b 00 fb 00 46 00 00 00 8d cc 74 04 87 5a 7a 76
0x0010 : 17 70 01 £f4 16 76 03 e8 87 72 03 e8 43 e2 09 dO
0x0020 : 87 72 02 19 43 e2 05 45 00 00 00 00 00 00 00 00
0x0030 : 00 00 00 00 00O OO OO OO OO0 OO0 00 0O 0O 00 00 0O
0x0040 : 00 00 00 00 00O OO OO OO OO0 OO0 00 0O 00 00 00 0O
0x0050 : 00 00 00 00 OO OO OO OO OO0 OO0 00 OO 0O 00 00 86
0x0060 : 26 54 83 a7 0d ab 28 Ob 1f d9 00 00 00 00 08 00
0x0070 : 00 00 03 00 00 OO OO OO 08 £3 00 00 00 00 00 01
0x0080 : 49 4e 55 49 41 43 53 45 41 41 31 30 2d 33 33 38
0x0090 : 38 2d 30 31 56 30 31 20 01 00 46 00 00 00 00 e3
0x00a0 : 00 00 00 00 00O OO OO OO OO0 OO0 00 0O 0O 00 00 0O
0x00b0 : 00 00 00 00 00 OO OO OO OO0 OO0 00 0O 0O 00 00 00
0x00cO : 53 46 50 2d 31 30 2f 32 35 47 2d 43 53 52 2d 53
0x00d0 : 20 20 20 20 30 38 00 00 00 00 00 00 00 00 00 dl
0x00e0 : le 20 2a 2a 31 34 29 36 00 00 00 00 00 00 00 0O
0x00f0 : 00 00 00 00 00 56 00 00 ff ff ff ff 00 00 00 cf

PHY Data:
PAGE IFC OFFSET VALUE | PAGE IFC OFFSET VALUE

RO CLLIE, Ty ¥ T F ¥ DT A —=ZRECHET DFMEREFZRLET,

firepower-4225(local-mgmt) # show portmanager switch pktcap-rules software
Software DB rule:l

Slot=1

Interface= 12

FX0S ST a—Far5avr R .
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Breakout-port= 0
Protocol= 6

Ethertype= 0x0000
Filter key= 0x00000040
Session= 1

Vlan= 0

SrcPort= 0

DstPort= 0

DestIpvo=
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

WD CLIIZ, FXOSHR— bk v 32—V % AL vF /N— KK =T TCAM /L—/VIZ BT 5 5
HHREFRLET,

firepower-4225(local-mgmt) # show portmanager switch pktcap-rules hardware
Hardware DB rule:1l
Hw index= 15372
Rule id= 10241
Cnc_index= 1
Packet count= 0
Slot=1
Interface= 12
Protocol= 6
Ethertype= 0x0000
Vlan= 0

DestIpvo=
SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

WDOCLIX, 8D KT T 4 v I TR Fa—DHR— =20 b Na v 7284
HitMEREFR R LET,

firepower-4225(local-mgmt) # show portmanager switch tail-drop-allocated buffers all

| | Per Port and Traffic Class
|

Port | Per port | TCO | TC1 | TC2 | TC3 | TC4 | TCS | TC6
| TC7 |
I | I I |
0/1 110 110 |0 |0 10 |0 10 10
10
0/2 |15 |5 I5 |5 10 |0 10 10
10
0/3 10 10 10 |0 10 |0 10 10
10
0/4 180 10 10 |0 10 |0 10 10
180 \
0/5 10 10 10 |0 10 |0 10 10
10
0/6 10 10 10 |0 10 |0 10 10
10
0/7 1200 |25 |25 |50 10 |0 |25 |50
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125 \
0/8 |0 10 |0 |0 10 |0 10 10

RO CLI %, tti-lookup0 23F[K T R 73N/ Ty MER R LET,

firepower-4225(local-mgmt) # show portmanager switch default-rule-drop-counter
tti-lookupO

Rule id cnc_index packet count

tXxayF4 H—ERXRE—FK STV —Fa Y
av> kR

VAT AT AREE NI O a—T 4 T AT LX) T 4 h—E & (ssa)
F— RFXOSCLI =<y REHERALET,

show app
Firpower 7 /3 ZZHERE L CWDT 7Y r—y a BT L IFEREER T LET,
BTz LET,
firepower /ssa # show app
Application:
Name Version Description Author Deploy Type CSP Type Is

Default App

asa 9.10.1 N/A cisco Native Application Yes
asa 9.9.2 N/A cisco Native Application No

showapp-instance
BFAEEHDT TV AV AX A AT —Z AT HEREFRLET,

firepower-2120 /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

asa 1 Enabled Online 9.14.2
9.14.2 Not Applicable
showfault

fEHE A v =V OFHRERNLET,

firepower-2120 /ssa # show fault

Severity Code Last Transition Time ID Description

Cleared F16589 2021-10-11T21:58:53.200 25140 [FSM:STAGE:RETRY:]: Waiting for
chassis object ready (FSM-STAGE:sam:dme:SmSecSvcAutoDeployCSP:WaitForChassisM

oReady)
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show failsafe-params
Firepower 1000/2100 = 7= 1% Cisco Secure Firewall 3100 Ti%, f¥fip072diL—70 h L —
ARy 7 I EDT DI BT EE 77V =y a DT == — T — RRT
U7 4 TIENET, RONRFA—HT, 72— b—TF— RDOT VT 4 7{bEHI#H L

iﬁ—o
e Max Restart- 7 =— /L —T7F—RK&T 7T 4 7T H=0T7 7V r—varzm,
BT 5 MBS B D KA,

« Current Reboot Count - 7 7" U 77— g L A3 M BB S 7= 8155,

e Restart Time Interval (secs) - 7 = — /L& —7F— R&EHEIT 5 7~ 512 Max Restart 7
U AICRIET DO (WAL , TV r— a3 R Z OBENIC [Max
Restart] UL EOFEEHEETLE, 7Jx—/LE—T7F— RBEINI/Y £9,

W& r L ET,

firepower-2120-failed(local-mgmt) # show failsafe-params
Max Restart: 8

Current Reboot Count: 0

Restart Time Interval (secs): 3600

VAFANT 2 — )L —TEF— RDEE
o« VAT LA Tfailed) CFEFNBMENE T,

firepower-2120-failed /ssa #

* local-mgmt =~ > K = /L [show failsafe-params| =~ > RO JIZIE, ROESE A >
T-UREENET,

firepower-2120-failed(local-mgmt) # show failsafe-params

Max Restart: 1

Current Reboot Count: 1

Restart Time Interval (secs): 3600

WARNING: System in Failsafe mode. Applications are not running!

TV r—a OEMERRRIZA T T A T,

firepower-2120-failed /ssa # show app-instance
Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State Cluster Role

asa 1 Enabled Offline <===== 9.16.2.3
9.16.2.3 Not Applicable None

Cisco Secure Firewall 3100/4200 D /Ny kX ¥ TF ¥

Ny MR Y T T — L, HEEREICETAMBEOT Ny 70 T Rk imd 5 b
74w 77— BRI HRICEHTE AMlfEH HEETT, /N7y ¥ ¥ 7 F v CLIZfH
F LC. Cisco Secure Firewall 3100/4200 7 /A ADFFEDA > X —T7 = A A% i@i#T 5 b7
T4y 7IZOoNnTr ARk TEL LR ELE,
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BEONTry N XX T Ty Byva VEERKTE, Ky a rTEEOA X —T A R
DT T4 7 Fx 7Ty TEET, Xy Iy TPTFroral ilEGENIKA L F—
T xA AR, ARDSRr Y  F¥ P F v (PCAP) 7 7 A DMERR S ET,

A7vh#v7?V®IM$EB$UﬂE$E

Ry b ¥y ST X V= ZiE, ROBIRFELH Y £,

Ty N FYTTF Xy a COBAICERTRER R R < TH, Ny b
FYTTx by va Y EERTEES, Ty b XX T T vy ia rERAT DRI
EHFTREZ2 oy 2efL B 5 5 2 L 2B T 2 N ERH Y £,

« ¥V VIED 4x100Gbps F 721% 2x100Gbps R b U — 27 E Y 2 —/b (ZNENELE S
FPR-NM-4X100G ¥ & ' FPR-NM-2X100G) TO/N7 v b v 7 F ¥ v a v OEE
FV 2 —/LD adminstate W off ICREIND E, F¥ 7T F ¥ty arNHBITENC
729 . [OperState Reason: Unknown Error] &9 A v B2—UNAERINET, %/:w—ﬂ/
@ adminstate ZFHE on ICHELTOL, ¥ 7Ty a b EHEHTILENRHY
£

MOFTRTORY hTU—FTFV 2 —)LTiE, Y 2—/)L® adninstate NEH I TEH N
o hFYTFy by va VRS NET,

DT VT 4 TRy b ¥y T F Y By ia i AR—- SR EEA
e EETLFETIISEILIPVE T RLRAICHASNWT I A NEZTHELT T 3 03H ) £ A,

cINESAA v F R TERWART b (X2 VT4 IN—T BT Xy hU—F P—
EA ANy X=Xy N E) X7 4V DOEBRH Y FHA,

* EtherChannel £/AD /7 v h ¥ 7F ¥ TEXEH A, 72720, GEET /XA AIZE Y 4T
5 TUvA EtherChannel 334 . EtherChannel D A L X—A U H—T =2 f AT LTy
ey 7F v CTXET,

XX T F vy alrNT VT 4 THREIE, PCAP 7 7 A VB A — 170, =J AR—
FCEFEHA,

Ry XY T Ty varrillrToE, 0y v a VCEHETEITRTONRT v
K FYrFFv 77 A BHIRENET,

Ny b XY TFy £y a o DERFERIIHES
FIB
RF 9TV Ay b Ey T F oy T FEALET,

firepower-4215 # scope packet-capture

ATFYT2 7TANEEERLET,
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ATvT3

ATvT4

ATy TH

firepower-4215 /packet-capture/filter* # set <filterprop filterprop value

R1:YR—bENBT740L42 TANRT

ivlan | NES VLANID (AR— h AJJHRED 7 > kD VLAN)

ovlan | S VLAN ID

sreip EETIPT RLZ (IPv4)

destip |45 1P 7 RL & (IPv4)

srcport | (5 e — 1 E 5

destport | 53 J A — I

protocol | [P 71 h /L (IANA IZ L > CEFEND 10 EEXD 7 1 k2 /14i)

ethertype | f —H % v h Fa has X4~ (IANAIC L > TERINS 10ERERD A —H % v
N 7a b3 2 A FE, 7-E Z1E. IPvd=2048, IPv6 =34525, ARP=2054, SGT
=35081)

srcmac | %250 MAC 7 R L&

destmac | 534z MAC 7 R L &

Ny B Fx T TFx BEyia NIHEENDLA L E—T oA ZADNWTNUNITT 4V Z ZHHT
TET,

Nry b FxTTFX By va VEAERETIIRET DI2IE. ROBEEZITWETS,
firepower-4215 /packet-capture # enter session session_name

ZONRTy b XY TFr By alrTHRYTFydH7y hORSERELET,
firepower-4215 /packet-capture/session* # set  session-pcap-snaplength session_snap_length_in_bytes
ATy TORERIX. 64~9006 /31 FOFHHANICTL2HERNHY T, Eyrar AFy 7
REBRELRVGEDT 74V FOX ¥ 7 Fy EiE, 1518 31 FTT,

ZONTy Xy T Ty Byl aIEBOLMERH LMY — A R—FefRELET,

HEOR— I PoXYy 7Ty L2, WEFA— T 7V r—a A — hOEENBE LR
Ty XY Ty vy a CHRIEETHZENTEET, IOy XY Ty 77 A
ATy v aANlEENLER— NHIC/ER SV E T, EtherChannel 2D /37 v M & X% v 7
T THILIFTEERA, ZEL, @RELT A ZZEID B THH TV S EtherChannel O
% . EtherChannel D X v /X— A L X —T = f AT LIy baeX vy 7T ¥ TEET,

GE) Nry b XY T7F vy ByrarnbiR— FEHIBRT I3, RIORTa<v KT
create DX V1T dddete 2 L £,

a) WHER—FEfRELET,
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firepower-4215 /packet-capture/session* # create {phy-port | phy-aggr-port} port_id

&1
i

firepower-4215 /packet-capture/session* # create phy-port Ethernetl/1
firepower-4215 /packet-capture/session/phy-port* #

b) YA E =T A ZADNRTy NaeXx vy T TF ¥ LET,
firepower-4215 /packet-capture/session/phy-port™ # set subinterfaceid

1 DU EOBITEEOY T A v =T = AZHHTIEETH, ¥ 7 Fr Eyvar
TEZ1 oDV T A H =T 2 ADINTy NDIHEF X T T ¥ TX F 9, Etherchannel
DYV T A H—T 2 AFHR—FENTWERFA, BIA L F—T oA A VAL A
WCHEI L TEHEE, AV A —T 2 A AERIEIY T A U F—T 2 ADWT N E RN
TEXET, MFEZRIRTHZ LI TEERA,

1 :

firepower-4215 /packet-capture/session/phy-port* # set subinterface 100
firepower-4215 /packet-capture/session/phy-port* #

) AVTFTAVABZLADY A, 2T T A VAX AL ERELET,
firepower-4215 /packet-capture/session/phy-port* # set app-identifier instance_name
i

firepower-4215 /packet-capture/session/phy-port* # set app-identifier asa-instancel
firepower-4215 /packet-capture/session/phy-port* #

d) (EE) AA »yFbmacfilter K2 > 737y Na% vy 7F ¥ 3 5121, mac-filter K~
TEEELET,
firepower-4215 /packet-capture/session/phy-port™ # set drop {mac-filter | disable}
edisable: A1 v Fnb Fry 7 I Ty hOF v 7F ¥ 2 HWHI L ET,
» mac-filter : A4 > F @ mac-filter K2 v 7% ¥ x7F ¥ LET,
G¥) mac-filter 7> a &, ANINTy ¥ v I F v HTORYR— FEZE
T, T 74N hOFT T 3 ITHEIC disable T,
e) (LE) BHHOZ 4V ZZHEHLET,
firepower-4215 /packet-capture/session/phy-port™ # set  {source-filter} filtername

G¥) R—=FIMB 7 4 VX ZHIBRT 511X, set sourcefilter "" AL £,

) MEIISUTLERDOART v 720k L CRERR— 23~ TEMLET,

ATYT6 2Oy F XX T F v by a iGN ERSLT Y r—vay Y—AR— &
TELET,
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BEOR— 0o FY7Fy L0, WEA— T 7V r—va v R— FOW s E U
Ty b7 Fry o arPIBUGET LI ENTEEST, OXTFry N2y TF ¥ 774
ARE vy a AlEENIER— MHICERESNE T,

G¥) Nry YT TF v by varhbR— MEHIRT S, RIORTa~ KT
create D V1T dddete L £,
ay 7V r—var i R—rEREELET,

firepower-4215 /packet-capture/session* # create app_port module_dot link_name interface name

app_name
BX DA module_slot TIVr—varPA VAR LEINTNWSEX 2T 4F
‘\/“:L_/I/O
link_name AU H—T =2 Azfida—V —flk 4 (linkl, inside portl 73
E) o
interface_name Ty NeX XY T TFx T HMERNDLT ) r—3a I
SNTWbHA ¥ —7xA A (Ethernetl/1, Ethernet2/272 &) |
app_name BV 2L VA=A ENTNWDT I r—3 9 (asa)
b) (EE) BHOTZ7 4 AZZEHLET,
firepower-4215 /packet-capture/session/phy-port™ # set  {source-filter} filtername
BX DA filtername lcreate filter| =1~ > FIZ X % packet-capture #iHD 7 ¢ /L # 4,
GE) — E D T g VX EHIBRT S ITIE, set sourcefilter " A L E T,
c) MEIUGUTLEROARAT v 7 ZEV KL THERT S r—ra v A— hadXTEMNL
i‘g‘o
ATYT1T RNy b Xy 7Ty By arad ICHBT AT, ROBIEEZITVET,
firepower-4215 /packet-capture/session* # enable
FLAER L2y b ¥ 7T v By v a 3T 740 b TIEESICR>T0ET, £
varERRNICAEDCT L BERAIy bENL Ty Xy 7Ty kv e
YINT T4 TR VET, By a N TTILT VT 4TI R THWAHE, Eyva
VERENCTHETTNERSNET, 2Oy arEAEMNCT RN, TTICT 2T 4
TINXTy Xy T Ty By a rEEGNITOLERHY £,
ATYT8 MU H I v a BV AT AREICTI Y PLET,

firepower-4215 /packet-capture/session* # commit-buffer
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NRroy b FY7F vy Bova AR TrE, VATAEFAYy bOF Y I F v EBAL
T4, By a B PCAP 7 7 A NV EX U a— RTDHHIC, ¥y I F v a2 213 50N
HYET,

1

firepower-4215 # scope packet-capture

firepower-4215 /packet-capture # create session asalinside
firepower-4215 /packet-capture* # create filter interfacelvlanlO00
firepower-4215 /packet-capture/filter* # set ivlan 100

firepower-4215 /packet-capture/filter* # set srcIP 6.6.6.6
firepower-4215 /packet-capture/filter* # set destIP 10.10.10.10
firepower-4215 /packet-capture/filter* # exit

firepower-4215 /packet-capture/session* # create phy-port Ethernetl/1l
firepower-4215 /packet-capture/session/phy-port* # set drop mac-filter
firepower-4215 /packet-capture/session/phy-port* # set src-filter interfacelvlanlO00
firepower-4215 /packet-capture/session/phy-port* # exit

firepower-4215 /packet-capture/session* # enable

firepower-4215 /packet-capture/session* # commit-buffer

firepower-4215 /packet-capture/session #

NTY X TFY £y a3 VDHIR

Elxe DTy XY TTF Xy a ik, BEFATL W RITIHIBRCE E3, T 7T«
TRy Ry TFr By g it WTERBHIBRTE ET,

FIE

Nry b FxTIFy E—FeBllsLEd,

firepower-4215 # scope packet-capture

FEDNRTy b ¥ 7 F v By va rE2HIRTLICE, ROFIEEZETLET,
firepower-4215 /packet-capture # delete session session_name

FTRCOITIT 47 "7y b FXxTFy tyvarZHRT LI, ROLIICTLET,
firepower-4215/packet-capture # delete-all-sessions

oY T varey AT AREICTI Yy FLET,

firepower-4215 /packet-capture* # commit-buffer

1

firepower-4215 # scope packet-capture
firepower-4215 packet-capture # delete session asalinside
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firepower-4215 packet-capture* # commit-buffer
firepower-4215 packet-capture #
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