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interface id

51

ciscoasa(config)# interface gigabithethernet 0/0

A H—=T =24 ZIDIZIE, ROLDRHY 7,
‘&
* port-channel

* physical : ethernet, gigabitethernet, tengigabitethernet, management’2 &, A % —7 =
A ZZIZONTIE, HHLTWAETFTADN—RI 2T 4 A =L HA &R LT
<TEEW,

* physical.subinterface : gigabitethernet0/0.100 72 &,
* vni
* vlan

s mapped_name : </)VF 2T XA N T— ROHE,

ARTYT2 A H—T oA ADL4HIERELET,

nameif name

51
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*IPT7 FLAZFETHRELET,
ip address ip_address [mask] [standby ip_address]
il

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2

G¥) TV —R—2 AT BEE. IPT KLRLRE R T RLAZFHT
RETHMENH Y £, DHCP B LU PPPoE IZVAR— hENFEHA,

standby ip_address 518X, 7 = —NA—NR_R—THEHLET, AFZ A IPT RLA%ZHK
ELRWES, 77747 2=y MIFxy b= TAMEHEHLTAZ LN, L H—
TxARET=ZTET, Vo7 AT — b2 T 90952 LNnTEEEA,

ip_address 5135 X O mask 5180 1X, £ v H—T =2 ADIPT KLALHT Xy b w&
JEBRELET, ™AL Y =AU MEROSGA, 31 EY hOY TRy b v A7
(255.255.255.254) %#fEETE £, ZOHA. *y NIV =7 F7FZ7 e — KXy A T
RLUZHDIP 7 RLAFTPREISNEREAL, ZOHE, AXUNSALIPT FLRAEZHRETE
FH A,
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ciscoasa(config-if)# ip address 10.1.1.0 255.255.255.254

« DHCP $r— 35 IP 7 L AZBUG LET,
ip address dhcp [setroute]

i

ciscoasa(config-if)# ip address dhcp

setroute X — U — RZEETH &, ASA 23 DHCP — ") bESNZT 7 44 k b— K
ZEATES LI £,

DHCPY—2% Uty bL, HHU —RAEERTDHI2E, Z0a~vr REHEANLET,

(F)  ip address dhep =~ > F& A9 S AN, no shutdown =~ > Raflif L TA
H—T = A A AL L TORWEES . —H# 0D DHCP RS E SN2 &
&) D \i‘a_O

* PPPOE h— 306 IP 7 KL AZEfF L £,
ip address pppoe [setroute]

il -

ciscoasa(config-if)# ip address pppoe setroute
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L= B E—RO—ftats o 8—7 x4 R 135 4—50%%E ||

F70E, IPT RLRAZFEH TASLTPPPE A4k T 22 L3 CT& £,
ip address ip_address mask pppoe

1l -

ciscoasa(config-if)# ip address 10.1.1.78 255.255.255.0 pppoe

setroute 47> 3 VEFRTET DH & PPPoE 7 T A T v M EEGE A FIERENL L TV WS

(. T 740 Fb— ERRESNET, setrouted 7Y a3 VAT IHAIE. AT 4 v

JICEBINT N — a7 4 Xal—3 g 8052 LIFTEERA,

GE) 29004 B —TxA X (FIAVERY I T TDOA L E—T A ARY)
TPPPeE MM AMELINTWND L XIZ, T 2T NWVISPH AR — FEFRE LRWEA,
ASA T, BHIDA o Z—T = A XZRY | IPT RLRAZRIGT D7D b T
T4y ERETEET,

X2 VT4 LLERELET,
security-level number

1 -

ciscoasa(config-if)# security-level 50

number (21X, 0 (& THr) ~ 100 (Fx bfr) oFEHEE2EELET,
(FFvay) AvF—TxoAf AEERERE—FICHRELTRN T 7o v 7R @mLARNE D
WZLET,

management-only

T 74N NTIR, HEHA o F—T oA ATEFHEHE LTRESNET,

451
WIZ, VLAN 101 DT XA —X DR EFZRLET,

ciscoasa(config) # interface vlan 101
config-if) # nameif inside
config-if) # security-level 100

config-if)# ip address 10.1.1.1 255.255.255.0

ciscoasa
ciscoasa
ciscoasa

WIZ, VT arTHFARNE—RTCarsTXFxAbary7 o Falb—T g i/ TFA—
RERETHHZRLET, A F—T x4 A DT~y 4 TT,

ciscoasa/contextA (config)# interface intl
ciscoasa/contextA (config-if) # nameif outside
ciscoasa/contextA(config-if)# security-level 100
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ciscoasa/contextA (config-if)# ip address 10.1.2.1 255.255.255.0

BEErEYY
IPv6 7 KL ADFERE (18 ~X—)
WMPiA VB —T 2 ADA F—T LB LA —HF Ry b RT A —=HDEE
PPPoE O E (10 ~—3)

A B =T A ZANDSL, ¥—T IV ETF A, £RIXFOMOTFETISP IZHEHR SN TWT,
ISP 23 PPPoE #ffHH L CIP 7 RL A ZEIN Y CTHHAIE. RONRNTA—ZEHTELET,

FIE

DR ERITEEONN~F YNV T ITA R~ NFAVYLVLT v xv hU—27 (VPDN) 7 /L—
ThETEFRLET,

vpdn group group _name request dialout pppoe

1 -

ciscoasa(config)# vpdn group pppoe-sbc request dialout pppoe

ISP NREAEA BoR T 25513, ik 1 ha v 2@ IR L £,
vpdn group group name ppp authentication {chap | mschap | pap}

1 -

ciscoasa (config) # vpdn group pppoe-sbc ppp authentication chap

ISP T A3 EF RIS U@t e — U — R&Z AT LET,

CHAP £ 721X MS-CHAP T 2A 1L, =2—V4ANRVE—F VAT AL E LTSRN,
RAT— KB CHAP > — 727 Ly & LTERENET,

ISP TE| W ¥ THN/-2—HP 4% VPDN 7 /L—F|[ZBHdEAT T £,

vpdn group group name localname username

1 -

ciscoasa(config)# vpdn group pppoe-sbc localname johncrichton
PPPoE #55fH D —H 4 L XA T — FORT %2 Ek L £,

vpdn username username password password [store-local]

&1
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ciscoasa(config)# vpdn username johncrichton password moya

store-local 77> a VAFRET H & 22— W4 L /XA T — )3 ASA O NVRAM DRI 72 57T
W27 E XU E 7, Auto Update Server 73 clear config =~ > K% ASA [Zi5(5 L., ZO®RITHERiN
HWr SN2 A. ASA X, = —H4H L /XA T — K% NVRAM gy, 778X arv+k
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TV Y IN—T1F, ASABNL—T 4 T TIERL TV v PT A X —T A AD T —
TTTF, TV P IN—TERT AT LU N 77 AT U=V E—R, V=T K77
AT TA—VE— ROESFTHR—FEINTWET, 7V v 7 A—TOHFEMIONTIE, 7
Uy P N—FICONTEBRLTLLIEE N,

TV TN—TLBE#A I —T =2 RERIET DT ROFIRZFETLET,

Ty REBAL o 3—T 4R (BVI) OFKTE

TV TN—=TFTLIZ, IPT FUAZRET HBVINKLETT, ASAIX, 77U v¥ 7 r—
TNOBRIEEND Ny ROERFEILT FLAL LTZDOIPT RLAZEHALES, BVIIP T
RLUAZ, #ishCndry hU—27 LRICY 7 3y b RIZRIFUIR0 8 A, IPvd b7
T4 v DEAE, TRTO NI 7 4 v 7 @B ESE 5121, BVIIPT RLARKLETT, IPv6
N7 4w 7 DGRIE A< Eb, M Ty @RI EL ) /e —NT R AR
ETHMENRGHY £3, VE— MFER EOFIBMEL F DT 7 e R FEBLT 572010, 7
0= NVEHT RURAZBRET DI E2HEREL T,

N—T v FE—RFOHE, BVUCARIZEET S L, BVIAL—T 4 U ZIZBILET, 4l
ZERELRTNIE. 7V oY IA—T1E T AT LU N 77 A T Ut —/L E— FOBE
ERICE Y ICRB SN F Fice 5,

—EDOETNTIH, T 74NV a7 4 X2l —a A7V FAr—7¢ BVIWNEEN
TWET, BMOTY v P 7 V—7BLOBVIZEHR LT, ZV—7DTA L N— A H—
T A AEFEVYETTLHLHTEET,

G¥)

KN ZRT L b EB— ROERIOEHA L Z—T A ZATIE (FR—FENTWBET LD
LE) RETER2WI Y v 7 L—7 (ID301) N7 4 X o b—a U CHERIZEN
SNFET, 20TV ITN—T1FT7 Y T TA—TOHIBICE ENFEE A,

FIE

ATy T1 BVI Z/ER LET,

MN—TFTYRE—FAVE—TI(REISVARFLUYFE—FAVE—TI4(4X .
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N—FYRE-—FAUE—TIAREPSVRRFLY M E—FAv2—Tz1R |
B ooomeros—5z02 B omE

interface bvi bridge group number

51

ciscoasa (config)# interface bvi 2
bridge group number |%, 1~ 250 D TT, ZDOT YV v FN—7 A= ZiL, B TY
HA LA —T oA ZA%EIYYTET,

ATFvFT2 (FFUAXT LU M E—F) BVIOIP 7 RLAZEELET,

ip address ip_address [mask] [standby ip _address]
11

ciscoasa(config-if)# ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2

BVIIZIZA A N 7 KL A (/32 £72135255.255.255.255) ZE|D B CTRNTLIEEW, 72, /30
BTy gL (255255.255252) . ARA R T RLARIORMOMOY 7 3 v &AL
WTLEEW (KA RT RV, Tov7ARN)—b)b—% HFL AR —Ah)L—%_ BVI
WZENZENLDTOTT) o ASAIL, 7Ry FOKEIHT RLAELEKT RLATEZEFEIN
HFT_RTCDOARP X7y haE Ry 7 LEd, 20D, B0V TRy haEHL, 2o
Iy " BT v T AN — A N—FIZTFRIFERT RUAZED Y THE, ASAIFF VA B
V=2 =N T v T AR —Ah L—H~D ARP ER%E Ny LET,

7 /LA — 3= 21X, standby ¥—VU— REBIOT7 RLAZFHLET,
ZFYT3 (L—F v FE—F) KOVFRBOFELERLTIP 7 FLAERELET,
cIPT7 FLAZFETHRELET,
ip address ip_address [mask] [standby ip_address]
i

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2

standby ip_address 515X, 7 = — N A —"—THEHA L 7,

ip_address 51303 X W mask 51802 1%, A1 2 F—T 2 A ADIPT RLREHFT Ry kv R
7 HRELET,

« DHCP —\n 6 IP 7 KL AZEF L ET,
ip address dhcp [setroute]

il -

ciscoasa(config-if)# ip address dhcp

setroute x— 7V — RZIFTETH L. ASA 7S DHCP H— " BHEIN-TFT 7 4+ k b— |k
EHATED LT T,

. —TYRE—FAVE—TARELSVARTFLV N E—FRAE3—TA(R
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ATvT4

ATy TH

TY YT IN—T A vri—o—f@ttA vi—71 42 15 ri—s0%E [

DHCPV —A%Vty hL, HHY —2RZFRTDHIZE, Z0a~vr REHFANLET,

ip address dhep =~ > K& A ) § 5 H1IZ, noshutdown 2~ > REMHLTA v ¥ —7 =
A 2B HIME L TORVEA, —H#0 DHCP ZRZEE SRV EB8H Y £,

W=7y RE=NR) £ ¥ =7 oA R4HTEMFTET,

nameif name

1 -

ciscoasa(config-if)# nameif inside

NG T4 T BTV Y TNA—T A= (T2 & 21E, A v X —T = ZAMD
TV oD TN—=T DAL IN=) [TV —T 4 T TDHVEND DAL, BVICLRTZ T 5%
NGB ET, name 1T K 48 LFEDT F A FLFH| T, KRUFE/NLFIXIENER
ho ZHTEEETHICIE, Z0avwy FTHLWMEEZHANLET, 042854~
TOa<y FRHIBREND720, no IERUIATI LN T ZE N,

=7 v FE—F) £¥2U7 1 LLVERELET,

security-level number

1 -

ciscoasa(config-if)# security-level 50

number (21X, 0 (& THr) ~ 100 (Fx bfr) oFEHEEEELET,

151
OB TIE, BVI2 7 RLARLEZAZ L ANAL T RLAEZHELET,

ciscoasa(config)# interface bvi 2
config-if)# ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2
config-if)# nameif inside

config-if)# security-level 100

ciscoasa
ciscoasa
ciscoasa

TV OGN—T AUN—D—BHBA A —DT T AR INTA—4

=L =

ax AE

COFEX, TV T ITN—T R NR— A H =T 2 ADLF, X2 VT4 LB
FOTY oY FN—T%HET DIHECONTHA L ET,

N—TFTYRE—FAVE—TAREISVARTFLV N E—FRAE2—TA(4R .
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B ouovon—grvn—o—mutars—7z42 852 —20%E

1R BHHEIIZ

cRCTY I N—TTC, SESERFEEOA L H—T A X WA L H—T = A X
VLAN %7 A o H—7 A A, VNI A % —7xA A, EtherChannel, lEA ¥ —7 =
AR) BEDDHZENTEET, BHA VX —T oA AT A= bSO ERA, L—
7 v K &— K CiX, EtherChannel & VNI XV AR — &N EHA,

N TF ATHXFANE—RTHE, 2 TFANETAR—ATROFIEEFEITLET,
VATA AT AKX al—varynbarTX AL ar7 4 Xab—y g 0Bz
5121, changeto context name 2~ > K& AL ET,

¢« hTUANRT LU R E—ROBPE, BHA VA —T =2 ZAIZOFEEZHEH LTt
FEW, FHAVE—T oA AERETHHEIE. PT AT LU N E— ROEHA
H—=T 2 A ZADHFE (153=) ZBRLTLEE N,

FIE

ARTFYTN A F—T xR AT 4Fal—varyE—RRefALET,
interface id

&1

ciscoasa(config)# interface gigabithethernet 0/0

AE =T A AIDITIE, ROBLDORHY £,
TR
* port-channel

« physical : ethernet, gigabitethernet, tengigabitethernet 72 &, ¥ A ¥ —7 = A AW
A= REINTVWEFA, S F—T oA AZIZONTEL, HEHLTWEETLO/N— R
VT AR M=V TA RESZRLTIIZSN,

» physical.subinterface : gigabitethernet0/0.100 72 &,

* vni

* vlan

s mapped_name : ~)VF 2T H A N T— ROLHE,

G¥) N—7 v K E— KTIZ, portchannel, redundant 3L Nvni A > ¥ —7 =1 A LT
VoY IN—TFDAR—=L LTHR—FENEFA,
ARTVT2 A E =T A A%T Vv ¥ ZJA—TZHYETET,
bridge-group number

1 -

. —TYRE—FAVE—TARELSVARTFLV N E—FRAE3—TA(R
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ATvT3

ATvT4

F5URR7LY F E—FOEES v 8—T 14 20%% [

ciscoasa(config-if)# bridge-group 1

number 1L 1 ~250 DEFG T, BVIA v X —T 2 A AB I —HTHZNERHD E4, 71U o
TN—T VNI KRK 64D A v H—T oA AZED LB TCHENTEET, AI—A ¥ —T=
A AEBEOTY) o T —FICEY B TEHRLITTEEEA,

{25 =T = A ZADLRIEIE LET,

nameif name

1 -

ciscoasa(config-if)# nameif insidel

name T K 48 LFD T F A FXLFH|TT, KXFE/NLFRRNEINERTA, LHIZEET
HITiE, ZOa<wr RTHLWMEEZBHANDLET, FOLEESRTEITITOa~ 2 RHRH
REND720, no BERIIATI LARNWTL &N,

X2 VT4 LV EBRELET,
security-level number

1 -

ciscoasa(config-if)# security-level 50

number (21X, 0 (B¢ TAL) ~ 100 (Fx EAr) O EZIRELF I,

EENEYD
MTUF L X TCP MSS D% E

FSURRFZLUY M E—RKDEBA VA —T 124 ADEE

NIV ANXT VYN 7747 04—V E—RKTIE, IRXTCOA X —T oA ANT Vv 7
N—TIZRLTCWDRERH Y £F, ME—DOFIIMNIERAS L F—T A X WA F—T =
AA, BTA L H =T 2 A A (THEHAOET AL THR—FINTWDEHA) | EFEHAS
H—T = A A%HA% 1 5 EtherChannel f ' Z—7 = A A2 (BEOEHEA L X —T 2 A ADH5H
Be) onTng) TF, BEHA X —T oA RIERIOEEA U H—T 24 AL LTHET
X &9, Firepower4100/9300 > v —3 TlX, HHA ¥ —7 = A A DT ASAFHELT /34 AT
B Y CTlmgmt ¥ A 7T A H—T =2 RHSNTWET, O X —T =2 A XA
TEHA VX —T 2 A AL LTHEHATEERA, Y7V E—RERITa Ly TFA NI EIZ]
OOEHA L H—T 2 A AZFETETET, FMIONTIE, FT7UAXT L hE— RO
A H—T oA AL TLEEN,

N—TFTYRE—FAVE—TAREISVARTFLV N E—FRAE2—TA(4R .
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B rsoxx7ior=—

ATvT1

ATy T2

N—FYRE—FAVE—TIARELSVRRTLY M E—FAv8—Tx42 |
FOEES VB —T 14 ADHKE

1R BHHEIIZ

DA VA =T A ARET N Y TN—TIZE) Y THRNWTLIEE N, RETERWT
Uo7 —7 (ID301) 1%, 274Xz lb—a ICHBCENENET, 207
Uyl TN—F137 0 v ZA—7OHIIBICEENEE A

ETMEBA VA —T 2 A AREGEN TRV, T—H A H—T oA AN ~T
VANRT VU N T AT U A EERTOLENRDY ET, ZOFIHEIAF Y T LE
T, (72& zI1E. ASASM DA M@wammmmvw~7@ﬁ\%@4y%—
7 A A 1D X ASA GREET /A AIZEIV Y Tlz mgmt-type A > ¥ — 7 = A ATHSNTN
£7

N F aArTFHEARNE—RTIE, EOA L FZ—T A2 (ZHIC i£ﬁ4/& 7z
AALEENET) | aUTXFAMNTEESIELZLIETEERA, T—H A H—
T x A RIEHRTHDLENHY T,

VNAF arTFAR T RNTE, 2T FRMRITAN=ATROFIAEZFATLET,
VAT AL AUTHRAN AT 4 X2 b— a3 VIEET HITIE, changeto context name
avw RaE AN LET,

FIE

A B —Tx2A R AT 4 FXal—Tar ET— RFRERBLET,

interface {{port-channel number | management slot/port | mgmt-type_interface_id }[. subinterface] |
mapped _name}

51

ciscoasa(config) # interface management 0/0.1

port-channel number 514413, port-channel 1 7> & ® EtherChannel f > % —~7 =4 A ID TT,
EtherChannel { > ¥ —7 = A AIZi%, BEA L N—A U X —T 2 ADHDPFEEIN TN DL
RV £,

TUEA % —7 = A AIX, Managementslot/port { > % —7 = A A% AL LTHAR—KFLE
i, 12U, BEA VS =T 2 RUSNOEIA L =T 2 A ADORDTUEA VF—T =
AR %, EHEHE L TRETEET,

~“NF 2T H AN F— KT, allocate-interface =~ > K& L THI Y 4 TGE,
mapped_name * ANJJ L FE T,

F1rep0wer4100/9300 T — ¥ T, ASAGRELT NA AZED Y Clemgmt ¥ A 7 A X —T =
A (fEBIA > B —7 = A AE 721 EtherChannel f % —7 = A A) OA L Z—7 A A 1D
%?‘aﬁfﬁbiﬁ_o

A B —T A ADALBIEEELET,

nameif name

. —TYRE—FAVE—TARELSVARTFLV N E—FRAE3—TA(R
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1 :

ciscoasa(config-if)# nameif management

name 1K 48 LFDT F A FFHTT, RUFL/ILFRRMNENETAL, LHizEET
B0, ZOa<wr RTHLWMEEZBEANDLET, FOLRTESHRTITITOa~ 2 KA
BREND720, no ERIFAS LN TL X0,

ATV T3 ROWVTNODOFEEZFHALTIP T RLAZRELET,
sIPT7 RLAZTFENCTHELET,

T )L F— =L L HIFERHTLEAIT. IPT RLRAEAZ AL T RLAZFET
RETAHULENHY £, DHCP IV HR—FENFEH A,

ip_address B13E X M mask 518021X, A v X4 —T7 2 ADIPT RLVRAELH TRy b <R
7 ERELET,

standby ip_address 5150, 7 = — N A — _R—THEHL 7,

ip address ip_address [mask] [standby ip_address)

i

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2

DHCP %— 35 1P 7 KL AZEAS L ET,
ip address dhcp [setroute]

il

ciscoasa(config-if)# ip address dhcp

setroute ¥ — U — R&ZFEET 5 L, ASA 28 DHCP h— " BEEINT-T 7 4V F Jb— |k
EEATELX51270 £7,
DHCP U —2% Utw FL, HBlY —RXZZRT DL, ZOavr REFBASTLET,
ip address dhep =~ > K& AJJ3 5 HiIZ, noshutdown 2~ REFEA LA ¥ —7 =
A ZAEFMEL TWWGA, —HH0 DHCP ZRBEE S NN ERH D £,
ARTYT8 EX2 VT4 LLVERELET,
security-level number

&1

ciscoasa(config-if)# security-level 100

number (21X, 0 (B¢ FHr) ~ 100 (Fx bAfr) oFEEE2EELET,

N—TFTYRE—FAVE—TAREISVARTFLV N E—FRAE2—TA(4R .
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N—FYRE-—FAUE—TIAREPSVRRFLY M E—FAv2—Tz1R |

IPv6 7 KL ADETE

IPv6 [CTDLVT

IPv6 7 FLRIEE

)

ZOETE, IPV6 7T KLy v U T H2HRTET D HIECOWTHALET,

DT g X, IPVE ICET ARG ENTOET,

WD 2FEHD IPV6 DL=F ¥ A N T RV AEZRETEXET,

e Ju— 3L Fa—V T RLVRE, RNT Y v Xy MU THERARRERRT Y v
T RVATY, 7V IN—TOHE, ZOT7 RLVAFZEA L NN—A( L F—T A A
TEICRET HOTIERL, BVIRHICRET HARERNHY £F, £/o, R TF7AXT LY
FE— RCEBA LA —T 2l ADT O —NL72IPv6 7 RLABRETHZ L L TEE
7

eV ra—dn: Vrra—anNT RURE, BE#EER SRy N —2 2 CfEHT
ELTTAR—F T RLATY, —&iE, Vo orua—An T RLAZHEHL Ty
KN EERET 2O TIERL, FFEOWHE R Y hTU— 7?7%ybifﬁﬁﬁi%ﬁwi¢o
N—ZE, T RUVAREETIIT L A7 & D Neighbor Discovery FEREIZAE I T & %
T, TV IN—TTlE, Av A=A B —T 2 ZADIZNY 7 a—H)L T KL A
A LTHES, BVLIZIZY 7 a—h 7 RLREH D FHA,

BIKIR, IPv6 AEMET 2 K51V v 7 a—hL 7T RLRAZHRETIVNERHY £, Fa—
ST RVARAZERETDHE, Vo7 ua—b T RLARA U H—T = A AZHBEIICHRE S
noal, Vorrua—an 7 RURAEERNCGRET HLEITHY HA, 7Y vy Z—7
A B =T A AT, BVITZ B— LT RLURAZRE LSS, ASADRHEIIZ A > /3—
AV H—=TxAAAD) 27—V T RLVRAEERLET, Fo— UL 7 RLRAEZRELR
WIEEIX, Vo Za—h 7 RLAZHBIMNIZT 50, FEITRETHILERH Y 77,

GE)

)/7m—ﬁw7%vxm RELT 21T 2 %A1, 2~ F U7 7 L2 A0 ipv6 enable =~
K (H8ERE) F7-13ipv6 address link-local =~ > N (FERE) 2B L T EE0,

Modified EUI-64 1 2 —2J 4 X ID

RFC 3513 [Internet Protocol Version 6 (IPv6) Addressing Architecture] (A > ¥ —F v k 71 k=
NR—=a 67 Ry 7T —=%727F %) TiX, AT UVMEH000 TIHEEDL S DEFRE,
TRTCODZ=F Y ANIPv6 7 RLADA VX —T oA ZAFBBIFEDITE SN 64 £ M T,
Modified BUI-64 X CHRAANL T H Z ENBR SN TWET, ASATIEL, v—HL U 7|28
BENZARA MCZOBEEEZEATE £,

. —TYRE—FAVE—TARELSVARTFLV N E—FRAE3—TA(R



| —FYRE-—FAUE—TIAREFSVRRFLUME—F A VB —T AR
e TLT 4 v 2EES 547 roBE [

ZOMBSRENRA B —T 2 A ATA X —T IR o TWB L FDA v Z—T = A AID D Modified
EULI-64 XX A L TV D Z L ZMERT A28, A VX2 —T = A ATEZAE LIZ IPV6 /37
FORETLT K LABEETMAC 7 KL RIS LTHRENET, IPV6 /37 v kA v
X —7 = A A 1D |Z Modified EUL-64 TEX AL L T2 WA, Ny MIFey 7S, K
DIVAT LT Ay —UNEMREIET,

325003: EUI-64 source address check failed.

7T FLRAEROMERIL., 70 —2MERESNDIGRICOARFEITINET, BEBFO7a—n50R
Iy MIEREINEYA, 2, T RLVAD fERIZa—IL ) o7 EORR MR L TORH
FITTEET,

IPV6 TL DA VIRBEEISAT Y FDERTE

ASAX, 794 T v b AV E—TxA A (T2 20E, =TV 5 DT SN A v
H—TxAR) N1 EDIPV6 7'V 7 4 v 7 RAEZITFEND XL 9IZDHPCVe 'V 7 (> 7
AFAL FAT > N L THIET 22 M TE, ASAIZZEDT VT 4 v 7 REWNEHA ¥ —
Tz AT 32y MEBLORETDHZ EnTEFET,

IPv6 TL 7T 190 REEOHE

ASA X, 7I9AT Vb AV E—TxoA A (T2t 21E,. r—7N T LTER I NTAEBA v
B —=TxARX) N1 EDIPv6 V7 4 v 7 A& AL K 9 IZ DHPCVvGe 7'V 7 o v 7
AFAET FA T PELTHRET DI ENTE, ASAIZFDT VT 4 v I AGEWNEA v & —
TxA AT Xy MEBIWRETHZ ENTEET, 2Tk, WA v H—T7 A A
WZHEE S LTV D AR A Mg, StateLess Address Auto Configuration (SLAAC) #fEH L T2/ u—
2VVIPVE 7 RV AZBGETEET, 7272 L, WEASA A v F—T = A AFTT VT 4 v 7 A
EP— "L L THEL EFHEADTIEELS SV, ASA X, SLAACZ 74 7> M7 m—nN
JWVIPT RURZRMET HZ L LTEERHA, T2l 2IE, —2 B ASA I I T\ 58
A ASAIXSLAAC Y A4 7 e LTHREL, IP7 RLAZIGTEET, LaL, v—X
DEHRDOR Y NT—J IR L7 4 v 7 A0 T Xy NEHER LEWEES., V—% ONEA
VE—T 2 A A LTENLDT RLAZFENTRETHALERD Y £4,

ASA |ZIXJE DHCPVG — "3 G £ TE Y . SLAAC 7 74 7~ Information Request (IR)
2RIy & ASAIZIER L7236, ASA IEDNS H— R0 R A A V472 EOfE# % SLAAC 7 7
AT MIRET L2 ENTEET, ASA L, RAAT Y MEZITWAHIET T, 7747
W7 RUREHID S TEHA,

IPv6 7L 74 v RAERE ATy DY

WOFITIL, ASANDHCPV6 7 KL A 7 54T v haH LT, #MA v 2 —7 = A A LT
IP7 FLAZZITRDHEZAZRLTWET, £/, ASAIZDHCPV6 7'V 7 o« v 7 AFALY
FAT U NEERHLTRES L7 0 v 7 2B LET, ASAR, BT L7 0 v 7 X% /64
Fy hT—=271Z% 73y ML, BT V7 4 v 7 ABXLRF#HTHRESNTZY 73Ry b (20,
ilyor:2) E/AHE—T A AT EDIPV6 T RL-A (0:0:0:1) ZFEHL T, BYIZHEA >

MN—TFTYRE—FAVE—TI(REISVARFLUYFE—FAVE—TI4(4X .



M—FYRE—FAVE—TIARELSVRARTFLU M E—F A28 —Tz4Z |
B rsoiLovozzzmeTry OB

B—T 2 A AT a—rLIPv6 7 RVAZELET, ZNUOORNEHA X —7 = A ATHE
HENTWDLSLAAC 7V A4 7 v M, K /647y hDIPv6 7 FLAZEEL £,

DHCPvE Address and
Prefix Delegation Server

7 Internet
~

Cable Modem | IPvE address from DHCPvE address server:
2001:DB8:0123:4567 - ABCD/G4

Prefix from DHCPvE Prefix Delegation client:
ASA 2001:DB8:ABCD:1230:/60

IPv6 address from PD client: IPv6 address from PD client:
/ <delegated_prefix=::2:0:0:0:1/64

=delegated_prefic=0:0:0:0:1/64 \
: IPvE address from PD client:

*— -delegated_prefix=:1:0:00:1/64
|

SLAAC Clientsi i i

——
SLAAC IPvE address: SLAAC IPvE address:
2001:DB8:ABCDA1230:0:00:2/64 -_— 5001 :DB8-ABCD:1232:0:0:0:2/64

SLAAC IPvE address:
2001:DBB:ABCD:12310:0:0:2/64

IPv6 TL 74 v I REF 2 Ty FDHI

WOBNE, ASAN A2 T T Xy NMZT VT 4w 7 A% T Xy METHEZAEZRLTNE
9, 2001:DB8:ABCD:1230::/62, 2001:DB8:ABCD:1234::/62, 2001:DB8:ABCD:1238::/62, and
2001:DB8:ABCD:123C::/62, ASA X, N> b7 —2 (::0) (Z2001:DB8:ABCD:1230::/62 O
FIHFEER 4 DD 64T Xy bOIBLO 1 DEFHLET, ¥V AN —A L—FITIL,
FETEMD /62 V7 3y FERfEATEET, HOL—21%, WHA 2 —T7 =4 X (24,5,
and ::6) (2 2001:DB8:ABCD:1234::/62 ORI RIFE/R 4 DD /64 BT 3> v D 5 B 3 > % fifi
LET, ZOHAE, Wli—% A ¥ —7 oA AFEICRET L7 0 v 7 ARG T 52 L
ILTERNWED, ASAETRET LT 4 v 7 ABHRRL, W—HREIZEDT VT 4 v T A%k
AT HIVLERDH Y 3, #@FE., V—ARMREINIZR>T8E, ISPIFEED Y 747 2 K
WRILT VT 4 v 7 AEFTALELETHB, ASABF LT LT 4 v 7 A%ZIT WMo T2846, #il
WTL T 4y I RAEHHATHAIIN—FEREEZELTHLERH Y T,

. N—TFTYIYRE—FRAVEA—TzARELTVARFLUYFE—FA2E—T (4R
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P TL7 (v 2EEs 547 roEdE ]

DHCPwv6 Address and
Prefix Delegation Server
F N

£ Internet -
L

Cable Modem

|PvE address from DHCPvE address server:
2001 :DBB0123:4567 -ABCD /A4

Prefix from DHCPvE Prefix Delegation client:
2001:DBB:ABCD:1230: 260

IPvE address from PD client: "@-
<delegated_prefix=:-0:0:0:0:1/64 ’

SLAAC |PvE address:

2001 :DBE:-ABCD:1230:0:0:0:2/64 ASA
Manual |PvE address: Manual IPvE address:

2001:DB&:ABCDA2340:0:0:1/64 i S 2001 :-DBB:ABCD:1236:0:0:0: 1/64

Manual IPvE address:
2001:DB8:ABCD:1235:0:0:0:1/64

IPv6 LT« v O REREV AT FOFEHE

12O EDA B —T 24 ATDHCPY6 L7 4V AFBET FSAT v MaA F—T ML E
T, ASA X, V7 x>y MELTHEEFR Yy T —ZIZEIV S THZ LN TED 1 DL ED PV
TV T4y I AERSELET, @, TV T4 I AL TAT MeAR—T I LA
VH—T 2 A ALDHCPV6 7 KLV A 7 FA T F2EHLTIP 7 FLAZESG L, FDMo
ASAA U B —T 2 A AT N, BESNTZT VT 4 v 7 ANLEEINLT RUAEMHL
7

15 H B HIIC
s ZOMREIZ, V=T Yy R 77 AT VA= ET— FIZRD PR—FENTHET,
s ZOMBEIZV LT 2T XA N E— RTIEA—FSLERA,
 ZOMBRRIX, 7T AZ VT TIEYAR—FERTWER A,
o ZOMHRITEHERNA VX —T7 oA ATITHRETE IR A,

« VT 4w AFMEEMHATHHEEIE. IPV6 b T 7 4 v 7 D& 72012, ASAIPYVG
FAN—ELEDON—H T RNZ A XA MNElFEE DHCPv6 — 2L - TEHV ETHh
H7VT 4y 7 AOHEREHHE LD XN SVEICRET A LERH Y 9, -
& ZUE DHCPV6 1 — "N T LT o 7 AREDOHEEA NI 2 300 IR E L TV 55

MN—TFTYRE—FAVE—TI(REISVARFLUYFE—FAVE—TI4(4X .
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B rsoiLovorzE507 0 toEME

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

BlX. ASARA OfflFE% 150 FICERET 2 0ENH Y £3, HELEHMIM 2R ET DI
I%. showipvé general-prefix =~ > R&fifH L £9, ASARA OREEKET HIZI1X, IPv6
FAN—EROBE 26 X—) LTI, T 74/ M 200 TT,

FIE

DHCPv6 Y — "Ry N —J IR SN DA v A —T =2 ADA L HX—T 2 A AT 4 F =2
L—y gy B—REHBLEST,

interface id

1 -

ciscoasa(config)# interface gigabithethernet 0/0
ciscoasa (config-if)#

DHCPv6 'V 7 4 vV AFALT FA T bEFIMIL, ZDOA L F—T =2 ATHREHELET L
T4 v ALETETET,

ipv6 dhcp client pd name
i

ciscoasa(config-if)# ipvé dhcp client pd Outside-Prefix

name \ZIXH K 200 LT HEHTE 9,

ZETLEESNET VT 4 v 7 ZIZET 2 1 DU Lo bRl LET,
ipv6 dhcp client pd hintipv6 prefix/ prefix length
£l

ciscoasa(config-if)# ipv6 dhcp client pd hint 2001:DB8:ABCD:1230::/60

BE., FFEOT V7 47 AR (2/60728) #ERLUETH, LENFEDT VT 4 v I A%
fELTBY, V—ADHBNYIND & XIENEHEICHRELIZWEAIE., 207V 7 4 v
JADEEKEL L FELTANTEET, o s BV o7 4w 2AFREIT L
T4 I AR) BATITHE, EOov v MIEI D, £REFZELELE S MIEI DNE S
73 DHCP — Nz ko TRESNE T,

ASA AV EZ—T 2 A ADTa—)LIPT RLRALE LTI VT 4 v 7 A0V T %y FEEIDY
THITE, Z7a— 3L IPv6 7 RLZADRE (23 X—) #2RL T,

(FEE) SLAAC 7 FA T2 MTZRAAL A ET—38T A —2 Z4244 5 121%, DHCPv6 A
T—=hr LA P —ROBRE 2L TLTEEN,

(£E) BGP TF VL7 4w I A% T RARX A AT AL, IPv6 X v hU—7 OZ/E 25 L
TLEEVN,
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| L=FYFE—FAVE—TIARELSVRRTLUFE—RFAVE—T (R

sa—nnie7 ELzoge ]

il

12, GigabitEthernet 0/0 TDHCPv6 7 KL 227 54 T v b BLORTF L7 4 v 7 ZFAT:
I IAT VU NERE LK, T RVAZT LT 4 v 7 AL L HIZ GigabitEthernet 0/1
BLO02IZHIV LB THHIEZRLET,

interface gigabitethernet 0/0

ipvé address dhcp default

ipvé dhcp client pd Outside-Prefix

ipv6 dhcp client pd hint ::/60
interface gigabitethernet 0/1

ipv6 address Outside-Prefix ::1:0:0:0:1/64
interface gigabitethernet 0/2

ipv6 address Outside-Prefix ::2:0:0:0:1/64

Sa—/NJ)LIPv6e 7 FLADETE

N—T v RE—RODEBEDA LV Z—T 2 A AL N T UART LY b = RERIILVL—T v F
EF— RO BVIIZX L TZa— UL IPv6 7 KL ZAEZHRIET HITIE, ROFIEEZFATLES,

DHCPV6 BI RN T VL7 4 7 AFAEA T a Nt v F aTF AN T— RTIEYR—FX
NTWEHEA,

GE)

ATy T

Ta—N)VT RLAERTTDHE, Vorua—aLuT FLUATHEBIICERESND D, Bk
ICRETAMNEITIH D EHA, 7V vy I —TI1220 T, BVI T/ a— L 7 KL A&
TETDHE, TRTCDALNRN— AU H =T A ADY I a—H)L T KL ANEHIICHRT S
nNEJ,

Y TA L B—T 2 ZADEE ., BA v Z—T = A ZAD[E L Burned-In MAC Address Z{# f19%
DT, MACT RLALFEICHETHZ aBEIO LET, IPv6 U7 r—H/L 7 FL AL
MAC 7 RV RIZESWTAER SN D2, BT A X —T 24 RAZ—EDMACT KL A%
O YTHZ LT, —BDOIPV6 V7 a—H 7 RLANAHEIZARY . ASA THEDA &
HUATDNT 747 OFWERETAZENTEET, 22BLTLEEV, MACT L
A D FHFRE

48 HHEIIZ

ewNF ALTHEARNE—RTIE, 20T HFANEFTAL—ZATROFNEELZFEITLET,
VATA AT AKX a2l —2arhbaryTxR AR ary7 40X al—3 g U0 X
51Z1%. changeto context name 2~ > K& NS LET,

FIE

A B —T 2 A AT 4 Xal—Tary ET— RElELET,

=Ty RE—FAVE—TIA(REIPSVARTLY L E—FAv45—T1242 |}
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B 7o—nre7rLzo

ATvT2
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B

axX ;&

interface id

51

ciscoasa(config)# interface gigabithethernet 0/0

N AT LN E—R, $3V—TFT v R E—FKOT Y v FA—7084 . BVI #5
L,:._E‘Lij‘o

51 :

ciscoasa(config)# interface bvi 1

N7 AT L RE— RTE, BVIIIINA, BEA VX —T oA AEBETHILELTEE

7,
1 -

ciscoasa(config)# interface management 1/1

=Ty RA B =Tz A R) RONTHNOFTEEEHALTIP T FLAZRELET,

A B =T 2 A ATAT— ML ARHBREL A X—T VI LET,
ipv6 address autoconfig [default trust {dhcp |ignore}]

AH—T 2 A ATAT— NV ARBABKEEZA X—T VT DHE, V—F T RRZAX

AVE A=V TZELES VLT v 7 ATHESNTIPVE 7 FLARRESNET,

AT — MLV ARBABRENA X—T VIR > TWBEAE, AV X —T 2 ADY) 7 a—

v T KL AlE, Modified EUI-64 A > % —7 = A A ID ([ZEESWTHBIMICAR S E

7T

GE) RFC4862 TlE., AT — ML AR HEREICHESNERA MIL—% 7 KA
ARXA N AYE=VZFEFELROEHEL TOETR, ASAIXZ DA, V—
AT RNRNEAL XA A=V ZEEFELET, Ay EB—U2WMEIT 51203,
ipv6 nd suppress-ra =~ > RZ &ML T 72 &0,

T 74K — e A A N—T H8451%, default trust dhep F 7213 ignore Zf5E L
9, dhep TiX. ASANEHHTE S Y —A (IPv6 7 RLAZIRML L =D LR LV —)
DN—B T RNRNEA XA SDEDT 74 b — bOBREFHATHIOBEELET,
ignore CiX, BIOFR Yy NT—INEDN—F T RRZAL XA NEHTELX9FEL
£, UL VR OENFIEICRY £,

DHCPv6 i L T7 RLRAZHS L ET,

ipv6 address dhcp [default]

il

ciscoasa(config-if)# ipvé address dhcp default

. —TYRE—FAVE—TARELSVARTFLV N E—FRAE3—TA(R
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JB—LIP6 7 RLRADHRE .

default ¥ — 7V — REZfEETHE, V—F T KRZ A XA INBT 740 b b— FDBER
FINES,

A H =T 2 AZFH T m—r 7 FLRAZEID 4 TET,

ipv6 address ipv6_address/prefix-length [ standby ipv6_address]

B

ciscoasa (config-if)# ipv6 address 2001:0DB8:BA98::3210/64 standby 2001:0DB8:BA98::3211

Tua— SV T RLRAZEOVYBCEHRL, A H =T ADY I a—h)L T KLANH
BRICERR SN E T,

standby X, 7= — A —NN—XT DO H XY 2=y NERITT = — VA —— T )L—
FTHERENAA B —T A AT RLAZEELET,

Modified EUI-64 TE XA H L CTA v Z—T 24 ZAD MAC T RLAMNGAERIN-A v
=Tz AID L, HEINEZT VI 4 v I RAEFEETDHZLICE-T, A& —T =
A AT a—)L T KLU AZENY Y CTET,

ipv6 address ipv6-prefix/prefix-length eui-64
i

ciscoasa(config-if)# ipvé address 2001:0DB8:BA98::/64 eui-64

Fa—sL 7 RLAZEIDYETLE, AP =T =2 ADY 7 a—J T FLANRH
BRICIER S E T,

ABUNRA T RLAZIEETIHILEITIHY FH A, A Z—T7 A X ID N HEWIZAERK
INET,

RESNTT VT 4 v 7 A LET,
ipv6 address prefix_name ipv6_address/prefix_length

il

ciscoasa(config-if)# ipv6 address Outside-Prefix ::1:0:0:0:1/64

ZOREREIZ, ASA A H—T7 = A AIZDHCPV6 TV 7 4V AFATEI FA TV b A X2 —
TN EREDLTZDITHETT, IPV6 T V7 4 v I ARET AT > bOAME (21 2—
D) ZBRLTLIESY, BHE., BESNET LT 4027 ZL/60LL T THHT280, #H5/64
Xy NU—=27ZH 7Ry METEET, Bfishd 27 747 FAIZ SLAAC AR — |
THULERDHLET, 64DV R—bhEnDY 73y NETT, /60%7 %y N EMTET
57 RLA (1:0:0:0:1 72 &) ZRETIOIMLENH Y 3, TV 7 1 v 7 AN /60 HKiiis D
AL T RVADENC : AN LET, 72e 2, ZESNET VT 4 7 AR

2001:DB8:1234:5670::/60 TH D LA, ZDA v X —T7 = A AZE Y B THND 7 u—3L
IP 7 R L A% 2001:DB8:1234:5671::1/64 T4, L—% 7T RNZ AL XX RN TT RNRZA X
ENDF VT 47 A% 2001:DB8:1234:5671::/64 T3, ZDOHITIX, FL7 4 7 AN /60 K
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B rexq—gromE

HCTHLIGE., V7 4y 7 ADKY Oy ME, ANCEESND (ICXk> TUREND K

T, 02 E9, 7= xiE. LT 7 A 2001:DB8:1234::/48 Th HHA . IPv6 7
F L Z1Z 2001:DB8:1234::1:0:0:0:1/64 272 V) £ 97,

ATFv T3 BVIf o Z—TxARA) BVUWIFH T/ a— LT RLAZE Y Y TES, FT AT L
VR E—FROEHA L E—T A ATYH, ZOFEEZFEHLET,

ipv6 address ipv6_address/prefix-length [ standby ipv6_address]
il

ciscoasa (config-if)# ipv6 address 2001:0DB8::BA98:0:3210/48

Ja—r )T RLRAZENYTCEHLE, A X —T A ADY 2 r7a—h)L T KLUANBEEN
WHERRE N E T,

standby (X, 7= — VA== XT DD XY 2=y NERITT = — A — = T —T
THEHINDIA L F =T A AT RLAERELET,

ATFvT4 (F7var) a—h U7 DOIPv6 T KL A Modified EUI-64 TG D A o H — 7 = A A7k
BlFOFEHZ#EH L ET,

ipv6 enforce-eui64 if name

B -

ciscoasa(config)# ipvé enforce-eui6d inside

if name FIEUZIE, nameif 2~ RTHELILA V¥ —T7 = A ADOLAHIERRELET, ZOA
VA =T 2 A RZHKLTT RLABREZEHTE £,

IPv6 A NN—IFZEDXTE

IPv6 R A N—HRFE T ut R L, ICMPv6 A v E—UBIOREER /) — K< LFFvy X F T
KL Z2ZEHALT, AUy hT—2 (a—hr Vo r) FOXAR—DY 7T KL A%
PE L, %A N—DFHH UREM 28 U, B — & 2B L £,

J—F (FADR) BERAN—RBEMFEHL T, #t) 7 RITHFET 22 ERbhoTnDH X
AN—=DY L IET R ADFFESR, B Ro7=F v v ¥ 2 fliORE /R =T Z2fTVE T,
Flo. BANMIFANR—EREFEH LT, AA MRS Ty FEEXELEIS ELTND
L —22mHELET, 512, /—RIZo7a halaEHL T, YOXAN—NE|E
HHETEDRAN=NEDI TRV ET 77 4 TIBIlTLE LB, BREEINZY 7 )ET
RFLAZBHLET, V—F £330 —F ~DONRNANKRT D L, RA MIEEL TW DR
N—BENIRBENRAET VT 4 TICRE LET,

. —TYRE—FAVE—TARELSVARTFLV N E—FRAE3—TA(R
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&

ATvT2

ATvT3

pvs x4 —R0EE [

FIE

BETDHIPVO A v EZ—T A AZIRELET,

interface name

1 -

ciscoasa(config) # interface gigabitethernet 0/0
ciscoasa (config-if)#

HET FL 2t (DAD) ORATREEAZfEE L £7,
ipv6 nd dad attempts value

value BB OF N ABEOEIAIL 0 ~ 600 TT, ZOMEMN 0 DS, FEESNI-A LV F—T oA
ATO DAD LEER L X E T, T 7 4 /L MEK 1 #T9,

DAD %, BV Y THNDENT, HrLWa=F v X FIPv6 7 RL2AD—EMELERL., xv k
T—JICEBETAHIPv6 7 RLARKBHENTWARWhE Y 7 R—2ATHERLET, ASA

1. RANRN—EEBERA v —V%2HA LT, DAD 2EfTLET,

HET FLABRBRHEND &, £DOT KL ADIRREIZ DUPLICATE |ZF%E S4v, 7 R LA [Xf#E
ARHAAE 72D ROZT— A v —UNEREINET,

325002: Duplicate address ipv6 address/MAC address on interface

FHET FLANSA L EZ—T oA ADY 7 a—HNT RLAThIUE, A v F—T7 A A LT
IPv6 /X7 > ROMBZT 4 =T M0 &9, EET RLARTe—UL 7 RLAThR
X, 07 FLRIIEHRHINET A,

51

ciscoasa (config-if)# ipv6é nd dad attempts 20

IPv6 R A N—E[FEROFEETHRIEEHELET,
ipv6 nd ns-interval value
value 513 DA 72EIE. 1000 ~ 3600000 X U F T,

n—hN Vs EiZhHHMo ) — KOV 7 v AY 7 RUVAEZBRHT 5720, /— Kb R
AN—FFERA v&— (ICMPv6 Type 135) 3 —H/L U U ZIZEEINE T, A /3—
EEERA v E—VEZETDLE, 580/ — R, FANRN—=T KRRE A XA N A=
(ICPMv6 Type 136) Zu—A/L V> 7 BIZEEL UM LET,

KEITL ) — R FAN—=T RNRNE A XX N5 5L, HETL/— REsdk/ — R»@EE
TEX5E5120ET, FAN—REEFEERRA vE—VF, FAN—DV T JET KU ADGH5]
SINTRIT, FAN—OBEFEFREMEOMGRICOHER SNET, / — RBRA S —DRIEFTREM:
EWRTDHE XL, RANRN—EEFERA =T DT FL R, RANRX—D2=F ¥ A k
7 R AT,

N—TFTYRE—FAVE—TAREISVARTFLV N E—FRAE2—TA(4R .
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ATvT4

ATvTh

ATvT6
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FAN=T FREA XA N Ave—ViF, v—nV Vo7 o/ —FoU o r7@7 LA
DETINTEXITHEFEEINET,

1 -

ciscoasa(config-if)# ipvé nd ns-interval 9000

UE— hDIPv6 / — NIZBIEE T RE/R I 23 L £,
ipv6 nd reachable-time value

value 51 DA N 72EIX, 0~ 3600000 X U TI, value (20 i3 25 &, B alRERFRI 2
HERREE LTCEEESNET, BIEMERMOEEZRE L, BT 201, ZIET /A ADOHK
E|T9,

FA N—FFEARERM 2R ET D L. FHTE VR A N—Z T £4, 2 EEE
THE, HHTE VR ANR—2 L) BT EET, 2L, BEZEITHIELE, IPv6
Sy FU— 7 HIIE & T RTOIPv6 Xy FT—27 FAL ZADHY V— 2ADEEENE R F
T, BE O IPv6 OFEH TIE, HE D HEVEFRE IR T A,

51

{

ciscoasa config-if)# ipv6 nd reachable-time 1700000

IPV6 /L—H T RANZ A XA NOXRGERBERELET,

ipv6 nd ra-interval [msec] value

msec ¥ — U — NI, ZOENRIVPENTHEEINSZLERLET, ZOF—TU— RN(F
FELRONEE, MBI CHREINE T, value 515 DA B 7 EOHFHIL 3 ~ 1800 2. msec
X —U— RBFEE SN TWVBEHAETE 500 ~ 1800000 2 U TY, T 74 /b MME 200 T,
EEHROMEIL, 20 =T A ANDLERFEINDLTXTDIPVO b—F T R/NZ A XX
Y hMIEENET,

ASANT 74NV h—2 L LTHRESNTWEHEE, EEBBIZIPV6 /L —F T RANZ A X R
VR ITATEALLUTIZTAMERHY T, MDIPve / — FERIB LAWK 12T 5121,
i -9~ 2 FZBE 2 LB D 20 % LINIZ T 2 LI L E£9,

B -

ciscoasa(config-if)# ipvé nd ra-interval 201

a—HhL Ul ED =K, ASAZU 7 FEOF 730k L—F LR THRIBOE S %R
TELET,

ipv6 nd ra-lifetime [msec] value

T 7 arOmseeX—T— NI, ZOMENRIVEMATHESNDAZLE2RLET, ZOF—
U — RERE LRWIEE, TR EAL T, value 515LOA B 72ME1X 0 ~ 9000 B CT9, 0 & A
HTBE, ASAITBRIRLIZA VX —T 2 A ADT 74V s —F LRI NERA,

. —TYRE—FAVE—TARELSVARTFLV N E—FRAE3—TA(R
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ATy T17

ATvT8

ATvT9

ATv 710

pvs x4 —R0EE [

=X DI OMEIL, ZDA X —T oA AMBIEREEINDITXTOIPV6 L—HF T K
HARXAL NMZEENET, ZOfEHIZ. ZOA L Z—T A ALDOTF 7L M L—FELTOD
ASA OFHAMEZRLFET,

51 -

ciscoasa(config-if)# ipvé nd ra-lifetime 2000

=2 T RNNZ A XA MEHl LE4,

ipv6 nd suppress-ra

N— B FFEA v E— (ICMPv6 Type 133) IZISE LT, v—F T RNRNZ AL XAk A vt—
¥ (ICMPv6 Type 134) DHEBICIEE SN E T, V—FFEERR v =T FA N
VAT ADORBRHIEE SNDHTED, BFANMI, RICAT V2 — L ENTNWDHNL—F T K%
ARXAV N A=V EFEOZERLSIEEBICEIRELITY) 2N TEET,
ASATIPV6 L7 4 v 7 AT INER N, L H—T oA A A L HZ—T =2 A R
72E) T, IhbBDAYE—VET =T NMITEET,

oAy FEANTEE, ASANY 7 ETIEHIPv6 L—& TldZe <, 8 D IPv6 A 73—
DEIITRZDE TR FT,

BAEAENDHAT— L ZAHABBREDT KL ALAD IPve 7 N L 2Oz DHCPv6 & {# <
HEIITIPve HENRIE Y T4 7 2 MIBET D121, IPv6 L—% 7T RARF A XA NZT T
T EEMLET,

ipv6 nd managed-config-flag

COF T a it IPVOV—HF T RNREZAL XA Xy OBFEHHSRT RVARET T/
ERELET,

DNS % — /R 7 K L 22D [EHR O ESIZ DHCPv6 Z 42 L 52 IPv6 BEIRE Y A4 T &
MBI DI21E, IPV6 V—F T RARF AL XA N7 T 7 & BML £,

ipv6 nd other-config-flag

IOFTvaiE, IPVOL—F T KRNRXEA XA N XTFy ROFOMDOT RVARET TV
ERELET,

IPV6 /L—H T RNRNE AL ZA L MIZEDDIPV6 T VT 4 v 7 ABRELET,

ipv6 nd prefix{ipv6_prefixiprefix_length |default} [valid lifetime preferred lifetime | at valid date
preferred_date] [no-advertise] [no-autoconfig] [ ] [off-link]

FAN=TNRARF, VT 4T AT KRRNEAXA L MNEEHLT, 2042 —T A
AT RUVAZHBRECEET, AT FLVAABKETIE, V—F T RRXZ AL XA N Ay
VTSNS IPv6 LT 4 vy I ZAEEH LT, Vo Zu— T RLANL 7 r—
Ja=%y Ak T RLRAEERLET,

7 7 4V K TlL, ipv6address 2~ > RZHH L TA ¥ —T7 =2 AZT7 RL AL LTHES
NHTVT 47 AL, —F T RRZAL XA NTT R A XSHLET, ipv6 nd prefix

N—TFTYRE—FAVE—TAREISVARTFLV N E—FRAE2—TA(4R .
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ATvIN

N—FYRE-—FAUE—TIAREPSVRRFLY M E—FAv2—Tz1R |

o REFALTT VLT 4 v 7 AT RRFAAL XA NHICRET DL, 2HDT VT 4y
T ATETFINT R AL XENET,

A7 — ML AHBRENE LERET AT, V—F T RREAL XA AyE—TT R
NWNHEARXSINDT VT 47 AENREIZ64 By NTRIFNIERY /A,

edefault: 7 7 4/ DT VLT 4 v 7 ANMERHEINTWAZ E&E R LET,

* valid_lifetime preferred lifetime : Y8 € LT2IPv6 7'V 7 4 v 7 A FHI>BHREINDH O

ELTT RNZARTHRZEELE T, BEOFDHMTIZIE. 7 RLAOHIRIZSH
DERA, BREADHIMZEES L, 7 RLUATEIRREICAY £9, FEikRkBo7 FL
ADFERFHEESFEALN, EHLELLNTWHDEDITTEH Y /A, BRI OBIR
UIn%ic, 7T RV RITESICRY HHTEE A, BOTA T EA DIERTA T X
ALELEFEUNENLL Y EVREND Y 9, HOFPHIL 0 ~ 4294967295 0 CT9, HAMH
IXIERR T 2%, ZAhud infinite ¥ — TV — REFEH L CTHRET AL TEET, 7740
~ DA DI 2592000 (30 HRE) T, T 7 4 /L b OEEADNHARMIL 604800 (7 HRH)
<7,

« at valid date preferred date : 7"V 7 4 v 7 ADOF RN GIIN D HEED BT & BEZ 2R L
£9. HAHE month_name day hh:mm S8 E L ET, 72& 2%, dec 1 13:00 L ASJLE
R

s no-advertise : L7 { v T ADT RNRZ A XX N EHEGIZ L ET,
* no-autoconfig : 'L 7 ¢ v 7 AT IPv6 HEER EITIIEHTE RN L Z2IBELE T,

eoff-link : $RE LT V74w I A4 TV 7 E LTRERELET, L7407 A EILE Y
NZUTTTY RREARXENET, V7407 RE, sl v 7 1972 LT
N—TF 4 T T =TV AISN TR A,

onlink 4> (F7#4 1) ODEEF, HBESINTET VLI 4 v 7 ANREDY 7 IZE DY
THNET, BESNTZT VT 4 v 7 AELEDOLIRT RVAIL N T 7 4 v 7 &G
57— &, 58508 v 7 ECua— VR EERRRTH D & R LET,

&1

ciscoasa(config-if)# ipvé nd prefix 2001:DB8::/32 1000 900

IPv6 RAN—RKRFX Y v aDAZT v = M) ZRELET,
ipv6 neighbor ipv6 _address if name mac_address
RDHA BT A > LHIRFHIT, ZAZT 1 v 7 IPv6 R A N—OREICHH SN ET,
« ipv6 neighbor =~ > Nl arp =~ > FITEITWET, IPv6 FA N—ER T o RZLD
PEEBMLUC, HESNEZIPV6 7 RLADTZ Y N U PBRA N—HEF ¥ v ¥ 2llT T
FET %G, = NVIBHEBNICAZY T 4 v 7 = PVICERSNET, ZhbDxr
MU, copy 2~ FEMEH L TRELZRITFT D & T ITREIHRIFINET,

cIPV6 XA N—RBX Y v a2 DAXT 4 v 7 T2 F) 2FKRT 5HI2IE, showipv6 neighbor
aw s REfHLET,

. MN—TFTYRE—FAVE—TI(REISVARFLUYFE—FAVE—T14(4X



| V—FYFE—FAUE—TAREFSVRRFLUFE—RAVE—T (R
L=y FE—KBEUFSVRARTLY F E—FOAva—T2120E=41>5 |

« clear ipv6 neighbor =~ > NIZL V0, A¥T ¢ v 7 = F U ZFR | IPv6 R A /N—ERER
Fr v aNOTRTOT MU ZHIBRL 9, noipvé neighbor =~ > NI, fEE L7
ABT 4y 2 ) XA NIRRTy v apbHIBRLET, 203w Fid, IPve
RAN—RR T 2APOBHINDT L P THLAA T Iy 2 b EFyvia
HHIFRLEHR A, noipv6enable =~ REZEHLTA ¥ —7 A A TIPV6 7 A
=TT DHE, AET 4y 7 2 N EFRNT, EOA U F—T oA APITHRIE S
T2 NTDIPVE A N—IREF v v o = P UBHIERENET (=2 b Y ORAED
INCMP [Incomplete] IZEE SN ET) ,

IPv6 R A N—BX ¥ vV a2NOARFT 4 v 7 = NURRANR—ER T o v AL
TEREEINDHZLIETIH EFEA,

clear ipv6 neighbor =~ > RZFETLTH, AFT 4 v 7 = F UM IPV6 A N—HRE
Xy vraPbHlfRENdZLTHY E¥A, XA FTIv I = NIDZ Y TRETMTH
nEJ,

AR S 472 ICMP syslog 13, IPV6 XA /S— = [ U O @M THICER L3, IPv6
FAN—=Z FNUDASAT 74V N XA~=—X30 B THDH72H, ASA T30 HEBXIC
ICMPV6 A N—RREB L OIEE 7 v FEARLET, ASA LT =—/L4—/3— LAN
BLOIPV6E 7 FLATRESNTIRES L H—T = A ADOW TN D551, 30T &
12, ICMPV6 A N—EEBRB L RINE T > "3, REFADOY 7 a—J)VIPv6 T KL
AD WSO ASA THRSNET, Fo, &7 v MIEED syslog (ICMP #fcds L O
0=V RANOERRETNTT 4 T XU ) ZERT D70, e ICMP syslog 73 AL &
NTWAEIZRZDZERBD ET, IPV6o XA NX— T2 RN DU 7 Ly v 2 BRI,
BHEOT—H A F—T 2 ATREARTTN, 7o F == f U H—T xR
TIREARETIEH Y £HA, 72720, ZDICMP %A N—¥EK T 7 4 v 27 O CPU D
R T DT T,

1

ciscoasa (config)# ipvé6 neighbor 3001:1::45A inside 002.7D1A.9472

W—T Y FE—FBELVFSIUVART LY FE—FDA
BR—TITARADE=ZRY Y
AV H—T oA ADIRFEHR, AT —H A, PPPoE =X T& £,

4203 —7 x4 RifetIEH

* show interface

A H—T A AEFEREERLET,
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* show interface ip brief
AU H—T 2 A ADIPT RLAL AT —H Ao FRLET,
* show bridge-group

BEINEA Vv EZ—Tx2A4 A, MACT RLREIPT RLRREDT Y v U7 N—T7 5
EFRRLET,

» show ipv6 dhcp interface [ifc_name [statistics]|

show ipv6 dhcp interface =~ > KX, T _XTDA > ¥ —7 = A AP DHCPv6 1§ #H % £~ L
F9, A HF—T A AN DHCPV6 AT — b L A — HERAICEE SN TV DEEE
(DHCPv6 27— h LA = NORE M) | ZOa~vy FEh—Ncks TR S
NTCW5 DHCPV6 7 — &V AN LET, f ¥ —7 A AZDHCPV6 7 KL A 7 54
TUNERIZT VI 4 v VAT FA TV FOREVDH DA, ZOa<wr Ri3gkr 7
AT hOREBEF—"DOZELIEER R LET, FFEDOA ¥ —7 = A ATOW
T, DHCPH—NFEI7 T4 T bOA ve—VOMEHERER R TEET, RIZ, Z
Da~y RCREINDERGZ R LET,

ciscoasa(config-if) # show ipv6é dhcp interface
GigabitEthernetl/1l is in server mode
Using pool: Sample-Pool

GigabitEthernetl/2 is in client mode
Prefix State is OPEN
Renew will be sent in 00:03:46
Address State is OPEN
Renew for address will be sent in 00:03:47
List of known servers:
Reachable via address: fe80::20c:29ff:fe96:1bf4
DUID: 000100011D9D1712005056A07E06
Preference: 0
Configuration parameters:
IA PD: IA ID 0x00030001, T1 250, T2 400
Prefix: 2005:abcd:ab03::/48
preferred lifetime 500, valid lifetime 600
expires at Nov 26 2014 03:11 PM (577 seconds)
IA NA: IA ID 0x00030001, T1 250, T2 400
Address: 2004:abcd:abced:abcd:abed:abed:abed: £2¢cb/128
preferred lifetime 500, valid lifetime 600
expires at Nov 26 2014 03:11 PM (577 seconds)
DNS server: 2004:abcd:abcd:abcd::2
DNS server: 2004:abcd:abcd:abcd::4
Domain name: relay.com
Domain name: server.com
Information refresh time: O
Prefix name: Sample-PD

Managementl/1l is in client mode
Prefix State is IDLE
Address State is OPEN
Renew for address will be sent in 11:26:44
List of known servers:
Reachable via address: fe80::4e00:82ff:fe6f:f6£9
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DUID: 000300014CO0826FF6F8
Preference: 0
Configuration parameters:
IA NA: IA ID 0x000a0001, T1 43200, T2 69120
Address: 2308:2308:210:1812:2504:1234:abcd:8e5a/128
preferred lifetime INFINITY, valid lifetime INFINITY
Information refresh time: O

ciscoasa(config-if)# show ipvé dhcp interface outside statistics
DHCPV6 Client PD statistics:

Protocol Exchange Statistics:

Number of Solicit messages sent:

Number of Advertise messages received:
Number of Request messages sent:

Number of Renew messages sent:

Number of Rebind messages sent:

Number of Reply messages received:

Number of Release messages sent:

Number of Reconfigure messages received:
Number of Information-request messages sent:

(€3}

O O O v O b~
[e)}

Error and Failure Statistics:

Number of Re-transmission messages sent: 1
Number of Message Validation errors in received messages: 0

DHCPV6 Client address statistics:

Protocol Exchange Statistics:

Number of Solicit messages sent:
Number of Advertise messages received:
Number of Request messages sent:
Number of Renew messages sent:

1
1
1
45
Number of Rebind messages sent: 0
4
0
0
0

Number of Reply messages received: 6

Number of Release messages sent:
Number of Reconfigure messages received:
Number of Information-request messages sent:

Error and Failure Statistics:
Number of Re-transmission messages sent: 1
Number of Message Validation errors in received messages: 0

* show ipv6 dhcp client [pd] statistics

show ipv6 dhcp client statistics =~ > KX, DHCPv6 7 7 A 7 > MEaHEREZ R R L, 5%
FENA =V O %~ LE T, showipv6 dhep client pd statistics =7~ > KX,
TVT 4w I AFET TA T FORGEHEREFRLET, RIZ, ZOa~vr FTREES
NoHIERBZRLET,

ciscoasa(config) # show ipv6 dhcp client statistics
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Protocol Exchange Statistics:
Total number of Solicit messages sent: 4
Total number of Advertise messages received: 4
Total number of Request messages sent: 4
Total number of Renew messages sent: 9
Total number of Rebind messages sent: 0
Total number of Reply messages received: 9
Total number of Release messages sent: 6
Total number of Reconfigure messages received: 0
Total number of Information-request messages sent: 0

Error and Failure Statistics:

Total number of Re-transmission messages sent: 8
Total number of Message Validation errors in received messages: 0

ciscoasa(config) # show ipvé dhcp client pd statistics

Protocol Exchange Statistics:

Total number of Solicit messages sent: 1
Total number of Advertise messages received: 1
Total number of Request messages sent: 1
Total number of Renew messages sent: 92

Total number of Rebind messages sent: 0
Total number of Reply messages received: 9
Total number of Release messages sent: 0
Total number of Reconfigure messages received: 0
Total number of Information-request messages sent: 0
Error and Failure Statistics:
Total number of Re-transmission messages sent: 1
Total number of Message Validation errors in received messages: 0

* show ipv6 dhcp ha statistics

show ipv6 dhcp ha statistics =~ > KX, DUID f[§#HN 7 = — /LA — "— 2= M THRY
ShkEHEED, 72—Vt —N"—a=y NHD N T VT v a COFEHERZ R R L
F9, KiZ, Zoavwy RCRkEn A EREIZ R L ET,

TIT 47 2=y ko

ciscoasa(config) # show ipvé dhcp ha statistics
DHCPv6 HA global statistics:
DUID sync messages sent: 1

DUID sync messages received: 0

DHCPv6 HA error statistics:
Send errors: 0

AH L RAL 2=y b

ciscoasa(config) # show ipvé dhcp ha statistics
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PPPoE

prroE ||

DHCPv6 HA global statistics:
DUID sync messages sent: 0
DUID sync messages received: 1

DHCPv6 HA error statistics:
Send errors: 0

* show ipv6 general-prefix

show ipv6 general-prefix =~ KX, DHCPv6 'V 7 4 vV AFALT T4 T MZ Lo T
BHRINTETRCOT VLT 4 v I RAEZDT VT 4 v 7 ADMOD T 1k A~D ASA B
(laryva—~VURbL ) ZFRLET, KIZ, Z0avyr FCREESH D FHREIZ R
L/i-g‘o

ciscoasa(config)# show ipv6é general-prefix
IPv6 Prefix Sample-PD, acquired via DHCP PD
2005:abcd:ab03::/48 Valid lifetime 524, preferred lifetime 424

Consumer List Usage count
BGP network command 1
inside (Address command) 1

* show ip address interface_name pppoe
BIfED PPPOE 7 74 7 v h DR EHHREFZ R LET,
* debug pppoe {event | error | packet}
PPPOE 7 FA 7 > b DTNy T A X—=T M LET,
* show vpdn session[12tp [pppoe] [ id sess_id [packets [state | window]
PPPOE ¥ v a v DAT—H A% FRLET,
wiZ, Zoavr FCRtsh 2wz~ L £,

ciscoasa# show vpdn

Tunnel id 0, 1 active sessions
time since change 65862 secs
Remote Internet Address 10.0.0.1
Local Internet Address 199.99.99.3
6 packets sent, 6 received, 84 bytes sent, 0 received
Remote Internet Address is 10.0.0.1
Session state is SESSION UP
Time since event change 65865 secs, interface outside
PPP interface id is 1
6 packets sent, 6 received, 84 bytes sent, 0 received
ciscoasa#
ciscoasa# show vpdn session
PPPOE Session Information (Total tunnels=1 sessions=1)
Remote Internet Address is 10.0.0.1
Session state is SESSION_UP
Time since event change 65887 secs, interface outside
PPP interface id is 1
6 packets sent, 6 received, 84 bytes sent, 0 received
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ciscoasa#
ciscoasa# show vpdn tunnel
PPPoE Tunnel Information (Total tunnels=1 sessions=1)
Tunnel id 0, 1 active sessions

time since change 65901 secs

Remote Internet Address 10.0.0.1

Local Internet Address 199.99.99.3

6 packets sent, 6 received, 84 bytes sent, 0 received
ciscoasa#

IPv6 %~ 1 /\—IFFE

IPV6 FA N—RRNT A= Z T = ST HITNE, ROa~vr Fe ATLET,

* show ipv6 interface

ZoawrRiE, AN REDA L E—T 2 AL EETe, IPVOICERESNTWDA
VA= 714X@1a#t)74% ExRRL, AESNTA UV H—T 2 A4 ADREEE
ALET, LrL., Zoavy RIARTERINL, IPV6RENI/R>TNDTXTDA
5~7:42®5£E78§E%Li*§“0 a<r FOMATIE, ROHENERINET,

e AU H—T 2 A ADLRIE AT —H A

VI m—ANBIRTa— Vo =F Yy AN T RLA
A BT 2 AANRT HINTFY AN T —"T
cICMP VXA L7 FBIURET— A v bE—VDORE

o FA N—RBOBRE

AT YRR OITRE SN TN D & & DEFRDRFH]

fEH STV D R A /S —ERIR OB 2 AT R

W—T Y FE—FBLUFZIUARTZLYFE—FDA
=T A ADB

2O0DTYV I IN—TE2EFLC RS ARTLU N E—RFOH

NZ U ART LY k= RORDOHITIE, 3004 H—T A AEZNETND2ODT Vv
TN—TF LEHERHA 2 —T = A 2 LET,

interface gigabitethernet 0/0
nameif insidel
security-level 100
bridge-group 1
no shutdown
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interface gigabitethernet 0/1
nameif outsidel
security-level O
bridge-group 1
no shutdown

interface gigabitethernet 0/2
nameif dmzl
security-level 50
bridge-group 1
no shutdown

interface bvi 1
ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2

interface gigabitethernet 1/0
nameif inside2
security-level 100
bridge-group 2
no shutdown

interface gigabitethernet 1/1
nameif outside2
security-level O
bridge-group 2
no shutdown

interface gigabitethernet 1/2
nameif dmz2
security-level 50
bridge-group 2
no shutdown

interface bvi 2
ip address 10.3.5.8 255.255.255.0 standby 10.3.5.9

interface management 0/0
nameif mgmt
security-level 100
ip address 10.2.1.1 255.255.255.0 standby 10.2.1.2
no shutdown

20NT) T IN—TZECRXRAYF FLAN 5 A2 LD

WOBITIE, 32DA > Z—T x4 ADZFNEIE 1 DOBEHEOINTHANL—T v K A4 % —
T2 RI200T VvV ITN—TEFRELET, TV v NA—T 1IN THY, 7V >
CIN—T2F TV v T Web b —RREEINT-dmz TT, 7V v TN—T DAL R—
AUE =Tz A AF, BEAN=DEF 2T 4 LIAPNELL, FA—08X=2 U7 1 @EFN
AREICIR > TV DT, 7Y v P NA—T7NTHHRICEETEET, NEA L N—DtX=2Y
T4 LoULN 100 T, dmz A RR—DBF 2T 4 LUk 100 TTR, ZnbDkxal
T4 LUV BVIMEFICITEA S NEEA, BVIOEX=2 U7 4 LoLdA, BVIEO b
T4 oI LE T, BVI LA O T 4 LoUL (100, 50, BLN0) 1%, NES
M5 dmz &R BN, BLRdmz N OANEE~D T 7 4 v 7 ZREERAICEFRT L E 9, dmz
OV —NCHT B N T T 4 v 7 EHAT DO, T YRR DI S E T
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B o000 00s—F88031vF FIANES A2 b OB

{,- Internet hl.\\
L J
BVIE
209.165.201 .1
outside
209.165.201.4
GigabitEthernet 11
209.165.200.225 iDHCPJ GlgabltEthernet 17
dmz2 i

GigabitEthernet 1/6 = 209.165.201.3

inside1
GigabitEthernet 1/2 GigabitEthernet 1/4 208.165.201.2

10.10.10.2 I ,10.10.10.4

“"'t:'-
inside  10.10.10.3
e s S ol
10.10.10:1
1&10105 10101&?
1UJUJUE

interface gigabitethernet 1/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown

|

interface gigabitethernet 1/2
nameif insidel
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 1/3
nameif inside2
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 1/4
nameif inside3
security-level 100
bridge-group 1
no shutdown

|

interface bvi 1
nameif inside
security-level 100
ip address 10.10.10.1 255.255.255.0

|

interface gigabitethernet 1/5
nameif dmzl
security-level 100
bridge-group 2
no shutdown

interface gigabitethernet 1/6
nameif dmz2
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security-level 100
bridge-group 2
no shutdown
interface gigabitethernet 1/7
nameif dmz3
security-level 100
bridge-group 2
no shutdown
|
interface bvi 2
nameif dmz
security-level 50
ip address 209.165.201.1 255.255.255.224
|
same-security-traffic permit inter-interface
|
# Assigns IP addresses to inside hosts
dhcpd address 10.10.10.2-10.10.10.200 inside

dhcpd enable inside
|

—FratzqvF N eI A2 rof ]

# Applies interface PAT for inside traffic going outside

nat (insidel,outside) source dynamic any interface
nat (inside2,outside) source dynamic any interface

nat (inside3,outside) source dynamic any interface
|

# Allows outside traffic to each server for specific applications

object network serverl
host 209.165.201.2
object network server?2
host 209.165.201.3
object network server3
host 209.165.201.4
|
# Defines mail services allowed on server3
object-group service MAIL
service-object tcp destination eg pop3
service-object tcp destination eq imap4
service-object tcp destination eg smtp
|
# Allows access from outside to servers on the DMZ
access-list SERVERS extended permit tcp any object
access-list SERVERS extended permit tcp any object
access-list SERVERS extended permit tcp any object
access—group SERVERS in interface outside

N—TFTYRE—FRAVE—T LA RELTVART L

serverl eg www
server2 eq ftp
server3 object-group MAIL
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W—T Y FE—FBLV I VARTPLY FE—FDA
OR—TD x4 RADEFE

HaE

Y

IS5y b Tr—b Y Y—R

HEEEHR

IPV6 A /N— 5

7.0(1)

ZOMBENEAINE LT,

ipv6 nd ns-interval, ipv6 nd
ra-lifetime. ipv6 nd suppress-ra, ipvé
neighbor. ipv6 nd prefix, ipvé6 nd
dad-attempts, ipv6 nd reachable-time,
ipv6 address, I3 J U} ipv6 enforce-eui64
avy RPREASNE L,

FNZ AT L b F— KD IPv6 D
PR — b

8.2(1)

NZUVART VU N T 7 AT U4 —)b
F— ROIPv6 P R— P RNEASNE L
7=,

KTV ART LU hE—RDOT Y ¥
T —7

8.4(1)

X2V T4 ATHFRANDAE——
~vy REBTT-WEGE, £lidtd=
V74 ar7xA MeigKRIBICERAL
TTWBE A F—T =24 25T v
CIN—=TIZT =T L, KF v b
T— 212l PO T Y v S
N—TERETEES, 7V 7
N=T DT T4y 7 EMOT ) v
TN—ThblREEhES, oo
ET—RNERFarysxA I LI, &
NENADDA U H—T A ANDHIR
LIRKRSMEDT Y » ¥ T N—T % IE
TEET,

kDA~ RPRHEASHE L,

interface bvi, show bridge-group

IPVv6DHCP YV L —DT7 RLARET T
.

9.0(1)

=+ > K ipv6 nd managed-config-flag,
ipv6 nd other-config-flag 73 A I E
L7,
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HEES TSV RITA—LY)I)—R B EETEER
Koo ART LY hE—FROZ Y v 19.3(1) T D TN —T DR EH D
T N—T DERELDS 250 (ZHE N 250X £ LT, YV E—FR

TR K250, w/LF E— FTlka
VTXARBTVRKRSEOTY v
IN—TEBETE, %7V oV 7
N—=TImRAE DA =T = A
AEBINTE T,

interface bvi 35 JX O} bridge-group =~
YD EEINE LT

KTV ART LY b E—RT, 7V v |96(2) TV ITN—THl-0 DA HZ—
CIN—=T T DA H—T = A A T A ADEBKED 4 9>5 64 [ZHEHE
DR T 64 (2 HIN EnFE L,

EHINTa~vr NEIdb £HA,
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B 70 k2 FBEUFSURRTLU L E— KOS V8 —T 2 ROBE

L T3 bI7r—L))—R HRETEER

[Pv6 DHCP 9.6(2) ASA TIPv6 7 KL v 7 DR DI
RERYR— SN FE L7

*DHCPVv6 T RKLVRAZ AT K
ASA [ DHCPv6 % — 325 IPv6
Ja—s LT RLAEF T g
DT 7 H )k — hER&ELE
e

* DHCPV6 7'V 7 4 v 7 ATAET T
A 7> b : ASA L DHCPv6 H—/3
MOFEET VT 4y 7 AZEIGL
9, ASA X, ThbeD7 L

T4 A& LT ASA
AR =T A ADT RL A%
FEL, AT—FL AT FLAHE)
HE (SLAAC) 7 ZA 7 b3
Uty hU—27 ETIPV6 T KL A
ZABRETEDLOICLET,

cFETSVT 4 v AD BGP /L—
BT RNREAL XA |

« DHCPv6 A7 — h L & H—3 ;
SLAAC 7 F A 7 > b2 ASA |1
WERK (IR) X7y hEEETD
ELASAITZ R AL A R — D78
EDofEHR%E SLAAC 7 74 7
ML EF, ASA X, IR
Ny NEZTWAHIETT, 77
AT MIT FLAZED Y TE
A,

RO~ RPBEMEZIFERE SN E
L7z, clear ipv6 dhcp statistics.
domain-name. dns-server. import.
ipv6 address autoconfig. ipv6 address
dhcp. ipv6 dhcep client pd. ipvé dhcp
client pd hint, ipv6 dhcp pool. ipvé
dhcep server. network. nis address.
nis domain-name. nisp address. nisp
domain-name. show bgp ipv6 unicast,
show ipv6 dhcp. show ipvé
general-prefix, sip address. sip
domain-name. sntp address

. —TYRE—FAVE—TARELSVARTFLV N E—FRAE3—TA(R



| L=FYFE—FAVE—TIARELSVRRTLUFE—RFAVE—T (R
L=F9 B E—EBEUFSVRRTLY F E—RDA v8—T x4 20BE [J|

L T3 bI7r—L))—R HRETEER

Integrated Routing and Bridging (IRB) |9.7(1)
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B 70 k2 FBEUFSURRTLU L E— KOS V8 —T 2 ROBE

3
3
Iy

HE T3 bI7r—L))—R LA

Integrated Routing and Bridging (§&4
N—T A TBILOTY v )
3. T o= —F KA
VHE—=T 2 A AMEN—T 4 T D
BREAZRELES, 7V v —7
LT, ASANL— DR DIZT Y v
CTHEA L E—T 2 A ADTN—TD
ZETY, ASAIEL, ASADI T 7 AT
74— & UTHERE LT 5 R TACK
D7V VTR ES, DFED,
AV B =T A AW DOT 7 A H
FETSh, BEDOT 74T U+ —H
HEHLTXTEITINET, BanE, b
FGUART LN Ty AT U g —)b
FT—RTOLT Y v T N—TDHRE
DHRETE S Telzd, 7V vV —7
fCONL—T 4 TITTEERFATL
7ro ZOWELZHFEHTHE, L—T
R 7747 74— E—FKDTY v
CIN—TOHEREE, TV T IN—
THEBLIOT Y v T —T L —
Ty RA B —T A AW ONL—F 4
VI RFETTEET, Ty —
TE TV R =T A A
BVD) ZFEHLTEDTY vV 7 N—
TDF— b AL LTHEET S L
&0, =T g 72BN ET,
EDT N T N—TIFEET H ASA
FiZBloA v B —T7 24 APBFET D
%54 . Integrated Routing and Bridging
(IRB) 1FAMBLA ¥ 2 A4 v T Off
Mz s PRI LET, L—
7 v FE— RTlEL, BVIIZAHIfE A
VAR—T AR, T EA)L—
JLR° DHCP H— 372 & O— O RE
(e AUN—A U H—T = A AL IHH
BNZSIMTE 9,

N ART L hB— R CTHAR— b
ENBVILF aryTHFARET— R
ASAZ T AZ Y v 7 DEERRIL, L—
7 v FE—RTIEVR—FrEINEE
oo SAVFFXFXARNAL—F 4T X
AF v T N—T 4T DORERE
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3
b
R

T3y bIr—LYY)—R HRETEER
BVI TlI#R—hrSnEE A,
KDa~ FRERSELE,

access-group. access-list ethertype.

arp-inspection. dhcpd.
mac-address-table static.
mac-address-table aging-time.
mac-learn, route. show
arp-inspection, show bridge-group.
show mac-address-table, show
mac-learn

3y h TRy kv R 9.7(1) N—F vy RA v B —T A AL T
M. A2 MY —RA v MEERRIT O
3EY hOHT xRy MIZIPT FLA
ERECTEET, 31y b T Xy
MZIZ22o07 RLADOKZRNEGENE
T, WE, TRy FOFH L KED
7 RVAFRy hU—Z7HETr—F
¥ A MHIZPREINTEY, 27 F
VAT Ry MIfEHTEEEA, -
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