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* ASA FirePOWER & ¥ = — /U3 7 = — /LA — "— % EHEF R — LT EFA, ASA N
T x— )V F—"—F 3 L BEfFD ASAFirePOWER 7 1 — |3 LW ASA IZHzt &N E 4,
HLUY ASA @ ASA FirelPOWER £ 2 — /L, ZOEEEDESNS M T 7 4 v 7 O
ZRBLET, TWDA AT g DAT— MIEENEY A,

72— VA= _—OEMEDEE A ROT-OIZ, AT XA T E YT 472 ASAXT D ASA
FirePOWER £ 2 — /L C—E LR Y o — 23T 20 R H Y £,

N

(GE)  ASAFirePOWER &V =2 — VAR ET DHHIC, 7 = — /LA —r3—
N7 EERLET, BV 2a—ABMG DT /NA ZZTT TITRIES
NTHDEAEIE, 72— A — =T ZERT AN A X N
ATNAADA L E =T =2 A ZADFREE 7 VT LET, AZ N
A T/ A@D CLI /5. clear configure interface =~ > K% AJJ
LT,

N TRALSE)T4D=6HDASAV 7 T —JLA—/\—

lwm%ﬁ%Lf7:~wﬁwﬂ~m7%Wﬁ¢éﬁAi F—H A B —T = A% ASAV
WA CIEFF CIEMT 2 48R H Y 9, ERICFECA v F—7 = A AR DIEFTH ASAv
@:‘Ebuéﬂé}: ASAv a2 — V=T —NEREINDAREENH Y £T, Tz, T=—b
F— R—HEREIC L BN Z ERH Y £,

ZOMDHA FS 4 >

T UT 4 THAEMN AL N IEBIZ T 2 — VI —N—F B L xC, A=Y ) — T
k=L (STP) ZFEATL CWAEHEAAAL vTF A— MI, MR VEHEEZBRHT 5 &30
~S50T Ry XS AT — MIBITCEET, A= 7y X 7 X7—ThD
Mo 774 78K EIZIE, AA T T STP PortFast #REZ BN L £ 7,

interface interface_id spanning-tree portfast

ZOEBERIFZ, V=7 v FE—FBLOT IV vV ITNN—T f X —T = A ZADMFIZH

HENTWD AL v FICHEHA SN ET, PortFast fEARET H L. Vo7 v 7 LR
WICR—FWBSTP 74 T —F 4 7 E— RNICBERLET, A— MIBIXFX STP I
TWET, LEB->T, A= "B A—7DO—HIZR D556, BoEMIZIESTP 7 v v ¥ 7
— RNIZEBLET,

c B—JV CA = PRESNTWDEHE, 7o— VA== TEEE A, CA
a7 4 Fab—a UEHIBRT HITIE, no erypto caserver 2 RAEH L ET,

e ASA T = — VA —NR—=RXTNHHR SN AA, v F L TR— b F2 VT4 2HRTTD L,
T x— V=R R MPREA L ZICBEOMENEX S ZRHY 7, ZOR
i, 25X a7 R—F CTREFHIIFEEINTZEX2T MACT FLANRFIOEF =

N FRLSEYTADFE=HDT T —ILA—/\— .
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N TRASEYTFADE=dDT —LA—n— |
B o-—r—r—oF710r

T AR=PMIBEHL, AL v TFOR—bF X2 T A ERICK > GERT 7 73T b
HETEELET,

eI RTOALTHANIDLED, 1 BEOEEORKINSDODA LV F—T 2 AEE=F T
i—a—o

T IT 4 TIAR N, T = — )b A —/3— & VPN IPsec b R/VDEA, SNMP M L
TVPN ho RNV ETT 7T 47 22y hERF NS, 2=y NOWHFEE=XTHI L
T TCEERA, AR, 2=y NMIEIT 77 4 7 VPN b RLRR2 N 280, NMS I
Foniz 774y 273 My 7rSiEd, bV ICH B & SNMPv3 & ff H 34U,
IPsec b > RV AREIZ/RY F7,

cTITATITIT 4T 72— A —"—=TlL, ALaAr7FAMND2ODA 4 —T =
A A%[E L ASR V=7 NTRETDHZ LIXTEEHA,

T ITATITIT 4T 72— A—R_R—=TlL, K2ODT =— VA —R— T )—T%
ERTEET,

T ITATITIT 4T 72— )b —R—=TT z2— )L —"— Z—T%HIET 58546
X, 72— A== TN —T 1 ZEBICHIRT DLERHY £T, 7o — A ——
TN—TTNIFIZEH LTI A MNP EENE T, 7o— A — =7 —TI2E DY
THNTVWARWNWI L THFARMITRT, 74NV TT 2= F—R_—F)—T1|{272 1
FT, IUTFAMBRIRMIZEVETONTNDE 7 =— v —_— F L —TFHIR T
FEA,

TJx—I)LA—IN\—DTIT#I) k

T7 AN NTIE, 7= A== R U= FIROFERGENET,
« AT — TV T = — )b A —"—TO HTTP BHRUIITb ¥ A,
MDA =T 2 A AEETT = — VA — =D ThIET,
e AV H—T A ZADKR—V > TRHIIT S B TT,

e AU H =T A ADK—/L FKFEIL 25 BT,
AEEOR—Y R 1 BT,
o BEE O R — L REFRIIE 15 BT,

ARFEMACT FL A=/ F a2 TF R bE— FTENLENTOETA, ASASM T,
T 7 )V N THNI > TOET,

e T RTOYHA L A —T oA AFT=F Y 7 LET, ASASM Tlik, TP VLAN A
VE—T A RAEFE=HY T LET,

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—
795749125804 7=t —ri—ogE I

TOTATIREVINA TT— LA —IN—DEE

TIT 4 TIAR N, T 2= VA== R ETHIE, I/~ VEEEED TV EE
DMl TR T = — N A —N—FREEHER L ET, TOMTRTOREET T A~V HEE
TOIR Tk, BH T VHEEICGRELRPIEET,

— \ » Y @ Jue— 4 E I_l_I
TIOTA4TIREZINA DJx2—ILA—I\—DTSAI)EEDET
COWEDOFEIH ST, TIT A TIAF N T 2= VE—=NN—ERDOT T4~ ) ZRTEL
¥4, ZOFIETIE, 7I9A~TVEBTT o — LG —NR—% A Z—TNCT A= DOI N iy
INDaL T 4 Falb—arPHAESNTWET,
1R BHIIZ

e Tx— VA —N—= Y7 L XAFT— K VI HERESTRTOAS F—T 2 ADAZ LN
AIPT RVAZRETHIEEWRLET, "M MY —FA 2 MERIZ3IIEY b
Txy b AT EBFERTIHEE, AL IPT RLAZRELRNTLZE,

s Tx—NF—NR—= Y I BIORAT— K U7 nameif ZFZE LN T E0,

s NF AUTHAR T RTHE, VAT LAFEITAR—ATROFINEZFATLES, =
TXARND VAT LFATAR—RIZH Y 2 5121E, changetosystem =~ > K& AJjL
EJ RN

FIE

ATY Tl ZOEEETTA < VEEICHRELET,
failover lan unit primary

ATFvT2 Txz—nFd—NR— Y7L L THERATEISN A —T =2 ZAERELET,

failover lan interface if’ name interface id

&1

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

DAV E—T oA AX, MOBMIITHEATEEEA AT arorT—18 U713k
<)o
if name 518UE, A H—T = A AZLEIEEID S TET,

interface_id B1¥0\21X, T—HWMPA L H—T 2 A A BTA L HE—T 24 A, JLEA VX —

7 = A A, F721% EtherChannel f > % — 7 = A AID Z45E T& £4, ASASM TIX, interface_id
[T VLANID T9, ASAS5506H-X DIGEITRY , EFELUI A F =T =2 A% T =— LA —/3—
Vo7 ELTHRETEET, TOHAIL. writememory Tk i€ & - 17FE L T BT /XA A Zreload

N FRLSEYTADFE=HDT T —ILA—/\— .



NA TRLASEYTADI=HDT z—)LA—/"— |

B 75525254 7z—nt—r—0T51 7 U EBORRE

ATvT3

ATvT4

ATy Th

TOHUERDYET, T M A%V u— RRLE®IE, ZOA % —7 A AL ASAFirePOWER
BV 2= VDWW E T 2= VA=A EHTE <720 £¥, ASA FirePPOWER £ = —/L
WITEBAA 2 =T 2 A ABRETHY, DA F—7 = A AT OOERRIZOREH T
& £7. Firepower 4100/9300 TlX, {LEDT =X XA T A L H—T = A4 AEFHTEET,

TITA4TIPT RLALRAZUNAIPT RLAZR T 2—)bA—_"— U 7|28 Y4 TET,
failover interface ip failover if name {ip_address mask |ipv6_address / prefix} standby ip address

51

ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

F2E

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

ZOT7 RVAFRMBEHOY 7Ry b EIZ2TFERY EHA, ZOFTXy MIIP T RLA
M2O72F D31 By b (255.255.255.254) 12T HZ &N TEET, 169.254.0.0/16 & £d00:0:0:*::/64
IENEIICEF SNA S Ty FhTHY, 72— A —N"— J IR0 F— | U 7T
TAHZEIITEERA,

AZUNRNAIPT RVRAIEL, 727747 P77 RLAERULY TRy NTHLRLERH Y £,
T2 NVHA == YT A =TV LET,
interface failover interface id

no shutdown

51

ciscoasa(config)# interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

ATvar) A7—=b V7 ELTHERAT A 07— = AR ELET,
failover link if’ name interface _id

% -

ciscoasa(config)# failover link folink gigabitethernet0/3

T2 —N—= VI ERAT—F V7 AT HENTEET,
if name 51T, A ¥ —T7 = A AZLEIEEID ¥ TET,

interface_id BI1BUZIZ, WA L F—T 2 A A BTN F =T =2 Af A, TRA VX —T = A
A, F721% EtherChannel f > % —7 = A A ID Zf5E CTX £7, ASASM TIXL, interface id 1%
VLANID T,

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—

ATvT6

ATy T17

ATvT8

FoF4IIRE A Tr—Nt—ni—nT54 7 EE0RE |

BDOARAT—r V7 H#BELESES. AT—bMV U JIZT7 7T 4T7IPT RLARAERZ A
IP7 FLAZEY B CTET,

failover interface ip state_if name {ip_address mask |ipv6_address/prefix} standby ip _address

1

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

A g

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::al0a:b71

ZOT RVAE, Zx— A — "=V 7 L3RR DREMOS 7 Xy b RiRTniERn %
Bhe ZOV TRy MIIPT RLAN2OETD 31 By b (255.255.255.254) (2352 &M
TEET, 169.254.0.0/16 & d00:0:0:*::/64 I HNEH SN A 7Ry R THY, 7=—/b
F—R—= Y I RAT— s VU ZIERT A LI TEER A,

ABLUNAIPT RVARIX, 727747 IPT7 RLALTRLY TRy b THLHLERD Y 7,
AT—=F V72T IHET. ZOFEELLIFTLTIEEN,

WMOAT— | Vo7 e LA, AF—h U2 oA 3—T M LET,

interface state_interface_id

no shutdown

&1

ciscoasa (config)# interface gigabitethernet 0/4
ciscoasa(config-if)# no shutdown

AT — N Vo7 2T 35481F, ZOFEEZEITLTLEEN,
(FFvay) Zoa—NA—R_"— U IBLOZAT— K U7 OBEELRKSLT 51213, K
DOWTINEFEITLET,

o (B +RTOT7 2 — N F—N"—JBEERET AT, BEEHO 72— F—s—1)
VI BLORAT— K U7 D IPsec LAN-to-LAN b > RV A fENL L £T,

failover ipsec pre-shared-key [0 | 8] key
i

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

key I3/ K 128 LFTY, MAFDOEEIZHUF—2HBELET, F—ILIKEV2IZL->TH
VRN EMENIT DDA S NET,

P AR —RAT VL —R (ZAF—RAT L —RAOBEFEZMR) ZFEHLTHAEES. F—
a7 4 F 21—y g VNTIRES LSRN TWVWEST, a7 4 X2l —Tarhbab’—

N FRLSEYTADFE=HDT T —ILA—/\— .
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NA TRLASEYTADI=HDT z—)LA—/"— |

B 75525254 7z—nt—r—0T51 7 U EBORRE

ATvT9

ATy 710

T 584613 (72 & 21X more system:running-config D im0 —) | F—TU—K8§
EHEALTEF PG EIN TSI EEHELET, 7 74/ FTIE, B ST
RUVWRAT— RERET L 0 XMMFHINET,

show running-config ™ {1 /) ClX, failover ipsec pre-shared-key (3 ***** (O J 9 |ZRK/ R I
T, TOVARZENEF-Far—TEEHA,

Tx2—= VA —R=UJ I BILOAT— U IO LERELZ2WGA, 7o —LF—
N—BEIZZ VT THFARMNIRYET, ZOBEEICITa~y FERIPICEHESNLD 2
T4 X2l —2a HAOTRTONRAT — RRF— 8 EFENFT,

IPsec 5 75fb & L T 2 — O failover key B 5t O T 2425 Z L ITTE A, WO
FEERE Llcaid, Psec WEHINET, 7278 L, vAX— AT L —XEHHT
L6, IPsec 55L& 5% E T HAIIC no failoverkey =~ > R&fMH L CT7 = — /LA —/3—
X—ZHIRT2MLERH Y 7,

7 = —/L A —/3— LAN-to-LAN k> F/LiE, IPsec (ZDftid VPN) 7 A & A2 L6 H
SINER A,

(AFvay) Z2—nNA ==V I7BILOAT—K V7 DT7 2—)VA——EE
HEE L LET,

failover key [0 | 8] {hex key | shared secret}
i

ciscoasa(config)# failover key johncrlchtOn

1 ~ 63 SLFD shared secret £7-1% 32 3LFD 16 EH S — 2 L E T, shared secret IZ

I, BT F FRIFARAOEEOMAGDE RN TE £, WEME LT 16
HEE X — IS — 2 AT 2720l SN ES, MFOEBEICF CF—2EE L E

R

VAL = NAT =R (VAL — RAT L—ADHFRTEESR) ZHEALTWH5E, &
AREEIT 6 EEX—IFar 7 Falb—va VNTHSLESRLTWET, ar 7y
Fal—varmbabt —3584581F (72 & 21X more system:running-config ™ /175
Dar—) | F—U—RF8AMH L CHAME LI 16 EEF—2H 7 banTnsd Z
EEBELET, 7740 FTlEE, B LSRN TWRNWSRRAT— REBET 500 H S
ET,

failover key O LA FA% X, show running-config D /)| **#*x LRIRINFET, ZDO~
A7 INT=F—lTar—T&EHA,

Tx— VA —NR_"—=J I BIOAT— MY I OREEALERE L WSS, 72—Vt —
N—@EIZZ VT TFA MRV ET, ZoEFITa~y FERPICEEINRD 2
T4 X2l —2 a3 VAOTRTONRRAYT — RRF—bEENET,

Tz F—=R—f 2 —T I LET,

failover

VAT AT 4 X2l —arE 7T yvia AEVIRELET,
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| M 7RASEYTFADEODT T —ILF—1—
79574 IIR8 g Tx—nt—n—otnrsuggoze i

write memory

51
WIZ, T9AVEBHO 7 2 — 1 F—_"— RT3 A—FOREHERLET,

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3
no shutdown
failover link folink gigabitethernet0/3
failover ipsec pre-shared-key a3rynsun
failover

TIT4TIREIN, TJx—ILA—NN—DEHUFVEEBEDERTE

CH T VBB Ry T 4 Fa b=V allE, Ta— A=) DAy T 4 Fa
L—a 2T, B FVEEICE, SO~ VEEEYIICEET 0L, Zhb
Da<wy RNVETT, 794~ VAR FVEBEICay 7 Fal—valrzZikE5L
72t%, 22507 4 X o b—1 3 URETHE— REOME ST failover lan unit =~ > T
T, ZOavy RCREBN T T4~ U h o XU nEi#ilLEd,

I8 BRI
o 7 x— LA —N— U I BIORAT—F U 72 nameif Zi%E L2 T ZEV,

e NF AUTHAR T—RTHE, VAT LAFETAR—ATROFINEZFATLES, =
TXARNL VAT LFATAR—RIZH Y 2 5 121E, changetosystem =~ > K& AJj L
\i—a—o

FIE

AT w71 failover lan unit primary 2~ > R&R\WTC, YT/~ V#EELFH--<FALa~vy NEHAN
L %7, {E& Cfailoverlanunitsecondary =~ RIZE #2252 & 1 TEX 974, secondary
LT 74NV FREDT-SH, WAETIEOVERA, 77T 4 TIAZ N, T 2— )L F—"—D
TIA~VEBORE B73—) 2BRLTIEEN,

RITH 2R L ET,

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

ciscoasa (config)# interface gigabitethernet 0/3

N FRLSEYTADFE=HDT T —ILA—/\— .
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B 77079747 7z—nt—n—omz

ciscoasa(config-ifc)# no shutdown

ciscoasa(config-ifc)# failover link folink gigabitethernet0/3
ciscoasa(config) # failover ipsec pre-shared-key a3rynsun
ciscoasa (config)# failover

ATV T2 TJx— A —NR—ar 74 X2l —arBEMEN-%T, avr74Xal—ars7
Tyva AT VIEELET,

ciscoasa(config)# write memory

TO9T4TI79T4T TJx—ILA—IN—DEFE

ST TI2T4TIT T 47 72—V —"—DFEFECDOWTHEHA L ET,

— ~ — ~ Y o Jupe— 4 E I_l_I
TFIOTADI7I9T4T T2—IA—NN—DTSAT)EEDEKRTE
COBEDOFNEHEST, TIT 4TI T I T 4T 7= A== 7 (X2l — 3T
TIAVEBERTELET, ZOFETIE, 794~V EETCT2—NA—R—% A X —T
JNCTAEDICERE/NDOa L 7 4 X2 b —a U BNHAESRTWETT,
1R BHEIIZ

e ILF AT HAKNET—ROEMEELITIT 4 =T MU T, wIF a T F A
FE—REA =T NI LET,

N—T Yy NE—RALEF T2 AL NTVAXT VN E—R A F—T A RIT
T, 77— NA—=NR—= VI L RAT—F VT ERSTRTDOA L Z—T A AD
ABUNAIPT RVAZBRETHI MR LET, A2 MY —F A > MERIZ 31
By b YT Ry bR EHATIHE, AX AL IPT RLAZRELRNTLIEX
AN

e Tx—)VF—NRN— VU I BIORAT—F U272 nameif Z5E LW TL 72X,

s ZTOFNAIZT AT AFETANR—ATHEITLET, ZUTFA DL VAT AFITAR—R
\ZY) 0 B %2 521X, changeto system =~ K& AJJLET,

FIE
ATV TN ZOEEETTA~ VEEICHELET,
failover lan unit primary

ATFvT2 Txz—nAd—R— Y7L L THERATEISN A —T oA ZAERELET,
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| M 7RASEYTFADEODT T —ILF—1—

ATvT3

ATv74

ATvTh

FOF4T747 Tr—nA—ri—nT54 7 EEoRE |

failover lan interface if' name interface id

51

ciscoasa (config)# failover lan interface folink gigabitethernet0/3

DA E—T oA AX, MOBIITHEATEEEA AT arnRT—18 U713k
<) o

if name 51X, A V¥ —7 oA AZL4EIEEID ¥ TET,

interface_id BIT1Z, WHA L B —T 2 A A, B TA LB —T A X, TEA L H—T A
A, F721% EtherChannel f > % —7 = A 2 ID Z 45 C& £7, Firepower 4100/9300 TiX, 1T
BOT =2 BT A B =T A ZAEHHTEET,

TIT4TIPT RVALEARALZ U NAIPT RLAZT o—)LA—"— U 7 (ZE) 4TS,
standby failover interface ip if name {ip_address mask | ipv6_address/prefix } standby ip _address
i -

ciscoasa (config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

E

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

ZOT FLVAEIRFEHOY 72y b EiZRFER0 EHA, 2OV TRy MIIPT RLA
M2 D31 By b (255255.255.254) 15 Z M TEET, 169.254.0.0/16 & £d00:0:0:*::/64
ENEIICER SN 7Ry R ThY, Tx—NAF—nN"— Yo IR0 F— K U 7|2
TAHZLIITEEREA,

ALUNAIPT RLVAE, 72747 IPT7 RLARLERLY 7Ry hTHLUERDHY 7,
Tz VE == VT A X =T M LET,
interface failover interface id

no shutdown

B -

ciscoasa(config) # interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

(A7Fvar) A7—=F V7 ELTHERT A =T = AEEELET,

failover link if’ name interface id

51

N FRLSEYTADFE=HDT T —ILA—/\— .
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B 77979747 72— nt—n—0F517UEBORE

ATvT6

ATy T17

ATvT8

ciscoasa(config)# failover link statelink gigabitethernet0/4

T2 NVF =N YT EIT—F A =T oA AL TR LA 7 —T = AZHE
THZLERROLET,

if name B1BUL. A VX —T oA AZLAHTEED B TET,

interface_id BIBITIE, WHA LA —T 2 A X, BT LB —T =2 A X, TRA LV E—T =A
A, F721% EtherChannel f % —7 = A X ID ZfiE CTE £ 7, ASASM TIX, interface_id |Z
VLANID Z#f5&€ L £,

WMOAT—h VoI BBELESE. AT V2T 7T 4TIPT RLALRZ L RA
IP7 FLAZEY B TET,

ZOT RVAZ, 72— A== 7 L3RR RKEHOY 73Ry b BT &
Hhe ZOV TRy MIIPT FLANR2OZTF D31 By b (255.255.255.254) (2352 &M
TEET, 169.254.0.0/16 & £d00:0:0:*::/64 IFNFHHIZHEH SN AV 7Ry R THY, 7=—L
F=R—= Y IRAT—h VU VIR THZ ElxTEFEEA,

ABCNATPT RVRIX, 77747 IP7 FLALRLY 7Ry P THLIRLEND Y £,
27—k V723087558013 ZOFIEZ LITLTIEE N,
failover interface ip state if name {ip_address mask | ipv6_address/prefix} standby ip_address

1 -

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

EN

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::a0a:b71

WMOAT—F Vo7 Z2f8ELIZHEG. AT —h V724 2 —=7 VM LET,
interface state_interface_id

no shutdown

&1

ciscoasa(config)# interface gigabitethernet 0/4
ciscoasa(config-if)# no shutdown

AT — N Vo7 2T 25481F, COFEEZEITLTLEEN,
(FFvay) Zoa—NAdA—R_"— VU IBLOZAT— K U7 OBELZRKSLT 51213, K
DOWTINEFEITLET,

o (B +RTOT7 2— N —N"—FBEEREIT AT, BEEHO 72— F— 33—
VI BLRAT— K U7 D IPsec LAN-to-LAN b~ RV A fENL L ET,

. N FRLASEYTADF=HDT T—I)LA—/\—
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FOF4T747 Tr—nA—ri—nT54 7 EEoRE |

failover ipsec pre-shared-key [0 | 8] key

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

key IXHcK 128 SLFTT, M HFOEEICF L F—ZFELET, F—ILIKEV2IZL->Th
VANV ERENTT DI SN E T,

VAL = NAT L —R (ZAF—RAT L—ADFEESR) ZFEHL T8 E, F—
a7 4FXalb—rva NTHREAEESNTWVWET, a7 Falb—Tarhbat—
T 5841 (7= & 21X more system:running-config O i/ 02 —) | F—U— K8
EHEHLTEF =B EEINTWDLZEEZRELET, 7740 FTIE, BEbIh T
IRVWNAT — RZfRET D 0 BMER S ET,

show running-config ® {1 /) ClX, failover ipsec pre-shared-key (3 ***** (O J 9 |ZRK /R I
7T, ZOFAZINF—ITa e —TEEEA,

Tx2—NVA—R=J T BILOAT— MU IO LEREL2WGA, 7o—Ld—
N—IEEIFZ VT TFA MR £, Zo@EICiFa~y MRk EsSna v
TA4FX 2Ll = arNOTRTONRRT— FRF—b G ENE7,

[Psec 5 5k & L T 2 — failover key W 5L DM T 2 LT 2 Z LIZTEEHEAL, MGD
FERFE LTSI, Psec MEHSNE T, 7275 L, v AF— RZAT7 L—X%MEHT
554, 1Psec i {Ij%f %E T A1 no failoverkey =~ > K& H L CT7 = — /LA —/3—
F—ZHIBRT D2MERH D £,

7 = —/)LA—/3— LAN-to-LAN |k > R/UIE, IPsec (£ DAtd VPN) T A & AT 1336 H
SNFEEA,

(AFvay) ZJ2—nNA ==V I7BILOAT—K V7D 7 2—)VA——EE
AL LET,

failover key [0 | 8] {hex key | shared secret}

ciscoasa(config)# failover key johncrlchtOn

1 ~ 63 SLFD shared secret £7-1% 32 305D 16 HFH ¥ —%2FEH L 7,

shared _secret \Z1%, T, XF. FLIFMHRAOEEOMAGOEEZHEHTEES, LA
A E 7T 16 R — I 5 — 2 AT 27D S E T, W OLEEIZF U % —
ZHRELET,

VAL = NRATL—R (R AL — NAT L —AORELZBM) #EMLTWHEE, &
AWEEIT 6 EEF—IE2 7 Fal—va VTR LINTWET, 27 ¢
Falb—rvarnbabt—7358451% (72 & 213 more system:running-config O Hi /1725
Dar—) | F—U— 8 &ML THAME LI 16 EEF - S TnDd Z
EEELET, 7740 FTiE, B EENTWRNWSRRAT — REEET 5008 H I
nET,

failover key O LA FA% X, show running-config d /)| **#%x LRIRINFET, ZDO~
A7 ENTH—Iar—TCT&EHA,
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NA TRLASEYTADI=HDT z—)LA—/"— |

B 77979747 72— nt—n—0F517UEBORE

ATvT9

ATv 710

ATy 7N

T A —N— U I BLRRAT— ) 7 DL ERELRWEES, 7o—/LF—
N—BEIZZ VT TFA MR ET, ZoEEITa~vy FMERPIEEESNS 2
TA4FX 2Ll = a rNOTRTONRRAT— FReF—baENE7,

Tz VA== T—T 1 BAER LT,
failover group 1

primary

preempt [delay]

i

ciscoasa (config-fover-group) # failover group 1
ciscoasa (config-fover-group) # primary
ciscoasa (config-fover-group) # preempt 1200

WE, T4 VEBIZIN—T 1280 ST, ¥ T VEBICIL—T2 280 Y TE
9, 7 V—7® primary % 7L secondary DEXEIZ 0D BT, WD T = —)vF—s3— J)L—
TRRINZ T — Ll =y N CT 7T 4 720 £ (ENORFBFICGEE L7z X HICR %
LHETH, D=y NBRINCT 77 4 712720 £3) , preempt =2~ R, fHE S
NIAEEPNMEHTTREIC /R o 72 & & ID, 72— A— "= T —F N DB THEINIZT 7
TATITRDEIITLET,

T a D delay EIZHE A AN LT, ZORM T = — /LA —"— Z L — T RHAEDEE T
T T 4 TIREBICHERR SN, FORIHEE SN EECTCEIMIIT 7T 4 7125 L HICTE
F9, A7EIX 1 ~ 1200 T,

AT —= R INN T 2= )V F—R—=NBA X =T VDL, 7V Ta i, 7z—bF—r"—
TN—TWNBUET 7T 4 712725 TV L EEN b ER I NS E TBIESNLET,
FEICTT = — /LA —"—F 25 L preempt 2=~ NITEH I FET,

T2 N N= TN—T 2 BER LT, BN T VEEEICEHI HTET,
failover group 2
secondary

preempt [delay]
£l

ciscoasa (config-fover-group)# failover group 2
ciscoasa (config-fover-group) # secondary
ciscoasa (config-fover-group) # preempt 1200

BEDILTFEARDALTFA L AL T 4 Ral—v 3y E— RICAD, 20T EX
ha 7 = — LA —S— ST ITE ) U TE T,

context name

join-failover-group{1 |2}
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1 -

ciscoasa(config)# context Eng
ciscoasa(config-ctx)# join-failover-group 2

AUTFXRARNTEICIDavy RE#BVIELET,

REND YU TCHOaryTHFAMITRC, BN 2— A — =L —7 IZED B ToHNFE
T, BHALTFXRANMIFIC T2 — A A —R—= T —F 1 DAL N—TF, T A—F2I2E Y
WTHZLIXITEERA,

T F—NR—% A X—T T LFET,

failover

VAT A AT 4 X2l —arET7 T vva AEVIRIELET,

write memory

451
WIT, TOAVEBHAOT 2 — LA —_"— RS A—FDHJ/EFE TR LET,

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3

no shutdown
failover link statelink gigabitethernet0/4

failover interface ip statelink 172.27.48.2 255.255.255.254 standby 172.27.48.3
interface gigabitethernet 0/4
no shutdown
failover group 1
primary
preempt
failover group 2
secondary
preempt
context admin
join-failover—-group 1
failover ipsec pre-shared-key a3rynsun
failover

FOTATITIOTAT 21— IWA—N—DEHhUTIVEEDETE

TH T VEBIILERa T 4 X ab—vait, T A=) Dar 7 4 Xa
L—ya BT, B VEEICE, T4~ EEEYIICEET 7201, b
Da<wy RRRETYE, P94~ VBRI A VEBICay 7 X2l —a U2 EL
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B 77979747 72— nt—n—othoFUEBORE

ATy T

ATy T2

ATvT3

72t%, 225037 4 X2 b—1 3 URETHE— REOME ST failover lan unit =~ > T
T, ZDavy RTHREENT T~ U XU EHILET,

1R BHEIIZ

e ILF AT HAKNET—ROEMEELITIT 4 BE—T MU T, wVF a T F A
hE—REA =T MILET,

e T x— L F == U I BILORAT—F U 72 nameif Z3%E LR TLEEW0,

« ZOFIEEZV AT LEIFTAR—ATEITLET, AV TFRAINL VAT LE[TAN—R
\ZY1 0 B %2 5121E, changeto system =~ > K& A LET,

FIE

failover lan unit primary =~ > RZRWTC, 774 v VEELEFoFALa~vy RefAL
L %9, {LE T failoverlan unitsecondary =~ > NIZEZ#i 2 5 Z & H TX £ 773, secondary
T 74N PREDTZD, BHATIEHY EFHA, £, T7IA v VEENOEREIN LD T,
failover group =~ > N3 X W' join-failover-group =~ > K2 AN TH0ELH Y FHA, 77
TATIT VT AT 72— VA —=N"=DT T < VILEORE A2~—) 2ZRLTEE
AN

RITH 2R L ET,

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby
172.27.48.2

ciscoasa(config)# interface gigabitethernet 0/3

no shutdown

ciscoasa(config)# failover link statelink gigabitethernet0/4

INFO: Non-failover interface config is cleared on GigabitEthernet0/4 and its sub-interfaces
ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

ciscoasa(config)# interface gigabitethernet 0/4

no shutdown

ciscoasa(config) # failover ipsec pre-shared-key a3rynsun

ciscoasa(config)# failover

Tx—VF—=R—ar 7 4 Xal—va D7/~ VERELRPEINHET, a7 4%
L—yarvua 79y va AEVIRFELET,

ciscoasa(config)# write memory

MBS LT, 77— A== —T2RW D FVEBTCT 7T 4 7125 L HICHTE
=

failover active group 2
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| M 7RASEYTFADEODT T —ILF—1—

FToavDIT =A== RS A—EDHKE .

AT a3 DT — LA —IN— NS A—BDEFE

MBEIN L CT 2= VA —NR—REE WAL~ A TEET,

TJI—I)LA—N\—RHELZFZDMDERTFEDIERK

ATy T

COWETEEARERELL DT A—EZDTF 7 )L FNEEIZOWTIE, 72— A —"—DF
T b B6R—=Y) EBRLTLKEEIN, TI2T74T7/T7 7747 =T, 1FELAED
GhE T 2 — N F—NR— TN —FTLITRELET,
IR BEIIZ

eI TF AT FHFAR T— KDV AT AFE[TAR—=ATROFEEZITWVET,

e 2=y RO~V A E=4Y 7O Bidirectional Forwarding Detection (BFD) (22U TILk
DOHIREZZRL T IZE 0,

* FirePOWER 9300 3 J T} 4100 D
T IT 4 TR L NA DI

N—T v N E—FDH
Fig

FEEOR—Y TR L O — L R ZEE L E T,
failover polltime [unit] [msec] poll time [holdtime [msec] time]

51

ciscoasa (config)# failover polltime unit msec 200 holdtime msec 800

polltime DOHIPFHIX 1 ~ 15 B F 7213 200 ~ 999 I UFTJ ., holdtime DFIPHIL 1 ~ 45 W E 721X
800 ~999 T UM TY, == hOKR—Y IR D 3 FERMOFR—/L R OEE AT 5
ZEETEEYA, AV TRIRERS TS L ASATHEELZREL, 72— d—"—%
%Jﬁ THHENHL 220 9, 7277 LA TORIZ, Ry U —27 B3 —RpIZHFEEE L
TS A S RERE) BEX DMTOI L RA L 720 £7,

LEIOR =V > 7 Fc, EEN T = — VA —_—@5A( ¥ —7 A AThello’7 v N &
F H Lfcﬁﬁ‘/)t/ﬁ:]\ BODA L H—T oA ATEMNMT A MRETEINET, TN TH IR
FNIC BT EENGIGEDN WIS, TOEEITHEL T D & RS, MiELZEENT
7%47%%@%%ﬁ\X&yﬂ4%%ﬁ77?47%%%w%%§i#o

TITATIT VT 4T E—RFTlE, VATAIH L TCZDOL— b aRTELET, 7xz—b A4 —
N T N—F LI — "B ETHI LT TEERA,
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B - r—rn—sgrzomomEoms

ATvT2

ATvT3

ATvT4

2=y hDO~VRE=HX Y T DBFD %% ELET,

CPUDEAENE WG, BHO2=y FOE=X Y U TIZL VRS TT 7 —ANRAET 5]

HEMER B D £9, BFD A YV v RIZnBEN TV TS0, CPU O RN E WA T L EE

IEITH Y FH A

a) 7z A—=N—=D VAT 2 BFD 7 o L — FEER L ET,
bfd-template single-hop template_name

bfd interval min-tx millisecondsmin-rx milliseconds multiplier multiplier value

51

ciscoasa(config)# bfd template single-hop failover-temp
ciscoasa (config-bfd)# bfd interval min-tx 50 min-rx 50 multiplier 3

min-tx T, BFDHIH N7 v b T 2 — LA —_R—ETICEEENDI L — FE2RELE T,
BHMEIZ 50 ~999 2 U T4, min-rx T, BFD N7 v &2 7 = — /LA —— T
bEETLHL— MOMHEEARRELET, AEIZS0~99 I VHTY, 7=—F—
N— BT DR Lz L7z BFD filf#l/3 7 > b O3, multiplier THEE L 725802
T 5L, BFDIZZTOETHNHHAARAIZR o TWAZLEFES LET, IHETE HHMIL3
~ 50 T7,

ZOTT L= DT a—RBIOELHRETEET, BFDT 7 L— bOER B L
TLIEE W,

b) ~NVAE=XYTDBFD ZAMELET,
failover health-check bfd femplate_name

1 -

ciscoasa(config)# failover health-check bfd failover-temp

A B =Tz A A VT ZAF—h R—V VIR EERELET,
failover polltime link-state msec poll time

&1

ciscoasa (config)# failover polltime link-state msec 300

AL 300 ~799 S UM TT, T 74/ R T, 72— A —"—=DXT D ASA TlE, 1~
H—=TxAADY 7 A7 — 1N 500 I VT LTRSS NE T, polltime [T H A ¥~ A X T
TET, 7oL 2T polltime Z 300 X URITRET D&, ASA TlEA F—7 = A ADFEER
MNIH—DT7 2= A — =% LRI R TEDH LR £,

TITF4TIT T 47 E—RTIE, VATACH L TCIDL—  ERTELET, Tx—LA—
N =T LIl — "R ETHZ LI TEEHAL

TyvarOBRV— e, 1 BEOERETHREL £,

failover replication rate conns
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1 :

ciscoasa(config)# failover replication rate 20000

BINBIORERL— MITT ML TEZDVET, T 74V MIZKL—FTT, 77T 4
tﬂ77747%—FTi VAT AR LTIDL—FERELET, 72— A —R—
N—T T LD —hERETHILIITEEEA,

AR NAEBE T2 TEFA MDA T 4 X a b —a VA EELEETXRANWESICLE
j‘o

failover standby config-lock

FIFN TR, AR, 2=y NETIZRAZ N, 20 TFAMNIKTHa 7 4 Fa
Lr—3 /6i\ =5 B A /'IZ‘—‘:/H‘%VC;:$Té§ﬂi'§<

(TO2TATIT7 7T 47 F—RKDH) DAZSARXTHT 2—)VF—N"— TN —TEHEEL
e 8

failover group {1 |2}
il -

ciscoasa (config)# failover group 1
ciscoasa (config-fover-group) #

HTTP A7 — MR Z A 2 —T M LET,
T IT 4 TIAZ NS, = ROFE
failover replication http
T IT 4 TIT VT 47 T— ROLGE
replication http

HTTP #ft 3 A7 — MERBERIZE N5 L 5123 212iE. HITP R A A R—T7 M3 20

ERdHY ET, HTTP A7 — MERZ AT L L2 BEOLET,

GE) Tz nAF—N"—ZHLTWVD & EIT, AFZ U ANALEENDHTTP 7 v —ZHIFRT
BHEBIENE LU FET, ZD7= show conn count [H 2L, 777 4 7HEELE A X
NAEBEBCTHRRDIBDRERINDZENHY T, BfF-oTa~vr NEHREITT S
L. MBFOEECHEI I Y FBRFRRENET,

A B =T 2 f ABENRELIZEED 72—V A —R"—D L EVVMEEZHRTLET,

T IT 4 TIAZ N, = ROBFE
failover interface-policy num [%]

il -

ciscoasa (config)# failover interface-policy 20%
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T ITATIT VT 4T = ROGE
interface-policy num [%]

B

ciscoasa (config-fover-group) # interface-policy 20%

TN BT 1 DDA U F =T 2 AEETT == A= =TI ET,
A =T 2 A ZADBMERBAATET D & EI1E num 518U 1~ 1025 ZRETE £T,
A H =T 2 A ADEIGEIRET 2 & E1F num 51T 1~ 100 ZRETEET,
RATYT9 A =T = A ZADOR—=Y V& R—v R 2 ZH L E T,
c T I T A TIAL N, = ROBH
failover polltime interface [msec] polltime [ holdtime time]

i

ciscoasa(config)# failover polltime interface msec 500 holdtime 5

T ITFATIT T 4T E— ROBE
polltime interface [msec] polltime [holdtimetime]

il

ciscoasa (config-fover-group) # polltime interface msec 500 holdtime 5

* polltime : hello 737 > b & BT IZHE(ET 5 £ CREET DI 23 E L E 9, polltime (ZH %)
REIX1~ 15T, 7Y 3O msec ¥—V— FEFEHTHE51L 500 ~999 I U BT
T T 7 AN MISHTY,

« holdtimetime : 7 = ML OFRBIZZIE LI hello A v E—V A F—T 2 A A
TANORMEDOMORR GHRE L) #RELT, A ¥ —7 A ZADORAENEZHWT
LEd, 72, BA L F—T A AT A FOM% holdtime/16 & L THRELET, A
REIE S ~ 75T, T 7 4L MiE, polltime D5f%T9, polltime D 55XV &4
holdtime fEIZ A TEX £ A,

AV B =T 2 A AT A NeETHETORM (y) Z23ET 2123, kOLHITLET,

1. x= (holdtimelpolitime)/2, fx HITWVVEERIZHO HILET, (4LLTFIEEIY T, SEE
ESI/ Sy

2. y=x*polltime
7zt 21X, 7 7 4/L k@ holdtime 1% 25 T, polltime 7% 5 DALy 1X 15 TH,

ATFYTIN0 A HF—T 2 ADFRMBMAC 7 RLAZRELET,
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c T I T A TIARL N, = ROPE
failover mac address phy if active_mac standby mac

1l -

ciscoasa (config) # failover mac address gigabitethernet0/2 00a0.c969.87c8 00a0.c918.95d8

T ITATIT VT 4T F— FOLE
mac address phy if active_mac standby _mac

i

ciscoasa (config-fover—-group) # mac address gigabitethernet0/2 00a0.c969.87c8
00a0.c918.95d8

phy if BIEE., A ¥ —7 = A ADOYE4L (gigabitethernetd/1 72 &) T,

active_mac ¥ X N standby_mac 51#01%, HHHIERX (HiZ 16 £ Fo 16 EH) O MACT KL
ATY, 7o& z21E, MAC 7 R L 2% 00-0C-F1-42-4C-DE O¥;4 . 000C.F142.4CDE & AJ) L F
D

active mac 7 RV AFA VX —T = A ADT 77 4 7 IPT KL A ZBEfHT H41, standby mac
A v H =T A ADAK N, TP T KL AIZBEMIT O ET,

o a<y REFIZIFEZFEALTMACTY RLZAEZRETHZELTEETN, 1 DOHE
FPOEERATHIZEEHELET, EROFEEZEHA L TMAC 7 FLAEZRE LIZHEEIL.
EOMACT RUAWNERAEINDI NI DA[AEZIZL > TRFEDLZD, FHITE WD &
NHY E9,

showinterface 2~ RZEH LT, A v X —T7 A ADEHLTWVWAEMACT RLA%&FRL
S

ARTYIN (TIT47I7 7747 F—KRKORKR) DT 2 — G —"— T )—TI1ZOWTZDOFNEE
NIRLFT,

—_ N N —

A3 —T AR EZRY2TDHTE
T NTE, TRTCOYHEAS o F—T =4 A, FIZIFASASM OHE, T XTHVLANA
VE—T A A, BERASAICA VA =L ENDIZTRTON— R 2T EFY 7 b=
TEY 22—/l (ASA FirePOWER £ 2 —/)L/p &) TE=X Y U I NEHIT > TWET,
BEEORWE Y N — 2B SN TNWAS v E—T =2 AN T 2—)LF—R— R L —(T
-2 N A AN N el 120 NGl = S
R L ICERIS DA H— T 2 A AR E=ATEXET (A TF arTFFANET—ROT
RTCOATHFAMIDE-T)
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B ossmic—74 v rshtssry FOBKR— OBE (FOT4TTHIT4T E—F)

1R BHEIIZ
“NVNF ATHFARET—RT, EaVTXFAINDAS VX —T oA AERELET,

FIE

AVE =T 2 ADNVAE=Z Y U T A RX—=TNEIEIT 4 B—T M LET,
[no] monitor-interface {if name | service-module}

&1

ciscoasa(config) # monitor-interface inside
ciscoasa(config)# no monitor-interface engl

ASAFirePOWER E Y 2 — /LR EDQREDN— R =7 /Y 7 U 2T EY 2 —/LOEEIZ L -
TT7 2= NA—N"—% N H—TFT 252 ENEFE LRV EATL. no monitor-interface
serviceemodule =~ FAEA L TEY 2a— /L DOE=F ) U 72\ TE £4, 728, ASA
5585-X TlE, —ERA TV a2a—LDE=X ) U TEERTIHHEE, HllcE=FENn5E
Va— NV EOKEA BT 2 A ADF=X ) T ERCT AL TEET,

ERFIZIL—T o TN\ DY R—EDERTE (T T4 7/
TOT47 E—F)

TITATITIT 47 72— )bA—_"—TOETHIZ, ET7HEELREH L TRk I =8k
Wk DIRENT y e, BEPZETHIHENOV T, TOTy NeZ{ET 25 ASA I
XD NOERERN 2N T=OIZ, Ty NI Ry 7ERET, 2O Rr vy 7 nE<
ETADIT., TITATITIT 4T 72— A —"—XTD2EDASA BB HY—F
A TN L= TR SN TEBY, 7 AT RERII NAT 7 KL AREH S TR0
BAETY,

WENT sy RO Ra AL, FERFRCV—T 0 T ENTe_ Ty NEFRT5HZ LIk~ TR
ST ENTEET, ZOEHIZIE, ZNEND ASA DFRFEDOA ¥ —7 = A A% [F L ASR 7
N—TICEBY Y TET, 722, WGTD ASA D, WA > ¥ —7 = A ZA TR CNEE v
O — 2B LTS — 5, ANIA v F—T = A ATIIRID ISP ICHEH R L T\ b & LET,
TIAVEET, 77747 arTXANOINGA X —T7 = A A% ASR 7 L—7" 1 |ZE|
VYT, BHUHFVEETH, 77747 aTX A NOHWERA X —7 =4 ZA%[E U ASR
TN—TNNCEOYTET, FTA~VEEBONBA L F—T oA ARy v a AAEREFF
WAy beZETHE AU AV—T (ZOBEEASR ZV—TF1) NOAZ L RA v
TXANOMDA v H—T 2 A ADE Yy v a fEfeT =y 7 LET, —EHTHERNBEO)
HRRWGAE, Ny NIty 7EnET, —BTDIERN A0 D & ROBED S HIng
DB L E T,
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ERHIIN—TF 1 VT SNty hOYR— hOBE Fo74 970747 E—8) ||

CHEEFT T4 v I PETEEIIRESND &, LAY 2Ny X —D—EITTRTHE
TEIN, Ty MIOEEIZYV XA L7 FShET, ZOUXA LT ME, By
YT T 4T THLRY TS NET,

cHERPTZ T4 v I BRICEBROROA L F—T7 x4 RITRESNDE, LAT2y ¥ —
D—HMELIFTNTHEZESN, ~T Y MEIA M) —AICHEASHET,

\}

GE) oI, IEPL—T ¢ 7 BRI L ET A IERFPRICV—T 4 TSNy MEIE
LA =T =2 ATRLET,

RO, AN —T 4 7SNy OBl R L ET,

& 13: ASR D4
ISP A o 1SPB
'“TF" S 1
S =
AE A
& =1

192.168.1.1] _
1Ll 19218821 192.188.1.2 =
—

™
SecAppA alfg
Sy

Failover/State link

]
= = = = Outbound Traffic —
Return Traffic r Inside

SO0E3

1. 77U RNy ayB, 77T 4772 SecAppA 227 F A h & 5D ASA Z il L
T4, ZORT Y M, A FZ—T = A ZAFDISP-A (192.168.1.1) MEHEEFEINET,

2. FERFN—FT 4 ITNT v TA RN — LD EZINTREINTWAED, VX —2 T
T4 TIE. TV T 4772 SecAppB T2 T X A R EEFO ASA DA L H —T = A AHERD
ISP-B (192.168.2.2) XM TEY 9,

3. ., VA=V NI T4 v, FDOALUE—T oA A 19216822 i) X —r b T
T4y ZICBlAT ey va UERBRVOT, FryFERET, LrL, 201U F—
TxAAX, ASRZNA—T 1O~ E L THESNTHET, HEEX, R L ASR 71—
7ID TRESNTMDA v Z—T =24 2 LDy g UV EELET,
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B o ic—5 1o oshtnry h OB R— FORE (FUF4IITHF47 E—F)

ATy T

ATy T2

4. Tty a UERIE. SecAppB A FFOUEE LD A Z U NNAAREDA X —T = A A

outsideISP-A (192.168.1.2) IZHV £F, AT — 7V 7 =—/LA— 3=, SecAppA 7>
5 SecAppB IZt v v a ERABER L 4,

5., Py 7Znsfbis, LAY 2~ o X —FAf X —7x 1 A192.168.1.1 DIFHR TEX

HEN, "I 74971340 F—T A Z2192.168.1206 0 XA L7 FEnRET, I )
5. BETLOEEDA X —T 24 A% B L TKEY £79° (SecAppA ?192.168.1.1) , =
DEEEIL, HEIOSUT, By a B TTHETHITSNET,

1R BRI

AT — "IN T 2=V == T IT 4T Tx2—)VF == T )—TIZHBHAHF—
T2AADEY g v DATFT— MEWE, AXLNL Tx2— N F—_— T —FIZEL
iﬁ—o

e replicationhttp : HTTP & v 3 D AT — MEWIT, AF A T2 — LA —/— T )L—

TSNNSO, AZ A, 0 Z—T = A AHFIE L A, ASADIERFRT L —
T4 TSI HTTP N7y ML —T 4 7 T&EH X DT, HTTP A7 — MR EZH
WL BENH D F1,

T IAVEERBINE I A VEEOR T 7T 47 arTHF A MNNTIOFIELZFEITL
iﬁ—o

s AT HRAPMNIZASR I N—T L N T T 4w V=Dl FERETHI LI TEFER
o TVTFANANCY —VERELTZSGE, EOaTFAMA 2 H—T A4 A% ASR
TN—TFIZEGHDHZ LT TEER A,

FIE

TTA = VIE T, RN —T 4 T ENTATy baefFi T4 0 2 —7 = A A%4EE
Li‘g—o

interface phy if
i

primary/admin (config)# interface gigabitethernet 0/0

A B =T 2 A ADASR I NV —TF 5 H K ELET,
asr-group num

51

primary/admin (config-ifc)# asr-group 1

num FEPHIZ A B 72 EIX, 1 ~32 T,
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ERMIL—T 4 TSNy OB R— LOBE (FoF7 70747 E—8) |

ATYT3 A HVIEET, PN —T 4 TSNy FEFFAT 04 0 2 —T7 = A ZAEHEE
L/\i‘a—(]

interface phy if
i

secondary/ctxl (config) # interface gigabitethernet 0/1

ATYTE A H =T 2 ADASR IN—TEFGE T T4~ VEEBOA X —T =2 A—HTHLD
WCERELET,

asr-group num

51

secondary/ctxl (config-ifc)# asr-group 1

1

2ODEBRIIRDOA L T 4 X al—va BV ET (274 Fal—v a3 3H
@ﬁ—éfﬂ"\?:/ }\fl‘w—%i‘biﬁ—) . XD ’—SecAppAJ LV D S UL DN T AL R
. T2 A — R RT DT T A~ )BT,

TIA=VIHEEO AT L a7 4 Fal— gy

interface GigabitEthernet0/1
description LAN/STATE Failover Interface
interface GigabitEthernet0/2
no shutdown
interface GigabitEthernet0/3
no shutdown
interface GigabitEthernet0/4
no shutdown
interface GigabitEthernet0/5
no shutdown
failover
failover lan unit primary
failover lan interface folink GigabitEthernet0/1
failover link folink
failover interface ip folink 10.0.4.1 255.255.255.0 standby 10.0.4.11
failover group 1
primary
failover group 2
secondary
admin-context SecAppA
context admin
allocate-interface GigabitEthernet0/2
allocate-interface GigabitEthernet0/3
config-url flash:/admin.cfg
join-failover-group 1
context SecAppB
allocate-interface GigabitEthernet0/4
allocate-interface GigabitEthernet0/5
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B - r—r—ow=

config-url flash:/ctxl.cfg
join-failover-group 2

SecAppA I T FHFA N 2T 4 Fa2lb—a

interface GigabitEthernet0/2
nameif outsideISP-A
security-level O
ip address 192.168.1.1 255.255.255.0 standby 192.168.1.2
asr-group 1
interface GigabitEthernet0/3
nameif inside
security-level 100
ip address 10.1.0.1 255.255.255.0 standby 10.1.0.11
monitor-interface outside

SecAppB 2> T FHFA N a7 4 Falb—g

interface GigabitEthernet0/4
nameif outsideISP-B
security-level O
ip address 192.168.2.2 255.255.255.0 standby 192.168.2.1
asr-group 1
interface GigabitEthernet0/5
nameif inside
security-level 100
ip address 10.2.20.1 255.255.255.0 standby 10.2.20.11

Jrx—)LA—/N—DNEIE
COETIE, 72—V —N—DOREELERTHI1E, HHEENPOHOEEIZ T = — /LA —

PN BRI EITT 2 HER Y, 7o—d—_—% A F—T NN LTI T = — LA —
BEEIHTHHIECHOWTRALET,

T — LA —/N\—DEE|IELT
AR A IEE ZREAINCT 7T 4 T T AT, ROFIEEZETLET,

IR& B
“NVF AT HFAR T RTIE, VAT LAETAR—ATIDOFIEEZEITLET,

FIE

RTYT1 ABZUARAEBTANI LGS, 72— A — =00l F TSN E T, AZ U EEIET
7T 4 7B T,
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Jr—nt—n—-o7Fs =Tt ||

group group_id Zf5ET HLGENE. FBET AT VT4 71707 47 T x2— )V A —/— J)L—
TDAF NRAIEBTZOa~vy REANTIHE, 72— F— =Nl ETSNET, A
BUNRAEBIZFD T = — VI —"— T —T DT 75 4 THEIZR0 E1,

T I T4 T|ABR A, = RDRE R HEEOES
failover active

T ITATIT I T 4T = ROAZ A EEDGS
failover active [group group id]

i

standby# failover active group 1

RTFYT2 TOF 4 THEBTCANLIEE, 72— LA — =Nl ETINET, 777 4 THEBITA
B UNABEBEITIR D FT,

group group id {8 ETHHEE. BETH 72— NA—NR—= T N—TDT 7T 4 7TIHEETZ
Da<wy REANTDHE, 72—V —_—00HFTENET, 77T 4 THEBIFZZDT =—
I —IR— T )—TF D AR N HERIC Y FT,

T IT U TIARZ I, = RDT VT 4 TIHEBEBOES
no failover active
cTITATITIT 47 = ROT VT 4 THBOLE
no failover active [group group id|

il

active# no failover active group 1

Jx—I)LA—IN—DT4t—TIL{

1 OFREFWFOREBTT == N A —R"—%2T 4 =TT DHE, Va— RFT5FTHEE
DT I T 4 TBLOAF U ASARERMHERSNET, 77T 47177747 72— )bA—r3—
X7 OE, EOREBAERTOHILIICRESNTNE I &, To— A== T NL—T13T
IT 4T THDLTRTOEBTT 77 4 7TIREOF FHEFF S E T,

T 2=V —N—%T =TT D, ROFMEESZI L T &0,

e ABUNAIEB/IT LT XA NMIAZ UL B ROFEFHEINAD T, [l HFOREREIX
FNF T 4y 7 DEEERBBLEEA (ZHITEREAZ AR ENET) |

c AR UNRAIMEE /AT XA NI, T T 4 TEE/GT XA MUEERE I TWRWES
THEDAK U NRATPT LA &R LET,
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NA TRLASEYTADI=HDT z—)LA—/"— |
B e=nnsirzs08ex

e AR UNAEERB/IA TR ANILD, To— A —— FICBITAERICHT A v &
ViEfkEE S NE T, T AR T T ¢ THEE/ T XA NTHEAS X~ L
T dE, Z0Oar 74X 2 b—a OO0 NFEEYEI NIRRT, A o A EE/
QT HRARNPBEFE DAL ANAAREBICED 97,

e A UNAIEETCTFH T 2 — VA =N A X =T ML TT 7T 4 7L L2V TL 2
S0, bz, 72— F—"—0OHHf|FIT (58 X—) ZHZRLTLEIN, R¥
UNABEBEBTT 2= LT —N—" A F—T T DH L, MACT FLADBANIFEA L,
IPv6 877 4 > 7 BB SN D ATREMER &V £,

¢« BRI T 2 — VA —N—%TF =TT HIZE, nofailover 27 4 F a2l — g
HARL—R T v a7 4 Fal—a VIRFELTAS U r— R LET,

1R BHHEIIZ
NVF aLsTHRRAN =T, VAT LAETAN—ATCZOFEEZETLET,

FIE

ATFYT1N Tx— A —R—%T 4 =TI LET,

no failover

RATFYT2 BRI x—NVF—N_"—%F =TT AL, 274 FXal—T a2 EELTY
n—RKLET,

write memory

reload

[EENEELELZEDET

PEEANFEA LT B 2 PEE DR WIRBBICIE LT 51213, ROFIHEZFATL £,

1R BHHEIIZ
2N F AL TFHRARNT—RTIE, VAT LAE[TAR—ZATCZOFEEZEITLET,

F|iE
ATy TN EERRELZZ= Y PEEENEAL TWVRVIRIEICE T L £7,
T IT 4 TIAE N, F— ROEE

failover reset

T ITATIT VT 47 T— ROEFE
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ATy T2

avrqxar—varoras ]

failover reset [group group id]

1 -

ciscoasa(config)# failover reset group 1

BEENFEAE LT EE L FEEORVIRIEBICE T L TH, ZOEENBBINICT 77 4 7127 5D
TS £HA, BExdShiE@EiE, (REIERITIEBRBRETOD) 72— LA — "=l Lo
TT I T4 7WRDETIIAZ AL REOET ETT, FlIFMNE, 72— A — = T —T7
(TIT 41T 7T 47 F—RDOIR) [T 2—)vF—NR_"— T T g RNRESHLTH
HPETT, UBIT 72T 4 7 Cholrn 72— NF—N_— TN —FI2 VT a U RBRES
NTHY, FEENBAELEENMEEEEDSS, 07 2— VA — "= N—T1IT7 77T 4«
TN ET,

group group_id ZH6E LT=ts, ZOa~ v REIEENBE LT 2747177747 7 =—
A== TN =T 2@ HEDRVKEBIZE T LET,

(TO2TATIT7 7T 47 F—ROR) Tx2—)VF—N—%T x— )L —"— T )L—TF L~
THEILTDITIIREITVET,
a) A7 AC, [Monitoring] > [Failover]>[Failover Group #] Z B & £9°, #i%, #lHll+25 7 =—
NI == T =T DE ST,
b) [Reset Failover] %7 U v 7 L£79,

a4 FXalL—3>0ERE

T 7T 4 7HEEIT write standby A REASTHE AF NS EETEITA LT 4 F 2
L—ya U ESh (T2 74 7HEELOBBIERTH 72— —— o< K&k
) \ TIOTF 4 TEBOaA L 7 4 X2 b — g VRENRAE UL ERBITEESNET,

~NTF arTXA R T ROEE, VAT LETA— (T write standby =~ > K& AJ)T
LE, TRTOaryTXA MPERENET, HD a7 F A M T write standby =~ > R
EANTHE, avw o REEOa L THFANary 74 Xalb—va P EERLET,

AN a<wy NI, Efrar 74X b—Ta VITBEESRET,

Jx— LA —/\—HEEED TR +

ATy T

T =)A= R—EEE T A T BITIE, ROFIEEZFETLET,

FIE

FTP72 E &R LT, BB XA —T oA A LORANHTCT 7 ANEEEL, 72747
HEENTFH LBV T 74 v 7 2ELTCOHDEINE I DET A NLET,

ARTYT2 7O T 4 THEBETROASY REAN L, 72— VA —"—%5HIFETLET,
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B ov=—ra~ros

ATv73
ATv74
ATy TS5
J)E—F 7
a2 FMZEE

NA TRLASEYTADI=HDT z—)LA—/"— |

TITATIAZ N, E— R
ciscoasa(config)# no failover active
TITATITIT 47 FE— R

ciscoasa(config)# no failover active group group id

FTP 2 LT, 2 ODR UAA METHIOZ 7 A L EEELET,

T A NBRIY Lo 72385A81%. showfailover 2~ REZ AN LTV = — /L4 —/"— AT —H
AR LET,

TANBKET LD, LTI T 4 Tl EETROa~y REANTLE, HEET
IT 4T AT —=H R EHILTEET,

TITATIAZ N, E— R
ciscoasa(config)# no failover active
TITATIT T 47 FE— R
ciscoasa(config)# failover active group group id

GE) ASAA LV H—T A ADIONE T LTELE, 72— A —R_—0BLEr5E, =
NHEEOMBEE ARENET, AV F—T A AD 1 ONRF T LTNLHI &%
ASADBH LA, A ¥ —T oA ADOF—)V R Z&E-TI12, 7 = —L4—
=W BTN ET, A X —T = ADK—/L REFREIRN G TH D DI,
ASANHEDAT—H A% OK & R LTWA EXZTTT (E7 205 hello 737 v
FEZELTWRLTYH) , £ X =Tz ADFK—/V FKfZ I 21— T3
X, E7 PO ET 05 hello X7y NEZETHOEEIELIELHTDIT, AL vTF
ETCVLANZY v vy DT LET,

Y e | —
v FOZET
VEeE—havwr R2ETTHE, a2 RIS VAT ENZa~y RERFED T = —)L 4 —
N— BTIZEFETEET,

AT 4 X2 b—raravy RET7 774 TEBERLITa T IR MNO R NS LEEE
TiXar 7 A MIERIEND 72D, WTHOEEICe 74 L L TWnDENIr»d 5T, failover
exec I v REFHLTCELWEEIZIa 7 Fal—Yayavr REANTEET, =
LxiE, RFUNRAEEBICTT A LTWAEE . failover exec active =~ K& L T,
AT AFKa b= aOERET 7T 4 THEBIHETEET, TO®%, ZALOEHITA
BUNAREITERESNE T, AP NS EERL AT HA POREIY 2 FOFFITIE,
failover exee =~ > RZFEH LW TZSV, ZNOHOREOERIXT 77 4 7 #E ITHER
SN, 2 OORENFRB SN2 20 3,

. N FRLASEYTADF=HDT T—I)LA—/\—



| M 7RASEYTFADEODT T —ILF—1—

ATy I

ATy T2

ARV FE—FOEE .

configuration, exec, I & Ushow 2~ KOWIIE, BED X —IF Lty a r TRRIN
A7, failoverexec 2~ REfHEHA L, 7 3HE CTshow 2~ REZEITL T, TOMEL
BUEDZ — I FMICERT H T LN TEET,

ETHEE Ta v RESETT DI, e— W NVEETa~y REETTE L0007 R
RO CWARENH D 9,

FIE

<)V F AT F AN E— ROLAIL, changeto contextname 2~ > R LT, & E LW
AT XA MIEFELET, failoverexee 2~ REFHL T, 72— A — =7 Tay
TXAMNEERTHZ EILTEERA,

WA~y REFERLT, FIEDY = —/LA—"—d@ica~v REXELET,
ciscoasa(config)# failover exec {active | mate | standby}

active £72(% standby ¥ — 7V — R&fiHT 5 L. ZOEENB(EOEETH-TH, av
IR E SN EECIITENET, mate X — T — R&flifl+5L, a~vr RE7=— A4 —
N—ETTEITENET,

v RE—REEFTIZa<v L RoLoT, BEOEy Y a o7 ua P IRERENS Z
LIEHVFETA, av U FRETEIND a2 R E— FEERT HIZI1E. show failover exec
g REERATDIMNERH D £, FEMOVWTE, I~ FE—ROEFEZBRL T
Sy,

OT UK E—FDZEE

failoverexec =< Nix, BEVWOX—IF LBy aroavr RE—REFRRZa<w

KE— RIREEZHEFF L E 9, 7 7 4/ b Tid, failoverexec =~ K E— KX, feEIN=T
NRAAZADTB— ) ary T 4 Fal—vary = RCTHBEINET, Z0avr RE—FR%
EWF5HI1E, failoverexec =~ RAMH L CHEbl/e =2~ K (interface =~ > R72 &) %
EE LET, failoverexee ZfEH L TE—REZLHELTH, By ary a7 MIEHEIR
FHA,

e z2IX, T2 NA—N—=XTOT T 4 TEEO o — a7 Fal—v g E—
Riza 7 A > L, failover exec active 2~ > REZEHL TA ¥ —T o/ X a7 4 F a2l —
var ®—REEFELEGS, ¥t T7er NI e— N ary 4 Xal—va v
E— FOEETTI, failoverexec ZFEH L TANEINLa~w L NI, /v F—T A/ R a3y
T4 X2l —varyET—FRTANESNET,

WOBNL, #—IF Ny ar T— KL failover exee 2 K T— FOEWEZ/RLTWE
T, ZOFIT, BHEHEILT 7T 4 7 HEED failover exec T— K&, /L F—T = A A
GigabitEthernet)/l DA X —T =2 A a7 4 Fal—var ET—RNIEELET, D
#%. failover exec active Zfli /i L TA SNl _XTHOa~vr RS F—T =4 A
GigabitEthernet)/l DA X —T =2 A A a7 4 Falb— gy T— RNIEEINET, &K
W2, EPEE T failover exec active ZHH LT, DA X —T = A AIZIP T FLAZE Y YT
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B cr2v5cmyaresm

¥, e MIle— L ar 7 4 FXal—ary EB— RERLTWETA, failover
exec active TF— NiZAf v X —T A A a7 Fal—ary EF—RKTT,

ciscoasa(config)# failover exec active interface GigabitEthernet0/1
ciscoasa(config) # failover exec active ip address 192.168.1.1 255.255.255.0 standby
192.168.1.2

ciscoasa (config)# router rip

ciscoasa(config-router) #

FNAL AL OBEOEy v arDavy FE—REZEHE LTS, failover exec 1~ > T
Enbavry RE—RIHBLETA, HE2E 7774 7EBEBOA VX —T = A 2
V74X alb—3arE— T, failoverexec 2~ N E— FEZEH L TWRWESE, ROz
~r REZe— L ar7 s Fal—var = NCETEINET, TORE, T AL
DEyvaNIA A —T oA R AT 4 X2 lb— g ET— ROFEET, failoverexecactive
AL CAS SN~y R, EESNTEA—T 47 b 2% T4 5dL—4F
ar74F¥al—var E— RIEEFEINET,

ciscoasa(config-if)# failover exec active router ospf 100
ciscoasa (config-if) #

show failover exec =~ REZEHTH L, HHELIET NS RIZa~wy R E— RBFERINE
4, failoverexec =~ RZHH L OEESNT-a~r N, ZOF—FTETEINET, show
failover exec =~ > N ClX, failoverexec 2~ RE[FELCF—TU— K, OF D active, mate, F
721X standby MEH S E T, KT 734 A D failover exec E— NIIEBNBHF S E T,

WIZ . AR 8 BEEIZ AT E 7= show failover exec =2~ > RO FflZ 1~ L E£1,

ciscoasa(config)# failover exec active interface GigabitEthernet0/1
ciscoasa(config)# sh failover exec active
Active unit Failover EXEC is at interface sub-command mode

ciscoasa (config)# sh failover exec standby
Standby unit Failover EXEC is at config mode

ciscoasa(config)# sh failover exec mate
Active unit Failover EXEC is at interface sub-command mode

XU TAICET HEEFER

failover exec 7~ > R, 7=— A== V7 2L Ta~vy Fa BT HEEIZHEEL,
EirEniza~vy ROWNZ2ETEBRNOZELET, BESCHMEBRZD <7202,
T =A== U T DAL E A X =T T HMERH Y FT,

JE—F IV FORTICEAT LFIREE

VE— bk o< FOFERICIE, ROFIRFEIH Y £,

AT HALT T T — RFEEEA L ClIEDEBELE T ET v 77 L— KT55
B, #EET 5 a~ 2 FE LT failoverexec 2~ RZ Y R—K L TWELY 7 7= TR
W7 OSEE CEIEL CWALENRH Y £,
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z=syry 7z—nt—n— |}

AV ROFERBLR 2 THF A N~V E, omd string 513D 2~ RTIIMEHTE £
A,

e NTF aLTHFARNE—RTIE, ETHEOET 20T XA NIFIZavr RE2EET
XET, BRH5aTFANMIa~vr FEFETHITE, FTRIZA VL TWHEETE
DALTHFANMEERTLIUNERDY £7,

e RO~ R% failoverexec 2~ N& AT L2 Z LIXITEERTA,

* changeto

* debug (undebug)

o AL UL IEENEEREOS A BIEOJRE NS — X 1 — RORAEE THIUL,
failover exec 2~ Kb a~ 2 RiFRfECE£d, TN OHE, VE—F a~vr
ROETIZRER L E,

s failoverexec 2 <> R&MFEHA LT, 7= —/F— 13— 7 CHiME EXEC F— R & 7 o —
N arT7 4 Xal—rary B— ROV EZLZLIETEEEA, L& xIE, BIfEDE
[EDVFFME EXEC £— R & X (T failover exec mate configure terminal = A /9% & show
failover exec mate O H /)2, failoverexec By v a v mr/a— L a7 4 Fal—vg
VE—RTHDLHZ DN RINET, 72720, BT EE T failoverexec Z i H L T2 7 o
Fal—varavr REANLESS, BEOEE T/ a— a7 4 FXal—T s
VE—REBRBLARWVIRD . ZOLBTRRL 7,

« failover exec mate failover exec mate =~ > ND X 9 72, HIFAY7: failover exec 2~ 2 KX

ANTEEEA,

o 2— VD AN E TR N NI o~ KT, noconfirm 47> 3 2T 25 MLEN
HVFET, -E21T. mate U v — R4 521, WEAHDLET,

failover exec mate reload noconfirm

E=-ARYG Jx— LA —I\—

TR varTClE. TR AF— K A E =X TEET,

Jx—I)LA—NN—Ayt—
T LA — RN AET B L D ASA N AT A A v —mEELET,

JT—J)LA—/N\—®D syslog * v E—

ASA IE, BARRRERT T ITAF VT 4 LV 2 DT = — /LA —/"—=ZDON T, EHED
syslog A v =V EFBITLET, ZNHDORA =V EFRTBHITIE, [syslog A vE—T
A R] Z2ZRLTLEEN, 72— A —"—ZBEMT 5TV D A vE— ID O#FFHIE
WD EFRYD TT : 101xxx, 102xxx, 103xxx. 104xxx. 105xxx. 210xxx. 31I1xxx. 709xxx.
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. T—IVF—N—TFNRy T Ayt—o

727xxx, 1= & 2 1E. 105032 BL V105043 137 = — LA —_"— Y o7 L OREZ L TWVWE
j—o

\}

GE) Tz A= =PI, ASAITHEMIZY Yy v N T LTk, A X —T oA A% LH)
L. syslog A vE&—37 411001 LT 411002 AR LET, ZHUTBEHOT 7T 4 EF 4T
b@‘O

TJx—ILA—NN—TFN\vHG Ayt—

TRy T Awv—TBFIRT HITIL, debug fover =2~ RE AT LET, FEMIZOWVLTIL,
av U R U777 L REZRLTLIEIN,

N

GE) CPUYBEBARTIEIT ANy ZTHINZE T TZAF VT4 BFVBToNTNWDHTH, T3y 7
BATDEVATANT = P RAIRESEETLHZENHVET, 20D, FrEDOMED
KT TN 2—T 4 T EITIHERC, CiscoTACED h T TNV a—T 4T Byirarn
MIZFR Y debug fover =~ RAEMH L T 7S,

SNMPD 7 z—)LA—/N— kS5v 7T

7 = — LA — =% 5 SNMPsyslog T v 7 &5%(EF %121E. SNMP kF v 7% SNMP &
AT — g VICEETAEIICSNMP=—V = hERE L, syslogdh A h&EFE L, B
VD SNMP E B A7 — 3 3 /T Cisco syslog MIB % =2 > /34 )L L E£7,

TJI— A —N—RT—RRADE=ZY) YT
Tz V=N AT — X A=A T HITE, ROWThhrOa~vy REAHLET,
« show failover
EEOT 2 — A — = REIZOWTOEREFRRLET,
* show failover group

HEDO 7 2— LA — = REICETEREZF R LET, FrnINDHEHIL, showfailover
a<wy ROBELETWETR, HBEINZ I NA—TITRHERRESINE T,

* show monitor-interface
E=HHRA B —T oA ADEHRERFLET,
* show running-config failover

%??3‘/74 i‘\iﬂ_ Lr—33 \‘/qu@71»——/]/j"~——/\“—‘ o< F‘%%%Lij«o
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71— LA —N—DEE

Jr—nt—ri—oBE |

Haes J1)y—=x FERETR IR

TIT 4 TIAZ N, T z—bA— |7.0(1) ZOMRENEAIIE LT,
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