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DNS H— NI EICIRBM S EEA) |

REENTUVWA DNS +—320872< . ASA 2 Cisco Smart Call Home V-— NI BIETE R WE
I%. 4% Smart Call Home A v E—I1Zxf LT, BEKE lwaming] O syslog A > E— U0 ERS
AVET, ZAUL, DNS ZHENCRET 2 L O BENT 572D T,

syslog A v =22 TIE, [syslog A vE— A F] 22 L T 7Z30,

Smart Call Home DI

SERICRENKED D &, SmartCallHome (ZA BT COMEEZ MR L, £ OEEIFED LS
REEN D D Z il —RESTEIC, AT UR— FEIRT ), BO2—FEROF v
N (=P DEF A — NV E T2 —FICEHERE) AL TLAR—FERLET, VR
aTE, INLORMBEOEKREIIS LU TROY—ERAZRBMET LIk, VAT L 3
TA4Xalb—ra OfE, BT A 7 A 7 AKETEMORE, X )T o #iERER L
W23 LET,

. Anonymous Reporting & & U' Smart Call Home


http://www.cisco.com/web/siteassets/legal/privacy.html

| Anonymous Reporting # & Ut Smart Call Home
75—+ n—F~0zi |

kIR =X Y T DT NEA LDTENRT T — b, BXOFEMZARZENC X Y, R
Z R FRAT D,

o =B RFLRDBNIL. T XRTOZWT — Z D3RAF 4172 Smart Call Home 3@ %128 L
T, EBENREZ2 22— IS5,

* Cisco TAC OHEFAFICEHMICEET 72235 Z LX), ERZMEZ BSR4
Do

s NI TN a—T 4 U TICHMERR R T A LI ED, AX YT U Y —REREK
AT 5,

* CiscoTAC ~DH—¥E R V7 X b & HBWIZAERL (P—E2E8HINRHDEE) . @)
Y R— b F— AR5, MO 2 EMET 5, 2R 2Rt U

K
Smart Call Home AR — # )V & ]9~ 2 & b B FHMITERIZ T 7 B A TE 5728, LLF OFIHD
FHINET,
« T X T Smart Call Home A v t— 2Hr, 3 X OHELEHEIEZ — & Cieid 4 5,

e —ER VI T AR AT —HABMRT D,

« T_XC D Smart Call Home %fJ&7 /34 AZBEHTDHFOA X MU ERB L= 7 o
Fal—va U ERERRT D,

75—k JIL—T~DEE

77—k ZA—71E, ASA THHR— k Zi 5 Smart Call Home 7 7 — F DEFRF A7 v b
T7, SmartCallHome 77— MIIFZSESERZXATRHY, XA T IUL LTI EIERT
F—h =TT N—FbshET, KT T —F F—T1L, FFED CLI DA Z2®E L
¥4, ¥R — h&EN S Smart Call Home 77— b Z/—7 3%k LBV T,

* syslog

» diagnostic

* snapshot
* telemetry

* test

Anonymous Reporting & & U' Smart Call Home .



Anonymous Reporting 5 & Uf Smart Call Home |
B >5-+rsr—domn

75— b TL—TOEH
T 7=k IN—TIIROBERH Y £7,
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« show context : ElV U THNTWNWAAL L Z—T oA ZALRET 74 /LD URL, HIEFH T
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« show crashinfo (W] #T) : FHLR2WY 7 b =270V a— FEIZ, T340 AL, &

HEINTEZ TGy alf 77 ANET 7 AND NL—ANRNy T v g P EEH Tk
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ZAR, MEAT—H A, EE, CPUBHERED, ASATVAT A aAVR—R hDYV
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R
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7 fBE Iz CLl¥— |0 R, VAT AHMEMAATRE IR EE,
U — RIZ k> TRIE -
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severity severity level
6 fBE Sz CLI F— |1 TT—be 7 UT 4 HNVIRIREE, T2 BT
T — RIZ X > TRIE : EOEL,
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name of alert group
severity severity level
5 RESN- CLI F— |2 Critical F K72 HKAE,
J— RIZE>THRE :
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severity severity level
4 FESRZCLI¥— |3 =7 —, BRI,
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MR R T—NBE, A MIBEEMTONTZA v E—VUREESINTZETIZEEIN
9, TR VT ar Ta T ATk OBERH Y £97,

DT T A NEERBIUORETEET,
Il 7 7 A MBI DET A —IIVEITHTTPS OZEELHRTETXFE T,
Il T a7 7 AT, FBELEZEREICEBED IV V—T 28T £,

DO T T A NT, 3EHEOA v =Y T —<v k (a—+rTFRA, BT T
XA N, XML) ZH¥AHAR—FLET,

HEEDTR Ty ANEARZ—TNELET A B—T I TEET, TTHN T, IR
T ANEIT 4 B—T L TT,

KA =T VA XERETEET, T 74/ ME3MB TT,

T74N KT 77 AN [CiscoTAC] DfksnE L, T74 NV N T 77 A2, %
RIERSNT-E=ERSR I N—T e, B, A" F), a7 4F¥alb—var, 7
VARY) Oy bE ERTERSNSEE T A — VB X O HTTPS URL 360 £4°. 7
T4/ ka7 7 A E, Smart Call Home & ¥ TiRET 5 & T IZHERN/ER S VE T,
%6558 A —/V1X callhome@cisco.com T, %8¢ URL I%
https:/tools.cisco.com/its/service/oddce/services/DDCEService T,

GE) T7xLVbh7uT77ANOmEEFA—NE5EE URLIZIEE T EEA,

a7 4 FXal—var, AU R) TULARN) FREAF YT Vay N T I—8 T

=TT a7y ANVEREETHE, TIT—F I —7 X obv—U%IERBIC, £/201T

EHARNCHEEORMICZET D L ) BN TE £,

WDRIZ, TZANIDT T— T N—TLEREOYVT A7) 7T a BIOMRE GE44
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T73—hTNL—T BEXE Period
2k Informational LA P
B Notification L4 I AV
PV VAN Informational Monthly
Snapshot Informational ML
Syslog [f%: 7 syslog B AP
Telemetry Informational Daily
Test AL L
Threat BGip| ML

Anonymous Reporting & & U Smart CallHome D 51 K5 A
b

Z ®IATIX, Anonymous Reporting & Smart Call Home Z ¢ ET ARINCERE T D LEDOEH H A
NI A BILOHIRFEIZOWTHRBA L £,

Anonymous Reporting DA K54 >
*DNS BERESHLTND Z &,

+ Anonymous Reporting D A v & — U & BHOFIT CTEFE TE o6, ASAIXA vtE—
CE ey 7T ORNCE LI 2 BEITLET,

* Anonymous Reporting (%, BEfFDF%EZZ LT IZ, > Smart Call Home 5% 7E & 47 &
HZ EMTEET, =& 21X, Anonymous Reporting % A F—7 /LT T S HIIZ Smart Call
Home 237 4 B —7 /W72 > TV A4, Anonymous Reporting % A % — 7 /LIZ L72#T
L, TAE—TLOEETT,

* Anonymous Reporting % 4 x—7 /WL TWABEAE, FTF AN RA 2 FEHIRT S Z &iF
TXFEHA, F7. Anonymous Reporting 7 4 E—7 W LA, FT AN FRA b
IXZEDOFEEFEDY £9°, Anonymous Reporting 237 4 E—T7 NV OEFEX, BT A HRA b
ZHIBRTZ £72%, Anonymous Reporting 27 4 E—7/LZLTH K7 A b KA > MHl
PRENERA,

eI TF AT XANET—RFRELMHL TWDHEEIX, dns, interface, trustpoint =~
U RIFEBHa LTI A MIHY ., callkhome 2~ RETV AT LA I TXF A MIHY £,

¢« CA YV —ROECELIHENLEH SN7-HE1C, Smart Call Home 237 7 7 1 7 72k ig %
HEFFCX 2 L 901z, BN/ trustpool N> RALVOEH % HEML TExEd, ZOFT7 AL
TV HEEHEREIL, v F a2 T XA POEATIIVR— FENFETA,
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Smart CallHome D H A K54 >
e ¥ LF 2T HA K E— NTIL, subscribe-to-alert-group snapshot periodic =~ > N, ¥
AT L a7 4FX¥al—rvarypDbiERERETsavr Fe, 2—F a 7% X b
LIERATETAa~wr RO 2 o0 a~<y RSB SHET,

e« Smart Call Home DXy 7 =2 K —F, XML EXDRA v =V ORZITED Z &N T
xFET,

* SmartCallHome X v & —E, 7T AZ N T A F—TMZLTEY, 72 UT 4 HL7g
BEREZROZET 7 — N 7 A— 12887 % & 912 Smart Call Home # 3% E L TH 55
A, BERITAZ AR FELR— T 572020 A2|TEESNET, Smart Call
Home 7 7 AZ U 7 A vE—U1F, IROA XY MIXLTOREREINET,

ey MW TAZIIBIMLIZ L &
cax=y PRI TALZDPLHIELTC L &
cJTARZ A=y NNIT TALE v AZ—|Tleolc b &

I TAIDE I LAY =y MIAEE LT & &

EEINDIEA v E—VICEIROERPEENTHET,
T IT AT TTREDRA L

« VT AHZ < AHF —"T® show cluster info =~ > NI LU show cluster history =~ > N
D)

Anonymous Reporting # & Uf Smart Call Home D% E

Anonymous Reporting |& Smart Call Home +—E 2D —TH Y, ZhafifT5L, =7—58
F OV BT DB/ NROERZE T34 236 v A3 ITEA THETEET, —F. Smart
Call Home —E A (X, VAT L ~NVADYVR— haeh AX~A AT 56 TT, Cisco TAC
DBEROT NA AT LT, MERSD X —AZB ZENRTEDHEH 1T F
T 2L DA, BEHENZORBEIZKAM AN TE 7,

WO —E 2% A7 A L TRFFIZERE CTE £772%, Smart Call Home H— B2 25 E§ 41
I¥. Anonymous Reporting & [7] CHEREICINZ T, HAZ~A XS/ —EXA M TED X
2T £,

a7 4 FXalb—arET—RKIZAD L, ROHFA KT A 20> T Anonymous Reporting 33
& OF Smart Call Home —E A% A X —T MITHZ L HFRT LT a7 MRHET,

« ZDO7 7 T, [Yles. [N]o. F7=1E[A]sklater 2 34R T& F97, [[A]sk later] Z &R L
. THBEIZIASAZ Y B— R L7z L ZICHEEM I E T, [[Alsk later] % Hifi
TERTIHLE, SHICASATTIHZLIZ 2B T v RREREINTZDOE, [[N]o] &
VEZT R EINTHERRIND Z 1370 T,
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Anonymous Reporting 0 5% € .

« 707 MRFIRINRNOIEA L. Anonymous Reporting DF%E (11 2—7) F 72X Smart
Call Home D% E (11 ~<—) OFEAZ ST L T, Anonymous Reporting & 7= {X Smart Call
Home A X —7 NWIZTHZ ENTEET,

Anonymous Reporting D% 7€

Anonymous Reporting Z 7% Ed 2 121E, ROFNEZFETLET,

FIE

ZT w71 Anonymous Reporting #§E% A *—7 LI L, HILWELDT a7 7 A VEEHRLET,
call-home reporting anonymous

1 -

ciscoasa(config)# call-home reporting anonymous

ZOAYY REANTHE. BT AR BA L PRMER S, ¥R 3D Web H— ORI
ERRFET B 72D\ T DA A VR b= SRET,

ATFvT2 (FFvay) ZOF—_"~OEERHY . VAT LANAvE—VEEETEXHZ L 2FHEL
F9,

call-home test reporting anonymous

51 -

ciscoasa(config)# call-home test reporting anonymous

INFO: Sending test message to
https://tools.cisco.com/its/service/oddce/services/DDCEService...

INFO: Succeeded

BIEIZZT— A vtE—IF, TR MEREERLET,

Smart Call Home D& FE

ASA T Smart Call Home % —E A ZRET DX, ROX AT ZFITLET,

FIE

AT v 71 Smart Call Home —E 2% A4 Z2—7 /L2 LE$, Smart Call Home DA F—7 /L4t (12 ~=2—
V) BEBLTLLEEN,
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ATy T2

ATvT3

ATy T4

ATy TH

Anonymous Reporting 5 & Uf Smart Call Home |
Tk

Smart Call Home A v —URH 7 A7 T A NG SN DHBBITEIET D A — /L P —%ERE
LET, A= =D E (17 —) 2R LTI,

Smart Call Home A v B — Y OHEEEEREZFTE LT, FREKGLEHEROZTE (15 2—)
EBRBLTLL I,

M CTEDLAR PORRKLV— 2 EDT T — MUBERTA—FE2EHRLET, 77— h 7
N—T BT 27 )T g ORE (14X—2) Z22HR LT IEEN,

TS— Y TRIUFary FaTdr A NNERELET, e T A NLDEE (20 2—
V) BEBRLTLEE N,

a7 T7—r VTR VTvary a7y i T, RONEBENKESNET,
o > A2 @ Smart Call Home ¥ — _RLEF A —/LZEHD Y R 72, Smart Call Home X
T —TOREBERLERDBYT AT T A,
e T 4 Xal—a U EREIIA RN NVBRRE, ZETAHET I — NIRRT
j‘UO

Smart Call Home O 1 ~— JJL1t

ATy T

ATy T2

Smart Call Home % A %2 —7 /LI LT, CallHome 72 7 7 A V& T 7T 4 72T 5I120%, IRD
FlEZFITLET,

FIE

Smart Call Home — Y 2% 4 x—7 {2 LFET,

service call-home

1

ciscoasa(config)# service call-home

CallHome 2> 7 4 Fal—v g — RaBlALET,

call-home

51

ciscoasa(config)# call home

RABD FFAMRA Y FOEE S L UL

HTTPS #H T Web — N X v —U % %ET 5 X 92 Smart Call Home 733 Eéﬂ“(b\éfa
/EI\\ Web "j‘“—/\ﬁ)ﬁ%%i f:{i%ﬁ%%%%?‘—f L/fgmu uE)E," (CA) @EE%E%,fﬂ%Ej—é cl: 9
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\}

2IEBO 52 Ko rossssvRiE

ASA ZRETHMENH Y £4°, Cisco Smart Call Home FEF#E V- — NGEE X, Verisign (2 X >
THAITSHE T, Cisco Smart Call Home Staging H— /SO FERA E X Digital Signature Trust Company
IR THITSNET,

G¥)

ATy T

ATy T2

ATvT3

ATvT4

VPN FREE(ZAE ] & 720 72912, no client-types 33 & TN no validation-usage D s 7 A k ARA >
ERETHLENDY 7,

Cisco V=N tXx =V 7 ¢ OFFAELESE L OEEEE L., Smart Call Home $— B A HIZ Cisco
HTTPS Y— & OB Z ML T HI21E. RO FIREZFATLETS,

FIE

(wNVF arTFANE—ROHK) EHa LT A NCHEAEL S VA b=V LET,
changeto context admincontext

&1

ciscoasa(config)# changeto context contextA

FT AR RA Y bEREL, REAERROMERZEXET,
crypto ca trustpoint trustpoint-name

51

ciscoasa(config)# crypto ca trustpoint cisco

GE) WS HEE LTHTTP 2T A5A1E. X2 VT 43EHEL 5 R FFRA v MRH
TA VA M=V THMENDHY £9, HITPS I, 2B MNETT, RO URL T, A
VA M=V AIREDOIEHESELET,

http://www.cisco.com/en/US/docs/switches/lan/smart_call home/SCH31 Ch6.html#wp1035380

FERAEXEIC, FEITOA Yy T FR—X N ERELET,
enroll terminal

51

ciscoasa(ca-trustpoint)# enroll terminal

FEE L7 CA #38FEL £4°, CA DAL, crypto ca trustpoint =~ R THRELZ F T A b
RAL P E—BLTWDIRBERHY £T, 707 hC, X2 U T4 EHEOT X M &
ALY T E 9,

crypto ca authenticate trustpoint

Anonymous Reporting & & U' Smart Call Home .
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B =ss:0z5r97vav b 75—+ YL—ToRE

ATy TH

1 :

ciscoasa (ca-trustpoint)# crypto ca authenticate cisco

X2V T AAERAFEOT IR MOKDY ZIEEL. AShictFx a2l T4 EHEFEOX T AN
2R L £

quit
ciscoasa(ca-trustpoint)# quit
%$Do you accept this certificate [yes/no]:

yes

BREBLUVCRFTY T3y bT7S—FJIL—TDHRTE

BEBIOZFy 7Y ay N T I— K VA —7%2FRETHITIE, ROFIELZETLET,
Fig
TI—h =T a7 4 F¥Fal—ary E— REBBLET,

alert-group-config {environment | snapshot}

51

ciscoasa(config) # alert-group-config environment

75— —THITRHY T3 VDHETE

ATy T

T Ty ANET T— b TNA—TIORET DI2E, ROFIEEZFATLET,

FIE

CallHome 2> 7 4 Fal—v g — RZBBALET,

call-home

1

ciscoasa (config)# call-home
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BE

ATy T2

ATvT3

RTv74

ATy TH

mEzagcrmozs [

8 L7z Smart Call Home 77—k /' V—7% A4 X—T7 VI LET,

alert-group {all |configuration |diagnostic lenvironment |inventory [syslog}

&1

ciscoasa(cfg-call-home)# alert-group syslog

TRCDTT— b IN—T oA F—TMZTBIT0E, al F—V—F&EALES, T 741
FTIE, 7 _XTOTTF— K T —TRBA 2 —T IR0 £9,

BESNEmET e 77 AT e 77 AV a7 4 Fab—vayET— REBttL
F7,

profile profile-name

1

ciscoasa(cfg-call-home) # profile CiscoTAC-1

ERARER T RTOT T— b ZA—T I8 LET,
subscribe-to-alert-group all

51 -

ciscoasa(cfg-call-home-profile)# subscribe-to-alert-group all

ORI T A NE AT 4 X2 —ary T — N A —FICBEELET,

subscribe-to-alert-group configuration periodic {daily /#/:mm | monthly date hh:mm | weekly day
hh:mm}

1 -

ciscoasa(cfg-call-home-profile)# subscribe-to-alert-group configuration periodic weekly
Wednesday 23:30

periodic X — 7V — RZfRET 5 &, EHMICENTHEHICary 74 Fa21b—arT77—1F
TN—TPHEESNET, 7 74V hORMEIX daily TF,
daily % — U — FCIL, XET DL E 24 BEREIHI O hhomm B (B : 14:30) THRELE T,

weekly ¥ — U — K Cix, WBH &A% day hh:mm X THRE L £, BHIZIEGE TRl LES
(f5] : Monday)

monthly ¥ — 7 — R ClX, 1~ 31 OB &K% date hh:mm A THRE L £7,

ﬁ

{1}

EAEEIHIRDERTE

B R AR ET 212T. ROFINEELFITLET,
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ATy T2

ATy T3

ATvT4

ATy TH

ATvT6
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FIE

CallHome 2> 7 4 ¥ a2l — g F— REPBLET,

call-home

1 -

ciscoasa(config)# call-home

BEERE T eHELES, A=A TEETR, AXN—ABRTENLHGEITA N &~
7 OHIZIZ IR 2 11T 2 R H Y £,

phone-number phone-number-string

B -

ciscoasa(cfg-call-home) # phone-number 8005551122

BEOEF (AHREXOXTH], KE2550F) 2HELET, ANR—RE2MHATE LI,
AR—ZANEFEFNDLBEITA N T ORTHEICBI G E2T D HNERH Y F7,

street-address street-address

&1

ciscoasa(cfg-call-home)# street-address “1234 Any Street, Any city, Any state, 12345”

BEL (RR1283CF) Z2ELET, AN—REZEHTEEIR, AXN—ANGENLLILE
T2 MY 7 ORISR 2T 2 B ENH Y £,

contact-name contact-name

&1

ciscoasa(cfg-call-home)# contact-name contactnamel234

VAA ALY —ID (R 64AXLT) BHRELET, A=A TEETRN, AX—2AN
BENDHEITA N T ORI A2 T 2 LERHY 7,

customer-id customer-id-string

51

ciscoasa(cfg-call-home) # customer-id customerl234

BEY A FID gk 64 3X7) ZELET, AN—A2HTEETH, AX—ARFEN
DEEIEA MY T ORISR 2T 2 BERH Y £,

site-id site-id-string

51
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s—ny—nozz i

ciscoasa(cfg-call-home)# site-id sitel234

BAHEAREID (kR 128 X5 ZHELET, AN—RZMHTEEIN, A—2ANEGE
NDEEEA MY 7 ORISR 2T 28R H Y £,

contract-id contract-id-string

1 -

ciscoasa(cfg-call-home)# contract-id contractl234

1
WIS, IR AR ET DPl2r L ET,

ciscoasa(config)# call-home

ciscoasa(cfg-call-home) # contact-email-addr username@Rexample.com

ciscoasa (cfg-call-home) # phone-number 8005551122

ciscoasa(cfg-call-home) # street-address “1234 Any Street, Any city, Any state, 12345”
ciscoasa(cfg-call-home) # contact-name contactnamel234

ciscoasa(cfg-call-home) # customer-id customerl234

ciscoasa(cfg-call-home) # site-id sitel234

ciscoasa(cfg-call-home) # contract-id contractl234

A—J)L H—/\DHF

2Ty

71

Ay —VOmEEICTE, Kb X2 T RHTTPS #4252 L 2B LEd, 7277 L. Smart
CallHome 56 COE A A —NEREL., B AN A v =Vl EHl+2 L9 A—L P—
NERETEET,

B AN P —NERET DI, ROFIEZFETLET,
FIE

CallHome 2> 7 4 X2l — g F— REWBLET,

call-home

1 -

ciscoasa(config)# call-home

SMTP A —/b $— "ZfELET,
mail-serverip-address name priority [1-100] [all]

1 :
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B 5000 L—rosimomE

kS TJ499 L—

ATy I

ATvT2

ciscoasa(cfg-call-home)# mail-server 10.10.1.1 smtp.example.com priority 1

RS DDA =LY —REETEET, TOHRABITE. 2~ F&25EFEITLET, SmartCall
Home A v &—YDEF A —/NViEEEFHT 512 i K1 OD A= P —REBRET DN
NHY £9,

T DN EVEE A=V = "OERNENL S E S 720 £7,
ip-address B1BUZIE, IPvd L IPV6 DEBL LD A—/L H— X T RLALIFETEET,

1

Wiz, 774~V A—/L % —,3 (smtp.example.com) FELOIP 7 KL A 10.10.1.1 |Z
bHEHHFY A= = NERET HHERLET,

ciscoasa(config)# call-home

ciscoasa(cfg-call-home) # mail-server smtp.example.com priority 1
ciscoasa(cfg-call-home)# mail-server 10.10.1.1 priority 2
ciscoasa(cfg-call-home) # exit

ciscoasa(config) #

k DH|RDERTE
hT 74y 7 L= NORIRERET B0k, WROTFIRZ FAT LT

FIE

CallHome = 7 4 ¥ a2l — g F— REPBELET,

call-home

1 :

ciscoasa(config)# call-home

Smart Call Home 28 1 5ICEETEA A v —VOBERRELE T, T 740 MEX, 14
210 DA v =TT,

rate-limit msg-count

1 :

ciscoasa(cfg-call-home)# rate-limit 5
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Smart Call Home &S DA1E .

Smart Call Home 1S D% (5
¥FE D Smart Call Home 183 #1257 2121%, RO FIEEZFATLET,

FIE

WKONTNIDOLT T g 2R LUET,
cFFavl TR TrANN AT 4 X2 —T g BHEHLT, TA RN A vE—URE
RS

call-home test [fest-message] profile profile-name

fil

ciscoasa# call-home test [testingl23] profile CiscoTAC-1

AT a2 T ITN—T A =T E1ODHIET e T A NMIERE LET (R
EINTWAEER) o 7a7 7 AABRRESNTWRWEGESIX, Ao ), av7 g
Fal—vary, AFfvFvav b, FREFTVAN) TI9—F F—TO@EMEZT
WA EICHRESNTZTRNTOT T 7 A NVIZA v E—UREEINET,

call-home send alert-group inventory { | configuration | snapshot | telemetry} [profile
profile-name)

i

ciscoasa# call-home send alert-group inventory

e FFvar3iavy RHENEEFA—NAT FLAIZEELET, EETHCLIZY K
X, FOLoa<wr RTHENENETA, ZHITE, T XRTORGFFEAETY 2—/LD 2
<~ RFbLEENET,

call-home sendc/i command [email email|

il

ciscoasa# call-home send cli destination email username@example.com

B A—NLT RLRAZEELESES., o~y RHIZEFOT FLRAICEESNET, &1
A=) T RURAERELTWRWEGE, 17713 Cisco TAC IZXfEENET, EBFA—L
X, HRAITIC— 2B/ E2TT T GEELESA) v/ T X MERTEE SN ET,

BT A—IL T RLAZEELRWEES., £721X Cisco TACETFA—/L 7 FLAZIFEL
TG AIZIRY | —ERAF SR EITRY 7,

Anonymous Reporting & & U' Smart Call Home .



. EETOT7AILDERE

Anonymous Reporting 5 & Uf Smart Call Home |

BETOT7AILDEKRTE

ATy T

ATy T2

ATvT3

BT A—/VEIII HTTP D57 1 7 7 A VERET 5113, ROFIEZETLET,

FIE

CallHome 2> 7 4 X2l — g — RElALET,

call-home

1 :

ciscoasa(config)# call-home

RESNFsE7T e 77 A NMCstT A7 a7y A a7 4 Falb— gy F— 2B L
I, BESNEETT T 7 ANDFEELRWEES . ERREET,

profile profile-name

1 -

ciscoasa(cfg-call-home)# profile newprofile

BRIVEOT 7747 7a 7 7 A NVEERTEET, T 7457077 A 1E, CiscoTAC
WCHET DX OICEESNTWET, Call Home [HHRAZBOEFT (=& 21F, B0 H—N)
_%kﬁé;i\%®7m774w%ﬁﬁbi¢o

B, AvtE—YDOY A X, AvE—OFA, B IO Smart Call Home A yt—?%ﬁ%’\
DOEREFEEZRELET, T 74V FDORA v E—URIT XML T, F 7 4/0 FTA F—
JZ T2 TV AEREFIEIX, BT A—/LTT,

destination address { email address | http url[ reference-identity ref-id-name]} |message-size-limit
size | preferred-msg-format {long-text | short-text | xml} transport-method {email | http}}

1 :

ciscoasa(cfg-call-home-profile)# destination address http
https://example.cisco.com/its/service/example/services/ExampleService reference-identity
ExampleService

ciscoasa(cfg-call-home-profile)# destination address email username@example.com
ciscoasa(cfg-call-home-profile)# destination preferred-msg-format long-text

reference-identity 7" = %, =5 L7z — SFEAEIZX 95 RFC 6125 2R ID F = v 7
EEMCLET, ZOF =y 7, HTTP 7 RLARHRE SN TV DLEEICOLEH S E T,
IDF =y ZIEREFHDOBZRID A7V =7 MIESWTUIThhvEd, ZIRID A7V =7 |k
WCHOWTFELL I, ZIRID ORELZZRL T EE 0,

FEFA—/LT7 RL AL, SmartCallHome D A v E— ZZ TR AEFA—/1L T FLATT (&
£ 100 3C5) . 7 7 4V FOKRK URL Y1 XL 5MB T,
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sxeTn7r4r0at— ||

ENRA N TNRAATAyE—VEERFL, ARDIZIEYa—F 7FAMEREZFEHL, =
VB2 —HTAyE—VEFEL, tARDICIEr S TR A MNERXEFBEHLET,

A = OZ(EFH ) Smart Call Home /X 7 T2 K H—_OP4H Ny 722 R H—3 %
XMLERD 2 vt — T DBZTF AL B 5 T2 preferred-msg-format DfE7S XML Th 5 Z &
R L ET,

BT A —NDEEEFE A —IETICE, Zoa~xy REERALET,

BEETOT7AILOIE—

&

ATy T2

ATvT3

BEfFose 7 a7 7 A Ve a e — L TH LWEET v 7 7 A VEEKRT DI2iL, RO TFIRZESE
TTLET,

FIE

CallHome 2> 7 4 Fal—v g — RaBBLET,

call-home

11
ciscoasa (config) # call-home

av—957 07 A NVERELET,

profile profile-name

1 -

ciscoasa(cfg-call-home)# profile newprofile

BEoO7a 7y A VONEEZH LT a7 7AWl at’ —LET,

copy profile src-profile-name dest-profile-name

1 -

ciscoasa(cfg-call-home)# copy profile newprofile profilel

BEfFEO T v 7 7 A /v (sre-profile-name) & FHi L\ 7 1 7 7 A ) (dest-profile-name) 133K 23 3C
FT7,

151
WIZ, FFEOT a7y A Ve a—3 56 RLET,
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ciscoasa (config) # call-home
ciscoasa(cfg-call-home) # profile newprofile
ciscoasa(cfg-call-home-profile)# copy profile newprofile profilel

BETAT7AILDARRDEE
BHEOT R T 7 A VDA EETET 51013, RO TFIEZEFLET,

FIE

AFvF1 CallHome =7 4 ¥ 2L —3 gy T— REBKBLET,

call-home

1 -

ciscoasa(config)# call-home

ATV T2 ZAEEETHT a7 7 A VERELET,
profile profilename

i
ciscoasa(cfg-call-home)# profile newprofile
ATYT3 BFEOT 07 7 A VD4R EEE LET,

rename profile src-profile-name dest-profile-name

51

ciscoasa(cfg-call-home) # rename profile newprofile profilel

BEFEO a7 7 A v (src-profile-name) & H L 7' 12 7 7 A )V (dest-profile-name) 135K 23 3L
FTT,

151
WIT, BEOT 0 7 7 A VOLFTIZEE T HHE2 R LUET,

ciscoasa(config)# call-home
ciscoasa(cfg-call-home) # profile newprofile
ciscoasa(cfg-call-home-profile)# rename profile newprofile profilel
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Anonymous Reporting & & Uf Smart Call Home DE=4 ') >4’ .

Anonymous Reporting & & Uf Smart CallHome D E=%4% ') >

Z

Anonymous Reporting 35 . T8 Smart Call Home ' —EADE=F Y 2OV T, IROa~
REZRLTLTES0,

* show call-home detail

Zo o< Rk, BAED Smart Call Home DEEMREZEHR LET,

 show call-home mail-server status

Zoawy NI, BIEOA— L P —ROAT —F 2% F R LET,

* show call-home profile {profile name | all}

ZOa<y KL, SmartCallHome 72 7 7 A /LD T 4 Falb—T g BFznrLET,

* show call-home registered-module status [all]

Zoawr RiE, BEESNTWAEIES 2— VDA T—Z ARFRLET,

* show call-home statistics

Z O a= KX, Call Home DFFfl AT — 2 A KR L FET,

* show call-home

Zoawy Kk, BAED Smart CallHome D27 4 X2 b—a UV EFRRLET,

* show running-config call-home

v Nk, BAED Smart Call Home DEIT2 L7 4 X2 b—va r2FERLET,

* show smart-call-home alert-group

ZDa< ik, SmartCallHome 77— b NV —TDBAED AT —X A FRr LET,

* show running-config all

Z® =z~ RiE, Anonymous Reporting = —% 7' 7 7 A JVIZEHT DM A R R L ET,

Smart Call Home @5

W OEIL, Smart Call Home ' —E A5 ZET B HEE T LTHNET,

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa

(config) # service call-home

(config) # call-home

(cfg-call-home) # contact-email-addr customer@example.com
(cfg-call-home) # profile CiscoTAC-1
(cfg-call-home-profile) # destination address http

https://example.cisco.com/its/service/example/services/ExampleService

ciscoasa

(cfg-call-home-profile) # destination address email callhome@Rexample.com
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ciscoasa (cfg-call-home-profile)# destination transport-method http
ciscoasa (cfg-call-home-profile)# subscribe-to-alert-group inventory periodic daily 23:30

ciscoasa (cfg-call-home-profile)# subscribe-to-alert-group configuration periodic weekly
Wednesday 23:30

ciscoasa (cfg-call-home-profile)# subscribe-to-alert-group environment
ciscoasa (cfg-call-home-profile)# subscribe-to-alert-group diagnostic

ciscoasa (cfg-call-home-profile)# subscribe-to-alert-group telemetry periodic weekly
Monday 23:30
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Anonymous Reporting & & Uf Smart Call Home O /& & .

Anonymous Reporting & & U Smart Call Home O /Z &

%= 3: Anonymous Reporting 35 & U* Smart Call Home 0D F& &

HRES

T bhITH—L))—R

B

Smart Call Home

8.2(2)

Smart Call Home % — " A%, ASA IZ
Bdo7a7 74 72BN 7
NWEALTT—haREL, *y b
U— 7 Or M EEHER A W S
F9,

WDa<y REBANELITETLEL
77

active (call home), call-home.
call-home send alert-group. call-home
test, contact-email-addr. customer-id
(call home), destination (call home),
profile, rename profile, service
call-home. show call-home. show
call-home detail, show smart-call-home
alert-group. show call-home profile,
show call-home statistics, show
call-home mail-server status, show
running-config call-home, show
call-home registered-module status all,
site-id, street-address,
subscribe-to-alert-group all,
alert-group-config.
subscribe-to-alert-group configuration,
subscribe-to-alert-group diagnostic.
subscribe-to-alert-group environment,
subscribe-to-alert-group inventory

periodic, subscribe-to-alert-group
snapshot periodic.

subscribe-to-alert-group syslog.
subscribe-to-alert-group telemetry

periodic,
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L T3 bI7r—L))—R BL)]

Anonymous Reporting 9.0(1) Anonymous Reporting % 1 %—7 /L2 L
T, ASAT' T v 7 —L%5fbd %
Z L TEE T, Anonymous Reporting
W2k, =27 —BXO~VRIZET S
NRDIERZ T34 Zipb v A3
HRITFHETETET,

call-home reporting anonymous.,
call-home test reporting anonymous =

~ Y FIRHEASRE L,

Smart Call Home 9.1(2) FLARNY) TS5—h Z—F LR—
kD728 D show local-host =~ > N

/X, show local-host | include interface
Ay FICEHIZRY £ LT,

Smart Call Home 9.13) SmartCallHome A v & —U%, 7 J A
ZV T eA F—=T NI LTEY, 7
UT 4 IIVIREREZFFOBKT 7 —
N ZNV—7TRET D K 9 I Smart
Call Home ##E L ThH H%LAIC, H
BRI TR AR N LR— T 5
72DIC T A ZEE EET, Smart
CallHome 7 7 AZ VYV 7 A vtE—
1L, DO 3IFEFHDA X MIxtLTO
LS NET,

ey "R TARZIIBIM LT L
=

s 2=y NI TAEZNLHIR LT
Lx

e VITAF 2=y "IN TAE <
AR —llpolc b &

REEINHE A vE— I TR OE S
NEENTHET,
T IT AT TTALZDA LI

o J T AL < AKX —TO show
cluster info =~ > K3 1O\ show
cluster history =~ > KO H /)
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Anonymous Reporting & & Uf Smart Call Home O /& & .

T bITH—L))—R

B

+* % = 7 72 Smart Call Home $— /3§
#D) 77 L AID

9.6(2)

TLS 7 74 7 v MLERIE, RFC6125 D
I varellERSNDSY—/NID
DFEV— VTR — 2 X9k
¥ L7, IDMFEIE, Smart Call Home
Y3~ TLS $2#5E D PKIAERS 11252
TenEY, RSN ID PRES
hiz) 77 L AID &E—H LW
A, P AL TE R A
MDA~y RPBEMEITERE I E
L7, [no] crypto ca
reference-identity, call home profile
destination address http,
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