ARP f VAR I UEELUMACT KL
A T—T)

ZDETIE, MACT RLVAT—TNDAARZvA XFE, BIORTY v 7 —70ARPA
VANRY va D EFIEICOWTEHHLET,

*ARP A VAT v a2 MACT RLA T—T7 20T (1 3—)

« T 7 AN RERE 3X—V)

cARP A LV AT a v MACT RLAF—TNADHA R4 (32—)

«ARP A VAT g v & F DD ARP /8T A—H DR IE (3 2—)

e TN VI N—TDMACT RVAT—=TNDh AT~ A X (6 3—)

cARP A VAR 3 MACT RLA T—FNADE=FY LT (73—)

*ARP A VAT v a3t MACT RLA T—7LDJERE (8 2—)

ARP f VARG 3V EMACT FLAR T—TILIZDLY

e

7Y

-~

A

TV IN—TFDA v E—T 2 A ATIL, ARP A ' A7 g 03 i) W= Z2 ik
LEd, DO ARP DEREE DAL ~A AT HZ EHLHRETT, VU vY Zv—7DMACT
RLVAT—=TNDHAT <A AN TEET, THITIE, MAC AT —7 4 7 BB &
LTDAZT 4 v 7 ARP = U OBMAEENET,

GWN—TDESIT4YI9DARP £ VARG 3

FIFNEITIE, TV P TN —F DA N—DRTTNXTDOARP N7 v "RFHFINFET,
ARP X7 v b7 a—ZHET251CiE, ARPA VAT g oA 32— LET,

ARPA VAR v a Nl io T, BEOHDLZ—FRMOFRA RNLo—21272 0§ FF (ARP
AP =T 4 T EMIND) OEBIETEET, ARP AT —7 4 VI RFFAISNTND &

RS ) WEEZTH52ERHVET, - 2E, RARNPARPEREZF— U= A JL—
ZICEETDHE, = NI A N—F T = U =2 A V—FDMACT RLATIEELET,
7220, WBET, =X DMACT KL ATEZR HBEEDOMACT R L ATHID ARP JH4

ARP £ VARG L3I VUBELUMACT FLRA T—TL .



ARP A YARY L3 vBEEUMACT FLR T—T |
B vcrrizxs—on

EHRAMIKFELET, INT, WEHIL, TRXRCORAN NTFT 7 4 v 7 2RITZEL TL—
HITHRIETE L L9170 £97,
ARP A VAU g wfAT 5L, ELWVWMAC 7 RLAEZNICEEMNITONZIP T R
VANASRT 427 ARPT—T7 NVRNIZHDHRY , WEFIIHEE D MAC 7 KL AT ARP i
BraXETERLIRYET,
ARP A VAR g e X—TNITDHE, ASAX, T3TD ARP /N7 v FND MAC 7
RLZA,  IPT FLVA, BIOREETLA X —T oA AZARP T —TNVHNDORART 4 v 7 T
FY S, ROT 7 a v ZFEITLET,
cIP7 KL A, MACT FL A, BIOEETA LV F—T A ABARP= M) L —FT 3
BaE. Ny hEmaEEEd,
*MACT RLA, IPT RL A, FRF3A 0 F—T =2 A TR—ENH 55 E. ASAIT/N
rvbeRay 7 LET,

cARP X7 v RS AZT 4 v 7 ARPT—TNLHNOEDZ L R L —F LR WEES, 7y
FNed XRTOA L H—T =2 AZHEE (TT7 T 4> 7) T, FliiFaey 745K
INZASAZ R ETX E7,

N

GE) HHOER A H—T A RE, ZTDO/RT A—H 73 flood IZFRE
ENTVWOHAETOL Ny b a7 T v T 47 LERA,

MAC7 FLRX T7—TJ L

TV oY IN—TEHHT L5566, ASAX, @FOT Y v UFEITAA v TF LEBKIZ, MAC
T RVAZFEELTMACT RLA T—TNLEERLET, TXAARTY v T —Tf%
BHCR7y haEETDHE, ASARMACT RLAZET RLA T—7/WZBIMLET, 7—
TITMAC 7 RLAREREITLA V2 —T = A APREEM T ST D728, ASAIL, 737 >
FRIELWA VH =T 2 ZANBETNA AT FLAREENTWAZ RN £4, 7
VoD IN—TF A R_R=MD 77 4 v 7IZIZASA X2V T 40 R v—RNEHSh 57
W, X7y FOSEHEMACT RLART =T MZEENTWARLTEH, BHEDO7Y v D L)
W2, TRTCOA U HF—T 2 RGOy N ASAN T T v T 47 3THZ L 1EH0 £4
o RV, BB SNTZT A AETILY T— b T3 ZAZHF L TRO N v S &R
LT,

BB ST TN AD b ASAITSESE IP 7 R L A2kt LT ARP Bk & 42 Bk
L. ARPISEZZE LA —T oA AEFEHLET,

c VE— b TAAL ZAAD/T b ASAIISESEIP 7 R L A~D ping Z K L. ping )& &
ZELIA =T oA A FEHLET,

TNy MERaey a3 ET,

. ARP £ VARG LI VUBEUMACT FLRA T—TL



| ARPAURRYLaVEEUMACT KLR F—TL
FTIAILEE .

— =JL =

T A4 IL FEXTE
*ARPA VAR v a A RX—TMILIEYA, 774/ FRETIL, —B LRy
MIZ7Z >y FLET,
e HAFTI VI MACT FLAT—FNADFT T4V bDEZA LTV MEIZS 55 TT,

e T T FNEITIEH, EAVHE—T A AFT T 7 4 v 7IZAD MAC T KL X% BEIMIZSF
FHL., ASAITRHET A= FU A MACT RLA ST—7LZBIILET,

ARP f VAR VEMACT7 KLR T—TJILDHA
N2

*ARP A VAR v aid, TV oI T N—TTOHYR—FINET,

*MAC 7 KL A F—T NI, 7V v VT N—TTORYR— SN ET,

ARP f VAR L 3 &EFDthdD ARP /XT A —Z DERTE

TV IN—TTiE, ARPA VAT g 0 BAR—TNCTHILENTEET, FOM
DARP RNTFG A—HF, TV TN —TE)—F v RE— RO F—T A ADW T THK
ETEET,

FIE

AT TN ZAXT 47 ARP=> F)DBEME, D ARP RXT A —H DI AX~<A X (3—) I
W-T, AXT 47 ARPZ= L MU ZBIMLET, ARPA L AT 3 VITARP Xy b &
ARPT—TNVDAZT 7 ARP= h LHEFTHDT, ZOEEIZIZTAZT v 7 ARP
T N NKETT, FOMD ARP /8T A —F LRETE £,

AT T2 ARP A VAT arOFEME (53—) 1TSS TARP A v AT a VA LE
@—O

A2 T4 ARPTY F)DEME., HHODARP/INTA—FDHRET
4R

TV oI N—TDF 7 ) FTlE, TV T N—T AN — A B —T = A A D ARP
N7y MITRTHFRIENET, ARP X7y b7 a—ZHlil+512id. ARPA AT g

ARP £ VARG L3I VUBELUMACT FLRA T—TL .



ARP A YARY L3 vBEEUMACT FLR T—T |

B <57 vompIorynEmE. 1O ARP S A—SDHRETAR

ATy

ATvT2

VEAF—TNMIZLET, ARP A VAT g%, ARP N7y % ARP 7 — 7 /LD A X
F 4w ARP= N Ll L FE 3,

N—TFTy RAVHE—T oA ADHE, AXT v 27 ARP= M ZANTEETH, @FIT
HAFIv 7 = N THETT, V=T KA X —T oA ADEE, E#EER IR
A NIRRTy FEFEET DO ARP T— 7 ARMEH SN ET, EHEHFIZIP T FL AT
oy OSSR LETN, A —V Ry MBI AEEDO Ny MEMEIZ. A —F % > b
MAC 7 RLAIZIRIEL F9, V—F F703A A MI, BEEERINEZXy hT—7 Ty
NBUET DRENH H5GE, 1P 7 R L AIZEEMIT b7 MAC 7 R L A& KT %5 ARP
FREZEFE L. ARPIEEICHES TNy REMACT RLAICEELET, AR MEidr—
ZIZIXARP 7 — 7 WBMRE SNDH T2, BUE DM EE /237w h T L IC ARP EoR A EF T 54
EHIHD FHA, ARPT—T /I, ARPIGENR R Y NU—7 ETEEINDIT-RZEAF I v
JICHEHEISNET, —FEHBER SR R IE, #A LT RLET, = FUR
ELLRWES (22 21E, FIEDIPT RLADMACT RUANEEIN-HE0E) | 0
LWVMERCTEFHINDANZ DO FINRXA LT U MNTHMLENDY FT,

KLU AT L E—FROBA, BEIN T 74 v IR EDASA LDBO ST 7 4 v 712,
ASAIZARP 7T—TNDXAF I v 7 ARPZ LV M) DOAHREFEHLFET,

ARP # A4 A7 U Mp XD ARPEMERZRETDHZ L TEET,

FIE

ABT 47 ARP= MU ZBIMLET,
arp interface_name ip_address mac_address [alias]

1

ciscoasa(config)# arp outside 10.1.1.1 0009.7cbe.2100

ZOBTIE. A E—T A AT, IPT RLA2310.1.1.1. MAC 7 KL Z7%30009.7cbe.2100
DIV—H DD ARP JEENFF T SN ET,

IOy BT TTER Y ARP ZAMNCT AL, Vv—TF v K E— FCaliasz 5 L £ 7,
ASA T, FBESNZIP T RLAD ARP EXR%#%{ET 25 L. ASAMACT FLATIRELE
T, TOXF—T— KX, ARPEFEITLZ2WVWT A ARSI GHEREHZIBLET, FT AR
TV N T77AT7 U= )L E—FRTiE, 2OF—U—RFNIEHEINET, ASA T ok
ARP # 3T LEHA,

HAFI v ARPZ L FUDARP #A LT U7 FERELET,

arp timeout seconds

B -

ciscoasa(config)# arp timeout 5000

ZDOT7 44—V R TIE, ASAMN ARP 7 — 7 /L% T 5 £ TOREM %, 60 ~ 4294967 #b D
FCRELET, T 74/ MI1440080TH, ARPT— 7 /LA EEET 5 L. HEIMISH LW

. ARP £ VARG LI VUBEUMACT FLRA T—TL



| ARPAURRYLaVEEUMACT KLR F—TL

ATvT3

ATy T4

AR 1 w24 avoant [

RA MERPEF S, HORR MERDPHIBRE N ES, R MERIIHBEICLER S DT
D, ZA LTV NS T LI EBRBIIRDIGENRH D £,

i T S T R

arp permit-nonconnected

ASA ARP ¥ ¥ v ¥ = |21, HEEEEGE SNV 7y b bDO 2 MU ETFRT 7 40 B TE
FNTVWET, ARPF ¥ v ah A X—7 NI LT, MEEGREENT-Y T2y F2ED 52 L
HTEET, BX 2V T4 VAZZEMLTOARWERIT, ZOMEEL2 A x—7LIcT D2 &
ITHESE L £ A, ZOBEREIL. ASAICXTT 52— ER{EL (DoS) WEAMET AR H Y
T, fEBEDOA U H =T 2 ADZ—FNRKED ARP A #55 L T, A= h U TASA
ARP 7—T7 A RHSNDAREERH D £,

WOMEREZAE T 2581, ZOMREZ T2 LEND D AIREMENH Y 4,
e H T T Xy
« NT T 4w VEEROBEL— RO T % ARP,

ARP L — MHIRZFZREL T 1 HH720 D ARP /X7 v Nl 5

arp rate-limit seconds

1 :

ciscoasa(config)# arp rate-limit 1000

10 ~ 32768 DHFH A AT LET, T 74/ MEIZASA EFNMICESTERVET, Z0O
fEIX ARP A b — 2 HBEH DI AZ~ A ZATEET,

ARP f ARy a3 DEMIE

TOWETIE., TV Y TNA—TFHIZARP A Y ARY Va v EA X —TNCT HHEICONT
SAL £,

Flig
ARP A VAT Vg A X —T VI LET,

arp-inspection interface name enable [flood | no-flood]

1 :

ciscoasa (config)# arp-inspection outside enable no-flood

flood ¥ — 7V — RN, —EHLRWARP X7 v "2 T _XTDA H—T = A A|ZHEE L. no-flood
X, —EH LW Ty b Fry X LET,

ARP £ VARG L3I VUBELUMACT FLRA T—TL .



ARP A YARY L3 vBEEUMACT FLR T—T |
B oovsr—JomacrrLzs—Tronza<ax

57 )V MR E TIX gﬁbﬁwﬂﬁ/bi77/kbi¢ ART 47 2 )ICHD
ARP 721153 ASA ZiBi3 5 £ 5 IZHIFRT 212iE, Z D=2~ K% no-flood [IZF%E L £,

Ty IL—TOMACT7 FLR T—TILOAHRAT
A4 R

ZITE, TV TP IIN—TDOMACT RLRATF—T I E AR A AT B FHEIC O T
| =

TS TIL—TDAET14v%9 MACT7 KL XDIENM

WHE . MACT FL A, BFEOMACT RLAWSD T T 4 v WA B —T = A AT N>
7L X2, MACT RLR T—T7VZEIMICEBMNENE T, A¥T 4 v 7 MACT KL RAZ
MAC 7 RV A 7—7/WBITEET, A¥ T 427 =2 M ZEBINT5F 580 1212,
MAC A7 —T 4 V JIZHLTEDL 2 ENDHVET, AF4T v 7 = M) EFRLEMACT K
VRABEFOIVTAT VMR, TOARET 4 v 7 = MK LWA U H—T A AT T
Tuv I &BFFLEIELEGE, ASAIXI NI 74y 7% Ry 7L, VAT A AvkE—U
EERLET, AXT 47 ARP=V MU ZBMTHLEEIC (R¥T 4 v 7 ARPZ R D
BNE, D ARP NT A= DH AL <A X 3X—=V) 2BW) | A¥T 47 MACT
FLZ2 = FUIEMACT RLR F—7 U2 HEICBINESE T,

MACT RV A T—TIWINIAZT v 7 MACT RLRAZEBIMT 521, ROFIEZFEITLF
@—O

FIE

AATF 47 MACT RLA2A = MY ZBEINLET,

mac-address-table static interface_name mac_address

&1

ciscoasa(config) # mac-address-table static inside 0009.7cbe.2100

interface_name 1L, FE(ELA  F—7 = A ATY,

MAC7 FLR BA LTI FERET S

HAFIVvIMACT RLAT—TADF T4V NDEA LT MEIZSHDTTN, ZA LT
U MIEFETEET, XM LT T NEEET DL, ROFIEEZFEITLET,

. ARP £ VARG LI VUBEUMACT FLRA T—TL



| ARPAURRYLaVEEUMACT KLR F—TL
Mac 7 KLR 5—=> 507 t—T it [

FIE

MACT FLA L MY DEALT D FERELET,

mac-address-table aging-time timeout value

1 -

ciscoasa (config) # mac-address-table aging-time 10

timeout value (53) 1%, 5~ 720 (12 F¢f) TI, SHNT 74/ T,

MAC7 FLR S—=25DT 41— )L

TIHNVET, FA L HE—T 2 A RAFIERENT 74 v 7 DMACT KL A% HEINIZEE L,
ASAITXIGET A2 U EZMACT RLA T—7LEMLE3, KLEIZGTUTMACT KL
ATG—== T T 4 =T MITEETR, ZOHA, MACT RLAZT—T NI AXT £ v
JIGBMLZ2NE, T 7 4 v 78 ASA ZliE X727 £7,

MACT7 RL R F—=u 0% 4 B—T 2T 5121%, WOFIEEZFETLET,
FliE
MACT RL A == %T 4 =TI LET,

mac-learn inferface_name disable

1 -

ciscoasa(config)# mac-learn inside disable

Zoa<wr ROn BEREFEHATEE, MACT RLA S—= 0N EHEA R—T7 VIR0 F
bé‘o

clear configure mac-learn =~ > N|E, #XTCDA L FX—T7 =2 ATMACT FL A T —=V
ThBEAR—TVIZLET,

ARP f VARSI VEMACT RLR F—TJILDE=
21)g

* show arp-inspection

ARP £ VARG L3I VUBELUMACT FLRA T—TL .



ARP A YARY L3 vBEEUMACT FLR T—T |

B owrerozxxsavemac7 LR F—TL0BE

ARP A VAR v a v wEF=FLET, TXTOAL U F—T A RTOWNT, ARP A
AR v a DREOREEFRRLET,

show mac-address-table [interface name]

MACT7 RL A T—T7N%2F=H LET, TXTOMACT LA T—T7 (FlDA
H—=T 2 A ADART v T N) e HEAF Iy 2 b)) 2FR-TEET, £/
X, HBHA L EZ—T A ADMACT RL A T—T NN E2FKRTEET,

T RCOT—T )%~ 7 % show mac-address-table =~ > ROH 2R LET,

ciscoasa# show mac-address-table

interface mac address type Time Left
outside 0009.7cbe.2100 static -

inside 0010.7cbe.6101 static -

inside 0009.7cbe.5101 dynamic 10

WESA v H—T = A ADT —7 )L % FRT 5 show mac-address-table =~ > KD H 14 %
i—“[/ji—g—o

ciscoasa# show mac-address-table inside

interface mac address type Time Left
inside 0010.7cbe.6101 static -
inside 0009.7cbe.5101 dynamic 10

ARP f VARG 3 EMACT FLR T—TJILDERE

HaE

Y

TSV rITA—LY)I)—R B EETEER

ARP A VAT g v

7.0(1) ARP A VA7 g E, TTD
ARP X7 ROMACT KL A, IPT
FLA, BLOREETLA v Z—T = A
A%, ARPT—TINVDAXT 4 v
= RY I LUET, T OKEEIX.
KNG ART L N T 7 AT 74 —)b
E—F, BXO97(1) ThED b7~
AXRT L hE—RENAL—T v RE—
RDOT YV T N—=T DA H—T =
A ATHHTEET,

arp, arp-inspection, 35 J U show

arp-inspection =~ > R2VEAIE L
7o

. ARP £ VARG LI VUBEUMACT FLRA T—TL



| ARPAURRYLaVEEUMACT KLR F—TL
ARP 22 <5 aveMACT KLR T—ILoRE [

HaE

iy

T3 bI7r—L))—R LA

MAC 7 RL &R 57— )b 7.0(1) NG ARXT LY b E—F, BIOW
91N THED N T AT L FE—
ReNV—TFTy RE=ROTY w7
N—T DA H =T ADMAC T
RVATF—=TNe AR~ A XTHT
EHLTEET,

mac-address-table static,
mac-address-table aging-time,
mac-learn disable, I3 J " show
mac-address-table =~ > K3V A X4
F L7z,

iR Sz 7%y D ARP - |8:4(5)/9.1(2) ASA ARP % v v oo 171 ek
F v 20BN SN TRy b0 MY
NT 7NV R TEENTHET, £

7-. ARPF ¥ v = |CRlEEHE ST~
FTRy NEEOLIENTEDLH LD
WD ELE, EX20T 40 VAT %
ik L CWRWERIE, 2 OREx A
F—=T T DHZ LIIHER L E A,

Z OREREIL. ASAICKIT B —E R IE
7 (DoS) WBAMET L2HEG0RH Y
4, EEOA A —T 2 ADL—
PRKED ARP JREZXEFE LT, 4
= F U TASAARP T—7 A2 5
NDHHREMERH Y £,

WO R AT 5541, Z Ok
EHIT 5 LEN B B TR D 0 E
ﬁ‘o

cEBLTY TR b,

o NT T 4 v VEREDOBEEL— D
71 %3 ARP,

arp permit-nonconnected =~ > R 73

ASNE LT,

ARP £ VARG L3I VUBELUMACT FLRA T—TL .



B owrerozxxsavemac7 LR F—TL0BE

ARP A YARY L3 vBEEUMACT FLR T—T |

TS5y R Th—bY—R

B AR~ A RA[RET: ARP L — IR

9.6(2)

IBWHTZVFFAI SIS ARP YT Y b D
BABERETCEET, 774/ ME
1L ASA ET /WL » TR 97,
Z OfEIZ ARP A b — LB AL 7
WIZHAA~A A TEET,

WDz~ REBMLUE L, arp

rate-limit, show arp rate-limit

. ARP £ VARG LI VUBEUMACT FLRA T—TL



| ARPAURRYLaVEEUMACT KLR F—TL

ARP 22 <5 aveMACT KLR T—ILoRE [

HRES

T3 bI7r—L))—R LA

Integrated Routing and Bridging (IRB)

9.7(1)

ARP £ VARG L3I VUBELUMACT FLRA T—TL .



B owrerozxxsavemac7 LR F—TL0BE

ARP A YARY L3 vBEEUMACT FLR T—T |

3
3
Iy

RE T bITH—L))—R

HEEEHR

. ARP £ VARG LI VUBEUMACT FLRA T—TL

Integrated Routing and Bridging (§&4
N—T A TBILOTY v )
3. T o= —F KA
VHE—=T 2 A AMEN—T 4 T D
BREAZRELES, 7V v —7
LT, ASANL— DR DIZT Y v
CTHEA L E—T 2 A ADTN—TD
ZETY, ASAIEL, ASADI T 7 AT
74— & UTHERE LT 5 R TACK
D7V VTR ES, DFED,
AV B =T A AW DOT 7 A H
FETSh, BEDOT 74T U+ —H
HEHLTXTEITINET, BanE, b
FGUART LN Ty AT U g —)b
FT—RTOLT Y v T N—TDHRE
DHRETE S Telzd, 7V vV —7
fCONL—T 4 TITTEERFATL
7ro ZOWELZHFEHTHE, L—T
R 7747 74— E—FKDTY v
CIN—TOHEREE, TV T IN—
THEBLIOT Y v T —T L —
Ty RA B —T A AW ONL—F 4
VI RFETTEET, Ty —
TE TV R =T A A
BVD) ZFEHLTEDTY vV 7 N—
TDF— b AL LTHEET S L
&0, =T g 72BN ET,
EDT N T N—TIFEET H ASA
FiZBloA v B —T7 24 APBFET D
%54 . Integrated Routing and Bridging
(IRB) 1FAMBLA ¥ 2 A4 v T Off
Mz s PRI LET, L—
7 v FE— RTlEL, BVIIZAHIfE A
VAR—T AR, T EA)L—
JLR° DHCP H— 372 & O— O RE
(e AUN—A U H—T = A AL IHH
BNZSIMTE 9,

N ART L hB— R CTHAR— b
ENBVILF aryTHFARET— R
ASAZ T AZ Y v 7 DEERRIL, L—
7 v FE—RTIEVR—FrEINEE
oo SAVFFXFXARNAL—F 4T X
AF v T N—T 4T DORERE



| ARPAURRYLaVEEUMACT KLR F—TL
ARP 22 <5 aveMACT KLR T—ILoRE [

i3
b
i

T3y bIr—LYY)—R HRETEER
BVI TlI#R—hrSnEE A,
KDa~ FRERSELE,

access-group. access-list ethertype.

arp-inspection. dhcpd.
mac-address-table static.
mac-address-table aging-time.
mac-learn, route. show
arp-inspection, show bridge-group.
show mac-address-table, show
mac-learn

ARP £ VARG L3I VUBELUMACT FLRA T—TL .



ARP A YARY L3 vBEEUMACT FLR T—T |
B owrerozxxsavemac7 LR F—TL0BE

. ARP f VARG L3 VBELUMACT FLR F—TJ )L
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