FRAERS T a—Fa 5

ZDOETIL, CiscoASA D b T TN 2—TF 4 7 kR X OWRABGOT 2 h HIEICHSWT
AL £,
e A F—T ) NAT— K& Telnet X2 T — ROE[E (1 ~<—3)
TN T Ay —=T DR (TN—=)
Ny b Xy TFy (T—)
eI T yva BT OER (14 =)
a7 XTI DFER (14 X—)
« ASAv @ vCPU fEffl& (14 ~—7)
cREDOT AL (16 %—)
cHEROT=X Y T (30 =)
T AMNBIRNN T TN a—T 4 7 OERE (30 2—)

A F—TIJLIINAT— K& Telnet /N A J— FD[EE

A =T RAT— RE2E Telnet XA T — REENT-HAIX. T br2EETEET, F
NEIZ, TRA R XA TICEH-TRRYES, CLIZHEHLTH R ZFITTIHALERHY £
bé‘o

ASA D/XRX T — FD[EE

ASA DA T— REZRIETHI2E, ROFNEEZETLET,

FIE

ATFY 1 ASAD= Y —)L R— MIEERH LET,

ATv T2 ASADEREZU->THrH, HOERE A T LET,

ATYT3 AX— KT v 7%, ROMMONE— RIZAS LH T a7 RRFERSNLZD, Escape ¥ —%
HLET,

ATYT4 a7 4FXal—vay VLIRAEET v 7T — T HIE, kOoa~vr REANLET,

TFAMERST TN a—TFaT .
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ATvTh

AFvT6
ATy T1

ATvT8

AFvT9
ATy 710

ATy TN

ATvT12

ATy 713

FRRERT TN a—TF125 |

rommon #1> confreg 0x41
Update Config Register (0x41l) in NVRAM...

AZ—=R T v ar7 4 Xalb—arEBET5L912ASA ZRET HIZIE, ROa~v
KEATTLET,

rommon #1> confreg

ASAICE S THIED AL 7 4 X2l —Ya DL U RAZENRERIN., THEEFETHNME D
MR LNET,

Current Configuration Register: 0x00000041
Configuration Summary:

boot default image from Flash

ignore system configuration

Do you wish to change this configuration? y/n [n]: y

HBTHEETEL LI, BIEOa L 74 Fal—va DLV AXEETREHLET,
HAEEFETAESIT. 7o M LTY EZANLET,
ASAIZE ST, FILWVED AN ZRD DT a7 FiFErnaInEd,

[disable system configuration? | DEZFRE ., T XTOREIZDOWVWTT 7 4 /L MEZZITANLE
D

T T MIRLT, YEASNLET,

wKDaA~ REAJLT, ASA%ZYr—RFLET,

rommon #2> boot
Launching BootLoader...
Boot configuration file contains 1 entry.

Loading disk0:/asa800-226-k8.bin... Booting...Loading...

ASAIZ, AZ—F T v a7 4Xal—aroffbhicryF 74 hary 7 X2l —3 g
\/é‘_)lj% }‘\‘[/ji—g«o

WDa<wr RE AL T, g EXECE— RIZT7 7 EALET,

ciscoasa# enable

RNRAT—RKDOANZRD NS, Enter F—Z2 ML E9,
NRAY— RK3ZEg T,

wKDa<vw RE AN LT, AE— Ty ar7 4 Fal—arr2u—RNLET,

ciscoasa# copy startup-config running-config

. TFAMERST TN a—TFaT
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ATV 714

ATy T15

ATy 716

ATV T

ASA 5506-X. ASA 5508-X. ASA5516-X TD/XXTJ— FDEE .

WKDOa<w  REANLT, Fa—)L a7 4Xal—y gy B—RNIT7E8ALET,

ciscoasa# configure terminal

KDa<wy REAALT, 74NV a7 4FXal—3 g r TREIZEUTRAT— RE2E
HLET,

ciscoasa (config) # password password
ciscoasa (config) # enable password password
ciscoasa(config) # username name password password

Koa<wr REANLT, 740k a7 4 Xal—arvika—RLET,

ciscoasa(config) # no config-register

FTIFNE AT 4 K2l —a DU AZHEIZOXI T, a7 4 Fal— g LY
AL DFMZHONWTE, I~ RV 77 LR LTLEEN,

WDa<y REASILT, HTLWRRAY—REAZ— T v 7 ary7 4Xalb—a VRF
]\/iﬁ—o

ciscoasa(config) # copy running-config startup-config

ASA 5506-X. ASA5508-X. ASA5516-X TH/\XJ— KD[EI{E

&
ATvT2
AFvT3

ATvT4

ASA 5506-X. ASA 5508-X. ASA 5516-X D/ AU — RoEEIZIE. ROTFIEE FZITLET,

FIE

ASA D=V —)L R— MTERE L 7,

ASA DEREZY>THhE, BOERELA I LET,

AL — KT v 7%, ROMMONE— RIZAD L HIZ7 vy 7 MRF RSN E, Escape ¥—%
HLET,

AT 4 Xal—ay VURFEET v T — T AT, kOa~vr REASILET,

rommon #1> confreg 0x41

You must reset or power cycle for new config to take effect

ASATHIED 2L 7 4 X2 b—ral LIURMALEHRA T a D) A MRERSNLET,
BTOEETXALHC, BIEOa L 7 4 X2 l—a DL AREEZFEELET,

FRARERS TNV a—F Y .-
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. ASA 5506-X. ASA5508-X. ASA5516-X TD/\X 77— FDEITE

ATy TH

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

ATvIN

Configuration Register: 0x00000041

Configuration Summary

] password recovery

display break prompt

ignore system configuration

auto-boot image in disks

console baud: 9600

oot: ...... auto-boot index 1 image in disks

f
0
1]
2]
3]
4]

[
[
[
[
[
b
wDa<w REAHLT, ASA#)a—RKLZET,

rommon #2> boot
Launching BootLoader...
Boot configuration file contains 1 entry.

Loading disk0:/asa932-226-k8.bin... Booting...Loading...

ASAlX, A =T v a7 4FXal—arofbiZTF 7/ hary7 X2l — g
via—RLET,

WDa<r RE AN LT, ¥l EXECE— RICT 7B AL ET,

ciscoasa# enable

INRAT— KD AN ZRD HNT=Z5, Enter ¥—4 L F7,
INAYT— RIIZEHTY,

ROA< R ANLT, A= Ty 7T arysFalb—varkzn—RFLET,
ciscoasa# copy startup-config running-config

WKDOa<w  REAN LT, Fa—)L a7 4Xal—2 gy B—RNIT7E8ALET,

ciscoasa# configure terminal

KDa<wy REAALT, 74NV a7 4FXal—3 g TREIIEUTRAT — RE2E
HLET,

ciscoasa (config) # password password
ciscoasa (config) # enable password password
ciscoasa(config) # username name password password

WDa<wy REANLT, 7740 ar74FXal—rar2ua—RFLET,

ciscoasa(config) # no config-register
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ATvT12

Asav T2 T— kEREA A —voaE [

FTIFNE AT 4 X2l =g VDLV AZETOX] T, 27 4FXal—var LY
AZDFHCHDONTIL, 2~ R U 77 LU 2AEZBBLTLEEN,

WDa<w REANLT, ILWRRAT—REARAX— T v a7 4 X2 b—a VIRTE
LET,

ciscoasa(config) # copy running-config startup-config

ASAv TD/INR D — FZFE=IFA A —PDMEITE

&

ATy T2

ATvT3

ATv74

ASAV D/RAT — RETFA A=V EEIET BI121F. ROFNEEZFITLET,
FE
T 74X a2l —2al B ASAVOR Y I T v Ty A a’—LE9,

copy running-config filename

1 -

ciscoasa# copy running-config backup.cfg

ASAv ZFIREN L £,
reload
[GNUGRUB] A == —M5, FRHIZHFL, avT7as¥Xal—avEO—FLEBEWNVS T Ve

VT <filename> %33R L, Enter ¥ —Z2 ML FT, 77 A V4L, ASAVDT 74/ DT —
FAR=DDT7ANEZLTY, T74/NVEDT—F A A=, fallback 2~ FiZL->TH
T — FENDZ EIEHY FHA, FOHk, BIRLIEZT—h A A=V —FLET,

GNU GRUB version 2.0(12)4
bootflash:/asal00123-20-smp-k8.bin
bootflash: /asal00123-20-smp-k8.bin with no configuration load

&1

GNU GRUB version 2.0(12)4
bootflash: /asal00123-20-smp-k8.bin with no configuration load

FATaL T4 Fal—va iy Ty T ar7 Falb—vary 7y vEar—LE
R

copy filename running-config

1 :

FRARERS TNV a—F Y .“
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B <xo—rr#EOF£—T0it

ATy TH

ATvT6

ciscoasa (config)# copy backup.cfg running-config

NAT—=FRDUEy b,
enable password password

51 -

ciscoasa(config)# enable password ciscol23

HLOBREEZREFELET,
write memory

B -

ciscoasa(config)# write memory

INXJ—FKEREOT«E—TILit

\}

GE)

ASAv ECTRRAU—REEEZT 4 =7 /I TDHZ LiITTEERA,

MEBR Do N2 — PR RAT — REfE A D = R L Z M LT ASA ZfERICE B2 &N K
AT, NAT—KREEE2T 4 B—7 W T 5120, ROFIEZFEITLET,

1R HHEIIZ

ASA C. noservice password-recovery 2~ > R Z {925 & ROMMON €— RIZ A>T, a2
TA4X2b—varOEREHSZENTEET, ROMMONE— RIZAD L, ASATIX, ¥
RCDTTvva 774N VAT LOWEEEROL T 7 vRFRINET, RAICHE
ZIATLRWVE . ROMMON £— REBIETEEHA, 77 v a 7740 VAT AEHEE
LAWSA, ASAIXY n— RENET, 72U — FE[fE 1L ROMMON £ — RO & BEfFED
LT 4 X2 b —a VORBRIEFELTVWAD T, ZOBEEICE ST, 22T — RoEEN
TERLBRVEST, L, "RV RERETERTHI LT, RERZ—YFRa 7 4
Fal—varzZRRLD, JONRAT—=REFALIED T2 08220 ET, 20
B VAT AEEERREIRIBICEIE T AT, BILWA A—T Ny I Ty T ar 7 ¥ a
L—yary 7740 (AFETEDLSHE) 2n—FLET,

service password-recovery 2~ > R|X, 2> 7 4 Fa2lb—Tar 77 A /WIBHMHAE L TOR
FRINET, CLIZn 7 ML Tavy FEANT L L REIINVRAMIZRIFS L E
T, REAELLTDHME—DOFEE, CLIZer 7 hCTavry ReEANTHZE T, Zoav
YRORBRDZAN=Ta U THHa 7 4 Xalb—varE o —RFLTH, REFELEINEHE
lo  (NAT— REHEOHEFERET) A2 — T v TRHICAZ— T v a7 4 Fab—

. TFAMERST TN a—TFaT
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—

T/

Fivy rve—voxr |

VarvEERT L L) ASAREESNTWVALGAILSAY—REEZT 1 B—T7MZT5H L,
B EBVAS =T v a7 4¥al—varzu—RKT5L910 ASA ORENEHE X
nNE¥, 72— nNA—R—%2fHL, A¥—F T v 7 ar74Xal—va 2B H{+5L9
\CA L N HEERRE SN TV DAL, noservice password- recovery 2~ 2 K TA X L3
AEBICER L2 X2, a0 74 Fal—vay LYRFICEUEERMZ SNET,

Fig
N2 — R T 4 B—7 M LET,

no service password-recovery

51

ciscoasa (config)# no service password-recovery

\wWwH AyE—NDRT

TNy THINECPU 7m v A TET TAF VT A BE DL THNTWDID, T3y 7N
EATO EVATAPMERTERLS D ZERDHVET, 207D, FEOMED N T TV a—
T4 T EITHIGERC, CiscoTACED N T TNy a—T 47 By arOfIZRY debug
avr REFHALTLESY, &I, Xy NT—7 b T 7 4 v 7 BRO—VHIN DI
\Zdebug 2~ FEEATHZL2BEOLET, TAAYX T E2 20X ) REFRIEHCIT O
L. debug 2~ FABLDO A — R—r~y ROBIMZ LY & A7 5O I A K Sl REMEN
Dl RV ET, TR T Ave—UEARITHITIE, av K U757 L2 AD debug =
<~V REZRLTIZEN,

Ny b FxTFx

Ny hFEYTF it BROMEDO NI TN a—TFT 4 VP ETIIARBRT 7T 4 ET 4D
T F VT HET) EZNIRNDZERBVET, XNy M X Ty P—EXEMHEHTS
LA TE, Cisco TAC ICHET 22 L2 BEIO LET,

NTY XY TFNYOHAFSA4 2

AVTFERNE—F

s AT HXANNDI TALGHY 7 TRy T F Y ERETCEET, ZOLHE, £DU T
ALZEENY 7 TEREEND 2T HF A MIEEMT O TWDE Ty MRS v
FyrINnEIT,

TFAMERST TN a—TFaT .
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. Nry bOF v TFx

e VLAN ZLIZHRETEL2F ¥ 7 F v i 1 O TF, 5 VLAN OEH O a5 F 2 b
THXY 7 F Y ERELTEREAT, RBICHRELESy 7 F v 2 MEHENET,

cKBICRE LT (7277 47) v 7Ty 2HIBRLESAIE. Bloar 7 %A N THANZ
BELEXF Y TF¥DBHoTEH, 77574 IR 5% 7 F ¥ iIhH v EHA, ¥ 7F¥
BT VT ATICTHINE, Sy T F Y EHIRLCGENMLUETLERHY £,

XY T TFXYERELTLA L E—T oA AEBTHTRXTON T T4 v I RF Y T TF ¥ &
NET, i, 5 VLAN Lo a L TF A M~D T 7 4 v 7 b EENE T,

L7ERo2T, BAHVLAND IV THFARA TOXY T F v 2 A X —T MLz & &IT,

ZOVLAN 27X A B CHOEHEINSGAEIE, 207 FAMA L THFANB
DWFTDOANNT T 4 v I R¥¥y T FyIvEzT,

MO T 747 O8RF. 772747 X%y 7 Fvy0HHarTXANDNT T 4 w7712
FRF Y TF v SNET, ME—OFISNE, ICMPEZ A R— 7 /M L2V (Lzv- T,
ICMP T 7 4 v 7 D& v a rRNEl SR W) BATT, ZOBEAIE, 54 VLAN
DTRTCHDALTHXFARNTANEHIIOICMP v T 7 4 v I BRF v 7TF ¥ INET,

ZOMDHA FS5 4 >

« ASA BAIEZRTZAD TCP ~» X —ZFFo3 7 > N2 %/5 L, ASP 28 invalid-tcp-hdr-length
ThHhrEWH) FeyTHBHTEONRTy Ve Ky 745856, 207y Nax2fE LT
A B —T A A_LD show capture 2~ > R DIX, Oy haFRRLERA,

*IP N7 74w 7RIy 7 F XY TEET, ARPREDIEIP Ty MNIF ¥ 7 F v TX
FH A,

s TAVSCT ¥ 7ft&E 2y hOBAE, ¥ 7FxInN 7y MZEENLTWSIE
M CMD ~v X —%_ PCAP B —T7 B LN ER”H Y $9,

RT Y M XX T TFXINE, VAT LAEERET D, A AT v a OO ERNIC
FHAZND/N7 > b, NAT, TCPOIEHUL, /X7 > NOWNEZRFEST 52 OMOMEEN &
FNET,

INTY FDXN TF v
Ny "Xy PF 451203, ROFIEFEITLET,

FIE

AT Ry b A= 74V TBIXONRy NI BEOYIN 3T D7Dy b v 7T v i
HBEA RX—T VI LET,
capture capture_name [type {asp-drop [all | drop-code] | tls-proxy | raw-data | isakmp [ikev1 | ikev2]
| inline-tag [fag] | webvpn user webvpn-user}] [ access-list access list name] {interface {interface_name

| asa_dataplane | asa_mgmt_plane | cplane} } [ buffer buf size] [ ethernet-type type] [reeinject-hide]
[ packet-length bytes | [circular-buffer] [trace [ trace-count number]] [real-time [dump] [detail]]
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match protocol { host source-ip | source-ip mask | any} [operator src_port] { host dest _ip |dest_ip mask
| any} [operator dest_port]]

51 -

ciscoasa# capture captest interface inside

Xv 7T X THTRXTCONRT Yy DA E =T 2 A AEFRET DLERHY £3, BEOXA
TDRNT T4y 7 EXY T T ¥ T DX, BHD capture 27— ks X2 M TR U capture_name
R L ET,

typeasp-drop¥— 7 — NiE, @iEEX 2V T4 NATRay7and sy hadx7Fr L
FT, ZITAZTIE, Reyrapiz, 2=y MADEXET =% XFry hb¥x FFrIhE
T, A F aArTHFARNET—RTIEH, Z2O0OF 7T a VBV RT AFETAR=ATERITEND
L, T RTCO Ry FEINET—H X ry Mi3F Y 7F vy anEd, 2047 varnars
FANTCRITINZE XX, Ry 7ENT—2 "7y D5 L, Z0OarTX A MIBT
HAHE =T 2 A AMB AT b DT RF Y 7T ¥ INET,

typeraw-data X — 7 — Ni&, BE Ty FEREAT Y MaeXx 7Ty LET, ZOREIL.
774/ hTT,

inline-tagrag DX — U — R LB DT X, FFEDSCTED ¥ V' EfRE L ET, HHE LRV
Bl AERED SGT AR Z /&R Try MaX vy I F v LET,

buffer ¥ — 7 — Ni&, /X7 > NERETHEDIEHT LIy 77 P4 XEERLET, 2O
WA RNy T 7P XN b e, Ty N Xy 7T yidfELLET, 7T AXZNTHEH
INBHEXE, NF2=y EHTEV DO A XTT (2=y FOEFTIEHY THA) |
circular-buffer ¥ — U — R&Z45ETDH L. N T 7 BN EWNITRo7z L 2, Ny 770
DGR EEE INET,

interface ¥— 7V — RiZ, "7y M ¥ T TF Y E2HFHTLIA X —T oA ADL4RIERELFE
TO

T2 T L—r LDy NaeX ¥ 7T ¥ T HITIL, asa_dataplane ¥ — U — RAfH L E7,
BMEY 2= Ny 7T L—v ETXy 7 F ¥ SNy a7 4 VZ BT 5121,
asa_dataplane = 7' a VAL, ZNHDOHA RTA A EWET, v 70— KT,
Ny 7 T U—VHili# Ry ME, T7EA VA NEANALNALTCHR Yy T Fr IhET, v LT
AT XA T— RTE, H#A7 Y hOBBY AT DFEITAR—=ZATHR ¥ IF ¥ SNET,
T Ry M, arTRA MRy T F Y INET,

match ¥— 7V — RiX, —HT2570 ba lBIORETLEEHEIP T FLA, BIOAF TV g
YOR— b EFYyTFY LET, ZOF—U— NI 1o0a~v 2 FC3RETHEMATEET,
anyX— U — KX, IPv4 877 4 v 7 &%y 7F ¥ LET, operator (ZIXRDOWT %
BETEET,

olt: LD/
egt: KO REW

seq: FELW

FRARERS TNV a—F Y .“
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ATy T2

ATy T3

ATy T4

ATy TH

ATvT6

FRRERT TN a—TF125 |

real-time ¥ — UV — FZf5ET DL, F¥ 7T v Le Ty b3 U 702 A A CHllfe L TRRS
nET,

reinject-hide ¥ — 7 — R&Z{EETH &, BEASNT ATy NEXF ¥y 7 Fry ShETA, T
I, 77 AZ D U TREICOZEM SN ET,

GE)  ACL ORELDEE SN TV D EE, accesslist 2~ RidF v 7 F v T TE
FH A, access-group 2~ 2 ROLEHTEE T, ZOHHA. access-list 2~ 2 R fifi
ALEoEThLT—RERINET,

JIGARMNEY > NTT 4 T Xy T T LET,

capturecapture_namef{ type lacp interface interface id [ buffer buf size] [ packet-length bytes)
[circular-buffer] [real-time [dump] [detail]

capture capture_name interface cluster [ buffer buf size] [ ethernet-type type] [ packet-length bytes
] [circular-buffer] [trace [ trace-count number]] [real-time [dump] [detail]] [trace] [ match profocol
{ host source-ip | source-ip mask | any} [operator src_port] { host dest ip |dest ip mask | any} [operator
dest port]]

B -

ciscoasa# capture ccl type lacp interface GigabitEthernet0/0
ciscoasa# capture ccl interface cluster match udp any eq 49495 any
ciscoasa# capture ccl interface cluster match udp any any eq 49495

RO2ODFIETT FZALZGIEHY) V7 DNTFT T 4w 7 Xy T F ¥ TEET, 77 AZHIEY
VIDTRTDO NI T4 v XY T YT DI, A F—T A A4IT cluster ¥— 7 —
RZMEHALET, cLACP X7 v hDOZ%EF ¥ 7FF v T 5 Itypelacp fEEL, A 4 —7 =
A AL TR IYEA =T =2 A AIDERELET, 77 AZH@Y 7 LDy MT
. arbra— L L=y Xy b T —F FL—u Xy hO2EERHD, LD,
R EINTT—H N T 74w 7 L7 TFAXLURA v E—UREENTHVET, IPT FL A~y
X —D TTL 7 4 —/V X, ZO2FHEDO Ny NERBITE LX) I 7 b ESvET, 5k
ENTET = Ry MRy T F Yy INDEET, TR T DD TAZY T FL—
THX XY T Fx Ty AN EET,

I TAZERDN Ty Faedy T TF v LET,
cluster exec capture capture_name arguments
Rry ¥ T F v EELLET,

no capture capture_name

UTNEA LRy EFXx 7Ty 2 TTHI2E, Crl+eZ AN LET, Fv 7 F v 2%SR
ICHIBRT 51213, Zoa<r FonBXE2EHLET, VI A A L4723 id, raw-data
¥¥ 7Ty BL D asp-drop ¥ ¥ 7 F v ICOLBEHINET,

Ny T 7o/ 7y bEAIBEFICFIT Y v b v 7 F v 2EIET 5546

capture name stop

FHEX Yy 7F ¥ 2T 52546 -
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no capture namestop

AT ¥ T7F¥E2I7IVTLET,

clear capture capture_name

1
aveta—)L FL—2 7y b

ayhar—L FL—r EETLHTRTONNT Y MITIL A 255 IR ESNTEY .,
R h BB 49495 N T AX Y 7 ar ba—L FL—2 U v Ry R— MNIEH X
NET, ROHFITIE, 772XV U TRED LACP ¥ v 7F ¥ 1B+ 5 HikzrR L
iﬁ—o

ciscoasa# capture lacp type lacp interface GigabitEthernet0/0

WOHEITIE, 7 FAX VT )7 TORIEINZA Ry NOXx 7T v 2AERT B
EERLET,

ciscoasa# capture cp interface cluster match udp any eq 49495 any
ciscoasa# capture cp interface cluster match udp any any eq 49495

T—8 TL—2 7y bk

F—2 2y MR, 1202 =y b bRloa=y N (ZOEGEOFAE) TRk
ENBERTry N, VF3AZLU AV E—UNEGENET, B@EDY T AKX LU B
A v —U0E, TTL 28 254 ([ZRZE S TE Y, TTL A3 253 1Ta%E SN2 72 LU X
7y MBRBHYET, ZORZR LU N7y MITCP DA T, T4 LI EZRHFLNT

0—OFTEEEZRIR LG AEICORBELET, T4 L2 X1ICLU FULLT » 77 —
kX he L BIZERAT Y M EE D@Li?‘ LU/\#/ MZiX, JtDd 7y b
D L34~y X —REZAENET, iz . ZIEE B CTEEN B IREDZE
AT HOEEMTCEET, IRESNDHT — ?Nﬁykﬁ\ﬂlﬁ4$ﬁﬁﬂﬁéhi
T, WROBITIE, 7 TAZEY 7 TT—2 RARTy vOXF v 7 F v Z{EKT D
FEERLET, 7 T7AXMT—H2 7L —2r0 [flow logical update| A »E—T %9
RCHF Y7 F T H0F, A— 4193 Z2HL 7,

ciscoasa# access-list ccl extended permit udp any any eq 4193
ciscoasa# access-list ccl extended permit udp any eq 4193 any
ciscoasa# capture dp interface cluster access-list ccl

NTY b X TFNYDRT

CLITAY y b %% 7Fx &7 T UF LICFR LD | EEOY—SIExx 7 F v 254 7
R RLED T2 ENTEET,

FRARERS TNV a—F Y .-
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B orsvT7vomr

ATy

ATvT2

ATvT3

FIE

CLI TxX ¥ VT ¥ 2FRTHIZIE

[cluster exec] show capture [capture_name] [ access-list access list name] [ count number] [decode]
[detail] [dump] [ packet-number number]

51

ciscoasa# show capture capin

8 packets captured

1: 03:24:35.526812 192.168.10.10 > 203.0.113.3: icmp: echo request
2: 03:24:35.527224 203.0.113.3 > 192.168.10.10: icmp: echo reply
3: 03:24:35.528247 192.168.10.10 > 203.0.113.3: icmp: echo request
4: 03:24:35.528582 203.0.113.3 > 192.168.10.10: icmp: echo reply
5: 03:24:35.529345 192.168.10.10 > 203.0.113.3: icmp: echo request
6: 03:24:35.529681 203.0.113.3 > 192.168.10.10: icmp: echo reply
7: 03:24:57.440162 192.168.10.10 > 203.0.113.3: icmp: echo request
8: 03:24:57.440757 203.0.113.3 > 192.168.10.10: icmp: echo reply

access-list *— U — NiX, BEDOTZ7EAVRARNIDODIP 74—V REFIZLVESMDT £ —
L RIZHEASNT, Ny MZBETAEREERLET,

cluster exec X —V — RZfEHT 5L, HDH=2=> [T show capture =~ > REZFITL, LD
TRTOa=y hTEDaA~v Y REFRKHZFITTEET,

count ¥— U — KL, f8E LT —H DO/ y MEAEFRRLET,

decode — 7 — KL, isakmp ¥ 1 7 DOX ¥ T F v BN U X —7 = A AZHEH SN D LA &
SNHhET, UHEDOAS U H—T oA A& @IET D ISAKMP 7 —# 1%, HEE{bOBIZT I THy
TFrEN, 74—V FET a— RRL7EBIZEDMOERE & bIcRRENET,

detail ¥ — U — NI, %37 v bOBMO7w b2 fffzRorLET,

dump ¥ —VU— R, 7—% V7R TEEINI ATy FO 16 EX T E2FRRLET,
packet-number ¥ — 7 — NiX, fRE L7y NESTERRERBLET,

TIUY TRy b F®Y T F Y 2RRT 52T

https://ip_of” asa/admin/capture/capture_name/pcap

peap ¥ — U — R&AWE3 5 L show capture capture name 2~ > NH IS 35 NED N
TRINET,

VN F arTFA N ET— RTIE, VAT LAFITAN—ZATDH copy capture =2~ > K% {# ]
TXET,

Nry M XY T TFrET—Niar—LET, ZOHITIIFTP 2R LET,

[cluster exec] copy /pcap capture:[context-namel]capture_name ftp://username:password@server_iplpath
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iy ke 7Feozr ||

peap ¥ — U — R&AWE3 5 L show capture capture name 2~ > NH IS 35 NE D N
KRINET,

1

OB, asp-drop ¥ A T DF ¥ FF xR LET,

ciscoasa# capture asp-drop type asp-drop acl-drop

cisc

2 p

1:

2 p
cisc
2 p

1:

2 p

WOHIL, ethernet Z A 7 DOF ¥ 7 F v #RrLET,

cisc
cisc

22 p

~N oUW N

oasa# show capture asp-drop
ackets captured

04:12:10.428093 192.168.10.10.34327 >
2669456341:2669456341(0) win 4128 <mss 536>
Flow is denied by configured rule
04:12:12.427330 192.168.10.10.34327 >
2669456341:2669456341(0) win 4128 <mss 536>
Flow is denied by configured rule

ackets shown

oasa# show capture asp-drop
ackets captured

04:12:10.428093 192.168.10.10.34327 >
2669456341:2669456341(0) win 4128 <mss 536>
Flow is denied by configured rule
04:12:12.427330 192.168.10.10.34327 >
2669456341:2669456341(0) win 4128 <mss 536>
Flow is denied by configured rule

ackets shown

oasa# capture arp ethernet-type arp

oasa# show cap arp

ackets captured
05:32:52.119485 arp who-has 10.10.3.
05:32:52.481862 arp who-has 192.168.
05:32:52.481878 arp who-has 192.168.
05:32:53.409723 arp who-has 10
05:32:53.772085 arp who-has 10
05:32:54.782429 arp who-has 10
05:32:54.784695 arp who-has 10

10.94.0.51.15868: S
Drop-reason: (acl-drop)

10.94.0.51.15868: S
Drop-reason: (acl-drop)

10.94.0.51.15868: S
Drop-reason: (acl-drop)

10.94.0.51.15868: S
Drop-reason: (acl-drop)

interface inside

13 tell 10.10.3.12
10.123 tell 192.168.100.100
10.50 tell 192.168.100.10

.106.44.135 tell 10.106.44.244
.106.44.108 tell 10.106.44.248
.106.44.135 tell 10.106.44.244
.106.44.1 tell 11.11.11.112:
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— ~ > ~ (o] —
Doy BUTDRER
ASA F72IXASAV NV T o v a LEBAIL, 77 v va U7 ERERRTEET, 7T

Va BT ONEERRLUENS 58615, Cisco TACIZHEET 2 2 LA HERLES, 2~
> K U757 L AT show crashdump =~ > REZZBH L T 72 &0,

N> O —
A7 AU TDRT
a7y XA, Tl T ARREKT (VT yva) LiEEED, ETHROTa ST LD
Ty Fay hTT, ar XTI =T —EBWELIIT ANy I T H10H, BLUEELZR
WO F T A NTONTEDLLI, VI v v azBRETIHEOIHHAINET, ASA F721X
ASAV TDT TV —a VAT AT Ty vak NTT NV a—T 47T 572018, =
T H TR EAINCT H L D Cisco TAC b EHFE S NALAENHV ET, a~v KU 77
LY AT coredump 2~ RZZML TS EEW,

ASAv ® vCPU EAH=

ASAv O vCPUEARTIL, T—#% RA, #lfIRA > b, BLOAH 7T a2 THEASALTH
5 vCPU OE&E R LET,

vSphere T &5 vCPU DfFFIZRIZIE, 2D ASAV DRI Z T, KOLDREEN
F7

« ASAv 7 A RIVERRH
« ASAV VM [T & 7= %SYS A — 83—~y K

« vSwitch, VNICE X U'pNIC D ZBEIT 5 /37 v ROA— =~y K, ZOF—/3—~y
RIZIFEFICRELS RDGHEDH Y £7°,

CPU EERZE DA
WA S 4L vCPU O R KIFIC R 26 2 ISR LET,
« ASAv D L7R— |k : 40%
«DP : 35%
HETEE R 5%
« vSphere ® L K— |k : 95%
«ASA (ASAv LAR— K &ELT) :40%

*ASA T A RV AR—=VU 27 :10%
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vMware 0 cPU AR LA— [l

o F—R—w K 45%
==~y RiE, A S—= 3 FHERED ST, I8 KX O vSwitch Z i H L 72 NIC & vNIC Df#]
D3y MEREICHER SN TVET,

ASAV DT=O DA —"—~y K& LT, ESXi P—"DEBMoa s Ya—T 407 JY—R%
ERTHEENHHT-0, HHRIT100% 2B25Z ENnHY £9,

VMware @ CPU EHZED L AH~— +

vSphere C [VM Performance] % 7 % 2 U » 7 L. [Advanced] %7 U 7 3 2% & [Chart Options]

Key 77X ) A MRERINET, 22 VMOEAT— | (%USER, %IDLE, %SYS
72E) OvCPUMHIRNFIRINE T, ZOFMHIT. VMware DBLE S CPU U Y — Z3MEH
SNTWELGFZBET 5 DIELHET,

ESXi — "Dy =/ (RA MA~DEEEIZ SSH A L T = /M7 7 A LET) T,
esxtop & Fl T& £9°, Esxtop I Linux @ top 2~ > NICR-B/EE LM Z DL, RONE
%5 1p vSphere D/X7 4 —< L AZEHTH VM O A7 — MEHR AR L £,

«vCPU, AEV., X*v MU —7HROFEM
e £ VM DAT— | Z & D vCPU i R

e AE Y (FETHIZ M) EAAN) Exy bU—27 (FEfTHz IN) EAJ) 1Tz T, #%
HIFHRE RX Fu v 7

ASAv(DYJ 5 7 & vCenter DU 5 7
ASAv & vCenter D] C CPU i IR OFTITEN R H Y £,
« vCenter D7 T 7 OAEILHIZ ASAV DEE L v b kExL< 20 £,
* vCenter TILZ DfEIX [%CPU usage] & FEITIL, ASAv Tid Z OfElE [%CPU utilization
ERREILE T,
FHEE T%CPU utilization] & [%CPU usage] (5O D& FEMR L THET,
+ CPU utilization 1%, ¥ CPU O#FHERZ AL 9,
« CPU usage |% CPU DA RN—RA L v F 4 ZIZHESWTiEE CPU O EHEmZ 3Rt L £
T, L2l 12D VvCPU DAHMMEA SNDTZD, NAR—ZA LT 4 U TITEMEL 8
/\Jo
vCenter | CPU % usage XD L ) IZFHHE L ET,

T T 4 TR SARAR CPU O &, I WTREZ: CPU DA RHIX T 2EIG & L TIRES L
i‘é‘o
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ZOFEIF, RAMPLRZCPUMHAETHY, YA N ARXL—FT 4 T VAT AL R
CPUMHETIEH Y A, T2, ZHHEE~ > THEATIE/R T X CTORIE CPU O
CPU fEFH=RIZ72 0 £,

7= 21E. 1 EORME CPU 28 L= 1 DOEE~T U, 4 BOWE CPU 28# L1158
DHRARTIEITENTEY . ZO CPUMHEN 100% Oa. A~ 0%, 1 HOYE CPU
I _CEA L TWET, (AR CPU OfE AL, TMHz B2 =R /548 CPU ¥ x =27
B L LCEEESNET,

=% MHz TLb#k4 % &, vCenter & ASAv Dl 5 OEAEIZ—E L E 9, vCenter 277 7 M
5. MHz % CPU {# 31X 60/(2499 x 1 vCPU) =24 LR LN E T,

~

ZITIE VUV E—RASA IR X2 U T 4 AT R R OO T 2 Nk,
ASA A B —T A R%& ping TDHHIE BROHLA v H—T 2 A XA EDKRA MM HMMOA
YH =T 2 A A LEDRA M ping TED X IIZTHHECHOVTHHALET,

EXEHROTA L : 7 FLARITD ping DEAT

pinglX, $¥EDT FLAPMEMFRET, JET L0 E I NEHRT 20D fli/ra~ 2 T
T, WO MY 7T, ZOavy ROFEME ENEHE > TEITHEER T A MIOWTHB L
7,

ping TEITRAIEELE T X k

TNA A% ping THE, ZDTNA RNy RREE S, T ABNEZIRLET,
OB RAEMHL T, Xy EU—27 TN AL, AT, @5, BEXOT A M52
EMWTEET,
ping ZfEHL T, ROT A MEFEITTEET,
2ODALH =T 2 A ADN—TNy 7 TAK AU ASA T—FHFDA U H—T A AN
Db —HDA U H—T A AT ping ARV —T Ny 7 TARELTREETHE, W
FDOALUHE—T oA ADIERNI [T v 7| AT —H ABLOEMEEZRIETE E7,
* ASA D ping : IO ASA DA v H—T A A%k ping L, ZTDA L Z—T A ANBT v 7L
TWURETDHZ L &R TE T,
« ASA FEH D ping : ASA DD T /34 2% ping 5 Z L1k > T, i ASA FH T
ping THZEMNTEET, Ty MI, ERNENOHFAIIBEIT L & E12, 2 DOHH
ASADA VA —T 2 A ABBLET, ZOT7 7 v avid, Flla=y hOA L Z—T =
A A, BE, BIOISERRIOEART A M £,
Xy NT—=2 THAAZADEED LWEHEELZT A M 25720 D ping : ASA A X —T = A A
B, EFICEIEL T RWEBb bRy hU—7 T3 Al ping THZ ENTEE
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ICMP ping & TCP ping 5&4R .

To AV F =Tz A ANELLRESNTNDIZE2ND LT T a—RNZ 5 SR 0GE
X, TAA ACER S D LB ONET,

c PEEEEZT A R T 57200 ping : ASA A VX —T = A ANE, IEFICHEIET D Z &N
DNPoTNDLRy NI =7 FTNA AZpingTHZENTEET, =a—%2%F LIHA.
HIZH 2T A ART R CTIEFICEEL, MEIRICIE L <#f STV D 2 & 05 ER
Nz iz E9,

ICMP ping & TCP ping M3&3iR

ICMP &1k

ASAIZIE, ICMP =2 —ZR/\NT » FE2FEFE LT, ma—8&E Ty bEZET 50K D ping
DB L THWET, Ziuk, FBEY—L T, $XTOMIRy U —2 F /34 ZATICMP k7
T4y I BRSNS EIT) ESBEEEL £ T, ICMPping ZfEH] L T, IPv4/IPv6 7 KL X %
TAXARA M % ping THZ ENTEET,

722U, ICMP 228 1E LTV D Ry bU—2 6BV 7, ZHHOR Yy MU —27 2 ZHUTEEY
T 5561, b VIZ, TCPping ZfEH L CTxy MY —JHfia 7 A N T& X7, TCPping T
I%. ping 7°5 TCP SYN /X7 F23iE[E S, I T SYN-ACK 233215 ST Bl T % O ping
D LTc & R7pSivET, £72, TCPping TiX, IPv4 7 RL A FE721IAHR A MM4ld ping TE
F3 8, IPv6 7 KL AT ping TE EH A,

IE# 72 ICMP £ 7213 TCP ping &1E, fEH SN TWDT RLANENTRED XA 7D 7
T4 IIUEETHIEEBRL TN DICTEEHA, JIUTERBERSAHBEL TS 2 L%
BWLET, A4 A LTEWETAHMORY > —T, BEDHXATDRNT T 4 v TINT I8, A
FBERTERNE LT EnNTEET,

FIZFNVEITEH, EX 2V T 4OFmWA v Z—T 2 AnbEF2 )T 4 DRV, X —T =
AA~D ping ZFATTEET, VH—2 FT 7 4 v 7 Z@BBIEDL L HITICMP A A
arEAF—TIMITHIERETNRLETT, X2V T 4 DRWA U F—T oA ADNDE
WA U E =T 2 A AT ping THIZIE, NI 74w 7 %2FT5ACLEZHEHTA20ENH Y F
7

ASA A U B —T = A A% ping THHEIT, TDOA ¥ —7 = A AZHH &iviz ICMP L— )b
IZE-T, ma—8RN\ry N a—S& Ty RBRFFA SNDMLERH Y £3, ICMP/L—
JVTABEFEETY, ZON— IV ERE LR T2HAIE, A VX —T = A ZA~DT X THOICMP
7T 4y IR SNET,

ZOFINETIE, ASAA U H—T7 =2 A ADICMP ping & A X—7 MIZT 570, £l ASA
B O ping HICHEK T 2 MEOHHICMP 2> 7 4 X2 Lb—3 3 LV OT_XTITHOWTHPA L E
T

FIE

ATFYT1 ICMP L— /)L T a—BR/m a— 8B N ENDH 2 L #R LET,
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ICMP /L— UL, BRER[RET, A v F— 7 = A AZEEEEZIND ICMP /7 > M@ S
F£9, ICMP b— Vv ZEA L7eho T2 851E, T XTOICMP 77 B AR ENET, 20
WAL, T3 a U RETY,

7277 L. ICMPL— /L& EHET A5, D7 EHLLLTFO linside] 2 ZHEHEDOT A ZADA
VHE—T 2 A ABICEEWBZ T L ONREA L E—T 24 ATEENTWDLZ L 2R LET,

ciscoasa(config)# icmp permit 0.0.0.0 0.0.0.0 echo inside
ciscoasa(config)# icmp permit 0.0.0.0 0.0.0.0 echo-reply inside

T HEA =L TICMP PHFAEIND T EEMRLET,

ASA A THA b ping THHAIE. 7278 ANL—ILTICMP b T 7 4 v 7 OEZAEHFFA]
SNAVERBLYET, TIZEAL—AT, Dt ma—ER/ma— G ICMP /Y v
MRS OMERHY £T, ZNEDOL—ME T u— L — E LTEIT 2 2 LR TE
£,

TIBAN—NVNA A —T oA ATEHAINTWE, £201E, Zu—I@EHIN TS
LEid, oL 57— v aBE ACL \ZBINT 57217 T,

ciscoasa(config) # access-list outside_access_in extendedpermit icmp any
anyecho

ciscoasa(config) # access-list outside_access_in extendedpermit icmp any
anyecho-reply

F2lI, TTOICMP Z5Fr] 3 57217 T,

ciscoasa(config) # access-list outside_access_in extendedpermit icmp any any

TR AN—NVEFER LG, BERMOZATDONT T 4w 7 BT HMERH Y
F9, T A X —T 2 AT 78 A V=V EEAT D L, BFERO deny 2BIEND
7D, MOTXTONT T 4 v I PEEINDTEDTT, ACLEZA V¥ —7 oA AZHHT
L. FE, Ze—rOLZEH T 5I2iE, access-group 2~ 2 KA L 9,

HUZT A NHITLA— L ZBINT 256 1%. access-list =~ > R no FEA A L T ACL 7»
BI—NZHIRTEET, ACL &2K%ET 2 M 27210 D%EIEL. no access-group =~ > N %
HLTA v Z—7 =4 A5 ACL ZHIBRL £7,

ICMP A > ARY g kA F—T M LET,

A B —T A AD ping &IEXRAIIZ, ASA R T ping T 535 1E, ICMP A A7 L3
URMETT, A AT g yEFERTIUL, VA= 8T T 07 (DFED, ma—iE
Ry ) Zping ZRMALIZEA MIRTZENTEDL Y2, X7y bHTZ0 1 DDIGED
FENMRBESND 72D, FFEDXA TOHXEEHIET A LN TEET,

ICMPA VAT a i, T74NV R DT a— )b A VAR g R —TA F—T /L
I TEFET,
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"X~ D ping II

ciscoasa (config) # policy-map global policy
ciscoasa (config-pmap) # class inspection_default
ciscoasa (config-pmap-c)# inspect icmp

T34 A% ping 35 IZ1L, ping 10.1.1.1 X° ping www.example.com D L 9 [ZIP 7 R L ACHE A
4 & —##1Z ping # AJ) L EF, TCP ping D354 1%, ping tep www.example.com 80 © L 5 |Z
tepF— VU — RE5EAR— 2B ET, BFIX, FATTHOLEOH LT A FNOFMHIZ L ET,

%L L7= ping @ H 141

Sending 5, 100-byte ICMP Echos to out-pc, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ping N L7235 80%, RIRL72389708 2 TR &R, RPN 100% KRiiic 720 £4 (T
KL= E1E 0% 12720 £9)

Sending 5, 100-byte ICMP Echos to 10.132.80.101, timeout is 2 seconds:

Success rate is 0 percent (0/5)
772U, ping D—EOME A RET 587 A =5 ZBMT 5 2 L bTEET, MFICHALT
varERLET,
* ICMP ping,
ping [if name] host [ repeat count] [ timeout seconds] [ data pattern] [ size bytes] [validate]
TNENOWMAITRD &0 TT,

o if name X, KA NIT 7 VARRERA LV F—T = A ADARHITT, A% O
Bl V=T 4 T T =T NEER LT, T A =T oA ADBRESNE
ﬁ‘o

s host 1%, ping TAHRARDIPvA T RL A, IPv6 7 KL A, £7EEA M TT,
s repeat count 1%, EET D37y MLTT, 774/ ME555TT,

« timeout seconds L. JOENR S TZBBICEA LT T T2y b T T
T, FT7 4 L2 T,

e data pattern 1Z, FEET D7y MUERH IR D 16 D AZ—2TT, T 744 K
1% Oxabed T4,

e size bytes 1X, EET D7y hORETY, 774V MEIZ 100 /31 K TT,
e validate |3, J&&T —Z ZRGET DM ERNH DL EERLET,
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* TCP ping,
ping tcp [if name] host [port] [repeat count] [timeout seconds] [source host [ports]
ZNENDOHAITRD LBV TT,
o if name X, HEETH ping ZXET DAV H—T = A ATYT, LHIEEGORN-T28
BlE V=T 4 T T ARNMERINET,

* host 1%, ping 558550 IPvd 7 KL AE721IAR A b4 T9, TCP ping 1L IPv6 7 R L
A& —REIERATE EEA,

s port 1%, ping 57K A D TCP 7"— kT,
s repeat & timeout (X, i & [F UEKTT,

s source host port 1%, ping HOEFTLHAANER—FERLET, T4 LA — FEH
BTaicix, A—hrozEHEALET,

A VX TTT 47 ping,
ping
WNIA=ZEREETIZping ZE AN LTIEGEIE, A 0¥ —T7 =4 X, 560, BLUF—

D R & LCHACEARVIEIE T A — 2 2 &1 Z OO/ 2 — 5 SR SAUET,
ping /4 v b A< BT D BB S BT, T OHREHE L ET,

ASA G DARRLE TR k
ASA Bt D X HITHSRII T A M EETT AT, RO— ke FIEEFEH T £,

1R BRI

FINE TR Lz syslog A v — TV ZMERT 2551F, »X 0 72 A4 % —7 L ET (logging
enable =~ > K% 721X ASDM @ [Configuration] > [Device Management] > [Logging] > [Logging
Setup]) .

o, WHETIED Y RN, ICMPT Ny 7 A X—T /M LT, ST /31 2025 ASAA
VA — 7:41%mgbt&%@%/? VhHASA ALY — VIR THIE L TEET

(ASA ZiBiE 5 ping ICRTHT Ny 7 A v —VFERENERA) . ping A vkE—DL
TN T A=V X—TMITLDII N T TNy a—T 4 U THRIZTFICT 5 Z L2 BE)
HDLET, INHDRA v E—VFNT 4 —< U AT L AREMEN H VY £, KIZ, ICMP
TNy T A X =TI LT, Telnet £721LSSH & v ¥ 3 UIZEFT 5 syslog A v B— V&5
EL, TENbEEy Y a ANIEEFELT, XU 72 A X—T7MIT 5012 R LET, 00T
logging monitor debug =1~ > KDLV |2, logging buffer debug =~ > REfEHLTr 2 A v
t—TU %Ny T FITEE L, % Tshowlogging 2~ > FEEA L TENOLERRTHILELT
TET,

ciscoasa(config)# debug icmp trace
ciscoasa(config)# logging monitor debug
ciscoasa(config)# terminal monitor
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ciscoasa(config)# logging enable

ZORETIE, SMAA S (209.165.201.2) 725 ASA DINEA > % —7 = A A (209.165.201.1)
~O ping BT D & RO LD ITFRSNET,

ciscoasa(config)# debug icmp trace

Inbound ICMP echo reply (len 32 id 1 seq 256) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 512) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seqg 512) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 768) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seqg 768) 209.165.201.1 > 209.165.201.2
Outbound ICMP echo request (len 32 id 1 seqg 1024) 209.165.201.2 > 209.165.201.1
Inbound ICMP echo reply (len 32 id 1 seqg 1024) 209.165.201.1 > 209.165.201.2

ZOHNTE, ICMP N v bE (32354 K) | ICMP 237 RBII- (1) . BELVICMP
=l 2AE S (ICMP & — 7 U AFEEILZ 00 bE Y | BERDEEENH-ITHE S SN E
T) DARENTWHET,

TAMPERTLES, TR T 2T 40— NI LET, ZORELXLTDOEFIZLTEL &,
NI =< AL EF2 VT 4DV ZIRNEEVET, TAMOEHEFICaX L Va2 A F—
TN LTEGEE,. FRbT o 8—T7 e,

ciscoasa(config)# no debug icmp trace

# no logging monitor debug
# no terminal monitor
ciscoasa(config)# no logging enable

ciscoasa(config

ciscoasa(config

( )
( )
( )
( )

FIE

A B—=TxA A%, BX2VT 4 LUb, BEORIPT RLAZRT Y7L F— RO ASA
FREEX2V T 0 arTXFAMOKEER LT, KX, EEER SN ToL—
X BEILOASA % ping THNV—F DRI HHHEA ML EDDHLERH Y FT,
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1A V8—TJx(4 R, V=8, BLVKRR +EETCHRY FT—IE

Host Host Host Host
-!10.1.1.55 :li 209.265.200.230 |:I 10.1.36 Iﬁ 209.165.201.24
__"\T .n_—l_( a?vf .T
e Router e Router % Router e Router
! /
dmz1 outside disEa |
1921 209.165.201.1 qg2 1 outside
68.1. security0 &8 3 securityl
N Ti ASA
ransp.
Routed ASA 10.1.0.3
s " “ e
dmz2 inside dmz4 inside
192.15{3.2.1 192 168.0.1 192.1?58.4.1 security100
se;u rity40 securitylon  SEcU rity a0
|

Router

% Router % Rowuter

N
% Router
i 10.1.2.90 10.1.0.34 ! 10.1.4.67
— —

Host Host Host

10115 &
5 B
m

T

ost

RATw T2 HEHH SN — 2D DEASAAL VX —T 2 A A& ping LET, T AT LU b E—
RTiX, BVIIP7 KL A% ping LET, ZOTANTIE, ASAA X —T = A ANRT 7T 4
TThHHIE, BIUOAVF—T oA A7 4 Fal—ralPELWI EEERLET,

ASAA U H—T 2 ARANT 7T 4 T THRWGE, AV X —Tx2f AT 4 Fal—s
UIMIELL RWEA. ETITASA EV—Z DB TAAL v FNZ T LTWBEE, ping 135k
T DR S £ ROMEZI) . ZO%AE. N7y FBASAIZEFELRVWODT,
TNy T A y—URsyslog A v E—VIFERREINETA,

H2:ASAA VB3 —7 4 ATD ping DK

Ej!%g & ﬁégi .

Host Router

. TFAMERST TN a—TFaT



| TRFERSTLVa—F 4y

ATvT3

ATvT4

ATy TH

Y e |

3:IP7 FLy U OREREIZ& S ping DKREX

Ping = —
S > <
19216812 192.168.1.1 s

Router Security
Appliance

192.168.1.2

m)

1

Haost

ping JIRERN—Z IR SN WIEEIT, A v F V—TFELETTNEIP T RVADFET H 7]
REME2ZH Y £9 ROKEZZEM])

VE—=F KA IDPDHEASAA V¥ —T = A ZZ ping LET, hTUART LUk E—-RT
X, BVIIP 7 RL A% ping LET, ZDOT A N Tl BE#EERINIZL—FBNEA NE ASA
DETNRT Yy NeV—T 4 7 TELNE I, BEOASA BTy NEIEREIV—T 4~
TJLTARAMIEEEZNE I DEMHRELET,

HRL—H Zif> THRA MIRED/L— R ASA IZ72 WA, ping 1T B AlREMEN H 0 F
T (RORESMH) . ZOLAIE. Ty 7 Ayte—Uidping SR LTz Z L &R LET D,
N—T 4 T DI E T syslog A v E— 110001 BERINET,

4:ASADRY IL— FREERFEIZ K B ping DK

Ping

S Iy

2
Router ASA E

ASA A H—T A AMBEERDF v U —27 F 814 ZA~D ping 1T1E L HEREL TV £,

cping M5 L2 WEGEIL, XEN—RV 2T B3 A v 4 —T=2f ADA LT 4 X2 b —
Va VNIRERH A RN H Y F T,

CASADA L H =T 2 A ANELLRESNTVAICHE2 b 6T, TBEROERE ] T
AANDTaA—EEEZE LRWERIE, A VX —T =2 A — T =7 OZ(EHEEEICH
BRbHEeEZLNET, [BEMOERZ] ZEWREEFOMNOA 2 —7 A AT, [F
U TEERODER 2] T34 ZZx LT ping Z5E L Cma—%2%Z[5 T 258, &KIID
AVHE—=T 2 A AD/NN— R =7 OZGHEEEICHENRD 5 LRI LT 7,

BRARNETIN—EDDRETA LV H—T 2 A AZN L THOA v H—T = A A EORIDKRA
REIFINV—F T ping LET, MREBLERTRTOS L H—T oA AXTIZHLT, 2D
AT TEAEDIRLET, NAT 2T 25 81E, 207 A M&179 & NAT NIEL<EEL
TWAZ ERDbIY £7,

ping BN THE, L—TFT v K E—ROT KL AZEH (305009 F721% 305011) & ICMP i
DESL SN Z & (302020) % HERT D syslog A v E—UNRRZIVET, show xlate 2~ >
K& 7ziX showconns 2~ RE AN L CIDOFEREFRTHIEL TEET,

NAT N IELRESILTWRWNWZ ERRRER T, ping KT 22L& bH D 3, ZDHA.
NAT 2MRIX U722 & Z7- 7 syslog A v EB—UNFEREET (305005 F 7213 305006) , ping
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B txrzcor—roen

WOMEAR A FMOREIR AR F~EE S, AXT 4 v 7 EBPIELRWNGEIE, AvE—Y
106010 23K /R S E T,

5:ASADT KL RAEHRDMREIZ K 5 ping DK

=) — ¥
P ;
R Router Security B o
et Appliance Hiet et

RARETHDIL— FDEHS

IP7 RLVA~ND T 7 4 w7 DFETRIENEEL TCWBEEIE, AA METO/L— b ZIBH
TEHZLIZE TRy hT—27 NRAZHBERRWINE I AR TX 7,

FIE

ATFYF1 FL—R L— bk ED ASA OFR (24 2—2) |
ART9T2 RNy b b—FOWRE 26 %—) AL TEDNT L ENTEET,

fL—X JL— kLD ASA DFRR

FITAIRT, ASAIZ R L —R b— K RIZARy 7L LTERENERA, ZNEERT DI
L. ASA ZiEiR T %/ v b Ok ATRERF] 208 5 LT, ICMPRZAREA v E—Y DL — |k
PR 2 o LN H D F£97,

FIE

ATYTN LA TAS Yy TEAER LT, EROBREENAZARTDHNT 7 4 v 7 @B LET,
class-map name

match parameter

&1

ciscoasa(config)# class-map CONNS
ciscoasa (config-cmap) # match any

HASXOFEMIZOWTIE, 77 A T VA —VRENA ROYP—E AR —IZHTIEL S
LTL7E&EW,
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ATy T2

ATvT3

ATvT4

ATy TH

rL—2z i—troasanzr [

JIGAT YT NG T 4w I TCETTAT I a v BB ETHRY —~ v FEBINE - IIMRE
LC, 77 A~yTEBELET,

policy-map name class name

1

ciscoasa(config) 4 policy-map global policy
ciscoasa (config-pmap) # class CONNS

7‘721‘/1/ M IE TIL, global policy RV > — <> LT XTDOA F—T = A A2 m—r3L
ZEIV Y THNET, global policy Rt T 255A 1%, AU 2 —4 & LT global_policy & A/
Li?o7727/7®%9\;@$@fﬁf HERR LT 7 AERRELET,

7T ARE—HF Ly F O ATRER ] (TTL) 235 L £,

set connection decrement-ttl

BEfF O —1E 2 R Y > — (global policy £ WHARIDT 7+ /0~ 7 a— 3L R 2 —7p L)
ERELTCODIEAIT, ZORT v T EEAETEET, TNUSNOEHAT, 1| DF 23O
AE =T 2 A ATRYV—~vTE2T 7T 4712 LET,

service-policy policymap name {global | interface interface name }

51

ciscoasa(config) # service-policy global policy global

global ¥ — 7 — RiZAHR Y v — v T E2TXTOA F—T7 =4 AZJ@H L., interface |34 U

V=% 1 ODA A —T oA RZEHALET, Fr— UL R — X1 oL T R
g AVHE—TxAADT A= )L IRY =L, TDA L HF—T =2 A —ERXA R —
PMAT AL TChEEETEET, A F—T =2 AL, R —< o7& 1207200
TEFET,

FL—2Z b— FOHIIT ASA NFERIND L 9T, ICMP ZIERFEA vE—T D L — MR
PR LET,

icmp unreachable rate-limit rate burst-size size

51

ciscoasa(config)# icmp unreachable rate-limit 50 burst-size 1

FHEIFRIZ 1 ~ 100 O#EPH THRETEE T, T 74/ MI1 TF, N—2 ¥ 1 X3EEIC
%@Liﬁh# 1~ 10 DFEHCTHRET HDLERDH D 7,
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il
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KOFITIE, T_XTORT T 4 v 7D TIL 27 a2 — LS LT, ICMP #EREE

HIBE 2 50 |2 L E 9,

ciscoasa(config)# class-map global-policy
ciscoasa(config-cmap) # match any
ciscoasa(config-cmap) # exit

config) # policy-map global policy
config-pmap) # class global-policy

ciscoasa
ciscoasa

ciscoasa (config-pmap-c)# set connection decrement-ttl

ciscoasa (config-pmap-c)# exit

(
(
(
(
(
(
(
(

ciscoasa(config)# icmp unreachable rate-limit 50 burst-size 6

NIy R IL—FDRE

traceroute Z{FH 31X, Ty MWBFELICEIETHETON— M EFFETE £9, traceroute
13, LR — b EOFEIC UDP N7y R EIXICMPY6 a2 — %5595 2 & CHEREL
T, A— EBEH TRV, 58~z dH 5 r— X IXICMP & 721X ICMPv6 Time Exceeded
Message CTISE L, £DOTT7—% ASA IZHE L £ T,

traceroute L1518 SNT2EK 70 —T OMREF R LET, HAODOEITN 1 DO TTL fEIZ®E L
9 (FIE) . kOFRIZ, B FOFHAEZ R LET,

HAHRES

B

%

2 A LT T NOMBEINICT 0 —T ~DIE %
ZIELEEATLE,

U

SEHEA~DIV— N BIEE L EH A,

nn msec

£/ —Rxt35, BELZRoTve—70
FUry KM o 7EE (R UR)

ICMP* v b U — 7 |ZRETE £H A, ICMPV6
TiX, 7 FL AT T,

ICMP /R A MZR|ZETE EHA,

ICMP IZRETE £ A, ICMPV6 Tlit, H~—
N REEARE T,

ICMP RREIC L > T ENTWET,

ICMP D RAHDO T T =3B AL E LT,
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Ty b ILb— FDRE .

FIE

S E TON— M EBEBF L ET,

traceroute [destination_ip | hostname} [source {source ip | source-interface}] [numeric] [timeout
timeout value] [probe probe num] [ttl min_ttl max_ttl] [port port value] [use-icmp]

51

ciscoasa# traceroute 209.165.200.225

Type escape sequence to abort.
Tracing the route to 209.165.200.225

10.83.194.1 0 msec 10 msec 0 msec
10.83.193.65 0 msec 0 msec 0 msec
10.88.193.101 0 msec 10 msec O msec
10.88.193.97 0 msec 0 msec 10 msec
10.88.239.9 0 msec 10 msec 0 msec
10.88.238.65 10 msec 10 msec O msec
172.16.7.221 70 msec 70 msec 80 msec
209.165.200.225 70 msec 70 msec 70 msec

W J oy U W

ciscoasa# traceroute 2002::130

Type escape sequence to abort.
Tracing the route to 2002::130

1 5000::2 0 msec 0 msec 0 msec
2 2002::130 10 msec 0 msec 0 msec

WL, 5GP 7 RUAETIIARAR ME G D5 (traceroute www.example.com 72 &) 7217
TY, 7272 L, REISL T, PL—RAORMEZHETEET,

* source {source_ip|source-interface} : F L —ADKETLE LTHEMAT LA F—T = A%
FBELET, A F—T oA R, ARATELIZIP T FLATRETE £7, IPv6 Tl
BETA =T oA AERETEEE A, EELIPT LA EBEETE £, IPve
T RUVRIEL, ASAA U FZ—TxA ATIPv6 ZAMIL TWDLGAEICOBAEHTT, +7
VART LN E—RTIE, BEY FLAZHERHTLHILERDHY £,

snumeric : [IP7 RLUADAH%EZ L —RA Jb— MIFRTHILHIIZHERLET, ZOF—TU—
REETE Lo 72581, DNSOEREINTWIUE, L —A/b— s TT7 KL ZADDNS
ZWMNEITESN, DNSL™BIMEHET,

« timeout timeout value : % A 57 7 b5 E CIGE Z T 2, 7 7+ MI3 BT
_640

« probe probe_num : % TTL L~V CEET D7 v —T7 D8, 77 4/V MI3 TT,

o ttl min_ttl max_ttl : 7' 02— 7 D/ KO KA ATRER ], 7 7 4V b OFIMEIX 1 T
TR, ZOMEHES LT, BEMOKR Yy 7ORREMGEITLHZENTEET, T 741D
BRRAEIX 30 T, hL—RA— NI, X7y bOSEEICEIET D0, FlidRMEICE
THEMRTLET,

« port port value : fifl3 % UDP /R— b, 7 7 %/ M 33434 T,
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* use-icmp : 7’2 —7 @ UDP /N7 > DDV IZICMP X7y b EEEFELET,

O [e] ~ = | —
Ny b fL—HZEFERLERY O—BREDTA
BEEITLEIEDT FLABLIORT e ha Lo ESW Ty y h2ET T 52 81
Lo TRV —B/EXTAINTEET, FL—R T, BY L —BREFETLTCT VA L—L
RCNAT 2 8% T A ML, Nry NEFRT50, ST 2R LET,

IOy bETAMTHIEIZE ST, RV V—DREREZHER L., VEIISUT, 7F
WEIIERTAIN T T4 v 7 DR A THRUEEINENE I ET A NTEET, REDHER
AT, ML= &2FHLTHFATRE Ty "3RG SRS EOTHEREEEZ T Ny
JCTEET,

FIE

RATYT1 Zoa~vy FFEMRZD, BEROBCHTTHALET, FL—2AHDAf 2 —T7 x4 X
L7 haNEERNT D LBIHROET,
packet-tracer input ifc_name [vlan-idvian_id ] {icmp | tcp | udp | rawip | sctp} [ inline-tag tag] ...
TNENOHPFITRD LBV TT,
e inputifc_name : b L—AZPIET DA L HX—T 2 A ADLEL, TV v Y T NA—TDHE,
TV TN—T AN —= A B =T 2 ADLFIEFRELET,

evlan-idvian id : (X7 ay) , "7y b bL—%R (L TH T A H—T =1 AT

VEAL VLT NEND) BA L H—T A A ADEMELAN, VLANID (X, AJjA v & —
T2 A ANRYTA L H—T 24 ATRWGAEIZOAMERFTRETT, AR EORMIT1 ~
4096 T,

e icmp, tcp. udp. rawip, sctp : T 2572 F =2, Trawip) (ZRMLTOIP, DF D,
TCP/UDP LD IP /37 T,

einline-tag tag : (47> a) , LAY 2CMD ~y X —ICHOIAENT X2 T 4 7
N—"" 57 DfE, AR EOFEHIX 0 ~ 65533 T,

ATv T2 KT, FEHT RLRETm ha v kEE A LET,
...{src_ip | user username | security-group {name name | tag tag} | fqdn fqdn-string} ...
ZNETNOBAITRD LBV TT,
esrc ip i N7 N ML —AHDEE I IPv4 721X IPV6 7 R LA,

o user username : domain\user OO —H ID, = —HF|IHF L THRBIZY Yy BT ENT-
7 R (BHEHLIEE) D hLr—REHENET,
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« security-group {namename | tagtag} : TrustSec ® IP-SGT ZRIZIESEE T X =2V T«
TN—"T, BXa T4 INV—TOANERITY VRS ERETEET,

« fqdn fgdn-string : KETCAR A S DOFTEREM R A A 4 IPvd DIx,

ATy T3 Wiz, 7a harofte AL ET,

« [ICMP] : ICMP % A 77 (1 ~255) . ICMP =2— F (0~255) . BLUA 7+ 3 > TICMP
W2 AN LET, FEBUITHET 28T (ma—Zxhad 5874 L) M4 50
NI ET,

type code... [ident]...
* TCP/UDP/SCTP : =[5 — h&EHEZ AT L E T,

...8rc_port ...

*[RawIP] : 7' F L& 5 (0~255) Z AL ET,

... protocol ...

ATy T4 E%BIT, 5EET R 2% TCP/UDP F L—2AH D5 eR—F, BXOF 7 g roF—U—
K& A LT, Enter x—%#H L F1,

...dmac {dst_ip | security-group { name name | tag tag} | fqdn fgdn-string} dst _port [detailed] [xml]
TNENDOFPFITKRD LBV TT,
sdst ip: /N7y b FU—ZAFDO%E 0 IPv4 £ IPv6 7 K LA,

* security-group {name name | tag tag} : TrustSec @ IP-SGT &I S5 EXF =V T 1
IN—" X2 VT 4 IN—TOXHEITZ T EFETERETEET,

« fqdn fgdn-string : 58568 A N OSERERM B A A 4 IPv4 DI,

s dst_port : TCP/UDP/SCTP kL — A D% — b, ICMP 723K MITIP b L— XD
A DEEEDRNTLIEEN,

edmac: (R AXTLU KN E—NR) 5% MACT RL &,
« detailed : FEUEH TN Z TEEMIZ: b L — A FERIERAZIREE L £,
exml : FL—RFERAZ XML ERTERLET,

il

WIZ, HTTP A— b 10.100.10.10 /25 10.100.11.11 ~0 TCP /37 v b % ks L— 27 % fi
R LET, BEBOESTY 782 V=L > Ty PR Fry7FShd 2L &m
FTHRERDETRSENET,

ciscoasa(config)# packet-tracer input outside tcp 10.100.10.10 80
10.100.11.11 80
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Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 10.86.116.1 using egress ifc

Phase: 2

Type: ACCESS-LIST
Subtype:
Result:
Config:
Implicit Rule

Additional Information:

DROP

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: NP Identity Ifc
output-status: up
output-line-status: up

Action: drop

Drop-reason: (acl-drop)

EwRox=42Y)>T

BRI, s, 7u hane SICETAEREEDHRAORER 2 F£RT 5 I12iE. show conn all

detail =~ > F&EFEHLET,

FRRERT TN a—TF125 |

outside

Flow is denied by configured rule

TFTRAMBEV NS TV a—TF 4T DERE

HaE

Y

I3y kTA—LUY—R

Bl

traceroute® IPv6 ¥4 — h 9.7(1)

traceroute 2~ RN X
. IPv6 7 L 28517 At
LD E DI FE LT,

wDa<wy RREFESNEL

72, traceroute

TV T TN—TF A R— A 197(1)
VHE =Tz A ZAHD/RT Y R

FL—HO¥R— |

TV oD T N—T A N— A
N A= O S AVAY,/ 2 NI
L—HEHEHTEL L DITh
DELE,

packet-tracer =~ > N{ZIRD
2ODF TV a yRBINSVE
L7z, vlan-id 3 X T dmac

. TFAMERST TN a—TFaT



| FRFERSTLVaA—Fay

FRLBEUErSTLva—T4v70BE |

KRS TSV rITA—LY)I)—R SiBR

FENc kD b7 19.7(1) Xy 7 FxETECEILLB X

T OBALs &5 1k VB CcEBL Lo EL
7=,

BIVERESza~< s R

capture stop
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B xrs50r570v2—F1vr0BE

KRS TSV RITA—LY)I)—R SRER

ik sn=7r v b bL—1419901) N bR L—ER ORRE
BLONNTY Yy b v 7T vk T kS E L7,

HE

Ty NN TAL
=y MHZERT 5 & &
(28T M EBBR L E
R

eIzl — &N
ry RINASADSLH B
HEolZLET,

e I alb— 7N
oy hOEX2) T 4
Fxv I BNANRALE
e

e vIal— k&N
47 b % IPsec/SSL T 5
fbanf="r> r& LT
WNET,

Ry b F v IF v TR O
BECR{bENE LT,

e Xy FEHEHBILLIEE
WXy 7F v LET,

s b —R%&F ¥ 7 Fx
L. ke A MotriFL
£7.

FRELIIEEINIca~y
F : cluster exec capture test

trace include-decrypted.
cluster exec capture test trace

persist. cluster exec clear
packet-tracer. cluster exec
show packet-tracer id. cluster
exec show packet-tracer

origin, packet-tracer persist.
packet-tracer transmit,
packet-tracer decrypted.
packet-tracer bypass-checks
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