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WDOY 77 DN 74—V REENREEND2—VIEHELZFIICET £,

B 7osLianz
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Cn=anyuser,OU=sales;O0=XYZCorporation;L=boston; S=mass;C=us;ea=anyuserlexample.com

77A4~UDN=EA (BETA—/L T RLR) BLOELT U DN=CN (—ft8) OHE,
FFAER CiEbIL 5 = — 41T anyuser@example.com (272 V) F 57,

TOZIWEHAZED A K34

COHETIE, TUXNGEHEEZRET DANCHER T DML EDOH D HA KT A 2k KO [REFIA
IZOWTHBILET,

AVTERMNE—FDAA FSA4 Y
e —RKR—=F A CATIHI VI N aTHFARNET—RFRTOEYR—FINTWNET,

TJx— A —I"—DHA KS/4 >
AT — K TN T 2=V F—R_"—TlFdt vy a oIV R—FrENnEEA,
e —HILCADT = —LF—N— T H R —FEINFHA,

IPV6DHA RS54
IPv6 [3HR— F S EHE A,

O—#AJL CAZEBRZ

FEAEZ VR — M T DL IICASANELLHETEINTWNWDZ L 2R LET, ASA DR
ENELL e BERICKI L2 . REMREREZ GOmAENERINZD T B
BEMERNH Y F4,

ASADRA ML E RAAL APIELLE Tféﬂ'@\é EEMEERLET, BERESNT
WHRA My & RAAL A %R RS HITIL, show running-config =~ > R& AJ LET,

CA%: RETDHENT, ASADZ a0y V7 BRIELLBRESN TS Z L 2R L, FEE

ZiX. BRINC/2 A B & TI27e 2 HEEDMEE SV TV ET, ASA D CAIZE Gk L CREH]
i%ﬁ&%‘@“é&% ASAITBIEDREZ A GEAZEO G DM ORENTH L0 E I & F =
7 LET, BIEORELNA MM OFEN OGS, BRI L £,

12— 71V CAREEOFZHIRD 30 BHETIZ, »—/b A — N—REEFEEN AR S, syslog
Ay —VHERTEE IO — IV CA DI — /LA —_R—DTH L Z L RNMb EhE
o BrLvve—L CAGEAEIZ, BIEOTEHNENAZIIRIZET DRI, BERT T
DT NA RNA VR— N T HRLERHY 3, FEHEN, L —U/VCAFEHELE L
Ta— VA —R—FFHEE A VA =L L TEE LRWGEA . BEES KT 2 aTHettns &
0¥,

e B — AV CAGEIEX, R UF— X7 2 H L CHIRE TRICE#IICE —/LF— " —1
4, m— /LA — R—FFBHEIL, base 64 A T/ AR — MIfEHATE £,
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FORNEREDHA KS1>

WIZ., base 64 THBA L ST — /L CA FEBHEDOH 27 LE 4,

MIIX1wIBAzCCF1EGCSQGSTb3DQEHAaCCFO0IEghc+MIIX0jCCFzYGCSqGSIb3DQEHRBGCCFycwghejAGEAMT IXHA
YJKoZIThvcNAQcBMBsGCigGSIb3DOEMAQOMwDOQTI jph4d SxJoyTgCAQGAghbw3v4bEy+GGG2dInB40LphsUM+IG3S
DOiDwzG9nlSvtMieoxd7Hxknxbum06JIDrujWKtHBIgkrm+td34glNE11GeP2YC94/NQ2z+4kS+uZzwcRh11KEZ
TS1E4L0fSaC3uMTxJg2NUHYWmoc8pi4CIeLj3h7VVMy6qbx2AC8I+g57+QG5vG515Hi5imwtY faWwPEAPQxaWz
PrzoGlJ8BFgdPaljBGhAzzuSmEIm3j/2dQ3AtrolGInIsRHgV39fcBgwz4 fEabHG7/Vanb+£j81d5n10iJjDYY
bP86tvbZ2yOVZR6aKFVIOb2AfCr6PbwiCIU8Z/aF3BCyM2sN2xPJrXva94CaYrqyot ZdAkSYASKWScyEcgdgmu
BeGDKOncTknfgy0XM+£G5rb3gAXyl1Gk]jyFI5BmIDo6RUROOG1IDSrQrKeqg/hj....

END OF CERTIFICATE

SCEP 7O %3 HiR—
*ASA & CiscoISERY >— J—FN, FUNTP V— AL TCERHENTWEZ L%
R LET,
* AnyConnect E X =7 EE VT 4 7747 F3.0LUBENRT Y RARA Y N TEITHTHD
WVERH D F97,
s IN—T R =D T T T 7 A IVTHIE I NLAAE TR, AAA FREE & GEBHERGE
OWMGEFERTHEIICHETIHLERHD £,
« SSL A" — K23, IKEv2 VPN £t HICBAVWTWAME R H Y £77,

cCAZ. HEIWFFA[E— NIZR > TWAMERHLY 9,

A—AJLCAGEAE T —4 ~—2X

B—WV CAGEET —F X=X EHMFFT 5720, T — 4 X—RZEEPMZ HNLHTZ
memmy:va%ﬁ%LT\ﬁ%%?—&N—X774wumMAmsmmmum%
RIELTLEE VY, m—H/V CAGEHET — X=X, ROT7 7 A VR EENET,

« LOCAL-CA-SERVER.p12 (X, B=—H/V CA I —"ZHRMHINIA R—T VI LTz & ZITERS
Nica—7)v CAGEEL X — XTOT7 —h A4 7 TT,

« LOCAL-CA-SERVER.crl 7 7 A /LiZ. B2 CRL T,

« LOCAL-CA-SERVER ser 7 7 A /L Cld, FATWHAHEHFED L U T AE SNBSS ET,

ZOMDHA K514

CASANCAYV—RFEFITI TAT U b ELTHRESNTWDAEE, HIEENDKTH (2038
1 H 19 H 03:14:08 UTC) Z# XWX 9, iEHEOAEDHZHIRL T EIv, 2D
HA RTA N, =R —=F 4 R F—mb A AR— kL EREBICbEHA S NVET,

o T2 V= NP R =T N7 TV DA, B— UV CAITHRETE EHA, B —
BHIVCA P —REBRETEXLDIT, 72— VT —R_"—DRWNAX L R7 a2 ASA DI T
T, AEC oW T, TCSCty43366) #ZMRL T 2 &0,

B 7osLianz
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=58 LIEBE

- -
— —

TORIIIBAZDHRTE .

FEFAEOBRERNTZE T TDHE, ASAICEY, 2—HF DX — XT LIERAEF=— 25T
PKCS12 7 7 A VPMREIESNE T, T, BRI EICH2KBD 7T v a A€V E
73T 4 A7 DB T, BREOT 4 A7 RO &L, HEIN TS RSA ¥—
ARXEFAET 4 — LV Rk o TEARY 7, 1%%@(%677//;%%90)%75%&%%
TWD ASA 1T, REHF OFERERGRLZ ZHCENT 25AI12IE. ZOTA RI 4 ICER
Lf<téwo_ngmpmxu774w \&Eéhfwéﬁﬁmﬁ%&4A7?bm
M, 77 vva AEVIRESNET, F— A XF2048 L EEZFEHATLZ L2680
L9,

lifetime ca-certificate =~ > KX, 17— /L CA V— NGEHEO YA KE (W Ta—h
VL CAH— %R E L, noshutdown 2~ REFITT L LX) ITHENIRY 7, CAGE
BHEOHIRNOIND &, BRESINTZTA 7 XA MEEMH L TH LV CAGEREN AR X
NET, BEFO CAFEIRED T A 74 4 AMEIFEFETE EHA,

BHA L HZ =T 2 A A~DASDM FT7 7 4 v 7 L HTTPS b7 7 4 v 7 ki 5720
o TAT T AT AGEHEZEMNT 2 X9 ASA 7%”7]?752?735‘3?) D %7, SCEPIC X
D BEIICAER SN D IDFEAFEIXY 7 — b= NCHAER SN D720, L7 E O IDGE
HELZFH T, A F—L LTSN, %L@# HHINDZ DT v — % OFIC
DNTIE, RO URL #BH LT E30,
http://www.cisco.com/en/US/products/ps6120/products _configuration example09186a00809fcf91.shtml,

ASA 3 L O AnyConnect 77 7 A 7 > N THGREET & 5 D3, [X520Serialnumber] 7 4 —/L K

([SubjectName] D U 7 /L3&E) 73 PrintableString T TH HAEAED A TT, U T /b
FHEOBRIZUTFR 2 LDy a—F 4 U IBRMER STV A HE. EAERIEITAR L
i ﬁ‘o

ASA TDA iR— ML, AN CFEE M E2FFAENRT A —Z AL TS EEN,

TANRI—F (%) ZEEZEHTLIE, XFIMETCZOXLFEMEHATCE L2 a—
% CAH— STHHLTWAZ L &R LT 72 &1, RFC 5280 Tl UTFSString % 7 1%
PrintableString Z 9% Z & ZHELE L TV EJ723, PrintableString TIXZ DY A /L K —
Fﬁ?%ﬁﬁf%ékmﬁbﬁ%thH%m@%ﬁﬁ?é%%#%@i?4MAi
A VR — NN 2 SC R E TR Ao D & A AR — b LR EAER LE T,
WA 22 7= Liﬁ‘o

ERROR: Failed to parse or verify imported certificate ciscoasa(config)# Read 162*H+ytes
as CA certificate:0U0= \Ivr"phOV°3é&¥p0 CRYPTO PKI (make trustedCerts list)

CERT-C: E ../cert-c/source/certlist.c(302): Error #711lh

CRYPTO PKI: Failed to verify the ID certificate using the CA certificate in trustpoint
mm.

CERT-C: E ../cert-c/source/p7contnt.c(169): Error #703h

crypto certc pkcs7 extract certs and crls failed (1795):

crypto _certc pkcs7 extract certs and crls failed

CRYPTO PKI: status = 1795: failed to verify or insert the cert into storage

-ﬂLHH

:ﬂliE

TlX, TUXNFEAEORTEHFIEICHOWTHA L E9,

Foanisz ]
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*—R7 OBE

ATvT1

ATy T2

ATvT3

ATv74

F— RT ZAERE T ITHIBRT 51213, ROFIREZFATLET,

FIE

1 2OF 7 v MUARSA £ — X7 &4k LEI,

crypto key generate rsa modulus 2048

&1

ciscoasa (config)# crypto key generate rsa modulus 2048
T7HN D F—FT 2T AT2048 TT A, BBERY A XEIFITEIGFT L7201, BIRIIC
BV T AZREETHLENRDH Y £, F—OAHIIT Default-RSA-Key (2720 77,

GHERRT 2 NV ELT LT Y XA (ECDSA) F— b E 723418, Default-ECDSA-Key % 4=
RCEFET, 7740 hORIIE384 T, 256 £/21X 521 bEATE £,

crypto key generate ecdsa elliptic-curve 384

(F7var) —BOAMTEMOXF—Z/ERLET,
crypto key generate rsa label key-pair-label modulus size

crypto key generate ecdsa label key-pair-label elliptic-curve size

1 :

ciscoasa(config)# crypto key generate rsa label exchange modulus 2048

ZOTIVE, = XTEMAT D T A MRS ML TERENET,

RSA F—DHH, £ 2T AF 512, 768, 1024, 2048, 4096 £ FOWFNNTT,
ECDSA ¥—D34, MM Hi#E 256, 384, 521 £y bOWFANTT,

R LTF— T ZREEL £ T,

show crypto key mypubkey {rsa | ecdsa}

i

ciscoasa/contexta (config)# show crypto mypubkey key rsa

R LTeF— T 2R FELET,

write memory

1 -

ciscoasa(config)# write memory

B 7osLianz
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ATy TH

ATvT6

SR bARA

&

rsz s rosE ]

VEIWG LT, HILnF— XTEAERTED L) ICHEFOF— T ZHIBRLE7,
crypto key zeroize {rsa | ecdsa}

&1

ciscoasa(config)# crypto key zeroize rsa

(A7var) ve—hCAYV—NEHEBIOX— T E2T7 -4 7 LET,
copy
B -

ciscoasa# copy LOCAL-CA-SERVER 0001.pl2 tftp://10.1.1.22/user6/

o<y RN, FTPE/IZTFTP 2H L C, a— BV CAYV— BEREL X — X7 BX
CNASANLDTRTOT 7 ANV at’ —LFET,

GE) T RTCOu—HNVCAT77ANETEAETHEECINy 77 v LTLIEEN,

1
WIZ, F— _T ZHIERT D82 R L ET,

ciscoasa (config) # crypto key zeroize rsa
WARNING: All RSA keys will be removed.
WARNING: All device certs issued using these keys will also be removed.

Do you really want to remove these keys? [yes/nol y

WANOE ¥

N7 A RRA Y FERET HITIE, ROFNHEZFETLET,
FIE
ASA DEEHEZZ TR O LEDH H CAITKINT D F T A FRA » b afER L £,

crypto ca trustpoint trustpoint-name

1 -

ciscoasa/contexta (config)# crypto ca trustpoint Main

cryptoca F T A RRA L F a7 4 FXFa2lb—2alyE—RIAD, AT v 73 NOHRETE
HCABAD T ARKRA L FNTA=2%HIH L ET,

Foanisz ]
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ATFvT2 KONTNOLDOAFTS g BERLET,

*SCEP LHRED N T A MKRA  MEEH L CHENEGRAZZER L, BEH URL 2R ELE
ﬁ—o

enrollment protocol scep ur/

il

ciscoasa/contexta (config-ca-trustpoint)# enrollment protocol scep url
http://10.29.67.142:80/certsrv/mscep/mscep.dll

CMP LFEEED N T A MRA L MEMALTCEEIREGEERL, BEHEHA URL 2% ELF
7,

enrollment protocol cmpur/
Bl

ciscoasa/ contexta (config-ca-trustpoint)# enrollment protocol cmp url
http://10.29.67.142:80/certsrv/mscep/mscep.dll

CA MHEAF LTCiEAEFE 2 mARICHE VT2 2 &2k T fRELLL R T A RARA T
FEVREREZER L ET,

enrollment terminal

ciscoasa/contexta(config-ca-trustpoint)# enrollment terminal

c HOBAGEAEZER L £,

enrollment self

ATv 73 LEROAT YT TCMP Z2HEHTLHEIICRNTANRA V FERELEEA, A7V a0 TH
FICEEELZ ZR T HEEEZ A X — T CTH LN TEET, ZOHBER—R LT 5
FREAREZR B U H—IL, EBRFIC CMPV2 HEVE T 2T 22008 90, BRI LnF— 2
THEAERTHNE I DEFIEILET, SEHEOHKZ A 72 A4 2055, BEIREDS LI/
LETOWMAZ S— T —YTAN L, GEHEOHAERFITH LW —ZERT 2008 50
ERELET,

[no] auto-enroll [<percent>] [regenerate]
ATy T4 FHARERCRLa Y 7 4 Fal—var A7 va a2 RELET,
revocation-check crl none

&1

ciscoasa/contexta (config-ca-trustpoint) # revocation-check crl none
ciscoasa/contexta (config-ca-trustpoint) # revocation-check crl
ciscoasa/contexta (config-ca-trustpoint)# revocation-check none

GE) WAFHIMEEDOCRL F = v 7 52 A 3X—T7MZTHIZ1E, iEAELZRE LTI,
CRLEHHAD T A PRA LV FERELET,

B 7osLianz
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ATvTh

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

rsz s rosE ]

FARBIRKIOILIRIS KON CA 77 7 2 G5h E 7T mhic L5,
[no] ca-check

HARBFIOIIEIC X » T, GFFAEOY 7V =7 MRRIER (CA) nE Il sh x4,
ZO%E, AEEAHEH L CHMOGEREICEA T I ENTEET, CA 7T 7L, Otk
D—ETY, TNOLOEHDPFERABICHEAET S Z &1, FEAEOABRS—2MH L CGGEFED
BHEBFECEL LR LET,

ca-check =~ RiZT 7 /L b THENNI > TWAHH, Zha~wy Rk, FEAFRKE CA 7
T TN T DB EICORANTITEMLEND Y 7,

1 -

ciscoasa/contexta (config-ca-trustpoint)# no ca-check

BERIRFIC, FEESNIZEB A —/L T R A%, FEFIE D Subject Alternative Name JL7EF- 127 8
5L CAICERLET,

email address

&1

ciscoasa/contexta (config-ca-trustpoint)# email example.com

(A7 a ) BATHINGZ 3 AL CHEE L. SCEP BERIZIICHEM L £,
enrollment retry period

51

ciscoasa/contexta (config-ca-trustpoint)# enrollment retry period 5

(A7 var) HFASNDHERITORKEAZIEE L. SCEP k721w M L £,
enrollment retry count

1

ciscoasa/contexta (config-ca-trustpoint)# enrollment retry period 2

BERRFIZ . FEE S22 B8R K A A 4 % REE D Subject Alternative Name JL7E 1125 9 5
KT CAIZERLET,

fqdn fqdn
1

ciscoasa/contexta (config-ca-trustpoint) # fgdn example.com

BERFFIZ, ASADIP 7 RLAZGEHEICED D X 9IZ CAIZERL 7,
ip-address ip-address
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ATvIN

ATvT12

ATy 713

ATy 714

ATvT15

ATv 716

FoaLiEng |

1 :

ciscoasa/contexta (config-ca-trustpoint)# ip-address 10.10.100.1

DT —DPFEREDORNR E R D F— T EfRELET,
keypair name

&1

ciscoasa/contexta (config-ca-trustpoint) # keypair exchange

CMPIC F T A MRA v FERE LS DOH, CMP OFENE L OVH B8 8kIC EDCSA ¥ —F
72 RSA X —%ARTENEIDERELET,

no keypair name | [rsa modulus 1024|204814096]512]768] | [edcsa elliptic-curve 256[384]521]

OCSP ® URL @ _EE X & OCSP OSBRI OFEAEDKFEIFEN TS N T A M4 > FEFE
L7,

match certificate map-name override ocsp

1 -

ciscoasa/contexta (config-ca-trustpoint) # match certificate examplemap override ocsp

OCSPER D nonce JLIEZ T 4 B —T7 /T LET, nonceLIRIL, UV 7 LA WEEZE DT,
BR EINEERE S L LTS U RLE T,

ocsp disable-nonce

1 :

ciscoasa/contexta (config-ca-trustpoint) # ocsp disable-nonce

ASA T, FTAFMRA L MIBEET AT XTOHFHELF = v 735 & (2T 25 OCSP
P—REHTELET, 77472 FaEBED AIAEETHEEESN TWA Y — NIfEH L EE
Ao

ocsp url

1 -
ciscoasa/contexta (config-ca-trustpoint)# ocsp url

HIRFIC CA IR SND T v Ly 7L —X&HELEY, CAlL, &%, 207 1—X%
A LT, TOBRDKEREZBIEL £

password string

1 -
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ATv I

ATy 718

ATv 719

ATv7T20

L I |

ciscoasa/contexta(config-ca-trustpoint)# password mypassword

KhF = 7 DFE (CRL, OCSP, X Wnone) % 1 DE/ITHEHEREL 4,

revocation check

1 -

ciscoasa/contexta (config-ca-trustpoint) # revocation check

BEKIRFIC, FRESNTZH 7Y =2 F DN ZiEFICE DD L 91T CAIZERLEd, DN XF
FNZH o= EENTWDHE, ZOMETFH % B\ HFCAAET (B : 0="Company,

Inc.") ,

subject-name X.500 name

1 -

ciscoasa/contexta (config-ca-trustpoint) # myname X.500 examplename

BERIRFIC, ASA DV U T NAE G EZFEAZEICED D L HICCAICERLET,
serial-number

1 :

ciscoasa/contexta (config-ca-trustpoint) # serial number JMX1213L2A7

EfFar 74 X2l —Ta B RELET,

write memory

B -

ciscoasa/contexta (config)# write memory

kSR FRA > D CRLDEETE

ATy T

SFAEOZEGFR OB ETZIZA T a D CRL F =y 7 Z24791C1%, RTIARRA LU FTE
IZCRL R ETHVENHY ET, NTARKRA L FOCRLZRET DI, ROFNEEE
1TLET,

FIE

CRLa> 7 4 Fa2lb—a B HETLH M7 AMKRA L MIR LT, crypto ca trustpoint = &
TJA4Xal—varET—RIIAYET,

Foanisz ]
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B rsxrkrorocromE

crypto ca trustpoint trustpoint-name

51

ciscoasa (config)# crypto ca trustpoint Main

GE) @ﬂv/k%lﬁﬁ"éﬁu I, CRLBA X =T N Th DI LaMd LT EI,
7o, WREDRINIT H729DIZiE, CRL MEMAFRETH O MLERH Y £7,

ATFvT2 HBEDOINIAIMRALIT, calar 7 4Fa2lb— gy F— REFHBLET,

crl configure

51

ciscoasa(config-ca-trustpoint)# crl configure

Evbh FTRTOCRLIZY 74 Fal—alDORTIA—FEF 7 4)L MEICERET AI21T
default =~ > FAEEEHLEI, CRLOFEEFIX, WOTHLIDavwr FEANLT
FIEELCHDETZENTEET,

ATy T3 HBHERY —EZRET DI, ROWTUNEERLET,
¢ CRL 1%, FREFEADIFHETIEE SN TWS CRL AL » MO ERETE £,
policy cdp

ciscoasa (config-ca-crl) # policy cdp

(GE)  SCEP OHUEHIL, FFHETHRESN TWASEHARA » FTIEZR—FEN TV E
A,

«CRL (X, &E L7 URL DG TEET,
policy static

ciscoasa(config-ca-crl)# policy static

« CRL L. FBFEFEADEFAETIEEINTWS CRLEHARA » ML, BE L= URL OffiJ7
MHERETE T,

policy both

ciscoasa (config-ca-crl)# policy both

AFv T4 CRLARV I —DORERIT static £721F both ¥ —V — FAHHT 584 . CRL BfS/H D URL %
‘”*@“62&%%@&3‘ 1~5D5 7 %7 T, BRKSODURLEZASTEET, nal¥k
X, URLIZEIV ¥ CTHT 7 TT,

url n url
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ATvT5

ATvT6

ATy T17

ATvT8

L I |

1 :

ciscoasa (config-ca-crl)# url 2 http://www.example.com

URL Z#HI&T 51CiZ, nourln 2~ REEHLET,

CRL Htf3 & L C HTTP, LDAP, F7-1% SCEP #45& L %7,
protocol http | Idap | scep

51

ciscoasa (config-ca-crl)# protocol http

ASA RBUED T A RARA L PO CRL ZF ¥ v 2 LT LI ZRIE L £ T, refresh-time
S8, CRL & Kk%h & HIlrd™ 2 £ T ASA 2R 2050 (47) T,

cache-time refresh-time

i

ciscoasa (config-ca-crl)# cache-time 420

RONTINEBRIR L ET,
« CRL |Z NextUpdate 7 4 —/L RMFLET HMERH Y £9°, ZNUNBT 74V M ETT,

enforcenextupdate

ciscoasa (config-ca-crl) # enforcenextupdate

« CRL |Z NextUpdate 7  —/V RWfFAEL72WZ L 23T LT,

no enforcenextupdate

ciscoasa (config-ca-crl)# no enforcenextupdate

LDAP ’HS 7 u h oL & LTHRESN TWAEAIZ ASA IZ LDAP —REZHEELET,
LDAP #—/3Z. DNSHF R M EIZIP 7 FLRATIEETXET, LDAP V— R F 7 41
k@ 389 AL DFR— KN TLDAP 7 =) — %% ET 55615, A— MEEFLEETEET,

ldap-defaults server

1 -

ciscoasa (config-ca-crl)# ldap-defaults ldapl

GE) LDAP Y —NREHEETAHTDIZ. IPT RLAORDVIZEH A N2 FERATAEE1.
ASADBDNS ZHEHTHLIICHRESINTWND Z L 2R LET,
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B sxr®ro rgEOTY K- FEREA VE—F

ATvT9

ATy 710

ATvINn

LDAP =T/ L7 vy Vb8 e LTWHILEIC, CRL OBUSEFFATLET,
ldap-dn admin-DN password
il -

ciscoasa (config-ca-crl)# ldap-dn cn=admin,ou=devtest,o=engineering c00lRunZ

BELEFZARRA U ML TREND CAMNDBHIED CRL #EEG L, BED KT A b
RA LV FOCRLIY 7 4 X2l —Yar® 7T ARNLET,

crypto ca crl request trustpoint

51

ciscoasa (config-ca-crl)# crypto ca crl request Main

FiTar7 4 Xal—varERELET,
write memory

1 -

ciscoasa (config)# write memory

SR RRA Y FREDI Y AR— bFERIEA VR—k
~

ATy I

ATy T2

FSARNRA LV FNRELTZ I AR—KMNAVR— T B2, ROFIEEZFETLET,

FIE

R ZARRA LV FREZEET 5T R TOF—L PKCS2EROIFHEL & bl s ZR— |k
L/i‘j—o

crypto ca export trustpoint

1 -

ciscoasa(config)# crypto ca export Main

ASAIEPKCS12 7 — X HnRICE R LET, ZORTRINZT—X|Za—CT&FET, FFR
MRA YV DT —=HFNRNRT— R TCHREINETE, 20T —X %7 74 /VIRGFET DHEIL.
FDT7ANDEX 2T RGETICHDZ LR L T ZIN,

F— T L FTADN RS MRECEEMT O TWDLRITHE AT L A VR —FLE
R

crypto ca import trustpoint pkes12
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FSR MRS Y FEEOT Y ZK— rEEA vR—

1 :

ciscoasa(config)# crypto ca import Main pkcsl2

Base-64 T THAICT F A FZAED 1T D &L 9 ASAIC Ko TieshEd, FTABRA b
EEBITA Y R=FENDF—_TITE, 1BKT D b T A MRA > bOAARTE —EBT 5T ~v
NEY L THENET,

GE) [RUCAZIEETENT A RRA Y FNASARNICHEE D 56, CAETL T
ARRA L IDI B 1 OF T E2HHL Ca—VAEHEEZRIETE £9, CA 23AT
HEDMTARRA L MEFERAL T, 20 CANEIT LTI —VIEHEEZ RIS 50
Z 4 % (21%. support-user-cert-validation & — 7 — R &2 i [ L £,

il

EOFITIX, R A RARA 2k Main @ PKCS12 7 —# Z /83X 7 L— X Whozits & & &
I AR —F LTWET,

ciscoasa(config)# crypto ca export Main pkcsl2 WhOzits
Exported pkcsl2 follows:
[ PKCS12 data omitted ]

---End - This line not part of the pkcsl2---

OB TiL, 7/SA 7 L—A Whozits & & HIZ PKCS12 T — X ZFHTHhT A MRA
F Main 124 >R — K L TCWET,

ciscoasa (config)# crypto ca import Main pkcsl2 WhOzits

Enter the base 64 encoded pkcsl2.

End with a blank line or the word "quit" on a line by itself:
[ PKCS12 data omitted ]

quit

INFO: Import PKCS12 operation completed successfully

WIZ, BT A RKRA 2 b Main OFERAELZ FE)CTA VAR — T 562~ LET,

ciscoasa (config)# crypto ca import Main certificate
% The fully-qualified domain name in the certificate will be: securityappliance.example.com

Enter the base 64 encoded certificate.

End with a blank line or the word “quit” on a line by itself
[ certificate data omitted ]

quit

INFO: Certificate successfully imported
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CAEBAZE<T v T IL—ILDETE

AEFAED [Issuer] 7 4 —/L R & [Subject] 7 4 —/L RIZEHESNWT, —LEZRETE £, 1Bk
L7c/b— L& fl4 % &, tunnel-group-map =~ > K2 XK > T, IPsec E°7 OFEHEL b x
N ITN—TIw B T TEET,

CAGEE~ v 7HAIZ R ET H121%, WOFIAEFEITLET,

FIE

ATV TN BETHL—ADCAGEHE~Yy 7 a7 4 X¥al—var T—REMBL, L—LrDy—
rUAFREERELET,

crypto ca certificate map [map_name]sequence-number

&1

ciscoasa(config)# crypto ca certificate map test-map 10
<~y THERELRWES, V=TT 7 4 N <7 (DefaultCertificateMap) (ZiBS1 S 4L
EFT, V= AFE ST LI, —HIELT =NV FE IO EEETEET,
ATY T2 BITOAMELEZIY 7 Vs NAERELET,
{issuer-name | subject-name} [ attr attribute] operator string

&1

ciscoasa(config-ca-cert-map) # issuer-name cn=asa.example.com
ciscoasa(config-ca-cert-map) # subject-name attr cn eq mycert
ciscoasa(config-ca-cert-map) # subject-name attr uid eqg jcrichton

EREE —HIEL2L, —BSELIBMAIRET S22 TEET, ARORMEITKRDO LB
G

eC

- cn @ L@

ede: RAA Y aR—x h

« dnq : DN {&fifi1-

cea: AT RLA

« genq : HAERGF

cgn: 4

cii A=V v IV

eip: IP7 RLA
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ATvT4

castmEYy 7 L—L0Ez |

o1 : T

‘n:

*0 .

Al
A4

s ou : FHFRENT

eser: VU T NEE

e sn : M
* sp : ABIESFIL
ot RO

euid : =—H 1D
* uname : B EL4

B2 ERIIRO LB T,

seq:
*ne :
*Co:

*nc :

74—V RERITBHENFTEDE & —d 2,
74—V REFITBHERFTEDM & —F Lgvy,
74—V REFIZBMEDO— E 21T BB E DM & —FT %,

T 4=V REZIIEHOLENEITEDME & —F L7z,

V7V = MBAEZREELET,

alt-subject-name operator string

1 -

ciscoasa (config-ca-cert-map) # alt-subject-name eq happydays

B ERIIRO LB T,

seq:
*ne :
*co:

°nc :

74—V KINETEDE & —ET 5,
74—V RWATEDE & —F L7,
74—V RO—EBETZIT R EDE L —F9 5,

74—V ROEBFTE D & —F L7,

ILREF —ofEE A ELET,
extended-key-usage operator OID_string

B -

ciscoasa (config-ca-cert-map) # extended-key-usage nc clientauth
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B2 EFIIRO LB 0 T,
eco: 74—V RO—EE T EEMFTEDE L —FT 5,

enc: 74—V ROEENATEDME & —F L7V,

A% OID LFHNTXRD EF Y TT,
s [string] : =—VEFHLD LTF,
e clientauth : 7 74 7 > Pk (1.3.6.1.5.5.7.3.2)
« codesigning : = — FE4; (1.3.6.1.5.5.7.3.3)
« emailprotection : ¥ % = 7 E A — /IR (1.3.6.1.5.5.7.3.4)
« ocspsigning : OCSP &4 (1.3.6.1.5.5.7.3.9)
« serverauth : *—/3FGE (1.3.6.1.5.5.7.3.1)

s timestamping : ¥ A LA X 7 (1.3.6.1.5.5.7.3.8)

SRID DT

ASANTLS 7 A7 > b & LTEMET 255G, ASAIXRFC6125S TERSNTWDHT U r—
vay =0 ID OKFENV—/NVEVHR—FLET, ZTORFC Tk, 2 ID 2#FKH (ASA L
THE) L, OF7VTr—var —\nH3EE) RS2 ID ISk LTHRID 247
HFNEZTRLTOVET, BRI IDPEEFADOSIID & —ZH LT uE, s
N, =y—nrmnZicisksnEd,

BB OMSLT, Y—NZEEH D ID 27T 572012, 1 DL L0 1% & 7= — GEH
A ASAIZHR/RLET, ASA TRESND S ID 1L, B OM I — NGEAE TR
EnAID SN ET, ZNHDIDIE, RFC6125 TEHRINTWDH4ODID XA 7 DFF
EDA VAR LATT, 4ODID XA FIIXRDERBY T,

«CN_ID : fEEDH 7V =27 b 74—V RICREIND, il (CN) #A4 7D 1 >0
BAES A T BT TN E ENDFExFR4 (RDN) , ZOfEIL, BRBRIBO KA A
VAHE—BLET, ONMEIFEHERXOTFA MITHZ EIFTEEH A, CN-ID B ID
TE, 7707 —vary —ERIFEINTE A,

* DNS-ID : dNSName # { 7°® subjectAltName =2 s U, ZHUXDNS KA A 4 TT,
DNS-ID ZHID Tix, 77V r—var h—rvRIRHESNLEEA,

* SRV-ID : RFC 4985 |ZE & Z 41TV % SRVName TER DA FiT%A D, otherName ¥ A 7D
subjectAltName = k U, SRV-ID #5712, RAA 4T TV r—va s —E X
AT OW S eEonL LN TEET, 7m& X, [ imaps.examplenet] ¢ SRV-ID (%,
DNS R A A 44530 Texamplenet] &, 77U r—a s —EX XA TFEH3D

limaps] (20 HET,
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 URI-ID : uniformResourceldentifier & -1 7" subjectAltName — > kU, Z OfEIZIZL,
lscheme] =t AR—x> k& RFC3986IZEHK SN TS [reg-name] /L—/MZ—FT %
Thost] =X AR—F > b (F/FIHUTHE T L2 K= b)) OWFTREENET,
URL-ID #BIFIZiE, IP 7 RL AT <, BEOBKRRA LT TIER<, DNS KA A
LEEDHMENRHY T, 72L& 23X, [sip:voice.example.edu] &9 URI-ID {%, DNS
RAA 20 Tvoice.example.edu] &7 7V r— g =R XA 7D [sip] IZHEIT
TET,

ZHID 1L, RIEHOARIZRET D EERSLET, 2R ID BMERSILD L, 45D ID ¥
A T EREAMIT DN EESRID IEN, £RIIBBID N LHIRT L ZENTEET, 2R
ID (ZiZ, DNS RAA VA5 FFETDHIERPEENTVWDIXLERNHY ¥, £/, 77V r—
Var U RERETHEROEHDLENTEET,

1R8O BRI

« ZHID X, syslog V= "BLOA~Y— b T4 VR P — "A~OPHHRFHZOAEH S E
4, FTOMD ASASSL 7 T A4 T b T— RO T, BHEFATIEZ. B2RID OREP
FERIZYR— SR THERA,

X TA T v POBEEIEFHERB L7 +— Xy 7 ZERE . ASA IZ RFC 6125 CTiiiA
ENTNWAID & —HERDZZDDTRTONL—LEFIELET,

« FFHELEE T AMEBIIFEEINFRFA, LA -T, [No Match Found, Pinned
Certificate] AvE—UNRRETHI LIZDY FHA, /o, VA THETHZ T
ATV MIMFERT T4 T 2 FTIEE RV, —ER RO L RWEEIC 2 — P RGER E
EETETHIELTEERA,

FIE

AT 9 T1 ASA % careference-identity E— K2 521k, Zu— b ar 7 4 Fal—r a3y E—RT
[no] erypto ca reference-identity =~ > K& AJ) L £ 7,

[no] crypto ca reference-identity reference-identity-name

Z D reference-identity-name DMEH STV AHZIID RO 5 WEE . T LWSRID 23ME
RENET, FEAFOBRIDICH L TIOa~vy RO B E2RITTH L, EEAvb—
MFRINT, ZRID ITHIBRE L EE A,

AT Y T2 careference-identity E— KT, ZHRID Z# AN LET, ZHRID ITIE, FEDOX A TOEKE DS
D 2B T&E £,

* [no] cn-id value
* [no] dns-id value
* [no] srv-id value

* [no] uri-id value

Foanisz ]



B =scouanzons

FoaLiEng |

ZWID #HIRT 5123, 20oa~vry FOon EREFHLET,

1l
syslog %—/3® RFC 6125 % —/\GEHEDOHEEIEMN T 52 ID 23 E L £,

ciscoasa(config)# crypto ca reference-identity syslogServer
ciscoasa(config-ca-ref-identity)# dns-id syslogl-bxb.cisco.com
ciscoasa(config-ca-ref-identity)# cn-id syslogl-bxb.cisco.com

RDRARY
E L7722 M ID 1. syslog 33 & OF Smart Call Home H— %5t 2 X €T DBRICHEH L £,

FETOERAZE OIS

&M

ATy T2

AEAEZ FE) TR 2123, ROFIEEZFEITLET,

48 HHEIIZ

K7 A RKRA L B TRENTUVS CA D25, base-64 encoded CA FEAEZHE L TE S MLEMN
&)D \i—g—o

FIE

RELIZ N T ARRA L MO CAGEHEL A A — M LET,
crypto ca authenticate trustpoint

51

ciscoasa(config)# crypto ca authenticate Main

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDRTCCAu+gAwIBAgIQKVcqP/KW74VPONZzL+JbRTANBgkghkiGOwOBAQUFADCB
[ certificate data omitted ]
/7QEM8izy0EOTSErKu7Nd76jwf5edqgttkQ==

quit

INFO: Certificate has the following attributes:
Fingerprint: 24pb81433 409b3fd5 e5431699 8d490d34
Do you accept this certificate? [yes/no]l: y
Trustpoint CA certificate accepted.

[

% Certificate successfully imported

N7 A RNKRA L NOFEAELZ FEICRIGT A2MLERNHLNEINEL, O R TAIKRA L RO
R EHFIZ enrollment terminal 2~ > RAfEHT 0 E I ML > TRED 77,

ZDRMITARKA Y MEFDASA 8L ET,

B 7osLianz
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crypto ca enroll trustpoint

51

ciscoasa(config)# crypto ca enroll Main

)

% Start certificate enrollment ..

% The fully-qualified domain name in the certificate will be: securityappliance.example.com

[

% Include the device serial number in the subject name? [yes/nol: n

Display Certificate Request to terminal? [yes/nol: y
Certificate Request follows:

MIIBoDCCAQkCAQAWIzZEhRMB8GCSgGSIb3DQEJAhYSRmVYYWxQaXgu¥21zY28uY29t
[ certificate request data omitted ]
JF4waw68e0xQ0xVmdgMWeQ+RbIOYmvt8g6hnBTrd0GdgjjVLt

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/nol: n

Zoa~vy Rix, BAT —FOREAELARL, HRELLX—DX A T L > I ST —
2 OFEAEL AR L ET, B4 LRFSLICH]I % O RSA F—%2i 3 554, crypto ca enroll
awy N2 O0OFEHEFEER (F—JL1212) 2R R-LET, BL WSO GFIZILHD
RSA ¥ —% T 2856, crypto caenroll =~ > RN CIFAFAAEE RN 1 >FXrENET,

BERATET T 50T, #4875 M7 A MKRA L N TREND CADD erypto caenroll 2~ 2 K
THAR SN T X TOREHFE RIS T 2REEFEZ TG L4, FGEFED base-64 TEATH 5
TEEMERLTEEN,

FZ A RKRA L RPACMP HIZERE SN TV DA, LAMEME () 721X 7 =X MIE4
THHEEZEL N T A RKRA LV FNOLARHT (cr) OELOLNE/ETEETN, WAHEHEET
HZEITTEER A, ASA LAZHEND A v — VDS M L BAVEZHERT 572D D CA )
SDOT TN AT N MMEERET S0, &5 WL CMP EEE R OB FICLLRNIRIT SN
TNA AGEAEE T A NRA Vv NOARNIEE LE T, WHME EI3B4EHED X —
U— R, FT7ARMKRA L FEEET T F 2L CMP ICEESN TWABAICORMERATE £
7

crypto ca enroll trustpoint [regenerate] [shared-secret <value> | signing-certificate
<value>
BEREERZAER T DRI, T LWERT 2 AR T &N E I a2l L £,

crypto ca enroll trustpoint [regenerate] [shared-secret <value> | signing-certificate
<value>

CANLZETHEIHEL A AR — b LT, FEAE% base-64 T Tl ARIZAE U 1T TV 5 Z
LEMRLET,

crypto ca import trustpoint certificate

51

ciscoasa (config)# crypto ca import Main certificate

)

% The fully-qualified domain name in the certificate will be: securityappliance.example.com
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ATvT6

ATy 17

ATy T8

Enter the base 64 encoded certificate.

End with a blank line or the word “quit” on a line by itself
[ certificate data omitted ]

quit

INFO: Certificate successfully imported

ASAZFEATENTGEMEFEDOFEME BT A FaRA » PO CAREAFZFR LT, BT m & 20
FREDLT-Z Lz L E7,

show crypto ca certificate

51 -

ciscoasa(config)# show crypto ca certificate Main

FTar 74 FXalb—rarEREFELET,

write memory

1 -

ciscoasa(config) # write memory

FEBRERELIZ N T AMRA L FZEIC, ZRVHDOFIHAEED KL ET,

SCEP Z{F L 1=;LEAZ D BB EIF

ATy T

ZOITIE, SCEP Zft ] L CREMEF % H B RICHUS 5 FiEIC O W TR L £ 7,

1R BHEIIZ
NI A RKRA L B TRENTUVND CA D5, base-64 encoded CA FFFAEZ A L T < LEN
HYFET,

FIE

RELIZNT A MKRA Y bO CAGEHEZIE L 7,
crypto ca authenticate frustpoint

1 :

ciscoasa/contexta(config)# crypto ca authenticate Main

KA RKRA L NERETDHE X2, enrollmenturl =~ > REFEHATHE, SCEPZEHL T
SEAEZ BERICESTAMNERS H0E D hE BT cE £9,
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ATV T2 ZONTARKA Y FEFFOASA ZHELET, Z0a~vy NiE, BAT — X O EL R
BL, RELIEX—DOFA TIZL > TUIE LT — ¥ OFEEL UG L £ 7, CADOEHEIL,
CA DSREIIEA A 59 AR FE CREER ZFEFE LR IER D WIEERH H72H, Z0
a< R&EAJTTARIC CA DEFFREITHEE L T IEEN,

crypto ca enroll trustpoint

B -

ciscoasa/contexta (config)# crypto ca enroll Main

ASADSVGEAEERZZEFE L0614 (720 18) UNICCANLIEHAEZZITIS 205
AR, A EERDFEEEINET, ASAICE ST, SFAESZETAETIH T LIZEE
BRETERNEE SINET,

KT A RRA > D OTERER KA A W ASA DERERMi KA A 4 & —F LRho 58
GEREM N A A AN LTFOREG L ET) | BEPRERINET, ZOMELZMRT 5T
L, BT e AEKT L, MEREIEZ{T>THD, cryptocaenroll 2~ REF AT LE
D

(GE)  cryptocaenroll =~ FaREIT LI, REHELZET DHNICASA N Y 77— &h
7235 A 1L, eryptocaenroll 2~ RZH A LT, CAEEHFITHEKZL T IV,

ATV T3 ASAICTRITENTEHAEDFEME T A MRA L FOCATFHAELZRRL T, BEE7ok AN
L7 & 2R L £,

show crypto ca certificate

51

ciscoasa/contexta(config)# show crypto ca certificate Main

ATV T4 Frar 74 Xal—va e RELET,
write memory

51

ciscoasa/contexta(config)# write memory

SCEP EZXRD T 00X HR— FDERTE

P —FRX—F D CAZFEALCYVE—FTIZEBRADTZ R RA 2 2T S L 91T ASA
EERETHICIE, ROFNEEFEITLET,
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FIE

ATYF1 b I —Tipsec @Ear 74X al—var = FNEfBLET,
tunnel-group name ipsec-attributes

B :

ciscoasa (config)# tunnel-group remotegrp ipsec-attributes

ARTYT2 V74T M P —EREAL RX—T M LET,
crypto ikev2 enable outside client-services port portmumber

51

ciscoasa(config-tunnel-ipsec)# crypto ikev2 enable outside client-services

T 7 3V b DOR— FFEEIL 443 T,
GE) Zoa<wr Rt IKEV2 23R — T 3EEICOHRMLETY,

AT T3 b I N—Tgeneral BlEa 7 4 ¥alb—rar T—RE2BLET,
tunnel-group name general-attributes

&1

ciscoasa(config)# tunnel-group 209.165.200.225 general-attributes

RATv T4 MRV TN—T D SCEP Bfka A F—T W LET,
scep-enrollment enable

&1

ciscoasa (config-tunnel-general) # scep-enrollment enable
INFO: 'authentication aaa certificate' must be configured to complete setup of this
option.

ATY TS IN—TF R v—R@kar7 4 ¥alb—var T—REaLET,
group-policy name attributes

51 :

ciscoasa(config)# group-policy FirstGroup attributes

ATFYT6 JN—7 R —HDSCEPCA #%#kLx T, Zoa<r R, y—F =T DOF P H )L
SEAEAZ Y R— TR L—F R —TCIC 1 BASLET,

scep-forwarding-url value URL
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ATvT9

cAstBEDNS 1 7454 L0%E [

1 :

ciscoasa (config-group-policy)# scep-forwarding-url value http://ca.example.com:80/

URL % CA @ SCEP URL T,

FEBEAY SCEP 7' 12 % D WebLaunch O 7R — M H TEX 2 WA, @otv b7
NRAT—RZMFEHL £,

secondary-pre-fill-username clientless hide use-common-password password

1 -

ciscoasa (config)# tunnel-group remotegrp webvpn-attributes
ciscoasa (config-tunnel-webvpn)# secondary-pre-fill-username clientless hide
use-common-password secret

SCEP m &Y% AR — hT5HI21E, hide ¥—V— REHEHTLILERNH Y 7,

e 2, GEER, TREERTLIZ U R RS P TIIfEHTEERA, T REAAL b
WCREBENGFET 28554, AnyConnect |X ASA ~O#fi 2 I L, D% L T, NI
Ay NT—=7 UV —=2A~DT 78 2 %4245 DAP R o —ICHEET 2 LI I LET,
AnyConnect VPN £ > & a VO HEFIAN SN TWE I TV 2—F LI ERRITLET,

secondary-pre-fill-username ssl-client hide use-common-password password

&1

ciscoasa (config-tunnel-webvpn) # secondary-pre-fill-username ssl-client hide
use-common-password secret

PLaid U ) — A Bk L 7= ssl-client &+ — U — RIZEAf% 72 < . IKEv2 £721% SSL 242
AnyConnect & v ¥ g V& HR— 510X, Z0oa~vr FEEHLET,

SCEP 7' m %+ %% — F9 %I21F, hide ¥ —V— FEHTL2LERDH Y £,
AEAENEHA TE 2V T2 =P ZRELET,

secondary-username-from-certificate {use-entire-name | use-script | {primary_attr [secondary-attr]}}
[no-certificate-fallback cisco-secure-desktop machine-unique-id]

&1

ciscoasa (config-tunnel-webvpn) # secondary-username-from-certificate CN
no-certificate-fallback cisco-secure-desktop machine-unique-id

CAGEEAZED S A4 72 1 LDEKTE

n—Hh)L CA S —FEHAED T A 7 XA LERETDHITIE, ROFIEZFEITLET,

Foanisz ]



FoaLiEng |

B = ravzoso51L0mE

ATy
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ATvT3

FIE

B—H/VCAY—Rar7 4 ¥al—ar ET—RIAYET,
crypto ca server

1

ciscoasa(config) # crypto ca server

SEHHEICE D AADMIBEZIRE LE T, v— UL CAGEHEDT 74V DT A 7 X A AL 3
EMTT,

lifetime ca-certificate time

B -

ciscoasa(config-ca-server)# lifetime ca-certificate 365

MRS N DA TH (2038 4E 1 A 19 A 03:14:08 UTC) Z#EZ 72K 5, GEBIE O A2 2 i
BLET,

(7> ay) a—HNVCAERAEDSA 72 A LET 74V MEDIFIZY Y FLET,
no lifetime ca-certificate

B -

ciscoasa(config-ca-server)# no lifetime ca-certificate

m—J v CA B —/3Tid, CAGEHIEOHIRGIN S 30 AANZH&AED CA FAEMFED A EIRYIZ/AE
RENET, ZOEAELZT AR —KML, OT A AL HR— D2 EI2ED, v—
717 CA GERAENFAT LT 2 —WIEHF O v — /L CA GEHIFMRGEL . HIRAEIIL-&I21T 5
ZEMTEET, KD XD 7 pre-expiration syslog A v — U NAERINE T,

SASA-1-717049: Local CA Server certificate is due to expire in days days and a replacement
certificate is available for export.

G¥) ZOHBIE— A=A REAINTE D, FEHEIL, FrLve— L CAGERENE
IR ORI MEEIR T RTOT A AL VR — hEND LT HHERH Y F
ﬁqo

A—HREDSA T2 1 LDERTE

A—FREAEFEDT A 7 Z A LB ET DT, ROFIMEEZFETLET,
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ATy T2

L5174 1 L0EE |

FIE

B—H/VCAY—Rar7 4 ¥al—rar ET—RIAYET,
crypto ca server

1 -

ciscoasa(config) # crypto ca server

2 —HPIEHEFEO AN ORFH ORI 2R E L ET,
lifetime certificate time

&1

ciscoasa(config-ca-server)# lifetime certificate 60

GE) —VIEEOHIR T2 5012, 7—A/V CAH— 3%, iEHEOF RO
BHANCE DO —FICRERREZ T 5 L, EHOEEZRE L, FEFEE R H OB
2—PHBLROTP #HEF A —/VTEUET HZ & T, iEAEOEH kX% HE)
AICBIsE L E3, RSN DK TH (203841 A 19 H 03:14:08 UTC) Mz 72\ &
I, iEEOH I A SR L £,

CRLDS A 7314 LDETFE

ATvT1

ATy T2

CRL 74 75 A LERETHITIE., WOFIEEFEITLET,
FE
Z2—HNLVCAY—RNar 74 FXFal—ay F—RIIADET,

crypto ca server

1 -

ciscoasa(config) # crypto ca server

CRL OAZHIR OB O S 23t LE7,

lifetime crl time

&1

ciscoasa(config-ca-server)# lifetime crl 10
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B v ox—vaxomz

ATvT3

0 — L CA T, 2—ViEAENRKE TR SN D= CRLEZT v 75— b B
FOEIITLETH, KDREICEE R 2 0IGE, CRLOFIITIX, DT 7 XA LOHT
IEEHE@%Kﬁbhi?OG¢®747&4A%?Ebﬁwﬁu 7 7 4V EOHIFIX 6
BRI 72 0 F9,

CRL Z{EBE DX A I v 7 CTHREIFNIRITLE T, BED CRL 7272 BICEHE L UOHEAER S
. BEFEO CRL B EEX S ET,

crypto ca server crl issue

&1

ciscoasa(config-ca-server)# crypto ca server crl issue

A new CRL has been issued.

GE) CRL77ANNRZTI—THIBRESNZYD ., BENZD LT, BAERPLEIZR S THEL
M, Zoa<wr REfH LW TL &N,

H—/\DF—H A4 XDEKTE

ATy T

ATy T2

P—=OF =Y A XZRET DT, WOFIHEZFATLET,

FIE

B—HNLVCAH—Nar7 X2l —1 gy F—RIAYET,
crypto ca server

11
ciscoasa (config)# crypto ca server
2 —PEEAERGR CAERIN I AT — L EX—DO A XEHELET,

keysize server

1 :

ciscoasa(config-ca-server)# keysize server 2048

F—XT7 A DA T 3 1512, 768, 1024, 2048, 4096 £~ N T, T 7 /L ML 1024
vy T,
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6:3) O—HILVCAZAFX—TNMI LT TaE—H/ILCADXF—H A REEFFTAHILIET
EFEE A, BITEHREHEST X TONEN D720 T, a—H/LCAF—V A X%
BEITDHIZIE, HAEOT—I/)LVCAZHIBRLTH LWV —H/L CA ZHRET HNE
N0 £9,

1
WiE, T = RX=2AD 2 H>OA—HPFEHFED T,

Username: userl

Renewal allowed until: Not Allowed

Number of times user notified: 0

PKCS12 file stored until: 12:45:52 UTC Fri Jan 4 2017
Certificates Issued:

serial: 0x71

issued: 12:45:52 UTC Thu Jan 3 2008
expired: 12:17:37 UTC Sun Dec 31 2017
status: Not Revoked

Username: user?

Renewal allowed until: Not Allowed

Number of times user notified: 0

PKCS12 file stored until: 12:27:59 UTC Fri Jan 4 2008
Certificates Issued:

serial: 0x2

issued: 12:27:59 UTC Thu Jan 3 2008
expired: 12:17:37 UTC Sun Dec 31 2017
status: Not Revoked

<--- More --->

REDIAEZ 1 TOREAE

B CXDIHFHERMSITDE, TAT T 4T A AEHZEDOMEN 72 EOIERM o 7 27 R0,
o —H /L CAFFHERSa — REALFFHEORESL R PO S BICEERREXITRAD L HITRY
ij‘o

1R BHHIIZ

TUXNGEAERERICAEZBEL, BFHE X IEHELMLLET, MEXT—PHREIN TV
W CAGEAEIZ, 9 XTCTO VPN 7'u h a2/ & webvpn THEH SN, N T A MKRA 2 N TEEY
FAT v MEAEERGET 5 KO ICERESNTWET, £72. T A RKRA 2 b &, HTTPS
P27 X VR S T B A FEE L. smart-call-home FEFHE A2 MFET 5. webvpn HEREIC
Lo THEMNSNLEETE DEHEDO KD Z & TT,
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FoaLiEng |

FIE

0—H)LCAEZRETDHE, VPN Z T4 T2 FH ASA O EA EHERETEX 5L 910k
DNET, ZOBEELRTEICLD ., ASAIFCAICEHINFE T, CAZRET HITIE. CACCertificate
38 X—) ZZBELTILEIN,

RDBERY

AEAEOHEIRICY 7 — FERET D0, 7 VX NVAEAEIENEOEHIEREA =% L ¥
h@‘o

ZONR=UT, CAGEHEZEHLET, RO MLy 7 TlE, FATTELZLIZHOW TR L
£7,

A—AJ) CAH—/\DHETFE

ATy I

ATy T2

ATvT3

H—Ab CA Y —_"EZREICT HITIE, ROFNEZFEITLET,

FIE

B—ANCAY—N a7 4 Fal—ralrE—RIAVET,
crypto ca server

1 -

ciscoasa(config)# crypto ca server

SMTP from-address Zf5E L £9, T —Hh/L CA R2—FITRERENHO T X A L X
AT —FR (OTP) ZEDEFA—IN AV E—CEEETDHEXIC, BELT FLAE LTHER
THENREBEBTA—IL T FLATT,

smtp from-address e-mail_address

1 -

ciscoasa(config-ca-server) # smtp from-address SecurityAdmin@example.com
(A7 a ) FBITINZFEHEFED 2 —F LI 2 subject-name DN ZF57E L £7,

subject-name-default dn

1 :

B 7osLianz
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ATy T4

CA —/\EE

cavr—ngz [

ciscoasa(config-ca-server)# subject-name-default cn=engineer, o=asc systems, c="US”

subject-name DN & = — W4 (3fEE LT, 2 — WV CAY—NZ Lo THRITENTT X TOL—

PREZED DN 2R L £ 97, subject-nameDN Z#5/E L2 W56, 2— W 7 —F X=X |2—

PEENMT DN, 22—V EICED LY 7 V=27 M DN EZEMBICIHEET 20ERH D

£7

GE) 2 —H )V CA % A F—7 /WZ L7=%%I1Z, issuer-name fE 35 & N keysize server fHIF AT T
NI, RE L=V CAZAR—=TNMTT DRI, AT aDF~TOH
NI A= EHEICAE LTI ESN,

HOZ4 U ELZER L. ASA v —J1 /L CA \ZEEEAT T £,

no shutdown

&1

ciscoasa(config-ca-server)# no shutdown

HOEA LICEHEO X — O AYLRICIE, F—mofk, ¥— 7 =F v, CRLEA. B
UREAEZAKEN DV £,
GE) HOBALLu—h CAGEHENEMR S NI-E., FrEezZR 42123, BifFor—
By CA Y= "ZHIFR LT, BRI/ER LETLERH Y 77,

2 —J L CA Y — T — P EZ R L T Do), BERF I, MEITL U TRHEZ )
WL RICRLEY TEET,

il

WOHNT, BFIRRT A= TR CTHEAFEREFADT 74/ MEEFEH L Tr—h
JVCA Y —NERETDHHEZRLTOVET,

ciscoasa(config)# crypto ca server

ciscoasa(config-ca-server)# smtp from-address SecurityAdmin@example.com

ciscoasa (config-ca-server)# subject-name-default cn=engineer, o=asc Systems, c=US
ciscoasa(config-ca-server)# no shutdown

A—7#JL CA 4 —/\DHIBR

BEFOr =DV CA Y= (A X =T )WIRIEE 72137 « B —T7/WIREE) ZHIBRT 2121%, kD
FIEZFTLETS
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A—HIIRENERE

ATv 1

FoaLiEng |

FIE

KD~ FO122 AT LT, BAFOR =TV CAY—/N (f X—=T /WRIEETZIET 4 £ —
TVIREE) ZHIBRL £

* no crypto ca server

B

ciscoasa(config)# no crypto ca server

* clear configure crypto ca server

Bl

ciscoasa(config)# clear config crypto ca server

GE) wv—HILCAY—RZHIFRETIHE, ASAD a7 4 Fal—arpilRanE
T, BEnEar 7o X2 b—va VT mIicEYEEAL

Bl#EfHTF SN —HLCAY —N_"DF —HZ_—2 a7 4 Xal—ar 77740 (OF

D, A FH— F4 75 LOCAL-CA-SERVER.* DT X TD 7 7 A /V) b LTHIFRLTLFE
VY,

FEAED AT — X A EETHITIE, WOFIEEZFZITLET,

FIE

[Manage User Certificates] <A > C, =—W4 EIFREHED VY 7V EK 5 TRIE DREI % 3%
WLET,

ATV T2 RONWTNILDOF T a BRIV ET,

o —WRERED T 4 7 X A4 LML T L7255 E. [Revokel 27 UV w7 L Ca—H T 7%
AEHIFELET, /o, =D CAILKY | FERAET —FX—ZANITH D F DFERHEIZ
KD~ —7 BT 5, BMABBICHERFEIN T, CRL AERITENE T,

o KN UT-REEZ IR L C [Unrevokel 27 V v 7§56 & ZOFEHEICHOT 78 ATE

XV EF, Filo, v—HNVCAILLY, FEAET —Z X—2ANILH HZ DFEHE
\ZRNER O~ — 7 DT v, FEAZEOIEH BEIC T Sz, B S 72 CRL
DEHBITINET,

B 7osLianz
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ATvT3

n—nncAy—nos+—Iuit [

SET LD [Applyl 27 U 27 LT, BHERFLET,

O—AJ) CAH—/NDA x—T )Lt

ATy T

ATy T2

ATvT3

g—H ) CA Y — %A X—TNCT AT, ROFIEEFEITLET,

1R BHHIIZ

12— L CA P — "% A X—=T T T DHENT, T XFU ENGR DA T L—X2{ERK L T,
Asnbda—h)L CAGEEL F— X7 25 PKCS12 7 7 A V&b L, T—HA 7L
TELIDERNDHY 7, CAFEAZEFEIIF— TR RN HEIE, RATL—X%2FHL
TPKCSI2 7 —HhA Thu vy 7R LET,

FIE

B—ANVCAY—RN a7 4 F¥alb—TarE—RIADET,
crypto ca server

1 :

ciscoasa(config) # crypto ca server

7 —Hh )L CA =% A FX—T NI LET,

no shutdown

1 -

ciscoasa(config-ca-server)# no shutdown

Zoawry RiE, B—H CAYV—ROFEHE, F¥— X7, BLOWMERT —FX—R 77
ANEAER L, B—INVCAY—R"OFEHEL X — XTEZPKCSI12 7 7 A MIT—HIA 7 LE
T, FHF T8~ 65 LFD/NRNAT—REANTHLENRHY £F, FIIAZ — T v 7%,
NRAT—=KRERDDH T 7 MeFrmEFIiae—ILVCART 4 =T NI THIENTEE
7

a7 4 X2 =g ERFELT, V7= MRIZe— PV CAGEHE L X — X7 RN Ebh 7
WroicLEd,

write memory

1 -

ciscoasa(config) # write memory
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. trustpool SEFAE D BE1( o R— DR

451
OB TIE, a—HIV CAV— A X—T NI LET,

ciscoasa(config)# crypto ca server
ciscoasa (config-ca-server)# no shutdown

>3
S

Some server settings cannot be changed after CA certificate generation.
% Please enter a passphrase to protect the private key
% or type Return to exit

Password: caserver
Re-enter password: caserver

Keypair generation process begin. Please wait...

WIZ, B— AL CAY— DALy T 4 Fal—ar AT —XRA52FERTHF LTS
NN ERLUET,

Certificate Server LOCAL-CA-SERVER:
Status: enabled
State: enabled
Server's configuration is locked (enter “shutdown” to unlock it)
Issuer name: CN=wz5520-1-16
CA certificate fingerprint/thumbprint: (MD5)
76dd1439 ac94fdbc 74a0a89f cb8lbacc
CA certificate fingerprint/thumbprint: (SHAL)
58754ffd 9f19f9fd bl3b4b02 15b3ed4be b70b5a83
Last certificate issued serial number: 0x6
CA certificate expiration timer: 14:25:11 UTC Jan 16 2008
CRL NextUpdate timer: 16:09:55 UTC Jan 24 2007
Current primary storage dir: flash:

trustpool EEBAEZE D EEN 1 U R— FDERE

Aw—F T ATIL, SmartCallHome A > 7 7 A RT 7 F ¥ BMEH SN ET, ASAII Ny
7 277 7 > KT Smart Call Home [E4 L' 7R — R 2R ET 5 & 12, Call Home H—/NGEHE A %%
ITLIZCADREREZEL M7 X FARA & b a2 ABIIZIER L £§, ASAIZ, +— \GEHFED
FITRERE DA T SN G A ISR EOREZ Y R — T X512 E Lz, W AX~—DFE
HEREOLE L AT HLETIH Y A, CA YV —OHCEAAENE T INSGE
\Z. Smart Call Home 237 7 7 ¢ 772 0REEZHEFF T & 5 K 512, EHIAIZL trustpool /32 R/LD
FHiE BB CTEET, ZOMREIEIv LT ar T XA MERTIETR— N ERERA,

trustpool DFEE N RV A HEJIIZ A VAR — b T 25121F, ASARNY KL F 7 omn—RE
o v A= MCHT B URL 2H8ET 2 BER DY 5, kOa~> FEANTHE, 774
Jb @ CiscoURL &7 7 4 /L h O (22 IFf#) ZEMA LT, H —EOMBTA o AR— b
WEITSNET,

ciscoasa (config-ca-trustpool)# auto-import-url Default

o, Woa~wr FefA LT, #AZ L URLICEDHEIA VY R— hEA X—7 NI TE £
R

B 7osLianz
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trustpool /K1) > —DRXT—4 AD KT .

ciscoasa (config-ca-trustpool)# auto-import url http://www.thawte.com

T 7 = LI FEOMOEE D LRI RIRICA Y o n— RERETE L LH1I27 5
i, ROa~<~> REAN LT, BAZ LI L A4V R—baeA 32—V LET,

ciscoasa (config-ca-trustpool)# auto-import time 23:23:23

B AH N URL & AX A OMFIZL D HENA VAR — FEFRET DL, kOa<wr R
ERT %N H D £,

ciscoasa (config-ca-trustpool)# auto-import time 23:23:23 url http://www.thawte.com

trustpool ARV 2 —D AT —H ADFKIR

CA Trustpool D27 V7

trustpool 7R U > —DBIFED AT — X A% KR T HIZIE, ROa~w> REFEHLET,

show crypto ca trustpool policy

ZOawy RIIRO LS REREIRLE T,

0 trustpool certificates installed
Trustpool auto renewal statistics:
State: Not in progress

Last import result: Not attempted N/A
Current Jitter: 0

Trustpool auto import statistics:
Last import result: N/A
Next schedule import at 22:00:00 Tues Jul 21 2015

Trustpool Policy

Trustpool revocation checking is disabled.

CRL cache time: 60 seconds

CRL next update field: required and enforced

Auto import of trustpool is enabled

Automatic import URL: http://www.cisco.com/security/pki/trs/ios core.p7b
Download time: 22:00:00

Policy Overrides:
None configured

trustpool N U 3 —% 7 7 /L MIRRBIZY By b 212X, ROa~vy REFEHLET,

clear configure crypto ca trustpool

bT R RS MEHBEO BB LK — MEF T 4L F T TR SDT, RO TV REAE
L CHifER 7 ¢ E— 7 I LET.

A—AICAH—/INDHRAIAL X

NAB A RSNz =)V CA VT N—T P —_"ERET DL, ROFNEEZFATLET,

FIE

ZAFYT1 B—HLCAY— R a7 4 Xal— gL T—RIZAY E,

crypto ca server
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B oc—rraas—nionzs<ax

ATy T2

ATvT3

ATvT4

ATy TH

1 :

ciscoasa(config) # crypto ca server

F 7 4V MEDRRT A—Z IR E L ET,

issuer-name DN-string

&1

ciscoasa(config-ca-server)# issuer-name cn=xx5520,cn=30.132.0.25,ou=DevTest, ou=QA, 0=ASC
Systems

12— L CA P — N Ko TERENDTRXTOET A —/LOD [From:] 7 4 —/V RIZFEHT 2
B A=V T FLAZHELET,

smtp from-address e-mail_address

&1

ciscoasa (config-ca-server)# smtp from-address SecurityAdmin@example.com

0=V CAY—INLEEFEINDITRTCOETA—NDOBHL T 4 — /L RIZERTBETFA b
EHAZ<ARALET,

smtp subject subject-line

51

ciscoasa (config-ca-server)# smtp subject Priority E-Mail: Enclosed Confidential Information
is Required for Enrollment

AT SNTZFEHED 22— 41 BINT 5 47 2 2 > O subject-name DN Z f57E L 7,
subject-name-default dn

1 -

ciscoasa (config-ca-server)# subject-name default cn=engineer, o=ASC Systems, c=US

77 4V b @ subject-name DN X, 27— /L CA — 2K > TRITENTZT X TO2—HEE
HETZ—FLHO—HFBIZRY £7,
FFAI S5 DN BEF—U — NIZRD & B0 T,

«C=[H

« CN =4

*BEA=FE A A—NLT FLX

«L=H%

« O = ik

B 7osLianz
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n—ancAy—noFst—Iut

s OU=fiffkr=> b
o ST = JH /Al AT =
* SN = 14, Dk

« ST = JN/#BE IR

(F)  subject-name-default ZFEHED subject-name D7 7 # /L ME & L THERET 2 X 9 ITHE
L7AWES, 2—FZBINT 272N DN 28 ET 24 ERH Y 77,

O—AJ CAY—IDT 4 t—T It

&

ATy T2

2 —H)V CAY—REeT =T MITHIZE, ROFIEEZEITLET,

FIE

g—HNLVCAH—Nar7 X2l —3Tar E—RIAYET,
crypto ca server

51

ciscoasa(config)# crypto ca server

02—V CAY—NET =T NI LET,
shutdown

1

ciscoasa (config-ca-server)# shutdown
INFO: Local CA Server has been shutdown.

ZoDavy Nt Web A "B E T 4 E—7 LT, B—HILCAY— RN a7 X
L—a VOEBEZAREICL, BIEO a7 4 X ab—a vy TN T 7 A VAR
FLET, VIIAX— T v 7%, RXATU—RE2RDDH e 7 R rddice—L/0 CA
EROL R—T NI TDHIENTEET,

NEO—AHILCAT7AIL R ML—ODERTE

N =NV CA T 7 A AP L—UBRET DI, ROFIEEZFEITLET,

Foanisz ]
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B sso-rrcarrLzbL—vome

ATy

ATy T2

ATv7T3

ATy T4

ATy TH

FIE

BEDT 7 AN VATANEA T Tar7 4 Fal—ary®T—RIT77EALET,
mount name type

B :

ciscoasa (config) # mount mydata type cifs

CIFS 77 AN VAT L%k~ NLET,
mount name type cifs

1 -

ciscoasa (config-mount-cifs)# mount mydata type cifs
server 10.1.1.10 share myshare

domain example.com

username usero6

password * Kk kK Kk Kk k Kk

status enable

(G¥) T7 AN VAT A~ T T 52—, nomount 2~ K&~ TT o~
7R TEET,

T—HNVCAY—RNar7 4 F¥alb—raryE—RIAYFET,

crypto ca server

1 -

ciscoasa(config) # crypto ca server

T—H)LCAY—NRF—Z_XR—2ATHEHTHET L FELDCIFS 77 A )V AT L THSH
mydata DL a5 E L E T,

database path mount-name directory-path

&1

ciscoasa (config-ca-server)# database path mydata:newuser

ZOavwy R, V=D RAEHE LT, A ML —VEBIOBRHMENT 52 —0/L CA
T ANERIT T ANELEZRRELET, —HILCAT 7 AN AL —VF2ASAT T v
AEVIZETIZIE, no database path =~ > K& L E7,

GE) ANV —NIREEFESNTWA =L CA 7 7 A Vi, 2—H4 L2 T — R)3MR#
SINTWBT7AN FATNCIFS £T2LFIP D~ T2 MERT 7 AV AT LA
‘/[Z‘gwc‘j—o

EfFar 74 Xal—Ta A RELET,

B 7osLianz
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CRLOAH>rO—

ATy

ATy T2

RLosmva—kxsvEE

write memory

51

ciscoasa(config)# write memory

S —A NV CA 7 7 A0 A B L—U TR, ASA REZRFT 27-NT, 22— FIHHRA ASA
MHDT Y NERT 7 AN VAT LB X7 7 A VT mydata:newuser \ZARTE S IVE T,

7T vva AEY ARNL—VORE, 2a—WIFRIZ, A Ty T arvo¥al—va
YDFT T v N OFFHC HEIRES E T,

51
WOHNE, 7T v o AEY FRIFROIBA ML — IR RINDe—H/LCAT 7
A ILOHI T,

ciscoasa(config-ca-server)# dir LOCAL* //
Directory of diskO:/LOCAL*

75 -rwx 32 13:07:49 Jan 20 2007 LOCAL-CA-SERVER.ser
77 -rwx 229 13:07:49 Jan 20 2007 LOCAL-CA-SERVER.cdb
69 -rwx O 01:09:28 Jan 20 2007 LOCAL-CA-SERVER.udb
81 -rwx 232 19:09:10 Jan 20 2007 LOCAL-CA-SERVER.crl
72 -rwx 1603 01:09:28 Jan 20 2007 LOCAL-CA-SERVER.pl2

127119360 bytes total (79693824 bytes free)

FE X UVRTE
CEM 2y hu—J %X 7 ra— FBIOMRET DI, ROFNEEZFITLET,

FIE

B—H/VCAY—RNRar7 4 ¥al—rar ET—RIAYET,
crypto ca server

1 -

ciscoasa(config) # crypto ca server

A B =T AA ZADR— 2HEX, CRLEFDA L EZ—T oA AINLT 7 EATEALHI2L
FT, BELEA V=T =24 ABLOFR—F2EH LT, CRLOERFEREZY v AL LE
j‘o

publish-crl interface interface port portnumber

Foanisz ]
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B crosyn—rssves

1 :

ciscoasa(config-ca-server)# publish-crl outside 70

BINTEDLA U F—T 2 A RLEBEOR— M, RDOLEFBY TT,
+ inside : interface/GigabitEthernet0/1 D4 il
 management : interface/Management0/0 4, Aij
« outside : interface/GigabitEthernet0/0 M4 Hij

o« R— FEBO#PIZ 1 ~ 65535 T3, TCP R— k 801%. HTTP ®F 7 4/ k R— &5
‘GTO

GE) A HF—TxAARAEBAWVWTCRL 77 A VA F T a—RT51I2320a~y R
EThAHALD, Z0avy REEELRWE, CDP OIS CRLICT 7 EATE
FHEA,

CDPURL CTA VX —TxA ADIPT RLAEFHTLILHIICEEL., CDPURL L7 7
AN DONALRETEET (http://10.10.10.100/user8/my _crl file 72 &)

ZOHE, FOIPT RLARRESN-A L E—T oA AN CRLESRZY v AL LE
T, BEREZ(ETDHE, ASAIZL > T A Juser8/my crl file & 7% # A CDP URL BNRA &H
FT, AR —FHT B L, ASASL, BREINTWA CRL 7 7 A ABIRENET,

GE) 7o bV HTTPIZLES, LEen-T, L7 1 v 7 A http:// TT,

ATV T3 WRERDTRCOFRAEICE END CDP ZHE LT, CDPIZFFE DT RE L\
A, T 7 4V k@ URL I http://hostname.domain/+CSCOCA+/asa_ca.crl 1272V 7,

cdp-url url
1 -

ciscoasa (config-ca-server)# cdp-url http://172.16.1.1/pathname/myca.crl

07—V CAVL, —VIEHENES L F 7T B LAER SN D 7= TNT, CRL % BB L O
FATLET, EIRICEENRWES. CRLOTA 7H A4 L2212 1 [H CRL BAERITINE
j—o

DA<y RBAr—H)L CAASA 7S CRL Z#EHBUH T2 L HICHESINTWILEIL, £
DA H =Tz A AN CRLIZT V7V EATED LA 04 —T =24 ADF— 2B FIE
IZOWTIE, CRLOX T a— R FBLIOMRGFEZSRL T ZEN,

CRLIE, B—H /L CAIZ X » TRITSNIZAEHEDO R ZMRFET 2MOT A ADT=DIZH Y
F9, £/-. =BV CAX. BOLDIEHET — X X—ZANIZH DT X TORITHEAIEHE &
AT —H AZBELET, BAET 28, B — LRI A T —F ARG L T —W
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ZxL1—YEHE

BER/INT A -2 DEE

ATy T

ATy T2

ATvT3

siea—vez i

FEAFEZMAET 20BN H L5mE . KOTF = v 7 iMMTbhEd., Zoha. SHE— N3 |
HELFIT LI CA, ELIFCAPEE LY —"THL WML H Y 7,

BERNT A =B ZFET DL, ROFINEEZFATLET,

FIE

O—ANVCAY—Nar7 4 Falb—ar E—RIADET,
crypto ca server

&1

ciscoasa(config)# crypto ca server

o —H L CA BEER— IR L TRITENT- OTP AR TH 2 # R cHEE L4,
7 7 x /v s OF IR 72 B T,

otp expiration timeout

&1

ciscoasa (config-ca-server)# otp expiration 24

GE)  BEEWeb VA FCiEHAEBIZEEE T H7-0D2—F OTP /XA U —RFE LTHEAL
T, BELIE2—YORITEHRIHERB I OF—TRNEENSPKCS12 7 7 A V%
oy JEET AL TEET,

Bk SNz —Y 0 PKCSI2 Bk 7 7 A V2B CTE DM AR E L F 7,

enrollment-retrieval timeout

&1

ciscoasa(config-ca-server)# enrollment-retrieval 120

ZOMEIX, 2 FREFICREINTZ L ZITHBLET, 7 7 /0 b OBISIIHIT 24 FFH
T, BUSHIR OB RMEOFPMIE 1 ~ 720 BFE] T, BEREUSHFIE. OTP DA ZHIH & 138
R EHA,
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A—YDEME FiF

ATy T

ATy T2

ATvT3

FoaLiEng |

BERDAS I 0 X 7o, 22— YREE & F— XTI ENIC R Y £9, 2—VRFEHFEEL =T
WHMe—D kT, BHENERFOREZHHAL, 2—FOHFu /A 2+ 52LT
ﬂ—o

B—HN CA T —HN—RREFTE D —H 28T 211E, ROFIEZFEITLET,

FIE

H—J NV CA Y= a—H F=E_R=2 PP —F 2B ET,
crypto ca server user-db add username [dn dn] [email emailaddress)

1 -

ciscoasa (config-ca-server)# crypto ca server user-db add userl dn userl@example.com,
Engineer, Example Company, US, email userl@example.com

username 51 800%, 4 ~ 64 XFOLFH|T, BIMNTIH2—VOEMA 2 —V4 T, =2—V4
WiE, BFA—NV T RLAZRECTEET, ZOBEBTA—N T RLREMEHALT, BHEN
OBEIZHEIN L Ca—WICHEEEZRD Z N TEET,

dn 51 E0%, R4 T, OSIT 4 L7 hU (X500) NOZa— LR EHOTY M)A TT (-
& Z21E. cn=userl @example.com, cn=Engineer, o=Example Company, c=US D X 9 (2720 £§) ,

e-mail-address 51501%., OTP B L ONBANEEFEIND, HILVW2—FDEFA—/NL T RLAT
ﬁ—o

BB L e — P —FREZ T 5 L E T,
crypto ca server user-db allow user

1

ciscoasa (config-ca-server)# crypto ca server user-db allow user

0—HNVCAT —HRX—=AD2—P |2, 2—PIEAELZBEBIOF v rn— K45 X5 0m
MLET, TO2—HFIZiE, OTP NEHBWIIZEF A — L TEEINET,

crypto ca server user-db email-otp username

1 -

ciscoasa(config-ca-server)# crypto ca server user-db email-otp exampleuserl

G¥) EHET. BFA L TO—PBANLETHIBEE, 2—FZBINT5 & &I,
A=Y T 4=V REFRITEFA—IN T 4 =L FICE A=V T RLAZIRET S
WVBERH D 9,

B 7osLianz
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ATvT4

ATy TH

A—YDEH

ATy I

1-—0zs |

LD OTP ZER L ET,

crypto ca server user-db show-otp

&1

ciscoasa(config-ca-server)# crypto ca server user-db show-otp

BERORFRIHIRZ R AL CRE L E T, 7 7 40 S OARMIRIL 72 BEH T,

otp expiration timeout

51

ciscoasa(config-ca-server)# otp expiration 24

Zoa=wy RiE, OTP R —EGICA el ZER L ET, ZOMEIX, = —FREe%
TSz & =T L ET,

Z—HPRIE LW OTP & > TREMHIRNICIEFICB ST DL, m—HA/V CAY—NZE-T
PKCS12 7 7 A WDMERRENET, ZhiZid, TO2—FOF—X7 | AREINZF—XT D
ANEAF—IZ SNz —PFEE, BX =2 —F 2B L7z & ZITHE L7 subject-name DN
NEFENET, PKCSI2 7 7 A VONEIL, OTP EMEIND/A T L — XL »> CTHREINFE
T, OTPIZTE) CUEE CE £§, Tk, BEHEDNBREEZTF AL, 2077 AV —0
NVCANLZ—FIZEFA—NVTEFEL, FUra—RTHZLLTEET,

PKCS12 7 7 A /ViX, usernamepl2 £\ N5 4 FITC—REY A M L—ICRFSNET, A hLb—
YWD PKCSI12 7 7 A VA& LT, BERIRGHIRINIZEY . PKCS12 7 7 A /L& B 72 aH)
EFyra—RT5ZENTEET, BEBRGHIMNEES &, PKCSI27 7 A /LA~ L—
TUnHEBEIICHIBRS N, e — RTERL<RDET,

GE) 2= VREIENE £45 PKCS12 7 7 A L & BA59 % Bl B a0 A 2 I 23 Bl 72 3%
B BEITFFTSNERE A,

EHORMO XA I T ERET DI, ROFNEEZFITLET,
FgE
B—H)LCAY— RN a7 4 Fal—grEF—RIADFET,

crypto ca server

1 -

ciscoasa(config)# crypto ca server

Foanisz ]



B =—vorx

ATy T2

1—Y0ER

ATy I

ATvT2

FoaLiEng |

m—71 v CAGEEDOAZMIRETOHE (1~90) #fELET, ZOREDNRET D &,
PG BE 3 2 A OI@FIAGEAERT A EIZEE SN ET,

renewal-reminder time

1

ciscoasa(config-ca-server)# renewal-reminder 7
REREL, AR 2 X 5 L N2 /e 0 £97, BT A — /L Ca—WITHEE SN D EHEE D
A A TROEGHEOREIIFEHY, m— DV CAV—"OREFICEHENHKETCEET,

3FHFHOBAMMNREFEEINET, 2—F T —FRX—RZEBE T AL T FLAPEESN TN LY
A 3HEEHLBEMT LI, BT A ADNHENICGERETAFICHESINET, =—V0OE
F A=)V T RLAZLRE L TWRWEGA . syslog A v — U0 HHEMZEE L £,

A—PRa—Y F—=FRXR=2ANIFET DHIRY . ASAIZ L - T AZBIRETOA 2725
FLFOoT_XToOa—PIZ, AEHEOFEFRMES BB G SNES, LT, EBE
NA—PIZHBEF 270 LeWEa, RO Da—Y 27 =2 =2 HIER T
DWENDHY £,

2 —H /)L CA Y — N2> TRITS I, LRI LiziEE L 22— 2E T 512k, kO
FlEZEFITLET,

FIE

B—ANVCAY— N a7 4 Fal—rarE—RIADET,
crypto ca server

1 :

ciscoasa(config)# crypto ca server

—HPEEITL, =DV CAY— Lo TRITSIN., LARTERNC U7z 3R E % W b gk
L/iﬁ‘o

crypto ca server unrevoke cert-serial-no

1 :

ciscoasa (config-ca-server)# crypto ca server unrevoke 782eal9f

2 —7# /L CATiX, CRLIE, #hZe-7oT X TCOZ—VIHEO VY T ALEFE LS CREFESLE
T, ZOU R NI T SA ATHEHTE, edp-url =~ K<° publish-erl =~ > R7g & T%
EINTWDGAEIZ, v—HL CANGEZERGT 2 ZENTEET, EHEOT U T AES

B 7osLianz



TUSIEERE

A—HDHIK

ATy I

ATy T2

AERAEDEME

ATvT1

ATy T2

1—vouk [

T, BUEORENFEZ T (R3O 325 L, CRLIZIZZN D DOEHEA HERIZK
BRI ET,

2= F=ER=2ZANb a2 —PHIZ L > Ta—FEHIRT DL, ROFIEEZETLET,

FIE

B—H/VCAY—Rar7 1 F¥al—rar ET—RIAYET,
crypto ca server

1 -

ciscoasa(config) # crypto ca server

=P F—HZ_R— 2N —FEYIBR L, FO—FITRIT I N AL EO MY L % FF
ﬂ‘[/ijqo

crypto ca server user-db remove username

B -

ciscoasa (config-ca-server)# crypto ca server user-db remove userl

o PR B A T DI, ROFIEEEFT L ET,

FIg
O—HNVCAY—RNar7 4 F¥alb—rarE—RIAYFET,
crypto ca server

1

ciscoasa(config) # crypto ca server

16 EH DX TIEHEDO L) T LVESEZ AN LET,

crypto ca server revoke cert-serial-no

1 -

Foanisz ]




FoaLiEng |
B avzosn8R7s— roxE (D EBEEECATRER)

ciscoasa(config-ca-server)# crypto ca server revoke 782ea09f

ooy NiE, m—hb CA P — R EDFEAET — X X—X & CRL CiEAEIZEL D~ —
7 &4 ET, CRLIZ, BEIMICHERBITSNET,

GE)  ASA OFFAEZECT 5121, NATU— RHLERO T, NAT— R&E T itk
L. BELGEATIRE LTI,

SIBAEOEMER7 S — FDOEKRTE (IDSFBAZEFE /=L CA
sIEAER)

ASA . FT A BRKRA L PO CAFFHER L OVID GFAEIC DWW TAHSIHIR 224K 2 & 12 1
BlFxzy7 LET, sEHEOFDIFRNE LR KTTH8HE, syslog 7 77— b & LTHAT
ENFET,

VA U ABIOMY K LEREZRET DO CLINRESNET, 740 FTIE, U~
A IR D 60 HENZBA S, 7THZ LIRS E T, kOoa~<wr REfAL
T, DT 77— bR EEEINIEIHBETCOAEERTE L., U ~A U IHREEINDMEE
EELET,

[no] crypto ca alerts expiration [begin <days before expiration>] [repeat <days>]

7T — FOFRFEICERR L . AFHHBOEROBEITY v 4 R EHEEINE T, KO show
a<w RE clear 2~ FHEBMSNTWET,

clear conf crypto ca alerts
show run crypto ca alerts

FH )~ A M Z, a7 4 X2 b—a STHIRBUINZZEEN o> 254
DFEAELZERHT 50, FIFHIRT L 2L T, a7 4 Falb—Ta r2EET L7201
syslog 23 H 1 [FIAERK S VE T,

T2 &z, AIHRT 7 — 2360 BICBHAM S I, TDHk 6 H Z LIV IRT L HIHRESN
TWAHELET, ASAN 40 HIZHESFI SN E, 77— MIZFOHIZEE SN, ROT 77—
ME36 HRICEESNET,

\}

GE)  ARWIRF=vZ7iF, b7 AN 7= VOIEAETIIFE TSN ETA, 2—H/LVCA FT A bR
A M, BHBEF = 7 OBED T ARKRA L MELTHITbDILET,

B 7osLianz
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TORIIWEAEDE=S2 Y VY
TULNGEREAT —ZADE=F Y 72O TE, ROa~vy FESRLTIEEN,
* show crypto ca server
ZOavwry RiE, B—=ANVCADAY T 4 Fal—val b AT —HAERRLET,
» show crypto ca server cert-db
Zoavy RiE, m—AVCAILK > THRITS N2 —WREAFEA R T LET,
» show crypto ca server certificate

Zoawr Rt Y —/LIiT base 64 X T — /L CAGEFAELZFRR L, A RER
LA, LOT A 2D A R — NRFIZHT LWREEORGEIZE 5 720 a— L4 —
SN—ZEHEOH ATV v N EETea— LA — N—FHEOER A TR L E T,

* show crypto ca server crl
Zoavr FiE, CRLEFRRLET,
» show crypto ca server user-db

Zoawry Rt a—PLa—HFoRT—F2EFRLET, ZOFRICKRDEMFZ2#
ALT, BRENDLVa— FEEHOTZ ENTEET,

« allowed : BIEBG NI SN TNWD2—F R FERRLET,

cenrolled : BRI, ARRFEHIFEL RO O2—PET2RRLET,

« expired : HIEIl TIZ R o eiE B A FF O — V72T 2R R L ET,

s on-hold : FERAE Z K7 THAERERDFF Al SN TR W2 —HEIT 2R R L ET,

* show crypto ca server user-db allowed

Zoavwr N BRTEL2—FEFRRLET,
 show crypto ca server user-db enrolled

Zoavy N, ARRGERAEEZ FFORBE A —F 2 RRLET,
» show crypto ca server user-db expired

Zoa~r NiE W T LCiERE 2R — P2 RR L E T,
» show crypto ca server user-db on-hold

Zoawy N, GERER RS BRI T ina—FERRLET,
* show crypto key name of key

Zoavwy NiE, AR LEX— T 2R R LET,
* show running-config

Zoa<wy RN, ANV CAGEHE Yy S L— N ERRLET,

Foanisz ]
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il
ROBITIZ, L RSA F—E2FRLET,

ciscoasa/contexta (config)# show crypto key mypubkey rsa
Key pair was generated at: 16:39:47 central Feb 10 2010
Key name: <Default-RSA-Key>

Usage: General Purpose Key

Modulus Size (bits): 2048

Storage: config

Key Data:

30820122 30040609 2a864886 £70d40101 01050003 82010£00 3082010a 02820101
00ea2c38 df9c606e ddb7b08a e8blala8 65592d85 07l1lcacb fceddeel fa494297
525fffc0 90daBa4dc e696edde 0646c661l 48b3602a 960d7a3a 52daelda 5£983603
elf33e40 abce04f5 9a812894 b0fe0403 £8d7e05e aea79603 2dcdS6cc 01261b3e
93bff98f df422fbl 2066bfad 2ff5d2ad4 36b3bldb edaebflé 973b2bd7 248e4dd2
071a978c 6e81£f073 0cd4cd57b db6d9f40 69dc2149 e755fb0f 590f2da8 b620efeb
da6e8fab5 411a841f e72bb8ea cfdbdb79 £4e57ff3 a940ce3b 4a2c7052 56c¢ldl7b
af8fe2e2 e58718c6 edldalf0 1c6f36eb 79eblaeb £098b5c4 79e07658 a52d8c7a
S51lceabfb f8ade096 7217cf2d 3728077e 89441d89 9bf5£f875 c8d2db39 c858bb7a
7d020301 0001

Wiz, a—H) CACRL ZFE T 562 R~LET,

ciscoasa(config)# show crypto ca server crl
Certificate Revocation List:
Issuer: cn=xx5520-1-3-2007-1
This Update: 13:32:53 UTC Jan 4 2010
Next Update: 13:32:53 UTC Feb 3 2010
Number of CRL entries: 2
CRL size: 270 bytes
Revoked Certificates:
Serial Number: Ox6f
Revocation Date: 12:30:01 UTC Jan 4 2010
Serial Number: 0x47
Revocation Date: 13:32:48 UTC Jan 4 2010

KT, 1 NORET DA—H 2 FomT o0 2R L ET,

ciscoasa(config) # show crypto ca server user-db on-hold
username: wilmalOl

email: <None>

dn: <None>

allowed: <not allowed>

notified: O

ciscoasa (config) #

IZ. show running-config =~ > RO N2 /R LET, ZOHIICIE, v—H /L CA
GEAES T L= A NFITREN TV ET,

crypto ca certificate map 1
issuer-name co asc
subject-name attr ou eq Engineering

B 7osLianz



| #osrians

AIBAEEHDERE

®1GIAZSEEOERE

anzsEogE |

HaE

iy

T bhITH—L))—R

B

AL A B

7.0(1)

TV HIVAEAE (CA FEAZE, 1D FEH
FE BLO=— FELAFEIEERY)
1. REEADOT 21D 2t L £
T, T UHXNGERAEICIE, 4T Y
TN, =t $, E72EP TR
VAR Y, 2—WEITT A R EiH
BT HIERNEENE T, CAIL, GE
HEC B4 LT ORIEEHER
HTET, THRAAERIZ2—F DT
AT T AT 4 &BRGET D, EETE
HHEEITY, CAX., ABF—F 721X
X — DR S bR L TEx =2 Y
T A BRIETHPKI 2T F A h T,
TUHNVEEAEERITLUE T,

RIEW]EAE B

7.2(1)

WDa<wry Re8EALEL,

issuer-name DN-string, revocation-check
crl none, revocation-check crl,
revocation-check none,

crl {required | optional | nocheck} =~

¥ RIS LT,
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HRES T3y bT7r—LY)—R BTl
AL B 8.0(2) Woa~y FEEALELE,

cdp-url, crypto ca server, crypto ca
server crlissue, crypto caserver revoke
cert-serial-no. crypto ca server unrevoke
cert-serial-no, crypto ca server user-db
add user [dn dn] [email e-mail-address].
crypto ca server user-db allow {username
| all-unenrolled | all-certholders}
[display-otp] [email-otp] [replace-otp].
crypto ca server user-db email-otp
{username | all-unenrolled |

all-certholders}. crypto ca server

user-db remove username, crypto ca
server user-db show-otp {username |

all-certholders | all-unenrolled} . crypto
ca server user-db write, [no] database
path mount-name directory-path. debug
crypto ca server [/evel], lifetime
{ca-certificate | certificate | crl} time, no
shutdown, otp expiration timeout.
renewal-reminder fime. show crypto ca
server, show crypto ca server cert-db
[user username | allowed | enrolled |
expired | on-hold] [serial
certificate-serial-number], show crypto
ca server certificate, show crypto ca

server crl, show crypto ca server
user-db [expired | allowed | on-hold |

enrolled], show crypto key name of
key. show running-config, shutdown

B 7osLianz
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B

SCEP 7'm % v

8.4(1)

P— K X—F  CANDDT 31 RFE
BEALZ IR TE DHEEZEAL
F L7,

Roa~r FeHALE L,

crypto ikev2 enable outside
client-services port portnumber.
scep-enrollment enable,
scep-forwarding-url value URL .
secondary-pre-fill-username clientless
hide use-common-password password.,
secondary-pre-fill-username ssl-client
hide use-common-password password.,
secondary-username-from-certificate
{use-entire-name | use-script |
{primary_attr [secondary-attr]}}
[no-certificate-fallback
cisco-secure-desktop
machine-unique-id],

2 1D

9.6(2)

TLS 7 74 7 > MLELX, RFC6125D
7 varellERSINDLY—NID
DIEFENV— VA2 Y R— 5 X 5127
D FE L7, ID#ERILsyslog h— 3E R
~—h 748 R =3~ TLS ##
fe D PKIFERR AT O E T, R
N IDPRESNTZY 77 LA ID
EHLRWGE, AL TEF
A,

WDa~y RPBMELIFELEINE
L7z, crypto ca reference-identity,

logging host. call home profile
destination address
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HaE

iy

TS5YrTA—LYY—2R

B

o —% L CA —3

9.12(1)

ASA DR FQDN %3 5 1%
0 IZERE T RE 72 B dk F URL @ FQDN
ZAERT D720, BT LWCLLA 7Y =
UREAINE LT, ZOHLWATS
v 3 &, crypto caserver @ smpt E—
RZiBEMEnE7,

02— L CA $— N FFE I &, LI
DY Y —ATHIFRSILET, ASA N
12—V CAP—_E LTEHEINT
WHBE, TYUANEHEDRIT, it
LY A~ (CRL) OFIT, B&
OFAT SNT-REE DL 2RI H L
AT O IO 0 F4, Z ok
el < 72 o 72728, crypto ca server
gy RIS TWET,
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