BEB7ItX

Z DOFTIL, Telnet, SSH, B L OHTTPS (ASDM %) fH TY AT AEHEITH 720DIC
CiscOASA LT 7B AT 5 kL, 2—WEFIAEB L ORI T2 ik, a7 A v N\ F—%{EK
T B HECONTHALET,

EHYE— N TV EADORE (1 2—)

« VAT LEHEH AAA OFRTE (20 X—)

cTNARAT IV EADE=ZY T (44 ~X—)

cEHT 7 ADERE (46 RX—)

BEHYE—FT7IVECRADEE

ZZTliZ. ASDM I®D ASA 77 & A, Telnet £721LSSH, BL a7 A v RF—REDED
DT A =2 DFREFEITOWNTHIALET,

SSH7 U EADETE

AT RIPT RLZZIBEL T, ASAICSSHEZFEH L T TE 22— 2 EETHIC
X, RMOFIEEZFEITLET, ROHA RIA L E2BRLTLIEEN,

cF7r  ASAA L HE—T A AZSSHT 7 EADHMWTT 7B AT B-012, RARNIPT
RUREHRTAHT 7R V—/VEMEHY AL, TO&T Va OFRIEICHES T,
SSHT7 7B AERETDHDHLERH DT TT,

« ASA ~DiEENL— LB A VB =T 2 A ALUNDA L H—T 2 A~DSSH T 7 A
Y R—bFENFEA, 72& 21E. SSHEA MRIEA X —T = A ATHDEE. IED
A UH—T 2 A A~DEEEBEROAPFGTEET, 20— L OFIFMNEL, VPN
MLTEHBAEDHTE, VPN R R EZN LEEEBET 72 A0ORE (123—) 28R L
TLEEW,

cASA L, ZUTHFANE—DOE— ROV RKNS OORFSSHER ., T XTOa T
XA PMIELNY DS NTRK 100 DR E TR LE T,

EETIEX
I
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o (84LIF%) SSHT 74 /L h 2—H LT AR — a2 £ L7z, pix £/oidasa=x—
PhHERT A NAT—RTSSH AL TASAICEfiT 5 enT& e EL
72o SSH #{#1 95 121%. aaaauthentication ssh console LOCAL =~ > F%{#iH L T AAA
REZFXE L TH 5, username 2~ RE AL TCe—h)L a2—FEERLET, 7—
TN T —=H_X—=ZADMRD VI AAA Y — " ZRAECHEHT 556G, v — I ARIEL Ny 7
Ty7TOFELELTRELTRELLZEEzB#OLET,

1R BHHIIZ

c AT AT HRAR T RTE, 2T FRNETAN—ZATROFIEEZ EITLE T,
VAT ANL AT HRARN AT 4 X2 b— g UIEET HIZIE, changeto context name
EANNDLET,

FIE

SSH (T 72 RSA £ — X7 EAER LET (WHE ASA OFEDOH)

crypto key generate rsa modulus modulus_size

1 -

ciscoasa(config)# crypto key generate rsa modulus 2048

ASAv DA, RSA F— X7 XEAZICHBNICER S E T,

B DM (v BT 12512, 768, 1024, 2048, F7-13% 4096 T4, fEET ST —RHDY
A4 ZARRKRENVIEE, RSA F— X7 OERMICH DD EFENTIE L 20 £9, 2048 ULl LOfE%

RSA F—Z K727 7 v o AEVITRIFELET,
write memory

1 :

ciscoasa(config)# write memory

SSHT7 7 v RfFEHACTCEba2a—Y 420 —h)L T —F_X—=2MERK LET, =2—% 77 R|T
AAA YV — BT 2L TEEITN, n—b 22—V LOEHZHELE L £,

username name [ password password] privilege level

1 -

ciscoasa(config)# username admin password Far$capel999 privilege 15

T 7 AN EORHEL VL2 T, 0~ 15 DHEPFATL XA EANLET, 15 E2HETDH L.
—g—/\f@éﬁ’%%{%ﬁﬁf% i—g—o :L?"Hj(:/\ox U— ]‘ ity uLT:T ifé? < /\Eﬁa&*‘mun (SSh
authentication) Z #5545 1F, AUV —FRQR L Ca—V2/ERTDHZ & 2HRELE7,

. EETIEX
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username I~ R CAMF—TiFB L O RA T — RO FEHRE LSS, 2—FiInh
OHETHER T A TEET (ZOFIAT AAA FBEEEZ RIS E LI2HE) o & 2—%
H L RAT = REAER LRI IER B0 & W ) FREZ LT 572, username =~ > N
nopassword 77" = nopassword 47 3 U TClE, EEONRATU—REANTEETN, A
AT — R LIFARAHE T,

(’EE%L\) /\OX ]7_ ]\ utb‘thE’C j:fcc < /\Eﬁi’\» HALA\NJ‘_E@# if; j: h%ﬁﬁ@muumé_};”—‘ﬁ_ \_ptl:T
L. ASA TARPF—Z A LET,

username name attributes

ssh authentication {pkf | publickey key}
i

ciscoasa(config)# username admin attributes
ciscoasa (config-username) # ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by xxx@xxx from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/f1jpLAvIBbyAd5PJICIXh/U4LO
hleR/ggIROjpnFaS7Az8/+sjHmgq0gXC5TXkzWihvRZbhefyPhPHCiOhIt40oUF2ZbXESA/8
JUT4ehXIUE7FrChffBBtbD4d9FkV8A2gwZCDIBXEM260cbZCSTx9QC/ /wt6E/zRcdogidG
P4ECEdDaM+561+y£f73NUigO7wYkgcrzjmI1lrZRDLVcgtj8Q9gD3MgsV+PkIGSGigZwny Il
Qb fYxXHU9WLAWXhUbA/x0j Juzl5TQMa7KLs2u+Rt rpQgeTGTf £ Th60+xKh93gwTgzaZTK4
CQ1kuMrRdANRzzaObyLeYPtS1v6Lv6F6dGtwlgrX5a+w/tV/aw9WUg/rapekKloz3tsPTDe
P866AFzU+Z7pVR1389iNuNJHQS7IUA2mOcciIuCM2we/tVgMPYJ1l+xgKAkuHDkB1MS418b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQONW1SCBpCHsk
/r5uTGnKpCNWfL7vd/sRCHyHKsxjsXR15C/5z2gHmCTAaGOuIgqO0Rj034+61+70PCtYXebxM
Wwml9e3eH2PudZd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QqwluL4r99ChbZFONghY
NRxCQOY/7K771I==

---- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.

07— /L username DI E . /XA T — REFETIE2 S A —AED A, FRITINHEH D
RAEZ AN TE E£d, SSH-RSAraw ¥ — GERIER L) Z/AEMFIRE/REE O SSH ¥ —/E/L
V7 D=7 (sshkeygen’2 &) ZAEH LT, A% —/MEXF—OT AWK TEET, ASA
TAMF—Z2 ANILET, £D%, SSHZ 747 MIREF— (BLOF— T 2AEKT
DICDIER LIcRA 7 L—X) &M LT ASA (28R L £

pkf ¥ —DH4A&, PKF CT7 4 —~ v b EN-F—% KK 4096 £ MG T X HKkdD b
F9, BasedEATIIRETECA L TA U THVMFTAHAZENTERNF—IZITZIDOT +—
~y FEEHLES, 72L& 21T, sshkeygen Zffi > T 4096 £ hDF—% L L THh 5 PKF
WCEHL, ZOXF—IZH L Tpkf F—U—FPRROOLNDH LT HZenTEET, i

Tz VA= N—=Tpkf 7 a U EMHTLZ LITTEETA, PKF F—IF, AZ A

VAT ACHBMICER I L EE A, PKF X —Z[FH3 2I21%, writestandby =~ > K& A7)
TOMERHY 7,

publickey & — DA, Zii Base64 T a2 — KRENZAF—DZ & T3, SSH-RSA raw
F— GEBAEZR L) Z2ARTHEMEE O SSH ¥ —45% Y 7 hv =7 (sshkeygen 72 &) %A
LT, ¥—%AERTEET,

gB77t2 |}
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(RRT—=RTI7RADEE) SSHT 7 ZADT=HIZu—h/v (7215 AAA F—) ik
AT LET,
aaa authentication ssh console {LOCAL | server group [LOCAL]}
il -

ciscoasa(config)# aaa authentication ssh console LOCAL

Z @< N, sshauthentication =~ R TOZ—V L Do —H VAR —3RGRIZITRE L
FtA, ASA TiE, AFF—FFEIX L, m—H)L T —F X=X ERBMICEA LET, =
@HV/hi\i~%%&AxU—hi@%gébi#oD 17V 22— RN — R E T2
F SR T— REFEHTEX DL 90T DITE. NAU—R T8 RAEHHCT A0, —Da~
v R CHIRMIIZ v — 1 VEERE mmﬁéb%ﬂkbiﬁ

ASANT RLVAELIIH 7 xry MLz T ANLDIP 7 R AL SSH #f ] AlEE7
A B—=T 2 AEHELET,

ssh source IP_address mask source_interface
s source_interface : LRI EA VA —T 2 A AERELET, TV ITN—TDEFE, 7
VoD TN—=T RANA B =T =2 AL ELET,
Telnet & 58700 | SSHIFHR BIENWEF 2V T 4 LXLDA =T =2 ATETTEET,
fi

ciscoasa(config)# ssh 192.168.3.0 255.255.255.0 inside

(EE) ASANE Yy a2+ 5 ETITSSH N T A RARIEAZHEFE T A OE S 23%
L,:.E_’L/iﬁ—o

ssh timeout minutes

B -

ciscoasa(config)# ssh timeout 30

BADTTMII~60DICRELET, T 740 MISHTT, T7 40 OB TIT—#%
WZETEADOT, E@EiOT AN FI TN a—F 4 VI NTRTCETTAHETIE. EDIC
FZELTBWTLEEN,

(EE) SSHAR—Ya v 1F 7013 2~07 7 BA%EFIBLEST, 74/ F Tl SSHIZ N A—
Varl 20 EEFFALET,

ssh version version number

1 :

ciscoasa(config)# ssh version 2

(EE) SSHREBORE (LT LT ZAZHRELET,

. EETIEX
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ssh cipher encryption {all | fips | high | low | medium | custom
colon-delimited _list of encryption_ciphers}

51

ciscoasa(config)# ssh cipher encryption custom 3des-cbc:aesl28-cbc:aesl92-cbc

7 7 %V ;% medium T,

o« TRTORFE 7 (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr aes256-ctr)
PEATAEEIL. al ¥—U— RF&EHLE9,

s WAK LEZFA RN U T HFRET HLHEIL, custom F—TU— REFHL, &5 A R
YT xan TR TANLET,

* FIPS XIS DK 553 (aes128-cbe aes256-cbe) DA EEHT 25E1%, fips ¥ —V— %
HLET,

o TR E OKE5 D A (aes256-cbeaes256-ctr) ZfEHT 554 1%, highx— U — R&fH
% I_/ i ‘3‘0

« FREENMEK, T, BDOE S (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr
aes256-ctr) ZMEHTHEEIE, low ¥ —UV— REZMEH L 9,

RN L OVE DOIEE 720 (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr
aes256-ctr) AT AL, medium F— TV — FZFEHLET (K740 8) o
(fE%&) SSHHE;BOIAMET LAY X LERELET,
ssh cipher integrity {all | fips | high | low | medium | custom colon-delimited list of integrity ciphers}

B -

ciscoasa(config)# ssh cipher integrity custom hmac-shal-96:hmac-md5

7 7 4V M medium T,

o I _RTOKEE 7 (hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96) % 3 25615,
all ¥— U — R&EFEHLET,

s NAK LEBZA N T ERET HHAEIL. custom F—TU— REFEHL, KRS A Y
VO han s CRY S TATILET,

 FIPS ) D55 430 (hmac-shal ) DA AEHT 25613, fips¥— 7V — FZ2EHL £,
o GRS E OWE 5 DA (hmac-shal ) A HT2551%, highF—V— REZEHL £,

 FREMNK, 1. HOK S (hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96 ) & {# H 4
LA, low ¥—U— R&ZERH L9,

 REN R L ONE OS5 (hmac-shal hmac-shal-96) Z{# A1 54515, medium % —
U—FREHEHALET (T7x115)

EETIEX .
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(f£#) Diffie-Hellman (DH) F—AHE— REZRELET,
ssh key-exchange group {dh-groupl-shal | dh-group14-shal}
151 -

ciscoasa(config)# ssh key-exchange group dh-groupl4-shal

7 7 # /v ~ i dh-groupl-shal

DH F—%ZHClx, WINOYEFE LM TIIRECE AW gELEH L4, T —5f
EEABLORA N F—LHMAEDLEDLZ LT, SAMGEREHLET, ZOXF—HHFX
WL D BRI — SFREEN FIRE & 72V £9, DH F—ZZ O L ORI DV T,
RFC 4253 #ZM L T 7230y,

1
KRIZ, PKF RO F—%EH L CRERET 262~ L £,

ciscoasa(config)# crypto key generate rsa modulus 4096
ciscoasa(config) # write memory

ciscoasa(config) # username exampleuserl password examplepasswordl privilege 15
ciscoasa(config) # username exampleuserl attributes
ciscoasa(config-username)# ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

--—- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by xxx@xxx from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/f1jpLAv1BbyAd5PJICIXh/U4L0O
hleR/gqgIROjpnFaS7Az8/+sjHmgOgXC5TXkzWihvRZbhefyPhPHCi0hIt40UF2ZbXESA/8
JUT4ehXIUE7FrChffBBtbD4d9FkV8A2gwZCDIBXEM260chbZCSTx90QC/ /wt6E/zRcdogiJG
P4ECEdDaM+561+yf73NUigO7wYkgcrzjmI1lrZRDLVcgtj8Q9gD3MgsV+PkIGSGigZwny Il
ObfYxXHU9WLAWxhUbA/x0jJuZl5TOMa7KLs2u+RtrpQgeTGTffIh60+xKh93gwTgzaZTK4
CQlkuMrRdNRzza0ObyLeYPtS1lveLveF6dGtwlgrXSa+w/tV/aw9WUg/rapekKloz3tsPTDe
P866AFzU+Z7pVR1389iNuNJHQS7IUA2mOcciTuCM2we/tVgMPYJ1l+xgKAkuHDkB1MS418b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQONW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHyHKsxjsXR15C/5zgHmCTAaGOuIqORjo34+61+70PCtYXebxM
Wwml9e3eH2Pudzd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QqwluL4r99CbZFINghY
NRxCQOY/7K77II==

--—- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.
ciscoasa(config)# ssh 192.168.1.2 255.255.255.255 inside

& OFITIE, Linux % 72 1% Macintosh > 25 A M SSH O IF F—% A% LT, ASA IZ
AR —FLET,

1. 2 E=2—2T4096 B> F® sshrsa A F—B X OB —2 4k LE T,

jcrichton-mac:~ john$ ssh-keygen -b 4096

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/john/.ssh/id rsa):
/Users/john/.ssh/id _rsa already exists.

Overwrite (y/n)? y

B gE7s+tx
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Enter passphrase (empty for no passphrase): pa$$phrase

Enter same passphrase again: pa$$phrase

Your identification has been saved in /Users/john/.ssh/id rsa.
Your public key has been saved in /Users/john/.ssh/id rsa.pub.

The key fingerprint is:
c0:0a:a2:3¢c:99:£fc:00:62:fl:ee:fa:f8:ef:70:cl:f9 john@jcrichton-mac
The key's randomart image is:

+--[ RSA 4096]----+
| . |
| o |
| +. o |
IBot..... |
|.B ..+ S |
| = o |
| + E |
| oo |
| ocoooo |
o +

2. PKFERICF—2ZHL £,

jcrichton-mac:~ john$ ed .ssh

jcrichton-mac:.ssh john$ ssh-keygen -e -f id rsa.pub

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by ramona@rboersma-mac from OpenSSH"
AAAAB3NzaClyc2EAAAADAQARAAACAQDNUvkgza371B/Q/f1jpLAVIBbyAd5PICIXh/U4LO
hleR/ggIR0jpnDaS7Az8/+sjHmgOgXC5TXkzWihvRZbhe fyPhPHCi0hIt40UF2ZbXESA/8
JjUT4ehXIUE7FrChffBBtbD4d9FkV8A2gwZCDIBXEM260cbZCSTx9QC/ /wt6E/zRcdogiJG
P4ECEdDaM+561+yf73NUigO7wYkgerzimI1lrZRDLVeqgt j8Q9gD3MgsV+PkJIGSGiqZwnyIl
Qb fYxXHUOWLAWxhUbA/x0jJuZ1l5TOMa7KLs2u+RtrpQgeTGTf£Th60+xKh93gwTgzazTK4
CQ1lkuMrRdNRzzaObyLeYPtS1v6LveF6dGtwlgrXSa+w/tV/awdWUg/rapekKloz3tsPTDe
P866AFzU+Z7pVR1389iNuUNJHQS7IUA2mOcciIuCM2we /tVQMPYJ1+xgKAkuHDkB1MS41i8b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQNW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHYHKsxjsXR15C/5zgHmCTAaGOUIgORj034+61+70PCtYXebxM
Wwml9e3eH2PudZd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QqwluL4r99ChbZFONghY
NRxCQOY/7K77IQ==

---- END SSH2 PUBLIC KEY ----

jcrichton-mac:.ssh john$

3. ¥—%7 Vv FR—Klzar—_L%7,
4. ASACLIIZHHGE L., AF—2a2—FLHITEMLET,

ciscoasa(config) # username test attributes

ciscoasa (config-username) # ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by ramona@rboersma-mac from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/£1jpLAv1BbyAd5PJCIXh/U4LO
hleR/qgIROjpnDaS7Az8/+sjHmqOgXC5TXkzWihvRZbhe fyPhPHCiOhIt40UF2ZbXESA/8
jUT4ehXIUE7FrChffBBtbD4d9FkV8A2gwZCDJIBXEM2 60cbZCSTx9QC/ /wt6E/zRcdoqiJG
P4ECEdDaM+561+y£73NUigO7wYkqcrzjmI1lrZRDLVcqtj8Q9qD3MqsV+PkJIGSGigZwnyIl
Qb fYxXHU9WLAWxhUbA/x0jJuZ15TQMa7KLs2u+RtrpQgeTGT££Ih60+xKh93gwTgzaZTK4
CQ1kuMrRdNRzzaObyLeYPtS1lv6Lv6F6dGtwlgrX5a+w/tV/aw9WUg/rapekKloz3tsPTDe
p866AFzU+Z7pVR1389iNuNJHQS7IUA2m0cciIuCM2we/ tVgMPYJ1+xgKAkuHDkB1MS4i8b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQONW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHyHKsxjsXR15C/5zgHmCTAaGOuIgORjo34+61+70PCtYXebxM
Wwml9e3eH2PudZd+rjldedfr2/IrislEBRIJWGLOR/N+xsvwVVM1QqwluL4r99CbZFI9NghY
NRxCQOY/7K77IQ==

EETIEX
I
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--—- END SSH2 PUBLIC KEY ----
quit
INFO: Import of an SSH public key formatted file completed successfully.

Z—PNASAIWCSSH TEBHZ L &R (T AR LET,

jcrichton-mac:.ssh john$ ssh test@10.86.118.5

The authenticity of host '10.86.118.5 (10.86.118.5)"' can't be established.
RSA key fingerprint is 39:ca:ed:a8:75:5b:cc:8e:€2:1d:96:2b:93:05:69:94.
Are you sure you want to continue connecting (yes/no)? yes

RDZAT O TRy 7AW, NAT L= AT HOICEKRINET,

F Enter your password for the S5H key "id_rsa”.

.

Password:

Show password

Remember password in my keychain

Cancel 0K

204010

—J7. Rty a Tk, LTEREREINET,

Warning: Permanently added '10.86.118.5"'" (RSA) to the list of known hosts.
Identity added: /Users/john/.ssh/id rsa (/Users/john/.ssh/id rsa)

Type help or '?' for a list of available commands.

asa>

Telnet 7 U L ANETE

Telnet A L CASAICT 7B RAA[RE/R 7 T AT FIP 7 RLAZIRTET HI121L. ROFIE
EIEITLET, ROHTA KT 2BZRMLTL I,

e F7r, ASAA U H—T A AR ZTelnet 7 7 BEAOBMITTY 72 AT 572012, A KMIP
T RUVAEHFR[TAHT 7 BA L= VEMEHY A, Z0OEBY Va v OFNEIZHES T,
Telnet 7 7 B AZRET DLERH BT TI,

* ASA ~DilE/N— Rl DA A —T 2 A AUNDA U H—T = A ZA~D Telnet 7 7 &
IV R—FENERA, 72& 20E, Telnet KA MPIEA X —T =4 ZTHDBEE.
WA 2 F—T 2 A A~DEE Telnet 2t D A BIETE ET, ZDOA—LOFIS L, VPN
B e N LIz e DR TY, VPN b F AN LIEEET 7 B 2A0ORE (12 3—) %
ST ZEN,

* VPN kU F/VNT Telnet ZHEHT 25552, KLBR0EXF=2V T A ¥ —T A
ZUZ%F LT Telnet (ZfEH T FH A,

B gE7s+tx



BFET7IER
Telnet 7V £ A DR E .

cASAIE, VT HFANE—DFT—RFHZVRKS DOFREE Telnet #fit & . X TD =2
THRANMIELENY SHENT-RK 100 DG EZHTR L ET,

48 HHEIIZ

VAT ALTHRARET—RTIE, 2T XA PNETAR—RATROFIEZFATLETS,
VAT ANLAVTXARN AT 4 X2 b— g UIZEET HIZIE, changeto context name
AN LET,

* Telnet ZfEH L T ASACLLIZT 7 £ A J 5ITI%, password =~ RCRELIZR T A
INAY =Rz AN LET, Telnet ZEMT DRI FET/NAY — FERET HLENH Y
i‘j‘o

FIE

ATFYT1 ASAPRE LA VI —T oA ADT RLAERFT TRy F DL ICEGEESZITANDIP T
RLAZRHEELET,

telnet source IP _address mask source_interface
s source_interface : %I & A VA —T 2 A AEHRELET, TV v IN—TDOHAE, T
VoD TN—=T RN A B =T =2 AGEELET,
AE=T 2 A ANTDLDPRNGHRIZ, A F—T 2 ZADEF 2V T 4 LYULR100 Th
LIRY, DA F =T 2 A AT 7 EATDHE DI Telnet xRET HZ LN TEET,
i :

ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside

RAT9T2 ASANRE Yy a UM T5E T Telnet &y a BT A RIVREEEZHERFT 2R ORE S %
RELET
telnet timeout minutes

&1

ciscoasa(config)# telnet timeout 30

BALTTMIL~1440 FIZHELET, T 74V MISHTT, T 74/ hOWMTIL—
BRICETEALDT, EEETiOTARNE NI TN a—F 4 VIR TRTCETTLHETIE, BD
ICRELTBWTL &Y,

EETIEX .
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B rsom. zotos 547 roHTIPS 75 £ 2 DERE

il

WOBENEL, 7 R A 192.168.1.2 DNERA > H—T = A ADHRARNTASAILT 7 &
24 BHEERLTOVET,

ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside

WOFIE, 192.1683.0 DF >y hU—7 EOT R TO2—YFNNEHA X —7 =1 A L
DASAILT 7 BATEA LT B HEERLTWET,

ciscoasa(config)# telnet 192.168.3.0. 255.255.255.255 inside

ASDM. FDMDISA 72 O HTIPS 79U € ANDETE

ASDM F 721X CSM 72 EDfthd HTTPS 7 74 7> b &4 512X, HTTPS — & /3T
L. ASA~DHTTPS Bt & 3T r] T2 M1 & Y £5°, HTTPS 7 7 & AT T REDOT 7 +
VERREDO—EE L TAMMEEN TWET, HTTPS 77 B A ZHRET HITIE, ROAT v
EFERITLET, ROVA RT7A 2SR LTLIEEN,

e FEm, ASAAM VUV H—T oA AZHTTPS T 7B A B TT 78 AT 5722, mA KIP
T RVAZEHFATLT 72 A NL—VILEHY FHA, ZO®7 v a v OFIEIHES T,

HTTPS 7 7/ v A& RET DHMENSH L2 T, 7272L, HTTPY ¥ A L7 F&EHEL T
HTTP ##i% HTTPS ICHENIZ Y ¥4 L7 N3 5I2iE, HTTP 25 R[5 57 7 A L—

NEFIMET HHERHY ET, THLRNnE, A X —T =2 ABRHTTPAR— &2 U »
A TEEHE A

c ASA~Di@IEN— K72 DA B —T 2 A AUSNDA B —T 2 A A~DERT 7 & A%
PR—FINFERA, 2R, BEHERAIPIILA L F—T oA ATHDGE. IEA
V=T 2 A A~OEEEBEEROABGTEE T, ZOA—LORIIME, VPNEERLE T
LIeHm B DH T, VPN b fZ LIZEHT 78 A0 E (12 3—Y) 25 L T
<TZEW,

cASA Tlt, VT HFA I LIZHRKRS DOREFASDM A V AZ L ARFEHATE, 2o
T XA METHERK32 D ASDM A VA X ZAOFEHANAHE T,

ASDM &> g Tlid, 2 @O HTTPS BN SN E I, —HIEWIHFEET HIT=H
AT, b9 FHIZEREITHo I L T UFET DR ELEHTT, =& 21X, ASDM
Ty a DT AT AHIRM 32 OA. HTTPS By o a Uit 64 ICHIR S £,

1R BHHEIIZ

eI TF aTHFANE—FRTHE, 2 TFRAMFTAR—ATKROFIEEFITLET,
VAT ANLAVTHFARN AT 4 X2 b—a UIZEBRT HIZIE, changeto context name
EATTLET,

. EETIEX
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ATy

ATy T2

ASDM, z0tns 517> rouTPs 7o+ 20%E [

FIE

ASADELIA LV Z—T A AZADT RLUAEFITH T2y N T &2 HTTPS 86 2 52 17 A4l
HIPT RUAZEEELET,

http source IP_address mask source_interface

« source_interface : LRI & A VA —T 2 A AEHELET, TV v ITN—TDOHAE, T
VoD IN—T AN A B =T A AEBELET,

11 -
ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

HTTPS % — %A X =T I LE T,
http server enable [por?]

1 -

ciscoasa(config)# http server enable 444

T 7 4V F T, port (%443 T¥, RN— MEFEZALAETH551X, %47 ASDM 7 7 £ X URL
WCEBLEAR—REEEZEOTLEEN, 2 2E, A— MESEM4ICETT A, K
O URL # ASJLET,

https://10.1.1.1:444

1

WL, HTTPS —_ZHE L. 7 KL ZA23192.168.12 DHNERA X —T = A A
FORATNTASDMIZT 7B AT 5 FEEZRLTWET,

ciscoasa(config)# http server enable
ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

WOENL, 192.1683.024DF > N T —7 FOFT_XRTHO—PFRNEEAL X —T = A A
EDASDM 2T 78 ATED L H12TDHEEZRLTWET,

ciscoasa(config)# http 192.168.3.0 255.255.255.0 inside

EETIEX .
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B rsom7oexE1355472 FLRSSLVPN OF=66D HTTP U 54 LY +DRE

ASDM 7O R F=IE9S5AT7> FLASSLVPN Df=6HD HTTP 1) &
141 LY FDETE
ASDM F£721%7 54 7> h LA SSL VPN Z{#i [ L T ASA 28692 121%, HTTPS Zffi 4
HRERHY EF, FfEMEODIC, HTTP FEEF = HTTPSIZV XA V7 v 952 LT

XFEJT, LExE HTTPZ U XA L7 b95Z LI1CL 5T, http://10.1.8.4/admin/ F 72 1%
https://10.1.8.4/admin/ & AJj L, ASDM &) ~—THTTPS 7 RLRIZT /7 EATE LT,

IPvd L IPV6 DTE ED N T 7 4 v 7 &IV XA LT N TEET,

1R BRI

W, RARNIPT RVARZHATAHT 72 A L— 303550 £ A0, 7277 L. HTTP U ¥
A V7 FOEDIZIE, HITP 2 AT AT VA L— L2 AL TAVLERH Y F4, F95 L
Wt A E =T 2 A ANPHTTPAR— b2 v A TEEFA,

FIE

Enable HTTP redirect:

http redirect interface _name [port]

&1

ciscoasa(config)# http redirect outside 88

portiZ, A ¥ —7 =24 ARHTTP Hf D U ¥ A Lo MERT 2R - a2EELET. 7
7 4L ME 80 TY,

VPN F o RILENLE-BEEB 7O ERADETE

HHAH—T 2 A ATVPN b AR L TWDHEA. BlOA v X —T = AT 7k
ALTASA ZEBTHITF, TOA L F—T oA AEERT VAL H—T A AL LT
FRETHHLENRDY £4, 72L& 2IE, outside 1 ' F—7 =A A0 5 ASA IZALHAIF. 20
FEREZ{EFH L C. ASDM., SSH. Telnet, ¥ 72/% SNMP % T Inside A > ¥ — 7 = A A28
T 570>, outside f L H—T = A AHADE X Inside £ ' H—7 = A AT ping FFITTX
3

ASA ~DEN— N EIRDA B =T =2 A ALSNDA L Z—T = A A~D VPN T 7 &R TY
R—=hENFEHA, 2L 2L VPN T 7 BABIEA v F—T = A ATHDEE. INBA v
B —T A A~OHEBEHHROARBTEET, HEOT NLRAEZRZ D2MERRNE D IZ,

ASADERET 7 AA[eA v H—T7 = A ADVPNZANT L. ARIREZEH L T EE,

BEELT 72 AL, IPsec 7 74 7 > b, IPsec A K[#, Easy VPN, AnyConnect SSL VPN 7 7
AT RO VPN bRV Z A TRRETIT2ET,

. EETIEX
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Firepower2100 T—4% 4 Y3 —J T A ATHXOS DEET VL RADHRE .

1R BHHIIZ

REOEB /T — 2 N—F 4 T —T NV TON—TF 4 T 5EETHE, VPN DK A
H— 7141&%ﬁ77tx4y& TxA AR CEETHD (DFEVEFE LEHEEHA
VHE—=T 2 ATHDHN, BEDT =X A H =T ATHD) LERHY T,

FIE

BIDA B —T 2 A AN ASAIZAA L XIZT VAT AEMHA L Z—T = ADLHI5IE
L’:._E‘I./ihdAO

management-access management_interface
TV IN—TF A F—=T A RIFR— SN EE A,
i -

ciscoasa(config) # management-access inside

Firepower2100 7—% 4/ 3 —J A ATHOXOS DEET UV A DK

T —H A B —T = A AW Firepower 2100 O FXOS % HH 5154, SSH, HTTPS, B LW
SNMP7 7 EAZRETEET, ZOKIERIX, 731 A%V E— MFET 56, BLOEH
V1 RSz y N — 7 ICHERFT 2581 E . RS- v U —27 Lo FXO0S
T 7 ERTHIEODRAT 4 TIRFIETT, ZOMREEZANCTLHE, v—I LT 7 ERIC
SUBEB 1 ZH LT D2 ENTEET, ZOMEEZMH L7225 FX0S OFH 1/l
DYVE—F T 7 EBRAFFATERN SIZERE LTS, ZOMREIZIZ. WX (F
THNR) BHEALIZASAT =X A v H—T oA A~D T T 4 v 7 DEERME T, FXOS
A= T2 A& 1 O TR ETE T,

ASA IX, FXOS 77 B A HEHER— R 2 L4, BEER— NMIFRCA ¥ 7=2—AT
ASA WMEHT 2720 THRENTWET, ASANFXOSIZ M T 7 4 v 7 Zlakd 5 & X2, I
BEAEDSE AR — NI 71 b 2L 2 &2 FXOS AR— ME#H S £9 (FXOS @ HTTPS AR— b
TEBLERA) o Ty MEEIPT RV A (ASAA 2 —T7 A AIP7 KL X) &, FXOS
THEATLINET RLRAICEBRINET, #HELT RLARERIRERA, NT 710w %
T IBRE. ASAIIBEEDT—Z V=T 47 T—TNEFEH L TCELWHAIA v —T =4
AEPELET, BT 75— a v ODASAT—HIPT FLRIZT 7 & AT 584, FXOS
2—PHEFEHL T A T HMERH D FT, ASA = — AT ASAEET 7B ADHKIZ
WHXNET,

ASAT—H A X —T 2 A ATFXOSEE T 7 4 v 7 BGEANCTHZ L TEET,
i, 722 xiE. SNMP FF v NTP & DNS DY — R T 7 v AR LIV ETT, T 74
JU R TIE, FXOSEH b7 7 ¢ v 7 B#AIE, DNS BLUINTP O¥—N5@fE (A~—h Y7 |k
TxT TAR VU TEETHUE) HO ASANGA L H—T oA ATHMI /> TWET,

EETIEX .
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B rirepover2100 7% 4 25— 4 2TH KOS DEET & £ RORE

1R BHEIIZ
VTN AT HRA N ET— FDIR,
cASA EHEMRA A —T = A ZTES L ET,

*ASAT —H A X —T A AZVPN bRV EERA LT, FXOSIZEH:T 7823452
LIXTEEH A, SSH DOFERER & LT, ASAIZ VPN it L. ASACLIIZT 7 & A L,
connect fxos =~ R& i L CFXOSCLIIZ7 7 A L%%, SSH, HTTPS, B L
SNMPV3 IEiF 5L TE D720, T—H A VX —T7 = A A~OHEBEFERITZETT,

FIE

ATFwT1 FXOS VE— NEMAEFZ LET,

fxos {https | ssh | snmp} permit {ipv4 address netmask | ipv6_address/prefix_length} interface_name

i

ciscoasa(config)# fxos https permit 192.168.1.0 255.255.155.0 inside
ciscoasa(config)# fxos https permit 2001:DB8::34/64 inside
ciscoasa(config)# fxos ssh permit 192.168.1.0 255.255.155.0 inside
ciscoasa(config)# fxos ssh permit 2001:DB8::34/64 inside

ATv7T2 (EE) V—ERODT 74V OKR—FEEELET,
fxos {https | ssh | snmp} port port
RDOT 7 4 b aZRLTIIEEN,
« HTTPS 7 7 # /L b 7R— | : 3443
*« SNMP 5 7 # /L k &"— |k : 3061

«SSH 7 7 4/ b AR— |k : 3022

1 :

ciscoasa (config) # fxos https port 6666
ciscoasa(config)# fxos ssh port 7777

ATY T3 FXOS 7S ASA A v B —7 = A ANSE G AR TE 591 LET,
ip-client interface_name
F 7 x4 T, A o F—T oA ATEMN o> TWET,
1 -

ciscoasa(config)# ip-client outside
ciscoasa(config)# ip-client services

. EETIEX
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AT 74 EH1/1 D Firepower Chassis Manager (28256t L £9 (5 7 4 /L b TiE. https://192.168.45.45,
2 —H#4 : admin, /XA 7 — R : Admin123) .

AT w 75 [Platform Settings] # 7% 27 U v 7 L. [SSH]. [HTTPS]. F72I% [SNMP] #HZhic L £7,
SSH & HTTPS I&5 7 # /L b THZhZ /2> TWET,
AT 76 [Platform Settings] # 7 T, BT 7 & ZA&FF A+ 25 K 91T [Access List] X ELET, 77+

JU b TCiZ. SSHB LUVHTTPS I3 1/1 192.168.45.0 % > h U — 27 OB %@ LE9, ASA D
[FXOS Remote Management] iX & CIEE L7727 RVRAEZFHFATHLENH Y £,

A= ILBAA LTI NDESR

A=)V XA LT T NTIE, BERARHEEXEC T— FERTIary 74 Fal—vay £—
RIZLTRBL ZENRTEORMZHTELET, Y1 LT U NIETDLE, BEyvavida—F
EXEC E— RIZR 0 E9, 774V R TlE, Byva 3477 LERA, ZORE

E. A Y= R— b~ A RFFCE DRI E L EE A, RN Z A7 U 5
ZEEHVEEA,

FIE

FHEE v > a U T T2 ETOT A RAVEEZ S HAL (0~ 60) THRELET,

console timeout number

51

ciscoasa(config) # console timeout 0

TIHNEDEZALT T MIOTHY, By arNIA LT MLV EERLET,

CLI7A> T rDARETA X

Ta T MIEREZBMT HEICEL D, BEEOEY 2 — AR GFETILEICe 7 A LT
ZJASA% HTHERTAZ &75“(%&70 ZOMEEIX. 7 = — LA — X—[FT, WD ASA
CREIUARA RMARERESN TV LS IEHN T,

wNF arTHFANET—RNTE, VAT LAFETAR—RELFTEH T A MNIe s~
THEX, EET e T b ERRTEET, FEHa L TXANNATIE, 7744007 1
VR (RAMBLRa LV TF RN OBERFRENET,

FI7 VR TlE, 7T MIASADKA MARERENET, vV F a2 TF AR E—FR
TiE, Va7 Mlary7HRA MLEREINET, CLIZVa 7 MZiEk, ROBEHEZFRRT
=FE7,

EETIEX
I
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cluster-unit IR 2=y MhERRILET, JTARK
DEL=y MNI—BOLARIEFF O LN TX
F9,

context (wVTF FT—FRDOHK) BHIEOa L THFZA D
LHiEFRRLET,

domain RAA & EFRRLET,

hostname KA NG EFRRLET,

priority Tz VA== TFFAF VT & [pri] (7
FA4=<V) Flld[sec] (BB &VU) LT
FRLET,

. EETIEX
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state 2=y N NI T 4y JBIEREEE 21T n—
NEFRRLET,
7z —)LA—R—DIFE . state F—U— N|Z
* L CIROERRRENET,
ofact] : 7 = — VA= N=DBHGHTHY
EECIXNT 74w 52T 77 4 7I20H
B EETWET,

[stby] : 7 = —/LA— 3—|FA F—T LT
T, 2=y MINT 74 w7 2l IE
TWEHA, AZ A R £700%
thoIET 77 4 TIREET T,

[actNoFailover] : 7 = — /L4 — S — [T HE%)
ThHY, EETIEN T T4 v 25T VT4
Tl STV ET,

[stbyNoFailover] : 7 = — /L A4 —/\— |31
WHTHY, EETIENT T 4 v 7 EiER
SETWEEA, ZhiT, AZ 31 2
=y P CLEWMHEZ ERHA L H—T =
A ABEENRFE L EEIZAELDZ LN
HYFET,

7T AR T DA state F— T — RITxf
L CIRDIERFRESINET,
* master

« slave

7o & 21X, prompt hostname cluster-unit state
ERE LT lciscoasa/cl2/slave>] & Fom Sz
%a. A Mdiciscoasa, = MM cl2,
REEL 73 slave T,

FIE

WKDa<w REAN LT, CLIZF ey e AZ~A4 X LET,

prompt {[hostname] [context] [domain] [slot] [state] [priority] [cluster-unit]}

1 -

ciscoasa(config)# prompt hostname context slot state priority
ciscoasa/admin/pri/act (config) #

EETIEX .
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B oy ir—onx

F—U—FREADNTDHEFICE T, e 7 NNOEROIEFAIRED £3, BRITIAT v
va () TREIY £,

N \\ E |-._|
A4 2 INF—DERTE
PN ASA TR T D L&, vl A T Dl ETILEHE EXEC E— RIZADRNIFE R S
NAAYE—VEB/ECEET,
1R BRI

et X2 VT A OBLENS, NF—TCRET 7B RAZIET A ENEETYT, [T d
Ll R TBEWLET] REORBUIBAZBEZHEANTND L BREISREE 2 DO THE
HLZWTL7ZEW, AT —Tld, RETZ A L TIELWEREZRE LTV
F9,

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk possible criminal consequences.

o NPT —BIMMENTH. ROEGEIZ ASAIZXT 5 Telnet 721X SSHE v 3 UM & T3
HEREMENRH Y £97,

CNF— Ry VENIET DD Y AT A AE Y BRELTODEE,
s AF— A= VORFERBIL X, TCP HEXART T —RRAE LIHA,

e RF— Aot —TDOHA KT A 2O TIE, RFC2196 5B T F X0,
FI§

a—YREPICHER L& (TSR OBHMLHE] (motd) ) . =—¥Fhr s ALzl
(login) . — 0 EXEC E— RIZT 7 BA LT E & (exec) ODWVTIMNIERT H N
F—ZEMLET,

banner {exec | login | motd} rext

1 -

ciscoasa(config) # banner motd Welcome to $(hostname).

TN ASA T HE, £9 [SHOBMLE] NF—RNERIN, TO®IZO T A
NF—LFur 7 RERENET, 2—FNASAICEFICE /A T 5L, exec N —nN
FrEnET,

BEOITZBINT 58481, FITORNZ banner =~ > RZBINML £7,
NF— T XA MIET HEEFHE

. EETIEX
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EEtwy g

ATy

gEtyraror—s208E |

e ANR—RIFEATEETN, CLIZHALTCHX 72 ANTEHZ LiIxTEEHA,
e N F—DEIDOHIBIZ, RAMBIOTZ T vva AEVIZETLZLOLMIHY ¥ A,

« ASA DR A ML ETZIX KA A 41E, $(hostname) L7451 & $(domain) SCF5 & FH A iA T
ZEIZ X o THMICEMTE £7,

VAT AALT 4 X al—a TN —ERETILHAEIE, AT XA a7 ¥
L—3 3 T $(system) LA EHHTHZ LICL-oT, 20 TFAMNTEDONF— T
¥AMEEHTEET,

1
Tz, TAR0BM6E] NF—2BNT 562~ L E3,

ciscoasa (config) # banner motd Welcome to $ (hostname).

ciscoasa(config) # banner motd Contact me at admin@example.com for any issues.

VDA —3FDETE

ASA T[4 % ASDM, SSH, BL W Telnet DFEIFRANE Y a VAR TETEET, 20
BAKEIZET D &, ZNLBEOE v > g EFFA ST, syslog A v E—URERKSINVET,
VAT Ay Ty NEEHEET LD, BHEY Yy a v ED B TEDOAI=ALTIEa Y
V=)L kv arEyuyl TEERYA,

1R BHEIIZ

<NVT aArTHANE—FRTIE, VAT LAFEITAN—ATROFIELZFITLET, a>TF
ARNEBEVAT L AT X2 b—1 3 S IZATIL, changetosystem 2~ K& A LET,

FIE

RDa<r Rz NJLET,

quota management-session number

o number 1 0 (ZEHIFR) ~ 10000 D v a v OEREEZREL 1,

1 -
&1

ciscoasa(config)# quota management-session 1000

ATYyT2 HATOBIEDOE v v a v 2FRLET,

EETIEX .
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show quota management-session

51

ciscoasa(config)# show quota management-session

quota management-session limit 3

quota management-session warning level 2
quota management-session level 0

quota management-session high water 2
quota management-session errors 0

quota management-session warnings 0

N — faran SLeo
AT LEHEER AAA DT
COETIT, VAT LAEHEOTEE, FHEA, o~y REAZRTET A HEICHOWTHBF L
7,
=X = =L
EIETEINERTE
CLIBLWASDM 77t ADIERE L F T,
MIEI:IIL,\I:I.IE':O(I\-—C
ASA ~Du 7 A L HER, FEEEADNILTHENE I PDITI > THRARY 97,
SSH nthﬂEo)wg
FEEDH O F/IFEREEAR L CTO SSH 77 B AZOWTIE., ROEEZSH L T &V,
M uu nEfé? L/ SSH u:uu nEfcf L/T j:ffﬁﬁf%i’a‘}u
'gu?ﬂi&)@ SSH muu]tE%ﬁ)‘jJ 1/71:_ :t AAA ‘ﬁ-“—/\if’ j:D“—ﬁ/I/:L‘—‘ﬂ_T &J\»_
AILEZEREIN TV D —T 4 (‘:/\7\7 FE2ATILET, BBF—DOEGFTlX, ASA X
O—HN T —H_R=2ADHEYFR—FLET, SSHARF—FRFEEZRELZHA. ASA
TR =N T —F_R—ZZEERNERA LET, v/ A o —P4 &R T — Raff
HT 25510062 01%, SSHIREEZ /R ET DI EOHRTT, =—HFEXECE—
Rizr 72 L%,
Telnet Z2EFDHIE

W

HIEOFEIZ D BT, Telnet 77 B AT OWTIL, ROBHEEZZMBRL T 7ZE W,

o FBGEZ2 U ¢ Telnet DFBFEE AN L TWARWEAIX, =2—F 42 ATILERA, BT AV
NRAT— R (password =~ RTCRE) #ANNLET, 774NV FDORRAT—REHY
FHA, LEN>T, ASA ~Telnet Hift 9 H121E, AT — RZRETHILENH Y F
T, ==Y EXECE— RIZT7T 7 A LET,

. EETIEX
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* HLQIEX?)D Telnetnlhuﬁ%ﬁ)‘i] l/fx_ j: AAA'H-%/\iﬁ_ im%ﬁ/]/:f—%_]j—Tg&/\%
AWZEREIN TN D2 — 4 L2 ‘7“— NEANLET, =2—FEXECE— RIZT 7 & A
Liﬁ—o

ASDM u:n\nl.-t@wg

AL Y F T AE L TOASDM 7 7 2 2B LTt IROBIMEEZ S LT XV, AAA
PAEDOHF I b b3, FEAERFEZHET D2 & b AlEETT,

cWEER L T 7 AN N TIE, 7T 7 O —H 4 L enable password 2 L RIZ L o Ta¥
EEINIARX—T N NRAT—FR (T 74NV ETIETT77) #EHLTASDM Icr 7 A
VTCEET, BHOFEFICLARNWEIIZ, TELHREITRSAR—=T N NRRAT — REEHT
HIEEBEOLET, KA N, RAAL U4, BELOAS 2—T7 L /AT — R L Telnet
NRAT—ROFREEZRLTLEEN, a7 A4 VEET (2—HV4%2 770 70FFICTL
RNT) =P ERRT—REAS LEGAIX, ASDMIZL > Tar—)L 7 —F _X—
AT—ENRT =7 ENDIT &l \_E.%'\Lf<téb‘o

FAERAERGE (v, V=T v R E—FD&HR)  2a—VPICHEREHELERTE £
T, AEHEOZ =L L RRAT—REAJ]THE, ASANPKI T A RARA > MIH L
TREAEEZBIEL £,

« AAAZRFE : ASDM (HTTPS) RFFEZANC LIZSE1E. AA AV —_"E-iZu—hL 22—
BT — &«~x’**éhfwén~#%knzv~F%Aﬁbifo_nf T30
Da—PLZ L 4 %—T )L )XAT— KT ASDM Zfifl Cc&x 220 E L,

o AAA FRGE L FEBHEZGEOEH (v v, v—F v K E— KDZA) : ASDM (HTTPS)
PREEE AN LG AL, AA AV —R"FEidue—h L 22— F—H X=X IEHFZINT
péi%ﬁ%&AXU%F%AﬁLiTOﬁ%%ﬁﬁm@ﬁ%ﬁﬁkﬂxy%Fﬂﬂﬁé
BElE, IO b ANTLHE RO oNES, 2—FLAZEAELLEEL THLNT
DAL TEL LHIBRTEET,

) TILER HIEO)*E&E

WRED Y EIFRFE R L TOT Y T V=)L R— b ~DT 7 &R CEHL T, wROEE
EZRLTLLEEN,

'uunﬁfcﬁb D) YIVTy?X@uunE%ﬁfjJ L“Cb\fa?b‘f]%/aﬂi\ :L—‘H:%\ /\OXU—F%
AN LEFA, 2—F EXECE— RIZT 7 EALET,

i uunmg?) n .Y TJVT?tX@qu%ﬁxJJ I_/7I:_ i AAA Y —"FE- e —H L 2—
W — &~~XTE%éh1wél—%%&Axv Ka A LET, =2—HEXECE—
Rizr 72 %1,

enable ZESEDOHE

07 A VBICEHEEXEC T — RIZADIZIL, enable2~ > RZ AN LET, 2o~ ROHE)
B, BREENA X —T NN E I DI L o TERER Y £,

EETIEX
I
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B Axt4xL—F105 o257 0nBAA~DEY V2>

REEZ2 L : enable FRFEA R E L T2 WAL, enable 2~ R& AN T 5 L &IV AT
LA F—T ) XA T — R (enable password 2~ > R CE) #AJJLET, T 74/ 1
ILZEATY, 7272 L. enable iE& A L7RWEA. enable a~vr FEAS LIk, R

EDa—HFLLTr A LTWERA, 2k o<y ]\Mjf;g;—ﬁw\»—xo)
BHENEEEZZITHZENHY ET, 2—V4 %%&%@“6 Zi, enable FEFEA M LT
<TIEEW,

BAEH Y enable FBFEAFRE LB AL, ASAIZ T 7 MZ LD AAAY—"F = iTa—
7J/I/:L—47LT HR_R— A TE ézhfb\ :L—‘b‘% &/\XU—F‘%%ﬁLiﬁ‘o Z Ok

ElX, —¥n )\73(%5:’\7/ REHBIFT D7Dl — AN EEREE 2 R a~
/WFT%:?%ﬁﬁ‘éiE'/\ CHRTI B T,

0—H)b T —H = &5 enable iBiF DA 1L, enable =~ KOV (T login =2~
Y REFHTEET, login 2~ RIZE Y 2 —FARMERFSNETR, kx4 1T 57
OOREFMLED Y EH A,

AR CLIKT 7 EBEATE 22 —PORMEEXECE— REHIBETERNWE LT 22— Er—L
T A NR—=RTEMT A5 EIE, 2~ FRAZHRETHLERH Y £3, o~ NRAR72
WA, FREL LR 20 E QBT 740 8) O=—HL, CLI THO/NAT — K& ffi
L CHHMHEEXECE— K (BLXUOTR_RToa~vrR) 77kvAxTaEd, HDHWOIL, iRFELH
Ta—HNT —HRXR—=ATEFR AAA Y —"EFEHLTr Ay a~vy REREET S50, £
T _RToOr—I N a—FE LV NIIRET DI EICED, VAT AL RXR—T L /RAT —
RZ&fEH L CHi#E EXEC £ — RIZT /B A TE b a2a—VaHlHlcx £,

RRANFARL—=—F 4 VT SRTFLNLASAANDEY 3>
—HEBDTT v N7 A=A T, ASADE[TEJOT 7Y r—va b LTHR—FLTHWET
(f# : Catalyst 6500 ™ ASASM. Firepower 4100/9300 ® ASA) , mA b XL —F 4 F T A
T ENE ASA ~DE v ¥ a DA DX A T2 LTy U 7 KO Telnet 7871E 4 3%
ETCTEFET, 7=& %X, Firepower 2100 TlX, connectasa =~ > NiX U 7 kA H L £

7,
< VF aTFHA RN FT— KT yx%A:y74¥;v~yayfmm:vyk%ﬁﬁ
T%jﬁ“?‘.‘/\/ 7L\_7L\__L/ Telneti?i i/) TJI/DALAFI %Afij VTR A }‘T ﬁiﬂbf\_ ?L:!n I

_ﬂ%@?//a/uﬁﬁ%éﬂifo:@%Q\A@3/7%1F®MMﬁ%Aitiﬂ%
Ty = F =R 2N S ET,

CLIE K 'ASDM 7 U & R FERED R E

I8 B I
e Telnet. SSH, £7/ZIXHTTP 7/ A &HRELE7,

%nlguun 6i AAA H— &/1/‘_‘77% H/Eﬂl_/i'a‘ o — 77 JLVERGED %/El\fj:\ a—7
VT — &/\HX W —HFEBEMLET,

. EETIEX



| gE7 +Z
enable 1< > FRiE0RE (EHEEXECE—F) |

« HTTP ZHIERAE ClX, AAA YV — L —7® SDI 7 a ba Lz PR— L TWERF A,

- 0)1%%““ . ssh authentication =~ Nz k2 v —h/1 2—WF4IZEH9 5 SSH AR —
POREI TR L EH A, ASA TlE, ABF—FREICH L, m—/L T —F X— 2 22
EI/J HEALET, ZoEEIX, 2—V A/ ERRTU—FRIZ @%‘E‘;’.iﬂbi'?’—o o —h )L a—
DA —FRREE 72 I/SA T — REFEHATE S L5127 5121F, ZOFIEEZFEHL CTa—
HNVFREZ BREICRE L, NAY—R 77 B R &2 ATH0ENDH D £9°,

FIE

ﬁfi?ﬁ?xﬁﬁOD:b—qj‘%wquLij—
aaa authentication {telnet | ssh | http | serial} console {LOCAL | server group [LOCAL]}
1 -

ciscoasa (config) # aaa authentication ssh console radius_1l LOCAL
ciscoasa (config)# aaa authentication http console radius_1 LOCAL
ciscoasa(config)# aaa authentication serial console LOCAL

telnet &+ — 7 — R|X Telnet 7 7 £ A & il L £3°, ASASM DOFE., Z DX —T— K| session
A< NEFEATAI AL v F b0y a b2 LEYd, sshx—VU—RESSHT 7 &
AEHEILET (NRAT—RDI, ABF—F8FETIEERD 5 HlZr— LT —F =2 Hf
HAENET) . httpF—T— KIZTASDM 7 7 £ A%l L £7°, serial ¥—7— KiZ=> v —
NWIR— T 78 2ZH# LET, ASASMOLG, 728 21E. T D F—T — KL service-module
session 2~ REMHHLTAL v F LT 78 AT a ) — /W2 L £9, Firepower
2100 DFE., ZDF—U— KX connectasa 2~ NAZfFH L TFX0S 7267 7 B A3 AR
aVY—VICEELET,

PREEIZ AAA — N T —T 52T H5A1E. AAA YV — "R TE e Xltn—hn
T — §7~~x>&7ﬁ—/w\/7ﬁtkLﬂ%ﬁﬁa‘éoto IASAZRETEET, —T—
THEREL, ZDOHIZLOCAL (KXFE/NLFOXGBY) ZBEMLET, n—T LT —
HR—ZTIEAAA =R EFRI L — LB L ORRAT— REFHTAZ LM LET, =
I, ASAO7 e 7 h T, EOFXREHINTOWDE 0B RENRNTHTT, LOCAL
FIEANLT, =NV T —ER=REFFEOTEFE LT (=" 7R LT) &
HfsZ b TxEd,

enable 7 > FEEEIDEHTE USHE EXEC E— F)
— M enable 2~ R&Z AT HREIC, TO2—FEEIETEET,

1R BHEIIZ
enable FRFEDOMT (21 X—) ML T Z &V,

EETIEX
I
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B asomimzzioss

FIE

iw'ﬁ-%nuuﬁﬁ‘%)f_y)@/j\’@j‘7 v /@U\Tﬂﬁ 75?1%_%4:)_\] Li?

s AAMM Y — NFETFXLOCAL T —# X—A & L Ca2—HV2FFET 5 I12F, koa~<wr R
B ATTLUET,

aaa authentication enable console {LOCAL | server group [LOCALT]}
fi

ciscoasa(config) # aaa authentication enable console LOCAL

A=Y ENRNRAT = FDOANERDL T 7 "R —WFIC L TERSNET,

FREEIZ AAA = T —T 2T 25513, AAA —"BMEHTE Rt &ion
ﬁwT HR—=R% T =Ny 7 FRE L THEAT DL IICASAZHRETEET, h—
NRIN—TZEE L, FDH%IZLOCAL (KXXF L/ CFEORBBH V) ZEMmL £,
=N T —=Z_XR=ATITAAA =R LRI 2= LB IO R T — F&RHA+T2 L
ZHEELF9, 2T, ASAOT a7 T, EOFRBMEHENTW S0 RENA
W2 T,

LOCAL7ZIFZ AN LT, 0— IV T —H_XR—=RAEFWIEOTE AL LT (T4 —A "y
JRLT) EHTAZELTEET,

=N T —H_R=2Z2nba—PLLTa s r3520% koa<wr REANLET,
login

1 :

ciscoasa# login

ASAIZX Y, 22—V L L RRAU—-FRDOANERDDZ T o7 IRFRENET, SAT—
FEAATHE, ASAICKEY, 2—FTe—h )L F—E_XR—ZATHEEIN TV DL
AJVIZEDIVE T,

—PIIHE D=L ERAT— R T A v L THHHEEXECE— RIZT 782352
ENTEDLDT, VAT LA FX—T NIRRT — REEEICRMET 20BN 2 £,
l%?ﬁﬂﬁ%yﬁ’%ﬁEmf%%P(%iﬁf&f@:va)FT&?ZT%&&
#5 X, 2—HFORMEL~LE2 (F74L8) ~15CHEELET, n—H L o
YRR ERE LGS, 22— L, ZOFHEL~LLLTO L UZEID 4 THRTW
é:vxl@ﬁ%ﬂﬁf%ifo

ASDM GERAEREEDER TE

AAA GBREDO A IEZ 30 b T REEGRGE A LA TE £, ASA ILFiEHEAE PKI h 7 A R AR
A v MIBRE L THRIEL 7,

. EETIEX
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ATy T

ATy T2

asomzimEziose

15D B HIIC
ZOWREIE. VYL =Ty K E— FTORFR— FENFET,

FIE

RERERRRELZ A X — 7 LI L E T,
http authentication-certificate interface_name[match certificate_map name]

&1

ciscoasa(config)# crypto ca certificate map mapl 10
ciscoasa(config-ca-cert-map) # subject-name eqg www.example.com
ciscoasa(config)# http authentication-certificate outside match mapl

FEAERRGEIA v — T 2 AA AT LICHRETEE T, TORR, BEHTELI/ I —T AR
FITNERA X — 7 = A A LOBHRICOWTUTFEAEOIR I N AREIZ R £9, av v FNE
BEEE T HIE, BEOA v F—T oA A ETHEHERIEEZ A XA — 7 M TE £,
REAEDNGEAE~ v 7L =80T 5 2 L 2 BT T DT, matchF— U — N e~y TX A fRE
L £7, crypto ca certificate map =~ > RZHEH LT, v v 72X ELET,

({ERE) ASDM TREAEF G2 —F4 2t 2B M- 2 Bt 2 E L £7.

http username-from-certificate {primary-attr [secondary-attr] | use-entire-name |
use-script} [pre-fill-username]

B -

ciscoasa(config)# http username-from-certificate CN pre-fill-username
7 7 4/ FCTlE, ASDM /X CN OU J@MHEZ M L £,

s primary-attr 315003, 22—V L OMEIERAT 2 BEEZEE L E T, secondary-attr 5180,
A a T, 2=V EMET D207 T4~V EMEE —IERT B0 EME%
BELET, ROBMZFEHTEET,

«C:

« CN : H:iE4

« DNQ : DN {&fifi+
*BA:EFA—IL T RFLX
« GENQ : R EfGF

*GN : 4

el A= ¥

oL : RPTME
N : 41l

EETIEX .
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O : Hif%
« OU : FHE#%HLAT
*SER : U T )VFEH

« SN :
* SP : #BE FF I
o T . %k

«UID : =—¥HID

«UPN : —H% 71 /L4,

« use-entire-name ¥ — 7 — R CIXI DN L &K ZEH L £97,
* use-script ¥ — 7 — R TIX ASDM (Z k> CTAER SN Z Lua A7 V7 v &AL ET,

« pre-fill-username ¥ — 7 — R Tl BiEZRkHL 777 MZa—FANERIATIEN T
WET, TO—VFAREINIAT] Lt%@&ﬂfiéfa/\ RO —FZRERIAT) S
NI LWE AT a Ry 7 ARFRINET, £2IC, GEHDONRAT— & A/ T&
EJ e

BEHEFRIIC L S CLLE LU ASDM 7 & £ X DR

ASA ClIa— VP OREFICEH T VA 22— LYV E— TV B A 22— 22X TEH LD
WZoTWET, 22— o— L ZXKHT52 LT, VE—F 77 EAVPN 2—FLxy b
U—7 T7HA2—FN ASA ICEBEG AW T ORI ENTEET,

1R BHHIIZ

RADIUS 7= LDAP (¥R Vv EVTFEH) 21—

2 —WHLDAP R TRIAES LD & KA T 4 7 LDAP JEMEI L O DS Cisco ASA JE L

<~ BT Eh, FREDFT AIBEREDMEE S E T, Cisco VSA CVPN3000-Privilege-Level @Tﬁ’a’f
0~ 15 OHIPH TR E L7, Idap map-attributesldap map-attributes =~ > K& L T, LDAP
J&M: % Cisco VAS CVPN3000-Privilege-Level (2~ v B> 7 LET,

RADIUS IETF @ service-type J&ME)3 RADIUS PRER K OFFATELR OB R & L T access-accept
Ay =V THEEINLIHE, ZOBMITRFESNc2—FICEDZ A TDY— A%t 57
HNERET HOIEHSET,

RADIUS Cisco VSA privilege-level &4 (<> 4 —ID 3076, 7 ID 220) 7 access-accept A >
=V TREEINLIGEIE. 2=V OMRL NV ERET LIS E T,

TACACS+ 1—#
[service=shell] TFEFRAIASNER S 41, P — 33 PASS F 7213 FAIL TIRE L E£7,

. EETIEX
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A—AJ) 1—%

FBE L2 —Y4
/% admin T,

TR ABFR ENET,

EHEFAIDREMS

BHFFR[ O AAA Y — N H A4 7B L UOHF 72 El

wEHAICL S cUsLUASIM 7 5 £ 204 [

\Z%f9° 5 service-type 2~ RERELET, T 74/ b Tk
aaa authentication console =~ R CTHEINZTXTOH—E R |ZH LTI

ZOWT

TIEINODHEZFEALTERT 72X L-ULZIRELET,

T, ROREZRLTIIZE,

. service-type

ASA

Management Level

RADIUS/LDAP O
(TyEVTEN

TACACS+ 1%

O—AIL T—E2R—XDE
%

=) B
[Full Access] : aaa authentication console = |Service-Type 6 (7 K |PASS, #§#E L1 | |admin
<~ K S=ARL—F 4
7). Privilege-Level
1
[Partial Access] : aaa authentication console | Service-Type 7 (NAS |PASS. %§#E L ~/L 2 |nas-prompt

avy RTRET S L. CLI £721% ASDM
WX T 7 B ARFFR IS NET, 72EL
aaa authentication enable console =~ > N %
fEfl L C enable 58iE % 3% E T 584, CLI
y —+ (X enable 2~ N & L CHiHE
EXEC E— RIZT 7 AT HZ LITTEE

NEWVS

Tar7h)
Privilege-Level 2 LA 1
Framed 2) B L O}
Login (1) —t'x %
A ZIRRERRIC DN
EJpe

IV

[NoAccess] : HHT 7 ¥ ARMESE SNET,
—%(% aaa authentication console =~
FTHREINTZWTIAOY—E R LT
ZFHA (serial ¥— 7 — NIRE £,
SFD, VITNT I EAFFFAESNE
F) . VE—hK TR (IPsec BLW
SSL) =——Hid, sl BHFDO Y E— |
TI7EAEYy v a CERIEB LU T TE
EF9, MOTXTOh— A X AT (KA
A, Ty ARE) bIRARRICUE S E T,

Service-Type 5 (7
FX7 U R)

FAIL

remote-access

FOMDOHA KSA4 >
I UTIN Y=L T AIEETICEENEEA,

c TOMEERFEHTHICIT., BEHT /B RACAAATIMLHRTTHLERH Y £4, CLIB X
ASDM 7 7 B AFHFEORTE 22 X—) 2L T 7EEN,

5’1~ HRREREZ EH 9~ % 55

WE L TR LENDH D i?‘o

Z DREREE A

— 7T BRI, AAA F—RX T )L—T%

EETIEX .
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cHTTP v, v 7N —FT v KRE— RTOHLYHR—FENFET,
FiE

AT YT Telnet & SSH OEHFF A& A R —T M LET,
aaa authorization exec {authentication-server | LOCAL} [auto-enable]

auto-enable ¥ — VU — R& il L C., +ORFGERMHEE R OBEHEN, 0l (35 & ITFE
EXEC E— NIZHBIWIZAD Z LM TEET,

1 -

ciscoasa(config)# aaa authentication ssh console RADIUS
ciscoasa(config)# aaa authorization exec authentication-server auto-enable

ATy T2 HITPS OEFHF A 2 A % —7/MIZLEd (ASDM) ,

aaa authorization http console {authentication-server | LOCAL}

1 -

ciscoasa(config)# aaa authentication http console RADIUS
ciscoasa(config)# aaa authorization http console authentication-server

ATy T3

£l

WOBNE, LDAP J@th~ v 72 E&RT D iEEZ R L TVET, ZofITiE, &%=
T4 RY—ICE o T, LDAPIZE > TRERES N TV D 22— PR, 2—HF La—Fo
T 4 =)V REITNT A—HZ D title & company %, IETF-RADIUS service-type &
privilege-level ICENEN~ v 7T D52 L HEELTWET,

ciscoasa(config)# ldap attribute-map admin-control
ciscoasa (config-ldap-attribute-map) # map-name title IETF-RADIUS-Service-Type
ciscoasa(config-ldap-attribute-map) # map-name company

W OFITiL, LDAP Jg&IE~ » 7% LDAP AAA — NIZ#EHA LE9,

ciscoasa(config)# aaa-server ldap-server (dmzl) host 10.20.30.1
ciscoasa (config-aaa-server-host)# ldap attribute-map admin-control

. EETIEX
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AT RERDETE

Oy RDT 72 AEFIET 556, ASATIEa~y RFa[2#%ETE, 2—F R EHATE
Havy RERETEET, 774V TR, v7 A 0§56 a—HFEXECE—RIZT 7 EX
T, HERBOa~ RETPEEEINE T, enable 2~ F (201X, e —H LT —HF _X—
AT H L X Tlogina~ > ) ZANTHE, FFHEEXECE— RBLO=ar 74X 21—
varavwy FrEghEERa~v L N7 78 A TE £,

WD 2 oDa<y RHEAFROWTNHEZFEH T £,
o — b )VERE L~

* TACACS+ H— Nk L~

a2 REBR[IZDUNT
g~ RRAIZANC L, EKBEFADL—FIZOILa~y RANEEFRTHZENTEET,

HR—brEIhdavy FERaTARK
WD 2o a~<y R FRKoWnTFhunazEHATE£9,

H— A VRREL UL ASA T~ REREL L ERELET, 7— /L 2—+% RADIUS
o—H F72IZLDAP =—¥ (LDAP &% RADIUS Bz~ v ¥ 79 584) % CLI
T I AOWTHEIET 254, ASAIZFD2—V %o —h )L 5 —H~X—RZ RADIUS,
FIXLDAP = N TERINTVDLFHEL VI FTB ST E T, =—Fik, HFIvYToH
NIZHHEL SNV TOa~y RIZT7 7 BATEET, 9 XCO2—FE, g1dTr s (v
THLEEIL, 2=V EXECE—F (LL0ERiZ1oa~wrR) 7782 LET,
2—HE, FFHEEXECE— R (LRl FEp o<y R) (127 7t AT 5 7= 52 Nenable
S~y NTHIAET 5720, login 2~ RTRY A ¥ (B—H)L F—F_R=RZRD) TE
3

A

G v—INT—FRX=ANIZ2—PRGFELRLTH, £7CLIFE
AIEX° enable FRFED R WEETH, m—h/L o< RFFr &Ml H
TEE9, KDOVIZ, enable 2~ REASTHLEITV AT A
AR—=T NIRRT —REANTDHE, ASAICLS>TL~L 151
Eﬂﬂi?oWﬁxﬁﬁf@vNW@4*%7WNXU%F%W
LET, 2k mmmneww)%ﬂﬁbt&%m
ASA T J:o'(l/f\ll/n ENPNAL IR ET, b L
wu\m%wwnvxb#T%ﬁw ITAHETHEAINERTA,

« TACACS+ Y — "5 #E L ~UL : TACACS+ Y — T, 22—V FEHF I/ N—TNCLI T 7 &
AW OWTCHRIF LB THEATE2a~r FERELET, CLIT2—YRNAIIT 5T
ToOa<r RiX, TACACS+ y— XTHIEI N E T,

EETIEX
I
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. tTXalyT4 AUTHRRAMETTY REFA

tXxal)TFs aTERAMEOATY REFA

\}

AAA BRE T2 THA T EICENTHY, 2T F A METHESHLET A,

vy NP ZRET 25013, X2l 7 4 a7 HFA MERlLICRET DMENH Y £
T ZOREICLY, Bedtx2V T a7 A ML TRRL I~ FFFATZETT
EESRE

X2 )T ar T XA MO EZ LA, WAL, 17 CRREE Lo — 4 TR
END A~ RRHLWar 73R by v a U CRRERDAREERHD 2 L0, HiLna
VTXARNTIE I RFAIRE TS RESN TV ZRWATREMENH 5 Z & 2 RFHICEV TS
EEW, avy RFAREF 2T 4 20T FA ML TRRDGADSH D 2 L 2 HHHE N
B LT a0 & IRELSE U ATREMA H Y £ 9. ZOBEE, WOMMAIC L > TE BT
BHEC 720 £,

GE)

avy FERLANIL

VAT AETANR=ZATITAAA a2~ KRR R—FEINBWNW2dD, VAT LAFEITAX—=RT
Ta~y RHFRIZHEHTE EEA,

T 74NV RTIE, RO~ RPFHELL0ICEHI VY ToNET, TOMOTRTHOa~w
RIZHEHE L~ 15 1I2E D B ToHNFE T,

* show checksum

* show curpriv

4 x—T L

* help

* show history

* login

* logout

* pager

» show pager

* clear pager

* quit

* show version
AT 4 Fal—varyE—Ravr R 15 LRV L~LIBEIT 58451, configure =

2 U RHREICLMICBEILTLEFEIN, ZoksicLlirne, a—HFiFar 74X lb—
aryE—RICADZ ENTEEHA,

. EETIEX
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O—AJ) a7 REERIDHRE
O—A) a<vy RERZEHAL T, a2~ FE 16 DFEL~L (0~15) @122 4T
LZENTEET, T74NMDPTIE, Fa~r FIIBHEL~L0 ET 151280 S TohNE
T, B2V EFFEORHEL ~IERTE, F2—FIFHV Y TONTERHEL AV TOa
~V REANTEET, ASAX, v —H /LT —H~_X—RZ_ RADIUS ¥ —/3_ F72|ZLDAPH—
/N (LDAP B % RADIUS BHEIC~ v B 7T 558) ICERSN TN D2 —FHRHEL L%
FAR—FLTNET,

FIE

AT T FEL~Lica~y REEl0 4 TET,
privilege [show | clear | cmd] level /evel [mode {enable | cmd}] command =~ > N

&1

ciscoasa(config)# privilege show level 5 command filter

BEY Y CTIEIZE v R LTCooa~vyr FEa#DiRLET,
Zoawry ROF a0t O EBY TT,

e show|clear|cmd : “NHDA T Vg F—U— REFEHTHE, 2~ RDshow, clear,
F721% configure JEUTK L TR FEARE TE £3, 2~ FO configure JET, 18
W.OREBIEa<y RN (show £7-0d clear 7L 7 4 v 7 272 L T) /- no R E LT,
AT A4 X2 L=V a yOEFEEGISERITEAATT, ZThbooF—U—FonFhng
HEHLWEEIE, 2~y FOTRTOEAPRE R T £,

o level level : 0 ~ 15 DE R,

+ mode {enable | configure} : = — EXEC & — R /2|35 EXEC E— FB X O=> 7 ¢
Xal—rvaryE—RTavr FEANTLHIENRTE, £Oa~vy FRK{E— R THER
DT UV arEFTTLEHEE. TNODOT— ROFHEL L EEBICERET HZ LN T
TET.

e enable : == —V EXEC &— K & #4E EXEC T — ROl F 2T L 7,

« configure : configure terminal =~ > FZfEI L TV 7 RASNLa 7 4 F a2 b—
va Y E— F%*Eﬁbjﬁj‘o

« command command : T L TWDH v K, RETEDDIL., main 2~ NORHEL X
NPT TYT, 72 ziE, T 3TDaaa 2~ RO L-ULZRETE £308,
aaa authentication =<~ > F & aaa authorization =~ > FO LUV A ARNCRETE £H
/\/o

ATv7T2 ((TE) a<vr RRBADDDO AAA 2—FEHEHILET, ZDa~vr RE A LW

Ay ASAX, B— N T —HR—RA 2T OREL~NTZ TV R— L, X A4 TD2—
HFE2TXCTF 74 N TLUL 15128 Y TET,

EETIEX
I
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B oo ramons

aaa authorization exec authentication-server [auto-enable]

51

ciscoasa(config)# aaa authorization exec authentication-server

BT, Zoavy NIEMEGELAINCLET, BHIFIZLDS CLIBLXWASDM 77 &
ZDOHIBE (26 X—) R LT Z IV,

ATV T3 a—IrDa~vy REHELLVOEREENCLET,
aaa authorization command LOCAL

51

ciscoasa(config)# aaa authorization command LOCAL

Ay FRHEL LV ERET D561, Zoavwy FTavy FFrfzRELRWVRY =<
Y RFAIE TSN EE A

1
filter =2~ > FOEAUTKD L BY T,
« filter (configure = 7>z L IC LV E£INET)
* show running-config filter
* clear configure filter
FEHEL VAR T LICEAICRET 5 Z L TR ET, R, 04T va g

AIEL TIANTORRUCF CRE L~V R ET D 2 t%f%iﬁ‘ wix, Felz
RN BES 2 T EOBITY,

ciscoasa(config)# privilege show level 5 command filter
ciscoasa(config)# privilege clear level 10 command filter
ciscoasa(config)# privilege cmd level 10 command filter

F7-. ROBFITIE, TXTO filter 2~ > FZEF U L-UUIRET A 2R LET,

ciscoasa(config)# privilege level 5 command filter

show privilege =~ > N, B A 3T TR RLET,

ROFITIE, mode ¥ —7 — ROMHHEZRLET, enable 2~ ML, =—W
EXEC E— RHANTHMENRHY £9°, —J7, enable password 2~ > NiX, =2
T4X2L—ar BT— R TT 7 BATE, HbEWVEHEL LR LETT,

ciscoasa(config)# privilege cmd level 0 mode enable command enable

. EETIEX
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N

TacAcss 4—icnavy koxz [

ciscoasa(config)# privilege cmd level 15 mode cmd command enable
ciscoasa(config)# privilege show level 15 mode cmd command enable

WOFITIL, mode ¥—7 — RZEHT2:EM=~> K (configure 2~ F) ZRL
£7

# privilege show level 5 mode cmd command configure

# privilege clear level 15 mode cmd command configure
# privilege cmd level 15 mode cmd command configure

# privilege cmd level 15 mode enable command configure

ciscoasa(config
ciscoasa(config
ciscoasa(config
ciscoasa(config

GE)

Z Dtk DFTIX. configure terminal =~ > NIZRET 247 T9,

TACACS+ H—/ATHaAT Y KDHKRTE

ITN—TEIE 2 Da2—VFOHETn T 7 AL 3R —x k& LT Cisco Secure Access
Control Server (ACS) TACACS+H— N\Ta<wy REFRETEET, — F/3—F 1 D TACACS+
= ROGAEIX, 2~y RFFATTAR— FOFEMICONW T, ZHEHOY— RO~ =a T L %2H
L TLSIEEN,

Cisco Secure ACS X— 5 3.1 Ta~wy RERETHIHAEE. ROHA RTA4 25T
<TEEW,
cASA L, Yl avwr RELTHATLHa~vwy RE%EE L, TACACS+ — T =/
av s RELTCa~vr RERELET,

N

(GE)  CiscoSecure ACS (2%, [pix-shell] EPFEEND 2~ K XA 70
GENTOVDLEENHY £, ZOXA 71T ASA =2~ RFFA]
W LR T &N,

c AT ROBHIDO T — R, AAf v avr FERRENET, ZoMio U — RiT4+~_TH|
Bl RpxiEd, Ziud, permit £721F deny DRZICELS LERZH Y T,

72 & 21X, show running-configuration aaa-server =~ > K2 a] 25|21k, a2~ K7 1 —
JV RIZ show running-configuration ZiEBf1 L, 5|#(~7 1 —/L FIZ permit aaa-server % A /)
LET,

* [Permit Unmatched Args] F— v 7 R > 7 A& A N2 5 & BURICHESR L TnZeng
TOa~xy FlEfFacE x4,

72l 21X, BFED show 2~ RERTET AT T, $_XTD show 2~ KBTI &S
F9, CLIOMHEEZ R TREFCAEIER Y, a~ 2 ROERZ T _XCTRT L 0EN
RIRDLHDT, ZOFEEFHTLIZ 2B LET (ROXEZER) .

EETIEX .



gE7tx |
B meacs: v—icoav rox

1:BET I _RTOITY ROFHFA

=haunt ¥ Permit Unmatched Args

114412

Add Command | Remove Command |

s enable ° help 72 £, H—U— KD a~<2 RZOWTIE, Z0a~» RN WA
TH, ~BELBRWSIEEZFAITH20ERH £5 ROKESH) |

H2:E—J—FDav 2 FOFA

[ Permit Unmatohed Args

114411

Add Command | Remowe Command |

< HIBEEST 21213, TOFHEON deny Z A L ET,

72 & ZI1X. enable =~ KZ# A L. enable password =~ K& & A L7aWGEI121E,
a2 K7 4—/L RiTenable Z A ) L, 5E(~7 ¢ —/L RiZ deny password 2 A J) L £ 7,
enable 7217 3R &5 L 912, &7, [Permit Unmatched Args] = v 7 R 7 A% 4
LT ESY (ROKEZR)

. EETIEX



| #B7/+%
TacAcss 4—icnavy koxz [

B 3:518DEE

BT - coit Unmatched A

deny pasanard

|

Add Command Remowe Command |

114410

cav Ly RIA L Tavy REBBE CANILIESE, ASAIZT L7 v 7 AL ALy o

VU REFERT XA MIEMLETH, TOMOFIEBITAT LIz LB D IZ TACACS+
P—=NIERFELET,
7o & %X, shlog & AJ19 % & ASA 1358472 2~ K show logging % TACACS+ #—
WZEELET, — ., shlogmess & AJ)9 5 &, ASA TR 472 =~ K show logging
message ClX72< . show logging mess 2 TACACS+ V— NIZkE L ET, AL FHEL
TR LB OB D ANV EZRETEET ROKESHR) |

4: EBBOIEE

shooi [T Permit Unmatehed Args

permit logging
permit logging message
permit logging mess

Add Command | Femowve Command |

114414

s TARTO—FITH L TROIEAR T~ FEFAT5Z L2 Bo LET,
* show checksum
« show curpriv
P
« help
* show history

* login

EETIEX
I
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B rrcacs: o< rEEoRE

* logout

* pager

» show pager
* clear pager
* quit

* show version

TACACS+ O 7 > REFRIDEETE

TACACS+ <> RBA[Z A X —T N2 L, 2—¥NRCLITa~vy REANT AL, ASAITF
Da~vy Rea—H4% TACACS+H— NIZEFE L, 2~y RBGRAISNTNDE 0 E 9 G
MLET,

TACACS+ =t~ RFFal & A 3 —7 T BRI, TACACSt — " TEFZSNa—F L L
TASAIZ AL LTNWAEZ L, BEXOASADREER T DO Ra~y RFARH
HIEHEMERLTLSTEIN, mEziE, 9 Coa~vy BRI EnNEHa—FL LTy
AVTIHIMERHYET, ZOLHTLenE, BRET a7 70U hESNDAREERH D F
7

B LBV ICHET 2 Z L AMRTELE T, REZRFLARVTL SN, BiEWICL
Ve Ty NEINEGEE, BEIZASAZHIGEI T 52 LICL s TT 78X EEETE 7,
TACACS+ v AT ANZERIZZELTEHETE D 2R LET, LEREEEL LI
W, BT, SERITLE TACACSt H— 8 AT L& ASA ~DRERTLEERNLETT, -
L z2iE, TACACS+ H— R T — iz, A v Z—T oA A LIZER/mINTZ 1 DD —_ L A v
H—T oA ARSI — "% EDE T, TACACS+ F— "R HEHTERWIEAIC
Tr—NANyr FRELTe—HL a~vy RFaEHRETHI L TXET,

TACACS+ = ZffHl L7z a~ > R 2RET D213, ROFNEZFEITLET,

FIE

WhHa<r ReEASILET,

aaa authorization command tacacs+ server group [LOCAL]

1 -

ciscoasa(config)# aaa authorization command tacacs+_ server group [LOCAL]

TACACS+H—NEHHATERWEEIE, =N T —F_X—=R %2 T 53—y 7 HFE LT
BFHTHLIICASAZHETEET, 74— ANy 7 EHERDNCT HITIEL, =N T —T4
D% AIZLOCAL #H5E L ET (LOCALIZ KT E/NLFEXKBILET) , v—LT—X
NR—ZATIETACACS+H—NERI L2 —PLBIONNR T — REFEHATHZ E2HEE LT,

. EETIEX
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—

A—AJL T—

ATy T

O—nL F—a~A—2 1—Fn27—F K o—nEE [

I, ASADT a7 FTIE, EOFRBNER SN TWH AR ENZ2NTZDTT, M
B—H) T —=HR=2AD2—W L av REHEL L EFREL T EEN,

AR—R A—HD/INRAT—K KR O—DEKE

a0—hLF—H_XR—=2%fH LT CLI £721%Z ASDM 7 7 T A DL HRET AL, F8E
HMZRE2 La2—WFIAT— ROEFEZTR L, AT — RORER & G T 07572
EDNRAT — NERIZHED Z L2 BERTHNNAT R KR —2RETXET,

NAT— KRR —Fu—hn 75— RX—=2A5fHT5EH—PIZk L TOLBEHINE
T, B—HN F—ER—2AEFEHATAFOMDE AL TDNFT T 427 (VPN AAAIZ LD
Fw NI —2 TR E) R0, AA AV — N2 Lo CREES -2 —FIoILEH S A,

NRAT—RRY —OREZIL. BOERITNNO2—FDONRRT— REEF$LH L FHLS
AT —RIZH L THRRAT—=RRY —REHSInET, BEFORRAT — RiZonTiE, BfTo
AY—nEAENET, HLWARY > —(X, username =~ FI5 KX TF change-password =
< REEA LAY —FROZFTICEA SN ET,
IR B

e —H N T —H_XR—=2EFH L TCCLIE7ZIZASDM 7 7 £ A D AAAZGEEZHRE L £,

s — )T = R—= AN =L ERELET,

FIE

A7Fvar) VE—F 2—FORRT— RO EZ A TRELET,
password-policy lifetime days

1

ciscoasa(config)# password-policy lifetime 180

() arY—nR—FrE2EHL T2 —WE AT —-FOFPHIRATINTHRr v 7
TUhSHEE A,

HNEIZ, 0~ 65536 T4, T 74/ MEIZ0 B TY, ZOEE., N2AT— Rk L CHIR
iz £ A,

INAT— FOAMHIRPEIND T HANZ, BEA vyt —URERSNET, "AT—ROAFZ)
BRI LE, VE— R 22— DU RAT A T 7 BRAFESINET, ARSI T-%
T 7R ATHITIE. ROWTNNDOFIEZFEITLET,

s OEFLEIZ username 2~ REFH L CTNAT—REZETFLTHHWET,
WPla ) — )L R— M4 LT, NATY—REEFTLET,

EETIEX .



B o575~z 1-—vorz7— Ky s—oBE

ATvT2

ATvT3

ATvT4

ATvTH

ATvT6

(A7 ay) FLWWRRAT— REHNANRT — RTCEDRTIIE S W R/ N %

L/\i‘g—(]

password-policy minimum-changes value

1

ciscoasa(config) # password-policy minimum-changes 2

BRIMEIZ, 0~ 64 XLFTY, T 74/ MEIZ0 TT

EETIER

e

it

N F o TIIEICEELEYA, LER>T, LW A T — Rl S5 3070,
BAEDNRAT— RO EZIZHLHHINTOWRWEGEAIZIRY . RATU— KNEFINZ LRSS

nE7,
(FFvary) RRATV—=ROENREHFELET,
password-policy minimum-length value

B -

ciscoasa (config) # password-policy minimum-length 8

BHMEIE, 3~ 64 LFTT, HLEINDIAART — ROKR/NEIL 8 XFTT,
(AT ay) RAT—RIZEDDHLIRLFOR/ M ZHRELET,

password-policy minimum-uppercase value

&1

ciscoasa (config) # password-policy minimum-uppercase 3

BRNAMEIZ, 0~ 64 LT CTT, 7 74V MEE, HS/MEABN N2 L2 EWT 50 TT,

(A7 ar) RRU—RIZEDDL/NLFEOR/MEKZZRELET,

password-policy minimum-lowercase value

51

ciscoasa (config) # password-policy minimum-lowercase 6

AL, 0~ 64 XLFTT, 77 4/0 MEIZ, B/MEEMN RN La2Ekd 50 T,

(AT var) "NAUV—=RZEDLEF O/ M ZHELET,
password-policy minimum-numeric value

1

ciscoasa(config) # password-policy minimum-numeric 1

HEh72 L, 0~ 64 LFTY, 7 7 4/V MElZ, S/MAKN 2N E2EWT 50 TT,

. EETIEX
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ATy T17

ATvT8

ATvT9

ATy 710

O—nL F—a~A—2 1—Fn27—F K o—nEE [

(A7 ay) NARY— RIZED DR CTF O R/ ME AR ELET,
password-policy minimum-special value

51

ciscoasa(config) # password-policy minimum-special 2

BN7REIT, 0~ 64 CFTT, FFEUTFITIE, 1L @, #. 8. %, N & * (. BRO) BE
FNET, 774N MEK, B/MEEA WS EEEKT S0 TT,

NAT— REBHMAEEEIELET,

password-policy reuse-interval value

51

ciscoasa(config) # password-policy reuse-interval 5

PIENCEA SN2 ~THONAT — K E—HTH AT — KOFRHAEZEIETSZ N TE
F9, LATO/SA T — KX, password-history =~ > FZfH L T, Bk TK2—
FELDOBREIREFEENET, Z0a~vr Rea—FRRETEHZ LI TEEEA,

YL =T H AT — FEEEIELET,
password-policy username-check

(A7 ay) 2—FRESO/RAT — ROZH|Z username =~ > KTl 7 < change-password
Ay REeATLUERNDH LN ERELET,

password-policy authenticate enable

51 :

ciscoasa (config) # password-policy authenticate enable

FIHNINREITT A=A TT, EHL60HFETH, 2—W IRV — NE2EFESF 5L
MNTEET,

COMEEEAFNZL T, username 2~ REMFHL CRNAUV—REZERLLI> ETDHE, K
DTT— A v—IUNEREINET,

ERROR: Changing your own password is prohibited

clear configureusername 2~ > RZHH L THSOT AV FEHIRT 22 L b TEEHA,
HEEZRATLGAEIX, ROTT— A v E—URERRINET,

ERROR: You cannot delete all usernames because you are not allowed to delete yourself

EETIEX .



B <xv—roz=

INAD)—FKDZER

gE7tx |

NAT—RAKRY I —TRRAU— FOFHPMZHRE LI-GE,. A2 EES XA T— R
B LWARAT— RIZEFTANLERHY £4, XATU— KRR O —Fita A x—7 L=
LElE, TR — REEDOAX—LBRNHATT, WAT—RKRY —FGFERA F—T LT
RWGERIE, ZOXAYy REFEHTLZ S, BT AV NEEETLH L L TEE
kR

username /NA U — REEFFTHI21E, WOFNEEZFEITLET,

FIE

ROAS R ALET,

change-password [old-password old_password [new-password new_password]]

&1

ciscoasa# change-password old-password jOhncrlchton new-password a3rynsun

O RIZHIEDONRZA T — REZ AN L TWARWESIE, ASAICEL > TAARKRD N ET,

074 DBREZEMLTRTY S

ATy T

T/ NTEH, v A VERIZ0 BRRTFEEINE T, ZOMELENCT 50, Hilxk
K365 HETERETEET,
theb BEIIZ

cn U4 VBT b G DECRFSNET, T e A—S—B L0 TR
VU 7BETH, £2=y NBBHEOu /A VBREOHREHRFELET,

cn T A OBEET—21F, Ve—FRFEnd ERFshe< Ry £7,

e 1 2L Eo CLIE# S (SSH, Telnet, U T/ Y —)L) Tr—U/L AAAFRGEEZ A
F—=T M LT E. AAA VP — RO —FLFE - iIn—hL T —FZRXR—AD2—FZ4IZ
ZOEENEH SET, ASDM O u A IBREICRTE I EE A,

FIE

n A DEEOHR ZRD X HITHRELET,
aaa authentication login-history duration days

1 -

. EETIEX
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ATy T2

g7z 771 0908%

ciscoasa(config)# aaa authentication login-history duration 365

days % 1~ 365 HIZRETEET, T 74/ MI 90 TT, 1l A VEREENTDHITIE,
no aaa authentication login-history %2 A JJ L 97,

a—BRa AT HE LTOSSHOFEO X HI1Z, BEFOu /A L BREIFRINET,

cugel@l0.86.194.108"'s password:

User cugel logged in to ciscoasa at 21:04:10 UTC Dec 14 2016
Last login: 21:01:44 UTC Dec 14 2016 from ciscoasa console
Successful logins over the last 90 days: 6

Authentication failures since the last login: 0

Type help or '?' for a list of available commands.

ciscoasa>

07 A UEREEZRD X SRR LET,

show aaa login-history [user name)

£l

ciscoasa (config) # show aaa login-history

Login history for user: turjan

Logins in last 1 days: 1

Last successful login: 16:44:32 UTC Jul 23 2018 from console
Failures since last login: O

Last failed login: None

EETIVECRATHIVT 4 VI DERE

&

CLI Cshow 2~ RPN D a~<w> REATITIHHE. TV T 47 A v'—T % TACACS+
THOT 4T P—=NRETEET, 22— Ral A 95HL&, =—7)% enable 2~
VREANTDEE, FRFE YN I FERITI AL EDT AV T 4 VT ERETE
F7,

A R TAU T 4 TR TE 29— 33F, TACACS+ 721 T,
BHT 7 ABLIOAS 2—T N a~ R T UT 4 T RFETT HITE, ROTFNEEZEST
L/i—a—o

FIE

ROaA~ Re A LET,

aaa accounting {serial | telnet | ssh | enable} console server-tag

1 -

EETIEX .
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ATy T2

gE7tx |

ciscoasa(config)# aaa accounting telnet console group 1

Hh7e— Z—7 71 k=2 11% RADIUS & TACACS+ T,

aAvw Y RTHOT 4 T eA =T M LET, TACACS+H — N7 Ra~vr KT oy
TA T Y R—FLET,

aaa accounting command [privilege level] server-tag

B -

ciscoasa(config)# aaa accounting command privilege 15 group 1

privilege level &\ D ¥ —1U — R L BIHDORT 13T EH/NFFHEL L TH Y | server-tag 51501% ASA
WA RTATT 427 A y—V%E(ET D TACACSH —23 7 —T DAHITTT,

Ovyo 7% hoDEE

RIIZ K-> TE, 3~ > RHFRARCLIFZRIEZ 4 1275 &, ASACLID by 7T 7 hEN5
WAENDHY 9, BHFIL. ASAZHEETAZ LI TT 78 RAZEETEET, 72770,
TTCIary74FX¥a2b—valrB2RELELGAE. 2y 7 U FENEFEFIC D0 EEND
D E9,

WOFIZ, —Mxiyen v 777 bR L ZDORESEZRLET,

R1:CUZBESSVaAR Y FEFAIOAY I 7O~ T A

e aE %

Ay 79 &

5B EE: DU E—F |(®EE: JILFE—F

ol

2=V CLIGERE | R =)V T =% |m—J) T =2 _X— a7 L NRAU—=RL| AL v FnHASA~DE Y

NR—Z2 |z —W | AN —FNGFEEL laaa I~ FE2 Uy ML |[Yav B LET, VX

BEEL TR | RNERIE, v/ a0 v £, T AFATAN=A G, =
TET,

. EETIEX
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nvs7yrncomg [

Ayo 79 &
HERE “ SR BA MR : VoI E—F |®eE: vILFE—F
TACACS+ o~y |V—R"RBNHx T | = "NRRERETH|l. B/ AL, XATU—|1. ASATHXy hU—7J o

REFa] LTWa2EE | 2581F, n714 0% K& AAA a~ > RE Y74 FXalb—Yay
TACACS+ CLI 245 Z:HE:VC\ 721?‘— a<w ROANLTX Uty hLET, 753El/\<\‘f£}z\fsziz
NSy s R E | EE A, gy Lpy | T SBEEARECH
RADIUS CLIRGE | 37 LCU 3 o ~77;k§m, BEAE, AL v T
W, -H 5 ASA ~DE v L
ol m—av s L
e g AR LET, VAT
7_5/\_X%7j_— I = o
Ly ke LTl | DA
LL;¢ g O arTxz pcHn
= ° A THy hU—2 %
BMETHZENTEE
‘a‘o
2. =R FULEE
XlZey 77U MEN
Bk oz, m—=aL
T=HN—RAET 4 —
Wy 7 R E LT
ELET,
TACACSt 2~ |t iRt D/ | 2~ RFFAIDA 12— | TACACS+ — "D —H | 21 v FNHASA~DE v
REFA] W—HFFEE | TR0 F I, TH MeEELET, |varvaeEmlEd, VA
FELRVWAZ— [2—WFxhbl ko< . FRFELTAR—ANE | o
. . TACACS+ H— " ~DT ¥ -
PLLTEIA |V REANTER | oty pcn s e | V75 A MEBIY 2T
LT, nET, . R | T4 F2 L= a L DE
CRET DBED DD\ L L
B AT T VAT | G TACACS: 5t
vavicn gL, 5| e T e
. L |74 FX =g U EEE
AU—RKtaaaza~v N%x e
Uy b LESF TAHETCavy NI
° F4E—T T B LY
TEFET,
o—h) avy R +SREHEDR |a~vy R x— el 4L, XRAT—KE | AL vFNnHASA~DE v
] W —H L LT |7z 928, aaa I~ FE Uy ML |[va v dBRELET, VA
oy A4 LTW |a—FEonblba<v|£d, T RFAT A=A, 2
%, v REANTERL 72 VTFXAMIEIDEEZT

nET,

2—YP L EEFTH
EMNTEET,

gB77t2 |}
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B = zx7rez0Ez8y2y

FINAATIEADE=ZRY Y

THRARATIVREADE=Z Y 71200 TE, kO a<wr REZRLTIZE 0,
* show running-config all privilege all
Zoawr iR, TRTOa~vy RORHEL L E2FRLET,

show running-config all privilege all =~ > KDIFA | ASA [THFHE L ~LIZxtd 54 CLI =
~V ROBUEORI D Y TEAFRRLET, WIZ, Z0a~vy FOHNFIZRLET,

ciscoasa(config)# show running-config all privilege all
privilege show level 15 command aaa

privilege clear level 15 command aaa

privilege configure level 15 command aaa

privilege show level 15 command aaa-server
privilege clear level 15 command aaa-server
privilege configure level 15 command aaa-server
privilege show level 15 command access-group
privilege clear level 15 command access-group
privilege configure level 15 command access-group
privilege show level 15 command access-list
privilege clear level 15 command access-list
privilege configure level 15 command access-list
privilege show level 15 command activation-key
privilege configure level 15 command activation-key

» show running-config privilege level /evel

Zoa<wy NiE, BEOHREL LD a<y RERLET, level 81T, 0~ 15 O&H
DEFITT2 Y £,

WOBNL, FHEL V10 ICKT 23~ FRID Y TEZRLTWET,

ciscoasa(config)# show running-config all privilege level 10
privilege show level 10 command aaa
« show running-config privilege command =~ > R
Zoawr NI, BEOavy ROBHEL~LVEFRLET,
ROBNL, access-list 2~ > NZxfT5a~y REIDYTERLTVET,

ciscoasa(config) # show running-config all privilege command access-list
privilege show level 15 command access-list

privilege clear level 15 command access-list

privilege configure level 15 command access-list

 show curpriv
Zoawr R, Biffoun s Ay a—FEFRRLET,
KIZ. show curpriv 2~ RO FIZ R L £,

. EETIEX
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ciscoasa# show curpriv
Username: admin

Current privilege level:
Current Mode/s: P_PRIV

71z 7owez0E=4925 |

15

WD T, show curpriv 2~ > ROHEITHOWTHHA L £,

% 2:show curpriv a3 > K 7 DEREA

J4—IJLF

iEA

[Username]

[Username], 7 7 4/ b —% L LTy
A>3 5H L, ARilTenable 1 (—H
EXEC) £7-1% enable 15 (¥ EXEC)
%m0 ET,

Current privilege level

L~V OFEFIZ0~ 15T, n—hra<
Y RHFREREL Ca~vy ek L
AULIZEID Y TRWRY S D LR
UL~ 0 & 15 7217 T,

Current Modes

ERARER T 7 A F— RIFRD EFH Y T
TO
«P UNPR: =—# EXEC E— F (L
JL0oE 1)
«P PRIV : ¥} EXEC E— F (L1 2
~15)
*PCONF: a7 fFal—arE—
.

* show quota management-session
oo~y RiE, FRHTOBREDE vy a v EFERLET,

&IZ, show quota management-session =~ > RO Bz R L ET,

ciscoasa (config) # show quota management-session

quota
quota
quota
quota
quota
quota

management-session
management-session
management-session
management-session
management-session
management-session

limit 3

warning level 2
level O

high water 2
errors 0
warnings 0

show aaa login-history [user name]

Zoawr R, a—VZtou A UEREAERLET,

EETIEX .
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&IZ. show aaa login-history =~ > RDOH B2~ L ET,

ciscoasa(config) # show aaa login-history

Login history for user: turjan
Logins in last 1 days: 1

Last successful login:

Failures since last login: O
Last failed login: None

EBEBT7IORADERE

= 3.EEBT IV ERADERE

16:44:32 UTC Jul 23 2018 from console

HeE

N

ISy R Th—L =R

B

SSHAB X —GEZEHT 52— D
n»quEk/\xlj F%{iﬁﬁﬁ—éi“—"’j_a)
FaalE a2 XA L £,

9.6(3)/9.8(1)

9.6(2) VIO V—2TiE, u—h
b a—H F—HX—2R (ssh
authentication) Z {1/ L T AAA SSH
FREZ I RENICHENC L2 < Th,
SSH /ABH % —F8FE (aaa authentication
ssh console LOCAL) #HZhZ9 %2
LASTEE LI, 9.6(2) T, ASA T
AAA SSH FBREZ /RENICHE N T 5
VERHY E LT, ZOUY—AT
I%. AAA SSH #87E% BI/RIICH 2hIC
THXLEIHY FHA, 2—PFITHL
C ssh authentication =~ > R &% E T
LHE, IO TORGEFHT D
2—HFOa—AVBIENT 7 4L KT
AT iﬁV)iﬁ” I 62, BRI
AAA SSH 333k Ejﬂék\ Z D%

mnxv%bﬁ%@:%%%_
HHISNWET, £72. (EEDOAAAY—
s\ 4 A 7" (aaa authentication ssh
console radius_1 72 &) A#fifCT& %
T, L&z, —Hoa—¥FiEe—70
T =R R_R—= 2B LT —R
AEEfEH L, o= —+ L RADIUS T
INAYU— REHHTEET,

EEINT-avy Ridd b £8 A,

. EETIEX
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w27 w20BE [

HaE

iy

IS5y kTA—bY—R

B

07 A R

9.8(1)

T 7 4V N T, B A VBRI 90
ARG SILET, ZOEEL BRI
T o0, WA RK365 HE TERET
XET, 1 OUEOBEHAY v R
(SSH., ASDM, Telnet 72 &) Tro—
TV AAARBREZ BN L TV D855,
ORI —h L F—H R—=ZAD
=PRI OHBEHINET,

RO~ RPREASNE LT, aaa
authentication login-history. show aaa
login-history

NRAT— ROFHHE -4 L
THNRNAT— ROfEH 2 IET 25 3%
U— R AR —DiEH

9.8(1)

R T HRICDTZ 52T — RO FF|
ME, 2—HPHE—HTLHAU—F
DM ZEEETE L LIV EL
7o

MDA~ RIREAShE LT,
password-history. password-policy

reuse-interval, password-policy
username-check

ASDM (Z%f9" 5 ASA SSL H—/3 £— [9.6(2) m%iv/fk%Aﬁét (2, FERA

KN~y Fo 7 mﬁ%ﬁoMmMi—% ﬂbf
&%%%%kf%éio 7 EL
776
WDa~y REZEBLE L, http
authentication-certificate match

SSH /A BA % —RBGED U3 9.6(2) DRiO Y Y —ATlE, v—ha—HF

7 — 4 ~X—Z ((aaa authentication ssh
console LOCAL)) #flif L T AAASSH
WAEZ AN L72< TH, SSH A
& —38GE ((ssh authentication)) % %)
WZTH2EeMTEE L, ZOREIT
BEIEX7=72%, AAA SSH #RGE% HA
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