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TIT 47 IPT RVAZET =—)bd— "= J o728 4 TET,
failover cloud peer ip ip-address [port port-number]

TOIPT RL AR, HA BT ~D TCP 7 = — /LA — — {4 2 i T A 7= DI H &
FT, ZOR—bME, TTCRT 7T 4 T7TEBTHHAREERHD HAET ~DT = — /LA —
N9 LT XITERENET, NATHAHA ETRIICERE SN TWAEEIL. =
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CTCHR— P ERETILEPHLHBEN D 3, FEALOLEIT, N—FE2RETDLE
TH 0 =EA,

1

WOBNZ, BBV 7T o THEBEBOT 2— LI — "= T A —H EHRETDH
HEERLET,

failover cloud unit secondary
failover cloud peer ip 10.4.3.4 port 4444

RDERY
MBS T, BIIONRTA—=FERELET,

e Azure FBEEDORE (Azure '—EZX U UL ULV OREEZ LT v ¥ VO TE (14 ~<—
V) w=HR) .,

e Azure )V — MEBOKRE (Azure L— ks T—TLVORE (16 X—) #ZHM) |

BN T A =2 DR (7 =— VA — "= AL ZDMOREDOHRNK (13 X—) &%
)

o

73T T—ILA—IN\—INT A —FDERTE
VNS LT T 2= VA= N—REENAF A A TXET,

T —I)LA—N—HELZDHDZTEDIERK

COHETERAEREL DXTRA—F DT 7 )L FREICONWTIL, X7V v 7 757 RTO
To— )V F—R_R—DF T H L~ (§%—) BB LTLIIFIN,

IR HEIIZ
eI AT HFA R T RDY AT AFITAR—ATROREEZITVET,
s T VEBELEE DX VIEEOTMF TINLORELHERLET, 771~V EEHEN
LD FVEE~OREORIIH /A,

FI§

ATYF1 HAET L O@EICHEHATS TCP R— b 2fEEL £,

K"IYvy o559 FogaRUDG I z—Lt—n— [}




KTYY 959 FOBARMED 7 T —t—1— |
B rawes—cexTyvinmomEs LY v LORE

failover cloud port control port-number

51

ciscoasa (config)# failover cloud port control 4444

port-number 5%, ©7Y =7 EBEIMEMIND TCP R— FOFZFEZEIV HTES,

ZHICXY, TOT 4 TEEOO—VIREBICH D L IR A ZITAND T = — V=N — 5
BETCP AR — FRHRESINFET, T, N7 T v 7 ASAV BRI D7 77 4+ 7 ASAv T
B LA — R T,

GE) WHFOHAEYTODOT 74/ METH D 44442 #2222 BEIO LET, —FHD
HA 7 DT 74V MEZEETH551E, 99— O HA EEICHR UAFE AN
LI EEBEIDLET,

ATY T2 EEOR—V o ZH I LU —/b FRFHZZE LET,
failover cloud polltime poll time [ holdtime time]

1 -

ciscoasa(config) # failover cloud polltime 10 holdtime 30

polltime DAL 1 ~ 15 F T, hello N7 v FEZETE Moo L B EBNRME L
T~—27 &5 ETORMA, REFFFIICL > TRE Y £3. holdtime DHIFHIL 3 ~ 60 T
T, EEOR—Y RO EREOR—/L OB A5 2 I3 TEEd A, R—
U 7REzE 758, ASATREEZRIEL, 7=—AF— =% ) T —F 5 EDHE<
720 FF, 2 LERHTOmMIL, Ry U — 27 BR—RiICHEEE LSS R ERE) D B &
PTONDIRIK & 720 £7,

ATYT3 Azure B — R N7 oY OERET 0 —T | S5 TCP R— FEHEELE T,
failover cloud port probe port-number

1

ciscoasa (config)# failover cloud port probe 4443

HMATAzure 2 — R AT U REHINTWAGE, BEEGRNT 77 4 7HEBICEEIND
£, 775 4 7ASAVIZE — RART UYL DOTCP Fua—T 08B T A2 HERH Y 47,

Azure —EX TY O NIVADEIEEI LTV ILDETE

ASAVHA BT 2, Azure—E A 7Y U3 SV EFH L CL—F T —7 7R ED Azure V) Y —
AT 7 BALIZY, VY —REZEHETELHLIICTHI ENTEET, Azure Active Directory
(AD) 77V r—va vk L, LERHEREZED Y TOHLERDY £3, kOa~v K
EEAT S E, ASAVIZH—E R 7Y o v a M H L C Azure TRAESNLE T, Azure ¥—
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ATy T

ATy T2

ATvT3

ATv74

Azure 4—E 2 T oo LAORIEY Lo v LoBE [

ER Y L DFENC W TIE,  [ASAv Quick Start Guidel @ [Azure] D FEAZBMR L T
<&V,
IR BRI

TN AT HRARN BT RDUVAT AFITAR—ATROBEEITNVET,

I~ VEBLE DA VEBOR T TINOORTEEERLET, 774~ U EEMN
LN VIEE~OREORMIIH ¥ A,

FIE

Azure —E A TV LD Azure BT A7 U S a o ID ARELET,
failover cloud subscription-id subscription-id

1 -

(config) # failover cloud subscription-id ab2fe6éb2-c2bd-44

Azure V7 A7 V7> a DX, 7TV FHA 22— RN — N2 T 77 ¢ 7TEEREICIT 5
BARME, Azure V— kN T—T NV EEFET LI DICHNETT,

Azure h—E R TV VD7 LT Uy VIERERE L E T,

failover cloud authentication {application-id | directory-id | key}

72— )L —X—HZ Azure b— b T—T NV EEFE T AL, Azure £ VT T A NT T F ¥,
5TV BAF—FAFL TN~ T —TNIT 7 BATAHLERNHYET, T/ EBAF—
1%, HA X7 ZHli#4 2% Azure —E 2 7V o7 7Y r— a2 ID, T4L27 RV
ID, BLOREREZFEH L TREGLET,

Azure F—E R TV VDTSV r—2ar IDERELET,
failover cloud authentication application-id appl-id

51

(config) # failover cloud authentication application-id dfa92ce2-fead4-67b3-ad2a-6931704e4201

Azure f V7T ANT I F¥MHET VB8R F—%FRTHLEXEF, 2077 r—varID
753‘%‘%“@?«0

Azure —E R TV SV DT 4 L2 FY ID ARELET,
failover cloud authentication directory-id dir-id

1 -

(config) # failover cloud authentication directory-id 227b0f8f-684d-48fa-9803-c08138b77ae9
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. Azure )L— b T—TILDRE

ATy TH

Azure { V7 T ANTF I FAyMBT IV BA F—%2FERTHEXEF, ZDOFT 4127 U ID B
g T‘g_o

Azure —E R 7V 2L OREGEID ZRRE LET,
failover cloud authentication key secret-key [encrypt]

1 -

(config) # failover cloud authentication key 5yOhH593dtD/08gzAlWgulrkWz5dH02d2STk3LDbI4c=

Azure {1 V7 TARNT I FxnbT 7 EA F—%2HRTH L XT, ZOMERPLETT,
encrypt ¥ — U — NWRFEET 256, FA L running-config THE Sk S 4L E T,

Azure )L— kb T—TJILDHRTE

N—h T—TIIEREIE, ASAVRT 7T 4 77— N%EB &ML EITEHILHLEDOH D
Azure =—HEF/NL— MIETLHERTHEEINLTOVET, 7o— A — =TI, WEHL—
NeT 7T 4 THEBEICHRTOVNERHY I, T T 4 TEEIT, RESNZL— T =T
2R LBy — 2B FImT £,

G¥)

ATy T

TOT 4 THEBELE ANy 7Ty THEBOW ST TAzure /L — b T — T IUERERETDILERDH Y
F9,

1R BHHIIZ
TN AT HRARN FT— ROVAT LFEFTAN—ATROFBEEITVET,

T~ VEBLE DA VEBEOB T TINOOREEZHERLET, 774~ U EEMN
LED A VIEE~OREORMIIH ¥ A,

cAzure Y7 AZ U T gD EY—ER Y oL D Azure iREEY LT Y v L EE
Tr. Azure RIEEW A AT LET,

FIE

T = VA= N BRI RSB Azure — N T—T NV ERELE T,
failover cloud route-table table-name [subscription-id sub-id]

1
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ATy T2

ATvT3

Azure JL— b T—TILDRFE .

ciscoasa(config)# failover cloud route-table inside-rt

(A7 ayv) 220ULED Azure &7 A7 Y Ty a U TCa—FERON— N EEHT DI,
subscription-id /X7 A — X # & F T,
11 -

ciscoasa(config)# failover cloud route-table inside-rt subscription-id cd5fe6éb4-d2ed-45

route-table =~ > N L L@ subscription-id /X7 A —# (X, 7/ m— UL LYV TIRE Sz
Azure Y7 A7 VS a v D EA—N"—F4 RLET, Azure W 7 A2 V7 a3 ID #48E
79I route-table =~ > K& AJ19 5 &, 72—Vl subseription-id /X7 A — % BEH I E
T Azure 7 A7 Y 723 VID OFEICOW T, Azure M —E R 7 U UL oL OFRREY
LTy VORE (14 8—2) 2B LTLIIEEN,

(GE)  route-table =~ N& AJj79 %5 &, ASAv (L cfg-fover-cloud-rt €— R|{ZEI D &bV &
R

JLb— K~ T =TI Azure V V— AR T —T %R L £9,

rg resource-group

51

ciscoasa (cfg-fover-cloud-rt) # rg east-rg

Azure TO/L— b T—T )VOFEFHERIZITY V— R T )—TNNETT,

7 = VA= N EO N L B v — R R E L E T,
route name route-name prefix address-prefix nexthop ip-address

1 -

ciscoasa(cfg-fover-cloud-rt)# route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4

TRUVATFL 7497 AE IPT RLVATS LT 49T A AT via () BLEOKFEOR
F~2A27 L LTRESNET, 72& 213 192.120.0.0/16 72 £TY,

1
MR OB 2 IRITR L ET,

ciscoasa(config) # failover cloud route-table inside-rt
ciscoasa(cfg-fover-cloud-rt) # rg east-rg
ciscoasa(cfg-fover-cloud-rt)# route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4
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ciscoasa(config)# failover cloud route-table outside-rt
ciscoasa (cfg-fover-cloud-rt) # rg east-rg
ciscoasa(cfg-fover-cloud-rt) # route route-to-inside prefix 10.4.1.0/24 nexthop 10.4.2.4

TOT4TIINvHOTyT Jx—ILA—\—DEHI

TITATIN T T T T VA== {INTDHIE, T4~V EEEeh &Y
EEOW S CHREEZITIOMLERHY £, TIA~VEENLEH U F VU EBEICHREN R
N EEHYERFA, 72— NAd— = T 7 47 OWUFRIZEI L T, FEEE CRBEOKE
AR A KER T DN H Y £,

TIOTA4TIINVITYT ITx—ILA—NN—DTSAI)EBEDEM
1E

COEOFNEHKEST, TIT 4 TIN0 I T T T 2= )L —N—WEDO T T4~ ) ZHG8%h
WZLET,
1R BRI

TN AT HEA R FT— KDYV AT AFE[TANL—ZATROBEZITWVET,
FiE

ATFYT1 Tx2—NF—N—% A X—TVIZLET,
ciscoasa(config)# failover
RAFYT2 VAT A AT 4Fal—varE7TIvva ATVIRFELET,

ciscoasa(config)# write memory

51
WRIZ, T4~V EEORERFEOH EZRLET,

ciscoasa(config)# failover cloud unit primary
ciscoasa (config) # failover cloud peer ip 10.4.3.4

ciscoasa(config) # failover cloud authentication application-id
dfa92ce2-fead4-67b3-ad2a-693170

ciscoasa(config) # failover cloud authentication directory-id 227b0£8f-684d-48£fa-9803-c08138
ciscoasa(config)# failover cloud authentication key 5yOhH593dtD/08gzAWguH02d2STk3LDbI4c=
ciscoasa (config)# failover cloud authentication subscription-id ab2fe6b2-c2bd-44
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TIT 4N\

it

FOF4IRvs 79T Tr—nt—r—owhogyEEoant [

ciscoasa(config)# failover cloud route-table inside-rt

ciscoasa(cfg-fover-cloud-rt)# rg east-rg

ciscoasa(cfg-fover-cloud-rt)# route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4
ciscoasa(config)# failover cloud route-table outside-rt

ciscoasa (cfg-fover-cloud-rt) # rg east-rg

ciscoasa (cfg-fover-cloud-rt)# route route-to-inside prefix 10.4.1.0/24 nexthop 10.4.2.4

ciscoasa(config)# failover
ciscoasa (config)# write memory

RDRARY
AU X VEEEENCLET,

WHTwT IJx—)LA—nN—DthoF ) EBOEFD

COWEDOFBEIH ST, TITATIN I T T T x—NA— =l h %) 2H%)
Iz LET,
IR HEIIC

TN AVTHRAN = RDVAT AFEITAN—=RATIROREEZITWVET,
FE

T2V N—H A X =T M LET,
ciscoasa(config)# failover
VAT AT 4 FXal—vark 77y va AEVICRELET,

ciscoasa(config)# write memory

1
WIS, B H Y ERBEOERRBEDOHZRLET,

ciscoasa(config) # failover cloud unit secondary
ciscoasa(config)# failover cloud peer ip 10.4.3.5

ciscoasa(config)# failover cloud authentication application-id
dfa92ce2-fea4-67b3-ad2a-693170

ciscoasa(config) # failover cloud authentication directory-id 227b0£8f-684d-48£fa-9803-c08138
ciscoasa(config)# failover cloud authentication key 5yOhH593dtD/08gzAWguH02d2STk3LDbI4c=
ciscoasa(config) # failover cloud authentication subscription-id ab2fe6b2-c2bd-44
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INT 1wy

ciscoasa(config)# failover cloud route-table inside-rt
ciscoasa (cfg-fover-cloud-rt) # rg east-rg
ciscoasa(cfg-fover-cloud-rt)# route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4

ciscoasa(config)# failover cloud route-table outside-rt
ciscoasa(cfg-fover-cloud-rt)# rg east-rg
ciscoasa (cfg-fover-cloud-rt)# route route-to-inside prefix 10.4.1.0/24 nexthop 10.4.2.4

ciscoasa(config)# failover
ciscoasa (config)# write memory

D953 FTO7z— LA —nN—0DEHE

COETE, 72—V —N—%2FHNN BT T FND 7 z— A — " — EE L EH
THHEZOWTHALET, HAEENOHIOEREICT = — VA — _R— 2RI ET T 5
FFEIZOWTHIRA L E T,

71— )LA—/N\—DEHIET

ATy T

ATy T2

AL S BB ZRENNCT 7T 4 7T DIE, ROa~v s REFETLET,

1R BHEIIZ
TN ATERARN BT— ROVAT AETFTAR—ATCRO A~y REEHLET,

FIE

AL UNRAIEBTASI LIRS, 7 = — A — =i EZ TS n £,
failover active

11 -

ciscoasa# failover active

AL UNAREBITT 7T 4 TEEEITR D ET,

TIT 4 THEBETAI LSS, 72— A — "=l TENnET,
no failover active

&1

ciscoasa# no failover active

T T 4 THEEIIAZ R HEEICR Y £,
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IL— bDEFH

Azure D)L— FOARBENT 75 4 7 2 —/L D ASAv & FE L TWAEASIE. kD EXEC 2w
Rz LT ASAy T/L— F A d8El & £,

1R BRI
VTN AT HRARN = RDVAT AFETAR—ATROa~x > REFEHLET,

FIE

TIT 4 THEBEONL— N ERFLET,
failover cloud update routes

&1

ciscoasa# failover cloud update routes
Beginning route-table updates
Routes changed

Zoav U RiE, T2 747 B—/LOASAY TOHAARTT, FRALCKKT DL, a2~ Ml
771% Route changes failed &72 0 F97,

Azure FREEDFRELE

Azure T ASAv HA D AZ RIS E DX, —ERX U IV ORENTENDIEMT
HHVLENH Y £9, UL Azure FREEN RV E . ASAVEE (XY VY — AT 7B AL T,

T o= V= NR—H B L0 — FEFEFIT LY TEERA, V2= VA —R—REE
TARLT, Azure "—E A 7V Ui oULDROERICHEST 2T — 2B T&E £9,

74127 KU ID
* Application ID

* Authentication Key

1R BHIIZ
VTN ATXARN E— RDVAT LAFTANR—ATROa~ > REFHLET,

FIE

ASAv HA fRED Azure FBiFEE 2T A M LET,

test failover cloud authentication
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1 :

ciscoasa(config)# test failover cloud authentication
Checking authentication to cloud provider
Authentication Succeeded

oS %E&Té L. o< RHJIIE authentication Failed 780 F97,

T4V R YD EFRIET TV A—2 a3 IDBELLSRESN TWRWES. Azure 13383
=2 VRS T 572D ORESTERCTHRESNZY V—A&2F# L EHA, ZOFKRMET b
VDA Ry MNERIZIRO X 512720 F£97,

Error Connection - Unexpected status in response to access token request: Bad Request

T4V RYIDERIET 7YV r—2 a3 VIDIZIELWA, FBIEXF—DE LS EREI LTV AN
Yt Azure I338FE b — 7 VB2 AR T HMEREZFTF AT LERA, ZOFREFEZ NI DA XV NE
FEIZIRD & 512720 £,

Error Connection - Unexpected status in response to access token request: Unauthorized

INTV9 D D59 RFTODIz—ILA—/N—DE=H

TOWETE, 72— A —N"— AF—HRAERFE=FTEHFEICZHOWTIHRALET,

Jx—I)LA—/I\—RXRT—4E2 X
T2 )V —N— AT —H AT HTHIZE, ROWTIrOa~vy REATTLET,
* show failover

TEOT = — NV F—"—REICOWNWTOFREF R LET, KRiXEDREERDIEIL not
configured & FRIINVET,

o— PEFERIZ, 77T 4 THREICH LTORFRSNET,

H

* show failover history

HAALAZ LT BREL~NL, AXRVEIIAT, BIOARVEITHFRA NG 2 —
N —_R— A R NDBEFEZFRRLET,

TJx—I)LA—iN\— A yt—

7 T —I)LA—/\—® syslog A vt —3

ASA 1T, EA oA ET T IAFT VT 4 LUV 2 DT = —)LF—"— 2D\ T, D
syslog A v E—VEFITLET, ZNHDA vy =V Z2FRTHITE, [syslog A v E— 77
A F] #BELTZE0, Syslog A v &— VORI 1045xx & 1055xx TF,
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G¥)

7 =)L A== DI, ASAITFRFRAIC /’\’/ NED LT, A F—T7 = A A% EH)
L., syslog A v E—V%ERLET, ZHUTEFEOT 77 4 BT 4 TT,

ALy FA—=/N—HIZAK Z I D syslog DBz RITR L ET,

$ASA-3-105509: (Primary) Error sending Hello message to peer unit 10.22.3.5, error:
Unknown error

$ASA-1-104500: (Primary) Switching to ACTIVE - switch reason: Unable to send message to
Active unit

SASA-5-105522: (Primary) Updating route-table wc-rt-inside
$ASA-5-105523: (Primary) Updated route-table wc-rt-inside
SASA-5-105522: (Primary) Updating route-table wc-rt-outside

( )
( )
( )
SASA-5-105523: (Primary) Updated route-table wc-rt-outside
( )
( )
( )

$ASA-5-105542: (Primary) Enabling load balancer probe responses
$ASA-5-105503: (Primary) Internal state changed from Backup to Active no peer
$ASA-5-105520: (Primary) Responding to Azure Load Balancer probes

N7V vy 7T ROBEANZREET 54 syslog (213, HEEOKEINRYNGENMSNET
((Primary) % 721% (Secondary)) .
TI— A —N—TFNY G Ayt—2

TRy T Awv—TBFRT HIZIEL, debug fover =2~ RaE A LET, FEMIZOWTIL,
avr RV 77 L AEBRL TSN,

GE)

CPUT B BATIET ANy ZHINZE T T7AF ) T 4 MEID L THNTWATD, T3y 7T HIT)
EATDEVATANT = P RAIRELSHETLHZENHVET, 20D, FrEDOMED
N TNY 2a—T 4 VT EITIHEER, CiscoTACED h T TN a—T 4T By arn
MR Y debug fover =~ RafH L T 7ZE0,

SNMPD 7 = —)LA—/"— +S v

7z — VA — 3= 2% % SNMPsyslog ~ 7 v 7 & %53 521X, SNMP k7 v 7% SNMP &
AT = g VICEETAEIICSNMP=—V = hERE L, syslogdh A h&EFHE L., B
VD SNMP B A7 —3 3 /T Cisco syslog MIB % =2 > /34 )L L E£7,

INT Yy D59 RTOIT z—ILA—IN—DERE

HEER )1)—Xx HEEETEER
Microsoft Azure TDT 7 T 4 7/23 v 7 19.8(200) ZOMERENEAIINE LT,

T T z— ) ——
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