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BEOY —EADY—E X F4 v b KCDITBERLET,

GE)

2*7” v 1 ~3TiX, 7ua barvBIrniTbhEd, ZNUEDRAT v 7 D%, Kerberos LAt D
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D FEHA

debug webvpn ked

Active Directory T®D Windows U —E X 7A o > kDB
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* Server Group Configuration
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* [Reactivation Mode] : HHJDE— NIZxfIST 54 S ar RE w27 ) v 7 LET
([Depletion] £ 7=1% [Timed]) , [Depletion] &— RDEE . FEENFEAE L= — N,
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« [Interface Name] : " — SN HEET DA v X —T o4 ZZBIRL 9, —ikiC, &3
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» Kerberos Parameter
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20 AT v vaBRUPE YA REGE, EED 1 XFIT—HLET,

c[x-ylE, x Dy ETOHPOATED 1 LFL—HLET, x ILTANSIXFEY NNOH
H1XFHEEFL, yido 1 XFreRLET,
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HTTP 72X H— "D IP 7 R L AZIEET 2 HIEOREE L LT, [Specify PAC file URL] %
BIRL T, 770 HicFdvra—Ryi7axvHEIar 74 X2 b—va vy 77 A VERE
T&FEd, Furuo—RFN%E T35 E. PAC 7 7 A /LiX JavaScript #ERE 2 f# F§ L T4 URL ®
Tax AWM LET, BETLS 70— RIZ, Wttp/ Z AL, TRIVEEREY 7 AV
® URL # AJJLET, http:// DE 3 EHEMET DL, ASAITZD URL ZEH L 7,

HTTPS 7' ¥ =AM T 5089 AR L £,
7Y w7 LT, IPT7 RLUAEIIARA M THTTPS 7o — %5 L £,
SN HTTPS 7' r—"DFRA M ETITIP T RLAZ AT LET,
HTTPS R A2 Z(ETHR— 2 AN LET, T 74/ FDOFR— hE 443 TT,
(fEE) HTTPS 7 X ¥ H—NIZEEFETERWVWEIIZTH 1 20 URL, F72I13#E%(D URL
DAr~<FEY VA NEANLET, TORX M) ZITELFHEOHIRITH D EHANR, a~<
YREBERTSRLFUTERD LT LHMNENHY £T, V7T F/LURL ZHEET D0, K
DIANKI— REFEATEET,
c* I, AT vva () EVUAR () 2BDEEOXFIE—HELET, ZOUANLER
= RiF, FHEFAR) T EBIHEATHILERH D T,

20F, AT v vaBLUOE I A REED, FEDO 1 XFIC—HLET,
s [x-y] 1, x5y ETOHFAOLED 1 L7 —FHLET, x ITANSI X TPy NNDOH
H1XF%EFL, yIBIO 1 XTFERLET,

s [Ix-y] 1X, #PHAADAEE D 1 07— L E 7,

(A7 ar) £ HITPS 7’u % VERIZZ—VZ ZMHI L CREARNZ: 7 0 % L3823
AL, ¥F—U—FE2 AN LET,

ZHTTPS R & b7 uxy h—NCEEEINDHRRAT—RKE AN LET,

LA SSLVPN v <3 > TOHTTPS D{EHH

HTTPS D% EL JJH?L“C Web A &7 a hany s L— RIKES cookie N1 ¥ v 7
NORETDDITRILD Web EF =2 VT 4 R — AD=ALTHD HTTP
Strlct—Transport-Securlty (HSTS) ZHzhZ L E£9, HSTS %, UAKB LT 7 v % HTTPS Web
YA MIUFA LT ML, ROT A VI T4 T HFETOHIEIZEIVIBELLELZA LT 7 MY
FR23EIAL 5 F T Web — 22T L 77,

Strict-Transport-Security: max-age="”31536000"; preload;
ENENOFAITRO L BY T,

http-headers : ASA "D 7 T UHFICEFEINDLIEIERHTTP ~v ¥ —52RELET, V7
E— RERET D0, T3TO http-headers FHEZ# V> FLET,

s hsts-client : HSTS 77 A 7> ~ & L CHERE S D HTTP H—/\/ 5 D HSTS ~ v & — DALER
ZPME L E 9,
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senable : HSTS ARV v — 2 A& FE /I3 BT RN TEET, Ashicds L, BE
N HSTS AR A k& HSTS ~v Z—IZ¥ L CHSTS AN U U —R#H SN E T,

* hsts-server : ASA 7257 F U YITEETH HSTS ~v A —%RELET, ASA T~y & —
ZHAZ, HTTP TR HTTPS 2 L7277 B 2 DA ZHATH L 5 7 7 P ITHER
L/\iﬁ—o

e max-age : (FXEFTHE) Web — 328 HSTS AR A h & L CHAZe i, HTTPS DA% fifi

HALTEXaT T 78 ASNDLEDOH DR ERBEMTIRELE T, T 74/ b
I 183 TF (10,886,400 F») , #iPHIZ 8 ] ~ 365 H TJ (0 ~ 31,536,000> Fb) ,
spreload : 77 UHIZXH L, T TICUABLIOT 7 UGS, HSTSHAA &L
TRV HOMEDHD RAA DY A NDFHRAAERRTLET, ) a— NIz
VA RNDOFEIEZIUABLIONT ZUFIKFEL, FUABLOT Z ¥ ifhoT L2
T A4 T OWHFHENIK L TEMOFIRAZIEET S Z LN TEET, 72L& 21X, Chrome
O7Ya—F U R NI, HSTS D KRFEMHPD72< &6 181 (10,886,400F)) TH D
ZEERELET,

* X-content-type-options : [ X-Content-Type-Options: nosniff| JG5&~v X —DHEFEEH L
3w

» x-xss-protection : [ X-XSS-Protection: 1[; mode=block]| &~ X —DHEEFEEH NI L E
ﬁ‘o

FIE

AT 71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Proxies] DJI&
WZEIR L E 9,
AT w T2 HSTS OFEZNEHM (B4 T 25 [HSTS Max Age] ZHEE L £77,

flED#IPHIZ <0 ~ 31536000> FT9, 7T 7 4L ML 10,886,400 (18 #) T, Z DHIRIZET
5L, HSTS IXEZTIER< a0 97,

HSTS DA (080 . EOHIPFHIL <0 ~ 31536000> F T3, 57 4 /L FE 10,886,400 (18
H) T, ZORIRICETSE, HSTSITARI Tl 20 £,

T7IoUHr—37A774IL AR E— 3y
JL—LIT7—YDETE
AT FUASSLICHAIAEN TWAT IV r—y g TuZ vy ANV TAA<AAE—2 3

Y7V —AU—2 (APCF) A7 varz2EHTHE, BEUNOT Y r— 3 0 RWeb U
V— A% ASA TR LT, 7947 FL ASSLVPN B CEFIZERTXALLIIIRD F
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9, APCF 707 7 A M2, HEDOT 7V r—ra 2L T, Wo (R, F%) . 22
D (o H— KL, TR, IEE) M (T—F) EEBRTLNERETDIAZ VT R3HY
£, A7 V7 MIXMLEXTREES, sed (A MY —L =5 4 &) ORESCEMALTX
FTIBLOTFA N2 LET,

ASA TIIHEED APCF 7’0 7 7 A N WITL TREB I OFEITTEXET, 1 2D APCF 7'
T 7 ANDAT VT NNITHEE D APCENA— L E2#EHATHZ N TEET, ASAL. REERE
WCHEASNWT, | HVIL— VA RANAEL L, RIZ2FBITHVIL— L Z LB L 7,

APCF 7 a7 7 A ME, ASADT T v a AEY [ HTTP %—/3 HTTPS $—/3 FE7/2|XTFTP
P NIRIFTE LTS

APCF 77 7 A /UL, YAaDHEBEDOYR— FBZITONDEEDOHRETDHZ L 2B
WLET,

APCF JO 774 ILDEHE

APCF a7 57 AT, ASAD 75 v 2 AFY  HTTP %—/3, HTTPS #—/3_ FTP H—
N, FETIXTFTP — IR FETE ET, ZDO-3A U, APCF Ny r—U 5B, wE, B
JOHIBRT 28568 L., Ny r—VE2ERIEMNIZGE U CTHENEZ B EAICER LET,

FIE

AT 71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Application
Helper] DNEIZHEAF T, Z 2 TlE, ROWRELFATTE LT,

«[Add/Edit] 27 U v 27 LT, #H LWAPCF 711 7 7 A L ZAERLT D 7>, BEfED APCF 7' 11
TrANEERLET,

* [Flashfile] #FR L T, ASAD T T v a AEVITHEFEEN TS APCE 7 7 A V%
BELET,

KIZ, [Upload]| 27 Vw7 LT, v—A) A Ea—FNHASADT7 Ty a 77
AN AT LIZAPCF 7 7 A VEEAGT 270>, [Browse] 227 Vv 7 LT, 77 v a
AU NOBEIED APCF 23R L 97,

* [URL] #3#R L C, HTTP, HTTPS, FTP, F7-IX TFTP % — /5 APCF 7 7 A V%
L ET,
*[Delete] #27 Vv 27 LT, BEFO APCF 7 7 7 A LV ZHIBR L 9, MEROE HIZTERS
ne, RHELLTEERA,
* [Move Up] £721% [Move Down] %27 V v 7 LT, U A KNN®D APCF 71 7 7 A LDJIEF%
ANEZET, EFIE, X2 APCF Va7 7 A VERELET,

AT9 T2 VANMIEENMZLN TR, [Refresh) 27 U v 27 LET,
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apck Sy r—oa7yFo—r |

APCF /Xy —S D7 v Fo— K

ATy T

ATy T2

ATvT3

RTv74

ATy TH

ATvT6

ATy T17

FIE

o a—# ElZHD APCF 7 7 A ~DNANRFRENE T, [Browse Local] #27 U v 7 L
TIDT 4=V RIZRREBEWIZHAT 20, "ZAEZ AN LET,

APCF 7 7 A NVZE RO T, arBa—HXIZHEXT 2 LB RTDI2T7 ) v 7 LET,
[Select File Path] % 4 7 1 7R v 7 AT, HpOw—H)/b A Ea—Z CHREICT 7 EA L
TANE DONENFRRINET, APCF 7 7 A /WZBEN L TERIRL, [Open] %7 U v 7 LE
9", ASDM 7° [Local File Path] 7 4 —/L RIZ7 7 A VD /RAZFFA L £ 7,

APCF 7 7 A V% 7T v 71— K925 ASA LD X273 [Flash File System Path] (ZF /RS E T,
[Browse Flash] #7 U v 7 LC, APCF 7 7 A V%7 v 71— 345 ASA LOBFT24E L £
7, [Browse Flash] ¥ A 7R VAR > 7 A2, 7T v a AEYDONERRRINET,

B—H) A Ea—2 TERLIZAPCF 7 7 A VDT 7 A VABRERINET, RELEZD<TZ
WIZ, ZOLAFTEENT L2 2BEIOLET, ZO7 7 A VDOARINBIELSERSINTND
ZEEMERL, [OK] 27 Vw7 LET, [BrowseFlash)| #4712 7Ry 7 AN LEYT, ASDM
73 [Flash File System Path] 7 4 —/L RKIZT7 v 72— RKED7 7 A )V RAZBALET,
BoOarEa—H EOAPCF 7 7 A VOYHTE, APCF 7 7 A V& ASAILH 7 mr— KT 5
Wi &R E L7= 5., [Upload File] 27 V v 7 L £,

[Status] 7 1 & RUNRERR S, 7 7 A WVIREFIIBRW o £ EORBEEMERF L £ 77, #5503
Y | [Information] 77 ¢ > K 7 |Z [File is uploaded to flash successfully.| L\ 9 A v E—T 3%
IRENFET, [OK] %227 U w27 LET, [Upload Image] ¥ A 7122 7 4 Rk, [Local File
Path] 77 4 —/L K & [Flash File System Path] 7 4 —/\ RKONERHIFRINET, Ziud, slo7 7
ANET v ITa—RTEHTEE2RLET, BIOT77ANVET v 7 r— RT5I21X, ERoF
EZ MK L E3, ZTRLUADEAIL, [Closel 227 V v LET,

[UploadImage] ¥ 1 702/ v 4 RUZUET, APCF 77 ANET7 Ty a AEVICT v
Ia— KL%k, 37 vy 77— RLARWEAIZ, [Closelz 7 Vv 7 LET, 7Ty 7a—FR
T 554 121%, [APCF] ¥ « > K @ [APCF File Location] 7 4 —/L RIZ7 7 A WA BFER ST
9, Ty u—RLARWEAEIZIE,  TAreyou sure you want to close the dialog without uploading
thefile?] & 3425 [CloseMessage] ¥ A 7 B 7Ry J ANRKRINET, 77 A NVET v 7o —
RLZRWEGEEIL, [OK] %2727 U w7 LET, [CloseMessage] ¥4 7 v 7 7K 7 A & [Upload Image]
FALTa TRy 7 AR L S5, APCF [Add/Edit] XA »BNERENET, 77 A NVET v 7
1 — K955 1%, [Close Message] ¥ A 722/ Ry 7 AD [Cancel] 27 Vv 7 LET, ¥AT
B 7Ry 7 AR LB, 74— RO O E EORIE T [Upload Image] 1 7 1 7R
I ANHEERREINET, [UploadFilel 27 U v 7 L%,
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B eecr oy rom

APCF /N4y FDEHE

FIE

AT9T1 kOa~vy RE[FEH LT, APCF N7 v M &BIN, . BIOHIBRL., 37 v b & EEIEN
[ VN D QA =7 d= S
* [APCF File Location] : APCF /N> r— Y DT Ic BT 21F A&~ L7, T4k, ASA

D77 wa AFY HITP ¥—/3 HTTPS ¥—/3, FTP % —/3, ET7ZIX TFTP % —/"D
WFRDTT,

« [Add/Edit] : Bl E 721347 D APCF 71 7 7 A VA BINE - I3MRE L £7,
« [Delete] : BEfFDOAPCF 7' 7 7 A L ZHIBR L £4, MERSh T, CVELLTEXEEA,

*[MoveUp]: YA RNNDAPCF7r 7 7 A VAEFHEELET, UANMILD, ASA D APCF
T 7y ANVEERT L EEOIEFRRED £,

ATw 72 [FlashFile] #7 Vv 7 LT, ASADT7 T v a AEVIMFESN TS APCF 7 7 A V%45
ELET,

ATYT3 779 a2 AR VIHREENTWDHAPCEF 7 7 A VDR AB AT LET, NAZTTITBEML
TWAERIE, TONRNAERET LD UIE, 77 vy a AE VIS 7z APCF
TrAMIIEA LT NLET,

ATv 74 [BrowseFlash| 27V v 7 LT, 77 v a AEVESML, APCF 7 7 A LV ERELE T,
[Browse Flash Dialog] XA > NFK /RS LE T, [Folders] 3 & O [Files] ¥ %5 L T APCF 7 7
ANERELET, APCF7 7 A LV ZFIRL T, [OK]Z 27 Vv 7 LET, 77 A /L~D/RARN
[Path] 7 4 —/V RIZR RSN ET,

GE) Bl ¥ v m— KL= APCF 7 7 A L OLARINFR SR WEEITIE, [Refresh] & 7
Uy LET,

*[Upload] : APCF 7 7 f VvEa—H)b A Ea—F N5 ASA 7T vva 774
v VAT AT v 7 r— RKLET, [Upload APCF Package] ~A > NHER I E
D

« [URL] : HTTP #—~3, HTTPS % —/3, F7ZIL TFTP —NIZRFIN TV D
APCF 7 7 A VEMERT25GI27 ) v 7 LET,

* [ftp, http, https, and tfip] (T~ 72 L) = XA T EHFELET,

«[URL] (Z-L72 L) :FTP, HTTP, HTTPS, FE7/IXTFTH— " ~D/X2% AJ]
Lij‘o
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APCF £

APCF 777 AL, XML 74—~ v hBLWsed 27V 7 FOWELEZFEHLET, KD
T, ZOEEITHERT A XML ¥ 725~ LET,

APCFDHA K54 >

APCF 77 7 A LDV EBLHE, RT3 —< U ANMETLEYD, IFE L RNWEBHOo
UTFUVIIRABEAENHYFET, YRAaOZ Y= T Y TR, 1TEA DA, APCF
T Ty ANERMT S ETEET Y r—a o ORE EOREE I L TWET,

= 1:APCFXML 2 7

2T B/

<APCF>...</APCF> T _XTHDAPCFXML 7 7 A WV EZBEL 72D D
HDON— NEHE,

<version>1.0</version> APCF ORIENR—2 g VEIFET A MNHEDF
7o BUED/N—Y 3 13 1.0 7213 T

<application>...</application> XML ek DAL & FHTe A Z 7,

<id> text </id> Z DFFED APCF R % feilk 3~ 5 M X 7,

<apcf-entities>...</apcf-entities> H—F 721385 D APCF =7 4 7 ¢ Z i
WEH T,

<js-object>...</js-object> INGDETDIHLO DB, a7 O

<html-object>. .. </html-object> FEFA F 7213 APCF ALEE DS 320 S L 5 Be P & 45
ELFET,

<process-request-header>...</process-request-header>
<process-response-header>...</process-response-header>
<preprocess-response-body>...</preprocess-response-body>
<postprocess-response-body>...</postprocess-response-body>
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29

EREMN

<conditions>. .. </conditions>

RLBRRETFS K OV O F- B X 7T IRDAL
HEMEZRE L LT,
* http-version (1.1, 1.0, 0.9 72 &)
* http-method (get. put, post, webdav)
s http-scheme ("http/". "https/". % Dfth)
° ("a".'”Z” | "A"'."Z” | "0".'"9" | "._7*[]?”) %
& e server-regexp IEHFEH

° ("a".."Z” | "A".."Z” | "0".'"9" |
"o X0V & & e server-famatch IE R
FE

* user-agent-regexp
* user-agent-fnmatch
* request-uri-regexp
* request-uri-fnmatch

« SMEH T DS B 200 ERNEIET DA
ASA T T _TO¥ 7k L TimEl AND
HFEITLET,

<action> ... </action>

BELIEGHTI DU EDT 7 v avikay
TUYTTIy T LET, INbDT v ay
PEFRTDHICNE, ko TR ET (F
L) .

e <do>

* <sed-script>

* <rewrite-header>
* <add-header>

e <delete-header>

9547V ELASSLVWPNDOI Y T4 FaL—2a Yy
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29 EREMN

<do>...</do> WDONTNDLDOT 7 a v OEFRITHEHAEN
BT 7 vay BT OFEEZTT,
o <po-rewrite/> : U E— k P — "I E521E

Licarrroxz bEXLEEA,

e <no-toolbar/> : WV — L N—FHHA L EH
/1/0

s <no-gzip/> : AT UV EIEME L AL

o <force-cache/>:TCD F ¥ v ¥ = i & #EFF
[/ \i j—o

« <force-no-cache/> : A7V =V FEx ¥ v
aTERWVWESICLET,

« < downgrade-http-version-on-backend> : U
T— b P=NZERZEEFETDHLEZIC
HTTP/1.0 Z i L £9,

<sed-script> TEXT </sed-script> FTXRARN—ZADF T NOaALFTLY
DERIMERSNDT 7 ay 27 OTEHR
T7, TEXTIZH%72 Sed A7 V7 FTh D
VENH Y £9, <sed-script> 1L, L&V E]
|\ B2 7z <conditions> # 7@ S E
R

<rewrite-header></rewrite-header> T ay 2T OLEFETYT, <header> DT+
R K T CHRE SN HTTP ~ v X —Dfi%
AL FET <header> (LLFEZHL TS
AV

<add-header></add-header> <header> O HF# KX 7/ TREINT=H L
HTTP~y X —DBINAFEH ST 7 v a v
2 T DFFFETY <header> UL TEZZSHL T
TEEWN)

<delete-header></delete-header> <header> DFE =X J CHREINTZEHETED
HTTP~» # —OHIBRICER Sh b7 7 v a v
X 7D HFHETT <header> (LA FEZBL T
TEEW)
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29 EREMN

<header></header> EEX BN, EEFHIBRSILS HTTP ~v
F—ERELET, L& X, ROZTIX
Connection & V9 £ {0 HTTP ~ v Z —DIE
EERLET,

<rewrite-header>
<header>Connection</header>
<value>close</value>
</rewrite-header>

APCF 0% 7E 15l

<APCF>
<version>1.0</version>
<application>
<id>Do not compress content from example.com</id>
<apcf-entities>
<process-request-header>
<conditions>
<server-fnmatch>*.example.com</server-fnmatch>
</conditions>
<action>
<do><no-gzip/></do>
</action>
</process-request-header>
</apcf-entities>
</application>
</APCF>

<APCF>
<version>1.0</version>
<application>
<id>Change MIME type for all .xyz objects</id>
<apcf-entities>
<process-response-header>
<conditions>
<request-uri-fnmatch>*.xyz</request-uri-fnmatch>
</conditions>
<action>
<rewrite-header>
<header>Content-Type</header>
<value>text/html</value>
</rewrite-header>
</action>
</process-response-header>
</apcf-entities>
</application>
</APCF>

w3 UNETE

"

[Clientless SSL VPN Add/Edit Internal Group Policy] > [More Options] > [Session Settings] 7 « K
VT, 7 IAT U FUVASSLVPN OBy v a bty g VOMICAA—=YF T4 X

=SERISATUMLASSLVWPNDOAY 74 FXal—Yay
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ATvT1

ATy T2

ATvT3

ATv74

I a—F4vy .

Fa—PERERECTEET, TIALMEY, KIA—T RY o~ EF T4 b DI —
TR =IO REEMWALET, ZOUV 4 RUEBEHLT, 74V KTV —T R v—
DIR—=VFF A4 XENT=7 TAT > b L ASSL VPN 2—HFH, BLORZ NS DOHREE %X
BWMEDITN—T R o —FT _XTCEHFELET,

FIE

[none] %7 U w7925 H, F£72iF [User Storage Location] Ku v 77X A=a—M57 74
Y= Ta han (smbEidfp) 27V 7 LES, YRAaTE, 2—HF XA FL—Z
CIFS T2 Z L2 MR L E3, 2—P4/ 2T — RE721FHR— hEHEZ2 M HE 912 CIFS
ARETE LT, [CIFS] ZBIRT 25513, ROMLEz AN LET,

cifs//cifs-share/user/data

[smb] F 721X [fip] Z1BIRT 2551, WOELZHEHAL T, OTHFA N7 40—V NIZT7 7 A
VAT ADEEEATILET,

username:password@host:port-number/path
WIZHI 2~ L £ 9, mike:mysecret@ftpserver3:2323/public

G¥) a7 4Xalb—raillE, 2—H4, NAT—F, BLOEFHEAE X —IUR
ENTWETRN, ASAIFNE T L IY XA L VIEEL LB TT — % 2R 1FE L.
FTOT— X ERH#ELET,

MERIGE. REGIT A~ — R T 78X TEEL0T 27D X2 VT T I7A47T
VANESTLFHN AT LET,

[Storage Objects] K2 7' X7 A =2 —nHLIROWTNADOF S a U ERIRL T, =2—3
LD T —"PMEHT A7V =7 FEELET, ASAIL., ZNbDA 7V =7 Mk
fFLCZ 747 N ASSLVPN ¥ife &2 R— F LET,

* cookies,credentials

 cookies
« J LT UYL
Ty alEEAALT U RNTLHEED NI I YA ADORFEEZKBEfTAN LE

T ZORMEIEL 12O N g T EHESAES, 2oL b RERINT UV
7y aviEdn, kyvaryoiRYhs a2y B LET,

I oa—T4>9

WFxya—T 4 7% IXFa—F] R [XFEEy b EHPEEN, rawT—% (001 7%
L) BXFLEMBEDLY, T—XERLET, AT LIXFza— FFRL SEEICk-T
WEVET, H—0FXE2fE5>SHELHL, FDRVWSELH Y £3, @FiT, #Hikizcko
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BESISATYRLASSLWPNOIY T4 FaL—vay |
B sz x—F  romrsrgas

TT IV THHENDGT 740V bOa— REXNRFED FTR, VE—ha2—VPRNEFT S
ey TEET, YUYV ESN o a—RERmET AL TE, EDOT
a— N> T RF2 AV MEHRRLET,

xya— K@Mk R—2 L R=U TSNS LFa— FHFRoEA2EET5 2 & T,
ZA—PRNT TP EFEH L TWAHIESC, 77 7T M 500 TIZEFRRL, =Y
NIELLSFRENDLHIICTEET,

7 7 4/ hTliL, ASA L [Global Encoding Type| % Common Internet File System (i1 > & —
Fv N T AN AT L) =N OR_R—V\ZEAH LET, CIFS — L) ia e
a—7 47 LD~y 7%, [Global Encoding Type] BYEIZ L > T/ r— L2, 2L T

T=TMIRENTND T 7 AN Zra—TF 4 7RI e L CEBNCITD 2 &I1I2 kD,

TrANLRLT AV N NA BIOR—=UOWMEIR L XU IR E 72 DA,

CIFS N—U N IEMEICBB L ORRTEH L HICLET,

NFEIOA—T4 U DRTERITIETE
Tra—F 4 RERTSE. VI AT L ASSLVPN R—4 )L _R—=VOWFT s a—
T AT EFREITIRECEET,

FIE

AT v 71 [Global Encoding Type] IZ L - T, RICFEH SN TS CIFS h— "D O FE L a—TF ¢ v
T HaBRWT, TXTDT7 T4 7 b L ASSLVPN R —Z )L R—=V B3RS 2 Frra—7
YIUPRED T, XFHNEANTIT L0, Fry T XY VR R LBEREE 1 OERL E
T UA ML, b —RRROELZTHERINET,

* big5

* gb2312

* ibm-850

* 150-8859-1

* shift jis

* unicode

» windows-1252
* none

GE)  [mone] %72 Vv 7§ 5 £IE7 747 MV ASSLVPN Yy a 077
TYRYR—F L TOWARVMEZIRE LEZEBAICIE. 779D F 74/ b a—
ROMER S ET,

http://www.iana.org/assignments/character-sets TH5E SALTWAHHEI LT Y hOWT N EEL
WILFHNE | KR40 LFETANTEE T, ZON—VIRINTWHFE v hOARTE
7= A VT AONT NN EEATEET, ZOR NI U7, RCFE/DCFRRFI S E
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ATy T2

ATvT3

A>T

avrvyrvvivsoiz

A, ASA DREXRIFTHEXIC, av L R A F—F Y XTI o TRITFED/PILFITE
BLEsnEt,

T a—7 ¢ 7 EMER [Global Encoding Type) JBYERRE & 13572 %5 CIFS — D4R 7=
IXIP 7 KL AE AN LET, ASA TlE, 2 —VREE L7 KT LN TFORBNIREEE
FIR, ARTET—RNEBET D L X ICEFRLTFEILTEREI SN EE A,

CIFS H— 327 T4 7 F L ASSLVPN R—F )L _R—=I| % L THRET D HEDH H LFx
YA—TF AT EBERLET, XFHEANT B, RFay 787 DA RpBERLET,
U A MZIE, &b —REREROIERE T N BEES N TOWET,

* big5
. gb2312
* ibm-850
* 150-8859-1
* shift jis
GE)  BAFEOD Shift jis KTy a—F 4 7 EFEA L TOWAEAT, BEMT bR T
V% [Select Page Font] ~<~f > @ [Font Family] #EJ5(Z & % [Do Not Specify] %7 U v
JLT, 2074+ b 77 IV 2HIBRLET,
* unicode
» windows-1252
* none
[none]l 227 U v 79 5Mm, 721527 74T FLASSLVPN Y a D7 T 7RV R—
FLTWRWMEZIRE LB AITIE, 77 907 74 boa— RS ET,

http://www.iana.org/assignments/character-sets TIHHE SN TWA AR L FE Yy hOWNTILNEHEL
WIXFHNE, RK4A0 XFETANTEE T, ZOXR—VIORENTND LTy hOARTE
A VT 20N EFERTEET, ZOA M) U 7F, KRXFENLFREAI S E
A, ASADREERFT DL, a~v L B A F =7 Y ZIT &> TRILFD/NLFTE
BEIhEd,

SN » =JL =
Ty UUDERTE
Xy v allkV, 7947 FLASSLVPN DT 4 —< 2 A%k UE T, HEICHEF
HAENDIZF TVl " AT AX Y v allRilT 52T, BEHRZOBVIRLLa VT
VY DIEREOMENMEAIR L F T, Frv v azEHITHIZETRT 7 4 v 7 BREY ., FEER
ELTEL DT T Y r—3a U NEVRMICIEITINET,
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B -7vsvvirons

A

GE) v Xy ol hEAR—TNMITEE, OV ATAOEFEENMETLET, =
TV XX T EA XTI LTS, TV E DT T aBNBETIHHEEIE. 2O
AT 4 =T L TL7ZE N,

FIE

AT 71 [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Advanced] > [Content Cache]
DNETER L E 7,

AT w 72 [Enable Cache] 284 7 DA IE, AT LET,
ATV T3 v RN EERLET,

* [Maximum Object Size] : ASANF v v =2 TXDH R¥ o A FOFKYA X% KB BALT
ABLET, ASAIE, A7 V=7 bOxOa Ty (EEHRIERITERSATHARD
ary7F YY) ORSENFELES, #PHIE0~ 10,000KB T, 7 7 /L MM 1,000 KB T
R
[Minimum Object Size] : ASA 23F ¥ v 2 T&E D N¥ 2 A MO/ A X% KB HfL T
ANLET, ASAIL, A7 V=2 FOxmdars Y FE#Mx E3ERS L THRNY
ary7F oY) ORSERFELES, #HIE0~10,000KB T, 77 4/L MI0KB T,
(G¥)  [Maximum Object Size] I%. [Minimum Object Size] £ ¥ H K& VMEIZT 2 LN H

@ \iﬁqo

[Expiration Time] : 0 ~ 900 DHEFAZ AN LT, A7 V=7 NEFRGELRNWTH vy v
TORRERELET, 7740 MI1ATT,

[LM Factor] : 1 ~ 100 D#EH A AT LET, 77 4/ ML 20 TT,

LM REUL, REEFEZ A LAZ TR T EROFT TV FeXy v adT 500K
Vo —%RELET, ZHUTES T, = BEOEFMEEF /WA TV =7 MBFEHKE
AESNET, ASAIL, A7 V=7 FAEEIN-HORENR L, AOHRAa—L S
% ORGER ZHEE L E 3, HE SN HIROIAREZIT, REAE % ORBRR & LM
RO B LET, IMEAEAE 0ICRET D L, 2 HICHMRGEDNFEIT 4, 100 12
BRET D&, BRGEE COFRKERMIC/RY £,

c TOHMMIBIZ L o T, BEEEZ A LAZ TN H— S3RE CHMIENIR X
NTWRWNWAT V=27 o, ASARF Y v aTHREMOREIEZRELET,

« [Cache static content] : 72 & ZIEPDF 7 7 A LA A=V, VT4 bENDH I DR
FTRTOar7 o Vadyvia LET,

* [Restore Cache Default] : TXTOF ¥ v a NFTA—F%2T 74/ MEIZKELET,
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Content Rewrite .

Content Rewrite

\}

[Content Rewrite] <A (X, 2T VDY FA FIRA X =TT > TWDHD, Fl2idA
T BEboTWATRTOT I r—va VR —EBRRINET,

7547 ML ASSLVPN T, arTFUVEBRBLIONY IA4 b =Ptk » T,
JavaScript, VBScript, Java, ¥/LF /A R F72 EOFERBERNG T 2% HTTP ~D 7
T4 I ETEEL, TV r—Yary b7 74072 0BLLES, ZOXIR T 74097
TlE, 2= RT7 7TV r—2 a3 27 7B AFTH5DIZSSL VPN 731 ANEMN LT 7 U r—
varEMALTWSD, SSLVPN T34 ZRFETIHEHA L T DNk -» T, v
TAYIRT 7EA IR —VDON—ANRRDIGEND Y 7,

FIFNEITIE, ¥F2 VT4 TFIAT LV REIT_XRCDOIITAT VLA NI T 4w T %
VIA4 b, FREEHBRLET, ~HOT7 7TV r— g °Web U Y —A (B Web %1 72
E) MASAZBIB LWL SICLEWGERH Y £, £O L5755, ASATIX, ASA %
W TIEEEDY A T ) r—v a7 IR TELXICTD) T4 b—1%1E
RTEET, ZhiE, VPNERICBIT2 A7 v b U 72l TnEd,

G¥)

b osEETR(IZ. ASA 9.0 @ Content Rewriter 2T E L7=,
eaF U YT 4 M, HIMLS KT A AR— &2 BIMLE L,

e VS5 AT FLVASSLVPN US4 X 2o OB EAMENRKEXLmMELE LE, %
OFER., 75947 ML ASSLVPN 2—HF Dy Roa—H =7 2 =0 X ] s
FTEET,

)54 bk IL—ILDYERK

VA b A MR TR ET, EF2 )T TTIAT VAR TA b A— L EIEE
BRI TRET B0, AL OFFREETT, 0L X, & PO R0 LIRS
LTITE, BN —H LIz — @i s ET,

[Content Rewrite] 7 — 7 /WZIX, RDA T L083H Y £,
* [Rule Number] : U A2 FNTO/NL—/L D& Z R~ AFRLET,
* [Rule Name] : V—ABHEHIND T 7V r— 9 VOL4RIEMTET,
* [Rewrite Enabled] : 2> 7 Y DY T A NaeAf X —T)int 7 TRRLET,

* [Resource Mask] : UV Y —A A7 Z AL £7,
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. ATV YSA R IIL—ILOEEG

ATy T

ATy T2
ATy T3
ATy T4

ATy TH
ATv 76

FIE

[Configuration] > [Remote Access VPN]>[Clientless SSL VPN Access] > [Advanced] > [Content Rewrite]
DNEIZEE L £,

[Add] £721F [Edit] 227V v 7 LT, avT oY UIA4 b A— L AEREITEHR L ET,
ZDON—vEA F—T VI T BIZIE, [Enable content rewrite] & A NI LE T,

TON—NDEBSEANLFET, ZOFLIT. UARANOMONL—UIZHEIEIZ, FD/L—LD
BRIEMZ R LET, BEENRVL—LEF) A NORZICEESNE T, H2h7efmx1 ~
65534 T,

EE) N—NZOWTHAT 2 E: T AR ELE T, &K 128 LFTT,
N—VERATET 7V r—a el V=R T 5 XFIE AT LET, CFHOEX
IR R T300 ZFTT, WOWTNNDTA )L Fh— R TcxE+n, o<Eb1o0
HHTERETHILEND Y 7,

o ¥ T RTIZ—FH LET, ASDM Tlt, * F/oid ** THERINDI~ A7 132 0T £8
Ao

2 T LET,
s [lseq] : = L AIZIRVMEE O LT —F L FT,
c[seq] : =T L ARLHDMEEDOLFE —HELET,

ATV )54 IIL—ILDERTEH

®2:a0ToYUSARIL—)

teE AVTIDY T | L—ILES L—ILE JY—RTRY
A bEAR—T)L
29 %

youtube.com T |47 1 no-rewrite-youtube | *.youtube.com/*

HTTPURL » U 7
A ZxA7IZHY
BAD

EE o —iz— | Check 65,535 rewrite-all *
L2\ _To
HTTPURL ® VU <
A B oA F—T )
[l )
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55472 FLASSLVPN 4 L=-BF A —Lofm [

954 F7 2 RLASSLVPN ZN LI-BEF A —ILD{EH

l-._l
Web E+ A —JLDEETE : MS Outlook Web App
ASA 13, Microsoft Outlook Web App to Exchange Server 2010 35 JX UF Microsoft Outlook Web Access
to Exchange Server 2007, 2003, 2000 Z %A — K L TWET,
FIE
ATFYT1 TRLVA T f— )L NICEFA—N P —EZRDURLZ AT HI, 7547 L ZSSLVPN
o ar TOMETLI Ty =0 %) v LET,
RTY T2 Tar 7 ERFRINELH, B A=V P — D2 —F4 % domain\username DX TAT] L
\ij—O
ATYT3 EFA—NRAT—=FREANLET,
3 - =JL =
:73/{717' 570)nziE

[Bookmarks] /X% /VCld, 7' v 7 ~—7 U A NEBI, fWE, HIFR, 4 FR—F B2
AR—FTEET,

[Bookmarks] XV EHEH LT, 7747 ML ASSLVPN TT /AT H720D, H—1358
JOURLOV A NEZHRELET, TyvI/~—27 VALDIL 7 4 X2 b—3 3 kN T,
ZDYARE1DOULEDRY) Y — (IN—T Ry — FAFIv 7 TI7HAR)—, F
TIXZEOWmG) IZHVETHZENTEET, BRIV —DT7 v I ~—27 VA MI1IDDAHRT
T, UARIE, % DAP D [URLLists] ¥ 7D Ry 77Xy )2 MIFEREINET,

—HBD Web X—V TOHB A AN, v/ n@Elhadh T v s/ ~v— 7 BEHTEL LD
W2V E LT, DETD POST 7574 v 7 a—Fid, EEERIA L Fr ~rarbte

POST 7 v 7/ ~— 2 Z48E L, POST ZRDFRA DRI — KT DHF v 747 X—TU %%
TEDLEICTHEDIHERENE L, ZOPOSTF 7/ A4 T 7a—FTlx, 7 v¥—%
IZE OO~y X —IHE OFEE LE LT HERIFPERR SV E Lz, BIEIE, &R LT
0— RKR—=YBILOURLZREL., ZHITE->THRA R ol A VEROEEEFINIEESN
F9, FER—FRXR=VE>T, TV RKRA VN T T UHIE, 7 LT v v L aETePOST
FRZHHT 2O TR, Web —_F 72T Web 777U 7 —3 3 NZEE SN D RFEDE

HmERECTCEET,

BEFEDT v r~—7 VR IREREINET, T r~—7 URAMEBN., WE. BBk, 1
AR—b, FHEF I AR—+TEZET, 7728 2AHOYP—"BLRURLDOY X FEZEEL
FEELZURL Y A NNOEEZESIT5Z ENTEET,
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B ooo=—vonx

1R BHHEIIZ

Ty — 0 ERETHILE TR, 2—FRRERYA Vo2t T 78 FF T 22— R
VU—ZEXT DA MZT 78ATHZILEICILEIFTEERA, Ty I/~v—27 VA E
ITN—T R —, BAFTIv 7 TI7EARY —, £HRITTOWFITE Y BTHLHMT,
WebACLZ ZNHDRY —IZEVYTT, T 74y 7 7a8—~DT7 7BAZHILET,
INHORY —EDURL =Y M 2F7IZYDEZ T, 22— NRT 7 AT HX—VIC
DWTEELABWE I LET,

FIE

ATY 1 BINTEY A NOLRIERET D0, BEEZZITHIRT DU A FOL4FTZEIRLET,
Tl w—=0DHEA VB LIOEEROBERT b7z URL BAERENET,

ATFwT2 (EE) [Add] %227V vy 27 LT, L —R_EZIZURL ZRELET, ROWTNEE
mcEFEI,
*GET £721% Post # Vv RIZX B URL DT v 7 ~—7 DB
cEBEBEHLT SV r—ay TS L— MIEHT A URL OB

cHE A LA TV r—ar~DT 7 ~—7 DB

ATv 73 (EE) [Edit| 227V 7 LT, =3 URL, FHI3FR4EZELEFELET,

ATy T4 (EE) [Delete] 27 V27 LT, HFIRLZIEHA A URL U A R B HIBR L £, RO #E
FRREINT, RCYVELLTEERA,

AT9TS (EE) 77ANDA R—FnEliFer AR — oLz R L £,
* [Local computer] : @ —H /L PCIZHEEET D27 7 A V& A iR— b ETIZT 7 AR— T 5
BElLs Vw7 LET,
* [Flash file system] : ASA ICHEET D7 7 A V& A VAR — NELIFT 7 AKR— M55
7V w7 LET,

* [Remote server] : ASANS T 7 B ARHER Y E— F b —NIZHHFETEI 7 7 A L&A R —
Mo GEICZ Y v LET,

e [Path] : 77 A N~OT 7 VAKX (ftp, http, F7=iT https) ZFEL., 77 A L ~DN
A ANTTLET,

* [Browse Local Files/Browse Flash...] : 7 7 A VDX A S L 7,

ATvT6 (EE) 7oy r/~—7%EMFERLC[Assign| 227 Vw7 L, BRLEZT v ~—27 %12
EOITN—T RV = AT Iy TIEAKRY v—, £721X LOCAL = —HIZHID Y4 T
£7

ATy T1 (EE) [Move Up] £721% [Move Down] A7+ a > &2 H LT, 2R L7-HH D&% URL
UARMNTERELET,
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GET £7=d Post # Vv Rk 5 URLD T v oz — s digin ]

ATvT8 [OK] &7 Vw7 LET,

RDRERY
AT MU ASSLVPN £ 2 VT 4 RRIZOWTHER L TN,

GET E£7/=I&Post * Vv KIZEBURLD T v <T—oDEM

ATy T

ATy T2
ATvT3
ATV

ATy Th

ATvT6

[Add Bookmark Entry] %A 7 &2 77~y 7 A TlE, URL U R "D Y 7 1237 v 7 ~—7 %4F

1R BHHEIIZ

Xy NI =27 DOIE T HNVFIZT 77 AT 5HITIE, \\server\share\subfolder\<personal folder> JE =
EEMALET, =—WIZiX, <personal folder> & ¥V EDTXTORA > Mkt 25 U A MER
Z)‘S‘/IZ‘EVGﬁ—O

FIE

[Configuration] > [Remote Access VPN] > [Clientless SSL. VPN Access] > [Portal] > [Bookmarks]
WBEIL, [Ad ARZ %227 ) v LET,

[URL with GET or POST Method] 23R L T, 7' v 7 ~—27 OIEICHEH L £,
R NVICRREND DT v I ~—7 ODA4HTIE AT LET,

[URL] ey 7 X7 A=a—%#H LT, URL ¥4 7 (http, https, cifs, F7-1% fip) %3
RUET, [URL] Ry 7 ¥ o 0%, E#EDOURL ¥ A7, A VA= LT XTOST T
ALDEATHRLET,

DT v r~—2 (URL) ®DDNSAE/ILIPT RLAEZANLET, 7774 v O8EIT,
P—_"OLFIEATILET, T—EORIZAT v = MG (7)) ZANT5HE, 7=
VDT A—HERETEEST, FRUHNNTT U FEFEHTH L, ROEIIRT &
N, T A—FMEXT o ET,

server/?Parameter=Value& Parameter=Value

51

REEDT T TA NZEHT, ANTEDLET 2 a ORI A= NEXTRRED 7,
host/?DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

TITANHKH LT TN YA o F DY R— hEEET DL, /8T A—Z/MEXT
csco_sso=1 ZfEH L £7,

AR A F/?cesco_sso=1&DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

((EE) Faie— RURLZANLET, Faie— RURLEZ AT 5 & &2, R AT

TXEJ, FFEEFREIL. EBEOPOSTURLICEEEIND ETIZ, =YD — REHTE S
E# Fﬁﬁ /C“j—o
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B =z5s7705—2a30 7o F0— T 5 URLODEM

AT Tl YTHAMVELT, 2—PICERTDHT v I/~—7 = FUIZOWVWTOFHATF A FE AT
LET,

AFw 78 [Thumbnail] K vy 7 XUy A=a—%FEHL T, = Fa—PF R—FLEDT v I ~v—7|C
BEAHT 7 A 3 AR L 7,

ATFw7F9 [Manage]# 7 Vv 27 LT, Po3x— Nt L THHTELZASN AV A VR—FERITT 7 AR —
FLET,

ATYIN0 Tovr~—20%7 Vv L TH LAWY 4 RYTHEES, 2OV FU T, Av—h b
INMEREZEH L, ASAZN L s — e DTF —FDZFE L EITWET, T _THT T
UW FT7 7 4w 7i%, SSLVPN b RV TREICEZFEENE T, 2047y a T, 7
TOIPR—ZADT TV r— g VA — bk b ROV R— &R L £9, —5 T, [Smart
Tunnels] ([Clientless SSL VPN] > [Portal] A ==—IZHH V) TiE, FETZT 7V FX—2DT 7Y
r—varybAvw—h b URANMOGBIL, ZNEIN—T KR v—La—HF4IZE D
BToHNET,

AT 711 [Allow the Users to Bookmark the Link] #4112 LT, 77 A 7> b LA SSL VPN —H 7 7
Z 7 %D [Bookmarks] £ 7213 [Favorites] 47> a VA TE A L2 LET, BIRAZMERT
L, INbOFTva et it ZOFTvareATICTLHE T4 TR
LA SSL VPN AR—¥ /@ [Home| &7 v a T v 7 ~—7 3R rInNERA,

ATv 712 ({£E) [Advanced Options] ZINL T, 7' v 7 ~—7 OFEOFEMAERE L LT,

« [URL Method] : BififiZp 7 — # G OFFAITIE [Get] ZBINL £4, T—XOHRGFEEITE
B, BEOESL, B A—NDOREERE, T—HELITHZEICL > TT—XITEEN
M2 BDAIRENED B D 35A 11, [Post] IR L £,

* [Post Parameters] : Post URL T OFEMIZ 3¢ E L £ 97,

EREFAT ITVr—ar ToTL— MIX9 5 URL DENN
ZOF T a %, FHNCERSNIZASDM T 7L — b E2RRL TV L a—HFD7 v 7 ~v—
7 OIERE (L LE T, ASDM T v 7' L— ML, HEOHEICERINT T 7V r— 3
AT D FANC AT SN B ERNE FNET,
b8 BEIIC
ERKEHT TV r—vary 77— ML, ROT 7Y r—va o CBHEENTE £7,
« Citrix XenApp
» Citrix XenDesktop
« Domino WebAccess
* Microsoft Outlook Web Access 2010
* Microsoft Sharepoint 2007
* Microsoft SharePoint 2010
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ATy T
ATy T2

ATvT3

ATvT4

ATy TH
ATvT6

ATy T1

ATvT8

ATvT9

EREFATTU—varFoTIL— T s uRLoEm [

* Microsoft SharePoint 2013
FlE

2P L TCRRT DT v I ~—7 ODA4FIE AT LET,

YT oA INELT, 2= FICERRTLT v I/ v—7 = FVIZOWTOERMHAT F R M & AT)
L%,

[Thumbnail] ke v 7% 7 A=a—%ffLC, = Fa—HF R—F LV DT vr~—7IC
BIHEAHT 27 A4 2 &I E7,

[Manage] 27 Vv 27 LC, ¥ hx— L LTHEMRT LA A=V %A UR— MEIZT 7 AR —
[

(f£&) [Place This Bookmark on the VPN Home Page] = v 7 R v 7 A& 4 I LET,

[Select Auto Sign-on Application] U 2 h T, MERT 7V r—a a7V y 7 LET, M
BT 7V r—a 3RO EBY TT,

* Citrix XenApp

» Citrix XenDesktop

* Domino WebAccess

* Microsoft Outlook Web Access 2010

* Microsoft Sharepoint 2007

* Microsoft SharePoint 2010

* Microsoft SharePoint 2013
B7A L N=VORNIr— RENDH =YD URLEZANLET, ZOX=VIZE, /(v
B ZET 2D DA—Y (o F T 7 v a PRBEIZR Y £¥, URLIZIE, EEORDLE %
EXHix 5 * &2 AN TEET (72L& 2L, http*://www.example.com/test)

[Pre-login Page Control ID] # AJ L £¥, Zhix, v/ A v X—ZH#ELRNIZFRTZ 71
~N—YDURL TZ U w7 A2 MB35l % 7o 1D TY,

[Application Parameters] # AJJLEF, 77V r— 3 A0S U T, IROWNENE LD AHE
PERH D F9,

« 71 k)L, HTTP ¥ 721X HTTPS,
e IRA M4, T2 & z21E. www.cisco.com 72 & T,
e RN—+FH, 77V r—varyClEAESNEER—k,

« [URL Path Appendix], 7= & xiE. /Citrix/XenApp 72 £ T3, #H iU, HEAL SN E
j‘o

* [Domain], ##id 2D KA A 2,
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B sov A 7iur—sanivsc—voem

ATy 710

ATy 7N

s [User Name], =—%4 & L Cffifi79 % SSL VPN Z#%, [Select Variable] #27 U v 7 LT,
IR DB a7,

¢« NATU— R, /RAT— R L& LU THEMT 5 SSLVPNZ%L, [Select Variable] #27 U v 7 LT,
IR DB IR E7,

({EE) [Preview]Z 7 U v 27 LC, 77V — b DO NEFRLET, [Edit)| 22V v 795
L. T UL EEFETEET,
[OK]ZZ7 Vw7 LT, BEEITOVET, £7201%, [Cancel] 27 UV v 7 L TEREMEEL F9,

BEYA A 7T )r—23> 0Ty o I—9DEM

ATy T
ATy T2

ATvT3

IOF T a TR, BRI A LA T = ar DTy I ~— 7 RERRTE

7,

HEY A Ay 7Y r—3 9 VOBREIZIE, 2 00FEALEEIZ/LY 9,

1. RO T =223 H 0, POST XT A—=H NI v r~—0 2E#RLET, 77
v — I RREBLIOEID ST, I —TE T — Y R o —CH L £,

2. Ty~ — U EEERELET, BEOX v I F v HEELF A L T, SSLVPN YT A —X
XY TFxL, Ty —7 TRELET,

FIE

A—PIH L TCERTET v I ~—27 DL4RTIZATI LET,

[URL] ka7 ¥y A=a—%H LT, URL#A 7 (http, https, cifs, F7=iX fip) # i
WLET, A VA= PFENTEZTRTOT T ITALALDURLIA TN, ZTOA=2—|IHFREN
FT, R—FN_X=WY I LTTITTA L BFTRTDHIZIE, T34 DURL XA
FERLET,

T 7<= DDNSAHERITIPT KLVAEADLET, 7774 DEEF. —\D4Hi
EANLET, V= FDBIZAT vy 2 L8 (7)) 2 AT1THE AT a DT A—
HERETEET, TN TT U REMHTH &, ROBLIRTLHIT, 37
A= MEST BT 5N ET,

server/? Parameter=Value& Parameter=Value

1 :

72213, AJITEDL T a L DONRGRA—=HNEXTIE, BFEDT T T A N2 Lo TRED
i—g—o

host/?DesiredColor=4&DesiredHRes=1024&DesiredVRes=768
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ATvT4

ATvTh

ATvT6

ATy T17
ATFvT8

ATvT9

ATv 710

ATvIN

ATV T12

ATy 713

ATy 714

BBy A AL FIUsr—vavnTvsz—snemn [

TITTANIK LT, YT Ay AR N ERET DICE, T A—FMERT
csco_sso=1 Z i L £7,

host/ ?csco_sso=1l&DesiredColor=4&DesiredHRes=1024&DesiredVRes=768

BTHAMELT, 2—WIZERTEHT v I ~v—27 =2 MVIZONWTOMATF A hE AT
LET,

[Thumbnail] ke v 77X 7 A=a—%fH LT, = Fa—HYF F—F 1V EDT v I7<v—7|C
BIEfT D27 A4 a v Z@IRLET,

[Manage] =27 Vv 27 LC, - hx— L LTHEMRT LA A=V %A UR— MERIZT 7 AR —
FLET,

({£&) [Place This Bookmark on the VPN Home Page] = v 7 R v 7 A& 4 I LET,

[LoginPageURL]Z A L ¥4, AT HURLICIEZ, VANV KRI—REFEATEES, &2
1%, http*:// www.example.com/myurl* & AJJ L F7,

[Landing Page URL] # AJJ L £ 7, ASATIE, 77V r—Ta v ~DERRe 74 Vit d
LI, T T AT R=VERETILENDHY £7°,

({E&) [Post Script] 2 AJJ L £9, Microsoft Outlook Web Access 72 & D—#ED Web 7 7° U
r—3a 0%, JavaScript ZFT LT, BV AV T A — L EBFETDHAND, BERATA—F %
EHES D603 £3, [PostSeript] 7 4 —/L R TIX, 2O X577 7Y r—3 3 2 ® JavaScript
EANNTEET,

W72 [Form Parameters] 2B/ L E9, #4372 SSL VPN ZA# T &2, [Add| %227V v 27 LT
[Name]Z AL, URA MDOEKEZEIRLET, "I A—FEZEETDHITII[Ed]E27 Y v 7
L. HIEET 521X [Delete] 27 Y v 7 LET,

RUAY R=UORNIA— RENLX—VDURLEZANLET, ZOXR—=VIZE, vnoA v
BT /oD D2 —F A X T 7 v a YRNEZ/R Y £9, URLIZIE, [EEOKOLE%
EXHiz 5 * 2 A TEET (=& 2L, http*:// www.example.com/test)

[Pre-login Page Control ID] Z# A7 L £ 4, Zhid, v/ A v N— DRI F Rz 71

~N—=YDURL TZ U w7 A X2 MBS 5/ % 7o 1D TY,

[OK]Z2 Uy 27 LT, ZEAEITVET, £7203, [Cancel] 227 YV v 7 LTERLZBIELET,
WOVEHE

RDBERY

T I ~w— 7 HiRET 586 . HTML Parameter Capture #8E &l L C, VPN HEj% 1 > 4
WNIA=B XX T F ¥ TEET, Ty r/v—JFREFEIN, V=T R) o—Fid=a—W
WETHID Y TONDOMLERDHY 77,

[SSL VPN Username] # A JJ L T2>5, [Start Capture] 27 Y v 7 LE9, KIZ, Web 77 U
EEALT, VPNEy v a v &BIEL T, AV b T3y hONX—DIZlELET, TR R%5E
T+ 5I2I%, [Stop Capture] 7 U w7 LET, NTA—INTETELH LR, 77
~—ZIZHRHASNET,
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B o= urrorvk—rsrvzoam—r

T993—9 VALDA VR—FBLUVITIRAKR—F

TTICREFHDT v 7 ~—7 VAME, AR —MELIFTT 7 AR—FTEET, %R
MTETWHY AP R—FLET, VA 2T AR— L TEEEZIIMHEL TH
5, AR =bTHZLbTEET,

FIE

AFYvTl T r~—27 VAMEATITHRELET, K64 XFT, A=A IMFHTEEEA.
ATFYT2 VAN 77 A NEALVER—F 5D, £HITT7 AR— T 57200 EEBIRLET,

* [Local computer] : @ — 3 /L PCIZHEET 27 7 A V& A AR — T DGEITERIRLET,
« [Flash file system] : ASA IZHEET 27 7 A V&2 =7 AR — M H5EITERIRLET,

* [Remote server] : ASA 2257 7 AA[HE/ZR2 Y £ — K — NIZHEEETHURL U A K 77 A
WA UR—= T D5RIC7 Y v 7 LET,

e [Path] : 77 A NW~DT 78 A5 (fip, http. F7oiT https) ZFEEL., 7 7 A /L ~D/X
2w ANTTLET,

» [Browse Local Files/Browse Flash] : 7 7 A VDN AZ BB L F T,

e [Import/Export Now] : Y A s 77 A V& A U AR—NELIFZZ 7 AR—FLET,

Import and Export GUI Customization Objects (Web Contents)

TDOEATaTIRY I ATIE, Weba 7Y 727 baA L R—bbRBIOZ 7 ZAR—
FCEET, Weba T oY A7 V27 bOAFIE 7 7 ANV XA THRFRENET,

Web =2 7 oV ICid, BRMIICRESNTEHR—L X=Uhb, m R a—P R—FLEh A
B RTHEXIMHATDHTA LR A—VET, SEIEREELDY £, REFH
D Web 22TV, A rh—FERIZZ7 AR — b TEET, FHEMNITE TS Web
aLFUVEALR—RILET, Web 2TV ET Y AR— K L TEEE-ITREL TH
b, AR —FT25Z2EHTEET,

FIE

ATYT1 TZ7ANDA VR — b TEZIFT T ZAR— FTOHATEBEIR L £,

* [Local computer] : @ —H /L PCIZHEEET D7 7 A V& A ViR— b ETIZT 7 AR— T 5
BE V7 LET,

* [Flash file system] : ASA IZHEEET D7 7 A Va4 VR — MEIZT 7 AR — T 585512
7V w7 LET,
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PosT <5 x—snems L UiEE |

* [Remote server] : ASA BT 7 B AREE/R U E— K P —NICFEEHFT L7 7 A VEA VR —
cN2%Ac 7Y v LET,

[Path] : 77 A L ~DT 72 AFA (fip, http, F7oiE https) ZFEEL., 7 7 A L ~D/X
A ANTTLET,

s [Browse Local Files.../Browse Flash...] : 7 7 A VD RAEZZR L E T,

ATV T2 aLFT oY A~DT 78 AR LENE S NERELET,

WRADT VT 4 v 7 AL, PBAEEERT 0 E I M CTERRY £9, ASAIL, RIEAHLE
ATV 27 NOBEITIE HACSCOEH ZEM L, BBRENARE A7 Y =7 FOYAIZIE
HCSCOU+ % LEJ, ASA TiX., HCSCOE+H 47V =7 MIKR—HZ )L X—=VIZDHFR
SINFETH, ACSCOUH AT V=7 MIn A v RXR=TFEIR—F N R=UTERLEZY
RS ENnTEET,

ATFTYF3 7V LT, 774 NVEAvR—bERIFZ 7 AR—=FLET,

POST /NS A—2DEME L UVHREE
TONALLTIE, Ty s~v—2 2 YL URLYARDRA R NG A =R ERELET,

7747 b LA SSL VPN Z#IC L 0. URL BL T 4 —L~X—2Z 0D HTTP post #fE TiE#
NEATTEET, TNHOEKII~ 7 v TN, =2—FID £ XRAU— K 72320
DATINRNTG A= Gt N=VF )N ) —=ZA~Da2—Y T IR RAERETEET, 2D
270 ) —=ADHFNIX, Ty r~w—2 =R URLY AL, BERT7 7 ANVILEFEREDDH
nEF,

FIE

ATV TN RIA—ZOLRIL R SIET D HIML 74— LD EBVITHELET, &z,
<input name=*“param_name” value=“param_value”> T,

REINTVWDLIEHOWT I E Fay 77X T U X RN LRBIRTE X, £, BEEFEL
TEEY, Fry7Zo s JRAMpLIE, ROBEREZERL T,

£R3: V54T LR SSLVPN DES

No. EHEMR EE

1 CSCO_WEBVPN_USERNAME | SST, VPN . —# & 7' 1 > 1D,

2 CSCO_WEBVPN PASSWORD |SSL VPN == —H# 1 /1 > /X X
U— K,
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B rost s x—soEmssvEE

No. ETHER E&E

3 CSCO WHBVPN INTERNAL PASSWORD | SSL VPN == —HNER Y ) — %
IRAT— R, ¥ viraIil
TRIEFETH Y . AAA T —N
WX TRGES LTV EE
No T—FNZDfEZE AT
HE, RRAT—REORDY
W, A BEEY A A D
NAT—RELTHEHENE
75

4 (SCO WEHBVPN CONNECTION PROHLE | SSL, VPN —H g 7/ A o 7
N—"7 Rav 7 Xy B
a7y ANVND T NV—TF =
A VT A

5 CSCO_WEBVPN_MACROI RADIUS/LDAP X & —[#EAH
BIEIC Ko TERIE,
ldap-attribute-map Z & L T
LDAP "b Zha~w vy B 7
THEEIE. T OEEE
TR aDEMEI
'WEBVPN-Macro-Substitution-Valuel
(2720 £9,

RADIUS #¢H TOZEEH L
VSA#223 IZ L > TiThivE
Er

6 CSCO_WEBVPN_MACRO2 RADIUS/LDAP R % —[HA
B X o TRRIE,
ldap-attribute-map % #&H L T
LDAP »bH ZiE~ v BT
TLOHAIE. OB AEMH
T 5 RAap gtk
'WEBVPN-Macro-Substitution-Value2
2720 £9,

RADIUS #& T2 B #i
VSA#224 12 L » TiTbivE
j—o

7 CSCO WEBVPN PRIMARY USERNAME. | — T 303EFl D75 A < V) = —
Fonr A4 ID

8 (00 WEBVPN PRIMARY PASSWORD | — EE#GFH DO S5 4 < 1) =—
Yoa A4 NAT— R
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posT <5 x—anems L vimE |

No.

(80O WHBVEN SECONDARY LUSRNAME, | — F2HZEfl DB v 2 ) —
HFor s 41D

10

(80O WEBVEN SHIONDARY PASSWORD | — F 283l dEh o 4 ) —
For s 41D

11

CSCO WEBVPN DYNAMIC URL | =1 — 40> 78— 4 /L G D
Ty I=—20 VU EEKRT
EPHE—DT v I~—7,

12

CSCO_WEBVPN MACROLIST | i1z i X 11/ 7 v 7 < —
7. LDAP Bt~ v 712 k-
TSN AEEDOY A XD
YA MZEHATEES,

ASAIZZNG 6 DOEHLFHOWTNNE T Ra—VER (T vy r/~—7 FITARA b
TH—2L) THR#EITDHE, VE— M= NZEREZWETANC, B E 22—V EAOMEICER L
i‘j‘o

GE) VL= TFTFXFAPT (X2 VT 4 77947 A&FEHETIZ) HTTP Sniffer b

L—RA&EFTTDHE MAEBEDOT U r—3 3 O http-post /X7 A —HX ERfFTE F
T ROV 7 inb, BEOT I UY ¥ 7 Fy V= THLHITP 7174 %
ANFTZFET, http://www.ieinspector.com/httpanalyzer/downloadV2/IEHttpAnalyzerV2.exe

ATV T2 AT HEHEZRRT 2I101E, ROFEBEFHITHE- T EE0,

BE 1 ~4 2T 5, ASA X, [SSL VPN Login] X— B0 4 DOE X #az OfE
ERASLET, EICE, 2—P4H, NRAT—F WA T—F (F7vay) | BIW
TN—TD7 4 =)V EREENTNET, 2—FERNOZNOLDR MY 7 &G8 L.
ZDOANY) T ea—VEAEDECTEEHRZ THDH, UE— P —NCEREZELET,

For example, if a URL list contains the link,
http://someserver/homepage/CSCO_WEBVPN USERNAME.html, the ASA translates it to the
following unique links:

For USER1, the link becomes http://someserver/homepage/USER1.html
For USER2, the link is http://someserver/homepage/USER2.html

In the following case, cifs://server/users/CSCO_WEBVPN_USERNAME lets the ASA map a
file drive to specific users:

For USER1, the link becomes cifs://server/users/USER1

For USER 2, the link is cifs://server/users/USER2

THs5 L 6&EATH, v 7 us58L0U6 DfEIL, RADIUS %7212 LDAP O & —[EH
Bt (VSA) TF, Zbick D, RADIUS 721X LDAP — DWW NN THRE L7721
DO OREEFEHATELI IR0 ET,
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B rost s x—soEmssvEE

-

=
=

LY

P

e BT ~ 10 ZHEHAT D, ASAIZZIND 4 OB LFEIOWNTNNE T Ra—FE:R
(Tl ~—0FEHRA N 73 —2) TR#EITLE, VE— b b= NZEREZPETH]
W2, Bfe o —HEAOEICER L ET,

The following example sets a URL for the homepage:
WebVPN-Macro-Valuel (ID=223), type string, is returned as wwwin-portal.example.com
WebVPN-Macro-Value2 (ID=224), type string, is returned as 40l1k.com

To set a home page value, you would configure the variable substitution as
https://CSCO_WEBVPN MACROl, which would translate to https://wwwin-portal.example.com.

EH N E=HHATL, b7 v 7 ~—271%, CSCO_ WEBVPN DYNAMIC URL 23~ v
L7 ENTWD LDAP Bt~ v AW CTAR &N E T, LDAP 75515 L7355
. TUIX NG A—FEFH LTSI, OV A MIZR2Y E3, ZOEE% url
T4V RTHEALEZY, 77 ~—7NTPOST T A= L LTHRTD L, TS
N7z LDAP LFHNDOFAEICK LT v 7 ~—7 NEKR SN ET,
CSCO_WEBVPN_DYNAMIC URL M9 57 v 7 ~—2 OFEFZLL IR LET,

<bookmark>
<title>Test Bookmark</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://CSCO_WEBVPN DYNAMIC URLL (".")</url>
<subtitle></subtitle>
<thumbnail></thumbnail>
<smart-tunnel>no</smart-tunnel>
<login-page-url></login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>
<control-id></control-id>
<<post-param>
<value>valuel</value>
<name>parameterl</name>
</post-param>
</bookmark>

CSCO_WEBVPN _DYNAMIC URL (X LDAP &t~ » 7 IZR%E S THE Y | hostl.cisco.com,
host2.cisco.com, host3.cisco.com (Z%fJis L TWET, 7 U I ZITHE- T,
http://host1.cisco.com, http://host2.cisco.com, http://host3.cisco.com Z ZIpH—D T 7 4 F =
L—va vinbAERENT, 3OO URL & 3507 v 7 ~—7 ZRGTEET,

I, POST RT A—HD—#E LTKRO~ 7 a2 il T Ed,

<bookmark>
<title>Test Bookmark</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://www.myhost.cisco.com</url>
<subtitle></subtitle>
<thumbnail></thumbnail>
<smart-tunnel>no</smart-tunnel>
<login-page-url></login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>
<control-id></control-id>
<post-param>

<Value>CSCO_WEBVPN_DYNAMIC_URL(";")</Value>
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<name>host</name>
</bookmark>
MU~y 77 LDAPEMEZH LT, #—7% > I URLhttp://www.myhost.cisco.com
EE3 00T vy I — I PMERENE T, ENENDT v 7 ~— 2 382 % POST /X7
A —x b 4HIT host 3 5 OMH hostl.cisco.com, host2.cisco.com, host3.cisco.com & ¥ H F
j_o

(G¥)  CSCO WEBVPN DYNAMIC URL (37 v/ ~—27 CTOIMMEHTEET, v/
ZYR—FLTWBROEPT (Citrix Mobile Receiver ® vdiCLI 22> 7 o F = L —
Taripd) THEATAHZEIITEERA, SMBR—Z N N—VEERTHD
WEHT 2L TEERA,

BB AT D, ZO~7 0 ZANELT3IODONRTA—=F (LT v 7 A, FU=
A TA—T) EROET, AT v ATEHEE I > TRES N AT, BT
LEFOFFERELET, 7V IXTEREICL > TSN 53078 TT, ZO3F
FN\OLF%FH L TLDAPIZ~ v B 7 SN XFH X8I0, fEOY A MZLET, =
7uaDERZ L1207V IZBRMERSNET, =A7r—7 1%, ASATRICEEZHZ D
ATIZ LDAP SCFHINZ0# A 3 2 Sk ¢,

72 & 21X, CSCO WEBVPN MACROLIST(2,",", url-encode) (%, U A k2 & H Off A ff
MTs2L, BLOKGIY 7L LTHE—OH o~&2 M L TCFH 2R, U R R
THZERBELTOET, fHIX, Ny 7T Rad ASA ERICE#RIND & I/
L&/ URLIZZ D 9, ZRAF—7 —F N2E, IROEHIERINLET,

*None : /Xy 7 T2 R H—SADRERNS, SCFFUEICH L TEBREITOEE A,

e url-code : AT SN T=BMHEITHF 5L SN URLIZZ Y £9°, 7272 L. URL THER T
SN EAER T B — O TR LTIt SN ET,

o url-encode-data : fENT EN7=4MEHIX., URL = a— R CREBIZEHEINFE T,
* base64 : fENT S 37 &fE 1L Base 64 T L SN E T,

CSCO WEBVPN_MACROLIST1 #7357 v 7 ~—27 OREHIZ L TIZR LET,

<bookmark>
<title>MyHost</title>
<method>post</method>
<favorite>yes</favorite>
<url>http://www.myhost.cisco.com</url>
<subtitle></subtitle>
<thumbnail></thumbnail>
<smart-tunnel>no</smart-tunnel>
<login-page-url><login-page-url>
<landing-page-url></landing-page-url>
<pre-login-page-url></pre-login-page-url>
<control-id></control-id>
<post-param>

<value>CSCO_WEBVPN_ MACROLISTI1 (1, ";", url-encode-data) >/value>
<name>paraml</name>
<value>CSCO_WEBVON MACROLIST1(2, ";", url-encode-data)</value>
<name>param2</name>
<value>CSCO_WEBVPN_ MACROLIST1(3, ";", url-encode-data)</value>

<name>param3</name>
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</post-param>
</bookmark>

DT v ~—7 &EHT 5L, www.myhost.cisco.com 77 7 A LT, 320 POST /¥
7 A—%4 (paraml, param2, param3) % HENFYIZH — NZIEETXE 9, ASA %,
CSCO_WEBVPN_MACROLIST1 DfE% /X7 A — X IZEH L T D, Ny 7= RICERE
]\/i—é—o

(¥)  CSCO _WEBVPN_MACROLIST /%, fid~ 27 v MEH SN L& 5 EZ THHE
HTExxd,

ZDOBAEDERED I, ASDM THomepage URL /ST A —H A ETHZ LT, A7
U7 RERRBR L7 MET v 7e— Rl Ty, FHEFIIIN—T R —HNOED
=L _=UNA~— b bV TR 2002 HETE £9, ASDM @ Network
Client SSL VPN & 7213 Clientless SSL VPN Access £ 7 > 3 726, [Add/Edit Group Policy]
NANIBELET, NRFROLEY TT,
* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit Group Policy] > [Advanced] > [SSL VPN Client] > [Customization] > [Homepage
URL] &t

* [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Group Policies] >
[Add/Edit Group Policy] > [More Options] > [Customization] > [Homepage URL] &£

ATYT3 Ty /== FIFTURL = U ZfE LET, SSLVPNGBIETRSA VY Z A L /NAT —
K (OTP) ZfEHA L, HWVTOWAETA—I T IEATAXT £ v 7NN AT — REH
M35 Lick>T, HTTPPost I L TOWA U VY —R{Zmr 7 A U TEET, ZOHED
REOFIEL, RORAOWTNNEHHLTASDM T v/ ~v—2 = h) ZiBIE 70T
WET 5L TT,
* [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Portal] > [Bookmarks]
> [Add/Edit Bookmark Lists] > [Add/Edit Bookmark Entry] > [Advanced Options] fJik > [Add/Edit
Post Parameters] (URL Method J@&1: [Post] 7 U v 7 45 L FRENET)

* [Network (Client) Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >
[URL Lists] & 77 > [Manage] 7~ & > > [Configured GUI Customization Objects] > [Add/Edit] R
% > >[Add/Edit Bookmark List] > [Add/Edit Bookmark Entry] > [Advanced Options] fElsk >
[Add/Edit Post Parameters]

RATv T84 77 AN (CIFS) URL BMAZRETH LICL-oT, KV XA T v ~— U RELH
% L %9, URL [cifs:/server/CSCO WEBVPN USERNAME] %##% &4 5 &, ASAlZZN%Z 21—
POT7 7 ANKER—LT 4 L7 MIICHBIMIZ Yy Y7 LET, ZOHFETIE, AT —
REB LA ANAY — RERHITZET, RIZ, URL BEHROHIZR L ET,

cifs://CSCO_WEBVPN USERNAME:CSCO WEBVPN PASSWORDEserver

cifs://CSCO_WEBVPN USERNAME:CSCO WEBVPN INTERNAL PASSWORDEserver

cifs://domain;CSCO WEBVPN USERNAME:CSCO WEBVPN PASSWORDEserver

cifs://domain;CSCO WEBVPN USERNAME:CSCO WEBVPN INTERNAL PASSWORDEserver
cifs://domain;CSCO WEBVPN USERNAME:CSCO WEBVPN PASSWORDEserver/CSCO WEBVPN USERNAME
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cifs://domain;CSCO WEBVPN USERNAME:CSCO WEBVPN INTERNAL PASSWORD@server/CSCO WEBVPN USERNAME

NER—FDHREZTARX

FHIRE SNTAR—F NV EFEAT R0 VI, INTAR— 2 VSRR Z A L T OR— 2 L%
B C&ET, MBOR—F NV ERETHHE, V74T PUAR—ZILENAI/NAL,
POST ER & 145 L CR—Z L2 BiGT& £,

FIE

ATy [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access| > [Portal] > [Customization]
ABIRLET, MBERIVAZAB—Ta U AMFHR R L, [Edit] 28R L ET,

AT w 72 [Enable External Portal] = v 7 R v 7 A% A2 LET,
AF w73 [URL] 7 4 —/L RIZ, POST ERMFF S5 L HIC, BERIBR—Z L% AN LET,

BELYISATURLRASSLVWPNDaYT74¥aL—ay [}



BESISATYRLASSLWPNOIY T4 FaL—vay |
B sor—rorzs<ax

B 5ELY547 FLASSLWPNOa Y I 4FaL—SaY



	高度なクライアントレス SSL VPN のコンフィギュレーション
	Microsoft Kerberos Constrained Delegation ソリューション
	KCD の機能
	KCD の認証フロー
	KCD のデバッグ
	Active Directory での Windows サービス アカウントの追加
	KCD の DNS の設定
	Active Directory ドメインに参加するための ASA の設定
	Microsoft Kerberos の要件

	外部プロキシ サーバの使用法の設定
	クライアントレス SSL VPN セッションでの HTTPS の使用
	アプリケーション プロファイル カスタマイゼーション フレームワークの設定
	APCF プロファイルの管理
	APCF パッケージのアップロード
	APCF パケットの管理
	APCF 構文

	セッションの設定
	エンコーディング
	文字エンコーディングの表示または指定

	コンテンツ キャッシングの設定
	Content Rewrite
	リライト ルールの作成
	コンテンツ リライト ルールの設定例

	クライアントレス SSL VPN を介した電子メールの使用
	Web 電子メールの設定：MS Outlook Web App

	ブックマークの設定
	GET または Post メソッドによる URL のブックマークの追加
	定義済みアプリケーション テンプレートに対する URL の追加
	自動サインオン アプリケーションのブックマークの追加
	ブックマーク リストのインポートおよびエクスポート
	Import and Export GUI Customization Objects (Web Contents)
	POST パラメータの追加および編集
	外部ポートのカスタマイズ




