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vE— REBMR L. DAEIER L2 B~ ~ 7 Banner % BHEAT I F 57,

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host)# ldap-attribute-map Banner

ATV T4 NF—OEMAET AN LET,

HBEDTIL—T K1) —~D LDAP L —H DEE

ATy T

ZOfFlE, TPsec VPN 7 Z A 72 I, AnyConnect SSLVPN 7 Z A4 7 N, 74T LA
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hostname (config) # ldap attribute-map group policy
hostname (config-ldap-attribute-map)# map-name Department IETF-Radius-Class
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L—yay B— RERBL, 1ERLTZEME~ >~ 7 group policy % B (i) £ 97,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map group_policy

AT v T4 H—10 [Department] 7 4 —/L RIZAT) SN TWD 7 /V—7 KU > — Group-policy-1 % ASA
WZIBL, 2—=PICED Y TOUHARY v —BIEERELET,

hostname (config) # group-policy Group-policy-1 external server-group LDAP_ demo
hostname (config-aaa-server-group) #

ATYFE ZDa—H L L TVPNER ML L. Group-Policyl 25 D JEM: (38 L OV O IRE 7z,
TI7FN DT N—T R =@M BNy v a AR I TWD Z EEMRLE
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AnyConnect bV RIJLDR AT 1 v 7 IPF7 FLREIY B TOEA .

AT w76 FilE EXEC &— KT debug ldap 255 =~ > R& A 3x—7/LIZ LT, ASA &V — DB DIEEF

EE=HALET, Z0Oavry FnbOHAOFZRIRLET, Ziud, EELA v —UR
DD LD ITHREFA T,

[29] Authentication successful for userl to 10.1.1.2
[29] Retrieving user attributes from server 10.1.1.2
[29] Retrieved Attributes:

[29] department: value = Group-Policy-1

[29] mapped to IETF-Radius-Class: value = Group-Policy-1

AnyConnect F >V RILDRBA T4 vV IPF7 FLREY HTOEA

ATy T

ZOHNE, IPsecZ T AT 2 bPSSLVPN Y T AT R ED TV R RV 7 T 47T 2 Ml
AEhnEd,

A BT 4 w7 AnyConnect A %7 w7 IPEID ¥ TZ&IEM T 5121, AnyConnect 7 7 A 7 |k
A=Y Webl ZAZT 4 v 7 IPT RLAZZETHLIICREL T, £D7 KL 2% ADLDAP
H—/3 [Dialin] # 7 @ [Assign Static IP Address] 7 4 —/V' K (Z®D 7 4 —/)L F T
msRADIUSFramedIPAddress JEVEMER S415) ITASI L, ZDEM% Cisco JB
IETF-Radius-Framed-1P-Address |2~ » ' 79 5 @t~ » 72 {El L £ 77,

FLEERRIC . ASA 1XH— 3025 msRADIUSFramedIPAddress DB Z FifS L. % OfE % Cisco &
IETF-Radius-Framed-IP-Address {IZ~ v B> 7 LT, Userl ICAXT 4 v 7 7 RV AZELET,

FIE

=Y %47 Y v LT, [Properties] A 7 127 Ry 7 AD [Dial-in] # 7 % Bi &, [Assign
Static IP Address] 7= v 7Ry 7 A% 4 2L T, 10112 WH P T FLAZ AN LET,
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£ asstre User i
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EECett Publishers Serul Teminal Services Profie I COM+ I Exchange General
mDHCF Belrniristrators Secul E-mail Addresses l Exchange Features E Exchange Advanced

DHCP Usars Secy  Beneral | Addiess | Account | Profile | Telephones | Diganization
gnmmins cecy  Member0f Diskin | Enviorment | Sessions | Remote control
Filonstodateproxy Secll - Remote Access Permission (Diakin or VPN |
thmain Bdriiins Secul

Domain Computers Secul " Allow access

Domain Contrallers Secul " Deny access
ﬁDumain Guests Secul : et

Domain Lisars sl % [Contiol access thiough Femote Access Policy

Enterprise Admins Secul -

Exchange Domain Servers Secul L Weriy Cafler-D: I

Exchange Enterprise Servers Secu [ Callback Options

Group Policy Creator Owners Secul = Na Callback

G 1 S
o i ™ Set by Caller [Routing and Remote Access Service only)

BEHMHEE0a5E

Group2 Secul
Guest User  Always Callback toc |
HelpSeryicesGroup SECUl
I15_WPG Secu W Assign a Stalic IP Addiess [T
£} 1usk_POC Lser ;
3 1wam_PDC User |1 Appb Static Foutes
gf‘“mm Secu | Define routes to ensble for this Diskin
RAS and 1AS Servers Secul connection.
EESdes Secul
ESthema Adrnins Secul
SUPPORT_366945a0 User ITI Cancel R s |
mTel'letChents Secul -
ﬂ Useri User
ﬁ VPN _LUser _Group Liser ‘Welcome LDAP WPH_Liser, ..
£ web1 Liser
[ﬁwm Usiers Security Group ... Members who have view-...

KIZ7RT LDAP 2> 7 4 Xal—a OB~y 7E2ERLET,

[Static Address] 7 « —/L KT &2 AD JE1: msRADIUSFramedIPAddress % Cisco J& '
IETF-Radius-Framed-IP-Address |2~ v B> 7 L £ 7,

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress
IETF-Radius-Framed-IP-Address

LDAP EtE~ v 7% AAA Y — 2B £ 7,
AAA Y =% 7 /L—T MS_LDAP DR A k 10.1.1.2 12K LT AAA —/ 3 FA b 207 4 Fa
L—yay T— R&EBtE L, 1Bk L7z @~ » 7 static_address & BEAT ) F£ 97,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map static_address

vpn-address-assignment =~ > R73 AAA Z45ET D L O ICRES L TN DN E I D E R T 5
DIz, a7 4 Xalb—va OO ERRLET,
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hostname (config) # show run all vpn-addr-assign

vpn-addr-assign aaa

no vpn-addr-assign dhcp
vpn-addr-assign local
hostname (config) #

ATy TH

g4 x4 vaEtiEE7 o 20EA |

<< Make sure this is configured >>

ASA & AnyConnect 7 7 A 7 b & O fleNr LET, — S TEREIIL, ASAIZ~V Y BV

TENTZIPT RVAZ2—YNRZETDH EEMRLET,

ATvT6

VAEERLET,

hostname# show vpn-sessiondb svc

Session Type:

Username
Assigned IP
Protocol
Encryption
Bytes Tx

Group Policy :

Login Time
Duration
NAC Result

VLAN Mapping :

SvC

: webl Index

: 10.1.1.2 Public IP

: Clientless SSL-Tunnel DTLS-Tunnel
: RC4 AES128 Hashing

: 304140 Bytes Rx

VPN_User_ Group

N/A VLAN

FANILA VERIFEIXEE TV £ ADER

ZOBITIE, 2—=HFIcE-oTHATEND bR 7 7 b2 ziEET 5 LDAP B~ »
T EAERR L E T, [Dialin] # 7 OFFR T 7 A LEGT 7 B ADEE % Cisco @M
Tunneling-Protocol {2~ > B> 7 LET, ZORMEITIKROE Yy M~y FEEY R — N LET,

Tunnel Group :
: 11:13:05 UTC Tue Aug 28 2007
: Oh:01lm:48s

: Unknown

show vpn-sessiondb sve =~ > RZEH L Tty a vy OfiaRxRrL, FIv Y Toniz7 R

¢ 31

: 10.86.181.70

¢ SHAL
: 470506
Groupl TunnelGroup

¢ none

[ by Jobal
1 PPTP
2 L2TP
4 IPsec (IKEv1)
8 L2TP/IPsec
16 7547 FLZSSL
32 SSL 7 A 7> bk : AnyConnect £ 721X SSL VPN 7 Z A4 7 v
S
64 IPsec (IKEv2)
' (1) IPsec & L2TP over IPsec [ZRIFFICIZHH— F SN EHA, ZDO70, {4 & § 1M
HHMAE & 720 5,
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B s« vnqomazrEET s L 20ERA

1) w1 EBE,

ZoRMEEMH LT, 71 b 3o [Allow Access] (TRUE) % 721% [Deny Access] (FALSE)
DEMEER L, 22—V RT 7 v AT SN HiEE#EA LT,

BAXNA HFRT 7 AEIHES T 7  A0@EMAICET 2 omofliconTik, 77 =
J1/v 7 — K [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration
Example] ZZH L T 7ZE 0,

FIE

AT TN 22— %4527V v 7 LT, [Propetties] XA 7 277Ky 7 AP [Dial-in] ¥ 7 %B &, [Allow
Access| A7 v a v RE LV E 7 Vw7 LET,

User Properties N 2|

Teminal Services Profile I COM+ I Exchange General
E-mail Addresses | Exchange Features | Exchange Advanced
General | Address | Account i Profile ] Telephones | Organization
Member OF  Diakin | Envionment | Sessions | Remote control

~ ARemote Access Permigsion [Diakin or WYPN]

% allow access

" Deny access

L= TS SR

" Control access through Remote Access Policy

[ Verify CallerID:
—Callback Options

& NoLCallback
(" Set by Caller [Routing and Remote Access Service only]

" Always Callback to: |
™ Assign a Static IP Address I
1 Apply Static Routes
[refine routes to enable for this Diakin Siatic Bhutes |
connection. SLalic-FrOulEs ..

(G¥)  [Control access through the Remote Access Policy] 4 7' = AN L7551, —

MOENKEENT, #H S WAHERIZ ASA DRI A—7F R Y S —3REITHESNT
ESNET,

AT T2 IPsec & AnyConnect D i Jj DB & FF el T 227 74 7 b U ASSLEH & G T 2 Bt~ v
TEER L ET,
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ATvT3

ATv74

0474 2 B8 & Time-of-Day JL— )L D& .

a) ~ 7 tunneling protocols Z1Ek L 97,

hostname (config) # ldap attribute-map tunneling protocols

b) [Allow Access] i% & T 415 AD J& M msNPAllowDialin % Cisco J&4 Tunneling-Protocols
W~ 7 LET,

hostname (config-ldap-attribute-map) # map-name msNPAllowDialin Tunneling-Protocols

) ¥y EAZBMLET,

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

LDAP @k~ v 7% AAA Y — NICBEEAT I £97,

a) AAAY— T L—7MS LDAP THA M 10112DAAA Y —NFA N a7 4 Falb—
varE—RFERBLET,

hostname (config) # aaa-server MS LDAP host 10.1.1.2

b) fERK L7-J&M:~ v 7 tunneling_protocols % BEHfH i) £ 7,
hostname (config-aaa-server-host) # ldap-attribute-map tunneling protocols

B~y TINRE LT EBVITHEET D2 L AR LET,

JI7AT v FUVASSLEEA L CRERIAZRA T T, 22—, FAT SN TWZRWERE A I =
AL ORBOFINTHD Z & @mInNET, IPsec” 74 7 > bOEEFHIIE LET,
A, BME~ Y SIS TIPsec i b Rr U 7 e ha R EN57-9HTY,

04 # > B & Time-of-Day JL— /LD E A

&

WOBHITIE, 774 T FLASSL 22—V (72& 2 VR A N—FF—) Xy hU—7
~NDT 7 AEHAT AR EARE L CHEHAT 2 HEE2 R LET,

ADH— £, [Office] 7 4 —/v K& LCTA— h F—D&HEANLET, Z0O7 41—
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hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map access_hours

ATy T4 BEIC Y — S THFA S AU A R E L E T
N—= b= T 7 v AR 2 A H D&M H OFRT 9 KBRS RFICREL £

hostname (config) # time-range Partner
hostname (config-time-range) # periodic weekdays 09:00 to 17:00
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