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cIP7 RLAEID Y THRY —DFE (13—)

e —HNLIPT FL A F—ILORE (33—)

« DHCP 7 RLAREDKE (6 X—)

e —H) =P ~DIPT RLADEY YT (72—)

P7RFLREIYHETHRY) O—DEHRTE

ASATIZ. VE—RT I BRAIZSAT U MIIPT RLAZEID Y TAHRBIZ, kD 1O ED
FREFHTEET, BHOT FLAE DY THRERET DL, ASAIZIP 7 RLARED
MBETEA TV arZBRBFLET, T 74/ FTHH, T_XTOHFNRA RX—T W72 > T
F9,

* [Use authentication server] : =—HHAL THEHFRGE, A, 7V T 4 7 =BT
RURZESFLET, IPT RUAREESINRIET—"ZHH L TV 85E1FE. 20k
REMFEHT L2 L2880 LET, AAA — 3%, [Configuration] > [AAA Setup] ~~A >
THRETEET, ZOHEIXIPVEBIOIPve OFEID Y THRY —lHTE £,

¢ [UseDHCP] : DHCP #—/ /5 1P 7 R L A Huf% L9, DHCP #3534 1%, DHCP
Y= REBETLIMENRH Y £9, F72. DHCP — N THHAEERIP 7 L 2D
HEFRTDOMLENDH Y £3, DHCP ZfEM 7T 555513, [Configuration] > [Remote Access

VPN]>[DHCP Server] A > CH—R"EHELET, TOHEILIPvEDOEI Y Y THRY v—
R TEET,

* [Use an internal address pool] : WHESHIIZERE SAL72T R LA 7 —/Ud, FbaRENE IR T
R =B JTHATT, ZDHEEZEHT 2551, [Configuration] >
[Remote Access VPN] > [Network (Client) Access] > [Address Assignment] > [Address Pools] -~
AUTIPT RVA T =N ERELET, ZOHEIXIPVE B I OIPv6 OFEID 4 THRY > —
WA TE £,
* [Allow the reuse of an IP address so many minutes after it is released] : I[P 7 KL 2237 R L
AT =VZRENTARIC, IPT FLAZHANT 2 ETORMEZIEEL £, BT
R ZRITDZ LIS IPT FLARTSICHFI S TIND Z &Ik THRET
LIEEN T 7 AT 7+ —/VTHALRNEIIZTEET, 774V MTiE ZHUTF =

VNDIP7 FLX .
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JENFFA, DFV, ASAITEERRZH L EHA, BEREZRETIHEIL.
F v IRy A%A AL, IPT FLAZEFE Y BTF 5 FE TORERZ 1 ~480 D
FHTHELET, ZOHRTEFIL, PMEIV LY TR > —fFHTxET,

wKONTNPOFTREFEA LT, IPTRLRAZVE—NT 78 RA 7747 MIEY BT
FHiEERELET,

P7FLREIYLETATL I DT
FE

AT 71 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Assignment Policy] % 3R L £9,

RATw T2 [IPv4Policy] =U 7 C, 7 RLAREID Y THREA L THEMIT 50, A 712 L TEHDIZ
LET, ROFEZ, 7740 B THMDI > THET,

* [Use Authentication server]: IP 7 N L 2 Z 23 2 72 DIZF%E L7ZFBRE, #FRI, 7T T 4
¥ 7 (AAA) =TT 5L IITLET,

« [UseDHCP:IP 7 RV AZRMUT D 1-DICRELTFAFTIv I RA a7 4 Fab—
vayv 7m ha) (DHCP) H—_"&fHTEL5L51CLET,

* [Use internal address pools] : ASA TRXE SN2 —H/L T RL A F—LREZHEHATES
EoICLET,

[Use internal address pools] Z B NI T D545, IPv4d 7 RV ABB S ictk,. DT KL AD

FHRIHZACTE 9, Youcanspecify a range of minutes from 0-480 after which the IP v4 address
can be reused.

AT T3 [IPv6 Policy] =V 7T, 7 RLAREID U THXEZA L TEMNIT HH, A 712 L TEYIZ
LET, ROFIEIX, T 74V FTHEDT/R>TOET,

* [Use Authentication server]: IP 7 N L 2 Z 232 72 D IZF%E L1ZFRGE, #Frl. 7D T 4
7 (AAA) P—NEfEHTEL L9 LET,

* [Use internal address pools] : ASA TRXE SN/ —H/L T RV A F— LR EXHEHTES
LolCLET,

ATv T4 [Applyl 227 U 7 LET,
ATy T [OK]Z27 V7 LET,
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[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Assignment Policy] DJEIZERIN L FE 7,

O—AIIPT7 KLRA T—ILDKTE

VPN UE— b 727 A b RWIxELTIPVE 721X IPv6 7 KL A T — L& RET HITIE,
ASDM % P&, [Configuration] > [Remote Access VPN] > [Network (Client) Access] >

[Address Management] > [Address Pools] > [Add/Edit IP Pool] Z &R L 9, 7 KL A 7 — /L Z&Hl
B9 5I2i%. ASDM %[ %, [Configuration] > [Remote Access VPN] > [Network (Client) Access]
> [Address Management] > [Address Pools] Z @R L £3, HIfRT 27 FL R F— /L2 @R L,
[Delete] #7 V v 7 LET,

ASA 1T, BB 7 7 7 A NLNERIT R TA—FIZHASNTT R A F— L& A{f
ALEd, Y= VOREIEFITEE T, #7777 A NVEE 7 NV—7 R o —IZERD
T RLVA =LV ERETDHE, ASAITBIMENTIECTEN LD —VEFEHLET,

0—HL TRV T Xy hOT RLAZE YL THFERIT, TOLIR%y hU—7 FHD)L—
NOBMNEDIZ DL, 7Ry NOBEREZHYT LTV E2BNTAHILE2BED L
i—a‘o

O—AJILIPVET7 KLR T—ILDEKE

&

[IP Pool] =V 7ITi%, RESNIZT RL A F—LRN, LEIZEIC, TRENDIP T R Af
PH (7= & 212, 10.10.147.100 ~ 10.10.147.177) &£ & bIZERENET, T—IADBHIEL 72V
Ay TUTIEZETT, ASAIL, VA MIRRSINDIERTCINODO TS — L EHEHLET, &)
DT —=NVHNDOT RLARTRTHVETHENDL L, ROT—LOT RLUARFER I, LLFFE
BRIV S E T,

O—HANTRWTT Xy hDOT RLRAEZEID B TEHAIT., TDOXHIxy hU—7 AL —
NOBIMNEDIZ DL 912, 3732y NOFEREZHYT AT — L2 BINTAHZLE2BEIDL
i‘j‘o

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Address Pools] % 2R L £,
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ATY T2 IPv4 7 RLAZBINT 5IT1%, [Add] > [IPv4 Address pool] =7 U v 7 LEJ, BEfFOT KL

AT =N ERET DL, T RVA =L 57 —7TC, [Edit| 227V v 7 LFET,

AT w73 [AAd/EditIP Pool] A 7T 7Ry 7 2T, IROEREAITLET,

* [Pool Name] : 7 KL A F—/L DA HIZATLET, K64 LFEHETEET,

« [Starting Address] : ¥ E SNIZZNTNDO T — )L THEAARERRYIOIP 7 L A& R L%
7T, 72 & 21310.10.147.100 D L 51T, Ry MEE 10 R EZLEH L £7,

* [Ending Address] : ¥ E SNT-FNEND T — )V CTHHARERRKEDIP 7 KL AZ R L%
T, 72 21310.10.147.177 O X D12, Fy MI&E 10 #EEELAHEN L X7,

* [Subnet Mask] : ZDIP 7 RV AREHT ATy NEBRELET,

ATY7T4 [Applyl 227 U v 7 LET,
ATy 75 [OK] &7 Vv 7 LET,

O—AJLIP6 7 KLR T—ILDOETE

ATvT1

[IPPool] = VU 7ITi%, RESNET RL A F—2, LETZ LIS, BMIP 7 RL AP, 7
RLAT VT 4y I A, T—/VIRETEDLT FLAEE EBICRRENET, T VRGFHE
L7anWgGE, =V 7328 T, ASAIE, VA MIERINDIEFETCINLD TS —VEFHEHALE
T, DT —=NVNOT RUARTRTHDEToND L, ROT—=LDT RUAPEH S
. LUFRRRICAEE S E 5,

0—H VTR TRy hOT RLUAZE DU THEEIL. ZOLH> Ry hU—7 D)L —
NOBMNEZIZ2DE 912, 73y NOBREHYT L7V E2BINTHZ 288D L
F7,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Address Pools] % &N L £,

ATY T2 IPv6 7 RLA&BIT 5%, [Add] > [IPv6 Address pool] =7 U v 7 LEJ, BEFOT KL

2 TV ERETHITIE. T RLVA =L F—7 0T, [Bdit) 227V v 7 LET,

AT w73 [Add/EditIP Pool] A 7R 7Ry 7 AT, ROEHREANTLET,

* [Name] : &XEINTKT NLVA T —LOA4RTIZFR R LET,
[Starting IP Address] : X E S AV7c 7 — VT AIREZR IO IP 7 RLAZ AN LET, 72
&z, 2001:DB8:1 L 720 £,

e [Prefix Length] : IP 7 KL A L7 4 v 7 AK%Ey MBI TADLET, =& 21E, 32
IZCIDRKFLT/REZEXKLET, V74 v 7 ARIFE, IPT RUANFEET L7 — 10
Txy hEERLET,
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* [Number of Addresses] : B4R IP 7 R L ANGAE D, T —IZH D IPV6 7 KL ADE % fi
Eb\ijqo

ATy T8 [Applyl 227 U v 7 LET,
ATy 75 [OK] &7 Uy 7 LET,

GIW—TRYS—~ORFT7 FLR T—=ILDOE|Y HT

[Add or Edit Group Policy] % 4 7 1 7' 7R v 7 A ClE, IBIEITHEL THDHHNE Ry T —2
(IGATR) TVRBAITNAN—=T R —DOT RLAT—)L, bRV o7 7o bhajl,
TANE R E, BEOY—RERETEET, ZOXATRIRY 7 ADEKET 4 —/L K
T, [Inherit]| F=v 7 Ry 7 AZRIRT L L, ST HXEDMHET 74NV~ T—T K
=N EETE £, [Inherit] 1, ZDOXA TRy 7 ADREETRTOT 7 4/ MET
7T

FUZN—F R —TIPvd L IPV6 DT KL AR —2RETEET, LI L—
FRY—IZHEDONR—=a v DIPT RUARRESNTWAES., IPUICHRESINT-V 5
AT MEIIPVE T RUA IPVOICRESNTZ T4 T MIIPv6 7 RLAZESG L, IPv4 T
RLUALIPV6 T RUAMHIZERESNZYZ TA T MEIIPvd T KL AL IPv6 7 R L Al %
WELET,

FIE

AT 971 ASDM ZfEH L T ASA (285t L. [Configuration] > [Remote Access VPN] > [Network (Client)
Access] > [Group Policies] 3R L 9,

ATV T2 HLWIN—T KRY —%ERT D, WERT RV A = aRETDHIN—T R v—%
fERE L. [Edit] 27 U v 27 LET,

[General attributes] << (% [group policy] A 7 2 7 C, 7 7 #/L h TERENTWET,
AT w73 [Address Pools] 7 4 —/V F&EMHA LT, 2O NL—7HRU T —DIPv4 7 KL A F— )L ZfRE
LET, [Select] Z#7 Vw7 L, IPv4d 7 KL A 7 — L EBINEIIRELET,

AT 74 [IPv6 Address Pools] 7 4 —/V R&EMH LT, 2O NV—7 R o —IZfEHT5IPv6 7 KL A
T—NVERELET, [Select] 7 U 7 L, IPv6 7 RL A F— L& BIE 2 I3MmE L E7,

ATy F5 [OK] &7 U7 LET,
ATv 76 [Applyl 27 Vv 27 LET,

VNDIP7 FLX .
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DHCP 7 KL RIEEDEHTE

DHCP Z{EHLTCVPN 75 A4 T FhOT RLAZEID YK TAIZi1E., FT DHCP #—3, BL&
U DHCP % —/ ST ATREZR IP 7 L ADHIFHZ R ET 20BN H D £, £D%, #
77 7 A VHEATCDHCP Y —"EZERLET, £/, 7V ar b LT, EYoEER o
Ty A NVEF I —FLICEEMT SN —F R Y > —RNIZ, DHCP Ry RV —27 Za—
THERTEET, ZORAa—7, FHTSHIP T KL A 7 —)L% DHCP — NZHRET S
7D, IPFy NU—IFESELILIP T FLATT,

WOFITIE, firstgroup &\ 9 A RIOEHE 7 17 7 A LI, IP 7 R L A 172.33.44.19 ® DHCP
P—REEZLTWET, £/, ZOHITIL, remotegroup &5 7 /L—7 KU o —{Zxf L
T, 192.86.0.0 £\ 9 DHCP * v NV —27 Za—7HEHRK L TWET (remotegroup & V95 7
J—T R —IE, firstgroup & WO i 1 7 7 A VICBEMIT 5TV ET) , Ry FU—
7 Aa—7%ER LIRS, DHCP — 1 3E7 KL A F— LV ORRENRIC T — VN ZHE LT
IP7 RLAZEDYTET, REVYTOT RLARRONLE T, 7—ADNEICHREINE
7

RO T 4 Fab—ra U Ald, ARRELRFIEPGZENTHET, ZThbid, LIENZZ D
Bt 07y A NVCAREMNT, #ET T s AN IATEVE— R T/ ERL LTERL
TW2 Y TN—T"RY o—IZAHT AT, WEEIFINSE LTHRE L TWGa 072 T
T ZTNHOFIEDROFUIFCH SN TNDLDIE, ZNODMHEEZRE LRWIRY | %D
tunnel-group = v & R X W group-policy 2~ > NIZT 7 EATERWOT, HEELMRT /2T
T

AESRHECHNSEE
IPv47 RUAZEHALT, 27947 b7 FLAZE|Y Y C3DHCP H— %A X ¥,

DHCP Z{FERALIP7 FLADEIYET

DHCP $#— R ZFEL T B, DHCP Y — N2 HT 57— KR o—%1ER LET, TD
ITN—T R) o —%ERTSH L, DHCP V— XN VPN #EHDOT FL A ZE| D Y CTEJ,

1. DHCP #—"%Zg&kiE LET, DHCP — %] L TIPv6 7 K L A% AnyConnect 2 7 A
T MTEIDETHZ LT R A,

1. ASDM A LT ASA |28t L £,

2. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment]
> [Assignment Policy] T DHCP 23 R—7 VI > TWD Z Lo LE T,

3. [Configuration] > [Remote Access VPN] > [DHCP Server] % #&# L C, DHCP ¥ — %%
E L/ i j‘o

2. JN—7 KUY —IZDHCPIP 7 KL AREZFIV 4 TET,
1. [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect
Connection Profiles] Z#4R L £9-,
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2. [Connection Profiles] =V 7 T [Add] £7-IX [Edit) 227 V v 7 L ¥ T,
3. BE7TueT7rANOHREYV—T, [Basic] &7V v 7 LET,

4, [Client Address Assignment] =U 7 T, 7747 MIIP T RLAZED Y THED
WZEHT % DHCP — "D IPv4 7 RLAZ AN LET, 72& 21X, 172.33.44.19 &
BELET,

5. DHCP Aa—7ZERTDHLOIC, #Ehi7 w7 7 A /VICHEMN T R L—T
U —% 4 LE T, [Configuration]>[Remote Access VPN]> [Network (Client) Access]
> [Group Policies] Z #&R L £ 77,

6. WETDHIN—T RV —%XTNLIY) v 7 LET,

7. WREYV—T, [Server] 7 Vv 7 LET,
TRHIZ 2 U w27 LT, [MoreOptions] =V 7 25 KFRL ET,

. DHCP A=—7'® [Inherit] DF = v 7 4 L £,

10. M3 5IPT KL A 7 —)L% DHCP H— NIZHRET S0, IP *v hU—7 &
HBEIZIP T FLAEZ AN LET, 7oL 213, 192.86.0.0 Lf5E L ET,

1. [OK]%27 Vw7 LET,
12. [Apply]l &7 VU w7 LET,

O—AILA—HYFADIPT7 FLADEIYHT

ATy I

TN—T R o—%HTL2E7ce—h) a—F ThHhor FaE%EL., F72 AnyConnect
BHEZRETHZLELTEET, IPT RLADMOD Y — R ITEENEALIZBEAIC, Zhbo
A= THO L SR T =Ny 7 iRt 50T, BHEFSIEHET /A TEE T,

1R BRI

2 —E BN E IR E T 5121, [Configuration] > [Remote Access VPN] > [AAA/Local Users]
> [Local Users] DIEIZER L, [Add] £7/2I1X [Edit] 22V v 7 LET,

7 7 4V K TlL, [EditUser Account] [Hi[fi DF%E Z & 12 [Inherit]) T = v 7 AR > 7 ANRA 1785
TWEd, 2FV, 22—V T h U MNE, T 74/~ 71— K1Y 2 — DfltGrpPolicy D% D
REDEEMAT DL VND Z L TT,

BRENR LA — =T 4 FT5581%, [Inherit] F=y 7Ry 7 AZF 7L, HLWEL
ADLFET, WOFHEMRFIETIZIP 7 RLADHBREIZHOWTIHHA LFET, BREDERRZEM
IZoOWTHERr—h /L 22— D VPN R o —EHORTESR L T a0,

FIE

ASDM % 45 L, [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users]
DNEIZEIR L £ 7,

VNDIP7 FLX .
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ARTY T2 BETDHA—VERRL, [Bdit) 227V v 7 LET,

AT9 T3 EMDORA T, [VPNPolicyl 27 U v 27 LET,

ATv T4 ZOa—WITK L TEHERHDOIPVET RLRAEZHET 5841, [Dedicated IPv4 Address (Optional)]
FHITT, IPV4 7 RLAEH TRy h <A EBASNLET,

RT9TES ZO2—WFIZEFDIPv6 7 KL A& FET 521X, [Dedicated IPv6 Address (Optional)] fEIIZ
IPv6 7'V 7 4 v 7 A%ETIPVv6 7 KL AZ AN LET, IPv6 7'V 7 4 w7 AL, IPv6 7 KL
ANEET AT Ry FERLET,

ATV 76 [Applyl 27 U v/ LTEENEZEITa L 74 Fab—va VIRTFELET,
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