e P = B - - me

—AH9 7% VPN 5852

VAT AT var 23=Y)

AR VPN vy a VBOEE 34—)

* DTLS OfE (4 =—2)

« DNS $— =T DFRE (5 5—2)

BT OT—VORE (5 5—)

*SSLVPN #5027 74 7 b 7 RLUAFEE (6 5—)

s IN—TFRY v— (8§—Y)

TR T A (60 X—)

TR T AN, 7 TA4T 2 ML ASSLVPN (79 <—7)

< IKEvl i 7' 7 7 A /b (84 ~—2)

CIKEV2 EfE TR 77 4L (90 <—2)

«IPsec £721L SSL VPN #fii 7' 0 7 7 A L~DFEHEDO~ vy B 7 (92 *—)
« Site-to-Site #7177 7 A /L (96 ~—3)

* AnyConnect VPN 7 7 A4 7 > b A4 A—3 (105 ~<—Y)

» AnyConnect VPN 7 5 A 7 > NERORE (106 =*—)

» AnyConnect HostScan (114 ~3—73)

* HostScan DA > A h—/LET2EZT v 77 L—F (1153—2)

e HostScan D7 > A A h—/L (117 _X—7)

e JN—"T" R T —~® AnyConnect 7 4 —F ¥ EL a2 —/LDOFEID KT (117 °—)
* HostScan DiE~ =27 /L (119 _—)

* AnyConnect t¥ =27 EE YT 4 VU a—Tar (119 3—Y)
* AnyConnect DI AX <A XAkl —RJE— a3 (121 =)
* AnyConnect 3.1 [7]\F AnyConnect Essentials (124 ~2—137)

* AnyConnect 7 A &% L@tk (125 _—2)

*IPsec VPN 7 AT N V7 vy =7 (126 X—2)

* Zone Labs Integrity Server (127 ~X—3°)

<ISERY —oiEi (128 ~—2)
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VATLATUaY
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec] > [System
Options] A1 > (% 721X [Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options] % fiff
ALTEIE) 29 25L, ASA ED IPsec & v a & VPN & v ¥ 3 U [EA OHERES %
ETEET,

» [Limit maximum number of active IPsec VPN sessions] : 727 7 4 7 72 IPsec VPN & v > 3 >
DIERKRBOHIRE A F—TNVEIEZT =7 M LET, ®HIE, N~ KV =T 7T v
N7 —LeY T U=T T4V RIZKSTHRRY 7,

+ [Maximum IPsec Sessions] : 7 27 7 « 772 IPsec VPN & v ¥ 3 > O KiF 5z f8E L
F9, TOT7 =N RiE, EROTF = IRy 7 REF NI LT, T 27T 4 7 72 1Psec
VPN & v v a v OERRBAEGIRLUIZSGEIZIZET T 77 4 71820 £7,

* [L2TP Tunnel Keep-alive Timeout] : ¥—77 74 7 A v —VOMHEZWHEL THE L E
T, FFAIZ 10 ~300FCT, T 74/ ME 60 TT, ZiuL., Network (Client) Access
HHADOEERY AT A AT a T,

* VPN R U RV ORESIRFZ, BEFO 7 e —%FofE L7,

» [Preserve stateful VPN flows when the tunnel drops] : %~ § U — 7 JLiEE— K (NEM) TO
IPsec h o RV 70 —DRFFEA R—T NV ETIET 4 B—7 M LET, K72 Psec
ho v 7o —REE A 3 —T N T B &, [Timeout] XA 7 a2 7R 7 AT kRN
FERSNAIRY , X2 VT 4 T IAT LV ANRAT— MERIZT 7 BATEX 5720,
TRITIEFIC T —ERITLET, 2O T a it 774 FTEYGTT,

N

GE) M RNVTCP 7R —E Ru vy &N, 7 —2T v 7%
TCP XA LT U MUKFELET, 72720, FEDO h v 7m—
DEA LT T IBT 4 =T N> THHEA, FEIFE- Mo
Fik (T MHHDOTCPRST2 E) ICL-oTZ7 VT ENBHET, £
D7 u—FT AT AN THRFEEINET,

* [IPsec Security Association Lifetime] : £F% = U7 1 7V — 3 (SA) O ZHE
LET, ZONRTA=FITED, IPsecSAF—DTA 7 XA LOHIEBRMNEZFRE L ET,
T AT HA LIE, IPsec SABHIRYINIC /2 5 £ COFRMEZ 7R L, L F—LFxT
V=T OMENRDH Y FT,

¢ [Time] : ¢ (hh) . 43 (mm) . BEOR (ss) HALTSADT A 7 XA LEFRELE
TO

s [Traffic Volume] : ¥ 234 NEALDO T 7 4 v 7 TSATA 7 XA LEERLET,

IPsec SA DZHAMREINIZ 72 5 E TOXA B — R T —2DOF A f MgE A LET, £
7213 [unlimited] 2 4 12 LE3, fH/IMEIX 100 KB, 7 7 4 /L MEIX 10000 KB, #x K
E1% 2147483647 KB T,
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* [Enable PMTU (Path Maximum Transmission Unit) Aging] : ‘& EEHE 725 PMTU OD=— > 7 % A
X =TT DB ENTEET,

* [Interval to Reset PMTU of an SA (Security Association)] : PMTU fE2S JLDEIZ Y & » K
SN EATILET,

* [Enable inbound IPSec sessions to bypass interface access-lists], [Group policy and per-user
authorization ACLs still apply to the traffic] : ASAIZ, VPN 77 4 v 7 BN ASAA » F—T =
AATHKTT DL ET 74V P THFAIT 2D T, IKE £72I1TESP (L7232 DD Z A
TDOVPN/ANT b)) &7 78 A V— /L THATLLEIIH ) A, ZOFTvarz
FUAT LT LEAEIE, BEENT VPN ATy b —R/V P 7 KL RICxT 57 2
A= VI RETT, VPN bRV VPN X 2 U T 4 A= X85 L TEFIC
o SO T, ZOWREIZ L - T, MR b S, Ex=2V 70 VA7 Z2A5 2L
R TNA ADNT =< U ANRFREINET, (A=K v—BLOa2—HH
NLOFFF ACL 1L, BlEHiE M7 74 v 7 M INET) |

IOFTarEAZIZTAI LK, TR A= EE—H)VIP T R L R (A
TEHZ L AMEIRNEATEEST, 778 RA A—Tue—B P T RLRIZHEM S,
VPN X7 hEBIL SNSRI SN CWamD 7 47> P 7 LA A
SNFEHA,

[Permit communication between VPN peers connected to the same interface] : Z OHEHEZE A —
TNEREFT =T LET,

FUCA v H—T 2 A AN LTHERY TA T M VPN b T 7 4 v 7 ZRFSLEFIC, £
TR LTV XA LY v 9528 TEET, AILA ¥ —T x4 A% LTVPN
77 4 w7 BB TICEET 2HE81E. TDOA v H—T =4 AZXT 25 NAT 2 A
F—=T ML, TTAR=FIPT RVRENRT Y v 7NV —T 4 VT ARERT R R
BT HVERHY 3 (7277 L, a—BNVIPT RLA =TT TN T Y w7 IPT
RLU2AZBEHLTCWDEAIEREET) |

* [Compression Settings] : JEME & A % —7 /LT T HH%HE (WebVPN 38 K INSSLVPN 7 71 7
VN BRELET, EMET 740 T R—T Mo TWET,

=] > ~ % =L

mAVPN Y 3 VHOKRTE
VPN & v 2 5 > £7-13 AnyConnect 7 74 7> b VPN & v ¥ a U THA SN D RREATE
FTHITE, ROFNEEFITLET,

Fig
AT 71 [Configuration] > [Remote Access VPN] > [Advanced] > [Maximum VPN Sessions] % 3R L £,

AT w72 [Maximum AnyConnect Sessions] 7 4 —/L RiZt v ¥ a VORKFERE AT LET,
ANMEIZ 106D T7A B ATHESNDIE Yy v a VORKEETTT,

— 807 VPN B
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AT w73 [Maximum Other VPN Sessions] 7 4 —/L K C, #FA[ T 5K KO VPN v a a2 AN LE

9, ZHUZIX. CiscoVPN 27 74 7 > k (IPsecIKEvl) & LAN-to-LANVPN & v 3 0N EF
nE7,

HMEIZ, 10D TA B ATHEEIND YV 3 VORKREETTT,

ATy 74 [Applyl 227 Vv 27 LET,

DTLS DEETE

ATy T

Datagram Transport Layer Security (DTLS) Z{#fH 7 % &, SSL VPN ##i % 2. L T\ %
AnyConnect 7 7 A 72 T, 220D k> x/b (SSL b x/b & DTLS b xv) %[RRI A
TEFET, DILS M4 % & . SSL &l THAT DI K OVHHBuE D RIS B8 S 41, /3
ey NBIEOEEZZ TR0 T WY TAEA LT T ) r—2aORT7 p—< ARAELE
7

1R BHHIIZ

ZPD~y R RTDTLS R E L., 32 DILS D/ 3—V 3 U &R T HI2I%, SSLXE
LTSS,

DTLS % TLS $ell 7 +—/b Ny 7 SH521E, 7 v RETHE (DPD) %A 3x—7 /W2
HMLENRHY F9, DPDEZ A R — 7 /WIZ L7256, DTLS #5t CREN AT 5 &, TLSIZ
T A= Ny 7T LR ITERITE T LET, DPD OFFEMIZOWTIE, WEHZL—7" R Y
v —., AnyConnect 7 7 A 7> b, 7 v FETHH (9<—) 2B L T I,

FIE

AnyConnect VPN ##5il2%f L C DTLS A7 > a Y #HEL 7,
a) [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles] @ [Access Interfaces] 7 * 3 S ZBEI L £9°,
b) [Interface] 7 —7 /L' AnyConnect Bt (X ET H A v H—T = A ADITT, A ¥ —T =
AATAR=TMIT DT a harct Al LET,
* [SSL Access / Allow Access] % 4 NZF DA F—7 WMZ L7254 [Enable DTLS] %
T 74N NCHUEITAR—T VTR ET,

« DTLS % #%h29 % (21X, [Enable DTLS] #4712 L £9, SSL VPN #4#¢/% SSL VPN
RN DIHEE L E T,
c) [Port Settings] #ER L, SSL R—F AR EL 7,

« [HTTPS Port] : HTTPS (7' 7 U #~_—2) SSL ##EHICA R—T7 M 2R — b, #i
PHIZ 1 ~ 65535 T, 5 7 4 /L MIAR— b 443 T,
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« [DTLS Port] : DTLS #&kc I A £ —7 /W29 5 UDP AR — b, #iPHIL 1 ~ 65535 T,
T 7 F /b MEAR— b 443 T,

ATV T2 BEOIN—FRY L —IZ L TDILS A7 a v #EELET,

a) [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit]
> [Advanced] > [AnyConnect Client] (2@ L £ 9,

b) [Datagram Transport Layer Security (DTLS)] @ [Inherit] (7 7 #+/L &) | [Enable], F7zi%
[Disable] 18R L £,

¢) [DTLS Compression] @ [Inherit] (77 #4/L }) | [Enable], %72/ [Disable] Z 3R L, DTLS
DEM 2 E LET,

DNS H—/\ T JL—TDEKRTE

[Configuration] > [Remote Access VPN]>[DNS] ¥4 7 1 J 7R v 7 ATk, H— T V—T74,
T—s, ZALT U NORE, FEY FTAEE, BB RNAL A ZETe, REWHHDDNS
Y= NPT =T IWNIRRSNET, ZOXAT Ry 7 2T, DNSH—/ 7 /L—T"Z580,
e, EIFHIBRTE 7,
* [Add or Edit] : [Add or Edit DNS Server Group] % A 7 2 7 7R v 7 AN & £3, BIOLATIZ
HDH~VT
s [Delete] : HR L2172 7 — 7 OHIBRLET, ERINT, LVELDL TEXERA,

* [DNS Server Group] : & O#Zfi®D DNS H— 3 )L —7 L L THEHT 52— 2RI L F
¥, 7 74 /v biE DefaultDNS T3,

* [Manage] : [Configure DNS Server Group] # A 7 2 7' 7R v 7 AN & £,

BEE{tEa70T—ILOHKRTE

Ml LT Taty s (SMP) 7Ty B 74— A TOR L7 OEID Y TEEEL
T. AnyConnectTLS/DTLS T 7 4 v 7 DANL—TF v "l LEHE 2 ENTEES, ZOF
FIZ X > T, SSLVPN T —# A E#H b S 41, AnyConnect, A~— bk h¥ /b, BIUOKR—
MZEIZBWT, =PRI TE 27 4 —~ A\ EREHLET, KOFIETIZ, v~
TN arsFx¥ANE—RFEAIILF arTF AN E—RTIES L7 —LEaRELE
@—O
WAk a 7 BOEPFIATCE 201F, ROT Ty 7+ —ATT,

* 5585-X

. 5545-X

* 5555-X
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FIE

AT w71 [Configuration] > [Remote Access VPN] > [Advanced] > [Crypto Engine] Z 3R L 9,

AT w72 [AcceleratorBias] K v 7 X7 U A NG, BET 78T L—% FatydOE ) Bk
ERLET,

G ZDT 4 =)V Ri%, BEREN ASA THEHRERGAICIE TR REINE T,

s [balanced] : FF 5 b N— KD =7 U YV —RZHEITHE L ET (Admin/SSL 3 L (M Psec =
7) o

« [ipsec] : IPsec Z BT 5 L H 1T B b N~ KU =7 U Y —2A%ZE Y Y TEJ (SRTPH;H
{bEF NI 74 v 7 25T

* [ssl] : Admin/SSL #8595 L 2 IS5k — R =7 U Y —2ZED Y TET,

AT T3 [Applyl 27 VU v 7 LET,

SSLVPN =GR D Y 247 7 FLARTEE

IOEATOT Ry I AEFHLT, Za—2L 2547 R T RLAQEI YL TRY 2 —
FHEL, AVEZ—T oA AZEHEDT RLA T —LERELET, ZOXATRTRY 7 A
EHHALT, A =T RAZEEDOT RLA T —LEBI, e, E3HBRT2 280
TEXET, ¥ATRIT Ry I ATFHDOT—T M, RESNTWAAL L Z—T = A AEEFD
7 RV A =N O—ERFRRINET,

* [Global Client Address Assignment Policy] : 3T IPsec #f¢ & SSL VPN Client £t
(AnyConnect 7 74 7 Mt a Gie) [T ET LRI —2RELET, ASAIL. 7
RLAZRDOITLET, #BRINZY —AZIEFITHEHLET,

* [Use authentication server] : 7 7 A4 72 8 7T RLAD Y —AX & LT, ASA DFRFEYT —
NOFEHEZRSLD L OITHELET,

+[Use DHCP]: 7 A4 7> h 7 RLADY—A L LT, ASA 25 DHCP Offi fl %A 5
FOIHRELET,

* [Useaddresspool] : 7 7 A 7> b7 RLADY—AL LT, ASANRT RLA T —/LD
EHEZRALD X OITRELET,

* [Interface-Specific IPv4 Address Pools] : BXESAILTNDHA UV H—T = A AFEFDOT KA
TN D—BERRLET,

7 VPN B
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» [Interface-Specific IPv6 Address Pools] : X E SN TWNBA LV H—T = A AEFOT KL A

TNDO—RKEFRRLET,

* [Add] : [Assign Address Pools to Interface] % 1 7 2 VAR > 7 ANRHEET, ZOXATa s

Ry ATHE, A2 =T 2 ABILOCEINYUTEHT FL A FP— LB ERTEET,

c[Edit] : A > Z—T =2A AL T RL A F—LDT 4 —)b FIENBR Y IAENTIRFET,

[Assign Address Pools to Interface] % 1 7 2 7' 7R > 7 ZA3BH & 97,

e [Delete] : IR LIoA v F—T = A AZEEDT FLA T —VEHIBRL £, ERINT

RVELLTEEEA,

Assign Address Pools to Interface

TDORATa TRy I ARFERA LT, AV EZ—T oA ABERL, FOAL L FZ—T A RITT
KL A =& 1 2L EEY B TES,

s [Interface] : 7 LA T — L DEID B THA L H—T oA AEBEIRLET, T 740 ME

DMZ T,

* [Address Pools] : fEEL72A v X —T = A AZEIV Y THT FLA F—L&IEELET,
* [Select] : [Select Address Pools] # 4 70 7Ry 7 ABREET, ZOXATaTRy 7 A

T, 2O F =T oA RZEV Y THT FLA S =& 1 DL EEIRTE £, @R
WZ¥1E. [Assign Address Pools to Interface] % 4 7 1 277~ 27 A @D [Address Pools] 7 1 —/V
NliZFRREINET,

Select Address Pools

[Select Address Pools] # A 71 VAR v 7 AZiX, 7 74T b7 RLUAOEIY YT TR ATHE
T —NE BT RLAERTT RLA, BIOT RLA TP —LDOY TRy <A T BRFRR
S, VAR MU ZBN, fwE, HIfRTEET,

* [Add] : [AddIPPool] ¥ A T 0 VAR > 7 AMAE ET, ZOXAT IRy 7 ATIEL, #HiL
WIP 7 RLA T — )L ERETEET,

« [Edit] : [EditIPPool] ¥ A 7 2 7R v 7 ANME £, ZOXATr TRy 7 2ATiE, R

L7ZIPT7 RLA FP— LV EEETXET,

* [Delete] : IR L7=7 FL R F—AZHIBRLET, BRSALT, RVELLTEEHA,
e [Assign] : £ LV F =T oA AZEIDHBTHNTNDT RLA TS84 5RRLET, 4V

H—T A ABINT B %2 OFREN DL TT—NVEXTTNT ) 7 LET, [Assign] 7 4 —
VDT —VEN) BT ERFHFINET,

Add or Edit an IP Address Pool
IP7 RLA = VR EEIIERELET,
*[Name] : IP 7 RV A F— L ZEID B THNTWDARIERELET,

—ferarz N EE I}
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» [Starting IP Address] : 77—V DHEAIDIP 7 KLV AZRE L ET,
* [Ending IP Address] : 7" —/VDxRHEDIP 7 RLAZHELET,

* [Subnet Mask] : F—/ANDOT RLRAIZHEHT 297Xy b v A7 ZRIRLET,

GN—T Ry —

TNh—7 KU ¥—F, ASA ODER (r—71/L) FIZIFSMHBO RADIUS %7213 LDAP #—/32
SN TS — RO BIE L EOST OF v F T, VPNEF LT Az, 7 —
TRV =TI IAT MZBEEREIV Y TOENET, 7 74/ FTiX, VPN 2 —#
W7 NV—7 R =R T b ERA, 70— KU —fFRIL, VPN#i7 a7 7
AN (bR TN—T) BIORa—F T7hor heERHSET,

ASA 121, DfltGrpPolicy & WO ZHIDT 7 4V kN ZA—TF R v—0nHY £9, T 741k
TN—TRF A —=HF, TRTCOITN—TBILO2—FIIHBEBTHDLEEZEZOND T A—H
AL R a g X RS DR BT, H LN — T DF T 4
TN—TNHRT A —=F% [{fK| T&, 22—V EFIEFGOIN—TEET 74V N T —7
MEHNRTG A—H % K] TXFET, 2NHDORFTA—X T IA—TBLO2—F2HET
LEXIZEFEETEET,

WE I N—T R =T N—T R o — %R ETEET, NI L—T R —jdn—
HIVARTIE S U, M5B 7 )L — 71X RADIUS — N F 72 1L LDAP - — AN IR EE N E T,

[Group Policy] # A 7 0 7R v 7 AT, IROFEFD /T A —F & ELET,

s —f%EM: : LRl NF—, T RVRA T = Frbhan, TaxY T BILOERD

HF— X DNS BLURWINS H— 3, DHCP 22—~ BLOTF 74/ Kk RAA 4,

FEAEME c A7V v N RV VT IET T U ¥k AnyConnect 7 74 7 2 b
BLWIPsec 7 7147 |k,
INEDNRTA=F2BET DN, ROEAEZRET DLERHY 7,

o 77 & A5 ([General] > [More Options] > [Access Hours]) ,

s 7 4 V% ([General] > [More Options] > [Filters]) .

*IPsec ¥ = V7 4 7Y m—3 3 ([Configuration] > [Policy Management] > [Traffic
Management] > [Security Associations])

T UNB IV TBIOAT Yy b bRV 7THOFX >y hT—2 U XL ([Configuration]
> [Policy Management] > [Traffic Management] > [Network Lists]) .

o 2 —YFRFEY — N & NERFRAEY—/Y ([Configuration] > [System] > [Servers] >
[Authentication]) .

WKDEATDITN—T R —HFETEET,
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AN T N—T R — (10 ~—) AT N—T KRV 2 —iX, RADIUS %72/ LDAP
%WN%AMﬁﬁﬂ/W%ﬁw~7ﬁUV~uﬁﬁéﬂT%éi9@TJ/“%ﬁ®k

BEEGTELEIICLET, MBI NAL—T R —iF, Xy " T—2 (I FA4T
b)?&tXWNﬁm\&347beX$LWN%ﬁ\%i@ﬁ%k%wm%ﬁm
R LTCHRUFETHRESNET,

WEZ L—7" R 2— (12 X—=2)  THHOHERIL, =2 RARA 2 MIA VA b=
SNTWDH VPN Z 747 MZEoTRMBENET, AnyConnect EF¥ =27 EE Y 7 4
7 IA47T > hEB LD CiscoIPsec VPN 7 74 7> hME, VPN Z 74 7 > s O BT,
VPN A7 v "RFRiEEND &, AP A bofse, VE—F2—FiEeErRy NU—
JELFT IV = a7 78 ATEET, VE—Fa—HPLhERy NT—JHD
T—H NT7T7 4 v IE, B ICE o TA v ¥ —F v hEERT HBICRES N E T,

AnyConnect 7 74 7 & FOWH Z L —7 RY — (19 <—)

2547 R ASSLVPN ORNE 7 L—7 R 2— (50 <—) : Zhid, 79 0%
NR—=ZD VPN T7 7 AL BIEENET, ASA DR—H )L X—=VIZIEEICe /A 95
EL VE— B 2—FIEWebX—VICEREIND Y I DB EERY NU—T LT 7Y ir—
AT IV BEATEET, VE—bF 2V LoFEXy NTV—JMOT—% T 7 4 v
71X, SSL v aimimd HBRICRE S IVET,

o A FENE 7 NV—T R o— (55 =)

[Group Policy]l X1 > 74 —JL F

ASDM O [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies]
RANE, REFHDIN—T R o —N—HERRENET, VPN I L—T R —%%E
I 57200 [Add], [Edit], 3L [Delete] R ¥ > & LLFIZRLET,

c[Add] : Fuey 7 Xy JRANRBRERIIL, WEEZIIINBO T N—T K > —Z8N7
HMEIMERINTEET, HIZ[AA 27 U v 7T 28581, 774V ML ONE Y
N—T RV —%ERTHZ LIV ET, [Add] %7 VU v 7§ 5 &, [AddInternal Group
Policy] # A 7 &1 Z/'7KR » 7 A % 7=1% [Add External Group Policy] # A 7 10 7' 7R v 7/ ANBH& £
fo_n%®&47m7f/72%ﬁmbf LW N—T R v—%—EEMNTE
FT, ZOXAT TRy 7 AL, 32D A=a—k 7 arBHY £, FNENO
Ama—HBE7 Vv 35L&, %@IEE@/\C’?%*‘ﬁﬁi'%ﬂ?éﬂi‘?} THH M A BEd
HEx, ASDM TR EERFFLET, TRTOA=a— kI v a V THRIA—ZDRE
DT LT 5, [Apply] 721X [Cancel] 27 U v 27 LET,

« [Edit] : [Edit Group Policy] ¥4 70 /ARy 7 A2 R RLET, ZOXATRITRY I A%
HFHALT, BFEOIN—T R v —afRETEET,

* [Delete] : AAA 7 L—7" R >—% U A RPOHIBRLET, MERINT, LVELLTE
FHEA,

e [Assign] : 1 DL EDOEH T 0 7 7 A T NV—T R —FED Y THENTEET,
» [Name] : FLERESNTWD I NL—T K o —D4RTE —EHRZRLET,
«[Type] : BIERE SN TWDE I N—F R —DF A T —EFERLET,

— 48075 VPN B
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s [Tunneling Protocol] : BIERE SN TWNWAE T N—T R o—0BEAT2 bR 7 7
2 haltid—BmERRLET,

+ [Connection Profiles/Users Assigned to] : Z D 7 /L —=7 7R ¥ —(ZBEAHT 5172 ASA (ZIE
BEREINTHEHRTn T ANV ea—FERLET,

NERSTI—TF R o —

NI N—T KR —iF, B — "B A B LG EORMEZIGELET, 207 1—
THRY —IZ Lo T, ASADEMZ A TE 5 RADIUS £ 721X LDAP Y—/3 7 )L—T7 % KFiE
L. ZN0o0EME2BET s L EIHERAT A RAY—-REFHRELET,

ASA TOINE 7 V—TF41F. RADIUS 4 — D2 —HFL4 2B L TWET, 9F V. ASAIZ
NERTN—T X R E LTZHE. RADIUS — 37 o) —% o2 — X (T D308k &
RaLET, Lizno T, %%7w% I3, ASA T & o THERIZ2 B % £55 RADIUS #—
Eoa—YThY s MITEERA, SNEI NV — T RBIEDNRGET 5 T D= —H & [F] U RADIUS
P —RHFETDHE, THOLOBTLARIZEEIEDLZLIITEEEA,

SEEY— R E T D K 9 IC ASA ZRET HENC., #HI72 ASARFEMZEE L Th— 1%
REL, TNOOBMEDOY Ty MO HELx Oa—P kT DEEDT A 2E Y Y THLEN
HYFET, N —"EZERET DI, [FRAB L ORREEHDINER Y —N) OFBICHE-> T
fiél/\o

ZH O RADIUS BEICIX, 7 — B VEEREED RADIUS, Active Directory/Kerberos Windows DC
@ RADIUS, NT/4.0 K A4 > ® RADIUS, LDAP ® RADIUS 2’ & EiE T,

NEITINL—T RYS—DT4—ILF

o [Name] : IBMEIIET ST H 70— KU v —%55E L £7, [Edit External Group Policy]
DEFE. DT 4=V RIFFRREHTT,

* [Server Group] : ZDHRY > —DiEHE L LTRIHTE A —RN I —T % -ER R L E
‘ﬂ‘o

« [New] : # L\ RADIUS ¥— % Z/b—7"F£ 72138 L\ LDAP ¥ —3 7 L— 7 % E% 3 %
MEIMERIRTELX AT TRy 7 Z%MEET, EHLDEAED [Add AAA Server
Group] ¥ A4 70 Ry 7 ANRAEET,

* [Password] : ZDH—R F)—T R —D/RAT— REFELET,

AAA B — NOERLE KO EIZ DWW TIX, [ Cisco ASA Series General Operations ASDM
Configuration Guide] @ TAAA Servers and Local Database| D&EZZH L T Z3 0,

AAA H—/N[C K B/\RT— N EHE

ASA 1%, RADIUS BLNLDAP 7 u h 2L DA T — REMEZYR— K L TWET,
[password-expire-in-days| 4 7' = »(&, LDAP IZxf L COHAVHR— K ZET, OO
T A—HIL, TOLX D REAEEE R AR — 9% RADIUS, RADIUS xf)i NT #—/3, LDAP

7 VPN B



| —meears veN s

Y

AAA H—/N\IZ &k B/RT— R EE .

P =72 ED AAA Y — 3 THZI T3, RADIUS £ 7213 LDAP FRAENERE SN TR W
ASA TlZZ D a~vy FRERSNET,

GE)

ﬁf@&’%Msamp%%f~bLwa% MS-CHAPv2 [T R — bbfw@memB
P—_"E B0 FT, ZOMREIZIEIMS-CHAPV2 XN E R T- 6, N A —ICHER LT &0,

ASA TIL, #% . LDAP IZ & ARG £ 7213 MS-CHAPV2 ## 7R — 4% RADIUS = > 7 ¢
F o b— g Nl K DFRFERRC, ROBEHR X A TICRT 2320 — REBEBBPYR— I E
@—o

* AnyConnect VPN 7 7 A4 7/ |
«IPsec VPN 7 7 A 7 |k
eIPsecIKEV2 7 7 A4 7 I

« 7747 k1L ASSL VPN

Kerberos/Active Directory (Windows /XA T — R) F721ENT4.0 KA A 2 TliE, AU — REH
FYR—FShEHEA, —HD RADIUS H—/3 (Cisco ACS 72 &) 1%, FRAEER 2 B OFEF
=T X T 5550860 £, 72720, ASA 2 HIXRADIUS Hr— & 721 @(E LT
WHEIICRAET,

GE)

LMWTAXU REZEETHIZIE, 1RO LDAP #— 3T k| @E@ﬁ&ﬁﬁmémfwi
. BIfE. ASA “Cld Microsoft Active Directory 33 J2 U Sun LDAP H—/NZxt L CO &, HE D
AXU FEHO Yy 7 23 L TVET,

FA T 47 LDAP IZi%. SSL #fENMNE T, LDAP O/RRA U — REH A2 FEIT4 BRI, SSL
ETOLDAP # A X —T T DHMENRSH D FT, 774/ FTiL, LDAP IR — b 636 &1{#
ALET,

AnyConnect TM /XA T — KDY R—

ASA TiE. AnyConnect DIRD/SA Y — REHIEREZ VR —h LET,
e —PNRPHE L LD & LTc & D/ AT — RHREIL OB E,
e N2AY — ROFRAGIN B RTO /AT — REIRGIAD U ~ A 4,

o N2 T — FHIRGINL DL, ASA IX AAA F— 35D N2 T — RHEIFBEIN O @ &
L, 2—VoGRETFTLET,

INAT— REBERTTDHE, ASAL, VE—Fa—¥Ruol A LErELizExic, H
ED/RAT — ROMBENREINTWAZ L FTMBINN TSN TS Z L a@mm L £,
FNDH ASA Y, 22— R ARNRAT—REEFETEXLL5ICLET, BITONRRAT— AR

AL |
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LTWAWES, 2—FIEZFOH WS RAT—REFHLTr 7 A Lt T, % TRAT—F
EEETLHZENTEET,

AnyConnect 7 74 7 & MINAT — ROEEZBBTE T, AAA T — 3025 DEHEERIZ
ASAZN L TUSETHZ L L TEEH A, AAAY—N T, ADIC7 12 %34 % RADIUS H—
N, FET7ZIZLDAP b —RNIZTBMERH Y F5,

ASA IZ, ROEMETTIZRAY — REHEZYR— M LERA,
e a—0)v (NP WEEEFEHT 254
* LDAP L& T 5546

« RADIUS #RiFO B Z A LTk D, —H% 7 RADIUS ¥ —/X F—Z RX— [ (FET 535
AN

=
INAY — REARUIM OB AR ET D & . ASA L AAA T— 3025 @ account-disabled A >
=BT L LR ET, 2L, BEX 2V T4 EOU R 7R DAAREM N H D E
T, 22, BEHEONARAT—REETF LWL IICTIHARHY £7,

NAT — FEBEZA RX—=TMITT D & ASA [T AAA H— /N2 MS-CHAPV2 FBREZSK 23415 L
7%

RETIL—T R S —
RESIL—T R o—, —BEN

[Configuration] > [Remote Access VPN]> [Network (Client) Access]> [Group Policies] <A1 > T,
[Add or Edit Group Policy] # A 7 v 7Ry 7 AT 5L, BMELIIERESTH 70— K
Vo= hrx V7 7abajl. T2 HiEsE,. BEOY—"zfiETEEd, 2o
AT TRy 7 ADKT 4—)L KT, [Inherit] F= v 7Ry 7 AE@IRT DL et 5%
EDMEERT 740 s ZN—T7RY =BG TEET, [Inherit] i, ZOXA TRy
ADBEET XTOT 7 4L METT,

ASDM T [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit] > [General] Zi&IR L T, W7 L—7 KR o—D—kEEsRE LT, ROBEME
¥, SSLVPN v v av b IPsecty va v ililflanEd, 207D, WO @I,
1 ODIAT DRy a AIFREN, OX A TITFFERESNER A,

«Name] : 2DV N—TRY I —DARFTZRK6A LFTHELET (AX—XDHEHTA) .
Edit EEED A, Z D7 ¢ —/L RILFEAEY BHTT,

* [Banner] : B 27 A UIFIZ2—PFITH L TRRTONT—THFAMEHELET, BRI
K 4000 XFTT, T4/ MEIZHY £HA,

IPsec VPN 7 7 A 7> NI, N F—H0O5E27 HIML #%HR— L TWET, 72721, 7
FAT VR LA R—=H LI X AnyConnect 7 7 A 7 > MEIHEIA72 HTML & 7R — kL
TWET, NF—nUE—F 2—FITHEIICRRIND L OIZT DL, ROFTA RTA
NN FE T,
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eIPsec 7 7A T b 2—HFDGHEIX, hZ T EFEHLET,
* AnyConnect 7 74 7 b 2—HDHAIX, <BR> ¥ 7V & L £,

* [SCEP forwarding URL] : CA DT RV A, 7 I7A4 T~ 7a 77 A/LTSCEP 7 r X% %
RET DG EITMNE T,

[Address Pools] : 2D 7 —7 RY =TT 512U EDIPvAT RLA F— L D4

AiZfRE LET, [Inherit] F= v 7 Ry 7 ANA L DBE, FV—F R —XF 7 4 /v
N IN—T R —THESNTWDIPVET RLA F— v LET, IPvd 7 KL

A T =)V EBINE T IMRET 2 FIEOFEMIZ OV TIE, 2L T 7EIW,

N

GE)  WEIN—FRY > —TIPv4 L IPV6 DT RL A F—)Latg
ETEFET,

[Select] —ZDARF L %T 7T 4 72T BT, [Inherit] = v 7Ry 7 A4 72 L FE
9, [Select] 7 U >~ 27 LT, [AddressPools] ¥4 7R VR 7 A& ET, ZOXAT
n7Ry 7 A&, 74T 8T FLAEID L TTRINAGERT RV A T — LD 7 —
W, BIRT RLAEKRTT RLA, BEXOY TRy bR BRFRSN, £V A Rn
by b U AR, GBI, R, BBk, BROHFID S TTEET,

[IPv6 Address Pools] : Z D7 v—7" K Y L —CHEHTS 1 SLLEDIPv6 7 FL A 7—)L
DAFTERRELET,

[Select] —ZDARF L %&T 7T 4 72T BT, [Inherit] = v 7Ry 7 A4 72 L FE
9, [Select] 7 U v 735 &, BIROD X 9 72 [Select Address Pools] XA 7 & 778 v 7 A8
BAEET, IPv6 7 FL A F— /L &8N E 72 ITRE T 2 FIEOFEMIZOWTIE, 23R L
TLIZEW,

* [MoreOptions] : 7 4 —/V ROLFMNZH D TRANEZ Vv 7 FT5H8, ZOTN—T K —
DEDMMORREARERA T ¥ a U IRERREINET,

s [Tunneling Protocols] : Z DV /V—T7 R EHTE D b x> 7a haviEELET,
a—WE, BRI TWAH T a harZid a2l TcEET, ROBIRERH Y £7,

« [Clientless SSL VPN] : SSL/TLS {2 & 5 VPN O Zf8E L £4, Z D VPN Tix, V
TR TRN—=RU =T DI T7AT 2 MIMERL, Web7 7 UH %M L TASA
~DEX 2T R YE— TV EA NURADBMSLSNET, 7 74T ML ASSL
VPN 295 &, HTTPS 4 > Z—3 v Fh A FEFIHTX B3 AL ETRTO=
VB a—Hnnh, B¥ED Web A b, Web xtnT U r— a3 NT/AD 7 7 A /L
HH (Web*fii) . BFA—/L, BEORZFOMDTCPR—R T 7Y r—a 0 |
MEIAWEZED VY — R 7 BATE 512720 £7°,

* [SSL VPN Client] : Cisco AnyConnect VPN 7 Z A 7 > h £ 72X L /72— SSL VPN 7 5
AT hOMHEREE LET, AnyConnect 7 74 7> hEMHA L TWAEHAEIT, =
D7\ k3L % E8I L T Mobile User Security (MUS) M AR—F &b L 92T D
ERdHY £7,
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e [IPsecIKEVI] : IPEX = U7 ¢ 71 hajb, IPsecldfgb a7 o7 m hall X
NTEY, VPN b RV DIFIERERT —FT7 7 F v 2k L £ 7, Site-to-Site (E
TY—¥T) . BIL O Cisco VPN 7 74 7 k& LAN B O#EEGE Dl )7 T IPsec
IKEvl Zffi HH T& £,

e [IPsec IKEv2] : AnyConnect EX =7 EE VT 4 /T4 TV ML THFR—FEN
TWET, IKEV2 Zfii ] L7z IPsec {19 % AnyConnect ##: TlL, Y7 b =7
TTTF—h, IIA4 TN TuT AL, GUIOR—A Y —a > FIFR) &0
AH <A —1 3, Cisco Secure Desktop, SCEP 7' 1 & 72 & DILIEMERE 2 AL &
WET,

* [L2TP over IPsec] : —#D— % PC °E /A )L PC DA XV —T 4 7 T AT L TH
HEND VPN FA4T v bEFERA LTS Y E— F —H|d, L2TP over IPSec (Z
FoT, XTV I PRy V= BRATEXR 2T 4 T IATVART T A _—
NMEERY NI =7 ~OEF a7 R E ML T T, L2TP X, T —X D h 2 *x
Y ZIZPPPover UDP (ARK— K 1701) #MHLET, EX=2VT7 4 77734 T7 X
1%, IPsec 5 — FAICKRETHAILERH Y £9°,

« [Filter] : IPv4 £721X IPVv6 i CHAT A7 7 A av br—)L U R NEIRET DN, 7
N—T R =D EEREAT D20 E I DERELET, 74 VZITEEO L — D
MENTWET, ZNHDOL—LE, ASAZNLTCHEELIZ N RV T T—=% ry
NEFFR T OEST 500, FELT RV A, 58567 RV A, 7'a banzp Bl ksn
THRELET, 7ANMEBLON— IV EZRET HIZIE, [Manage] #7 U v 7 LET,

« [NACPolicy] : ZDOZN—7" RV v —IZ#HT L5y hV—2 T FIviararybu—
IWRY S —DL4HTIEEIRLET, 73 aONACKRY O —2F T N—F R > —|2E
WUTRZENTEET, T 74/ MAIK --None-- T,

* [Manage] : [Configure NAC Policy] # 4 7 0 7R v 7 AN ET, 1 2L ED NACKY
U—ZRET D &L [NAC Policy] BIHEDORID Ko v 7 &7 U R MZ, & L7z NAC &
U —ZNATart LTERENET,

* [AccessHours] : 2D —WIZHH SNOBEAFDOT 7 B ARHAR Y > —RH 255 13E D4
AIZRIRT D0, ETH LT 7B RFHARY O—Z1ER L ET, 7 7 4/ M [Inherit]
T9, F7z. [Inherit) F= v 7 Ry 7 A4 7 OEEDT 7 4 /L Mk [--Unrestricted--] C
7, [Manage] %2 U > 27 LC, [BrowseTimeRange]l| ¥ A 72 /Ry 7 A%&ET, 2D
AT TRy 7 AT, Ref#HEZ BN, e, EITHBRTE £,

« [Simultaneous Logins] : & D —HITH AT H R 7 A O KA ELET, T 7+
v MEIF3 T, R/AMEIZO T, ZORER T A UNEHCRY 2=V T 7 XA R
L\i—gﬂo

N

CB)  HREOMIRIES Y EEAN, EEORSEROTF T2 Y
F A OETFEIE, A7 4L AL RETBZNND Y
ij‘o
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s [Restrict Accessto VLAN] : (7> ar) [VLAN<=v B> 7] EHFEINET, O
TA=ZIZEY, ZOTN—T R —REHInbdty v a>DOHJ] VLAN A X —
T A AEELET, ASAIZ, 2O NAL—TNoDFTRTDO T 7 4 v 7 BHRESHE-
VLAN (Z#zt L E9, ZORMEEZHH L TVLAN 27 v—7 R o—2En4C, 77
TR ar b= EHFELET, ZORBREICEZEID Y THHEF, ACL #H LT
vy alrDONTI T4 I BT AN Y o TTHHEORBEHETT, Rrey Xyl
A M, 77 #/V ME (Unrestricted) DOftlZ, Z @ ASA TREINTW5 VLAN 7217
MFRENET,

N

GE)  ZOREIX. HTTP #5054 213 A 2 TT A, FTP B LU CIFS
Pt A cE £ A,

[Connection Profile (Tunnel Group) Lock] : & D/XT7 A —X i[5 &, BRI N8k
a7y AN (MR TN—") ZHEHTS VPN T 7B RAOREFFRIL, BlOHERE T 7
ANEHHT L7 7 B A% EHRECTEET, 7 7 /L FOMFAAEIL [None] T,

Maximum Connect Time : [Inherit] F = v 7 7R v 7 ANRA 7T > TWDHIGH, ZTD/37 A—
X TR — P HEG R & 0 AL TR E L £ 77

I TCHELLERRIZARIET 5 &, VAT AT E & T LET, R/MEX . RRME
1% 35791394 45 (4000 FEH8) T9, HIFR7: L OFEGEHREM 2 FF 7195 121X, [Unlimited] % 4
SCLET (TR

Idle Timeout : [Inherit] = v 7 R v 7 A& A 72 LI, ZO/NT A —2TT A KL
&AL CRE L £7,
ZOMBNZHER CHIET 77 4 €7 4 BRWIGA, Bhtldk T LET, R/ARERIX1 4.

HRIFRENE 10080 23 TH Y . F 7 /b ML 30 23 T, R 2 MEHIFRIC T 51213,
[Unlimited] 4 12 L £,

[Security Group Tag (SGT)] : Z D7 /)—7 KRV o —THfi§ 5 VPN = — | ZEID ¥ THh
% SGT & 7 D¥fEE ANT) L £ T,

[On smart card removal] : 5 7 4/ b D473 = - [Disconnect] Z iR L7=8A1%. REIC
SN A~— M= BRI ESND L, 7747 > M3 L Ol LE3, #Hio
M, Av—F W= RE2ara—FRjFT25 2L 22— FICERLRVEEIX, [Keep
the connection] #27 U » 27 LE7,

Aw— kK A— ROWYH LIZEHIT D EIL, RSA A~— b 71— R&fEH 7 % Microsoft
Windows T AHERE L £,

Maximum Connection Time Alert Interval : = —HI|Z A v —TV 2 FoRvd 5, REEGRRRIZ
9B E TR R,

[Inherit] F = v 7 7R v 7 A% F 7|2 LIcsf, [Default]) F = v 7 R > 7 XA A
W20 ET, ZHUTED, By ar 77— MERR 30 SICREINET, FLWEE
FBET 2% A01E, [Default] #4712, 1 ~3000kyary 77— illgaRTELE
R
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* Periodic Certificate Authentication Interval : FIFBAEZRFEN EHIAIIC T EIT I D F TOREH
fibw (RERIHAL)
[Inherit] F = v 7 7R v 7 ANF 7T > TV LG, B 72 A ERRGE D F T bR % 5%
ETEET, ®PHIT1~ 168 M T, T 7 /b MIEII /2> TWOET, EHIROMEEE
A9 B I1Z1E, [Unlimited] &4 12 LE T,

RETIL—T R O—DFRE. Y—/\EHk

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

[Group Policy] > [Servers] 7 « > K7 T, DNS #—,3 WINS %h— "I L ODNS A a—7 %7
ELET, DNSBIOWINS — NI 70 o px )b 7547k (IPsec, AnyConnect, SVC,
L2TP/IPsec) DA Siv, ARMRRICHE N S Ed, DHCP A =2 —71%, DHCP 7 KL A
B B THRRESNLTWDIEEIFERHSNLET,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Servers] Z R L £ 7,

DefaultGroupPolicy % gk L TV 2 R Y | [DNS Servers] @ [Inherit] = v 7R > 7 A% F 7
WLET,

[DNS Servers] 7 4 —/L KT, ZDO 7 N—7%HHT 5 DNSH— "D IPv4 7 R L A E 72X IPv6
T RUVAZBIMLES, 220 IPvd 7 L AL 25D IPv6 7 KL AZIEETE £,

BEEDODNS b —REBETIHE. VE— T2 E®X 74T ME, 2O7 41—/ RTHE
EINZIEFTDNS —_"&2HALEL Y ELET,

T T EEIE, ASDM DO Z DI NN—T K —EFHLTNWL7 74T hD
[Configuration] > [Remote Access VPN] > [DNS] ¥/ f & K7 TR E S 4172 DNS #% /& L W B S
£9

[WINS Servers] @ [Inherit] = v 7 Ry 7 A4 71 LET,

wins-server value {ip_address [ip_address] | none}

[WINS Servers] 7 4 —/L RiZ, 774~ U WINS — Lt &) WINS B —"DIPT KL
2R ANSILET, BRUICHRETAIP T RLART I A< WINS H— "D IP T KL ATT,
2%H (EE) OIPT RLRTEDIZY WINS B — "D IP 7 RL AT,

wins-server =~ R& AT 27N, BIFORENA— =T 4 FShEd, =& zid,
WINS H— 3 xxxx X E LT H WINS = Nyyyy ZRETH L, 2F DDA~ N
Lo TROIOBEN FFEE SN, yyyy BME—D WINS — 2720 9, F— "2 EHHTE
THHGEBREETT, REFHAOY— "% EFHEEXT L0 TIER<, WINS — 2804 51
I, Zoa~vr FEANTLHEEI, TRXTOWINS =D IPT RLAEZEDET,

&1

WOBIE, CLI T FirstGroup & W) ARTDO 7 N—7 KR 2 —|Z, IP 7 KL A% 10.10.10.15 &
10.10.10.30 T % WINS — " ZRET D HELZR L TWET,
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ATvT6
ATy 71

ATvT8
ATvT9

mas—7 Ky v— 7599 7oxs ||

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

[More Options] 73— " FE K% 7 U v 7 LC, [More Options] = U 7 % J&&B L &7,

77 4V b KA A L} [Configuration] > [Remote Access VPN] > [DNS] 7 1 > KU THREI
TWRWIEAIL, [Default Domain] 7 4 —/V RTT 74 /L b RAAL VERETLHIHLENDH Y F
T, 72& 23X, examplecom EWVWV) RAAL L EE Ny T Lob RAL U EFERHLET,

[OK] %7 Vw27 LET,
[Applyl 27 U v 7 LET,

RETIN—TR)o—, TS50 Joxd

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit]
> [Advanced] > [Browser Proxy]

ZDHXAT TRy 7 AT, Microsoft Internet Explorer D% E & Fk 5720127 A4 T
YNNI v vadursnseEEERELET,

* [Proxy Server Policy] : 77 A4 7 > k PC @ Microsoft Internet Explorer 77 ¥ O ~7 a3+ 7
gvay (1 AYy ) ZRELET,
* [Do not modify client proxy settings] : Z D2 7 7 > k PC @ Internet Explorer ¢ HTTP
TIUY Tuky Y- "RWELEHELEEA,

* [Do not use proxy] : 7 74 7 > k PC @ Internet Explorer ® HTTP 7' & % VB EE T «
=7/ LET,

* [Select proxy server settings from the following] : BHRNZIZIG UC, [Auto detect proxy].
[Use proxy server settings given below], 33 & U [Use proxy auto configuration (PAC) given
below] DF = v 7Ry 7 A& F NI LET,

* [Auto-detect proxy] : 7 74 7 >k PC T, Internet Explorer ® H &) 7" 1 &% 2 H— ki
OFERZA R—T M LET,

* [Use proxy server settings specified below] : [Proxy Server Name or IP Address] 7 4 —/L N
TREINT-EEMEHAT 5 X 512, Internet Explorer ® HTTP 7' & & ¥ H— R EfE
ik iE LETS

* [Use proxy auto configuration (PAC) given below] : [Proxy Auto Configuration (PAC)] 77 4 —
WRTHRELLZ 7 A vE, BB 7 4 Fab—a V@Y —2 & UTHAT
DEITHRELET,

* [Proxy Server Settings] : Microsoft Internet Explorer % f# ] L "C, Microsoft 7 74 7> ~®D
2%y PN RT A= ERELET,

* [Server Addressand Port] : Z D27 A4 7~ PC Cii il 415, Microsoft Internet Explorer
P—="DIP T FLAEITAAT, BLOR—FERELET,
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* [Bypass Proxy Server for Local Addresses] : 7 7 7 &  PC T® Microsoft Internet Explorer
TR TaX a— ) S NAREMEERELET, [Yes] ZiERTLHEm—0
IV INAISAPA X =T T2 Y | [No] Zi#IRT DL m—T N NANANT 48 —7
TR ET

s [Exception List] : 72 %> $— 7 72 ZNLERIT D —SOA4HTE P T RLA
EBRRLET, 7aX v —REOT VA EITDRWT RLADY A R & A
JILET, ZDYU AR, [Internet Explorer ™ Proxy Settings] % A 7 2 77K v 7 AZH
% [Exceptions] U A MZHY L £,

* [Proxy Auto Configuration Settings] : PAC URL |XH#ji%E 7 7 A /L® URL Zf5E L £,
ZOZ 7 AL, 77 UFRT aF I AFREREE LG RRS N TWET, T rfy
HElz 7 4 F¥2b—3 3 (PAC) HREAZMEMNT 254G, VE—F =2—¥I&, Cisco
AnyConnect VPN 7 7 A 7> b &35 4L ERH D £,

2 DFy NU—ZBREN, Web 77 UV ERFEDFR Y NU—27 U Y —RTEHT D
HTTP 7u ¥ v 2 EHXR L TWET, HITP N7 7 4 v 7 B3 Fy hU—27 UV —R|ZEFET
EH5DF, TaX IR T TN ESN, FIA T MRHTTP b7 7 4 v 7 &7 0¥
NIN—F 4 T BT T, SSLVPN R /L2 kY HTTP 71 F 3 OEHEN
BHEZ D E9, BEXY NPT —JIZ RV T THEXTHERT TR IN, Ta—
RS REERURREE CTA ¥ — % MR I L&, =K =T 1 Xy hT—7
FIZH D EXITHER LD LIZRARDZZERH DD TT,

Flo, KRy NT—2 2HBEL DL RETIE, o7 h—NEEEL, —
BRI SN Ca— R Z DI S 7 v b — "2 R TE L LI ICTH 2 &N
WEZRBGERH Y T, pac 7 7 A NVEFEHTL L, BEHEFIIEZ OTaXonn
EO7aXxT a2 HNOTXTOIIA4 T harva—X EHTLINERETHHE—D
A VTN T ANVEERTEET,

WIZ, PAC 7 7 A VEMEHT HHZ N O2vr LET,

e — R RZ T DD AT aXR T ET U MMIERLET,

e —XDRA T FUARARF Y 2 —VIZRET BT, A EIIER NI S v

ERRTCHEALET,

e T4 IuaX U CTEERRELLELGAIEAT, FHTA NNy T v Fax

V= RERELET,

en—H YT Xy hETIZ, a—I S a—THIELIEWT e x A EELET,
TXAN T4 X EERALT, BODT 7P T unRvEElary 7 ¥l — g
(pac) 77 ANVEERTEET, pac 77 AV EIE, URLOI T 2TSE T,
TH1I2U EoTaXs b—R"EHET LR Y v 7 2 F T JavaScript 7 7 A /L CF, [PAC

URL] 7 4 —/V R&EMH LT, pac” 7 A VOBRSTTURLZFRELE T, 77 vHIiL, pac
Ty ANEFERL T o X RELHELET,

* Proxy Lockdown
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AnyConnect 7 514 7> DRI IL—T KR o— .

» [Allow Proxy Lockdown for Client System] : = O#§EEE A *— 7 /W29 5 &, AnyConnect
VPN & v a > @D, Microsoft Internet Explorer @ [Connections] % 7 23 FEFK/RIT72 Y
9, ZOMREEET +E—7 T 5 &, [Connections] ¥ 7 DFE/RIFEL S NEH
loe TOBTDT 74N NREL, 2—PFOL TR NREICS U THEREITIER
R £,

AnyConnect 7 54 7> FODRE T IL—T R o —

RETIL—TF K1) >—, F##. AnyConnect 7 541 7> b

* [Keep Installer on Client System] : U E— h 2> Ea—% ECKEMNRI T4 T hDA v

A2 R —/LEZAREICLET, ZTNEALX—TMITHZEICEY., 7947 FOHBEIA
TUA VA NIRERENT 4 B—T WD ET, 7 T4 T2 M, BEOEROTZDIZ
VE—h arbEa—H I A= NEINTEEROT, UVE— b 2—FOERERREN
s S ET,

* [Compression] : JEMEZAT D &, BRIESND T v FOVA AN T 5720, X2

TATTITAT AL T4 T MNEOBENRT 4 —< 2 ANRHELET,

* [Datagram TLS] : Datagram Transport Layer Security (Z & ¥, —#5 SSL #%#5¢ (2 Bd 9~ 2 i

I & EIRIE OB ZFRHEL . Ty MBIEOREZZ T TWITAE A LT 7Y r—
arONRTF—w o ARRELET,

* [Ignore Don't Defrag (DF) Bit] : Z OFEHRETIX, DF By FEE STV D/ v bk & 5|

BN 77 AT — a2 LT, bR r@BRBsSEsr 2 enTcaEEd, HHAME LT,
TCPMSS X T — g VNHEUNSE LWy N —7 OY— NIk A FEf R Y
NH FEJ,

* [Client Bypass Protocol] : 7 74 7 >k 7'& k3L NARNZEREEEHAT 5 & ASA R

IPv6 77 4 v 7T ETHL TS E XD AnyConnect 7 7 A4 7> MMZ L5 IPv4 b5
T4y DEBEGESR, IPVA 8T 7 4 v 7T ETHMIL NS EEXDIPVGe T T 4
DERFEERET DI ENTEET,

AnyConnect 7 74 7 > M5 ASA IZ VPN 2§t 9 5 & 12, ASA L IPv4 & IPv6 D— 5 ¥
XM FOT R AZE Y BTEJ, ASA A AnyConnect #2512 IPv4 7 R L A F 721X IPv6
T RUVAETZEY Y THEBAIC, ASAWNIP T RLRAEZEID Y CThrotcry hU—7
T 7427220 T, 72747 7B halv XA RRCESTEDNTI T4 v I %
Koy 7E&8E50, £FASA XA RALTI TA4 TV b bDORF S 2L, 2%
(77 7H%AR] LLTOREEZHFTOINERETEDLLIITRD L,

7ol 21X, IPv4 7 R L AD 7 AnyConnect el HI D 4 THiL, = RARA U MR T a7
VAR T ENTWALEHELTLEE, 2Oy RiRA LV MR IPV6 7 KL A~DE|
BERRIZLEEIL, 7 TAT Y AR T8 ha/UBRENT 4 B—7 LV OEAX, TPv6
N7 4 9B Ry PSINETH, 7747 AR Fa harhAf Rx—7 /LD
YA, IPV6 N T 74 w37 AT M7 07 XA ME L TEEEINET,

AL |
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. RNEBYIL—T R > —_ 540, AnyConnect ¥ 514 7> k

SSL ##5t Tld 72 < IPsec b RAEFESTL L TWDEAIL. 754 7> K TIPv6 AT
o TWNANE IR ASAIZIEIMENWZD, ASAIXEIZZ FAT v F XA X2 71
FaVREEZ T v aXZu s LET,

[FQDN of This Device] : = DIf#i%, VPN & v a OFFESL THA SN 5 ASAIP 7 K
VAZRRRT B2, 3y NT—2 a—3I 0 0% T IA4 Ty MIEHEnNET, =
DOREX, SESERIP e baroxry NUV—Jlor—I 07 R—1T59 %
THEETT IPv4 25 IPv6 72 L)

N

(G¥)  AnyConnect 71 7 7 A )LiZ&H 5 ASAFQDN ZfEFH L Tr—=3
THBIZASAIP 7 RLAZRGT 22 LI TEEEA, 7 X
ME—R AT v 7 FVADELNF AL A (R F L3
WL SN TWVWABTARALR) E—F LA WEERHY £,

TIRA ADFQDNIN Y T4 T v MIEUE SN2 WA, 774 7 > ME, BRI bz
DHELIIVTWD IP T RLASOBERARAAET, £ HIP 7a =2 (IPvd b
IPv6) OFy T —7lon—3 7 %% AR — T 5I21X, AnyConnectiX, k> R/ILDF
FENLICHER T2 ASA 7 RLAZRETE S LI, v—3 U THITT /31 A FQDN D4,
HIfER 24T H MERH Y £, 774 7> M, G Ic 72 7 7 A VICIFEET D
ASAFQDN i L£d, Ukot v a o FEe Tk, ATRERBAITEIC, ASA
ko T T vvad&hniz (72, ZJA—7RY U —TEHENHKRE L) T34 AFQDN
AL E 9, FQDN MR E STV R4, ASA X, [Device Setup] > [Device
Name/Password and Domain Name] D% EWNE 5T /31 A FQDN ZHifs (BL OV 747
v MZEE) LET,

TNAAFQDN B ASAIZ K> TTF v va &L TWaWga, 7747 M, Bied 1P
Jua harory NU—7Bou—I U 7%ICVPN By v a VAL TE 8 A,

[MTU] : SSL %t MTU # A X & FHHEE L £, 256 ~ 1410 /31 M OHFFATHEAZ AT LE
9, 7 7 4/ hTi&, IP/UDP/DTLS DA —/ "—~v R3&2#E LG &, B CHEMHT A >
2 —7 A AD MTUIZHEHKSWT, BEIMIZ MTU A ARFHEINE T,

[Keepalive Messages] : [Interval] 7 ¢ —/L RIZ 15 075 600 0 £ TOEHAE AT 5H 2 LI
X0, BN TA RLVORFINT NA AL > THIRESNTWDHATH, ¥—7 774
TAvE—VOMREA R—TVEBLOHELT, Yuxy 7747 Ur—/, 2
NAT 734 A% i@ LT A RV - FIcT s encxEd, /2, MEZH
I pHZ ik, Ue—F 2—¥23 Microsoft Outlook <> Microsoft Internet Explorer 73
EDV Gy b R_R=AOT I r—3 g VEFERIZFATL TV RNEETH, 7747
DU & R AT DR E R RFESILE T,

[Optional Client Modules to Download] : % 7 > v — RNEEf] & #5925 72912, AnyConnect
7IA4AT 2 ME PAR— P LTV AORERBICKNEREY 2 — A7 % (ASAD) ¥ v
02— RFHEICERLET, RO XS fhDOEEE A X — T I T HE Y 2 — /L DA R
ERRETHMLENRH Y F9, AnyConnect 7 7 A 7 2 MIIE, ROEY 22—/ BEENT
WET (EOEA—Y a U TIXEY 2 —VOEN DR ET)

7 VPN B
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REYIL—TF K1) >—. &40, AnyConnect ¥ 54 7> b+ .

* AnyConnect DART : b7 7V 2 —7 4 U 75 Z i HLIZ Cisco TAC IZEfE TE 5 &
I, VAT AT DA v TV ay hBXOZOMOBEHEERNF v 7T ¥ &
. zip 7 7 ANVBRT AT by FITERSNET,

* AnyConnect % v kU —7 77 & A <3x—¥ % : LLFilE Cisco Secure Services Client &
FRENTWE LT, ZO0EYVa— I, ARETVA YLV ADBLEDOR Y NT—=27127
Y AT H72HD 021X (LA ¥ 2) LT /3A ABFEAE A TWET,

» AnyConnect SBL : Start Before Logon (SBL) <TiX., Windows Du /A > XA 7w/
RNy 7 AINFRR IFLDHHNT AnyConnect ZFaT 5 Z 1LV =—¥ ) Windows |2
074 T BHRENC VPN ##5i2 /L Ca— a2 ¥A > 7 T ITmHIIc R L £,

+ AnyConnect Web &% = U 7 1 & = —/b : LLH{IE ScanSafe Hostscan & FFIEH CTU &
L72e ZOFY 2—/UiL, AnyConnect |ZHA I TWET, Fiz, Web X—T D
FESMLUT, FRFCHRERZ O TELLIICLET, 20K, ERINTWHE
FalT 4RI —IEDNT, ZIFANARER 2T Y EZFFAIL, BERH D =
YTUYRHRTERN AT UV E Fry T LET,

* AnyConnect 7 L' A MU EV a2— /L EEDOH DL a7 Y ORETICHET HE#RE
CiscolronPort Web X =2 U7 4 77747 A (WSA) IZEELE9, WSA Tii.
TOF—=ZEFEHLT, URLDOT7 A NVEZ Y T b— L Z2EwELET,

N

GE) TV ARNY EY=—/UE AnyConnect /N—3 3 > 4.0 TIEHHR—
FENEEA,

* ASA ARAF v £ = —/b : LIFII Cisco Secure Desktop HostScan #§8E & FEIEL TV
L7, ZORAF ¥ £ 2 —/Li AnyConnect I[ZHEE 4L, ZAUZ L Y AnyConnect
3. ASA~DYUE— b T 7 B ABREMLT DHNCARAT ¥ TEAA L DI LT
YU NVENETE DL IR ET,

sISE-RATF ¥ : OPSWAT V3 FA 77 VEMEALTHRATF ¥ F=v 7 2FTL, =
RARA L FOBEGHEEZFMELET, 0%, = FARA VMR EAETHETEY b
J— 7 TIOERAERHBLEY, a—hL 2a—FOMEREZ®RIL LY TXFT,

cAMP A % —7 7 : = RiRA » MATOEE R~ L w7 = 7B (AMP) %8 A4 2%
FERLELHEAHSNET, N TE =D LIZAEA FERTOWE =N RRA
v hOH 7t NMZAMPforEndpoints ¥ 7 N =T &7 v v a L, BEFO—H N—
AIZAMP —E R %A VA =L LET,

e Xy NU—JHHMEEY a— x0T 4 LY —E XD, Eh, 2774
TUA, BEIOEX2 T o oML T, RENEFHEOERTREDEZN LT
T, NVM (R hU—Z AT 2—0) 1T, = RRA U FDOT LA MU ZIY
ELLT, 7ue—F—FLT77 AV L 2T — 3 UEsyslogllitdkL, BT, 77
ANDHHTEUIA =T 2 A ZADRMEAITIa L7 Z (h— KX —=F 4 X H—)
b7 — La—RKzx7 AFR—KLET,

| —ferarz N EE I}
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* Umbrella Roaming Security €~ = —/V : 77 7 ( 772 VPN 372 & X2 DNS LA ¥
X2 U7 4 28 LEF, Cisco Umbrella Roaming & OpenDNS Umbrella — E" A D
WK T DT T A7 U Fia xR L Intelligent Proxy 38 L VP LA i
JHFSREA BN L £ 9, Umbrella Security Roaming 7' 7 7 A /L%, G35 —E &
& BB & BT T T ST AR L L2 BRI LET (2T Y
TANEYN T BEOKRY — 572 VAR — N, Active Directory fi . £ 7013 %E
ARHJZ2DNS LAY &%= U T 1)

* [Always-On VPN] : AnyConnect %"—E A 7' 7 7 A LD HEHEGE VPN 7 F VR E%E T +
=7 MZT 50, F721F AnyConnect —E R a7 7y A VEREEFHT L2MLERD D
INEPRELEY, WRHER VPN RRREIC L Y, 2—Yha v ta—Ficn st o358,
AnyConnect (X VPN & v > g V& HEIMICHEN. LET, VPNt v 3 id, 2—Fnar
Ea—dnbu 4745 ETHEFSNET, MBI KD ThE Yy v a Vidi
FF 4L, AnyConnect (X, WIS E X2 VT 1 T 7T A7 A & OB 7245550 D FERENL
iz TRITL, VPN v a v EFHLET,

W VPN I L > T, RERY —Z2@EMHA LT, X2V T 4 BFRNHT A X &l
ECTEXET, W VPN ZEH LT, = FARA v EBEEA Yy NV —7ATIEARN
BAIZWDTH AnyConnect 2V VPN 2w v g VAN L7 Z L 2R CE Fd, A1 *—7
JZT B &, BERDPFELRWGEDOR Yy N — 7R OEBRTEZRET HRY —Nn
BREINET,

A

GE)  HEFEEGE VPN IZIL, AnyConnect Y% =7 EE U 7 ¢ FHE%E
AN— ~9 % AnyConnect U U — A MLE T,

[Client Profilesto Download] : 7B 7 7 A ME 2 7 4 X2 b—a L RXTA—FDJ)L—
7 CTHY ., AnyConnect 7 74 72 N TVPN, Xv hT—2 T 7 EA~F—T %, Webt
FaUT7 4 ISERAF ¥, AMPA X—7 7 Xy bU—JAHHEEY 22— BID
Umbrella Roaming Security & ¥ = — VO EIZEHA S E T, [Add]Z 27 U » 7 LT [Select
AnyConnect Client Profiles] 7 « > RV ZEE#§ 2 &, LIATZ V—7 R Y — RIS
7 n 7y A NVERETEET,

AnyConnect F5 7 4 vV ICHTHRT Yy b bR VT DERTE
A7V b RV 7L, —#0 AnyConnect % NV —2 N7 4 v 7% VPN kb
WCHE L GRS (Efk) . oRy FU—2 FTF T 4 v 7 % VPN b RO
LET GERFHEL. 2F0 [Z7 U7 TFA FOIRKE] ) o
ATy b bRV T ERETHITIE, A7V b b7 R —%1ERKL, =D
RV o—lc778Aarba— L VA RNEREL, JV—T K —IZAFT Vv b hrxib
R —ZBMLEST, V=T RIS —%2 T T4 T MIEETHERIZ, 77472 MIA
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\}

AnyConnect ~57 4 v 7 <HTHRTYy k rorysiniE [

TV RN bRV TR —DACLEFEHALCEZICRXY NU—F N T 74 v 7 BEET
HINERELET,

GE)

2Ty b bRV o3 Fa U T o BRETII RS, F T 74 vV EEERE T, RARBED
X2 VT 4 BHETDHICEE. ATV b ho RV T hH A =TI L7 E AL F
ﬁ‘o

Windows 77 74 7 > N Tl HUNZASANSD T 74T 74 —/L b— LGS, RIZY
TAT Y EDT 7 AT U=V b= LRl SET, MacOSX Tk, 7747 bD7 7
AT U= = NVEBILRT fVF )=V SN EE A, Linux A7 5D AnyConnect
N—30 5 2 3.1.05149 LB TIE, circumvent-host-filtering & W9 £ BID B A X A@MEE 7 v—7
TuT 7 AMZBEML T tue ICRETDHZET, 7I7AT L MDT 7 AT U4 =L L—1E

FO7 4 & =V ZFHiiT % K 912 AnyConnect Z 7% & TE 77,

TIEAYANEBERTDHHE
T A r— UANMIUIIPVE BLIOIPV6 i DT KL AZIRETE £7,
JEHEACL AT AL, 1 OOT7 FLAEE Xy NT—Z OHBNMERASINET,

HLRACLEZMEHT 2L, YV—AXRy NU—IRAT Yy b bRV T Xy NU—7(Z
MmO EY, ZOHRE, sty N7 I 3EHESNET

cany WX EINTZT 78 A U R KR, splitinclude F 7213 split exclude 73 0.0.0.0/0.0.0.0 % 7=
X OICRESINTZT 7 EARA VANMI, 72747 MIEESNEEAL, TXTDO T
T4 v T ENCFIRBETEET DL, A7 Y v b RO Policy (2% L C Tunnel
All Networks Z i8R L £ 7,

« 7 KL 20.0.0.0/255.255.255.255 £ /=13 ::/1281%. A7V v ~ b /LR Y 2 —) Exclude
Network List Below DS DA T TA4 T MIEEENET, ZORTEIE. brxib b
T4 IR —AN Y TRy METRWZ R TA T Mo@mLE9,

« AnyConnect Tlix, A7 U v h bRV T R —THREINZTRTOYA b, BX
CASAIZE - TEID LB TOHNAZIP T RLRLEEILY T Xy FRIZHDTXTDOY A MZ
N7 4y NESNET, L 2iE, ASAICE o TEIV S THNIZIP T KL AN
10.1.1.1, =~ AZ73255.0.0.0 DA, =2 RRA L N TFARALAE, A7 Yy b horxrl v
7 RY —ZEfFRAR <, 10.0.0.0/8 5 THT_XTORN T 74 v 7 B ELET, D
72, BEIDYBTHNIZIP T RUAR, Hiffshdue—hv 7%y ME@EUICERT 5
ko, xy h=R7E2HEHLET,

1R B
« WY/ ACE TT Z7kA URANEBERTALERHY F7,

c A7V b RNV RV —%IPv4d xry U= HE IPv6 * v b U —7 HIZHERR L7
A, BELEXy hU—27 VR MOl EFOT e ha v THEAISRET, 2070,
Iy FT—27 YA NI, IPUBLIRIPV6 DT EFED NS 7 4w /DT 78X a2 ha—
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&

ATy T2

ATFvT3
ATvT4

ATy TH

ATvT6

N MU (ACE) DEENTWAXLERHY T, i HD ACL 2Bk L TV
BT, —IEEMER Y 74 X2 L — gy HA RESBBLTLE RN,

WOFNETIX, 7 14—V ROBRIZ [Inherit] F= > 7 R 7 A0S 5T XTOS — AT, [Inherit]
Frzy IRy VAPRF L DEEORE, RELTWLIA—T R —F, £DO7 4 —/LFiZ
ONT, T74NFIN—TF R =R UEZHEMNT 5 Z 2B L9, [Inherit] F = »
IRy I AEFTICTDHE, IN—T R —IZEAOH LMEEIEETE ET,

FIE

ASDM % fi fH L C ASA (Z#%6¢ L. [Configuration] > [Remote Access VPN] > [Network (Client)
Access] > [Group Policies] (ZFE) L £7°,

[Add]Z 27 Y v 7 LTHLWI A=K o—%BINT 250, BEFEOITNV—T KR o —&ER
LC[Edit] 7 Vv 7 LET,

[Advanced] > [Split Tunneling] % E&4R L £ 7,

[DNS Names] 7 « —/L RiZ, k> %% LT AnyConnect CHER T2 KA AL VA& AT LE
T, TNHOLRFNE, FTAX—h Xy hT—7 EOKRA MG LET, split-include b >
IV T RRESINTODHEAIE, BESNZDNS b — 3%y hU—27 UR MZEENRT
WOHMERH D £, 74—/ FIZIL, BREM NAAL 4, IPvdT RLA, £33 1Pv6 7
L AEZANTEET,

A7y b bRV T HT 4 B—TMZT HIZIE, [Yes] #27 U v 27 LT [Send All DNS
Lookups Through Tunnel] & R—7 /M LE T, ZOA T a v ZETDHE, DNS KT 7 4>
IBRYBT X7 HIRNT, 2 VT TXANCTERIND T T4 v I BESESVET, DNS
RIS 2 &0 7 RV RAIIRMBIEOE £5% Y £9, AnyConnect 7 74 7 > hME, VPN 4+
DT RUAEMRFL LD LI LEEA,

ATV N hoR VT F—TMITDHIZIE, [No] ZBIRLET (T 7448 ., 20D
BETIE. 794 T MIAFY v b b RY —IZfE>T RV %2 4 L TDNS 7 =
VaEEELET

A7 v b bRV T EFRETHICIE, [Inherit]) F=v 7Ry 7 A4 7L T, A7 Y v
M hox V7 RY —%FRNLET, [Inherit] =y 7Ry 7 AF 7 LRWGEA, 7
N—T RV —TiX, T 74/ DT )N—7 7Y 2 — DtGrpPolicy TEFKINT=AT YU > K
MoV TRENMIHEINET, T74NVE INA—T R —DAT Y v b bR
AU —OF 7 4 /v MR E X [Tunnel All Networks] T3,

A7V N hRV TR U—RERTHIZIE, Ky 7 X7 [Policy] 35 & U [IPv6 Policy]
MBI L F9, [Policy] 74—V KT, IPVAXRY NT—2 T 74w T DATY vk b
FUV 7R —%EFKLET, [IPv6Policy] 7 4 —/L RTIEL, IPv6 * hU—27 FT77 (v
JDATY v b hopr V7 R o—%RIRLET, £ LIEWVLSMNEI, ZhbD7 o —
JVROBBIZRE T T,

[Inherit] F= v 7 RNy 7 A% A7 LEEGEIE, ROWTNADLDORY — A7 a U EBRT
TET,
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AnyConnect ~57 4 v 7 <HTHRTYy k rorysiniE [

* [Exclude Network ListBelow] : 7 U7 7X% A hCEEIND b T 7 4 v 7 DFisery hT—

JDOVANEERLET, ZOBEIT. ARy FU—ZIC bR E20 LTS L)
., B—HIL Ry =T EOTFNRA X (FYV o ERE) 7 78x4+5)EF—h 2—
PFliZL o TEILET,

* [Tunnel Network List Below] : [Network List] THEIN7-Fy NI —27MOTXTDO +F

TAIB IR TENET, A —FR %y hT—27 UZRNADT RLA~D
K774 W orRx V7 E3NET, TOMTXTOT FLRAZKTEHT7—Xi1%, 7V
T TRARNTEEEIN, VE—b2—HDA X —Fy hP—ER T [ X =2k
TI—T 4 T ENET,

ASA 914 IBEDNSR—2 g 0 Tld, AV 70— R VR MERETDHEEIC, A7 —F
FHANOY 7Ry M A7 V— R VA NBIEETEET, INOORSSINIZTT
Fy MIbhrRrVr7a3nd, A V70— KRUVAROEOVDORy NT—=T T b s
ShET, A IZNV—RIVAMDOY TRy FCTREBEVWZI A NL—Var JARNOR Y
NO—21%, 79472 b CTEHREINET, Linux DA, 7%y NOBRNE T R— |
TN, INA—T RNV —IZhAX LBEEZBMTI2LERH D 7,

RICHI 2R L ET,

Configuration > Remote Access VPN > Nebwork (Client) Access > Advanced > ACL Manager

@’Edit‘ﬁDelete|1~ $|$Ba@-|qFrnd

£ Enabled Source User Security Group Destination Security Group Service Action
= TunnelExdude
o] # g 10.10.10.0/24 & any e-ip €3 Deny

313023

(B [fmooos | | Cay | o | pem]

GE)  SplitInclude X v FV—27 B8 —H/L ¥ 7%y hDOEE—E (192.168.1.0/24 73
E) G, MIETHR T 74 v ZIE R 7 EZTWET, Split-Include
Ty M=o Ra—hN T xRy hOA——F > kb (192.168.0.0/16 72 &) O
LA, MIETD R T 74270, v—h P TRy hERE, bRV UTER
TWET, B—=ANV TRy b 8T 74097 MorRr V73510, —8T
% Split-Include %~ b7 —2 (192.168.1.0/24 33 X 0} 192.168.0.0/16 D )7 %
Split-Include ¢ v b 7 —2 & LCTHIE) ZBMNT20ERH Y 77,

Split-Include % v k7 —7 2345 (0.0.0.0/0.0.0.0 72 &) OFH, A7V w K b
XV TET 4= NZRVET (TRTON T T4y 7B R r7asn
i—é—) o

* [Tunnel AllNetworks] : ZDORY > —iX, TXTDO LT 74w 7B R U7 ENDH LD

WHELET, ZoHETIE, FEMATY v b Y 738y 4, U
E—hF2—WIEBERY NIV ERBLTAS X —Fy MIT7EALETH, v—F
N Ry NT—=JIZ3T 7B ATEER AL, TURT 74NV EDOF T a3 TT,

AT w771 [Network List] 7 4 —/L R T, A7 Vv horY 7 R v—%HT57 78R 2k

72—/ U A KNEERIRLEJ[Inherit]) F= v 7Ry 7 ANRA L OGE, JV—7 KR —i37
THANVKN TN—T R —THREINTNWDE Ry hT—27 UAMEEHLET,

—ferarz N EE I}
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[Manage] =~ RR ¥ %% L CT[ACLManager] ¥ 1 7 R /ARy 7 AZHEET, ZDOHRY
AT, Ay hU—=27 VAR LTHERT L7723 ba—b VR RERETE T,
Ty FU—=2 U A b EBREIIHRET 2 FEOFEMICOWTIE, —KEEBEN 27 4 F =
L—vary U4 FEZRLTI RSN,

YVEEACL VA MTIXIPVvA 7 RL AL IPV6E T RLADB GH a5 2 LN TE F4,

A

AT w78 [Intercept DHCP Configuration Message from Microsoft Clients] {% DHCP X175 (Z[E A DB <
T A= %R LET, DHCPAT/EIZ L > T, MicrosoftXP 7 7147 |k iASA“C“Xj’U %
M RRY A TEEHTEDLSITRD ET,

* [Intercept] : DHCP fYATZAZ ZFF Al 3 22008 2 A FRE L E T, [Inherit] 28R L7255
7 7 4V REREIL [No] T,

* [Subnet Mask] : i3 2V 7%y b v 27 @R L E7,

AT9F9 [OK] &7 V7 LET,

BAFIVvORTYy b boRYTDERTE
HAFIw 7 A7 v b horx U 7T, P RIVOMENIEIZ, DNS KA A 441250
THERICA T » MR PR T EB(TH N TEET, FA4FIv 7 27 v b b
RV T EFRETDHITIE, DAZLBEBEHEER L, 7 Vv—7 KU —IZEBMLET,

4a & SRS

ZOMREE T 512X, AnyConnect U U — A 4.5 (E7213ZF L) NHETT, FHMIZD
W CiZ,  TAbout Dynamic Split Tunneling] #Z M L T 7Z& W,

FIE

AT w71 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [AnyConnect
Custom Attributes] [E i = 2B L £ 7,

ATy T2 [Add] /A I A ON dynamic-split-exclude-domains RN ATELTATIL, @HE AT
LET,

AT9 T3 ZoOHLWEEE 7Y v UCHEM L7256, Ul HEE B2 5 [AnyConnect custom attribute
names] V> 7 &7 Vv 7 LET,

RT9 T84 VPN b WINEN D7 T4 T v MIE DT 7 B ARNERE T T 7 F/Web $— B R|ZD
W, RHET D A2 NEMEAZBINLET, 72& 21, Google Web #— A IZREI7 % DNS
RAAL DY X ~E LT, Google domains Z 1B/ L £3°, [AnyConnect Custom Attribute Names]
B O [Value] f53 T, W ~vLFTRAL XU H o~ XUV E (CSV) Bz /H L
TINHDRAAL U ZEFELFE T, AnyConnect I, XKUY CFEERWTHRAID 5000 LT H
BB LET (KI300HDOEF DY A XD FAAL 4) . ZORIREBAZD KA A TG
SNET,

7 VPN B
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ATy TH

ATvT6

g4+295 270y kst vty vronE [

B AL NEMENE 421 SCFELDNTRITIER D S8 A, RERENAIENS & ASDM iE 421
XF % ERETLEBOMICHEISNE T, FEOBRMEY A 7 EARIOT X TOLRIL, *E
MITGAT L N T a2 E3NDHEXITASA LK CHEfESNET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] = Z[f L |
FAF Iy 27V Mgt bR T REERFED 7V —T R =AML £,
HLWT =T R =2 EkT 252, [Edit)| 227 U v 27 LTEEED I N—T R v —%EH
THZEMNTEET,

RDBRY

27w haegte R RV U IRRESHTOWDEEE, FA4FTIv 7 27U v FRSMT, 2T
Uy ba&Ry P —ZITDNSJEEIP 7 RL AR 1 DL EEENDHEDH, EfTSE
F, DNSIEEIP 7 RLAL AT v &Gk y NT—ZOWVTNhOMIcE 7= ERY
DRV E, TRXTODNSJEEIP T RLAIC—HTDH T 74 v 73T TITh R U 7
BB ENTNWDTIZD, XA F v 7 27U v MBI OFATIIAE T,

BAFI Y RT)Y RBEHNA BRI DERTE

ASDM ZH L TH A T2 v 7 A7 Y » bERS b o U T2 AT DIIE, ROBETF
IEZFEITLES, FATIv 27 ATV FBSINRAAL LA T —F RAAL L DOWITRE
BINTWDIHEEIE, FAAL ADO—BIZR DRI AT Iy 7 A7V bR 7
DA D 3, 7o& 2E, FHE X example.com ~D b7 7 v 7 % www.example.com LA
MFT_RCTERINT B LD ICRETE ET, Example.com (ZX AT I v 7 A7V » MR RAA
Y THY ., wwwexamplecom (3IX AT I v 7 ATV M AT —R RAAL L TH,

GE)

ATvT1

AT Iv 7 A7y Mgbh b U o 7% T 5I2i%, AnyConnect U U — 2 4.5 (LAKE)

DEETT, F7, AnyConnect U U —R 4.6 (LIFF) T, WiHFD RAAL UBHESN TN DY
BOPIRLAFT I 7 ATV b A I N—RERT Y v NI DT D OUERMZ HiLE
L7, #4727 A7 Y v RN tunnel-all 32 2E ., split-exclude 3% &, 35 & OF split-include

RECHEHHASNET,

4r & HREIIC

AnyConnect D EEIZDONTIX, ¥ A4 FIv 7 AUy b b7 omEEZHRLTL
ZEW,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [AnyConnect
Custom Attributes] % = 2B L £ 7,

—ferarz N EE I}
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B srzvs2700rqvon—F ruruvsonE

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

[Add] /AN S UN dynamic-split-exclude-domains @t A7 LTAD L, 3ila AT
LET,

ZOFLWEMEE 7Y v LTHEA LS, ULEE EEIZ& 5 [AnyConnect custom attribute
names] Y7 &7 U v/ LET,

VPN R RIS D T FAT 2 MK DT 7B ANKERE Y 70 R/Web ¥ —E {25
W, RIST D AZ NEMEAZBINLET, =& 21X, Google Web #— B A IZEH7 % DNS
RAALZ DY AR ELT, Google domains 2B/ L FE 3, [AnyConnect Custom Attribute Names]
B[ O [Value] 353 T, W~ LFTRAAL L &2XKEILH o~ XUV fE (CSV) B ZfH L
TINDHD RAAL U HEFRLET, AnyConnect |E, KU1V CFEFRVTHRAID 5000 CF-0D H
ZHEELET (KI300EDEHEDTA XD RAL 4) , ZOHIREBR D FAA 4 TR
SNET,

HAZ LBV 421 SCELNTRITIER Y S8 A, RERMENPATIEND L. ASDM 1T 421
XFE ERETLEBOMEICHEISNE T, FEORMEY A 7 LEARIOT X TOLRIL, *E
MWITAT U MIT vy vad3NDEEITASAILL» S nET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] % Z M L |
AT Iv 7 ZA7V y RS R D TR ERFED 7V —T R =L £,
FLWI V=T RY —5AERT 50 [Bdit)&% 7 U v 7 LCBAFO I N—T R v — % E 8
THZLBTEET,

FEAH|DO A = = —"T, [Advanced] > [AnyConnect Client] > [Custom Attributes] 2 27 V v 27 L, K
0y NGRS A T EIRIRLET,

BAFIVY) ATy AU IL—F bR DTDERE

ASDMZHRALTCHEAFI v I ATV b A I V—FR bRV T EBEFMNITDHITIE, K
DREFIEEFITLET, ¥4 T Iv 7 ATV MRS RAL AT — R RAL D
WENERXINTWDIEARIE., FAA LV ADO—BICEDIERESA AT I v ATV AT
=K RV TRENCRY 9, 72& 21, BEEI domaincom ~D N7 7 4 v I &
www.domain.com IAMI TR TEEND K OICHEETE £, Domain.com 1 IX4AFI v A

TV b A IN—FK RAAL L THY ., wwwdomaincom IZ AT w7 A7V v "k R A
A4 TY,

G¥)

AnyConnect V) UV —2 4.6 (LIF§) 0V, ¥4 FTIv 7 ATV b AT —RK hoxrJ v
TEMHATHLENRDHY £9, £/, AnyConnect U U —2 4.6 (LIFE) T, WD KA A N
RESNTWAGEEDIEX AT Iy ATV A7 V—RERXT Y v MNRADTZHD
BEPMZONE LTz, ¥A4F Iy AT Y v kA 7 )b— Rid split-include 5% & (Z D A3
SINET,

1R BHHIIZ

AnyConnect DELEIZONWTIE, XA FI v 7 A7V b horrV 7] OEESRLTL
ZEuN,
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ATy T
ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

$I%y rOBAEFH— 1T B00 Linx 0Bz [

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [AnyConnect
Custom Attributes] [E i = 2 L £,

[Add] ) v 7 L. E‘Tﬁ&'/ﬁ 7L LT dynamic-split-include-domains EAN L. ?}zﬂﬁﬂ AN
[/ i ﬁ—o

ZOFLWEMNE Y v LT L6, Ul EE EEIZ& 5 [AnyConnect custom attribute
names] V> 7 %7 U v 7 LET,

VPN b RN DT FA4T v MK DT 7B ABRKERE 7 T U R/Web H—E AT
WTC, ST 20 A% Mg Z BN L ET, =& 21E. Google Web — " A 1Z(9 % DNS
RAAL DY A ~E LT, Google domains Z1E/1 L £9°, [AnyConnect Custom Attribute Names]
H[[ O [Value] #53C, B v XLFTRAAL 2 XEI L o~ XG0 fE (CSV) Bz fHL
TINHDORAAL U EEFKRLET, AnyConnect 1%, KXYV SCF4 FRUVTHRAID 5000 L7 0D I
EEELET (K300EDEE DY A XD RAL 4) , TORIBEBZ D KA A 4 TS
INET,

HAF LEMET 421 STFELNTRITER Y %A, RERENPATEND L. ASDM 1T 421
XFrE ERETHEEOMICHEIESNET, FEORMEY A 7 EA4RIOTXTOLARNL, FE
MITGAT U NI T v raZNDHEXITASA Ik CHEFESNET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] % Z 8 L
T, HAFTIv 7 ATV AU I V— K bRV T REERFED T V—T KR —IZi8
muEd,

HLWT =T R =2 BT 52, [Edit)| 227 U v 27 LTEEFED I N—T" R o —%EH
THZEMNTEET,

MO A == —"T, [Advanced] > [AnyConnect Client] > [Custom Attributes] %7 U v 7 L, K
2y IR UINGEES A T EBRIRLET,

I3y FOBRNESER— T 5=6HD Linux DERTE

ATy T

ATy T2

A7V » kb b3V > 7 FHIZ [Tunnel Network List Below] % 7% & L 7234, Linux Clix¥ 7 % v
s ORI E YR — M T D DIEMNMOKEN LI/ Y £97, circumvent-host-filtering & VY 9
BHTD T AL KJEMEEER L Ctrue lIZFREL, A7V v b b U ZTHICRES N7 v —

7R I BEAN T 2B H Y £,

FIE

ASDM |23t L. [Configuration] > [Remote Access VPN] > [Network (Client) Access] >
[Advanced] > [AnyConnect Custom Attributes] [ZF5#E) L 97,

[Add] #7 V >~ 7 L. circumvent-host-filtering &\ 5 ZFiD I A % Mg E21ERR LT, ZFDIE
Z true [T E L E T,
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. RNERS IL—F K1) & —. AnyConnect 7 54 7 > FEME

ARTYT3 VIFAT U N7 7 AT U+ — WKL THEATED 7 V—7 R v—%fm#E L, [Advanced]>
[AnyConnect Client] > [Custom Attributes] (258 L £ 97,

ATv T8 Bk L7 A% L@V circumvent-host-filtering 2 A7) v & b3 U ZfEHAT 5 70—
ZFRY —IEMLET,

RES IL—T K1) —_ AnyConnect 7 54 7> FEM

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Advanced] > [AnyConnect Client] {21, Z @27 /V—7 K U I — TIE AlHE7? AnyConnect 7 7 A
Ty NORENRERINET,

* [Keep Installer on Client System] : UE— h 2 Ea—¥ L TKENRIZ TAT 2 DA v

A R—=/VEAREICLET, ZNEARX—TNICTDHZ LK, 7947 FOHBIRR
T oA VA NIRRT 4 =T IR0 ET, T TAT Y ME, BEROBRO DI
VEe—h arba—XIIAf AN AINTEEEROT, UVE— b 2—FOBHGERRHN
s ShET,

A\

(GX)  [Keep Installer on Client System] {%. AnyConnect 7 7 A 7 > kD
N—=Ta 25 UETHAR— PSR THEE A,

[Datagram Transport Layer Security (DTLS)] : —#B SSL #5¢ 1 BHE 9~ 2 IR 4E & HHmiE D[
AZEREL, Ty NEBIEORELZITRTWI T AL LT SV r—2 3 OR7T o —
vV AEWELET,

[DTLS Compression] : DTLS (Z31F DJEME X E L £7,

[SSL Compression] : SSL/TLS (Z81F 5 G %€ L £ 7,

[Ignore Don't Defrag (DF) Bit] : = ®#%EETid, DF B FBREIN TV B/ v b & J#f|
BT 77 AT —3ay LT, PR Z@mSEs 2 N TEET, EHBIE LT,

TCPMSS F AL x— a NNIHEUNEE LRV Yy b T —27 DY — T3 7 &

N ET,

[Client Bypass Protocol] : 7 7 A 7 s 7'v b 2L /SA /XA TiX, ASAWNIPV6 NT 7 1 >
T ETHML TS L&D AnyConnect 7 7 A 7 MZ LD IPvA 8T 7 4 v 7 OEELS
EC, IPVA b T 7 4 v 7T THLTWAEZDIPV6 FT 7 4 v 7 OERGIEERE
L/iﬁ‘o

AnyConnect 7 7 A 7 > M7 ASA IZ VPN ¢35 & 12, ASA L IPv4 & IPv6 D— %
7MW GF 07 FUAEEVSCTES, 7747 b 3R 7 ha/LTiE, ASANIP
T RUVRAZEOV G TP N T 74w 72 Ray 9560, ERIXASA /N4 AL
TIITA TV IO Eb7e L, 2FD [ U7 TFHRA L] L LTORBETFT 50
ERELET,

Tz& 21X, IPv4 7 KL 2D 2 AnyConnect HEfe (CHI D Y T HAL, =2 RRA > b3 T 27
ARy 7 IRTNDHERELTLIIEIY, 2O RARA VY R IPV6 7 KL ZA~DE|
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RNERS IL—F K1) & —. AnyConnect 7 54 7 > FEME .

FEEARLIZL X, 7I5A T2 M AARNZ T T NI UERERT 4 B— T L DA, IPv6
o774 Ry 7ENETN, 7 I7A4T 2 b XA XA Fa hahBg Rx—T LD
BEIEIPV6 N T T 4 w20 TAT U IS VT THEARE LTEESNET,

« [FQDN of This Device] : = DIf#i%L, VPN ¥ v g VOFFESL THA S5 ASAIP 7 K

LV AEMRIT B0, Xy NV—27 a—I 0 70%TrIA4T7 vy MRS ET, =
DOFREF, SEFEERIP T baOFRry NI BOR—I 0 T2V HR—FT59 2
THEHETT (IPv4 225 IPve 72 L)

N

GE)  AnyConnect 71 7 7 A /LZdH 5 ASAFQDN ZfEf L Tr—I v~
THBIZASAIP 7 RLAZRGT 22 LI TEEEA, 7 LA
Ba—R ARG F UFDOELNT AL A (FrRAn
MEXLSILTW DTS, R) E—BILBRWGERHY 7,

TRA ADFQDNIN Y T4 7 v MIEUE SN2 WGA. 774 7 > ME, LRI bz
DHELSIVTWD IP T RLASOBERERAAET, £ HIP 7a =2 (IPvd b
IPv6) OFy U —7lon—3 7 %% AR — 9 5I21X, AnyConnectiX, k> R/ILDF
FENLICHER T2 ASA 7 RLAZRETE L LI, v—3 U THIZT /31 A FQDN D4,
HIIER 21T H MERH Y £9, 7747 > M, IR Ic T2 7 7 A VICIFEET D
ASAFQDN Z#fiH L£9, gDt v a o HiEs Tk, AR BAITEIC, ASA
ko TFvvashiz (£, V=7 R —TEHEENHKE LZ) T/31 AFQDN
ZEH L E 9, FQDN 2% E S LTV R0 A . ASA X, [Device Setup] > [Device
Name/Password and Domain Name] D% EINAFNHT /3 AFQDN # s (BX O/ 747
v MZEE) LET,

TNAAFQDN B ASAIZ K> T v va S TWaWga, 7747 M, Bied 1P
Jua harory NU—7Boa—I U 7RICVPN By v a VAL TE EE A,

« [MTU] : SSL #36tD MTU 1 XZGfHE L £7, 256 ~ 1410 /34 O THEEZ AT L FE

9, T 74V hTiL, IPPUDP/DTLS DA —/ "—~y R5%&E L&, R+ 1~
H—T A AD MTU ZFESWT, BEIFIZ MTU A ARFRE SN E T,

* [Keepalive Messages] : [Interval] 7 « —/L RIZ 15 05 600 P& TOFAE ATITHZ LT

X0, BN TA RLVORFINT NA R L > THIRESNTWDHATH, ¥—7 774
TAvE—VOMREA R—TNVEBLOTHELT, Yuxy 7747 Ur—/, 2
NAT 73A A% i@ LT A RV FIcT s encxEd, /-, MEZH

I pHZ izl UVe—F 2—H23 Microsoft Outlook <> Microsoft Internet Explorer 73
EDY Yy hR=2ADT 7V r—a Y ERERICET LT RNWEETL, 77147 b
DU & R A T DR ERREESILE T,

» [Optional Client Modules to Download] : # 7 > v — KK & EHET 5 72912, AnyConnect

74T v ME, BAR— P LTODEMEEICKNEREY 2 — L2 1% (ASADD) FUv
=R CERLET, RO LD RMOEEEL A X —T T DE Y 2 — L OAH]
ZHRETDHMENDH Y £7, AnyConnect 7 74 7 2 FD/N—T 3 40121, IROFY =2 —
APREENTOVET (HN—=Ya v TEEY 2= VOERD RV ET)

—ferarz N EE I}
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. RNERS IL—F K1) & —. AnyConnect 7 54 7 > FEME

* AnyConnect DART : b7 7V 2 —7 ¢ U 75 Z i HLIZ Cisco TAC IZEfE TE 5 &
I, VAT AT DA v TV ay hBXOZOMOBEIHEERNF v 7T ¥ &
. zip 7 7 ANVBT AT by FITERSNVET,

* AnyConnect % v kU —7 7 7 & A < 3x—U % : LIFilE Cisco Secure Services Client &
FRENTWE LT, ZO0EYa— I, ARETVA YLV ADBLEDOR Y MU —=7127
Y AT H720D 021X (LA ¥ 2) LT3 A ABFEE A TWET,

» AnyConnect SBL : Start Before Logon (SBL) <Ti%., Windows Du /A > XA 7 uaJ
RNy 7 AINFRR IFLDHHNT AnyConnect ZF4aT 5 Z 1LV =—¥ ) Windows |2
074 T BHENC VPN ##5i2 /L Ca— a2 m¥A > 7 T ITmHIIc R L £,

+ AnyConnect Web &% = U 7 1 & = —/b : LLH1IE ScanSafe Hostscan & FFIEH CTU &
L7me ZOFY 2—/UiE, AnyConnect |ZHA SN TWET, Fiz, Web X—T D
FESMLT, RIS EREZ O TELLIICLET, 2O%, ERINTWHE
FalT 4RI —ICEDNT, ZIFANARER 2T Y ZFFAIL, BERH D =
VTUYRHRTE RV ar Ty Y E Ry I LET,

* AnyConnect 7 L' A N EV 2— /L EEDOH D a7 Y ORETICHET HE#RE
CiscolronPort Web X =2 U7 4 77747 A (WSA) IZEELE9, WSA Tii.
TOF—=ZEFEHLT, URLDO 7 A NVEZ Y T b— L Z2EwELET,

N

G¥) 7L A N VUiX AnyConnect 4.0 TIZH A — F I EHA,

¢ ASA IRAF % & = —/b : LLEIIZ Cisco Secure Desktop HostScan #§EE & FEIEI1LTU VS
L7z, ZORAF ¥ £ a2—/ i AnyConnect ([ZHEE S, 24U K Y AnyConnect
3. ASA~DYUE— b T 7 B ABHREML T DHNCARAT ¥ TEAAL DI LT
YU NVENETE DL IR ET,

sISE-RATF ¥ : OPSWAT V3 FA 77 VEMEALTHRATF ¥ F=ov 7 2FTL, =
KARA > boOMEMNEEZFHMOLET, 0%, = RARA U MR #EETHETEY b
J—2 T EREGR LY., a—h L 2—FOMHERE#IL LY TxET,

*AMP A % —7 7 : T2 RARA » MO EE 72~y = 7B (AMP) Z#E A4 2%
FERELHEHSNET, AN TE =D LIZAEA FPERTOWE =N RRA
v hOH T MZAMPforEndpoints ¥ 7 NV =7 %7y v a L, BEFO—H N—
A AMP r—E A% A VA M=V LET,

e Xy NU—J AT a—b x0T 4 LY —E RO, B, 2774
TUA, BIOEXF2 VT o 0L T, BENEHEOE TR ZM ESEE
T, NVM (% hU—Z "[filE Y 2—) X, =V RARA U FOT LA U %I
H£LT, 7e—F—F LT 7 ()L L EaT—a v Esyslogllitdk L, &2, 77
ANDHHTEUIA 2 —T = A ZADRMEAEITIa L7 Z (h— KX —=F 4 X ¥ —)
b7 — Lba—RKzx7 AFR—kKLET,

* Umbrella Roaming Security €~ = —/V : 77 7 ( 772 VPN 372 & X2 DNS LA ¥
tX¥ =27 ¢ 2L EF, Cisco Umbrella Roaming & OpenDNS Umbrella #-— "2 D
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RNERS IL—F K1) & —. AnyConnect O % 4 L ERTE .

WK T DT A7 U Fa &L Intelligent Proxy 38 L OVIP LA Vi
FAFEREZ BN L £ 4, Umbrella Security Roaming 7’12 7 7 A /L%, *fiind 5 ¥ —E A
& EBE 2 BT T, ST o RE L L E BEBICAMICLES (0T
TANE) T BEORY — 572 VAR — R, Active Directory fi . £ 7 13%E
AJZ2DNS LAY XU T 1)

« [Always-On VPN] : AnyConnect % — & 2 711 7 7 A LD H B VPN 7 5 T REET «
=TT 5D, E£7213 AnyConnect — B 2 F 117 7 A NREREHTHHLERD D
DEDPGELET, WG VPN BRI LY, =R a v ta—Xicnr4 o354,
AnyConnect [T VPNt > ¥ a 2 HEICHESL L ET, VPNEY v a U, = —FRa v
Va—Znbu 74735 E TR SNET, MRS Kb ThE v a Vi3
FFS 4, AnyConnect I%, WIS F = VT 4 77T 47T A& ORI 7282560 O PN
B TRITL, VPN By v a v 2FRLET,

WL VPN IC K > T, RERV —Z2#HAL T, EX2 U T4 BB LT A 2%k
T FET, WHREEG VPN 2 L C, = RaRA > bMEE% v FU—27 N TR0
BAIZWOTH AnyConnect 2N VPN 2 v g VAN L7 Z L 2R CE Fd, A1 *—7
ST B, BERBPTFELRWEED R Y MU — 7 i OE T EE2RET HHR Y —0
BESNET,

N

GE)  EEEEHSE VPN (21X, AnyConnect ¥ X =7 €V U 7 ¢ HREE Y
AR— ~9% AnyConnect U U —ABMLE T,

[Client Profilesto Download] : 7B 7 7 A /LiIa L7 4 X2 b— 3 U NIFTA—FZDT)L—
7 CTHY ., AnyConnect 7 74 7 N CVPN, Xv hT—2 T 7 EA<F—T %, Webt&
Fa2UT 4, ISERAF v, AMPA X—7 7, Xy hU—7ifiiEEY2—L BLO
Umbrella Roaming Security & = — /VOREREIZEHA S E T, [Add]Z 27 U v 7 LT [Select
AnyConnect Client Profiles] 7 « & KU ZE#) T2 &, 7 —7 KU > —HICLARNTER S
nNie7u7ry A NVERETCEET,

WNEBY IL—T K1) o —_ AnyConnect O % 1 U E&5E

W7 /v—=" /R U +—® Advanced > AnyConnect Client > Login Setting ~-{ > Ci{X, UE—
Z—IZ AnyConnect 7 7 A4 7> hDX U ua—ReROL T 7 veFoRrLiz0, 774
7V RV ASSLVPN DR—H )L X—=DICH A L7 MET D XL HIC ASA A RETE LT,

« [Post Login Setting] : = —HIZF 2T FE2RRL T, 774/ FORA S v 7 A 3R
BIAITTHI2ODEA LT U NERETDHHEITERIRLET,

* [Default Post Login Selection] : = 7' A Y ZICETTHT 7 v a @R LET,

| —ferarz N EE I}
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B /57 974794 —LIz& B VPN TOO—HIL 7134 X HHK— FOEMIE

DIAF7 b T7ATI4—LIZEBH VPN TOO—HIL TN R HR— DAL

W7 v—"" 7R I 2 —@ [Advanced] > [AnyConnect Client] > [Client Firewall] ™21 > TiX, 7 7
ATV RTCONRT w7 Xy NIT—=7 LT TAX—K Ry NU—T OB ESTDH7 T4
TUR VAT ADT 7 AT T A —VIERETHNV—VERETEET,

VE—h2—PFRASAICEHRT DL, TXTCTDONT 74 v I NZEDOVPNEERiZIT LT hx
Vo r7snsizd, a—Fide—bL Xy hI—27 LD V=R T 78 ATE <Y F
T, 2oLV Y—R I, v—h ara—FXEEHT LTI X B AT Windows
Mobile 7 /314 A (TH— T4 R) BERGENET, ZORMEIX. 7747 77y
A JL"C [Local LAN Access] Z ANZT 52 & THIHSVE T, 72720, =Ry NU—7
DT 72 ANRERIRIZ R 5720, —HOBETIIEX2 U T 4R Y —IZ oW\ TER&ENE
CHAREMENDH D 3, TV T — TR, AR ERBEXA T DOu—hv ) Y — AT
THET IR AEHIRT DT RRALA L FDOSDT 7 A T U4 —/L b—)LEEATHEHIC
ASA ZERETEET,

FOEOOEMEL LT, FHIRHOKER—MGT527 4T 8 77 AT 74 —/L )b—)L
EENCLET, 7 T4 T bTIE, BEALV—IEREL—IADRINEET, EHIRIBEEDS
By VT4 T 2 N TIEREEICLE AR — MIBKENETH, BE T 74 v 73T T
Tuavy sy EnET,

GE)

&@%kbfmﬁ4ybtl~fi<MAVi@7?47Vﬁﬁ%%éﬂﬁ77%77%ww
N—NVEAEIETE D Z LIZEBRPLETT, RENEREZ RO —VIL, V— LA EIETE
FHA, EHELO—FDEEL, BHENPK T LA T/ 74T MIEV 774 T U —
L =)V EEH S E T,

IITAT N T7AT O —NVEHRELTWNDLEA, = —WF M Active Directory (AD) H—/

THREEESND & ﬁ747/bfi%%ﬁ%MM@77477i%WTJ/%ﬂﬁ%éﬂi
To 122U, ADZNV—TF R v—TERINTN—ME, 2F7AT LM77 AT U4 —ND
= E 0 bEEENET,

LIFOETIX, IROLEEAT O T2 DD FIAICHOWTHA L £7,

=N TN A EYR—= TR ODITAT N 77 AT U —LORER (352—
D)

« VPN OFT H'— F A 2 R — FORE (38 2—)

T7AT 24— ILOEICET HITEFE

ZZICRHE LD, AnyComnnect 7 7 A TV R TIET7 7 AT U —ANRNED L HITEHEIN
DN DONTOEREFETT,

s T AT UF =L VI EEILIP IIEASNEEA, 7T 472 FTiE, ASAND
EEEINTZT7A T U4V L—)LNOEETC IPERITEHR S NET, HEELIP i,
JV—IVBIRT ) o I NT T AR=EIMIZE LTI IA T ERBELET, X7 U oo
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DSLFUR T7A4T 94—k BVPN TOE—HL 734 2 HK— roamit [

=t VAT P EOTRTOA U Z—T =24 AZHEHEINET, 774 X— 1
=L, BT Z 7 A IicEA S nE7,

¢ ASA T, ACLV—/UZHkLTHEZ< D7 harzhR—KFLTWET, 7L,
AnyConnect D7 7 A 7 7 4 — /WHERE TH AR — R I TS DX, TCP, UDP, ICMP, i
FRIPOATT, 7747 FTIiE, Bpb 70 ha/LTL— I RWZE Iz 5GE.
DN— )TN T2 7 7 AT T —/Lb—)L & LTSN, E51I2EF2Y T 0 LOHH
MWHAT Yy b R U TR LR, 7 U IBRERENET,

cASA9.0 D, NIV v T Fy FT—7 L—LABLIORTFITA_X—F Xy hU—2 L—)L
X, 2=77 A4 772 arybta—L VA2 FR—FLTWVET, ZNHDOT 7 &
A ayvie—n UARNI, FUAL—=LTIPV4BIQIPV6 N T 7 4 vV BERTIHHE
W& £,

FELKROE S, FR—F 4 7 VAT AL o CEHENR R A - DEENNLETT,

» Windows = > ¥ = —# O34, Windows Firewall TIZiES/L— W SFF RV — /WIS L E
o ASAIZE VEFAIL—/L8 AnyConnect 7 7 A4 72 b~T' oy a3 Th, 2—¥F1D
AL BADFEL N — VAR LT UL, AnyConnect /L —/UITiEH S v EH A,

» Windows Vista D&, 77 A 7 U 4 —/L )Lb—LMER S L5 &, Windows Vista TliLR—

B O#PFAN T o~ XYY OLFHNE LR SV ET, A— MR, H&KT 300
AN—FTT (1~300, 5000~ 53007 &) . F&5& L7-HiPHA 300 " — k22 25613,
BAID 300 R — MK LTOHRT 7 AT 74 —/L b— L35 S ET,

« 77 AT U4 —/bH—E AN AnyConnect 7 74 7 > MIXVBIGSNAMERH D (v
AT B R0 ABIICBEEE S41720Y) Windows =— X, VPN BEREDHENLIZ A7 ) DI
MET 58080 £7,

*Mac = B2 —Z DE . AnyConnect 7 7 A 7 > hTld, ASA TEH 72D & [F LA
FChA—Rn@EHEInNET, Za— U b—WILTHRREICRD L HIIC LTI E SN,

e —RKNX—=TF 4 T7 AT U+ — VDA, AnyConnect 7 7 A 72 8 77 AT U4 —L &
V=N =T T AT U= NVONGTHASNIZIATDRNTT 4 v 7 OHIEETE
%9, AnyConnect 7 7 A 7 2 N CHHINTWDIREDXA TDKNT T 47 ThHh->T
b, =R RX=TFT 4 T AT UL TTay 7 INIUE, DT T4 v 7137
TAT U R THT Ry SNET,

O—AIL TYREHR— T B3EODISATUN T7A4T79+—ILDOER

ASA IZ, ASA /R— = 83(1) LAKEE L TVASDM /3 — 2 3 > 6.3(1) LA T, AnyConnect 7 7
AT T77AT A IEEZYR—FLET, ZOETIE, =—) S Y Z~DTJ
VANHFAEND LTI TAT U N 77 AT U —IVERETDHE, BILOVPN #0
K7 7 AT O —NEHERAT DIV TA T N7 7 A NVERET D HIEIZONT
AL 9,
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B /570974794 — LI B VPN TOO—HL 734 R $— FOEMIE

D95A4TF72 8 T7A4T7 04— ILOFIREE

IIGAT N T7AT I+ —VEFHLTr—H/L LAN 7 7 & 2 Z2HIBT 58581213k H)
REIEN@EH SN ET,

« OS OHIRFIHIZ LY | Windows XP RE[TENTNDHAL Ea—FDITITAT N 77
ATOF—R) =L, BEFNT 74 vZ i LCordEHINET, BRELV—LBX
O mL— Vi S vEd, Zhicix,  Ipermitipanyany] 72 ED7 7 A 7 7 4 —/b
I—IVINEENET,

e ARA RN AXy R DY —RKR—=F ¢ T AT U —NIL, 774 T U —VEE
TAHRREENRD D £9,

UTORZ, EETAR— MBI OSER— FNOREICEIVEEELZITDLNT 7 4 v 7 DFHM%E
FLOLHLDOTT,

EETAR—F EERAR— bk EEEZITHLZI T4V ID
AR
HEOR— &S BEDR— &S EEBIURE
P EIT 4T (EE [FEEZE (T ([l | BEBIURE
0) 0)
K EDR— &5 FPHE 21T 1Ty (fEIT | BEOH
0)
FPHE 21T T Ty (EE [FFEDOR— FEH FAE D I
0)

AO—AJLENRIIZBE9 % ACL JL—IL DI

ACL AnyConnect Client Local PrintiZ, 7 7 A4 7~ 77 AT U4 —/)VERE LT
T BT, ASDM ZfiE 2 CTWE 9, ZL—7" 3R U 2 — [Client Firewall] ~2A >
RTY w7 Fy NT—27 L= DT- |2 ACL Z 8R4 5 B81%, —EITKD ACE 25
&) i—a—o

3 1:AnyConnect_Client_Local_Print ® ACL )L—)L

B Permission | >4— |70 bk3jL |#{S5t/R— |Destination |3g5c/RK— K~
IR ~ Address
TNTHEG | B VAV R/ RN v a W/ RS i ) P N VR i 4 R Bl 0
(Any) (Any)
LPD Gl X7 Y s | TCP T 74NN |WFhns 515
(Any)
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VPN O O — A JLENRIY R — + DR E .

S35 B Permission | >4 — | Joba)L [#{SmR— |Destination |3g5R—
T4 R ~ Address

IPP G 7Y vy | TCP T4k WPy 631
(Any)

Fy x| 7Y vz |TCP F7ANE (W 9100
(Any)

mDNS =) %7V w2 |UDP F7 41k 224.0.0251 [5353

LLMNR ST ,$7 Y + 2 |UDP = 4Lk [224.0.0.252 |5355

NetBios ey X7 w2 | TCP F7 40 W 137
(Any)

NetBios e X7 w2 |UDP F7x 0k [T, 137
(Any)

GE)  FT7AnFOR— ML 1~ 65535 T,

G m—AHMZ AT DITiE, EF&RFKE 7 ACL /L—/L lallow Any Any] (ZXFL. 7

FA Tk 777 A )LD [Local LAN Access] HEFEZ N+ 2 MENH VD £,

VPN @ O—AHJLENRIYR— F DERTE

T Ra—Yno—nhL 7Y U ZICHIITEL L9127 51I20F, Z—F RY o — Ty
ACL Z1ER L E9, ASAIZZDACL%Z VPN 7 747 MIEEL, VPN Z4 T Mo
TATY NDT 7 AT UA—NVREEELLET,

FE

ATY TN TN —7KY L —T, AnyConnect 7 7A T~ 77 A4 T T —VEHHNILET,
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] & iR L &
D

RT9T2 IN—T7 KR —%&RLT, [Bdi) %27 Vv LET,

AT w 73 [Advanced] > [AnyConnect Client] > [Client Firewall] Zi#R L £J, 774 X—hk X v hU—7
= ZxHIE T 5 [Managel 27 U v 7 LET,

ATy T4 Bk L7 ACE # &1 ACL Z#{FR L ET, ZOACLEZTT7A_X—bF Ry hU—2 L—L kL
TEIMLUET,

RT9TS HRHEEHOBBEVPNARY O —Z2HHZ L, o7 a—X KRR U —%FELTHDH5E, VPN

BEENEAETHLE2—WF T —h L ) V=R T 7 EBATEERA, ZOVF I ATiE, e

| —ferarz N EE I}
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B venoFv— 750 2 k- rozE

7 7 A T 4 XD [Preferences (Part 2)] (IZFHE) L, [Apply last local VPN resource rules] & 74 >
WCTHZLICEoT, 77 AT VA=V =L EREMATEET,

VPN O TH— F/84 R HR— FDHRTE

T = TN 2P R— L CREXRY N7 2 HR#ETIHEE, IV —T KR o —THE
R ACLEAERL L, 7V — 7T A A THEHT 25087 FLAOHEHBEAZEELET, 612,
FoAXYV VPN 77 4 v I BT 21y hU—2 URXARELTAT Y v b bzl
Y MO ACL Z2H8E LE7, F7o, VPNIEERHIIIR%ED VPN 2 —/L U Y — A JL—/L73
RSN X7 IA4T o N7 u 77 A VERET DI ELMETT,

GE)

&M
ATvT2

ATvT3
ATvT4
ATvTh

ATy T6
ATy T17

ATvT8
ATv79
ATv710
ATv7 1

ATvT12
ATy 7T13

AnyConnect Z 34T L T\ 5 a v B a—F L[EHIT 2 0LEN H D Windows E/3A /LT /3 AT
DWW TIL, ACL TIPV45E%c7 R L A% 169.254.0.0, £7-1XIPv65i%cT N L A% fe80::/64 L 5
E]\/\ijﬂo

FIE

ASDM T, [Group Policy] > [Advanced] > [Split Tunneling] % %R L &7,

[Network List] 77 « —/V KOEEIZ$H 5 [Inherit] = v 7 R 7 A% 4712 L, [Manage] &7 U v
7 LET,

[Extended ACL] ¥ 7% 27 U v 7 LE7,

[Add] > [Add ACL] IR L E¥, H LW ACL ODA4RIZfEEL £7,

F—F L TH LW ACL Z®IR LT, [Add] 22V v 7 L. SHIC[AAdACE] %22 U v 7 LE
7

[Action] {Z%f L C [Permit] 7> a v RZ U ZEIR L,

FEOESRMET ) 7T, IPVA BT KL A% 169.254.0.0, F72IX IPv6 56557 KL A% £e80::/64 &
RELET,

[Service] IZxF L CIP Z 3R L £,

[OK1 %27 U v Z LET,

[OK] %7 U2 LT, ACL Z{&17F L ¥,

W7 —7 R U 2 — [Split Tunneling] A > T, A7 v 7T THRELLZIP T FLAIZGL
“C [Inherit for the Policy or IPv6 Policy] F = v 7 7R v 7 A% # 712 L C, [Exclude Network List
Below] #i##R L £ 9, [Network List] T, EkL72 ACL Zi®IR L F 7,

[OK1 %227 U v o LET,
[Applyl &7 U v 7 LET,
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RERS IL—F K1) & —, AnyConnect 7 5S4 7> b ¥—DEERK .

RES IL—T K1) —_ AnyConnect 7 S A 7> b F—DEEMR

ASAL V7 FAT v MR —EFHARL, BEX— LRI ML oWTHRI T — g 7
HEXIL, F—FAERRITVZ—Ta URETIN, ERoEX o) T o NI ET,

W7 /v—=" 78 2 — @ [Advanced] > [AnyConnect Client] > [Key Regeneration] ~1 > TlZ
F—FHERDNT A —=F R ELET,

« [Renegotiation Interval] : & v 3 a » OBEN S F—DFAERNFEITEND £ TOHE A 1
~ 10080 (1) OHPHTHRET HIZIL, [Unlimited] F= v 7 Ry 7 24712 LET,

* [Renegotiation Method] : [Inherit] = v 7 R > 7 A% 472 LT, T 74V DT NL—T
AN ‘\/_ R A =—a y FRERELET, ¥—FERET +E—T7 1
T 5121, [None] &7 a v R U ZRINL, F—FAERFFIH L b RV EMENLT
BT, [SSL] F 721X [New Tunnel] A7 g > RZ U ZBNLET,

Y

() [Renegotiation Method] % [SSL] % 72 1% [New Tunnel] IZEXET 5 &,
F—FAERRFICSSLER I —a UM ThT, 77947
NS —FAE BT b o R VBN D Z E MR E S NE
9, anyconnect ssl rekey =~ > ROJEREIZOWTIL, 2w KV
T L AEBRLTIIZEN,

NET IL—T R —_ AnyConnect ¥ 54 7> b, Tv FET7HE

Dead Peer Detection (DPD) (21 V. 7 DA 7 < HEmAKBR L TWAHEAITIE. ASA

(F—=bU=A) 72137 747 MITERREICRETEET, 7 NETHHE (DPD) %#F
2L, AnyConnect 7 7 A 7 > N ETIL ASA 77— b7 = A 73 DPD % FATT 2L 2R ET
D121, UTOFIREZFETLET,

1R BHHIIZ

« ZOREREIZ. ASA 7 — b7 =1 & AnyConnect SSL VPN 27 Z A 7 > b R OBt D 2125
SNFET, DPD I/ RT 4 7 & FFA] LARWERED SZHE|Z ST D 728 IPsec T
x4 757> L ASSL VPN BHHER— k éﬂiﬂf/w

¢ DTLS # A %2 —7)LiZ9 % & . DeadPeer Detection (DPD) & A 3% —7 /L2720 £4, DPD
WXV, KREL7ZZDTLS D TLS ~D 7 4 — N/ TN 2—T )W) £3, £
NOLGAE, BERITE T LET,

« ASA TDPD RN/ > T 5 & &, Optimal MTU (OMTU) #REAER+2 &, 77
AT RISDTLS X7y REZIEFICHET Z LN TELRROT Y RARA s MTU % fLD
FHZENTEET, RRAMIU £TRT 4 7 ENTDPD Xy NEFRETLHZ LI
roT, OMTU #E#LET, XM r—FKDELWTa—%~y N2 RNbH%ZETD
&L MTU A AR Z i AnosnEd, = j‘]\h%j’bfcﬁﬁ’/)ﬁ_%m\ MTU iF/h &< &4,
7u Fal THF SN TWAER/NNMTIUICEEST S E T, MURL Yo -7 RNk ESNnE
7T
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B mso—THRus— 95472 FLR K—% LD AnyConnect H R 5 T A X

FIE

ATFvT1 BOITNA—F R —IcBEILET,

» [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] DJHIZF
L, BOZN—7 KRY —%BM ((Add]) F7-03#E ([Edit]) L. [Advanced] >
[AnyConnect Client] > [Dead Peer Detection] X1 > & B & ¥,

s FIXFEDO 22— KU > —|ZHBI#ET 521X, [Configuration] > [Device Management] >
[Users/AAA] > [User Accounts] |IZBEEN L, BIO=—H 7T H o M &B00 ([Add]) F7ziX
fWEE ([Edit])) L. [VPN Policy] > [AnyConnect Client] > [Dead Peer Detection] X1 > % [ %
£75

ATYT2 5= by AMOBRHEZRELET,

DPDE X2 VT4 T T IAT VA (F—=hrUxA) IZLoTHETT AR EEZEETAITIL,
[Disable] F= v 7Ry 7 A% A7 LET, ¥X2 VT4 T7T7A47 AN DPD 23474 %
MEZ 30 % (T 74/ 1) 225 3600 O TAT LET, fH300 BHEEINE T,

RATVT3 7747 MIOEZRE L ET,

DPD% 7 FA TV "RFEITT DI EEEET DHITIL, [Disable] T = v 7Ry 7 REFT7IZLE
T, 7 T7AT 2 "B DPD ZFEITTHMEE 308 (T 74/ 18) 25 3600 RO TAIIL
£97, 300 BHEE S ET,

RAETIN—T RYo—, 95472 LR R—% )LD AnyConnect h R 2 <A X

Wil 7 v—7" 7K U ~— @ [Advanced]>[AnyConnect Client] > [Customization] 21 > Tix, 7/ —
TRI—=DITAT UV RVAR=ZNOR T Ay X=T kAL~ A XA TEET,

s [Portal Customization] : [AnyConnect Client/SSL VPN] 7R — % )L RX— |\ Z# T B 0 A &<
A=y a v 2BRLET, FHREFLOR—F L DRI~ A= ar ATV
NIRRT 2, FET 74V N IA—T R U—TERINTNDII AL~ A E—
VarvuEZIFANDSZENTEET, 7 7 4/ MM DfltCustomization T,

* [Manage] : [Configure GUI Customization object]s % f 7 2 7R 7 ANREEEF, ZD
HAT TRy 7 ZATIE, BAZSAE—arF7V=r FoB, wE., Bk,
AVR—=b, FHEFZI AR ERETEET,

* [Homepage URL)(A 7 7 ) : Z—F R o —ZBEff T bhiza—FDr 547 b
VA R—=HJIZFKRT D8R —L _X—=Y O URL Z87E L £ 7, http:/ £ 7213 https:// DV
NWNTHEDLA N U TICTHRERHY T, 7747 LA 2—HFITX, REEDK
DT <IZZOR—=UNFRENFET, AnyConnect [T, VPNEEHGN EFICHEN. SND &
ZOURLIZXHLTT 74/ hD Web 77 U ZENLET,
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RERS IL— T R &—D AnyConnect 7 S A 7> b h A Z LBHDHRTE .

N

GE)  AnyConnect /%, Linux 77 v h 74— Android E/3A /L 73
A A, BEO AppleiOS ENXA )L T/RA ZATZ DT 44—/ K&
EFHR—FLTWETA, HESHTVDIHE, ZhbHD
AnyConnect 7 7 A 7 > MZ L > THAILET,

* [Use Smart Tunnel for Homepage] : 7~ — MEEZMHHT 500 0 2R —Z VTR T 5 A
~— bk FrFAEERLET,

* [AccessDeny Message] : 727 B AZ LT 52— PFIZRKRT H A v =TV &AEKT 5123,
DT 4= RIZASILET,

RES IL—T K1) —@ AnyConnect 7 5S4 7> b hRE LBHEDERTE

ATy T

ATy T2
ATvT3

WS 7 )v—=" K ) 2 —® [Advanced] > [AnyConnect Client] > [Custom Attributes] <A1 > 1L, Z D
RY —IZBUEEI D B TON TV DI RS WgtEa R LEd, ZOXATa s Ry 7 AT,
FTCILEREADO N AL NEME ZOR) —ICB#AT D0, DAZ AEEEERLTCIO
RY —ICBEEMT D ENTEET,

A AL LJEPEE AnyConnect 7 7 A 7 > MZEE S, 7 v 77 L— ROIEH 2 & ORE & i
ETHEDIERINET, DAXLBEEICIIY A T L4 EOERHY £3, TTRED
A THERLILE, ZOZA TOAFMTEOEA 1 DL EERTE £, Bl L TRIE
T HEA DAL K@MEOFERIZ DWW T, HEH L TW% AnyConnect U U —A® [Cisco
AnyConnect Secure Mobility Client Administrator Guidel % 2/ L T 720,

B AHZ LJEMEIX, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced]
> [AnyConnect Custom Attributes] 33 X U [AnyConnect Custom Attribute Names] CHAIIZEFT 5
L TEET, FANCERLIZAAZLRMEZ, ¥4 FTIv 7 T778A R —L 71—
TR =0 THEA S ET,

ZOFEEZFEH LT, BAZ LENZEMEITRELET, REFHDON AL LEMEEHIER
THZELTEETH, O NV—T R —IZBEMT 5TV D5 ITME £ 72 13HIBR T
TEHA,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] > [Add/Edit] >
[Advanced] > [AnyConnect Client] > [Custom Attributes] {Zf8) L £ 7,

[Add] % 27 V w7 L T [Create Custom Attribute] ~A > ZB & £79°,

Ry 7Z2T )2 ML HREANCERINTBIES A T EEIRT 50, ROFIEEZFEITL TR

Mo A T aFEELET,

a) [Manage] %7 Y > 27 L. [Configure Custom Attribute Types] XA > T[Add] 227 U v 7 L&
-éAO

—ferarz N EE I}
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B rsec kev) s547 roRBIL—T Ky —

ATvT4
ATy TH

ATvT6

IPsec (IKEv1)

b) [HAX LEMEHX A 7 DERL (Create Custom Attribute Type) ]34 > C. H LWEMED [#
A7 (Type) ] & [#H] (Description) | Z AL ET, EHHLD7 4 —/L RHMHEHT
D

) [OK]Z2Z VU7 LTCZDO_A %L, 9 —FE[OK] 227V v 27 LT, HLIEXELL
HAL NEMED Y A T ERIN L E7,

[Select Value] Z 3R L £ 97,

[Selectvalue] K& > 7 &7 U A R b HEFICER SNI-ARITE OMEEZEIRT 50, ROF

JIE A 24T L CHr L WA E DEEERE L £,

a) [Manage] &7 U v 7 L. [Configure Custom Attributes] X1 > C[Add] %7 UV v 7 L& T,

b) [Create Custom Attribute Name] 2 > C, AN FE 721G E L2 @IS A 728U,
LWEMED [Name] & [Value] AN LES, EH6D7 0 —/L R MUHEBEETY,
2B 521, [Add] 27 Y v 7 LTIEZAD L, [OK1 227 U v 7 LEY, fEIT 420
NFEBZ T FHA, ERZORIZBEX 2561, BMOE=a 7 Y HOEK
DEZBIM L ET, HEMIX AnyConnect 7 7 4 7 2 MIEE SN HRNCHERE S NVET,

o) [OK]ZZ7 Vw27 LTZDOX_A %L, $9—FE[0K] %27V vy27 LT, ZORMEDH L
EF LA E OMEERINL £,

[B1 A% L JgPEDVERK (Create Custom Attribute) ] XA > CT[OK] #727 U v 7 LET,

DS5AT7 ORI IL—T KR —

RETIL—T K1) —, IPsec (IKEV1) 754 7> bO—BEMHE

[Configuration] > [Remote Access] > [Network (Client) Access]> [Group Policies] > [Advanced] >
[IPsec (IKEv1) Client] T, [Add or Edit Group Policy]>[IPsec] ¥ A 7 B 7 KR v 7 AZHHT 5 &
BMELITERST D7 NV—T R =D hoRx Y7 7a ha, 7407, BEfaE, —
NERETEET,

+ [Re-Authentication on IKE Re-key] : [Inherit] = v 7 7R v 7 ANRA 7 TH 554512, IKE
X —DOFERBTONTZ L EOFHIEELA F—TNVEIZT =TI LET, 2—H
X, 30LINICZ LT oy vE AT HZRMERH Y £, 72, K257 T SA BHIR
Pz, FURABKRTTHETORIC, 3HF CTANEZFRfTcE £,

« [Allow entry of authentication credentials until SA expires] : A% EH #+ SA DI KT A 7 X A A
FT, 2—PIERIAEZ LT vy v E ZORBFHATE LT,

* [IP Compression] : [Inherit] = v 7 7K v 7 AR A7 Th H 85412, 1P Compression & 1 1 —
TNERIFT 4 =T M LET,

» [Perfect Forward Secrecy] : [Inherit] = v 7 R v 7 ANA4 7 THHHAIT., ERIREIE
(PFS) %A 3—7NFE721XT 4 B—7 /M L9, PFS L, KFED IPsec SA O F— 3l
DY—r by b (LOF—72E) PHEHINTELDOTRNWI EERIELET, 2F D,
PFS TlE, WBHENHLHFX—Z L L TH, T2 bMOF—2E N3 5Z LiETE N
ZEMBMRREESIVE T, PFS A F—T 72 5> TWRWEE T, IKE SA OFME X — 7324
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WS IL—F K S~ IPsec (KEv) 547> ba7 212 L—Lizo0T [

WEhsdE, FOKEEIL, IPsec DT R TCOR#ET—FX%2at™—L, IKESAD—7

Ly hOMZHEHA LT, TOIKESAIZX > CTiRIESNT-IPsec SA DX = U T 4 %12
TIENTEDLEHMINET, PFSEMEHT L&, WEEN IKE #2208 LT, B
IPsec 121X 7 7 B A TE A, TDOHE, WEEITEA IPsec SA ZEBINZ 22K 5 BN
b0 FEF,

* [Store Passwordon Client System] : 7 7 A 7> h Y AT LA TO/NRAT— ROREE A X —7

LNEFIZT o E—T M LET,

A

GE) WNRAT—=KR&E I FTAT b VAT LATHRET B L, BENE
X2 UT 4 VAINEELET,

* [IPsec over UDP] : IPsec over UDP O % A R —T NV E 12137 4 B—T/MIZLET,
* [IPsec over UDP Port] : IPsec over UDP CfE 1§25 UDP A — M A fREL £,

¢ [Tunnel Group Lock] : [Inherit] = v 7 78 v 7 A £ 7213 fl [None] 23BN STV 7R WIGHE

W2, BIR L b I —7%20 vy 7 LET,

* [IPsec Backup Servers] : [Server Configuration] 7 4 —/V N & [Server IP Addresses] 7 4 —/L R

ETI7T 47 LET, ZHIZE- T, TN OEPMAINIWIEAEIZHE T 5 UDP
Ny 2T v T —REEETEET,

s [Server Configuration] : IPsec /N> 7 7 v 7 H— "L U THEHAT L —\REL TV 2
VER—EFORLET, MHATE 547 Y 3 1%, [Keep Client Configuration] (57 #
JL }) | [Use Backup Servers Below], 3 & UF [Clear Client Configuration] T,

* [Server Addresses (space delimited) ]: IPsec /X 7 7 v 7 H— "D P 7 KL A& 5E
LEFT, ZD7 4 —/L KiL, [Server Configuration] TR L 7=fE A Use Backup Servers
Below TH O EIZTE T HEH T £7,

NETIL—T R >—D IPsec (IKEv1) ¥ 547> FDT IR JL—)LIZDINT

ZDOXATa Ry 7 AD [Client Access Rules] 7— 7 /WZiX, 7 T7A T~ T 7R L—)b
EUHFETERRCTEES, V74TV N TV RAN—NVEBINT S EXIITROT 4 —L R
RELET,

s [Priority] : & D /L—/ L OBIENEN % BIN L F 97,

* [Action] : ZDN—WZEHEASNWTT 7 B AZ A £ -I3HEE L ET,

« [VPNClient Type] : ZD/—/LZ#EHTH VPN FA4 T "DOXAT (V7 v =T £z

IIN—Ko=7) ZHELET, Y7 =T 77472 bOBEIE, 3T Windows
IIA T NEREFY Ty hEHBREXOTIFA NTHRELET,

* [VPNClient Version] : ZD/— /L ZEHTH VPN 74T hONR—=T g VEIBELET

() . ZOHTHE, 2O ITAT L MIEBEND Y 7 b =T 2037 7 —
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B s —F Ky s— IPsec (KEVI) 95472 bDISATU b T7 AT I4—1L

AT A A=V OH~<RYY UAMPEERET, =2 FVIFABABAOTF A b
T, * 3T _NTORN=Va v E—HLET,

D9SATUo T RRIL—ILDESE

L=V ETEELBRWIES, ASAITTRCOERXA THF LET, 72720, 2—F0n5
THN N TN—T R I AFET DNV EWEKT DGR H D 7,

c IFGAT L R RNT IO — I —F LR WEEES . ASA T A IER LET, S —
NEEFRT DIHAEIE, FaL—A b1 DU EERTILERNDHY £7, FFaL— L EER
L7anE, ASA X3 _RTCoEmEAER LET,

SEFETANFA—=RTT, TANFH— FEEA— L CEREAN TS Z L8 TE
¥

o JL—JL y FARIZK L T 255 SLCFEOHIBENH Y £97,

c JTGAT VUV NDAATEIINN=T 3y (BAWVIFOWS) 2 ELR2WI ITAT b
12X, nfax AJJTEET,

RETIL—T R —, IPsec (IKEV1) 9S54 T bDISAT N IT7AT 24—

[Add or Edit Group Policy] @ [Client Firewall] %A 7 v 778 v 7 A TliL, BIMELITEHE T L7
N—TF R =K LTVPNZ TA TV bDT 7 AT I+ —ARKEZRITH LN TEET,
INEDT AT U —/VIEREA [ H TE 5 DL, Microsoft Windows - TEIfEL TV\5% VPN
TIAT 2 MNEFTY, BE, N—FRUx=T 7747 MERIEM (Windows LIAL) @V 7
Mo =T7 7947 FTH. TNOOHREIIMEH T EEA,

VPN Z SAT7 v FEERALTASAICES L TWA Y E— F 2—H 3, #7747 7 4+—
VAT g EBEIRTE 9,

BOIOTFTVATE, VE—b2—=FDPCEICN—=VF N T 7 AT T4 =LA A =)L
ENTWET, VPNZIA T ME, a—HL 77 AT 74— L TERBINTWDL T 7 AT
A=K —FEHAL, TOT7 7 AT U A IVRNETINTND I L EHERTDHZOITTE
=ZLET, I7AT U= NVOEITHMEIETDHE, VPN I T4 7 2 MIASA ~DHEEL N
0y 7 LET (ZOT7 7 AT 74—V A =X L% AreYouThere (AYT) EFREN £,
VPN 7 74 7 > N BEHWIZ Tare you there?] A v tE—VHXETHZLICL-TTZ 747
VA —NEET= AT ENLTT, ISBENEINRWESE, VPN IA T ME, 7747 U4 —
JWINE T LTToh ASA ~DEEENE T L L8 LE9) . *v hU—IEFBEENR LD
DPCT77AT T+ IVEMBICERETHHAGbHY ET0, ZoHEEZERTIUL, =—VF
I BOREEL D AT~ X TEET,

2D FUATIR, VPNZ TA T hPCO/N—VF IV T 7 AT 07— h g rhil 7 »
AT A= VRY —%HEHATHIERBNINDZ N £9, IR pE LTEL, &
Ty b bRV T EFHLTINAN—TDYE—FPC~DA VF—Fv s N T T 4T %
Ty 7L ERETFTONET, TOHEX FURADBHLINTWDHHE, A X —F
MEBEORADD PC 2 R#ET 20T, YA MbRESNET, 2077 AT V4 —/LD
VA, 7y v = AR Y v —F 721 Central Protection Policy (CPP) & IEFILET, ASA T
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W& IL—F K S—. IPsec (KEV) 45472 tDo547 bk 77479+—1 ||

I, VPNZ A4 7 MIERT 5 77 4 v 78— LDy FEfER L, ZThbDr—L
BT ANZEEMNT T, EOTANZ 2T 7 AT U —NRY =L LTHRELE T, ASA
TZORY =% VPN FA 7 NETEELET, £D%, VPNZ FA4 7 MIRY ¥ —
ER—N TrAT TF—VICEL, T TR —DDEHAINET,

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] > [Advanced] >
[IPsec (IKEv1) Client] > [Client Firewall]

J4—ILF

o [Inherit] : 7 NV—T RV —WNT 74NV s ITN—T KR =T FA T DT 7 AT
VA —NAREERGETANEIDERDET, ZOF TV a LT T4V MRETT, &
ETDHE, ZOXATRITRy 7 AT DBMENZDOREICL > T EHEEIN, 4
AN 7 L—FRRIZ72 0 £,

[Client Firewall Attributes] : (EEINTWAHHE) FEINTWEL T 7 AT U+ —LDH
ATRTZ 7 AT VA= NRKI =7 I7I7AT L N7 7 AT U+ —V@HEEEELE
R

[Firewall Setting] : 7 7 A 7 7 4 —ADBFIET HNE I Ak BERRLET, HFET D5HH
WX, ZOT7 7 AT U — VAN E T > a bR LET, [NoFirewall] (77 4V
N ZBIRTDHE, ZOXATRIRY 7 RAZHDHEV DT 4 —/L RiZ, WTiLb 77
T4 TNV ER A, ZOTN—TDa—WET 7 AT Ut — )L CIRET DA T [Firewall
Required] & 7213 [Firewall Optional] 5% & % #4R L £ 97,

[Firewall Required] &R L7=HE1L. 2O/ NV—TDa—FEENRESINTZ7 7 A4 7T
TA—NVEERTANERDY £T, HESNTEYR—bHRBOT 7 A4 T U — LA v
AR—=LENTELT, FATINTWRWES, ASAITEREZRIT LIy v a v aT
TReyZLET, ZOBHE, ASAIX. 7747 U+ —VREN—HLRWI &% VPN
74T MTEMmLET,

A

GE) TN—TTT 7 AT U4 —/)VEMNFAICTHHEITIE, FOTL—
712 Windows VPN 7 7 A4 7> NSO 7 T A T > S IMFAE L 72
WL EHER LT EEN, I —TNOFDMD 7 F 47k
(747> hF—FDASA 5505 #&Te) (3T £ A,

ZDITN—T, FET7AT T+ —MIHIE L TORNY T— b 2—HF RN HH51E,
[Firewall Optional] %234 L £9°, Firewall Optional ZXEZFEHTH &, ZL—THNOFT~
TOZ—VPREHTEDLLICRVET, 774 T U4 — WG LT D2 —Hix,
T AT U F—NEHEATEET, 7747 74— L THERT D 2—PITid, &
AvE—UNRERINET, ZOREL. —HO2—FNRT7 7 AT U4 —NEYR—KL
TEY, tho2—FRIR—=F L TORNTIL—FZERT 5 LI LTS, ez
X, BIT@®P O NV—7TiX, —8OA L NEX T 7 AT 74— EREZRE L, B2 —
FIHEEREL T RWZ ENHY £97,
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« [Firewall Type] : ¥ 2 a2 GO A —DT7 7 A 7 O+ — V&2 —EFRLET,
[Custom Firewall] Z 38R 42 & | [CustomFirewall] D FD 7 4 — )V KRBT 77 4 71270 F
T HELLEZ 7 AT U=, EATEL7 74T U+ — AR —LFHEEALTND
VERHY T, RELEZ AT U 4—CED, Y R—FENDT7A T 75—/ R
Vy—FFvarnikEy £,

« [CustomFirewall] : W AX LT 7 AT U4 —/LDOX X —ID, WD, BLOHHAEEE
LET,

«[VendorID] : 2D N—T R L —=DHAZ N T 7 AT 74 —ILDR X —ZIEE
L/\iﬁqo

¢ [ProductID] : 2D 7 N—"T" KU —fIZEET HHAX L 77 AT U4+ —/LOLE,
BETTET AL ERELET,

s [Description] : (EE) DAX L 77 AT U4 — ) UIOWTHHLET,

* [Firewall Policy] : W AX L 77 A T U4V R —DHAT LY —RAERELET,

* [Policy defined by remote firewall (AYT)] : 77 A 7 U+ — VKV —%UE— K 77
A7 94—/ (AreYouThere) |2 &> TEFT DL I ITHEEL 7, Policy defined by
remote firewall (AYT) 1Z. 2D NV—7DIVF—h 2—VDT 7 A4 T 7 5 —/LIA,
FHOPCICHET DI LEERLTCWET, 20— 77 4T U4 —/LR,
VPN ATV M7 AT U4 — N RY) —2lALET, ASAIL, HEI N
T7AT TH—NNA A= ER, FATLTWDHRICDHR, ZDOTN—TD
VPNZ FA TV "R CEDL L OICLET, MESNZT 74T U — A RFETS
AWTOWRWES HE IR L E T, Bl LT 5L, VPNIZ FA4 T "in7 7 A
TUA—NEIOBILICR=V T LT, ZDOT77 AT U4 —ABRFETINTND
TEEMRLET, 7 AT U NVDEITIMEILTDHE, VPNZ FA T Mdky
TaragETLET,

[Policy pushed (CPP)] : RV S —RET DL Py vadhd X HICiEELET, 2ot
7y a v EBRINT 585612, [Inbound Traffic Policy] 35 & U8 [Outbound Traffic Policy] Y
A k& [Manage] RZ 3T 7T 4 712720 £9, ASA %, [Policy Pushed (CPP)] N
0y 7HET YA RNTIBRENTZ T ANZIZESTERIND N T 7 1 v 7 EEL—
N ZDIN—TDVPNI TAT v MO LET, A= —TBIRTX 50D,
TI74HNE T ANEEEDT, TOASATERINTND T 4 VETT, ASANZ
NEDOL—1LVE VPN TAT VM vvadtbHZ EICEBELTLEEN, ASA T
172 VPN Z I A4 7 M LTI DD — L EER L CTERETHLENH D £
T, 72z, Tin) & Tout) 1ZENEN, VPNZ FA TV MIERETDH N T 74 >
JEL VPN IGAT U IDORESND N T 7 47 TT, VPNZ TA T2 MIra—
NI 7 AT IF—EHDGE. ASANL T vy vad3nlzR) r—idu—hL 7y
AT T4 —NDORY —LEELTHEELET, W07 747 74 —/LDL—
LTI a7 ENETRTONRry bR RKey 7ENET,

[Inbound Traffic Policy] : 518 h 7 7 4 v 7 ICH L THHATE S Y vy v a R v—%—
BFRRLET,
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» [Outbound Traffic Policy] : & 7 7 4 v 7 IR LTHEATE A vva A v —%
—ERRLET,

* [Manage] : [ACL Manager] ¥ A 7 RV Ry 7 A%FRLET, ZOXAT 0 TRy T
AT, 77kAarbtrm—n JAL (ACL) ZRETEET,

REBTIL—TF K1) >—_ IPsec (IKEV1) D/N— K9z 7 V547> hEH

\}

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] > [Advanced] > [IPsec
(IKEv1) Client] > [Hardware Client] % 7 17 7 78 »» 7 A C, Easy VPN Remote 77 7 A 7 > NIk
BENDI7N—7 R —EHEEZHELET, ASAIZIIT S Easy VPN O ¥R — ~ OFEMIZD
WL, Easy VPNOEZ S L T 7230,

GE)

VPN 3002 N— KT =7 7747 2 MIMAEEKY T, ¥R —FBRKETLTWET,

s [Inherit] : (EEA L AX LV R) KT HEEED., EOHKITH S BRI HETIE7e <,
?7%»%7w%fﬁuv%w6ﬁ%ﬁﬁ#6 LERLET, ZiUE., ZoFA TR
TRy 7 ADBHETXTOFT 7 4V FEREIZR Y 17,

[Require Interactive Client Authentication] : £ > X F7 77 47 754 7 FiBilEDOER % A
=T NEET 4 B—T VI LET, TONRTA—=ZEIT 74NV M TIET 4 B—T7 I
7o CTVET,

TAE—TNCTDHE, N—RT T I TAT Y MIREFEESNTWD T LT U v LR
RECEHESNET, 7 LT U U ABMRESIL T RWESIE, N~ R =T 7747
FAFEICRIELE T, RESNTWALIZ LT Uy LERIIANSREZZ LT vy L
DENREGETE. MRV ESNE T,

DX T arEAR—TNITHE, IV TAT 2V MIa—Y4 LR — RRRIFES
TNDNEIDITBRRL . P RADBBENDL TN N— R =T 7 747 v MIxf
LCFIH TP ENRRT = REBIET DL ICERTLHZEICEST, BXF=2V T«
N EsnNET, ANMLEZZ LT U AREIRGAIE. F R RfEL SN E T,

TXaT 2=y FRRETIE, N—RUxT7 7747 bMERATAER 7 7 A4 12
F LT — AN TN —TNRESNTWAIVERHY F3, 771~V ASA TEFH =
7 =y MRIENMLERGEX, EONRNy I T v T = lb X aT 2=y MREEER
WETHMENDHY F7°,

N

GE) ZOHREE A 2 —T M LTZHAIZ VPN b RV ETENLT 51T
i, 2= R2—HLH L RXRT = REANTINERDY £7°,

* [Require Individual User Authentication] : 5] D —VFBFEDER & A 2 —T NV F 72137 «
=7 LET, @Rl —PFREEL, VPN 3002 D77 A X— |k v hT—27 OFF A&
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B mss—FKyo— IPsec IKEV) DN—FHz7 25472 LRt

N —YnRplR Y MNZT 7B ATERWEIICHE#ELET, ZONRTA—XTT
TV ENTIET 4 B—T NI o TWVET,

@R —YFEIEE A R —T M LT EIE. FU RN T TIIFEL TV TH, N—F
U7 JIAT Y RENLTERTLIEL—PIE, ASA OERIZHDL Ry NU—21CT
7 BATHIZDIZ, Web7 T UHFEHWCFETHD o2 —V 4 L RXAT—REANT S
VERH Y FT,

FALZAT 9 121X, 7T 7Y D [Location] 7 4 —/v K £ 721% [Address] 7 4 —/L FiZ, »"— R
DT IIAT U MDTTFTAR= R A Z =T 2 ADIPT RV AEZ AT HUEND
DET, 770N, N—Ru=T 77347 bpurs Ay BT TRy 7 ANKR
SNET, WFET SHI2iX, [Connect/Login Status] % 27 ) v 7 LET, ASADHHDY £—
kN xy hU— 7&7‘721‘/1/]\1‘ LR—UDHHGE,. £2iE. ASA OFHROY E— |k
Ty hU— 7L_%5wwﬁ4%%77?ﬁf%<FA\A%%?x77747/h
a—Ha A o HOMEE =27 T U TCHEET, EFIce A3 58, gix A
L TWIER=URT Ty FICRREINET,

Z—WFRREDA R —T Mo TWDAEEIX, a~ U R A X —T oA AZHHL
Tn&%/f%iﬁh TV EHEHTOIMLERDHY £F, ASADHEHDOR Y hT—7
2D Web X— A TlI72WnWU Y —R (BT A—NRE) 1T 7 BRAEZR A L5GEE

77?%%ﬁﬁbfmﬁ%ﬁ5if PRI R L £ 7,

Nh—%FoRT D120F, Hx O2—WHFEEZA XA —T WM THHERHY £T, 1 AD2—
HFix, FEFCRK4A Yy aryoul (4 02 FTTxFET,

77/])7) ASA Ca— “‘j_uuu ﬁig‘gi—ﬁ%é\ﬁi\ 80)/§777770 H‘j—”—/{z:%)l‘—“ﬁ‘n}gu
13 E#%Z%ﬁ)&)@ijﬁo

[User Authentication Idle Timeout] : =—H% D% 4 A7 v M ZHELET, X2V T «
TTIAT AL, ZOMMICa—Y b T 7 4 v 7 EZELRWE HEREST LET,
A LT U MM E LT, FFEOSEEITEBIREZEE X ET,

o [Unlimited] : $&5 032 A 2T 07 MIRBLRWEDIHRELET, ZOF 7y a ik,
TI7HIVEN TN—T R —F B EINTNDE T —T R — bl & kK
L7gnwE 2 LET,

s [Minutes] : %4 A7 U MM Z B CTHEELE T, 1 ~35791394 O AFEH L
*4, 5 7 4/ MEIZ Unlimited T9,

show uauth 2~ > R~DIFETRINDT A RV XA LT 7 M, #IZ Cisco Easy VPN
VE—FTRAAD N RNV ERIELTZZ—F DT A RV XA LT D MEIZZ2D 7,

[Cisco IP Phone Bypass] : Cisco IP Phone (21 > % 7 7 7 ¢ 7RI —HWFREET 1 X &N
ANAIHEET (S X—TNVRYGE) . 7 74/ FTiX, CiscolPPhone Bypass |37 « &—
TR o TOET,

IPPhone fZfElZ % v b U —ZHLikE— 2R X512, "—Fv=T7 27747 M &
WETDHERDHY 7,

7 VPN B



| —meears veN s

W& IL—F Ko —. IPsec (KEV) On—Foz7 5547 rEE

« [LEAP Bypass] : [Require Individual User Authentication] WA F—T VORI DIHET S
FT, YAADEHFET SNA ANEDLEAP N v NI, fHilx Da— #M£7D%x%h4
Axéﬁiﬁoumme$@\T7jwth4t T AT > TWET,

N=RT 2T 774 T2 FDOHAIINDLEAP 2 —H (2T, mAIZREERHY 9, b
FIVTHRY A K FTNA ADHEAIZH D RADIUS — 27 LT U U X LV ERETH D
EMTERNWZS, LEAPFREEZ r IV =— F TEXEHA, PUFRABHTZ LT Uy
NEEETEROVEBE, BHRE Yy hT—7 TREESN TV T, Z O fif
KT 572012, LEAP/NA /ST, fER]D 22—V FREEDHIZ LEAP X7~ N (LEAP /Y7 >
N720F) & b Tlagk L, RADIUS — " ~DMREEG 285E CE 5 L oI LE T,
T E T, =W, RO —VRFRCER - N TEET,

LEAP Bypass I£. IO T CETIIHRE L 77

» [Require Interactive Client Authentication] 237 4 Z— 7 /I > TWD, A X T 7T 4
7 2=y FRRERA X =T NDOEE, bRV EMH L TLEAP 7 /3 ADMERE T &
5 X227 BRNT, IELEAP (A#R) T/A ABN—Ry =T 77347 v N &iatd
LHRENRDHY FE ﬁ“o

* [Require Individual User Authentication] 231 % — 7 /L7 5> TV, A F—T /LIl >
TV /2u & LEAP Bypass 23 H S EH A,

o WHREREE DT 7 2 A IRA > F A3, Cisco Discovery Protocol (CDP) #ZE47L T\ 5
Cisco Aironet Access Point T 5 Z &, PC D NIC I — KiZ, tho7Z o FoO®G T
MNEWVEHA,

« [Allow Network Extension Mode] : Z D7 )V —TF DN~ K7 =7 7747 MZEBHFx > b

U— JYEE— FOBERHEZRELET, ZONRFGA—FIIF 74V NTIETF 4= NIC
o TWET, Xy hT—JHEE— KRBT 4 =T R> TWAIGEA, "—FRu=T
TG54 T MIR—F 7 RUALEBRE— FTASAIZEGTALERHY £,

Call Manager (ZEFED IP 7 RLATRETWBETE 272D, N"— KU =7 7747 MR
IP Phone ##5i & VAR — b3 2121d, F v MU —ZJEEE— RBMETY,

N

GE) ZDOIN—TDON—=KT=2T 77472 bERIRICGRET HLE
NHVET, Xy NT—THEE— REHFEHATLEL I —F
TxT JIAT YV IRHEESNTEY, #5600 ASA Tx v b
D — YRR — RN TF 4 =T M R>TWAEE, "—FU =
TIITAT LV MIAR T IR ERIT L. TR TORITHES
ENFET, ZOXIREE. N—RU=T 7 T74T7 2 ME, B
JeD ASA I ARE B A 2T 5 2 LS £, ZHo—
R7=T7 7 I7AT Y MRZOXEITEBESNLTNDE, X
VT 4 T4 T v ADY—E RN BNEA bV E T,
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REBIIN—TR)—, 953472 FLXSSLVPN — kB 1%

[Configuration] > [Remote Access VPN] > [Clientless SSL. VPN Access] > [Group Policies] >
[Add/Edit] > [General]

[Add or Edit Group Policy] # A 7 v 7R v 7 A Tli&, IBMELITERT L7 V=T R > —D
Fox VT Ta ban, TanF BEE, Y AZHEETEET, T TR Ry
I ADAKT 4 —/V KT, [Inherit] F= v 7Ry 7 AZERT DL, MSTHREDMHEEZT 7 +
VR ITN—TRY =L HETEET, [Inherit] (X, DX AT TRy 7 ADEMET T
DT 7 F v METT,

[Add Internal Group Policy] > [General] % A 7 7 77K v 7 ZZ1E, IROBEERFRINET,

« [Name] : 2DV NV—7RY) I —DAHTZRKN64 LT THRELETS (A X—ADEHA) .
Edit BREDHA. D7 4 —/v RiTsi A0 BH T,

* [Banner] : B#7 A VR —HITH L TERRT DT — TF X MEEELET, BN
Nl —DF TR K 4000 LFTT, T 740 MEEH Y FH A,

T4 T v b LA R—=Z/LE L AnyConnect 7 7 A 7 > MIF/2H972 HTML % 7R — b
LTWET, NF—nUE—h2—WFITEIICRRIND LOICT DI, ROFA KF
A TN ET,

e VIAT Y NV A Z—FOEAIL, <BR>Z 7 EZMHHLET,

¢ [Tunneling Protocols] : ZD 7 /V—7NEHTE A M r 7 7a haviziEELET,
2—HF, BRI TWA T B ha B #EHTEEd, ROBRIERH Y 9,

* [Clientless SSL VPN] : SSL/TLS {2 &5 VPN Offi A f8E L £4, Z D VPN Tix, ~
TR 2TRN—RU T DI T7AT v MIMERL, Web7 7 UH &M H L TASA
~DOEFaTRVE—IT 7RV A RN SNES, 77T hLASSL
VPN 2145 &, HTTPS A > #—3 > kA FEFIHTE LI A ET X To=
VEa—Hnh, BED Web A b, Web ka7 7Y r—3 3 NT/AD 7 7 A /v
A (WebXfis) . BFA—/L, BEORZFOMDTCPR—R T Y r—a iy
MEAWRFEY V=R HICT 7B ATE D012 £7°,

* [SSL VPN Client] : Cisco AnyConnect VPN 7 7 A4 7 > N E 72T L2 — SSLVPN 7
AT FOMRHERELE T, AnyConnect 7 74 7 > hEMHEHL TWDEAIL., 2
D7 kAN EFRLTMUS BYR—FENDEIICTHLERSH Y £7,

e [IPsecIKEVI] : IP EX = U7 ¢ 71 hajb, IPsecldfgbtFaT7 o7 m harl s
NTEY, VPN h o RVDIFIERERT —%7 7 F v &8t L E 7, Site-to-Site (£’
7Y —ET) e, BEL D Cisco VPN 7 7 A 7> k& LAN [ OO J7 T IPsec
IKEvl Z i T& £,

* [IPsec IKEv2] : AnyConnect ¥ ¥ =7 EE VT 4 7 74T MZEo»THHR—FrSh
TWET, IKEv2 ZfEH L7z IPsec Zfi 3% AnyConnect ##t TlX, Y7 hv =7
T TFTF—h, I2IAT T T A0, GUIOR— VP — g (FHER) &H
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AL ~<AE—3 3 Cisco Secure Desktop, SCEP 7' 12 % 72 K DOYLIEMERE N FE ik X
ET,

* [L2TP over IPsec] : —#fiD— %) PC ROE /A )L PC DA XV —T 4 V' T AT L TH
HEND VPN T4 T v bEFERA LTS Y E— F —%|d, L2TP over IPSec (2

LoT,. XRTV I PRy NU—IRIATEF 2T A T T IAT LV ART T A _—
ME¥ERY T =T ~DEX 2T 0w CE£9, L2TP X, 7—4 D h X
Y ZIZPPPoverUDP (K— K 1701) #MEHLET, EX=2VT7 4 77734 T X
1X. IPsec B E— FHICRETHAILERH VY 7,

* [Web ACL] : (ClientlessSSLVPN &) ~T7 7 4 w27 %27 4 NZ V7T D841F, K
Oy FET VA MNSET A ary bua— U X~ (ACL) 28I L FT, &EINT S
AZ ACL Z#3R7~, A, B0, E£73HIBRT 2581E, U A NORRIZH 5 [Manage] % 7
Uy LET,

[AccessHours] : ZD—WFIZH#HH SN HBEFDOT 7 B AR Y > =030 556 13E D4
RIZBIRT 57, FFH LWT 7 B ARFRIAR Y > —2 B L E£9, 7 7 4 /b b i [Inherit]
<., F£7-. [Inherit] F= v 7 R v 7 ANRA T OYEDT 7 4V M [-Unrestricted—-] T
T, FEH#EHEA 7 Uz NERREITENT 512X, U X FOREIZH D [Manage] & 7
Vw7 LET,

[Simultaneous Logins] : Z D —WIZFF [T D[RR 74 L O KEEBEELET, T 74
v MEE3 T, BoMEIXO T, ZOGER T A UREHICRY . 2=V T 7 X E IR
L¥ET,

A\

GE) BREOHIRILIH Y FEAD, BEORKEROTFAI N2
FADIKTEBPEX, N7 p—v  RTEELZRITTEBERRH Y
F9,

[Restrict Accessto VLAN] : (A7 >3 ) [VLAN< > VL7 | EHIFENET, 2o
FGA=HIZED, ZOTN—T R —NEHINDEY T a o OHJ] VLAN A & —
T oA AEEELET, ASAIL, T NV—TDOFTXRTHORNT 7 4 v I HIEESH-
VLAN ([Z#b LEd, ZOBEMEEZ#EH L TVLAN 27 /0—7 R —ZE Y, 77
tA arbhe—AEH{FELLET, ZOBMEICHEEZEY Y TS HEIL, ACL Z#fiH LT
Yo alrDONI T4 I ET ANE Y U TTHREORELETT, Kry Xy
A NMZIE, 77 4/ ME (Unrestricted) OfftiZ, 2 ASA Ti%E 4L TV 5 VLAN 721F
DFERINET,

A

GE)  ZoOREIX. HTTP #0558 121X A2 T A, FTP B8 L OV CIFS
BRI TE EE A,
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+ [Connection Profile (Tunnel Group) Lock] : Z D/ 3T A —X 42 & | @R S =8 7
R7 7 AN (MR TN—"T) 2T D VPN T 7B AOHREZFFA L, BlOHE 7 7
ANEERT 27 7 A% EHRTEET, 7 7 4/L ORI [None] TY,

* Maximum Connect Time : [Inherit] = > 7 AR > 7 AN 71272 > T DHEE, ZO/RT A —
Z Tl K — P HER R 2 0 AL TR E L £ 97
I TCHRELLCFRMARIRT DL, VAT AITEREK T LET, RAMEIR 7. RKE
1% 35791394 45 (4000 4F#8) T3, HlFRZR L OEEREM] 27 rl 95 121X, [Unlimited] % 4
VIELET (TT7HR)

Idle Timeout : [Inherit] = v 7 R v 7 A& A4 7 LIcGE. ZO/NT A—2TT A KLEF
% sy B CarE LET,

COHIMICHESE TCIBIET 7T 4 BT 4 DR WIS, TR T UET, S/RREIE 4.
BREEFRNIZ 10080 5 TH Y . F 7 /0 MI 30 40 T, BEERRE 2 EHIRICT 5121,
[Unlimited] 4 12 L £,

Maximum Connection Time Alert Interval : = —WIZ X v — U5 F/RT 5, B KRB EFMIC
=T 5 £ CTOREEIFE,

[Inherit] &= > 7 R > 7 2% A 72 LIcE . [Default] F = v 7R v 7 ZIZAEBICA
R0 EST, Tk, BEyiar 77— MERRS 30 pICEESINE T, HLUVMEE
FBET HHAIL, [Default] #4712 L, 1 ~3000tyvar 77— ElEEREEL
ﬁ‘o

Idle Timeout AlertInterval : 74 K/ XA AT U MIETHE, 2—PIZRA v E—TURER
SNFET,

[Inherit] = v 7 R 7 A% A 72 LIz8E ., [Default]) = v 7 R v 7 AXHBICA >
W72V ET, ZHUTED, TA RV 77— MRS 30 SR EINET, B LWMEEE
ETDHEEIL. [Default] #4712, 1~305Dt v ar 77— MiEZEELET,

Periodic Certificate Authentication Interval : FIFFA EFRFE EMIFIICH ST I 5 F TORFH
bR (BERETELLD)

[Inherit] F = > 7 R v 7 ARA 712> TV D6, EIIN 2 FEI ERREED F17 R 2 5
ETEET, #PAIL1~ 168 KT, 7 7 4 /b MIEHIT R > TWET, EHIROMAEE
FFA[ 95 121%, [Unlimited] #4112 LE T,

REITIN—T R)S—, 95A4F72FLRASSLVWPN 7O R R—4 )L

[Portal] BIEIZ XV, 7 T4 7 FUASSLVPNERAMENLT D DI N—T KR o —D A
NOR—=H N R=DIIRKREINDIATUIYPREDET, ZOXSL T, Ty r~—7
YAZRMLURLZ RN, 7 AN =TI ER KR— gk A~<~—k b /b, ActiveX
Jb—, BLOHTTP ORELZ A X —T /M TEET,

s [Bookmark List] : & LN UORESINTZT v 7 ~—2 U A MEERIRT 50, F721X [Manage]
7V LTHLWI A RNEERLET, Ty r~—2713V 7 LTHERRSN, 12—
PFIEZDY v 7 ZHEA L TR—Z L X=U LB T £7,
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* [URL Entry] : VE—h 2—H% N URL R —# /L URL 7 4 —/)L RICEHEATEH LD
T DHEABICA X—T I LET,

* [File Access Control] : #ifiA > X% —F v N 77 AV A7 L (CIFS) 77 A V®D [FERR
HH) ORFIREZHELET, IERFLFIZT, BAEXOKEO NGRS (§) THRHIS
nNET, 22X FIA47CIECs & LTHFanET, EERTREFTIL, HE7+ 1
IR REINT, 2—=PIEINOEDHERRY V=R BBEIT 7 vATHZ L2
SNET,

s [File Server Entry] : UV E— bk 22— N7 7 A )L P —ROLHIEASITEDH L1275
LA R—T M LET,

* [File Server Browsing] : U &— h 2—¥REH R 7 7 A L h—R"EZMTELH K
T DHEBITA =TT LET,

* [Hidden Share Access] : $:H 7 + V& ZIERRIZT HLEICA F—T M LET,

* [Port Forwarding Control] : Java Applet (Z L2527 74 7 LA SSL VPN #felc LV, =—
PR TCP R—ADT TV r—ra AT 7 ®8ATED I LET,

« [Port Forwarding List] : = D7 L—=7" K > —|ZBEA T 5 FRIEERF A TCP 77U
r—arDUAREERLET, HrLWY X Z2ERLEY, BEFEOY X b & RE
L7293 5IZi%, [Managel =27 U v 27 LET,

s [Auto Applet Download] : =— W thH> TR 7 A 325 L XITFEITS NS, Java Applet
DEBA VA F—LBIOEEZ A =7 VI LET,

* [Applet Name] : [Applet] % A 7 2 7R > 7 ADHX A MR —D4 1%, HET D45
WCEBLET, 774/ hOARHIIE [Application Access] T,

* [SmartTunnel] : A~v— bk o RALTHEAENL 7 TA T LA (7T UHFR—2X) SSL
VPN v a 2B NWT, ASANRAY A, X2 VT4 TTI7AT U ANTaxy
P —RTHABEHIT, Av—F hoRAVLDOF T a v ERELET,

* [Smart Tunnel Policy] : x> hU—27 U A RDBEIRL, W1 oD b A4
7 arEHEELET ([use smart tunnel for the specified network], [do not use smart
tunnel for the specified network], 3 721 [use tunnel for all network traffic]) , A~— bk k
YRNVF Y NI =D 2 P N—T R —F e Fa—PRICEID G TH L, £DTL—
TRY —F ATy v a VABEMIT O TV S TR TO—F DA
ICA=—F R RV T I HANAL F—=T MR E£TR, VR MTIHEESATWS
TV r—var~DAY—h PRV T 7 RAGHIRESNES, Av—F brx
U A M &R, BN, AR, E7ITHIBRT 5T, [Manage] 27 U v 7 LET,

s [Smart Tunnel Application] : K2 v 77X JX MMHEIRL, = K A7—v 3
IZA VAR —LENTNDSTCPRX—ADT 7Y r—3 3 Winsock2 %1 > b7 v
FEDOY— N LET, Av—F hoRAV TV r—va rE2RR, BN A
B, EZFHIBRT A1, [Manage] 227 U v 7 LET,

* [Smart Tunnel all Applications] : TXCDOT SV r—ra % hrx U 73451003,
IOF v IRy I AEFNILET, Xy hT—7 URARPLERLEZD, =R

—ferarz N EE I}
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B rss—THRus— 55470 FLRSSLVPN 75 £2 K—4 L

Z—PRINERT T r—a VICEB T A RREMER S D FEIT T s ANV E R LY
TEZERL, ITRTOT TV r—arBDbhrr) o 7EnE1,

* [Auto Start] : =—HDr 7 A VT, A~v— bk MR T 7 EREBERICELGT
HI2FE. ZOF 2w IRy I AEF AN LET, 2—HFoa A4 URHIA~— K bV
I T I RAERGT D ZOA T Y 3 E Windows 2 ICHEH INET, =2—HFD
0y A4 VA —K PRIV T I R®AZA =T NI LT, 2—FIZFH CHLA
TAHLIICERTDGHEIZIZDOT =y IRy 7 A A 712 LET, =—H, [Clientless
SSL VPN Portal] ~X— @ [Application Access] > [Start Smart Tunnels] 78 % > & LT
T ALRRIETCEET,

* [Auto Sign-on Server List] : L—F R —"~DA~— b b RN A ML T D & X
=P 7 LT vy VERFITT A5G, Fay XX JARMLY A M E
BIRLET, HFA~Y—F bRV AEYV A A VA MO MUK, 2—F 7 L
TUVXNANDOYT Iy va rEAMMET O —NERLET, Av— K hRLVAE
YA A URANEFRR, GBI, B, E3HIBRT 5120E, [Manage]l K& %7
Vw7 LET,

[Wlndows Domain Name (Optional)] : @4 A (domain\username) 723F8AE 2242 7
e, BEYA Ay TR — Y4BT % Windows D KA A U &FEELET,
7= k Z X, = —¥4 qu_team OFBFEET 2 %A, CISCO & AJ) LT CISCO\qa_team %
HELET, BEY A oA ="YX NCH#ET L MY Z2RET D5, [Use
Windows domain name with user name] 47> 5 U b A NI T HLERH Y F7,

s [ActiveXRelay] : 7 74 7 > b LA —H % Microsoft Office 7 7'V r—v a v %7 7 v
MHEETEALHICLET, 7Y r—va ik, By va U &HH LT Microsoft Office
RE¥o A hDFTra—RET v 7a—RETWVET, ActiveX DY L—L, 7747
YRMUASSLVPN By v a v & TT2ETHEDREETT,

FoMDOA T g

« [HTTP Proxy] : 7 7A 7> h~OHTTP 7 7L v b 7o X v Dfinikis A 32 —7 NV FE 21X
TAE—=TMILET, 2o aXE, @A T oY ERICTWT AT rY—
(Java, ActiveX, Flash 72 &) IZ L CTAHATY, 207X ilLoT, X2V T 4
TTIAT o ADHHEMRGE LIRS, v~ 7 ) o EREETE £, ST uF R
TIUFORNT X UREEHEINICEEL, T“T@HﬂTkiUHTWS%*%ﬁ
LW aFUREIC) XA L7 NLET, HTTP 7 7L v b 7 e % Tk, HTML, CSS.
JavaScript, VBScript, ActiveX, Java72 &, ZEAETRTOIIAT U MAIlT 7 v o—
DY R—FEINTHWET, AR —=FINTWDT7F 7HE, Microsoft Internet Explorer 72
T,

* [Auto Start (HTTP Proxy)] : ==—W D1 74 VEHZ HTTP 7' 1 %2 & HEIRIZA F— 7 /LI
TOHEAEICA I LET, 2= A VRICAY— b PRV T 7 BEREA R—T )V
IZLC, 2—FICFHTHET D LI ICERT LG EIEA 7ICLET,

« [HTTP Compression] : 7 7 A 7> s L ASSLVPN & v ¥ 5 > COHTTP 7 — ¥ OJEHi & A
F =7 LET,
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WS L—T KY S—0RE. 25472 FLASSLWPNOX—sL0h2834X [

NEITIL—T R O—DEFE. V7F74T7 2 LASSLVWPN DR—FIILDAREZTA X

TNh—T K)o =D AT A B~ a VERET DI, FRIREFLADR—H )L AR
~vA B —var ATVl FEBBIRT LI, FRET 74NN TNA—T KR U—TEHREIN
TWAHI RS~ AEB—varveEziF ANET, BRTHURLERETHIELTEET,

JT7AT 2 MUASSLVPN 77 R AERRIZT 7 BEA R—FNEIAZAXTHT2DDFIR
X, XY NU—2 TIOR3 A4T7 VMR ERI LT, W7 —" RV v—, 7747
¥ h LR R—% )LD AnyConnect 7 A X~ A X (40 X—2) ZHZMRLTIIZIN,

REIIN—TFT RK)S—, 954F72RLASSLVPNDOAOS A VETE

UE—h 2—H|Z AnyConnect 7 74 7> hDX 7 va—ReRpbH 77 hefrLic
D, 7947 hLASSLVPN DR—Z )L R—IIZBENTH LI ICASAZRETEET, N
¥ N—""R VU I —, AnyConnect © 7 A VF&HE (33 X—) Z#BRLTIEEV,

REIIN—TFT RY)S—, 9S5SAFFLASSLVWPN 7 2RABO V5L YA oA
H—NnNEBEY A VA H—N

TN A =R HEY A A =R ERETBITIE, NSV —T R Y —,
JIAT MUV ASSLVPN 7 72 A R—%)L (52 3—) B LT EEW,

A4 FREIRERTIL—T R o —

HA ME VPNEEDO 7V —7 R o —TlL, hoxV o7 Fabhany, 7404, BIOE
BREEXZRBELET, ZOFAT TRy I ADKT 4 —)L KT, [Inherit] F=v 7Ry 7 A
EERT DL, MIGTIREDMEET 74/ b ZV—T R =5 HRGTE £9, [Inherit]
X, ZOXATa s Ry 7 ADBETXTOT 7 4L METT,

J4—ILF

[Add Internal Group Policy] > [General] % A 7 2 77K v 7 ZZ1%, IROBERFRINET, =
nHDEMIE, SSLVPN & IPseckyay, £33 747 FUVASSLVPN Y v a3
WCEHENES, £207D, WS ODRMEIE, 1 20X A Ty a /RS h, o
2 A TIFFERESNEE A,

*Name] : 2O NV—T R > —DAFIZIEELE T, Bdit#iEDOHA. 207 1 —/L RiX
LA ELD BT,

« [Tunneling Protocols] : 2D 7 /V—7NFFr[ 45 o 7 Fa haLziEE L £,
a—HE, BRI TWAH 7 e harZid 2l cE £y, ROBIRERH Y £7,

* [Clientless SSL VPN] : SSL VPN (SSL/TLS ##Jfl4 5 VPN) #4252 L& EL
9, ZTOVPNTIL, Y7 hU=TN—RKU=T D7 T7A47 2 NI, Web
TIUYEFEHLTASA~DEFX 2T 72 )E— T 7 BA MU RDBHESLEINET,
7747 MU ASSLVPN 24 5 &, HTTPS A > % —% v b %A FNEFIHTX
BDIELALETRTOar Ea—20nb, EDOWebYA b, Webklhin7 7V 7r—3 3

| —ferarz N EE I}
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v, NT/AD 7 7 A VIEH (Web *tii) . B A—/b, BLBZEOMD TCP _X—R 7
PV =g BIEVEZEY V=R IHHRICT 7B ATE5 L9120 £4,

* [SSL VPN Client] : Cisco AnyConnect VPN 7 74 7 > N E721TZ L 72— SSLVPN 7

AT FOMHEZREL £, AnyConnect 7 74 7 > FEHHL TWDEAIL, 2
DO7m haALERRLTMUS DI R—FEND LT HHERDHY £7°,

e [IPsec IKEvI] : IPEFX =2 U7 ¢ a haj, IPsecidfigbF¥aT727m hare s

NTEY, VPN b RV DIRIERERT —F% 7 7 F v 28t L ¥ 7, Site-to-Site (E
TY—YT7) . BIL W Cisco VPN 7 T4 7>+ & LAN [B] D85 O i J7 T IPsec
IKEvl T £,

e [IPsec IKEv2] : AnyConnect EX =7 EE VT 4 /T4 T MZEoTHFR—FEN

TWET, IKEv2 ] L7z IPsec #ffi i3 % AnyConnect ##t Clx, Y7 hv =7

ToFTF—=h IIAT T T AN, GUIOT—R ) B— g (FER) &h
AL ~<AE—3 3 Cisco Secure Desktop, SCEP 7' 12 % 72 K OYLIEMERE NN fE ik =
ET,

* [L2TP over IPsec] : —#iD— % PC °E /A )L PC DA X VL—T 4 7 T AT L TH

HEND VPN T4 7 FEMH LTS U E— b —H(%, L2TP over IPSec (Z
FoT, XT Vv I PRy NI RBATEF 2T 4 T T IATUVART T A _—
MEFERY NT =0 ~OEX a7 iz T £3, L2TPIX, 7—% D h X
Y ZIZPPPoverUDP (AR— K 1701) #fEHLET, EX=2VT7 4 77734 T7 X
%, IPsec HRhE— RHICRET HHLERH Y £,

« [Filter] : (Network (Client) Access /) 42577 &RX ar he— VX NEfEET

VAYIEN

FIBZIN=TRY) =P OEZMATLNE S NERELET, 74238

DIL—INBRERENTWET, Znbo—t, ASAZNLTERELEZ U v F

7

By MR BIMEET B0, REET FLA, 5T FLA, 78 bat

R EICESVWTIRELET, 74V FBLO— L ZRET D HIEIZOW T, [Group
Policy] XA 7 0 7R v 7 2% BRLTL IS, ACL 2575 LU ETX 5 [ACL
Manager] % B < 121X, [Manage] %7V v 7 LET,

Idle Timeout : [Inherit] = v 7 KR v 7 A% A7 LT=HA. TO/NRNTA—XTT A RIVEF

Ml & B CRELET,

Z @%qﬁﬁﬁ @'@LVC 147777“4’ v 4 75‘@1/\%{:[\\ @‘f“/h ifkT Lij_ Hﬁd‘ﬁjﬂ?lﬂﬁ I15
R REEIE 10080 2y TH Y . F 7 /b MME 30 4T, FEpehE 2 RIS 5 12
[Unlimited] 4 12 L £,

« Maximum Connect Time : [Inherit] = > 7 7R v 7 ANA 71272 > TWDEGE, ZD/RT A —
TR — P HEG R 2 0 AL TR E L £ 77

S ﬁébtﬁ%ﬁf'% Bl 5 L, VAT AMIFER AR T LET, R MEIT 9 RRE

Li%wn% 7 (4000 FFHE) T9, #ilfR7e L oM 2 7 Al 95121, [Unlimited] % 4
YICLET 7)o,

» Periodic Certificate Authentication Interval : FIFA EFRFEN EMIAIIC T ST I 5 F TORFH
bR (BEREELLL)
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A—AJL 21—

ATy T
ATy T2

ATvT3
ATvT4

ATvTh

o—nLai—voven Ky s —ErozE [

[Inherit] = v 7 AR v 7 ANRF 71278 > TV DA, EMHAGEERGED FEITHMIRZ 3%
ETEET, FPHIL 1~ 168 T, 77 4 /L MIER /2> T ET, ERIROMEEE
FFAl4 5 121%, [Unlimited] Z 4 12 L £ 9,

HDVPN R o —BHDERTE

ZOFIRTE, BEfFOa2—FZ2wmET 2 HECOWTHALET, 2—F 287 512i%,
[Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users] #i##R L, [Add] & 7
Uy 7 LET, FEMlicONTIE, —RIEBIEH =7 Far—v a0 FE22RL TR
YN

4R8O HREIIC

TI7HINVKT, 2=Y T H U MIT 74V~ Z—7 R U v — DfitGrpPolicy 7 & % E il &
MK LET, FRENEZ LEXT LA, [Inherit]) F= v 7Ry 7 A&F 7120, FHLW
a2 A LET,

FIE

ASDM % B4 L. [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users]
DNEIZRIR L £,

RETH—FZEIRL, [Edit] %27V v7 LET,

FEO~A T, [VPNPolicy] #7 U v 7 LET,

2—HOITN—T K)o —ERELET, 2=V RV —F, ZOTN—7 K o—D@Ek
ZARALET, ZOBEEICT 74 F—F R —OREZHET DEIRESINTH
HBMDT 4=V ERHDHHE. ZOTN—T R o—TTHREINERENT 74V~ Z—
TR —TRESNTZEEL VMBI NET,

I—YREATEL bRV T Ta harvziEET a0, 70— KU —nbiEE kK
THMNEIDERELET,

H Y@ [Tunneling Protocols] F= v 7 Ry 7 A% AL, RO MRV 7 7Fa haiton
FTHNEEIRNL £,

« (SSL/TLS ZF|H3% VPN) 7 547> hL A SSL VPN Tix., Web 77 7 H#ZH LT
VPN a2t b= ~DeFxFaT7RVE—FT78A MRV EMHYL, Y7 MU
T IIAT Y hoN—FT =T 7947 oL LEYA, 7 TA4T7 2 FL ASSL
VPN Z{iH9 % &, HTTPS £ > #—x v ks A "MEFIHTE LI LA ETXTDa
Ea—&0b, BE%ED Web A ~, Web %7 7V r— 3 2 NT/AD 7 7 A VA
(Web 5itis) . B A—L, BIXOFOMD TCP R—Z 77V r—= g 7 8, MREWN
Y Y —REICT 78 ATEL LI £,

*SSL VPN 7 74 7 > M, Cisco AnyConnect Client 7 7'V 77— 3 O X 7 a— REIZ

a—YPRPERTEH LI LET, =PI, BEHICZ 747 b LA SSL VPN 8t &
FRHLCZOT ) r—yvarvasdvru—RLEd, 2RI 57-0NC, HEIC
IGU T I7A4 7 7 vy 7T — MR BEINICITOILET,

AL |
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B o 1-—sownkyo—ErozE

ATvT6

ATy T1

ATvT8

ATvT9

* [IPsec IKEVI] : IPEX¥ = UTF ¢ 7' bz, IPsec iZficbbXar727m hardsinnT
B9, VPN F RV DIRITHEERT —F7 7 F ¥ 284 L £ 9, Site-to-Site (7 >V —t°
7)) Bigi. BI O Cisco VPN 7 74 7 o bk & LAN [ DO#EE D J7 T IPsec IKEv] & T
TET,

s [IPsec IKEv2] : AnyConnect X =7 EE VT 4 7 747 MZ Lo THR— TV
F9°, IKEV2 Zffi /] L7=1Psec Zfli 9 % AnyComnect ##5i ClZ, Y 7 bV =7 7 v /T —
M 294777y A0, GULOR—h ) ¥ =gy (FIR) thAZ~AE—
a3 >, Cisco Secure Desktop, SCEP 7'u % 272 K OJRiREERED R S v E T,

s —EHD—REIPCRLENAILPCOARL—TFT 4 T VAT ATHREEIND VPN T4 T
VREFEHAHLTWSY EF— F —HL, L2TPover IPSec i2 k> T, X7V v 7 IP X v k
U—JBHTASABL O T4 R—FRERY NT—T ~D X = 7 R A ML T
i‘d‘o

GE)  7mbanrzBERLAProTEEIE 27— Ay —URFRENET,

ERAT2 7 4% (IPv4d £7203IPv6) ZHRET D, E2FI7NV—7 R Y o —DfEE AT
BNEIPERELET,

T4 NATBEON— A BERENTHEST, 25D —/LiE, ASAZNLTHERELE b
YRV T T Ry NEHRTOMERT o0 E, BELT RLA, BT RLA, 7
g ha AR LIcESNTIRELET,

a) T ANHEN—IVEFRET HITIL, [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Group Policies] > [Add/Edit] > [General] > [More Options] > [Filter]
DNEIZ IR U E T,

b) [Manage] %7 U v 7 LT, ACL & ACE ZiEN, k. ¥ X OHIFRTZ % [ACL Manager]
NA U ERRLUET,

BT n T AN (RN TN—=T 0y 7)) BdHLEE. TUEMKT L0 E S £z
FEIR L by =T vy 7 2T 0 E S haiEE L LT,

BEOBRy 7 #RIRTHE, 2—VFOVE— T 7RI ZOIN—TEFICHIBES N ET,
[Tunnel Group Lock] Ti&, VPNZ A4 7 > N CREINT I NV—T L ZOa—HFRE Y {4 T
BNTWVAEITNN—TRREENEI DT =y 7 THZLIL->T, 2—¥FBHIRSNET, —
FHLTWRWEE, ASA X2 —F 0 T2V X 912 LET, [Inherit] F= v 7Ry 7 AN
F 7 OE . 7 7 4 /v MElX [None] T,

[Store Password on Client System] fXE % 7 /L — 7 NIRRT DM E I EFRELE T,

[Inherit) F = v 7 Ry 7 A% 471235 L, [Yes] BEON[No] DA T v a v REUBNEMIR
DET, Yes]z 2z Vw7325, a4y RAU—=RKRITAT VU F VAT AR GFESRE
T (EX 2 VT AR TFT2BZNROHLA T a0 TY) , #I LI —PFIT AT — R
DANZERDD L HIZTHITE, NolZZ7 Vw7 LET (T74418) , EX=2 VT 4 HKK
FRICHERT 2722 h, NAT— RORIFEZFTFAI LN Z &AL £,

[Connection Settings] & E L £77,
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ATy 710

ATy 7N

ATy 712

b)

<)

d)

o—nLai—voven Ky s —ErozE [

ZOa—WIZHEHTHT 7 B ARMAY U—ERET D, TOZ—FOH LT 7 AR
MRV > —ZAERkT 5. £/ [Inherit] F=v 7Ry 7 A2 A rDFEFICLET, T 7+
JV M [Inherit] T¥, F72. [Inherit] F= v 7Ry 7 ARET7DLHEDT 7 /L M
[Unrestricted] T3,

[Manage] #7 Y v~ 27 LC, [Add TimeRange] ¥4 7R 7Ry 7 A%MEEd, ZOXAT
RI ARy 7 ATT 72 AR OFBE v M ERETE ET,

2—WFICLDFRIRFR 7 A 5 R E LE 7, Simultaneous Logins /X7 A —#[X, ZD=x1—
FICHETE DRKFARR 74 U ERELET, 7740 MEIEL3 T, HR/MEIZO
T, ZOHHERTA UREGICRY a—F T 7RI LET,

GE) RANEZBRE THIR L TRNRWERHICZEOER ST S olzo, BFal
TAENRNT =~ ADRTEHMIBENDRHY £,

VPN #£#5¢® [Maximum Connect Time] % 73 AL CHE L E 7, 2 2 THE LR A3 #6E
THE, VAT LI EK T LET,

[Inherit] &= v 7 R v 7 ANF T8> TWDIEE, ZO/RT A —F TRk — Vs
Mz oA CHE L £, &/AMEIX 1 50, &KRMEIX 35791394 75 (4000 4F8) <9, IR
72 L OB 2 FF A4 5 12i%, [Unlimited] 4 12 LET (7410 F) o

VPN £#i @ [Idle Timeout] /3y HEAL CHEE L E 9, ZOHMICEH CRIET 7 74 BT 4
DI WNGE, BT T LET,
[Inherit] T = v 7 AR 7 ANRF 71270 > T DE, TONRIFA—=ZTHT A KV &AL

TUNESEATHEE LTS, ORI 14, RRIFRENE 10080 2> THY ., 57 4L b
1% 30 43 T, HERLHRFR] A MEHIFRIC 9 5 121X, [Unlimited] 2 A4 12 L £,

[Timeout Alerts] % &% & L £,

a)

b)

[Maximum Connection Time Alert Interval] Z 57 L £ 7,

[Inherit] 7= v 7 AR v 7 A% A4 712 Liz84 . [Default] F= v 7 R v 7 A TAEICA
2720 F9, ZHUC kY, mRESHT 7 — MERRIZ 30 2 ICREINE T, FrLVWEEHE
ET DAL, [Default) #4720, 1~300Dy a7 77— hMiREEELET,
[Idle Alert Interval] Z# 57 L £,

[Inherit] F= v 7 Ry 7 A% A 7|2 LT7cY6 . [Default] F = v 7 AN v 7 ZZHBIIZ A >
W70 ET, UKD, TA RV 77— MRS 30 SICREINET, HrLvEziE
ET D561, [Default] #4712 L, 1~300Dky a7 77— NiREEELET,

ZOa—PIZXI L TEHHDIPvE 7 KL A& ET H84G1d. [Dedicated IPv4 Address (Optional)]
FEIE T, IPV4 7 FL ALY TRy b A7 B AN LET,
ZO2—WIZHHADIPV6 7 R L A% ET HITIL, [Dedicated IPv6 Address (Optional)] fEIIZ
IPv6 7'V 7 4 v 7 R Eie IPv6 7 RLAZ AT LET, IPv6 7'V 7 1 v 7 A, IPv6 7 KL
ANFEEET DT Ry FERLET,

—ferarz N EE I}
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AT v T13  FFED [Clientless SSL VPN] F 721% [AnyConnect Client] 5 EZ % € L 9, ZAUL, ZEMl~=A1
TINGDOATvarkr )y 3252 LIk 0iTnET, ERENEFE EEXT AT
[Inherit)| F = v 7 R 7 A& 472, HrLWMEZANLET,

ATy T8 Efrar 74Xl —va AR EZBEATAIE, [OK] 227U v 7 LET,

EHEJOJ27A)L

Ehtrmn 77 A (b Z—7L N 5) Tid, VPN o B2 50E L E
T, 2 HOEMEIE, CiscoAnyConnect VPN 7 7 A 7> 7 Z A 7 > bk L A SSL VPN #%#t.
FBELVIKEV] & IKEV2 DY — F/8—F 1 VPN 7 A4 7~ MIEH S E T,

AnyConnect 2 O 77 AL, ALV RA Y

AnyConnect #Ei 70 7 7 A VDA A L XAV TIE, AV F—T=AALEDIFTAT L NT I
BAEZAMML T, w7 7 A EB, . BLOHIBRTEET, n /A VR —
PORRFEDHRE A RINTED LT D EIMBIRETEET,

* [Access Interfaces] : 77 B AZA R—=TNWIIT DA v F—T 24 AT =T LNHIERT
EET, ZOT—TNDT =)V RIZE, A F =T 2 AARTF = v VR v 7 ANRFKR
SN, T BREHATHENE I DERELET,

e A B =Tz AR T —7 LD AnyConnect HREIZFRET DA ' F—T = A ADITT,
A B —T 2 ATA F—TNIZTBTFa harrt 2 LEd, SSLT 7 & A,
IPSec 77 B A, FidFDOW FEFATEFET,

SSL #4123 % &, DTLS (Datagram Transport Layer Security) 237 7 4 /L h TA F—
T 9, DTLSIZ LV —HB> SSL 55 THAET 2 IBAERS K O ki o R
MEREE S, NTy MEEDOEBEEZZTRTWITAIA LT T r—a DN
T d = AN ELET,

IPsec (IKEv2) 727 ®8RX& 4N T DL, 7747 M B —ERRT 74/ FTA
F—=T IRV ET, V94T N =R, VT MY =T Ty TF— b, 7
TAT v TuT7rA, GUIOu—hE¥—ar (BIR) AL~ E—T 3
>, Cisco Secure Desktop, SCEP 7'1 & /7 & DLk Anyconnect HERENS T £AL TV E
T 77AT v N = RET 42— /ML TH, AnyComnect 7 74 7 > b TiE

IKEvV2 & OFEARM 72 IPsec BN SILE T,

* [Device Certificate] : RSA % — £ 72X ECDSA ¥ —DFiEDGEHELRETCE£d, 7
N ZGEAEORE (61 =) BB LTI ZEN,

« [Port Setting] : HTTPS 3 L IXDTLS (RAZ A T > b DI) DR — FFF 2R E
LET, #i7n 77 A0, R—FRE (62—2) 2ZRL TN,

* [Bypass interface access lists for inbound VPN sessions] : [Enable inbound VPN sessions to
bypass interface ACLs] 237 7 # /b h TH > TWET, X ) TATTIAT
VAW, TRTOVPN N T 7 4 v 7 DA ¥ —T x4 AACL DEREFFALET,
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71 zanznsz |

el 2iE, AN A 2 —T 2 A A ACL BEFL S NI N T 7 4 v 7 OB &FFr L
RWEBAETH, EFa2UT 4 TFXI5AT ATV E—F FIAR—F Ry NT—7
ZREEL, B bEnN 7y hO@BBREHFATLET, 20T 74/ hOBIEEER
TEFET, AV ¥ —7xA AACLICVPNIREN G NT 7 4 v 7 OREEITHOE ST
DIZIE, ZOF =y IRy 7 AEF7IZLET,

* Login Page Setting
2= PEEOTA VT ATHBISNDERE T 07 7 A Vven A v "=V TERTE

FT. ZOF 2w IRy I RAEF T LRWES, 774V MMERT 07 7 A L
DefaultWebVPNGroup T,

* [Shutdown portal login page.] : @ 7 A 37 4 E—T /L DHFEIT Web N— T & KR L

£75

« [Connection Profiles] : ##¢ (b %V Z—7) O7n ha)VEEBEBEEZHFELET,
s [Add/Edit] : Bt 7 e 7 7 A v (ho R Z—7) ZBIMETIIHE L 7,
* [Name] : #7177 7 A )L D4,
* [Aliases] : #&ft 7' v 7 7 A L D4,

* [SSL VPN Client Protocol] : SSLVPN 27 A 7> NMIT 7 AR G2 58 9 0k fg

ELET,

+ [GroupPolicy] : Z D71 7 7 A NDT 7 4 )b b I —T KU —&FRLET,

* [Allow user to choose connection, identified by alias in the table above, at login page] : [Login]

R=UTOEHR T 77 AN (bR T N—T) ZA VT ADFEREA X—T VT
TEEAITA T LET,

* [Let group URL take precedence if group URL and certificate map match different connection profiles.

Otherwise, the connection profile matches the certificate map will be used.] : Z DA 7T 5 T
T, Bt 7w 7 7 A L OBR T 1 & ARFIZ 71— 7" URL 36 K OGERE DB O )
77 L AREELET, ASAT, #HRSNDIEL —ET 2N RO SRV ERIT, H
DI =B 287 0 7 7 A VS BIRENET, VPNT Y RRA > P THRE L7 b—
Z7URL %z, [RAIC7 =7 URL Z48ET D8/ 7T 0 7 7 A LV EMET D0, ZHON
WASA Y 7 ho =7 VI —ATHASNL T Y 77 LY AERIAT 258I1C0H, Z0
FATvarEAAILET, TOXFTvalE, TIANFTEF TR THES, &
ZIZ LT, ASAITEER T 1 7 7 A VTHRIE LIZREHE 7 4 — 0 Rz, =2 RARA
FCEHEHT DREHEDO Y 4 — AV MELRAE LT, #7077 A 12850 4 TET,

TINA RFEAEDIEE

[Specify Device Certificate] <A » Z 425 &, el Arlc L &, 7747 MIXLT
ASA Zi#AIT 2 EEAZRRECTCEET, T OMEHEIX, AnyConnect i 7’0 7 7 A LB L OV

—ferarz N EE I}
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&

ATy T2

ATvT3

ATy T4

— iz VPN B |
FERE

TAT v ML ARG v 7 7 A L TT, Alway-onIPsec/IKEV2 72 & OREE ® AnyConnect FEHE
TlX, AOTEETE 27 2D EL ASA THIHTEZ 2 MNERH Y £7,

ASA U U —294.1LIFETIL, ECDSAFEH]#E% (AnyConnect 7 7 A 7> b7 T4 T ML
A SSL OS2 6 D) SSL#EEwIcEHTEE T, 2oV U —RLHIIE, AnyConnect [Psec £t
F @ ECDSA GEAES A R—h S, FESNE L,

FIE

(VPN D) [Certificate with RSA Key] fEIk T, IROWT IO X A7 ZFATLE T,

c1ODFEHELZBINLC, WHOTm haLZERA LTI 747 v FERGET 5284, [Use
the same device certificate for SSL and IPsec IKEV2] F = v 7 R v 7 A% A4 DFEFIZLET,
UARN Ry 7 ACTHHATEDAELRNLZY ., [Managel 7V v 27 LT, T3
ID GEHF 2R LT TE £,

» [Use the same device certificate for SSL and IPsec IKEV2] F = > 7 R v 7 A% 4 7|2 LT, SSL
¢ % 7213 IPSec #EfE O BIME DOFREEZFEE L £
[Device Certificate] U A b A v 7 A HEEEZ IR L £,

MERFEHENFIRINRVEEIL, [Managel R ¥ %227 U v 7 LT, ASA D IDiFHERE
HLET,

(VPN #%5¢ D7) [ECDSA key] 7 4 —/L RO [Certificate] T, U A k 7R 7 25 ECDSA O
FEAAE A2 RINT 5 )y, [Manage] 7 U >~ 27 LC, ECDSA @ ID FERIEA/ERR L 9,

[OK] %27 Vv 7 LET,

EHJAJD7A4IL, R"— FERE

ASDM O 71 7 7 A )L <A L TSSL B L ODTLS #ft (VE—h 77 B ADR) DAR—
FNEBERELET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles]

[Configuration] > [Remote Access VPN] > [Clientless SSL. VPN Access] > [Connection Profiles]

J4—ILF

« [HTTPS Port] : HTTPS (7' 7 v ¥ X—R) SSL #fHICA F—7 Mz T 5K — b, #FIX
1 ~ 65535 T3, 774/ MIAR— | 443 TH,

« [DTLS Port] : DTLS £t HIZ A *—7 W IZ 9% UDP A— b, &I 1 ~ 65535 CT9, 7
7 4V NI — b 443 T,

7 VPN B
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AnyConnect #8707 1 L, EXEM .

AnyConnect iEfs 7R 7 71 L. EXKEH

AnyConnect VPN #5t D FEARJBME A 52 E T 5 121X, [AnyConnect Connection Profiles] &7 > =
T [Add] F 7213 [Edit] 2384 L E7, [Add/Edit AnyConnect Connection Profile] > [Basic] %1 7
0 Ry 7 ANRHEET,

* [Name] : [Add] D5, BIIT 58k 7 v 7 7 A L OLARTZEE L ET, [Edit) D%E&. =
D7 4=V RIIfRETEEEA,

s [Aliases] : (LE) ZoOHEHOREAE 1 DL EATILET, ARiX, AX—RF 2130
FRTCXYID Z N TEET,

* [Authentication] : F8ak D k%, IROHF NG 1O L, FRFFLELTHEHT 5 AAA T —
TN—T%FEELET,

* [Method] : BEGEFHEZRGEO OO 0 F a VA2 EREL, WOy a2 A
TTCINERATZ7-OICRFET 1 k2 L EE STV £ 9, AnyConnect SSL &

IKEV2Z AT > h7a halTeyiarZ SICEBOEHELZBIECE 4,
HT 2752 A 7%, AAA, AAA LEERE, FEEO A, SAML, #EGEHER X

WAAA, FITEHGERAENORINL 3, BPUTS U T, BT 2 72O IZGEE
BRI OILERD DHANH Y £,

s [AAAServerGroup] : Ry 7 X7 URXNpHAAAY— R TV —T 28R L £7,
T 7V FOFEEIXZLOCAL TY, TOHE, ASANRIELZ LIS 5 L o ICRES
F9, BIRTDAMZ, [Manage]#7 Vv 27 LT, ZOXAT TRy 7 ADEIZHO
AT TRy I A&, AAAVT— T NV—TDASAa> 7 4 Xal—alk
RRLIEVERTHZENTEET,

* LOCAL U D 7' )V—T %389 % & | [Use LOCAL if Server Group Fails] 7= v 7 7R
JAWBRTE D L O £,

* [Use LOCAL if Server Group fails] : Authentication Server Group B2 X - CTIHRE S iz
TN—TIBEENIEAE LT & &2, LOCAL 77— N— A% A X —7 W T 25813
AT LET,

* [Client Address Assignment] : {1 9"% DHCP %—/N, 7747 KT RLRA F—) 7
FAT U RIPV6 T LA F— LRI LET,

* [DHCP Servers] : 9" % DHCP ¥ — "OARTE 721X IP T KL AEZ A LET,

s [Client Address Pools] : 7 7 A4 7> b 7 RLAE Y Y TTHEHT S, BIRATRERERE
BEHDIPvE T KLV A =)V OL4RTE AN LET, BIRTDHAMT, [Select] 227 U v 7
LT, ZOXA TRy 7 A ZEHRTHA TR Ry 7 A%ME, 7 RLA T —1
EFRRLIZYD, BEEMZTZVTL5Z2ENRTEET, IPvd T KL A F— L aBNE
TR T 2 HIEOFMIZ O VW T 22 L T 72E 0,

[Client IPv6 Address Pools] : 7 7 A4 7> kb 7 RLAE Y Y TTHEHT S, BEIRATREZR
BREHEHDIPv6 7 RV A F— L DL4RTEATILET, EIRT D1, [Select] & 7
Vo7 LT, ZOFAT TRy 7 AZERTHA TR Ry 7 A&, 7 LA

— 187 VPN B
|
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B zso0o700. smEe

TNV EFR LT, BEEANMZTZVTH2ENTEET, IPV6 7T RLRA F— L%
WEINFETIIRET 2 HEOFEHIZOWTIT 2L T &N,

* [Default Group Policy] : /3% 7 /—7 RV o —Z @R L £,

s [Group Policy] : ZDEHc DT 7 4/~ T N—T R Y o —L LTEID K TS VPN 7
N—T R —%FRLET, VPN 7 L—7F KU —i%, a—HFiRHEHMEOT
DHELT, T/ ATHIIZ, £ZIXRADIUS — S THEICRF CE £, T 74
JV M DfltGrpPolicy C9°, [Manage]l %27 U v 7 L THIOX A T a TRy 7 A%
NTHE, V=T RV v—ar7 4 Xal—va  WIEBEMA DI ENTEE

‘g—o
* [Enable SSL VPN client protocol] : VPN #2520 SSL % A R — 7 /WZ T H5H12A 1T L
\35 —g—O

* [Enable IPsec (IKEv2) client protocol] : #%#¢ C IKEv2 Z {75 IPsec & A *— 7 /LT
THHAICA I LET,

« [DNS Servers] : WY & —D DNS #— D P 7 FLAZAHLET (1 >E7-ITHE
) .

« [WINS Servers] : R =D WINS B — XD IP 7 KL AZ AN LET (1 >F72138
%) .

s [Domain] : 7 74/ D RAAL % AN LET,

« [Find] : MR XLTHNE L THEAT D GUI 7V E 72X CLL =2~ R&E AL, [Next] £7=
IZ [Previous] 27 U v 7 L THREEZBMGELET,

EHRIJOJD74IL, HHEENE

[Advanced] A == —IHH & ZDOX A TR TRy 7 A TIE, ZOERIZET RO ZRET
%i‘j‘o

- iR
c I FLT VR T RLARERME
. FRAEEM:

R
CTHY LT 4 TR

« b Y R

e 7747 kL ASSL VPN &%

7 VPN B
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AnyConnect #8707 7 1 L, —fREM .

\}

GE)  SSL VPN @ik L2 ik iiX, SSLVPN 8 7' a 7 7 A VST A S E T,

AnyConnect it 7O 7 7 1/ )L, —fREMH
* [Enable Simple Certificate Enrollment (SCEP) for this Connection Profile]
* [Strip the realm from username before passing it on to the AAA server]
* [Strip the group from username before passing it on to the AAA server]

* [Group Delimiter]

« [Enable Password Management] : -L— ~D/ X2 U — REARGIAEMICEE T 53T A —X %
RETEET,

* [Notify user __ days prior to password expiration] : /XA U — R23HI[REIILIZ 72 5 F TOFF
EORBERE L, TORKZTRIOB O w7 A U HHZ ASDM A — @45
EOBELET, 7744 FTiE, SAT— RBHIREINIZ/AR D LD 14 BHATC=2—
P~O@MERG L, U, 2—VR AT — RE2LEETHETHHBEBHTSL 1
BOE STV EY, @I 1~ 180 A T,

[Notify user on the day password expires] : /XA 7 — RAHREINIC 72 % Y HIZ2—H |
WwELET,

WTFNOEHETEH, BEISNTITSAT — FRBIREINICR o7& & ASA TliE=2—
PIZLDNRY — FOLEFENAREETY, BIED/ZAY — FOHIRAEIN TWITi
3, 2—FEEDOARRAT =T EfpEn 7 o TEET,

OB L 2 THRAT— ROHIRNEUIND ETORENEDL DD TIEARL, BEHN
A X =T VR DBIZT THDHE VI HICHERB L TLEZE N, 2047 a v EBEIRY
D51, BELEET A LERLY £,

[Translate Assigned IP Address to Public IP Address] : 42, WEixr v kT —27 T, &Y
THhifer—H/VIP T RLATIEARL, VPNETOEREDIP 7 KL A &HHT 55460
HYFEJ, VPN TIHER, NEF Y T =227 782§ 5701z, Y Tonizn—
ANIPT RUANRETIHESNET, L, WY —"BLU0Ry hU—27 %o
UTABETDEEDIP T FLARCESIGHEREIZ, v—HVIPT FLRAEZEHLT
ETOREREONATY v 7 IPT FVAICRSEARHY £9, ZOKREIE, b si—
TZEZNODA =T 2 A ATA R =T NMTTDHI LR TEET,

* [Enable the address translation on interface] : 7 KL AZLH#AZA[FEIZ L, 7 KL ADER
SINDAUH—T oA ALBINT 52 LN TEET, outside 1L AnyConnect 7 7 A 7
VINBEHT A A A —T 2 A ATH Y | inside |THT LW bRV T —TIZEAF D
AV H—=T A ATT,

—ferarz N EE I}
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B =6707740. s5470 r 7RLRER

N

GE) V—T 4 T OMBER L OMMOFIRFEEDO - D, Z OMEEN MLE
TRWEAIX., T OBEREDE A ITHELE L £+ A

« [Find] : B2 L5 & LTSS GUI 7L £ 721X CLL 2~ > F& A L., [Next] £7=
X [Previous] 7 V v 7 L CTHMELZBKBLFET,

EHIJOI7AIL, 95A4F7 20 7 FLREE

B 7’ 11 7 7 A /L@ [Client Addressing] ~X1 > Tld, ZOHRH 707 7 A LV THAT D701
WEDA =T = AP T LA 7 —)L&2E Y 4 TET, [Client Addressing] <1 %7
RTCDITITAT v NEGET 0 7 7 A MIZHGE T, IO ASDM NANLT 7 EATEET,

* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles]

* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection
Profiles]

* [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connection
Profiles]

ZITRETHT RLA F—UE, 87 07 7 A L ?D [Basic] 24 ' ThHRETE E1,

AnyConnect #¢ 7' 12 7 7 A L TiX, IPv4 7 KL A 7 — 721 TR IPv6 7 KL A 7 —)Ld,
OB THZENTEET,
IIAT N T RUVARREZRET HIZIE, VE—RNTI7R8A I IAT V"N 7 w7 7 A
/v (AnyConnect, IKEvl ¥ 721% IKEv2) % B . [Advanced]> [Client Addressing] % &R L F
-éAO
T RVAT—=Npar 7 4 Xab—varaRprE3EET DI, ATl Ry s
A D [Add] £721E [Edit] #7 U 27 LET, [Assign Address Pools to Interface] % A 7 &2 7
Ry 7 ANREET, ZOXATal Ry 7 ATIE, ASATHRESINIZA LV F—T A A
WZIPT FLA = EED R THZENTEES, [Select] 227 U v 7 LET, ZDFA
TRy s AEGALT, T RVAT—ADa v T (Fab—va kR LET, 7
RLVA T —=NDar 74 Xab—ra 0 BEERTDHICE, ROFIREETLET,
CASAIZT RL R F— L% iBMT 5121, [Add] %2 U v 7 LET, [AddIP Pool] # A
TRIRy I ARHEET,
cASADT RLATS—LpDary7 4 Xal—a 2B ET 520X, [Bli)227 Y v
LET, 7—=AHNOT FLARMEH S TWRWEEIZIE, [EditIP Pool] # A 7 1 7
RNy 7 ANAE ET,
FEHTOHEET NV A T2 BHTEE A, [Bdit) 227 Y v 27 LIzE &7 R
VA =N PMERR Th o756, ASDMIE, =7 — Ay ke—vL Ll =
NDOZDT FLAZFEM L T o ERA B L2 =0 RKeRrLET,

7 VPN B
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BHETOT7AN, 1547k 7 ELREE. BmEraEme ]

*ASA EOT FL AT =NV ZHIRT HICIE, 7—7 A TEOTY MY ZRIRL, [Delete]
Vw7 LET,

FERPOHEEIEXT RLA =L EHIBRTE £ A, [Delete]l 7 U > 7 LIz EILT
FL A ZF—nA2MERAFCTHo28E. ASDMIZ, =57 — Xy —T b bic, F—
NMNANDZDT RLAZEH L TCWAERA D Ea TR LET,

e T RVATS—NE A H—T A4 AZED Y THITIEL, [Add)Z27 Y v 7 LET, [Assign
Address Pools to Interface] #1472 7R v 7 AMP&EEd, 7T RL A =L &2E DY TH
A B —T A A&EIRLET, [AddressPools] 7 4 —/L ROKEIZH D [Select] 27 U v 7
L £7, [Select Address Pools] A 7 R VR y 7 ANAEET, A F—7 A AIZEID
BCHMA DREIV Y TT—NEXTNT Y v 7T 50, £iIfllxe OREID Y TT—v
ZEINLClAssign]| 227 U v 27 LET, DT 4 —/L FIZT—LED 4 TO—ENRFRRS
NET, [OK] 227U 7 LT, ZIHDOT KL R F—/LDO4Hi% [Address Pools] 7 4 —
JVRICED AL, b9 —E[0K] 227V vy Z LTEVYTHar 7 4 X¥al—a &5
TLET,

A E =T A ATHNDHETHATNWDT NV R =V E2EBHTHITIE, 201 57—
T2 A RELTNI V7 TN, A F—TxAAZEIRLTCI[Bit) %27 Vv 27 LE

9, [Assign Address Pools to Interface] ¥4 7R 7R v 7 ANRHEET, 7 LR F—%m
HIBRT 212k, &7 —NLE2X TN Y v 7 L, F—HKR— RO [Delete] F—% L F7,

AUE—=T =2 RAEDOMO 7 4 —)/)v REEID YK THEE1X, [Address Pools] 7 4 —/L F
DREIZ D 5 [Select] 27 V w7 LET, [Select Address Pools] # 1 712 7R v 7 AN F
9, [Assign] 7 4 — /L NIZIE, 1 F—T oA AZHV LB THENTNDT RV R F—)L4,
MBERENET, A F—T =2 A ATBNT L% OREIOY TS —VE2LTNVTY v
LET. [Assign] 7 4 —/L ROTF—AEI0 4T EREHFSNETS, 0K Z227 Y v L
T, ZhHDOT FL A F—/L DR T [Address Pools] 7 4 —/V RZFER L. b 9 —E [OK]
7V 7 LCEIDYETOary 74 ¥alb—var&ET LET,

e MU ERHIBRTDICIE, O MY Z®RIRL T [Delete] #7 U v 27 LET,
EELE YD
Bfs a7y AN, 2534 T N T RURIEE, BINEFITHE (67 2—)

BigiTa 7y A, T RLA =)L (68 2—)
Bife S 7 AL, B, IP S L OBMEITRE (68 ~—)

BHEITOJD74A4IL, 954727 FLREE. BNMFELITESE

Bt 7 v 7 7 AT RV A P — %280 4 CT5IZ1E, [Advanced]> [Client Addressing] % %R
L. [Add] 721 [Edit] Z®IRL £9,

e [Interface] : 7 RV A F— L DEIN B ThA L H—T oA AR LET, T 74/ MIT
DMZ T,

* [Address Pools] : fEE L7cA v X —T 2 A AZHIV B THT RV A =L EZRELET,

* [Select] : [Select Address Pools] # 4 7 0 7Ry 7 ANAEET, ZOXATarlRy 7 A
T, ZOA L H—T oA AZEIVYTEHT LA —LE1OLL EERCE £9, 2R

| —ferarz N EE I}
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. ERIOT77M4IL, TRLR =0

WZ¥IE. [Assign Address Pools to Interface] % 7 & 2778 v 77 2 0 [Address Pools] 7 1 —/L
FliZFERSNET,

EHEJOJ74IL, TRELR T—)L

[Connection Profile] > [Advanced] @ [Select Address Pools] # A 7 v 7R 7 A2, 75 AT > b
7 RUAEIO M TUEAFRERT RLA T —ADT— 4, BT RV ALK TT LA, B
OV TRy bR BFERENET, TOV R Neflio T 07 7 A V2B, ik,
EIFHIBRTE £,

* [Add] : [AddIPPool] ¥ A4 T VR 7 ANRE ET, ZOXATarRy 7 ATIE, HL
WIPT RL A F— L E2/ETEXFET,

* [Edit] : [EditIPPool] ¥ A 7 0 VAR > 7 ANMEE T, ZOXA T r IRy 7 ATIL, 2R
L7ZIP7 LA F— L AaERTXET,

e [Delete] : IR L7-7 RL 2 77— L &HIBLET, RINT., PCHELLTXERA,

e [Assign] : £ U Z—T 2 A AZHEIDV B THNTNWDLT LA F— A E2FRRLET, £
B —T = A ZBINT Bl DREND B CT—VE T NT ) v LET, [Assign] 7 4 —
WRDT—=VEI) BT —EREHINET,

EHETO D74 )L, . IP T—I)LDEMEILHFEE

[Connection Profile] > [Advanced] @ [Add or Edit IP Pool] # 4 7 &2 7'7/R v 7 Z &AL, 7
TATY N T RLREIDYTHDOIP T RLADFIFAZEEEZIFARETEET,

e [Name] : IP 7 KL A F—LZEID B THONTWDLAFIERELET,
» [Starting IP Address] : 77—V DOHEADIP 7 KLV AZHE L E T,
* [Ending IP Address] : 7 —/VDREDIP 7 RLAZHELET,

* [Subnet Mask] : 7 —/VINDOT FLAIZHEHAT 2 7%y b v~ 27 @R L E7,

AnyConnect #E#t 7O 7 7 A4 )L, RIIEM

[Connection Profile] > [Advanced] > [Authentication] % 7 C, KD 7 4 —/V RERETEET,

* [Interface-specific Authentication Server Groups] : fEED A > ¥ —7 = A ATkET 2 FHFEY—
NI N—=TDOEN B TEEHRLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle # 1 7 1 77K v 7 A 3B
XFET, TOFA TSRy I ATIE, AV EZ—T oA RV —R T N—T%FET
e bl BRLIZY — 7 —F TRENEA LT2HEIZLOCAL 7 — # R — X
NDT Gy I AT LMEIDERETEET, ZOXAT IRy 7 AD
[Manage] h % > %27 U v 7 3% & [Configure AAA Server Groups] 1A 7 2 77K v 7
ABAE £9, [Interface/Server Group] 7 — 7 /WIZEIRNE N TR I N E T,
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AnyConnect #8700 7 1 /L, RIEEH .

 [Delete] : JBALT=H— N S L—T 57— T Lin bR LET, BRSAT, ©0E
L TEEHA,

« [Username Mapping from Certificate] : = —¥4 ZflitH+ 2 HiEB LT U2 VGEHED 7 ¢ —
NV RERETEET,

A\

Gx) ZOMREIZV LT a TR AN E— RTIEIHR—FINFEHA,

s [Pre-fill Username from Certificate] : & L72REBED 7 4 — /L Kb 22— W4 & fhi
L. ZORFADOHBICKELS AT a o T, =4/ A T — RRGEB L O%T
WAL ET,

+ [Hide username from end user] : ffiii L7z —HH T K 2 —FcFREINFEHA,

* [Use script to choose username] : 7 ¥ Z LAk b 2 — W4 2 3T 2 5510 H T
HAT VT MNAERRELE T, 7 7 4/V Mid [None] T,

* [Add or Edit] : [Opens the Add or Edit Script Content] % 7 1 77K v 7 ANPI& | FEH
HOZ—PFHO~y B TIHEHT LA VS NEERTEET,

s [Delete] : TR L72AZ VT MZHIBRLET, #EERINT, RVELLTEETA,

* [Use the entire DN as the username] : LB # ® [Distinguished Name] 7 « —/L R &{K%
a—HH L LT 2GAICHEE L £,

* [Specify the certificate fields to be used as the username] : = —¥ZIZHEART 5 1 DLl ED
T4V RERELET,

TIA= YRR LU 2 Y BRIEOAMEIL, RO LBV T,

Bt EE

C Country (E4) :2 XFOEAMKEE,
£ a— RiE, 1SO 3166 [E4 ISR HEML L
TWET,

CN Common Name (—f%%) : A, VAT

L, OO T 4T 4 DAL, &
VHEYBMEE L TTIMERHTE YA,

DNQ R A A a1,

EA E-mail Address (7 A—/L7 FLX) |
GENQ Generational Qualifier (HAXERGT)
GN Given Name (%) .

I Initials (1 =< ¢ /L) .

AL |
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B 570070 2nzaEn

EtE E&E

L Locality (M) : ##2NE N TS
F 7 ITHT,

N A i

0] Organization Gif%) : =fh, A,
B, EE. TOMDOT T 4T 4 DA,

ou Organizational Unit (ffk—=~> ) i
W (0) WY T 7 n—7,

SER Serial Number (V7 /VEE)

SN Surname (%) .

SP State/Province (N F 72 I1THEFIR) - #H
FEDE DI TV DN F 72 1388 E TR,

T Title (¥ A k)

UID User Identifier (=—%1D) ,

UPN User Principal Name (=—% 7'J > oL
£)

* [Primary Field] : == —¥ &M T 5EHEDORAIDO 7 4 —/L RERIRLET, ZOHE
DFRE SN TWS A, [Secondary Field] 1T S v E 9,

* [Secondary Field] : [Primary Field] 235 & S AV TWRWIGE, HT57 1 — L R4
RLUET,

« [Find] : B30T & LTS5 GUI 7~V £ 721X CLL 2~ > F& A L, [Next] £7=
I [Previous] 27 U v 7 L CHRZBMBLET,

EHIO D 7ML, 2 RBEEEM

[Connection Profile] > [Advanced] @ F @ [Secondary Authentication] Zff 94U, “EHBFEE L
THHLND 2RFRFEEZRET HZ N TEET, 2 KERFENA NI fio’(b\éfa/\ O
Ra—FRa st 35 lqHRBII LT vy a2ty NATTHRERDH Y F

T iEAFEO—FHDEFATI L 2 /kmu FAEEMAEDE THERATEES, 20X AT Ry
T/72@74%”% T 1 KERRECRET D27 4 — /L REPTHETR, ZhbD7 44—
RI% 2 IRFRREIZ 72T BE L E 7,

THRBRENA XA =T N0 T D EE. b 0RMITa - L LTHEMT S 128 kD
74—V FEREENORIRL £, iEHFERENOE D X a—PRE2RETLH L, &
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gETnz7 4. 2xRiaEs |

X2 VT4 TTIAT A, FEESNTZRERAEY 4 —L RE, 2IR2—VL//NAT — KR
FAEALERIZ 2 DH O —V 4 BT X )il S E T,

Y

GB  FEMFEOEHIFY =P L E I 2RI — N T —T b IET 2 HETH, Wikl
BIZIZTIA~ ) a—FAETMER S ET,

» [Secondary Authorization Server Group] : B> # U 7 L7 v v L 2§ A F8FE— 3
IN—TaiEELET,

s [ServerGroup] : B H > & U H— NAAA V' V—T L LT T 25850 — N 7L —7
ZEIRLET, 774/ MInone TF, SDIV—R T —T138Hh o &V $—3J
N—TIZTEER A,

+ [Manage] : [Configure AAA Server Group] ¥ A 7 2 7R v 7 AN E £,

* [Use LOCAL if Server Group fails] : §& L7z —/ 7))L —FIZREENEA LT-5HE D
LOCAL 7 — 4 X—=A~D 7 — V3w 7 2 f{E LET,

s [Use primary username] : =274 > XA T a7 na2—W4% 1 D ERTH L O FEE
Lij‘o

s [Attributes Server] : 77 A < U @MY — it XY BV — N ERIRLET,

A\

GE) ORI T 7 A NI HER nﬁv&w/\i&jﬂé‘ﬁiﬁ—g—é L. FOE
'}j‘“‘/\@ﬁ&ﬁﬁ){g%éﬂij— ASAIXEA /& IS G 'H-“‘/\i&}ﬂﬁ
L FET,

* [Session Username Server] : 77 A4~ U By v a v a—F4AHh—"inkh XY £y
vay a—HLHEY—"DERELET,

* [Interface-Specific Authorization Server Groups] : 8 ED A ¥ — 7 = A A3 T DB A —
N ITN—TDEN Y CEERLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle %4 7 1 7 7R v 27 A )35
TET, TOXAT IRy ATE, A ¥— 7I4z&#—ﬂﬁw~f%ﬁi¢
Hllblz, BRLEY— N TN —TF THRENEE LIS EIZLOCAL 7T — X X— A
“@72‘%/1//\/7 HFFATOMME O M ERRETE LT, \_035'/1’71:1 TR 7 AD
[Manage] "4 > %27 UV v 7§25 &, [Configure AAA Server Groups] Z A 7 2 7R 7
AMMBH & £9, [Interface/Server Group] 7 — 7 /WIIBIRNAENF RSN E T,

e [Delete] : FHR L7z — N Z 0 —T% T —TANHHIBRLET, RIS, CVE
L TEEHA,

* [Username Mapping from Certificate] : =— W4 &2 Hfith 357 T X VGEAED 7 ¢ —/ K& FE
ETEET,

AL |
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EHIO77A4)L, 2RB5EN

* [Pre-fill Username from Certificate] : & D/SF /L THRE SN TSRO 7 4 —/L KB LW
2FEBHDOT 40—V RinD, 2WEIEIEH S 24012258 1A LET, &
DEMZ A T DT, AAA BLOGEAEORIEF R eRET DLENHY £, 2
NEITHICIE. R Y 4 v R0 [Basic] 7S /ZFEY . [Method] DFED [Both] % 4 12
LET,

* [Hide username from end user] : 2 IRFBAEIZMEH S5 2 — 4 % VPN = —FIZFERRICT
BEPEHICA T LET,

» [Fallback when a certificate is unavailable] : Z @ g1, [Hide username from end user] 734" >
DEEICOERFRE T, FEELFEH TT&E*E'/\ X. Cisco Secure Desktop D75 A |k
2xxy o T EMAL T, 2KBRED 2 — YL L2 FFIA T LET,

s [Password] : 2 IRFEFEIZHEA SN H /32T — ROEFEHF A E L TROWT AN EZ SR L E
—a«O

e [Prompt] : =T—HFINAT—=REASNTLHE O T T MERRLET,

s [Use Primary] : 9XT® 2 IRFEFEIZ 1 IRFBFED /XA T — RZFAIH L £,

«[Use] : TXTO2RRIAEDIEE N Y N2AT— R AN LET,

* [Specify the certificate fields to be used as the username] : == —444 & LT ﬁ(ﬁ‘é 1 2Ll kD
T4V RERELET, ¥ F ) 2—PH/RAT — FRBREE 7233 TICGEAH O~ —

P HATATIEEE T Z D — L 2 HEHT 5121, J—#%$mﬂﬁki0tﬁ/&)
2—PLHZHEAANORETI2LENH Y 7,

* [Primary Field] : == —¥ &I T F5EHEDORAIDO 7 4 —/L REZRIRLET, ZOHE
DFRE SN TWA A, [Secondary Field] 1T S x4,

* [Secondary Field] : [Primary Field] 235 & S AV TWRWIGE, HT57 1 —L N4
WLET,

BHIDT7 4 — L RBIO2FEBHD 7 4 — /L FOBMEICIZ, RO T arBH F7,

Bt

E&E

C

Country ([E4) :2XFOEANE, EA=a2—
i, 1SO 3166 EHAMEFEIZHEHL L TUVWET,

CN

CommonName (—f&4) : A, VAT A, %
DD T 4T 4 DARL, B XY @M
ELTIIfEHTE A,

DNQ

RAA L HIEHT

EA

E-mail Address (BB A—/L 7 KL &) |

GENQ

Generational Qualifier (U EAfT) .

GN

Given Name (%) .
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AnyConnect 4t 707 7 1 JL. RBAIEMH .

B E&

I Initials (f =3 v /L) ,

L Locality (Mi4:) : #f&AEINTWDHHIE T
VT,

N Al

o Organization (fHff%) : =k, HUA, #&E.
B, TOMOT T 4T 4 DA,

Oou Organizational Unit GRfk=—=v k) : fHfk

(0) NOY 77 Vv—=7,

SER Serial Number (VU 7 /V&E5)

SN Surname (%) .

SP State/Province (I & 72 1 ZABENFIR)  « KRR
BT D F 72 I HENT R

T Title (%A k1) o

UID User Identifier (==—%ID) .

UPN User Principal Name (=—#% 7"J 2L
£)

« [Use the entire DN as the username] : 56472 % 7Y =2 h DN (RFC1779) #fHLC, T
ZNVFEENLRA 7 =) — D4 T2 G L £,

« [Use script to select username] : 7 ¥ Z VAEEN O 2 — VL4 2T 2 227 U 7 M & 48E
LE9, 774/ M [None] T,

+ [Add or Edit] : [Opens the Add or Edit Script Content] % 7 1 77K v 7 ANBI& | FEH
FEOA—PHO~ BTN L2227 )V T M 2ERTEET,

s [Delete] : R L72AZ VT MZHIBRLET, fEERINT, LVELLTEEEA,

AnyConnect #E#Hi 7O 7 7 A4 )L, Ra[EMH

AnyConnect ¥#i 7 & 7 7 A /L ® [Authorization] ¥ A 7 2 7R v 7 A& FHITNIE, A ¥—

7 = A AFEH OBV =N T N—TEFKow, B, WE. ERITHEBRT N TEET, 2
DEAT AT Ry I ADT =T VDETIZNE, A v F—T = ZAFFGY =T NV—TDAT—
HAMBRENET, BREINDIDIE, A X —T oA A%, ZHUHEET Nz — T
N—T BROERLIEY— N T —F CRENEELLLZICr—INL T —F_X—=2~D
T F =Ry TN, X =TT o TNDBNE I N TT,

— 48073 VPN B
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B anvcomectizgino > (0. BAES

ZDORA DT 4—)L RiL, AnyConnect, IKEvl, IKEv2, 353X 74 7 kL A SSL #f5¢
a7y A NTHIBETT,

* [Authorization Server Group] : B A[/NT A — X Z iR T A A — R Z L —TZHE L
—a_o

s [Server Group] : T 258 A Y — N TV —T %I LET, 7 74/ MMdnone TT,

* [Manage] : [Configure AAA Server Group] % A 7 2 7 AR v 7 AN E £3, AAA H—
NOBEIZDWTIE, 7747 MUASSLVPN i 7 10 7 7 A )L, GBFE, ¥—
TN—T DM (82 5—) ESRLTIIEINY,

» [Users must exist in the authorization database to connect] : ~=— 7% = @ FLHE % fiij 7= T~ 44
ERHLGEIE, ZOF 2y IRy I REF T LET,

» [Interface-specific Authorization Server Groups] : 8 E DA > ¥ —7 = A AIZKT HFRA[H—
N ITN—=TDHEY Y TEEHLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle # 1 7 1 77K v 7 A 3B
EET, TOFAT TRy 7 ATE, A v B —T oA ALP—RTN—TEIFET
e Lbliz, BRLICY — 7L — 7 TRENEA L72SEIZLOCAL 7 — # R — 2
NDT F =Ny P LT TLMEINERRETEET, ZOXAT IRy 7 AD
[Manage] h % > %27 U v 7§25 & [Configure AAA Server Groups] ¥ A 7 a7 K7
AMBE £, [Interface/Server Group] 7 — 7 /WIBIRNE N R RSN ET,

s [Delete] : R L7z — N VN —T% T =T ANGHIBRLET, EREINT, OV E
LbTEERA,
« [Username Mapping from Certificate] : = —4 &I § 57 P X VGEHED 7 4 —/L R 5
ETEET,

* [Use script to select username] : 7 3 # JLEEBEMN & 2 — W4 2RI 55512 H 5
HAIT VT NAERELET, T 744 ME[None] TF, fEET 4 —/L Kb 2—
VHEBRIRT D A7 U7 PR 2 A VTR, 23RL TSN,

+ [Add or Edit] : [Opens the Add or Edit Script Content] % 7 1 77K v 7 ANPI& | FEH
FEOA—FHO L TIMENT LAV T M ERTEET,

s [Delete] : TR L7ZAZ VT MZHIBRLET, #EERINT, RLVELLTEETA,

* [Use the entire DN as the username] : LB E ® [Distinguished Name] 7 « —/L R &{K%
a—HH L L THEHT2GAICHEE L £,

* [Specify the certificate fields to be used as the username] : = —VZIZHEART D 1 LU ED
T4V RERELET,

* [Primary Field] : = —H% A IZHEHT LFEHEOR VO 7 4 — /L FEBIRLET, ZOfE
DEE SN TV DA, [Secondary Field] 13 MM S v E 9,

* [Secondary Field] : [Primary Field] 235 /E SV TWRWIEA, HT57 4 — L R& ik
WLET,

7 VPN B
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AnyConnectiZfit 70 7 7 1 JL.,

i

AnyConnect 6 707 7 4 )L, BA. 1—H&EBRT 510022 7 ronsoien [

« [Find] : BB X7H & LCTHEAT2 GUI 7L £ 721X CLI =~ > K& AL, [Next] £7=
IZ [Previous] 27 U v 7 L THREEZBMBELET,

BA. 1—PRERRT HEHO0RY Y T FOREDIE

AnyConnect #2f5t 7" 1 7 7 A /LD [Authorization] <~ >~ T [use a script to select username] % FHR
L. [Add] £72IX [Edit) RF &2 27V w730 E IRDT 4 — )L RIRFRINET,

A7 VT RTlE, o~y B 7 47 a r TEFERINRWERAAOIEAEY —/L K& fE

MTEET,

GE)

27 VT N LICGEREN S O — A FAIATITY 47 MNEHEO 2 —FZ R ED
MH7WEA . AnyConnect 7 74 72 B XYY 47> b LA WebVPN (Z [Unknown] &

KRSNET,

e [ScriptName] : A2 U 7 NOARTEZFRE LT, BAEB L UFRAIDORA 7 U7 "4 IXFR LT

R EdA, TZTAZ VT M EERL, CLIE., ZOKEELXEITT 572D
CAZ VT 2R LET,

* [Select script parameters] : A7 U 7 M DOEMHE L ONEEZHBELET,
* [Value for Username] : = —%4 & L CHEHT 5 N2 DN BMEDO ke y 7272 U X K

(Subject DN) 75 @M A4 I L £7,

* [No Filtering] : f8& L7 DN AREELEHT L2 L oEEL 7,
« [Filterby substring] : BRGA > 7 v 7 2 (—HT 2RO LF-OLFFINOALE) I LOHE

TAVT v I A BRTHXFIE) 2HEELET, ZOF 7T a v 2&IRT 5845, B
WA T w7 AR, ZEHIZIITEERA, RTA VT v I AEZERICTDET 740 M
-1 &Y WFEHEEN BT ENE IR INET,

=& 2iE, RA Ma—VOfE%E T DN @D Common Name (CN) #EIRL7-L LFE
T, WOFIL, SESEREVMEEEAT LM LFINEEHLCZOMEE 7 4 NVZT D
FEERLET, ROMEIT, 2—V4 L L TEBICHIAINAETT,

R2:EHAXFEHEDZTaILEY VY

Btas Ty o R BTATYIR RY1E
1 5 host/
6 10 user
6 -1 user

ZORDITADOEICTAFTADA T v 7 AR LT, UEINDOEE DI SERS LFE
FIDOEHBET (ZOBAIEX Tuser] @ 1] ) A b TBLE5BBELET,

—ferarz N EE I}
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B anvcomectizgTn o7 4L, BA. 1—FEERRT 2EHORY YT FOREDEM

WA XFINC L DT 4 NE ) T ERMGHATBHE. MEBETHHDLTFINOE I DD~ T
WA ZENRETT, ROFITIEL, EHRBIAREELI I Lua BXOT AL L 27 YT |
A LET,

5l 1 : [Regular Expression Matching] : [Regular Expression] 7 4 —/L RIZHFRIZiEH 3 % 1EH
KBEEZATLET, —BOREHRARBOERE 72 #H S ET, [Email Address (EA))
DNED @it 5 E TOTRTCOXTINET 4 NVHE Y I HOICIEREREZHERTS &
LET, V@ PZNzFITTELHIEREHDO 1 5T, ZOHITIE, DNAEIZ
user1234@example.com 2 F LTV DHE, IERRBOEZ DRV fHIX userl234 L7200 F
R

1 2 : [Use custom script in LUA format] : M58 7 « — /L R&Z T+ 572012, LUA 7 a7 J
LAERRTCRBENTEAAZ LA VT FERELET, ZOFTva v a@BRYoL. 4
AZLLUA AT YT 2T 4=V RICANTELLHIC0ET, A7 V7 MIKRD &
2T F T,

return cert.subject.cn..'/'..cert.subject.l

1 oD2—HLE L THEHATS22ODN 7 4 —/LV K, —HF4 (cn) BLOHIE (1) %
FEAEL. 292907 4 — L RIICAT vva () XFEHALET,

WRDOFIZLUA A7 U7 N THERTREREMNES EFHHERLE T,
~

GE)  LUA TiE. RXFE/NLCFRRBI S ET,

xR 3:EitsH LHHA

B4 AL
cert.subject.c Country
cert.subject.cn Common Name
cert.subject.dnq DN i+
cert.subject.ea EF A=V T LR
cert.subject.genq HAVE A
cert.subject.gn A

cert.subject.i A =¥/
cert.subject.l 4,

cert.subject.n A Al

cert.subject.o ~ == 7 IVORERK
cert.subject.ou FEE BT

7 VPN B
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el
B

AnyConnect 6 707 7 4 )L, BA. 1—H&EBRT 510022 7 ronsoien [

cert.subject.ser

YT b U TNES

cert.subject.sn Ik
cert.subject.sp S
cert.subject.t Title
cert.subject.uid o —H D
cert.issuer.c Country

cert.issuer.cn

Common Name

cert.issuer.dnq

DN f&fifi+

cert.issuer.ea

FBEFA—IIL T RLR

cert.issuer.genq AR &A1
cert.issuer.gn %
cert.issuer.i =
cert.issuer.] 4
cert.issuer.n A R

cert.issuer.o

~ == T IVORERL

cert.issuer.ou

R HELAL

cert.issuer.ser

AT Y T NE S

cert.issuer.sn It
cert.issuer.sp o/ e
cert.issuer.t Title
cert.issuer.uid o —H 1D

cert.serialnumber

AEAE S T AE S

cert.subjectaltname.upn

a—H Y UL

Mo XV IN—F 2TV T NEeT 7T 47 L TNBEXIZT—NREL, A7 YT R
TIOT 4 TR RhoT-8E. BHEODa L Y — T — Ay —UnFRENET,

—ferarz N EE I}
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B /57  FLRsSLPNEETO T 7 AL, A2 8—T T4 RADBAH—8 T L—TOHEY 4T

D954AT7 2 FLASSLVWPNER 7O I 7ML, 41 VB3 —T 24 AANDRAHY—/N\ T )L—
TDE|IYHT
IDXATaT Ry 7 ATIE, A F—TxAR% AAA — " T L—7 2T H L E
7, FERIE. [Authorization] ¥ A4 71 VAR v 7 ADT — T WIERINET,
* [Interface] : A ' H—7 = A AZEIRLET, 774/ MEDMZ T,

* [Server Group] : BER L72A & —T = A RZHI D Y THY =R TN —T 2R IR L £7,
7 7 4V ME LOCAL T,

* [Manage] : [Configure AAA Server Group] ¥ A 7 2 7 7R > 7 AN E £,

EHRJOJD7AIL, THOUT4 V9

[Connection Profile] > [Advanced] @ [Accounting] XA > Clid, ASA &BEKOT T 4 7 F
TvaraERELET,
* [Accounting Server Group] : 7 AV 2T 4 U I T 5T TIZEREF HOF— N T —7
IEIRLE T,

* [Manage] : AAA $— 7 )L—7 % {ER% T X % [Configure AAA Server Groups] %1 7 12 2
Ny 7 AN EET,

EHEJOJD7A4IL, IL—T T4 ) F7RESTIL—T URL

[Connection Profile] > [Advanced] @ [GroupAlias/Group Group URL] A 7 2 7R > 7 AT, U
F—h -Vl A URHIRRINOINFICEELZ E 2 DR EHELET,

ZDEATa T DT 4 —/v KL AnyConnect 7 74 7 > hEB LY 747 h L ASSLVPN T
FLCTETN, 7747 FLASSLVPNIZITEIMD T 4 —/L F3 1250 £4, #Hrn 7 7
AND X T DLEIE, AnyConnect Tl [Group URL/Group Alias] ©, 2 71 7 > bk LA SSL VPN
TlZ [Clientless SSL VPN] T,

* [Login and Logout (Portal) Page Customization (Clientless SSL VPN only)] : i f 3~ % SRiEX E
SNTEHARZ A RBMUEIEETHZLICLY, 22— nr g X=UDNEAREL
£9. 7 74 /L MEDfltCustomization T, FHLWAIAZ A= a L ATV =r M
YER T A1Z1%, [Managel 27 U v 7 LET,

+ [Enable the display of Radius Reject-Message on the login screen] : FRE2MES Sz & &iom
TA v FAT Ry 7 AT RADIUS-reject A v E—V 2R RTHITIE, ZOF =y
Ny VA% A AT LET,

* [Enable the display of Securld message on the login screen] : 27 A > XA T VK 7 AT
SecurD A v =T 2 FRTHIIE, ZOF =y IRy 7 AeA T LET,

+ [Connection Aliases] : = A VT AL ZDAT—H A, a /A R —VREFEDRE:
it (ho NI N—") BZRIRTE DX )ICERARESNTWDIEAIL, =2—Fonr s
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gHEInarq, 25147 rLassLven [l

A2 N=UNZHE AV T ANKRREINET, =AU T AZBMEITHIBRT S

[Add] 7% [Deletel R¥ > %7 V7 LET, oA VT AEwRET DI, 7w7w1
FOXAVTAEL TNV w7 L, = M) ERELET, 41 X—T/NITR>TNDH A
TR AEERTBINE, T NVHNOF 2 ViR I AeF o F2134A 712 LFET,

* [Group URLs] : Z/V—7"URL &£ FDRAT—% X, v A VRHIZ—FR/FED T NV—T

EBRINTE D X9 ICHERPRESNTWDIHEIX, =2—Fonrfy X=JZ/n—7
URL ZFR SV E T, URL ZBINEITHIBRT 2121%, [Add] £7213 [Delete] A& > % 7
Uy 27 LET, URLZME ([Edit]) + 252 77— 7wm@m&%&7w7)/7bf
TNV ERELET, A X—T N OoTWVWDHARAT =X AZEETHITIL, T—T7 NN
DF v IRy At E£2347ICLET,

* [Do not run Cisco Secure Desktop (CSD) on client machine when using group URLs defined above
to access the ASA. (If a client connects using a connection alias, this setting is ignored.)] : 7 /L-—
7" URL IZ##t LT\ % 7 A4 7 > kT Cisco Secure Desktop D7 7V 77— 3 U & FATT
HMEIMERINLET, b4 T v avid, 7—7 URL ZiBIT 2561204
FREINET, 7947 baerdde, ¥Xa2 T4 7T IAT U ANRINL DL —
Pinbx FRA » PEEEZZE LR RLDOT, 2—FRVPNIZT 7 ERICTE D L
IWCDAP a7 4 X ab—2a VOEERMLBEILRLZENRHVET, ROF T a v
MHER L ET,

* [Alwaysrun CSD] : 7 /L — 7 URL IZHE L T\ 53X TD 2 7 A4 7 > b T Hostscan &
FAITLET,

I

+ [Disable CSD for both AnyConnect and clientless SSL VPN] : 2 /L—= URL {284 L T\
53 _TDY T AT > b® Hostscan MLER &R L £,

+ [Disable CSD for AnyConnect only] : 2 /L —= URL (%5t L C\»% AnyConnect 27 7 A
7 > b @ Hostscan LA GER L £ 3, 7272 L, 7 74 7> b L AR Tl Hostscan
ERERALET,

EHEIJOIJ7A4IL. V547> L X SSLVPN

[Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Connection Profiles] %
TRITRy 7 AL, BUEERINTWDZ 747 ML ASSLVPN#fii 707 7 A LB &
U&mwnw@&747/bvxﬁfyayﬁ—%%%éﬂi?o

* [Access Interfaces] : 77 EATA R —T N THA L F—T oA ARHEIRTEEST, 2D
T—=TNDT 4= )V RIZIE, A F—T oA AT = v IRy 7 ANFRIN, 77
AEFFATOME I DEBELET,

* [Device Certificate] : RSA ¥ —F 72X ECDSA ¥ —F 721X F 7 X AR A > b OFBFEDFE
HELZBEETCEET, 2200 TA MRSV NERET HA T arnboEd, 7
FAT v ME, XUFX—ID A a— K2k 2 ECDSA OV HR— &R LET, ASA
I, RELEZFZFAMRA L MYV RAREAR Y L, Z29ATV "RV R— 55K
WD 1 SEBRLET, ECDSA 2T 55515, RSA M7 A MARA & FORIIZ,
ZDORTARNKAY MR Eféﬁ%#%@i?

—ferarz N EE I}
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B =5707740. 45472 FLxssLVPN

* [Manage] : [Manage Identity Certificates] % 4 7 2 7R v 7 ANRPE £, ZDOXA TR
IRy 7 AT, BIRUCGEAEOFEM A B, fRE. kR, =7 AFR— b, X
RRTEET,

s [Port Setting] : 7 74 7 > h LA SSL B L WV IPsec (IKEv2) DA — hE5Z R E
LET, ®FAIE1~65535T9, 7 74/ MIAR— bk 443 CT7,

*» Login Page Setting

s A YT ATHNMSINDEE R T 7 7 A NER T A X—=U TEIRTE E§, #IRL
72 GA X, DefaultWebVPNGroup 235 7' 0 7 7 A MZp D £, =2—HFonr /A
YR=UIT, A= PRERTHERTORED F L TN—T I BIRT L7200 R
Hy Ay VA MRFIREND EOITHEELET,

» [Allow user to enter internal password on the login page] : WV —/SX~D 7T 7 & ARG
IRHNRAT— RE AT HAT v a v wEBMLET,

* [Shutdown portal login page] : 2 7' A 3T 4 £—T NV DLGEIZ Web N— T &2 FRx L E
—g—O

« [Connection Profiles] : = D#%f: (b kL ZV—7) OEEFGFARY —&RETHLa—R
R LT T — 7NV ERRFLET, L a—RiCko T, ZOERHDOT 7 4V ~ 7 b—
TRV =R S ET, La— R, T b aEE O ST A =2 REENT
WET,

* [Add] : B4R L7285t D [Add Clientless SSL VPN] % 4 7 2 7R v 7 AN & £9,
« [Edit] : #84R L 7= 8%%¢ D [Edit Clientless SSL VPN] ¥ A 7 2 77K v 7 AN & £,

* [Delete] : B4R L7 #ife 2 7 — 7 L GHIBR L 97, fERSh T, LVELL TS EY
hoe

o [Name] : #&fc 7" = 7 7 A /L DA,

* [Enabled] : £ X =TI 5> TWAGAILT = v 7 v — I P& ET,
* [Aliases] : #&ft 7' v 7 7 A L DHI4

* [Authentication Method] : i3 2F8FEF XA FEE L £7,

* [GroupPolicy] : Z DG 7 7 A NDT 7 4/ kN TN —T KR v—%F£ R LET,

* [Let group URL take precedence if group URL and certificate map match different connection profiles.
Otherwise, the connection profile matches the certificate map will be used.] : 2D A7 3 > T
I, BT 0 7 7 A NV OEINT 1 ZREIZ 7 L—7 URL 36 L URERH OB O 7 )
77 LU AERELET, ASAT, TV RRA V MTX o THRE SN HER SN D%,
BT m 7 7 A M Lo THRIESHIEHERE SN2 L A TERWIEEIE, BIOfEE —£
TR0 7 A NVBBRIRENET, VPN RARA & N THRE L2/ V—7URL %,
ML NA—7URL 2R ET Dk 7 n 7 7 A VL RET D7D, ZEDOEVASA Y 7
Fy=T7 VU —=2ATHEAINDE TV 77 LU AZFIATAEAICOR, 04T a vk
FATLET, TOFTva s, TIANBNTIEA TR TnET, A7 LY
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5547 LR sSLVPN TR 77 4 L, 24EE [

B ASAITEEHG 70 7 7 AV THRE LTAEHE Y 4 —V FEE, =2 R4 > N THEAT
DREAED 7 4 — /L REEBA LT, a7 7 A V2B Y TET,

D54T72RFLASSLVPNESHR O 74 )L, EXEHE

[Clientless SSL VPN Connection Profile] > [Advanced] > [Basic] %A 7 1 77K v 7 A Tld, AR
PERELET,

* [Name] : ¥ttt 245 E L £ 7, MEMEDOLS. 207 ¢ —/L NIEZHARY FHTT,

« [Aliases] : ((EE) Z O ONEEL % 1| DLLEfEE L E£9, [Clientless SSL VPN Access
Connections] ¥ A 7R 7Ry 7 ATEDA T a b ZREL TWDLEAIL, /A ~—
NITHB N ERENET,

* [Authentication] : FFE/NT7 A —HF ZFE L T,

* [Method] : Z DHEfE T, AAAGRGE, FEAERRGE. £/ 32OmM G 2T 202897
ERELET, 774/ MIAAAGERETT,

* [AAA server Group] : Z DEHEDORAFLIE T T 5 AAA T — N 7V —7 %R L E
T, 7 74 /v MEILOCAL T,

* [Manage] : [Configure AAA Server Group] % A 7 B 7R v 7 AN E £,

+ [DNS Server Group] : = O#5iD DNS —3 7 v—7"L UCHHT 52— 2R L E
¥, 7 7 4/ b DefaultDNS T3,

* [Default Group Policy] : Z D THEMT 57 740 b ZN—T R 2 —D/RF A —H %
HELET,
* [Group Policy] : ZO#ER THMT D27 74/ b Z V=T RY —2RRLES, 7
7 # )V N L DfltGrpPolicy T,

» [Clientless SSL VPN Protocol] : Z Dk TD Y 747 F L ASSLVPN 71 h 2/ %
AX—=TNVERITT 48— NI LET,

554F7 2 FLRASSLVPNIERE IO D74 /L. —iBEH

[Clientless SSL VPN Connection Profile] > [Advanced] > [General] # f 7 &2 7' 7R v 7 A &fEH LT,
AAA Y —NICET RN —FAND LV A E T N—TERETINEIPEREL, AT —
REHA TV a VEBELET,

* [Password Management] : AAA ¥ —/\/»5 D account-disabled - 27— ¥ O LEX|ZEET
HINTG A= L =TT H XA T — RHIREIEFNICE T 5 /37 A —F R ETE
iﬁ‘o

* [Enable notification password management] : ~DF = v J Ry 7 A& F T HE, K
D2ODNTA—=EZPHHATEDL X IICRY ET, NATV— FBRHREINICRDET
OFRFEDOBEAREL., TOHEFETHIOHD v 7 A VI —F | Z@mmd 50, £
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B /> 7 riassivenisginor (L, @i

T RAT — RAHREIIC R A Y Bl — @M 202 RELET, T 74/
R ClE, 782U — RAHARYINIC 25 L0 14 HETIC2—Y ~DO@mE A L, LI,
Z—PFPRRAT— REERTHETHEABNT S L OICREINTOET, #HHIX1
~ 180 H T,

A\

GE) oW E->THRRAT—ROHIRAYUIND ETOEIENEDD
DOTIE L, BENA R—=TNMIRDATETTHD LWV HITESR
LTLEE, ZOF TV a ryE&IRT 55515, BRLIEET
DUENBY 5,

WTFNDFETEH, ZEINTICAARAT — RBR#RONIC /o7& &, ASA Clidz—
PIZL DA T = ROEENRAGETT, BUTO/RRAT — RBEZ L TR WA,
2—PIIFDONRAT—REFHL e /A v LEEITDZ ENTEET,

ZONRTA—=HF, ZD XD IEmERE A YR — 95 RADIUS. RADIUS %)t~ NT
P — 3, LDAP — 372 XD AAA — XTHZH T, RADIUS £ 721X LDAP LN
BESNTWARWIES, ASA TlZZna~vwy RREH I ET,

9S5A4AF72MLRXSSLVPNEH IO D74 )L, BEL

[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication] %1 7 &2 7' 7K v 7 A Clx
A H— 7:4xlﬁ@mT%—Aﬁw—7%%T\Em\%ﬁ\itﬁmﬁﬁéifo:®
FATaT Ry I ADT =T NVDEATIZNE, A v F—T = A — R T NV—TDAT—X
ANERINET, BRINDDIL, 4"/§~7l4’ 24, FAUCEES T b —N 2
=T BEOBRL Y =N TN =T TEENEELIZE ST —IL T —=FX=Z~0D
T =N T PA F—=T T o TNDINE H N TT,

[Authentication] XA D7 ¢ —/L Ri%, AnyConnect DFGIE & [A] U TJ (AnyConnect £t 7 2
Ty A, BALENE (68 X—) ZHMW) o

D54 F7 2 RLASSLVPN Efs 7O T 74 )L, BBEE. —/N T IL—TDEM

[Clientless SSL VPN Connection Profile] > [Advanced] > [Authentication] # A 7 &2 7' 7R v 7 A D
[Add] RZ B2 ) w7358, A H—T oA A% AAA V—2) T )L—7 BT 5 Z &
NTEET,

DOREEITI 74—V RIZOWTIX, 7947 FLUASSLVPN B 7 7 7 AL, A v
& 7:4’%“@.%7'&“—/\ 7/]/‘——‘70)¥|JV)§|“C (78 /\%t‘/\) %;‘S%LT<7IL§1/\O

D924F7 2 FLRASSLVPN#ZfR T AT 7 4 )L, 2 REBAE

JIA4AT 2 MU A SSL D2 RIBFERE T 4 —/V NiX, #7077 A v, 2 WEGEREME (70
A=) IZREHEH STV D AnyConnect 7 7 A 7> b 77 A L[REIELTT,
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5547 rLRSSLVPNEGETOT7 40, BT

9S5A4AF72MLRXSSLVPNEHTO T 7 A I)L, 3B7

7747 b ASSLORRAEE 4 —/L Nid, AnyConnect, IKEvl, 3L TNKEv2 DHE &
FLCY, ZRHD7 4 —L ROFEMIZSWTIE, AnyConnect BE§E 7 101 7 7 A b, 78 AT R
(73 X—=) LTI 7EEN,

9547 LXSSLVPN #8707 7 ()L, NetBIOS H—/\

7747~ ASSLVPN i 7' 1 7 7 A /L ® [Advanced] > [NetBIOS Servers] 1 7 2 7' 78 v
7 AL, BEW A D NetBIOS H— D @A EK R 4V E T, [Add or Edit Tunnel Group dialog
box for Clientless SSL VPN access] > [NetBIOS]| # A 7 v 7R v 7 A&fEHATIIUL, hrxL 7

N—T"DNetBIOS BHELRETHZ LN TEET, 7747 F L ASSLVPN Tid, NetBIOS
& Common Internet File System (LA % —xy b 77 A/ AT L) Fu havzfifL
T VE— RNV AT ALEDT7 7 AMIT 7 8ALIZD, 77 A V&G L2 LET, Windows
A2 —HIZEDA L Ea— AL T ANV RAE LE D L5 L, BESN
7277 AN P —=NERy NT—2 LDV Y — A %557 2 FEE D NetBIOS 44 & k)i LE 7,

ASA X, NetBIOS4 % IP 7 R L R~ v T 57290IZ NetBIOS Fr— 24— N2 7 =Y — %1%
fgLEd, 794 T FPLVASSLVPN TiE, VE—F VAT LDT7 7 A NET 7 BAEIT
HAH T 572D NetBIOS RSB TT,

NBNS HREZ EIE S H 5 121%, D7e< & H 1 HBDNetBIOS —/3 (FFA k) Zi%ET 2 MEMN
HET, TEMAZERTHZOICNBNS 4 — "% 3 OE TRETEET, ASAX, VA b
DI DY — 3% NetBIOS/CIFS A RIfREFIEH LET, 72U —NRWTHE, ROF—N
MEHENET,

[NetBIOS Servers] X4 D7 4« —JL K

* [IP Address] : g%/ 4172 NetBIOS — 3D IP 7 KL A &R R L ET,

s [Master Browser] : $—/33 WINS % —/XTH 50, HDHWILCIFS — (DFE Y v R &
TITUW) bbb — A" ThLINERLET,

« [Timeout (seconds)] : P} —/3725 NBNS 7 = U —(Zxf 9 D I0E & RO i M DIREfE] & B HAAL T
KRLET, ZORMEZREL L, ROP—NZ7 ) —Z2EELET,

« [Retries] : @& SN 7=V — NTHk 5 NBNS 7 =) —DEEZNEFICY b T A+ 5 E%%E
FrLET, SWINE, =7 —ZRTETH "DV X FEKETHEEE VD Z &
TY, /U AT TY, T 740 POFRITREEI2ETT, &KV b7 A i
10 T9°,

* [Add/Edit] : NetBIOS #— %381 L £7, [Add or Edit NetBIOS Server] % A 7 1 7K > 7
ANPHEET,

s [Delete] : &R L 7= NetBIOS /7% U A R 22 G HIBRL £7,

* [Move Up/Move Down] : ASA (%, Z DR v 7 AZFKRSZNEF T, NetBIOS $—/3C
NBNSZ7 =V —Z#ELET, ZORy 7 A&ZMHLT, 72U —% U A AT ETICH)
MLk BEIEM A ZE L ET,
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B /57 rLxssLvenNEGETOTF L. 45472 FLRSSLVPN

54T RLRSSLVPNIES: O D 7ML, V54 F7 > LR SSL

VPN

74T b UAREE T v 7 7 A /L® [Advanced] > [Clientless SSL VPN] XA > Clif, v/ A
R E— h 22— PR RSN DINFICEET IRMEEZRETEET,

DX AT a L AnyConnect #7027 7 A VDT 4 —)L RIFEL TN B 728, FEMIZ DN T
T 7 s AN, IN—T 2 YT AL NV—TURL (718 X—¥) ML TS
VY,

IKEVI & 7027740

N

IKEv1 #2f5t 7' 00 7 7 A /W&, L2TPIPsec 7R ED XA T 4 7VPNZ T A 7 M ¥ —FR—F 4
VPN 7 A7 2 FORBFERY > —%EFK LE T, IKEv] #7127 7 A /L%, [Configuration]
> [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection Profiles] ~A > C
RELET,
» [Access Interfaces] : IPsec 77 T ATA F—T NI T DA F—T oA AZBRIRLET, T
TANRTIER, T EAFRIMbBRENLTOWER A,

« [Connection Profiles] : BEfED IPsec #fit DFXE W /3T A — X REANTERRLET,
[Connections] 7 — 7 /LIZiE, AR U v —&2RETHLa— KRRFRESNET, 1 OO L
a—RZEoT, ZOEHOT 7NV N T —TRY o—ni#dlsivEd, La— R
I7m b A VER OB ST A= REENTWET, T—7 /ML, ROAT LR H Y
EJ RN

* [Name] : IPsec IKEv] #ft DA RITETZILIP 7 RLAZELE T,

s [IPsec Enabled] : IPsec 7'7 k /LN A R—T /2o TCNDNE I NERLET, T
D7 v ka/id, [AddorEditIPsec Remote Access Connection] @ [Basic] # A 7 & 7 7K v
JATA F—T M LET,

o [L2TP/IPsec Enabled] : L2TP/IPsec 7' & ks I /L3 A R—T /U2 > TNB N E D I EIR
LEFT, ZD7 v kza/liL, [Add or Edit IPsec Remote Access Connection] @ [Basic] &
AT TRy 7 ATAR—=TMILET,

» [Authentication Server Group] : FRFEZ ML TE B9 — X J L —T D4,

+ [Group Policy] : = ® IPsec #ft D 7 NV—"7 KRV v — D4 iR~ LET,

GE)

[Delete] : BAR L7V — N T —T% T =T ANGHIBRLE T, MERINT, CVELHTE
EFHEA,
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IPsec JE— bk 7O £ REHETOT 74 )L, Basicl 2T [

IPsec ) E— 7O REHEITOT74)L, [Basicl 2 T

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[IPSec (IKEvl) Connection
Profiles] > [Add/Edit] > [Basic] ® [Add or Edit IPsec Remote Access Connection Profile Basic] # A 7
n 7Ry 7 ZAEMHT % & L2TP-IPsec & & T, IPsec IKEv] VPN £t H] 0> i J& 11 2 5%
TEET,

s [Name] : #fe 7' 0 7 7 A )L DA i,
* [IKE Peer Authentication] : IKE B 7 % E L £,

* [Pre-shared key] : ##i H OFRTLAXF—OEZEE L E T, FILAF—DHFRKEIX
128 L5 T,

* [Identity Certificate] : ID REBJZEN R E S 4L, B SN TV DHEA L, ID EHEDOA I
%N L E 9, [Manage] : [Manage Identity Certificates] %1 7 & T v 7 AN EE
T, ZOXA TRy 7 AT, TR UZENZEOFEMZ BN, WE, HIFR, =7
AR—h, RTEET,

* [User Authentication] : = —WFBFETHEH T2 — OFREIEE L £7, FEM7 850 #
I% [Advanced] 7 v a2 CRETE £,

s [Server Group] : =—VFFETHEHT LV — R Z—TZRINLET, 774/ M
LOCAL T9, LOCAL LIAADH— N T —TF % 8INT 2 & | [Fallback] Frxy IRy
JANFRTE DL L2 9, = T —T%BMT 521X, [Manage] & ¥
a7V LET,

s [Fallback] : /& L7zH— " ) — 7 ChaENBAE LI E612, 2 —VF85ETLOCAL
EERT 20 E SN ERRELET,

* [Client Address Assignment] : 7 7 A 7 > M@EMHEOEI Y 24 TICEET L JEMELEE L £7,

« [DHCP Servers] : /4% DHCP V— "D IP 7 FL Z&2HELET, RAKTI0HB
TP — R AR—ATRY) > TEMTE E7,

* [Client Address Pools] : FHIEEFHDT RV A F— L& 6 HETHELET, 7K
VA = )VEEFRT DHITIL, [Select] RF &7V w7 LET,
* [Default Group Policy] : 7 7 # /L b Z)L—"7" 7R > —I(ZBHdT 5 @B EZEE L 7,

* [Group Policy] : ZD# CHMHT L7 74V h ZNV—T R o—2RIRLET, 7
7 4 v biZ DfltGrpPolicy T4, Z D7 —7 K —IZBEMIT 5 H LI —7
AU —%EFRT HIZIE, [Manage] =7 V v 7 LET,

* [Enable IPsec protocol] & [Enable L2TP over IPsec protocol] : Z D& CHEMAT 57 1 b
o)L 7&‘ iggj:)_\l L/ i j—o
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. [Add/Edit Remote Access Connections] > [Advanced] > [General]

[Add/Edit Remote Access Connections] > [Advanced] > [General]

TDEATaT Ry 7 AEFEH LT, AAA P —NETHIICZ—FE DD LA E T L—T
BRETANEINEEEL, SAU— NEEATA—2E2EELET,

* [Strip the realm from the username before passing it on to the AAA server] : = —H4 % AAA ¥—
ANIZETHNC, L (BELRAAL V) Za—PANBRET DR E A R—T LV E 21T
T4 =T M LET, AR 2 — V4 D LL MER T ZHIBRT H121%, [Strip Realm]
Frxy Ry 7 AeAATLET, LWL LAIE, AAA GREE. 7FRl, TV T 4 7)
DaL—PFLHITBIMTEET, LALIKHLTEDRT U I X i@ 2T, BRI
username@realm T, f_&;{ i%, JaneDoe@example.com T¥, = [StrlpRealm]?":r: /7
RNy I A d AT DL, BRHIZ— R ORITESNTITONET, A 7L
I%. username@realm SLF-FI 2RI IS TRRFENM TN E T, —1TF VU &%ﬁﬁﬁf
ERVGERIE. ZOF =y IRy IV REF AT DRENRDHY 7,

A\

G VL LTN—TOmMGEa—FHITBNTEET, DY

ASA 1T, AAAREREICKT LT/ AV —7HE LV AHICERESNT
RIA=HFEMHERALET, Z04+7 v aroplii, 2—94
[@realm][<# F 721X 1>7 —T L7320 £ (f -

JaneDoe@example.com#VPNGroup) , Z DA 7T a U ZER LT
B, INV—TFTVIZLELTHERLIL 2HEHTILERD
DEF, ThE. @RLALAFYIZE LCHERSRA TS
HVASAV @EIN—T T U IZ LR TE WD TY,

Kerberos L /L I3RS T4, Kerberos LV AD 4 HiHIE L
T. Kerberos L' /LA & BEAHTF 570 TUVWD DNS KA A 4% KL
FORLLET, =& 21X, =—¥ 7D example.com KA A IZFF
3 55A121%, Kerberos L' /L A% EXAMPLE.COM & it L &
75

ASA |21, user@grouppolicy DA — MIEENEHA,
L2TP/IPsec 7 7 A 7 > NZIF A3, user@tunnelgroup Z 71 L7 k>
TN ALy F T HEYPR—FLTNWET,

+ [Strip the group from the username before passing it on to the AAA server] : =—H 4 % AAA
= NZET RN, VLA (BERNAA YY) Za2—FA0n0RETHIUEE A X—T L F
TET 4 =7 M LET, SRERIC 2 — T4 D 7 N —T 4 & HIFRT HIZIE. [Strip Group]
Frv IRy 7 X%Z]“/ LET, ZOA4 7 3 i, [Enable Group Lookup] N v 7 A %
FAC LSBT AENTT, TV I LT/ N—T e a—FHITBML,
Group Lookup 75:/1’2\ TMZTHE, ASALE, T Y I ZOEMNCH DX FET X Ta—
PhERL, AROXF 2T XTIN—TREMRLET, ARV —77Y I 2%
@. #. BLO! T, @7 Group Lookup DF 7 4 /L b TT, 2—HH4<F VY I F>7L—F
DT N—T %2 —PHIZEIMLET (5 : JaneDoe@VPNGroup, JaneDoe#VPNGroup
%> JaneDoe! VPNGroup) .
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IKEV1 Y 547> b 7 FLRIEE .

s [Password Management] : AAA Y —/ 3225 @ account-disabled 1 > 7 — & @ _LEX 2T
BHINTG A= L a—PFIIHTHRAT — FERUIEHICET AR A =X 2R T T
£7,

* [Enable notification upon password expiration to allow user to change password] : Z D F =
IR I AEFNZTDHE, RO2ODO/NNT A—FPRHHATELX 5120 £9, <
AU — FRHIREINICR D TOREDRBAZfREL. ZORBLEZTHIOR DR 7 A
VIFIZ =BT 20, FIE AT — ROHIBREINIC 72 5 Y B — P @A
TOMNEBRINTEET, 774/ FTIE, NATU— RBHIREINICAR D XD 14 HA]
[Za—F D@ EG L, Lk, 2—F N RAT— RE2EFETHECHABMTS
FLOICEESNTWES, #PAIT 1~ 180 HTY,

N

CE)  ZoOWRIZL->TIAT— ROHRPEIND ETOREBEDD
DOTIFRL . WENRA X =T MR DETTHD E VD RICHEE
LTLES, ZOFT v a =& RT 2855813, ALEET
DUMENRHY FT,

WTNOEETYH, BHEINTITRAT— RBRHIRTINIZ 2 -7~ & &, ASA Tld=z—
PIZKD/NAT = FOEENRAGETT, BUTO/RAT — RBEZ L T2 WNEE,
2—PIEFONRRT—REFRAL el A LTS ENTEET,
ZONRTA—=HF, ZD XD IEmEERE A YR — 95 RADIUS. RADIUS %)t~ NT

H— X LDAP H— 372 KD AAA — NTHZI T, RADIUS F 7213 LDAP FIEN
HESNTWARWES, ASA TiXZ oo~y RNERINET,

Z OHEBETIX. MS-CHAPV2 Z i A MENRH D £9°,

IKEV1 V9S4 7>k 7 FLARIEE

IJIGAT U b T RLAEDREIZTRXTOI ITA T v M7 a7 7 A @<, M
IZOWTIE, iy 7740, 7747 8 T RLAREE (66 2—Y) 22 LTLEE
AN

IKEV1 802 74 )L, ZBEE

ZDOXA TRy 7 AL, IPsec on Remote Access 38 L O Site-to-Site ~ > kL L —T7 D
BIERENET, ZOXA TRy 7 ATOREX, ASARKIZES TZORwTa 7 7
AN (ForxV TN—7) ICHEHESNET, A X =T oA AT LICFRREY— N v —T %
BRETHITIL, [Advanced]| 227 ) v 7 LET, ZOXATal Ry 7 ATE, ROBMHEEZRE
TEET,

» [Authentication Server Group] : LOCAL 7' /b —>" (57 )V ) 72 EOF|H ARE72 38 EY—
N T N—T % =R RLUET, None iR F[FE T, None F 721X Local LIS ZEIRT %
& . [Use LOCAL if Server Group Fails] = v 7 " v 7 ZARFIHTEL L D122 0 £7°,
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B xenzgioor 0, @

« [Use LOCAL if Server Group fails] : Authentication Server Group JEIEIZ X » THRE SNz 7

N—TTEEPFELTZHEIC, LOCAL 7—F RXR=ZA~DT =Ny J e F—T )b
FET 4 =T M LET,
[Enable Group Lookup] /R v 7 A% A4 71235 &, 22— DORIHESGRIEERETE
9, [Enable Group Lookup] 7~ »» 77 A & [Strip Group] D] & 4 NZT 5 &, AAA —/T
TN—THPMMINTm 22— OFT —Z_X—=REMFF LN D, AR —FH DOAITEE
DNTa—YERIET H I ENTEET,

IKEV1 8 0 74 )L, 3BT

RAORETTXTOI FAT v M7 v 7 7 A W@ TT, FHMIZ- OV TIEL. AnyConnect
B a7 7 A0, FRAEERE (68 X—) ZHZRL T ZIN,

IKEIEHR TR 274, FHOoT4 00

THIT 4 TOBREITTITDOI IAT Y MR 0 7 7 A )UIZIBR T, 3EMic oV T
WX, B e AN, T T 47 (18 %—V) EBZRL T LI,

IKEv1 #7027 7 4 JL. IPsec

[Configuration] > [Remote Access VPN] > [Network (Client) Access| > [[Psec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [IPsec]

« [Send certificate chain] : FFFHEF = — L BEOEEL A F—T NV EITT =7 LI L
T, ZOT7 7 v asilif, — FEHEB LOREENOTXTO ML CAREHENE F
ET,

« [IKE Peer ID Validation] : IKE &7 ID k4 3270 MHET D0, HDWITFEF

WL THR—= b ENTWBGERIZE T TF = 7T 50BN LT,

* [IKEKeep Alive] : ISAKMP % —77 74 7 £=4 V) T A F—T ML TRELET,
+ [Disable Keep Alives] : ISAKMP ¥—7"7 5 4 7 & A X —7)VEZIET 4 B—7 ML
i‘g‘o
* [MonitorKeep Alives] : ISAKMP ¥ —77 74 7 £=X U v Tk A X —TNVETIET 4

=TI LET, TOAT v a r&ERT D &, [Confidence Interval] 7 4 —/L K &
[Retry Interval] 7 ¢ —/L RAFIHTE 5 L 912720 £7,

* [Confidence Interval] : ISAKMP ¥ —77 7 4 7 OEEMREEZEE L E T, Z4uk. ASA
WX —TT I 7=V T EBETHETIC, TN T7 A RVREZkETE 5
BETT, R0, K300 T, UE—F T 27 BRI V=T DT 74/ M
300 F» ¢,

* [Retry Interval] : ISAKMP ¥ —77 74 7 DY F 7 A HOFEBRERRELET, 7
7 F v MEIZ 2T,

—f&#975 VPN 5% 5
88
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IKEv1 457077 1 L. IPsec. IKEZRSE ]

» [Head end will never initiate keepalive monitoring] : F Y1 FD ASA BX—TT 7 A4 7
FT=Z VT ERBBLABRVWE I ITHELET,

IKEVI1 #7027 7 4 )L, IPsec. IKE Z23E

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [[Psec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [IPsec] > [IKE Authentication]

* [Default Mode] : LFC@ none, xauth, F721% hybrid 7057 7 4 /L b OFBFEE — R Z @R T
TET

* [Interface-Specific Mode] : FRAEE— Ra A v Z —T = A AT LIZRREL £,

+ [Add/Edit/Delete] : [Interface/Authentication Modes] 7 — 7 /WIZk LT, BR L 7= A >
& —7 :’:/]) A & RIC™ uE:E‘_‘ ]\ 0)/\7 %Lbu/fﬁ%/éuﬁé Ljﬁjﬁ

o [Interface] : ZHiIft&EA X —T 2 A AEEBIRLET, T 74/ I\O)/I’ vHE—=TxA
A inside & outside T, BIDA  H—T = A AL ZRE LTZHAITIE. £ D4HI
DY A NMIERRSNET,

* [Authentication Mode] : £F20 none, xauth, % 721X hybrid 2> HF8FEE— R & RN T
ESr N

IKEV1 #0227 M4J)L, IPsec. 95A T2V IT F O T7DEH

[Configuration] > [Remote Access VPN] > [Network (Client) Access| > [[Psec(IKEv1) Connection
Profiles] > [Add/Edi] > [Advanced] > [IPsec] > [Client Software Update]

[Client VPN Software Update Table] : f > A h—AENTWNWDHHKT TA T VPN Y 7 v =
TN —=VWIZDOWTC, VIA T NEAT, VPNIIFA T b EY gy, BEOA A—
VURLZ—EERLET, 7I9AT L M XA TTEIZ, FNEINDITFTAT Y7 U=
TIVEYard, RESLT, Y7 MU T Ty L—REF Yy rn— R4 5 URL £72
IXIP T RLAERECTEET, 7747 N T v 7T —h A =X (Client Update % 1 7
0y Ry 7 ANEEMBARH 0 £9) X, ZoFREFEHL T, £ VPN 7 Z 47 > hAviEY)
RYETa s LV TEITIN TSN E 9, MU THIUL, EA Yy E—V LT v 7T —
MAD=AL%, HRKOY 7 b =T %2FEITLTNDEY T4 7 2 MIRT 2008 5 % Hlbr
LET,

« [Client Type] : VPN 7 A4 7> b XA T H#HH L E7,
* [VPN ClientRevisions] : fFASND VPN FA4 T bV EY a > LULERELET,

s [Location URL] : B2 VPN 7 FA T N V7 "Ny =2 T A A=V hF T — RTED
URL 721X IP T RLRAZBELET, ¥4 700 Ry 7 AX—ZADVPNI 7L T D
Y& . URL L http:/ £ 713 https:// & W HIEXTT, 7747 F F— KD ASA 5505 T
L. URL (Z tfp:// B TH HLE N H D £,
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IKEv1 #%t 7027 7 1 JL. PPP

Z O IKEvl i 7 v 7 7 A L 2] LT PPP 456 CREAT SV DRMET 1 b =L 2@ ET 512
¥, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection
Profiles] > [Add/Edit] > [Advanced] > [PPP] Z B < £ 7,

TOEATa TRy 7 AE, IPsecIKEvl VE— N7 722870 77 A VT EA SN
F9,

« [CHAP] : PPP #%#¢ C CHAP ' h 2 /LD % A 2 — 7 LIC L £7,

« [MS-CHAP-V1] : PPP ##¢ T MS-CHAP-V1 7' b /LD Z A 2 — 7 LI L £7,
« [MS-CHAP-V2] : PPP ##i T MS-CHAP-V2 711 b 2L Dl % A 2 — 7 LI L £7,
« [PAP] : PPP ### CPAP 711 F L D & A F— 7 M2 LE 7,

« [EAP-PROXY] : PPP $4f¢ C EAP-PROXY 7' 12 h 2 VDl % A % —7IZ L £9, EAP
I%. Extensible Authentication protocol (JEIEFEFET 7 h=/L) ZEHRL ET,

IKEV2 s 7O 274 )L

IKEV2 $#5i 7' 10 7 7 A /L ClL, AnyConnect VPN 7 T A 7 > MIxfd 5 EAP, FEBER—2
BLOEFHA S — N— 202 €& LE£9, ASDM D% E/ % /L%, [Configuration] >
[Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connection Profiles] T9,

* [AccessInterfaces] : IPsec 77 E A TA X —TMITHA VX —T oA A%ERLET, T
74 FTIER, 77 BAGRIMT BRI TV EE A,

* [Bypass interface access lists for inbound VPN sessions] : &5{5 VPNt v a > DA ¥ —7 =
AATIHAYARNERNANRATHINE, ZOF =y IRy 7 A F A LET, 71—
TRV =B R =T 7R VA MITRTO T 7 4 v 7 ITFICHE
SHET,

» [Connection Profiles] : BEA7® IPsec £t DR EH A4 /3T A —H #RIEA TR LET,
[Connection Profiles] 7 — 7 /WZI&, B AR Y > —Z2WET H L a— RBRERRINET, |
DOV a—RNIZLo>T, ZOEEHDT 74V N I NA—T R —nNilpllshvEd, La—
RiZiZ7 e b 2 VE R OB /7 A—2BNEENTWET, T—7IZE, RO T LR
HYET,

* [Name] : IPsec #Et DAFIE /21T IP 7 KL AZFRE L T,

s [IKEv2 Enabled] : #1272 > TV DAL, IKEV2 78 R 2 LR A X—T W75 T
WL ZEERLET,

* [Authentication Server Group] : #EIZAEHT 2 Y — N 7 —T DA ZIEE L 7,

* [Group Policy] : Z @ IPsec #ft D 7 —7" 7R > —DAHiZ R LET,

7 VPN B



| —#egzs veN
IPsec IKEv2 #4707 7 4 )L : [Basic] 2 7 [

A\

GE)  [Delete] : IR L7V — " 7 —T% T —T NN BHIBRL £,
RSN, LCVELLTEERA,

IPsec IKEv2 #Z%5 707 7 4 JL : [Basic] & T

[Add or Edit IPsec Remote Access Connection Profile Basic] %1 7 17 778 v 7 AT, IPsec IKEv2
o LBEEELZRE LET,

* [Name] : #&fish 2 8FE L £ 7,
* [IKE Peer Authentication] : IKE B 7 5% E L £,

* [Pre-shared key] : #&ft HOFRILAF—DELFE LT, FaibAF—DRKEIT
128 L7 T,

* [Enable Certificate Authentication] : A 123 % & AEICGEAZFZEH TE £,

* [Enable peer authenticationusing EAP] : A2 9 % &, FBAEICEAP AT ¥4, =
DF =z IRy I A d A LT j: u— 7 VidE wE@?%%ﬁﬂﬂTéME#
DET,

. [Send an EAP identity request to the client] : UE— K 727 A VPN 7 74 7 NZ EAP
PREER Z X ETE £,

+ [Mobike RRC] : Mobike RRC % A %h/#Exhiz L £9°,

* [Enable Return Routability Check for mobike] : Mobike 23 HZhiZ 72 > TV 5 IKE/IPSEC &
X274 7Y —va B FAT IV I IPT RLADODEREEZF = v /T
% Return Routability % A %0/HENZ LE T,

» [User Authentication] : PRIALTHEAT 2V — " DOEREFE L E T, FHM7e iR
g [Advanced] &7 >3 V CHRETEE9,

s [Server Group] : = —HWBIETHEMAT 2V — N 7V —T%BIRLET, 7 74/ MME
LOCAL T9, LOCAL A DH—sN 7 )—T7 %8R 25 & | [Fallback] = v 7 R v
T APBINTEX L9120 ET,

* [Manage] : [Configure AAA Server Group] % A 7 B 7R v 7 AN E £,
* [Fallback] : $87E L 7= ¥ —" ZL— 7 CREF R HEAE LI2HEI1C, = —¥38GE T LOCAL
T oM E S EfRELE T,

* [Client Address Assignment] : 7 7 A 7 > M@MHEOEI Y 24 TICEET L JEMELEE L £7,

« [DHCP Servers] : /4% DHCP +— "D IP 7 RL A& EELET, RRKTI0EE
TP — R AR—ATRY) > TEMTE E7,
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. IPsec ') E— k 7V £ A#E#H T O T 7 1 JL : [Advanced] > [IPsec] & 7'

* [Client Address Pools] : SRIEFKFHDT R LA F—/L & 6l E THEL 7, [Select]
7V v 735 L, [Address Pools] 4 7 a7 Ry 7 ANHE £,

» [Default Group Policy] : 77 4/~ Z)L—7" KR o —ICBET L BEEZHELET,

* [Group Policy] : ZOHE CHEMT LT 74V b ZNV—T R o—%RIRLET, 7
7 # )V ;& DfltGrpPolicy T,

* [Manage] : [Configure Group Policies]| ¥4 7 2 7R v 7 ANRPE E7, ZOXA T
RNy 7 AT, 7= KU r—ziBM, e, EFHIRTE T,

« [Client Protocols] : Z DG CEAT 57 1 ha /L Z&INL £, 7741 T,
IPsec & L2TP over IPsec D i N ER STV E T,

« [Enable IKEv2 Protocol] : U E— k 77 R#k 70 7 7 A LT % IKEV2 7' 1
FanzARx—7 /M LET, Zhid, BIFEBRLIE VT R —DEMET
R

IPsec U E— 7O REH TA T 74 )L : [Advanced] > [IPsec] 2 7

IPsec (IKEv2) #Eki7'© 7 7 A L@ [IPsec] 7— 7 WAIIKD T 4 — IV KR H Y 97,

* [Send certificate chain] : FFFAEF = — L BEOEELZ A F— TNV E21TT 4 =TI T
LDEGAENAATLET, 20T 7 v a s ilif, — FMEAEB LR ERNOT X TO AL
CAFEHAENG ENE T,

* [IKE Peer ID Validation] : IKE ©°7 ID OFMEEZT = v 7 LiaWin, EHET D0, D

WTREAFIZ L > THR— RSN TV LB TF =y 7T o0& Frny 724 U A R
HEIRL £,

IPsec £7-(LSSLVPNIE&# T O 7 7 A ILADEEAEND T v

E> g

ASA X, 7 74 7> MEERRREIZ L D IPsec BB R 22550 &, HEINTWVDHRY
=T THEICEE R T 0 7 7 ANV EE D Y CTEd, FORY —iF, RE LI L—L &
ATE, SFHEOU 7 41—V K, IKEID (RA ML, IPT RFL R, ¥—IDARY) . ETIPT
RUA, F723T7 74V Mg T 0 7 7 A VEERATE £9, SSLEROLA ., ASAITHRES
NTWBIL—AET AL £,

N— )L &R 5 IPsec B & 721X SSL R OH &, ASA X BT H DN HD1DH ETIL—
KL CREEO BMEZRHE L 3, —8T 2LV —ANH20D & O — /W BT
O T 0 7 7 A VEBHRIZEID Y TET, —ET 2L —AREONLRNES . ASA
iE. T 7 FOER T 1 7 7 AL (IPsec DA 1T DefaultRAGroup, SSL VPN DA 1%

Default WEBVPNGroup) Z##elZHI 0 M CTEJ, 22—k, 87 n 7 7 A L3 A R2—T LI
o THIIE, R—F N X=VICRREND KRy T X7 VXA INMLZEOHER T2 7 7 A
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ED T PRI N DS |

NERIRTEET, Ok v 7 7 A VO A 1 BERAT25G ORI, FEAERI A0
Eom, FLTHER Y07 7 A VOFRREREIC L > TR Y £,

RY =BT DREAE V=718, GEAEL—F OMR S NV — 7 2R ET 5 IO
Lk ERLET,

[Policy] A > CHET AR O—%2FKELET, BMET L — L EZEIRT 55513, [Rules]
N TR L TL—AEEELET,

SIBEESE T 7AIL Ty T, R —

IPsec #fEIZBNT, AU > —Z—&T HiHE I V—71%, GEHE2—VF ORI V—T%
BRET DDA T D HEEZERLET, ZNHORY —0%EEH L, [Configuration]
> [Remote Access VPN] > [Network (Client) Access]> [Advanced] > [IPsec] > [Certificate to
Connection Profile Maps] > [Policy] Ti%E L £

* [Use the configured rules to match a certificate to a group] : [Rules] CEFE L 7= /L — /L & T
TET,

* [Use the certificate OU field to determine the group] : flffk=~=> ~ 7+ —/L R&{EH L T,
AEAEIC BT 2 7NV —T 2 RETEET, ZOREIX, 774NV FTEHAATR>TE
‘j‘o

[Use the IKE identity to determine the group] : [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Advanced] > [IPsec] > [IKE Parameters] CEFE L7= ID 2 CT& £,
IKEID X, IP7 RL A, ¥—IDIZkV, FHIIHBTHEESNET,

[Use the peer IP address to determine the group] : E7 D IP 7 RV AZEH T 4, Z D%
ElX, T 74NV FTHUATR > TWET,

[Default to Connection Profile] : & D HIEICH —H Lo oG EICHEHT 5, GEEL—
VYOTTH Vb IN—=T @R TEET, ZOREL, 774/ b TEHUTR>TNE
7, [Default] iCHDT 74NN I N—T% 7 Vw7 LT, VARG A= LET, &
FBIIE TN —TBMETT, VR NN NA—T 07205413, [Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Group Policies] T/ NV —7 % EHFT HLENRH Y
7,

SIBAEAERE AT 7AIL Y TDIL—)L

IPsec #HElZ BN T, RY P —I—BT HEHFE I V—713, iEAEL—V ORI NV —T %
FETHDIERT B HEEERLET, v 77 A /v~ v 7%, [Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Advanced] > [IPsec] > [Certificate to Connection Profile
Maps] > [Rules] TYERK L £97,

ZONA DL, GEHERSR T T AL~y T DY A vy B S REERFTRENE T,
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B avzssioor <y T ERERAL—LEEDEMD

RERAEMEZE IO 774 Ty T, SIAEREIL—ILEEDIENM
BT m 7y ANy T NN VI T T LYy T Ta T s A VAR L E T,
* [Map] : IROWFTINERIRL E77,
* [Existing] : L—/LEZEZH DL~ Y TOLFT R R L ET,
s New] : =D LW~y T4 EATTLET,
* [Priority] : 10 ¥k AJ) LT, BEER &2 ZIT -7z & & 12 ASA 3~ v 7 &t § 5 IE

FAEEELET, EBEINTWAENOL—AOT 73V T54 4V F 41310 T,
ASA 1358 A2 3 A BRIC, BERIEN B SRR /NS~ v T LA L £,

* [Mapped to Connection Profile] : LARIX [~ R/v Z)v—"7 ) LA CWeEi 7 e 7 7 A
NEBIRLT, ZOL— M~y BT LET,

WOIETHHAT D~ v T ~DON— VIEHEDE| ) B TEITDRWES, ASAIZETD~ vy T
NU 28R L E9,

X
Configure a certificate matching rule criterion
Fle Priority: 30
Mapped to Group; DefaultRAGroup
Field Component COperator Yalue
Subject ﬂ I—— ‘Whole Field -- ;I IEquaIs Ll I
o
OF I Cancel | Help | %
o
X
Configure a certificate matching rule criterion
Rule Priority: 30
Mapped to Group: DefaultRAGroUp
Field Companenk Cperator Yalue
Subject LI I—— Whale Field -- ;I IEquaIs LI ItestZDD
&
ok I Cancel | Help | -
o

SFRREREEIIL— ILEEDENMRE
ZOXATu TRy 7 A, BT a7 A NI~ B T AR R ER A L — LV HE AR
TETAEDIFEHLET,

s [RulePriority] : (GRAREH) BHZERkEZZ T -7 & ZITASAN~ v &3 2 A7,
ASA T8 4ER 2 R T D BRIC . BRI E SR R b/ S W~y TN BRHE L £,

« [Mapped to Group] : (FREEM) L—ANEV U THNTWAERE T 7 7 A /L,
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e [Field] : Rmy 7 Xy URRnG,

amzraL—LizoenEe ]

FHtd 2 REAF O AR L 97,

* [Subject] : REBAEEZMEHT 52—V £ X AT A, CA D)L— MEHEDLAIL,

Subject & Issuer 23[F] U T,

* [Alternative Subject] : 7= 7 MUBAILRICK Y . BINT 5 ID ZFEHEO 7

YV ML RTEET,

o [Issuer] : REBEZRIT L7 CA £/l => 7 7 ¢ (FlEx) .

s [Extended Key Usage] : —EDEffi & L TR TE 5, LV @ELREELRILT 527 7

A7 > FAEAEOILER,

* [Component] :

([Subject of Issuer] VRN SN TWDHGEEICOABEHENET) , L—L T

R 284 = U AR—F 2 FEROF NI F97,

DNZJ+s—JLF

o
T

Whole Field

DN 21k,

Country (C)

2 T DEA MR, B4 =2 — RiX, 1S03166
[E 4 BEEE I HEHL L TV E T,

Common Name (CN)

2—Y VRTF A, FOMOZ T 4T 4
DL EI, ZiUE, IDEEOR T (KbHE
AHEDE) LV TT,

DN Qualifier (DNQ)

#=d DN Bk,

E-mail Address (EA)

FEAEEZIAET LD 2—Y, VAT A, £
I T 4T A DEFA—IL T FL A,

Generational Qualifier (GENQ)

Jr. St.. E720X I 72 ¥ o ARUER T

Given Name (GN)

AEAEFTA A O4RT (4

Initials (I)

FERAEFT A O & 4 ORAIDO T,

Locality (L)

MRS ITAES 2 THHTAS,

Name (N)

AEFEFTAHE D4R,

Organization (O)

Stk FR, BB, e, Tofioxr T o
T 4 DR,

Organizational Unit (OU)

WEEN OV 7 7 —F

Serial Number (SER)

AEAED LY TG,

Surname (SN)

AEMEFTA A DL,

State/Province (S/P)

MRS FTE S 2 NI
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B sicosiczmioor 0

DN+ —JLF E&E

Title (T) AERAEFT A H O, (Dr. 72 &)

User ID (UID) AEFIEFT A O 1D &7,

Unstructured Name (UNAME) unstructuredName )87 1 1%, 7 =2
k D4 il % FEREE L ASCIT X% & L CHE
ELET,

IP Address (IP) IP7 RLA 74— K,

* [Operator] : /L—/ /L CEMT 21HE 23R L 7,
e [Equals] : fEF 4 7 4 — /b RMEIZZERE—HT 20E R H D £7,
* [Contains] : BEEH T A —/V RIEREENTODLERH D F77,
* [Does Not Equal] : 58 EH4 7 4 —/V RWME L —FH LianK ol LET,
* [Does Not Contain] : f@3EE4 7 4 —/L FIZEA G ENLRVE D ICLET,
« [Value] : 255 X7 % COHPHCHEAE FOA 7Y =7 F%&#EE L £7, Extended Key Usage

EEDLA., Fu vy H o A NTHIER SNZHEOWTNNEERT 50, ok
EODOOID # AJTEET, FRIERINIZETRDO LB T,

EIRIEE F—ERADOEM 0ID XX =3l
clientauth 547 RS 1.3.6.1.5.5.7.3.2
codesigning o— RE A4 1.3.6.1.5.5.7.3.3
emailprotection BRINEA A — I 15# 1.3.6.1.55.7.3.4
ocspsigning OCSP Z4, 1.3.6.1.5.5.7.3.9
serverauth P — \ERE 1.3.6.1.5.5.7.3.1
timestamping BAINAR S 1.3.6.1.5.5.7.3.8

Site-to-Site EfE O 7714 JL

[Connection Profiles] 4 1 7 1 7 7R » 7 ZIZ1%, BIERRE 41TV 5 Site-to-Site #fic 7' 1 7 7 A
V(RN TN—T) ORUENRFRRENET, ZOXA T TRy 7 AT, B
TaT7 r ANHERNTT HEEIEHT LTV IXEBIRLICY, #t 7 v 7 7 A V&80,
EH, FREFHIBERLEDVTAZ L TEET,
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Site-to-Site %7077 A L. emErEEE [

ASA T, IPv4 £721% IPv6 @ IPsec LAN-to-LAN VPN #5613 IKEv1 E£721% IKEv2 24 H L T
PR—FEN, ARy hT—7 ARy b U —Z 1ZNEBB L OGNSR IP ~> X —&fi L
THR—brENET,

[Site to Site Connection Profile] X1 > D7 4 —JL F

* [AccessInterfaces] : £ v X —T7 = A ADYE— M ET TNAAL AL TT IV ERATELHT
NRAARAAVHE—=T 2 ADT—TNVNERINET,

o [Interface] : 77 A A RF—TNELIFZT 4 E—TNCTET A A A HF—T =
/rxo

s [Allow IKEv1 Access] : 7 7 /351 A2 L 5 IPsecIKEVl 77 ¥ A% A F—T /WZT 5
LAl A AT LET,

s [Allow IKEv2 Access] : BT 7 /34 AL 5 IPsecIKEV2 77 B A& A X —T WIZT 5
BHICA I LET,
« [Connection Profiles] : 7'v 7 7 A /L& BN, Mte., F/ITHIFRTE 24807 v 7 7 A LD
T=TNERRLET,
* [Add] : [Add IPsec Site-to-Site connection profile] %A 7 1 7' 7R v 7 AP & F7,
« [Edit] : [Edit IPsec Site-to-Site connection profile] %A 7 v 77K v 7 AN X £,

* [Delete] : BHR L7z 7' 0 7 7 A V2 HIBR L £9, MRS, PYVELLTEEYE
hoe

* [Name] : 8t 7' 1 7 7 A L DA,

* [Interface] : #EfE 7' 1 7 7 A VDA R—=T IR > TNHA U F—T = A A,
s [Local Network] : 2 —H /v x>y NI —ZDIP T RLVAERELET,

* [Remote Network] : VE— K v hU—7DIP 7 RLAZRELET,

* [IKEv1 Enabled] : #7107 7 A LZxt L TA R — 772 5> TV D IKEVI KR L
E3e

¢ [IKEv2 Enabled] : #7127 7 A /WIZxE L CTA F—T W72 > TWDH IKEV2 3o L
\i—g—o

« [Group Policy] : #ft 72 7 7 A NDTFT T 4V s I N—TF KR v —%FRLET,

Site-to-Site IEfR TR 77 A4 )L, BMFELITHEE

[Add or Edit IPsec Site-to-Site Connection] %1 7 1 778 v 77 A Ti&, IPsec Site-to-Site £t & Ak
FRFAEECTEES, ZOXAT IRy 7 ATHE, IPT FLA (IPv4 £721XIPv6) DIEE.
BEiA DIRE, A 2 —7 = A ZADER| IKEvl ET7 B L OIKE2 7 & a2 —HFRIERT A —

— 187 VPN B
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B sicosiezmToo 7L, EBmELGEE

ZOIRE, RESNT-Xy NU—270fFE. BXOWETLITY RLADEEZITHI ZENT
=FET,
2ODET OREHBLUVSE R Y N T — 2 BIPvA DS (NEB L UOSNHBA v F—T = A |
DT FLUANRIPVADHEE) . ASATIE., A3V — K/3%—F 4 DT & @ LAN-to-LAN
VPN #fge R — F ENEJ,
IPv47 KL 7L IPv6 7 KLy U U ZNRE LT, £33 T _TIPv6 7 KLy v 7o
LAN-to-LAN 56512 DWW TCIE, Wi D E T 2 Cisco ASA 5500 ) — XX V5 4 7794
TUADEE. BXOWMFORNE XY NT—2 D7 Ly v 7 HFRAR—FH L TWAES (W
JiM IPv4 F 213508 IPv6 D) 1X. EF2UTF 4 77547 AT VPN b Rn 4
R—hrENFET,
BARBIIZIE, T DO E T A Cisco ASA 5500 U — X ASA DE. RO bR PRV R— b &
nEJ,
* ASA ODNERA v MU —27 3 1Pvd T, AExr > T —27 B IPv6 (NEA > ¥ —7 =4 A E
DT RUANRIPvA T, A v H—T =2 A A EDT KL AN IPv6)

* ASA ODNERA v BT —27 D3 1Pv6 T, x> RU—27 B IPv4 (NEA v ¥ —7 =4 A E
DT RLANRIPv6 T, A v H—T =2 A A EDT KL AD IPv4)

* ASA ODNERA v BT —27 D3 IPv6 T, AR > BT —27 B IPv6 (NERE LU A > & —
T2 A A EDOT KL AN IPV6)

[Basic] /XRILD T 14 —JL F

* [Peer IP Address] : IP 7 K LA (IPv4 £7213X1Pv6) ZFEEL, TDT RLRAZAXT 4 v
JICTHMEIDERETETET,
» [Connection Name] : Z D 7 1 7 7 A WZEID U ToONT=4RIEFEE L £9, Edit #5E
DEe. ZD7 44—V FIZFRRHGHTY, #4455, [Peer IP Address] 7 4 —/L R CTHE
SNDIPT FLRERUICRD X ITHETEET,
* [Interface] : ZDERHETHMNT o4 0 F—T = A A2 RINLET,
* [Protected Networks] : ~ Dt CR#EINTWLIr—INLEBLIRVE—F Xy hU—7 %
BIREITEELET,
o [IP Address Type] : 7 RL AN IPvA 7 RLAEXIPV6 7 RLADWT N TH L0 %
BELET,
* [Local Network] : @ — /L %y NI —Z7DIP 7 NLVALZREL £T,
¢ [..] : [Browse Local Network] # A 72 7Ry 7 ANRFEET, ZDOXA TR TRy
ATIE, v—H Ry NU—T ZERTEET,

* [Remote Network] : YE—F Ry NIV =7 DIP 7 RLAZEELET,

s [IPsec Enabling] : Z D72 7 7 A VDT NV—T KR — BIOZEORY —THRE
Lz —%#7n FaLvzEELET,

* [Group Policy Name] : Z D7 v 7 7 A WIZEH#EMS T O N TWAE T —F KR o—
HELET,
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Site-to-Site %7077 A L. emErEEE [

* [Manage] : [Browse Remote Network] 4 7 2 /R v 7 ABRME £, ZOXA T s

Ry 7 AT, VE—F Xy hU—7 BN CTXET,

s [Enable IKEv1] : fEE L7= /N —7 K)o —TH—ZHa~7' a0 ka2 /)L IKEvl A 11—

U LET,

* [Enable IKEV2] : f§E L7/ NV—7 AU o —TH—ZM7 1 b 2L IKEV2 A x—7

Uz LET,

* [IKEv1 Settings] % 7 : IKEvl OROFRAEXER L O S LR EEBE L £7,
s [Pre-sharedKey] : ~ > R/ 7 —7 OFFiHAE X —DMEEfEE LET, Friax—

DEREIT 128 TFETT,

* [Device Certificate] : 8L CEH T2 IDFEIENH H5E1X. TOLARIEZEELET,

* [Manage] : [Manage Identity Certificates] % 4 7 1 7R v 7 ANPE T, ZOXA TR

TRy 7 AT, T TICRESNL TV DAEHEFEOFRR, H LOGEHF OB, FEHE
DFFEMOFIR, B L UOREHFEORE E7ITHIRZITO 2 LN TEET,

* [IKE Policy] : IKE 7R AR —H /L THEHT L 5T L3 ) X L% 1 DL ERREL

\j—o

* [Manage] : [Configure IKEv1 Proposals] % A 7 7 7R v 7 AR & £,

» [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHEHT L0557 /v Y X 8% 1oL 1

HELET,

* [IKEv2 Settings] # 7 : IKEv2 DR DFERRER ER L O 5L EZHE L £7,
s [Local Pre-shared Key] : b >R/ 7 —7OFREEF—DHEEZIEE L T, Faidt

X —DiKEIL 128 XFTY,

» [Local Device Certificate] : F3FECHEHT 2 IDFEAENH HLEIE. TOLAFIEREE L

£75

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANHEET, ZOX AT 1

TRy 7 ZATIE, TTICRESNTWDIEHFOLIR, B LWVGEHFEOBEN, EHHF
DFMOFIR, B LOREHEOMRE Z/ZZHIRZITO LR TEET,

+ [Remote Peer Pre-shared Key] : ~ > /b Z—7 DV ®— h 7 HpijfaF—fEs

FBELET, B F—DKERKEIT 128 LFETT,

* [Remote Peer Certificate Authentication] : Z Okt 7" 1 7 7 A /L@ IKEv2 ¥t OFEH

ERAEA T 51, [Allowed] & A2 LE T

* [Manage] : REFHFEDORRCHBIGEFE DB %A %17 T X % [Manage CA Certificates] %

AT u PR ET,

* [IKE Policy] : IKE 7’ m AR—V /L THEHT 257 V3 ) X u8% 1 DL ERREL

R
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* [Manage] : [Configure IKEv1 Proposals] % 1 7 1 77K > 7 ZA3F & 77,

* [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHiHT L7 /LY X A8% 1 2Lk
BELET,

o [Select] : IKEV2 #5i DG 7 0 7 7 A M T O R—F L E2EN B THZ ENTED
[Select IPsec Proposals (Transform Sets)] % 4 7 12 7 7R v 7 AR & 97,

« ZOHHE T v 7 7 A )WIZIX, [Advanced] > [Crypto Map Entry, and Adv] H & D 97,

Site-to-Site k> RJL FIL—T

ASDM A D [Configuration] > [Site-to-Site VPN] > [Advanced] > [Tunnel Groups] TiJ, IPsec
Site-to-Site #7127 7 A b (R RV T N—T) OFEMEEZRHRELET, £/, IKEET &
2—YPFEFENT A —Z DRI IKEFX—TT 747 F=F VU ITORE, BLOT 74/ b
TN—T R —DFRHITH Z N TEET,

e [Name] : 2D bV Z)—T1ZE 0 Y THNTLARIEEE L ET, BditiEDLA. 2
D7 4 —)v RIZFTRHEHTT,

* [IKE Authentication] : IKE &7 OFGETHEH T 2 FA1IA F —FB L O IDGEAE T A —%
HRELET,

¢ [Pre-sharedKey] : F RV 7 —T OHEFHA X —DMEEZFEE LET, FlaF—
DERET 128 XFTT,

* [Identity Certificate] : 7k CHEHT 2 IDFEHENH L551X. ZOARIZHEELET,

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANRHEET, ZDOX AT 1
TRy 7 ATIE, T CICEHRE SN TWHAEHEO R R, Hr LWIEAZE OB, FEFHE
DFMOETR, BRLOGEHEFEORE L ZITHIREZITO) 2N TEET,

s [IKE Peer ID Validation] : IKE E°7 ID DHFMEEZ T = v 7 T 50 E I 0 EEELET,
7 7 4V b % Required T,

s [IPsec Enabling] : Z D72 7 7 A VDT NV—T KR — BIOZEORY —THRE
Ll =7 b a v zfiELET,

* [Group Policy Name] : ~ D#ii 7' 12 7 7 A MZBE T BTV D 7 —T KU o—
HRELET,

* [Manage] : [Browse Remote Network] 4 4 7 02 /R 7 ABRAEET, Z0OXA 7w
Ry 7 ZATIE, VE—F Xy NUV—=7 Z2BRTEET,

* [Enable IKEv1] : 8 E L7/ V—7 R > —CTH—%H7 1 b a)L IKEvl A F—7
Mz LET,

* [Enable IKEV2] : 8 E L7/ V—7 R > —CTH =710 b a2V IKEV2 A F—7
Mz LET,

7 VPN B
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* [IKEv1 Settings] % 7 : IKEvl OROFEAEHER L OB EEHE L 7,

s [Pre-sharedKey] : ~ > R/ 7 —7 OFFiHAF—DELfEE LET, Fafdax—
DIKRFENE 128 LFTT,

* [Device Certificate] : 78k CHEH T2 IDFEHENH HGE1X. TOARIZIEE L ET,

A\

GE) —soTaT7rA I, U RRAL U MR VE— T 7 BAET-
IZLAN-2E D EHBTE W2 EnH Y 9, b7 —
TEHHITERWGE, T 74V T

tunnel-group-map default-group <tunnel-group-name>

(CERE SNET (T 7 4 /v MEIE DefaultRAGroup TT),

* [Manage] : [Manage Identity Certificates] # 4 7 12 7R v 7 ANPE T, ZOXA TR
IRy 7 AT, TTICRESNTWDIEHEFEDOLR R, B LWGEHFEOBEN, ENE
DFFMOFRR, B L OGEHEFEORE L2 ITHIBRZIT ) Z LB TEET,

* [IKE Policy] : IKE 7' m AR —H /L THEHT L 5T 3 ) X L% 1 DL ERREL
R

* [Manage] : [Configure IKEv1 Proposals] % A 7 7 7R v 7 AR E £,
» [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHEHT L0557 /03 Y X 8% 1oL 1
BELET,
s [IKEv2 Settings] & 7 : IKEV2 DIR OFBFER TR L O LR ERBE L £,

s [Local Pre-shared Key] : b >R/ 7 —7OFFLEF—DHEEZIEE L T, Faidt
AX—DRKRET 128 LFTT,

» [Local Device Certificate] : F3FECHEHT 2 IDFEHAENH HLEIE. TOLAFIEREE L
i‘é‘o

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANHEET, ZOX AT 1
TRy 7 AT, TTICRESNTWDHIEHEDOR R, B LWGEHEOBN, FEHE
DFFMIDFIR, B L OGEHFEORE L IHIRETT ) Z LB TEET,

* [Remote Peer Pre-shared Key] : b > %)V Z—7 DU E— h 7 HFHEF—DEE
FRELEY, HAHLAF—DRRET 128 XFTT,

[Remote Peer Certiﬁcate Authentication] : Z DOt 7 1 7 7 A /LD IKEV2 $2f5¢ FH D FEA
mu DEE% uq:j“é— é [AHOWCd] %ﬂi‘/il L\i‘g—o

* [Manage] : REFHFEDORRCHBIGEFE DB A 517 T X % [Manage CA Certificates] %
AT R THRHEET,

* [IKE Policy] : IKE 7’ m AR—V /L THEHT 257 V3 ) X u8% 1 DL ERREL
—g—O

| —ferarz N EE I}
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. Site-to-Site K IO T 7 AL, BEER YT IV LY

[Manage] : [Configure IKEv1 Proposals] %A 7 2 77K v 7 A& £7,

[IPsec Proposal] : IPsec IKEvl 7' 2 AR—H /L CHEFAT LT L2 ) X L% 1oLk
BELET,

[Select] : IKEV2 #5t Dt 701 7 7 A M T AR —P L BE VU THZ LN TED
[Select IPsec Proposals (Transform Sets)] % 4 7 12 7 7R v 7 AR & 97,

* [IKE Keepalive] : IKE ¥ —7"7 74 7 £E=X U v ThAF—T ML, REEZITVET,
WOJBYEDH NS 1 ST RN TE £97,

[Disable Keep Alives] : IKE ¥ —77 74 7 & A RX—T NVEIZT 4 =7 ML E
R

[Monitor Keep Alives] : IKEX—77 74 7 =4 ) T oA X—TNVELIXT 14—
TMZLET, ZOF T arxiERT 5 L [Confidence Interval] 7 1 —/L K & [Retry
Interval] 7 4 —/L RBFHTE L L 51220 £7,

[Confidence Interval] : IKE ¥ — 77 74 7 O HEER A2 T L £ 9, ZiuL. ASA N
X —TTIAT =X T EBRTDETIC, ETRT A RVIREEkG T 58
¥Ccd, AN10, K300 T, VE—RFT BRI A—FDF 7 4/L ME10
W,

[Retry Interval] : IKE ¥ —7"7 74 7DV b7 A HOFHEREAEIEELET, 774V
MEE 2 BT,

[Head end will never initiate keepalive monitoring] : 41 FD ASA R —TT 74 7
EFE=X Y U7 EBB LRV D ITHREL £,

Site-to-Site IEft 0 77 A JL. BEE< v T TV K1)

TOEATa s Ry 7 AT, BIED Site-to-Site ks 70 7 7 A LD BT A—H HIREL

£

* [Priority] : —EDOTT7A AV T 4 (1~65543, | BxmDTT7A A4V T 1) , IKEFXRTV
T—arBtEEnt L, rAvE—a BB TAETREFORY —F_XTx
E—RMETIWZERLET, VE—bF ETIE, —HTHRY —BR0NEI D, AT
DRV —%TT7AF VT 4 HICHRBELET,

» [Perfect Forward Secrecy] : #F7E D IPsec SA O F — N OFREFEH (hoOF—72 L) nHE
HENTZHLOTRNWZ EZMRIELET, PFSICL Y, WRERENF — 2K TEoL LT

b

FOX—OMOF—FEHTERNEIIICLET, PFSZA RX—TNMICTH &,

Diffie-Hellman Group U A "237 77 4 712720 £,

7 VPN B

[Diffie-Hellman Group] : 2 -2 IPsec £ 7 2%, fHAIZIHMEF R AL T D 2 &7 <

H R W2 BT 57201 95 ID, Group1 (768 £ k) | Group2 (1024

By b)) . BEOGroups (1536 B k) OHnb@ERL £,
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castmznzE ]

* [Enable NAT-T] : = @D 7R U 2—@ NAT Traversal (NAT-T) %A 3x—7 /ML ET, il

X0 IPsec 7 1E. NAT /54 2% LTCYUE— bk 77 & 2L LAN-to-LAN O )7 DR
TSI TEET,

* [Enable Reverse Route Injection] : VE—hk R RADZL RAKRA ML THR#EINT

WHR Y NI =T LRANDL—FT 47 Fatw AT, AZT 427 b— NRHBEIIC
FHASNDEOICTHZEMTEET,

* [Security Association Lifetime] : ¥ = U7 4 7V m— 2 (SA) OWIRZHELE

T, ZDONRTA—=ZIZLEY, IPsecSAF—DTA T EZA LDOHERNEZRELET, T4
T2 A 5L, IPsec SA BNHARUIIIZ 2 D F TOFEmMIEZ R L, L —LFHRrIT
T— "THIMLENRHD 7,

* [Time] : B (hh) | 20 (mm) . BEOW (ss) HALTSADT A 77 A LEFRELE
‘g—O

s [Traffic Volume] : ¥ 02 /3A NEALO T 7 4 v 7 TSATAT7HA LEERLET,
IPsecSAMHIBUINIZ R ETOR_XSM a— RKTF—ZDFa (4 MEE AN LET, &
/JMEIX 100 KB, T 7 4 /L MEL 10000 KB, fHRfEIX 2147483647 KB T,

« [Static Crypto Map Entry Parameters] : £°7 IP 7 K L A7) Static (258 E STV DA,

WROBIMANT A—=Z ZIRELET,

* [Connection Type] : #F Al &1L 5 % 2 m—3 =3 % bidirectional, answer-only, 7=
I3 originate-only & L CHEL 7,

« [Send ID Cert. Chain] : fiFHHEF = — L BEOEEE A F— T ML ET,

* [IKE Negotiation Mode] : SA, Main, F721% Aggressive DF 26, £y 87 v 7 TF—
HMERZWTHLEEDE—RERELET, XAV — a3 VORGBUNEHTS
E—RFbREINET, WEMITEEBI RIS — 3 LET, Aggressive T— NI
EH T, T2y b ERBEEE DR THZENTEETN, BENS—T 1
O ID IFRESNEF A, Main E— FITIEET, N7y b ERHEHN L 720 £7
B, WBENS—T A OIDDERELET, ZOF—RILoEenEm<, 7740k
TIERINTWET, [Aggressive] 18I % &, [Diffie-Hellman Group] U A k237 7
T AR ET,

« [Diffie-Hellman Group] : 220 IPsec B 7 2%, FfHAIZIAMEERAERIET H 2 & 72 <
R W2 BT 57201 95 ID, Group1 (768 £ k) | Group2 (1024
By b)) . BEOGroup s (1536 By k) OHnb@EIRL £,

CASIEAENEIE

SEEOZE T, VE—F 7278 A VPN U4 M VPNICEH INVET,

» Site-to_site D4 : [IKE Peer Authentication] @ [Manage] 27 U v 7 9% & [Manage CA

Certificates] 1A 7 2 7R v 7 AR £77,

AL |
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B sicosiezminoy L, EZBEO R -1

« UE— |k 77X VPN Tid, [Certificate Management] > [CA Certificates] 22 U v 7 L
\i‘g—(}

ZOFAT TRy 7 AEEH LT, IKE E 7RI CTHEAREZR CAFEHIED U XA o= b
V%, For, BN, L. BLOHIFRLE£7, [Manage CA Certificates] %A 7 12 77 v 7 AT
X, FEAEORITE, GEHEORITIT, GEHEOAMIR, BXORHT —& 72 L, BERE
SN TWDIEAEOHF RN —HRRINET,

* [Add or Edit] : [Install Certificate] %1 7 & 7 7K v 7 A F 721 [Edit Certificate] &1 7 1 7 7K v
JABREET, INbDXAT s Ry 7 AT, iEHEOHFREIEE L, iEHEL A
VARN—NLTEET

* [Show Details] : 7— 7 /L Ci#R T HFEFEOFEMIGER AL R R L ET,

* [Delete] : IR LIZGEAEZ T —7 A HHIBRLET, ST, LYVELL TS EE
}\/o

Site-to-Site #IZ#t T O 7 7 A )L, SIAZEDA VR b—JL
ZOFALT TRy 7 AEEH LT, BLWCAGEREL A VX F—L LET, ROWVTHD
DIFECIEAEL RS TE E7,
CHFHETZ A NLEBRLTTZ 7 A ANBA A =L LET,

« HRTBUSHE SO PEM EROEHET XA N2 20X A T a l Ry 7 ANOR > 7 A2k
URSEDE IR

« [Use SCEP] : Simple Certificate Enrollment Protocol (SCEP) Offi & FE L 7, FEHE
PF—E 2T KA 1%, Windows Server 2003 7 7 2 U THEITSn ¥, SCEP 71 k=)L
DY R— 2L, ALV 2 aoL—2B IO %y hU—27 F31 2
X, FEAEAES X ET,

* [SCEP URL: http://] : SCEP {EH DX 7> v— K5t® URL ZfE L E T,
* [Retry Period] : SCEP 7 = U — [ D MIZERGBIM 2 08 CHREL £,
* [Retry Count] : U T A DR RFRFFEELIFRE L X7,

* [More Options] : [Configure Options for CA Certificate] %1 7 1 7' 7R v 7 AN & 7,

ZDOXEAT TRy 7 ZAEEH LT, 2O Psec VE— F 727 & RO CA FEHEDERFFIC
BT 23MAfELET, ZOXAMTRIRy 7 RCEENDIFAT 0T Ry 7 AL,
[Revocation Check], [CRL Retrieval Policy], [CRL Retrieval Method], [OCSP Rules], B X}
[Advanced] T,

[Revocation Check] 4 7 1 778 » 7 A%, CA FERAERHERICET A1EREHET 57201
EHLES,

7 VPN B
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AnyConnectVPN 7 S A 72 b 4 A—2 .

AT ar R ALY KREBICOWTGEHEEZ T = v 7§50 8 haifE L%

7, [Do not check certificates for revocation] & 72 1% [Check Certificates for revocation] % @R L
7,

* [Revocation Methods area] : K0 = v 7 IS 5 515 (CRL £7212 0CSP) . BXU*%

NODOFEREHTDIEFEEECEET, WIhh—FERIIm O FELZENTE
—’9‘«0

AnyConnectVPN V S A 7 b 4 A —

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Client Software]
~A N2, ASDM TEE &7z AnyConnect 7 7 A 72 b A A—UN—EFRRINET,

[AnyConnect Client Image] 7— 7 /L : ASDM TiXE SN2/ 75— 77 A VPR RIINE
T ASANVE—FPCIZAA—VEX Ty a— R DIEFERETEET,

* [Add] : [Add AnyConnect Client Image] ¥ 1 7 2 7Ry 7 ANRFREINET, 20X T

TRy ZATIE, 77932 ARIVNDT 7 ANET TAT UV RNAA=Y T A& L
THELEY, 79972 AFINL, 734 TV A A=V ELTHRETD 77 AV
EBRLIEY TEEY, £/, VA Eu—A) ara—Enb 7T yva AEY
W7y 7 —RT5Z2LHTEET,

* [Replace] : [Replace AnyConnect Client Image] A 7 R V7R v 7 ANKREINET, ZOHF

AT7aI Ry JATIE, 77vva ARVND T 7 ANEITAT U M A A=V ELLT
f57E LT, [SSL VPN Client Image] 7— 7 /L TEIR L1-A A=V LB TE £, F/-,
TrANER— N A Ea—ENnET7 Ty va AEVIZT v IR —RTH5Z L TE
7,

 [Delete] : 7—T N A A=V EHIBRLET, A A—TVZHIBRLTH, RNy —Y 77

AMIT T vy andbHIBRSIVERE A,

* [Move Up] 35 £ U} [Move Down] : ERHIE FRETZMFEH LT, ASABYE—KPCIZZ F

ATV MARA—TVEXT  O— RTHIEFEERLET, 7T—TNLDO—FEIZHDHA A—
VEEINCF T a—RLET, 20D, EbLEILFERTEIANV—F 4 T VAT A
THHENDIA A=V —F LICBET A LERNH Y 77,

AnyConnect VPN 7 S A 7> b A A—, BII/XK R

TONAL LTI ASA 7T vy a AEY FOT A NLVDLARIRIEEL T, FOT7 7 A%
AnyConnect 7 7 A 7 h A A=Y L LTEMLIEYD, 7—7/UZT TICRH SN TNDA A—
VEBEBRTLHIENTEET, F BT AN ET T v a AR YNLERLIZD
B—) A Ea— N7 7 ANET v e —RNLENTH52 L TEET,

* [Flash SVC Image] : SSLVPN 7 7 A4 7> b A A=V L LCHNT 5, 7T v A€

NOZ 7 A NVERRELET,

s [BrowseFlash] : 77 v ¥ 2 AEVIZEM I TNDTRTO T 7 A )L E BT 5 [Browse

Flash Dialog]) ¥4 7 0 /R v 7 AR RLET,

—ferarz N EE I}
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. AnyConnect VPN ¥ 5 A 7 > MERDERE

* [Upload] : [UploadImage] ¥ A 7 R VAR v 7 ANKRINET, ZOXATRITRYy 7 AT
I, 2I9AT VA A=V ELTHRETD 77 ANV 20—V PCInGT v a— RT&
i‘é—c

» [Regular expression to match user-agent] : ASA 23, 7 7 UL I {17- User-Agent 374
EORBIHERT A XFINEEELET, TN 2—FOBRE, ZOKEAEH L TE
NAN T 2O R 2 B CE £3, 77 UYL ASA ITHER T 5 L &IZ. HTTP
~w HZ—|Z User-Agent X782 G FET, ASA WL TFHEZE L., ZTDOXTHNRNT I
POA A=V HITRESNTERE—HTLHE, MO TAT U M A A=VIFET A SN
T, B LA A=V BRIy ra— REnET,

AnyConnect VPN Y S A 77U b A A= A A=DDF7yTA—F

ZONA T, v—h) ara—FFidexa V74 T I9AT U ADT T vira A
EVITEMEN TS, AnyConnect 7 7 A T b A A=V L LTHRANT D7 7 A VDR %
BETEET, =W a L a—FEE3txa2VT 4 TFIATVADT T va AF®
UG, W27 7 A NVEZRTEET,

s [LocalFilePath] : = —1/L 2 B a—ZITHMHI TS, SSLVPNZ 74T K A A —
CELTHAT DT 7 A NVOLARTEBELE T,

* [Browse Local Files] : [Select File Path] 4 7 0 /'R v 7 ANFRENET, ZOX AT 1
TRy JATIE, =N arEa—F EOTXTOT 7 A NVERRFL, 77472 b
AA—TELTHBT D7 7 A NERINTE LT,

s [Flash File System Path] : X = U7 4 7774 T L ADT T v a AEVITHEMINT
W5, SSLVPNZ 74T A A=Y L LTHAIT 27 7 A VOARTEEELET,

» [Browse Flash] : [Browse Flash] # 4 72 /R v 7 ANFRINET, TOXATRTRY
JATIE, ¥FX2 VT4 TTIATADT T v va AEVITHMSNLTHDTNTD
Tr7ANERRL, FIAT P ARA—TELTHENT A7 7 ANVERBIRTE 9,

* [Upload File] : 7 7 A VDT v 7 ua— K&t L E T,

AnyConnect VPN U S5 14 7 > FMEHDHRTE

AnyConnect 7 S A 7>k 7O T7 74 IILDEE

AnyConnect 7 74 7 N 7' 7 7 A L% 3 XTP AnyConnect = — |27 1 — LIZBEHT 5
D FlFE =0T N—T R RSN T —FICEBT 5 X HIC ASA # R ETE E
T, ., WL, A AP EHTWD AnyConnect £ 2 — /LT &2 1 DDY T4 T
YhTuTr A NERLET, 2—FIEEO T T s AV ERIDYCHI L TEET,
& AT BROGHTTHEES 22—FI2id, BEROT e 77 AVPREITRDZENHD F
To —HDOT R T 7 ANERE (SBLZRE) I, Zo— Vb LLTHERizfE L £, €0
OB EL, FFEDRA MIEATHY | BIRSNIZAAX MLV ELRY 7,

7 VPN B



| —meears veN s

AnyConnect 57 1 v 7 (<3 Bk y k7—2 7 FL2 B0 ]

AnyConnect 7 747~ 707 7 A )VOIER &R, B XN T4 7 & MEREDHIE OFEHE
IZ2W T, [AnyConnect VPN Client Administrator Guide] &ML T 72 &0,

7747 h 7 a7y AiL, [Configuration] > [Remote Access VPN] > [Network (Client) Access]
> [AnyConnect Client Profile] TiX & L £7°,

[Add/Import] : [Add AnyConnect Client Profiles] A4 7 2 7' /R v 7 ANEFREINET, ZOXA
TR IZATIE, 77y va ARVNDO 7y A Va7 a7y AL LTIRELEZY, 7
Tyvva ARV EZRLTCIe 77 A NVELTHRETDI 7V 7ANVERK LY TEES, £
7o, 774NV EQ—A)N AL Ea—EnbT7 7y va AEVIZT vy e —RT52 L TX
e

s [Profile Name] : 7 /v —>7 /KU 2—@ AnyConnect 7 74 7> b a7 7 AV EEELE
R

* [Profile Usage] : e IC/ERL S LTz & 2T 0 7 7 A /WZEID B THRIZHE (VPN, >
NTD—2 TOH2A~F—V%, WebtX=aUT 1, ISERAT ¥, AMP A X —7 7
Fv MU — 2 AT Y 2 —/b, & 721X Umbrella Roaming Security) % Z~x L £7, ASDM
. XML 7 7 AV THRESNTEABREZE#H L 2WGE. Fuy 720 U R b3 gRa]
BRIZR20, AdyA 72 FETRINTE £,

« [Profile Location] : ASAD 7 7 v a AFVANDT BT 7 A4 )V 77 A )V ~O/RRAEFREL
FT, ZOT 7 ANBPFELRWEGE, ASAIZT w77 A NVT o7 L— MIESWT T 7
ANVEERLET,

* [Group Policy] : 7027 7 A NDITNV—T KR —%HFEELET, 71277 AV,
AnyConnect 7 7A4 7 b & EBIZZDIZN—T R —IZJF L TWHa—HFIZF T rm—
FENET,

[Edit] : [Edit SSL VPN Client Profile] V 1 & RUMNERENET, ZDOV 4 FUTIEL, 7'm
77 AT EEN TS AnyConnect 7 741 7> MEREDOREEZEHE TEET,
[T9 RER— b (Export) |
» [Device Profile Path] : 7 27 7 A )V 77 A NVDNRABIN T 7 A NVAEFRRLET,
s [LocalPath] : /SA L 7 7 A NELEREL TR 77 AN T 7 AN BT AR —FLET,
* [Browse Local] : B—H /L FNA X T 7 A )V AT LEBRTHIIE, chaer )y L
T4y FuziE#hL£7,
[Delete] : T—7NAnbT a7 7 A VEHIRLET, 7077 A LEZHIBRLTH, XML 7 7 A
MMETZ T v anbHIERESER A,

[AnyConnect Client Profiles] 7—=>/V : AnyConnect 7 74 7> s 7’m 77 A L& LTHRE I
72XML 7 7 A VERRLET,

AnyConnect F S5 7 4 vV IZR T H5RY FT—0 7 FLAZRD R

Iy hU—27 7T RUAZEH (NAT) #EIT77 5 L 98 ASA Zi%7E L7254 1%, AnyConnect 7
AT, WEBRy FU—2 BEODMZ D% Y — 2R EICHER ARG TE S L9
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B anvcomnect F5 70 o izTBRY FU—2 7 RLRAZHEORE

ATy T
ATy T2

12, UE—F T 278 RXAnyComnect 7 74 7> b 8T 7 4 v 7 BEBORBIMNIT HIHLEDRH
&9, AnyConnect 7 7 A 7 b hT 7 4 v 7 B EBOXNEINITE /20 & AnyConnect 7
TAT YV PBLOMOMBEY vV —AN@EETE /) £7,

(TAT 7 47 4 NAT) ( INAT %0FR] & HIEHINTVD) ICED 7T FLREH GIZZEH#H
TEFET, ZNCK VBRI NAT BEESNE T, TAT T 47 4 NAT X2 5D7 R
AT =), TRUVAS—=NEH TRy NT—F FRIF200 73y NU—ZMTH#EAHT
xFET,

ZOFRIEE, FlcHDHE Y NT—7 MAERBTYORORED Yy NT—2 7= MNETT
AT T 4T 4 NAT 2% ET D HEEZRLTCWET, £i5H1E, Engineering VPN 7 K L &
7=, SalesVPN 7 KL A 7 —)L v hT—Z N, DMZ %y hT—7 BIOA v H—
F v N TT, TAT T 47 4 NAT FETIEZNEI, NAT BHIS 1 DHEETY,

RAGWNI AT rDTATUTAT4 NATEEET B2y FIT—9 FRLRA T RLy Uy

Y RIT—=DFRETRFLR |2y D=0 &FET7 L |7 FLREH

T— R T—IL%

N Ry NT—2 inside-network 10.50.50.0 - 10.50.50.255
Engineering VPN 7 K L &2 7'— Engineering-VPN 10.60.60.1 - 10.60.60.254
V%

Sales VPN 7 KL & 77— )L Sales-VPN 10.70.70.1 - 10.70.70.254
DMZ %> R U —2 DMZ-network 192.168.1.0 - 192.168.1.255
Flg

ASDM (21 7' A > L. [Configuration] > [Firewall] > [NAT Rules] {28 L £,

Engineering VPN 7 R L' 2 7*— /)LD A K75 Sales VPN 7 KL A ' — /L DR A MIHEFETE D
X 9. NAT HHIZ/ER L £ 3, ASA 73 Unified NAT 7 — 7 /L OO AT L 0 & 512 Z o FH]
Z R % & 912, [NAT Rules] ~1 > C, [Add] > [Add NAT Rule Before "Network Object" NAT
rules] IZBEN L £7°,

GE) NATA—/UE by 770 o GRTRIIC =B LT — A bIRICEA ShvES, ASA
LD Vo Tm Ay P ASEEED NAT $18I & —BF 5 &, Zhbl i Thh %
A, ASA 7% NAT Bl % 7% - TR NAT BLHIC—E L7200 & 5 | Unified NAT
F— 7 L OYETHIC R b A O NAT BRI ZEE S5 - L REETT,

7 VPN B
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AnyConnect 57 1 v 7 (<3 Bk y k7—2 7 FL2 B0 ]

1:[Add NAT Rule] ¥4 7R 45 Ky o R

B= Add NAT Rule

Makch Criteria; Original Packet

Source Interface: —— ANy -- Vi Destination Interface: : Ay -- bl
Source Address: EEngineering—\p‘PN E]l Destination Address: !Sales—\fPN E]I
L == L J|

Service: !an\; ;

Action: Translated Packet

Source MAT Type: :-SEEEIC—V!

Source Address: i Original -- Bi Destination Address: i-- Original -- E]l
Fall th Service: !-- Criginal - B.

Options :

Enable rule

Direction: Bath w

Description: | |

[ [0 4 ][ Cancel ][ Help ]

245512

a) [Match criteria: Original Packet] =V 7 C, IRD 7 4 —/L R&Z&E L £ 7,
* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address] 7 7 7 A ;R ¥ % 7 1 v 7 L. Engineering VPN 7~ R
VAT —=NERTRy NT—0 AT V=7 bVeAFLET, A7 V=7 b 2 AT %
7 RUAD[Range] & LTEELET, HEY RLA T A b—3 g 2 b—/LdB
MLUZNTL IS0,

* [Destination Address:] [Destination Address] 77 7 A R # %27V v 7 L, Sales VPN 7
RVA F—= Nt Hxy NT—7 707 Nk LES, 707 b XA
7 RLAD[Range] L LTEZELET, HE)Z RLA M7 AL —3 g b—/Ud
BIMLRNTL ZE0,
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B anvcomnect b5 710 v oIz BRY FU—Y 7 KLATHRORE

B2:VPN7 FLR T—LDry hT—9 AT ) DR

B= Add Metwork Object

Marmne: EEngineering-VPl‘]

Type: ; Range W .

End Address: |10.60.60.254

|
|
Start Addre. ., |10.60.60,1 |
|
J
|

Description: EEngineering WPM address pool

.

NAT

[] Add automatic Address Translation Rules

I [w]'8 ][ Cancel ][ Help ]

245513

b) [Action Translated Packet] =U 7 C, IRD7 4 —/V REFZRELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

c) [Options] =V 7T, RDOT 44—V RERELET,
* [Enable rule] &4 12 LET,
+ [Translate DNS replies that match this rule] 24 723 57, ZZlZLTBE£7,
« [Direction:] Both
* [Description:] HLAIOFL A2 A L E T,
d [OK]%#7 Vw7 LET,
e) [EH (Apply) 1227V > 27 LET,
CLI O :

nat source static Engineering-VPN Engineering-VPN destination static Sales-VPN
Sales-VPN

f) [Send]| %7V >Z7 LET,

7 VPN B
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ATvT3

ATv74

ATy TH

AnyConnect 57 1 v 7 (<3 Bk y k7—2 7 FL2 B0 ]

ASA NAT ZFATL T D L E(Z, [W U VPN 7 —/LIND 2 DDA A MR EWZHERTE 5
I, FIFENDHDHRA RS VPN b RV TA 2 —3Ry MTHERRTE 5 & 912,
[Enable traffic between two or more hosts connected to the same interface] 7'+ a > & A F— 7 /V|Z
TOHOMENRDHY £T, ZH%EITHI1ZIL, ASDM T [Configuration] > [Device Setup] > [Interface
Settings] > [Interfaces] % & L £ 7, [Interface] /X% /LD F @ [Enable traffic between two or more
hosts connected to the same interface] 4 2 LT, [Applyl &2 U v 27 L& T,

CLI O -

same-security-traffic permit inter-interface

Engineering VPN 7 R L' 2 7*— /LD 7R A k7% Engineering VPN 7 R L' 2 77— /)L DAD R A MZ
R TE D L9, NAT HHIAERL L £97, ERETHAIZ/ER L7z & & L RIERIC Z ORI A 1F
% L ¥9, 7272 L. [Match criteria: Original Packet] = U 7 C. Engineering VPN 7 K L A 7' — /L
ERREILLFEDOM DT RL AL LTHRELET,
Engineering VPN U E— h 77X 7 747 b3 TN Xy NU—ZIZBETEH LD
NAT BRIZER L ET, ZOBRAIMLOBIRIE Y 08I0 BL S D K 912, [NAT Rules] XA
> C. [Add] > [Add NAT Rule Before "Network Object" NAT rules] Z &R L £ 7,
a) [Match criteria: Original Packet] =V 7 C, IRD 7 4 — /L FEFHRELE T,

* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address] 77 VA RZ &7 Vv L, Wity hU—7 %
FIT Ry NU—0 A7V FEERLET, 7V N XA TET FLAD
[Network] & LCERZLET, HEIT LA N T AL —va ¥y b—/LTEMLZRN
TLIEEY,

* [Destination Address:] [Destination Address] 77 7 X AR ¥ > % 7 U > 7 L. Engineering
VPN7 RL AR =V a2RT Ry NT—0 77 FEERLET,

—ferarz N EE I}
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B anvcomnect b5 710 v oIz BRY FU—Y 7 KLATHRORE

3:inside-network 7 - DB

B= Add Metwork Object

M
Marne: |inside-netwark. |

Type: i Tekiwork, W !

IP Address: | 10.50.50.0 |

MNetmask:  |255.255.255.0 v
Description: Einside niebwark, |
INAT 2l

[] Add automatic Address Translation Rules

I [w]'8 ][ Cancel ][ Help ]

249511

b) [Action Translated Packet] =U 7 C, IRD7 4 —/V REFZRELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

¢) [Options] =Y T T, ROTZ 44—/ FERELET,
* [Enable rule] A4 12 LET,
* [Translate DNS replies that match this rule] 4 723 57>, ZZICLTBEE T,
* [Direction:] Both

* [Description:] HLAIOFL A2 A L E T,

d) [OK] &2V v LET,
e) [EA (Apply) 127 VU7 LET,

CLI O

nat source static inside-network inside-network destination static Engineering-VPN
Engineering-VPN

7 VPN B
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AnyConnect 57 1 v 7 (<3 Bk y k7—2 7 FL2 B0 ]

ATV T6 ATV TSOIENES TH LWHRIZER L. Engineering VPN 7 K L 2 7' —/L & DMZ % v
N — VOB DT AT T 47 A NATERELET, DMZXy NV —27 &% ELT KL
A Engineering VPN 7 KL A 7 —)L & 565567 RL AL LTHEMALET,

ATYTT HLWNAT BAIZER L. Engineering VPN 7 K LA 77— L h  FIUEHCTA X —F v b
T 78 ATEDLLIICLET, ZOBA. TAT T 4T 4 NAT (ZEH L EHA, EET
T RVARZTFZARX—=RK T RLVANGA U H—Fy b Vv—TF 4 VT R[EERT R AIZERT
72T, ZORAIZERT 51T, ROFIRITHENE T,

a) ZOMAOHEAI LY &AM IS K 51T, [NAT Rules] ~~4 > T, [Add] > [Add
NAT Rule Before "Network Object" NAT rules] Z #&R L £,
b) [Match criteria: Original Packet] =V 7 C, IRD 7 4 —/V REFHELE T,

* [Source Interface:] Any

* [Destination Interface:] Any, [Action: Translated Packet] == U 7 @ [Source Address] T
[outside] Z R T 5 L. D7 4 —/L RIZHBMIC Toutside] AT SIET,

* [Source Address] : [Source Address] 77 W A iR ¥ % 7 U v 7 L. Engineering VPN 7
RLARA T —NagKT Ry NI—T 7 V=7 FE@RINLET,

* [Destination Address:] Any

c) [Action Translated Packet] =U 7 C, IRD 7 4 — /L R&EFHELET,
* [Source NAT Type:] Dynamic PAT (Hide)

* [Source Address:] [Source Address] 77 7V X RZ %27 V27 LT, outside A > ¥ —
T A AR ET,

* [Destination Address:] Original

* [Service:] Original

d) [Options] =V 7T, IROT 4 —/V RERELET,
* [Enable rule] 4 12 L E T,
* [Translate DNS replies that match this rule] 24 723 57, ZlZLTHBEE T,
« [Direction:] Both
* [Description:] BRI DFIAZ AT L £,
e) [OK]%27 VU vZ7 LET,
f) [EH (Apply) 127 U7 LT,
CLI O3]

nat (any,outside) source dynamic Engineering-VPN interface

—ferarz N EE I}
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4: Unified NAT 7— 7 )L

— iz VPN B |

File Wiew Tools ‘wizards ‘Window Help Look For! [
7 Home | &% Corfiguration| [ ] Monitaring | | ] 5 Refresh Biack 2 el
g] Home (G325, Canfiguration| | 1 Manitaring | ave efres | a0 \_‘;] | & Help |
Firewall g & = Confiquration = Firewall > NAT Rules
| B Access Rules ~ E : i : ; -
e Aadd Edit Delete By 6 Find Diagram o ! Packet Trace
B [So ] cor Wosits # % % 5 B Q rod B oo 3
----- Q, Service Policy Rules Match Criteria: Original Packet Action:
""" ﬁ ,q,;:,,c., Rulnles Source Intf | Dest Intf | Source Destination Setvice SOUrce
=g Filker Rules | - .
=] 1 A A e 7 - = - Origil
_____ @ Public Servers vy Iy iﬁu Engingering-¥Fh dﬂ: Sales-YPM @ any r!g!na
5L | JR|. Filtering Servers Arey Arey ﬁ,; Sales-YPH _-,_135 Engineering-¥PM @@ any -- Origina
i) Threat Detection 2 Any Any mf Engineering-¥PM @B Enginesring-wWPM @@ any -- Origina
| - Ay Ay M Engineering-¥PM B8 Engineering-wPM @@ any -- Origing
""""" 3 Any Ay B inside-network, B Engineering-¥PN & any -- Origina
kﬁ) Device Setup Ay Ay @ Engineering-¥PH  mf inside-network @ any -- Origina
g_ Firewal 4 Any Aniy affh DMZ-network. B8 Engineering-¥PM @@ any -- Origina
Tfj i Aty Aty af Enginesring-wPN @l DMZ-network @ any -- Origina
2}, Remote Access VPN c.ut:-.i-:IEe ﬂ Engineering-¥Ph #any
. | = "Metwork Object” NAT {Rule &)
7, aite-to-Site Y¥FM £ management outside = asdm_cuma @ any Tk 5443 8 zzz
Esid gl 222 -- Origi
&5’ Trend Micra Content Security RS IHEDAGE v G A 82222 I 5443 AL
: %
E} Device Managenent —
.
Configuration changes saved successfully, Hs Ackive docs 15 @ I

AT w78 Engineering VPN 7 K L A 7 —)LinZE D7 —/)VEHIK, Sales VPN 7 KL A 7 —)L WNElx > b

U—7 DMZ%y hU—7, BXOA o Z—Fy MTRET DL

- L
CEX AE

L7-11Z. Sales

VPN 7 RV A =V OWCHR U A E B0 RTHERHLVES, 74T T 4T 4
NAT LT, SalesVPN 7 KL 2 F—)L h5 7 ¢ v 77, SalessVPN T KL & 7 —/L_
Wity hU—27_  DMZF* v hU—27 BLOA v ¥ —Fy MEOFRy hU—27 7 RLRAE

DG E D L oI LET,
ATvT9
HAAZ S22 L9,

AnyConnect HostScan

ASA @ [File] * = = — T [Save Running Configuration to Flash] Z3®& L, 717 > 7 47 1 NAT

AnyConnect 78N A F ¥ £ 2 —/L{Z XY, AnyConnect Secure Mobility Client (X785 A MMZA > &
= ENTWDANL—=T VT VAT A BIOTUFUANA TUFASNAL T =T |
TrATUA—NDEY T N =7 @ TEET, ZOERIE. HostScan 7 7'V rr— 3
WChoTEEENET, RAF ¥ TEAA L FTIL, A A M HostScan 731 > A h—/L X

TWDHRENRH Y £7,

7 VPN B
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HostScan DR &M .

HostScan D RITIE &4

AnyConnect Secure Mobility Client Z R A F v £V 2 —/L & & AT H121E, HIETHHRD X
578 ASA T R—R v FIRMLETT,

* ASA 8.4

* ASDM 6.4

XD AnyConnect #§REIX, RATF ¥ EV a2 —NEZA VA N—LTHRLENRDY T,
« SCEP #iE
s AnyConnect 7 L A U EV a2 —/b
RAF ¥ TV 2a—E, WOWTNNDT Ty b7 r—HIZA VA M=V TEET,
« Windows 7, 8. 8.1, 10, 10RS1, RS2, RS3x86 (32 E'w }) LU x64 (64 £ )
* macOS 10.11, 10.12, 10.13

o Linux Red Hat 6, 7. Ubuntu 14.04 (LTS) B L0 16.04 (LTS) (64 £ FDH)

AnyConnect HostScan D5 1/ > X

RAF ¥ Y 2—/LZiE, KD AnyConnect 71 &2 v v 7 EUENRH Y £,
« 557K HostScan H AnyConnect Apex.,

« {11213, Advanced Endpoint Assessment 7 - & > A DS EE T,

HostScan /\ v 5r— <

HostScan /X 77— % ASA (A X > K7 1 /R /7 — hostscan-version.pkg & L T2 — R
THZENTEET, ZO7 74 ML, HostScan Y 7 b7 =7 & & H1Z, HostScan 7 A 77
UBIOYR—=FRPFENLTNET,

HostScan DA R r—JLE=IET7v THL—FK

ZOFNETIX, ASDM Zf#EH L, HostScan/Nw 7 —T% A VA —VEIET v 77 L—F
L. AL ¥,

| —ferarz N EE I}
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. HostScan DA VR b—ILEEFF7yvFHL—FK

\}

1R BHHEIIZ

G¥)

ATy T
ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17
ATFvT8

ATFvT9
ATy 710
ATy TN

HostScan /3— g V43 x IR D 4.6 X LIEIZT v 77 L— R L L9 & LTWAEE., LAFIZ
FEST LT-BEAED AV/AS/FW DAP AR Y o —B X ONLUA A7 U 7 ~ 239X T HostScan 4.6.x VA&
LIEABRTHDL LV FRIGERTLIZ T — A ve—UNEREINET,

REZ WS SEDLTDICETTIVLERS DT XA BT FIERNFELET, ZOFIAT
E. ZOXAT TRy 7 A% LT, ZOREZRTFT DRI HostScan 4.4.x & AT %
EIOCEREEBITLET, ZOFIEZF 1L, [AnyConnect HostScan 4.3.x to 4.6.x Migration
Guidel] TFEMZRTFIEZZL TS 7ZE W, DFE V| BITT HIZIZTASDMDAP DR Y ¥ — R —
TICBE LT, PO AV/AS/FW BYEA R L CFETHIBRL THh b, LUA X7 U
N L, EEXWMXOMLENH FT,

FIE

hostscan_version-k9.pkg 7 7 A V& 2 Ea—X X a— RKLET,

ASDM % i&#E) L, [Configuration][Remote Access VPN] > [Secure Desktop Manager] [Host Scan Image]
> B L £,

[Upload] #7 U >~ 2 LT, HostScan /X 7 —YDatbt—%a L Ea—HnH5 ASAD KT AT
\ZHAE T D 21TV E T

[UploadImage] %4 7 & 7' 7R »» 77 AT [Browse Local Files] # 7 UV v 7 LT, B—Xh/L 3 Ea—
4 b HostScan /X v 77—V IR L ET,

g E X a— R L7z hostscan version-k9.pkg 7 7 A V&R L, [Select] 27 Vv 7 LE
9, [Local File Path] 7 4 —/L K & [Flash File System Path] 7 4 —/L RCT&EIR L7727 7 A LD/
2%, HostScan /X 7 — D7 v o — REDONRA BB L TWET, ASAICERDO 7 T v
Ya RIATNRSLEGEE, D7 T v a R7 A7 %279 K 9 IZ [Flash File System Path] %
ETEET,

[UploadFile] %7 U v 7 LEF, ASDMIZL - T, 77 A VDab—RN7 T v a 1— Rilia
EENET, FWRIAT IRy 7 A, T7ANVNBT Ty v allEFICL v ra—Rahik
ZEDRRREINET,

[OK] %7V v LET,

[Use Uploaded Image] # A 7 2 7 C[OK] %7 U v 7 LT, BIEDA A—T L L TT v r—R
L7z HostScan /N> 7r— 77 A VEMFBHLET,

[Enable HostScan] 734 21272 > TW e WA XA I LET,

[Applyl &7 U v 7 LET,

[File] # == —">5 [Save Running Configuration To Flash] % %R L ¥ 7,

7 VPN B


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
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HostScan 07 >4 v 2 b—L |

HostScan D7 A4 X —J)L

ATv T

ATy T2
ATvT3

HostScan /Ny r—L %7 A VA R =T 5L ASDMA ' H—T =4 A EOE 2—»HHIER
ENFEd, ZHICEDY . HostScan MNAHZNZ 72> TV DA TH ASA IZ K % HostScan 78w 77—
CORENEE SN FET, HostScanZ 7 > A A h—/L L T%, HostScan/ Xy 7r—IE7 7 v
Va RIATNLHIBRENEE A,

FIE

ASDM T, [Configuration] > [Remote Access VPN] > [Secure Desktop Manager] > [Host Scan Image]
> |Zf#) L C, HostScan 7 > A A h—/L LET,

[Uninstall] 27 U v 7 L, MEROT=OIZ [Yes] &7 U v 7 LET,
[Uninstall] 22 VU v 7 LET,

GIL—T R1) —~® AnyConnect 7 4 —F v EL 21—
ILDENY ET

&

ATy T2

WOFNET, AnyConnect 7 4 —F ¥ TV a—/L & I N—TF KU o —ZBEAIT £, VPN
Z— ASA IZHE T 5 & X2, ASAILZ 45D AnyConnect 7 4 —F ¢ £V a—/LE T
RRA Y h arvba—RFora—RLTA YA ML LET,

1a s BRI

ASAIZEZF L, Fa—Lary 7 4 ¥alb—igrEB—FEBBLET, ZFr— 3L a
Y7 4 F¥al— a3 E— FTiX. ASA IZ hostname(config)# 7' 12 > 7 & FoR L F77,

FIE

Xy NT—=2 2 FAT VN T 7 RAAONE I N—T KD v—&BIMLET,
group-policy name internal

il -
hostname (config) # group-policy PostureModuleGroup internal

LW N—T R o—%fHELET, Z0a~vr FEAN LKL, ZAv—TF KR) o— =
V74X 2l —v gy E— RO 17 b hostname(config-group-policy)# 23R SV E T,

group-policy name attributes

1 -

—ferarz N EE I}
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. FI—T R o —~® AnyConnect 7 4 —F ¥ EL 21— )LDE|Y LT

ATvT3

ATv74

ATy TH

7 VPN B

hostname (config) # group-policy PostureModuleGroup attributes
TN—7HRY —webvpn 2> 7 A Fab—a rE— RERHBELET, Z0a~vr RE AT
L7c#&iE, ISR ASA D7’ r 7 FidFRSVE T, hostname(config-group-webvpn)#

webvpn

TN—=TRNDFTXTDOA—HIZ AnyConnect 7 4 —F ¥ EVa—ARNF T n—FESd LD
W2, IN—T7 K) v—2RELET,

anyconnect modules value AnyConnect Module Name

anyconnect module =2~ > K value |Z1X, ROEAD 1 DL EZFREETHZ LN TEET, B
DEY 2 —VERETDHGT, Heh >~ TRED £94

& AnyConnect £ ¥ 1 —/L/H##E

dart AnyConnect DART (Wl L O LR — bk 2V —
)

vpngina AnyConnect SBL (Start Before Logon)

websecurity AnyConnect Web ¥ = ) 7 £V 2 —/b

telemetry AnyConnect 7 L' A b U ET 2 —)b

posture AnyConnect R AT ¥ £ =2 —/b

nam AnyConnect * > NV —27 T 7 BAZR—T ¥

none TN—"7 KU =5 T TP AnyConnect
EV 2=V EHIRT S5 EICEA L ET,

1 :

hostname (config-group-webvpn) # anyconnect modules value websecurity,telemetry,posture

EVa— D1 OFYIBRT AT, RELEVWEY 2 — VOEE T EIEE Lo~y REFE
EFLET, HexE. Z0oa<wr KigWebtEx=a2UT 4 EVa2—LZHIBRLET,

s

hostname (config-group-webvpn) # anyconnect modules value telemetry,posture

FFAL T4 Fal—varEkTTyia AEVICRELET,

Hlnar7Z4Xalb—varPERICT 7y va AR VIREFESND L, [OK] &V ) Ay
T—URFERIN, RITITASAD T 1 7 NRFERZHLE T, hostname(config-group-webvpn)#

write memory
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HostScan OREY =27 )L .

HostScan MEE~Y =17 /L

HostScan "Ly RiRA ' b UV Ea—IMNBRAF ¥ J LT oo v )LAINE L%, ER
PIERT 572010, AT 207 778 AR —0ORE, Lua ODXOEHAREOY 7TV =
7 NEBEMTAILERH Y T,

INEORNFEICONTIE, RO~=2T7 /L TRHELIBHALET,
« [Cisco Secure Desktop Configuration Guides ]

+ [Cisco Adaptive Security Device Manager Configuration Guides.]

F 72, AnyConnect 7 7 A 7 > kT HostScan DENEDZEAMIZ DUV TCiX,  [Cisco AnyConnect
Secure Mobility Client Administrator Guide] #ZH L T 72X,

AnyConnect tx* 17 EEUT 4 VY )a—3 Y

\}

AnyConnect T =7 TE U T 113, WEBOBEFFHIAEOR R LEELA L X —F v bOD
B O L E 7, AnyConnect Secure Mobility {2 J ¥ Cisco IronPort S &/ J — X Web & % =
V7 4 775747 AL Cisco AnyConnect EX¥ =7 EE VT 4 V74T haeA¥ ¥ T
EIVTAT UV NEEREDD Y T MU = T RORNEG YA FINOHEEIRELET, 7 TA47
> MZE., CiscolronPortS U —AWeb X a2 VT 4 77747 2 AMRERA X —T W7o
TV DEHHNCHER L E T,

G¥)

Z OBEREIZIX, Cisco AnyComnect EX =7 EE YT 4 7/ F 47 2 h® AnyConnect ¥ ¥ =7 &
VT4 A48 A PR~ FEEMT S CiscolronPort Webt = U7 4 7774 T ADY
U — R YEETY, F£/2, AnyConnect Secure Mobility #§8E % 7R — h 9% AnyConnect V U —
AMELTT, AnyConnect 3.1 IFRIEL Z Ore A2 AR — F LTV ER A,

EXaT EEVT 4 VY a—Ta U ERET HITIE, [Configuration] > [Remote Access VPN] >
[Network (Client) Access] > [Secure Mobility Solution] D JIEIZEI L F 7,

—ferarz N EE I}
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. AnyConnect 17 EEY T4 Ya—3Y

5: [Mobile User Security] 7 4 > K™

é’] Hame CJ,(“} Configuration D Monitaring | 3 Save @ Refresh | o Back J ‘ 'j Help | l CISCO
Remote Access ¥PN Configuration > Remote Access ¥PN = Network (Client) Access > Secure Mobility Solution [J

Intrudu;tmll'l &, 1 The Mobile User Security service lets Cisco IronPort 5-Series Web Security appliances protect Cisco

_twnr (Client) Access AnyConnect secure mobility clients From malicious software and inappropriate sites,
i AnyConnect Connection Profiles
- AnyConnect CustomizationLocalization Service Access Control
AnyConnert Client Profils Specify the addresses of the hosts/networks From where WSAs can communicate with this security
AnyConnect Client Settings appliance.
i} Dynamic Access Policies
3 sroup Polides % add| @ o | [
sec(IKEvl) Connectlon Profiles e 1P address Mask
¥ alutio

- P F\ddress F\sswgnment

2 53 Advanced

Clientless 551 YPM Access

AdafLocal Users

Host Scan Image

Secure Desktop Manager
+ Certificate Management. e
é} Lepicebehn Service Setup
gﬂ Firewall [ Enable Mobile User Security Service
gg Remate Access YPH

: [] Change Passward
gg Site-ta-Site VPN
& Trend Micro Content Security
o |, Device Management
>
&} active  docs 15 & 12/20/10 5:24:50 PM UTC

* [Service Access Control] : WSA OEIL &7 DB A MEZIEHR Yy NU—2 7 KL RAZHEE
LET,

o« [Add] : BN L 72855t D [Add MUS Access Control Configuration] 4 7 & 778 » 7 A8
&£,

o [Edit] : 88R L 72 8%6¢ ® [Edit MUS Access Control Configuration] Z 4 7 & 778 v 7 A3
&£,

* [Delete] : R L7-#ife 27— 7 L GHIBR L £, fERShT, LCOVELLTEEY
hoe

* [Enable Mobile User Security Service] : VPN 241 L7227 A4 7 > k& OFf 2 BtG L £ 77,
A F =TT D L ASA ~DEEHIHZ WSAIZ L o> THA SN DAY — K& AT 5
VHEPH Y F9, WSA BIHELRWES, AT —Z A3 disabled (2720 £,

* [Service Port] : —E R & A X —TMZT L85G, P—ERADEDR— "N EFEMHEHTD
MERELET, A— FOHFMIL 1~ 65535 T, BRIV AT ALY WSAIC 7Y g
ST ENTHINT AEE B ESEHZLERHY T, T 744 ME 11999 T,

* [Change Password] : WSA 77 B A /AT — REERTX £7,

» [WSA Access Password] : ASA & WSA ORBIDFRFETCHE L 72 B FL—7 Ly b R T —
RERELET, ZONRRAT—RE, BHUVATAIELD WSAIZT v Y a =7 &
XS THNRAT— RE—HIEDILERNH Y F7,

s [Confirm Password] : i€ L72/XATU— REZFH AN LET,

7 VPN B
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Add or Edit MUS Access Control [JJ]

* [Show WSA Sessions] : ASA IZHft S 472 WSA D& v v UIFRAEFRTE 7, #Hs
NTWD (E72ITEER S 4L72) WSA DR A M IP 7 R L A3 L OMERRHN X A 71 7
Ry 7 AZRENET,

Add or Edit MUS Access Control

[Configuration] > [Remote Access VPN] > [Network (Client) Access]> [Secure Mobility Solution]
@ F® [Add or Edit MUS Access Control] # A 7 12 7' 7R~ 27 A, AnyConnect 7 7 A 7 > kD
Mobile User Security (MUS) 7 7 ERA&ZFHEL £,

s [Interface Name] : Ry 77X YR MEFERH LT, BINMELEREL TWDHA ¥ —
T oA AL BRI ET,

o [IP Address] : IPv4 7 RLUAE X IPv6 7 KL AZ A TE £,
*Mask] : Fry 77X UZXREZEHLT, EYDO~v A7 Z@IRLET,

AnyConnect D AW A AIXARX¢EO—AYE— 3

AnyConnect VPN 7 7 A4 7 N & W AX~A AL T, VE—F =W, O A—TER
JRT& F£9, [AnyConnect Customization/Localization] 7 ¢ —/L K& H4 X, kDX A 7
DHAZA RENTZT 7 ANEA R — T HIENTEET,

* Resources : AnyConnect 7 7 A 7> hDEHEINT-GUI T A 22,

* Binary : AnyConnect{ > A F—ZZfROLFATHRET 7 A b, ZHIZIE, GUL 7 7 A LD
1EF, VPN FA T N 7ardyAn, A7 VTN, ZOMMOT ZA4 T2 8N 77 AR
BENET,

« Script : AnyConnect 7% VPN #£#5t & fE LT D AT E 72T RICIATT A7 U 7 b,

* GUI Text and Messages : AnyConnect 7 7 A 7 > "MEHT 2214 bLE X vE—,

* Customized Installer : 7 7 A7 FDA VA N—NVEERETDH NT AT 5 — 4,

* Localized Installer : 7 7 A 7 N TSN L ERBELETH N T VAT +— 4,
FHAT AT TIRROT 7 v a v EFEITTEET,

s [Import] Z#7 V v 74 % & [Import AnyConnect Customization Objects] %1 7 2 7 )3 L) L
Y, ZOXATRITIE, ATV PELTAVR— T D57 7 A NVERETE S
—aAO

s [Export] # 7 V v 7§35 &, [Export AnyConnect Customization Objects] %1 7 & 7 ML) L
FT, ZOXAT I TR, ATV FELTZIAR— 577 A VEBETEE
—gqo

*[Delete] 227 Vw7 425&, BRLIEAT V=7 FBHIBRSIVET,

— 807 VPN B
|
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B avcomectonza<cszen—nyt—var, yy—x

A\

GE)  ZoHiEBlE~rTF a7 XA N = TR —FShEEA,

AnyConnect DA R A TA X¢EO—AY¥—3>, YJY—2R

AVR=RMTDHAZ L T R—=F 2 bDT 7 A V4%, AnyConnect GUI TEFI SN D 7 7
ANGBE =B LTHDLUERHY ET, ZHUIANL—T 4 7 VAT ALK TERY

Mac 35 X O Linux TIEIRLF- &/ CFERRM S ET, 72 & %1, Windows 7 74 7> NHOD
¥F¥o IEEBSHZ HITIE, MEOEFER T4 company logo.png & LTA AR — T HEN
BV ET, HOT7 7 ANHTA AR — T 5 &, AnyConnect £ A M—FLED =3 U AR—x
YhEEBELEREA, IEL, MBDOFT7 7 A VERALTGUL 2 AZ~A X555
L. ZOFATT 7 ANDOALED T 7 ANLDY ) —A T 7 A )VEMORHT Z LN TEET,

ARA=TH I —AT7AE LT (72 21X, company logo.bmp) A > H— FT D5, 1
R—=hLIeA A—=VIE, RL77ANVAEEHLTHIOA A=V %HFA U AR— T 5HET,
AnyConnect & H A X~ A AL FET, /=& 21X, company logo.bmp & B A X L A A —VIEE
az T, ZOAA=VEHIRT %G, FIL7 7 ANAEFERHLTH LA A=Y (Fidon
DyAABRIAAL A=) A LVR—FTLHET, 77472 MIZDOA A=V ORREAME
LET,

AnyConnectD H R A XA RXEO—AHYE—ar, N4 F1)ERDY
7k
[AnyConnect Customization/Localization] : [Binary]

Windows, Linux, F7ziEMac (PowerPC F7=iXIntel X—R) 2 B =—X D4, AnyConnect
2747 NAPLEERT2MBO 7 747 FERTEET, 7747 FOAF Y
TrANEBEBEHZ D Z 125> T, AnyConnect GUI 3 & UY AnyConnect CLI 2 & = # 2 ¥ 97,

[Import] ¥ A 77 D7 4 —)L RIFKD LY TT,
* Name & & #22 5 AnyConnect 7 7 A VD4 HiZ AT LET,
s Platform 7 7 A V#4735 0S 77 v N7 +—L&EIR L ET,

sSelectafile 7 7 { VAL, A VA= T BT 7 A NVOLAFIERCIZT 2L IHY &
Ao

[AnyConnect Customization/Localization] : [Script]

27 V7 NOREBEIOAZ U7 R OFIRFHEOZEMIZ OV TIE,  [AnyConnect VPN Client
Administrators Guide] Z#ZM L T 7Z &V,

[Import] ¥ A7 07 D7 4 —)L FIFKRD L FBY TT,
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AnyConnect DHRE XA XEO—HYt—2av, GUFFR bEAve—T [

«Name : 27 V7 FOA4HIZ AT LET, ARNUTELWILEFEZRREL T ZI W, #:
myscript.bat.

*Script Type : A7 V7 M aETT52 4 I 7R LT,

ASATTZ 7 A NEAZ U7 FELTHHITES L DIZ, AnyComnectiZ L > T, L7 1 v
27 A seripts. & 77 v 7 A OnConnect % 72 1% OnDisconnect 73— D 7 7 A L4 |ZiB
MENET, 7747 "REET L L, ASAIX, VE— b2 Ea—% Loy —
Ty MT 47 MICAZ VT vaFyra—RNLET, EOBE, scripts. 7'V 7 1 v 7
ZXHIBR & 41, OnConnect % 721X OnDisconnect 7' L 7 4 v 7 AXZDOEEHED £9, =&
Z UL, myscriptbat 227 U 7 N& A AR — N LT7cGA, ASA ETIX, A7 U7 M
scripts_OnConnect_myscript.bat & 720 £4, VE—F a2 Ea—% ETiH, A7 U7 ME
OnConnect_myscript.bat & 720 F9°,

27V F NOEITOREEME AT 572D, T_XTD ASA THRUZZ U7 &R
BEIEHEELET, A7 VT NEBEIEFITERT IHEEIL. BA—2a > LR C4RD
EHRAL, 2—RERT 5 RREMEOH 5T X TO ASA ITEHRAZ VT N E2ED Y TF
T, VR TDHE, HILWAZ VT MIEVFEICARIOAZ VT "R EEEINE
R

s Platform : 7 7 A V%EFITTH0S 7T v b7+ —LEEIRLET,
s Selectafile: 7 7 A V&IX, A7 VT MIXHLTHRELEZARERLC THLILETH Y F
A,

ASDMIZE > TT 7 A NVINY —A T 7 A )LinbA R — k&4, [Name] (ZxF L CHRE L7
LWARTBERL S VE T,

AnyConnectD h A AT A4 X¢tO—h)E—ar, GUFFR FEAY
-

T 7 AN NOEMT —TINVERET D0, EEH LT — 7 L E/ER LT, AnyConnect 7
TAT 2 FGUUIZRRSINDTHFANE A=V EERTEET, ZDA X, [Language
Localization] 2 > & Al UH§REA DB £ 97, XLV BERSFELHIZ OV CIL, [Configuration] >
[Remote Access VPN] > [Language Localization] {28 L £ 7,

FEY =N —=ICH D BEE DR L ANTINZ T, ZONA AAZIL[AAd) R F & BIMOREZ
% 2 72 [Template] =V 7 13H 0 £7°,

Add : [Add| R > %27V w7 FTDHET 74NV NOERT —T VO a b —NH &, EHEmE L
FOBRFET D ENTEET, RET 7 ANDEBELTIRL, 77 A LVADT XA FDEFE
BCWET DI ENTEET,

BT —TNDRA =% NAR~A AT 545, msgid (TAE LRNTZE0, msgstr
NOTFANEETLET,
FUTL—FDOEBEEBELET, T L —MIF v v a2 AF Y NOLEWRT — T LI
D, BELEARNGEET, 77U VFOEEAS TV a v E RO S DR ZHEH LT

| —ferarz N EE I}
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B avcomectonzs<v s xEn—pyE—vas. HREIAXENIA VR R—F FSURTF—L

PEW, X, PEREOT—TNVEERT D EXICIEZEH L TWDLEAIE, IEICk-
TR ENDzh EWVWHOMKEALFERAL £,

[Template] €5 23 >
« T U7 L— MNEREZREM L TT 7 4V NORGEEWRT — 7 /T 72 AT HIZIE, [Template]

Vv LET,

« T 7 4V NOYGEEMT — T N wFoR L, RBEITE U TRET HIZIE, [View] 227 U v
LET,

« T 7 A NORFEEBRT — TNV D A —E T TIRAT HITIE, [Export] 22 U > 7
L/ijqo

AnyConnectD H R A3IX A XL O—Ah)E—> a3y, HREIIAAXEN
FAVAM—F FSURTH—L4

ER LT D R T v AT =L, VATV M AV A =T Ful 7 L& L CTRHA
T5ZLI2L > T, AnyConnect 7 74 7> F GUI Z RIEICHAZ A XTHZENTEET
(Windows D&) , TV AT 4 —L% ASAIZA VKR—FTHE, A VA= Tl T A
EHEALCEBASINET,

N7 VAT 4 —AOHAE L L TRIRTE 2 0OF Windows 7217 T, b7 A7 4+ —ADG¢
Mz >WTIX, [ Cisco AnyConnect Secure Mobility Client Administration Guide)] % 2/ L CT<L 72
S,

AnyConnectD h X233 A XéO—hy¥— 3>y, O—hh534XEh
A VA M—5 SR TA—LA
NGV AT =2 ZERA LT, 7I9AT LV M AVA—=T 70T T AhIERENDA vE—
VEFERTCTEET, FIUATF AL OTA VA ML=V a rBRERINETH, Tk

X2 UTF 4B MSLIZZE L LERA, ZTRNHED TV AT —ATIIA VA M—FE @IS
BEFREN., 7947 F GUIL IR SN EE A,

AnyConnect 3.1 [7] 7 AnyConnect Essentials

AnyConnect Essentials |%, Bli&7 A & AfF 5 &% SSLVPN 7 7 A 7 FTH, EIZ ASA
THREIN, LA TZF< AnyConnect O EHEEEZTEML L £ 97,

e« 7547 ML ASSLVPN 72 L

s 47" 3 > ® Windows Mobile D% 74— | (Windows Mobile 7 - & > A ™ AnyConnect 73
ETY,

B s veN EE



| —feeazs VPN
AnyConnect 1 X % L[t .

AnyConnect Essentials 7 7 4 77> M3, Microsoft Windows Vista, Windows Mobile, Windows
XP, Windows 2000, Linux, = 72{% Macintosh OS X ZZ{TLCW\W5 U E— K = K 22— |Z
Cisco SSL VPN Client DF5 % & 725 LET,

AnyConnect Essentials % - #—7 /W29 % 1Z1%. [AnyConnect Essentials] <X > @ [Enable
AnyConnect Essentials] = v 7 Ry 7 A% A N2 LET, T DA L AnyConnect Essentials
TABU AP ASAILA VA =L ENTVDLEAICDHFRINET,

AnyConnect Essentials 731 r—7 /L &41% &, AnyConnect 7 7 A 7 > X Essentials & — N %
fEHL., 27947 NV ASSLVPN 77 BANT 4 EZ—7 /L ZE T, AnyConnect Essentials
DT 4 E—T7 b L&, AnyConnect 7 7 A 7 2 MEFEA7: AnyConnect SSL VPN Client % fifi
HALET,

(GE) [Configuration] > [Device Management] > [Licensing] > [Activation Key pane simply] @ AnyConnect
Essentials 7 1 & > RIZFIT 2 A7 — & Z{FHIZIL, AnyConnect Essential 7 A & A D3 A 2 X
ML ENTWNBDNE D DWW EFILE T, [Enable AnyConnect Essentials License] 7= v 7 78 &
I ADREIFZDAT —H ARSI EE A,

TNRAANDT VT 4TI TA T ML Ay arindbdA . AnyConnect Essentials
FT—REA RX—T NI TEFEHA, SSLVPN v a3 DA R RT 5HI2iE, [SSL VPN
Sessions] & 7 3 = > @ [Monitoring] > [VPN] > [VPN Sessions] UV > 7 %27 U v 7 LET,
[Monitoring] > [VPN] > [VPN] > [VPN Statistics] > [Sessions] <4 > NHE £7, v a Dt
HZ&Fo~9 D21, [Filter By: Clientless SSL VPN] Z i L C [Filter] 7 UV v 7 LET, &
Ta Y OFEMPER TR IIET,

Ty va VOFMITFERET, BUET 77 4 772 SSLVPN & v v a Y O EFRRT 1T,
[Check Number of Clientless SSL Sessions] # 4 12 L'E 9, SSL VPN & v 3 D 0 DY
&+ AnyConnect Essential &4 r— 7 /LIZTE £,

() AnyConnectEssential 251 % — 7 /WZ72 > T DA, Secure Desktop IFHERE L 8 A, 727201,
Secure Desktop % 1 & — 7 /LIZ T 5454 1% AnyConnect Essential %7 1 £—7 /M TE E£7,

AnyConnect h X 2 LJEtE

1 A5 NJEMEIX AnyConnect 7 7 4 7 2 MIIEE S, LLTFICRT L O R ReA R ET 5720
RSN ET, W AZLRHEIIZZ A T AR EOERH Y £3, FEANZER LI AZ
LML, AATIv s TI/RARY =L N—F RV v—OWFTHASNET, £5
DEESIERMBDOA AL LJEMEZAFRIS KORELET,

* To enable DSCP preservation : Z D A% L@MEZFRET 5 & Windows £ 721X Mac D A=

L—F 47 VAT ATy N7 4 — 5T DTLS ##: D Differentiated Services Code Point
(DSCP) 73ilf#l 41 FE 9, DSCPPreservationAllowed 77 A % N@MEH A 7235 & |

T AT, BIEOEELZZ 0TV N T 7 v 7 HEEIEMAT L, BEIBRM AT S

— 187 VPN B
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B orsecvensSa7o TRy

NI 74w I~ —0%TFTT U MY NEEROBEAUGET D2 LN TEET, Gt
HZ>UWTCiL,  [Cisco AnyConnect Secure Mobility Client Administration Guide] @ [Enable
DSCP Preservation] Ot 7 2 a wE=HBLTIEIN,

To enable deferred update onan ASA : ZiLH DN A X ABIMENERE SN TWDHEHEAIL, 77
AT NOT v 7T — NBFIHATEEIZ 72 % & . AnyConnect [ 5 51 & 4T3 2 e 32
Wea—PIlmRNEIFAT e wHEET, BET v 7T — hDOhAZ K@EEDHIE LT
T, ZHEHD ASA D/RX— 5 2 U T, DeferredUpdateAllowed,
DeferredUpdateMinimumVersion, DeferredUpdateDismissTimeout, 3 X}
DeferredDismissResponse 734 Y £3°, #EMIZ-2VCiE, [Enable AnyConnect Client Deferred
Upgrade] F 721 [Cisco AnyConnect Secure Mobility Client Administration Guide] @ T Configure
Deferred Update on an ASA| Z#ZM L T 7E3W,

To enable dynamic split tunneling : = D W A X AEMEEERR TS Z LI2X D, PRV OHE
ST, DNS RAA UAIZESWTEIIZ AT Y » RO R R 7 %47 ) LR TE
F£ 9, dynamic-split-exclude-domains Z B9 5 Z & IZL V| VPN o RADINTD 7 F A
T NIRRT I RANKER Y T T RERIE Web —ERE AT TEET, FEMICD
WTiE, [Cisco AnyConnect Secure Mobility Client Administration Guidel] @ [ About Dynamic
Split Tunneling] Z*ZH L T 7ZEW0,

To set public DHCP server route : = D4 A% L@z i< 5 &, [Tunnel All Network] 735 #%
ESNTWLHAIC—H/VDHCP N7 7 4 v 7B VT THRAPTT7r—TEET,
AnyConnect /%, AnyConnect 7 7 A 7 > F3Eft T 5 & v — 71 /L DHCP % — IR E D /L—
FAZBMLUTAA b D LAN 7 #7727 4 v 2 M L. £ D— M2D
WTDHCP b7 7 4 v 7 USNDTXTDO T 7 4 v 7Ty 7 LES, b RVHESLEE
D37 Y w7 DHCP %—/3 )L— NMERK & BET 5 72812, no-dhep-server-route 7 A & A Jg@
DIEEL, true ICERE SN TWDRERH Y £7°, FEMIZOWTIE,  [Cisco AnyConnect
Secure Mobility Client Administration Guide J @ [Set Public DHCP Server Route] Ot 7 3 a

VESBLTIIEEN,

To configure Linux to support excluded subnets : circumvent-host-filtering 77 A % A J@MEIE,
[Tunnel Network List Below] 28 A 7' U v b bR U FHIZEE SN TWAEAILT 7 * v
FOERAZ Y AR — 5 K512, Linux ZELET, sHMICOWTIEZ, 7%y FOkR
HNa P R— T 57200 Linux OFFE (29 X—2) ZRLTIEE W,

IS OEREDOMTH 2 X 525 A2ITT 5I21E, [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Group Polices]| > A == —T, ERIFAH I AL LBIEDIZE L ELFFED T
N—T" R —IZEEAT D MERH Y £T,

IPsecVPN OV S A7 VYT 0T

N

GE)

VPN I 5472 MIMAEHRHAT, YR— IR TLTWET, VPNZ 747 FORE
IZOWTIE, ASAR— 3 92245 ASDM D~ == 7 /LA ZH L TL 72&Vy, AnyConnect

X217 BEEYUT A VSATURNMITYTIL—FKTHILH##ELET,
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Zone Labs Integrity Server .

Zone Labs Integrity Server

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[Advanced] > [IPsec]>[Zone
Labs Integrity Server] /X% /L "Cld, Zone Labs Integrity Server % 7R— k3% X 512 ASA # % E
TEET, ZOV—NF, FIA4X—F Ry NIV—=2IZT 7 ERATDHIVE—FZ7TFA4T |

TEFxa VT4 AU —%#HT 5 HI TG S/ Integrity System &9 2 27 AD—

T, FEHBITIE, ASADR T 7 AT U4 — N —NxT227 747 FPCOTrFT L L
THERE L. Integrity 7 7 A 7 b & Integrity —/ [#] CHEE /29T O Integrity % V L —
LET,

G¥)

BEDOY Y —ADE X2 VT 4 77747 2 ATIEREFC 1A O Integrity T—/3D Fx 3 7K —
FENTOWETR, 2—W A ¥ —7 = ATIEHKKS B Integrity — SO EN VKR — K
SNTWET, 7277 4 77— ICEENRAE LT-GATX. ASA L THIO Integrity —/3%
HELT, 7747 VPN Y g VAL LT 7EE0,

* [Server IP address] : Integrity '— 3D IP T RV A Z AN LE T, v MIE 10 ERAHEH
LET,

« [Add] : HT LY —RIPT KL A% Integrity —/3D U 2 MIBMLET, ZORHZ AL,
ServerIP 7 KLV A 74— )L RICT RLARATENDET 7T 4 7270 £4,

s [Delete] : ZE4R L 72— 3% Integrity h— 3D YU A R GHIFRL £,

* [Move Up] : B4R L7z —/ 3% Integrity —/ 3D Y X NN TLEIZBEILET, ZORZ
IE. VA NI =01 B EFET 58I THEATE £,

* [Move Down] : B8R L 72—/ 3% Integrity h—/ DY A NN T FICBEILE T, ZDORF
SE U A NS =01 BULEFET 2SI TE £,

s [Server Port] : 7 7 7 « 7 7¢ Integrity — 3% U » A F 5 ASA DR — hFEZE AL E
9, D7 4 —/v FiL, Integrity Server ® U A MIH— 3072 &4 1 BLULEFET S
BRWETERNTEEY, 7740 b A— FESIL 5054, iFHIE 10 ~ 10000 TT, ZD
7 4 —/V RiX, Integrity Server U A NNICH— "BFET AL THEHATE T,

* [Interface] : 77 7 1 772 Integrity —/ L BETHASAA U F —T =2 A AZFHIR L E T,
DA HE—T A A A =2 —|L, Integrity Server U A NNIZH — SBIFET DA
IR TEET,

* [Fail Timeout] : ASA X7 7 7 4 772 Integrity 4 — NZEETERWI EEESTHETD
R NI LET, 7740 MT 10 T, #EEIZ, 5~20 TT,

« [SSL Certificate Port] : SSLFZFECTH AT 5 ASADKR— b2 ELET, T 74/ hDFR—
~iZ 80 T,

—ferarz N EE I}
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* [Enable SSL Authentication] : ASAIZEL DY E—F 7747 2 F® SSL ZEHEDFRFEZ A
F =TT DHEBCA AT LET, T 74V MTHE, 77472 bSSLIRGEET 1 &—
T s TWET,

* [Close connection on timeout] : % 1 A7 7 hEEIZ ASA & Integrity % — NE O 24 T4
DA A T L ET, T 74V T, BRI L E T,

« [Apply] : B E A EITL TV 5 ASA I Integrity — SOEREZEH L £,
* [Reset] : F 7258 H S 40TV 720 Integrity Yr— SO EDOE T ZHIBR L £ 77,

—ME

Cisco Identity Services Engine (ISE) (%, ¥ =2 VT 4 KU v —FHBIXOHE YT v b7 +—
LTT, AR, VATV L A, VPNEEROT 72 2HlillE X2 T 4 avTFI3A4 T A% H
gk L, > 7T LFE T, CiscolISE IFFEIZ, Cisco TrustSec LHEEL TEHXH a7 778 A L&
TGANT AR L, EAFAET N AFFBIAKR (BYOD) A =377 4 7 & HHR— kK
L, HRY > —Z2#HT 57O ET,
ISE Change of Authorization (CoA) F&REILZ. F¥FE. F8Fl. BXOT AV T 17 (AAA) kv
var Ot By va VHENTRICEE T L ODA D= AL ERILLET, AAA D= —
PELF—YF TNV —T DRI > —%EHT 5 L&, ISEND ASA ~ CoA /X7 v b & EHBEE(GF
L CRBREZ B L, LAY o— 2 CEET, 1> T4 RAF ¥ EfiAA4 > b
(IPEP) %, ASAICK > THEML ENTZK VPN Yy v a il T7 7R arbr—L U XK
(ACL) Z##HT 2 LEIIH Y £H A,

ISEARY & —DEIL, RO VPN 27 T4 7 FTHR—FSNTWVET,
* [PSec
* AnyConnect
» L2TP/IPSec

VAT A 7= RkOLEEBY TT,
1. =2 F o2—¥2 VPN 5L TER L £,

2. ASA X, ISEIZX L Ca—VE2FIEL, *y NI —T ~DRET 7 A&t d 22—
ACL #5270 £97,

3. TAUCTAVTRMGA Yy = VR ISEICEFE SN, By va B RERSNET,

4, RAF ¥ TEARALIBNACTZ— v FEISERITCHEHBITONET, 2071k R,
ASA ITEEI T,

5, ISENCoAD IRV — T vzl ZRHLTASAICRKRY P —DOEFEZEELET, 21
LD, Ry NU—7 TR AMRBREE O HH L o—% ACL 25#k5 S E T,
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\}

serazEog: |

GE) %D CoAFHEN L, BT A 7 X A LAHFIZIBIMOR Y > —3HliAs ASA (SFEBAIZITD
NAEAERHY £9°,
=, 2)]s = =
ISE ECFE.I-KEODEQE
ISE SBR[ A E 2R ET 5121, ISERADIUS r— &GV — N FL—T 2Bk L, U E—h
7 7% A VPN & E7n774w(by*w)f%@%—ﬂﬁw~f%@%bi#o
FI§
2T w1 ISE #—/30) RADIUS AAA H— X F L —7%2HELET,

WOTFNEE, /IROREE TR L TWVWET, REISUT, ZA—7OMOFRELTHETE E
T, KEDOBREIIE, 1 FEAEDR Y NU—ZIZHE LT 7 4V FRENH Y £3°, RADIUS
AAA H— N T —T OREOTEMONTIE, —kRay 74 ¥ab—var HA P25
LTS 7EE,

a) [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [AAA Server Groups] % i%
WLET,

b)  [AAA Server Group] FHIL T, [Add] Z27 V v 7 LET,

c) [Server Group] 7 4 —/V RIZZ V—7" D4R AT LET,

d)  [Protocol] Fu v 7 &7 U R FiE RADIUS H—/N & A4 7 2RI L £77,

€) [Enable interim accounting update] & [Update Interval] Z34R L, RADIUS HfEi]7 7 > T 4
YIHG A = UNEMMICERIND DI LET,
ISElZ, ASAZREDNAST A RINOZETHT AV T 47 ba— RIZEINT,
TI0T 47ty varoT L7 P ERELET, L, By varBTIT 47
THHEVIBHM (THUT AV T A=V EREIRATF Yy bToHFrvay) &
SHEZE Lo ehG, ISEIXT — 2 RX—AnbZDE vy a Ol a— REHlRL
F9, FRRFE O RV VPN Bt IR SN BRWNWE D I2T 51, 3 XTOT7 7747
Ty a VZOWCTISEWLEMMICHET AT T 4 VT HEHA v E—V%EET DL X
N, IN—TEHZELET,

INGOEFERET HHREEZRMBEMN CELETEET, 7 740 NI4T, 5E
TEAEPMIT 1~ 120 TI,

f) [Enable dynamic authorization] % S8R L £ 9,

ZOF T a k. AAA B — R Z)L—TF D RADIUS OEHIFE T (ISEZFFZEH . CoA)
P —bEREAF—TMILET, VPN F RV TH =R T N—T 5T 5 L e
% RADIUS $—/3 7 )L—"7 73 CoA IR GRS L, ASAIZISENG D CoARY ¥ —
BHHA— 2D v 2 LET, BIOR— NE2FEHAT 5 X I ISE — 3035 E I T
WARWERY | R—F (1700) ZZF LRWTL ZEW, AL 1024 ~ 65535 T
R
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FREIZ ISE Z 4 H L 72\ 54 1%, [Use authorization only mode] % #&4R L £,

ZOFTva itk =R T N—TEZRIMEHT 5 & X2, RADIUS 7 7 & AR
Ao —=UN, AAAT—FICRESNTWAEARAT— RFHFRICK LT, TERAEH )

FORE L THEEIND Z 2R L TWET, RADIUS — D@/ SA U — NE§ET
HE, FONRAY— NIFERINET,

7o & 2R, BRECZ OV — N N —TFTlid e iEHEEZEHAT 5512, BTEH
E— b%ﬁﬁﬁbi*@“ VPN RV FAVCORAMETH I T 4 7T 0)4)——/\7/1/—"
T2 AREME N B D D T,

[OK] %7 Vw7 LT, =T N—T%2RELET,
Y= TN —T %I L7265, [Servers in the Selected Group] U A h C[Add] &7 U v 7
L. ISERADIUS % — "% 7 )L— BN L £7,

F—RBMELZLUTIORLET, HEISUT, MORERICT 74V NERETEET,
* [Interface Name] : ISE — NIZEFET D720 DA » F—T = A A,
* [Server Name or IP Address] : ISE % —/SDAHR A M ETZITIP 7 RL A,

o (fEE) [Server SecretKey] : #fi &5k 5% —, F—ZHE LRV &, BT
kS EEA (FL—r TFAR) , ZOXF L 127 LFF TOELTFI O
S, REFENLFOXFNRSH Y, RADIUS — N EDF—LE UfEIZ/2 0 £
j‘o

[OK] %7 U v 7 LT, =% 7 L—7BMLET,
PR T N—TNZHID ISE — "% BEMm L E T,

AT T2 VE—KTZEAVPN CISEYV—R TN —TF5HHTAEDIZ, RETR 77 AV EFHL
F9,

PLFOFIEL, ISEREOREAS 7Y a O HFE LEd, HENRYE— 7278 AVPN
EERT AR, ZoMMoF 7y a VERETDHILERHV ET, VE—F TZ7EAVPND

ES'S
a)

b)
<)

d)

EIZOWTIE, 2O =27 VOMOEFTOHAICHE > TS ZS Uy,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect Connection
Profiles] %R L £,

[Connection Profiles] 7—7 /L C, 707 7 A V& BMEITREL T,

[Basic] X— T, @b RAHELET,

FRFEIZ ISE r— %9 5454 1%. [Authentication] > [Method] (Z%f L T [AAA] %
BESIN L\ WU ISE AAA H—/3 L — T 2RI L £,

FFATIZ DA ISE B — N TV —T 2R ET 256 1%. BORGES R ([Certificate] 72
E) #mIRLET,

[Advanced] > [Authorization] ~X—""C, [Authorization Server Group] {Z%} L T ISE H#—/ 7
N—T %@L ET,
[Advanced] > [Accounting] ~<— T, ISE #— N J)L—T RN L E 7,
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