IKE DE5E

ATv I
ATy T2
ATvT3

IKE DB 1L

ATy T

ATy T2

IKE

« IKE OFEE (1 3—)
« IPsec DFEE (11 X—)

IKE (Z ISAKMP & 1R ., 2 BDEA FTIPsec BX =2 VT 4 7YV vm— a3 o OFEEITE
—HERL-OORIA— g3y Fa halTt, X—F )L FTALA_X—K Xy NT—
7 HIZ ASA ZRET DI, VAT AERICEAT S 70— SV IKE XT A —H R E L,
EHIZ, VPN BT 5720187 NI o— v HIKERY U —H Bk L 7,

FIE

IKE OfF (1 ~—) ZHHLTEDNCT LI ENTEET,
A FE VPN D IKE X7 A —% (23—3) ZRELET,
IKERY >— (6_—Y) ZHRELET,

FIE

VPN el xt L C IKE 2 /23 5 ik
a) ASDM T, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [AnyConnect
Connection Profiles] 2 &R L £ 9,

b) [AccessInterfaces] i3k C. IKE ZfEHT 51 > ¥ —7 = A ATk LT, [IPsec IKEv2) Access]
D FIZH % [Allow Access] 24 2L ET,

H A R VPN 2%} LT IKE #8221 2 ik

« m
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a) ASDM T, [Configuration] > [Site-to-Site VPN] > [Connection Profiles] Z 3R L £ 77,
b) IKEvI BLWIKEV2 ZEHT 51 4 —T =4 A2 BIRL £,

B4 FEIVPN D IKE /N5 A —4

ASDM T, [Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Parameters] % 3R L ¥ 7,

NAT O &:BE 1
* [Enable IPsec over NAT-T]
IPsec over NAT-T IZ L Y IPSec 7%, U E— F 727 & & & LAN-to-LAN Dl ;5 DHERE %
NAT 34 2% N LTS TE$£9, NAT-TIZUDP T —Z 7/ F LD Psec NT 7 4 v 7
ZH 7L L, HA— bk 4500 ZEH LT, NAT 7 /34 A 2R — MERZREEL 7,
NAT-T (X XTONAT 731 A= HEMRH L, BERGAZ T IPsec N T 7 4 v 7 %0
T LET, ZOMEIX. T4 FTAR—TICENTHET,
cASA VL, T—HXWEITH V7 T AT 2 MG U T, HEHED [PSec, IPSec over TCP,
NAT-T. 3 XU IPSec over UDP Z [RIFFICH AR — FTX £,

« NAT-T & IPsec over UDP D[l 7784 % — 7 /LT > TV DA, NAT-T MBS H

F9,
o £ FZ—T NI 5 TWBEA . TPsec over TCP LT XTI » HEE S
nEI,

ASA 12X % NAT-T OFEIETIT. ROBEITBW T, H—0O NAT/PAT 534 2ADIE%IC
5 IPSec BT Y AR—FLET,

« LAN-to-LAN #%#5¢,
* LAN-to-LANEt £ 72 13OV = b T 7 XA 7 A4 T bOWF I, 72720,
WS ERESEDZ LIFTEERA,
NAT-T Z T 2121E, ROFIMAEZFATT HME DR H Y £
o IN— 1 4500 ZBAL 2O+ A A v 2 —7 =214 AD ACL Z1ER L £§

([Configuration] > [Firewall] > [Access Rules]) .
« ZDA T, IPSec over NAT-T % A X — 7 /LZ LE T,

* [Configuration] > [Site-to-Site VPN] > [Advanced] > [IPsec Prefragmentation Policies] ~~-
> @ [Fragmentation Policy] /X7 A —#4 "G, [Enable IPsec Pre-fragmentation] 9%
A =T 2 A ZERELET, TABRESNTODIHAE, PT7 T T AT ==
YEYPR—=FLTOWRWONAT T A A% T 7 4 v 7 03BETEET, Zhicko
TP 7T 7 AT —varyziR— b5 NAT 731 ZA0EERIT 65 Z &
LdH 0 E£H A,

m



| IKE
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 Enable IPsec over TCP

IPSec over TCP Zfi 1% & | FE4E ESP ARV IKE 23HERE C X W BREE, E 72 13BEF D
T AT T A= =V E BB LTEGAIZR S THIETX 28K T, VPNZ 747 b
DENEFHEIC 72 D £97, IPSec over TCP IX TCP /X%~ RN TIKE 7’12 k22L& [PSec 7' 1
ranvaE el L, NAT & PAT DT OT AL ZABI R T 7 A T o —i2k vt
XaT R bRV 7RFBRLET, ZOMWRBIZT 7 4/ b THEICHRE SN TVET,

N

GE)  ZoMERIX, X R_R—2RDT7 AT 74—V TITEEL 8
Ao

IPsecover TCPIZ, VE— T8R4 7 FCEIELET, £/, T XTCOYHA
VH—T A AL VLANA UV H—T7 A ZATHEMEL £ 9, L. ASA BEREICK S L
TWBHZ7 747 MBSO ET, LAN-to-LAN B8 TITHERE L =85 A,

cASA X, T—EXHEITH IV TA T > M LT, HEHED IPSec, IPSec over TCP,
NAT-Traversal, 3 X OV IPSec over UDP # [RFFICH AR — FTx$£9,

o f X —T NWNTZ7 > TWBEA . IPsec over TCP IIL D3 X ToEm A LD HELS
nEJ,

ASA & F D7 54 7 v kD)7 T IPsec over TCP %A 2 —7 /LI LT,

ERI0EDOR—FE2EEL T, TN HDKR— MM LTIPsecover TCP & A 3% — 7 J/LIZ T
xFJ, K—1bF 80 (HTTP) °AK— bk 443 (HTTPS) 2D =V vy R— e AT
L, FOR—MIBEEMTON TS T T Fa /L EE LR 70D 2 & T G n s
AT MMIFEREINET, ZO/E, 77UV VFEEALTIKE ®hA ¥ —7 =4 A5
ASA ZEHTE < e 7, ZOREEMIT 5121, HTTP/HTTPS EH 4 B AR —
MIFELET,

ASA 72T, V94T FTHLTCP AR— hERETHMLENHVET, 7747
FNOBREICIE, ASA HICHE LR — a2 b 1 OFDHINERHY £,

E7ICEESNSID

IKE x> T— 3 U CET A FELTRAT 5 [Identity] 28R L F 7,

Address

ISAKMP DO BIE M E AT DHRA FDIP T
FLRAEFEHLET,

Hostname

ISAKMP D51 % 2 Ha 5 AR A b DsgE4
B FAA B FERLETST G740 10)

ZDLHENE, BA NG E RAAL 4 THERS
nE,

Key ID

VE—h ET7RFEAEAF—ZRET LD
WA 9% [Key Id String] Z8E L £,

« m
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Automatic B4 A T I X > TIKERT YT —v g U &
RELET,

s HEHAF—DOIP T KL X

SIEBHEFRFED cert DN,

v 3 UHlfE
* [Disable Inbound Aggressive Mode Connections]
7x2—AX1DOIKERXT T — 3 2 Cld, Main E— K& Aggressive E— ROWT L%
fEHCEET, EHEL0E—RNEFRIC—ERAZ48MEL 973, Aggressive T — RDGH
ICE T THE L SN AW, 3 5Tl < 22721 T3, Agressive E— KD
FEIETT R, BENSR—T O DIMMEESNETA, TOLD, FREE LT 2EF =
TIRSAZMENLT HANC, BT M TIDFRZ KT 20E R H Y £, ZOKREIRT 7+
VR TEICHRESNTVET,

* [Alert Peers Before Disconnecting]

CASA DTV Yy hE DR T —h, By valr TA RV EA LT Y N, KRR
RIOMEIE, BHEFICLAELRE, WS OOHEBETZ ATy M ey a rEiZ
LAN-to-LAN BT avm ke vy 7FEns 2 enbb £,

¢ ASA X, UIr &N HEAIOE v a 2o T (LAN FREND) RES-ET
WZiBEm L., FNOICEBERELET, 79— bEZBLEETERIZIITIAT b
i, TOBHEBEZEL AR s ol EhldRy 7T v 7 S I FERLET,
ZOMEREIXT 7 AV N TEHICERES N TWET,

-’@&4VT1‘wAﬁ%ﬂ%@Tﬁ%F%%ﬁbf%ﬁ%%@ﬁm%ﬁiéikﬁ
T&E5 LX), BmAKIELY A x—7 L TEET,
[BESNTZ7 94T FEETICIIROLDOBREENET,
T IT—IPRAR=T N o T Dex2 VT4 TTIAT A
e NR—=TU g 40D Y T N 2T EFEITLTCWADAVPNYZ T4 7 0 b (REIIAHE)

* [Wait for All Active Sessions to Voluntarily Terminate Before Rebooting]

TRTCOT 7T 47 Bya X PEHBMICKT LELGEICEY ASAZY 7— 55K 9
W2, AV a—)VERETEET, ZOKE :i77zwl/ %Tﬂﬁxﬁ CRESINTWET,

* [Number of SAs Allowed in Negotiation for IKEv1]
—RERTCTOR T — 3 U SA OREEHIRL £,
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IKE v2 8 DERE

BMOY v a UL, A—7 2 SADOKERIRT 2IKEV2 TEFATEEd, 774/ T
X, ASA 34— SA O EHIBR L EH A,

» [Cookie Challenge] : SA IZ & > THHtA SN/ N7 > hA~DIRE L LT, ASANET T34
AT yF—F X L VERETEDLLIICLET,

* [% threshold before incoming SAs are cookie challenged] : ASA |Z%f L TRHFAR SN D5 A RF
SADHI L, rIAvT—yva rHOSADEE, ZOBIEIZET DL, RO SA RS
VI—va IR LTI v x— Fy L UM ThbVET, #FIX 0 ~ 100 % T,
7 7 4V MEIEL 50 % T,

* [Number of Allowed SAs in Negotiation] : —FfA TOR T = — 3 U H SA OFE A iR
LET, ZovXF—Fx LU VLT 2HGG81E, A7 A F=y 7 T7bd LD
W, 7 yF—Fx L POLEWELZ ZOMIRE D HES LTIEENY,

* [Maximum Number of SAs Allowed] : ASA L TFFr] S 415 IKEv2 ##5t OE A HlR L £ 97,
T 7V N TIE, T4 B ATHRE STV D ERERHD ERTT,

* [Notify Invalid Selector] : SA TZAEEINIZEEG T Y MREDSAD NI T 4w 7 LY
B L= LR WEAIC, BHEEIIE T ~OIKEBMOEEEZ AN EITEHCTEET,
ZOWEOEFIET 7 4V BT, B> T ET,

IKEV2 43 EDHRTEIZL S DoS WED[HIE

BEEtX=a2VT70 7V v=—2ary SA) WHOF Y LU VEITOI I v —TF X LU UER
ET DI, A—F U SADEEFIRT S Z L2 XV, IPsec IKEV2 #6815 4 % — B 25
(DoS) KBA[hIET&EET, T 740 hTiL, ASATA—7 72 SA D& HIIRE3, SA
DI F—TFx L VEITHTELHYETA, FAISNDOSADEEHIBTHZ b TEE
T, ZHICE-T, ThUBIIERO R T m— a UMTbN R R DT, 7 v —F v
Ly UHSRE CIIBHIE CE THIE O A RE TE RWAREERH S, AE U CPU ~D LB
Rl CcE FT,

DoS W Tl WEBEIT. BT T AN SA W Ny » FEEE L. ASA BNEDISE A%
FT 20 EMBEERBLETN, 7 T RAFINUESE LEHA, BT T34 AR
PREEAICAT O &L B Z2E T 5 E TASA THA SN TR TOSAERZFHTE F9,

T oX—Fx L TVDOLEVE (%) Z2AF—T7NMITDHE, A—T 2 SAFxIrT— 3
DOENHRINET, 72& X, T 74V FEED 50 % T, FFAIS4LD SA D 50 % 31 =
vE—va s (A—Tr) L EIZ, ASAR, BELZEBINOSAWIEA Yy N v F—
Fx L TPETOVET, 10,000 5D IKEV2 SA 2357F 7] 415 Cisco ASA 5585-X T, 5,000
D SANA—T U NZhed &, TRLBEOERESAICK LT v¥— Fr LU ThbivET,

[Number of SAs Allowed in Negotiation] & 7- /% [Maximum Number of SAs Allowed] & & (24
TOHEE, AR v A Foy 7 PMTONL X, 7 yF—TF L VOLEWEEZD
NHDORELY RS LTSN,

[Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options] Z 8 L T, IPsec L' ~~/LD
TANTOD SA DTz fllRT 52 L b TEET,

| « m
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[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies]

ZDORA 0, IKEVI AR Y =L IKEV2 R Y > —% B0, WRE. EI3HIRT 2720 fEH L
ij‘o

IKEXIvm—y a3 VOETERET DICE., WIORTHEAZEDIKERNY —% 1 2L BE
E‘Z]\/iﬁ—o

« —BOTIAFVT 4 (1 ~65543, | NRESDTITA AV T 1) .
« 7 O ID AT 2R
T —HERHE L, TTAN—ESFLRE AL

*HMAC A, EEHEOHTLERIEL, REPICA v E—UPEH SN TR L Z0RFE
LEJ,

o S —HIB 72U XA %5l 5 Diffie-Hellman 7V —>7, ASAIZZ D7 /LY X A
PEALT, BEF—_tnyva F—28HLET,

X —AEEXWZ DEIC, ASA NF D5 % — 24 -4 5/ 0 LR,

BIKERXTvo—gaudd, 72— 1¢E7x2—X2 LIEIND 2 DD DIVET,
Tx—RA 1%, LEDIKE XD o —2ar Ay —V 5 R#ET 2RO b 2V EERL L
FT, 72—X2 TR, T—XEEETD U RABNEREINET,

IKEvl OFEIE, &N T A—ZIZXH LTI DOREL T2 A X—T M TEET, IKEV2 O
EliE. 1 2O7 R —Y I THEHEDZEE ([Encryption]. [D-H Group], [Integrity Hash], ¥ X
[PRF Hash]) Z{EETE £,

IKERY > —NRESNTWVARWVEAS, ASAIZT 74V ORI —2EHLET, T 741
MR —IZIEENRTA—ZDT 7 /L MEREGENTEY, RV —DFF7AF VT 4 13%
Wi FALICRRESNVE T, HED/NT A= DEEIRE LeWiEa, 7 7 4/0 MEX#EH S
3
IKExITvm—yarnthshd e, 33— aZlthT 587 NEDORY —F X
THEVE—F ETIWCEELET, VE—F ETIEL, —&T 2RV —RBR20NE S0, Tl
THERV =% T T4 4V T 4 IRICHRBELET,

e, Ny =, FREE. B X O Diffie-Hellman DfE[FE U T, SATA 7 XA LAREESNT-
R —=DF A TEA LT ORI, IKERY —BIIC—HENFELET, T4 7 XA A
NELLRVWEAIFE., (VE—FET R —0050) BNHDOITA 72 A L00H S E
T, BT HRY —NR2WEA IKE T RrT v — 9 234 L, IKE SA 3. S E
HA,

Z4—ILF
* [IKEv1 Policies] : fX E#H 4 IKE R U > —FNENDRT A —FFZEEFRLET,
o [Priority #] : RV > —DF T4 AV T 4 Zm LET,
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* [Encryption] : B 5t F AR L E T,

ket Ky o—oemEr e |

«[Hash] : Ny = 7T RAhZRmLET,

+ [D-H Group] : Diffie-Hellman 7' )V —7 %2 R L £,

* [Authentication] :

&R LET,

s [Lifetime (secs) ]1:SA T4 74 A LEPWHTRLET,

* [IKEv2 Policies] :

B IKEV2 R S —FNENDONRTA—FZREEF R LET,

o [Priority #] : RV > —DF T4 AV T 0 2R LET,

* [Encryption] : B 5t AR L EF,

e [Integrity Hash] : Ny v o 7V 3 Y A LERLET,

* [PRF Hash] : B&LlELEBI%L (PRF) Ny 2 7T A LEZRLET,

« [D-H Group] : Diffie-Hellman 7' )V —7 % R L £,

s [Lifetime (secs) ]:SA T4 7 XA LEETRLET,

IKEv1 7R > —DEME = IEHRE

[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies] > [Add/Edit IKE Policy]

[Priority #] : IKE ARV > —DF 7 A4 AV T 4 %
T, A BEREDOTITAF VT 4 TT,

RETHHFEALET, &L 1 ~ 65535

[Encryption] : K55t F A BRI L E7, Tk, 2 2D IPSec BT TIBEEIND T — ¥ &k
T DR SALT VT A LTY, IROHENHEIRTE E7,

des

56 £ bk DES-CBC, ZE&MIHMERWTT 25, it
OFRIE LV EH T, T 740 b,

3des

168 £~ I Triple DES,

aes

128 £'>v b AES,

aes-192

192 £ b AES,

aes-256

256 £ I AES,

[Hash] : 77— OREEMAZRIAET D/ Ny L2 TAITY ZALZERLET, N7y bR, 20X
Ty MCRRSNTWLRELNLEFE SN &, FBEPIcAE S TR T & 2R3

L/i—a—o

« m
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sha SHA-1 57 /v MEIX SHA-1 T,

MD5 DX A 2= A N DIFHIN
md5 MD3 K<L SHA-1 L D b R0R00 0
RIS TWET, Ly
L. MD5 (Zxtd 5B &N )
(ZAUTIERICREE) LT
. IKE 23MEH % HMAC N
U7 N OREARLEE
R

[Authentication] : % IPSec E°7 D ID Z #3275 72812 ASA ME AT 2 R8RE T A IR L £ 97,
FRHEA X —ITIERT D1y MU — 7Tk LT RRDSREE 03, /IRy T —2 Tl
Ty N7y TINES T, WOBRIERH Y £7,

pre-share FHIA T —,

rsa-sig

RSAT T =F % TAIY XLIZ L > THEKRE
nNi-%—frx o052 L arHE,

[D-H Group] : Diffie-Hellman 27 /L —7 ID Z3@#R L £3, ZDID X, 22D IPSec 7 23, H
AACHFARERREEET 20 TR, SEMEFREZRY BT 72OEHLET,

1 JN—71 (768 £ ) [FZ7 4NN OTN—T2
(1024 £ v | Diffie-Hellman)
X, F—71F72135 Lk
L C, CPU OFEATHFMITH
WH DD, ZEMITIKLS 72D
7

2 TN—7F2 (1024 € )

5 In—75 (1536 £ )

[Lifetime (secs)] : [Unlimited] 42320, SATA 7 X A KEBEHTCANLET, T 741
NE 86,400 70, ©DFEV 24K TT, T4 7 XA 25 ELTDHIEE, ASA IFLIE D 1PSec &
X2 T4 TV arE LNy b7y LET, K bEIT ok L
WZhH DD, F—OHAEKMREmRmGCES (K2~375T812) Le<Tbexa T 10X
RiESNET, T 74NV EZOFEMEHT L L 2HEL T,

[Time Measure] : FEfHEEHEA IR L £, ASA TIFROMEZEHTEET,

120 ~ 86,400 ¥

2 ~ 1,440 43

1 ~ 24 IKff#]

1 H
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IKEv2 7R —DEBMFE-(LiFEE

kev2 K o—oemEr e

[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies] > [Add/Edit IKEv2 Policy]
[Priority #] : IKEV2 R Y > —DF T A4 F VT 4 ZRET D FE AN LET, #iPHIL1 ~ 65535

T, I PREGEDTTAFVT 4 TY,

[Encryption] : B 5L A BN L 9, Z4UE, 2 DD IPSec E TR TIRIESND T — X &R
T DR ST VT XATT, ROFNLRIRTE £,

des

56 £ k DES-CBC 5 5{k% ESP |Zxf L CHa
'_‘/:E’L/i_a—o

3des

(F7 /8 MU ILDESHES(LT /LY
A L% BSPICXLCHRELET,

aes

AES & 128 By bk F—W55 k% ESPIZx LT
FBELET,

aes-192

AES £ 192 B h F—Wf5{ba ESPIZxI LT
BELET,

aes-256

AES & 256 v b F—55{b%& ESPIZxf LT
BELET,

aes-gcm

AES-GCM/GMAC 128 > s DH3"— |k & % Fi
ek AR L THRE L9,

aes-gcm-192

AES-GCM/GMAC 192 v R O ¥ R— ~ Z%IFR
ek L EEMIcH LT ELE7,

aes-gcm-256

AES-GCM/GMAC256 £ s DHR— |k & % Frk
Wb EAMICR L CHRE L £9,

NULL

B b fThhenwZ 2R LET,

[D-H Group] : Diffie-Hellman 27 /L —7 ID Zi@R L £3, ZDID X, 22D IPSec 7 23, #H
HACHARERREEET 20 TR, SAMEFREZRY BT 7oA LET,

1

TN—7"1 (768 £ ) ZHNF 7 3L T, Group

2 (1024 v b
Diffie-Hellman) TiX, SE{TIZ
W73 CPU KR 3D 72 < 72
F 9, Group2 £721X5 LV
BRVENE Y 7,

TN—72 (1024 € )

Tn—75 (1536 £ )

14

T—7 14

« m
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19 TN—7"19
20 T Nn—720
21 Tn—721
24 T I—7 24

[Integrity Hash] : ESP 7’2 b 2L D7 —ZEEMWARFET D7D DNy T2 T Y A L%
WLET, Ty FB, Z2ORTy MIERESNTWDLRETLOREINT-Z &, Eiltd
WCEBRINTWARNWZ EZ2RIEL T,

77/ ME SHA 1 T,
MD5 DB H A ¥ = A Rov/h
X<, SHA 1 L1 {00
ERZAENTWEY, L
L. MD5 (Zxd 5 BN R
(ZAUEIEFICIREE) LT
. IKE 23925 HMAC Y
V7 v MR OBRBREZPE E
7T

256y DX A=A NTER
2T NNy T3y XA
SHA2 #HE L £,

4y FDOHXA T2 A MTE
A R 2= AN
SHA2 #H 8B L E 7,

52y FOXEA YA M TER
FaT NNy THITY XL
SHA2 #EE L 7,

sha SHA 1

md5 MD5

sha256 SHA2, 256 By hDX A ¥V =
2

sha384 SHA 2, 384-bit digest

sha512 SHA 2, 512-bit digest

null

AES-GCM Z 7213 AES-GMAC
DEFEALT L TY AL LT
BEINTWVWDHZ EERLE
4, AES-GCM 23 =4k 7 /L =
YXALLELTEHRESNLTWND
BEE. XNVESET LAY
ALEFRTHMLERH Y E
R

[Pseudo-Random Function (PRF)] : SA THEH SN LT X TOR ST L TY XLDIZHDF—
BHEEH OAL LTI S 415 PRF Zf8E L7,

m
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IPsec 0D

IPsec DE&TE .

sha SHA-1 57 # /v MEIX SHA-1 T,

MD5 DX A 2 = A N DIFHIN
&<, SHA-1 k1 {0030
RSN TWET, Ly

L. MD5 (Zxtd 2B E D )
(ZAUEIERICREE) LT

. IKE 23ME 9% HMAC N
U7 N ORELERLEE

md5S MD5

j—o
sha256 SHA2. 256 B DX A= (256 DX A=A Ttk
N FaT Ny T7)ad) XA

SHA2 & L F£7,

sha384 SHA2. 384 E Y DX AT = 384y hDX A=A NTE
A b FaT Ny THITY XN
SHA2 #HEE L 7,

sha512 SHA2, 5S2E Y hOX A= |52y hOX AP = A N TE
ZEIN a7 NNy Taly XA
SHA2 # T L 7,

[Lifetime (secs)] : [Unlimited] 2 4 23250, SATA 7 XA LEBEHTAHLET, T 741

NI 86,400F>, DFEV 24K TT, T4 7FA LE2ELTHIEE, ASAIFZLIED IPsec ¥ =
V74 7Y va—yarzl0Rdficky Ty LET, B LBEIT SR Lk B
72, F—OFAEKRBRBZERICES 2~3457812) LA ThbeXx= )T 1 3RGEES
NET, 774NV NEZOEEHEMATHEEHERLE T,

ASA TIIROMEEFEHATXET,

120 ~ 86,400

2~ 1,440 43

1 ~ 24 FriH

1 H

=JL ==

aX AE

ASA TIE, LAN-to-LAN VPN ##¢(Z IPsec 251 &A1, client-to-LAN VPN #£#5¢(Z IPsec Z i
THZELBINTEFET, IPsec DAHETIH., 7] F, VE—FT27®8RAITFA4T U E
3o eX=aT F— oA ZfLET, ASAIX, A2 7 (IPv4 721X 1Pv6) &, B
HT DT X COEMEITHEIL L 72— R/X—F 1 7 & O LAN-to-LAN IPsec #ft & 48— bk L
£,

« m
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N RN ERENLT DT, 2 20T, BREE. ek, ek, F—EEAZHIET 5 '
X2 VT4 TV vm—varErAva—rLET, INbORIT=—T 3 UiE, bR
IVOWESL, (IKESA) &. My RAHND T 7 4 v 7 OflE (IPsecSA) £W\WH 20D T = —X
NEENET,

LAN-to-LAN VPN |&, HUEEfJICERI 2350125 D% v MU — 27 245t L E$, IPsec LAN-to-LAN
B Tl ASA TRGMIE 1B E UCTHRET 5 Z £ A TE £9, IPsec client-to-LAN $%
BETIE, ASATTINEME LTORBEREL T, EEMIXSAZIREL, WEMIX, REIN
SA/RT A—=HIZHE- T, SADIEREZITAND D, BT D, FRIEHEER T LET,
Pt A ML T DIZIE, MO T 47 4 TSAN—ETHH0ENRHY £,

ASA 1%, R®D IPSec J@th& VR — h L TWET,

AL CT X INVAFAERFEAT LI EXIC, 72— X 1ISAKMP X% =254 7/ v x—
YarvExraz— T 584 Main E— R

RRECHFRAEA X —2 AT 5L 22, 72— X1ISAKMPEFX =2 VT 4 7YY= — 3
v (SA) BRI vx=— M 55H O Aggressive E— K

FREET T Y XA
* ESP-MD5-HMAC-128

* ESP-SHA1-HMAC-160

« WAEE— K :
« FELA F—

¢ X.509 7V )LEEH &

» Diffie-Hellman 7 /L — 7" 1, 2, BL VS,
s BE LT LT Y XA

* AES-128, -192, B L1 -256

* 3DES-168

* DES-56

* ESP-NULL

« JLIRRRAE (XAuth)
cE—Rar74Xal—ar (BPILISAKMP 27 4 Falb— g HR)
s N B TEMEE—F

« LZS il L7z 1P JEffE (IPCOMP)
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ATy
ATy T2
ATvT3

=)

A\

EE<v v .

FIE

W~y 7 (13_—=Y) ZRELET,
IPsec FHi 777 AT —varyRh)yr— (22—) ZFHELET,
IPsec Proposals (Transform Sets) (25 X—3) ZHELET,

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps]

Z DA NZHE, IPSec V—VIZEFZRSIN TS, BIEREINTWSE 7 VT b = v 7RER
SNFET, T TiE, IPSec /—/v&2BH, L, HIFR, BIVERY ., BLOREVFHF L=V,
ETiIzEE S0 TEET,

GE)

BERDL— UL, R, MR, £7213a—T&EHA, ASAIL. #A4FT3Iv 7 bR
UV —NHRESNHTWEEE, VE—F 7 TAT L D M T 7 4 v 7 OBRFIERZREERAIC
ZFANET, FED T 74 v 7 BRINTHZLICE- T, ZOREEEHLTEET,

[Interface]. [Source]. [Destination], [Destination Service]. F 72I% [Rule Query] Z 38R, [is] £7=
I% [contains] Z IR, HHWET 4 NVZ NTA—=FEANTHZ LIZL-T, V—VERER

= NDFRET A NFUEE) 526 TEXET, [L]E27 Vv 7 LT, BRAMERT
TOMFTY NUNRENTEZBREA T u SRy 7 A2lEEd, FAT7T S LT, Vv—1%
M CRRTHDITHEHLET,

IPsec L — /L TIILULFEEE LTI,

* [Type: Priority] : /L—/LD & A 7 (Static £721% Dynamic) &ZDF T A4V T 4 ZFKRL
7,

* Traffic Selection
c[H#: N—NFETERLET,

* [Source] : NT 7 1 7 % [Remote Side Host/Network] 7 7 AP Y A MIHHIPT L
ZHTITERETDH L EIT, ZOA—LIHED IP T FLRAZRLET, #FfE—F
([Show Detail] "% > &) TiX, 7 KL A BT 22, Tany) EWIHIENEGEN
DAVHE =T 2 A ALNERINDIGERZHY £ (B : linside:any] ) . any i3,
WA » 5 =7 = ADTRTORA ML ORBEZT 5 L 2 FRLET,

* [Destination] : 7 7 « 7 75 [Security Appliance Side Host/Network] 7 7 LMD U A ~Z
HHIPT RLANLEEENDLEXIZ, ZOAL—IEI P T RL 22 —BEEHRL
F7, FEME— R ([Show Detail] K% & &) TIL, 7 KL A B Z7 412, lany)
EWVIRBNEENDA LA —T 2 A ALNERRINDGERH Y £T (] :
loutside:any] ) . any (%, ZMHA v F—T7 =2 A ADTXTHORA RHPL— )LD
EZTHILEEWRLET, SHISHME—RTIEX, 7 RLA DT AT v 2 TH

« m
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FNZIPT RUAREENDHZEHH D 7 ([209.165.201.1-209.165.201.30] 72 &)
INHOT RLRIE, BHEAT FLATT, NEAA ML o THMNBHE A h~D#
FEDMERREND &, ASAIFNERARA DT KL AR T —LDT RL A~y 7L
FT, RAMRT U MAT L RERAERR LT, ASAIZZDOT RL A vy B 7
ERFFLET, ZO7 RV A v B 7l xlate & MEEL, —EI ATV ICR
FFanxd,

s [Service] : L—MZ Lo THRESINLZY—EAR LT halrzfEELEd (TCP,
UDP, ICMP, F7iX1IP) ,

s [Action] : IPSec L —NV DX A 7 (RiET 5, EIXRE L) ZEELET,

e [Transform Set] : L— VD T L AT —h vy hEERLET,

« [Peer] : IPsec &'7 Z ikl L £7,

* [PFS] : L — VDRI R EM A Z R LET,

* [NAT-T Enabled] : 7K U > —"C NAT Traversal XH N2> TNDH M E I naE R LET,

s [ReverseRoute Enabled] : 78U & —TU N—Z2b— Kk AT a3 (RRI) A X—7

NI 5 TNDBNE I MERLET, RRUIHE TITbhi, fFE AR IhEd, REN
ERFELITHRENDETEOE LIV ET, ASAIX, V=T 47 T—TNIZAH
T Ay — N HBEIITENML, OSPFZEH L TENLDONL— 2T T A X— K Xy
T — 2 73R —F— —FIZ@m L ET,

* [Dynamic] : ¥4 F I v ZIZHEESNTWDHEHA. RRIIEIPsec ExX 2T 4 TV
T—3 3 (SA) DRESIEINRFIZ/ER S, IPsecSAMHIBRS LD LHIBRENET,

A\

GE) HA4FIvZRRIIIKEV2 R—ADRAX T 4 v VBB v 7 7E0T
W S ET,

s [ConnectionType] : (AXT 4 v b FNKRY —TOHER) . ZORI > —OHH:E
4 A 7% bidirectional, originate-only, & 72!% answer-only & L Tkl L £,

* [SA Lifetime] : /L—/VD SA T4 7 XA LEForLET,

* [CA Certificate] : " U > —®D CAGEAEEZZR R LE T, ZHUX. A¥T 0 v 7RIS
WHINET,

* [IKE Negotiation Mode] : IKE r &3 =—3 3 > C, Main £ — R E 7213 Aggressive E— K%
T omE I ERRLET,

s [Description] : ((EE) ZOA— L OffHHAZEE LET, BEEL— L OLAIL, L—
JVOBIMRFIZ AT L@ 7220 97, BB /L— izl Tmplicitrule] &V 9 FEal s
BENTWET, RO — VUMD — L OBAZREST DL, 0T a7
Y w7 LC [Edit Description] Z3R$ 570, ZOH T LE=XTNT Y v 7 LET,
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[Create/Edit an IPsec Rule] : [Tunnel Policy (Crypto Map) - Basic] % 7 .

* [Enable Anti-replay window size] : V 7' LA WG Y ¢ > ROV A X% 64 ~ 1028 D
FiPHD 64 DEHTHELET, BEA QSKRY v —TDO NI 74 vy v=—¥E U7l k
HFT7A4F VT 4 ¥a2—A 27 ( [[Rule Actions] >[QoS] ¥ 7| ZHM) DRI
X, X7y MDIBENEDD Z & TT, IPsec/N7y FTlE, 7oF VLA g Ry
PIZRWARERE 7 v PIZ LD, 24 syslog A v E—UWNERSNET, ZhbnEs
X, 79A4FVT 4 Fa—A L TOHRRITRRTT, 7o0F VT LA DNRRL A X%
RETHE, RMERRET L ENTEET,

[Enable IPsec Inner Routing Lookup] : 7 7 4 /b b ClZ, IPSec b v F/LEEH TEE S b8
v ML Ty 7 7y FIXEITSER A, 7 v NENLOBBERRL » 7 7 v 713
SMEBESP /37y MICK L TORMTONET, —FHOFy hU—27 hARB I TE, V—T 4
VI DEFNZ L o THNE AT v FONRAPERENTH, IPsec b RARELET v R
RBOLE. MRV EN LTy MEIIEFICV—T 4 7 &7, sEEICBETE Y
loe ZHVEBIIET DITIE, IPSec NER X7y FDARTy NZLDN—T 4 T Ny I T
THEAX—TNMILET,

[Create/Edit an IPsec Rule] : [Tunnel Policy (Crypto Map) - Basic] 2 7

ZDRA T, IPSec L=V DOFH LW RV R —EEHRLET, T CEHETLHHE
%, [OK] %72 U v 7 L7212 [IPSec Rules] 7 — 7 /VICERRENE T, TXTONL—/ML, T
7 4V kT [IPSec Rules] 7 — 7 MIEREND LT <ITA 2—T7 272 ) £,

[Tunnel Policy] XA > CiX, IPSec (7 =—X2) X274 7YV m—Tar (SA) OxA
Y= FCHERTD PRV RY = ERTEET, ASDMIT, 2—FDa 7 Fa b —
Va UMREMRERVIABETN, [Applyl 227V v 7T HETIEETHFOI 7 4 FaLb—
Ta RFELER A

FTRTOR RNV ARY—TIE, TV AT74—L Yy FEHEEL, @HT X2 T 4
TITITAT VAL B =T oA AEFET HHLENHD ET, NTFT A T7r—Aty M T
IPSec DI SAVALEE L 15 FALALEE A FAT T D 5 kT VT A LB LNy 2 T XL
ERELET, TXTOIPSec ET7NE LT AT XAEFR— M2 EIFTELR2NTD, %
SORV—ZBEL T, TNFNCLIODTITAF VT 4 2BV B THLIICTHZLHT
XFET, FOBEX2VT AT TIAT AT, VE—FDIPSec 7 & 3T =— KL T,
TEDOETRYR—="TBERNFT AT+ —h bty Ne—HEEET,

FRVRY —iF, AFT A7 EBFIAFTIvIICTHIENTEES, AFT 17
Mo xV ARV =TI, X274 77747 ATIPSec #fi#iFr 345 1 DLLEDY
E— FIPSec T 72TV T Xy NV ZRELET, AET 4 v 7 R —%HL T,
X2 VT 4 T ITAT VAT ZRBT 20, £V E— 8 AR M OEEHERE %
BT EIDERETCEET, AXT 4y 7 K —TlE, FAISNDEHFANEREFRY b
T — 7 il T D1 DICERERE AT HHENSH Y £7,

HAFIv 7 bV RY—F, ¥X2 VT4 T I7A4AT AL O ERIET I L%
FAENDUE—FRAMIOWTOEREFETE RV, FRITHRE L RWGAICHER L
£, VE—F VPNFRY A K TARAL RLOBURT, ¥X2VT 4 77747 A% VPN
74T R LTLMERLRZWGEIX, 147 Iv 7 bRV R U—%RET HLE
EH0 ERAL, FATIv 7 PR R —NELEALRDOF, VE—FT 78RR 7T
AT DB, VPNH RV A N TR RE LTEMET 28X VT 4 T ITA4A T ApDba—

| « m
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. [Create/Edit an IPsec Rule] : [Tunnel Policy (Crypto Map) - Basic] % 7

m

PR

NI =7 ~OEfREZRGTE L LT DHETY, ¥4Iy 7 bR RY o—

X, VE—RT BRI ITAT U MIFA T Iy 7 IZHDETOENZIPT RLARDHHE .
FIEFZDVE—RNT IV BRI TAT 2 M ORY) —2RELRNE T 55T
BB £,

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create / Edit IPsec Rule] >

[Tunnel

Policy (Crypto Map) - Basic]

* [Interface] : ZDORY > —ZWHT o4 o F—T = A AL ZFIRL ET,

s [Policy Type] : 2D >RV KRU T —DHF A7 & LT, [Static] F721% [Dynamic] % Ff L
£

s [Priority] : IRV > —DT T A F VT 4 ATILET,

* [IKE Proposals (Transform Sets)] : IKEv1 33 X OVNIKEv2 @ IPsec 7 2 AR —H /L& F57E L £ 77,

* [IKEv1 IPsec Proposal] : R U & —D 7 aR—H)L (FTFL AT —h v ) ZER

LC[AA| 22 Vv o TDE, TIVT 477 NT AT 4 —L%y bOU R NIBHE)
LEJ, [MoveUp] £7ziE [MoveDown] %27 Vv 7 LT, UA KRRy T ANTOT 1
R—VFNLONEEE ANEZFET, 7V b~y = NV EREFEAFIvT 7Y
Th~y 7 2 MVICE RRT U O rAR—FLZBINTEET,

* [IKEv2 IPsec Proposal] : AR U > —D 7 mR—H L (AT A7 —A&y ) R

LCIAdA| 227 YV v 35E, TIVT 4T NIV ATr—LEy hOU R MIBH
L¥E7, [MoveUp] £72i1%[MoveDown]| %7 U v 27 LT, VA RNRy 7 ANTOT 1
A=V NLVONEFE ANEZET, 27V v~y 2 NV EREFFATFIv s 2
Thwy 7 Z UL, RRTIUH O aR—FrzBilcEEd,

* [Peer Settings - Optional for Dynamic Crypto Map Entries] : /R U ' — DO E TR EEEZRE L E

S

* [Connection Type] : (AX T 4 v 7 h VKRV —TDHAEZR) , bidirectional,

originate-only, F7-|%answer-only Z®&IR L T, ZOKRY v — DX A FHHEEL £
9", LAN-to-LAN 836t D355 1%, bidirectional ¥ 7213 answer-only (originate-only TlL72
V) ZEHR L EJ, LAN-to-LAN JCE#E6 DA 1L, answer-only 2 38R L %77, originate
only Z BN L 725513, HKNIVEOIE YT A45E CE £3, BHAMITH L TET,
originate only ¥ 72| answeronly Z 5 E CX £7, E¥HHH T 7 4/L b TA R—T /LT
o TWERA,

s [IP Address of Peer to Be Added] : iB/J % IPSec ET7 D IP 7 KL A% AN LET,

* [Enable Perfect Forwarding Secrecy] : 78 Y ¥ —® PFS % A 3 — 7 VT HLAICA I L E

j‘O

—
=

PFSiZ. HTLWF—I3T T, HHPI3WEOF—LEBRLARNEWVWIE{ba &
RT3, IPSec R T—3 3 TODT7=2—R2%—|%. PFS #IEE LR WVED 7 = —
LIZE SR ENET,

« [Diffie-Hellman Group] : PFS % A X — 7 /MZT H5E1E, ASARNE Y v a v F—DAERKIC
ffi 9% Diffie-Hellman 7 /L — 7" HBIRTALERH Y £9°, WROBERERH D 97,
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[Create/Edit IPsec Rule] : [Tunnel Policy (Crypto Map) - Advanced] % 7' .

* [Group1 (768 £ k) ]:PFS Zf{#iH L. Diffie-Hellman Group 1 % f /] L C IPSec &
ary XF—xERLET, TOLEDOFEHE generator FiX 768 B N T, DA
Tra IRV E R LETN, LV ZOUBA — NNy RENTE L LE
TO

* [Group2 (1024 ¥~ k) ]:PFS Z{#fH L. Diffie-Hellman Group 2 % f#i ff§ L C IPSec
tovard—%ARLET, ZDLEDOFEHL generator £2(X 1024 £ N T, Z
DAF v a X Group 1 £V @WEEMELZ R LETN, L0 E O — —~y
RapEes LET,

* [Group 5 (1536 £~ |) ]:PFS Z{#fiH L. Diffie-Hellman Group 5 % fi f§ L C IPSec
tovard—%AERLET, ZDLEDOFEHL generator £iX 1536 v F T, I
DA T a X Group2 LV @WEEMEZRLETN, L0 EZOLBEA—/—~
NazpEes LET,

* [Group 14 (2048-bits)] : FERHRIEME 2 H L, IKEv2 (Zxf L T Diffie-Hellman 7' /L—
T 14 AL LS,

* [Group 19] : SEEHREFE 2 F L. IKEv2 (Z%d" 5 Diffie-Hellman 7' /L —7 19 Z{#
AL T, ECDH #%H—F LET,

* [Group 20] : SEAHREFE 2 F L. IKEv2 (2% L C Diffie-Hellman 7' /L — 7 20 % {#
ALT, ECDH ZH%HR—hFLET,

* [Group 21] : 5e M5 2 L, IKEv2 (2% L C Diffie-Hellman 7 /L — 7 21 % fifi
LT, ECDH #%HR—khLET,

« [Group 24] : 5EEHRIEE 2l L. IKEv2 (2% L C Diffie-Hellman 7' /L — 7 24 % {#
);H L/ \32 —g—o

[Create/Edit IPsec Rule] : [Tunnel Policy (Crypto Map) - Advanced] 2 7

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create / Edit IPsec Rule] >
[Tunnel Policy (Crypto Map) - Advanced]

s [Enable NAT-T] : & ®D7R YU 32— NAT Traversal (NAT-T) %A x—7 /WL ET,

» [Enable Reverse Route Injection] : Z DR Y o —Difi/L— "NEAZ A F—T VI LET, U

Ne=Z)—h A Vx7ay RRD) I, A TFTIvI V—T 47 7T harzff
HTo2NHEV—FDON—T 4 T T =T MIT —ZE ANTHIOIEHSNET, ¥4
FIv I N—T 47 7a hanof]l LTIEL, OpenShortestPath First (OSPF) . Enhanced
Interior Gateway Routing Protocol (EIGRP) (ASA #FE1TT 5%55G) . V—T 4 V7 IEH
2 k=t (RIP) (VE—RVPNZ T4 7 2 hCLAN-to-LAN & v ¥ 3 VM) 2AdH D
F79. RRUTRETITOI, #E R EINET, REVELEZITHIRESND ETED
FEICRVET, ASAIEL. V=T 4 VT T—TMIAZT 4 v 7 b— N BEIIZEN
L. OSPFZEH L TENLDNL— & T TA X=Xy MU= EFTR—F—L—X
(2@ L E T,

« m
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. [Create/Edit IPsec Rule] : [Tunnel Policy (Crypto Map) - Advanced] 2 7'

o [Dynamic] : # A F I v ZITHRESNTWBEEHA, RRIEIPsec EX 2 UT 4 7T
T—3 3 (SA) OFELAINRFIZVERR S 41, IPsec SADHIBR IS EHIBRSILE T,
HE . RRIL— M, v— ERHFEET. N T 740 v 7 25 LT 0 0ERH D55
W, MoV EBGTAEDIFEREINET, ¥4I v 7 RRIBYHR—FEIND
EL FURADNHELINDETL— MR EFEELEYA, LR -T, A FIv7
RRI 23FXE SAL72 ASA ITilH, VAR FE L TOLBMEL T,

N

GE) XA F IV ZRRUIIKEV2 XN—RADAX T 4 v TS~ v FTET
W S nET,

* [Security Association Lifetime Settings] : ¥¥ = U7 4 7Y = —3 3 (SA) ORI %
ELET, ZO/NRTA—=ZIZLY | IPsec SA ¥ —DT A 7% A LAORERM AT L E
T T4 7 HA LIF, IPsec SA BHIREINLIZ 22 % £ TOFREAM Z R L, #HrLvF— L
XA T— T OMERHY £,

* [Time] : ¢ (hh) | 43 (mm) . BROF (ss) B TSADT A 7 X4 A LEfRELE
7

e [Traffic Volume] : ¥ 2/ NA NHEALDO T 7 4 v 7 TSATAT7HA LEEHRLET,
IPsecSABHAREINIC AR D £ TOR_S B — RF—=ZDOFuf  MgE AN LET, &
/MEIE 100 KB, 7 7 4/ MEIT 10000 KB, F {13 2147483647 KB T,

* [Static Type Only Settings] : A% 7 4 v 7 R RNV RY —DNRT2A—=FERELET,

* [Device Certificate] : fEH T D EARIR L 3, 77 +/L D [None] (Faidks
F—%aMH) USOEZ RN 58546, [None] LIS 238N 5 & [Send CA certificate
chain] &= v 7R v 7 ANRA N0 FF,

* [Send CA certificate chain] : N7 A h RA > N F=— U BEDEFEE A F—T ML
7,

* [IKE Negotiation Mode] : IKE * F 3 —3 3 > F— K (Main F 7213 Aggressive) % i3
RLUEF, ZONRTA=FIZLY, F—HFROLZWE SADE Y NT v T Z2ITH5E
DE—RERELET, XA — a3 VORGMUAMENT 25— FEZREL, &
fZHBI R T = — 3> LE9, Aggressive T— RiX@H T, HIT 7y b &
T V72D ERTEETN, BE—7 4 OIDIIR#E SN EE A, Main
F— NHEET, 7y b EZWEEN L 72 £303, BfE/—7 1 O ID ki
LET, ZOF— NIE0ZeMRE<., 774/ P TRIRENTWET, [Aggressive]
Z @9 % & | [Diffie-Hellman Group] VY A RIS 7T 77 ¢ 712720 £,

+ [Diffie-Hellman Group] : i# 9~ % Diffie-Hellman 7 /L — 7 Z®K L £ 9, Group1 (768
B> ) . Group2 (1024 > k) Group5 (1536 £ k) DOHFMNSLEIRL £97,

*[ESPV3] : HEICMP =7 — X vt —T % Wb~y XA v UKk~ y 7D
ELHICR L THRIET 20 EHEL, X2V T A BAOT Vv zm—valr R —%FH
ETDN v T T4 Tu— by e F—T7 M LET,

m
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[Create/Edit IPsec Rule] : [Traffic Selection] 2 7' .

» [Validate incoming ICMP error messages] : IPsec k> R/ &I L TRE I, 7T A _—
LHINEIDEEIRLET,

* [Enable Do Not Fragment (DF) policy] : IP <~ % —{Z Do-Not-Fragment (DF) E v k
Ty hERFORE Ry FEIPSec T VAT AN ED L ITHEET 50 EER L
F9., ROWTHNZERL £,

[Clear DF bit] : DF £ F Z MM L £,
[Copy DF bit] : DF B> ~Z iR L £,
[Set DF bit] : DF By &g & L THEH L E7,

* [Enable Traffic Flow Confidentiality (TFC) packets] : F > Rf/LZ@EiHT 5 87 7 1 v 7
TaT g ANEI AT THEI—=DTFC /N7y N X —7 M LET,

N

G¥)  TFC A *—7/VIZF S HIZ, [Tunnel Policy (Crypto Map)] @
[Basic] % 7 C IKE v2 IPsec 7" 2 AR — Y /L NGEE AL TV R IT U
20 EH A

NR—=ZAh, XA —=FR VA X, BIRZALT T RNTA=FEFEHLT, ¥HEL
72 SA TREMNC T v X L7 B30y hEAKRLET,

[Create/Edit IPsec Rule] : [Traffic Selection] % 7

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create / Edit IPsec Rule] >
[Traffic Selection]

ZORA T, Ri#T D GFA) b7 74 v 7 EIFMRELRY (JBER) T T4 v 7 BT
RTEET,

e [Action] : ZDN—/VTEITTEHT 7 v a v aiEE LT, BEREUL, [protect] & [do not
protect] T9,

* [Source] : EFILAA NEIFRY NT—ZDIPT RLA, Xy NU—7 TV =7 b
IN—T FETFA A —T 2 A AP T FLRAEEELET, —1 T, HETLsE
DM TRLT RLAZFEHTEEEA, [.]JEZ27 Y v 27 LT, ROT7 41— REETte
[Browse Source] ¥ A 7 1 7R 7 A& E T,

« [AAd/Edit] : X(ETT RV AEIE 7 N—TFZ2BINT 5121, [IP Address] £ 721X
[Network Object Group] % %R L F 9,

* [Delete] : => b U ZHIFRL 7,
s [Filter] : AR SNDERE T A NZ VL TFTHIPT RLAEZASTLET,

o [Name] : i< /X7 A—Z 0N, HEETLEA MELEFRY NU—T DL4HTIZRET D2 &
o LET,

« m
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. [Create/Edit IPsec Rule] : [Traffic Selection] 2 7'

m

o [IP Address] : Ke< /XT7 A—2 W FEILARA NELIIAXY NV—20 DA F—T = A
A IPT RVA, BIOYV 73y b v A7 BRETDH EERLET,

* [Netmask] : IP7 RV RIZHEHAT HEEY T 2y b~ A7 ZRIRLET, ZO/RT A —
21X, [IP Address] A7 a > RE U EERINT H & XICRREINET,

s [Description] : @Bl Z AT L E 7,
* [Selected Source] : R L7z MU Z%ELE LTED DI [Source] 27 U v 7 L
iﬁ‘o

s [Destination] : J85CHR A FE/ITR Yy NTI—FDIPT RVA, Xy NU—7 AT V=7 b

IN—T FllFA A =T A AP T RLAZRELET, L—1 T, HETL5E
FOWGFTRUT FLAZEHTEEHA, [LJEZZ7 V7 LT, DT 14—V REdEie
[Browse Destination] % 7 & 7 Z B & £,

* [Add/Edit] : [IP Address] F 7=1% [Network Object Group] Z3®IR L C, 27T RV A E
T N—T 5B ET,

s [Delete] : => h U ZHIFRLET,
o [Filter] : R EINDERE T A NZ VL TFTHIPT RLAEZASLET,

o [Name] : $e< /XT A —F N, SEHEHFRA NERITRY NV —T DLARIERETHI L%
%Liﬁ—o

o [IP Address] : #i< 78T A—Z N, 556 HR A FERIERY NU—2 DA B —T = A
AIPT RVA, BEOY T Xy b~ AV ERETHLE2RLET,

* [Netmask] : IP7 R LA AT HEES 7 2y b~ A7 ZRIRLET, ZO/RT A —
A%, [IP Address] 47> a v RE U &BRINT B & XIERREINET,

* [Description] : @t A2 AT LE T,
* [Selected Destination] : 384 L7z kU 25545 & LT 51213 [Destination] 2 7 U
7 LET,
s [Service] : Y —ERAEZ AT H), F2iE[.]&2 27 Y v LT [Browse Service] ¥ 1 7 1
Ry 7 2%ME, y—EZ2D Y X D HEIRTE £,
s [Description] : [Traffic Selection] D> kU OFtHEZ AT LE T,
* More Options
« [Enable Rule] : ZD/L— V%A X —T M LET,

* [Source Service] : 1 —EAZ AT L0, [.]EZ7 Vv 7 LTH—EASZRI AT 1
TRy 7 AZRE, Y—EZ2DY X M BIEIRL E7,

* [Time Range] : ZO/—/ L& HT 2 RFM#EH A ER L 7,

s [Group] : #E< /XT A—H ), EEFELHFRANERITHRY NV—I DA X —T A AL
TN—TRHEEETDHI 2R LET,
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[Create/Edit IPsec Rule] : [Traffic Selection] 2 7' .

o [Interface] : IP 7 RLADA U H—T = A AL ERINLET, ZO/RT A =X T, [IP
Address] 7' a v RE U EIBIRT D & X ICRRSNET,

s[IPaddress] : ZDORY O —NRHEHEINDHA L F—T 2 ADIPT RLAZIEELE
I, TORT A =L, [IP Address] A7 a v RE U ERINT D L &R RENE
‘g—O

s [Destination] : P5{F7E, SEEDHA N LT Ry NU—2ZI1Z20C, IPT KL A, X
NTD—2 372 b IN—TF FTFA v Z—T A ZAIPT RLRAZIEELE
T, LT, BEREEEDOH ST TRIUTY RLAZFEHATEEEAL, ZHD
T4 =V REOWTNUNTL)EZ Vv 7 L, IROT 4 —/v REETe [Browse] XA 7 1
TRy 7 AEET,

o [Name] : EEILEZITSEHEDOFA NELIFR Yy NU—2 L LTHEATLA 4 —T =
A AL EZHIRLET, TO/RTFTA—H|E, [Name] AT ay RE U ERRTH L X
ICFERENET, ZHIE. ZOF Ty g BT SN AME— DT A—F TT,

s [Interface] : IP 7 RLADA U H—T oA AZERINLET, ZO/RT A —HX L,
[Group] A 7' > a v RE L HI ) v T5HEEICERRINET,

s [Group] : IE[EILE/ITSEIEDHR A N EITHR Y NV —ZIBESNT A v H—T = A
ANAFAET 2 7N —T DAFIERIRLET, VA Mz P URMIb2RnGaid, BE
FIN—TDHAEIEANNTEET, ZONRTA—X|L, [Group]| A7 v a v RE %
7V v ThHEXIIFREINET,

« [Protocol and Service] : ZD/L—/VIZBET 5712 2L NI A= L —E X /XT X —
A ERELET,

N

GE) [Any-any] IPsec/L—/VIFEHTEEHA, ZOFA TDONL—)L
&Y, TAL ZABIOZEDOET B D LAN-to-LAN b > /L
Y R—FTERIBRYET,

« [TCP] : 2D/ —)v% TCPHHtIZEHT A Z L ABELET, THE2RIRT 5 &,
[Source Port] 7' /L —=" 7R »» 7 A & [Destination Port] 7 /L —7" 7R v 7 A b FRS v E
75

« [UDP] : /—/LZ UDPEHCIZHEHT A Z L2 ELE T, ZHE®INT 5 &, [Source
Port] 7 /L—7" 7R v 7 A L [Destination Port] 7 /L —7 /R v 7 A H TR I E T,

* [ICMP] : L— /L% ICMPHEEGICHE AT 5 Z L2 ELET, Tha®IRT DL, [ICMP
Type] V7 Vv—7" Ry 7 AbERSNET,

«[IP]: ZDON—/L&E IPHRICEMATHZ 2B ELET., ZNE&ERTH L, [IP
Protocol] 7 /v —7" Ry 7 AL RRIINET,

+ [Manage Service Groups] : [Manage Service Groups] X4 > &R L ET, ZD/XKLT
IX, TCP/UDP % —E A/R— DI N—T %8, k., EITHBRTE £,

« m
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» [Source Port] 33 &2 UF [Destination Port] : [Protocol and Service] 7' /b—7 7R v 7 A CTE&R
L7ceA7vay RE TS U T, TCP £721X UDP AR— h NI A —HRNRRINE
‘a—c

* [Service] : % DY —EADNRTA=ZEZFELLIELTWDHZEERLET, 74
NEOEMARCEHT A — AL e T = T AT ERELET,

* [Boolean operator] (7/L72 L) : [Service] R 7 A THE L=V —EAEZRAETD
EENHENT 27—V 7 &M (B RES, KD, /WY EI3HE) 2—
BERRLET,

s [Service] (7~ v7p L) : MEXGOY—E X (https, kerberos & Dfll) % FFiE L &
T, range V—EREREFEAETH L. ZONRTA—H T2 00Ky 7 AEDY
FI, Ry 7 A, @HOBMGIEE & THEZ A LET,

e[.] i P—EADY A RBRFREN, 2 TEIR LIV —E AN [Service] 78 v 7 AT
KRINET,

* [Service Group] : EETLAR— F DOV —E R FN—TOL4FIZHELLI ELTND D
EERLET,

e [Service] (T~ v7xL) T L —ER Z—T % IRL £,

* [ICMP Type] : fEHT 25 ICMP ¥ A 7 Z$8E L ET, 77 4/L Mdany TT, [.]H¥F
EIVITHE BHARRIATOU A NBERRINET,

* Options
* [Time Range] : BEAF ORI O RTZFEET D0, E 72138 UWHEEPHZ ERk L £ 97,
*[...] : [Add Time Range] ~A U BFER S, Z 2 TH LWFH#EHAZ ER TEE T,

+ [Please enter the description below (optional)] : /L —/ /LI DOWCH R Z A4 5 7=
BHD A=A TT,

IPsec ERI 75T A VT— 32 R O—

m

[Configuration] > [Site-to-Site VPN] > [Advanced] > [IPsec Prefragmentation Policies]

IPSec Pre-Fragmentation /8N U & —"TClx, TV v I S X —T =2 A RAEN LT T T4 v T %
oV o735 L&, RNMEEEN (MTU) OREEZBX 537 v SO FIEZREL
FT, TOKRBIZEY, ASAL VT4 T MEONL—F FTINAT T XA ANIP 7T T A
MefERERIT Re y 7T oRICRHLTE £, 722X, 7 T4 7 2 b ASA DEHZD
FTP #— Tt L CFTP get 2~ R&FETTHE LET, FIP b — \inbik G 7y
NI, BT BUULENTZBEIC AT v A F—T A A LD ASA D MTU YA R % i
THRRMERSH Y £, ASATOZNHD/T v NOMB LR, BRI A T v 3 Sk
CCREVES, FRI7 T AT —vary R —i3, ASADRT Y w7 A —T A
AMBEHEINDITRTO NI 7 4 w7 ICEHAINET,
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\}

IPsec BRI IS AVT—Ya v RYI— .

ASA L, ho RV T ENTZTRCORTr Y Ve 7Tt LET, 2O 7LD,

ASAIIMTU OREMELZ D37y v 7772 MELT, XTI A F—T xR
MHBEELET, ZHBNT 74V FORY —TF, ZOF T avid, 77720 MeEh
7oy RO, FEER LT RVEIREZ TR S AL CHEEE L £ 9, FTPOBITIX, K&
IRy RIS T R/MESILT G, IPLA YT I 7 A MeEShES, TRT /A R,
TITA N Ray T o0, FRIIRERTIIANETE Rry T LET, m— KA
TV T TRAAN, BE T T A MR AN AREMERH VY 9,

TR T TA T =V arv kA X—TMIT DHE, D7 BMMEORFNT, MTU O EE % H 2
HhorV o TENT Ty M7 T A MEENET, ZHD Yy MZDF By B2
BESINTWBEE, ASAIZIDFE Y h&27 U7 L, Ny h&aT7 T 7 A MELThHhHH T
UL LET, ZOT 7 va ik, XTIV T AU E—T oA AEBEND 2 ODMNL LT
HT7 T 7 A MEIP X7y RAMER S, 7 A N THEHEBR SN D22y MZT7 T
TAUNEERTDHZLICEY, 2607y ERET A MCEFIEESNET, 22
TORITIE, ASAZIMTU 28k L, DFEY b2 27 VT35 LICE~TITTT AT —
Ta raFFR T LET,

G¥)

WTNDA v H—T 2 ZAZBWVWTH, MTU £ 3F/I 777 AT —va D4 T ay
EEFETDHE, TRTCOMGFOERNUINI SNET, HE2E XTI X —T AR
TI00EDT 7T 4 T M FUBET L, ZD & ZITHNHA 2 —T =4 AT [MTU] £7=
I% [Pre-Fragmentation] & 7' > a VEAERTLHE, RXT VI A F =T 2 ADTXTOT
TATIR RN Ry T ERET,

TORLUTIE, BASAUTEBIRLIEA v H—T =4 ZADOPEAFD IPSec HHITT TV AT —
v g v R U —& Do-Not-Fragment (DF) B'w kR o —%2FRE-IIREL £,

Ta4—ILk

* [Interface] : BIRESNToA VX —T 2 A RAZHALET, ZOXAT TRy 7 ZREMEHL
Th, ZONRFA—ZFERTEERA,

* [Enable IPsec pre-fragmentation] : IPSec DRI 7 7 VA T —va & A X —7 )V F 2

FA4E—T NI LET, ASA L, B EILT HENC, MTU OFRELZBZDH o prl v
TINTRry N7 7720 MELET, 26037 > MIDF By MRERE ST
WAHEE. ASAIEIDFE Y 227 U T L, 7y a7 T 7 A0 MELTHh B I 7Rk
LET, 2077 vaicky, "7V v I A2 —T x4 ZA%EEND 2 OO LT3
T A MEIP Xy RBMERRE . BT A N TEH#ERINDEER Ny M7
TRV NEERTH LI, 26Oy RBAET A MIIEFEITEESNE

R

« [DF Bit Setting Policy] : Do-Not-Fragment &'+ ~ 78U 2 — : [Copy]. [Clear], & 7= [Set]

« m
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IKEV2 OS50 A T—23a AT arvnDERE
ASATIE, IKER 777 AT —arvb A Fx—TNERET 4= NITDHIENRTE,
IKEV2 X7y bDT7F 7 A METHRT S MTU (R Rfaka=v ) ZfEcEEd, %
7o, BEEIIROER T, BETDI 777 AT —2a ry FREBRETEET,

[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE parameters]

TN ETIE, TRTCDIKEVR2 7 T T AT —a VRN A X —T7 2720 . MTUIX576
(IPv4 DIGE) £72132 1280 (IPv6 DIGA) | #E &5 HUL IETF FE4E RFC-7383 &£ 720 &
7,

WOEEZEB LT, MTU ZHEE L T2 &0,

« T2 MTUEIZIX, TP (IPv4/IPv6) ~~ Z—+UDP ~ v # — DA X% G b 5 VBN
HvET,

EHEIC L o THEESNTWARWES, T 74/ bO MTU X576 (IPv4 DE) F7-1%
1280 (IPv6 DIGFE) L7200 F9,

cFEETH L. FIL MTU 2 IPv4 & IPv6 O THER S E T,

« HRhEPHIL 68 ~ 1500 T,
WDOPHR—FENTWE T T T RA LT —2 a3 HFROWETN A, IKEV2 DIELET 5 7 A v
T—arFR ELTHRETEET,

« IETF RFC-7383 fEHER— 2D IKEV2 7 T AT —3 3 oy

c ZOHKIL, MEHFOETRRrIvZ—2 g Y R— TV 77 LU RERET
HEGEIEASNET,

c ZOFREMEHTHE, T T AT —2 a L DOBICK LD FEIT S, LIKEV2 7
SR Av—UMEBNARESNE T,

c VARAOMBEDT T T AT — g

« ZDRIT, T4 AnyConnect 7 7 A T2 b EDOETIZ L » TRt SN L ME—D
HETHHIBRE, FRImM o TRnxdyo— g flchR— e XU 77 L0
AEEETDHIHEIHER SN ET,

c ZOHFREMERTHE, BEALDRBICT T T AT —2 g UNETENET, ZEN
DETIE, TRCDTFIT AL MERETHET, Ayt —V5EET 5L LRI
THZLELTEEREA,

c ZHRUT., RSO T L OMEERMEIIH Y £H A,

1R BHEIIZ

e RAMIUT 4 A ANV TP R—FENTWERFA, MTUIZ, Xv hT—27D=—XTH
DY CTFEHTRETILENLY 7,

m
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IPsec Proposals (Transform Sets) .

DFREF T v — "V THY | REOHARIHSL IND SAIZEELRIFLET, @A
um®SA B LEZ TEA, 797 AT —2arNT 4 B—T N> TWAEE
THEERTT,

SHK10007 T 7 Ay hERIETEET,

FIE

AT w71 ASDM T, [Configuration]> [Site-to-Site VPN]>[Advanced] > [IKE parameters] (Zf%8) L =7,
AT 72 [Enable fragmentation] 7 ¢ —/b K& B4R £ 7= [LERAMERR L £ 9,

AT w73 [Fragmentation MTU] CTH A A& E L ET,

AT 74 [Preferred fragmentation method] CHEET 25 AR E L £9°,

IPsec Proposals (Transform Sets)

[Configuration] > [Site-to-Site VPN] > [Advanced] > [[Psec Proposals (Transform Sets)]

NIV ART F—0F, T—4% 70—TEITINDIBAEDE v T, T—HIE, T — X HEE
M, BT — ¥ e EZBHLET, =& 2E, 1250 M7 27 4 —A%, 3DES K51k &
HMAC-MDS5 BFE7 L2 U XA (ESP-3DES-MD5) (2L 2% ESP 72 k2L Cd,

ZORA N, BRI A IKEVI BEIOIKEV2 b T VA7 3 —4h y FEFRR, BN, fRE.
FIFHIBTAEODIHEHELET, £T7—7NI2E, REFLD T AT+ —AEy FD4
B N E R ENFE T,

[IKEv1 IPsec Proposals (Transform Sets) ]

* [Mode] : ESPH; b L BGEAEH T 52— R, ZHUZ kv, BSPAEHSNLAY V)
D IP /37y M OFGBRE I IET,

s [Tunnelmode] (7 7+ /v k) : ESPEFBAL L RBRENITLDIP /N7~ (K (IP~v X —

ET—H) WZHEASNDTED, ARDOEEFEILT FURELEET RUANRIERRITARD
FT, TDIPT—H 77 ABEBEEEL S, FHLWIP X7y RO A ma— N7
DET, ZOF—RTIE, V—FREDRY NT—27 T8, AR Psec DT R F T &
LTEETE XY, DF0, L—EZBEKR MR b- THS(LEITWET, RET
=B PRy N ERSE L, IPsec b pVaMH L Clizik LET, si—# I
FTEDIPT—H 7T L@l 58TV AT AEELET, PR E—FRDOK
EIRFRIE, = R VAT LAEER LS Th IPsec ZFIHTE D05 2 & TT,
Fio, NI T4 TN ORETAZ LB TEES, PRV E—REHATS
b BB III R RNDT Y RiRA v LN, bl 7 EN Ry
NDOAKDORE T ESERITDONY EFA (INLB R RVDZ RIRA 2 R ERDT
BaTHIAER) .

s [Transport mode] : IP XA 12— REZTBEE LS4, T P~y X —TZFDE T/
DWET, ZOE—RIZIEL, &7y MTEAA FLyrBmashd, "7V vy 7 Xy |k

« m
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IKE |

U%ﬁi@?ﬂ42F\N#/h@%%%ﬁ%ﬁﬁk%%%%ﬁ?%ékwﬁﬂﬁﬁ
HY E£9, transport T— KT, Fxy MU —7 TORHBIZRAE (72 & Z21E QoS)
T, P~y X —DFRICESWTEITTEDLLIICRDET, EL, LATa~y
=N b ENb7-H, X7y NORENTHIRSNET,

* [ESPEncryption] : N7 VA7 —LEy "D 7wt F2 T 4 7a hav (ESP)

WEfb 72U XA, ESP TlE, —X TI7A4 RV — Y=V R, AT arnDT—FiE
FE. BIOVY P LA BB IEYY— 28RS E T, ESPIX, SR#ESHTWAET—H &
B 7ML LET,

+ [ESP Authentication] : F 7 > A7 4 —A5 &y F®O ESPFFET /LT Y X A,

[IKEv2 IPsec Proposals]
* [Mode] : ESP St LFEGEA M T 2E— R, ZHIZE Y ESPREHINDG AU U

m

DIP ™7y FDOERGBIRE S ET,
¢ [Tunnelmode] (7 4V k) : BT EMLE— KR F RV E— RICRD £, b

TV T N CiX. ESP 5k & FERED LD IP X7 }‘ﬂiﬁg (1P /\/5»«&”7’«»45)
WCHEHAENDT-D, AKRDEETLT FLRESEET FLARFERRIZRD T, TD
IP 7 =277 LREREE SIS, FTLWIP N7y hOSA m— RIZRD £7,

ZDFE—RTIE, V—FREDXY MU —27 T/ AN Psec D7 ¥ & L TEME
TEET, 2F0, A—FNEA MAb o THSLEITWE T, EETL—4 238
v NEREEE L, TPsec b RV EEH L Clist LET, s —ZIZmDIP 7 —
27T Laisfb L, 5iET AT MIEELE T,

hr N B— RORERFFIL, = F VAT LAEET L7 Th IPsec #FIHTX
HEVWHZETT, Flo, b4 v obRETLILELTEET, brx
FT—FEEHATDHE, WEHIIT N RO RRA 2 b LbRbT, FrxY
VI ENTAT y POAROFEEIT EFRITONY FHEA (ZRHER RO
RARA b ERUHGETHRER

s [Transport mode] : E'7 N7 — K L TWRWEAE, 72 bE— RiZ, b3

E—RIZT A= NNy I FTHA T a AMPEOHREE— RIZ/e Y £7°, transport E—
RTILIP <A v— RIEZFBE S LI, TD P~y X —ZEOEEMHINET,

ZOFE— RIZE, &7y ML FLovBinaind, X7 Uy 7 Xy hT—7 |
@?N420\A7/ @%%mﬁﬁﬁﬁkm%% Bk CE D EWIFIEDRH Y F
97, transport E— N TiL, HEARy T —7 TORRIZRAE (72 & 21X QoS) %, IP
Ny L —=DFRITESNTEITTE L LRV 3, ZEL, LA Y4~y =R
WElbsno7zH, "7y FOREDHIRSIVET,

s [TransportRequired] : 7 7/ LE— RiFfZEE— RIZ L A, b Et—

RIZT7 4=y 7952 LI3TEEHE A,

A

GE)  #5XE— NI, VE—bF 727X VPN ITITHERE N EE A,
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AT EMMEE— RORAL =2 a OFITIRO EFBY T,

e VT A PEEET— REREL, LARUVEN o FLE— RCRE LA
A== TR ET— R T 4=y 7 LET,

* FE[ZMU7S tunnel & — N 2R L, JREMIZS transport & — R TISE L2356, &M
tunnel £— FIZ7 4+ —/L "y 7 LET,

o« B2 tunnel & — R 24278 L, IS transport-require E— KOG ILEMIL
B AR—PLZEE L EE A,

« BRI, A =3 T — % transport-require E— KT, VARV EN h R F— RO
AL, VAR Z )5 NO PROPOSAL CHOSEN 23352 S E1,

» [Encryption] : IKEV2 IPsec 7 2 R —HF LD F bt 2 V7 4 v b2/ (ESP) K
FAET NI ALERLET, BSP TlE, 7—% T4 R — P —ER A S a0
T—HEAE, BEOY LA B IE— e ARSI E T, BSPIX, RSN TN D
FT—REh T L ET,

* [Integrity Hash] : ESP 7' s /L D7 — X BEEVEARFET D720 DNy 2 Toa Y X4
ZRLET, Ny MPRBRELERETMOREINTZZ L. FBERICEEIRLTY
28 xMRIELET, Ny RBELLERECHORES NI &, EEhIcER®
SNTWVDZEEMRFEL £, AES-GCM/GMAC AK7Ab 7 /LT Y X b L L THRESNT
WOHEEIL, XOVESHET L) A LEZRINT 20BN H D £,

| « m
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