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* VPN O (1 ~—)

» Clientless SSL VPN Wizard (2 X—7)
« AnyConnect VPN Wizard (4 ~—)
«IPsec 7 4 F— K (7—2)

ASA VL, Z—YNT T A4 _X— "L 72T TCPIP X v hT—7 (S X —F v g ) &
WCEXa TR AL T A EICED, X—=F %)L T4 X—F Ry NT—T ZREEL
F9, THIZL - T, single-user-to-LAN #¢ & LAN-to-LAN &t 2 flesz TX £ 97,

TR o TR F RV EMEEN, ASAIL R RV T e ha v EERALT, EXal
TANRTA=HZORIT— b bRV OIERB LOER, Ny b7 'L, brx
NWEN LTy NOBEZAE, N7y O TR IR ZITWE T, ASAIEL, 5 kR
NDTZ RRA L PELTHRELET, 21X, TL—r Ny h2ZELTHTR®VE
L. ZNZE bRV DOHL ) —~FDOTY RRA VU MIEETHIENTEET, TOT 2 RRA
YT, Ry NI TR RS, BERSEEICEREINE T, Fo, BEF¥a Y
TATTITAT LV RX, Wb SnT Ty NEZE LT ek a2z L., Zihk i
M7k ET o2 b TEET,

VPN U ¢ ' — R&f T2 & BARRY72 LAN-to-LAN &V E— F 77 & 2 VPN #ARE L
T, FREAS—F T X NAFAELZRGERICE D Y CHZ N T £d, ASDM 2{&H
L CHEIEHREA REB L O E L T W,
22T RD4DD VPN U 4 = RIZHOWTHA L ET,

* Clientless SSL VPN Wizard (2 ~=X—7)

ASA 7 747> FLASSLVPN L, 1ZXTRTOA & —F v MNHEEREE) D Web 7 7
T EEDRAT 47 SSLKESAUHERETZ T 2 L T, SecureSocketLayer (SSL) Y E—
N7 BREEGTEALLIICLET, ZOTTFTUFR—Z2D VPNIZ LY | HEISE Y 2
V74 TTIAT LV ANDEF 2T RV E—F T 7HEAVPN b RIVEMNLTE E9,
PRESND &, 2—TITFER—=F N R=URER I, PR — FSNDFEEONEY v —
AT 7 BATEL LR ET, Xy NT—VFBEIZ, ZV—THAATa—HF|ZY
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[l ciientless SSL VPN Wizard

V=ANDT ARG LES, 2—HE WERy FU—27 LD Y Y — X ZEHE
TIREATLZEEFITEERA,

» AnyConnect VPN Wizard (4 ~3—2)

Cisco AnyConnect VPN 77 7 A 7 > ;X ASA ~D+t F = 7 72 SSL #4f¢ £ 7213 IPsec (IKEv2)
Epiaiett L, Zhickv, VE—bh 2—FICLDHBEY V—ZA~DTI/LVPN b3V
VUINHREIC e £, HANZ Y TA TV FBA VA R —=LERTWARWES, UE— |
2=, 7T T LU AVPNERZZITAND LY ICRESNTA v H—T oA A
DIPT RVAETITUWIZATLET, ASAIE, VE—bh 2 Ea—ZDF XL —T ¢
VT VAT RHEET DI TA T b XUy e—RLET, XU R—FRRETTD
EL VITAT U MREBIMICA VA R L SIVTERE SN, B = 7 RS S VE
T, RN T 58, ASADERTEIIGEL T, 294 T MIZTOEEED), £72137
VA VA=V ENET, LEINHA A M=V ENTWNDY FTAT v bOGEIE, 2—
P ORI, ASAICE ST IAT L bDYEY a U EBEN, HREISLTT v 7
JL— R énifo

* IPsec IKEv2 Remote Access Wizard (12 ~=X—2)
IKEV2 (X > T, thid_UF—D VPN 7 747 2 RN ASA IZHEi CE £9, iz k
D, BEXx=a VT apngmfbsihs & Ebic, ECHFRIBENPEE L T 5 IPsec U E— k
T AE AN N TEE T,

« IPsec IKEv] Remote Access Wizard (7 ~<—3)

* IPsec Site-to-Site VPN Wizard (14 ~_X—<)

LAN-to-LAN 6 T IPv4 & IPV6 DT OT RL o U IAMEREN TV HHE. ASA T
VPN b R NP R—FEINDDIE, WHOET I ASA THY . MO GTOWNEF v b
=7 DT Ry 7T HANR—B LTS (lihE b IPvd £721LIPv6) & & TY, =
iE, MG OETONEA Y b U —27 28 IPv6 THER R~ b U — 27 8 IPv6 DIFAEITH Y T
xED 5,

Clientless SSL VPN Wizard

DT 4P —=RTIE, PR—=FSNDEEONEY V—RIIHT D, R—Z L X—=TINHD
FGAT U RLVA T TUY R—2 e A 2—T I LET,

SSL VPN Interface
e 7 w7 7 A& SSLVPN 2—H D Lo oA v 4 =T = A ZAEHELET,
* [Connection Profile Name] : #ft 7' 1 7 7 A L DA HiZ 46 E L £7,
« [SSL VPN Interface] : SSL VPN #44iD /=D —FNT 7 ¥ AT HA X —T = AT,

« [Digital Certificate] : ASA DFEAED 7= DIZ ASA 75 U E— K Web 7 7 UHIZEEFETHHD
ZRELET,

B vnNYes—F



VPN 5 1 F—F
Clientless SSL VPN Wizard ]

s [Certificate] : Ky X7 URX R LERL ET,

* [Accessing the Connection Profile]

* [Connection Group Alias/lURL] : 7 /V—7" A U 7 AiZw 7 A KT [Group] Fr v/
A VA RNPLEIRENET, ZOURLMN Web 77 ZHICATENET,

* [Display Group Alias list at the login page] : 2 7 A  X—IIZ T NV—F A4 YT ADY
AN ERRT DA T LET,

User Authentication
T, TR, RRREEHRAEREELE T,

* [Authenticate using a AAA server group] : ASA 23U E— s AAA - — R TN —TI27 7k A
LCa—PERIETEHLIICLET,

* [AAA Server Group Name] : FHIRE SNTZZN—T DU A b AAA H—N 7 )L—
THEREINT D, New] 227V v 7 LTH LW A—TZ2ER L £,
* [Authenticate using the local user database] : ASA [ZIRTFSNTWNDH R —H )L T —F X—Z|T
BlLuva—FaBnl
s [Username] : =—V O —HL4EZERL 7,
« [Password] : L —HF D/RAT — REAERL L E,
* [Confirm Password] : HEFRD 7= DIZFE UL/NATU— REF AT LET,

* [Add/Delete] : B —H /L T —F RX—=Aa—PFEBMEITT —FX—2ANLHIRL
\i—g—o

Group Policy

IN—T R =l oT, a—F Ir—TJo@ERteREL T, LI r—7 R
I AERRT D0, ETEBFEORY —Z@IRL TIEIEL £7,

* [Create new group policy] : HrLW I N —7 R v —%{ERT&E £3, HrLWLWEKRY v —D4
AiZ A LET,

* [Modify existing group policy] : EEIET HREFD 7NV —7 R L — 2B L £77,

Bookmark List

TN—=T A2 bTFy EWeb A FOURXAREFRELET, ZHHDOHA ME, A—F L
NR=ZY 7 L LTERRSINET, fFil& LTI, https:/intranet.acme.com, rdp://10.120.1.2,
vne://100.1.1.1 72 EN DV £,

s [Bookmark List] : K>y 77X 7 JZA RNHEIRLET,
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. AnyConnect VPN Wizard

* [Manage] : [Configure GUI Customization Object] # 4 7 1 7 AR v 7 A Z B GHIZ7 U v 7
]\./ \i ﬁ—o

AnyConnect VPN Wizard

Z DY 4 Y—KiE, AnyConnect VPN 7 7 A 7 > kx5 D VPN i &5 17 AL D X 512 ASA
ERETHEEZIHEHLET, ZOUAF—RTIE, 7V Ry NT—7 T 7 EANTED L
912 IPsec (IKEv2) 7' h=a/LE 721X SSLVPN 7'&2 h V&% E L E T, VPN #5603 ffENr L
7o & EIZ, ASAIZL > CHENIZ AnyConnect VPN 7 74 7> b2 K 2—HF DT /A A
W7y 7r—RanET,

Connection Profile Identification
[Connection Profile Identification] Tix, UE—h 727 A 2—H|ZxT 5 ASA Z#HE L 7,

+ [Connection Profile Name] : V E— F 77 A 22— VPN D= DIT 7B AT 54
AiZfEELET,

* [VPN Access Interface] : VE—k 727 A 2—H N VPN EHDT=DIZT 7B AT DHA >
Z—T A ZAHIERLET,

VPN Protocols
ORI T 7 A L CEFR TS VPN 7’1 b a L2 HE L ET,

AnyConnect 7 7 A 7 DT 7 /L MEISSL TF, #7277 A4 /LD VPN ko x)L 7'rm

ha bl LT IPsec A R —7 M LT2HEIEL, Psec A X —T NV LT FA4 T b 7'm
T ANEER LU TREMT 2 ZEbMEICRY £ ((BRT 2121Z. ASDMOT a7 7 A L
T4 X EFHLET) |

WebLaunch D4 ¥ |Z AnyConnect 7 7 A 7 > N ZHFIERT 25813, &0 7 747 b
PeftlZ SSLEMEA L, By v a VHIZASANGL I FA TV M 7 a 7 7 A VEZITIRY £,
PBtOBRTIE, 2747 MIZO7r 77 AV THRESNZY 7 hab (SSL £721%
IPsec) ZMEH L ET, Psec DEESNTT BT 7 A NE T TA T be & bIZHATERFALE
BalE, mHD7 T A7 M T IPsec WMEH SLE T, Psec & A X —7 /LI LIZIREED 7
FAT v hTuT7 A NVEFRGRERT D HFEOFHMIZOWTIE,  [4nyConnect Secure Mobility
Client Administrator Guidell % ZH L T 72 &\,

* SSL
* [Psec (IKE v2)

s [Device Certificate] : VE—h 727 &8RA 77472 MIxtT D ASA ZfRELE T,
AnyConnect DFEBED HIZIX, Always on X° IPsec/IKEV2 D X 512, B2 T /A AGEHE
NASAICTHFET DI L 28T 20008HD £,

* [Manage] : [Manage] %129 % & [Manage Identity Certificates] 7 ¢ > KU BB X £9°,
* [Add] : ID GEFAE & £ ORI 2 IBIN3 51213, [Add] 2R L £,
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AnyConnect VPN Wizard .

» [Show Details] : 55 E DFERAE % 3PN L T [Show Details] &7 U v 7 35 & [Certificate
Details] 7 1 & FUDBE . EOFEHEDORITHRE L HITEHEVRRRINDITN, &
VT NES, FERGE, fHET 5 87 A MRA v b, BRI ERRRINET,

* [Delete] : HIFRT 2REIE 2 @7~ L T [Delete] #7 U » 7 LET,

« [Export] : FEFAEZRFHE R L C[Export] 227 U v 795 L, ZTOFEHEEL 7 7 A MIZ
T AR—=RTEET, ZOLEIT, BEHARRATL—=XEf1T 2089 hEFHET
xFET,

+ [Enroll ASA SSL VPN with Entrust] : Entrust 2> ¢ SSL Advantage 7 3 % /L AEBH E 4 fif
AT 2L, 9<IZCisco ASASSLVPN 7 7T A4 7V ADB@ & Bt TE £9°,

Client Images

ASAVZ, V7 I9A TV R THRAANTZ U AT TA XXy NT—ZIZT 7 8ATHEXIT, K
D AnyConnect /N 75— % E DT NA AZHBIZT v 7o — RT5ZENTEES, 7
TUPDA—Y 2=V b A A=V L ONE, EREHRAFEA L RETE XY, %
7oy B OB EICET AR A R/NRICT 72010, kb IR ENZARL—T 47
AT L% VA NOEHICBEHTE T,

FREEAE

Z O T, RAEEWREEELET,

* [AAA server group] : ASA Y E— M AAA Y — NI —T 127 7B AL T2 —HERFET
EHEOICLET, AAA =R TV —T% FHHIRESNTZTN—T DY R bR
T50, New]Z#27 U w7 LTHLWI L—T%EkLET,

« [Local User Database Details] : ASA [ZAHIS N TWDH R —H )L T —F _X—2 T Lo —
PaiBmLEd,

s [Username] : =—H D2 —HFL4EERL 7,
* [Password] : T—HFD/RAT— R&{ER L £,
¢ [Confirm Password] : #EFZ D= DIZE L/XA T — RZFAN L ET,

* [Add/Delete] : = —H )V T —H X— R Z2—WFEBIMEILT —FX—ZANDLHIRL
*7,

Client Address Assignment
U %&— bk AnyConnect Z—H D7D IP 7 KL A&FHZIFE L 7,

* [IPv4 Address Pools] : SSL VPN 7 71 7 > hME, ASAIZHEER LI EITH LWIP T KL
AEZHBRY ET, 7 74T FLUABEETEHLOVIP 7 RLARFIARETY, 7 FLx
T=NANTIE, VE—N I IAT VIR ZITWMAZEDTEDLT RUAGIHNERINE
T, BEfFOIP T RV A P — )L &B@RIRT 50, [New] 227 U 27 LTH LW — /L EERL
LET,

VPN 4 H—FK .
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VPN 7« H—F |

[New] ZBIR L7-B&01%, BBERTOIP 7 RLABIOY TRy b w27 2fET S
VERHY ET,

« [IPv6 Address Pool] : BEfFD IP 7 KL A F— L &8 IRT 57, [New] 227 U v 27 LTH L
W= ZERR L E T,

N

GE)  IPV6T7 RL A 7F—uL, IKEV28 7 2 7 7 A LV ITIZER T &
FH A,

Network Name Resolution Servers

UE—ha—PFRRELR Y PV —=2IZT 78 AT DL ENTED RAL VA EfRRS D0 EFRE
L/\i‘g—(]

« [DNS Servers] : DNS #— "D IP 7 FL A& AJJLET,
* [WINS Servers] : WINS — "D IP 7 KL AZ A LET,
* [Domain Name] : 7 7 A/ hD KA A 4% AT LET,

NAT Exempt

ASA ETHy MY =7 BB A R =T MIRE SN TV DAL, VPN F T 7 ¢ v 712k L
TZOEBERIRT DLENH Y £7,

AnyConnect Client Deployment

WD 2 ODFEONTNNEMEHA LT, AnyConnect 7 5 A4 7> N a7 S5 Lh%7 547k
FTONA AL VA =L TEET,

« [WebLaunch] : AnyConnect 7 7 A 7> k /Xy 7 —U1E, Web 77 7% LT ASA I
TIRALILEZIZABNICA VA =L ENET,

N

(F)  Weblaunch lZ~/VF 2T F A M T— KN TIEHR— & EH
Ao

s [Pre-deployment] : FE)T AnyConnect 7 7 A 7 h N —V% A4 VA =L LET,

[Allow Web Launch] i%, T X COEHRICEENL ST 0 — LR ETT, ZOF v IRy
ANA T (A L2RV) OE1E. AnyConnect SSL it & 7 7 A 7 2 b L A SSL $#5¢ I THERE
LEHA,

FaiEH DAL, disk0:/test2_client profile.xml 7' & 7 7 A /L /32 KO HIZ msi 7 7 A VW
bV, ZOITAT N TaT 7 A% ASA ) D AnyConnect /Ny 77— I ANV TH S LB
NHY FEI, ZHE, IPsec FERi 2 M L7 L B ICHEICEESE L7120 T,
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IPsec 7 1 ¥ —F .

IPsec U 4 ¥ — K

BEErEYD
IPsec IKEv1 Remote Access Wizard (7 ~=X—3)
IPsec IKEv2 Remote Access Wizard (12 ~2—27)

IPsec IKEv1 Remote Access Wizard

\}

(GE)  Cisco VPN Client | XM HAEHCK I T, AR — FB3E T LTWEJ, AnyConnect E¥ =7 EEY
TATTAT VY MNIT v 77— RTH50ERHY 7,

IKEv1 Remote Access Wizard Z £ L T, T AL 2—FRED VPN 7 T4 T 2 MIZER
VE—KNT7 27 EREHREL, VE— FPsec BT ITHRTAA v X —T = A4 ZAZHEELET,

* [VPN Tunnel Interface] : Y E—h 727 8RA 7747 NCHEHT LA 0 F—T oA A%
WLUFET, ASAITHEEDA L H—T =24 ARHDIHEIE. DU 4 — REEITTHHIIC
ASA CTA VB —T 2 A AEHELET,

» [Enable inbound IPsec sessions to bypass interface access lists] : IPsec iREE A DHEEE v~ 3
YEASAICE S THICHATHEIICLET (DFV, A ¥ —7 =1 AD access-list L
BTyl LIS LET) By a B RATEHDIE, A v F—T=A
A ACLZFTY, BEENTZ I N—T K v— a—¥ BILO¥vro—RF3hi
ACL T S x4,

VE—FTIERISA4T U
SIFEISERFATDOIE—RN T VA Z—WFR, 2O ASA ~D VPN U ZFHL &N
TEET, TORRAVDVPN I TAT 2 bDEA T HFIRLET,
* VPN Client Type
* [Easy VPN Remote product]

* [Microsoft Windows client using L2TP over IPsec] : PPP #8GE7' 1 b 2 L EHE L £,
I IT, PAP, CHAP, MS-CHAP-V1, MS-CHAP-V2, 154 UFEAP-PROXY T3,

[PAP] : FBREHFICZ VT THF A MDZ—P L/ ENRNRAT— REETOT, ZETIEHY
FH A,

[CHAP] : =D F % L o VIIKT DIRE T, 7 74T > MIfbanizF v L
VUENRAT—=RBLOI VT THRANDO—Y L4 EZRLET, 2071 haiid,
PAP L W ZE&TIT N, T—XiI kI A,

[MS-CHAP, Version 1] : CHAP &Ll CTWETR, H—NF, CHAPD X522 VT T
XA RDNRAT— RTiER<, B b L7z RA U — RET 2 REB LT 20T
HAETT,

| VPN 4 H—FK .



. IPsec IKEv1 Remote Access Wizard

VPN 7« H—F |

[MS-CHAP, Version 2] : MS-CHAP, Version 1 UL EDt % = U 7 ¢ 58{bARBEEDN & £ T
b\‘ij‘o

[EAP-Proxy] : EAP % A % —7/WZLE T, ZHIZL->TASA X, PPPFEREY Bk A
AN D RADIUS GRFE — N RIT & Z N TEE T,

VE—hKIT7A4 T T FalRNBEEIN TV RWEAEIE, SEELRVWTLEE
VY,

FRETDHDIX, 774 T Finb b 7 b—7 473 username@tunnelgroup & L

TEESNLHETT,

VPN SA TV RRBIEARE PRIV TIL—T4

AR R EFRE L, #HEAR U o— (hrrxn Zv—7) Z{EKT 5121, [VPN Client
Authentication Method and Name] A4 > & L £,

» [Authentication Method] : U E— bk Y%A b 7%, FHRidA F—23EHZOWT & 6E
MLUTRIEL £ T,

* [Pre-shared Key] : ©—71/L ASA & U E— b IPsec &7 [H]OFGFE CHERILA ¥ — 4 H

B vnNYes—F

TLHEEC 7V v LET,

FHEAF—A2FHAT DL, VE— N ETOEBRENTIrOFX Yy hT—7 BNLEEL
TWAEA, BEEZTIICEHICE Yy N7 v 7 TEET, ZNENDIPsec BT 13,
X o TR AN T ADMHTFOET Zlilar 7 4 Fab—va UIERELELE T
B2, KRRy U= TIEAT—F )T A OMERELCLDHERH D F
7T

IPsec Y7 DE_T 1L, FHRHEAXF—Z2 XML TEF 2772 b RIVEHILT HHME
NV EST, EXaT7hFEEFEHLT, VE— A FOBEHEE L FRiAEXX—%
AHLTLTZEV,

[Pre-shared Key] : 1~128 LT DT LTH 2 A LET,

[Certificate] : 7 —H /L ASA & U E— b IPsec B'7 M OFEFE CiEHEE AT 25451
7V LET, TO®Z v a rEETTHICE, FAC CAILEEL, 1 DB ED
AEHEZ ASAIZX U e — RLTEBLERDY £,

TYZNVEEAFEIZ L D 1PSec N RNV DFENITHEN T 28X 2 U 7 1 F—% 2R L<
FEICTEET, TUXVGEAEIDIX, AR, VU TAEE. Stk B, 1P
T RUVARRED, 22—V E2ET7 A AT DRI R I TWET, £
UHNVGEAEICIE, ARF—0ar—bEFENRTVET,

T/&'/lxuﬁﬁi%ﬁﬁﬁ‘fé N 7/5'/1/uﬁﬁﬁi%%\é TT DAL (CA) r%EOT
ERERLET, CAIX, BEHTX DX —F RN TR %L?ﬁ7 74 X— |k CA
DEELH Y 7,

2ODETRNEIETDHAIL., EHEBEL T UXNVEL SN-T — X 23 LT, FHA
DOFRFEEATVET, ﬁbwt?%z/bv JIZBMT 2581, £OET % CAIZ
BiELET, MO TRBMOREEIT I LEITH Y £H A,



| VPN —F

IPsec IKEv1 Remote Access Wizard .

[Certificate Signing Algorithm] : 7 ¥V Z LFEHEZL T VT Y A LEZ R L ET (RSA
DAL 1sa-sig)

s [Tunnel Group Name] : ZfiZ AJJ LT, 2D IPsec Pefgi D s RNV AR Y v —H Bl L
e }\%{/F{Ekl/i—g—o AR Y o—Tix, FRFE. A, T T 4 T o VA s
VN T N—TF R — %iwmﬁﬁﬁ%ﬁﬁf%iﬁo;@WW?4#~**&E#
DAY —I%, BEEFREHEE L, ASADT 74V DT NV—T R —EFH L
E3 N

77’(7/ |“u:|..n

[Client Authentication] 3 > TiE, ASAN Y F— b = —FZFFET D & EIMEHT L HiEEE
WLET, RKOFT T arOnTFhnz@E@RLET,

* [Authenticate using the local user database] : ASA ODNFOFRIE T X E=EHT 2551227V »
7 LET, ZOHFNE, 2—FOHEB DR TEEL TV ARETHEH LET, kO A
VT, ASA Il 2 Da—Y DT BT b EAERTE T,

* [Authenticate using an AAA server group] : U E— F Z—HFEFETHE Y — N T —TF % fif
HI 2560220 v o7 LET,

* [AAA Server Group Name] : JCIZHERK S 4172 AAA H—/N 7L —T % 3IR L £,
o [New..]: LW AAA =R TN —T2RETIHHA/ICIZV v 7 LET,

User Accounts

[User Accounts] ~2A > TlE, #iE%x B E LT, ASADOHNIL—H 57— X X— R {ZTH L 2—
FEBEMLUET,

Address Pool

[Address Pool] XA > TlX, ASABYE—RNVPNZ T4 T2 MIEVYTHua—ANLIPT K
VADT =V EFRELET,

s [Tunnel Group Name] : Z D7 RL A F—AN@EH NI e 77 A0 (hrxv 7
=) DEBINFREINET, ZOL4FHIE, [VPN Client Name and Authentication Method]
NA Y (AT w7 3) TRELEZLDTT,

¢ [Pool Name] : 7 KL A 7 —/LDFRik ID Z3R L £,

eNew..] : HrLWT FL A F—LE2RELET,

* [Range Start Address] : 7 KL A 7 —/LOBAMEIP 7 KL A2 AN LE T,

* [Range End Address] : 7 RV A 77—/ DK TIPT RLAZ AN LET,

* [Subnet Mask] : ({EE) ZNOHDIPT RLADH TRy b~ A7 IR L £7,

VPN 4 H—FK .
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. IPsec IKEv1 Remote Access Wizard

Attributes Pushed to Client ({£%)

[Attributes Pushed to Client (Optional)] X1 > T, DNS ¥ —/3& WINS H— N3 B 1FHE
KXOTFT 74NN RAL LBV E—RNTIEBRA I TA T MIET LT, ASAZHELE
ﬁ‘o

* [Tunnel Group] : 7 R LA F—ANREMH S o #kR ) o —O4RTZER R LET, 04
A%, [VPN Client Name and Authentication Method] <+ > CHE L7=H D TT,

* [Primary DNS Server] : 77 A4~ U DNS #— D IP 7 L A& AJJLET,

* [Secondary DNS Server] : 4> % U DNS H— "D IP 7 KL AZ AN LET,
« [Primary WINS Server] : 77 A4~ U WINS H— "D IP 7 KL 2Z AL ET,
* [Secondary WINS Server] : > % U WINS H— "D IP 7 KL AZ AN LET,

* [Default Domain Name] : 7 7 4 /L D KA A 4% AT LET,

IKE Policy

Internet Security Association and Key Management Protocol (ISAKMP) & HIEZN S IKE L, 2 &
DARARNTIPsec BFX 2 VT 4 TYvo—ar OEGEHEE —HIELo0xr T o—
var7arhanrTd, FIKERXITVT—Ta i, Tx—R1 LT 2—X2 EMENRD 2
OOFFyINET, 72— 11E, DEOIKERT v T—var Ayvb—VaRi#ET D
BINOD b FNVEERLET, 7=2—X2 T, 7—#ZR#ET D b RABERENET,

[IKE Policy] A > TiE, 7=— X 1IKE * I v — g v OFMEEZHFELET, ZOFRMIC
X, T2 EREL, TTANT—2 TRl BT O ID 2R 2GS B &
O 55 —f5 7 L2 Y X A %E§E{kd 5 Diffie-Hellman 7 /L —7 NG ENE T, ASAIZZ DT
NI XALEMFRALT, BEX—bnyva F—Z2EHLET,
s [Encryption] : 7 =— X2 XA T —a L aR#ETDH 72— X 1SA LT H72DIC
ASA DMERT 5. dFRE S b7 LT ) X LRI L E§, ASA 1L, ROBEELT /LAY
ALz HR—KLTWNET,

FILTY XL SBR

DES F— RS, 56y N X —FfFHLE
kR

3DES Triple DES, 56 £ bk F—%& i L TH %
1b& 3MEETLET,

AES-128 BERE L, 1288y b F—ZHAL
7,

aes-192 1928y b ¥—%fiH3 5 AES,

AES-256 256 £ b ¥—% 35 AES,

B vnNYes—F
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IPsec IKEv1 Remote Access Wizard .

F 7V hDO3DESIEDES LV bExaT7 TFN, B kB LIz, L& ol
BANLELEL LET, R, AEBST 7Y a ik 282 U T 4 1308 T2, MBI
HELHARLET,

* [Authentication] : FAECT — X HEEMDOFERDTZOIMHHT 5/ vy 2 7TV AL EE
RLET, 774/ MESHA T, MDSDOF A ¥ = A MI/hs< | SHA LV bbFnic
HNE SN TOET, MDSIE, (XD TREETT ) WRICL VD Z &N EES
TWET, LaL, ASA Tl 415 Keyed-Hash Message Authentication Code (HMAC)
N=Da NI ORBEEEEET,

[Difﬁe Hellman Group] : Diffie-Hellman 7 /L — 7" 1D Zi&{R L £9°, 2 DD IPsec £ 71X, +H

AICHAWEFTREZEET D 2 R AREFREZEHT 27020 ID 2EH L E
9, 7 74/ F® Group2 (1024 ¥ | Diffie-Hellman) %, Group5 (1536 £ ) &b
LT, CPU QFATRRNITELNTT Y, BAeMITIE 220 £

IPsec Settings ({£=.)

[IPsec Settings (Optional)] <A > Ti&, 7 FLUALHNARE R u —T )V RAMNEXy NTV—7 %
BELET, 7740 FTIE ASA L, AT IV I BRI T A v IRy N I—2 T
L2254 (NAT) ZEH LT, WHOFRR FBLXOXR Yy hU—7DOFEIP T L AZIMNA
Z EMBRELET, NAT (I, B TERWANEAR A MM X 2B BEOMERME A i/ NRICH 2 E
TR, VPNIZ L » CRIEB L OMRE I N TVD R A MIX L TEREY 2EE13H D 7,

el ziE, AT v 7 NAT 2T 2N A A M, 7B EELIERIRLZT R
ALBETHZ LITKD, %@IPThvx%ﬁ?ﬁ&éﬁi%r AR A S BIL, BRIz
T RUVAEPIRRZHE912R0ET, KYDIPT FLRIZTF—Z2EETHZ LIk T
:ﬂ%®ﬁ%$1FK@%Liik?éU%~%WW7?47VFM\Mﬂﬁ%»—w%%
FELRWIED ., 2 HDORZ MIIFERETE EE A,

G¥)

TRTORAMERY PT—T % NAT O RBRTH2H5A1E. ZOXAL U TIHMTLERELEE
Aoi/%)#lof%ffﬁé&\M@ﬁufwfxb&x/bv JIENAT (ZHEVFE T,

« [Interface] : AR L7=AR A 72T Ry MU =7 0HT 54 X —7 = A ADL %8R
Li—é‘o

s [Exempt Networks] : IR L7z H—T =2 A Xy NT—I DLRRTHEA NELIZ
Xy hU—=ZDIPT RLAZRIRLET,

* [Enablesplittunneling] : U E— K 7 78R 7 TA T "MW DONRT Y w7 L H—F v k
D NT T 4w 7 B L ETICEET LA LES, A7V vy b bR 7T
D, REINT-R v l\‘7~70)]\?74 v I WAL SN, REINTOVRVER Y b
=0 D774 v 7IdKSbENEFEL, A7V b bRV T oA X—=TNICT D
&L ASAVE, WBEERICIPT RLADY A RNEZUE—RVPNZ FA4 7 MZT v aLE
4, UE—FVPNZ F14 7 M, MA@ BIHIZHDIPT RLASND NT 7 4 v 7 Bl
FELET, tOTXTO T 7 4 v 7 IS LS TITEEEA X —% > MIED IS

L. ASAIXEEG- LEH A,

VPN 4 H—FK .
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» [Enable Perfect Forwarding Secrecy (PFS)] : 7 = — X 2 IPsec % — D AERKIZIVN T, Perfect
Forward Secrecy i H T 57 E 90, BLOMEHT 2F 5OV A X4 EEL £7, PFS
X, LN F =TT T, &b HMEOF—LEFRLARNENI L= R T
o IPsec R A T—a TR, PFSHAR—TIIRDHET, 72— A2F— 37 =—
A1 F—ITESWTWET, PFS Ti, F—DAALIC Diffie-Hellman A3 ERH ST
7,

PFSIZ Lo T, BEX—0 1 DWRBRMAFES LT H, MO RHIABF —3 K OR# ¥ —
MHIRE L=t v v a v F— i3 s R R0 £,

PFS %, #G DO TA =T NIZTHIVLENH Y 97,

« [Diffie-Hellman Group] : Diffie-Hellman 7 /L — 7 ID Z3#iR L £, 2 -O® IPsec &7
&, HAEICIEAREEREZEET 5 2 L R A REEFERZEHT 2720120 1D
ZEMALET, 574/ hDGroup2 (1024 £ v b Diffie-Hellman) 1%, Group5 (1536
By b)) L LT, CPU OFATRFIZEWTT 2, a2 £,

Summary

2L

RCEICRE 2 T X, [Finish) 227 Y v 27 LEJ, ASDMIZ L > CTLAN-to-LAND 2> 7 ¢ F =
L—a UMRESIVE T, [Finish) 227 U v 7 Lz, ZOVPNY 4 F—REfHLTZ
DA 7 4 Xal—rarEEETHILIXTEEEA, ASDM M L CHEMEE 2 RER
FORRELTLZEN,

IPsec IKEv2 Remote Access Wizard

IKEv2 Remote Access Wizard Z i L C, AL 2—VRED VPN 7 T4 T MTLEER:
VE—KRT7 27 EBRAEZREL, VE—FIPsec TR HA L X —T = A ZAFIEELET,

Connection Profile Identification

[Connection Profile Name] (285t 7 12 7 7 A /L D4 Rij%Z AJJ L, [VPN Access Interface] C IPsec
IKEV2 VUE— R 77 B REHTDH VPN T 7 A L F—T oA AZRIRLET,

» [Connection Profile Name] : 4 Hii%Z AJJ LT, Z® IPsec #fit D b v pEERHA Y v — %5
el a— REfERRLET, kAR Y o— Tl 8GE. 5Frl. 70T 4o 77— F
THNE ITN—=T R — BIOIKEBMEZFETEET, ZOVPNY 1 — FTHK
ET DA R Y v—iE, WAEAFREEE L, ASADT 74V FDITNV—T R v —%ff
HLUET,

* [VPN Access Interface] : VE— k IPsec B 7 LD F 2772 b RNVEMNLT HA X —
T oA AEBRIRLET, ASAICHEBOA V7 —T = A ANRH LG, 20U 4P — K%
FATTDRNCVPN 2> 7 4 Fab—ra U EGFE L, X a7 RGeSy 5T ED
UE—FIPsec 7 T &I, EHTAA X —T oA AEHELTEILERHY T,

B vnNYes—F
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IPsec IKEv2 Remote Access Wizard .

EAERKIZE D C IPSec (IKEv2) FRESFR—

[IKE Peer Authentication] : U €— h ¥4 ; ¥7 1%, FHajdtFx—, FEAE. F721X EAP &4
HALEZETREOWT N EFEH L CRIELET,

* [Pre-shared Key] : 1~128 CFDREF- L= AT)LET,

FRHEAEF—Z2EHAT DL, VE—F ETOEMNBREH T OF Y U —27 RNLE LT
L6, BEATIECEHICEY Ty TEET, ZREND IPsec BT X, ¥ =
T IR AN T DM TFOE T ZEIilar 7 4 X2 b—yva U ERELNE LT H1-0, K
W2 Rry N =7 TIEAr—F 8V 7 4 ORENELCLGERH Y 7,

IPsec B 7 DT, FRHEAF—2 L T 277 MU RV BT HHBER D
DNEF, BXaT7RGEEFERHLT, VE— b4 FOBEEE L FaEr—2 38 LT
<TZEWY,

[Enable Certificate Authentication] : 429 % & | FFEICFEAELZHEHTE £,

[Enable peer authentication using EAP] 295 &, FBREICEAP 2 CEX £9, ZD
Fxv IRy 7 ALY, i D%ﬁwmuuﬁﬁé%ﬁﬁﬁé%%ﬁ%@i
ﬁqo

[Send an EAP identity request to the client] : U E— k 727 A VPN 7 7 A 7 > hZ EAP &
AEESRAEECTEET,

Mobike RRC

+ [Enable Return Routability Check for mobike] : Mobike 234 Zh1Z 72 > T35 IKE/IPSEC 7 &% =
V74 7Y vxm—aidlBlil b4 4TIy 7 IPT RLAODEE . F = v 7§ 5 Return
Routability ZH 202 L £7,

[IKE Local Authentication]
s B—ANVERGEE A X — T M LT, FRHEA F—ERITEEHEOWT A RIR L £ 7,
s [Preshared Key] : 1 ~ 128 SLF D 7L 752 A I LET,

s [Certificate] : = — /L ASA & U E— b IPsec &' 7 M OFRAE CREAEZHE AT 25
Vw7 LET, ZO®7varEETT A1, FRiZ CAITHEEL, I’JML@
FAEAEAZ ASAICF T n— FLTELLERDHY 77,

FORVEFAEIZ X B IPSec b U RIVDFHSLICHE T 52X 2 U T 4 F—w2 2R L
BWHCTXEY, TUXAGRHEILL, 4R, VY TR, Stk M, if_:}cIP
T RURRED, 2= ETT A ZAZHT DIERBEBR I TWET, £27
VHOVFEREICIE, AF -0 - B ENTVET,

FOHNGFAEZET A%, T Y XNLGEREEZRITT AR (CA) 12887
FEEELET, CAIL, BEHTEX ANV —FRITHEBNTRE L7714 X— FCA
DHEAELHY F9,

2ODETRBETLIHEAIL, AFARLF A NBLINT-T —F 2L T, A
DOFIEZITWET, FILWET 23y N —ZICBINT 58581, TOET % CAIZ
BikLET, MO T RBMOREEIT I HEITH Y 8 A,

VPN 4 H—FK .
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LA &

IPsec IKEv2 U E— k 7 7 £ A TiX RADIUS §EAED A B AR — S THET,
* [AAA Server Group] : JElTHERK 4172 AAA — R T —T HBIRL 7,
e [New] : HT LW AAA B — R T N—TE2RETIHAICZ Y v 7 LET,

* [AAA Server Group Details] : Z DA LT, AAAT— TV —T % VB S U TE
HLETS,

Client Address Assignment

IPv4 3L VPV DT KL A F— L& Eplk T %0, BIRLET, VE—NT IR Z7I747
VMR, IPAEFIZIPVO D — A DT RUABRE D B THNET, MHFEZRE LB,
IPv4 7 RUAPMBER SN ET, FElcONWTIE, =BV IPT RL A = VORE] &5
LTS EEN,

Network Name Resolution Servers

VE— b 2—FRNIER Y N =TT 78 AT DL ZTED LI N AL A RIS 20
ERELET

« [DNS Servers] : DNS #— 3D IP 7 KL A& AHLET,
« [WINS Servers] : WINS — "D P 7 KL 2&Z A DL E T,

* [Default Domain Name] : 7 4/ hD KA A &2 AN LET,

NAT Exempt

* [Exempt VPN traffic from Network Address Translation] : ASA C NAT 231 x— 7 /L{Z72 > T
WHEAIE, ZOF v IRy I AEF T IHLERDY 7,

IPsec Site-to-Site VPN Wizard

2EDASA T A AD N RE A WY = A ~ brxb) EREER, BOFRTY,
P A RV —H A K VPN F R TiE, IPsec 72 a2 il L TTF — 2 0™E#E SN,

Peer Device ldentification
s [Peer IP Address] : thid¥1 ~ (ET7 T34 Z) OIPT RLAZHELET,

* [VPN Access Interface] : A F>Y—H A & R UEHTHA 7 —T7 =4 AZHEINL
£

* [Crypto Map Type] : ZOETIMEHIND Yy T OXA T (RET 4 v 7 ET21E54F
Iv7) BEELET,

B ven e H—F
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IPsec Site-to-Site VPN Wizard [JJ}

Traffic to Protects

ZDAT YT TE, m—=hV Ry U= BIOVE—F Xy P2 ZBELET, Zh
S5DFy FU—27 TiE, Psec ALZMEH LT NI 7 4 v 7 RSN ET,

* [Local Networks] : IPsec h > R/ THEHSNDFA FEEELET,
* [Remote Networks] : IPsec h > R/ T IND Ry NV =TV ZRELET,

¥l T4

ZDAT v TIL, I:TT/\/])xk@wunE@jjfi% Hﬂiﬂbi—g« AR EXRINT D0, F
LA —Z2EETEET, ELIBICEFEMRA T v a LZonTiL, BLTIZHIAT 5
[Customized Configuration] % Z8fR CTX £9°,

* [IKE Version] : &6 50 3—=2 3 UAMHT 500200 U T, [IKEv]] £ 721X [IKEV2] F = v
IRy I A F AT LET,

« IKE version 1 Authentication Methods

s [Pre-sharedKey] : FaiEF—%2 AT 2L, VE— N ETOEBRENITHOFR >
NI = NEELTWAEA, BEZTIEECEHEICEY Ty TEEd, 2hE
LD IPsec BT 1, ©F 2 7 R A T HDMHFOET ZLilar7 4 Falb— g
UNEREMLE LT A, KXy NT—27 TR —Z 8 U7 0 ORENET
HLEENRHY £,

IPsec 7 DA TIE, FAHAFT—2RBML TEX TR N RAVEMNLT HHE
NHYET, X7 RFEEFEHLT, VE— N A FOBHEE - FriitAEr—%
THLTLIEEW,

[Device Certificate] : = — /L ASA & VU E— b IPsec &7 M OFEAE CREAEZEH T2
a7 )y 7 LET,

T VB NVFEHEIC L D IPSec kU RIVDOFSLIHEMNT 5% 2 U T 4 F—25hFLL<
BFHTEET, 7UXVGERAEICZ, 4Rl ) 7AEES, St B, £ IP
T RLRBRED, 22—V EIIT A AZ#HAT D RPN ENTWET, £2T7
CHVGEEAEICE, AF—oavr—LEFEhTnET,

2ODETNEIETIHERIL. IFAELTF A NVEBLEINT-T =X 25H LT, HA
DFRFEEITVET, HLWET 2%y N —273BINT35481%. O T % CAIZ
Bk LET, o T RNBNORERITHI LEITH Y XA,

* IKE version 2 Authentication Methods
s [Local Pre-shared Key] : IPsec IKEV2 B3Rt S &R B LT VT Y X AZRELET,

* [Local Device Certificate] : VPN 7 7 £ ZAD8GE%, X207 4 7774 T A% i@
LTITWET,

+ [Remote Peer Pre-shared Key] : = — %/ ASA & U E— b IPsec &7 ] OFEFE CH AL
BX—2MHHT 2551270 v 7 LET,

VPN 4 H—FK .
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* [Remote Peer Certificate Authentication] : ZDF = v VR v 7 ARA DL XL, ET
TNA APRGERAEEZEA L CZOT A A L TCHEORBFEEZITH 2 ENTEE
‘a—O

* [Encryption Algorithms] : Z DX 7 TlX, 7 — % OREICHERAT R 57 LT XADH
A TR L ET,

* [IKE Policy] : IKEVI/IKEv2 #BFF & HEE L £7,

* [IPsec Proposal] : IPsec i 5t 7 V3 Y XL EFRELET,

* Perfect Forward Secrecy

+ [Enable Perfect Forwarding Secrecy (PFS)] : 7 = — X 2IPsec & — D AEKIZI\ T, Perfect
Forward Secrecy #3220y, BIMMERT2EF 504 X&HEELET,
PFSIE. HILWHF—TT T, HHPLWEOF—LERLARNVE NI Fha k&
7 hTY, IPsec r AT —3 3 T, PFS A R—TNWIREHET, 7=2—R2
T 72— X1 F—=|ZHESNTWET, PFS TlE., F—DAAKIC Diffie-Hellman 5
ABBEHI N TWET,

PFSIZ Lo T, FEX—D 1 DAVEREGE SN TEH, —HOEWAR X —8 L OWE
F—NBIRAELEZEYy gy F—I3Eam SN2 9,

PFS I, #EGOMAITA X—T N T HHLENRH Y 97,

» [Diffie-Hellman Group] : Diffie-Hellman 7 /L —7" 1D &N L £ 5, 2 DD [Psec 7

T, AHEICIEERREEE T 5 2 L R MAREEREEN T 57201220 ID
EEALET, 774/ hDGroup2 (1024 £ >~ b Diffie-Hellman) 1%, Group5 (1536
vy b)) LR LT, CPU OFEITRHITENTT A, LRMITERS 20 £,

NAT Exempt

» [Exempt ASA side host/network from address translation] : K2 v 7% 7> U X M &fEH LT,
T RUAEBINORNT DARA NEITR Yy hT—7 28R L E T,

B vnNYes—F
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