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e JE— kK 77 AIPsec VPN IZDWWT (1 _X—)

s UE— K 727 AIPsec VPN for3.1 DT A & A%H (2 =)

* IPsec VPN Ol fy5FH (2 X—)

« UE—F 77 %A IPsec VPN OFFE (3 2—)

e UE— | 77 & A IPsec VPN OF%EF] (11 ~—)

e ILF AT FHA B F— KR TOEYER—Z [PSec IKEV2 U E— k 7 7 A VPN D% EH
(12 =)

s VT AT F AR E— K TO AnyConnect IPSec IKEv2 U E— bk 7 7 & A VPN D% E
(13 =—%)

« UE— |k 77X VPN ORERFE (14 2—)

JE—F 71X IPsec VPN [ZDLNT

UE—hT7Z7EAVPN 2425 L, TCPIP % v NV —7 EDO¥vF 27 iz LT,

a—WhE R MNMIET 5 2 L3 TE £, Internet Security Association and Key Management
Protocol IZ IKE & HFEEIL, U E—KPCDIPsec 7 7 A4 T b & ASA T, IPsectEX =2V T ¢
T vIT—a ORBEGEE - BIEADORIvE—v g a hanTtd, &ISAKMP
XA vz —TgulE, Txa—R 1 T2 —X2 LTINS 2 ODESITHMILET,

T2 —X 1%, UBEDISAKMP 2T —2 a0 A v —V%R#ET 5RO b x L2 E
LET, 72—X21%, X227 REHREABET 27— X2 R#ET D Mo Rx AV EERRL £
7

ISAKMP % v =—3 g VOFRMEFRET HI2IL, ISAKMP RV —%{EkLEJ, 22T
X, ROERIZHOW T LET,

« B 7O ID RS DT
e T —HERHEL, TTA N —EFHR ST

c EEHEREL, METICA v E—UNELIN TR D & ZLRFET % Hashed Message
Authentication Code (HMAC) F =,

o {5 — DY A X &R ET 5 Diffie-Hellman 27 /L —7",
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. JE— k79t XIPsecVPNfor31 DS A & REH

s WS —ZEEHZ DANT, ASA N F O F—Z2 AT HHFH O LR,

N7 AT 4 —5 Ty ML, B bR BT R EHAEDEE LD TT, FFEOT —X
7u~%%£#5%6\t7m\Emgﬂkanmmt#1)747//i~ya/®zn/
T— M T, FED N T ATk —Lty NfEHTHZEICFELET, T AT H—A
Yy ME, WMFOET TRILTHILENH Y 1,

NIRRT H—ALEy MLV, BBEMTONZZ VT N~y = N THEESIE ACL
DF—& 7 a—HMgi éﬂiﬁA%AﬁﬁfFﬁVX7j~A?7F%WWLT\797F
~ v TELFAATIVvI VIV T~y T 2 Y ThRI VAT 3 —0 By FORKRE 1
ERETEET, ARSI EFRESFREV A N Uo7 —T 7 S BIZHEEMRIER
[ZOWTI, IKEvl h T A7 3 —2A5 &y bEFIZIKE2 7 R—V Lok (6 2—)

ZHBRLTLLIEEW,

AnyConnect 7 74 7 2 MIIPvd 7 KL AL IPV6 7 KL AD— 713 F2E VB TH LD
ICASAZRETEET, ZDOL T DL, ASA ETHERIZRT KL A 77— V2B 5
7., ASA Fou— a—WFICHEHAT FLAZE Y CTEd,

TURAA L MIEEFEDX A TOT RLUAZE DB THITE, = KBRS bOAXL—T ¢
VI VAT ADHETCTT AT ALy A FalNEEINTHWALERBLDET, FHD
DTV ATH, IPv6 7 KL A F—/L3f > TWRWR IPvA 7 R L AWRMEH TE B350,
1m47ﬁux7—wﬁ%o1m&wﬁmm7Fuxﬁﬁﬁf%éﬁAi o3 TAEC R Oy WS
T, 7272l 7294 T MQIXBAaENR WO T, BHEEIT ASA v 7 CEMAZ ERT 5 L8
BHFET,

T4 T b~DIPv6 7 KL ZADOEIY Y%, SSL 7o ha ikt L T AR— &N ET,

JE—F 77t XIPsecVPNfor31 DS54t REH

A\

GE)

ZOBEREIX. A m— RS ERED R WE T LTI TE £ A,

IKEV2 Zf#H L7 IPsec U &— k 7 27 & A VPN (ZiL, BI&EEA FTHE72 AnyConnect Plus ¥ 7213
Apex 74 B ABMETY, IKEv] ZHEH L7z IPsec UV E— bk 727 A VPN B X OV IKEv] &+
721X IKEv2 Z ] L 72 IPsec ¥+ MfH VPN Tidk, AT A & R8O Other VPN 7 A &
VAMERENE T, BT EORKMEICOVWTIE,  [Cisco ASA Series Feature Licenses] %
ZRLTIIZEN,

IPsec VPN D #9518

cAVTHFANE—RIA RTA L VTN arTHARNE— RTOLIR— S E
T, vATF arFXALE-FedR—FLEEA,

T 7AT VAN TR T RTA =T v R 77 AT U=/ T—= RTOLY
R—bEhET, FTAXT L P E—FE¥FR—- S THWEREA,
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I)JE— bk 7% X IPsec VPN DEFE .

« 7 x— VA== A RT A IPsec-VPN B v > a L, TV T 4 T/IAZ N, T x—
NA=N—=ar T4 Xalb—var TORMRENES, 77747170747 7=—
A== AT 4 X a b= a VIR P ERE A,

JE— k 74t X IPsec VPN DL E

ok varTiE, VE—F 77 EBA VPN OFREFECHOWTHALET,

A3 —T 4 ADERTE

ATy I

ATy T2

ATvT3

ASAIZIE, D b 2oDA VX —T =2 A ARHY, THbEZZTIIIBB LORNE E S
WET, RIS, ANEBA v E—T A RFINT N T A o F =Ry MBS NET, — .
WEA v H—T =2 AT T TAR— b Xy NU—=ZICHm SN, —ROT 7 AnbLIR#ESN
3

AN, ASAD2ODA L F—T A A%FEL, A Rx—7 /M LET, KRIZ, 4HEil, PT
RLA, BEOY TRy h <A77 #E 0B TES, 73T, BF2UT 0 LUL, &
E. BXOEXa VT4 T7I9AT L ATO ERMEEZRELET,

FIE

Ja—r a7 4 F¥al—varyE—RKb A H—T AT 4 Fa2lb—a
F—FIZADET,
interface {interface}

1 -

hostname (config) # interface ethernet0
hostname (config-if) #

AV B =Tz A RZIPT RLAREHT Ry F v A7 2R ELET,
ip address ip _address [mask] [standby ip_address]
i

hostname (config) # interface ethernetO
hostname (config-if)# ip address 10.10.4.200 255.255.0.0

A VB =T =2 A ZADLHT (K48 T) ZMELET, ZOLAHNT, RE LB TOERIT
TEEHA,

nameif name

1 -

hostname (config-if) # nameif outside
hostname (config-if) #
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. ISAKMP /K1) S —DERE LA VF—T =4 XTH ISAKMP DA *— T JLiE

ATvT4

AVHE =T 2 A ABAF—TMILET, 774NV IT, A X =T =2 RIT 4 =T LT
¥, shutdown
1 -

hostname (config-if)# no shutdown
hostname (config-if) #

ISAKMPR!) & —®DEREENEA VB2 —T 24 ATHOISAKMP®D A r—

7Lk

&

ATy T2

ATvT3

ATy T4

FIE

IKEvl I3y —3 g UHIEHT ORISR ERT A= Dy FEHEELET,

Priority IZ, A > % —% v b F—%# (IKE) RV —%2—FIZ#y L, RV =7 T7404Y
T4 BB YL TES, 1~6553408 K2R LET, LWETT7A4F VT4 ¥ xbE<. 65534
N BIEL 720 £97,

ZO®RICKES FIETIE, 7I7A4 4V T 41X 1ITRESNET,

IKE RY o —NTHEHT o5t AR ELE T,
crypto ikevl policy priority encryption{aes | aes-192 | aes-256 | des | 3des}

&1

hostname (config) #
crypto ikevl policy 1 encryption 3des

hostname (config) #

IKEARY =Dy o 7ATY XA (HMAC AN 7 v b EBIFHERET) 2HBELET,
crypto ikevl policy priority hash {mdS | sha}
i

hostname (config) # crypto ikevl policy 1 hash sha
hostname (config) #

IKE 7R U 3 —® Diffie-Hellman 7/ —7" (IPsec 7 7 A 7 b & ASA NI HFFBE X —Z WL T
BT e ha) ERELET,

crypto ikevl policy priority group{1 |2 |5|}
i

hostname (config) # crypto ikevl policy 1 group 2
hostname (config) #
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7rLz 7—noiz |

ATYTS BEX—DTAT7HA L (X2 VT4 TV —2a VNAHIRE CHFETLIHE %
HRELET,
crypto ikevl policy priority lifetime {seconds}

[BESNT-TA 7 XA LOFIE. 120 ~ 2147483647 # T, MHIED T A 7 ¥ 4 LADEE
. OB EMHLET,

1

hostname (config) # crypto ikevl policy 1 lifetime 43200
hostname (config) #

AT Y76 ouside EWV) AL H—T A ALDISAKMP %A X—7 M LET,
crypto ikevl enable interface-name

1 -

hostname (config) # crypto ikevl enable outside
hostname (config) #

AT Tl BHAaL 7 4 Fal—ra VIR ELET,

write memory

ZKLR T—ILDOEE

ASA TlE, =—WIZIP 7 FLRAZE Y B THHFABXMETY, ZOETIE, fléLTT L
A F—=NEFHLET,

FIE

IP7 FLADOHFIFAZFEHLTT FL A =L &EHRLET, ASAIEZ, ZOT7 RLA 7F—1D
T RLARZITAT 2 MTEIV Y TES,

ip local pool poolname first-address—Ilast-address [mask mask]

T RVASAZEIA T arTo, 7L, VPNZ IA4 T MZEIDETon/ZIPT RL A
DIEEDO Ry NT—VITB/B L, T 74NV MO R BT HETF =2 REsTIL—TF 4
TINDHAREMENH D L XX, YAVEERET HARENH Y 3, MR H03, IPa—7h
Jb 7 —/11210.10.10.0/255.255.255.0 7 FL ARG ENTWAEA T, ZHIETF 74V FTids
FAAXY MU= TT, ZHIZE>T, VPNIZ IA T IR &EIERA v H—T =2 A R
TIODFRYy NI—TNOERRDLIY TRy MZT 78 ATEHMENS DG, V=T 47D
RIREDNE C 2 IREMED N B 0 £ 77,

51

JE— bk 75X IPSec VPN .



B =—voen

A—YHMEM

YE—F 79 £ZIPSecVPN |

hostname (config) # ip local pool testpool 192.168.0.10-192.168.0.15
hostname (config) #

FIE

=P NZAT =R BIORHMHEL V2 ER L7,

username name {nopassword | password password [mschap | encrypted | nt-encrypted]} [ privilege
priv_level]

51

Hostname (config) # username testuser password 12345678

IKEV1 FS R T4+ —L vy FEEIZIKEV2 TAaR—FILOER

ATy I

COWETH, FT7UAT7—A vy b (IKEvl) BXO7 o R—¥1 (IKEv2) ZRETHH
BIZOWTHALES, FT7oAT7xr—oty ME, Kb i LB e lasbEt
DTY,

KOFIETIE, IKEVI BLOIKEV2 72 R—HF L EERKRT 5 HEE2RLUET,

FIE

T RO B TR T B 7= DI S5 [Psec IKEv] 5B e Ny o2 7o) XAEE
THIKEVl F 7 v A7 4 —h By hERELET,

crypto ipsec ikevl transform-set transform-set-name encryption-method [authentication]
encryption (Z{X, IROWT DM ZFREE L £7,

* esp-aes : 128 ' b ¥ —T AES i3 2355,

s esp-aes-192 : 192 ' b ¥—"T AES {3 554

* esp-aes-256 : 256 £ b ¥—"T AES {3 554,

* esp-des : 56 £ ~® DES-CBC #fH 3 554,

« esp-3des : Triple DES 7 /L3 U X L& T 556,

e esp-null : BFSAL AT L2WEGE,

authentication |21, ROWTNIDEEZFEE L F7,
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ATy T2

FoRILTIL—TDEE

« esp-md5-hmac : /~v 2 TLF Y XA E LT MDS/HMAC-128 23 254
e esp-sha-hmac : /v 3 = 7L X4 L LT SHA/HMAC-160 218 14 5354,
« esp-none : HMAC F8RE 2] L2256,

il -

IKEvl NI A7 —h By FORTEFIE

hostname (config) # crypto ipsec transform set FirstSet esp-3des esp-md5-hmac

IKEV2 7R —H Lty hERTE L., A IS IPsecIKEV2 7’17 kv, BEEAL, BL O
AT XL ERELET,

esplI. W7 B/MbEF2UT 4 XM m— R (ESP) IPsec 7'm ha/LZfEELET B, M
—HR—FENTWD IPsec D71 2L TT)

crypto ipsec ikev2 ipsec-proposal proposal name

protocol {esp} {encryption {des | 3des | aes | aes-192 | aes-256 | null} | integrity {md5 | sha-1}
encryption (21X, IROWTNNDEZFREE L £,

« des : ESP {Z 56 &' k@ DES-CBC W 5t & i H 7 555,

*3des: (F 74/ 1) ESPIZ hY 7V DESBALT LTV X A& 554,

e aes : ESP (T 128 By b F—H55{LC ABSH T 554

*aes-192 : ESP (2192 E' b & —W55{LT AES 214 256,

* aes-256 : ESP {2 256 ' b F*—I5 51T AES Z i3 255,

* null : ESP (ZHE S L& MM L7 6.
integrity (Z(X, ROWFNLDEZIFEE LT,

+mdS : ESP DS HRFED 720D mdS 7L =V XL ERE,

esha-1 (F7 /L 1) 1%, ESP DI MAREED 7= I K [EE RS RAIFIEAE (FIPS) TFE
N XRaT Nyia 7aa) XA (SHA) SHA-1 #fFEELET,

P

IKEvV2 7' 1 AR—H )L DR EFIE

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure proposal
hostname (config-ipsec-proposal) # protocol esp encryption des integrity md5

koRILTIL—TDES

Forxb Z—71%, Fop AR —0a L7y g T, AAA — 2545 k
VRN TN—THEFRE L, HERNT A= EREL, T AN NI N—T KR —EERE
LET, ASAIZ. MR 2 —TF 52 NEIITRIELET,

JE—k 7R IPSec VPN .n



B roxro—oxs

&

ATy T2

ATv7T3

ATy T4

ATvT5
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ASA VAT LTI, 220DF 7 H )V s FoR TA—TNH0ET, 1 20T 7+ DY
E—FT27EA MRV T N—TThH D DefaultRAGroup T, & 9 1 DiLT 7 4L hD
LAN-to-LAN k> /v 7 )L —7"Td % DefaultL2Lgroup T3, TNHD TN —TFIEFTX F
T, HIBIECEERA, P 2TV m—2a VTSN ED L I—7
DIRWGEEIL, ASAIL, 26D N—T7 %A LT, UE— 727 A LUNLAN-to-LAN
N RN TN—T DT 74 F B FN RTA—=EEBELET,

FIE

IPsec VE— KN 778X bRV ITNA—7 BER7a 7740V ELMEENET) 2ERLE
bé‘o

tunnel-group name type type
£

hostname (config) # tunnel-group testgroup type ipsec-ra
hostname (config) #

Fopn =T —fREMEE— RIZAD £9, ZOF— FTIE, RAEFRE AN TEET,
tunnel-group name general-attributes

1

hostname (config) # tunnel-group testgroup general-attributes
hostname (config-tunnel-general) #

M IN—=TIEMT DT RV A F— 2 ELET,
address-pool [ (interface name)] address_pooll [...address pool6)
il -

hostname (config-general) # address-pool testpool

kv Zv—"7 ipsec BIEE— RIZAD £9, ZOF— RTIEL, IKEV] ##HD 729D D IPsec
B ORMEE AT TEET,

tunnel-group name ipsec-attributes

i

hostname (config) # tunnel-group testgroup ipsec-attributes
hostname (config-tunnel-ipsec) #

(FE) FpjdfaF— (KEvl O&) ZFRELET, F—ITiEL. 1~ 128 LFOHEH T FF
HHETEET,

WYX 2 VT T IAT AL I TAT U FOXF—ZRICTHLIMLENDH Y £, FHAI
HHX—DW A XNE/D Cisco VPN Client 3t L LD &35 &, BT ORBIEICEK LD
LERTZT— Ao —UNI T4 T Mo Tr ZICEFEINnNET,

ikevl pre-shared-key key
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s4+3vs su7rvvIons ]

1 :

hostname (config-tunnel-ipsec) # pre-shared-key 44kkaol59636jnfx

ATy 9T k<2 TOHER

ATy I

ATy T2

FAF I 7V T h=o 7t T_XTORTRA—EZRHREINTHODEDITTIHRWVWERY v—
T — b EERLET, ZHICED, ASAIE, VE—FTI7RBAIZIA T M EDIP
T RUARARRABRET o O EZET N TEET,

HAFTIv 7 7T =70 ML, O NIV AT —L By NEBELET,
Flo, WL—T 4 T A X —TNMICTEET, ZHITED, ASAITER SN2 74T b
DN—T 4 TIERETSF L, ThE RIP £721% OSPF Rl T FAAZ A XL ET,

ROVEREZFATLET,

FIE

EAFI v 7 )T v~y 7T %2ER L, ~v7DIKEvl T A7 3 —5 1ty hFEZIZIKEV2
TaR—PILERELET,
< IKEvl O¥&1T. T~y REFEHLET,

crypto dynamic-map dynamic-map-name seq-num set ikevl transform-set transform-set-name

«IKEV2 DBEI1E., Zoavy REEHALET,

crypto dynamic-map dynamic-map-name seq-num set ikev2 ipsec-proposal proposal-name

&1

hostname (config) # crypto dynamic-map dynl 1 set ikevl transform-set FirstSet
hostname (confiqg) #

hostname (config) # crypto dynamic-map dynl 1 set ikev2 ipsec-proposal secure_proposal
hostname (config) #

(EE) o7 V7 b~y 7 o b VIS RIS LT — MEAZ A R—T LT L
=7,

crypto dynamic-map dynamic-map-name dynamic-seq-num set reverse-route

1 -

hostname (config) # crypto dynamic-map dynl 1 set reverse route
hostname (config) #

JE— bk 75X IPSec VPN .



YE—F 79 £ZIPSecVPN |
B s 7000073y T8BRATEEOOI TRy T IV RO

BAFIVO Q)T Iy TEFERTH-ODV) Ty T T
1) DYERR

V=P MY ZERLET, ZHICED, ASAIE, ZATFIv 7 2T v~y
FZHERALTIPsec txa )T 4 TV —2 g DONRITA—FERETDHZENTEET,
Zoawy RIZETIZROBITIE, 7 U7 N~y T4 iEmymap, v—7 U AEFFILL, XA T
Rv 7 7 VT =y T &ITdynl T, ZOLENE. BIOETER LS D TT,

FIE

RTYTINV ZAF v 7V T b=y T w#MATL527 )7 b~y 7 2 PUZERLET,
crypto map map-name seq-num ipsec-isakmp dynamic dynamic-map-name
i
hostname (config)# crypto map mymap 1 ipsec-isakmp dynamic dynl
RTvT2 2 VT =y TeMA =T = A ZZHHA L ET
crypto map map-name interface interface-name

&1

hostname (config) # crypto map mymap interface outside

ATFYT3 EEEaL 74 FXal—2a VITRELET,

write memory

TILFAUTHFRLFE—FTODIPSeclKEv2 ') E— F 72 EXVPND
X TE
UE— b 727 & X IPsec VPN OB EDFEAICON T, ROEEZRL TSV,

A B =T 2 ADFEE (32—

T FLA T—=NORE (5—)

e =Y DB (6 —)

«IKEvl N7 VA7 4 —Ah &y FEIZIKE2 7B A—FLOER (6 5—)

« UV TN—TDESRK (13—)

KA F I I VT s~y TOIER (9 3—)
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1JE£— b 7%t X IPsec VPN D% EHI .

HAF I I IV =y T ERGERT A7 ) F v~y MY OMERL (10—
)

JE— k 7%t X IPsec VPN 0% E 4l
WoOFNL, VE—hk 77 A IPsec/IKEvl VPN 2% &9 5 kAR L TWET,

hostname (config) # crypto ikevl policy 10

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy) # encryption aes-256

hostname (config-ikevl-policy) # hash sha

hostname (config-ikevl-policy) # group 2

hostname (config) # crypto ikevl enable outside

hostname (config) # ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikevl transform set AES256-SHA
esp-aes-256 esp-sha-hmac

hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-ipsec) # ikevl pre-shared-key ravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikevl
transform-set AES256-SHA

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

WOFNL, VE—F 727 & A IPsec/IKEV2 VPN ZHET 5 HEZ R L TWET,

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy) # group 2

hostname (config-ikev2-policy)# integrity sha512

hostname (config-ikev2-policy)# prf sha512

hostname (config) # crypto ikev2 enable outside

hostname (config) # ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikev2 ipsec-proposal AES256-SHA512
hostname (config-ipsec-proposal) # protocol esp encryption aes-256
hostname (config-ipsec-proposal) # protocol esp integrity sha-512
hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-tunnel-ipsec) # ikev2 local-authentication
pre-shared-key localravpnkey

hostname (config-tunnel-ipsec) # ikev2 remote-authentication
pre-shared-key remoteravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikev2
ipsec-proposal AES256-SHA512

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside
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B <1 7307%2F T—FTO@BER—Z IPSec IKE2 1) E— b 7 4 £ X VPN DREHI

TILFAUTIXFRABFE—KFTDEER—XIPSeclKEv2 ')
E— k 7%t X VPN O EH

ROBNL, ~NVFar7Tx AN E— N CEES—X JE— | 77 IPsec/IKEv2 VPN HD
ASA ZRET A HEEZRLTWHWET, ZOHITHE, VAT AL IVTHFA MBI —Y a2
THFABRDOBREIZONT, TNEFNEMERME L £,

VAT A AT HFANORE

class default
limit-resource All O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX2

hostname (config-ctx) #member default ===============> License allotment for contexts
using class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url diskO0:/CTX2.cfg

—H arTFANDOERE :

R

hostname/CTX2
hostname/CTX2
hostname/CTX2
hostname/CTX2
hostname/CTX2
hostname/CTX2

config) #ip local pool CTX2-pool 1.1.2.1-1.1.2.250 mask 255.255.255.0
config) #faaa-server ISE protocol radius

config) #aaa-server ISE (inside) host 10.10.190.100
config-aaa-server-host) tkey *****

config-aaa-server-host) #exit

config) #

hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 internal
hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 attributes
hostname/CTX2 (config-group-policy) #vpn-tunnel-protocol ikev2
hostname/CTX2 (config-group-policy) fexit

hostname/CTX2 (config) #

hostname/CTX2 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX2 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_ MAP

hostname/CTX2 (config) #crypto map outside map interface outside

T 7 H N N TIE, BEHENR—2 7T 4T M EO IPSec/IKEV2 U E— k 77 & A8HHIL, F
v RV 7 —7 [DefaultRAGroup] (2SN £,

hostname/CTX2 (config) #tunnel-group DefaultRAGroup type remote-access

hostname/CTX2 (config) #tunnel-group DefaultRAGroup general-attributes

(
(
hostname/CTX2 (config-tunnel-general) #default-group-policy GroupPolicy CTX2-IKEv2
hostname/CTX2 (config-tunnel-general) #address-pool CTX2-pool
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TLFAUTFR b E— FTO AnyConnect IPSec IKEv2 ') E— ~ 7% X VPN D& E .

hostname/CTX2 (config-tunnel-general) #authentication-server-group ISE
hostname/CTX2 (config-tunnel-general) #exit
hostname/CTX2 (config) #

hostname/CTX2 (config) #tunnel-group DefaultRAGroup ipsec-attributes

hostname/CTX2 (config-tunnel-ipsec) #ikev2 remote-authentication eap query-identity
hostname/CTX2 (config-tunnel-ipsec) #ikev2 local-authentication certificate ASDM TrustPoint0
hostname/CTX2 (config-tunnel-ipsec) fexit

hostname/CTX2 (config) #

RILFATFRXF E— FTOD AnyConnect IPSec IKEv2
)E— bk 72t X VPN DEEH

WOBNL, <=/NF a7 F A b F— KT AnyConnect J E— bk 7 7 & & [Psec/IKEv2 VPN fi D
ASA ZRET HHEERLTHWET, ZOHITHE, YATLar7FA MBI —% a2
TXABMDOEEILDONT, ENENERELEEEL T,

VAT AT HRRARNDORE

class default
limit-resource All O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX3

hostname (config-ctx) #member default ===============> License allotment for contexts
using class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url diskO0:/CTX3.cfg

FAYTXANDRBT 7 ANV VAT AOEK T, A A=Y, TRrT 7 A/L7ED Cisco
Anyconnect 7 7 A NV EHEHTX EF,

hostname (config-ctx) #storage-url shared disk0:/shared diskO

a—H a T XA MDRE :

e

hostname/CTX3 (config) #ip local pool ctx3-pool 1.1.3.1-1.1.3.250 mask 255.255.255.0
hostname/CTX3 (config) #webvpn

hostname/CTX3 (config-webvpn) #enable outside

hostname/CTX3 (config-webvpn) # anyconnect image
disk0:/anyconnect-win-4.6.00010-webdeploy-k9.pkg 1

hostname/CTX3 (config-webvpn) fanyconnect profiles IKEv2-ctxl disk0:/ikev2-ctxl.xml
hostname/CTX3 (config-webvpn) #anyconnect enable

hostname/CTX3 (config-webvpn) #tunnel-group-list enable

hostname/CTX3 (config) #fusername cisco password ***x#*
hostname/CTX3 (config) #ssl trust-point ASDM TrustPoint0 outside

JE— bk 75X IPSec VPN .



B =+ 7ouxvenoneEE

YE—F 79 £ZIPSecVPN |

hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 internal
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 attributes

hostname/CTX3 (config-group-policy) #vpn-tunnel-protocol
hostname/CTX3 (config-group-policy) #dns-server value 10
hostname/CTX3 (config-group-policy) #wins-server none
hostname/CTX3 (config-group-policy) #default-domain none
hostname/CTX3 (config-group-policy) #webvpn
hostname/CTX3 (config-group-webvpn) #anyconnect profiles

ikev2 ssl-client
.3.5.6

value IKEv2-ctxl type user

hostname/CTX3 (config) #crypto ikev2 enable outside client-services port 443
hostname/CTX3 (config) #crypto ikev2 remote-access trustpoint ASDM TrustPoint0
hostname/CTX3 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2

ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX3 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_MAP

hostname/CTX3 (config) #crypto map outside map interface outside

hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 type remote-access
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 general-attributes
hostname/CTX3 (config-tunnel-general) #default-group-policy GroupPolicy CTX3-IKEv2

hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 webvpn-attributes

(
(
(
hostname/CTX3 (config-tunnel-general) #address-pool ctx3-pool
(
(

hostname/CTX3 (config-tunnel-webvpn) #group-alias CTX3-IKEv2 enable

') E— b 7% X VPN DH#ERERE EE
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