EHEIJOD7AIL, JIL—T K1) o —,
BFV¥1—Y

S OETIE. VPNEET T 7 7 40 U [ Ry 3L Z—F ] IEERTOE L) .
IN—FHEY v, BLO2—FOREHECOOTHALET, ZOET, KOECTHRS
NTnET,

CHEET R T s AN IA—T R v BEOE—FOBE (14—2)

cHEET R T AL (3N—Y)

HHE TR T 7 A LORE (8 =)

c IN—TRY — (48 X—7)

* Zone Labs Integrity th—/3XOFEH (94 _X—)

- - FREOBE (102 =)

EHEJOJ7A4IL, SI—THRYSO—, 8LV —HD

S

TN—Tla—HF, "—=F ¥V TIF7A4X—F xv hT—2 (VPN) OktFx=V 7 ¢ FEL
ASA OFEEICB T 52 HENEETT, Jv—7La—YTREINDEMEICL > T, VPN
~OZ—H T 7 EAL VPN OFHAFESRESNET, 71— 1F, 22—V 0ELEE 120D
TUT AT 4 E LTI BOTT, a—FDEMIL, FA—T7 R =S ET, #
BT AT, BEOBRHDO I N—7RY) —%2RELET, 2—FIH L THRED
TN—T" R —%EO Y TRWGEEIE, 8O T 740 8 JV—7 R o—REH S E
7

FTRTDH L, BAUNCER T e 7 A NVERELTC, ERHOEEsRELET, KIZ, Jr—7
R —ZHRELET, V=7 R) —TlE, 2a—FOESICHET IENRRESHET, %
D%, 2—HFERELET, =PI/ N —TOMEEMKTE, & HITERO2—HFHAS
EOMEZHETHIENTEET, ZOETIEL, ZRNHDOT T 47 4 %5 E?éﬁ&&@m
22UV TR L/iﬁ—o

gEHIno7aL. =T Ry — s&U1—F ||



BHEIOT7AN, FL—TRYL— B&va2—¥ |

B 5700700 50—F KU o—. BEUI—HOBE

\}

G¥)

Pfe 71 7 7 A L1E, tunnel-group =~ > RAMH L TRELET, ZOETIEH, [HpErm
TrAng & Thr ZA—7 ) FHBECIFZEAERCERTHEHN SN TOET,

i o n 7y ANETN—=T R —2fET L L. VAT LAEHBRILINET, 2
T4 X2l =gy AR EHRLTDHZDIT, ASA 21T 7 4L b D LAN-to-LAN ##5i 7
17 7 A L (DefaultL2Lgroup) . IKEV2VPN iOT 7 4V b DOV E— T 7 AR 707 7
A )V (DefaultRAgroup) . 7 7 A 7 > kLA SSL 3 L U AnyConnect SSL #&t H DT 7 + /1 b
DOt v 7 7 A /L (Default WEBVPNgroup) . BLOT 74V RO T —TF K v—
mm&wmw)ﬁmﬁénfwif FIXNV OB T T AN T —T R —T
X, <O —WFZHET L EEX N OIRENREEINEST, =2—FEBENT5H L X
N—T RY =R TA—2% K] T2XCBETCEET, kv, #E<o
=P L GREEIZ VPN 7 7 AR R ETE 7,

F_XTO VPN 22— HC[A— DR Z T 25813, FFEOHR T n 7 7 A L V—T K
Vo—%RETHLEIIHD FHEAN, VPNRZDOLHIIHEHINDZ EIXIZEAEHD £8
oo Tol 212, BREETN—T, W AZ~—HHR—K 70 —7 BLOMIS REFEHRY AT
L) TN—TWN, TITAX—= MRy NT =T DENENRLRDEH T 7 8ATEHEHITT
LHENEZONET, o, MIS IR T 2REO—HIZIL, oo MIS = — | ZiL7 7
BATERVWC AT AT 7 BAEZHFAT 256000 £7, e v 7y A Ve 7 N—TR
Vo —IZLY, ZOXIRFMBHRELRBIFATT LD EMTEET,

GE)

ASAZIX, AT V=7 h I A—T LWV OMELH ET, ZE, XY FTY—F VA RDA—
Nty NCF, A7 V=V N IN—TE2EHATLHE, A= bOHXy NU—ZZ%F % VPN
TIVABERTDHIENTEET, 7= b I—F, I —T KR o—8G
n77ANE0b, ACL ERENRSH Y F9, 7 V=7 b I A—T O FEOFERIZ oW
Tk, —ROBIER a7 4 X2 —3 a2 U4 RO 20 % [Objects] 2L T2
AR

Y X2 VT A T T IAT VAT, S8Ry —2AnLEMNEZEATE 4, kORI
WE-T, BHEEEALET,

1. Dynamic Access Policy (DAP) L =— K
2. a—%4

3. JN—T7FRY—

4. T T ANADOITN—T R —

5. TNV EDITNL—FRY —

FOD, BIED DAPEIL, 22—, ZA—F KU — F3EEsE T e 7 7 A VHICERE
INFFEEIVLETTAFV T A BEL 2o TWVET,
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gr7nzr4L |

DAP L a2— ROEMNEZA X —T NV ETET =T MZT 5 L, ASAIXZTOEAEA L CHE
fTLEJ, =& 21E, DAPwebvpn 2> 7 4 X2l —31 3> T— R THITP 7B X %27 ¢

=TT HE ASAITENLL HMEAZBRE L ETA, RV IZ, hitp-proxy 2~ > KD no fii
%ﬁ%#ék\E@in@ua~*;ifﬁbﬁmtw‘ﬁ%;)%47f§47yxmﬁ
HT2lE2 RO 572010, 2—FABIOUEIZISE LT a— UL R o—0 AAA B
BEHLTHMKELET, ASAZ I T FLVASSLVPN 27 4 X ab—a i, ThTh
1 >® http-proxy =~ > K& 1 D0 https-proxy 2~ > ROALYR— KL TWET, ASDM %
L TCDAP R ET D L 2RO LET,

EETO 7ML

Vi a7 v A, hURAEERAR Y —ERETDHLa— ROty FTHERINET, =
oo a—RiE, by a—REEEE— N, BRI UOERIERORELE DT I v
T4 T =N (FETLHE) 2fELET, £, IhboLa— Rk, EioTr
THANVE TN—T R —bREIIN, S5 8 FaVEGORR T A—Z b EENT
WET, B n T 7 A MTiE, MRV BEROIERICBEE T SO BN S ENET, B
e a7 7 A ML, 2—VEEORMEEZERT L7 NV—T R —~DRA X b EHEENE
kR

ASA (2%, LAN-to-LAN #f5¢ /T © DefaultL2Lgroup, IPSEC VU &— k 7 7 & A ki D
DefaultRAgroup, 35 L TNSSLVPN (77 o _X— 235 X O AnyConnect Client ~<— A ) $f5¢ FH O
DefaultWEBVPNGroup & W9, T 7 4V MNMERT e 7 7 A VR HV £T, ZNHDOTFT 740 b
B a7 7 A VIERTEETN, BRI TEETA, o, BRICEFOER a7 74
»%1ouiwm¢5 ELTEET, BT 7 AT, ASADBR—HNARBEETHY |
A — R TITRETE EH A,

GE)

—¥DOTe T AN (FTx2—X1DOIKEvl 72 ) X, = KRS "RV E—F T/ ERFE
721X LAN-to-LAN 22 E D W Z2 B TE W2 EndH D 3, b Z—7%HBlCx 7
WIEA. 74/ T

tunnel-group-map default-group <tunnel-group-name>

XE SNET(T 7 4V MEIE DefaultRAGroup T9),

H

BRI OI7MIILO—BEHG/NNT A —4

—fERT A=K, TRTO VPN I BT, AT A —=XIZiF, KOLOBRH Y F
TO

BT T AN TR T A NVAE, TR T ANV EBINE T ISRET D &
ZIZHRELET, ROTFEFELH Y £,

 BAECHAEA X — 2 HT 0 T4 T U NOBA, BT e T s ANRIT T TAT
¥ BN ASAZEST I =T ERIL T,
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.

AFICIEAEZ T 527 947 > MIZOLRIZIFHEO—E & LTHEL., ASAN
FEBAENS Z LRI L ET,

cHEE A A T B Z A 7121, IKEVL U E— F 7 7 & A, IPsec LAN-to-LAN, ¥ X}
AnyConnect (SSL/IKEv2) WEHENET, #fi 7w 7 7 AL TIL, 1| DOEHEHZ A 7720
RECTxET,

FBRE, RRE[, TAU LT 4T =R TNEDONT A—FTIE, ASA BNRO HRTHE
%#é%wﬂwﬁw%7iti)xh%%ﬁbiﬁo

o 22— DOWFE
c 2 FNRT 7R RAERA SN — ERICET S RO RS
T HIT 4T L a— ROMRAF

P—R T —F1%, 1 DU O — TR S E T,

cHHERHDT 7 AN TA—TF RY—  TA—TF RY —F, =—FEEOREEDOE v
KT, TT7HNLETNA—FRY S —IiI. ASAD MR 2 —F 2 E 1345
BT 740 AT AR SATE SV —F R —T7,

e IITAT U N T RLZOE Y Y THA  Z2oFRUCiE, ASANTZ T4 T2 MIEID YT
%512 E® DHCP —_E7137 LA F— LOENEENE T,

e NAT—REH . ZORTA—E 52T 5L, BIEONRATU— KPR ERK (F7 41
MI14H) THIRROIIIC/ARE Z L a—FIZ8E LT, XRU—RNEEFTIHIHSEo2—
PR TX £,

c TN—TREBIVLVLLRE : ZRHD/RT X — &FiD<MAﬁﬁﬁ¢5;w$g§
WEES 2 HENREE D £9, U HiE, user@realm DI X TZAET 2 22— 412721078
SnET,

FHIT @7V I ETC2—FRIMHMENDLEEH N A A TT (user@abe) , L /LA
PHRETAES. ASA T2 —VFABI I N—T (bABE) ZHIAICHERALET, 7
N—"%rETHE, ASAITRREIC2—FAB LRV LA (BbAGHE) ZHEHLET,

LV MES T2 BRET D12 strip-realm =2~ > K& A L, BREHIC2—HF 406 7 v—
7f|kﬁfﬁ%7%ﬁ'”5$ﬁ‘5 Id strip-group 2~ > K& AT LET, Wﬁ@ﬂkﬁﬂi%%ﬁ'ﬂﬁéﬁ‘é .
FOREX username T2\ IZHADSWTHTOIE T, LSO, WEEIX username@realm L
FHNEIRFE 721% username<delimiter> group LFHNZHKESWTITOILET, —TFT U
X EFRNT CE IeWIAIE, strip-realm ZFEET 2 MLERH D £7,

S BT, L2TP/IPsec 7 7 A 7 > b D& strip-group 2~ > RZHET D &, ASAIT VPN
I TAT 2 NIMER LI — AN T — T S L Ca— R O e 7 7 A
LV (ho b Z—7) BRI LET,

cRADER : TONTA=FEMT DL 2= PEHORNIR T L ER LY . £
ZOERZIY) T2y TEET,
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IPSec kLo L— T 52 —4 [

« WADNJEME : ZONT A =2 (F, A EZFTT L L SITHMT REEARIEELEE L
\i‘g—(}

IPSec k> RILT IIL—THERH/NS A —4
IPSec /3T A —H 2%, WOHLORH Y £97,
o 77 AT v MRAES A TR X — GEE. E T,
s FRTHA F ISV IKE #0546, #iAR Y o —ICBEMA T S e 8 F o
F—AMKTT Ok 128 XF) .

« V7 IDMERRDER : ZDONRT A= TiX, VT OFHELEH LT T ID OFER
ERTDHIMEIMNERELET,

PRE T RUCREAE 72 IM S 2 ET 258, =0 Fa—WI3EERED 12 DI AR 7RGE
WEZIRET2L4ENHY £7,

s WEBEANA 7V w REBEFSFE : XAUTH B LA 7V » K XAUTH,

isakmp ikevl-user-authentication =~ > NiX, ASA LT ¥ X VG EAFEH T 505
N 556, BEXOY E—F VPN 2 —HF8FEIZ RADIUS, TACACS+, F721% SecurlD 72
EDO V=l TR ZBEEN T 2 LEZRHDHEIT, ~A 7 U v N XAUTHREREZ F22
TDIDITHEHLET,

« ISAKMP (IKE) ¥—77 54 7ORE : ZOMWAEEIZL VD, ASAIZY E— b 7 DOfn
WFEEET=X L, BOBEOHFELZETICHETEET, ETRINE LRI b L.

ASATEREZHIBR L E 9, IKEX—TT 74 72 A F—T7NWICT 5 &, IKE BT Mk

Kole b TN N7 LER A,

IKEX =77 A4 73S ESERAR DY £, ZOMEPEIET 21213, ASA LY
T M ETHEO ALY R —F L TWDBENRDH Y £, ZOHREIT. ROET IR
LTEMELET,

* Cisco AnyConnet VPN Client
+CiscolOS Y7 b =7
* Cisco Secure PIX Firewall
PAAPSND VPN 7 7 A7 MIIKE =77 74 7Y R—FLEHA,

IKEXx—77 79472 R—1rFT2ET7 EHR—=FLAWET NRET DI N—T%
FETHEEIL, I —T2EKIK L TCIKEXF—FT 54 T A4 X —T M LET,
TOMEEA T R— N LARVWETICEEITH Y AL

IKEX—7 7747 %7 4 8—T/MCT DL, IELRWET LOERIZZ A LT D
MZRBDETT I T 4T DOEFIRDD, TA KVEAL LT bEEL ?‘6:}:7&
HIRLET, 74 RV EA LT U NEERTDHITE, JA—T R —0O%E (52
R—) EZRLTLIEEN,
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N

(GX)  ISDN [ T 57 A4 T > "IN A—T & END Y
BlE. B A P AU A7 DICIKE ¥ —7 7 94 7527 4
=7 ML TLES VY, . ISDN#tiL T A Rz s &
UIWr SN E T2, IKE X —7T T4 T D AT =R X THHe
BT A RVIRRBIZ 72 b=, UIr S22 7,

IKEX—77 947 %5 4 —TNMIT5E, 79472 M
IKE — & IPSec ¥— D EH L0 ORI T LoHA 210 8)
WrEaivEd, IKEX—77 7 TNA F—T 72> TN DG
CXERRY D BENRA L NT 7 4 71X Peer Timeout Profile
EEES F ANl S EE A,

IKE A A v F— R&MHT25LAN-to-LAN 27 f ¥ 2 L— 3
YOEEIE, 20O T DIKEXF—T T F7A T DA T 4 Fal—
varBEILTHD I EEHERL TS, WAFOET TIKE
X =TT ITATNARZ—T NI TWDED, FlFmFOET
TIKEX—T7 T I TNTF 4B —T NI TWALERH Y E
T

« TUSNGERE MM L GRREE R ET 250, iEAETF = — 2k XEF7T 5 (IDFE
HELFETT LTI TOMAFL ETIEET D) 2 REAELT 2RI 5 Ob— hME
HELTTO T CAGEHEZ G D) NEBETEET,

eWindows 7 9AT7 v F VY7 "h7 =27 OEWASR—2g v aBEAL WS a—HT, 794
Ty NeT v I T = T ORERHDL I EEREML, Ty T TSN TAT b
N=Varka—PREETH-0D0A D= RN BRI TEET, TR T2 7 7
ANVETNIFFEDHE 7 7 7 7 A Mk LT, client-update X ERB L OEH TX £7°,

« TUHNGEAELZMEH L GRREA R ET 25515, IKE BT IZEE T HFEAE LRI 5
cZARNRA L MOAREZIRETEET,

EHETOTD74ILOD SSLVPN v S 3 VIEE/NS A —4

W DFIX, SSL VPN (AnyConnect 7 74 7> B LT T4 7 2 MU R) HEGIZEA OB
TaT7 A NVOREOY A RNTT, THHDOBEMICNA T, 3XTO VPN il im0 —f%
B 7 v AVORMEERELET, #7077 A VOREICET S FIET L OFRIC
WTIE, 7947 RLUASSLVPN > a v O 07 7 A4 LDOHE 26 2—) %
ZHRL T I,

GB DoV V—ATIE, 7 a 7y A1) BN TRV A=) LI TWE LTz, #
W7 a 7 7 A ik, tunnel-group 22 REFEHLCEELET, ZOETIH, ZD2o0H
FENRIEIIC IS HEHEINTWET,
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BHETO 774 LOSSLWPN £y o aviEmis2i—4 ||

R 1:SSLVPN BiER TR 7274 LDOEM

HEEE
authentication FRE AL, AAA /IR EARE L F9,
customization I 5 CIERFHON 2 4~ £ 3

CVOLRIERELET, WAXAE—T 3
NZEHo T, v A VERIC—TICERR I
D04 RUDIHENREY 9, hAX~
AB—vary RIA=FIL, 74T b
A SSLVPN DFRED L L THELET,

nbns-server CIFS 4 RifiE A5 3 % NetBIOS & — A H—
A P —,% (nbns-server) DA FiZHE L £
ﬁ‘o

group-alias P— o T 7 A NESRTES 1

DU LB ZIRE L ET, v A SRR,
A—PE Ry T Ama—hb T —
TR L ET,

group-url 12U EDZ7NV—7URL Z$EELET, ZD
BYEARET %6, fAELIZURLICT 7 &
AT Ha—X, rTA VR V— T i
R 03T b D A

AnyConnect 7 7 A 7 > b %#5il2 Z /—7"URL
PHHT 28— K RXT U TRBBETE, 7
FAHXNDEASA /) —RT, /J—FRou—FK
NG TONRT Y 7 T RUVAD T —
ZURL &[RRI, AR 9AX T RLAD Y
J—7"URL Zi%ET H2E R H Y 7,

dns-group DNS $— %, RAA 4, F—DH—r3]
U hTARK, BXOBH T 7 A /LT S
NDDNS Y — DX A LT 7 MEEIRET S
DNS #— Z—7%IEELET,

hic-fail-group-policy Cisco Secure Desktop Manager Z#fEfH LC, 7
N—T RX—=Z R — @M% [Use Failure
Group-Policy] F721% [Use Success

— ZL

Group-Policy, if criteria match| (ZF%ET D %54
X, VPNHERER U v —Z2E L7,
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override-sve-download AnyConnectVPN 7 7 A4 7 &2 U E— | L—
FIZHF T — R 572012, FEINTH
LT N—T R —@EE i — V4R
DF T a— R EEXINET,

radius-reject-message PRRENES SN & FID, v 7 A VEEIC
RADIUS 5 A v — V% F R LET,

EHIAODD 74 ILDOHETE

)

TITHE, YN ary TR AR E—RELIEIYALT 2T R AN E— ROWHT TOH 7
077 A NVORNEBIOREICOWTIRHLET,

G¥)

~)F arTF AR T— RFIKEvI BEOIKEV2 %1 bY—H% o MZoOAHiEH S, IKEv]
IPSec @ AnyConnect, 7 7 7 2 b LA SSL VPN, L 7+ — Cisco VPN 7 7 A 7 > | Apple
FAT 47 VPN T4 7k, Microsoft 147 47 VPN 27 Z A7 >k, F721% cTCP I3
HAEnEdA,

FIFN OB T T 7 ANEEF L, 350D RV TN—TF ZA TONTHINTH LW
B a7 s ANERECTEET, BT 7 7 A VN THRIICERTE LaWEMEICR LT
X, TOWENT 740 FOHEGE T 7 7 ANANLREENET, T4 MOS0 T 7 A
NWEATIZIVE—RNT 7 BATYT, ZOBRONRTA—=FF, BRLIZ MV FA4T7128-
THRRVET, 77NV NERT R 7 7 AL EEFD T, TXTOHER 27 7 A VOBIED =
VI AR 2L = a T I NDa T 4 X2 b — g L EERT HITIE. show
running-config all tunnel-group =~ > K2 AJJ L £ 7,

EHEJOJ7 74 ILORERKRE

1 OO ASARYR—bTE D87 m 77 AL (bR T—7) OFEREE. 77 v b
7 4 —ALDRKE VPN & v v a O RE+5 OBETY, HIRE#EZD b FS—T%
BIML X5 &3 5L, TERROR: The limit of 30 configured tunnel groups has been reached] A
E—UNRRINET,

FIHILEDIPsec Y E—F T EREHETO I 71 ILDERE

TNV MDYV E— N TV RAEEG T 7 7 A VONFIL, RO LBV T,

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipvé6-address-pool

B 2570740 GL—TFTRIo— BLUaI—H



| #&Tno740, YL—FRYS— BLUa1—H
FIAL D IPsec YE— bk 7o uREHETO 774 L0BE [

authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no override-account-disable

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipv6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl
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B opsec oL —To—mER

no authentication ms-chap-v2
no authentication eap-proxy

IPsec > RILTIL—TO—EEH
— BT, D RN T N—TF H A ST HEm T T, IPSec UE— K T /A hrpab
L7747 MLV ASSLVPN kv TlE, A U—BEDRE 52 A L Tu\hET, IPSec
LAN-to-LAN k> puid, 7y bE2FEHLET, T XTO a2 ROFEMIIOWTIL,
[ Cisco ASA Series Command Reference] %ZH L T 12X\, ZZTiX, VE—bF 77 ERY:
a7 7 A VB L LAN-to-LAN #5557 0 7 7 A VA RET B HIEZHOWCEIZEBE LE

—;_O

VE—FTIEAERITOT7MILDETE
WKDOVE—b 27 F4T v hEFRtd A NOASA ORICHERZHRET H5HA1E, VE—KT 7
AT 0 Ty ANV LET,
« AnyConnect Secure Mobility Client (SSL ¥ 721% IPsec/IKEv2 & ##¢)
« 7747 hLASSLVPN (SSL & D7 T 77— DHEHsE)

* Cisco ASA 5500 Easy VPN /"— R =7 7 74 7 > k (IPsec/IKEv] & ##¢)

F 72, DfltGrpPolicy & WD L HIDT 7 4/ ks Z)—TF KU o—bifLE 7,

UE—FT7I7R0AEmT 07 7 A NVERET DITIE, BN b T —T7 gz
EL, WIZVE—F 772 RARMEERELET, ROEAZZRL TS,

s VE— TV RBRER T 0T 7 A NVDLHTE XA TOREE (10 X—) |

cVE—RN TR T e 7 A NVO—EEMEORE (11 X—) 2L TEDICT
HZENTEET,

o “HGEOHRTE (16 X—)

e UE— K T BRI 2 7 7 A LD IPSec IKEvl BIHEDEE (18 X—) Z{FEHALT
MNTHZENTEET,

«IPSec UE— h 77/t REEF T T 7 7 A4 /LD PPP BIEOZTE (20 2—3)

JE—FTIVRRERTAT 7 IILDERTE 2 A TOIEE
FlE
AT 2 A 7 FRE LT tunnel-group =~ > RE AT 52 LT, ¥ v 7 7 A VE/ERRL

ij‘o
VE—h 7278 RA R RVOE4A, ZA 71X remote-access T1°,
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YE—F 7o eREGTOT 7 Lo—pERORE [

tunnel-group funnel group name type remote-access

51

72 & Z1Z. TunnelGroupl £ WO RO Y E— | 77 v A7 v 7 7 A WV EERT 521X
kDA~ R ANJLET,

hostname (config) # tunnel-group TunnelGroupl type remote-access
hostname (config) #

JE— K PO RRIEETOT7AILO—IREHEDETE

ATy T

ATvT2

ATvT3

BT 7 AN EBEEREERIIEET DI, ROTFTNET/RTA—FEFELE
7,

FIE

—MRBHEEZRET DT, YN ar TR AN E-NELZBIYAT AT FA N E-RT
tunnel-group general-attributes ¥ 27 Z AJJLE3, T T, bR s—7—@EttE=a
T4 X2l —TaryE— RS hET, e EREEL T, E-RREREINZI L
Do £9,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

SREEY— N TN —T N EGE. TN 04 ERELET, BELEY—R Y
Jb—7 \—F :.iﬂ%%ib?ié:% H— 727/]/7 y“*‘x%mun \—'fﬁﬁﬁ—g—é%é\fi\ ¥F—U— ]\
LOCAL #BInL 7,

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

PRREY— N T —T D4 HIE, &K 16 LFTT,

I ar T, IN—THDOBAIA L H—T oA A/ ERETHEIZLY, A X —T <
AAERORFEEARETHZ LB TEET, b/zw®%7%ﬁ%? ETHA L H—T A A
HlE, By a THERLERH Y £3, RO a~ 2 RTIE, RREC Y —3 servergroupl % {8 ]
T 5 test EWVOAFIDOA L F—T 2 A ADA U H—T = A AEA OFRIEDGHE SNVET,

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

R 2R A — "NV —TO4HEZEELET (FETLHE) . Oz
=PI T DRI T — N R AHET DRERDH Y £,

ET D56,

e
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B =+ 7rexg8707 7 LO—REEORE

ATvT4

ATvT5

ATvT6

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

R — N T N—T DARNT, HK16 LFTT, 72L& X, Roa~vy Nk, @Bad—n~ 7
Jb—"7 FinGroup Zfi 195 Z L Z#F5E L TWE T,

hostname (config-tunnel-general) # authorization-server-groupFinGroup
hostname (config-tunnel-general) #

THOT 4 T =N TN—TRNb5%GE, AT N—TDOL4FIEHEELET,

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

THATT 47 =R TI—TDLHNL, K16 LFTT, & ziE, kOa~r Rk,
THOT 4T =R T —7 comptroller AT 5 Z L EFEELTWET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

FI s TN—F R o —DAHIEIEELET,

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

TN—"T" R —OL4HNEL, K64 FTT, ROFITIX, 774K TA—T K —D
411 & LT DitGrpPolicy &% /E L CTWET,

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

DHCP ¥—/3 (g K10 % —%) OL4RITE7ZI1ZIPT KL A, BEXODHCP 7 KL A F—/b (&
K67 —/) OL4RIERELET, 7 74/ hTiL, DHCPH— L7 KL A 7 — L3 &
NFEHA, dhep-server 2~ RIZKV, VPN IFA T FDOIPT RLAZRELE D £T5
L X|Z, FBED DHCP — NIZIBMNA 7Y a v ZEETDH L IICASA ZRETEH L H1Tk
D ET, FEMIZOWTIEL,  [Cisco ASA Series Command Reference] #/4 K @ dhep-server =1~ >
RESZELTLEE0,

hostname (config-tunnel-general) # dhcp-server serverl [...serverlO]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address _pool6]

hostname (config-tunnel-general) #

GE) AV —=T=A AL EHRETLHHEIE. AWy a3 THELLENDH Y £7,

T RLVA =L, Fe— b a7 4 Fab—3 3 E— KT iplocal pool =~
VREMFHLTHRELET,
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ATy T17

ATvT8

ATvT9

YE—F 7o eREGTOT 7 Lo—pERORE [

Fv b= T RIvvararie— Lzl LTHIHAE, * I\U%ﬁ?’%“l v
YAy b=V RAF ¥ BGRETHEM SN ORBREY — D 7 N —T %R ET 5729012, NAC 7
REY— R TN —T DL EEELET, NACEZYR—FT5L512, 2l ?6 1 00)777
TR aryie—L h—RERELET, ACS VL —TDL4HIZIRET HIZ1X. aaa-server =
~ U REMHLET, KIZ, ZOR CARTE YV — ZL—TITEH LT,
nac-authentication-server-group =~ > R&fliH L £,

RIZ, NAC R AF ¥ BRGEEZfE A S HF8FEY— /N 7 L—"7"& LT acs-groupl &7kl 7 % %
RLET,

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)

I, TTHNEFDYE—F TR TIN—TNERI— R T —T 2K T 5027 L
i‘j‘o

hostname (config-group-policy)# no nac-authentication-server-group
hostname (config-group-policy)

GE)  NAC i3 5I12i%, UE— bk & A I _EIZ Cisco Trust Agent XFAET D LE R H Y
i‘é—c

T—WHE AAA —NIZIETHIS, 2= LN S 7N —TE 3l A2 R ET 20 E 5 0%
BELEYd, 774V ETlH, V=74 b LA bREENEEA,

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

VIVLEFEB R AL D2 T, VIV AZRETDHE, ASAZA— B LI —7
(BH25EE) Bt EALET, 7V —T7%RET DL L. ASAITEREC—FAB L O LV A
(b2%6) M LES, LLAEMTZEIBRT 2I121E strip-realm =~ > FZ AL, @&
REHIZ =4 D 7/v~7ﬂkﬁﬂi%%ﬁﬂ[ﬁ%a‘é I strip-group 2~ > N % fifi Li?‘ ﬁﬁ@
&t 2HIBRT 5 & SRR username 72T 2D NT ThIVE T, LN DOEE. FREEI
username@realm CF-H| 2R E 7213 username<delimiter> group L F-F N FEDV \“Cﬁ%)ﬂiﬂ‘o
W= NTT Y I X BT TERWIEAIL, strip-realm 2 f5ET M E R H VD 77,

#—/37% RADIUS, RADIUS with NT, %723 LDAP #— D4, 47 a T, N2 —
REHE A F—TMICTEET,

gEHIno7aL. =T Ry — s&U1—F ||
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B =+ 7rexsTno 7 Lo—BEEORE

G¥)  FBREICLDAP 7 4 L7 b U H—=mZHA L TWH5E, /"2 Y — NEHIT Sun
Microsystems JAVA System Directory Server (IH4:#7/% Sun ONE Directory Server) 35 &
Y Microsoft Active Directory Z i/ L THAR— h S E T,

Sun:Sun7 4 V7 FU = 2T 7B AT HT2DIT ASA ITERE STV 5 DN A3,
P —RDOF T )V R AT—RRY =T VB ATEAOLERHY E4, DN& L
T, T4 v7 NVEHE, 70374V 7 N EHEEHERZ RO —FE2HEHT 5 =
CHAHRLET, FE. T AN SR T— R R —ICACI 2R ETX FT,

Microsoft : Microsoft Active Directory T/X A U — REBLZ A 12— 7 /2T 5121, LDAP
over SSL ZiX ET D MENH D £,

ZOMEEIXT 7 AV P TT 4 =T Mo TR Y . BIEDO/RZA T — ROFRIHIR
T b a— W ZELELFRLET, T 740 M TR, BIRYNA O 14 A EHZES RN
BRG S N £,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

P— 3728 LDAP — "OE . ARV Z L ICET 2EENBBESN D ETORE (0
~180) ZHETXET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE) bR IA—T BT ¥ a2l —var - RTANLE
password-management =~ > N2 K> T, b7 )b—7 ipsec BT — N THRH]
WZ AT E T IEHELE D radius-with-expiry 2~ > RRE B 5N ET,

password-management 2=~ > RAETH L, VE— b 2—FBu s (95L& 2, ASA
X, 2=V OBIED/NAT — ROFHFARN T DONTND Z &, EFHRATNTNDZ &
PIEAMLET, FN0D ASAIL, 22—V R RATU—REEETEL LI LET, HITONR
AT —= KRR L TOWRWES, 2—PEZFDORRAT—=RE2FEHALTa 7 A v L5 2 &N
TX %7, RADIUS 721X LDAP FFRENEHE SN TV R WS, ASA Tl Z o a~y RV
HanEd,

IR LS TART = FREIREINIC 2 2 E TO HBEPERE SN L2010 TE2R< | ASAR/RA
U — RAEIBREIAUC 722 D0 H AN 2 — P~ DL LB T 20 WEE SN D &V ) JITEREL
TLEEW,

password-expire-in-days &+ — 7 — FZ{EET 25 51L. AROBETILELRH Y £,

ZOavwy RTHEIZOZRET DL, Z0a~vwr RiET 4 B—7 A7 £9, ASA T,
A—HIZH L TERGPE-> TWNDLZ 2B L ERAN, KEIC2—FINR T — N2 EH

TEET,
FEAIC DWW TR, /SR T — REFLH O Microsoft Active Directory DFEE (43 X—) L
TLTEENY,
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ATy 710
ATy 7N

ATvT12

YE—F 7o eREGTOT 7 Lo—pERORE [

ASA Version 7.1 LA ClX, LDAP % 721X MS-CHAPv2 % #7R— k9% RADIUS #4f5¢ CRlaE & 1T
9 & X|Z. AnyConnect VPN Client #%f¢. Cisco IPSec VPN Client #f¢. SSL VPN 584 k> Z\ )
YT ITAT Y M ER, BEOZ TA T b L RERICHT S8R T — REEN—fRAIC
AN— FENTWET, Kerberos/AD (Windows /XA T — F) F£721ENT4.0 KA A i ﬂ?‘é z
NOEOEEGRAA TDONTNTH, AT — REHIIVR—- SR THEEA,

MS-CHAP % # 7R — k L T\ 5 —H D RADIUS H—/\1Z, BifE MS-CHAPv2 Z# ¥ 7HR— k LT\
EH A password-management = > RZfERT 51 i MS-CHAPV2 BBz,
7“—5 e LT<7L§1/\

(G¥)  RADIUS #—,% (Cisco ACS 72 &) (., FBREERZBIOFRGE — N Ic 7 a X4 545
ENRHVET, 7277 L. ASA 225H1T RADIUS H—_NEDLBELTWAE L IR X
F9,

LDAP C/8RA T — REZEH T 5H21F, THIRO LDAP H— 2 L E O FiEAMEH &
ALTWET, BIFE, ASA TlE Microsoft Active Directory 33 &2 U Sun LDAP H— /T %}
LTCORH, MADONRAT— REHa Yy 7 2R L CET, 1’147 47 LDAPIZ
I%. SSLEEEAMEL T, LDAP D/ /XA Y — REHZFE4T9 HRIIZ, SSL_ETOLDAP
A X —TNVCTHHERHY 3, T 74/ b TiX, LDAPIIAR— F 636 24 L
E3r N

FEAEN LR 7 =) —HOAFTE/F L eI T2 1 >R 3B B2 RE L £,
ZORMEICEY, YT Y27 DN T 44— L RO EDOE R A O —F4 L LTERTS
MISRESNET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

el ZiX Woa~<r FiE, CNBHARATHO2—FL L LTHEMAT 22 L2 EL TVE
D

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes (%, C (|#) . CN (##4:) . DNQ (DN f&ffi¥) . EA (1A —
T RLR) | GENQ (HAREAiT) . GN (&) . 1 (A=v+/) | L (M%) . N (4
A . O Gk . OU (k== K) . SER (U T7/A&ES) . SN () . SP (NE/2iZ
%M_HJ T (&%) . UID (=—H1ID) . BLXOUPN (—H F U L i/UL 2—20) N
HoET,

—F ’%ﬁ%?‘l‘jﬁ"éﬁﬁ 2, ZO—FNREFICBEAI SN TWARENH DL E ) NERRE
L/iﬁ‘ ’7‘7j‘/l/ ]\T utu Li%:;kéﬂiﬁ%uo

hostname (config-tunnel-general) # authorization-required

gEHIno7aL. =T Ry — s&U1—F ||
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&

ATy T2
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hostname (config-tunnel-general) #

génuu j: :LH‘H‘#Hﬁ/l"/ ﬁ - E"jm@nuu 7 1/7::/‘/“\7/1/ (209@3‘—‘“&% &/\OX U—
R E) ZANTDHEOERTEHA TS a0 OMETY, “HRBHEARET ST, koa<
Y RERELET,

FIE

TH VS — NN T N—TERELET, Z0avry NI h - Z U AAAY—E LT
fEHT 25 AAA YV — X T —7%BELET,

GE) Zoa~r KX, AnyConnect 7 7 A 7 > b VPN #2721 H Sk 7,

ﬁﬁyﬁ)®ﬁ%ﬂ7»*7Tﬁﬂnﬁ*ﬂﬁww7%%ﬁf%iﬁho?7%”%?ﬁ\
'Ei] /& ) muu i%‘g% D i“ﬁ‘/\/o

hostname (config-tunnel-general) # secondary-authentication-server-group [interface name]

{none | LOCAL | groupname [LOCAL]} [use-primary-name]

none ¥— UV — REZFEET DL, B X URGHIERSNEE A, groupname fEIT AAA Y —
NIN—=T2 %7 LET, B—HVEINEY— N T = _X—2 %52 LE2RL,
groupname il & 5 & LOCAL X7 4 — /A3y 7 &R LET,

lexix, 794<=Y nLuE*f—/\ T N—"T"% sdi_group (2, BEH X VRGEY— /N T —T %
ldap server (ZFXET DX, kD a~> REASHLET,

hostname (config-tunnel-general) # authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

(GX)  use-primary-name ¥— U — FZfiT 256, v /A4 A4 T7n 731 >O2—%
AT ERLET, £, 2=V EET VX AGRAENOCHHT 25, 774~
:L“*‘ULZ-K VT SFREEL WA éﬂi@ﬁo

H ) 2=/ EGHENLIGT 525G 1L, secondary-username-from-certificate % A
JILET,

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ...
use-script

TH ) 2= L LTHERT 2 OIGEAEN ST 2DN T 4 —L FOfEIE, 774
~ U @ username-from-certificate =~ > K& [A] U T, F721X, use-script ¥— 7V — REIFEL
T, ASDMIZ Lo THARSINTZAZ VT b 77 A NVEFEHATDHE 9 ASA IR TEET,
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ATvT3

RTv74

ATy T5

—szinzz |

2zt I A~) =YL T — LV RELTEELE, BH R a—VL4L T —L R
LTk =y FEREETAICE. kOa<x FEASLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # username-from-certificate cn
hostname (config-tunnel-general) # secondary-username-from-certificate ou

FERECHAT 2720127 74 7 MEHEN LAV F ) 2 =YL EMHTES X 512751
X, by s /l/_7° webvpn JE& € — K C secondary-pre-fill-username =~ > RKZ{EfH L %
T, ZOaAvy R&E7 747 N AEEHREE 721X SSL VPN (AnyConnect) 7 7 A 7 > M
AT 202890, il S —V &2 =0 Fa—FICERRICT L0 E I hERET D
F—U—FEFEALES, ZOBERITT 74/ P TEDICRESNTWEST, 7747 L
AKX T arvt SSLZIAT Y b ATy a VIFFRIFHCHEATE 40 2hEnsEO 2~
Y RTRETHLENDHY 7,

hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | ssl-client} [hide]

Tl ziE, BT T4~ b H Y O OFRFEIC pre-fill-username % 4 5 121
wDavr REANLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username ssl-client
hostname (config-tunnel-general) # secondary-pre-fill-username ssl-client

Bl c T 28 B A ST 2 DI T 258G E— " EZHRELET, T 74/ Dk
Wix, 79A < VREY—NTF, Z0a<vy NI _EHRETCOLE®RLZH B ET,

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}
el RFE v F VB —ANZHEET DT, ROaxr Fe AN LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

Ty g EEEMT AR —T S (I ERTE X)) EEELET, T4
N MEITXT T4 <) TT, “EHRIEEAX—TNICTDHE, 200D —FL4 TRy a v
ERAECE E4, BHEIIE Yy va roa—H4 L L GRESN 2 —F4ONT N EIEE
TAHAVERHVET, By arDa—VL4IL, TIUvLrT40 7, Byiay F—F_—
A, syslog, 7 /Ny ZHIZRES VD = — 4 T,

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}

7:_&7\_1 Ty /&Fﬁlgij‘ PRAY Y 1—%%%‘1217/5 PR ﬂ_—/\ﬁ)gﬁyﬁ%?éi OEFEI
ETHITIE, kDa~r FE AT LET,

gEHIno7aL. =T Ry — s&U1—F ||
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B =+ 75 £RBETOT 7 1 L0 IPSec KEVI BIEDRE

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authenticated-session-username secondary

JE—FT7ORREHETOT 74 ILD IPSec IKEV1 BTEDERTE

ATvT1

ATy T2

ATvT3

UEe—h 727828717 7 A /LD IPSec IKEV] B AR ET HI1C1E, ROFIEAZEITL £
T ROBMAIX, VE— T 78RR T m 7 7 A V&2 T TIHER L TWD Z L aRifEE LT
WET, VE— 77 BRER 70 7 7 A LICIE, LAN-to-LAN#Sfe 7 7 7 A L L W $ %<
DEMENRH Y T,

FIE

VE—h T778%A by Z—7 0O 1PSec BMEZIFET 5121, YTV arTHA L
F—RFELEFYLT 2 THFANE—RTROaA~v REASN LT R RAVT0—T ipsec J&
PEE—REBMBLET, Yo7 IR L T, E— FRERINTZ ERb0D £7°,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

Zoaxry RIZEY, bR T —Tipsec@Ea T 4 FaL—a v E— RRRBESN
¥4, ZTOF—RFTIE, Yo7 arydxA N E—REHIIvLVF ar5F AN EF—RTY
E—FNT I ERAX M RATIL—TD IPSec BIEEHRELET,

el ziX, WOa~v Rk, TGL E WO ARIOER 7 v 7 7 A VIR T 5 o xr s —7
ipsec BHEE—FDOa~v L R ZEE2BELTWET, Yo7 MAEL T, horxn
T Nn—"7ipsec BT — RIZA-T2Z LD 7,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

FHEHFF—ICES IKEVI 2R — N T 57-010, Faifdkax—2BEELET, =& 2
1Z. ROz~ RiZ, IPsec IKEvl UV E—F 727 v 2# k7 v 7 7 A /L0 IKEv] ki 2 R —
57201z, FaiEAEF— xyzx ZEEELTWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

BT OFEAEZFEH L TET O ID MG 5208 9 hEfREL 7,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #
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ATy T4

ATy Th

ATvT6

UE—k 7O RREGTOT7 4 L0 IPSec kvt Bt0zE [

EHTE 47 v a VEIE, req (WZH) | cert( GEBAETYR— K SN TW554E) . nocheck
( GAR72\v) TF, 774/ Mdreq TT,

el 21X, RO~ Nidpeer-id BGEENSMLE L Z L A fRE L TWET,

hostname (config-tunnel-ipsec) # peer-id-validate req
hostname (config-tunnel-ipsec) #

SEAEF = — L AEETELINEINEZEBELET, kO~ NiE, — FEFHE L T
D FAL CAFEHEZXELTWET,

hostname (config-tunnel-ipsec)# chain
hostname (config-tunnel-ipsec) #

ZORBMIX. TRTDIPsec bR TN—TF A4 FITEAINET,
IKE B TICEETHREAEZF#INT L F T A MKRA  FOLAFIZHEELE T,

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
hostname (config-tunnel-ipsec) #

WD~ RiL, IKE E7IZEET 2REEOARTE LT mytrustpoint Z 5 E L TV E 7,

hostname (config-ipsec) # ikevl trust-point mytrustpoint

ISAKMP ¥ —7 7 A4 7D LEWVMELFTFENDY N TABIEERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

threshold /X7 A —X% TliX, E7NX—T T 747 F=HXV I E2METHETORETA K
JVEERIZB% (10 ~3600) THELET, retry /X7 A —X L, ¥—F 7 A TIGENZES
N7l 72o2%0) v I AMOMETT Q~108) , IKEX—77 7471, T 74/ KT
A X =T NVTT, ISAKMP ¥ —7"7 74 7 %7 4 B—7/MZT 5HIZIE, isakmp keepalive disable
EATTLET,

72 ziE koa<w o Nt IKESF—7 T 94 7O LEVWMEZ ISRIZETL, VNI A1 A
H—r3 )& 10 IR E L E T,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /XT A — % D5 7 3 /)L MHlX, VE— ;7 7B ADEAE1L 300, LAN-to-LAN DIHE
I$10 TH, £, retty X7 A—=F DT 7 4 /L MEIX 2 TT,

et (BEFa2T7 F—FTxA) T, ISAKMP E=Z Y 7 2R LU THRBLRWVWE I
FBETAHEAIE. koa~vr Fae A LET,

gEHIno7aL. =T Ry — s&U1—F ||
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B rsecUE—F 7o EREHETOT 71 L0 PPPRIORE

ATy 71

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP /~A 7'V v REEFES . XAUTH F72131 7V v FXAUTH 2 6E L ¥ 7,

isakmp ikevl-user-authentication =~ > N{X, ASA #GEICT VX VAEAEEHHT 2 LENH
L6, BEOY E— b VPN = —FFEFEIZ RADIUS, TACACS+, 7213 SecurlD 72 & L4
= FRERIRER T 2 MERH 55518, ™A 7Y v FXAUTHRRGEAR AT 5 722l
MLES, "7V FXAUTHIZE > T, IKEDZ =—X 1 28R D 2 DO FNHIZHEI S v E
T 2O0BHTAAT Y v RRFEE TN E T,

a) ASA X, HEHEOABF—HIFZHEAH LT, VE—F VPN 2=V 2 L GRAELET, =
hLiD BAEMICHEIETAIKEEX =2 VT 0 7/ m—a UL SIVE T,

b) WIZ., XAUTH RN U E— K VPN —HZBEEL £9°, ZOEEFGETHE, AR— S
NTWABUERDNT N OFRIEF N EHHTE £,

GE) ulunﬁg/l)775f/\/])7 Uy RIZRET DI [ il \—munJ—.E‘ﬁ_“—/\%uX/EL/ Faidk
HX—%1E L. FTAMRA U MERETILENRDY £,

isakmp ikev1-user-authentication 2~ > N & 472 2 @ interface /X7 A — & Z{HH L T,
FFEDA v X —T = A A%RETE T, interface 87 A—F 2 HMT 5L, Zoa~vy
RIZTR_RTOA o F =T = RZHH SN, A F =T = AT LICa~y RREESH
TWRWGAEDONRy 7T 7 LT LET, #7177 7 A /12 2 DO isakmp
ikevl-user-authentication =~ > K% 5/ L T\ T, 1-D/dinterface N7 A —X ZfliH L
HO I DIIEALARVWGE, A V7 —T =2 AERETDHa~v L NIXZOREDA ¥ —
Tx A AR LET,

7o I, MOz~ RiL, example-group & MEIN A8 7' 0 7 7 A VONE A > &7 —
72 A ATNAT Yy RXAUTH & A x—7 ML ET,

hostname (config) # tunnel-group example-group type remote-access

hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec)# isakmp ikevl-user-authentication (inside) hybrid
hostname (config-tunnel-ipsec) #

IPSec ) E— +F 7O REHETO T 74 )LD PPP BEDRTE

VE—NT 7 B R w7 a7 7 A ILDRA 2 NV —iRA 2k 7a ba)VEglhdiREdT DI
&@%@%%ﬁbiﬁOWBﬁriImm)%—k77tx®&ﬁ7m774w_tﬁﬁm
ENFET, ROHIIL, IPSec VE— K T/ B2 T a7 7 A V2T TIER LTS Z &
ZHiHEE LTWET,
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ATy

ATy T2

IPSec ) E— k 77t EETO 77 1 Lo Prp BEDEE [

FIE

NV TN—T pppBlEa 7 4 Fal—2 a3 EF—RICADET, ZOFE— KT, kD=
~U REANLT, VE—FT7 2 A R RATL—TFPPP@MELARELET, Y7 b
DA LT, T FRRERINTZZ ERbnrh £7°,

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

Tz, Roa<2 Rt TGl E WO A4RiDERe 7 a7 7 A )VICERT D horxvr—7
ppp BEE— R a<y Rz Z & 2MELTChWET, a7 (kL <, hrxis
J—"7 ppp BIEE— RICA-S -2 L Rb7Y £,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes
hostname (config-tunnel-ppp) #

PPP #4f5\2xf 9 2 EA D71 b a Ve T 55852 A X — 7T D E I EfRELE
T, 78 b avoFEIZROWT AN £T,

« pap : PPP #%#5i C Password Authentication Protocol (/XA U — RFBFEZ' 1 h2)L) O %2 A
2=V LET,

» chap : PPP 4%t C Challenge Handshake Authentication (F% L' > Ny Ry = A Z3GET 1
fan) OfHEZA X—7 VI LET,

 ms-chap-v1 F 721X ms-chap-v2 : PPP ##¢ C Microsoft Challenge Handshake Authentication
Protocol (Microsoft 7% L'>' ¥ N> R =4 ZFRFET 1 L) o= a1 £720F
N—=Va 20 EA RX—7 VI LET,

« eap : PPP $%f¢ C Extensible Authentication Protocol (JEIEFRFEZ v h=2/L) OfiH%Z A 1 —
T LET,

CHAP & MSCHAPv] 1%, T 7 #/V h TA X —7 I > TWET,
ZOa<wy ROEIIRO EBY TT,

hostname (config-tunnel-ppp) # authentication protocol
hostname (config-tunnel-ppp) #

KD havOiRiEET 4 B—7 T HI01E, Zoa<xwr KOone BEXE2FHEHLE7,

hostname (config-tunnel-ppp)# no authentication protocol
hostname (config-tunnel-ppp) #

72 z1E. O~ RIZPPP T PAP 7 ha L fFifla A4 2—7 NI LET,
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hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD a< 2 R, PPP#ii TMS-CHAP X— g > 2 7 haLofEHa2 A x—7 W LE
7,

hostname (config-tunnel-ppp) # authentication ms-chap-v2
hostname (config-tunnel-ppp) #

’D < Ri%, PPP #:5i T EAP-PROXY 72 /L Z A r—7 Wiz LT,

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

WD a2 R, PPPE TMS-CHAP X— g v 1 7a halofFERE2T 4 —7Lic LE
j—O

hostname (config-tunnel-ppp) # no authentication ms-chap-vl
hostname (config-tunnel-ppp) #

LAN-to-LAN i85 R D 7 € JLDERTE

IPSec LAN-to-LAN VPN #f: 7 17 7 7 A /L{%. LAN-to-LANIPSec 27 7 A 7 > b #3172 1) 36
ENFET, RETDHNRNTA—ZDELIIPSec Y E— T 7B ADE/RGL T2 7 7 A NLDHLOD L
[ U C7 A, LAN-to-LAN k> RILDFFN/NT A —2OEITV 72y £9, T 2T,
LAN-to-LAN 835t 7' 10 7 7 A V&R ET D HIEIC OV TR L E T,

« LAN-to-LAN #55s 7' 10 7 7 A VDA T & XA TOHE (23 ~2—)
¢ LAN-to-LAN B35 7' 0 7 7 A LD — R BIEDOHRTE (23 =—)

« LAN-to-LAN IPSec IKEv1 BHEDFRE (24 ~—)

T4 FDOLANto-LAN 8 O D7/ JILDaAV T4 Fal—3 Y

77 4/ k@ LAN-to-LAN 8t 7' 0 7 7 A LORNEIL, RO EBY T,

tunnel-group DefaultL2LGroup type ipsec-121
tunnel-group DefaultL2LGroup general-attributes
default-group-policy DfltGrpPolicy
tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req

no chain

no ikevl trust-point

isakmp keepalive threshold 10 retry 2
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TR)O— B&Ua—Y
LAN-to-LAN #5701 7 7 A L& di e 52 1 ToiE [

LAN-to-LAN#5i 7 0 7 7 A VDRT A =R TV E— NT VAT 0 7 7 A VDIRT A —
ALV FOREALLIZELELO N —FTHEILTY, EBICHEELZHRETLHED
FfEMEEZEZE 2, ZZTRIDOITNA—T DT A —2 2E5NZEHA L E3, FARICEERE L7eWn
WNIA=ZIFTTXT, T 74NV NOERT 07 7 A VD EDEEMHRALET,

LAN-to-LAN i O D 7/ LD BRI EZ 1 TDIETE

BT a7 A NVOLRTE XA T ERRET HIZIE, RO L DI tunnel-group 2~ > K& A S L
£7,

hostname (config) # tunnel-group tunnel group name type tunnel type

LAN-to-LAN k> RV DA # A FiTipsec-21 12720 £3°, 72 & 21E, docs &\ H A4RTD
LAN-to-LAN $ft 7' vt 7 7 A VR 21213, ko a~x > Ra A LET,

hostname (config) # tunnel-group docs type ipsec-121
hostname (config) #

LAN-to-LAN #£#: 7R 7 7 1 LD — i BIHEDEETE

ATy T

ATy T2

e 71 7 7 A NO—REMEERET HITIE, ROFNEZFEITLET,

FIE

TN ar7Tx AN E—RNELIEYALTF 27 F A b E— KT general-attributes ¥ — 7 —
NEfREL T, b N —7—RKEMEE— NG LET,

tunnel-group funnel-group-name general-attributes
i
docs EWOARIDH T 0 7 7 A NVDBFEIEL, ROa~ Re A LET,

hostname (config) # tunnel-group docs general-attributes
hostname (config-tunnel-general) #

a7 RBRE{L LT, config-general E— RIZ A7 Z ENbY ¥, MR ATN—TFD
—EMEIL. ZOF— R TRELET,

TI7HNE TN—T RY o —OAFTEEELET,
default-group-policy policyname

1 :
WDa<y RiE, T 7408 Z—7 KU 2 —D4RIZ MyPolicy Z45E L T\ E 9,

hostname (config-tunnel-general) # default-group-policy MyPolicy

gEHIno7aL. =T Ry — s&U1—F ||
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B an-o-LaN Psec IKEV Bt DR E

hostname (config-tunnel-general) #

LAN-to-LAN IPSec IKEv1 B £ DEXE

ATy T

ATy T2

ATvT3

IPsec IKEv]l B2 ET HI2iE. IROFNEEFZITLET,

FIE

ko ZV T N—71PSecIKEV] JEMEERTET DX, o/ ary7FxAME—RERT~L
F 2T F A N E— R T IPSec-attributes F— 7 — R Zf57E L C tunnel-group 2~ > N & AJJ
L. b n—Tipsec @Ear 7 4 Xab— a3y T— RERBELET,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

=& 21X, o a~> R T, config-ipsec — RZBAtE L. TGl LW IO ARiIOERE 717 7
ANDINTA—=BERETEET,

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

Tuar T IRE LT, P —Tpsec@tEa 7 4 X2l —va v E— RICA-T
ZERDLNY FET,

A F—IZHS < IKEV] e YR — M 272012, FREAF—2HEL £,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key key
hostname (config-tunnel-ipsec) #

72L& z21E, kD~ Fid, LAN-to-LAN #5717 7 A VD IKEv] ##5ia R— b3 5729
12, FHETHE X — XYZX ZHEELTWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-general) #

7 OFEAELZEH L TE T O ID 2T 2089 hEEELET,

hostname (config-tunnel-ipsec)# peer-id-validate option
hostname (config-tunnel-ipsec) #

FEHTEL2A 7Y a 03, req (WH) | cert( GEFETHAR— FINTWD5E) . nocheck
( GARZ2) T, 7740 Midreq T, 72& 21X, RO~ Ri, peer-id-validate 4~
v 3 > % nocheck IZFXE L TWET,
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ATv74

ATy TH

ATvT6

LAN-to-LAN IPSec IKEv1 B0z [}

hostname (config-tunnel-ipsec) # peer-id-validate nocheck
hostname (config-tunnel-ipsec) #

SEHHEF = — L BRETEAINE I ERELET, kOT 7 v a i, /b— MEEHE L 4
TO L CAFEHAEZEEFE L TCWVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

ZORMIZ. TRTO M I —F ZAL FITHEATEXET,
IKE BT E T DEAEEZRINT D2 F T A RKRA  FOLA4RIZRELET,

hostname (config-tunnel-ipsec)# trust-point trust-point-name
hostname (config-tunnel-ipsec) #

e ziE, oa<wr RiE, bT A RNKRA > M4 % mytrustpoint [ZF%E LTV E T,

hostname (config-tunnel-ipsec)# trust-point mytrustpoint
hostname (config-tunnel-ipsec) #

ZORMIX, TRTO RN TN —T A FITEATEET,

ISAKMP (IKE) ¥—7 7 7A4A 7O LEWVEEFAINDY N T A BEEZEE L ET, threshold
NRIA=HTE, TN —TTI7A T =4 ) T 2BhT5E TORET A RV Z7
e (10 ~3600) THELET, retry /N7 A —X L, ¥—T T 7 TILENZFEINL 72>
2H%0) NI OB TT @Q~108) , IKEX—77 7471, 774/ FTAX—T )b
TY, IKEX =TT 74 7%7T 4 =7 /MIF 5HIZIE, isakmp =2~ FD no XA AT L&
7

hostname (config) # isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

e z2iE, Roa<wr R, ISAKMP ¥ —7 7 94 7D L WMiEx IS BICREL., U MIA
A B =B 0 ICRELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /X7 A —% OF 7 ¢/ ML, LAN-to-LAN DIFE1E 10 T, retry /X7 A —X DT
7 F v MEIX 2 TT,

et A b (BF 27 F—hUxA) T, ISAKMP =%V L 72 LTCHBELRNE I
BETAEASE. oa<r FEANLET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #
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AT ST ISAKMP /~A 7'V v F#FE TR, XAUTH £7213~1 7 U v K XAUTH #$E L £

isakmp ikevl-user-authentication =~ > KX, ASA #FEICT VX NV GEAEEHHT 2 LENRH
L6, BELOY E— b VPN = —H¥FRGEIZ RADIUS, TACACS+, F721% SecurlD 72 & D L H
—Ip FRE PR T 2 MEN D DA, N 7Y v RXAUTHRRGED F24E 5 72 D ITff
HALET, "7V v FRXAUTHIZ L - T, ME®7Iw21#&@2o®$m_Aﬂgni
j‘o 2 <>€§%i7f/\/fi7rU v K muuﬂik WP:i%LEE‘f

a) ASA %, HEHEDABIF—HF2HEH LT, VE— b VPN 2—HIZxf L CRAFL£9, =
NCEY, BHAICRIETAIKE Y X2 T 4 7Y ym—a VBRI SET,

b) WIZ, XAUTHZHN Y E— K VPN 2 —HEZWEEL £9°, 2 OIEFRRETIL, VAR —F &
NTWBUERDNT N OFRIEF XA HHTE £,

GE)  FRREXA THANAT U v RICRET D121, FENSGRFEY— 2% E L, Faijdt
AxXx—%1ER L., FTARNKRALA UV INERETHILERH D 9,

7o b I, MOz~ RiL, example-group & MEEN A8 T 2 7 7 A VDA T U R
XAUTH %Z A 1 —7/WZ L £,

hostname (config) # tunnel-group example-group type remote-access
hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec) # isakmp ikevl-user-authentication hybrid
hostname (config-tunnel-ipsec) #

D954 F72FLASSLVPN Yy 3 VDEHEIOT7AILDETE

7747 MUASSLVPN i 70 7 7 A VHD s xv 7 —T7 =@M, hrxa s
J—TFDH A T ) webvpn T, strip-group =< > K & strip-realm =~ > K3 S 720 %
FRWT, IPSec VE— K 727 AR 70 77 ANDEDERLTY, 7794 T LA
SSL VPN (Z[EA D RMEITH 2 IZER L ET, IROETIX, 7T 47 kLA SSL VPN £t 7
07y ANVERET DIFECONTHEALET,

e 7T AT FLASSLVPNE Y g O— i b p VI —7 B0 E 26 3—)

e 7 IA T NLASSLYVPN Y gD L —7@EMo#RE 30 2—)

1]

92472 LRSSLVWPN Y aoD— o RIILTIL—TEEDERTE
BT 0 7 7 A VO RRIEE BOE £ T AT 5108, KOTFIATRT A—2 28 LE
j—o

FIE

ATy Tl —BEMERETAICNE. VL arFX¥ANE—RELREFYALF I TFFANE—RT
tunnel-group general-attributes =~ > & AJJLEd, T, b s—7—fKk@EME=
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ATy T2

5547 RLRASSLVPN v 3 vn—fi ko L—TEnEE |

Y74 FXab—vary B=FARRENET, YT AR TSI EICEREL TS
W,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

AfOIE CHERK L 72 TunnelGroup3 O —fx@IEZ R ET 521X, IROa~ RE AT LET,

hostname (config) # tunnel-group TunnelGroup3 general-attributes
hostname (config-tunnel-general) #

mﬁﬁ%naw%7#%éﬁm\ﬁmﬁéﬁw%7@%w%?ﬁbiﬁo%Ebk#%ﬂ&
N—FIEENFEAE LT XITn— IV T2 R—ZAEZFFHHE AT 285803, $—U—F
LOCAL #3EBML %7,

hostname (config-tunnel-general) # authentication-server-group groupname [LOCAL]
hostname (config-tunnel-general) #

72 & 2, test E W) ZRTOFRIEY — R TN —T %% . PREEY— N T — T TCREENRA
ka%ﬁm%ﬁw#%ﬂ_7¢%WA/7¢éio #é X, o< REAILE
j—o

hostname (config-tunnel-general) # authentication-server-group test LOCAL
hostname (config-tunnel-general) #

authentication-server-group 4T, %F‘Ju CRE LTERFE — A" E T — "D 7 V—T 2B E
F9, WBAE— AR ET DI, aaa-server 2~ REMFHLET, /—T7 X7 @Eﬁjﬁﬁ
1L 16 X7 TT,
TN—TZOENZH DI v AN v F—T =2 AL ERETHIEILLY, f ¥ —T =
A AEFOBAEEHET D EBTEET, ROA U F—T = A XIT 7 4/ b THEMATEEIZ
o TOET,

s inside : { > % — 7 = A A GigabitEthernet0/1 D4 Hii

« outside : A > ¥ — 7 = A A GigabitEthernet0/0 /4 i

GE)  ASADHNEA L Z—T A AT KL A (IPvd & IPv6 D) 1%, 774 ~<— MAlD
7 RLUAZEMEEE L THTIRY £ A,

interface =~ > REMH L TRELLLZDOMDA L F—T7 24 AHEHFEETT, ROa~vr
RiZ, #BREIZH— servergroupl ZH 9% outside & W I LRTDA L H—T 2 A ZADA L H—
7 = A AEA OFRFEE RELTWET,

hostname (config-tunnel-general) # authentication-server-group (outside) servergroupl
hostname (config-tunnel-general) #
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B /57 rLassiveNtEy s aoo—f@ ko R L — TREORE

ATvT3

ATvT4

ATy T5

ATvT6

FFY A T, MHT BRI — A SN — T OLRERE LET (HETBHE) . RAEE
AL TWRWESIE, AT v 76T EATLIZEE N, ZOEEZRETHHE., 22—V
BRAF — 5 ~—AAHET B LER B Y T,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

A — NZRET HICIL, aaa-server 2~ REFEALET, FL—7 ¥ 7O KEIT 16
XFETT,
T2, ko a~<y Rit, B — 70— FinGroup 2T 25 Z L #FEL TV ET,

hostname (config-tunnel-general) # authorization-server-group FinGroup
hostname (config-tunnel-general) #

=PI AT T DN, TOX—FRIEFITRAT SN TV LORERH L0 E D PEiFE
LET, 7740 FTIERIRERESLEE A,

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #

FEAZENGEA 7 =) —HOLRTZBA7-OIMHT 2 1 > 23850 @t E2EE L E9,
CORMEICEY, YTV 2 FDN T 4 — L RO EDESERBATHO 22— 4 L L THEMT S
MINRE S E T,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

e 2, Woa< s Rid, CNBHEZRIHO2—F/ L L THENTL 2 L2ELTVE
R

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes /X, C (E) . CN (@%¥4) . DNQ (DN {&ffiv) . EA (BFA—
VT RV ) . GENQ (HAREMF) . GN (%) . 1 (A= %) | L (M%) | N (&
A . O KL . OU GHffk——=> F) . SER (U 7/&E%S) . SN (k) . SP UNE-I1X
EGERFE) . T (%) . UID (=—%ID) . BLXOUPN (22— 7 U UL x—4) 2
HoET,

FTvar T HHTLET IO T 4 TR T —T DL ERELET (HET L
B) o THOT A TEBEHLTWRWERIE, AT v 7 TIEATLESWY, 7T »
T AT Y= RERETDHITIE, aaa-server 2~ REFHALET, SV —7 X T OHEKET
16 3LF T,

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #
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2R, koa<wr RiE, ThoT 07— 70— comptroller #5252 & %
BELTCWVET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

RT9T1 A7 arT, TI4NKITN—T R —O4RIEEBELET, 77 4+/L MEIXDAGrpPolicy
T‘j‘o

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

WOBITIE, T 74N s T V—T R —D4HTE LT MyDfltGrpPolicy Z 7% L TWE T,

hostname (config-tunnel-general) # default-group-policy MyDfltGrpPolicy
hostname (config-tunnel-general) #

ATV T8 A7 3T, DHCP — 3 (K10 —/%) OAFIEZIZIP T KL A, BLXODHCP 7 K
LA =) (lgK6 7)) OAFERELET, VA MERIIAR—ATRUIY x4, 5
7 4/ TliX, DHCP — &7 RL A =W S nE ¥ A,

hostname (config-tunnel-general) # dhcp-server serverl [...serverl0]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address _pool6]

hostname (config-tunnel-general) #

GE) A F =T A RZ[EFRT v a THELLER DD £77,

7 RVA TF—E, ZJe— a7 ¥ ab—3 3 E— T iplocal pool 2+
YREFERALTRELET, 7 LA P —LOREDFMIOVTIL, VPNDIP T
FLZ2 ZZRLTIEEN,

AT w9 H— A RADIUS. RADIUS with NT, £721X LDAP —_DE4E, 72 3T, AT —
REHAEA X —T NI TEET,

G¥)  FEREICLDAP 74 L7 b U #—=R2HEH L THD5EE, /2T — FEHIT Sun
Microsystems JAVA System Directory Server (IH44#:/d Sun ONE Directory Server) 5 X
Y Microsoft Active Directory Z i/ L TH AR — h £ 7,

eSun:Sun7 4 L7 RYU Y—NIZT7 VAT HT2DIT ASA IZERE STV 5H DN
B, b—=NOFT 7 F )V RAT—=RRY =T 7 BATEXALENDY £7,

DN &LT, 47 FUEHHE, £720137 4 L7 b U EHEEREZ O 22—
EEATLDZEEMRLET, £00E, 7740 8 RXRATU— KR Y —IZ ACI
ERETEET,

* Microsoft : Microsoft Active Directory T/NA U — REB % A R — 7 /LI T BHI121E
LDAP over SSL &/ ET 2 MENH Y £,
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B /57 rixssiven ey avo b oLy L —TREORE

COMREIXT 7 4L hTA =T NI TERY . BEDRAT — ROAERHIRNESL &
—PIEE A TR LET, T 740 F Tk, HIREIN D 14 HEjliZ 245 R8s SN E T,

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

P — 303 LDAP Y — DA ARSIV Z LI T 22 ERERBEINDSETOHE (0
~ 180) ZfRETXET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

B b A—T—REEa T ¥ 2l —var E—RTAALE
password-management =~ > RIZX > T, MR/ /—"7 ipsec J@MEE— N CTHAJ
WA &N 7= FEHELE D radius-with-expiry 2~ > ROV E S O ET,

IOavwy RERETLE, VE—F 22—l (35 L X2, ASA X, =—VDOIE
DINAT — ROFHHRBILSONTND Z & FREFMERON WA ammLET, £
NG ASA X, 2 —HF PR RNAT—REAERTELL21CLET, BUTORRAT— KRR L
TWRWEA, 2—WFIZDORAT—REEH LT /A4 v LT 5 2 LN T&EJ, RADIUS
F 721X LDAP #RENEE STV R WS ASA TlXZoa~wy RREHE I ET,

:ﬂKiOTNXU—Fﬁ%@ﬂhﬁ&éif@ﬁﬁﬁﬁﬁéhébifiﬁ<.%Aﬁﬂx
U — RBHIRREIAC 72 20T H RN 2 — P ~DOEE LG T 50N EEIND &V ) RICEEL
TLIEEY,

password-expire-in-days ¥ — U — NZfEET 25 81L. HEOLHETH2XLELRH Y £,
SR DWW TIE, SR U — REHH O Microsoft Active Directory D% E (43 ~X—) ZHRML
TLIEEY,

D5ATF72RLASSLVWPN EY L 30D M ORILVLTIL—TERBEDERTE

&M

74T U ASSLVPN R 70 7 7 A JVIZEBG D/RT A —F ZHET HIZIEL, ZOHED
WOFIEEZEFTLET, 7 T4 7 F LA SSLVPN . LLF(IEZ WebVPN & LTHILGNTWE
L=, ZhboEtix, b s n—7 webvpn BMEE— R CTREL T,

FIE

24T N ASSLVPN VT N—DRBEZIRETHICIE, kOa~wr REAHL
TRV N—7 webvpn BHEE— FIZAV T, 7o 7 FRZEMLT, T— FREES
N Enbnn £97,

hostname (config) # tunnel-group tunnel-group-name webvpn-attributes
hostname (config-tunnel-ipsec) #
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ATy T2

ATvT3

5547 RLRASSLVPN Y v avm ko L—TE0EE [

7= &z, sales EWHOARTDY F 4T > F LA SSL VPN k> RV 7 )L—7 O webvpn EME%
RETAITE, koa<wr FE AL LET,

hostname (config) # tunnel-group sales webvpn-attributes
hostname (config-tunnel-webvpn) #

AAA, TUHXNGEHE, 32T 570 0GR AR E T 5121, authentication
avy REANLET, AAA, GEUE. FEWMFEZEEDIEF CHRETE £,

hostname (config-tunnel-webvpn) # authentication authentication method
hostname (config-tunnel-webvpn) #

72 z21E, D~ Nt AAA LFEAEDOW FORGEEZH A LE T,

hostname (config-tunnel-webvpn) # authentication aaa certificate
hostname (config-tunnel-webvpn) #

ASA L, NetBIOS4 % IP 7 RLRIZ~ v 7T 57T NetBIOS F— L H— 27 =) — %1%
FLET, 79A4A T FLVASSLVPN CTik, VE— K VAT ADT7 7 A NET 7 EAEIX
HHT 572D NetBIOS NMETT, 7 T4 7 b LA SSL VPN TiE, NetBIOS & CIFS 7
o harEFEHALTC, VE—F AT LADT 7 ANET 78 AFEZ1THA LET, Windows
AU —HIZEDA Ea— 24 LT AN e LE S T L, FBESH
77 AN P—=NFRy NU—27 LDV Y — A %57 HHFED NetBIOS 4 & xflis L £ 77,

NM&%%%@W%%%KH\mﬁ<&%lﬁ@NMmEﬁ~ﬂ(TXB)% HET D MEN
bV FET, LEMEZENTHOICNBNS — "% 3 OFTHRETEXET, ASAX, VX
@%@@#—A%Nmmmmms%wm&_ﬁmbiﬁoﬁi) =KD L RDY—
DERENET,

CIFS 44 A 28 97 % NBNS (NetBIOS F— A $r—E R) S —OLAHIZRET DHITIE

nbns-server 2~ REEHALET, h— "2 "NV IE32FETANTEES, LEMEDZD
2. RETDEAOY—NET T A~V H—"T, ZOMOY— TNy 7T v 7 TT, Zh
N (72720 WINS = _Tlid/el) ~AX =TI THLNE I D, XA L7 7 MER.,

BIOU b IA R LIEETEET, WINS —_"F/id~v A ¥ — 77 79 L, @i, ASA
LRICA Y hU—Z7 B, ZOFRy MU= DORIERRERGANICERESINE T, ¥A4 LTV
NERRIZY N7 A BEORNIIRET 2HERH D 77,

hostname (config-tunnel-webvpn) # nbns-server {host-name | IP address} [master] [seconds]
[retry number]
hostname (config-tunnel-webvpn) #

72 & 21X, nbnsprimary & W) A HIO— "% T T A4 <) P— "L LTHEL, H—,3192.168.2.2
BB FY —NELTHEL, TNENI3EOY T A %L, SHOXA LT DR
ERETHITIE, kOa<vr READLET,

hostname (config) # name 192.168.2.1 nbnsprimary
hostname (config-tunnel-webvpn) # nbns-server nbnsprimary master timeout 5 retry 3
hostname (config-tunnel-webvpn) # nbns-server 192.168.2.2 timeout 5 retry 3
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hostname (config-tunnel-webvpn) #

BZALT YT MEUBOMEIZ1 ~308 (G782 . U R IAEEITO~10 G741
ME2) T,

k> RN T—TF webvpn BT 4 £2 L —3 g » F— F T nbns-server =~ > K% fifi ff]
THE, webvpn I T 4 F 2 L—1 g v F— R CTIHHELED nbns-server 2~ ROEEHZ D
NET,

TN—T DORIEL R ET DI, group-alias =~ > FEHLET, /—7 A U T R
ERETHE, 2—FR M RATN—T 2B TEX 512U EORBLMER SNET, =
CTHRETDHZIIN—T A VT RE, a—Voulfr X=JIZhHbRuyrZ oy )AL
WCERINET, F7NV—T IR L TEEOZA VT RAERETHZ b, =AUV T AEIEE
LRNWZ EBTEET, FRENEYOa~y FTHELET, ZoMiEL, R L—7NR
MDevtest] X° QA 72 E DI D@ 4 THE SN TV D HEAIHER T,

KT N—T A4 YT Ak LT, group-alias 2~ REANLET, A U T RXT 7+
WETAR=T NI RS> TOET, HxA VT AR, A7 3 U CHRIICA X—T NV E 71T
TAE=T M TEET,

hostname (config-tunnel-webvpn) # group-alias alias [enable | disable]
hostname (config-tunnel-webvpn) #

72EZIE. QA EWIHLEID v RNV TN—T DA U T AD QA & Devtest &2 A R — 7 /LIZF
521X, koa<wr FeE A LET,

hostname (config-tunnel-webvpn) # group-alias QA enable
hostname (config-tunnel-webvpn) # group-alias Devtest enable
hostname (config-tunnel-webvpn) #

(G¥)  webvpn tunnel-group-list (%, £ "9 25 (Kay7rX¥vy) ZA—7 U2 ML TA
X =TT HERHY £,

ITN—TDFEEFE URL £720XIP T FLAZIEELET,

group-url uri/[enable | disable]

12D N =TI L CTHEEOURLE LT FLAZRETEET (HRELARVWI LT
ETET) o B NA—7URL £72137 FL A LT, group-url =~ > REZ AL ET, wrl
X, 2O MR =D URL £721X 1P 7 RUAZEE L E T, http £71F https 7' b
AV EES, URLEZIET RLVARKERET D2LERH Y £9, FURLE721E7 FL R,
ERNZA X =TV (T 7+ ) FIET 4 =T NI TEET,

IJN—TDURL £721XIP 7 RVAZRET HE, 2—FRa s A VI NV—T 23R T 5
VBN 70 ET, 2—Fnu s A9 5L, ASAIL, tunnel-group-policy 7 — 7 /LN D = —
PFOFHFREURL £720137 FLRAZBRBLET, URL £720137 RLABREOMY | group-url 34
fe7 e 7 7 A NVNTA R—=T /> TWDHEGE, ASAIL, BIHOE 7 07 7 A V4 H#HY
IBIRL T, 0 A U4 ROIZa—YL T =L RENRAT— R 74— )L RET 2FR
LET, TRV a2—H 4 0 F—T o4 AREFE LI, Z—T VR IRa2—FITRKR
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SN D LWORENBMENES, 2—WFICRRT L0741 T FUIIE, £
a7 7 A NVHICRESNTE D AZ A B—2a UIMERSIVET,

URL 72137 RLART 4 B—=T M7 >TEY | group-alias WX E STV DHEGEE, Z/L—
TORuyFEYT YA RNPRREN, 22— PITRRETOLERH Y £,

B U URL £72137 RV AZEBDO 7 N—7 1A Z L3 T A, ASAIL, H 7
077 ANVDOURL £72137 LR &ZIF ANDENCFE D URL £72137 K L RO [E A M 2 HEE
L7,

51

RadiusServer &9 ZHID b > R/ 7 /—7 2% LT /b—7 URL http://www.example.com &
http://192.168.10.10 % A *—7 VT T HIZIE, kDO a~ 2 RE AN LET,

hostname (config) # tunnel-group RadiusServer type webvpn

hostname (config) # tunnel-group RadiusServer general-attributes

hostname (config-tunnel-general) # authentication server-group RADIUS

hostname (config-tunnel-general) # accounting-server-group RADIUS

hostname (config-tunnel-general) # tunnel-group RadiusServer webvpn-attributes
hostname (config-tunnel-webvpn) # group-alias “Cisco Remote Access” enable
hostname (config-tunnel-webvpn) # group-url http://www.example.com enable
hostname (config-tunnel-webvpn) # group-url http://192.168.10.10 enable
hostname (config-tunnel-webvpn) #

ZIDOFNZASNTIE, V7 FA T L ASSLVPN vy avDa—FHa /(0 740 Ry
DHAF<A R 36—=) BB LTLIEEN,

AnyConnect 7 7 A 7 MMERIZ 7 V—7URL i+ 50— KT U ZRATIE, 77
ALNDHASA / — T, J—=FOa—FNRF v TORTY v 7 RLADTV—TF
URL & [RIERIZ, (RAEZ AKX 7T RLAD T N—7 URL R ETHLENH Y 77,
il -
RDEDIRT RUARRESNTNDZ FAFHNTD2ODASA / — FeffifiLizn— R A
Z v 7RI LTz group-url ZE%E L E T,

« 10— K XT3 Z O AR TP = https://vip-vpn.example.com/groupname

* ASA1 = https://asal.example.com/groupname

* ASA2 = https://asa2.example.com/groupname
ASAL D F U RN TN—TFRETIL, KD group-url BFXE SN TWALERH D £,

hostname (config) # tunnel-group LBl type webvpn
config)# tunnel-group LBl general-attributes
config-tunnel-general) # group-url https://vip-vpn.example.com/groupname

config-tunnel-general)# group-url https://asal.example.com/groupname

hostname
hostname
hostname

ASA2 O h U RV T N—TFRTETIL, RO group-url NERESNTWDLLENRH Y 5,

hostname (config) # tunnel-group LB2 type webvpn
hostname (config) # tunnel-group LB2 general-attributes
hostname (config-tunnel-general) # group-url https://vip-vpn.example.com/groupname

gEHIno7aL. =T Ry — s&U1—F ||



BHEIOT7AN, FL—TRYL— B&va2—¥ |

B /57 rizsstventy a3 b oL L—TREDORE
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hostname (config-tunnel-general) # group-url https://asa2.example.com/groupname

(EE) ZNV—7URLDOWTIhE AN LIEGEIC, 7 v 7 7 A L 2 LIZFEITH O Cisco
Secure Desktop @ Hostscan 7 7'V 77— a U N BRFED 2 —HF 2GR 512X, ROa~v R
AN LET,

hostname (config-tunnel-webvpn) # without-csd [anyconnect]
hostname (config-tunnel-webvpn) #

Zoavwr REANTLE, 2Dy a Oy RRA V MRESRH S0z
FAFTIv7 T7278AKRY— (DAP) 27 4 Fal—g /%ﬁ%&ﬁ‘é%%ﬁ\&)@ifﬂ

z @ﬁaﬁ?% AnyConnect ##5t D A ZHIFR T 5855512, anyconnect ¥— 7V — K& & HET, F—
— REEDRWE ZORRIZZ 747 U ARG, LA Y 385, 3 L O AnyConnect
Tﬁrﬁ T éﬂi‘?“o

7747 MUASSLVPNE Y v a O 7m 7 7 A WA 2 DNS— R 7 v —7 %
fRET 2121, dns-group 2~ FEMEHLET, HHET L7 V=71, Zue—b a7 g
F2l—3 3 F— KT (dnsserver-group =~ > K3 K name-server =~ > Kz L )

REFBHLDITN—TTHHLERDH Y £,

774V TR, #7177 A VI DNS H—/N Z)L—7 DefaultDNS Z ] L £7°, 7272
L. B%=2U7 4 77747 ATDNS BEREZMRT DHNCZ DI N—TZBET D MEN
b FET,

WOFNE, corp dns WO AFTOFHHHL DNS r— N ZJ—TFZ2REL, #7077 4L
telecommuters DY —/N F)L—TH4HE L F T,

hostname (config) # dns server-group corp_dns
hostname (config-dns-server-group) # domain-name cisco.com
hostname (config-dns-server-group) # name-server 209.165.200.224

hostname (config) # tunnel-group telecommuters webvpn-attributes
hostname (config-tunnel-webvpn) # dns-group corp_dns
hostname (config-tunnel-webvpn) #

(EE) BEEELFBAICHEHATL7 747 FEHEN L 22— A ZMHTE L L5127 51
X, b 7 v—7 webvpn JEPEE— KT pre-fill-username =~ > RZf/H L 7,

hostname (config) # pre-fill-username {ssl-client | clientless}

pre-fill-username =~ > RiX, = —H¥4 /AT — RORGERL LRI O —H4 & LT,
username-from-certificate =~ > N (h R 7 L —T7 BT — R) THE L=
74— Pt s =P A O E A R —7 M LT T, FEFERIEN D Z OFFIFK
Ba—YL4 2T 51203, MFoa~vy FERETHILERH Y £,

GE) N—T 32804 TlE, =2—VLITFCANEINEEA, 2—FLH T 4 —/L FHND
EEINET—ZIIBEH SN ET,
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ATvT9

ATy 710

5547 RLRASSLVPN Y v avm ko L—TE0EE [

WOFITIL, Ze—rb a7 4X¥alb— a3y ET— RTANEINT, remotegrp & V9 4 il
DIPSec VE—F T 7 H A MV ZN—T2AE L, GEHIFEND Da—F4 OEIGE A 1 —
TIZ LT, SSLVPNZ 74 7 2 FiBREETZITFF D7 = ) — D= O DAL RINT ¥ & VR
MHBIREL TWDOIMERSH D Z EERELET,

hostname (config) # tunnel-group remotegrp type ipsec_ra

hostname (config) # tunnel-group remotegrp general-attributes
hostname (config-tunnel-general) # username-from-certificate CN OU
hostname (config) # tunnel-group remotegrp webvpn-attributes
hostname (config-tunnel-webvpn) # pre-fill-username ssl-client
hostname (config-tunnel-webvpn) #

({EE) AnyConnect £721XSSLVPN 7 74 TV ha X ra— RT570IC7V0—7 R
¥ a -4 B T 4 X2 —a R EEXTAINE I NERIEET DI
override-sve-download =~ > RAZMH L £9, ZOHAREIXT 7 4 /L F TEIHRE S X’L“Cb vE
ﬁ—o

YX=2UT 4 77 T4 7T AL, vpn-tunnel-protocol =~ > RIZ K> T/ N—TF KRY v —F
TPida—HY 4N TY 747 ML AR SSL VPN 34 X —T MIZ7 5> TWBEMNE H IS
WT, UE—F 2—PIZHKHLTIZ T4 7 b RAEERE 7213 AnyConnect 7 7 A 7 > Mt
FFAl L £, anyconnectask I~ RIXZBHIZ, 7 94TV haXUryan—RT50, £700F
WebVPN R —LAN—DIZRD L) ICa—HIZER LT, 7947 hoa—F =27 2] x
VAERELET,

7elZL, FEDO R RN TN—TTr AL L TWHEI IAT b A 2—FITiE, U~

R— R 7T BT TLETRELZ <, 7747 F LA SSL VPN h—A—
VEFRIRTDHILENTEET, override-sve-download =~ NEEHAT AL, B o7 7 A
N LSV TIDE ) Ra—WICRT DBIELPIETEET, Z0avwr oLy, #i7n

77 ANMERETRr 7 A F 52 —WIZIEL, vpn-tunnel-protocol =~ > R & 72X anyconnect ask
vy ROBREICEFRRL, 72726127 74T R LA SSLVPN A—AXR—URFERIND
Loz £,

WORFITIL, B 7 7 7 7 A /L engineering @ k> R /L7 )b—7 webvpn @M 7 4 F 2 L—
varyE—RNIAD, 24T Fvru— R ar T O NV=F R r—ba—F4
B EE LEXTOER T 0 7 7 A Ve X —T M LET,

hostname (config) # tunnel-group engineering webvpn-attributes
hostname (config-tunnel-webvpn) # override-svc-download

(E§>péﬂﬁféﬂtk%@mﬁ4/ [~ RADIUS i85 X v & — Y DRRE A K —
TZT HITIE, radius-eject-message 2~ K& L £,

KIZ, engineering &\ D ZHIDEERE 7' 1 7 7 A WIZx L CRADIUSHEG A v — Y DOERE A
R—=TMZT LB 2R LET,

hostname (config) # tunnel-group engineering webvpn-attributes
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hostname (config-tunnel-webvpn) # radius-reject-message

D93A4F7 2 RLASSLVPN Yy o 3 v DA—HHERTA VD4 kD
DHRAEIAX

HABZAP—a ko T, Bl A VIRICa—PFICRRENDT 4> RYOAENERE Y
EFT, WARZ~vAEB—=var N"TA=ZE, 7747 ML ASSLVPN OFED—HE LT
ﬂﬁbi# EFRFEHD Web _X—2 WAL~ AP —2 a0 HEMA LT, s A Upca—3
WCFRREND Web =Y DLy 77 v K7 4 —VEERETHIZIEL, Zv—7 K Y 2 — webvpn
a7 4 ¥ 2 b—3 3 F— KT customization 2~ K& A LE T,

hostname (config-group-webvpn) # customization customization name
hostname (config-group-webvpn) #

7= & 21X, blueborder E WO ZARIDO NI AX <A ¥ —2a b EEHTAITIE, kOa<vr Rae A
SILFET,

hostname (config-group-webvpn) # customization blueborder
hostname (config-group-webvpn) #

HAR <A E— 3 AKX, webvpn E— KT customization =~ > & A L CTHE L £
R

WOBNE, 123 EVWILETDOH AL~ A B — 3 VBRI T Ha~y Ry —F7 v A %R
LTWET, Z0avwry Ryr—4F UV RZL-T, NAU—R Fa 7 IRERINET, K
OB, testpolicy & WD ARTD 7 )—7 KU v —%EF L. customization =~ > K& L
T VIAT VY FLVASSLVPN Y2 g /2123 EWIHLRIDOH AT~ A ¥ — g &
THZEEBELTWET,

hostname (config) # webvpn

hostname (config-webvpn) # customization 123

hostname (config-webvpn-custom) # password-prompt Enter password
hostname (config-webvpn) # exit

hostname (config) # group-policy testpolicy nopassword

hostname (config) # group-policy testpolicy attributes

hostname (config-group-policy) # webvpn

hostname (config-group-webvpn) # customization value 123
hostname (config-group-webvpn) #

ﬁx§v4€~V5V7D774wk%ﬁ7n774»@%#Abﬁ%ﬁ%Té’k? xF
SERITN—TIZH L TR0l A T4 RUE®y N7y 7 TEET, & 203
salesgui EFRIZNAD DA Z A B—ar a7 7 A VEER L THDEEAE. %@737\5’\74'
B—Yar v A NVEMHT D sales LTINS T4 7 N ASSLVPNtE v > 3 U H
DR T 17 7 AN, ROLIITERTE T,
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H54FUFLRASSLWPN £y Y 3>01—4RASTA Y 91w Eonhzs34X |

FIE

webvpn E— R T, 7 74TV FLVASSLVPN 7V B ADHAZ~v A= a v EEHFRLE
T, ZOHAIE, salesgui EWVIOAFTT, T 7 4/ kD1 2% mycompanylogo.gif [ZZ8H L E
9, mycompanylogo.gif # ASAD T T v 2 AEVIZHEFIIIR—RNL, REEZRMFELTWDH
B Y EF, MOV TIE, 7T 472 LA SSL VPN O 2B L T 72 &0,

hostname# webvpn

hostname (config-webvpn)# customization value salesgui

hostname (config-webvpn-custom) # logo file diskO:\mycompanylogo.gif
hostname (config-webvpn-custom) #

Ja—\) a7 4F¥alb—vg s EFT—RTC, a—VHE2y b T o7 L, RIFEFEELE
254 T7 2 NV ASSLVPN HHO B A X~ A ¥ —3 3 o & BT F 7,

hostname# username seller attributes

hostname (config-username) # webvpn

hostname (config-username-webvpn) # customization value salesgui
hostname (config-username-webvpn) # exit

hostname (config-username) # exit

hostname#

Jua—N)L a7 4FXal—vayE— KT, sales EWILARIDY T A7 kLA SSL VPN
oL ard XA N—TEERLET,

hostname# tunnel-group sales type webvpn
hostname (config-tunnel-webvpn) #

IO 7 7 A IR LT salesgui W AZ VA B—Ta v EFATAHAZEERBELET,

hostname# tunnel-group sales webvpn-attributes
hostname (config-tunnel-webvpn) # customization salesgui

ASAIZa T A T B2l —FNT T oI ANTEHT RLAIIKRT 5 71— URL %%
FELET, 72E21E. ASAIZIP 7 R 219216833 W& E SN TWAEAIL., 7 /L—7 URL
% https://192.168.3.3 IR E L 7,

hostname (config-tunnel-webvpn) # group-url https://192.168.3.3.
hostname (config-tunnel-webvpn) #

07 aRASELTDIIR— FESPRLEREGEIE, an kT TR— MESEZREL
F3. ASAIE. ZOURL % sales s 70 7 7 A M~ v BV 7 L, Z— 75 https:/192.168.3.3
a A v Lz XICFRENDn VA VHEHIC salesgui WA XA EB—var Ta7 AL
AL ET,
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BHEIOT7AN, FL—TRYL— B&va2—¥ |
B =20k s547 ko FoRL T L—TFizonT

BER—ZIXDIKEV2 ) SAT2 D UL TIL—TIZDNT

o T—F1E, PR Y =KLz a— ROty hTT, AAA H—
T A bR TN—TEREL, BT A—ZEREEL, T ANV DI N—T R
Vo—%2THELET, ASAIL. P XL I N—T2WNEHHNHRELE T,

IPSec VE— T 7B ADT 74V b kv F)v 7 —71% DefaultRAGroup T3, 7 7 4 /v b
Fo RV TN —T1%, BRERITAZEIITEETN, HIRTLHZLiIETEETA,

IKEvV2 Tl %@m—ﬁ»%i@)%~%mﬁcu%ﬁﬁbfﬁﬁﬁmﬁﬁt%uﬁféiﬁ
(DF D, HETICH L OIFEaia S —385E 2% E L, BN x U COIERE ERGEE 721

EAPRGEZ X ETCTEET) . Lo T, Hmﬂ%ﬁﬁfék W7 ORRENENTRIR D 7
[/T//“V/I/’/CmuniEj«}:)g’lzx—J‘ﬁmunE%'f&iEﬁHT%i—a— (%H'Jiﬂ\:ﬁﬂ?*‘ EEHB%\ ifibiEAP) °

DefaultRAGroup (% EAP FBGEMICRET 2 M ENH D £, Zhid, FEIERGENFENFE DN
A S TWARITE, ZhbDr T4 7 ] &ﬁ%%m@h/zw&w~ g
VITTHIENTE WD T,

BER—ZO IKEv2 EED Y R—

ASA TiZ. O IKEV2 BN HR— SN ET,
« INTERNAL IP4 ADDRESS/INTERNAL IP6 ADDRESS : IPv4 £7-1Z IPv6 7 KL &

N

CE) FTaT7nrzxZvr (IPvd & IPV6e DM STOT FLAEY L T) |
IKEV2 Cid#AR— h&ERHA, IPvdT RLARALIPV6T KL AD
MEFREREI, MAFDOT R ANREY Y THREREA13. [Pvd
T R AOHBPE Y B THNET,

« INTERNAL IP4 NETMASK : IPv4 7 KL 2 X v U —2 <=2/

« INTERNAL_IP4 DNS/INTERNAL IP6 DNS : 75 A < U/t H > % U DNS 7 FL 2

« INTERNAL_IP4 NBNS : 7J A < U/t H > % U WINS 7 R L A

« INTERNAL_IP4 SUBNET/INTERNAL IP6 SUBNET : 27 U v b ho U ZDY Z |

« APPLICATION_VERSION : I Ed, EX=2U 7 4 LOBEBENL, ASADAA—T =
UEBRAEGE LW E D IDSBITEE S NE A, EL, 794 T PRESAS  B—F
FORICZOBMEZEDH Z LN TE, CFF23 ASA @ vpn-sessiondb =~ > R 7] & syslog
WCRRSINET,

DAP M4 7R—

Vi AT ZEDODAP R Y U—FREEHATHIZIE, HTILWITAT o N XA TD
IPsec-IKEv2-Generic-RA Z i L CZ DR Z A FIHFEDRY v —%2EHAT LN Ta
j—o
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WORIZ, VE—FNTI7BVRIFZAT U MEFERABER N RNV TN—T F T a0l R

MERLET,
VE—hT7Z7 | b | ZV—7URL [GEHIEDN R | T 710~ 7 | ZOfh
®RITAT |\ N—T R & =
< b (DefuiRAGap)
AnyConnect | xfJi&s K hix K hix K hix YL
VPN 7 747
VN
Windows 7L L o XF PIIIN el
L2TP/IPsec (—%
(A2 F— Va4
R IKEv1) DL
wAEHY
HYE)
72 L
(PSK %
AT 5
Sty
EHRESR—20D (7L 7L o Xfhis Yes M7 L
IKEv2 (W=7 | sx)  DefaulRAGroup
e [ v
DFEHIE J— o %
G T B MR B
L6 0 ET,
72 L
(EAP 3
Ak A fiff
ERAY
)

BRER—XDIKEV2 V7 547 > FORFEYHR—

DRI, ERES—ZADIKEV2 Y TAT v hEVR—FENTWBHESTRDOY XA FaRLE
@—O
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GE) A RoOHIRIZ. ASA ETIEARL, 7947 v b EOVR— ORI ESE £, T
D EAP FROFFEL, 7T A4 T b &EEAP T — I TASAIC L > T e anET, EAP
FHROPR—1Fik. 7547 b& EAP — 1D EAP FROPR— MESxF£9,
2547 k24 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SERAZE D A PSK
FIBFEAK
Linux o BAYAY « ISE : %l « ISE : %t PSS PSS
StrongSwan B
« ACS : 5t « ACS : 5t
* FreeRadius : * FreeRadius :
st st
* FreeRadius #% * FreeRadius #%
o AD : %t o AD : %t
Bt Bt
Android o BV « ISE : %lhts FEXF I Yes AV
StrongSwan
« ACS : xfI&
* FreeRadius :
PSS
* FreeRadius £
o AD : 5t
Windows 7/8/8.1 « ISE : %thts «ISE : %It B Y PSR B

« ACS : %fhis
 FreeRadius :
PP

* FreeRadius #%
O AD : X

N
an

« ACS : %fhis
 FreeRadius :
PP

* FreeRadius #%
O AD : X

N
an
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gE~—20 K22 547> boREsE—+ [

254 F7> k44 |EAP-TLS EAP-MSCHAPv2 EAP-MD5 SEEAZENDH PSK
TIBEEAK
Windows Phone < ISE : i <ISE: il |REE7sL L L
« ACS : Xf)in « ACS : X})is
* FreeRadius : * FreeRadius :
PSS PSS
* FreeRadius % « FreeRadius 7%
o AD : xf o AD : %t
Samsung Knox PP « ISE : )i « ISE : xf)is K hix ML
* ACS : Xt * ACS : Xt
* FreeRadius : * FreeRadius :
st i st i
« FreeRadius % « FreeRadius %
Hd AD : xf Hd AD : xf
S N
i0S 8 « ISE : %) ISE: Rt |l xHiE SIS
« ACS : %fIis « ACS : %fhi
 FreeRadius :  FreeRadius :
i i
« FreeRadius #% « FreeRadius #%
D AD : %f D AD : %f
;[L\ ‘I:D
Android XA 7 1 |#E%7e L « ISE : %) P K his ESII
77547 b

« ACS : Xt

FreeRadius :

FreeRadius #%
H® AD : %I

~
L
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B evroEnsTaroosTunt T aomE

EAPID ZRBT5E=HDITYIDA TS 3 DETE

Microsoft Windows 7 IKEv2 77 7 A 7 > &, Cisco ASA H— 33 kv R /L 7 b— TR sR 2
TERVWEIICTHLEDIL, IPT KL AZA X —Fy b F—H (IKE) ID & LTEEL
E9. ASAIX, ASADBZ TA TV M HAENR EAPID Z G TE 5 & 912, EAPFEREM O
query-identity 47> 2 VA L TRIET DLENRH Y £7,

SFRAEANR— 2 OFBIEOEAE 1T, RO L 512, ASA +— 3L Microsoft Windows 7 7 7 A 7 > k
DOFEFAEICHEEX —HE (EKU) 74—V RREENTWAILENRL Y £,

o VT AT v NIFBAETIL, EKU 7 41—V R =27 T4 7 MRAEFIFIAE T,
o B— REFEHETIZ, EKU 7 o —/L K = — NFHFEREAE T,

SEBAE L. Microsoft Certificate Server £ 72 1LZ DD CA — B EETE £,

EAP 3RZED AT, Microsoft Windows 7 IKEV2 27 7 A 7 o k23Mtho> EAP B R D RIZ EAP ID %
KEFFLET, 77472 MTEAPID ERZEEFET 511X, IKEV2 ASA H— 1 ED ko xv
TN—"7"7 177 A /LAT query-identity ¥ — 7V — RN EINTNDHZ L AR L TIES
A

GE)

ATy T

ATy T2

Windows CTAZ' U »v b b U U 7NEITTE B K HITIKEV2 Tid DHCP fRATAE 03 YR —
FEET, ZOHREIL, IPvA AT Y v b b U T EETOLEEL 1,

FIE

Befoi A 7% Psec U E— b 77 B AIZRET ST, tunnel-group =~ > R& AT LET,
§3C1%, tunnel-group nametype type T9, Z “C‘ name | b >RV T—TIZEID B THA
AICHY ., typelX b RO X A 7 TT,

WOHITIE, IKEV2 R34 % —72 44kkaol59636jnfx (Zi%E ST,

hostname (config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

GE)  FRREZESE T3 5ITiL. ikev2 remote-authentication pre-shared-key = ~ > F & 7= (% ikev2
remote- authentlcatlon certificate =~ > NAEET HLENRH Y £,

BER—=Z2DHP— FRX=F 4 IKEVR UE— 727 8RA 7747 MM Llca—V8GE%
PAR— " T 5 UTHERAE T = b =L (EAP) Z#FRET D121, ikev2
remote-authentication eap [query-identity] =~ > R&2iH L £,
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ATvT3

INRA ) — REIEFHD Microsoft Active Directory D E%E .

GE) JE— MEIETEAP 24 32— VI T 51203, fFAERZFEH L Co— b VEGEE R
7E L. ikev2 local-authentication {certificate trustpoint} 2~ > RZ&MEH L CTHZR ~Z
AIRA LV FERETLMHERDH Y £T, €9 Lol BEld, EAPRREERDE
HINET,

74T, VE= MRREHICRIE SNIA T Y a v oF R TTRRL —#E
EATEL LT 2EBOAT v a v BH Y EF,

IKEV2##i D6, bV TN —T O~y B 7T, UE— FEIREH T 538
AEF R (PSK, FERAE. ﬁ;ﬁ&@)&m—wwmu’ﬁ%f%émﬁﬁt(MKk
FOGEE) | BEYe—IAGRGETCHEHRTS NI A MRA V M ERET HLEND
VET, BIE, v~ v B IOFTICE, BT ERIRETIEERHED T 4 —L ROMEN D
IS GEHE~y 7% H) SHZIKEID WMERASHET, WFo4+ 7y a Uik
WL GEIE, BERERST 74V OV E—K T 7R RV T —F
DefaultRAGroup vy vrranEzd, aE~ Yy L. VE—F ET7RREHET
HAEESNT-BEICORBERENDI AT a T, 2O~y Ik, BAes brx
w&wa7~®7/fyfﬁﬂ%ffom%%ﬁﬁm%é@& N—VETXT 7
NVEOBEFFEHALT R LR TA—TORBHRTHOIET, EAP RIEE LU PSK
SEEDBEIE. 7 TFAT b (ho XNV ITN—TEN—FTHI7TF7A4T ) OIKE
ID £33 T 74V bOBREEZHEHA LT b RrL T A—TOBRBMNTHORET,

EAPFBFET, 7 747> PR IKEID & o — W2 ZHRICHRE TE RWIGEIE,
DefaultRAGroup k> F/v FV—T%EHT 20BN H Y 7,

WOHITIL, BAP BFEERBPIELE SN TWNET,

ciscoasa(config-tunnel-ipsec) # ikev2 remote-authentication eap query-identity
ciscoasa (config-tunnel-ipsec) # ikev2 remote-authentication certificate
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678
ERROR: The local-authentication method is required to be certificate based

if remote-authentication allows EAP

ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication certificate myIDcert

KHEERFLET

hostname (config) # write memory
hostname (config) #

MRV ChH D Z & 2R T 511X, show vpn-sessiondb summary ¥ 72 |3 show crypto
ipsecsa =~ REMHLET,

INR ) — F"‘EEEFH(D Microsoft Active Directory M % E

FOREIZ LDAP 7 4 L2 R U Y —REHEH L TWAEEA, 7SA T — REHIL Sun Microsystems
JAVA System Directory Server ([H#4 Pk Sun ONE Dlrectory Server) ¥ L TN Microsoft Active
Directory Zffi ] L THAR— I ET,
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. REIOY A UBIZ/ISRT— FOERF 31— (258513 5728 D Active Directory D

eSun:SunT A L7 Y B—RIT 7B R T BHZDITASAIZEKEEZSNTWA DN AR, P—
NRNOTFT T F NV RNRAT—=RRY =T 7V BRATEALERHD ET, DN LT, T+«
V7 NUEBE, E3T 4 v N EREHERE RO — AT A LA HEE L E
T, 1L, TI7ANVE NRATU—= R RU U—IZACI R ETEET,

* Microsoft : Microsoft Active Directory C/XA U — REH % A R —7 /LI T 5121, LDAP
over SSL i ET D MENH Y 7,

Microsoft Active Directory T/N AU — REELAMI 3 5121%, —E D Active Directory /37 A —
HAEREL, ASAT/HARAY — NEHERET OLERNHY £9, ZOHTIE, SEIER/A
— REELT 7 3 VBT 5 Active Directory DFEEIZ DWW T LET, T b O]
1T, ASATO/SAT — RERA X —T W8> TWT, XS T 232 7 — NERBMEN R E
SNTWVDHZ L ZAHEE LTWET, @IE@fFj?iE@?JHE’C I%. Windows 2000 (Z331F % Active
Directory D HFEICE L L TWET, ZOHTIX, FRAECLDAP 7 1 L7 MU H—_ZfEH L

TWDHZEAHHRE LTWETS,

REIAT A UBFIZNRT— FOEEREZ1—HIZ548H] 9 5 =8 D Active Directory M5 A

Kl 7 A VR 2= NAT — FOLEH 2 2 —WFITHREIF 21213, ASA D h o R T —
T—EE=a 7 4 ¥ 2 L—3 3 F— FT password-management =~ > RZf5E L T,
Active Directory TIRD FNAEZ EIT L E T,

FIE

AT 71 [Start] > [Programs] > [Administrative Tools] > [Active Directory Users and Computers] O JIH|{Z 132
WLET,

ATv T2 427V 27 LT, [Username| > [Properties] > [Account] % %R L F 7,

AT w73 [User must change password at next logon] = v 7 R v 7 A% AN LET,
ZOa—YRREE T AT HEXIZ, ASATRO T v 7 MPRFRRENET [Newpassword
required. Password change required. You must enter a new password with a minimum length #» to
continue.] fg/MUIA/NA Y — R n &, [Start] > [Programs] > [Administrative Tools] > [Domain
Security Policy] > [Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] T
Active Directory X ED —# & L TR E CTX £ 9, [Minimum password length] % B8R L £ 97,

Active Directory A L =/ XA — FOBERRXKEMNBHDIEE

X2 VT 4 2T DT, —ED HEFRGEE S A T — RABIREIAICR S KO IZHEET
EET, =P RAV—FORKADAREZIEET DITIE, ASAD P RV TV—T R
a7 4 ¥ 2 Lb—3 3 & — KT password-management =~ > R A 57E L, Active Directory
TROFNIRZFEITLET,
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A\

FRYY—, BEUI—H
Active Directory Z I L 1=8/0/ sz 7— FED#E [

GE)

ATy T

ATy T2
ATvT3

LA, WA T — ROFHEBOREWEEZ ETT DD XV N—T VE— T 7 &R
AT 4 Falb—varDO—fE LTHRE STV radius-with-expiry =~ & RIZIEHELEIC
o TWEY, Zoawr N, PRI N—7—fREEE— FTATISND
password-management =< > RIZE X2 5N FET,

FIE

[Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] > [Windows Settings] >
[Security Settings] > [Account Policies] > [Password Policy] %8R L £ 7,

[Maximum password age] # % 7 /v 27 U v 7 LET,

[Define this policy setting] = v 7 /R v 7 A% A2 LC, # A9 5 [Maximum password age] %
HEAMTHELET,

Active Directory Z#{#F L 1=/ YR D — FRD&H|

ATvT1
ATvT2
ATvT73
ATvT4

RAYT— ROR/NEZEHIT D213, ASAD M RV N—T—i@EkE=ar 7 4 Falb—ra
> %&— R T password-management =~ > FZ 5% L. Active Directory TIRDFNHZFEIT L E
j—o

FIE

[Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] %8R L £ 9,
[Windows Settings] > [Security Settings] > [Account Policies] > [Password Policy] %8R L ¥ 7,
[Minimum Password Length] # % 7 /7 U > 7 LE7,

[Define this policy setting] F = v 7 AR v 7 A% A NI LT, /RAT— RITHDLLEN B D H/h
LFHERELET,

Active Directory & L 1=/\RX 7 — FDEHE D& F

ATy T

MR NAT — R 2L 23 RIF LT, B, BRORHR L r2 8/ "\ AU — Nz &
RTDITIE, ASAD P AN T N—T— k@M= 7 4 Falb— g EF—FT
password-management =~ > K% AJ) L, Active Directory CIRDFNEAZFEIT L £,

FIE

[Start] > [Programs] > [Administrative Tools] > [Domain Security Policy] %:#3R L £9 . [Windows
Settings] > [Security Settings] > [Account Policies] > [Password Policy] % %R L ¥ 7,
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B Anycomnect 554 7 R E4K— 4% RADIUS/SDI * v £— S DEHTO T 7 A LORE

AT 72 [Password must meet complexity requirements] z 4 7 /L'~ ) = 7 LT, [Security Policy Setting] %
AT7arRy 7 AEREET,

AT 73 [Define this policy setting] 7= » 7 iR v 7 A% 42 L C, [Enable] Z &R L £,

IRAY — ROBHEMEDRENL, 2 —F R RAT— RE2EFT 5L XA £, 7=
EZIE, KEa 7 A VR ANA Y — RER 295, £7003n BRI A Y — RRHIRGI
WZRDEIICHRELEHGETT, a4 VRS, HILWSRAT—ROANEZRDL T T K
NRRIN, VAT AIEHER AR T — R E2Z T ANET,

AnyConnect 7 5 A4 7 > b ZH7/K— k9 % RADIUS/SDI A v — T D&
mIAT7AILDERTE

Z OIHTIX, RSA SecurelD ¥ 7 b =7 b—2 %35 AnyConnect VPN 27 7 4 7 >/ k
A, SDI H— N2 7 m X 9% RADIUS — X T A4 7 v MEfEENnN s 2—W% 7'
VT MTELLIGETED LT D FRIRIZHOWTEHALET,

\}

GE)  EHEGHEREA R E L7 E . SDIGEGEIL T 74 ~ URGEY — TR R — b S E T,

UE— k =—H7% AnyConnect VPN 77 7 A 7 > kT ASA [Z8akE L. RSA SecurID h—2 %
A L CEREEZ A5 & . ASAILRADIUS — R L5@{E 217V, KIZ, FEFIC- DWW T SDI¥—
NEBEEITVET,

FREEDORBINC, RADIUS H— NIZASAICT 7V EA F ¥ LY Avbe—U%RLET, 20h
DF ¥ LT AyvE—URIZ, SDIV—NEDTH A NEGLIREAvE—URHY £9,

DA vE—Y 7TF A MI, ASA 23 SDI — 3 & EEEE L TV 5845 & RADIUS 7'e & &
ZRRHE L CHEELTWASE L TR 9, D7, AnyConnect 7 74 7 2 MIXRA T 4
7 SDI Hr— "L L TR S 572012, ASA X RADIUS — "B D A v — U 2 ffR$ %
MERH D FT,

F72, SDI A v —UILSDI H— " THEEARETH LD, ASADAvyE—T TFA MDA
WEZIZ—EN, SDIV—""DA =V TFANE—HTHIMLERHY £T, —HK LW
A\)%—b7§47ybl~$mﬁiéh57myfh I, RWREFICRE L ENDLT 7 v a

WZXF L CHEY) CRWEGEERH D £9, £D7=8, AnyConnect 7 74 7 > FRILETX T
munE?ﬁ)ﬁ%ﬂ&TZ)T MHERH Y F T,

RADIUS/SDI X v —V 52 YR — T A0 EX2 T4 T4 T2 ADOHRE (46 ~2—
V) 7TA4T > hE SDI Y — ORI EMEFIZRDI I E D L 912 ASA ZFRET D FIEIZD
U\Tnﬂﬁﬂbi@—o

RADIUS/SDI » vt — & HR— T B31E=00EX1) T4 FTSATUORADETE

SDI [ @ RADIUS & A v &— TV &R L | AnyConnect a—WIZEG e T 7 v a v ERD
L7 T N ERTATDHEIICASA ZRET HITIE, WOFIAZFEITLET,
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ATy

ATy T2

RADIUS/SDI % v £ — S &4 HK— kT 20D tF2yT 1 775472 20%E [

FIE

Mo RNV TN—TF webvpn 227 4 F 2 L —3 3 > F— KT proxy-authsdi =~ > F&fHEH L
T, SDIH— L DEHEBELZ Y I 2L — T 5 55T, RADIUSISER v —V&ERET D
OO T 0T 7 AN (b TN—T) ZRELET, SDIF— NIGERES D 22—
X, 2R TR T v A NVEN L THERT DUNERDY £,

£l

hostname (config) # tunnel-group sales webvpn attributes
hostname (tunnel-group-webvpn) # proxy-auth sdi

h RN T N—" webvpn 27 4 ¥ =2 L—3 3 > FE— KT proxy-auth_map sdi =~ > F&ff
MLT, RADIUS Y=L > TEEFESNDA v =V TFRA ML BEETT B 8T D
RADIUS J&EA v &—2 TF A M & ASA TRIELET,

ASAERT AT 74/ FD A vE—2 5 F & M, Cisco Secure Access Control Server (ACS)
THEAEINDZT 740 DA vt~ FF% 2 FTY, Cisco Secure ACS ZHH L TWT, 7
THNWVEIDAyE—=Y THFAREHEHLTWLGAE, ASA TAYE—Y TR X NERET D
VEEH Y T A, ENUS DAL, proxy-auth mapsdi =~ REEH LT, A vE—
TEXANN—EHTHLED Lbi‘a—o

WDORIZ, AvE—Ya—K, 74V EDRADIUSIGEA vt —VTHF AN, BLOKA v

T—VOMREE TR LET, EX2 VT 4 T TA T URIL, T T MR SN DNEF I ST

BNERBET DT, A vt—U 7T F A2 MUERT 2 3CFFNIRNOSCFHN O 78 > hTixzen
INZTHRMERDY 7,

72& 21X, TnewPIN] 725 new-pin-sup & next-ccode-and-reauth D kT 5T 7 4 /L D A v
=Y TXA MOV Ty FEE LET, new-pin-sup %z newPIN| & L CHRELZHA. &
Xa U7 4 77747 AL RADIUS #—7375 [new PIN with the next card code| % 52153
% & | next-ccode-and-reauth = — R Cix72< new-pin-sup 2— R &7 F A MEHRAELET,

SDI#fEa— R, ST/ DAY E—T TF AL, BEORA v E—0OREGE

Ayt—Ta—K F 74 )L FORADIUS & A v | HhE
t—CTXX b
next-code Enter Next PASSCODE 2 —HL PIN 2 A1k

D=7 ra—ReAN1T5
VBENHHZEERLET,

new-pin-sup Please remember your new PIN | 57 Ly 3 25 A PIN 324l
ShTHY, 2—=PFIZLOPIN
ERRTDHIEERLET,
new-pin-meth Do you want to enter your own | L\ PIN OFERRIZ E DT L
pin W PIN FREHHS 0%

a—HFizmaET,
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BHEIOoo7q 0,

TN—FRYv— B&Ua—% |

Aytg—va—F

T 74 )L D RADIUS FEE A v
=Y TEXb

new-pin-req

Enter your new Alpha-Numerical
PIN

2—HWFARRO PIN 2 AT %
T EHEBERTDHLEERLE
‘d_o

new-pin-reenter

Reenter PIN:

Z— 3L L7z PIN ORER
DT ASA BINERHIfE
LEd, 2—Hicrer 7k
EFRRETIC, 7 T4 T b
23 PIN Zffgsd L £,

new-pin-sys-ok

New PIN Accepted

a— R L 72 PIN 2852 1)
aneshizz xR LET,

next-ccode-and-reauth

new PIN with the next card code

PIN#E., KD h—2 v a—
R&FE-> T D, BIEDT=®
\ZH LW PIN ERD h—7
a— RO E AT HNE
NHDHZELEa—WFITRLE
7

ready-for-sys- pin

ACCEPT A SYSTEM
GENERATED PIN

Z—WNY AT WO PIN
T DN TETND
& BRI ASA SN ERHY
WERLET,

DB TIX, aaa-server-host E— FIZA Y, RADIUS & A v & — new-pin-sup D7 ¥ A [ &

EELET,

hostname (config) $ aaa-server radius_sales host 10.10.10.1
hostname (config-aaa-server-host) # proxy-auth map sdi new-pin-sup “This is your

new PIN”

TIN—T R o—

COWETIH, INA—T R = ZORETFIEIZOWTIHHL £,

TN—T" R —iZ,

IPSec #&f D2 —FBIEDBEME L EOXTRNE vy MIRo72H DT,

TN ZNZNER) (m— V) ITRAES D D, SO RADIUS — NIRRT S v E 3, e
TaT7 A VTIE, bRV, RO ERET A N—T R Y —MERH &
nNET, V=RV v—EFEHTLHE, 22—V ERF2—FOINV—TITEMNE Y heKE
WHTE20T, 2—HFZLIZKREEZEINCHEET 2LERH Y THA,
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2= N—T R —ZE YT FFEDOZ—FDIN—T R —%EH LY
THIIE, S =L a7 X2 b— g F— K Cgroup-policy 2~ R&Z AN LET,

ASA T, TNV DI N—T R —REERTWET, ZEIITEXTHHIBRIZTTE
WTF 7NV DT NA—F R —IZMxz, BOORKIZEFED 1 2L EOITV—T R o—
PERTAZ L TEXFET,

WES I L—F R =LA TN —TF R o —HRETEE T, WEZ L—7 1L ASA DNE
F A NR—ZATREINET, 47— 71 RADIUS 72 ¥ O ERRFE Y — NICRESNE
T, T —T RY—ZiE. ROBHENDH Y £,

* Identity

o« Y — RDIEFH

I TAT U T AT T —VDORIE

e hoxY v Tu han

* IPsec DR TE

e N—=RU=T IITAT 2 NORIE

* Filters

I TAT U AT 4 X2 b— g VORE

« BRI DR AE

TIHILEDTIL—TR)O—DER

ASA Tt F7AN RO N—F BY =R ShEd, ZOF 740k Z—7 K
FEFETEETN, BRI TEEEA, T 74/ FDTL—F KU 2 —%, DfitGrpPolicy
k“?%WTA%f#’befwiﬁ#\_®T7¢WF®?W—7T)/—1AMAT
INEHEHAT D EIICHE LRV AT A, TOMDITN—T R 2 —%RE
THEE. HRIICHEE LRWBEOEIZT 74V b7 N—F R —nbflk S E7,

GE)

DfltGrpPolicy [Z5%E S AL TW D (ZDZIZEID Y THiz) §3TD AnyConnect 7' 12 7 7 A
)b % A7 (Network Access Manager, Umbrella 72 &) % & ¢ AnyConnect 7' 12 7 7 A /UL, o
7 v—"7" 7R Y 2 =73 DiltGrpPolicy 7> Hifk k32 X D IZHRAVIZERE SALTWRWEEY | fho
TN—F R r—IZXoTHERESNEFA, 2F V. $FED AnyConnect 7' 1 7 7 A LD T
N—T RY U —TREINTWBHEE, DtGrpPolicy (ZBH#E AT 5TV % AnyConnect 7' 12
77 A MTHER S E R A,

TIZAN DT N—T R o—%FRTHITIE, WOa<wr ReEANLET,

hostname (config) # show running-config all group-policy DfltGrpPolicy
hostname (config) #

gEHIno7aL. =T Ry — s&U1—F ||



BHEIOT7AN, FL—TRYL— B&va2—¥ |
B 7o+rr0o—Fxys—ozE

TIZHNV DT N—T R —%FETHITIE, WOa<wr Re AN LET,

hostname (config) # group-policy DfltGrpPolicy internal
hostname (config) #

GE) T7HNVIOTNA—T R —ik, #IZHES (internal) T3, 2~ ROETL,
hostname(config)# group-policy DfltGrpPolicy {internal | external} T3 23, &% A 7 &4 (external)
AR HZ LI TEERA,

TITHN DT N—T R —DIEEDREMEEZET T 55G1%. group-policy attributes =~
Y REMHALTRMEE—RNICAD, Z20%, BENROBEALE T LD a~r FEiEE
Li‘a—o

hostname (config) # group-policy DfltGrpPolicy attributes

GE)  BEEE—RERHE 7L —7 R =TI ET,

ASA TRt s T 7 4 b D7 N—7 7R Y v — DftGrpPolicy I£, IRD EF Y T,

hostname# show run all group-policy DfltGrpPolicy
group-policy DfltGrpPolicy internal
group-policy DfltGrpPolicy attributes
banner none

wins-server none

dns-server value 10.10.10.1.1
dhcp-network-scope none
vpn-access-hours none
vpn-simultaneous-logins 3
vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none
vpn-session-timeout alert-interval 1
vpn-filter none

vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client ssl-clientless
password-storage disable

ip-comp disable

re-xauth disable

group-lock none

pfs disable

ipsec-udp disable

ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value cisco.com
split-dns none

split-tunnel-all-dns disable
intercept-dhcp 255.255.255.255 disable
secure-unit-authentication disable
user-authentication disable
user-authentication-idle-timeout 30

B 2570740 GL—TFTRIo— BLUaI—H



| #&Tno740, YL—FRYS— BLUa1—H
Frrnros—T Ky —ozE |

ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none
leap-bypass disable
nem disable
backup-servers keep-client-config
msie-proxy server none
msie-proxy method no-modify
msie-proxy except-list none
msie-proxy local-bypass disable
msie-proxy pac-url none
msie-proxy lockdown enable
vlan none
nac-settings none
address-pools none
ipv6-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none
client-access-rule none
webvpn
url-list none
filter none
homepage none
html-content-filter none
port-forward name Application Access
port-forward disable
http-proxy disable

anyconnect ssl dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface private none

anyconnect firewall-rule client-interface public none

anyconnect keep-installer installed

anyconnect ssl keepalive 20

anyconnect ssl rekey time none

anyconnect ssl rekey method none

anyconnect dpd-interval client 30

anyconnect dpd-interval gateway 30

anyconnect ssl compression none

anyconnect dtls compression lzs

anyconnect modules none

anyconnect profiles none

anyconnect ask none

customization none

keep-alive-ignore 4

http-comp gzip

download-max-size 2147483647

upload-max-size 2147483647

post-max-size 2147483647

user-storage none

storage-objects value cookies,credentials

storage-key none

hidden-shares none

smart-tunnel disable

activex-relay enable

unix-auth-uid 65534

unix-auth-gid 65534

file-entry enable

file-browsing enable

url-entry enable

deny-message value Login was successful, but because certain criteria have not been
met or due to some specific group policy, you do not have permission to use any of the
VPN features. Contact your IT administrator for more information
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smart-tunnel auto-signon disable

anyconnect ssl df-bit-ignore disable
anyconnect routing-filtering-ignore disable
smart-tunnel tunnel-policy tunnelall
always-on-vpn profile-setting

FTIT NN TN—T R = IEFARETT, Fiz, BEICEAD 1 LU EO T V—7 K
V—HEERT AL TEET,

S, — ML

v—MDEXTE

TN—TRY =, §XTOFEED o RVTHEHATEET, EE6055, NTFTA—X
NERICEEEINTOWRITIE, 2O A—F1TF 74V 8 Z—7 RY S —Off %
LET,

REZATIL, VoI aryrTX¥ANE—REREILVTF 2 TF AN T— ROMWGFTELT
TXxEJ,

G¥)

NEBITIL—T R —D

\}

<N F arTHF AR T— NI IKEvl BELOIKEV2 A b —HA MZOHEHA S, IKEv]
IPSec @ AnyConnect, 7 7 A 7 > kLA SSL VPN, Apple FAT AT VPNIT FAT b,
Microsoft XA 7 4 7 VPN 7 A4 7 b, F721X cTCPIZITEH S vE A

=1 =]

nXIE

T N—T R Y — DRI, FBET D2IMT P — SOMEAREG SN E T, MBI —7
ﬁUV*@%Aﬁ<MA#E@@7i) HEITCTEDAAA Y — N T —TEEEL, 20
I AAA P — R T N—T L BEEZTRET 5 L ZIEHT AR Y- REBETALENRD

N FE9, FEREREEY — %A LTI/\T NI N—T R —J@gtEn, FBFET 5 TEDL—
H# & F URADIUS H—NCh 256, TNOOMTAMINERELLWE T IXNERH D E
7,

GE)

ASA TONEE 7 NV—T741F. RADIUS — RO —HFZEZHBRLCWET, DFD . ASA T
NERTN—T X R E LT2HA. RADIUS r— 37 =) — % o2 —% X (T B E8FEER &
R LET, LN T, N7 —71%, ASA T L - THBI AR Bk 2 F-> RADIUS H—
Foaz—FT7Th Yy MITEEHA, T N — T BN B T E D2 —F L |6 U RADIUS
P NFLETDEE, TNODOM TARIZEEIEL Z LIITEEEA,

ASA 1%, #Mi LDAP %721 RADIUS $— NTO2—H@FEZ VAR — h L THET, %%ﬁ—
/*"Hﬁﬁﬁfréi I ASA ZFRET HHIIC, #U)7e ASAGBAEMEAIEE L T — "2 E
FNHDBIEOF T v kB E A O—PFITHT DR EDTF A 2 E Y %Té%gﬁ@@i
T, AN —RERET AHITIE. VPN OFMEE AAA — DR E OFBITHE-> T IEE W,
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FIE

SN N—T" R Y U —ZFRIET HITIE, IROFINAEZFAT LT, server-group 4 & /XA T — R &
EBILTN—T R —DAHTE XA T ERELET,

hostname (config) # group-policy group policy name type server-group server group name
password server password
hostname (config) #

GE)  HAEITN—T RY —DE, ViR— & N5 AAA —N ¥ A 7L RADIUS 7217
<7,

=& 21E, o a~ > RiL, ExtGroup & W) ARTONEE 7 V—7 R —MERK L £, =
DI N—TRY > —DEMIX, ExtRAD &9 A HTOIMNHBRADIUS — 3006 g S, @ik
ST S & XA SN D3 A T — K newpassword [ZFRE SV E T,

hostname (config) # group-policy ExtGroup external server-group ExtRAD password newpassword
hostname (confiqg) #

GE)  VPNOINTAAA P — O EIZHAINTND L H1E, W OO F—[EEHE
PE (VSA) Z8ETE £7, RADIUS — 373 Class B (#25) AT L 9 ITERE S
NTWDEE. ASAIL. VI —TF 4 ORI F D@2 L9, RADIUS H—

TiX, BHIIROEXTHET 20N H Y £9°, OU=groupname, Z Z"C. groupname
X, ASA TREINT=/ NV—T4 &[Al—7TF, fil, OU=Finance,

NEBT IL—T R O—DIERK

WER I N—7 R =R ETHINE, 274 X2 —ar T— RERKBLET,
group-policy =1~ >/ F"«i’ﬁfﬁ LT, ZNA—7 R —D4H[E internal ¥ 1 7 24T L £ 7,

hostname (config) # group-policy group policy name internal
hostname (config) #

7o & 21X, RO 3~ R GroupPolicyl & W) AFTONEZ V—7 R Y > —%AF L £,

hostname (config) # group-policy GroupPolicyl internal
hostname (config) #

G¥)

Wo T2 AMERR L2 V—T7 R o —DARNIEE TE £H A,

F—T— R from ZEMNL CTHHFEORY > —DL4RIEZRET S EICLY, BFEOZLV—T R
Vo—fizar’—1L T, NEZL—7 R —DREMEEZRETEET,

gEHIno7aL. =T Ry — s&U1—F ||


asa-96-vpn-config_chapter11.pdf#nameddest=unique_127

BHEIOT7AN, FL—TRYL— B&va2—¥ |

B —eosnmon—7 %y o —REromE

hostname (config) # group-policy group policy name internal from group policy name
hostname (config-group-policy) #

7o & 2 I1E, WD =3~ RiL GroupPolicyl DJEME% =2 °— L T, GroupPolicy2 & V9 A RO N
IN—T" R T —EAER L ET,

hostname (config) # group-policy GroupPolicy2 internal from GroupPolicyl
hostname (config-group-policy) #

— R EREBIIIL—T R O—EBHEDETE
FGIL—T Ry —4%

TN—TF R T —DZRNINER T N—T R o —DVERFFICER I N THVET, WoTlz AUfE
RENTZ T N—T R —DLAFNIEE TCEEE A, FFNC O WTIE, NEZ V—T7 R v—
DYERE (53 X—) LT 7ZE,

GWN—TFRKJO—DNF— A vE—CDHRTE

\)

FRTHNT—FBYHA v =Y (HDHE) 2HELET, 774/ F TR, AT —iF
FREINETA, HELIELA Y=V, VE— NI4TV MRER LI X, 200 T
ATV MIERRENET, NFT—Z2HETDIIE, V=T RV —ar7Fal—a
¥ E— R Tbhanner =~ FEZANJLET, NF—TFTHFAFOESIL500 LFETTY, &
REATERAT 2551, n) =22 AN LET,

VPN UE—h 7534 T v TR T A U %ICFET SN DRI AT — DR S1d, ASA A—
232951 T 510 ~ 4000 SCFITEM L E Lz,

GE)

AP NOBRSATIL, 2 CFE LT BRET

NP—ZHIBRT51I20%, Z20oa~r Fon B2 AN LET, Z0a~vwr Koo B %A
T5E, IN—T R —DFTRTONRFT—RHIRENDZ EICEELTLIEE N,
TN—T R Y —Z, MDOITN—F R —nb ZOEEMATEET, HEPE LWL
INZT B, DX I, NP —FHOEEFRET 5DV I none ¥—V— K& AL
i‘j‘o

hostname (config-group-policy)# banner {value banner string | none}

WOBNE, FirstGroup & WD ZRITD 7 V—TF R Y L —Z T —%AERT D HEERL TV E
j—o

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# banner value Welcome to Cisco Systems ASA 9.0.
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YE—F 7o 22EG07 FLR Lok ]

JE—F 7O EREHEDT7 FLA T—ILDIEE

VE—NTI7EVRATZIA4T 2 MRASAICHRET 256, ASAIX, EticiEEc i/ —7
RY —IZHASNTIPVE F7-IXIPV6 T RL AR 7 S5A T MIEIV Y THZ ENTEFET,
o—Hh)L T RLUADOEY B TIZERATA2HRK6HOa—IL 7 RLRA 7T —LDY X NEIRE

TEET, T LOEEEFIZIEZETYT, ASATIE, Z0avwy RTF—LE2EE LEIE/FIC
WEosT, ZNEDT—=ANET RUARED B TENET,

RETIL—T R)—~DIPVET7 FLRA T—I)LDEIY KT

ATy T

ATy T2

ATvT3

IR HEIIC
IPvd 7 LA F— L& ERR LE T,

FIE

TN—T R v—ar7 4 Fal—arE—REMBLET,
group-policy value attributes

1 -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv4-pooll, ipvd-pool2, I I Wipvd-pool3d & WD ZETDT KL A 7'—/L% FirstGroup 7/ /V— 7
RY—ICED S TEF, FA—T KU v—ITE, HK6HDT KL A F— L ERETEE
D

address-pools value pool-namel pool-name2 pool-name6

£l
asa4 (config-group-policy) # address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
asad (config-group-policy) #

EE) INA—T R —FENDLT RLA T—VEHIBRL, 7T RLVA T—AEEEZR LT
DefltGroupPolicy 72 EDMLD Y —ANEDT KU A 7 —) U5 Zf#7K 521X, noaddress-pools
value pool-name =~ > R&fEf L £7,

no address-pools value pool-namel pool-name?2 pool-name6

51

hostname (config-group-policy) # no address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
hostname (config-group-policy) #
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B sss—F Ko~ IPET FLR T—LDFY 4T

ATvT4

ATy TH

() address-poolsnone =~ > NiE, AR YU —>DR|D Y —AZ (DefltGrpPolicy 72 &) 776 2
DEMEEMAST DL 2T 4 =T M LET,

hostname (config-group-policy) # address-pools none
hostname (config-group-policy) #

(f£E) no address pools none =~ > N|X, address-pools none =~ > K& 7 /L—7 K 2 —
MBHEIRL T, 7740 ME EADFFR) ITRLET,

hostname (config-group-policy)# no address-pools none
hostname (config-group-policy) #

RETI—T R)—~DIPV6 7 FLRA T—ILDEIY KT

ATy I

ATy T2

ATvT3

IR B
IPv6 7 RL A F— LA {ERRLET, VPNDIP 7 RLZEZBL T F X\,

FIE

TN—T R v—ar7 4 Fal—rar E—REBLET,
group-policy value attributes

1 -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

ipv6-pool &\ H £ RO T K LA 7— L% FirstGroup 7/ /L—7 R U > —ZEW Y CTEF, 71—
T RY =, K6 HD IPv6 7 R LA F— &80 S THZ LN TEET,

1 -

Z OHITIX, ipv6-pooll, ipv6-pool2, I L N ipv6e-pool3 21 FirstGroup 7 /L—7 R U 2 —|ZE| Y
BTHNTWVET,

hostname (config-group-policy)# ipvé-address-pools value ipvé6-pooll ipvé6-pool2 ipv6-pool3
hostname (config-group-policy) #

(EE) IN—TRI T —RENLT FLA = LEHIEREL, 7 LA =R EEZRELT
DfltGroupPolicy 72 & DD V) — AN 5D T K LA F— AR Z AT 5121, no
ipv6-address-pools value pool-name =~ > K& L £7,
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no ipv6-address-pools value pool-namel pool-name2 pool-name6

51

hostname (config-group-policy) # no ipvé-address-pools value ipv6-pooll ipvé6-pool2 ipvé-pool3
hostname (config-group-policy) #

ATy 74 ((TE) Z OB DAtGrpPolicy 72 MDA Y o —D Y — AN bR IR L 51T 51
IX. ipv6-address-pools none 2~ R&fFHL £7,

hostname (config-group-policy)# ipv6-address-pools none
hostname (config-group-policy) #

RTv 75 ({EE) noipv6-address pools none =~ > K%l LT, ipv6-address-pools none =~ > K%
TN—T R —D0BHIBRL T, 774/ ME EEOFFR) ICERLET,

hostname (config-group-policy)# no ipvé-address-pools none
hostname (config-group-policy) #

TL—TR)—D b)) 2T TORILDIEE

TN—F R — a7 ¥ a2 b—3 3 F— KT vpn-tunnel-protocol {ikev1 | ikev2 | 12tp-ipsec

| ssl-client | ssl-clientless} =~ > RAZ AN LT, ZDOZNL—TKRY T —D VPN ho L & A

EHRELET,

T 74NV MEIX, T7ANE TN—T R —DREEEMEKT D2 T, ZOBMEEET

A7 4 ¥ alb—raryNoHlRT5I2E, Zoavr Fon Bz AN LET,

ZDaA Y RONRT A—=ZOEIIIRDO B DORH Y 7,
eikevl : 22D 7 (Cisco VPN Client £ 7213HlDEF =27 77—~ 7 =A) [i]®D IPsec IKEv]
FoxnvEzxradro—hLET, RBik. K5k, 172k, BLOF—EFHZHIET 5
X2 VT TV a v EERLET,
sikev2 : 22D T (AnyConnect Secure Mobility Client £ 72135l DOEF 27 ¥ — b T = 1)
D IPsecIKEV2 bl Ay m— b LES, AR Wb, 178k, BLUF—
EHAERET Y2 VT 4 7YY=y a VEERLET,

* R2tp-ipsec : L2TP #£#i® IPsec > Lz T m—FLET,

» ssl-client : AnyConnect Secure Mobility Client ¢ TLS F 721X DTLS #f#H LT, SSL k> %
NEFRATZ—MLET,

» ssl-clientless : HTTPS %/t~ Web 7' 7 U e H TV £— h —|Z VPN T — " R &
LET, 72747 MIMEHY A,

ZOa<wr REANLT, 128 ED XY 72— RERELET, VPN FoXL%EI L
TEmTHra—P2it, Db 12D R T BT— RERETHLERHY 4,
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B /= 70t RO VANDIEEE BT L—T KU S —~DHAET IR 2> FO—IL L— LOER

WORFNL, FirstGroup &I ZHETD 7 V—7 K Y L —IZ IPsec IKEvl >3 U 7 £— K&k
ETHHEERLTOET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-tunnel-protocol ikevl
hostname (config-group-policy) #

JE—FT7OEADVIANDIEEZEIETIL—T R o—~DHET7 VR 2> FO—

JLIIL—)LDiE A

T ANZITEEONL— VINDERENTOWET, ZNHD—LE, ASAZLTERFLE b
YAV T T =E Ry N T ANMES T A0 E, EBETT RUAL kT LA
g halp Il ESWTHRELET, JA—7RY —DIPvd 72X IPV6 AT 7 B2
Yha—V URNERRET DN, FET 740 K Z—T KU v —THE S 72 ACL %k
EKTHEOICTEET,

WDOF T arODNTNNEERN LT, VE—F 727 AHDOH I VLAN ( [VLAN < v E°
Y7 EBMEND) L FTRE N T T4 v I BT 4 NZ ) T B ACLERELE T,

GE)

IPv6 Z i L T VLAN v v B V2 FETT 556, HEebsnic b7 7 1 v 7 BNER > B
T — 7 —F 4 7 ENDH X CTHDIT, AN (5isE) 7 L AT VLAN Z & ICEA
T HMENRHY £, B2D VLANBLUOL—F A MY w71 LTRSS Y FT—
JEERTHZ LI TEEEA,

cIN—TR)—ar 7 4 X2l —v g ET— R TCROa~v L REAHLT, 207 L—
TRV —FHEZDOITN—T KR —%fET L7 NV—T R o—iZED EToHNT
WHVE— 77 EAVPNEy g o HOH S VLAN i 8E L,

[no] vlan {vian_id |none}

novianlZ, 7 Vv—=7 RV T —Mnbvlan id ZHIRLET, Z7V—7RY o—iX, T 741
RDTN—T KU =5 vian EEFE L ET

nonel, Z/Vv—"7"R VT —0bvlan id ZHIFRL, ZDO7NV—T7 R > —IZx9 %5 VLAN
Yy ET =T NI LET, =T R = TIAN DT =T R
=D vian E AR L EH A,

vian_idlZ, ZOIZNV—T R —%MHTHIVE— T 7 EAVPNE Y T a /ZHD Y
T% VLAN OF 5 (10 #3K3) CT7, VLAN L, —BHBEH= 7 FaLb—va v
774 R® [Configuring VLAN Subinterfaces and 802.1Q Trunking| D FEIZHES T, Z D ASA
TRETLHMLERDY £7,

A

GE¥) 77 VLAN /X, HTTP 856 TI3M%mE L £ 423, FTP & CIFS Tt
SHE L EH A
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« JN—7 R — F— RTvpnfilter 2~ REMFHLT, VPNt v 3 AT
T77kEA arhue—)b—) (ACL) OA4HIZIEELET, vpnfilter 2~ > FZHEH L
T, IPv4 £721% IPv6 ACL Z#H5E T& £,

A\

GE) Lo Y U —ATiX, vpnfilter THRE S 72 IPv6 = kU BIFEAE
L7252 IPv6 ACL ZHEET 5 I121%, FEHESLED ipv6-vpn-filter
o< REMHTEE L7, ASA9.1(4) LA, ipv6-vpn-filter |3 JE
Ml > TN B e, IPv6ACL = kU iZ, vpnfilter 2< > K&
R LTHEET2LENH Y £3, ipve-vpn-filter A3 5XE S LTV
DYAIE. VPN BRI T LET,

A\

G ZoRMEIa—TAE—FRTHRETDIHZILELTEET, T
G, 22—V HEDOFCTEREINTMERTIN—TR) o —DELD b
RSN ET,

hostname (config-group-policy) # vpn-filter {value ACL name | none}
hostname (config-group-policy) #

ACLZHRELT, 2O N—F R —ZoNWT, SFSEREATDNT T 4 v U HEHFHA]
FFES L ET, KIS, vpnfilter 2~ FZ AN LT, ZhHD ACL 2 L £9,

vpn-filter none =~ > K& AJ) L TIER L7 X UEZ & ®H T, ACL ZHIBRT 5121, Zoa~
YROnoRKEANLET, nod 7 a a2l ToL, A0 NV—T R —inbik
KTEDH LT £,

TN—FRY—i%, BIOTNA—F R Y o —0nb ZOEEZMETEET, a0V E
2T BICiE, ACLAZRETHARDHVIC, noneF—T7— RK&EZASHLET, none ¥F—V— R
X, ACLWARWZ LA RLET, ZOF—TU—RIZLV, XVENRHESI., ACL DA X

nEJ,
WIZ, FirstGroup & W) ZRITD 7 NV—T R > —@ acl vpn &5 ACL ZFFONHT 7 4 L4
i ET Bl ER LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-filter acl_vpn
hostname (config-group-policy) #

vpo-filter =~ > Fi&, PRV NBHTEBROEZIEDO T 7 4 v 7 &0 PRI ADHI
DOEEFALHTIO 8T 7 4w 7 IZH#EH SVE T, vpn-filter |26 H S 415 ACL % interface access-group
BT D Z L3 TE £ A, vpodfilter 2~ F&, VE—KT7EBAVPNZ T4 T |k
Bt A 2 7 —7 WY o —CE AT 2581, ACL @ sre_ip DAED 7 54 7 > RE|
DUTIPT RLABLIONACL @ dest_ip DN ED T —H )L v hU—7 2% L TACL %€
TOMERHY 7,
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B /= 70t RO VANDIEEE BT L—T KU S —~DHAET IR 2> FO—IL L— LOER

vpn-filter 7~ > K% LAN-to-LAN VPN 8t 2 il 95 7 v —7 KR U > —Z# 3 55613,
ACL @ sre_ip DALED Y E— K Xy hT—27 B L TUACL ® dest_ip DALED T —F /L K K
U—271Zk L TACL ZRET DHERH Y £,

vpn-filter BERE THEH 3572012 ACL 2R ET DA%, HEET AR H Y £9, ACL 1L,
WAL D N T 7 4w 7 I L THEFE SN TV A Z LITHEBE L TS &V, 7272 L, ACLIEX
KHMDONT 7 4y I L Th#EHINET, PR TO, BELRIOZDNTF 7 1w
ZIZOWTIE, ACL I sre_ip ONALE & dest_ip DNLE A2 AR Z 726 DIk L THEE ST
£,

WOBITIE, vpn-filter 2V E—h 77 EAVPN 7 747 M ESIHERHLEST, ZoflT
i, 7747 hEIDYTIPT KL A% 10.10.10.124, v —H/L 3 v h T —7 % 192.168.1.0/24
ELTWET,

WD ACEIZL>T, VE—KTZ7EBAVPNIZ I T b —Hh/L Ry hU—2Z7 (T Telnet
AT Z ENHFATENET,

hostname (config-group-policy) # access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23

WDACEIZL>T, a—H)b Xy hU—INRVE—K T IR T TA4T 2 M Telnet 21
AT EnFaInEd,

hostname (config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0

GE)

ACE @ access-1list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 232k ~> T, u—h/L %y hU—7 %, EETHR—b
BEFBHALCODEARIMLEDTCPAR— M TOVE— KT I7EVRA 7 TA47T v h Ok
NFFAI SN F T, ACE @ access-list vpnfilt-ra permit 10.10.10.1
255.255.255.255 eq 23 192.168.1.0 255.255.255.0(CLK~> T, UE—hF 77 &R
7TA4T v ME FHELAR— 23 EEAL TV LEEITEED TCPAR— FhThOr—H/L Ky
U =7 ~OHG BB FF R S ET,

R OBFTIL, vpn-filter # LAN-to-LAN VPN £t & IZfEH L9, ZofITik, VE—k x>
NU—2 % 10.0.0.024, 0 —H)L %y NU—7 % 192.168.1.024 £ LT\ £9, KD ACE |2
FoT, VE—F Xy NU—na—Jb Xy NU—7|Z Telnet ZEH T2 Z L BRFFAI S
£7

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23

WDACEIZL>T, a— IV X2y b= BV E—h Xy N —7|Z Telnet 252 L
DA SN ET,

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq
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Tr—7 Ky s—oveN 7o e xemoke |

23 192.168.1.0 255.255.255.0

GE)

ACE @ access-1list vpnfilt-121 permit 10.0.0.0 255.255.255.0 192.168.1.0
255.255.255.0 eq 23255 TC, v—Hh/b Fxy hU—2 1%, HEILHR— 23 2FEHLT
WASEBIAEED TCP AR — R TO U E—h Xy NI —7 ~OFERBBFFAISLET, ACE
? access-1list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23

192.168.1.0 255.255.255.0(2L->C, VUE—h Xy hU—2(X, EEFLA— b 23 %ff
AL TWAHAIEEDTCPR— F TOR—IV F v U —7 ~OEERF BN S E T,

TI—THRYS—DVPN 75 & AEEDIETE

ATy T

ATy T2

48 HHEIIZ

e ORI ZERR L ET, —BAER =27 ¥ 2L —v a3 > HA KD [Configuring Time
Ranges| #ZML T Z3,

FIE

TN—F Ry —ar 74 FXal—arE— RNEPEBLEST,

group-policy value attributes

B -

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

IN—T R —ar7 4 Xalb— 3 F— KT vpn-access-hours =~ > F&fifH LT,

TN—"T KU o — EREFEHD time-range NV > — B fIT 52 &Ic&k->T, VPNT 27 &

AWM ZHETEET, ZTDa~ 2 KX, business-hours & D 44D VPN 7 7 & A KR & FH
% FirstGroup & WD A RTD 7 /—7F R 2 —|ZE8 0 Y TEJ,

TN—T RV =X, 77N MERIFRESNIZ T V—T KU 2 — time-range DA % ik

KTHZENTEET, ZOMANTBELLWVWELSITTDHITIE, ZDa < RT time-range D
BT none ¥—T—RKEANLET, ZOF—U—FRIZLY, VPN 77 & ARHEN X
JBIZEEE &L, time-range AN U o —IdFF Rl S7e <720 £,

vpn-access-hours value {time-range-name | none}

51

hostname (config-group-policy) # vpn-access-hours value business-hours
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hostname (config-group-policy) #

GIL—TFT R —OREIBEVPNOS A4 O DIEE

TN—7"HKRY— 374X = b—1 3 F— T vpn-simultaneous-logins integer 2~ > K
ML T, ERO—FIZFFr SNSRI e 7 A U BERELET,

F 7 0 ML 3 T, [EOHPHIL 0 ~ 2147483647 DHEE T4, ZV—7 R —iF, Blo
IN—TFRY) =0 ZOEEPETEET, /A %27 18— Nz L Ca—HFoTr st
AT DI, 0 2 A LET, KIZ, FirstGroup & W I L ETD 7 /L—7 R U 2 —IZx L
THRKAOOFREET A T 502~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-simultaneous-logins 4
hostname (config-group-policy) #

GE)

[FRF e 7 A O RFIBRITIEF IR EVETT R, #EROFRKe 7 A 253 5&, &
F2 VT A NDRBREEINTEY, XT3 —< U ABMMETLEDTHZ2E083H0 £77,

K%h L7= AnyConnect, IPsec 7 7 A 7> b, E£E7 74T Ay ay (BEKTL
v yay) X, RCLa2—FAT HLWY) Byva BZHLENTH, Byvarya—4
W=D BENHY £7,

vpn-simultaneous-logins DAE 1 DIFEIX, BEK TRICFHA La—FRHEr 7 35L& Kk
Lzt y v a AET —2_X—2ApbHIERSL, Filntey v a VRIS ET, L,
BEfFDty v a v INERET 7T 4 7R Th A 5AIE. A Ca—F0 B0 PC 72 806 FRE
arArTHE ROty arBta s 7L, TERX—AnLHIRISNT, HiLnty
Ta UL SN ET,

R 7 A VR L0 REVEDES, TORRKBICELIIRETHERZ A LE S T
He, mLTA RAUEHoOEWNWEy Y arRNa s F 7 LET, BIEOTRTOE® v g VANE
CLHBWVWEWHET A RVREOSHEIZ, kbHWkEyarBdue s+ 7 LET, 20773
VIZEY ., By va UBRRENTEH LV a 2 A URFERIZAR D £,

BEDEHZEIOI7A4ILADT I ADHIE

IN—TRY)—ar7 4 F¥al— g F— RKTgrouplock =~ REMHA LT, ¥~
R7 7 ANENLTORT 7 AT HEICTE—F 2—FZHRTL0EINERELE
7,

hostname (config-group-policy) # group-lock {value tunnel-grp-name | none}
hostname (config-group-policy)# no group-lock
hostname (config-group-policy) #
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tunnel-grp-name 2401%. ASA S — W OHGICE L CER T HBEAFOHS 7 1 7 7 A L O A
ZHRE L £, group-lock X, VPN Z A4 T2 FCTRESNTZ T I—T N, ZTOa2—H1nNEY
BTHNTWAER T 77 ANVERIUNE I D ET 2y 7 T5H5ZEICL-T, 2—FEHIR
LET, —HLTWARWES, ASAITa—¥EmTERnEsIcLEd, /v—"Tnry s %
BRELRWEA, ASA X, Bl Y Tonizl—7 L1 3BfRR<, 2—V%2FBiELEd, 7
N—T"Day 7E, T7ANNTIET 4 E—T Mo TNET,

group-lock EMEZ I T2 7 4 X2 b— a U BHIBRT HIZE, Zoa~r Ko ne BX%E
AN LET, ZoFTva v 2llToL, MOTNV—=7 K o—DEEMKTE £9°,

group-lock %7 4 Z—7 /U2 5121, none ¥— U — RZH5E L T group-lock =~ K& A
JILET, none ¥—U— RIZX V| group-lock | X /AEIZFRE S 41, group-lock DR HELS
ENFET, F2, TN NERIIBEESINTZ T A—T KU =025 group-lock DAEAMHEA X
N7 £4,

TJI—T K1) >—0 VPN DR KiEfFFEDIEE

&

FIE

UEE) FNV—7 R —ar74FXal—raryET—RREHda—VPL4ar 7 1 F a1 —
= & — R T vpn-session-timeout {minutes 2~ > RZ&fHH LT, VPN 8D fix K] & 3%
ELET,

B/NEERNIE 1 0 C. IeoREERENE 35791394 /T4, T 7 4V MEIZH Y ¥ A, Z ORI
TIHE, ASAITHREK T LET,

WIZ, FirstGroup & W I ZARTD 7 N—TF R =T L TI80 0D VPN Yy g XA LT
U RNERET D ERLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-session-timeout 180
hostname (config-group-policy) #

WOFNZL, anyuser & W) AFTOZ—FIZI80 3D VPN Yy v a v XA LT U NERETDHH
HEERLTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} 2~ > RZfEH L7=ZDMDOT 7> a i3k EEBY
‘(“‘a‘o
s ZORY —InbEMEEHIERL, MKZFFRT5I2E, ZDa< 2 RO no
vpn-session-timeout 2.2 A Jj L £,

« FEHIRD X A L7 7 MBI ZFFAI L, A4 L7 U MEZMK L2V E 21T DT,
vpn-session-timeout none # A JJ L £ 7,
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AT v 72 vpn-session-timeout alert-interval {minutes |} 2~ > REEHL T, By ar XA LT T D

SN—T R

ATy T

TI—h A=V Na—WFIIRREIN LM ERELE T,

ZOTTI—hF AvE®—IlF, VPN g U RHBIMICUI SN D F TS dH D0 E o2 —
FIMEZFT, WIZ. VPN v g URYIE S5 20 iz —FZ@msnd L HEET
LR LUET, | ~30 5OHMHEAIEE T E T,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes |none} 2~ > R&fiffl L7z DT 7 v a3 >
TRD LR TH,
*VPNE v ar XA L7077 7— MERBEERT 7 40 & 70— R =i biffkk
ENAZELERTICNE., Z0a~vr FOno BRAEFHLET,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none |, = — 2N @MEZE LW L E2RLET,

—DVPNtEy a3 7ARILAALT Y FDIEE

FIE

(fEE) VPNT A B ZA L7 0 MIBEZHRET DL, ZV—T R)—ar7 ¥z
L—YaryET—RNEhFa—Y4a 7 4 F2b— g F— FT vpn-idle-timeout minutes
a~v U R LET,

:fDﬁ;ﬁFﬁEP THHE L CWET 7T 4 T 4 RV ASAITHER A T LET, R/ R
B RIEfR]IZ 35791394 3 CThH Y . 7 7 4V ME 30 43T,
&@Wi FirstGroup & W\ I A RID 7 IV—T KY 2 —IZ1553DVPNT A KV XA LT 7 b

RET D HEERLTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

[no] vpn-idle-timeout {minutes |none} =~ > RZfH L7 ZDOMDT 72 a FRO LB T
7

VPN T A RNV 2 A LT U MBIl XA L7 0 MEEPALRNE SIZTDHITIE
vpn-idle-timeout none = A7) L £ 77,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #
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ATy T2

TRy — BL¥A—Y
IL—F R o—DWPNEy o3> 74 B 24679 rokE |

AUz XY, AnyConnect (SSL & IPsec/IKEV2 Difi i) B3L U7 T4 T L AVPNRS
27— /3L webvpn default-idle-timeout seconds A FEHT A L 512V 4, ZDa<v K
I, webvpn 27 4 ¥ a2l —var =R CTANLET, =&z,

hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 \ZAT) Ljﬁj—o ?7%‘/1/ M
1800 7 (30 77) T. #il#id 60 ~ 86400 5T,

F- T D webvon #EGEIZ BT, default-idle-timeout i3 #H S D DL, Z—T7 R
v—/2—Y 4 @M vpn-idle-timeout none 2 iXE SNV TN DHLEDHRTT, TXTDH

AnyConnect ##5 TlE, ASAICL > TERLSANDT A RV XA L7 7 MENBRE L E
R

H 4 M (IKEvl, IKEv2) 3L OIKEvl VE— 727 EAVPNOBAIZ, A4 LT 7k
EFE =T ML, EHIEOT A N AT +52 L 2HRLET,

s ZDITN—TRY —FF2 =R —DT A KV ZA LT U NERNZT HITIE,
no vpn-idle-timeout % AJj U3, fEITMkA& I vE 9,

« vpn-idle-timeout % ¥ > 7 < RE L2WIGE . LA SNET, 774/ ME3045T
—gqo

({EE) A7 a2 T, vpn-idle-timeout alert-interval {minutes} 2~ > RZfEH LT, 74 R
NWEALLRTTRDOTT—h A=V RNa—PFIZERINDIRHZRETEET,

ZOT 77—k Avye—UF, VPNt v a VBT 7T 4 TIREOT-DEIE S 45 F TIT
Db ELI—FIURAET, T7HV EOT T — MR 15T,

WOHNE, anyuser &£V AFTOL—HIZ3 GO VPNT A KV E A LT D FOT 77— Nz
RET D HELRLTHVET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes |none} =~ > RZHH L7=FDMOT 7 v 9 0%
WD LB TT,
enone N7 A—X I, 2—FPRBEAEZFE LR LEERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

s DI N—TE T2 —F R =07 7 — MNiEZHIFRT 5121X. no vpn-idle-timeout
alert-interval Z A J L ¥4, A SN E T,
e ZDONRFA=E HF ST KRELRWES. 774/ D7 77— MERRIL 15T,

gEHIno7aL. =T Ry — s&U1—F ||
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B /7%y s—oWNs ¥—/ & DNS H— i E

FIL—TF K1) —D WINS H—/\ & DNS H—/\DERTE

ATy

ATy T2

TIAIVBLIOED U Z Y OWINS Y —REDNSH—AREHRETEET, TNETHDOT 7+
b Ml none T, ZHHDY—R"ERET DHITIE. WOFIEEZEITLET,

FIE

TIA =) v h YD WINS b—EHEELET,

hostname (config-group-policy)# wins-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BUNCHRET D IP T RLANRT T4~ WINS V— D IP T RLATY, 2%&KH (EE) ©
IP7 RLAFEA XY WINSH— "DIPT KLATY, IPT RLATiE72< none & — 7 —
REFRET DL, WINS — NIZXOUMERKEINE T, TORKEICED . WINS +— 3FFF
HENT, TN NERITRREDITNAN—T R = SENRER SR 2D £97,

wins-server 2~ K& AN T 57N, BEEORENA—N—F 14 RENET, 7£&zid.

WINS = xxxx R ELTHD WINS = Nyyyy &RXET DL, 2FDDa~ L FNIC

Lo THRYOBREN LEEX SN, yyyy BME—D WINS — 2720 £, $— "2 EERTE
THHEEBRETT, REFHAOV— "% EEXT 50 TIER< . WINS —"ZBIN3 51
X, Z0avr REANTHEXIL, TRTOWINS P —DIPT RLRAZEHET,

WOHIX, FirstGroup &\ AFTO 7 V—T R > —IZ, IPT KL A%310.10.10.15 &£ 10.10.10.30
ThH 2D WINS b= "ERET DHHEZRLTWVET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #

T4~V HHYDDNS = RERELET,

hostname (config-group-policy)# dns-server value {ip address [ip address] | none}
hostname (config-group-policy) #

BONHRETDIPT RLANT T A ~UDNSH—DIPT7 KLATY, 2%&HE ((EE) OIP
7 RUVRFEA XY DNSH—DIP 7 KLATY, IP7 FLATiE7< none ¥—V— R
ZIRET D E. DNS = NICXOVERRESNE T, ZOREIZLY, DNS — NFFFaf &
N, T7FNMERITRED I N—T R = BEPEA SN 72 ) £, DNS ¥ —
NT RLVRIIHRKRKA4D, IPvd T KLALIPV6 7 RL A T2 DT HOBETEET,

dns-server =2~ > K& AJITH-NE, BEFORENA——TF 4 REnFE¥, /=& x1E. DNS
=3 xxxx ZFHE L, WIZDNS r— N yyyy R E L72HA, 2BDDOa~ > RiIxyo
g~y Rae EEX L, yyyy 23— DNS H— 272 ) £9, h—_"2EHERET 55
R TY, LIATNCERE S 472 DNS — "% FEX T 5O I —"Z2BMT 51TiE, 20
O REANTAHLEXICTRTODNS — "D IPT FLRAEZEHET,
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ATvT3

ATv74

27yy bk buryvy gy v—onE ]

WIZ. FirstGroup &\ 9 ARID 7 V—7F KU 2 —"T, IP 7 KL A7 10.10.10.15, 10.10.10.30,
2001:DBS8::1, XL 1N2001:DB8::2 @ DNS Y — &% ET 562~ L E7,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dns-server value 10.10.10.15 10.10.10.30
2001:DB8::1 2001:DB8::2

hostname (config-group-policy) #

DefaultDNS DNS H—/\ G )IL—TIZF 7 4L D bw/%m EINTWRWEESIE, 7
THIVE RAAL CEIRETDMENDD £, 72& 21X, example.com. £ 1H R A A A4
SO bhy 7 LyL RAL A LE,

asa4 (config) # group-policy FirstGroup attributes
asa4 (config-group-policy)# default-domain value example.com
asa4 (config-group-policy) #

DHCP Xy FU—2F Aa—TZ2RDOLIIHRELET,

hostname (config-group-policy) # dhcp-network-scope {ip address | none}
hostname (config-group-policy) #

DHCP 2 = —7TlZ., ASADHCP #— "N Z DI N—F R >—Da—WFICT7 KL Z2E2E D
WMCHEDIHEHTAIP T RLxo@E]l (oF0, 7%y hU—7) ZHEELET,

WOHNZ, FirstGroup & W IHLAFTDOZ NV—T" KU —IZIPH 7 Xy FU—710.1085.0 (7 K
L A #i[H 10.10.85.0 ~ 10.10.85.255 Zf87E) &% ET D HiEE R L THET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dhcp-network-scope 10.10.85.0

ATy b boRY T R O—DERFE

IPV4 77 47 DAT Yy b bRV RV —2ELT, N7 747D b2
YT NNV ERELET,

split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

no split-tunnel-policy

IPV6 T 7 4 v 7 DAT Yy b bRV 7 R —%BELT, v 74y 27D b2y
YT N NEBRELET,

ipvo-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

no ipvé-split-tunnel-policy

R v—F7va AimkO LB TT,
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« tunnelspecified : N> XL EZBELU TRy hT—27 VR MIEEESNTWDL Ry hT—7(C

HITDTRTONT 74 v 7% bRV T LET, EOMTITOT RLRIZKT 2
T=2F, VT TRARTEESN, VE— b 2—F DA F—Fy b P—ERA T 1
NRAF—=ZE o TN—T 4 7 ENET,

ASA9.14 UEDNR—2a o TlE, A 70— R VR NERETDHEEIC, A7 0—F
HWHANOY 7Ry M A7 L— R YR MBIRETEET, BASNEY TRy FOT
RL i, hor o rZ7&nd, £ 70— RFRURNDEYDEDN o2 o7& E
T, I AIN—=Va UARARDFRy hT—=Z X b2 Z N L TCEESNEREA, =7
AT N— gy YANMIMES= NI EFHLTRESN, A1 27— ary A MNT
FFalmr MY R L THEESNE T,

excludespecified — % v FV—727 U X MIFEESNLTWD Xy NT—7 LDORIFHD
T4l bR T LERL, ZOMTITOT RLRIZHTDH N7 4w 7iE
XV T ENET, VIAT M ETT VT 4TI o>TCWDHVPNZ FA T M e7y
ANE, B—HDNVLAN T 7B REFHILTEBLSLERH Y 7,

N

CE) A7V —=KUAMDYTFRy hTRBRNVTZI AT V=T g
JANNDR Y MT—=21%, 7747~ N TEASNET,

tunnelall — 5 X CHO T 7 4 v 7N b X Z@aTsL0BELET, ZORY —
. 27 Yy b bV 7% T 42— M LET, VE—ba—VIERry PU—
TWTI7BATEETN, a— IV Ry NI—INFT 7 BATEERA, 2B T 74
VDA T g TT,

\}

GE) 27V v b bRV 73X T AREETII RS, T 7 0 v 7 EHIKRETT, HARIRD
X2V T4 BHRT DT, ATV b PR T ERAR=T I LR LR L &
—g‘O

il

RIZ, IPv4 & IPv6 O FirstGroup & WD ARTD 7 /V—7 R —IZxf LT, fEELT
Fy NI—=T DI RV TTHATY v b bRV T RY —% R ET DB
o LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # split-tunnel-policy tunnelspecified

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipv6-split-tunnel-policy tunnelspecified
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ATy b boRYDTHDORY FT—9 YR FDIEE

ATV b bR T T, EOXRY VU= 8T T 4w I B BRI EIERT DR
FO—27 URARMILH->THEY 9, AnyConnectid, ACLTHD R hTU—7 U R MNIHS
WCTAZT Yy b R 7O EITOET,

hostname (config-group-policy) # split-tunnel-network-list {value access-list name | nonej}
hostname (config-group-policy) # no split-tunnel-network-list value [access-1list name]

s valueaccess-listname : h> RV U T EFITTEHR Y U —F T FET LRV FR Y FT—
7 &HEE LT ACL #+E L E3, ACLIZIX, IPv4 & IPv6 Dl T DT KL AEZfRETH
ACE NEENTWAHHEA ACL 5 ETE £7,

enone : A7V b RV UITHORY FU—7 VA NNFELRWI & &R L, ASA
ET_RTCONT 7 47 % bRx V7 LET, noneX—7— REEETDHE, A7V v
F bRV T DRy NU—7 JANMIIIVERRESN, A7V vk b 7R
FEESNET, £/, ZHUCED, TNV NERIFRESNTZI V=T KY =0k,
TI7HNVEDATY v b b Rx VT Ry U= URA BRI 720 £7,

Fv hT—2 VA MEHIBRT DI, 2oa<vr Fone FXE AN LET, $_XTHORS
Uy b bV 7 xy hU—27 URXREHIBRT 2121, 5I8EHEETT I no
split-tunnel-network-list =~ REZ AN LET, ZOa~< 2 NIZEY, none¥—U— & AS)
LR L 72X U R R3S NIEZENR B EZO T, BEFHDTXTOXy FU—7 U AR
HIBR S AL E T,

ATy b hrRV T Ry bU—=27 VR RRRWGES, 2—FET 74V DI A—T R
Vo —(R3RELE A= R o—RNIHFET DRy hT—27 U A MR LET, 22—
PRZDOEH>%Fy hU—2 VR MEMFK LW K 9127 5I2IE, split-tunnel-network-list
none = v REZ AJJLET,

1

RIZ, FirstList & W ARTIOFR Y 8T —27 U X M&ER L, FirstGroup &5 £ |(TD 7 L—7
AU —2BNT 2442~ LEd, FistListiT=/ A7 L—3 0 VA RNTHYD, =7 A7 )L—
Tary VANDODY TRy NTHDIA LI N—T a3 UARNTT,

hostname (config) # split-tunnel-policy tunnelspecified
hostname (config) # access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname (config) # access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-network-list value FirstList

WIZ, v6 WO ARTOR Yy hT—2 U A MZAER L. GroupPolicy ipv6-ikev2 & N9 44D 7
N—T K)o —IZv6 A7V v b b RY —%BMT 562~ LET, v6lTmr R7
N—Tary VARNTHY, 27 AINV—Vary URAMDOY TRy NTHDI S I N—T a3
UARNTT,

hostname (config) # access-list v6 extended permit ip £d90:5000::/32 anyé6
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hostname (config) # access-list v6 extended deny ip £d90:5000:3000:2880::/64 any6

hostname (config) # group-policy GroupPolicy ipv6-ikev2 internal

hostname (config) # group-policy GroupPolicy ipvé-ikev2 attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified
hostname (config-group-policy)# split-tunnel-network-list value v6

ATy b FORIVERTEDHEE

show runn group-policy attributes =~ > FZ 33T L T, REZMERE L ¥, ROMNL, EHAE
DS IPv4 L IPV6 DT DRy hU—27 iKY o —%FEL, WMITORY —IZH L TRy hU—
7 U AR (6 ACL) FirstList L7722 L &R L TWET,

hostname (config-group-policy) # show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipvé-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

ATy b FORYDTHD KA VEHEDERE

FITHIEN RAAL %, F1EAT Y v b oA EN LTRSS, 27U » - DNS &I
ITHA RAAL DY X NEEBETXET,

AnyConnect 3.1 {%, Windows 3L UMacOSX D77 v 7+ —ALD kv )L— A7 U v k DNS
HWrea AR — b LET, EX2 VT4 77 IAT L ADTN—7 K —IZ LY Split-Include
R U TRA =T NN THEY, P ) U B ODNSABIRE SN TVAERE,
AnyConnect |, ZDLBNI—THTXTODNS 7 = —% 77 A ~X— k DNS $— [T k
2V LET, bwi— A7V FDNS 95 L, ASAICK-TZ T4 T T
TV aZ T ENTE RAAL N —ET D DNS HRAD M FV T 78 AOHNFAT S E
T, TNHOERIL, 7T THFAPTITFESNETA, —FH. DNSERDNASAIZE - T
T aZl IR AL AT—H LR WG, AnyConnectiX, 7 747~ FDA L —
T4 T VAT KIZHDHDNS U Y ARD G DNS FERICHEH S D R A M4 &S LTI

EESEET,

GE)

A7V > FDNSIE, B =) —BXOEHZ =) — (A, AAAA, NS, TXT, MX. SOA,
ANY. SRV. PTR, CNAME 2 &) #H¥R—FrLTWET, rorxV o rEnkxy hU—7
DONTINI—ET S PTIR 7= VU —%, Mo RABRBETHETINET,

Mac OS X D4, AnyConnect (X, IRDOWTNIDERUZT-THEDHR, HDHIP 7 haj
DryL— A7) > ~NDNS ZEHATEET,
e IN—TF RV —T, ZFU Y RDNSH1ODIP 7 b= (IPvd 2 &) ITREIN
TEY, 7947 A2 T halPlNb I FOIP e bzl (IPve7e E) 128
EENTWS (BEDOIP 7 a ka7 FL A = UERES TV

« 27w FDNS N D IP 7' b a VIZREIN TV,
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TIHILED AL VEDESR

FIHILEDFAAL VRBDES

ASA I AnyConnect 7 7 A4 7> NMIT 74NV RO RAL A EELET, 7747 M, R
AAY T 4=V REEMELIEDNS 72U —IZ RAAL A4 EEBMLET, 20O KA 4T
RNy MCREFEAENET, 774V FO RAL ARG S, 2—FET 7+
WK TN—T K)o —=DF 74V b RAAL A EMIKLET,

ITN—T K)o —D2—HF DT 7V~ AL VAERET DHITIE, FIV—T K v—av
7 4 F 2l —3 3 F— FTdefault-domain =~ REZ AN LET, NAAL U LAEHIGRT S
2, Z2oa<wr Fono IBREZ AN LET,

hostname (config-group-policy) # default-domain {value domain-name | none}
hostname (config-group-policy)# no default-domain [domain-name]

value domain-name /X7 A —Z X, FNV—T DT 74k NAL A EFHBNLEST, T 740
b RAAL CEBFELRND EZBET D121, none ¥—UV— K2 AN LET, Zoa<wr
RIZED, T740 b RAL AKXV ERRESIL, T 74V N RAAL UARESSNE
T, £72. TIANPERITREENTZ I N—T R =T T 4V b B AA LK
SN2V ET,

TRTOT 74/~ RAAL A EHIBRT 21213, 518 % BT 71C no default-domain =~ >
REAJLET, ZOa<2 RiZLD, none ¥—7— REZHEE L. default-domain =~ > K
AEANUTER LTZX L U A FRHIUTENL B EO T, REFHDTXTOT 7+ /L k R R
A ADBHIRSNET, no BREMEHT 5L, RAAL U AOHERDFTFAISNET,

RIZ, FirstGroup & W9 ZRTD 7 )V—7 KR Y 2 —|Z%F LC, FirstDomain ®7 7 4 /L b KA A
A ERET DRI LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # default-domain value FirstDomain

ATy R bURYTRADKAL Y YR MDES
TITHINED RAALHDIFNZ, A7V B bRV EN LTRSS RAAL DU A |
EANLET, =7 R —ar74Falb—3 g3 F— RTsplit-dns =~ K& AT
LET, VARZHIBRTAICE, 20~ Fon EXE A LET,

,Zf)/}~%y*)>¢fFf4;40)xbﬁme%é\:v~$i?7jvvb@7ﬂwfff)

WHFET DV A NEHALET, 2—FNZDEIRATY v b bRV T RAA
/)XI\%EH’*L%L&CU‘JZO 295121, none ¥—7 — RAF5E L Tsplit-dns =~ R& AJ)
L/i‘a—o

TRCTOARAT Y v b hrRrY 7 AL URNEHIBRT 521X, SIEEEERETIC no
split-dns =~ FZAJJLET, ZHUITEY, none ¥—7 — FZ$EE L Tsplit-dns =~ R
EFITUTHER LIV U A R 2@ 0T, REFADTXTORATY v b by 7 B2
A VA MDBHIBRENET,

%5 A —4% value domain-name TiEX, ASANATY v b Fo A ZN LUTHI-TERNRAAL
ZEFEELET, none ¥—U—RiZ, A7V FDNS U A MPNIFELBZWVWIZ EERLET,
Fio, ZOXF—U—RIZLEYD, A7V v FDNS U A MIXNWVENRREINET, 0D

gEHIno7aL. =T Ry — s&U1—F ||



BHEIOT7AN, FL—TRYL— B&va2—¥ |

B windowsXp 5&URTU v b FoR YT EODHCP KEFREDRE

A7 VU FDNS U A MIEGEEIN, T 74NV MERITEESINTZIN—T R —DATS Y v
F DNS U R DA I N2 D EST, Z0a<wy ROEIIRO EBY TT,

hostname (config-group-policy) # split-dns {value domain-namel [domain-name2... domain-nameN]
| none}
hostname (config-group-policy)# no split-dns [domain-name domain-name2 domain-nameN]

RAAL DY A MATHEEY B ZKOHI21E, AN—A&1D5AN LET, = b UEITH]
BRIZdH Y FEANR, A M) U RERORESIT2S5 CFUTICLET, T "M 7> ()
BLOEBEUVAR () OREFEHTEET, 77405 RAL AN RV EI L THRR S
NLGEIE, TORAAL 2OV A MIHARMIZED DZVLERH D £,

WOFE, FirstGroup & W9 A HTD 7 V—7" 7" ) 2 —"T, Domainl, Domain2, Domain3,
Domaind D4 RAA VBN AT U » b bR 75 LU TRRESND KO ICRET D HEER
LTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4

GE)

A7) > FDNS ZKET HH BELIZTTA_X—=KDNSY—1N, 7I3A4T T Ty
74— ALaﬁfﬁ‘éﬂ“ﬂ\éDNS‘H‘*‘/\&E@LT%&P LEMELET, EELTVWS
L. ARMRENIE L EEE T, 72— Ry 7EIN5eEERH D F9,

,___

Windows XP 8L UVRATYUw b bRy VS HADDHCP RITZIEDRTE

ATV b RV AT g 2553, REBEZTWA L, Microsoft XP THEENFRA L,
RAAL EPHHR LE T, ZORMBEZEREET 512X, ASA TEE/L— hOEE 27 ~ 40 2R
LET, L—FOKIINL—FDI F AT > THRRY F9,

DHCP 81751512 X - T, Microsoft Windows XP 7 74 7 > MEXASA CTAZ U vk bzl
YT EMEHTE DL D127 £9, ASA X, Microsoft Windows XP 77 7 A 7 > b DHCP Inform
AvB—VICEEIGE LT, 774 T M b XVIPT RLAHOY 7Ry b ~A7 [ R
AAHE. BIORISALVAZAEZT v 7 — ML F 4, Windows XP LLET D Windows
7747 DA, DHCP fATZEICE T RAS VA EY TRy b v A7 k& E
9, ZAUE. DHCP H— %3 5 ORI TRWVERE THRILH £ 7,

intercept-dhep =~ > R, DHCP fRITZEA A R—T7 N EIET 4 E—T M LET,

hostname (config-group-policy) # intercept-dhcp netmask {enable | disable}
hostname (config-group-policy) #

netmask 4T, R FNWVIPT RLADOH TRy b v A7 &gt LET, ZDa~> KD no

ERix, 27 Fa2b— 2005 DHCP AT EHIBR L £9,
[no] intercept-dhep
WAZ, FirstGroup &\ 9 7 /L—7 7K U 2 —(Z DHCP fX1T%(5 2% &+ 202 ~r L1,
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YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# intercept-dhcp enable

JE—F TR IVSAT7 2 MTCERAT SOOI JOoxS

RED

=1 ]

axX AE

ATy T

ATy T2

AT bOT XY =N NRTA=FEZRET DI, ROFIEZFETLET,

FIE

Th—T R — a7 X = lb— 3 F— KT msie-proxy server 2~ Rz AL, 7
SATYNTFNRALZADT S UFDOTaxs h—NLR—-"ERELET,

hostname (config-group-policy) # msie—proxy server {value server|[:port] | none}
hostname (config-group-policy) #

T 7 %)V MEiZnone T, 7 I7A T T AL ADT TP TTa xRy = ORELIEEL
TWETA, I 74 F2b—a P EERZEHIRT I, 20z~ RO no B A
FALET,

hostname (config-group-policy) # NO msie—proxy server
hostname (config-group-policy) #

Tax b= NPT FLAFLIFARRA MBIOER = FEEREGEFNLTWVAITOE I,
100 XFRMETHHILENH Y £97,

wIiZ, 77909 Faxs =L LTIPT FL A 192.168.10.1 ZFRE L. &~— b 880 Z i H
L. FirstGroup &9 Z—"7" R > —Z 5 RIZT L0 2RLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy server value 192.168.21.1:880
hostname (config-group-policy) #

TN—FR)v—ar7 ¥z l—3 3 F— R Tmsie-proxymethod =~ > K& AL T,
IIATYNTNAADT T Iaxy 7rvary (XYY R)) ZRELET,

hostname (config-group-policy) # msie-proxy method [auto-detect | no-modify |
no-proxy | use-server]
hostname (config-group-policy) #

F 7 4V MElE no-modify T, 2> 7 4 X2l — g b EEEHIRT5I12E,. 2o~
Y RO no TEXEFHLET,
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B =t 79tx 95470 rcERT 20D TS 9 TOFS

hostname (config-group-policy)# no msie-proxy method [auto-detect | no-modify

| no-proxy | use-server]
hostname (config-group-policy) #

AT 5H5EIF, RO LBH TT,

s auto-detect : 7 7 AT N TNARDT T R axy =" BEREHOMHE A
X =N LET,

eno-modify : ZD7 FA T b TAALATHEMLTWDLT ZUHFDOHTTP 77 U 7k
Y —ROREEEDEFIZLET,

*no-proxy— =DV TA TV N TNRA AT, 7TV OHTTP Ve XV REasT 4 —7
LZLET,

* use-server—msie-proxy server =~ NI EINIfEEEHT L2 L9112, 77 7 FD
HTTP 7' %o —NREZHE L E£T,

TaXy =D T RLVAFEZIETFA MBIOFR—- FEENEENTWVWAITORE I
100 XFRIMTHDILENH Y £,

WIZ, FirstGroup LW 9H Z—T KUY —DT7 7o 7Fax U REL L THERHZHRET D
iz~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy method auto-detect
hostname (config-group-policy) #

Wiz, 74T >~ TN ADY—s3NL LTH—,3QASERVER, H~— k 1001 #9425 X
212, FirstGroup LW 9 Z—T KUY v —DT7 Z U Fax URELRET dPE R LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy server QAserver:port 1001

(
(
hostname (config-group-policy) # msie-proxy method use-server
hostname (config-group-policy) #

ARTY T3 IN—TFKR)v—ar7 4 Xalb— 3 E— KT msie-proxy except-list 2~ K& AL
T I TAT Y T ARAADT Z R =N TTaFx v 2N A RAT LIl 7T
PX ORISR NERELET, ZRHDOT RLAE, 7rF¥ =Rl TT /AL
NEEA, ZDU R ML, [Proxy Stteings] ¥ A 7 1 778 v 7 AlZ& % [Exceptions] 7R > 7 A(Z
Y LET,

hostname (config-group-policy) # msie-proxy except-list {value server[:port] |

none}
hostname (config-group-policy) #

Ay 7 4 Falb—varhbEEEHIERTAICE., 2oavr Fone B EERALET,
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ATvT4

YE— R FOERISATY FCREAT SO0 TS ToxoirngE [

hostname (config-group-policy)# NO msie-proxy except-list
hostname (config-group-policy) #

« value server:port : 2D T A 7 b TN, AUZHH T D MSIE — 3D IP 7 KL A E Tz
4R, BEIOR—MEEELET, A— FNEFIXMTETT,

enone : IP7 RURAFEIHRA MELIIR— IR &R L, IS Y X R&ffR L E
A,
7 7 4V K TlE, msie-proxy except-list |£7 4 E—7 LT/ > TWET,

Taxy =D IPT RLVAEZIEFA MBILOFR— MEENREENTWVDITORE I,
100 XFRMETHHILENH Y 97,

W2, 77007 axfIs) A NERETHHZ 7 LET, IP T KL A 192.168.20.1 O
P— X THERR &, AR— b 880 Z{EH L. FirstGroup &\ 5 7 )L—7 R —%xtHL LE
7

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy except-list value 192.168.20.1:880
hostname (config-group-policy) #

TN—F KR — 37 4F¥alb— a3l E— KT msie-proxy local-bypass =~ > K% A7)
L. 29AT U T AL ATHMT 27 7 0Y0R, Tuxien =0V TRA N AT LHREL
AX—=TNEFT =T M LET,

hostname (config-group-policy) # msie—proxy local—bypass {enable | disable}
hostname (config-group-policy) #

a7 4 X2l —arnbEEHIRT AR, Zoavr RO ne B EHHLET,

hostname (config-group-policy)# no msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

7 7 4V bk TlE. msie-proxy local-bypass L7 4 &E—7 MZ72 > TV E T,

KIZ, FirstGroup &\ V7 /V—T" RV o —DT T UHFDOTaXy a—h N NA/NRA%k A R—
TMZT DR L ET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie—proxy local—bypass enable
hostname (config-group-policy) #
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B esec aken) H547  roEFL T BHEOEE

IPSec (IKEv1)

ATvT1

ATvT2

D547 DEXF2) TABHEDETE
IN—F D = ) T A REEARET DI, ROFIEET LET,

FIE

IN—T R —ar7 4 Xal— 3 F— KT, enable ¥—7— RZHHFE LT
password-storage 2~ R&ZfEfiL, =2—¥Ra /A XAUY—RKEI7 T4 T K VAT A
WRIFTED LT HENEIDERELET, AV —NMRFEET 4 E—7 VT DHITIL,
disable & — 7 — K% 57 L T password-storage =X~ > R&H LTI,

hostname (config-group-policy) # password-storage {enable | disable}
hostname (config-group-policy) #

X2V T 4 FOEANS, AU NRETIT 74V N TTF 4 =T MR TVWET, &
2T A MIHDLZ RN TVDEYAT L ETOR, NAT— ROREEA 2 —T I
LTL &N,

password-storage JEME A ETA 7 4 T2 L—a UNBHIBRT 221X, 203~ RO no B
AE AN LET,

hostname (config-group-policy) # no password-storage
hostname (config-group-policy) #

no JENZ4RE T % &, password-storage DIELZEBID 7 N—T RV = HLikK$ 5 Z LN TE
i —a‘o

Zoa<wy NI, AN RN T 2T 774 T RRFERN— R =T 774 T FOfE
Bl —PFREECITE A S E A,

RIZ, FirstGroup & WO A FTD V7 N—T R —IZxf L TRRAT — FMRGEEA X —T7 WMZT 5D
HlERLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # password-storage enable
hostname (config-group-policy) #

FTIFNVETIET 4 B—T IR o TWAIPEMEA X —T T30 E I NEFRELET,
GE)  IPSec IKEV2 #: Tl. IPJEFMEIZV A— FENTWWER A,

hostname (config-group-policy) # ip—comp {enable | disable}
hostname (config-group-policy) #
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ATvT3

TRYL— B&LUV1—Y
IPSec (KEV) 254 7> kot¥a 74 BinEE [

LZSIP [EffG % A F— 7 MZT BHIiE, I—F K —ar7 4 F¥al— a3 F— KT,
enable ¥— 7 — RZ4FE L Cip-comp =2~ FE AN LET, IPEMET 4 E—7MZT 5
IZI1&, disable ¥— 7 — FZfEEL Tip-comp =2~ FZ ASLET,

ip-comp BEAFEITa L 7 4 Fab—a ULHIRT AL, 202~ KO no FBEXE A
HLET, Zhicky, BIoZV—7 K o—DfEzfk& cE £4,

hostname (config-group-policy) # Nno ip—comp
hostname (config-group-policy) #

F B EA R T B L, BFLATHEGET 5 ) T— k FAYAA L 2 FOF—4
FEREL— MR LT 2 AR D 0 ET

Evh FTHEMEEMNTLE 2=y ar TLOAT Y ERE CPU RN
L. #RELTASADANL—Ty PEEMETLET, 0D, 7F—XJEMITE
TATERRLTND Y E— b 2= P L TRETAR—TMICT D& &R L&
T BT L 2—WICEAD I V=T R) o—&RKFH L, ZHDO2—HWITx LT
FHEMiE A R —T M LET,

IN—F R —ar7 X2l — 3 F— KT, enable ¥+ — U — K& F87E L T re-xauth
a<wy REMFAL, IKEX—0NHARINABIC—REEEEZ ST AMLERHDENE DM
PHRELET,

GE)  IKEV2 ¥ Cld, IKE ¥ —FHARIIVR— SN TWhEHA,

IKE F— FARKRFOFFRREL A 2 — 7 /WIZT % &, ASA Tl &#MD 7 =— X 11KE
FAm— g AR Ta—H| ﬂLTJ—ﬁZtAXU—%@Aﬁ#Xb%h

Z D% IKE F—FAERIBTHON D NN —PREAED RO b E T, FEREIC X -

T, BX=2 U7 o b ET,

%Eéhf“é%%ﬁ%&%@ﬁ@%’@w%é 2—WPIIERAEE MV IR LRD b
CICREZE LD ZERH 0 F9, SBATERMITE LY IKSN2NE 1T D
i HRiEE T 4 B—7 M LET, REIN TS X —FHAERA v ¥ — Vi
nau‘é—é Zix, ®=# Y 7 E£— K Tshowcryptoipsecsa 2~ > RZ AL T, E¥=
V74 7Ivm—2alOBBEANOTA 724 L, BIOT—ZOF a1 NEfLO
FTATHEA LEFRLET, IKEX—DHEERINIEO2—VFOHRIEELT 4 &—
TMZT HITIE, disable X — 7 — K& A LET, IKEF—20FAER S5 BEO
AEX, 774NV R TIET 4= M5 TWVET,

hostname (config-group-policy) # re-xauth ({enable | disable}
hostname (config-group-policy) #

IKE ¥ — AR INDBEOFREAOMEEND I NV—T R —NHEKTHZ L&A 31—
TN THINE, Zoa<wr RonBXE AT LT, FTar 7 4F a2 b—3 3 )b rexauth
EBHEAHIBRLE T,

hostname (config-group-policy) # no re-xauth
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B ke 95472 Lo IPsec-udP it iE

ATy T4

hostname (config-group-policy) #
GE) BRIl — R E L RWIEE . BBk R L £7,

SERHRERME A A X —T T DM E I DERELE T, Psec T —3 3 »Tld, %R
HRERAEIC L D . T LRI SR — 3RO E D% — & BN EMEES N E T,
IN—T"RK) =%, BIOTN—TF R =5 e BimEMEOEEMK TE £, B2k
EWEIX, T 74NN TET 4 B—T MR T ET, BREBEMEZ A X — 7 MIT DI
X, V=7 R —ar74¥Xal— a3 F— KT, enable ¥— VU — RZ4EE L T pfs
avr REFEHLET,

hostname (config-group-policy) # pfs {enable | disable}
hostname (config-group-policy) #

SERRVEEREE T 4 B —T7 T HIZIE, disable ¥ —TU— K&ZFFEL Tpfs 2~ K& AJ
L/\i‘é—o

SERRMBEE B A EITa Ly 7 4 X2 L —a VD OHIR LT, [HEHEA LN E ST 51T
. Z2oa<wr Fone BXEASLET,

hostname (config-group-policy) # no pfs
hostname (config-group-policy) #

IKEv1 7 5 4 7 > O IPsec-UDP EEDEZTE

IPsec over UDP (IPsec through NAT & FRIENS Z &bV 7)) 2HTLE, N—Ru=7
7 T4 7T ME, NAT #3F4TL T\ 5 ASA IZ UDP R CHEEfi CE 37, ZOHRIZT 7 +

VR TIET 4 B—T7 72> T ET, IPsecover UDP (L, U E— h7 7 & AEE 72171258 H
ENLZEHOMET, TE—RFar 74 X2l —Ta BP0 ETYT, ASAIL, SADRITLT—
MEFIZTZITAT U RO Tar7 4 X2l —2a T XA—=252L0 Y LET, IPSecover
UDP 2T DL, VAT A RT3 —< AREFEKFLET,

IPsec over UDP & A X —7 /I T HITIE, ZA—7 R —ar7 s Xalb—var E£—F
T, RO L 9|2 enable ¥ —VU— FZ$EE L Cipsec-udp =~ REZHELET,

hostname (config-group-policy) # ipsec-udp {enable | disable}
hostname (config-group-policy) # no ipsec-udp

IPsecover UDP ZfE 3 2121, Z OHEDFHMIZNE- T, ipsec-udp-port =~ > R HEET 544
ERH Y F9,

IPsec over UDP &5 ( £ —7 W2 ¢ A I2i%, disable s — VU — K% AJJ L $£9, IPSec over UDP
BMYEEZFITa 74 X2 b—a U HHIBRT AIZIE. Zoa<wr Fon Xz AN LET,
kv, Blo s —7 R Y =035 IPSec over UDP DA TE D L 91270 £,
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VWNA—ES 7 55170 roBoRE |

&IZ. FirstGroup &\ 9 7 /b—7 7R U 2 —® IPSec over UDP %% ET 562~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp enable

IPsec over UDP %A X — 7 /WIZ LT25HEIE, Vv —7 Ry — a7 4 Xalb— g F—

R C ipsec-udp-port 2~ > REFRET HMLENH Y £7, ZDa~ Rk, IPSecover UDP
D UDP iR— F&EFSNREEINFE T, IPSec F T T —3 3 2 TlE, ASA TR EINT-HR—
FCU R, D7 4 NHZNL—/LTUDP b7 7 4 v 7R Ry 7SI TNTEH, EOKR—
FETPHUDP N7 7 4 v 7 Zak LET, RN— MESORPIT 4001 ~ 49151 T, T 74V
kDA — MEIE 10000 T,

UDP R— r&2F 4 =TT B2, Z0a~vr FOonBERE AN LET, kY,
BT N—F RYU 2 —h35 IPsec over UDP AR— N DfEZ KA CE D L HI2720 £9,

hostname (config-group-policy) # ipsec-udp-port port

WAZ. FirstGroup &\ 9 7 /L—7 7K U 3 —@ IPsec UDP iR — h Z 7R — k 4025 |2 & 506 %
~LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# ipsec-udp-port 4025

VPN \N— KD z7 753472 FORMEDEKTE

ATy T

FIE

(ER) RoOa<r FEEHLT, Xy MY —2HEE— FeRELET,
[no] nem [enable |disable]

Xy NI —JPERE— REfHTHE, N"—RU =T 7747 M, B—DO—F 4V JH
W7 Ary NU—27% VPN h> X LZHLTCUE—KTT7A4_X—h Xy hU—7 |t T& &
7, PAT (FidEfH SvEH A, L7eh-> T, Basy VPN b —DEHZIZH 5T /31 AL, Easy
VPN U E— hOERIZHDTTA X=Xy NT—7 EOT A RZ, hrxarzi LT (b
YRNESLTOR) EHET 7 EATEET, FOLAEHREKTT, FrRudn—Ry=7
TIAT LV ML THBENAZVERH Y ETB, xRl T v REIC-72H LI,
WO S T — 2 R A BRI T E £,

£
RIZ, FirstGroup &9 7 /L—7" 7R 2 —D NEM Zix &£ T 204~ LET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# nem enable
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B ko7 o570 roRRORE

ATy T2

ATvT3

NEM %5 4 &—7 Iz 3 AT i(mmk# U—FREANLET, ZDONEM EBIEEE T2
V74X alb—varHHEIRT AR, Zoavry RonBEXEATILET, ZOF T3
VEFERTALE, BMOTA—T R —DEE MR TXET,

({E%::) Yk@:l"?:/ ]“%{%ﬁﬁbf\ 12%‘177 gT= ]nmnftff Hﬂiﬂbiﬁ—

[no] secure-unit-authentication [enable |disable ]

tXaT 2=y FEEETIE, VPNAN—RDU =T 75472 "B bRV EBRGET 72N —
PHENRAT— N2 LRGEAERTH2 LT, X2 Ty b I ET, @F%
EAFX—TMITDHE, N—RU=T 7747 MIHRMFEN TN D 2—F4 L 2T — %
BHLEFA ERESNTVDIER) , ¥XaT 2=y FNEEHIT 74V hTF 4 B —7 LI
o TWET,

X7 2=y FREETIE, N— R =T 7547 MIMERAT R 07 7 A VIR L

mnﬁ_ﬂﬁﬂb7# REINTWARERHYET, 774~V ASATEF2T 2=y
NREENMERIGEIT, EONy I T v 7 =Nl btXaT 2=y MNBEEZRET HE
DO ET,

GE)  ZOHREEEZAR—T7 M LIHEIC VPN P RV EfESLT 51203, a2— o —3
AT = REANTLHRERH Y T,

i :
WOFNE, FirstGroup E WO A FID T N—T" R Y —Zx LT, BEF¥a7 2=y FNEiEx A
F—=T T o TEEZRLTOET,

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy) # secure-unit-authentication enable

tXaT 2=y MEHEE T 4 B—T W T BITIL, disable ¥ —TU— RKEZ AN LET, EF

7 o=y NRHFBMEAEEITa T 4 X2 b— g U BHIRT AL, Zoa<w 2 RO ne B

JC%E]\)’JL?E#D IOFTvarvERETHE, MOITN—T R =05k FaT 2=y
FERREDE Z Ak T & £7,

('fjJE.J%'I:) WRpOa~r RuEfEHAL T, J*"&munﬁ%&ﬁiﬂbi#o

[no] user-authentication [enable | disable]

2—YRHAEE A F—T T B E N—RT =T 77T FOERIZWDE A D2—P i
Mo ZNVENLTHRY NI =TT 7 BATHIOICRBIME =T DI ENMEE 72D 9,
ﬂl‘—l}‘?@l*"}j‘bi\ ﬁiﬁbf\_nmnﬁqj_*‘/\@llﬁr Lfféofutuuﬁéﬂi—g« L '}j‘muu i77ﬁ'/l/}‘
TT A= TVET,

774 <1U ASA Czz— ']j-mun 75§'\\§f£%/§[\0i\ g@/{7&7770 =Nz — Jd\munE%nX
ETDHULENDHY £,

1 -

WOHFNE, FirstGroup & W I ARTO 7 NV—"T KR o —|Zk LT, 2—WFEAEE A X — T /T
LI EERLTOET,

hostname (config) # group-policy FirstGroup attributes
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ATv74

ATy TH

TRY S —. BEUI—H
VWNA—ES 7 55170 roBoRE |

hostname (config-group-policy)# user-authentication enable

a2 —YEIEE T  BE—T I T B2, disable ¥ —U— FZ AN L FT, 2 —VHirEHEL
FITar 74 FX=2b—raryPoillRTaiIiE, 20oa~vry RonBEXE AT LET, 20
FTFvarEFEHRTLE, O NA—F R /~75>E.:L PRRREDEZ MK TE £,

kDA FEMH LT, BIRELIMEA D2—FDT A NV ZA LT 7 b ERELET,

[no] user-authentication-idle-timeout minutes | none ]

minutes )3T A —X2 T, TA R)VZA LT NEM (HEA) #EELET, HERERIT1 S
T 7 4V ME30 5y, ERREIE 35791394 43 T,

TA RV AALT T VBRI NN— R 2T 7947 bOHBO2—FIZLDWET 7T 4
ET ARV ES, ASAIXFD I TAT U FDOT VB AEZKRTERET, ZOF A ~v—
VPN b RVEETIEARL, VPN bR EEBBAT L7 74T hOT 7B RZFEKTL
F7,

B -

OB, FirstGroup & W ARTD T )V—"T KU L —I24553DT A4 KV XA LT 0 MEER
ETDHEEZRLTOET,
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# user-authentication enable
hostname (config-group-policy) #user-authentication-idle-timeout 45

TA RV EALT Y MEEHIERTDICIE, Z0a~r Fon BEXEAHNLES, o4
arEHATLE MDOINN—TF R =T A RV ZAL LT Mﬁ;’i’?ﬂlﬁif‘é“i?‘o
TARKVEALLT T MEZMA LZ2WE 9125121, none ¥—V— REIEE
user-authentication-idle-timeout =~ K&Z A/ L4, ZDa<wr Nk y, 77/1’ f\/l/ 2 A
AT T MCXIUERRESNE T, XIIUMEZRETHE, T4 RV ZA LT T MBNESR I,
TN NERFERESINTZIN—T R =N —HFBFED T A RV XA LT 0 MR
kSN2 720 £,

(¥)  showuauth =~ F~DIFETRINDT A KV ZA LT T ME, HIT Cisco Easy
VPN UE—F T4 2D b RNV EBRELTIZ2—F DT A Ry 2 A LT 7 MEIZ
V) \i—g—O

WD~ Ru&fH LT, IP Phone Bypass #i% /€ L £,
ip-phone-bypass enable

IP Phone Bypass # i3 5L, "— KU =7 7747 NOBFRIZHDIP 74 3, 22—
AR B AR L CHHRE CE £, IPPhoneBypass &i T 74NV N TT 4 B—=T o T
9. ZHE VA BA R—T N> TS5 EIc 0Bl S ET,

GE) Fh, N7 T4 72 FORBIEERRT DX, 79472 FICMACT RLUA
bR ERETHILERH D £,

gEHIno7aL. =T Ry — s&U1—F ||
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B ko7 o570 roRRORE

ATvT6

IP Phone Bypass &7 « £ — 7 /LIZ 9 5 I21%, disable ¥ — 7 — K% AJj L %7, IPPhoneBypass
BEZFEITa 7 4 F 2 b—va UL HIRT IR, Zoavr Fon B E A LET,
ZOF T a ANk, BT A—TF KU =035 IP Phone Bypass Ofifi & {7k T & £,

WD a~r Raif LT, LEAP Bypass % & L £,
leap-bypass enable

LEAP Bypass |X. user-authentication 73 % — 7 /LI > TWAGEAICOABHAINET, =
Da<wr RIZEY, CiscoVATYLRATIZEARAL L N FNAZNED LEAP 237 v M
LEAPFEFEAMESL LT D, 22— PERAED S IZFRAE A EITTE 5 L 9127 W £9°, LEAPBypass
. T 74N TT A E—T s TET,

N=RU T 77T FDH%AITNDLEAP 22—V, mEARMERHY £, b xrib
THRY A N TNRA ZADH%AIZEH D RADIUS —NZ7 LT U Uy VERETH I ENTX
722 LEAP BilA r 2y — h TE EH A, F/XW%ET&VT//kw%%ET%
ZRWHE, BRRy PU—7 TREES N TR WD TT, ZORBEEZ RIS 5720

LEAP /3 A /20X, fE@B] D= —WFFEFAEDEIIZ LEAP 734~ ~ (LEAP /N7 > RN2F) % I\ NS
VTR L, K&mﬂ%—n«@%ﬁam%mﬁfééio LET, Zhick-T, =—¥%
I, ER O —V AR T = E N TE E T,

LEAP Bypass £, KOG T CHEUNIHRE L £,

« secure-unit-authentication 285 4 ¥ —7 /LI o TWNWAZ L, AV HTIT 4T 2= b
m£@4z TNDEE. MR NVEMEH LU CTLEAP T NA ARG TE 5 X ) 1272 50
\Z. JELEAP (A#) T A AMN—RU =T 77472 baiRiET A0 ERH D 9,

user-authentication 28 X — 7 /L7 > TWH I &, A R—T I > T\t LEAP
Bypass 723 SV EH A,

HEAREREE DT 72 X IR A 2 M3, Cisco Discovery Protocol (CDP) % 517 L C\»% Cisco
Aironet Access Point T % Z &, PCONIC H— Rif, o7 7> RO®RGBTHLHENE
NEUR

1 -

WOHNE, FirstGroup & V9 £ RO 7 )V—"7" 7K U 3 —I|Z LEAP Bypass # #% €T 5 Hik&ER LT
WET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# user-authentication enable
hostname (config-group-policy) # leap-bypass enable

LEAP Bypass &7 « £ —7/LIZ T 5I21%, disable ¥— 7 — R4 AJJLE3, LEAP Bypass J&
MEFITar 74 F2b—a UPBHIRT 2I21E, Zoa~vr Fone BRE AT LET,
:@ﬁfyay%ﬁmﬁék\UMMWWw@@%%@7w~7£Uv~w%%%f%i¢o

B 2570740 GL—TFTRIo— BLUaI—H



| #&rnorq0, Y—
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AnyConnect Secure Mobility Client D V)L — 7 K1) S — B DR E .

AnyConnect Secure Mobility Client $###t DV )L— T R O —BHDERTE

ATy T

ATy T2

ATvT3

ATvT4
ATy TH

AnyConnect VPN Client ##5¢(2773° & 912, AnyConnect 7 7 A 7 > Mk 2 A F—7 /LI L=
%%, ZV—7 R Y > —® AnyConnect e % A X — 7 )V E T IIMAICTEE T, FA—7 R
U —webvpn 27 4 X2 b—T 3y T— NCROFIREZETLET,

FIE

TN—7HRY —webvpn 2> 7 A X2 b—T a3 ET— RERHBLET, KRIZHZRLET,

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn

TV RARA Y F a2 E2—# ET AnyConnect 7 7 A 7 b DKM A A N—VET 4
T —7 2T HIZIE, none ¥— 7 — K& F57E L T anyconnect keep-installer =~ > K& L &
T WITHIZRLET,

hostname (config-group-webvpn) # anyconnect keep-installer none
hostname (config-group-webvpn) #

TI7ANNTIEH, 7747 2 FOKEE A VA M—VFIA X —T Mo TWET, 774
72 RMX. AnyConnect v v a VO TEHIZZY RARA V MIA VA M= ENTFEFITR
U i—a—o

7 N—"7" R 2 —® AnyConnect SSL Btk i C HTTP 7 — & O[EAfi & A 1 — 7 /M HIT

I%. anyconnectssl compression 2~ > RZ AN LET, T 74/~ TiL, EffEiInone (71—
T) ICEESINTWET, JEMEE A *—7 M T DI, deflate F—7— R&FH L E T,
WITH &R L ET,

hostname (config-group-webvpn) # anyconnect compression deflate
hostname (config-group-webvpn) #

7y FETREORE

T A ANEERRDT A RIARBEMERF T 2R 2 HIIRT 56T, e 7747 U4 —
v, ETZIENAT 7731 Af&H O AnyConnect #fii A BV £ FICTH 2 LN TEET, 2k
TOE, R LTHF—T7 747 Avb—VOREZRELET,

anyconnect ssl keepalive command:

anyconnect ssl keepalive {none | seconds}

Fio, =TT IATEHRET DL, UE— b =—% 0 Microsoft Outlook F 721 Microsoft
Internet Explorer 72 DY oy hR_X—=X TSV r—a % T 7T 4 TIZFATL TR WGE
T%. AnyConnect 7 74 7 > MIGIWiE L OHER INLET A,

WOFITIL, AnyConnect 7 7 A T > "NRX—TFT T4 7 A vt —T% 3008 (54y) OHE
THRETELEIICEF2 VT4 TTIAT U RAERELET,

gEHIno7aL. =T Ry — s&U1—F ||
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BHEIOT7AN, FL—TRYL— B&va2—¥ |

. AnyConnect Secure Mobility Client 8D 7 )L— 7 K1 O —BHEDFHRTE

ATvT6

ATy 17

hostname (config-group-webvpn) # anyconnect ssl keepalive 300
hostname (config-group-webvpn) #

AnyConnect 7 7 A4 7 F3SSLE v a U THF—ZHAEKTE D X 92T 5I21E, anyconnect
sslrekey 2~ > R&EMEHLET,

anyconnect ssl rekey {method {ssl | new-tunnel} | time minutes | none} }
T 74N FTIE, F—HAERIET 4 =T TR o TV T,

method % new-tunnel (Zf§ET 5 &, SSL F—DFAERKHIZ AnyConnect 7 7 A 7 > R A3HT LW

RNV ERESET D 2 L DMRE SIVE T, method & none (ZFRET D & F—HAERITT  E—
TINCTR ) E£F, method & ssl ICFRIET H &\ SSL OFFAR T LT — 3 3 AL — FAERPICAT
DIVET, method ZFEET HROVIC, By a OGNS F—FHEKITHOILD E TODIRE
12 1~10080 (1:8[H]) O TIHETE £,

OB TIE, F—FEAERTIZ AnyConnect 7 7 A 7 "B SSL E BRI = — 5 L) IZf%
EL, F—HAERNE Y a VBIED 30 SHICRETE L OICREL TVET,

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30
hostname (config-group-webvpn) #

IIA4T b Ta ban S RREREEEHT AL, ASARIPVe N T 7 4 v 7T ETHEIL
TW5 E&ED AnyConnect 7 74 72 MZXDIPvd 8T 7 4 v 7 OFEFIEL, IPvA T 7 1w
JIEFETHMLTNWAELEEZDIPV6 N T 7 4 vV OB HEZHRETDHIENTEET,

AnyConnect 7 7 A 7 > MY ASA IZ VPN #fii 4% & &2, ASA 1L IPv4 & IPv6 O — £ 7213
WO T R A%EY Y TE9d, ASA 2% AnyConnect #5#%¢(Z IPv4 7 KL A £ 721L IPv6 7 R L
AT EEID Y TRGAIZ, ASARNIPT RLAZEID Y TRy NU—2 NI 74>
JIZHOWTC, 2747 M 7B Fal A A NRAZL>TEDOIN I 74 v I Ny 7 E3/5
. FTITASAZNRARALTI TAT Y b OEEELR L, 2F0 [T TF 2 K
ELTCORBEFATOINERETEDEIITRY E L,

7o 21, IPv4 7 R L ADF AnyConnect #EEIZEI D Y THAL, =2 RARA VBT 27T /1 R
2o ENTNWEERELTLIEEY, ZOx2 RRA 2 MR IPV6 7 KL A~DB|FEZ R Ix
TelEIZ, 7T7AT Y b NANR T a Fa RN T 4 E—T VOEEIE, IPv6 N T T 4
IR Ry PENETN, 7I3A4T 2 AL N2 Fa harig x—7 Lo8E1%, IPve ~
T4 0TI TAT MBI YT FTHRARELTHEESINET,

SSL #25t Cid 72 < IPsec b RAVEHESL L CWAIEAIE. 774 T2 N TIPve Ao T
WADRE I DN ASAIZIRA ENR W2, ASAIXEIZ T A4 T > b3S XA 7 ha/LiRiE
AT vvafur LET,

client-bypass-protocol =~ > REMH LT, 7747 b NA R TFa haligs A r—7
NWERFT A =TV LET, 22 FEUIRO LB D TT,
client-bypass-protocol {enable | disable}

WIWZ, 7IAT 2 b XA RR T balikf x2—7 T 560%2RLET,
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TRy — BL¥A—Y
AnyConnect Secure Mobility Client D V)L — 7 K1) S — B DR E .

hostname (config-group-policy) # client-bypass-protocol enable
hostname (config-group-policy) #

WIZ, 74T b XA RA T harzcsA—71zd 502 RrLET,

hostname (config-group-policy) # client-bypass-protocol disable
hostname (config-group-policy) #

WIZ, A3 —=TNVEFRIIT A= NI TWDEITTAT v s XA Fa ha)LVREL
HIFRT 202 R~RLET,

hostname (config-group-policy)# no client-bypass-protocol enable
hostname (config-group-policy) #

ASARIZE — R NNT U T aRELELGAIL. VPN v v a COFMNIZER &b ASA
IP7 RUAEFRRT 2722, ASADFQDN ZHELET, ZOREIT, SEIERIP T2
haroxry NO—IBO7 74T s v—I 0752 R— 192592 TEETT (IPv4 H»
51IPv6 72 &)

AnyConnect 7’12 7 7 A )LiZd 5 ASAFQDN Zffi [l L Tr— I 7 1%IZ ASAIP 7 R L A& B
BT LixTEERA, TRVAPRR—RARZ U7 U FUADIELWT AL A (Fv
RIVISENSLENNTND T AL R) E—HLBRWEERH Y £,

TNA ADFQDNINY A T > MIEESNRWEE, 7747 > b, LT b 2 RV
SNENTWASIP T RLA~OFEERZRAET, B bH P 71 h=v (IPvd 725 IPve) D
Fy NU—7for—3 7% %R — 521X, AnyConnect |L, b > R/VOFMESLIZHE
THASAT RLAZRETEDHEHIC, B—3 0 FHIZT /3A A2 FQDN DA RifRIZ1T 5 4
RHVET, 77472 M, IR TICT 2 7 7 A VICIFET % ASAFQDN Z i L
F9, kot Y va VB T, FERARERESIEEIC, ASAILE T v &l

(7=, IN—7 R —TEHENRE L) T/54 AFQDN Zf#H L 9, FQDN 3%
EINTWARWES . ASA E. [Device Setup] > [Device Name/Password and Domain Name] D 7%
EWNENDT /3 A FQDN ZHifF (BL W/ 747 MIEE) LET,

TNA AFQDN N ASAIZ L o T v v a2 ENTWRWEGEA, 79472 ME, £4251p 7 n
fardOxry hU—I Mo —I 0 J%ICVPN Yy v a VAL T £H A,

gateway-fqdn =~ > RZ{EfH L C, ASADFQDNZRELFT, a~r FEXIKRDOEBY T
ﬁ—o

gateway-fqdn { value FODN Name | none} % 7213 no gateway-fqdn
&IZ, ASA @ FQDN % ASAName.example.cisco.com & L CEFRT DB %~ L ET,

hostname (config-group-policy) # gateway-fqdn value ASAName.example.cisco.com
hostname (config-group-policy) #

WIZ, TN—T" R T —n 5 ASA D FQDN #HIbrT 262~ LET, Z—7 R T —Ii%,
FI ANV TN—T R =D ZOMEMEALET,

gEHIno7aL. =T Ry — s&U1—F ||
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B o7y s—nEromE

hostname (config-group-policy) # no gateway-fgdn
hostname (config-group-policy) #

WIZ, FQDN 22D & L CEFHET DB %~ L E7, hostname =< K X N domain-name =
<~V REMALCRESNTEZ 2 — UL FQDN MEA S Ed (A TEEREA) .

hostname (config-group-policy)# gateway-fqdn none
hostname (config-group-policy) #

NV Ty T H—N\EBHEOERTE

\}

Ny TP —n"EBZELET WEHTL2TERHLEE) o Psec /Xy 7T v 7 —_3%
fETHLE, VPNZ AT MET T4~V ASA BWMEFARA OBE S Rt Mo 5
ZENTEET, Ror 7 v P—NERWET HE, ASAIL, IPsec F U RNV EFELT H & &
W27 7A T MY =R UVRANEELET, 7747 M EERITT T4~ ASA LTy
IT T HP—=NERELRVREY, Ny 77 v 7 b= NIFELERA,

N 0T o =L, 77947 M EERITTT7 14~ ASA FIZERE L E9, ASA kiZ
Ry IT 9T F=RERET DL, Ny I T 9T P=NRY =BT N—FNDI TAT
MFyvad&h, 2947 M EDORy 2T H—R U2 GRESNTWSHIES) 2
BEHDOY £4,

GE)

KA NG EMERT25E681Z. Ny 27T v 7 DNS B —_"BILONNy 77 v 7 WINS H— 3%
7A=Y DNS H—R_EBILORTTFTA4~U WINS r— L iZRloxry hU—27 BICREET D Z
CEHELEST, Zokolclinwt, N—FRUxT IF5A T M OERDTTAT MR
DHCP /" L C/N— KT =7 7 FA 7 ;)5 DNS 1H#E L O WINS 1H#R &2 BEG L T 58
Gy TTA7) =N OFEEN KDL, Ny T v T Y — T E e 5 DNS 1 & WINS F
WHRHDHE, DHCP U —ARHIRYINIC 2D FE T 947 hedHicae< R0 ET, £
7oy A MBEMEHL CTODEAIZDNS — "0\ AR /25 & KIEZREBEN AT D
BEARDHY 7,

Ny I Ty TP —=NEeRETDHUX, V=T RK)—arT74F¥alb—aEF—RT
backup-servers 2~ K& A LET,

hostname (config-group-policy) # backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}

Ny I T T F—=NEHRTDICE, Ny 7T v 7 —NEEELTIOa~ L RO no B
Z NS L £, backup-servers BIEAEFEI T 7 4 X2 b — g U BHIER L. backup-servers
DIEZMD 7 V—T R 2 —in bR TE 5 L 9123213, siBEHEEFIczoa~v s R
D no EAE AT LET,

hostname (config-group-policy) # no backup-servers [serverl server2... serverlQ |
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vy kD=5 7RIvvavavra—L 5 i—20EE [

clear-client-config | keep-client-config]

clear-client-config ¥ — 7V — RiX, 7 74T N TRy I T o7 h—N"EMH LN & &2
ELET, ASAIL, XNADOYF—N UV 2T v o LET,

keep-client-config *— 7 — NiX, ASANNy 7 7 v 7 = FRE 7 T4 T MIEE LR
WZEERELET, 77947 MIL MEBEONRNy 77 v T =" U A MM LET @
EESNTWDHER) . JIUTT 74V M TT,

serverl server 2.... serverl0 /X7 A —X% U A MNE, 7T A~V D ASA WEAARTDEAEIZ VPN
24T IPMERT =" T TA AV T ANAICARN=ATXY) 72 A R TY, ZDY
APMZIE, =T IPT FLAERLFARA M THEELET, 20U X ORI 500 3XF
FTT, A TEH N IRRKI10EETTT,

WOFIE, FirstGroup & W I ARID T N—T" R 2 —{Z, IPT7 KL A5310.10.10.1 & 192.168.10.14
THHINRN I T v b —NERETHHEERLTWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # backup-servers 10.10.10.1 192.168.10.14

2y RID—4 PRIy 3y arvbra—J)LINSA—SDHTE

ATy T

COWETHBAT LN —TRY T —NAC o= R, T XTF 74V hOERH Y £,
EIY L THLMEREEZRE, ZHODONRTA—=ZDT 7 4 )b MEIFEFE LN TL &N,

ASA L., YEIEFRFEZ v k2L (EAP) overUDP (EAPoUDP) DA vt —UZHHL T, UE—
N ARANDODRAF ¥ ZHERLET, RAFYRHFETIE, VE— M KA MIEXY NU—2 T
TARY —FENY Y THENT, TDORA DB EXR2 YT 4 DUBEREEWZ L TNDENE D
PRFHARONET, X2V T4 TTFIA TV ATHRYy NU—7 T Ry ary arybo—
LERRET HETIC, NAC HIZ Access Control Server 3% E L TR LERH VY 17,

Access Control Server (X, AT LDE=X Y 7 LKR—FDIEKR, T3y 7, B X
TSN RERTRATF ¥ b—2 2 (ACS TREFRRIXTH) 2kX=2V7 4 777
AT RZE T a— RRLET, KRR ATF ¥ h—2 1%, Healthy, Checkup, Quarantine,
Infected, F72/ZUnknown T%, RAF ¥ IRILEE T2 T4 7 > M LOBFENKEDD &, ACS
Ty a o7 7 8A R v—%tXa VT4 7T IAT U RAIF T a—RLET,

FTIFNTIDITN—T R —FHIREIN—T R —DFRy bT—7 T RI v g
gy ha— L ERETLHICE, ROFEEZETLET,

FIE

(ER) AT 4R 72— A~—DHRZHRELET, EX2DT7 4 77747 A
1. RAF Y BANPER L KDY, 2T =2 A7) —DIEEEZ TR A - NS, AT —#
AJ Y —DEA v —FBEEET, 2O ~—DOHIRPYIND L, KA NDKEZAF ¥ D
EREZR~L7 2 — (AT —=F 272 —) BFITENET, ¥4 ~—OHIR%Z 30 ~ 1800
OBETAN LET, T 74/ FOKEIL 300 T,

gEHIno7aL. =T Ry — s&U1—F ||
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B < ro—v7rzvsavavro—nSx—sn%E

ATy T2

Ry NU—Z 7 RIviararyte—Anky g T, RAF Y RIEDMER L &P |
RAF XY DEFEEFTRDZRO 7 =) —BRITENDETOMBEREET HIiE, Zv—7KRY
V= a7 4 X2 b— 3 F— KT nac-sq-period =~ FEHL 7,

hostname (config-group-policy) # nac-sg-period seconds
hostname (config-group-policy) #

FIZFINMDITN—T R =B AT—H A I — F A ~<—DEEMET DIT1E, fkK
ORI N —F R —IZT7 7 EALT, ZOa~vy ROon BREHEHLFET,

hostname (config-group-policy)# NO nac-sq-period [seconds]
hostname (config-group-policy

RIZ, AT =2 A 72— ZA~—0Dfl% 1800 ITEE T L2 R LET,

hostname (config-group-policy) # nac-sqg-period 1800
hostname (config-group-policy) #

ROFITIEX, 77NV TN—=T R =D AT —FA 72— Z A ~v—DEZHFAL T
b\i‘é—o

hostname (config-group-policy)# no nac-sq-period
hostname (config-group-policy) #

(L) NAC OFREEOHIMAEHZELE T, BEX 2 VT4 T34 T v AL, BAF ¥ il
ﬁﬁ%&<%bét N2, HRRGEY A ~— &S YT, 20X A~ —BHIRUINIZR D
. ROBEEMDORATF Y RIEN NV T—SNFET, EX2 VT4 T T4 T AR, FE
Tkﬂbﬁﬁffx?%%ﬁﬁﬁbiﬁoTx%kﬁﬁitiﬁ@£$_77tx:/km—
w#—ﬂﬂﬁmféﬁwﬁu\f7¢w%®7w—7f)y~ﬁﬁ%’ﬁwi¢ RAF ¥
FRRAE T AW AERE AT LET, #FPHIE 300 ~ 86400 F T4, T 7 /b b DR IEIT 36000
T,

Fy hU—=27 7T RIvyvararha—nokyyary TRAF Y ZWRAET 5 MEE2EET
L2, I—F RYv— a7 4 X2 L—3 g F— KT nacreval-period =~ > K%
ALET,

hostname (config-group-policy)# nac-reval-period seconds
hostname (config-group-policy) #

HRGEZ A ~—DEET 7 4V ks Z—7 KU = bk 4 5121%, & TONREE 7 L—
TRV —IZT I/ EALT, ZOa~vy ROone BRAFHLET,

hostname (config-group-policy)# NO nac-reval-period [seconds]
hostname (config-group-policy) #

WIZ, BREEY A ~—% 86400 FMICEE T B4 2R LE7,

hostname (config-group-policy)# nac-reval-period 86400

EHEJOoI274L, JIL—FKRY>—, B&Lva1—¥
.lE.l
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ATvT3

Y RIT—Y FRFIvI3>arbA—ILNNSA—2DERTE .

hostname (config-group-policy)

WO T, TTHN DT N—T R o —NEFMAEZ A ~—DfEZ & L TWET,

hostname (config-group-policy) # no nac-reval-period
hostname (config-group-policy) #

(&) NACHITZ 74V MACLEZRELET, ¥X2 VT4 T I7AT AL, RAF ¥
ERGETE 2WEEIC, BIRS A2 ACL ICEEMITF N TV D EFXF 2T ¢ RY v —%iH
L£7, none £7- :I}TLEE ACLZHETLEYd, T 7 4/V % Tldnone Td, none (ZFRTET D
L EF VT4 TTIATURIE, RAF Y ZREETERDP ST EZICT T4V FD T L—
TR —E#EHALET,

RAF ¥ ERAECE R o2 Fy VU —7 T RIvvaryaryrao— Ly arO7 7%
JV R ACL & LT EILD ACL #48ETHI20E, FNV—T RV v—ar 74 Fal— 3
o &— R T nac-default-acl =~ RZHEHL F9,

hostname (config-group-policy) # nac-default-acl {acl-name | none}
hostname (config-group-policy) #

TI7XNNDOTN—T R = ACL ZkA T 5121k, MK TTOREIN—T R o—|Z
TIZEALT, Z0a<vr Ko n EREHEHLET,

hostname (config-group-policy) # NO nac-default-acl [acl-name | none]
hostname (config-group-policy) #

IOy ROBRIIROLEEBY TT,

e acl-name : aaa-serverhost 2~ R&{HH L TASAICREINTWD, NRAF v 2 MiET
DY NI N =T DARFERE L LT, ZOAAENL, D2~ RITHE S/ server-tag
BRI T HXLENLY F,

enone : T 7 AN K TN —TF RY T —ED ACL DA ET 4 E—7 12 L., NAC v
g UV TCRAF Y RFAEN TER o2 ZITACL 2 L ER A,

NACIEIT 7 #/V FTTF 4 B—=T I R-oTWNAE720, ASAZBETAVPN T 7 1 v 7 1%
NAC 3 X —T NI B FE T, NACT 7 4V s D ACL OEEITZ T EH A,

WOFITIL, RAF ¥ ZHFFTERNo7- L X1T, acl-l LW ) ACL ZEHT5 X2 ICHREL
TWET,

hostname (config-group-policy) # nac-default-acl acl-1
hostname (config-group-policy) #

WOFITIX, T74 8 Z—F R Y —26 ACL & L TWET,

hostname (config-group-policy) # no nac-default-acl
hostname (config-group-policy) #

gEHIno7aL. =T Ry — s&U1—F ||
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B < ro—v7rzvsavavro—nSx—sn%E

ATvT4

WOFITIE, T4V N ITNA—TRY =MD ACLOMAZT 1 E—7 2L, NACE v
TV TRAF ¥ ERIETER -T2 ZICACL WA LEH A,

hostname (config-group-policy) # nac-default-acl none
hostname (config-group-policy) #

VPN O NAC ®BREHE L ET, 7 74/ b TIE, A@FRY X MIZEIZh>TWET, 74 L¥
BEYEDT 7 4V MElT none T, RATFT ¥ RFEEZGRT DY E— b KA MDA L —T 1
T AT A (BXOWACL) Z 212 vpn-nac-exempt 2~ > K& 1 [H A LET,

RAF XYWL R T 2V E— a3 Ba—2DF A 7DY A Mz b ZBINT 51203,
TN—TRY)v—ar7 4Fz2l— 3 F— FTvpn-nac-exempt 2~ > RZfEH L £,

hostname (config-group-policy) # vpn-nac-exempt os "os name" [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

WEEZT 4 B—T L, T RTORA FERAF ¥ BGEOXRIZT 5121, vpn-nac-exempt
DT %A none ¥—U— RKEZ AN LET,

hostname (config-group-policy) # vpn-nac-exempt none
hostname (config-group-policy) #

R A RO N RHIRT AL, Z2oa<vwy Rone FEREHEA L, YR+ 5421 —
T4 T VAT A (BXOACL) 2fFELET,

hostname (config-group-policy)# NO vpn-nac-exempt [os "os name"] [filter {acl-name
none}] [disable]
hostname (config-group-policy) #

ZDOTN—T R —IZBEEMT 5TV AEERY X MZh D MY RHIBRL, T 7 4 b
N ZN—TF R —DREY A NEMHATHIE, F—U—FEEEETICIDavr R
no X ZMHHL 9,

hostname (config-group-policy) # NO vpn-nac-exempt
hostname (config-group-policy) #

ZOa~vy ROMIEFITRO LB T,
e acl-name : ASA D27 4 X a2 bL—3 3 VIZIFEET D ACL D4 H,
o disable : FefRV X x> b ZHIBRESICT o B—T M LET,

efilter : (7T ay) aLa—EFOFX—FT 47 VAT LAOELFIN—F L L X
WChNT T 4w 75T 4 NE ) T 57D ACL A L £,
enone : =D F—1T— K% ypn-nac-exempt N3 & AHIZAT LA, AR T 1« &—

TN D, TRTDORA MNRAF Y BIEONRIZR0 £, ZOF—U— K% filter
DFHBAICATILIEGAIT, = FUTACLZHELARWI 2R LET,

B 2570740 GL—TFTRIo— BLUaI—H
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ATy T5

WN5SA7o k774791 —n Ky o—nEE [

cO0S : ANV —FT 4 T VAT DERAF Y BIE DR L £,
cosname : XL —T 4 LT VAT ADLHITT, AHIIAR—=ANEGEENTWVWEEAIC
OHBIHBENRVLETT (7= & 2 1E "Windows XP") .

WOFITIE, MANT =TS, TRTORA FBRAF ¥ REEORRIZINE T,

hostname (config-group-policy)# no vpn-nac-exempt none
hostname (config-group-policy)

WIZ, RV A "3 _XRToO= MY ZHIBRT 56127~ L ET,

hostname (config-group-policy) # no vpn-nac-exempt
hostname (config-group-policy)

WDa< REANLT, Fy b= T KIvvararyba— i 32—7NVEHET 4
=7 LET,

hostname (config-group-policy) # nac {enable | disable}
hostname (config-group-policy) #

T 7 XN TN—F R =05 NAC OFREZMAT 5121, METTORBEITL—T7 KR
TV BALT, Z0avwy ROono IBRAEFHLET,

hostname (config-group-policy)# no nac [enable | disable]
hostname (config-group-policy) #

FT7 )V R TlL, NACIZT 4 B—7 i > TCWWET, NAC A Rx—7 izt 5e, UE—
T BRATRAF Y REEDMLEIZR D ET, VE—F 20 EPa—2DORAF ¥ NIELNT
RS INLD L, ACSYH— NN ASA THEAT LT 78 A R v—%2 Xy ra—RLET,
NACIZ, 774V hTIET 4 B—T (72> TWET,

Access Control Server (4% NV —7 FICEETAHZVERH Y £,

WOFITIE, FN—7 KR =2 LTNAC A4 X —7 /W LET,

hostname (config-group-policy) # nac enable
hostname (config-group-policy) #

VPN SAT7o M D7AT794—IL R —DKRTE

Tr7AT A —ME, T—FDOEFT Y NEREAAT Y NeZnEThUmE LT, X7y b
T 7 AT UA—/VIBREHFT 0, £y bae Ruy T30 8 nERETH L
WXV, avEa—FEAf 0 F—y "L TRELES, 7747 U+ —ME, 7
N—7DYVE—F 2—FRATY v N hoRY T ERELTWDLEA, EX=2V 7 1 0Mm
a6 LET, TOBA. 77 AT UF—AN, A F—F%y hEFITa—FDr—h L

gEHIno7aL. =T Ry — s&U1—F ||
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B vnoscrororaror—n Ry v —omE

LAN Z#BHT AR ERFAN S Z—FDa L Pa—F 2 R#E L, OWTIeELRY hU—2 %
R#ELET, VPNZ FA4 T M2 L TASAICHE R L TWD U E—F —W T, @7
T AT UF—IL T a U BEINTCEET,

TN—T R —a3r7 4Fal— 3 F— KTclient-firewall 2~ > K& LT, ASA
MNIKE > pL 323 m—3 a3 VHIZVPNY A4 7 2 MCEUE T =Y TV T 74T 74—
NIRRT —%RBELET, 77AT7 V4= R —%HIRT212E. Z0a~<r KOne g
XE AN LET,

TRTOT 7 AT UA—/NHRY —%HIRT2HI20%, 518% F5E 712 no client-firewall =2~
VREANLET, Zoa<r RiZkY, none ¥ —VU— FEIETE L T client-firewall 2~ > K
EANUTER LTEX VAR Y —RmHEZEN b EH T, REBFHADTXTOT 7 AT Ut —
VAR —DEIRE N E T,

Tr7AT U=V R =325 s, 2—=PFET 7+ FERTEOMD T V—T R
VWITHHEST D 7 7 AT U — AR Y =K LET, 2= YR IDROIRT AT U —
VAR Y =K LN D29 DITIE. none F— T — RZ&FEE L T client-firewall =~ >
KE AN LET,

[Client Firewall] % 7 @ [Add or Edit Group Policy] # A 7 v 77K v 7 A Cik, BMEITAEET
HIN—T R LTCVPN I IA TV hDT 7 AT U4 — VX EEBETEET,

GE)

INEDT AT U —VEREA A TE 5 DL, Microsoft Windows % 3179 % VPN 7 T A
T REGTY, BIE, N—FU =T 7747 MERIEM (Windows LIS YT U=
T IIAT L RTIE, IO TEERA,

DTV ATE, VE—F2—FDOPC LIZ/NN—YF NV T 7 AT T 5 —IViIdA A F—)b
ESNTWVWET, VPNZIA T MEI, a—IV 77 AT U+ — /L TCEHRZRINTNWDE T 74T
UA—NARY—FEHAL, ZOT7 7 AT A —ANFETINTWNWD I L EMHRT H-DOITTE
=X LET, 77AT U NVOEITHEIETSHE, VPN Y T4 7 I ASA ~DOHFEE N
0y 7 LET (ZO7 7 AT U —/ViliH A =X L% AreYouThere (AYT) EFRINET,
VPN 7 74 7 > EDBEMIIIZ Tare you there?] A vt —VHEETHILICL-TTZ 747
AT AT ENLTT, IWENRINRWGA, VPNZ AT M, 7747 U4 —
JVIRE T L LT2T28 ASA ~DFEFGENE T L7- L3 LET) . *y hU—2EHER LD
DPCT77ATUA—NVEMAICRET D5ELHY ETH, ZOHFEALEHRTLIEZ, =—VF
IEEHOREE AT ~A A TEET,

H2DTF U FTIE, VPNZ FA T2 RPCO/SN—YF )L T 7 AT 74— )L IRt > »
AT A VRY o —%EHATHIERBNRSINDZ N E9, —BREE LTEL, A
Ty b RV T EERALTCIN—TDY = FPC~DA L H—Fy N N T T 4T %
Tay T HIERFETFONET, TOHEX FUORADBHLINTOWDLE, A X —F
MEEDORANS PC ZR#T 50T, TRIVA MOERESNET, ZOT7 74T U4 —LD
VU AL, vy a AR Y —F 721 Central Protection Policy (CPP) L FEEILE T, ASA T
X, VPNZ A4 7 U MCHEHTH N7 74 v 7EHL—LOE Y FEERL, ZILbDL—b
7 ANVEICBEEMNT T, EOTANEET AT U= AR =L LTHELE T, ASA
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AnyConnect 7 5472 b T7 AT 04 —IL R S—DEHE .

TZDORY =% VPN I I A4 T FETEELET, TDH%, VPN T4 T2 MIKRY v —
Ea—N T7ATUOF—NMEL, TZTRI —NEHINET,

AnyConnect 7 S A7 b 74T 04—IL R —DERTE

ATy T

ATy T2

ATvT3

ATy T4

AnyConnect 7 A T > v DT 7 A4 T 7 5 —/L L—/L Tk, IPvABLOIPV6 DT KL A ZIEE
TEET,

IR BHHIIZ
IPv6 7 RLUANRESINTZHAET 78 A —VEER LET,

FIE

webvpn Z L —7 R — a7 4 Fal—v gy T— REBBLET,
webvpn

1

hostname (config) # group-policy ac-client-group attributes
hostname (config-group-policy) # webvpn

TIANR—RNEIANT Y 7 Xy NT—Z — DT 7R ay ha—yL —LEEEL
Ft, T7ITAR—F Ry FT—=T L= N, JITA T FOVPNIEMET E T Z 4 H—T =
A AZHEHASNDNV—LTT,

anyconnect firewall-rule client-interface {private | public} value /RuleName]

hostname (config-group-webvpn) # anyconnect firewall-rule client-interface private value
ClientFWRule

TN—T" RV —DTN—T R —@fL webvpn RNV > —@EMHEEZ R R L ET,
show runn group-policy [value]

1 -

hostname (config-group-webvpn) # show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes
webvpn
anyconnect firewall-rule client-interface private value ClientFWRule

TIGAR—K Xy NT—T V= VINE T FTAT N 77T U4 —L b— LIRS E
j—o

no anyconnect firewall-rule client-interface private value [RuleName]

51

hostname (config-group-webvpn) # no anyconnect firewall-rule client-interface private value

gEHIno7aL. =T Ry — s&U1—F ||
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. Zone Labs Integrity Y —/ D A

hostname (config-group-webvpn) #

Zone Labs Integrity 5 —/ D {# FH

Z DIATIL Zone Labs Integrity —~ (Check Point Integrity % —/3& HIEIND) ITOW TR
B L. Zone Labs Integrity $—/3Z % 7R— 925 X 512 ASA X ET S FIHOFIZ R L £,
Integrity —/N%, VE—FPC ETEFX 2 VT 4 R —2HEBINIATT L7200 H Rk
BTEHRAT— g T9, UE— b PCQIntegrity — NI Lo THRESINTZEX =T 4 KR
=LA L WA, Integrity —/SEB L OVASA WME#ET DT T AN~ X FTU—T ~
DT 7B AENEZ HIVER A,

VPN A7 h Y7 by =T L Integrity 7 747~ Y7 ho=71%, VE—HFPC EIZ
HIZHEEEL TWET, ROFIETIE, VE—FPC EBEDTTAX—F Xy FT—TRIC
Ty va rEHELTHEEOY E— h PC, ASA, BE Wintegrity h—D7 7 v a v EFE LD
e 8

1. VPN 47 s Y7 =T (ntegrity 7 7A 7 b V7 houxT7 L[RELYE— b PC
WHEEE) 1. ASAWCEER L., ZNNREDH A TDT7 7 AT 05—V 7734 T 2 hThHD
ME ASA I BHHEFET,

2. ASATUIAT U N T7AT UA—NDEATNERIND &, ASA )5 Integrity 7 7
A 7 ¥ MZ Integrity — DT R L AFRNPIE I ET,

3. ASAIE7 X L L TEMEL, Integrity 7 7 A 7 > M Integrity H—73 & OHIPRAT & Bt
ZRESL U E T, MRS 45T, Integrity 7 7 A 7 b & Integrity ¥—/ D721 TN
EhET,

4. Integrity ¥ — N3, Integrity 7 74 7 > FBFEESNTcEF 2 VT 1 RY T —ITHERLL T
WHNE I NERFELET, Integrity 7 74 72 bR EX2 U T 4 AU —ITHERLL TWH
D6, Integrity —/3005 ASA X LC, #e 2BV CERIOEM A 7 74 7 2 MR
2 Lo lRSnE T,

5. UE—hKPCTIL, VPN Z T4 7 kD Integrity 7 7 4 7 > MR OFEMNIE i,
WY —DFEMPIZIZHICERMIND Z &, £z, Integrity 7 7 A 7 BT T A4 X— |
Xy NT—=J R TEDL ZEDNAMBEINET,

6. VPN TENLT D & Integrity — X, 7 74T b —FE— b Ay b=V %
L Integrity 7 7 A 7 > FOIRRED T =X &7 £,

GE)

A=W A H—T 2 APRKKRSOD Integrity br— D37 4 Falb—vaaEhR—FL
TWAHHETH, BIEDY U —AD ASA 13— |2 AR — b3 2% Integrity — M 1 DT,
T 7T 4 773 Integrity V— N IZREE R FEAE LA, ASA B2 Integrity Y — NEERE L
ThH, VPNZ IA4 T 'y v a v EFHERSLLET,

B 2570740 GL—TFTRIo— BLUaI—H
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ATy T2

ATvT3

ATvT4

ATvTH

ATvT6

TRYO—, KUY
Zone Labs Integrity Y—/ D .

Integrity h— NZFXET HITIL, ROTFIREZFETLET,

FIE

IP 7 KL% 10.0.0.5 2 L T Integrity V— & E L £,

zonelabs-Integrity server-address {hostnamel | ip-addressl}

51

hostname (config) # zonelabs-Integrity server-address 10.0.0.5

A= 1300 ZFEELET (F 744 b A= ML 5054 TT)

zonelabs-integrity port port-number

1 -

hostname (config) # zonelabs-integrity port 300

Integrity Y—/N& OBE NI A F —T = A AZfRELET,

zonelabs-integrity interface interface

1

hostname (config) # zonelabs-integrity interface inside

Integrity " — NIEENHDHZ EEEHES L TVPN 7 74 7 MMERIZ U DRI, ASANT

T4 T ETNTA L 34 Integrity — 3006 DIEE % 12 BEFFO L I LET,

(E)  ASA & Integrity — SO O CIEENFBE LG, = —7 74 X VPN R
Integrity " — SOEFIZ L > THIr S 2N E 512, 774V N TVPNZ Z 47 b
Pt IXBAV 2 £/ £9, 7275 L. ZoneLabs Integrity —/NMZEEDS R AE LT-8
B, MBS U T VPN BRI AL D Z &M TEET,

zonelabs-integrity fail-timeout timeout

1 -

hostname (config) # zonelabs-integrity fail-timeout 12

ASA & Zone Labs Integrity % —/3 & OEHGIZIEE N FEE LGB VPN 7 T4 7 b L O
PHACD LS, ASA ZRELET,
zonelabs-integrity fail-close

1 -

hostname (config) # zonelabs-integrity fail-close

RIEZINTZ VPN 7 74T > MMEGOEEFEIREEEZT 7 4V MR LT, 774 7 > M
WiEFIIRhDd Lo LET,

zonelabs-integrity fail-open

gEHIno7aL. =T Ry — s&U1—F ||
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. T7A4TF794+—ILI54F >k 241 FD Zone Lahs ~DK

ATy 17

ATvT8

1 :

hostname (config) # zonelabs-integrity fail-open

Integrity $—/32% ASA DR — bk 300 (57 4 /L MIAR— b 80) (%% L C, H—,3SSLFEH
FEUERT DL ELET,
zonelabs-integrity ssl-certificate-port cert-port-number

51

hostname (config) # zonelabs-integrity ssl-certificate-port 300

Y — 30 SSLAEHI E NN EIZFRRE S LD, Integrity H—/ D2 F A 77> 1 SSLAEFI E N FRIES
No Lo ITHELET,

zonelabs-integrity ssl-client-authentication {enable | disable}

51 -

hostname (config) # zonelabs-integrity ssl-client-authentication enable

T27AT794—ILOS5A4TF>2 kB4 TD Zone Labs ~DHTFE

FIE

ARV KRFERRETY a3 Y BH#Y

RARTFYT1NT7ATO4—)L 754 7T v XA 7 |client-firewall {opt | req} zonelabs-integrity
% Zone Labs Integrity % A 712 ET 5
X, Woa~sr e A LET,

i

hostname (config)# client-firewall req
zonelabs-integrity

RDBARY

FHEMIZOWTIE, VPNZ TA T b 77 AT 05—/ R —DORE 91 ~—2) 25
LTCLTEEE, 77 AT U4 —/LDHX A7) zonelabs-integrity D545, Integrity — M2 L -
TINHDORY —NRESINDTED, 774 T V4=V RY —%BETLHa~r R8T
EHSNEE A,
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DI3AT N T7ATOF—ILDINTG A —FDERTE

WDa< REASLT, @RI IA T N7 7 AT U= NDNRTA—FERELET,
Kawy RIZBRETEX A,V AX AT 1 DF T T4, #MicHonWTiI, VPN Z 51472 k
T7AT A= HRY —0DFE 91 3—) 2L TILEIN,

s Ciscohia7 7 AT 74—/

hostname (config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in acL acl-out acL

* Cisco Security Agent

hostname (config-group-policy) # client-firewall {opt | req} cisco-security-agent

s T AT U —NI2L

hostname (config-group-policy) # client-firewall none

cHABEL T 7 AT T4 —Ib

hostname (config-group-policy) # client-firewall {opt | reqg} custom vendor-id num
product-id num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

e Zone Labs 7 7 A 7 7 4 —/L

hostname (config-group-policy) # client-firewall {opt | req} zonelabs-integrity

A\

GC¥) T77A T U4 —I)VDHX A 7% zonelabs-integrity |2 T D555 1%, 5l
BAafEE LT3, RY ¥ —|%, Zone Labs Integrity % —
NIZE o THROBILET,

hostname (config-group-policy)# client-firewall {opt | req) zonelabs-zonealarm
policy ({(AYT | CPP acl-in ACL acl-out ACL}

hostname (config-group-policy) # client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | cpp
acl-in ACL acl-out ACL}

e Sygate Personal 7 7 A 7 U 4 —/b

hostname (config-group-policy) # client-firewall {opt | req} sygate-personal
hostname (config-group-policy) # client-firewall {opt | req} sygate-personal-pro

hostname (config-group-policy) # client-firewall {opt | req} sygate-security-agent

gEHIno7aL. =T Ry — s&U1—F ||
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» Network Ice, BlackIce 7 7 A4 7 U 4 —/b

hostname (config-group-policy) # client-fi

% 2:client-firewall AT > FOX—7— R ET#

BHEIOT7AN, FL—TRYL— B&va2—¥ |

rewall {opt | reqg} networkice-blackice

INTA—=H

B!

acl-in ACL

2IAT I BRERINT T 4y ZIHERTS
RN —ERELET,

acl-out ACL

IIAT MR EENT T 4 v 7T S
RY—afEELET,

AYT

JIFGAT L NPCOT 7 AT OF—L T 7Y
= a N7y AT U A= RY —%& A
BT EERELET, ASAIZT7 747

T A —ANETENTNDZ L 2R LET,
[Are You There?)] &9 HERA vE—UMRFK
IRENFET, IWENRWEAIE, ASAIZL -
ThrrAnglrahEd,

cisco-integrated

Cisco Integrated 7 7 A 7 U 4 —/L X A T %45
i’ L\ij—o

cisco-security-agent

Cisco Intrusion Prevention Security Agent 7 7 1

TOF—I AL TERTELET,

CPP

VPN AT b7 7 AT 75—V R
v —@ Y —A & LT Policy Pushed # 57 € L &
TO

custom

HARNT AT O F—NEATERELE
7,

description string

T AT T —LOHAE R LET,

networkice-blackice

Network ICE Black ICE 7 7 A 7 7 4 —/V X A
TERELET,

none

IIAT N T7AT T4 — /LR =)
WZ EERELET, 77 AT U=V R
VI XNVEERE LT, I AT U —Ib
RY—ZERLET, T 74V DT —
TR V—FIFRESNTWLS 7 V—T R
Y=o 77 AT U4 —/L R I —EfkK
LWk 9z L%,
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55470k 7922 L—LoEE |

opt FTar DT AT U —) B AT ERE
]\_/ i ‘a_‘o

product-id T AT VA= NVREERELET,

req MBI T 7 AT T4 — N EATERELET,

sygate-personal Sygate Personal 7 7 A 7 7 A —/V X A T 445
t’ l/ \i j—o

sygate-personal-pro Sygate Personal Pro 7 7 A 7 7 o — /L X A %
EELET,

sygate-security-agent Sygate Security Agent 7 7 A 7 U A —/)V XA T
ZHRELET,

vendor-id TrAT I — DR FE—EEELET,

zonelabs-integrity Zone Labs Integrity % —/N 7 7 4 7 7 4 —/)L ¥
AT EHREELET,

zonelabs-zonealarm Zone Labs Zone Alarm 7 7 A 7 U 4 —/L X A
TEREELET,

zonelabs-zonealarmorpro policy Zone Labs Zone Alarm £72(3 Pro 7 714 T
U A TERELET,

zonelabs-zonealarmpro policy Zone Labs Zone Alarm Pro 7 7 A 7V 4 —/L ¥
AT ERELET,

WKIZ, FirstGroup & WO A HTDZ /V—7 R Y 2 —|Z-2\ T, Cisco Intrusion Prevention Security
Agent ZWE LTI TAT N T AT U4 — VR —ZRET L0l ERLET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# client-firewall req cisco-security-agent
hostname (config-group-policy) #

=N o
FHER L—ILORE
TN—F R — 37 4 Fal— 3 F— T client-access-rule =~ > RAEFH LT,
ASA Z LT IPsec THETEDVE—RNT 7 BRA I ITA T MDEA T LN— g 2 2l
BFHL—NVEBRELET, ROTA K7 A (> TA—VEER L E T,
=V ETEFZLRWIEE, ASA T T _XTORR Y A T2 LET,
« I IGA TV RN THONL— T LRWEA . ASA TG IEAR LET, HEGL—
NEEFRT DIHEIE, FL—NL b1 DU EERTILERNDHY £3, FFrL— L EER
L7gne | ASA T R TCo#EmAIES LET,
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T NT =T IV TAT U NEN—RT=T 7747 DOELLTYH, A TENRN—T3
>I% show vpn-sessiondb remote THERINDOAK L ZERIC—H L TVWOLLERDH Y £7°,

FLFUIITANRAI—RTT, VANV RHI— REIELV— NV TEBEIADTLZENTEE
9, 72 & 21X, client-access rul 3 deny type * version 3.* T, N\— =3 3x DY 7 |k
VT HFTLTNDTRTCDI IFAT VN A THEET D, TIAF VT 430075
AT N T I7RANN—LAPMEKSNET,

1 ODTN—TF R =T OE KK 25 DL—VEERTE £,

« b=ty PARERITH LT 255 LFORIRAH Y £,

T TAT Y NDEATERBFNA=Vay (HDOWIEOMI)) ZEELRVT TA47 2 b
\ZIE, nfaZ A TEET,

= VEHIRTAI1IZ2iZ, Zoa~vr Fon B2 AN LET, Z0a<wr RNiE, koa~vy»
K& RZETT,

hostname (config-group-policy)# client-access-rule 1 deny type "Cisco VPN Client" version
4.0

FTRTONA—VEZHIERT AI21E. 518 Z2FE T 71T no client-access-rule command % A /) L %
T, ZHAUZXE Y, none ¥—7T— RZFEE L T client-access-rule =~ RZFITL TIEKR L=
XNV = A NHIUTENDEO T, REFADOTXTONL—/LBHIBRENET,

FI7ANBITIR, TIZRANV=NMEHY EXA, 77472 b T 7R NL—=ADBRRNES,
2—PET T F N DI N—T R IS 5T R TOA— LMK LET,

I—YFRNTTA T N T IR NL—ILEMEK LWL I2TDI121X. none T—7 — R&EIFE
L T client-access-rule =2~ > RZ AN LFET, ZOa~vr ROER, #XCoOX A LN~
TarDUIAT VMR ERTEDL LR ET,

hostname (config-group-policy)# client-access rule priority {permit | deny} type
type version {version | none}

hostname (config-group-policy)# no client-access rule [priority {permit | deny}
type type version version]

WOFRIZ, ZNHDaA~wy ROF—T—RERTRA—ZOEKELTTLET,

% 3:client-accessrule A 2 FDFX—T— FELEH

NG A—4H EnBA
deny WED A A T LR 3 L DF A D
REE LET,
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INTA—4H

B

none

TIAT VN T IR NL—LEHFTLER
Juo client-access-rule % X UAEIZFRE L E T,
ZAUCE VHIRBF RS20 ET, 7
THN DT N—T R —F TR ESN
TWB T N—T" R =B & A L7220
XoizLET,

permit

BrED R A T L= 3 DT 3, AD
BEFAILET,

priority

N—NDTZAFVT 4 ZRELET, K/
DB FFON—NT, TT7A4 4V T 40
KbmEm< RV Ed, LEN-T, 29447
cDXATENR=T gy (FlFZonTh
D) =BT Db/ NS WO L — L3,
WHEXND L= R0 ET, HEOLSWT
TAFT VT 4 V—IVIZFIEDN D D55, ASA
IZZE DN —LZ B L ET,

type npe

7Y —ERDOXLFHNEN L TT N, ZADFA
TEALET, LFFNE, show
vpn-sessiondb remote TH /R I DA & B4R
B LTV DIRERHY £F, 72720, VU
ANRI—RELT*LFEASNTEET,

version version

7072 EOEBHBERO LTI EHEH LT, T
AAN=T g UEEELET, UFHE,
show vpn-sessiondb remote T/~ XI5 WA
EERILHLTVWDAIRERLY £9, 7272
L. VANV RKI—FRELT*XFEANTE
EJr AN

WIZ, FirstGroup & WO ARHTD T IV—T RV =D I F7A4 T 8 T ®A M= 1VEAEHKT D

Bl R LET, ZNHDL—ILiT,

NR= g 4x DY T w7 =T & FEFT9 5 Cisco VPN Client

ZEFA L, TTD Windows NT 7 A4 7 > F&HESR L £,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# client-access-rule 1 deny type WinNT version

*

hostname (config-group-policy) # client-access-rule 2 permit “Cisco VPN Client”

version 4.%*
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\}

GD  Ttypel 74— FiE. EEOEMZT SN BRBROCFIITTHR, 2Ok, B
U SAT > R ink ASA ICEIESHBBEEE B LTV D BEND Y £,

> N =L
A—HYEHEDRTE
ZOHETIH, a—VPEMELE ZOREFIEICOVTIHALET,

F7 4 FTIE, 22—V, B0 U TENTWAE I L—T R =5 ToO—FEtsE
WA LET, £72. ASA Tid, 2—% LU TEBNCEMEZE D 4T, TO2—P (0 &
NHIN—FR) o —Dfli% LEEXTHZENRTEET, 2L xE, T_XTO—P| T K
MNOT 7 A% L, FFEDOZ—WFIZ 24 B DT 7 8 A%+ 7V —T R o —%
BETDHZENTEET,

A—HZDaA2T4xXa2aL—2 a3 DRT

IN—T R =B LT 74V MEBED T, TXTOZ—FLDa 7 4 Fal—
varEFRRTHITIE, RO LDIZ, all ¥—Y— FZ$5E L T show running-config username
a~vr REALET,

hostname# show running-config all username
hostname#

Zoawry R, T XTCO2—HFFHIIHED 22— (2—FHEZRELIZHLE) O 5L S
NTeNRAT — RERHEL LV EFRLET, al ¥F— U — R2EKT5 L. HRIICERE SN
TEFZTNRZ0) A MIERENET, ROFIT., 2D~ R Ttestuser & VD) 2 —H &5
ELSAEOH NI ERLET,

hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/I9Z encrypted privilege 15

BLROD1I—FDREEDERE

EEO—YE2HRET AL, username 2~ REHEH L Ca—HF4L4F— RICAY, o—F
WIZRAT— K (RRTU—KZLHA) EREEZEIV S TES, IBELR» =T XToORME
X, Z—F R —mo kSN ET,

Wl — W FREET — Z X— A, username =~ > RZ#H L CAN SNiz2—F TR S
TWET, login 2~ R T, ZOF7—F = AZWAAICHEMN L E T, 22— ASA T —
HR—=Z BT 5121, Z7a— a7 ¥ a2 b—3 g F— KCusername 2~ N %
AN LET, 2—FZHIBRT212E, HlRT 22—V Z2HEL T, ZOa~<w 2 RO ne /N—
VaralLET, TRTO—FLAZHIRT D121, 2 —FAZHEE T, cear configure
username =~ R&fif L ¥4,
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A—HDNAT— FEHELRNIILDERTE

NIRRT — R ERHEL UL EZE Y B CTHIZIE, username 2~ R AN LET,
nopassword ¥ — 7 — R&Z AT H L, ZOZ—HFICNRATV—RBRETHLZ LEHETE
F9. RAU— REEETIEAT. FORAU— RERBEALERCIRGET I E I 1 EaEE
TEET,

F 7y a D privilege ¥ — U — RIZLV, ZO2—FORFEL L EHRETEET, FEL X
NOFFAIZ0 (RIK) ~15TT, —KIZ, VAT LERFIIREORELSVERHET, 7
T H IV FD LAY 2 T,

hostname (config) # username name {nopassword | password password [encrypted]}
[privilege priv levell}

hostname (config) # NO username [name]

TROKIC, ZOa~vr FTHEATL2F -V — L EROE®REZRLET,

username 1< 2 RO F—TU — K L Z5%

F—7— FIEH B

encrypted IRAT— RO FbZtEE L ET,

name a—YFOLFTERRELE T,

nopassword ZDZ—HPIRAYT — RPLEERNT & AR
LET,

password password ZDA—PIRRAT — RBFETDH I & &R

L. "AU—=FRZfRELET,

privilege priv_level TDO—YOURMEL L ERELET, &
10~ 15TY, ZOBENMENFE, a~v
RO < ASA OEHLIZEE T HHEAED BRIE &
NET, 774V FOFEL~LIL2 TT,
AT NEBE OB ORFHEL LT 15 T
R

FI7ANFTIE, ZO0avwy RTEMLEZ VPN 2—WFIZiZBEE 1370 —7 R —23 3
HHFoNnFERAL, TRTOEEZARICERET D LENRH Y 7,

WORFNL, B b STz /S AT — KA pw 12345678 T, FrHEL LY 12 @ anyuser & D 4
AIO2—YEHRET D HEEZRLTVET,

hostname (config) # username anyuser password pw_12345678 encrypted privilege
12

hostname (config) #
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A—HREHDRTE
A—PDONRNRAT—F (HETLHE) ERHEL NV ORERIT, ZTOMOEMEEZREL T,
INBIHMEEDIEF TRETEET, EEDBELMEOST ZHIRT 2ICIX, Z0a~vr RO
no }FZK%]\)‘? L/jz—g—o

attributes ¥ — 7V — RFZ3EE L Cusername =~ > RZ AN LT, 22—V LE— FIZAD £7,

hostname (config) # username name attributes
hostname (config-username) #

Tar IRl LW E— RICRsFZERRENET, TN TREEZHRTETXET,

VPN 21— EHDRE
VPN = —W @i, WOETHIAT S X 512, VPNERICHEADOMEEHRELET,

BADERE
A—HFR TNE T2 =P LV TRESNTWRWVWBMDEZ 7V —7 R & —h ik
KTDEIICTEET, ZOoa—PREMEziKT 571 —7 R —DARZHEET 512
I%. vpn-group-policy =~ R&Z AN LET, 774/ FTlL, VPNZ—HF T 7 —TF R
= BEEMST BTV ERE A,
hostname (config-username) # vpn-group-policy group-policy-name
hostname (config-username) # NO vpn-group-policy group-policy-name
a—PHE— FTHEMATE 2RO S, 22— AE—FTHRET D L. FEDOZ—HITHL
TIN—=T RY) —=ZB T2 RMEDEZ EEETEET,
RIT, FirstGroup & WO ARTD 7 /V—"7 R =06 @EZ AT 5 K 512 anyuser &9 4
WO — Y2 BET 50 %R LET,
hostname (config) # username anyuser attributes
hostname (config-username) # vpn-group-policy FirstGroup
hostname (config-username) #

Tt ARREDEE

BREWHE D time-range R U > —DARTEZREL T, ZOZ—VFNRL AT LA~DT 7 & A% {Fa]
I DI 2 BT £,

ZORMZETA 7 4 Fab—a rnbilfRT 21213, Zoaxr Fone EXNEZ AL
¥4, ToATvarEERATLE, MO V—T KU — 5 time-range EE MK TE
T, EEMAL72WE 5129 512i%, vpn-access-hoursnone =~ > KEZ AN LET, T 741
T, 77 B RITERHIR T,

hostname (config-username) # vpn-access-hours value {time-range | nonej}
hostname (config-username) # vpn-access-hours value none
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hostname (confiqg) #

WORFNE, anyuser &\ 9 AT D —Y % 824 & FEIXHL S time-range AN U o — 2SN T 5 ik
ZRLTWET,

hostname (config) # username anyuser attributes

hostname (config-username) # vpn—-access-hours 824
hostname (config-username) #

BRARFRBEOST A VDK

ZOa—WICFFR SNDRRFT 7 A L ORKREAERE L E T, FE TE HHIHIL0~2147483647
<7, ?“7%11/ MR R 7 A 8T, 3T, ZORMEFEITa T Fab—varnb
HIBR T 221X, Zoa<vr Fon B2 ANLET, v/ A %27 =7 ML Ca—V
@77-!2%75:1“{‘&?“6 . 0 AN LET,

hostname (config-username) # vpn-simultaneous-logins integer
hostname (config-username) # no vpn-simultaneous-logins
hostname (config-username) # vpn-session-timeout alert-interval none

GB)  [km 7 A ORERBEOFIRIFHEFICRE RO TR, BRORKR 71 o235 L,
X2V TAPMEFL, NI —~v RACELRITT LR £,

WOFNE, anyuser &) ARTO 2 —WITHK 4 DORIFER 74 V2R3 5 HiEEZRLTH
ij‘o

hostname (config) # username anyuser attributes

hostname (config-username) # vpn-simultaneous-logins 4
hostname (config-username) #

FTARILEALT I FDEE

FIE

ATvF1 ({EE) VPNTA RV ¥ A L7 0 MIBEZRET DI, FA—7 K v—ar7 4%z
L—vay = RERFa—HPHLa 7 1 F 2L — 3 F— KT vpn-idle-timeout minutes
av U REMHLET,

ZOHAMTICEES FECIEBET VT 4 BT 4 DN WEE . ASAITESR AR T LET, /R

143, BeRIEMIX 35791394 53 CTHY . 7 7 4L ML 3053 T,

0*{@15] IZ, FirstGroup & WO LRIO I NV—T" KU ¥ —IZ1553DVPNT A KV EZA LT U N
BETDHHIEERLTWVWET,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout 15
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hostname (config-group-policy) #

[no] vpn-idle-timeout {minutes |none} =~ > REMH L7-ZDOMOT 7> a L FROEBYH T
D

*VPN7 A B ZA LT U FEHHIL, ZA4 L7 0 MEZMA LR K SIZT 51T,
vpn-idle-timeout none = A ) L £,

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

ZAUZ LY. AnyConnect (SSL & IPsec/IKEV2 Dfi ) BELURI T4 T N L AVPNR S
12— /3L webvpn default-idle-timeout seconds fEZfEHTH L H 2RV 4, ZOa~v K
X, webvpn 27 4 ¥ a2l —var =R CTANLET, =&z,

hostnamee (config-webvpn) # default-idle-timeout 300 DX 5 IZAT] L/SETO ?7%’/1/ M
1800 ¥ (30 77) T, #ilHI% 60 ~ 86400 F T,

T T D webvon ##EIZ BT, default-idle-timeout AN EA SN D5 DI, FL—TF RV
/2 —Y 4 @M vpn-idle-timeout none 2 F%E SNV TN DHEHEDHRTT, TXTDH
AnyConnect #i Tld, ASAIZ K> TERLUANDT A RV Z A L7 U MERERS L E
R

H4 M (IKEvl, IKEv2) BLOIKEvl VE— N 727 EAVPNOEAIZ., A4 LT 7k
ZTF =T ML, ERHIBOT A FAHIBZZ 52 L A2HERLET,

ZOTN—=T R —FF 2 —F R —DT A RV ZA LT U BT 51T,
no vpn-idle-timeout Z AJj L ¥ 9, fEILHEK S L E T,

« vpn-idle-timeout % £ > 72 < B E L2 WA HITRASNE T, 774/ MI 305 T
R

ATvFT2 (EE) A7 3T, vpn-idle-timeout alert-interval {minutes} 2~ > R&EMHHL T, 71 K
WEALT T IDOT T—F A=V Na—PICERENIRMEZRETE ET,

SOT TR AvE=VI VPN Y Y a VBT 7 T 4 TREDT OGN S D E T
Dok —FIBAET, 774N OT 77— MERIZ 15T,

WROBFNL, anyuser & WV ARTOZ—FIZ3 5D VPNT A KV Z A LT 0 bOT 77— MillE%
WET D IEEZRLTOET,
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

[no] vpn-idle-timeout alert-interval {minutes | none} =~ > RZHH L7=ZFDMOT 7+ 3 0%
RO EFBY TT,
enone /N7 A—H %, 2—VFRWHEZE LN EERLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #
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s ZDITN—TFF—F RV —D7 7 — MNEREZHIFRT 5121%. no vpn-idle-timeout
alert-interval # A ) L £3, HITMEKINET,
s ZDNRTA—HrF ol EHELRWEA, 7740V DT 7 — MERIZ 15T,

RAEBFREORE

FIE

ATy Tl (EE) /V—7 RV —ar74¥al—yarE F—RErFa—HFLar 7 X2 lb—
3 v &— KT vpn-session-timeout {minutes =~ > RZffiH LT, VPN 8D i KR % 5%
L’:._E’L/ijqo
I/NRFRRN 1 40 CL BORIRFRNIE 35791394 79T, 7 7 /L MEIZH Y FH A, T OB
THDE. ASAITESRAK T LET,
RIZ, FirstGroup & WO ARTDO T N—T RY —IZxf L TI8053D VPN v g XA LT
U NERET DB ERLET,

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-session-timeout 180
hostname (config-group-policy) #

OB, anyuser & W) ARTOL—HFIZ 180D VPN Y v a v XA AT U NeRET LS
EaERLTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

[no] vpn-session-timeout {minutes|none} 2~ > K& L7=FDMDT 72 a NIkDOERY
T
« ZORY =B EMEZNIER L, MUKZFFRT 51213, Z0a< 2 KO no
vpn-session-timeout FZ.% A7) L £ 7,

c BEHIRDOX A LT 0 MIMAFFAI L, A4 27U MEZMA LZRWE S I2T 51T,
vpn-session-timeout none = A /) L £ 7,

AT w72 vpn-session-timeout alert-interval {minutes |} 2~> REZHEH LT, By ar XA LTV RO
77— AvbE—URa—PICRRINDOFEMZRE L ET,
ZOTZ—h AyE—UiE VPNEY v a UREBIRNCER SN D £ Tl 50 E 22—
PIUBAET. WIZ, VPN v a UG E S 20 pifice—Ficd@ms s & o faEd
LR UET, 1 ~30 50HIHELIEETEET,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

[no] vpn-session-timeout alert-interval {minutes |none} 2~ > RZ&fif L7=ZDfhDT 7 v 3 >
TROEFLY TT,
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*VPNEY T a v XA LT NT 77— NEARBMERT 740 8 T A—T7 KU = bikA
NDZLERTICE. Z0avwr RO no BRXREZEHL E9,

hostname (config-webvpn) # no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none (X, = — P EANEZZE LRI EEZRLET,

VPN #ftH D7 4 v & LTEMT S, FRNCHE SN2 —WEA D ACL D4 RIZHEE L
F9, ACLZHESL, Z—7 KU =05 ACL & L7 K 9129 5121, none F—
U — R&IRE L Cvpnfilter 2~ > K& AL £, vpn-filternone =~ > N& %47 L CIER L
XUz G T, ACLAZHIRT 511, Z0a~r FonBEREZ AN LET, nod 7 =
YEMEHTLE TR =N EEMRAKTEES, ZOav R, T4 ED
BECEIEH 0 TH A,

ACLEZREL T, ZO2—FZOoNWT, SFIERFIASNTDNT T 4 v 7 B ET2ITHEL L
£9, WIZ, vpnfilter 2~ FEE LT, £ 6D ACL Z@EH L £,

hostname (config-username) # vpn—-filter {value ACL name | none}
hostname (config-username) # no vpn-filter
hostname (config-username) #

G¥)

2 A7 b LA SSL VPN TiZ, vpnfilter =~ R TEHZE SN ACL IZFH SN EEA,

RIZ, anyuser &) ARTOL—HF D acl vpn &9 ACL MO T 7 4 VX 25 ET DB
ZRLET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-filter value acl_vpn
hostname (config-username) #

IPU7 FLRERY Y RTDIEE

BEDZ—PIZEINV Y TAHIPT RLALERY h~ATEZBELET, IPT7 FLAZHIERT S
X, Zoa<r Ron BERNEATLET,

hostname (config-username) # vpn-framed-ip-address {ip address}

hostname (config-username) # no vpn-framed-ip-address
hostname (config-username)

WIZ, anyuser &\ ARTOZ—FIZIP 7 KL A 10.92.166.7 # %X ET 0 %2R LET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-address 10.92.166.7
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hostname (config-username)

RIOFIETHELZIP T FLAHERT 2Ry NV —27 v A7 Z4EELET,

no vpn-framed-ip-address =~ > N2 L723551%, Xy NV —7 v A7 ZE LW TL
I, TRy AT EHIBRTDHICIE, Zoavr RO EANLET, T 74
N OEMECEIZSH D R A,

hostname (config-username) # vpn-framed-ip-netmask (netmask}

hostname (config-username) # no vpn-framed-ip-netmask
hostname (config-username)

WORFNL, anyuser & VD ARTOZ—HIZ, Y7 % v b~ A7 255255.255.254 % iR ET D ik
ZRLTWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-netmask 255.255.255.254
hostname (config-username)

IPv6 7 KLRERY Y RIDIEE

FFEDZ—FIZEID YK THIPv6 7 RLAE Ry h~AZEZRELET, IP T KL AZHIBRT
HIZiFE. Zoavwr RO ne EREASTLET,

hostname (config-username) # vpn-framed-ipvé-address {ip address}

hostname (config-username) # no vpn-framed-ipvé6-address
hostname (config-username)

WIZ, anyuser &L WO ARTOZ—FIZIP T KL A LRy h~ A7 2001::3000:1000:2000:1/64 %
RETHHZRLES, ZO7 FLRIE, 7V 7 4 v 27 ZfE 2001:0000:0000:0000 5 K A >
X —7 = A A 1D 3000:1000:2000:1 %7~ L CWET,

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ipvé6-address 2001::3000:1000:2000:1/64
hostname (config-username)

fo)L 7O RaLDIEE

ZO2—YPEHTEDL VPN bRV DH A7 (IPsec £721527 747> N L ASSLVPN) %
WBELET, 7740 ME. T4 IN—T R =L RIGEENDIE T, IPsec 2721
9, ZOBRMEFEITaL T 4 X 2L —2a rpOHIBRTAICE, Zoawr RO o JBEXE
ATTLET,

hostname (config-username) # vpn-tunnel-protocol {webvpn | IPsec}
hostname (config-username) # no vpn-tunnel-protocol [webvpn | IPsec]
hostname (config-username)

ZOavy RONRTA—=ZDEIZ, RO LB TT,
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e [Psec—2 2DOET (VE—bFs T8RRI I7A4T7 2 bERIFHOEX2T F— T =A)
o IPsec b mERrITv—FLET, @Gk, Bk, 770k, BLOF—EFH
PHET A X2 VT T — g U EERLET,

* webvpn—HTTPS %fJis Web 7 7 U ¥EH TV E— h =—H|2 7 714 7 b LA SSL VPN
T A LET, 7747 MIAETT,

Zoavw  REANLT, 128 ED XV 72— RERELET, VPN b XL %J0
T T 2 —PI2it, b1 oD 7 T— FaF E?éb%#%@i?

ROFNL, anyuser & WD BRTOL—WIZT T AT LA SSLVPN B LW IPsec bV v
J = RERETHHEEZRLTOET,

hostname (config) # username anyuser attributes
config-username) ¥ vpn-tunnel-protocol webvpn

config-username) # vpn-tunnel-protocol IPsec
hostname (config-username)

hostname

hostname

(
(
(
(

JE—b2—Y 7O EAXDHIE

value ¥ — 7 — RZ$57E L C group-lock BIEZ R ETHZ &2k, HBELZBEFEOSER 7 o
Tr7ANETEN L TCT7E8ATHEI1CVE—F 2—FZEHIPR L EJ, group-lock (£, VPN
IIATV N TRESNTZIN—TN, TO2—FRED B TonNTWIERT e 77 AL
FUMNEIDETF oy 7352 LICE-T, 2—FZEHBRLEST, —HLTWRWVEE, ASA
2=V RERETERNELIICLET, ZA—T vy 7 2% E LRWEA, ASAIL, #lv 4T
LTI N—T LIRS, 2—FERIEL £,

group-lock EMZFE T 7 4 X2 b — a U BHIRT A2, Z0a~2 RO ne BEX%E
AN LET, ZoFTva 2T LE, B2 7 L—T R o—nbffkTEE9, group-lock
BT AT, T 74N NEITRE SN 7 —T R Y 2 —) b group-lock DA % ik
LW EIIZT HITIE, none ¥ —7 — RZ$EE L T group-lock =~ > K2 ASLET,

hostname (config-username) # group-lock {value tunnel-grp-name | nonej}

hostname (config-username) # no group-lock
hostname (config-username)

WOBE, anyuser & W I ZRIDOL—FIZ T N—T 10 v 7 BRETDHHEEZRLTWET,

hostname (config) # username anyuser attributes

hostname (config-username) # group—-lock value tunnel-group-name
hostname (config-username)

VIRDIT V347 b A—HFDNRRT— FREDA *—T )Lk

A—FRa T A NAT—REITAT U N VAT ARG TH0E I DERELET,

WA= RBAFE, T 74NV R TT 4 =T MR TOET, EFaT7 A MIHDZ LN
Do TNWDHYAT A ETOHR, NAT—ROREEA X—T ML TLIES, NAT—F
RAFZT 4 B—7WIZT HITIE, disable ¥ — 7 — FZ57E L T password-storage =~ > N%
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| #&Tno740, YL—FRYS— BLUa1—H
YIRIITF 95470k a—40R27— FREOA *—T it [

AJ1LET, password-storage BEZFIT2 L 7 4 F a2 L—a U HHIRT L, Zoa<
YRFono XA AT LET, 1Tk, password-storage DIE % 7 /L—7" 7R Y 2 —7n Bk
TxEJ,

hostname (config-username) # password-storage {enable | disable}
hostname (config-username) # No password-storage
hostname (config-username)

ZoavwrRE =R T IGAT U NDA BT I T AT N— R T2 V54T h
FREEE 2 AR = — T EREEIC X BMR H D TR A,

WOBNE, anyuser & WD ZRTDL—W THRAY — RIEFEEZ A F—T W T D HEEZR LT
£,

hostname (config) # username anyuser attributes

hostname (config-username) # password-storage enable
hostname (config-username)

gEHIno7aL. =T Ry — s&U1—F ||
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