W—TFT I rFE—FA2F3—T (A REF
FTUVUARFP LUV E—FAF—DxA
A

COETIH N—T Yy R I AT U=V E—RBIR N TV ART L N T AT T —
I E— R TTRTCODEFADA LV EZ—T 2 A A AL T A X2l —2a b FETTE-DDX
AZITOWTIBH L £,

GF) ~nAFar7FAME—RTHE, ZOHOX A 22 TF A MNETAN—ATETLTL
EE, FELTEWa L TH A NEZEE T 5HIZ1E, changeto contextname =~ K& AJJ L&
D

e N—TFT v RE—RA L H =T 2 AL I T VAT LU N E—=R A H—T A ATD
WT 2—Y)

e N—T v RE—RBILOIN I VAT LN E— DA L EF—T 2 ZADHA RTA
BLOEMS B R—)

=T v RE—FRDA U H—T = ADRE (53—)

e T UAXT LU N E—ROOT Y v IN—TF A B —T 2 ZADHRE (9 2—)

«IPv6 7 KL ADFHE (15 %—)

e N—T7T v RE—FRBIXOI I VAT LY N E— RO X —T oA ADE=H ) T

(28 =—)
N—FT Y RE—RBIOFNIFVART LY N B—ROA X —T =2 ZADOH] (34 =—
D)
e N—F Y RE—RFRBIRFNIFVART LY N E— RO ¥ —T A ZADJEKE (35—
D)
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B0k AREFSURRFLUF E— R A 28— T T RIZDT

IW—T YV ERE—FAAA—DT A RELSART LY
fkE—FA22—T x4 RIZDLVT

ttXxal)T«

ASA T, V—T v FBIOTY v WIH 20D F A TFTDA LB —T =2 A AP R—FLF
KR
BLAXIN—T v RALH =T 24 AF—EDOYV T3y F EIZIPT FLAZXLELE LET,

TV oA B—=T 2 ZAZITV v P T N—TFIZR L, TXCDOA v H—T = A AFFCF v
NO—THNIZHVFET, TV ITN—T137 Vv Xy hU—7 EIZIPT RLA&ERST
Uy PRBA % —7 AR (BVI) TEINET, V=T v RE—KRFIL—T v RS ¥—
T2 A ADHYHR—FLET, NTUVART LU N 77 AT U4 —/LE—FTiE, 7V vV
TN—TLBVIA X —T A ADIHPYHR—FSNET,

LA~

TV ITN—T RN B =T 2 f A EFORA X —T = AZIE, 0 (B FAL) ~
100 (B EALD) X2V T 4 LIV ERETHIDLENRDY T, 728 23, W%TXFZ
NO—2728, BbxaT7 23y hUY—ZIZFL~UL1005E 0 Y THALERH Y £97,
. AV E—Fy N IS 28Ry NU—ZIZIZ L 0nE 0 Y ToNLGE1H
DEd, DMZ72R Y, ZDODOFy N =271 3FOHMICHRETEET, #HEOAM Vv F—T =
ARAZFELEX2YT 4 LYLZEID Y THZ ENTEET,

TG ART UL R E—RTCIE, BVIA V2 —T 2 A R FIAV E—T = A AW ON—T 4 7
B ML=, BVIA v F—T 2 AT EF 20T 4 L RED L TOHONTVES
o

LrULIZ L » T, ROBENHIE S NET,

Xy NT—=I T I HA:FTT74NVET, BWWEX2VT 4 LD U H—T = A AN

LIEWEF 2T 4 LXLDA L Z—T oA A~OEE GEE) 1IREREIZFF TS E
To BNEF2VT 4 LV DA v H—T 24 A EDOKRA NI, KEF2Y T 4 LR
NDA L HE—=T 2 A A EDEBEDERAMIT 7 EATEET, ACLEA VX —T = A AT
WHLT, 7782 %&HIRTE £,

FLEXFa2) T4 L_NLDA o E—T o ZADFEEXAF—TMZTERE, RAlEXx=2
T4 LUV ERFENLIDVERNEXF 2T 4 LMD A U F—T = AT 7B A
THA B —T A AL, BEERWIZFF T ENE T,

A VART g Ty =T ) =y a A VAR g oV F R
VT4 LULIRFELE T, RUEXF2V T4 LAV DA X —T A ABTIE, AV
ARy vay DUV IREEBEROWVWTNO N T T 4 v 7KL ChEAHAINET,

eNetBIOS A ' AT gy ooy BEHGEICH L TCORBER SN ET,
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* SQL*Net f > A7 ¥ 3 =V : SQL*Net (IHFF OraServ) ~— b & Ol k¢
P ORA NITHET DG, ART — F 1T ASA 242 2 L A5FF
DR CESR

TaTFILIPXE v (IPvd E KT IPv6)

ASAVX, 1 VA —T 2 A ATIPv6 7T KL AL IPvA T RLADM S Z YR —F L TWET,
IPv4 & IPV6 DT T, T 74/ k Lb— hEFRELTLZE N,

W—T Y RFE—FBEVIFZT VAR LY FE—FDA
IB—=DITARADHA R4 ELUVEHR

AVTXFRME—F

cINTF AUTHRALE-FTRETELDF, AT arTF A POREIES TR
ThAYT74F¥al—varTar7¥FAMITTCICEVYETOER TS TFH A |
A B =T = A R TY,

*PPPOE (X, W/ F 2T F A E— T R—FINLTWVERA,

e hTUART LU N BE—RDYALTF 2T HA N T RTIL, £ 7F A2 MHBBIMED
AE =T oA ALMHTLHRERNHY ET, a0 TFANITS U —T oA ZA%IH
TAHZLIITEEEA,

c FTUANXT LU N B—ROwAF aryTH AR T—FTlL, BE., a0 T7F A2 R
BUEOY 7%y A LET, BEETLIV 7 xy FEFERATLIZ L TEETR, b—
TAYT AR RRA L IO ARRIZT D70, Xy T —2 hARB UZ/—4% & NAT
a7 4 X2l — g UNBETY,

cDHCPV6 BL TV 7 4 7 AFEF > aid, w/VF arTFFA N E— RTIIHA—
FENTWERA,

Jx—I)LA—iN—

s Tx—NF—NR—= Y7, TOEOFIETHELRNTLEE N, Gz VTR,
T =LA —NR—DELEZR L T ZIN,

¢« Tz NVE—NR—%ERTEGE. T—H AL H—T A ADIPT L AL AZ LA
T RLURZFENCTRETAILERH Y £4, DHCPHB L UPPPoEIZ Y R— FENEH A,

IPv6
cIPV6 T TR TDOA L HZ—T oA ATHAR—FENET,
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B L7 e RBEURSURRT LU E—FDA 28— T T RDHA K54 VB L UEHS

e hTLUANXT LU EB—RTIL, IPV6 7 RLAZFEITOLRETEET,
* ASAIX, IPV6 Z=—F ¥ A b 7 R LRIV AR—FLEFA,

*DHCPV6 & 7'V 7 4 v I AFfFEAT v at, Vv F arTFAKE—F, FT7U AR
TLy M E—FRBLOI IRXL2Y) 7TV R—FENEHA,

HR—FETI
*« ASASM TlX. PPPoE B L ODHCP XV HR— FEINFH A,

ASASM o VLAN ID

a7 4K 2= g lEHHPS VLANID #BIMTEX 4N, F T 7 4 v 7 BERETX
HDIFAA v FIZ L > TASAICEIY BT HNZ VLAN 7217 T, ASAIZEI Y Y THn/-4
T? VLAN #Frd45121%, showvlan =~ RE2FEH L £,

AA v FICEL>TASAICELE D Y THNTWARWVLANIZA Y F—T = A ZAZBIN LT3
B FDA B =T oA AFIF T AT — RIR D £, ASA IZ VLAN ZE 0 24 TN
T AVE—T A RIT v T AT —NMIELLET, £ F—T A A AT — FOFEMIT
DOUNTIX. show interface =~ REZHH L T 720,
FSUARARZLUMNE—FRETYYS IL—TDHA KSM4 >

c6d DA E—T oA Al DT Y v FI—T %250 £ THERLTE £,

cHEHHG SN A XY NT—2ZZR—DOH TRy N RICHBINERH Y F7,

cASA TlE, BH VA Y Ry hU—Z LD T 7 4 v 713V FR—FENRTWEHE A, BVI
IP7 RLAREEILXY NU—27 LD ST 7 4 v 7R R—FENTHET,

IPv4 ODBEIT. BT 747 L, ASAZBBT AN 74 v 7 OBEDETY v
TN—TIZ% L, BVIOIP 7 FLUANRNKETT, IPv6 7 KL A X BVI THAR— &L E
THRMETIEIH D FHA,

¢IPv6 7 RL RAXTFE TOARE T ET,

«BVIIPT FL AL, &Nty hU—Z LRICY 7T Xy FNICHDHIMLERDH D £,
P72y MIHAA N 7Ry b (255.255.255.255) ZRETHZLIITEET A,

cBHA L H =T 2 A RFT YV T TN—T DA N=L LTHR—FINLEHA,

e hTUART LY R E—RTIE, DR EB 1207V v FV—T%EHL, 7—4
A EBE—=T A AZANT Y w2 TA—FITBLTWVWALEND Y £9°,

c hTUART LY N = RTH, BESNIT A AHOT 74V b F— b= &L
‘/CBVIIPT PV7\€’F§EL,73N,\“C< fiéb\o 7j/§4xﬁiASA @ﬂﬁjﬂﬁU@ﬂ/‘—5%7j7j
MR F— ke b LTIRET D RERSH Y £,

e hTUARXT LU N E—FTIE, BEIN I 74 v 7ORVRRAEEET HIDILE
default/V— MNZE, 1207V vV TN—T Ry NT—=UNOOEMRNT 7 4 > 7127201
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=Ty FE—FDS2E—T 4 ADETE .

AENET, i, 74V A= MNITV o P TN —TF DA B =T 2 A AL T >
CIN—T Fy NT—T DL—FIPT RLAFEELETN, 2—F L1 >DF 7+
=K LDERTERWNWZOHTT, EEOT ) v I —T 3y NT—I NEOEH
N7 74w DFETDLHERIL. B NT 740 v 7 ORIETLFR Yy b T —7 20T 2 FEUE
DAZT 4 w7 V— R NERETHLENDY £7°,

¢ T UANT LU M E—RFTiE, PPPOEIZEH A L X —T =2 ATHR—FENFH
/Vo

» Bidirectional Forwarding Detection (BFD) —=— /X7 v M, 7 U v Z—7 A 3\%

AT 2L X2, ASAZN LTI ShvE® A, BFD #5317 L T 5 ASA OEIIZ 2 >
DRAN=Nb 255G, ASAIEBFD =a— N7y b Fry 7 LET, WADE CEE
TCBLOGEIP 7 RLRAEZRG, LAND HEBEO—HTHDL L IR D505 TT,

FIAILEDEXI) T4 LRI
TN DX T 4 LoYLE0TY, ¥ —7 A AT Tinside] &9 £RiEAHT

> Sl

T, R EX 2T 4 LULERELRWE, ASAITEX 2 U T 4 LoULbd 100 IZHRE
LET,

G¥)

A HE =T A ADEXF2 VT 4 LYULEER L&D, BBEOERNS A LT 7 T5F
TRHEETICH LW EX 2 U T 4 FREFEHTOILERND 58815, clear local-host =~ >
AL CEERE VT TEET,

W—TYRKE—FDA 3 —T 4 ADETE

N—TFT v RE—=RDA L H—T 2 A ABRETDHINE, WOFNEEFEITLET,

IW—T YK E—FO—BHLBEAARA—T AR INTA—2DETE

ZOFNETIE, 4RI, EXFa2UTF 4 LUL, IPvA T RL A, BIOFEOMOF T a2 5%
ET D FEICHOWTHALET,

1R BRI

VNVF arTXFANE—RTIE, 20T HFA NI TAN—ATROFIELZFETLET, VX
THhAT A X2 L=y arypbAaArTHRAN a7 X2 b—a LIHDEZDITE
changeto context name =2~ > K& AT LE T,

FIE

ATFYTl A H—T oA AT 4 Xal— gL F— REBBLET,
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interface id

51

ciscoasa(config)# interface gigabithethernet 0/0

AV F =T 24 ZIDIZIE, ROBDRHY 7,
‘&
* port-channel

* physical : ethernet, gigabitethernet, tengigabitethernet, management’2 &, A % —7 =
A ZIZONTIE, AL TWAETADN—RI 27 A A =L A &R LT
STEEW,

» physical.subinterface : gigabitethernet0/0.100 72 &,
* vni
* vlan

* mapped_name : ~)VF AT XA N E— FOBHH,

LB —T = ADLMEAEE L ET,
nameif name
1 -

ciscoasa(config-if)# nameif inside

name 3B K 48 SLTF-DT X A FLTFHN|TT, KILFE/NLFIFEEBIENFHA, LHiEZEET
HITiE, ZOa<wr RTHLWMEEZBHANDLET, FOLMTESRTIEITITOa~ 2 RHRH
REND720, no ERIIATI LARNTL &N,

WONWT DD TEEERLTIP T FLAZRELET,
*IPT7 FLAZFETHRELET,
ip address ip_address [mask] [standby ip_address)
i

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2

GE) Tz — N F—NR—% Al T S, IPT RLRLERZ AL T RLALZFHT
RETDHNLENH Y 3, DHCP L O PPPoE 13V AR — k& EH A,

standby ip_address 51¥%, 7 = —NF—N"—THHLET, ZFZ A IPT L ALK
ELRWES, 727747 2=y MIRy MU= TR R LTAZ A A 22—
T2 ARBE=LTET, Vo7 AT— b e b Ty 7 T5H52 L LTEERA,
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=5 K E—Ro—ftntsva—7x4 2 55 4—208% [

ip_address 51305 X W mask 51802 1%, A1 0 F—T 2 A ADIPT RLREHT Ry b wR
7 HRELET,

« DHCP h— 326 IP 7 KL AZEfF L £,
ip address dhcp [setroute]

1l -

ciscoasa(config-if)# ip address dhcp

setroute ¥ — 7V — RZIFTETH &, ASA 7S DHCP H— " BHEIN-T 7 4+ k b— |k
EHATED LT T,

DHCP VU —R%ZUtwy hL, MRV —RE2ERTHIZE, Z0a~vr REFBAALET,

(GE)  ip address dhep =~ > R & A9 5H0IC, no shutdown =~ > RZfEH L TA >
H—=T 2 A 2 HMMEL TORWES [ —H80D DHCP ZURAE(E Shan 2 &2
HOET,

* PPPoE — 36 IP 7 FLAZIAG L £,
ip address pppoe [setroute]

i

ciscoasa(config-if)# ip address pppoe setroute

FUX, IPT RV AZFEITAS LTPPPOE A MET 52 ENTEET,
ip address ip_address mask pppoe

il

ciscoasa(config-if)# ip address 10.1.1.78 255.255.255.0 pppoe

setroute 77> 3 U HAFRET D &L PPPoE 7 T4 7 v FOEEREE FTMENL L TR WES

2. T 74/ M —"BRRESINET, setroute 7> o U EFEHTIGEIL. A¥T 4 v

JICERENTL—FE2ar 74 X2l —ya GO LITTEEY A,

GE) 29004 B —TxA X (FIAVERYIT v TFOAL LB —T A ARY)
TPPPeE AL EINTWND EXIZ, T 2T I)VISPH AR — M ERE LRWgGE,
ASA TIE, WIOA L Z—T =2 A RZRY, IPT FLRAZEAGT 5720 8T
T4y BFETEET,

ATV TE X2 VT4 LYULERELET,

security-level number

1 -

N—TFTYRE—FAVE—TAREISVARTFLV N E—FRAE2—TA(4R .



&
filt

B reroeo0:

ATy TH

PPPoE D% E

ATy I

N—FYRE-—FAUE—TIAREPSVRRFLY M E—FAv2—Tz1R |

ciscoasa(config-if)# security-level 50

number 1213, 0 (B FfL) ~ 100 (Fx Bfr) O AZFRELET,
(FFvay) Ao B —TaAf ZAEEBRHEHAET—RNIRELTIF I 7o v 7R @EBLAENE S
I LET,

management-only

TN NTIE, BEA =T o ATEREHN L L TRESNET,

151
wIZ, VLAN 101 DT A —Z DR EMEZRLET,

ciscoasa(config)# interface vlan 101
config-if)# nameif inside
config-if)# security-level 100

config-if)# ip address 10.1.1.1 255.255.255.0

ciscoasa
ciscoasa
ciscoasa

KIC, ~AFAVTHEARE=RTALTFA A7 4 Fal—va L ii8T A—
BERETHHERLET, AV F—T2A ZIDIE~ v T4 TT,

ciscoasa/contextA (config)# interface intl

ciscoasa/contextA (config-if) # nameif outside
ciscoasa/contextA(config-if)# security-level 100
ciscoasa/contextA (config-if)# ip address 10.1.2.1 255.255.255.0

BELEYY
IPv6 7 R L ADFRE (15 2—)
WA L H—T 2 ADA F—T LB LA —HF Ry b RT XA —=HDEE
PPPoE DX E (8 ~—)

A B =T x A ZANDSL, #¥—T I ETF A, E£1RITFOMOFETISP IZHER SN TWT,
ISP 78 PPPoE #ffH L CIP 7 RL AZEID Y CTHHAIE. RONRNTA—ZEHELET,

FIE

ZDOEERERITEREONN~F YNV T ITA R~ NFAVYLVLT v %y hU—2 (VPDN) 7 /L—
ThEEFRLET,

vpdn group group name request dialout pppoe
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| v—FyrE—FA125—

ATy T2

ATvT3

ATy T4

TIAREMTF VAR LU M E—FAVE—T (R
FSURRFLY R E—RO TU S I—F 4 28—T 14 208E |

1 :

ciscoasa(config)# vpdn group pppoe-sbc request dialout pppoe

ISP SFBREZ BRI 45513, RE7 1 b =L 2R L £,
vpdn group group name ppp authentication {chap | mschap | pap}
il -

ciscoasa(config)# vpdn group pppoe-sbc ppp authentication chap

ISP CfE 4 238G U@l e —U — K& AT LE T,

CHAP £ 721X MS-CHAP 2T 25 E81E. =2—FELNBNVET—h VAT L4 L LTEREIN,
PRAT— RPN CHAP >— 72 Ly h& LTERBENET,

ISP THID Y THN /a2 —H4 % VPDN 7 /b — FITEEM T £7,
vpdn group group name localname username

&1

ciscoasa (config)# vpdn group pppoe-sbc localname johncrichton

PPPoE #5 fH D —H 4 L XA T — RORT %5k L £,
vpdn username username password password [store-local]

&1

ciscoasa(config)# vpdn username johncrichton password moya

store-local 77" > =3 VAFRET H & 2—F4 LA T — R3 ASA O NVRAM DOR5I 7223517
WZRTF &3 E 9, Auto Update Server 73 clear config =2~ > K% ASA TR L. T ORITHERmN
X725 E. ASA L, 22— 4 L /AT — K& NVRAM OBy, 772 3k
Y ML —ZIZx L CHBIECE £7,

KSUARARTZLIUFE—FD Ty oo IL—TA(4 03—
T4 XADKTE

TV oD TN—T1%, ASADBNVN—T 4 T TIER 7)o Th54 0 —T = ADT)L—
T, TV ITN—TIZ N T AT L N 7 AT U —)L ET— RTOHRYFR— &
NTCWET, 7V v TN—TDFHMZHONWTIE, 7V v N—F IOV TEERL T
éb\o

TV 9V T T LA B —T = AERRET BT, ROFIEEEIT LT,

N—TFTYRE—FAVE—TAREISVARTFLV N E—FRAE2—TA(4R .


asa-96-general-config_chapter6.pdf#nameddest=unique_226

N—FYRE-—FAUE—TIAREPSVRRFLY M E—FAv2—Tz1R |

B ooomeros—5z02 B omE

Ty IR 3 —T (4R (BVI) OFRTE

\}

TV TN—=TFTLIZ, IPT RLAZRET HBVINKLETT, ASAIX, 77U v¥ 7 r—
TINBREIEEND Ty FOEETT FLALLTZOIP T RLAZMHALET, BVIIP 7
R, s Tndxry hI—Z7 LRICY T %y b RiZidniEzn %A, IPvd b7
T4 v I DA, TRXTORNT 7 4 v 7 BB ESE 51213, BVIIPT RLARKLETT, IPv6
N7 4y DERIE, Db, M T4y @RS EL) v a— AT KU RER
ETHLENRDY £, VE— MEEHQR EOFHBWEEL GO 7 VEREZ KRBT 57201, 7
0= NVEHT RURAZBRET DI EE2HREL T,

—ERDEFNLTIL, T4V DN a7 4 Fal— a7 v F—FL BVIREEN
TWET, BNMOT Y vV 7 N—7FBIUOBVIZEK LT, ZFV—TDRETA LN~ Z—
T oA AEHEOYTTLH L TEET,

GE)

&

ATy T2

FTUANT LY b= FOBBIOEEA 25— 7 =2 AT (P F— FIRTOEET VO
BE) L RETERNWTY v 7 —7 (ID301) A3 7 4 F = b—3a AT HBINICEN
ShET, ZOTV v IA—=TFT7 ) v ZA—7ORIRICEENREE A,

FIE

BVI Z1Epk L £ 7,

interface bvi bridge group number

i

ciscoasa(config)# interface bvi 2

bridge _group number 1, 1~ 250 DL TH, ZDOT VY v FN—TF 23— |ZF, BTY
PA L H—T A AEEID Y TET,

BVIDIP 7 FLA&HEELET,
ip address ip_address [mask] [standby ip_address]

1

ciscoasa(config-if)# ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2

BVIICIZAA k7 R A (/32 £72135255.255.255.255) #ED ¥ TRNTLEEWN, £72. /30
BT Ry b L (255.255.255252) . RA T RLARIORMOMD Y7 3> F&2MFH L7
WTLZEWY (KA RT RV, TovFARN)—b)b—% HFLARY—A)L—%_ BVI
WZENZENLDTOTT) . ASAIL, V7 Ry FOKEFHT RLALEKRT RLATEZEFEIN
HFT_RTDOARP N7y haE Ry LEd, 20D, B0V TRy haEHL, 2o
2y ENST v T AN =LA V—ZIZTREART RLAZEDETH L, ASAIZH T AR
U —ENET v T AR —Ah b—F~D ARP EREZ Fa v 7 LET,
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TY YT IN—T A vri—o—f@ttA vi—71 42 15 ri—s0%E [

7 = —)LA—3—(Z1%, standby ¥ —VU— RBIOT KL RAZMHEHL T,

151
OB TIE, BVI2 7 RLARLEZAZ L ANAL T RLAEZHELET,

ciscoasa(config)# interface bvi 2
ciscoasa(config-if)# ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2

Ty TI—T AN—D— BTG A B —T A R INT A=A
SL=o
ax ;&
TOFIEX, TV ITN—T AN~ =T 2 ADLHL, EX2VT 4 L, B
FOTY oY TN—THERET D HECHODWTHALET,
1R B

A LTV Y I N—TT, SEIERFIHOA X —T oA A WA L H—T =4 A,
VLAN V7 A 5 —T =2 A A, VNI A % —7 A A, EtherChannel, TTEA % —7 =
AR) BEDLHZENTEET, BHA L EZ—T oA AT R—FENTOERA,

cINTF AUTHRARET—FTHE, a7 F A METAR—ATROFIAZETLET,
VATA AT 4 Fal—aryhbarTXF AL ar7 4 ¥al—ra Bz
5121, changeto context name 2~ > K& AL ET,

¢« NTUART L R E—RDgE, FHA X —T7 oA AUIZOFEEFHEH LW TL
W, FEA VA —T oA AERETDHIHEEF., FTUVAXT L hE— ROEEA
H—T 2 ADEIE (yw_y)%§%Lf<téwo

FIE

ARTFYTN A F—T xR AT 4Fal—varE—RefBALET,
interface id

51

ciscoasa (config)# interface gigabithethernet 0/0

A H =T A AIDITIE, ROLONRH D F9°,
‘LE

* port-channel
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ATy T2

ATvT3

RTvT4

* physical : ethernet, gigabitethernet, tengigabitethernet 72 &, A ¥ —7 = A AW
A—hENTVWERA, A1 F—T A ALIZHONTE, FHLTWDEET VO /N—FK
V2T A A= A REZRLTIZS N,

s physical.subinterface : gigabitethernet0/0.100 72 &,
* vni
* vlan

« mapped name : ~)VF AT F A K T— RDOLHA,

AE =T =2 A% T Y P FA—TIZE Y ETET,
bridge-group number

1 -

ciscoasa(config-if)# bridge-group 1

number 1L 1 ~250 DEFE T, BVIA VX —T 2 A AB BT HZVNERHD ET, 7T o
TN—TIE KA HDA 2 —T 2 f ABENYCHZLENTEET, RI—A ¥ —T7 =
ARBEHOT ) v TA—FICEYYCTEHZ LT TEEEA,

A B =T oA ZADAFIEIEELET,
nameif name
1 :

ciscoasa(config-if)# nameif insidel

name 1T K 48 LFDT F A FXFH|TT, KXFE/IXFRRNEINERFA, LHIZEET
HIiE, ZOa<wr FTHLWMEEZBANDLET, FOLETESRTETITOa~ 2 RHRH
MREND720. no ERIIATI LARNWTL &N,

X2 UT 4 LV EBRELET,
security-level number

1 :

ciscoasa(config-if)# security-level 50

number (21X, 0 (& THL) ~ 100 (Fx bfr) oFEHEE2EELET,

EENEYD
MTU X O TCP MSS @

R
il

. —TYRE—FAVE—TARELSVARTFLV N E—FRAE3—TA(R
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| L=FYFE—FAVE—TIARELSVRRTLUFE—RFAVE—T (R

F5URR7LY F E—FOEES v 8—T 14 20%% [

FSURRFZLUY M E—RKDEBA VA —T 14 ADEE

ATy T

NIV ART VYN 7747 04—V E—KRTlX, IRXTCOA L HF—T oA ANT Vv 7
N—TIZRLTCWDRERH Y £F, ME—DOBIIMNIERS L F—T A X WA F—T =
AR, BT BF =T 24 A (THHAODET L TYR—-FENTWEEA) . £I3EH A
H—T = A AZHiA% T 5 EtherChannel f ' Z—7 = A A2 (BEOEHEA L Z—T 2 A ADH 5
Be) onTng) TF, BEHA X —T oA RIERIOEEA VX —T 24 AL LTHET
& F£ 9, Firepower4100/9300 > v —3 TiL, BHA ¥ —7 = A A ID I ASAFGHEET /A AT
B Y CTlmgmt XA T A H—T =2 A RZHSHNTWET, MO X —T =2 f A X AT
TEHA VX —T 2 A AL LTHEHTEERA, VI NE—RERFIUTHFARNTEICI
ODERA L H —T 2 A AZFETETET, FMONTIE, FT7UAXT L hE— RO
A LA —T 2 ZABBRLTLLEEN,

48 HHEIIZ

DA VH—T A ATV oY TNN—TIZEN G CTHRNWTLIEEN, RETERWNWT
oYU —7 (ID301) X, a7 4 FXal—aicABmcEmEnEST, Z07
Vo TN—TF137 0 v ZA—7OHRICE TN T A

ETIVCEHA LV H—T 2 ANEGENTORWES, T—H A F—T oA ANB T
VART LU RN T AT UA—NEERTOINENRHY ET, ZOFIEIFAXTY T LE
9, (=& ZIE. ASASM DA, ) Firepower 4100/9300 v — 3 TlE, HHA ¥ —
7 A A 1D X ASA GBS A ZIZEIY X T7z mgmt-type A > ¥ — 7 = A ATHASNTN
E3 N

“NF ArTERANE-RTHE, EOA =T =24 20 (ZHICREHSA VX =T =
AALFENET) | T XFAMITHAESEL LI TEERA, T—F A5 —
T x A A DMEDRH Y T

VNF AT HFARNE—RTE, 20T F R METAR—RATROFIEEZFETLET,
VAT ANPLAVTXARN AT 4 X2 b— g UIZEET HIZIE, changeto context name
avy RaeALET,

FIE

Ao B —Tx2f AT 4F¥al—ay T— REBBLET,

interface {{port-channel number | management slot/port | mgmt-type_interface id }[. subinterface] |
mapped_name}

11
ciscoasa(config)# interface management 0/0.1
port-channel number 513%1%. port-channel 1 72 & ® EtherChannel A > % —7 =4 A ID T,

EtherChannel f > % —7 = A ATiE, BHA L NN—A L H—T 2 f ZADHBNHEEIN TN DML
HRHY F£9,

=Ty RE—FAVE—TIA(REIPSVARTLY L E—FAv45—T1242 |}
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B rsoxx7ior=—

ATy T2

ATvT3

N—FYRE-—FAUE—TIAREPSVRRFLY M E—FAv2—Tz1R |
FOBEEAS A2 —T x4 RDEE

TLEA % —7 = A AlX, Managementslot/port { 2 —7 = A A% AN LTHR—-FLE
YA, L, BlA =T 2 RUNDOEEA =T = ADLRDILEA VI —7 =
AR %, EHERE L THRETEET,

~)VF AT H AR E— KT, allocate-interface =~ > RAfiH L CHID Y T4,
mapped_name = ANJ1 L E T,

Firepower4100/9300 > ¥ — < Tl&, ASAGREET A RZHEIV Y Tlomgmt ¥ A 7 A o H—T =
A A (EBIA > H#—7 = A AFE721% EtherChannel A > #—7 =2 A X)) DAL H—T =4 AID
ERRELET,

AV H—T =2 A ADLHIERELET,

nameif name

1

ciscoasa(config-if) # nameif management

name (3 K 48 SLF-DT F A FLFHN|TT, KILFE/NLFIEFXEBIENFFA, LAiEZEET
HIZiFE, ZOa<w s FTHLWVEZBFBAN LET, TOAFIESRTILTXTOa~ 2 RHEH]
REND720, no BRIIATI LARNTLIEE N,

WDONTNPDOITFEEZFERALTCIP T FLAZRELET,
sIPT7 RLAETETHRELET,

Tz— A== L BIHERATAEAIE. IPT FLAERAZ R, T RLAZFFHT
RETHMHLENHY £, DHCP XV AR— SN EH A,

ip_address 5135 L N mask 5150021X, A > H—T=A ADIPT RLALY TRy b w2
7 ERELET,

standby ip_address B1¥%, 7 =— N A —N—THEHL £7,

ip address ip_address [mask] [standby ip_address]

il

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2

DHCP —/Nn 5 IP 7 R AZBAGF L £ T,
ip address dhcp [setroute]
B

ciscoasa(config-if)# ip address dhcp

setroute ¥ — 7 — R&ZIEET S L. ASA B DHCP y— "\ biESNEF 7+ k b— K
PHEATESL LI £,

DHCP VU —ZZ Uty bL, B —RAE2ERTHIE, Z0a~vr REHFANLET,

. —TYRE—FAVE—TARELSVARTFLV N E—FRAE3—TA(R
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ATy T4

IPv6 7 KL XDERTE .

ip address dhep =~ > K& AJJ 3 5 H(IZ, noshutdown 2~ REHEHALTA 2 —7 =
A AEFPL TOIRWES, —#0 DHCP ZRBEE SRV ERH Y £,

X2 U7 LAV EFRELET,
security-level number

1 :

ciscoasa(config-if) # security-level 100

number (21X, 0 (& THL) ~ 100 (Fx bfr) oFEHEEEELET,

IPv6 7 KL XDEE

IPv6 [CTDLVT

IPv6é 7 kL XE%E

ZOWETIX, IPv6 7 KLy v U T HERET D HIEZHOW T L £,

DT a AT, IPVE BT AERAEENTVET,

WO 2FEEHD IPV6 DL=F ¥ A N T RLAEZRETEET,

e Ju— 3L Fa—rL T RLVRE, RNT Y v Xy NU—7 THERATRER T Y v 7
T RLATY, 7V oY TN —TO8E. ZOT RLAZIZEA L R— A B —T oA X
TEICHRET HDOTIEARL, BVIHICHRET 20E R HY £3, £/, hTvAXT L
FE—RTEHA =T 2 ADT 0 — LR IPV6 T RLAZRETHZI b TE %
7T

Uy zu—An: Yrra—hnT RLAE, BEEREINT-FX Y NT—27 2 CHEHRT
EHTTAR—=F T RLVATY, v—&iE, Vorora—An 7T RLAEZHEHL Ty
N EERET DO TR, FEOHWHE SR Y NU—27 B AV N ETRERE T EITVET,
N—21%, T RUVAREE LT B L AR 72 £ O Neighbor Discovery HERE(Z T F
T, TV ITN—TTIE, A=A H =T ADIHEBY 7 a—/L T KL A
FETAELTWET, BVILIZIZU 7 a—h/L 7 RLRZH Y FHA,

BAKER, IPv6 DNENMET D L D12V 7 a—DV 7 RLAZRETLILERSY £9, Jo—
SNIVT RVRAEZRETDHE, Vo7 a—h T RLARA U H—T = A AZHEICHRE S
nNatd, Ve ra—an 7 RUVAZEIICRET H2LEILIHY AL, 7Y vy T A—7
AV B =T A AT, BVITZ B— LT RLRAZRE LSS, ASAEEINIZ A L /3—
ABE—=T2AAD) v 7a—N T RUVAEZEKRLET, /7n— L 7 RLAZHRELR
WA, Vo Zua—h 7 RLAZHBIMICT 50, FEITRET HLERDHY 77,

N—TFTYRE—FAVE—TAREISVARTFLV N E—FRAE2—TA(4R .



N—FYRE—FAVE—TIARELSVRRTLY M E—FAv8—Tx42 |
B wodifiedeuies 4 o5 -z 2 1D

\}

GB) Vv rm—AnNT RLVADORELETEITIHEIE, 2~ K U 77 L A0 ipv6 enable =+
> K (H#EEE) F7-13 ipv6 address link-local =~ > K (FEFEE) 2B L TS0,

Modified EUI-64 f % —2J 4 X ID

RFC 3513 [Internet Protocol Version 6 (IPv6) Addressing Architecture] (A > ¥ —%* v h 7r k=
NNR=Dar6T7 Rby 7 T7—=%77Fx%) TE, AT VE000 TIHED b DEFRE,
TRTOZ=F XY ZAKNIPV6 T RLADA U F—T = A AHIFEH7IER SN 64 v T,
Modified EUI-64 JEAUTHLA. T Z ENER SN TWET, ASATIE, m—A/L U728
eSS ARA MZZoEFZ#EATE £,

TOOBSRENA LA —T 2 A ATA X —T IR TWA L FDA X —T = A A1ID ) Modified
EUI-64 TEX AR L TV D Z L ZHERT D720, A VX2 —T = A ATZAIE L= IPV6 /37 >
FDOFEEITLT RUANIEEILMAC 7 R RAIZHS L THERINET, IPv6 /T RS A
4 —7 = A A ID |Z Modified EUI-64 FE XA 8- L T2 WA, 7y MRy 7 &, &k
DIATF Al AyvE—UNERESNET,

325003: EUI-64 source address check failed.

7 R AEROMHERIL, 7a—RMER SN D GAICOARFEITENET, BFEO7a—n5oR
o MIRERSNEYA, £72. TRV AD FERIZe—L V7 EOKRA MIXLTHOHR
FITTEET,

IPV6 L4 VIREREVSAT Y FDERE

ASAIX, 7 T7AT b AV E—=T AR (T2 21, r—7 0 BT LTEEG SNTAMERA v
H—=TxARX) N12DUEDIPv6 V7 4 > 7 R &AL D X 5 IZDHPCVGe 7'V 7 ¢ v 7
AFAET TA T FELTHET DI ENTE, ASAIZFDOT VT 4 v I AGEWNEA & —
TxA RV T 3y MEBIXORET S22 EnTcxEd,

IPv6 LT 1 vy REFZDHE

ASAL, 7I9A TV M AV E—T AR (T2 21X, =TV T LITER SR A >
H—=TxAR) B1DOLUEDIPV6 V7 4 w7 A&ZITEND X 9 IZDHPCV6 'V 7 (v 7
AL TAT U FELTHET D2 Z LN TE, ASAIZZDT VT 4 v 7 AWNEA U H—
T2 A AT Xy MEBIORETHZ ENTEET, 2Tk, WA ¥ —T7 A R
WZHEE STV S A M i, StateLess Address Auto Configuration (SLAAC) ZfEf LT/ r—
JVIPV6 7 RV AZRUGTEET, 727 L, WEASAA VX —T =2 A4 RAFXT VT 4 v 7 AFE
B —"E L THRELETADTIERELS S, ASAIL, SLAACZ 74 7 v M7 a—nN
JWIPT RULAZRMT H T LTEERA, TLE 2T V—FD ASAIZHFR SN TV 5
. ASAIXSLAACYZ A4 7 e LTHREL, IPTY RLAZIGTEET, LarL, v—X
DE#BRDF Y T =2 IR LT 4 v 7 2DV T Ry F2EH LIZWEA, Lv—F OWNEA
VE—T A A LETENALDT RL AR FEITRET ALERD Y 7,

. —TYRE—FAVE—TARELSVARTFLV N E—FRAE3—TA(R



| —FYRE-—FAUE—TIAREFSVRRFLUME—F A VB —T AR
IP6 LT 1w REEBYIxy ton [

ASA IZIFYE DHCPVG h— " E ENTEY . SLAAC Z 7 A 7 > b A3 Information Request (IR)

2Ny N ASALZIEE L728iG . ASA IZDNS Hh— 30 R X A 472 £ O #% SLAAC 7 7
ATV MIRETLZENTEET, ASAIT, RNy FEZITWMLET T, 7747k
W7 FLAZEID L TEEA,

IPv6 TL T4 v REEBY TRy ~DF

WOBITIE, ASANDHCPV6 7 KL A 7T AT hEHHALT, MA v F—T7 A A LT
IP7 FLAZZITRDHEZAZRLTWET, 72, ASAIZDHCPV6 7'V 7 o« v 7 AFALY
TATY MEFERALTRET L7 4 v 7 ZAZBHFLET, ASA L, RET VT 1 v 7 2% /64
Fy MU= 72y MeL, REEF LT 4 v 7 ZABLOFETHREINTZT TRy b (20,
ilyor:2) E/AHE—T A AT EDIPV6 T RL-A (0:0:0:1) ZFEH LT, EBRIZHNETA >
B—=T oA A7 0=V IPv6 T RLRAZELET, ZNOHDOWEHA ¥ —7 = A AITHE
FSNTWDSLAAC Z A4 7> M, %K /64 V7 %> FOIPv6 7 KL A& HE L 9,

DHCPvE Address and
Prefix Delegation Server

(" Internet B

Cable Modem | IPvE address from DHCPvE address server:
2001:DBB0123:4567 -ABCD /B4

Prefix from DHCPvE Prefix Delegation client:
ASA 2001:DB8:ABCD:1230:/60

IPv6 address from PD client: IPv6 address from PD client:
/ <delegated_prefix=::2:0:0:0:1/64

=delegated_prefic=:0:0:0:0:1/64 \
; IPvé address from PD client:

‘ <delegated_prefix=:1:0:0:0:1/64
1

SLAAC Clientsi ; : i

SLAAC IPvE address: SLAAC IPvE address:
2001:DB8:ABCDA230:0:0:0:2/64 -_— 5001 :DB8-ABCD:1232:0:0:0:2/64

SLAAC IPvE address:
2001:DBB:ABCD:12310:0:0:2/64

IPv6 TL 74 v 9 REF M2 Ty DI

WOBNE, ASAN 462 T T Xy NMZT VT 4w 7 A% T Xy METHEZAZRLTNE
9, 2001:DB8:ABCD:1230::/62, 2001:DB8:ABCD:1234::/62, 2001:DB8:ABCD:1238::/62, and

2001:DB8:ABCD:123C::/62, ASA (%, WN#ix v U —2 (::0) (Z2001:DB8:ABCD:1230::/62 ™
FIHAFEER 4 DD 64T Xy bOIBLO 1 D&EFHLET, ¥V AN —A L—FITIX,
FETEMD /62 V7 3y FERfEATEES, MOL—21%, WA 2 —T7 =4 X (24,5,
and ::6) (2 2001:DB8:ABCD:1234::/62 ORI RIFE/R 4 DD /64 BT 3> v D D HD 3 D% fif
LET, ZOHAE, Wi —% A X —7 oA AFEICRET L7 4 v 7 ZERGT52 L
T TERWED, ASA FTRESAL 7 4 v 7 2%FR L, V—EREICEFDT VT 4 v I A%
HHT2MERH D £3, @E., UV —ARHIRENICRST25E, ISPIZBEED Y T4 7 > k

MN—TFTYRE—FAVE—TI(REISVARFLUYFE—FAVE—TI4(4X .



M—FYRE—FAVE—TIARELSVRARTFLU M E—F A28 —Tz4Z |
B rsoiLovorzE507 0 toEME

KRV 4 v 7 AEFTAELETB, ASABH LW LT 4 v 2EZ TR 54, Bl
WFL T4y I AT DI ON—FRELELETDULERDH Y 7,

DHCPvE Address and

Prefix Delegation Server

f" Internat

)

Cable Modem

|PvE address from DHCPvE address server:
2001 :DBB0123:4567 -ABCD/MG4

/ Prefix from DHCPvE Prefix Delegation client:

2001 :DBB-ABCD:1230: 460
IPvE address from PD client: "@-
<delegated_prefix=:-0:0:0:0:1/64 ’

smmmmmMml I##:

2001:DB&:-ABCD:1230:0:0:0:2/64 ASA
Manual IPvE address: Manual IPvE address:

2001:DB8:ABCD:1234:0:0:0:1/64 i S 2001:DB&ABCD:1236:0:0:0:1/64

Manual IPvE address:
2001:DBB:ABCDA235:0:0:0:1/64
|

IPV6 TLT 4 v IO RERIZA4T7 > FOAEMIEL

1oLk A B2 —T 2 A ZATDHCPV6 V7 4 VAFAL FA T v a4 F—T NI LE
T, ASAIX. V7 Ry MELTHE Ry hU—Z BV B THZ LN TED 1 DL ED IPVE
TVI7 4w 7 AEREGELET, BF., TV IA4 v I ARETITAT v v F—T /W LA
VHE—T 2 A AIDHCPV6 7 LA 7 54T " LTIPTY RLAZEAE L, ZO/od
ASAA B —T A RTNTD, T{EEINTET VLT 4 v 7 ANLEEESNAT FLAZFHLE
—é—o
1R BHHEIIZ

c ZOMEREIZ. VT v R 77 AT U — L EF— RIZBOHR—FENTWET,

o ZDMEREIZ~ LT a T HF AN E— RTIEHYAR—FEINRER A,

s TOMEHEIX., VT AX N VT T AR—FEINTWET A,

s COMRERITEHEHA VX —T7 A ATIEIRETEEHEA,

. MN—TFTYRE—FAVE—TI(REISVARFLUYFE—FAVE—T14(4X
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ATvT1

ATy T2

ATvT3

ATy T4

ATy TH

P TL7 (v 2EEs 547 roEdE ]

VT 4 I AFAEEEAT DA, IPV6 b T 7 4 v 7 O EBG 72912, ASAIPV6
FAN—RBDON—H T RANZ A XA MEiE%E DHCPv6 — N2 K-> THIV HTH
BTVT 4y 7 ARG LD BITBA DTN SVEICRET A2HERH Y 7, =
& Z1E. DHCPV6 — "N T L7 ¢ 7 AFAEOHEEAT I % 300 IR E L TV A
A%, ASARA OREIfE%E 150 IR ET HLENH Y 9, HEEAIMIM 2R ET DI
I%. showipvé general-prefix =~ > NZ i L £9, ASARA DIRZFHET DX, IPv6
FAN—EBROFE (23 X—) 2R LT &, 7740 ML 200 BT,

FIE

DHCPv6 V" — R Ry NU—J I SN AA v F—T 2 A ADA L HA—T 2 A AT 4 Fa
L—yvarET— RFElBLET,

interface id

&1

ciscoasa (config)# interface gigabithethernet 0/0
ciscoasa(config-if) #

DHCPv6 7'V 7 4 v IV ABEI FTA TV eI L, ZOA 2 H—T =4 ATRELEZT L
T A w7 AL BT ET,

ipv6 dhcp client pd name
il -

ciscoasa(config-if)# ipv6 dhcp client pd Outside-Prefix

name \ZIXF K 200 XFHHEHTE 9,

ZETHEESNET VT 4 v 7 2T 5 1 D ko o PRt L E T,
ipv6 dhcep client pd hintipvé_prefix/ prefix_length
i

ciscoasa(config-if)# ipv6 dhcp client pd hint 2001:DB8:ABCD:1230::/60

W, BEOT LT 4 7 AR (/6072 8) ZERLUETH, URNHED T VT 4 v I A%
FELTERY, V—RAOHMBEREIND & EIZENERFEICHIUS LI2WGEER, 207 v 7 1w
JADEEE e FELTANTEET, o b (B2 7Vv 74 v 7 2AF TV
T4y I AR) ZEANTDHE, OB MRS DN, FITEBEBE Y MY DINE D
M3 DHCP r—NIZ X > CTIRESNE T,

ASA A Vv H—T oA ADT B —)LIPT RLAELE LTI VLT 4w T ADYT Ry FNEEID Y
TAHITIE, 72— L IPv6 7 KL ADHRIE 202—) ZZRLTLIEEN,

({EE) SLAAC 7 FA T2 MIRAAL B ET—IN8T 2 —2 Z849 51215, DHCPv6 A
T— LAV —=RORE SR L TLIIZIN,

N—TFTYRE—FAVE—TAREISVARTFLV N E—FRAE2—TA(4R .


asa-96-general-config_chapter19.pdf#nameddest=unique_694
asa-96-general-config_chapter19.pdf#nameddest=unique_694

N—FYRE-—FAUE—TIAREPSVRRFLY M E—FAv2—Tz1R |

B /o7 rLzons

ATvT6

(fEE) BGP TT VL7 4 v 7 A% T RARZ A XFBIT0%, IPv6 X v hU—7 OFRE #BMR L
TLEEY,

1

17, GigabitEthernet 0/0 TDHCPV6 7 KL A7 54 7 v B LT L7 4 v 7 ZAEAT
I IA TV NERE LKL, T RVAZT LT v 7 AL L HIT GigabitEthernet 0/1
BLOO2ICHI Y THHZRLET,

interface gigabitethernet 0/0

ipv6 address dhcp default

ipv6 dhcp client pd Outside-Prefix

ipv6 dhcp client pd hint ::/60
interface gigabitethernet 0/1

ipv6 address Outside-Prefix ::1:0:0:0:1/64
interface gigabitethernet 0/2

ipv6 address Outside-Prefix ::2:0:0:0:1/64

8—/NLIPv6e 7 KLADETE

N—FT v RE—RFROEEDA L HX—T A AL FNTUART L = RKOBVIIZXHLTY
72—/ NV IPv6 7 R AERETHITIE. ROFINEEZFEITLET,

DHCPv6 BT V7 4V AFFEAT v a itk v F arTFA M = FTHEHYPER—F X
NTVERA,

GE)

Ja— )T RLRAEZHRETDHE, VoZu—hL T RLURAZEBRICRESND 2D, Bk
ICRETAVLEITIH Y FH A,

Y TA L B—T 2 ZADE ., BA v Z—T = A ZAD[E L Burned-In MAC Address Z{# f14%
DT, MACT RLALFEICHETHZ EaBEIHO LET, IPv6 U7 r—H/L 7 FL AL
MAC 7 RV RIZHANWTEREIND 2D, T —T 2 AZ—EBEDMACT KL A%
HYYTARZ LT, —EDOIPV6 V> 7 a—H/L T RUANAREIZ/ YD . ASA TEFED A v &
HUATDN T 747 OFWERTAZ ENTEET, 22BLTLEEV, MACT L
A DFHEKE

1R BRI
ewNF ALTHEARNE—RTIE, 20T HFANEFTAL—ZATROFNEELZFEITLET,
VATA AT A FX 2l —2arhbaryTxR AR ar7 40X al—3 g U0 X
51Z1%. changeto context name 2~ > K& NS LET,

. —TYRE—FAVE—TARELSVARTFLV N E—FRAE3—TA(R
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| L=FYFE—FAVE—TIARELSVRRTLUFE—RFAVE—T (R
so—ruire7 kLzoiE [

FIE

RATFYT1 A B —TxAf A AT 4 Fal—aryE— R RElBELET
interface id

1 -

ciscoasa(config) # interface gigabithethernet 0/0

FSo 27Uk EB—ROBE. BVIZEELET,
B -

ciscoasa(config)# interface bvi 1

N7 AT L R E—RTIE, BVHZINA, BBA VX —T oA RAEBETHILEHLTEE
h@‘O

51 :

ciscoasa(config)# interface management 1/1

RATvT2 (=T FAF =T x4 ) WOWTNPOFEZEMLTIP T FLRAEZRELET,
AV B =T 2 ATAT— ML ARBABREE A X —T M LET,
ipv6 address autoconfig [default trust {dhcp |ignore}]

AH =T 2 A ATAT— NV ARABREEA R—TNMCTDHE, V—F T RRZAX
AUVN A=V TRELET VT 4 v 7 AZEESNTIPVEO 7 RVABRERESINET,

AT — L ARBERENA X—T MRS TWEESE, /{2 —T A ADY 7 a—
Hv 7 KL A%, Modified EUI-64 4 > % —7 = A A ID IZESWTHBIRIC AR S E

7T

(GE)  RFC4862 Tix, A7 — MV ARHBREIIRESNIZARA MI—F T FA K
AZXA DAy E=VERELRVEREL TOWETR, ASAIZZOHE. —
BT RNRNEALZA N Ave—VEERFLET, A vE—VE2MEIT 5121
ipv6 nd suppress-ra =~ > RZ S L T 7230,

TN h — &AL A =T H8E1L, default trust dhep F 7213 ignore Z8E L
9, dhep TIE, ASANBEEHTEL Y —R (IPv6 7 RLAZRML L 72D L[F LH—N)
DN—H T RNEA XX "D T 74 b v— b OHZEFEHATDHIOEELET,
ignore TiX, BIDOR Y NT—TNEDN—F T RNEA XA NEfEATELL2EEL
F9, ZhiE VARZORWHIECRY £,

DHCPv6 i L C7 RLAZHSG L ET,
ipv6 address dhcp [default]
B

MN—TFTYRE—FAVE—TI(REISVARFLUYFE—FAVE—TI4(4X .



B /o—vre7rizo

N—FYRE-—FAUE—TIAREPSVRRFLY M E—FAv2—Tz1R |

B

axX ;&

ciscoasa(config-if)# ipv6 address dhcp default

default ¥ — 7V — REZfEETHE, V—F T KRZA XA ENBT 740 b b— FDBER
FINES,

A H =T 2 AZFH T m—r 7 FLAZEID Y TET,

ipv6 address ipv6_address/prefix-length [ standby ipv6_address]

B

ciscoasa (config-if)# ipv6 address 2001:0DB8:BA98::3210/64 standby 2001:0DB8:BA98::3211

Ta—SV T RLRAZEOLBCEHRLE, A H—Tx2AAADY I a—h)L T KLANH
BPICERR SN E T,

standby X, 7= — A —NN—XT DO H XY 2=y NERITT = — VA —— T )L—
TTHHEENDZA L F—T A AT RLAZEELET,

Modified EUI-64 TE XA H L CTA > 2 —T 24 ZAD MAC T RLANGAER I A v

=Tz AID L, HEINEZT VI 4 v I RAEFEETDHZLICE-TC, A0 X —T =
A AT a—)L T KLU AZENY Y CTET,

ipv6 address ipv6-prefix/prefix-length eui-64
i

ciscoasa(config-if)# ipvé address 2001:0DB8:BA98::/64 eui-64

Fa—sL 7 RLAZEIDYETLHE, AP =T =2 ZADY 7 a—J0 T FLANRH
BRICIER S E T,

ABUNRA T RLAZIEETIHILEITIHY FH A, A Z—T7 oA X ID M HEWIZAERK
INET,

RESNTT VT 4 v 7 A LET,
ipv6 address prefix_name ipv6_address/prefix_length
B

ciscoasa(config-if)# ipv6 address Outside-Prefix ::1:0:0:0:1/64

T OREREIZ, ASA A H—T7 = A AIZDHCPV6 TV 7 4V AFATLI FA TV b A x—
TNMCERELTZDITHETT, IPV6 T VT 4 v I ARET AT > bOAME (18 2—
D) ZBRLTLIESY, BHE., BESNET LT 4027 ZT/60LL T TH D20, #H5/64
Xy NU—=27ZH TRy METEET, Bishd 2 747 FHIZ SLAAC & AR— |
THULENRDHLET, 64DV R—bhESNDY 73y NETT, /60%7 %y N EMTET
57 RLA (1:0:0:0:1 72 &) ZRETIOIMLENH Y 3, TV 7 4 v 7 AN /60 HKiii D
AL T RVADENC : AN LET, 72E 2, ZESNT VT 4 7 AR
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pvs x4 —R0EE [

2001:DB8:1234:5670::/60 TH HGHE., DA X —T oA AZEID Y THND T a— b
IP 7 KL A1%2001:DB8:1234:5671::1/64 T9, /L —H% 7 KX A XA N TT RNZA X
INBHT VT 47 A1F2001:DB8:1234:5671::/64 T4, ZOFITIL, L7 4 7 AN /60 K
MCHIHGE, V747 ADEY Oy ME, AllCEEIND (ICL o TREND &

AT, 0IZR0FET, 72 xiE. U7 40 7 A 2001:DB8:1234::/48 T H45 . IPv6 T
F L 213 2001:DB8:1234::1:0:0:0:1/64 (272 ) F 97,

ATv T3 BVIf o Z—T7xAA) BVUWZFH T/ a— LT RLAZE DY TES, FT AT L
b= ROEBA LV H—T oA AT, ZOHEZHHALET,

ipv6 address ipv6_address/prefix-length | standby ipv6_address)|
i

ciscoasa(config-if)# ipv6 address 2001:0DB8::BA98:0:3210/48

Ta— )L T RUVREBENDYCERLE, =T 2DV 7 a—)v 7 RLARHEH
B E N E T,

standby | L, 7 = — /N F— =T OEHFY 2=y NELIEIT 2 — VA== T —T
THHIND A v H—T=2A AT RLAZBELET,

ATFwFe (FFvar) a—hL U 7OIPve T KL A Modified EUL-64 TG D A v & — 7 = A A3
BlroOFEHEZEA LT,

ipv6 enforce-eui64 if name

1 -

ciscoasa(config)# ipvé enforce-eui6d inside

if name 513UIX, nameif 2~ RTIHE LA VX —T oA ADLFIZHEELET, ZDA
VHE =T A AWK LTT LA EZEH TE £7,

IPv6 1A N—IFEEDHRTE

IPv6 %A N—HER T at AL, ICMPv6 A vt —VBIOREER ) — K~ LFF¥y AT
RLRZMEHLT, AUExy hU—2 (a—hL Yo 7) EORA =D I ET KL 2%
WEL, A N—OFHAH LAl L, BEL—¥ 2B L E T,

=R (RABR) ERAN—RFEFHLCT, ) v 7 BICHEETHZ L Rboro TS 3
AN—=DY I ET RLUADFFER, TR olzF v v ¥ 2 fiEORER =T 2TV ET,
Flo, RAMIRANEREZFEH LT, AAXA MR TRTy FMEEXELEIY E LTS
B — 2 A LET, &5, J—REzoF e harzEH LT, EOxA \—nEHE
ARECTEDRA NR—=NE ) TRUNET 7T 4 7B 5 L bic, BEINEZY VBT
RUZRZERBRHELET, L—F 3 —F ~ORNARERT S L, BRI L TV AR
N—B FETNIRBERRET 7T 4 TITHRBRLET,
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ATy T

ATy T2

ATvT3
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FIE

BETHIPVO A v B —T oA ZAEIBELFT,

interface name

1

ciscoasa(config)# interface gigabitethernet 0/0
ciscoasa (config-if)#

HET FL At (DAD) ORITEEZIEE L £,
ipv6 nd dad attempts value

value B3 DB N MEDOEFIL 0 ~ 600 TT, ZOEMN 0 DA, fHESNIA ¥ —T A
A TP DAD LEERN b XvE T, T 7 /0 MEE 1 3 TF,

DAD IZ. EV B THNARENI, HTLWWZ=F ¥+ A FIPv6 7T KL ADO—EMZMHRL., *v b
— ZICEBETHIPve 7 LA SN TWARWLE Y 7 R— A TR LET, ASA
X, A NRN—FEEFERA v E—V%2FH LT, DAD #ETLET,

FBET7 FLARBHENS L, 207 RLAOREEIZDUPLICATEICRES L, 7 RL A3
ARG 72D ROTT— Ay —URAERINET,

325002: Duplicate address ipv6_address/MAC_address on interface

BET FLARS v E—T 2 ZADY) o r7a—hL T RLAThbE, A F—T = A LT
IPv6 /X7 NOUBET 4 E—T MY £7, BET RLARTa—L 7 RLATHIL
X, FOT7 FLATEHINET A,

1 :

ciscoasa(config-if)# ipv6 nd dad attempts 20

IPV6 A N—IEFEROFEET MR ZRE L E T

ipv6 nd ns-interval value

value 5|3 DOHZh7EILX, 1000 ~ 3600000 X VT,

n—HN Vs EZHHMDO ) — KOV 7 v AY T RLVAZRETH7H, /— RKhbHx
A N—EFER A vE— (ICMPv6 Type 135) MR —L U ZIZEESNET, KA 3—
EEHERA Y E—VEZETDHE, 8%/ — NI, ZANRX=T RRZA XA N Ayve—Y

(ICPMv6 Type 136) Za—Hh/L U v 7 FISEEL UK LET,

EEIL ) — RIRIRAN=T RRE A XA b ezf5T 5 &, #EL/ — Nesde /) — R \E
TELXE2R0ET, RANRN—FEFERA vE—VIE, XA NN—DV T ET R L AN
INTRIT, RAN—DORFEFRMEOHBICOEH SN ET, / — FBARA AN —DRE R
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ATvT4

ATvT5

ATvT6

pvs x4 —R0EE [

EWERTDHEXIT, FANRN—EEFERA =T DT FL AT, XA NRX—D2=F ¥ A I
7 R A TT,

FANR=T FRREAL XA N Av®—1F, a—hVv Vo7 EO/)—FKDOU o 7@7 KL
PDEFEINZEXIZHHEINET,

1 -

ciscoasa(config-if)# ipvé nd ns-interval 9000

Ut— D IPv6 / — NICEIZErRERRF M 25 E L £,
ipv6 nd reachable-time value

value B1EDAE RN 72lIX, 0~ 3600000 X VR CTY, value 12 0 ZfEHT B &, BIE A RERFR N
HEARREE LTEE SN ET, BERERROMAERE L, BT 201X, ZET A A0k
%IJ ‘(t‘ﬁ‘o

IAN—EIREARERM AR ET DL, FHTE VRS N—2HRTcE E3, FlZEEE
THE, FHTERNRAN—2 LRI RN TEET, 2720, FZET51FE, IPv6
T FU— I HIRIE L T RTDIPv6 Xy N U —2 TN ZADOMELY VY — 2D RN 2 %
T, WO IPv6 DIEMTIL, HF D EWVIFREEIFHRE X EHA,

&1

ciscoasa config-if)# ipv6é nd reachable-time 1700000

IPV6 )L—5 T RNZ A XA FOXERRZRELET,
ipv6 nd ra-interval [msec] value

msec ¥ — U — NiE, ZOENIUVPBENTHEEINDSIZ L2 RLET, ZOF—U— RK2{F
TELRWES ., EIZWHEMNTIEESINET, value BI3OE EOFFIT 3 ~ 1800 . msec
F—U— RBEE SN TWAEETE 500 ~ 1800000 I U T, 57+ ~ME 200 0 TF,

FEEMEREOMEIZ, 2D X —T oA ANLERFEINDETXTDIPV6 L—HF T RAAK A XA
v MIEENET,

ASANT 74NV —Z L LTHRESINTWBEEHA, BEBRBIZIPV6 L—Z T RANZ A X R
VN TATEALUTIZTAVLERED £9, MDIPv6 /) — N ERIBI LW E S 129 5120,
3 5 BB A2 L EE D 20 % LANIC T v & LIS L £,

51

ciscoasa(config-if)# ipv6 nd ra-interval 201

a—h V7 D —RB, ASAZY 7 FOF 740k —F L RARTHBOE S 218
ELET,

ipv6 nd ra-lifetime [msec] value
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ATy T1

ATv78

ATvT9

ATy 710

N—FYRE-—FAUE—TIAREPSVRRFLY M E—FAv2—Tz1R |

A7 arOmseeX—7— NI, ZOMENRIVBHEMNTIEESNLDGZEERLET, ZOF—
U — R&EfRE LARWEE, EITHEAL T, value 5135 DHZN72EIE 0 ~ 9000 T3, 0% A
NTBL, ASAITERR LA VX —T =2 ADT 74V F —F LRI ERA,

N—2 OEHFMOMEIX, ZOA L F—T oA ANLEFEENDLTXTDIPV6 L—F T K
HARA MZEENET, ZOMHEIZ. DA F—T 24 A LEDTF 73V M L—Z L LTDH
ASA ODFRMEEZRLET,

1 -

ciscoasa(config-if)# ipvé nd ra-lifetime 2000

=B T RNNEF A XA N EWHE LET,

ipv6 nd suppress-ra

N—REGEEA v E— (ICMPv6 Type 133) IZSEL T, V—F 7T RNRNZ AL XX N A yE—
¥ (ICMPv6 Type 134) DHEBWICEE SN E T, V—FFEERRA v —1F FA 0D
VAT ADOREIFHIEE SN D720, RAMI, RICATZ P 2—=LENTWHL—HF T RARHZ
ARXRAY N A=V OZ LR EELICHBREEZITH) 2N TEET,
ASATIPVG 7'V 7 1 v 7 AR DB NN v H—T = A ONBA v X —T = A A
RE) T, INBDOAYyE—VET A =T NI TEET,

ZDavwy REANTDHE, ASANY > 7 ETIHIPV6 L—% TlidZe <, #H O IPv6 A /13—
DEICRZD LI ET,

BAESNABATF— ML RAHBIBREDT RLALSD IPv6 7 KL 2 OE4EZ DHCPv6 %
HEDITIPve HENRIE Y 94 7 2 MIBHT D121, IPv6 L—% 7T RARF A XA N7 T
T EEMLET,

ipv6 nd managed-config-flag

COFTa it IPVO—HF T RNREZAL XA b Xy OEHHERT RVARET 77
ERELET,

DNS H— 7 R L 22O EROEISIZ DHCPv6 2545 L 912 1Pv6 BEIERE Y I A4 7+
MZBEHIT D121, IPVOL—F T RARF AL XA MNZT7 77 &BMLET,

ipv6 nd other-config-flag

DX T at IPVOV—F T RNEZA XA N Xy hOZFOMDT RVABRET T 7
ERELET,

IPV6 )L —% T RNE AL XA NIEDDIPV6 VT 4 v I ABBRELET,

ipv6 nd prefix{ipv6_prefixiprefix_length |default} [valid lifetime preferred lifetime | at valid date
preferred_date] [no-advertise] [no-autoconfig] [ ] [off-link]

FAN—=TNRARF, VT 4T AT KRRNEAXA L MNEFEHLT, 202 —T A
AT RVAZEBRECTEET, AT FVRABHRETIH, V—F T RRNF AL XA Ay
VTSNS IPv6 LT 4 vy I ZAEEH LT, Vo Zu— T RLANE 7 r—N
Na=F%¥y AF T RLAEEKRLET,
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ATy 7N

pvs x4 —R0EE [

7 74/ FTI, ipv6address 2~ REMHLTA v F—T = AT FL AL LTRES
NETVT 4w T AL, W—F T RNRNZA XA NTT RANZ A XENET, ipv6 nd prefix
Avy REFERLTT VT 4 v 7 ZA%T RANZA XA MHICRET DL, OO VT 1y
T ATETDT RARZAXSIET,

A7 — MU AHEBRENE LT AHIZE, V—F T RRXEZAL XA N Ayt®—UTT R
WNEARXEINDT VT 47 ARNDFHIZ64 By M TRITNIERY 8 A,

sdefault: 7 7 LV FDTF VLT 4 v 7 ABMEFA SN TWDLZ L E2RLET,

« valid_lifetime preferred_lifetime : Y87 E LT2 IPv6 7'V 7 4 v 7 A FGNINOEBHRINDHH D

ELTT RNE A XTI ERELET, @%@ﬁﬁ%ﬁ¢ . 7 RLZAOHIRIEZH
DERA, BEADHEZEZA L, 7 RURFFEIRREICZRY $9, FEIRREDOT KL
ZDOFRIFHER S FHAN, FESELONTWEDITTIEH Y XA, BB OHIE
PN %RIC, 7 RLUAIRERCARY, AT E A, BNTA T7X A DIEXRTA 7
ALEFRUNENLVEVWRERH Y £7, EOFHIT 0 ~ 4294967295 ¥ T4, wKAE
ISR ¢ 23, T X infinite ¥ — 7V — N2 L THRET S22 TEET, 7741
N OB AL 2592000 (30 HIH) T, 7 7 4/v N OESAZhIIRKIL 604800 (7 HIH)
<7,

« at valid_date preferred date : 7'V 7 4 v 7 AOHF IR NN DRED A FF LWL 2R L
F9°, HFEHI month_name day hh:mm L15ELET, 72L& 21, dec 1 13:00 & AL F
j—o

s no-advertise : 'L 7 4 v 7 ADT RNAF AL XA B LET,
* no-autoconfig : 'L 7 ¢ v 7 AL IPv6 HERREICIIFEH TE RN L2 ELET,

coff-link : ¥§E LTV I 4 v 7 A& ATV 7 LTRELET, L7 47 AILE v
N7 UTTT RRZARXEINET, V7097 A%, BN VvT7 497 AL LT
N—F 4 T F—T A SINET A,

onlink 34> (F7Hx/ k) OLEE FHBEINET VI 4 v 7 AREDY 712510 Y4
THNET, HESNTZT VLT 4 v 7 ABELEDLIRT RVAIL NI 7 4 v 7 BkE
57— KX, s8enV 7 ECer—hVZRERfEThHA E R LET,

1 -

ciscoasa(config-if)# ipv6 nd prefix 2001:DB8::/32 1000 900

IPv6 R A N—ERX v vV aDAZT 4 v 7 = M) ERELET,
ipv6 neighbor ipv6_address if name mac_address
RDOHTA RTA > EHIRFHIT, AFT 1 27 IPv6 KA N—OREICHEMA SNET,

« ipv6 neighbor =~ > RiZarp =~ > RIZBLTWET, IPv6 %A N—ERTuk R |2kb
BT, FHESNEZIPV6 T RLADT Y h U BFRA N—FHRF ¥ v 22T T
FEST D256, = PVIBRHBIICAZ T 4 v 7 2 R ICEBRSLET, Zhboxr
FUIE, copy 2~ REFEHA L THELZRGFT D & XITHREITHRGFINET,
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B 70 FE—FBEU IS URRF LU E—FOA V8 —T A RDEZE Y VY

cIPV6 XA N—ERF ¥ v aDAZT v 7 = ) ZEKRT HITIL, showipvé neighbor
av s RaLET,

« clear ipv6 neighbor =~ NIZ LV, AZT 1 v 7 = MU &R, IPv6 1A N—HREK

XFyrvaWNOTXTOZY MY ZHIFRL £, noipvé neighbor =~ > Nix, f5E L7
ABT 4y 2 M) XA N—ER Ty v v apbHIBRLET, ZOa< X, IPv6
FAN—RRT O EANLRHINDIZ L NI THLIZLATIvr 2 M) FFrvia
NHHIFR L A, noipvéenable =~ REH L TA ¥ —7 A ATIPV6 &7 «

=T MITDHE, AET 4y 2 MY ERWT, 2OA U2 —T = A AFNIHE I
2T _NTDIPVE A AN—EHRF vy vz = FUREHIBRENET (=2 Y odREER

INCMP [Incomplete] IZZEH S ET) .

IPVv6 XA N—ERX Yy v a2NDAXT 4 v 7 T hUNFANR—ERT o A2k -
TEEINAHZ LIEIH EFA,

clear ipv6 neighbor =~ > RZEITLTH, AZT 4 v 7 = F UM IPv6 A N—HK
XrvraPbllfREndZ LiIbY EFtA, XA FIv 7 = NIOZ Y TETMTD
ET,

ARk S AU72 ICMP syslog 13, IPV6 1A /3— = b U OEB AR FHITERE LET, IPve
FAN—Z U NUDASAT 74NN ZA—X30THDH7D, ASAIX30MEBXIC
ICMPv6 R A N—ERB L OISE v b EAKR LET, ASA 27 =—/L 4 —/3— LAN
BLXOIPv6 7 FLATREINTZIRIEAS VX —T = A4 ADWENHHGEF. 307 L
(2, ICMPV6 F A N—IRBEB L OISE AT v DB, REFHDO Y 7 a—H)LIPve 7 R
A0 WD ASA THERESIET, £/, F37 » MIEED syslog (ICMP #fitds L O
B— NV IRA NDIERRETZIZT 4 T X T V) BAKT 728, #fE ICMP syslog 23 A2k S
NTWDHEINCHRZDZENHY £, IPV6 XA NRN— 2 R DY 7 L w2 B,
WHEOTF—F A B —T 2 ATREFRETTN, Tx— A —NR—f L Z—T (X
TIERETRETIEH Y T A, 72720, TDOICMP R A N—ER N7 7 4 v 27 D CPU D
IO TT,

1

ciscoasa(config)# ipv6 neighbor 3001:1::45A inside 002.7D1A.9472

W—T Y FE—FBLUFIUARTZ LY FE—FDA
BR—DIAADE=ZRZY)Y

A B =T 2 A ZDEHEFER, AT —F A, PPPOE Z#E=F TEx %1,
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18—z 28itER ]

423 —7 A AHKEHIER

DHCP &%k

* show interface

A =T 2 A At AR R LET,
* show interface ip brief

AV HE—=T 2 A ADIPT RVALAT—H A FKRLET,
* show bridge-group

BEINEA v H—T o2 A A MACT RLALIPT RLAREDT Y v o0 N —FEH
ZFRRLET,

* show ipv6 dhcp interface [ifc_name [statistics]|

show ipv6 dhcp interface =~ > NiZ, T XCTDA > ¥ —7 = A A0 DHCPv6 fF#H & Fr L
F4, A H—T A AN DHCPV6 AT — b L A F— SHERAICRE SN TV LA

(DHCPv6 A7 — h LA —R"OFE #ZM) | ZOavwy REh—NZko TS
AUTW% DHCPv6 7' — V& U A NLET, £V F—T A AZDHCPV6 7 RL A 7 7 A
TUNERIZT VI 4 v I RABET FGAT v FOREVRH LG, ZDa~wr Riik s 5
ATV FOREEST—"NEZE LTEERRLET, FFEDA ¥ —T =4 AIZDON
T, DHCPY—REZZI7 FA T2 FDORA v —Y O HEREFRTE LT, KkiIZ, =
Davy FCREESNDIEHRF LR L ET,

ciscoasa(config-if)# show ipvé dhcp interface
GigabitEthernetl/1l is in server mode
Using pool: Sample-Pool

GigabitEthernetl/2 is in client mode
Prefix State is OPEN
Renew will be sent in 00:03:46
Address State is OPEN
Renew for address will be sent in 00:03:47
List of known servers:
Reachable via address: fe80::20c:29ff:fe96:1bf4
DUID: 000100011D9D1712005056A07E06
Preference: 0
Configuration parameters:
IA PD: IA ID 0x00030001, T1 250, T2 400
Prefix: 2005:abcd:ab03::/48
preferred lifetime 500, valid lifetime 600
expires at Nov 26 2014 03:11 PM (577 seconds)
IA NA: IA ID 0x00030001, T1 250, T2 400
Address: 2004:abcd:abcd:abced:abcd:abed:abed: £2cb/128
preferred lifetime 500, valid lifetime 600
expires at Nov 26 2014 03:11 PM (577 seconds)
DNS server: 2004:abcd:abcd:abcd::2
DNS server: 2004:abcd:abcd:abcd::4
Domain name: relay.com
Domain name: server.com
Information refresh time: O
Prefix name: Sample-PD

N—TFTYRE—FAVE—TAREISVARTFLV N E—FRAE2—TA(4R .



asa-96-general-config_chapter19.pdf#nameddest=unique_694

N—FYRE-—FAUE—TIAREPSVRRFLY M E—FAv2—Tz1R |
B oxce s

Managementl/1 is in client mode
Prefix State is IDLE
Address State is OPEN
Renew for address will be sent in 11:26:44
List of known servers:
Reachable via address: fe80::4e00:82ff:fe6f:f6£9
DUID: 000300014CO0826FF6F8
Preference: 0
Configuration parameters:
IA NA: IA ID 0x000a0001, T1 43200, T2 69120
Address: 2308:2308:210:1812:2504:1234:abcd:8e5a/128
preferred lifetime INFINITY, valid lifetime INFINITY
Information refresh time: O

ciscoasa(config-if)# show ipvé dhcp interface outside statistics
DHCPV6 Client PD statistics:

Protocol Exchange Statistics:

Number of Solicit messages sent: 1
Number of Advertise messages received: 1
Number of Request messages sent: 1
Number of Renew messages sent: 45
Number of Rebind messages sent: 0
Number of Reply messages received: 46
Number of Release messages sent: 0
Number of Reconfigure messages received: 0
0

Number of Information-request messages sent:

Error and Failure Statistics:

Number of Re-transmission messages sent: 1
Number of Message Validation errors in received messages: 0

DHCPV6 Client address statistics:

Protocol Exchange Statistics:

Number of Solicit messages sent: 1
Number of Advertise messages received: 1
Number of Request messages sent: 1
Number of Renew messages sent: 45
Number of Rebind messages sent: 0
Number of Reply messages received: 46
Number of Release messages sent: 0
Number of Reconfigure messages received: 0
0

Number of Information-request messages sent:

Error and Failure Statistics:

Number of Re-transmission messages sent: 1
Number of Message Validation errors in received messages: 0

* show ipv6 dhcp client [pd] statistics
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show ipv6 dhep client statistics =~ > K{X, DHCPv6 7 71 7 > Mt Az TR L, 5%
FEEINTA v E—EOM I ZFRAA L ET, showipvé dhep client pd statisties =~ > N3,
TVT 4w I ATET TAT U FORGEHEREFIRLET, RIZ, ZOa~vr FTREES
NHIEHRBIZRLET,

ciscoasa(config) # show ipv6 dhcp client statistics

Protocol Exchange Statistics:
Total number of Solicit messages sent: 4
Total number of Advertise messages received: 4
Total number of Request messages sent: 4
Total number of Renew messages sent: 9
Total number of Rebind messages sent: 0
Total number of Reply messages received: 9
Total number of Release messages sent: 6
Total number of Reconfigure messages received: 0
Total number of Information-request messages sent: 0

Error and Failure Statistics:

Total number of Re-transmission messages sent: 8
Total number of Message Validation errors in received messages: 0O

ciscoasa(config)# show ipvé dhcp client pd statistics

Protocol Exchange Statistics:

Total number of Solicit messages sent: 1
Total number of Advertise messages received: 1
Total number of Request messages sent: 1
Total number of Renew messages sent: 92

Total number of Rebind messages sent: 0
Total number of Reply messages received: 9
Total number of Release messages sent: 0
Total number of Reconfigure messages received: 0
Total number of Information-request messages sent: 0

Error and Failure Statistics:

Total number of Re-transmission messages sent: 1
Total number of Message Validation errors in received messages: 0

show ipv6 dhcp ha statistics

show ipv6 dhcp ha statistics =~ > NiX, DUID f§#H/3 7 = — /LA —3— 2= K] TR
SNEREEED, 72— A ===y MEOD T P72 a v OREHERZ R L
F9, KiZ, Zoa~vy FCRESIDEREIZRLET,

TIT 47 2=y ko

ciscoasa(config) # show ipvé dhcp ha statistics
DHCPv6 HA global statistics:
DUID sync messages sent: 1

DUID sync messages received: 0

DHCPv6 HA error statistics:
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Send errors: 0
AL RN 2=y k|

ciscoasa(config) # show ipvé dhcp ha statistics

DHCPv6 HA global statistics:
DUID sync messages sent: 0
DUID sync messages received: 1

DHCPv6 HA error statistics:
Send errors: 0

* show ipv6 general-prefix

show ipv6 general-prefix =~ > FiX, DHCPv6 7'V 7 4 v IV AFAL T FA4 T MZL-T
BIRENTZTRTCOT LT 4 v I REZDT VT 4 v 7 ADMOD T 1t Z~0 ASA Fifi
(lavva—<VUXL]) 28R LET, RIS, ZOa~vr FTRESADEHRIZ R
L/\i—g—o

ciscoasa(config)# show ipv6é general-prefix
IPv6 Prefix Sample-PD, acquired via DHCP PD
2005:abcd:ab03::/48 Valid lifetime 524, preferred lifetime 424

Consumer List Usage count
BGP network command 1
inside (Address command) 1

PPPoE

* show ip address interface_name pppoe

BU{ED PPPOE 7 74 7 v b DR EHWEF R LET,

* debug pppoe {event | error | packet}

PPPOE 7 T A7 2 " DTNy T A F—=T NI LET,

* show vpdn session[12tp [pppoe] [ id sess _id |[packets [state | window]
PPPOE E v v a v DARAT—H A EFRRLET,

WIZ, Zoavy FTRESLIESREIZ R L E T,

ciscoasa# show vpdn

Tunnel id 0, 1 active sessions
time since change 65862 secs
Remote Internet Address 10.0.0.1
Local Internet Address 199.99.99.3
6 packets sent, 6 received, 84 bytes sent, 0 received
Remote Internet Address is 10.0.0.1
Session state is SESSION_UP
Time since event change 65865 secs, interface outside
PPP interface id is 1
6 packets sent, 6 received, 84 bytes sent, 0 received
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ciscoasa#
ciscoasa# show vpdn session
PPPoE Session Information (Total tunnels=1 sessions=1)
Remote Internet Address is 10.0.0.1
Session state is SESSION UP
Time since event change 65887 secs, interface outside
PPP interface id is 1
6 packets sent, 6 received, 84 bytes sent, 0 received
ciscoasa#
ciscoasa# show vpdn tunnel
PPPoE Tunnel Information (Total tunnels=1 sessions=1)
Tunnel id 0, 1 active sessions
time since change 65901 secs
Remote Internet Address 10.0.0.1
Local Internet Address 199.99.99.3
6 packets sent, 6 received, 84 bytes sent, 0 received
ciscoasa#

IPv6 A /\—iF

IPV6 FA N—fRFNT A —=F 2T =4 T 5L, ROa~vr P2 A LET,
 show ipv6 interface

Zoawr Rk, NS REDA L E—T oA 2K EET, IPV6 HICRESNLTWVSA
VH =T 2 A A=YV T L REEZFRL, EESNIA vV F—T = A ADFRELE
ALET, LL, Zoa<y FIARTEERSA L, IPVORANTR> TWNDLTXTOA
H—T oA ZADRELFRLET, 2~y FOHATIR, ROEAPERINET,

AU H =T 2 A ADAZFTE AT —H

e ra—InBlNe— o =% AN T FL X
A VBT 2 AANBTHINTFY AN T N—T
*ICMP U XA L7 FBEOTT— A vE—VDORE

o RA N—PREBEORE

¢ AT U RN OICRE SN TN D & & DEFEDRERH]

R SN TOD R A S —ERR OB 2 ] HERFH]
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B 50 k2 rBEUFSURRFLUE E—RDA 28 —T 24 ROHI

W—T Y FE—FBLV I VARTPLY FE—FDA
BR—J A AN

20DT) oI IN—TE2EL RSV ARTLY N E—RFOH

KN ART L N T—=FROKRDOHFITIE, 30O FZ—T 24 AENETND2ODT Y v
IN—TFLEHER A —T =2 AR LET,

interface gigabitethernet 0/0
nameif insidel
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 0/1
nameif outsidel
security-level 0
bridge-group 1
no shutdown

interface gigabitethernet 0/2
nameif dmzl
security-level 50
bridge-group 1
no shutdown

interface bvi 1
ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2

interface gigabitethernet 1/0
nameif inside2
security-level 100
bridge-group 2
no shutdown

interface gigabitethernet 1/1
nameif outside2
security-level 0
bridge-group 2
no shutdown

interface gigabitethernet 1/2
nameif dmz2
security-level 50
bridge-group 2
no shutdown

interface bvi 2
ip address 10.3.5.8 255.255.255.0 standby 10.3.5.9

interface management 0/0
nameif mgmt
security-level 100
ip address 10.2.1.1 255.255.255.0 standby 10.2.1.2
no shutdown
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L—Fy K E—RBEUFSVRRFLY R E— KD/ 28—T 14 20BE ||

W—T Y FE—FBLV I VARTP LY FE—FDA
OR—TD x4 ADEFE

HaE

Y

TSV rITA—LY)I)—R B EETEER

IPv6 A /N — R 7.0(1) COBRENHEASHE LT,

ipv6 nd ns-interval, ipv6 nd
ra-lifetime,. ipv6 nd suppress-ra, ipvé
neighbor. ipv6 nd prefix, ipvé6 nd
dad-attempts, ipv6 nd reachable-time,
ipv6 address, I3 J 0" ipv6 enforce-eui64
avy RPREAISNE L,

KNS 27 LYk E— RO IPv6 D |82(1) NG UART L N T 7 AT U4 —)b
HR— k F— ROIPv6 I R— P RNEASNE L
7=,

N AT LY hE—FRDT Y v |84(1) X2 VT4 I THFA DL ——
T — ~y REBET WA, £idtxa
VT g arTXxA N KRBICHERL
WS AV E—T A A% T v
CIN—TIIT =T, FF v b
T— 7121 T TY v S
N—THERETEEST, 7V o7
N—=TDLTT 47 3MOT) v
TN—TmnblEsnEd, v
ET—FRFEEEFar TR I LT, £
NENAODA L HZ—=T 2 A ANDBHTR
HERSMEDT Y v T N—T 5B E
TXET,

kDA~ RPRHEASHE LT,

interface bvi, show bridge-group

IPv6DHCP U L —D7 R L A&E~7 7 |9.0(1) =< > K ipv6 nd managed-config-flag.
7 ipv6 nd other-config-flag 73 A I E
L7,
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FE—FDAUE—T (A ADERE

TS5y R Th—bY—R

NG ART L b E—RDT Y w0
T N—T DI RELDS 250 (ZHE N

9.3(1)

T oV T N—T DRI 8D
250 A F LTm, YoV E—F
TR K250, w/LF F— RTlka
VTXARNDTEVRKSEDOTY v
TN—THBRETE, KTV w2 7
W= IR AE DA =T = A
ABIMTEET,

interface bvi 35 JX O} bridge-group =~
YIBDEEINE LT

K ART L R E—RT, 7V
CIN—T T DA B —T = A AR
DR T 64 [ ZHEN

9.6(2)

TN o T—THi=0 DA X —
T A ADEBKED 4 19>5 64 [ZHEHE
INF L,

EHEINTca~vr NEIbo £HA,

. —TYRE—FAVE—TARELSVARTFLV N E—FRAE3—TA(R



| L=FYFE—FAVE—TIARELSVRRTLUFE—RFAVE—T (R
L=F9 B E—EBEUFSVRRTLY F E—RDA v8—T x4 20BE [J|

L T3 bI7r—L))—R HRETEER

[Pv6 DHCP 9.6(2) ASA TIPv6 7 KL v o 7 DR DI
RERTR— SN FE L7

*DHCPVv6 T KLVRARZ AT K
ASA | DHCPv6 % — 3255 IPv6
Ja—s )T RLAEF T g
DT 7 H )k — hERELE
e

DHCPv6 'V 7 4 v 7 AFALT Z
A 7> b : ASA L DHCPv6 H—/%
MOFEET VT 4y 7 AZEIGL
9, ASA X, b7

T4 A& LT ASA
AR =T A ADT RL A%
FEL, AT—FL AT FLAHE)
HE (SLAAC) 7 ZA 7 b3
Uy hU—27 ETIPV6 T KL A
ZABRRETEDLOICLET,

=TV T 4 7 AD BGP L—
BT RNREARA B

DHCPv6 27— h L & H—3
SLAAC 7 Z A 7 > b7 ASA |1
WER (IR) 7y hEEETD
LU ASAIT RAAL A R— LT
EDOofEHR%E SLAAC 7 74 7
v ML E T, ASA X, IR
Ny NEZTWAHIETT, 77
AT MZT FUREEID Y TE
A,

RO~ RPBEMEZIFERE SN E
L7z, clear ipv6 dhcp statistics.
domain-name. dns-server. import.
ipv6 address autoconfig. ipv6 address
dhcp. ipv6 dhcep client pd. ipvé dhcp
client pd hint, ipv6 dhcp pool. ipvé
dhcep server. network. nis address.
nis domain-name. nisp address. nisp
domain-name. show bgp ipv6 unicast,
show ipv6 dhcp. show ipv6
general-prefix, sip address. sip
domain-name. sntp address
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