VLANH I B2 —T (4R

ZDOETIE, VLAN YT A v H—T 2 ZAZRETDHHECHOOTHBAL £,

CE) ~AFariFAbET—FTE, ZOHOTNTOI R 2V AT DFITAR=ATRITLT
KTEEW, Ay THFRAINL VAT LAFETARN—RZHIY KX 51T1%, changetosystem =~ >/
REATLET, .

s VLAN V7 A L B —T = A ZZHONT (1 =—2)

s VLAN VT A L H—T 2 ADTA LA 2=)

*VLAN VT A U H =T 2 ZADHA KT A > LHIBHE 3 —)
cVLAN BT A v X —T 24 ZADF 7 4V "NEE (4 2—)

*VLAN V7 A =T 24 AL 8021Q N T XL TORE (42—)
cVLAN BT A v X —T oA ZADE=Z Y T (62—)

e VLAN DYV 7 A v Z—T = A 2D (6 2—)

e VLAN 7' A v Z—T = A ZDJERE (7 2—)

VLAN YA 23— x4 RIZDLVT

VLAN V7 A v X —T oA AEMHTHE. 1 oOMEA X —T =24 A, LRA VA —T =
A A, F721% EtherChannel f > % —7 = A A%, %725 VLANID T# 7 i} SN =8O
BALUH—T o AIHEITEET, VLANV T A U H—T oA AN 12U EHDA L H—
7oA AL, BEIIZ802.1Q h T 7 L LTHESINET, VLAN TiX, FTEOWREA o # —
To2AAETII 74w 7208 LTEB ZENTEDLD, WALV X —T o4 AFEIT
ASAZBEIMLSTH, Xy NUY—7 ETCHEHTEDLA VF—T = A ADEHT Z LN T
FT, ZOMEIL. FarTFAMNIEEDA V=T oA AEE VB THZENTEXDHD
T, wAF a7 XA T— K TRIZERI T,

12O F54<1U VLAN & 1 SFE-3EHOE D o #) VLAN 2R ETCXET, ASAlTED
VHUVLAN TN 74w 7 2%5T5HE, ENE7 T4~ VLANIZw Y S LET,
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VIAN9 T v2—Tz4Z |
B vwwssros—7z12050102

VAN DA A3 —TJ x4 ADS5/4M 2R

ETIN AU REH

Firepower 4100 EHET A A 1024

Firepower 9300 RS 4R 1 1024

ASAVS YT A £ X 225

ASAvV10 BT A Z R 150

ASAV30 BT A &2 X 1200

ASA 5506-X AT A BUR S

ASA 5506W-X Security Plus 7 1 & A : 30

ASA 5506H-X

ASA 5508-X ERZ A | A 50

ASA 5512-X HART A B A 50
Security Plus 7 A &> : 100

ASA 5515-X HARZ A/ A 100

ASA 5516-X AT A B A 50

ASA 5525-X HARZ A/ A 200

ASA 5545-X HART A& A 300

ASA 5555-X HARZT A X 500

ASA 5585-X AT A 'L AL Security Plus 7 A &> & :
1024

ASASM HFAR—FLARN

ISA 3000 AT A BUR S
Security Plus 7 A &/ A : 25
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VIAN G T4 2 8—T 14 20 %1 K51 v esipEr ]

\}

GE)  VLANGIREORSBE L ThH Yy b TBA L F—T =2 A2, VLAN #EIDYTEF, =& 2
X, O X270 £,

interface gigabitethernet 0/0.100
vlan 100

VLAN G DA 28— x4 ADHA K54 2 EEIREIR

ETILDOYHR—

¢« ASASM : VLAN %7 A v Z—7 = A 21X, ASASM Tl R — F EHEHA, ASASM O
AV =Tz AF, TTIZAL v TFNBHEIY B THNTZVLANA VX —T = A ATT,

Z0MOAA K542

cWBA L H—T 2 A A LEDOE TR LTy RO T A =T oA AT DY
B WEA LT oA ATI I 74 v 7 BRI ER2NEIICTHZLELILSHF

T WA VX —T 2 A AT Z T DRy hEBERSEL LN TELHDTT, Z
OFHEIL, TRA VX —T 2 A AT OT 7T 4 T A % —7 = A A & EtherChannel
Vo ZICbUTUITEVFEST, "NTFT T4 v I BT A X —T oA AZi@imdT 512015, W
A —TxA A, UREAVF—7 x4 A, F£7213 EtherChannel 1 > & —7 = A ANA

F =TI TWDBRENH DD, ST 74w IV, X —T = A JLEA
H—7 A A, F£7-1% EtherChannel f > % —7 = A AZ @il L2 X 912, nameif =2~ >
RERRS LT ZEV, g ‘/5’*—714’1 TRA V% —7 A A, F721%EtherChannel
AUE =T 2 A ATHE T DRy iS558, @%@ Y nameif 2+ > K
ERETEET,

ZL DETNTIEH, BHA LV H—T oA ADY T A o HX—T =2 AEFRETEETAL, ¥
TA A =T 2 ADYIR— MIONWTE, BHAoy NAR—h A H—T =2 A%H
FRLTL &,

ASA 1% Dynamic Trunking Protocol (DTP) ZHAR— K L TR\, S TND A
AT HR— I EBEHIZ N T UoF U T THEIICHETLHILERH Y 7,

BA v H—7 = A ZADFE U Burned-In MAC Address Zffifl4 % DT, ASA TEFZSN-H
TA =T 2 A —BEOMACT RLAZE VY TEHZ Ly TxET, =& 2,
P—ERA TN, =L oTIE, MACT RLAIZESWCT /7|8 A oy ba—LaE
TTABAENHVET, £/, IPv6 ) 27— 7 RLAIMACT RL R |ZHSNT
ERENDTZD, W TA L F—T A AZ—EDOMACT RLAZEID LB THZ LT, —
BEOIPve U7 a— 7 RUABRAGEILR Y, ASA THREDA VAKX U ATD N7
T4 w7 ORI ERET D ENTEET,
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VIAN9 T v2—Tz4Z |

B vwwyo o s—szqzoForn e

VIANY IOA A —TD A RADTIAJL FEETE

VAN JA 8 —2J1x4RE80210 FS X205 D%

ATy I

ZOWETIT, THEREOTFT 74/ a7 4 Xal—a DR ESNTWARNWERED A
B—=T 2 A ADT 74/ NREERLET,

AVB—DTAADTITAIL FDIREE

A =T 2 A ADT 7 )V FORKEIL, ZDOHXATEBLRa Ly THFAME— Rk THEL
N E£7,

vNF arTHANET—RTIE, VAT LAFITANX—ANTOA »Z—T = A ADIRFEIT)
PobT. TRTOEIN Y THELDA L EZ—T oA ABT T 4/ N TA F—T T >TWE
T, L. NI T A9 INA B —T oA AZWBTLH-0121F. TDA L —T A A
VAT DNFITANR—=ANTA ZT—T N2> TWERERH D £, A F—T 2 A%V A
T AFITAR—ATU Yy NED U THE, O F—T = AL, TNEILFELTWDET
NTDAYTHIFARTH T LET,

TN REFRIIV AT LAFETANRN=ATE, A v H—T = ADT 7 /) FDIREITIK
DEEYTT,

WA L —T AT 4 E—T I,

sVLANYV 7 A v H—T 2 A R A FX—T N, L, NTT7 40 BYTA L F—TxA
R EERT H72DIIE, WEA o H—T 2 AH A R =T NI TODEMNERH D F
R

VLAN T A U H—T o f ZAEWEA v H—T oA A, JLRA VX —T = A, £72iX
EtherChannel 1 > ¥ —7 = A RIZIBIML £7,

1R BRI

VN TF ATHARNET—RTIE, VAT LAETAN—ATROFIRZETLET, 2 7F
A RNNB VAT KFLTAN—RIZY)Y 2 HI21E, changeto system =~ K& AL ET,

FIE

LW T A —T o f AERELET,
interface {physical_interface | redundant number | port-channel number} .subinterface

1 -
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ATy T2

VAN 4 T4 v 8—T x4 2E 8210 r5oxos0EE [

ciscoasa(config)# interface gigabitethernet 0/1.100

redundant number 51321%, TTEA % —7 = A A 1D (redundant1 72 ) ZHEL £,
port-channel number 53013, port-channel 1 72 £ ® EtherChannel 1 > % —7 = A A ID T,
subinterface ID 1%, 1~ 4294967293 DL T,

YT A B —T 2 A AD VLAN ZHEELET,

vlan vian_id [ secondary vian_range]

51

ciscoasa(config-subif)# vlan 101 secondary 52 64,66-74

vian_id 1%, 1~ 4094 OFEHTT, VLANID IZIX, #HINTWDH AL v T THFREINTND
HLONRH Y ET, FEMICONTIE, A v TFO=aT7 LESRLTIEIN,

v h o Z Y VLAN iE, GEEET HHEPHICHOWNWT) A= o<, BIOX v 2 TKY)
HZEMTEFT, ASAITEI XU VLAN TR 74w 0 2%ETHE, FONTF T 4w
J% 774 <Y VLAN I~y 7 LET,

Al U VLAN 285DV 74 2 —7 = A AT 5 2 13 T A, VLAN Z92iv
VHE—T 2 A RZEIN S THZEIITEEYA, VT T4 v I BT A F—T = A% i@l
THITIE, BV TA L F—T A AT VLANID BB L 720 £, VLANID #ZH 45729
\Zno A7 a Tl VLANID ZHIBRT 2 0B 3H D A, 5O VLANID Z45E L T

vlan 2= REANTEHE, ASAIZK > TEHWID BEEEINET, VA RDLLEWNL S0k
714 U VLAN #HIFR9 5121, no 2~ REZHEH L THIFRT 2 VLAN D&%V A 45 2
ENTEET, VAR NS VLAN OAHZERICHIBRCTE £, 72 xIE, ®pHNO 1
® VLAN #HIbr3 5 Z L1 TE £ A,

i
I, —E#DEA - # Y VLAN Z VLAN 200 (2~ » 7§ 26l &~ LE7,

interface gigabitethernet 0/6.200
vlan 200 secondary 500 503 600-700

wIZ, VA B EDZY VLAN 503 #HIBRT 562~ L £,

no vlan 200 secondary 503

show running-config interface gigabitethernet0/6.200
|

interface GigabitEthernet0/6.200

vlan 200 secondary 500 600-700

no nameif

no security-level

no ip address
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B vwwys o s—szqzo0Ez8y0y

EErEYD

VLAN H 2 4

VLAN YT A v B =T 2 ZADTA LA (23—=)

BR—DIAADE=ZRZYY

WDa<y ReEZBLTIEIN,

* show interface

A =T 2 A At AR R LET,
* show interface ip brief

AV HE =T 2 A ADIPT RLALAT—F A2 FKRLET,
* show vlan mapping

v v T EINDHA L E =T x4 A, BH LK) VLANBIORT T4~ VLAN 2R LE
@—O

VLAN DH T4 22 —T =4 DY

I, TN EF—RTYTA L E—T oA ADNRTA—R LR ETHHZ TR LET,

interface gigabitethernet 0/1

no nameif

no security-level
no ip address

no shutdown

interface gigabitethernet 0/1.1

vlan 101

nameif inside

security-level 100

ip address 192.168.6.6 255.255.255.0
no shutdown

RIZ, Catalyst 6500 TED X I IZ VLAN v v BV I RERET 200 &R LET, /— K&
PVLANS (28689 5 HIEIZ DWW T, Catalyst 6500 DFXEH A RESH LT 72X,

ASA Configuration

interface GigabitEthernetl/1

description Connected to Switch GigabitEthernetl/5
no nameif

no security-level

no ip address

no shutdown

interface GigabitEthernetl/1.70

vlan 70 secondary 71 72

nameif vlan mapl

security-level 50

ip address 10.11.1.2 255.255.255.0
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VAN 4 T4 > 8—7 x4 20BE [

no shutdown
|
interface GigabitEthernetl/2
nameif outside
security-level O
ip address 172.16.171.31 255.255.255.0
no shutdown

Catalyst 6500 Configuration

vlan 70
private-vlan primary

private-vlan association 71-72
|

vlian 71

private-vlan community
|

vlan 72
private-vlan isolated
|
interface GigabitEthernetl/5
description Connected to ASA GigabitEthernetl/1
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 70-72
switchport mode trunk

VLAN S DA U3 —T 24 ADEFE

R1LVIANY T 23 —T 24 ADERE

HEEA N— | BEEETE IR
o3
>
VLAN &/ T00) | Tk DFIRE I S E LT,
¢« ASASSI0 EEART A B 2D VLAN N 0 005 10 1288 2 F L7-,
+ ASA 5510 Security Plus 7 1 2 A @D VLAN 278 10 225 25 [ZH 2 F L
776
« ASA 5520 ® VLAN 378 25 725 100 1T 2 £ L7,
« ASA 5540 @ VLAN 3478 100 725 200 iI2#8 2 £ L7=,
VLAN D 722) | VLAN OHlIBRENAEE S E Lz, ASASSI0DFEART A B A TIX 10005
50 12, Security Plus 7 1 &2 A TiX 25 7>5 100 12, ASA 5520 Tl 100 725
150 12, ASA 5550 TiX 200 75 250 I2HI 2 TWET,
ASA 5580 @ VLAN Eo#hn 812) | ASA 5580 FTHAR— N &5 VLAN 728 100 225 250 ICHE NS E L7,
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VIAN9 T v2—Tz4Z |

HERER IN— | BEEETEER
<3
Y,
EH XY VLANDFFA4<Y |95 | % T Ao B —T A AT, 1 DL EDOEDIFY VLAN ZHETX A L)
VLAN ~D~< v B2 7 DY R— k

1220 F L7z, ASAIZED LV Z Y VLAN ChT 7 4 v 7 BZETHE. £
N&E754<Y VLAN I~y 7 LET,

WDa~<y REBANFERLIFEELE L7, viansecondary. show vlan mapping
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