imIZ T /N1 X Firepower 4100/9300

Firepower 4100/93001 X8k /et X =2 U7 4 77 v N7 4 — L0 1 DEIITEE ORI T /A A
EAVARN—NATHIENTEET, ZOETIE, ERANRA X —T 24 ZAORE, BILW
Firepower Chassis Manager Z ] L7 A% > RT7 a v Eloid g 74 Z U T 4wl A
ADBIIFAEZOWTHALET, 7 7 AZ LS NIzimBlT A R &8I 535 1%, Firepower
4100/9300 > ¥ — DASA 7 7 A X B L TL 7E &V, FXOSCLIZfEHT 5415, FXOS
CLIZ> 7 4 F¥alb—a A RESRLTIEZI, @SERFXOSOFIEE h T Ty 2—
T AN ONTIE, FXOS 2 7 4 Xalb— gy T4 REZBRLTLEE,

s Firepower A > % — 7 = A A|ZDNWT (1 ~X—)

FRELT S AZONT (3 R—Y)

N=Ry =T V7 Ny =T OMAEDEOEM LIRSS 3 —)
FRERT N AT A EEFHELAEE @)

A B—T A ADEE (65—)

FPELT N ZADOFEE (10 X—)

« RERT NA ADBRE (21 =)

Firepower 1 >3 —2J 4 XIZDL\T

Firepower 4100/9300 > v — 1%, #BA > % —7 = A AF X NEtherChannel (7R— 5+ F /L)
A B =T x2A AW R —FLFET, EtherChannel DA > ¥ —7 = A RZiZ, BILZ AT DR
VNA B =T 2 A AR TIEEGDH LN TEET,

v —LVBEEA R —T (4R

Uy —VEBA B —7 = A AIX, SSH %721 Firepower Chassis Manager T, FXOS ¥ ¥ —
DOEBIEHAISNET, OS2 F—T A%, TV r—> a3 VEBORET AL AZE
WU THEHIATOA LB =T oA ANLSHESNTOET,

DA E =T 2 ADRT A =X EFHET DI, CLINLEEICTILERHY £,
@4/& 7 = A AZOWNWTOEHREZ FXOS CLI THRAT DT, m—h VEBICHHE L.
HA—FE2RRLET,

&
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B s—oz2547

FirePOWER connect local-mgmt

firepower(local-mgmt) # show mgmt-port

%fﬁﬁ—?‘ﬂ/i 721X SFP & ¥ = — /LN HL D Ak STV 555X mgmt-port shut =~ > R385
TSNTVDLHETH, vy — VRS F— T oA ATHBIREDOEE TH D RITEEL T
<TEEWY,

A3 —T AR BT

B B —T A ZF. IROWNTNDDZ A I F9,

eData : WHDOT—HIHEALET, T—F A F—T A AXiGHELT A A[ CHETE
i&/u TR A HE—T 2 AT A, AT A LI TEERA, FE2

LT NA ANE Ny I T =2 L TOGRE T N, RTBEETHZ LIX T Ed
/uo T—HAHE =T 2 A ADNT T 4 v 7 DFE, TXTO T 7 4 v 7 1 3OFET
N ZZBFET DD, BHA v E—T oA ATy v —%KIFHL, BloA 22—
TzA ATRLIMLERDHY £,

h@m:77Uﬁ%?5y4yx5yx@&@:ﬁmbi?o:h%@%y& T A A
X, ANIBAR A MZT 7B AT 572D 1 DE I TEEOF ﬁ7ﬂ4xfﬁﬁ1%i¢o%
BT NA AN, ZOA v H— 7:4%% LT, A4 —T A A&dGT 505
NAREBETHZLIETEETA, KimdlT A AT, BEA 2 — 714%%10
FIEDYTHIENTEET,

Firepower-eventing : FTID 7 /3 ZAD& AW X VEHA 2 —T oA AL LTHERHLET,
DA E =T =2 A ZA%MMTHITE FIDCLI TIP 7 RL AR EDNRT X —F ZFRE
ﬁéz\%ﬁ)?ﬁ)@iﬁ‘ T ZIE, AR (WebA XU b7 E) DWOEHNTI 74T %
FHITE £ 7, Firepower Management Center 1 7 A RO AT LAFREDFEIZH H [HE B
A H =Tz A] DBI V3 /75:;’%5{37 L TL 72 &\, Firepower-eventing { > % — 7 = A
AU, SRR A MTT 7B 2T 5722 1 DE T ITEROGRET N A A THAETE T,
FRELT S, XA o H— 7:£4’7<7<i’jl\b’f4' VH—T A RAEIET HMOMILT A
ARLBETLHZEITTEEEA,

Cluster : 7 7 ZAZALSNIZGRIRT NA AD Y ZAZHEY 7 L LTERLES, 77+
NVETIE, 77 AZHIEY 2138 FDOR— M F o  LICABMICERINET, o
D H A 71X, EtherChannel £ % —7 = A ADHTHHR—FINFET,

=T T) =3 DM LizA A —T 24 RDIREE

BHE vx—v 77— a b OlGT, A X —T 2 AEHNBLIOEHIZTEE
T, AV H—T oA AEBESEDITE, WHOASXL—FT 4 VT VAT AT, A F—T =
A AEHANCTDMENHY 4, A Z—7 A ZAOWREIXEINCHEESNDLDT, v —
T TV = a Y ORICAR—ENELDZ ERHD FT,
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wEF s zzo0T |

RIET /NS R[IZDUVT

BT SA AT, 1207 SV r—va A AX A (ASA F 7= 1 Firepower Threat Defense
DOWTID) BER1 204 var Fab—4 77 Y r—3 3 (Radware DefensePro) %
FATL, P—ERAFz—0ZRTEET,

BT AL ZAEBEINTAHEXIC, TV —Va o A VAR ADEALTRBIOR—=T 5 00
EF. A1V H—T 2 A ADEIV YT, TV r—a Ry 2E8NET— A Ty
TREDHEK BTV ET,

)

(GE)  Firepower 9300 D&, ¥ ¥ —YHNOTRTOEY 2 — /VIRLT SV r—vavr A v AHX
AL AT (ASA £72IXFID) ZA Y A M —NATH0LEN DY £9, BRRTIX, ERo54 41
TIEY A= SN TOWERA, EVa2a— VIR RLIAN—=2a o7 7V r—var A VAR
AR T HFITTEDZLITHERELTLLEE N,

Firepower 9300 D6, ¥ —YHNOTXTOEY 22— VIZR LT 7V r—va v AV AZ
A BAT (ASA £T2ILFTD) A VA M=V THXLENRH Y 7, BIRERTIL, Bhed ¥ A
I FR— SN TWERA, EV 22— IR RAIRR—Va 07 )V r—ar A AR
ABAL T HFITTEDLZEITHERELTLIEEN,

ARAR7AOVHREBTNARAEYSAIILBET/NA R
WOFGET NA A H A T HBINTEET,
ARV RTEY AR RT VBT A, AT, AF U RT Yy 2=y hERIIAA
T_RATEYT 4 XTOa=y h& LTEELET,

« VTARL 1 7T ALGGHRELT NA AT D LB OEEE V- kT H kT, B
=T N AT RTORENE (B, Ry NU—27 ~OfE) &Rt L, FRFICEET A
A AR DENANL—T"y N ETUREMZFEBLITE £¥, Firepower 9300 72 & DHEE D E
Va— )V TNAANR, VX —VNT TAXY T %Y HR— K LET, Firepower 9300 D5
B 30T RNTOEY 2 —LN,

N—FDxzT7EVIT NI TOHRAEDHLEDEEK LFR
&
Firepower4100/9300Clx, HEDET NV, EX a2 VT 4 EVa—b, THUr—va ¥ A7,

B KO A ME L HRRMEDREREN Y AR — P SN TWE T, FA SNl AE DRI OV T,
ROEMZZRL T TES 0,
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B ser v xcmyagsmEepnsE

Firepower 9300 O Z {4

Firepower 9300 (Z1L, 3 2Dt F 2 VT 4 EVa—L Ay hEEHBXA 708X T 4
Va—AREEINTWET, ROBEHEZZRL TIZIVY,

e X2 UT 4 ETa—V XA : Firepower 9300 DX TCOEV 2 — VIR L XA 7 Th
HMLENH Y £7,

c JTGARAEZY T JTGARAEINETITIT Y=V THAINE I NI hbbT, 7T AXN
DIRTOEF 2V T4 EVa—VERILIA T THOIMBERDY £¥, H v — IR
REBOEF 2V T 4 BTV 2a—VEA LA M=V TEETH, TXTOZEDAT Y M E
W, V¥ —YDTRCDEY 2—/VE T TAZIZEDDLIVNENHY £4, &2, vv—
T1IZ2DODSM36%, X — 223 OO SM-36 %A A R—LTEET,

o = Al HME - & AT PR Firepower 9300 DIF U4 A 7 OF Y 2 — LV TTORHZYHR— h ST
WEJ,

cASABIORFID DT IV r—ya A7 vy —3, ASA, F7-IXFID L, 12D
TN =g A A TDIHRA A N—=)LTEET,

cASA F/AIZFID O XRX—2 g v AR DOFY 22— )V TR ANRN—g 0 O7 7Y —3 g
VAVABUABRA T EETTHZEBTEERIE, EY 22—V 1ICFTD63 %, BV a—
JL2IZFTD64 %, TV a—/L3IZFTD65 %A A M—LTXET,

Firepower 4100 D Z {4

Firepower 4100 [3EBDOET MHEBE N THET, ROEFEZSRLTIEE W,
I TARBV T D TAENODTRTOY Y —VBRICLET LV THLILERDH Y 7,
o @RI © B RMERR LS A TOEFAMTORY R— &R TOET,

cASABIOFID DT SV r—a % A7 : Firepower4100 (X, 1 2O7 7V r—ra
IATDHEFITTEET,

MET /N RCEAT HFEFEHEFNEIER

A RTA 2 EHIRFRIZOWTIE, UFO®Z7 v a 2R L TEIN,

Firepower 1 >4 —J 24 RIZBH3 3 TEFEH L FIHNEIE

XDAZ4> 2y FFID
s VY AT — FOBEFYFR— N EINET,

N—F9 7 N[ I\R
«FTD #HAHR—h, ASA DBFEDA L Z—T A4 AL L THEHATEET,

[l #3731 X Firepower 4100/9300




| #3554 X Firepower 4100/9300
—matnesiq K54 v enRsE ]

*FIDIZA > T4 Y FTOHN—RT =T A NR EYR—FLET,

LT EtA,

e N— Rz TINAINA A H—T A A% EtherChannel ICE 7=V, /N— K7 =7 /3A X
A2 IR T 52 LI1XTEx £ A, EtherChannel CIBE DA X —T7 = A AL LTHEAT
TET,

e N— RE 2T RSN, TRATEY T 4 TEFE— R SR TOEEA,

FTIAIEOMACT LR
TNV FDOMACT RLADE DB TE, A H—T A ADXA TS ITE o TERARY £4,
WP L H—T A A YBA L H—T =4 AL, Burmned-inMAC Address 1 H L £ 9,

» EtherChannel : EtherChannel D&%, ZDF v XV TN —TIZEGEENDTXITDA o H—
T2 A ANRFELEMACT FL2ZA LTS, ZOREIZ L - T, EtherChannel 13 > k
TD— 77V r—varta—PFH L TR I AT LY MIRVET, Xy hU—7
TFV =g rRa—Ynb R 50131 SDOmBEEREOLTHY, HrxDY 7D
LT LW T, R— M F¥ RV A F—T oA AL, T—IADHDO—FED
MACT RLAZEHLET, /{ X —T =2 ADA L "= v 71X, MACT RLR|ZiE
WHELEEA,

—MREVEHA RS54 2 EFIREE

T7AT724—ILE—F

FIDD7— AT TRETCT7AT VAV E—REL—T v RERIT T AT L
Y MIBRETEET, ASA DA, BEKIZ, 7747 V4=V E—REZ T U AXT L~
MIEETHZENTEET, ASADRNTUART LU N 77 AT 74 —)LE— R~DEH
(17 =) ZZRLTIEEN,

N FRLZEYT«
T TN =g VERENT/MT_AZE T 2R/ ELET,

BT —H A =T 2 A AT 2= VA== Y ITBILOAT— K V7L LT
AT £,

A TRATEVT o T2 VA —N"—ZRESND2OD2=y ME, ROFKMZH
LTV L RENRDH Y £77,

cFWLETLTHDZ L,

SN TRL TV T AT S AR LA S —T = A ABEID S THATOS 2
ko
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. A28 —T 14 ADHEE

A B —T 2 A ADEEFZA TRRILTHDHZ L N TAFTEY T 4 AT
HENZ, T_XTHOA ¥ —T = A A% FXOS THANCF UREICTDEZ L,

cFHMTOWNTIZ, Tx— A —NR— DIV AT LAEEEBB L T EE0,
AVFEXERAME—F
cASA TII~wILF avTFHF AN T— NI R—FENTWHEEA,

 BEAZIZ, ASAD~VNLF aLTH AN T—REHEMLET,
e D TTLSKEEA(LT 78T L — 3 vy ZHEMNCTEET,

A 23— 14RADNETE

TI7HNRTE WA =T =2 A RFT 4 E—T MR TVET, A F—T =A%
F7hiZ L, EtherChannels, . > Z—7 A A a7 1 ZfmE LT,

GE)  FXOS TA v —T A AZHIBRLIZES (2L 21X, Ry hU—27 £ 2 — LOHIR,
EtherChannel ®HIfR, F 721X EtherChannel ~DA X —7 = A AOFEIV ¥R L) | LER
REZITH) ZEMTEDH LT, ASARETII O~y RBREESNET, RENLA >
2 —Tx A ZA%EHIRT D L, MBIAWVEEN D RN H Y £9, ASAOS DA & —
7z A AREITFETHIFRCE £,

=L
MBA R —D 1214 ADHKRTE
AV B =T 2 AEYIHOICEDB LI OEICT 2L, BIOAS V2 —T = ADHE L
TaT VLI AERTETDHIENTEET, A VX —T x4 AEERTHITIE, A ¥ —T7 =
A A% FXOS THERIICAZNC L, 77V r—> 9 U CinBERIICERNC T A LERH D F9°,
1R BRI
e I"CI|Z EtherChannel D A L X—TH DA L Z—T7 = A ZAIFBNCEE T FH A,

EtherChannel (ZiBINT 21, EEZIT- TV,

FIE

ARTFYT1 A8 =T A A E—FRIZADET,
scope eth-uplink

scope fabric a
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ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

YEBA A —T 4 ADEKRTE II

A B =T 2 A A% A F—TNIZLET,

enter interface interface id

enable

&1

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

(E)  FTTER=FFAINDRANThHHA L F—T = A AFFHNCEETE £ A,
A=K F¥RNVDRALNR—=ToHbHA ¥ —7 A AT enterinterface 2~ > K E 7=
scope interface =~ R&Z{EfAT5 L, A7 V27 PR FHELRVWI L EZRT T —
T £9, A— M F v XVIZEMNT HH0IZ, enter interface =~ > RZfEH L
TAE =T 2 A AZRETOBLEND Y £,

(AFvar) A F—Tz2A AL TEZRELET,

set port-type {data | mgmt | firepower-eventing | cluster}

1

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data X — U — KN FT 7 4L bDHX A 7 TT, cluster ¥— V7 — FITBIRLARNWTLLZE N, T
T ANV RTIR, 7T ARG 7 3R — b F v RV 48 ICHEIICER S v E T,

A H =T 2 A ATHR—F SN TWDLGHE, HEIR A= —a U273\ L
i‘a‘o

set auto-negotiation {on | off}

&1

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

AV HE—T oA ADRELEZELET,
set admin-speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}
11

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

A B =T 2 A ADT 2T by I AE—ReRELET,
set admin-duplex {fullduplex | halfduplex}
11 -

Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex
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. EtherChannel (7R— k F v /L) D&M

ATy 717

ATvT8

TN OT7a— IR —ERE LG AIR. A X —T 2 AT TITEA ST
F, LRI S —FER LTS IE, ORI —% A X —T oA XA LET,

set flow-control-policy name

1

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

HEEZHRIFLET,

commit-buffer

1 :

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

EtherChannel (7R— k F - RJL) DB

EtherChannel (B4R — k F¥ /L) (21X, RILHATDAN—A U H—T = AEiK16
HEHsZEnTEEd, Vo 7EHHRE e hanr (LACP) Tk, 2250%y hU—7 5
NAAMTY 7 EHHIE e har T —4% 2=y + (LACPDU) 2T 52 Lizk-T,
A Z =T 2 APEHNINET,

FAVN= A =T =2 A AISLACP B 25559 %5 X 5 IC, Firepower4100/9300 > % —
IX Etherchannel #7 7 7 4 7 LACP £E— R CL Y R—hr LEH A, 7277 4 7 EtherChannel
X, 727 4 7 £7213/3> 7 BEtherChannel & Bt Z L CX £§, LACP N7 7 4 v 7 % ik
INZTBRERHDGEUINE, 777 47 T— REEATLILERSH Y £7,

LACP Tlx, =—¥ MM A L% < Th. EtherChannel ~D Y > 7 ® HENB NI X OHIERA 7%
SNFET, Flo, a7 4 F2b—Ta VORI PRI, AL F—T = A ZAD[ Y
DELWF ¥ R ZN—F IR I TWAZENTF oy 7 INET,

Firepower 4100/9300 3 — % EtherChannel % {£i 9% & . EtherChannel | % [ {5 Ik
(Suspended) [IREEIZZ2 0, MFRY > 7T v 7 L CHmET A R ZEIV Y THETEDE
F1Z72 Y £9°, EtherChannel XKD X 9 72K T Z @ [Suspended] RFEIZ 72D F 97,

e EtherChannel X A X > R7 2 Vil T A ADTFT —F £/ 13& A L #—T =24 AL LT
BinEnz

» EtherChannel 2827 7 A X D—F CTH DimEET A ADEH A ¥ — 7 = A4 A F 7=1% Cluster
Control Link & L B E 7=

* EtherChannel 787 7 A X D —&TH DT NSA ADT—H 4 VX —T = A A & LTEM
Eh, D tb 1202y FRTFAZIIEMLTND
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ATy T

ATvT2

ATvT3

ATvT4

ATy Th

ATvT6

EtherChannel (7R— k F v /L) DB .

EtherChannel | ZGHERT /A AIZHID B THETHEEL 2V LIZHER L TL 7Z&V, EtherChannel
DERERT A AL HIR SN TGACmEE T A ADHIBR S V=355 1. EtherChannel 23 [—
IRpfs 1k (Suspended) JIRAEEIZER Y 7,

FIE

A B =Tz A A T— BB LET,
scope eth-uplink

scope fabric a

R— FF v XV EERLET,

create port-channel /D

enable
AUNAE—=T oA Z%EN) {4 TET,
create member-port interface_id

1 -

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

(BB A4 =Tz A AL TEZELET,
set port-type {data | mgmt | firepower-eventing | cluster}

1 -

Firepower /eth-uplink/fabric/port-channel # set port-type data

dataX—VU— BT 73V DEATTT, T7FH/VEORDOVIZZDR— T ¥R NVET T
2 7 & L THEAT BEELSMEL custer F— 7 — FEZER LW TL &0,

EE) R— R F ¥ HZNDTRTDOALR—DA B —T = f AREEZHRELET,
set speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}
1 -

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

(EE) R=F;F ¥ RNVDTRTDORA L NR=DT 27 Vv 7 AEHRELET,
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ATy T17

ATvT8

ATvT9
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set duplex {fullduplex | halfduplex}
i -

Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex

AV H =T 2 ATHR—=FINTWBIEE, HEixI vz —v g 2 E 3B L
F7,

set auto-negotiation {on | off}

51

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

T7 4N OT7a—HlIRY —ERELTEGAIR, A VX —T oA AT TITHEH ST
F9, LAY O—2AER LI=GE1E, TOR) v—% A X —T =4 AZHEHALET,

set flow-control-policy name

i

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

REEZaIv MLET,

commit-buffer

RIBET /NS ADRTE

AR Kk7A

Firepower 4100/9300 > ¥ — 12, AX 2 RT7 0 Vg T NA AL i3S T4 T T«
N7 EBEMLET,

7T A YU TITOWTIL, #unique 2142 B L T E &0,

> ASA BN

AL BT 0 OFBT ANA ZE, BMELIANA TR T8V T 4 T TEHELET, &
¥otvXa T 4V 2 — VEREEHT S Firepower 9300 TlE, 7 T AX EIFAX L KT v
FRAZDNTNPERETEET, 7 I ALFTRTOEY 2a—LEHHTHMHEND D -
O, TLERT 2FVa— NI TRAZER DAL TRy TN, 2% ) EMBEDED
ZliIFTEEEA,

Firepower 4100/9300 > ¥ —> 2B b—F v K 77 A 74—/ F— K ASA # BB CT& £7°,
ASAZ N LU ART LY N 77 AT U4 —LE— RIZEFETAIZIE. 2OFIEEZ52T L. ASA
DRIFTUVART LU N T7 AT U F—/LE— R~OEE (172—) 2B LTLEE N,
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z2avr7ovasanen [

YN F AT XA NE— ROGE, BANGGREET NA AZEA L THE, ASAT 7V r—v s
YORNTF arT XA FT—FEeAMICTOLERDHY 7,

48 HHEIIZ

cFRHET NS, AT AT TV r—va v A4 A—T % CiscocomMNH XU a—RKLT,
Z DA A— % Firepower 4100/9300 > v —3 ([ZX 7 — KL%,

A\

GE)  Firepower 9300 D355, ¥ ¥ —YNOTRXTOEY 2 —/LIZ[H L
TIVIr—var AV AX A ZALT (ASA £721X FID) %A
VAN=NTHUERS Y ET, BIRER T, B b XA 1T
R—FENTWERA, TEa—)WIRRALZN—=a 007 7Y
= al A VAR VAR, TEFTTELH EICEELTL
72 &0,

Firepower 9300 D&, ¥ —YNOTRTOEY 2—/LIZF LT
TV =g A AR A EZALT (ASA £21Z FID) %A
VAN THMENDY £, BIRFE TR, B4 713Y
R—=FSINTWERA, T2 WIERLZ A= a0 DT 7Y
= a s AVAZ AL T HEFIATTEDLH T LITHERLTL
7ZEW,

RERT NA ATHEMATAEEA X —T oA AEFRELET, FEHA X —T = A AN
HTY, ZOEHA V=T 2 AT, Yy —VOBHORMEHESND ¥ v — VEH
AR—=FELFELUTEHY FEA (FXOS TlX, MGMT, management0 D K 9 72 A H CTER S
WET)

RO REMELET,
e T DTFNRAADA v HE—T A A 1ID
EHA L H =T 2 A AIPT KL AL Ry NU—2 v R
=P IPT RLX

FIE

RFYT1 EX2 T4 —E R E— REBEIBLET,
scope ssa

1

Firepower# scope ssa
Firepower /ssa #
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RTFYT2 TV —2a A VAR LUADA A=Y RX"—U g U 52FHELET,

a)

b)

d)

AR A — Va2 FRLET, HATA A=Y s v BRE AT LET,
show app

1 :

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes

X2 VT4 BV a—Wmr Yy Any MNIHRZRE LT,

scope slot slot id

slot id 1%, Firepower 4100 DAL H 1T 1, Firepower 9300 DGEIX 1, 2. E/2i1E3 TT,
il -

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

TV r—yay A VAR ABER L ET,
enter app-instance asa

51

Firepower /ssa/slot # enter app-instance asa
Firepower /ssa/slot/app-instance* #

ASAA A—UNR—Va v EFRELET,
set startup-version version

51

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Ay N E—REKTLET,
exit

&1

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

T L Tssa®— RZBAE L F1,

exit
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ATvT3

ATvT4

ATy TH

z2avr7ovasanen [

1 -

Firepower /ssa/slot* # exit
Firepower /ssa* #

51

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

BT A Az AFER L £ T,
enter logical-device device name asa slot_id standalone

1 -

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

BHA LA =T 2 AT —H A HZ—T 2 RAEFHHT NS, AZEY B TET, KA F—
T oA RIx LT, FIRZ#EVIELET,

create external-port-link name interface_id asa
set description description
exit
« name : Z D4 HiX Firepower 4100/9300 ¥ ¥ —3 A—"NA P Lo THEHINET, =
ML ASA DRETHAT HA v Z—T7 =4 AL TEDH Y EH A,

* description : 7 L — X &5 [fF (") THA, AX—AzBMLET,

BEHA LA —T oA AF, Y —VEHEAR—-FEIIRERDET, ASADTFT—HX f L H—T =
AAZBTHMCLTHRELET, 2T, IPT7T FLAORELEENET,

51

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

EHT— ATy FERERELET,
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a)

b)

d)
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T—h AT T FTV 27 FEAERLET,
create mgmt-bootstrap asa

&1

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

admin & ZfEEL £ 7,

create bootstrap-key-secret PASSWORD

set value

fEDANT) : password

TEDOHERE : password

exit

il -

FHATRRE SN TN D ASAFBH 2 — P332 U — ROREIERHICEYL D £ 3, FXOST 7 &
ANTELHE, BHEL—F SAUV—FeER- &Iy hTEET,

il -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 EPLA B —T7 = A ADBREEITVET,
create ipv4 slot_id default

set ip ip_address mask network_mask

set gateway gateway address

exit

1 :

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPV6 EHLA L H—T 2 ADBEEITVET,
create ipv6 slot_id default

set ip ip_address prefix-length prefix
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ATy 717

z2avr7ovasanen [

set gateway gateway address
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipvé6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e) BHT—MNANT T E—REKTLET,
exit

% -

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

RIEERIFLETS

commit-buffer

Vx—UiE BELEY 7 b T A=V arvEFyrae—RL, TV S—var A U ARK
VAT = hARNT o TREEEHRA VT A AREE T v 2T H I LT, BT A
A% AL E7, show app-instance 2~ > RZHEH LT, EADRAT— X AR LET,
[Admin State] % [Enabled] G, [Oper State] 73 [Online] D¥G&, 7V r—va v f VAKX R
ILETHFTHY, EHTEDREBIZRS>TWNET,

&1

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

X2V T4 RV —DOREZRMGET LTI, ASA a7 4 FXFalb—ralr A4 REsHL
TLIE&E W,

1

Firepower# scope ssa
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Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
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/ssa # scope slot 1

/ssa/slot # enter app-instance asa

/ssa/slot/app-instance* # set startup-version 9.10.1
/ssa/slot/app-instance* # exit

/ssa/slot* # exit

/ssa* # create logical-device MyDevicel asa 1 standalone
/ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
/ssa/logical-device/external-port-link* # set description "inside link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link management Ethernetl/7 asa
/ssa/logical-device/external-port-link* # set description "management link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
/ssa/logical-device/external-port-link* # set description "external link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create mgmt-bootstrap asa
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine
Confirm the value: secretglassine

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
/ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvd* # exit
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
/ssa/logical-device/mgmt-bootstrap/bootstrap-key #

INA TRALASEY T4 RT7DEM
FHITASANA TRATEVT 4 (T 2—)F— =L N ET) 1. FXOS TiEe<
TV = a VNTRESINET, 72720, "M T_A TV T DYy — T AT
X, WOFIEEZSH LT 7ZEW,

1R BHHIIZ

A TRATGENT 4 T2 A —N—%RESND 2 202 =y ME, ROFKM %
L TWHMERDH D £7,

cFLUETFTNLTHDI L,

A TRA T EYT AT AL A A v F =7 2 A ARE DS THATNS =
ko

A UE—T 2 A ADEEFA TRRLTHDHZ L N TAFTEY T 4 AT
BENZ, T_XTDOA X —7 = A A% FXOS THUNCFE UREIZTDHZ L,

s AT AMES AT AEFIZONWTIE, 72— LA — "= DV AT AEEESRL TS

Wy,
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ASAD F5VRRTLYF 7747 94— L E—k~0zE [

FIE

RT9 T T A AR O v — BIZhH D 0EERH Y £3°, Firepower 9300 D3 v — N D/
AT_ATEVT 3R, R—FSNRWAREERSH Y £7,

ATV T2 BT NA ACE—DA o H—T = A AZENY Y TET,

ATFTYT3 Tx— A== Yo I AT =K VP21 2F7F2o00FT =4 4 2 —T = A A% E|
nDYTET,
INHDOAE—=T 2 A RT, 200 —VETANA TXATEVT 4 VT 7 4 v 7 M
LET, sz 7o— A —nR"—U 7 X7 —F V721, 10GBOT —H A X —
T AERMHATEHZEEHRLET, MOT7 =— A A —N_"—BLOREED Y o 7 2l T
FIMHFRERA F—T = A AT, IREDY 7 12iF, 1TE A EDOFIRIEN LI T
T, T2 NF == Vo T ERFIAT— K U TIIEBEATDOAL L H—T =4 A%
THZ LI TEFRA, RLRY NT—T BT A N ETHMOT NA A% T 2 — )L A —/—
A E—=T oA XL LTHERAETIC, v —VTAAS v FE2EMATLZE2BBOLET,

ATV T GEHTNNA AT, TRATEVTEANNILET, A TATEVT 4 DIZODT = —
WA= NR—=" B LTI,
ATYTE NAT_RATEVT A ZBAN LT ETA A —T 2 ABEFTIHMEND H5EE. &)
AR R IEECEFREREITL D, T/ T4 TEBTEEEFEITLET,
GE)  ASA DA, EXOS TA v A —T oA ZAZHIETHE (exiE, Xy hU—2 %
a2 —/)LOHI, EtherChannel @ISR, % 7-1% EtherChannel ~DA X —7 = A A D
FEVYTARY) | LERHEEZITO LN TELLEIIC, ASARETIITDa~ v
FAEEESNET, BENOA v Z—T oA ZAZHIERT 5 &, TREWVEEN H % AThE
PERHY FFT, ASAOS DH WA U H—T = A AREIZFEHTHIBRTE £9,

ASAD S VARTZLUN D747 94— IL E—FADER

Firepower 4100/9300 ¥ ¥ —> D/L—7F v K 77 A4 T U4 —)L E— K ASA DAZEANTEE
Ty ASAZ R T U ART LU N 77 AT U —/LE— FIZEETLHI21E, PIHBEALZET L,
ASACLINTCZ 7 A 7 U4 — /L E— REELLET, AX L KTV ASADEE, 7747
VoA —IVE— REERTHLRENMHEEZIND 729, Firepower4100/9300 > ¥ — ¥ DX E %
HEMLT, 77— MMy IHEZRETLILERHY EF, ASAIZT T AT LUK
EF—FROEET, 7— bR NI v TREDKE LTRIBICR>TWET, 77 AFX{LASA D
Lh, REFEESNRVED, FXOSHHL 7 — A M7 v 7REZHEATLILNEIHY
A,
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B rsaors

ATy

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 71
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VARTFULUM I7AT 94— E— R ADERE

FIE

TV —arDay ) —)~DOHE 20 —) IZifo T, ASA a2V —)UZHEH L F
T, VITAXDOEE, T4~ ) 2=y MIERLET, 72— NAd—N"—XTOHRE, T
T 47 2=y MIERLET,

a7 4 F¥Fal—y gy ET— RICAD ET,

enable

configure terminal

FI N FTIE, A R—T I NRAT— NFZE[ATT,

TI7ATOF— IV E—RE T AT L MIRELET,

firewall transparent

RIEERITFLETS

write memory

JTABENNTT == VA== XT DL, ZOREFEIZY 2=y NMIERINLE
ﬁ—o

asa(config)# firewall transparent

asa(config)# write memory

Building configuration...

Cryptochecksum: 9£f831dfb 60dffa8c 1d939884 74735b69

3791 bytes copied in 0.160 secs

[OK]

asa (config) #

Beginning configuration replication to Slave unit-1-2

End Configuration Replication to slave.

asa (config) #

Firepower Chassis Manager @ [Logical Devices] ~*—"C, [Edit] 74 2> %27 U v 7 L TASA %
M L £

[Provisioning] ~— YRR R INFET,

THRAADT A a7y 7 LT, 7= AT v TREERELET, REDHEELER
L. [OK]%Z7 VU >v27 LET,

Piel b 1207 4 —/V K ([Password] 7 4 —/V R72 &) OEEERTLHMLENRHD £,
T—= ATy TREOERICHAT 2EENRRINET, [Yes] 227 V7 LET,
ASAICRREZHIET 2R/ EL 7 Vv 7 LET, Y=Y I AZE T T = — A — 83—

RTDEGE, H3 v —V TCAT v T S~TEBYVKLTCT— AN v PREEFHEALE
ﬁ‘o
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ASA uHH EE 7__\\/

ASARET A 21 v —T 14 20EE [

V=X 2T 4 BN —RNL, ASA NHEBETLHE CTELIFELET,
ASAIE, TN TT—bMANT v THEMEET DL IRV ETRH, PTUAXT LU FE—
KoFEFETT,

LA ADAVZ—T T4 ADERE

ASAZGEIT NA 2 ClL, BHA L X —T = ZAOED YT, B0 YL CTHER. FHITExkRs
THOZLNTEXET, ASDMIE, LA v Z—T = A A& HEICHRE L ET,

LA H—T oA AZBIMLTED, REHOA X2 —7 =4 ZAZHIRLIZD LTH, ASA
DRRENG 2 DB R/NRETY, 7272 L, FXOS THD Y ToHNmA v X —T = A A &Yl

THHE (Fy hU—2 £ 2—/LOHIKR, EtherChannel DHIFR, BV ¥ CToHNT-A X —

7 = A A® EtherChannel ~DFHE| Y Y T/E) | TOA L E—T A ANREX2Y T 4R

THHSND L, HIFRITZASA OREICHELZGAE T, 0BG, ASARETITLD =

~ U RPRFEFEIND oD, MERMEEZIT) LN TEET, ASAOSDHWA U F—T = A
AR EILFECTHIFRTE £,

G¥)

FOSNA AR B 2 T, BV 24T 577 EtherChannel D A L8 — w FARETE £
ﬁo

1R BRI

e WFRA L H—T 2 A ADRE (6 2—) B L UEtherChannel (ZR— k F¥ x/L) DiA
m @=) - T, A F—T7 A A%i%E L. EtherChannel 2B/ L £7,

e TTICEY Y THNTWS A ¥ —7 = A A% EtherChannel |Z38N4 5121 (7= & 213
TN ETETRTOA U H—T 2 A AR TAXIZHVETONET) . £T5 ﬁT
INAANSA B —T 2 A4 ZADEY Y THEMEER L. RIZ EtherChannel (24 > % —7 = A A
BN AMENRH Y F9, H LV EtherChannel D34, 5734 A|Z EtherChannel % |
BTHZENTEET,

IV TAB VU TERIXT = — VA —N"—%BNT5h, T_XTOx2=y h kDA Z—
T oA ZADHIREMHRLET, RIICAL—T/AZ RN, 2=y hTA U H—T A A
EERL TG, SAZ—/T 7747 2=y NCERTHZLEBEIDLET, HLW
AVHE—T oA RIEREX T LIERETENESND D, {2 F—T A AF=H]Y
VIICEBERIZLERE A,

FIE

AFY Tl EX2UF 4 —E R E— REBHBLET,

Firepower# scope ssa
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B 77— avoavy—n~ons

ATy T2

ATvT3

ATy T4

ATy T5

FRELT NS AEMRE L E T,

Firepower /ssa # scope logical-device device name

MMELT N ANDA F =T 2 A ADENIY B TEMRL £,

Firepower /ssa/logical-device # delete external-port-link name

show external-port-link =~ > RZ A/ LT, £ v F—T oA ALEFRLET,

BHAH—T oA ADEE, FILWEBA V¥ —T =2 ZAZ BT DE1Z, BAEDA o Z—
7 A AZHIFRL., commit-buffer 2~ RAZEHAL CLEFL=aI v hLET,

FELT N R LA v F—T oA ZA%&HI D B TET,

Firepower /ssa/logical-device* # create external-port-link name interface_id asa
WEZX2I Y PLET,

commit-buffer

KNS rLarvE ATFAOEREEICaIYy NLET,

FIYHr—300ary—ILADES

ATy I

ATvT2

WKOFNEH>TT IV r—arpay ) —CERE LET,

FIE

. EYVa—/L CLLICHERE L £7,
connect module slot number console

BEOEX2 VT 4 TV a— NV ETR—MLRNWT A ZADEX2 VT 4 =P8 kT
BDITiE, slot_ number & LT1 2 LET,

&1

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

TV r—varoary =R LET, T A0wra~v L REANLET,

connect asa
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we7r 1 20BE [

connect ftd

connect vdp

1 -

Firepower-modulel> connect asa
Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI

[...]

asa>

ARTYT3 77V r—vary aryy— & T LTFX0S €Y 2 —/L CLLIZBE L7,
* ASA : Ctrl-a,d & ATy
*FTD : & AT
«vDP : Ctrl-],. & A )

AFw T4 FXOSCLI DA— A LYLIZRED 3,
a) ~&AN)
Telnet 77V rr—< 3 20 b £4,
b) Telnet 7 7V r—3a U aETTHI21E, e ATTLET,

telnet>quit

BT /N ADERE

HRe nN—o3y B3

FXOS1.14 TiX, ASAZ F A2V 7
. Firepower 4100 > U —X DL ¥ —
V7 TAZY T EYR—FLE
ﬁ—o

EHINTa~vr NIb £HA,

Firepower 4100 'V — X %K — K 9.6(1)

6 ODEY a—LDOY ¥ —/[7 T % [9.52.1) FXOS1.13 Tix, ¥¥—T /., &HiC

2 7 8B FirePOWER 9300
ASAT 7V lr—>a oA v T
RAEY T

YA FH T TAEY) T EANCTE
F4, mRK6ODI ¥ —IITHRK 6D
DEY 2—VEEGDbLI ENTEE
ﬁ—o

EHINTca~vr NEIbo £HA,
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N—o3ay

Ed 0]

Firepower 9300 > ¥ — N ASA 7 5
2By T

9.4 (1.150)

FirePOWER 9300 > ¥ — N Tlid, %
RK3DEXF2 T4V 2a—NVETT
AFTEET, Yy —YNOT T
DEY 2—)ViE, 7 TAZIZ/LTN
LDMENRDH Y £T,

WDa~v REB8ALE LT, cluster
replication delay. debug
service-module, management-only
individual, show cluster chassis
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