BEB7ItX

Z DOFTIL, Telnet, SSH, B L OHTTPS (ASDM %) fH TY AT AEHEITH 720DIC
CiscOASA LT 7B AT 5 kL, 2—WEFIAEB L ORI T2 ik, a7 A v N\ F—%{EK
T B HECONTHALET,

EHYE— N TV EADORE (1 2—)

« VAT LEHEH AAA OFRTE (17 =)

cTFNARAT IV EADE=ZY T (39 X—)

cEHT 7 ADERE (41 RX—)

BEHYE—FT7IVECRADEE

ZZTliZ. ASDM I®D ASA 77 & A, Telnet £721LSSH, BL a7 A v RF—REDED
DT A =2 DFREFEITOWNTHIALET,

SSH7 U EADETE

AT RIPT RLZZIBEL T, ASAICSSHEZFEH L T TE 22— 2 EETHIC
X, RMOFIEEZFEITLET, ROHA RIA L E2BRLTLIEEN,

cF7r  ASAA L HE—T A AZSSHT 7 EADHMWTT 7B AT B-012, RARNIPT
RUREHRTAHT 7R V—/VEMEHY AL, TO&T Va OFRIEICHES T,
SSHT7 7B AERETDHDHLERH DT TT,

« ASA ~DiEENL— LB A VB =T 2 A ALUNDA L H—T 2 A~DSSH T 7 A
Y R—bFENFEA, 72& 21E. SSHEA MRIEA X —T = A ATHDEE. IED
A UH—T 2 A A~DEEEBEROAPFGTEET, 20— L OFIFMNEL, VPN
MLTEHBAEDHTE, VPN R R EZN LEEEBET 72 A0ORE (123—) 28R L
TLEEW,

cASA L, ZUTHFANE—DOE— ROV RKNS OORFSSHER ., T XTOa T
XA PMIELNY DS NTRK 100 DR E TR LE T,

EETIEX
I
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o (84LIF%) SSHT 74 /L h 2—H LT AR — a2 £ L7z, pix £/oidasa=x—
PhHERT A NAT—RTSSH AL TASAICEfiT 5 enT& e EL
72o SSH #{#1 95 121%. aaaauthentication ssh console LOCAL =~ > F%{#iH L T AAA
REZFXE L TH 5, username 2~ RE AL TCe—h)L a2—FEERLET, 7—
TN T —=H_X—=ZADMRD VI AAA Y — " ZRAECHEHT 556G, v — I ARIEL Ny 7
Ty7TOFELELTRELTRELLZEEzB#OLET,

1R BHHIIZ

c AT AT HRAR T RTE, 2T FRNETAN—ZATROFIEEZ EITLE T,
VAT ANL AT HRARN AT 4 X2 b— g UIEET HIZIE, changeto context name
EANNDLET,

FIE

SSH (T 72 RSA £ — X7 EAER LET (WHE ASA OFEDOH)

crypto key generate rsa modulus modulus_size

1 -

ciscoasa(config)# crypto key generate rsa modulus 2048

ASAv DA, RSA F— X7 XEAZICHBNICER S E T,

B DM (v BT 12512, 768, 1024, 2048, F7-13% 4096 T4, fEET ST —RHDY
A4 ZARRKRENVIEE, RSA F— X7 OERMICH DD EFENTIE L 20 £9, 2048 ULl LOfE%

RSA F—Z K727 7 v o AEVITRIFELET,
write memory

1 :

ciscoasa(config)# write memory

SSHT7 7 v RfFEHACTCEba2a—Y 420 —h)L T —F_X—=2MERK LET, =2—% 77 R|T
AAA YV — BT 2L TEEITN, n—b 22—V LOEHZHELE L £,

username name [ password password] privilege level

1 -

ciscoasa(config)# username admin password Far$capel999 privilege 15

T 7 AN EORHEL VL2 T, 0~ 15 DHEPFATL XA EANLET, 15 E2HETDH L.
—g—/\f@éﬁ’%%{%ﬁﬁf% i—g—o :L?"Hj(:/\ox U— ]‘ ity uLT:T ifé? < /\Eﬁa&*‘mun (SSh
authentication) Z #5545 1F, AUV —FRQR L Ca—V2/ERTDHZ & 2HRELE7,

. EETIEX
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username <> R CARMF —FEEB L OSRA T — FOMH4#RE LI-HE. =—FixnTh
DHETbR A TEET, T a—PHLERAT— R/ L 2T bhninsE
fez[AhEEd 572, username =~ > R nopassword 4 7' = nopassword 47 3 > Tl
EEONRAT—= R AJTEETHR, RATY— R LIIRAEETT,

EE) AU — FRIE TR AT —RiF O, £ 2N 6 5 OFRGF 2 22—V I FFa]
L. ASA TABF—% ATILET,

username name attributes

ssh authentication {pkf | publickey key}
£l

ciscoasa(config)# username admin attributes
ciscoasa (config-username) # ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by xxx@xxx from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/f1pLAv1BbyAd5PICIXh/U4LO
hleR/ggIROjpnFaS7Az8/+sjHmg0gXC5TXkzWihvRZbhefyPhPHCi0hIt40UF2ZbXESA/8
jUT4ehXIUETFrChffBBtbD4d9FkV8A2gwiCDIBXEM260cbZCSTx9QC/ /wt6E/ zRcdoqi JG
P4ECEdDaM+561+yf73NUigO7wYkgcrzjmIlrZRDLVcegtj80Q09gD3MgsV+PkIGSGigZwnyIl
Qb fYxXHUOWLAWxhUbA/x0jJuZzl5TOMa7KLs2u+RtrpQgeTGTf£Th60+xKh93gwTgzaZzTK4
CQlkuMrRdNRzza0byLeYPtS1v6Lv6F6dGtwlgrXS5a+w/tV/aw9WUg/rapekkKloz3tsPTDe
P866AFzU+Z7pVR1389iNuNJHQS7IUA2mOcciIuCM2we/tVgMPYJ1l+xgKAkuHDkB1MS418b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKONW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHYHKsxJsXR15C/5z2gHmMCTAaGOUIgORj034+61+70PCtYXebxM
Wwml9e3eH2PudZd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QqwluL4r99ChbZFINghY
NRxCQOY/7K77II==

---- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.

7 —7% /L username DGE, /NATU — RFGETIE R < A —FGED A, FZ bl sFo
RAEE AN TEET, SSH-RSAraw ¥— GEIEZR L) A AR ATREZRTE O SSH F—4hk
V7 R =7 (sshkeygen’2 &) ZfEH LT, AF—/EX—OT 24K TEET, ASA
TARF—Z2 AN LET, £0%, SSHZ 747 2 MIREF— (BLOF— T 2/EHT
DIZDITMHEF LT~ Z 7 b—X) & LT ASA (285 L £,

pkf F—DHA, PKF T/ 4 —~ v b ENTF—%2 K409 £ MED T2 Kok b0
£ Base64ﬂaﬁfiﬁ%?‘%f4/74’/fﬂwﬁj‘é EMTERNF—ITFZDOT +—
~v FPEEALET, 72L& 2 IE. sshkeygen 4> T 4096 &> FDOF—Z 4k LT 6 PKF
WCEHL, ZOXF— |2 LT pkf F—U— KRR OLND LI IcTirencaEd, iF:

Tz VA= R—=Tpkf A7 a3 AT L2 LI TEETA, PKF F—id, AZ A

VAT ACHEMICER I VERE A, PKFX—Z AT 511X, writestandby =~ K% AJ)
THVLENRDY FT,

publickey ¥ — D54, ZHE Base64 T a— RENZABF—DZ & T3, SSH-RSA raw
F— GEAZEZRL) ZAKRARERMEE O SSH ¥ —4£ Y 7 U =7 (sshkeygen 72 &) % H
LT, ¥F—%AEWRTEET,

SSH 7 7t A —h VBt s A x—7 M LET,

gB77t2 |}
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aaa authentication ssh console LOCAL

51

ciscoasa(config)# aaa authentication ssh console LOCAL

AAA P — "R LU GRREZRET D2 &b TEFET, 7L, AF—GRETHR—h &
NoH0EFR—h T —=FRXR=2ADHTT,

ASA T RLAFELIEH 72y T EICEREZZ T ANDIP T KL AL SSH % HE7
A B =T 2 AEHFELET,

ssh source IP_address mask source_interface
s source_interface : I E A VX —T 2 A AEHELET, TV vV IN—TOHE, T
VoD TN—=TF AN B =T =2 AL ELET,
Telnet & 58700 | SSHITHR BIENWEF 2V T 4 LXLDA =T =2 ATETTEET,
i

ciscoasa(config)# ssh 192.168.3.0 255.255.255.0 inside

(EE) ASANE v a v ZUIWrd 5% TIC SSH N T A R/WIREEZ HERF§ 2 B O FE & 2 5%
L’:.E_’L/\iﬁ—o

ssh timeout minutes

&1

ciscoasa(config)# ssh timeout 30

BADTTMIL~60DICRELET, T 740 MISHTT, T7 4/ OB TIT—#%
WZETEADT, E@EiOT AN NI TN a—F 4 VI NTRTCETTAHETIE. EDIC
RELTBOTLIEEN,

UEE) SSHAA—Ya v 1FHI32~OT 7B AZHBLET, 574/ Tl SSHIZ S—
VarlE20mMEEFFALET,

ssh version version number

B -

ciscoasa(config)# ssh version 2

(=E) SSHM B DO Eb T LT AL EZRELET,

ssh cipher encryption {all | fips | high | low | medium | custom
colon-delimited_list of encryption_ciphers}

&1

. EETIEX
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ciscoasa(config)# ssh cipher encryption custom 3des-cbc:aesl28-cbc:aesl92-cbc

5 7 %/ ;X medium T,

o TRTOREE I (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr aes256-ctr)
PHERAT AT, al ¥— U — R&2FEHLET,

e W AZLEEA Y T ERETDHIHEAIL. custom F—VU— FEFEHL, KE5A Y
VU au s TRYSTANLET,

* FIPS %fiir DW5 5 )77 (aes128-cbe aes256-cbc) DA ZMEH T 55513, fips ¥—V— %
HEHALET,

s BN E OS5 DI (aes256-cbeaes256-ctr) A3 254 1%, high % —U— R &{f
HALET,

 FREENMEK, . EOREE 7 (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr
aes256-ctr) T HEEIE. low F—VUV— R&ZEH L E£7,

« FREEN TR L OE OR 5770 (3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr aes192-ctr
aes256-ctr) ZMEMAT H5A1E, medium ¥ —U— F2HEHLET (T 7+ H)
ATFvT10  (EE) SSHEFZOEAWET L ITY XLEFELET,
ssh cipher integrity {all | fips | high | low | medium | custom colon-delimited list of integrity ciphers}

51

ciscoasa(config)# ssh cipher integrity custom hmac-shal-96:hmac-md5

7 %/ MMX medium T,

o« T RTOIES A (hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96) Z {4 555 1%.
all ¥ — U — R&fEH LET,

s AKX LEZA RN T HFRETHLHEIL, custom F—TU— REFEHL, &5 A R
V7% an TCRYSTATLET,

* FIPS {5 D55 430 (hmac-shal ) DA AT 2551, fips¥— 7V — FE2EHL £,
« BREENEOME S RO (hmac-shal ) ZEHT 25513, high®t—7— F&EH L £,

 FRE MK, H. HORES 5 (hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96 ) % {# fi-4-
HEAIE. low ¥—U— F&2FEHL £,

c BRENTF R I WNEORES 5. (hmac-shal hmac-shal-96) Z{#H A1 5845 1%. medium % —
TJ—REFEALET (T 741 1H)

ATy 71 (&) Diffie-Hellman (DH) F—ZH#it— FEZRELET,
ssh key-exchange group {dh-groupl-shal | dh-group14-shal}
il -

EETIEX .
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ciscoasa(config)# ssh key-exchange group dh-groupl4-shal

7 7 # /v b dh-groupl-shal

DH F—ZZHTIE, WTIOYFEFE LM TIIRETCERWIEREEZFEHN L ET, M
EBEALABLIOERA N X —LMAAEDLEDLZ LT, AR MEGGENERLET, ZOF—5#H 5
W& BRI 72— SFEREN FTRE & 72 0 F 97, DH F— DM H H1EDFEHIC DWW T,
RFC4253 #ZM L T IZE Wy,

451
Wiz, PKFERXOF—%2FH L CRIET 502 R LET,

ciscoasa(config)# crypto key generate rsa modulus 4096
ciscoasa(config) # write memory

ciscoasa(config)# username exampleuserl password examplepasswordl privilege 15
ciscoasa(config)# username exampleuserl attributes
ciscoasa(config-username) # ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by xxx@xxx from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/f1pLAv1BbyAd5PICIXh/U4LO
hleR/ggIROjpnFaS7Az8/+sJHmg0gXC5TXkzWihvRZbhefyPhPHCi0hIt40UF2ZbXESA/ 8
jUT4ehXIUETFrChffBBtbD4d9FkV8A2gwiCDIBXEM260cbZCSTx9QC/ /wt6E/ zRecdoqi JG
P4ECEdDaM+561+y£f73NUig0O7wYkgcrzjmIlrZRDLVcegtj809gD3MgsV+PkIGSGigzZwnyIl
Qb fYxXHUOWLAWxhUbA/x0jJuzl5TOMa7KLs2u+RtrpQgeTGTf£Th60+xKh93gwTgzaZzTK4
CQlkuMrRdNRzza0byLeYPtS1v6Lv6F6dGtwlgrX5a+w/tV/aw9WUg/rapekkKloz3tsPTDe
P866AFzU+Z7pVR1389iNuNJHQS7IUA2mOcciIuCM2we/tVgMPYJ1l+xgKAkuHDkB1MS418b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKONW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHYHKsxJsXR15C/5z2gHmMCTAaGOUIgORj0o34+61+70PCtYXebxM
Wwml9e3eH2PudZd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QqwluL4r99ChbZFINghY
NRxCQOY/7K77II==

---- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.

ciscoasa (config-username) # aaa authentication ssh console LOCAL
ciscoasa(config)# ssh 192.168.1.2 255.255.255.255 inside

WOHITIE, Linux F721% Macintosh > 27 50 SSH OHfFF—2 4 LT, ASA IZ
AVAR—=FLET,

1. I Ea—FT409 B> FO ssh-rsa A F—B L OREXF—2 4R LET,

jcrichton-mac:~ john$ ssh-keygen -b 4096

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/john/.ssh/id rsa):
/Users/john/.ssh/id rsa already exists.

Overwrite (y/n)? y

Enter passphrase (empty for no passphrase): pa$$phrase

Enter same passphrase again: pa$$phrase

Your identification has been saved in /Users/john/.ssh/id rsa.
Your public key has been saved in /Users/john/.ssh/id rsa.pub.
The key fingerprint is:

B gE7s+tx
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c0:0a:a2:3¢c:99:fc:00:62:fl:ee:fa:£f8:ef:70:cl:f9 john@jcrichton-mac
The key's randomart image is:

+-—[ RSA 4096]----+
| . |
| o |
| +. o |
= |
|.B ..+ S |
| = o |
| + E |
| oo |
| oocooo |
o +

2. PKFERICF—%2LHL £,

jcrichton-mac:~ john$ ed .ssh

jcrichton-mac:.ssh john$ ssh-keygen -e -f id rsa.pub

--—- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by ramona@rboersma-mac from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/f1jpLAv1BbyAd5PJICIXh/U4L0O
hleR/gqgIROjpnDaS7Az8/+sjHmgOgXC5TXkzWihvRZbhefyPhPHCi0hIt40UF2ZbXESA/8
JUT4ehXIUE7FrChffBBtbD4d9FkV8A2gwZCDIBXEM260chbZCSTx9QC/ /wt6E/zRcdogidG
P4ECEdDaM+561+yf73NUigO7wYkgcrzjmI1lrZRDLVcgtj8Q9gD3MgsV+PkIGSGigqZwny Il
ObfYxXHU9WLAWxhUbA/x0jJuZl5TOMa7KLs2u+RtrpQgeTGTf£Ih60+xKh93gwTgzaZTK4
CQlkuMrRdNRzza0ObyLeYPtS1veLveF6dGtwlgrXSa+w/tV/aw9WUg/rapekKloz3tsPTDe
P866AFzU+Z7pVR1389iNuNJHQS7IUA2mOcciIuCM2we/tVgMPYJ1l+xgKAkuHDkB1MS41i8b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQONW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHyHKsxjsXR15C/5zgHmCTAaGOUIqORj034+61+70PCtYXebxM
Wwml9e3eH2PudZd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QqwluL4r99CbZFINghY
NRxCQOY/7K77IQ==

--—- END SSH2 PUBLIC KEY ----

jcrichton-mac:.ssh john$

3. ¥—%7 Vv FR—Klcar—L%x7,
4. ASACLIIZESG L., APF—2 2 —VLIEML £,

ciscoasa(config) # username test attributes

ciscoasa (config-username) # ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by ramona@rboersma-mac from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/£1jpLAv1BbyAd5PJICIXh/U4LO
hleR/qgIROjpnDaS7Az8/+sjHmgq0gXC5TXkzWihvRZbhefyPhPHCiOhIt40UF2ZbXESA/8
jUT4ehXIUE7FrChffBBtbD4d9FkV8A2gwZCDJIBXEM2 60cbZCSTx9QC/ /wt6E/zRcdoqidG
P4ECEdDaM+561+y£f73NUigO7wY¥kqcrzjmI1lrZRDLVcqtj8Q9gD3MgsV+PkJIGSGiqgqZwnyIl
QObfYxXHU9WLAWxhUbA/x0jJuZ15TQMa7KLs2u+RtrpQgeTGT££Ih60+xKh93gwTgzaZTK4
CQ1lkuMrRdNRzzaObyLeYPtS1lv6Lv6F6dGtwlqrX5a+w/tV/aw9WUg/rapekKloz3tsPTDe
P866AFzU+Z7pVR1389iNuNJHQS7IUA2mO0cciIuCM2we/ tVgMPYJ1+xgKAkuHDkB1MS4i8b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQNW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHyHKsxjsXR15C/5zgHmCTAaGOuIqO0Rjo34+61+70PCtYXebxM
Wwml9e3eH2PudZd+rjldedfr2/Iris1EBRIWGLOR/N+xsvwVVM1QqwluL4r99CbZF9NghY
NRxCQOY/7K77IQ==

---- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file completed successfully.

EETIEX
I
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. Telnet 7 ¥ £ R DR E

5. 2—HWRASAIZSSH CE LI L&fER (72N LET,

jcrichton-mac:.ssh john$ ssh test@10.86.118.5

The authenticity of host '10.86.118.5 (10.86.118.5)"' can't be established.
RSA key fingerprint is 39:ca:ed:a8:75:5b:cc:8e:€2:1d:96:2b:93:05:69:94.
Are you sure you want to continue connecting (yes/no)? yes

RDZAT O TRy 7AW, NAT L= AT HIOICFKRINET,

F Enter your password for the S5H key "id_rsa”.

.

Password:

Show password

Remember password in my keychain

Cancel 0K

204010

—J7. Rty a T, LFEREREINET,

Warning: Permanently added '10.86.118.5"'" (RSA) to the list of known hosts.
Identity added: /Users/john/.ssh/id rsa (/Users/john/.ssh/id rsa)

Type help or '?' for a list of available commands.

asa>

Telnet 7 U £ A NEFE

Telnet Z#EH L CASAICT 7B RA[RE/R 7 T AT FIP 7 RL AZIRET H121L. ROFIE
EFEITLET, WOHTA KT 2BZMLTL I,

e F7r, ASAA U H—T A AR ZTelnet 7 7 B AOBBITTY 72 AT 572012, AAKMIP
T RUVAEHFR[TAHT 7 BA L= VENEH Y A, Z0OEBY Va OFNEIZHES T,
Telnet 7 7 B AZRET DLENH BT TI,

« ASA ~DilN— F &l oA A =T 2 A APUNDA L H—T = A ZA~D Telnet 7 7 &
IV R—FENEHA, 72& 201, Telnet KA MPIEA X —T =4 ZTHDBEE.
WA 2 BH—T 2 A A~DEE Telnet 2t D A BIETE ET, ZDOA—LOFISE, VPN
B e N LIz e DR T, VPN b AN LIEEET 7 B 2AORE (12 3—) %
ZRLTLEEN,

* VPN kU FVNT Telnet ZEHAT 55552, HKLBE0EXF=2V T A ¥ —T A
2% LT Telnet (T T FH A,

cASAX, AU THFANMNE—-DE—RFRHZ VKK S DO Telnet #5ft &, T XTH =
TXABMIEENY S EINTZRKK 100 DEFREZFRLET,

B gE7s+tx
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ATy T

ATy T2

Telnet 7 7 £ R DERE .

1R BHHIIZ

e wNT AT HANET—RTIEH, 20 TFANTAR—ATROFIEEZFITLET,
VAT ANL AT HRARN AT 4 X2 Lb— g VIEET HITIE, changeto context name
ZANTTLET,

e Telnet ZfEfH L C ASACLIIZT 7 £ AF 521, password =~ RTRELT-w /A~
NAT—R&Z AN LET, Telnet M T HRNCFE TRV — RERET HLENH D
EJ RN

FIE

ASADBELIEA LV Z—T 2 A ADT RLAERITIV T2y P2 LI EZITAND IP T
RLAZREELET,

telnet source IP _address mask source_interface

s source_interface : LI & A VX —T 2 A AERELET, TV v ITN—TDORE, 7
VoD IN—T RN A B =T 2 AEBELET,

A VB—=T A AR OB NEEIT. AV F—T A ADEF2Y T 4 LU 100 Th
LR, FOA B =T 2 A AT IV VATDHEIIZ Telnet ZRET DI ENTEET,

51 -

ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside

ASA Bty a v EYWTTHE T Telnet > > a BT A RVREZ MR 2R OR S %
%&E I_/ i ‘é‘o

telnet timeout minutes

1 :

ciscoasa(config)# telnet timeout 30

HALT U MI1L~1440 5K ELET, T 74V MI55 T, T 740 OB TIZ—
BZETEADOT, EEEIOT AR T TN a—TFT 4 VI RTRTETTAETIL. ED
ICRELTBWTL &N,

il

WOBENEL, 7 R A3 192.168.1.2 DNEA > H—T = A ADHRARNTASAILT 7 &
2T 5 HEEZRLTWET,

ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside

EETIEX .
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B ssom. zot0s547 roHTIPS 74 £ R OFE

WOFINE, 192.1683.0 DXy NT—27 FOFTRTOZ—FRNEHA X —T = A A |
DASAILT 7 BATEA LT B HEERLTWET,

ciscoasa(config)# telnet 192.168.3.0. 255.255.255.255 inside

ASDM. FDMDISA 72 O HTIPS 79U € ANETE

ASDM F 721 CSM 72 EDfthod HTTPS 7 7 A 7> b 9 5121%. HTTPS ¥ — & HhI

L. ASA~DHTTPS Bt & iF vl T2 LB 13 & V £9°, HTTPS 7 7 & AT T REDOT 7 +
NVEIREO—EE LTHEMEEINTWET, HTTPS 77 B AZRET DML, RORAT v
EIITLET, ROHTA RTA U ESHLTIIEIN,

s F7m, ASAA L H—T A AZHTTPS 77 B RO B TT 7 AT H7-DIZ, A KIP
T RUVAREHFRTDHT 7 BAN—VINLEHY A, ZOEZ a OFRIAIZHES T,
HTTPS 7 7 ¥ A &R ET HLENHH721F T, 7272L, HITPU XA L7 FEHREL T
HTTP #%f5i % HTTPS ICHENIZY ¥4 L7 F3512i%, HTTP 2§57 7 & A JL—
NEBFMETDHERHY £, o Lne, A X —T oA ANPHTTPR—F%2 VU v
A TEERA,

s ASA~DIEBNL— KR DA L B —T A ZALUSHNDA B —T A ZA~DEBRT 7 ¥ AT
PR—FEINFEEA, 2L 20E, BEARRX PN A X —T A ZATHDH5E. A
VH—T 2 ANOHEHEEBREHROABATE T, ZOL—LOFISNT, VPN#EEZ T
LB EDHTT, VPN b R LIZERT 7 B AORE (123—) 22K LT
<IEEW,

*ASA TlE, =V TXFAPITLITHKS DO ASDM A VA X LV ABFERTE, 2o
T XA M THRA32 D ASDM A A F o Z DN FETT,

ASDM &> 3 Tid, 2 OO HTTPS Bl SNFE 4, —HIEWIHFEET HT=H
AT, b9 —FHIZEREITHo I L I UHFET IR ELEHTT, =& 21X, ASDM
tviarOUAT AEIEN 32 O8EA . HTTPS v a V8T 64 IZHIIR S E T,

1R BHHIIZ

e NTF AT HRANET—RTIEH, 20 TFAMIITAR—ATROFIEEZFATLET,
VAT AL AUTHRAN AT 4 X2 b— g VIEETHITIE, changeto context name
ZANTTLET,

FIE

ATFY 1 ASANRE LA Vv F—T =2 A ADT RLVAEZEY 7Ry b Z &2 HTITPS #2217 AL
HIPT FLUAREBELET,

http source IP_address mask source_interface

. EETIEX
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ASDM 75 £ R %1135 547> kLR SSLVWPN 00 HTTP U 51 Lo toiE [

« source_interface : ZiHiffEA X —T 2 A ZAERELE T, 7V v ITN—TDHE. 7
VoD IN—F RN A B —T =2 AL ELET,
i

ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

RATw T2 HITPS y— %A F—T ML ET,

http server enable [port]
i

ciscoasa(config)# http server enable 444

T 7 4V F T, port (%443 T¥, RN— MEFEZELEET L5451, %47 ASDM 7 7 £ X URL
WEBRLIEAR—MESZEEOTLEIN, L& 2E, A= NEFEZ44ICEETHHAIE. K
O URL # ASJLET,

https://10.1.1.1:444

1

wOFNL, HTTPS — 2 Hb L. 7 FL A2 192.168.12 DNEA o Z—T = A A
FORARNTASDMIZT 7 ¥ 245 FiEERLTWET,

ciscoasa(config)# http server enable
ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

WOFNE, 192.1683.024 D%y N T —27 FOFTRTOZ—FRNEPA v X —T = A A
EDASDMIZT 7 ATEH L5175 HEEZRLTWET,

ciscoasa(config)# http 192.168.3.0 255.255.255.0 inside

ASDM 7 R E=1E9 547> L XSSLVPN D=6 HTTP 1) &
ALY FDOEE

ASDM £721%7 747 M LA SSL VPN ZfiF L T ASA IZHE T 5 12i%, HTTPS &3
LLERH Y 3, FMEMEDTZDIZ, HTTP BB 4 HTTPS IZY XA L7 52 &R T
TET, LLE HTTP A2V XA L7 b4 252 LIk > T, http://10.1.8.4/admin/ F 72 1%
https://10.1.8.4/admin/ & A7) L, ASDM f#j~~—THTTPS 7 KL RIZT /7 EATE £,

IPv4 L IPV6e DD N T 7 4 v 7 &)V XA LY P TEET,

EETIEX
I
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B venrornEnLEET S w2 0RE

1R BHHEIIZ

BE. RARNIPT RLABRHATET VA A— IV EHY A, 7272 L, HTTP U %
A V7 NOEDITIE, HITP 2 H AT AT 7 B A A— L E LT AMLERL D ET, 95 L
NE, AV E—T oA ANHTITP AR— b &2 ) v AU TEEH A,

FIE

Enable HTTP redirect:

http redirect interface _name [port]

1 -

ciscoasa(config)# http redirect outside 88

portlx, A H—7 = A ZANHTTP DY XA L7 MIERT 2R —hafaELET, 7
7 FV ME 80 T,

VPN F O RILENLE-BET7 O ERADETE

HbBAH—T 2 A ATVPN F o IANRKIRLTWDIEGE, oA X —T A AT 7%
AL TASA #EHTHIE, ZDOA LB —T oA ABRERT VA AL LB —T A4 AL LT
BETDHIVENRHY £, 72& 2IE, outside £ X —7 = A AND ASA IZADSGEIF, 2D
FEREZ{E 1 L C. ASDM. SSH. Telnet, £ 7-1% SNMP % T Inside 1 > ¥ — 7 = A AZHkt
J 570, outside f F—T = A APHAD & X Inside £ ' F—7 = A AT ping & FATTE
E3

ASA ~DilImNV— R DA B —T 2 A ALNDA L F—T 2 A A~D VPN T 7 ER|TH
R—hENFEHA, 2EZIE, VPN TV BAPINA VX —T = A RZh DG, INTA v
B —T A A~DOHEBEHHROAHRBTEET, #EOT FLRAZRZ DMERRNE D IT,
ASADEAET 7 B AAREA X —T = A ADVPNZ AN L, LB ZHEH L T EE0,
BHT 7 /AL, IPsec 7 7 A 7 > b, IPsec % K[H. Easy VPN, AnyConnect SSL VPN 7 7
AT FDVPN h RV Z A FRATITAET,

48 HHEIIZ

BE DG/ — X NV—F 4 7 F—T IV TON—F 4 T EETH L, VPN DR A >
BT 2 AELEHT VAL L H—T 2 RIFECHEETHD (DFEVHGEbEHERA
VE—T 2 A ATHBN, BEDT—F AL H—T A ATHD) LEXRHY T,

FIE

BDA B =T 2 ADE ASAICAD E XTIV B AT HEHA LA —T =1 ADLHIER
E]\/\i—éqo

. EETIEX
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management-access management_interface
TV IN—TF A F =T x4 RIHR—FINFEHA,
il -

ciscoasa (config) # management-access inside

=L BA LTI NDEE

ay V=)V XA LT NTIE, BERAFMEEXEC T— RELIZary 7 Fal—vay £—
RIZLTBLZENTEARFMERTELET, Y1 LT U MIETDE, Byvaiia—W
EXECE— RIZZ2V T, T 74V Tl ByvaidZ A7 FLERA, ZORE
E, A Y= R— b ~OER A RFFCE DRI B L EE A, RN Z A L7 U M5
ZEEHVEEA,

FIE

Rt v o a VKT T 2ETOT A AR Z 3 BAL (0~ 60) TRELET,

console timeout number

51

ciscoasa(config)# console timeout 0

FIFNVEIDEA LTI MIOTHD, By alNEA LT TN LBNWZ EERLET,

CLI7A> T rDARETA X

a7 MIEREBINT 2B LY . HEROEY 2 — AR FETIHAICR 74 LT
éAM&?ET%ﬁTé &mfgiﬁ ZOFREIY, 7 = — LA — BT, 5D ASA
WZRIUAR R MADERE SV TW DG EITER] T,

TAF AT HRAD B RTHE, VAT LEFAN—RELFEFRI L THRA MIr s v

THEXC, LET e T R ERRTEET, IFHLTHFX AT, 740 07 a
YT (FRA MBI TR M) OBRBRERISNET,

FI7 VM TlE, 7T MIASADKA MARFERENET, vV F a0 THFARE—FR
T, 7y RN ar TR A ML ERINET, CLIZ e 7 MIiE, WOIEB 23K/ T

EF7,

cluster-unit JIGAR 2=y NLEFRRLET, VT AKX
DF=y MI—BOLRIER SN TX
F7,

EETIEX .
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gE7tx |

aAVTXAb

(VT E—FRDOHR) BHEOILTHFA D
SRR LET,

domain

AL 4 a BT LET,

hostname

RA M ZRTILET,

priority

T 2= VA== T FAF VT 4 % [pri] (7
FA4=<V) Flld[sec] (BB HVY) LT
FRLET,

state

2=y "D T T 4y 7 BB E 2T e —
NEFRRLET,
T =)V A== DA state F—U— FIZ
XU TIROMENRFRINET,
sfact] : 7 = — VA —N—=DBEFEHTHY
EETIXNT 707527 77 4 7I00H
i STV ET,

[stby] : 7 = — /LA —/3—|FA X —T LT
T, 2=y MINT T4 v RS E
TWEHA, AL KL 7203
fDIET 77 4 TIREETT,

[actNoFailover] : 7 = — /LA —/N— |3 M%)
Thy, BETINT T4 72T T4
Tl S TWET,

[stbyNoFailover] : 7 = — /LA —/— | L &
HTHY, HETIEINT 7 4 v 7 il
SHETWERA, ZHT, AF N1 =2
=y FPTLEWEE RIS A 7 —T =
A ABENEAL-ZEEITELDZEN
HYET,

T T AR T DA, state ¥ — U — Rkt
L TIRODENFRRSINET,
* master

* slave

7o & 21X, prompt hostname cluster-unit state
EFRE LT [ciscoasa/cl2/slave>] & FKrIi7z
Y. ™A MM ciscoasa, L= h47D3cl2,
PRBEA A3 slave T,

. EETIEX
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no4vnr—onzE [

FIE

WKDa<wr REANLT, CLIZayF e AZ~vA XA LET,

prompt {[hostname] [context] [domain] [slot] [state] [priority] [cluster-unit]}

51

ciscoasa(config)# prompt hostname context slot state priority
ciscoasa/admin/pri/act (config) #

XF—U— REANTBIEFICL->T, 727 FNNOEZDIEFNEE Y £9, BRIZRT v
v () TREIY £,

0542 NF—DEE

N ASAITEERT DL &, vl A T BE]. FoI3EE EXEC £ — RIZADHNICE RS
NHEAY T —VERETEET,
IR HHIIZ

et X2 VT 4 OBLENS, NF—TRET 7B RAZIET A2 ENEETT, [T ih
L] R TBEWLET)] REORFUIBAZEZBEANTWD LS REIREE 2 5D THE
HALZWTL7ZEW, UITFTONRF—Tld, RETZ A L TELWEREZHRE LTV
3

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk possible criminal consequences.

« NF =B SR IROBFEIT ASA KT S Telnet 7213 SSH ¥ v & a U A& T
HAREMEDR H Y £,
cNF— Ry VENIET BT DY AT A AEYBRELTODHE,

e NF— A= UORFERA L XD, TCP HEAHRT T —RFE LI 5,

e NRNF— Ry —VDHA RTA 2O TIE, RFC2196 ZHBMB L TL 2 &0,
FgE

I—PREPINCERI LI E ([SROBMLE] (motd) ) . 2—¥FRa s/ ALzt X
(login) . = —W4HE EXEC E— RIZT 7B A LT2E & (exec) DWFHRMNICFEIRT HA
F—FBMLET,

banner {exec | login | motd} rext

EETIEX .
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B s=tooavor—s0mE

1 :

ciscoasa(config) # banner motd Welcome to $(hostname).

A—PRASAICHHIT DL, £T [SHOBMLE] NF—REREN, TORIIE T AV
NF =T a7 IRFRRENET, 2—FNASAIZEFICR A F5 L, exec /N —N
FKRINET,

B DIT 2 BINT HBA1E. BATORINZ banner =~ > RZBML £,

Np— FX 2 MIET HEEFE
 AN—ZIMEMTETETA, CLIZEA LT T72ANTLZ LT TEEEA,
c NF—DEEOHIRIE, RAMBEOTZ T via AEVICETELOLUMNMISH Y FH A,

* ASA DR A P FETZIE R A A 41%, $(hostname) L T4 & $(domain) X T4 2 f A0 A T
I Ko TEHMITENTE £,

VAT LAY T A XK 2L =g UTNTERETLOHEIE, 2T XA AT ¥
L— 3 T $@system) LTSN EHHTHZEICEH-T, 20 TFAMNNTEONNF—F
FANEFEHTEET,

il
UTIC, [SRoBmMLE] NP —2BIT 562 R~LET,

ciscoasa(config) # banner motd Welcome to $ (hostname).

ciscoasa (config) # banner motd Contact me at admin@example.com for any issues.

g S

Bty a3y I +r—2DEE
ASA TR 5 ASDM. SSH, BL W Telnet DFEIFHERE vy a VAR ETEET, 2D
RKRMEICET D L, ZNUUEOE Yy > 3 VPRI ST, syslog A v E—UBRAERIET,
VAT ATy T T NEERET A0, Bty a VED Y TEDOADI XA TIHa Y
V= tbwvarEruayl TEERHA,

1R BHHIIZ

SNF ArTHRANE-RTIR, VAT LFTAR—ATROFIREZFATLET, a7 F
ANEVAT L AT 4 X2 b— 3 U IZAS L, changeto system 2~ K& A ) LET,

FIE

ATFYT1 koa<wr FREAHLET,

. EETIEX
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varogmammanks [

quota management-session number

e number : 0 (FEFHIFE) ~ 10000 D& v 3 o OENBEHFRELET,

51
1 :

ciscoasa(config)# quota management-session 1000

ATy T2 EHFPOBEDE Yy v a v aRR LET,

show quota management-session

1 -

ciscoasa(config)# show quota management-session
quota management-session limit 3

quota management-session warning level 2

quota management-session level 0

quota management-session high water 2

quota management-session errors 0
quota management-session warnings 0

AT LEEER AAA DEETE

ZOETE, VAT LAEHEFE ORI, FEFFA], a< 2 NHFAEZRET 2 HIEIZOWTHBAL
i@qo

¢t:i£EIILAHIE(7)iE§£ji§

CLIBXWNASDM 77 B ADIEEHRELET,

EIBEFIZDUNT
ASA ~Du J A4 U FER, BREEAEDCLTWHDENE I NDICL - TERRY 5,

SSH 2SI D E
EED O FIIERRER L TO SSH 77 B AT DOWTIL., ROEB{EZ SRR L T 7Z &0,
FEE7R L o SSHIXFEGER L CIdfEH T 8 A,

FEEH Y SSHFRGEZ AN LIZHAIE. AA A —R_"FHiFe—hra—3F—FX—
’**éﬂfmén%#%&ﬂwik%ﬂﬁbif B — @W£Tﬁ4ﬁAﬁ
*‘717/]/74 57/\*420)(771%'9“\1‘“*}\Li‘§“ SSHD*‘jJ/I/wLAn ﬁ—g_é i " —

EETIEX
I



gE7tx |
. Telnet FRFE D E

T 2—HFOI/RAT — ntqu%)ﬁ)‘jJ LET, RAT— & Liﬁb‘i5&l‘§“§>i§7é\
E. NRAU—= R Loa—F4EERCTE£d, 2—HPEXECE—RNIZ7 7 A LET,

Telnet ZREED I E
PREDOBF T 5T, Telnet 77 B RIZHOWTIE, IROBIMEEZSH L T &V,

« WREZ2 L : Telnet DFBFEZB N L TWRWEEIX, =2 —FHEF AN LERA, vl A
RAT— K (password =~ > K Ci%iE) %Ajﬂ/iﬁ“ T 7 AN NDONRAT—REIHY
FHA, L7235 T, ASA ~Telnet #ifi 4 HI121%, AU —RFEHRETLHILENDH Y
¥4, =W EXECE—RIZTZ7EALET,

nu nLEZE) D Telnet [T uﬁ%ﬁ)‘ﬁ L/j:_ j: AAA -}j_“_‘/\i 71:_ im‘_‘ﬁ/l/:l‘_‘"j_T &/\-—-
’*iéhfwéi~%%kAxU~k%AﬁLi¢ 2—HPEXECE— FIZT7 7 & X
Liﬁ‘o

ASDM FRFEDRE

SREEH 0 F720 mﬁﬁbf@AﬂM77?2 L TIE, ROEWEEZSH LT EEV, AAA
PAEDOH I b b3, EERFEZ R ET H I & HAEETT,

PAEZe L T 7 AV R TIK, 7T 7 O—H 4 L enable password 2 2 RZ L o TE%
EXNFEAR—T N RAT— K (F7 VR NTETIT07) #EHLTASDM (20 7 A
YTEEY, ZADEFRICLANE I, TELIRTRIAR—T N ARRT — R LR
AL EBEIDOLET, RA M. FAL LS. BEIOA X—T L 282 T — R L Telnet
NAT—ROFEESRLTLLTEIN, a7 A VHEET (2—F/HET 7 7OFFIZL
RNT) =P L ANRT = REAN LI EIEL. ASDMICL 2 Tr— /L T —H
AT—ENT =y 7 INDHT EITHERLTIEIN,

AERAERRGE (o7, =T v R E—RKOHKR)  2—WFICHRRAEHELERTE E
T, fEEOZ—LH L RXAT—RE AT HE, ASANPKI N7 A RARA 2 MMIxiL
TREIEZMREEL 77,

AAAFEFE : ASDM (HTTPS) FRGEZAZNI L72HE01E. AA AV —A"FE=dn—h1 21—
P F—H =2 :ﬁ%@énﬂ\én—#%}:/\xv—-M’:/Ujbit T, Ty
Da—P4L LA 32 —T N )XAT— KK TASDM i C& <2 F L7,

o AAA BBEF L EEHESAE O (v, v—F v K E— KD&A) : ASDM (HTTPS)
PREE AN LTzYs iAMA#*AitiD*ﬁwlwf?ﬁﬁN*X’%*éﬂf
wénw#%kﬁxv KEZADLET, GEHAERTEHO 22—V H L 2T — FREAR D
BElE., b AT koo nET, 2—FAEZEHAENLFEL TH LT
HOATTLTEBL L2 BIRTEET,

DU TILVERIEDHE

FAEH D FITRAAR L TOY U T ary Y — )L IR— h DT 7RI L T, ROEIME
LT TIEEN,

. EETIEX
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enable F2EE D E

enable FREEDHEE .

FEER L U T AT VB ADOFTIEE AN L TWRWEEIL, =2—V4, XA TU— K%
AN LEVA, 2—F EXECE—RIZT 7 A LET,

CFREEH Y U TNAT VB ADIFEEE AN LB AIL. AAAYT—"Fm T — b 2—
W F—H_X— A TE éﬂfwén%%$&ﬂx7%F%Aﬁbi¢oJ%#Emm%%
NI 7 = B

07 A ARICEMEEXECE— RIZADIZIZ, enablei~ > RE A LET, Do~ RO#E)
VEIZ., BREEDA R—T A DE I DT L > TR £,

FUREZR L @ enable AEZFXE L TV WA X, enable =~ RE AT 5 & TV AT
LA F—T N XAT— K (enable password 2~ > RT&HE) #ANLET, 774/ b
IXZEHCTd, 7272 L. enable iBAEAfEH L7254, enable =~ R& A L7-t4i%. 4F
EDz—HFLLTrl AL TnEFA, ZHITLY, ﬂv/4\'7ﬁ&:b—%ﬁvﬂz®
FHERENBEZ T LN £F, 2—FREHFFT HIT1E. enable BFEA M H L T
<IEEW,

RIEDH U : enable EFFEE R E L7 E 1L, ASAIZT 7 ML AAAY— "FE - idm—
N 2—H F— &«~XTE%ém1wén—$ﬁ&ﬂxv~F%%ﬁbi#o:@%
FEEN :L—#“ﬁi)\jﬁ% é a~ v REHRIT 570l —F AN EE &R E R-d o~
VR RI R AT T AL ICRCTESI D £,

0—Hh )L T —H_X—Z%fE T 5 enable FED T AL, enable 2~ KDV (2 login =~
Y REFHTEET, login 2~ NZE Y 2 —FARMERFFSNETR, Btz A4 1cT 57
OOFRTEIILED Y TR/ A,

cat

CLIIZT 7 BATE 22—V EXEC E— REBlthCE ek olcTra2—YEr—hL
T A RX=R BT H5EEIEL, a7 FRAEZRET HILERH Y £3, o~ NRARAR
WIGA. FRHEL LR 20 E Q23T 740 F) O=—H X, CLI THDO/RA T — K&
LTHHMEEXECE—F (BLXOIR_RTOa<wR) 7782 T&Ed, HDHWIE, FREELLH
Ta—HNT —FRXR=ATER AAA Y —N"EFH LT A v a~vy RER#ET 50, F
T _RTor—I N a—FE LV IIERET DI EICED, VAT AL RXR—T L /RAT —
RNz U CHiFE EXEC E— RIZT /B A TE D a2—VaflHTcEx 7,

RAMFARL—TF 4 VT ORTFLIPLASAANDEY S T

—BOTT v T A — LTI, ASADETEOT 7Y r—va b LTHAR—FLTWET
(f31] : Catalyst 6500 ® ASASM. Firepower 4100/9300 ™ ASA) , RA b XL —F 4 7 A

T LIS ASA ~DY v a Y OEE, B O X A T U Ty U T L O Telnet 38G1E % 7%

ETEET,

YNF aVTHERARNE—RTHE, VATL a7 4 Fal—alTAAA < RERTE

TEEHA, 7277, Telnet £/ U TR AEE o T X2 N TRE LSS, REEX

EETIEX .
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B cussvasom 7o w2 @iE0RE

N0y varicbiEfanEd, ZoGse, FHa T A NOAAAY— " FEiTe—
BV 2= F=HR—=ZAPMEHENET,

CLIE & 'ASDM 7 U & RFERED R E

1R BHEIIZ
e Telnet. SSH, £7/ZIXHTTP 77 A %2HKELE7,

%nlguun 6i AAA P — 7/1/“—7% ﬁiﬂbij— = — 27 )LEREIED %{5\51\ °—7
VT — 5“*2 W —HFEEMLET,

« HTTP EHGRFETIL, AAA Y — 1 7L —7 O SDI 7'u hainzHiR— L TWERA,

FIE

ﬁﬁ?&‘{f}ﬂﬂ@;*—“ﬁ‘%mb nJ—.E Li‘j‘
aaa authentication {telnet | ssh | http | serial} console {LOCAL | server group [LOCAL]}
i

ciscoasa (config)# aaa authentication ssh console radius_1 LOCAL
ciscoasa (config) # aaa authentication http console radius_l LOCAL
ciscoasa(config)# aaa authentication serial console LOCAL

telnet ¥ — 7 — N Telnet 7 7 B XA &l L £3°, ASASM O35, ZDF — 7 — R session
a<v U REHATEIAAL Ty a LB LET, sshF¥F—U—RK{ZSSH7 7 &
A&EHIEI L £9, http F¥—7— RKiZ ASDM 7 7 XA ZH|#H L £, serial ¥— 7 — KiZ=
V=V R— b T RAEHIELE T, ASASM OFE, 7-E X, ZOF—U— KX
service-module session =~ > R & L CTAA v F %77?175(&*53//**/l/ki’ﬁ“b
£7,

FOREIZ AAA B — N TNV —T 2T 255813, AA AV —"BEHTE RN Xite—an
T — &~~x%7j~wn/ﬁﬁtkbfﬁ%¢5;5Kmm%$ﬁf%i¢0#~N7w~
THEREL, TOHRICLOCAL (KXFEEL/NFORBIHY) ZEMLET, a—h LT —
AR—=ZTIZAAA =R LA L a—PLBLORR T — R+ A2 L2 HERLEST, =
niE, ASAO7a 7 T, FOFABPEHINTHELRRINRNWZ8HTT, LOCAL
PIEANLT, B—=HDNT—F_R=2 5O EE T E LT (ZH— ARy 772 L T) ff
HA+szZ b TEET,

enable IV > FFREIMDERTE (JFHEEXEC E— F)
Z—H N enable =~ REANT LRI, TO2—HFEFFETE E7,

. EETIEX
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enable 1< > FRiE0RE (EHEEXECE—F) |

188 BRI
enable FRFEOMTL (19 X—) ZHML T Z &V,

FIE

:L“_']j-%nunﬁﬁ—}:)f;&)@/k@j—7 V| /@b\‘é—ﬂﬁ ;21%?)_\' Liﬁ—

s AAAY— "FIZILOCAL T —# _X— 2 &M L Cax—F&23IET HI2iE, koa~v K
EANSILET,

aaa authentication enable console {LOCAL | server group [LOCAL]}
fi

ciscoasa(config) # aaa authentication enable console LOCAL

2—PFHENRRAT = RDOANZRD LT 0 T FRa—FITk L TERRINET,

FRREIZ AAA — R TNV —T2EHT2551T. AAA T — "Xt Xion
ﬁwv BR—=RA% 7 =Ny 7 FRE LU THERT DL IICASAZRETEET, ¥—
NIN—TZERRE L, TOHRIZLOCAL (KXFE/NLFOXBIHY) ZBMLET,
02— T —=HRXR=ATILAAA P — N F L2 —FAB L ORRAT— N+ 5 2 L
EHESELET, ZuE, ASAOT e T, FOLFABNEHIN TV D0 RS R
W2 T,

LOCAL7ZIFZ AN LT, 0— IV T —H_XR—=RAZEOTE AL LT (T —A Ny
772 L) fFHTA L TEET,

RN T —=FRX=ZApba—HFL L Trl A 3510k, kOoavy REALET,
login

1 :

ciscoasa# login

ASAIZK Y, 22—V L RRU—-FRDOANERDBZ T a7 IRFRENET, NAT—
FEANTBE, ASAIZEY, =2—HFiFe—h L F—FRXR—ATHEESN TS EHEL
AJUIZEPIVE T,

=PI E DO =YL L RAT— R Tl A v L TCRHHEXECE— RIZT 78 AT5 2
EMTEDLDT, VAT ALA F—T IR — REEE|TREETHILENR R 20 4,
l~%ﬁﬂ7%yﬁ’%ﬁEmm%~F(%;Uf&f@:va)V?ﬁkxfﬁéi

295100, 2—YVOREHEL~LE2 (FT74/0E) ~15ICRELET, n—H/)L o
7/%mﬁ%mmbt Ay 2—FIE, FORMELSALVLTO L~UZEID B THL T
Loy F@Jf%i\ﬁf“% iﬁLo

EETIEX
I
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ASDM SERAZ R DB T

ATy I

ATy T2

AAA GRREDH B 20D bR ERRGE L WIS TE . ASA IFGEEZ PKI K 7 A bR
A v MIHBAE L THRIELET,

3580 BRI

ZOEEIL, YNV v—TF v K E— R TOHIR—hINET,

FIE

AEAERSREZ A R — 7 M L £,
http authentication-certificate interface_name[match certificate_map name]

1 -

ciscoasa(config)# crypto ca certificate map mapl 10
ciscoasa (config-ca-cert-map) # subject-name eq www.example.com
ciscoasa(config)# http authentication-certificate outside match mapl

SEAESRGEIIA v X —T 2 A AT LICRETEET, FORE, BEHTEIZAN VX —Tx=A( R
FIREA v F—T 2 A A ORI OV TULEEAEOIR RN ARE IRV 4, a~v 2 K%
HEEEFERTIE, B A v F—T =4 A ECIHEAERGE A F—T NI TXET,

AEAENGENEF~ v 7L — 8T 5 2 L2 ERICT DT, match ¥ —U — R &~ v TH ZHEE
L %7, crypto ca certificatemap =2~ > FEEH LT, ~v 72X ELET,
(fEE) ASDM TREIFEN O 22—V 2 2T 28T 2 BMEEZHRE L £,

http username-from-certificate {primary-attr [secondary-attr] | use-entire-name |
use-script} [pre-fill-username]

i

ciscoasa(config)# http username-from-certificate CN pre-fill-username

F 7 %)L h T, ASDM X CNOU &R L x4,

o primary-attr 51E0E, 22— L ORI R T 2 BMEEZFEE L E T, secondary-attr 5150 %.
F T a T, a—YAEMNT 7D T4~V R L ST BN Rt A
RELET, kOBHEMEHTEET,

«C:

«CN : @4

+ DNQ : DN {&ffi+
*EA:EFA—NVLT FLR
* GENQ : HEARESAGF
*GN: 4

. EETIEX
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wEHAICL S cUsLUASIM 7 5 £ 204 [

[: /1 =%/)L
oL : JmirtE
* N : 4l
< O : fHf%
* OU : Ak EAL
*SER : U T NEE

« SN :
* SP : #RIENT UL
o T« £k

+UID : =—¥%ID

«UPN : =—H% 71 4,

* use-entire-name ¥ — 7 — R TII DN A EKEZFHEHL E7,
e use-seript ¥ — 7 — R TIX ASDM [ k> CTAER SN Lua A7 V7 &AL 7,

s pre-fill-username ¥ — 7 — RN ClL, fRGEEZRD L7 a7 MZa—FABRFRIATI ST
WET, ZFO—FABREINIATI LIZbD LB L5568, YO —FARFEFHAT S
NI LWH AT a Ry 7 ARKRINET, £, BIEHONRAT— R& AJ)TE
\i‘g—c

EMEFAIZL S CU E LU ASDM 7 7 £ X D HIR

ASA TlE2—VOFGFICERT /v A 2a—VF L V=T 78 A 22—V E2XBITEB L)
o TWET, 2—HF u—nL2XB+5ZE T, VE—F TZ7EAVPN 2—HLR v b
U—0 TR =N ASA [CEBEHGRZHS T H0EEZ ENTEET,

1R BHEIIZ

RADIUS E£7/=(Z LDAP (¥Rv EVTFEH) 21—

L —WH LDAP#EH CRAAES N D & KA T 4 7 LDAPJEMI & OMZ D7 Cisco ASA EIEIZ
vy BT I, FREOFFAIHSRED R S L E T, Cisco VSA CVPN3000-Privilege-Level DfE %
0~ 15 OFLPH TFHIE L7, Idap map-attributesldap map-attributes =~ > K Z{# ] L T, LDAP
J&M: % Cisco VAS CVPN3000-Privilege-Level (2~ v B> 7 LE T,

RADIUS IETF @ service-type J& 123, RADIUS §8AEIS K OVFF AT ZR DOFER & L T access-accept
A=V TEREINDHEE. ZORMITEEIESNIcA—FIZEDH A T OV — R &5
HINERETHTEOIHEHAINET,

EETIEX .
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RADIUS Cisco VSA privilege-level B (<> % —ID 3076, 7 1D 220) 7 access-accept A >
-V TREINLIGEIEL. 22— FOMRLNLVERET D7D I ET,

TACACS+ 11—

I'service=shell] TFFRIDNFER Z41, H$— 3T PASS F 7213 FAIL TIRE L E£7,

O—A)L a1—%

FBE LT —T AT 5 service-type =2~ RERELET, 7 74/ FTIL,

service-type

% admin T, aaa authentication console =~ > R CIREIN-TXTCOY—r RIZxF L TT L
T BARHFR SNET,

EEFT DR

BTHHFRO AAA Y =R Z A TEBIOEDREICSDW T, ROFXESZBL T ZE, ASA
TEHINODOEEFEA L TEHE T 782 L-LERELET,

Management Level

RADIUS/LDAP @
(RyEVTEn

TACACS+ &%

A—AIL T—3R—XDE
%

=) B
[Full Access] : aaa authentication console = | Service-Type 6 (7 K |PASS, #f#EL L 1 |admin
v~ R I=AbL—T 4

') . Privilege-Level

1
[Partial Access] : aaa authentication console | Service-Type 7 (NAS |PASS, F§#E L-~X/L 2 |nas-prompt

A<y RCRET S &, CLI £721% ASDM
WX o7 7 B AR SIVET, 722 L,
aaa authentication enable console =~ > K%
i/ L T enable FBREZ 3R ET 5455, CLI
y =—H# (X enable =~ > FAf# ] L T4k
EXEC E— RIZT7 7 ®ATHZ LixTaE
A,

A= 07 DN
Privilege-Level 2 UL
Framed 2) 5 L O
Login (1) y—t' X #
A I H DR
EJc AN

Uk

[NoAccess] : BHLT 7 v ARSI E T,
= —|Z aaa authentication console =~ >~
FTHESNTZWTOY—E A BT
X FEHA (serial ¥—U— RiFfrx £,

DFED, VIUTNAT I RERTFFAINE

4) , UE—h T27EA (IPsec BL O

SSL) —#id, sl&kEcBHDO Y E— |
T EA®y T a U ERGEB IO T T
9, oOTRTOY—ERF AT (KA
A, T7 7 ARE) bR E N E T,

Service-Type 5 (7 7
VAN

FAIL

remote-access

FOMOHA KSA4 >
YT ALY — L T RATEBRT RIS ENE R A,

. EETIEX
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ATy T

ATy T2

ATvT3

wEHAICL S cUsLUASIM 7 5 £ 204 [

« ZOMBRA AT AICIR. BT 7 B A AAAZRGELRET AVLERH Y 3, CLIB XL

NASDM 7 7 & ZAFEFORIE (20 32—) 2L T EE W,

 NRRGEERFE AT 2561, ZOMIEEZ A 2 — T NVIZT HHEIZ, AAA YV —N T —T%

RELTBIMSLERDD i@ﬂo
sHTTP#i%, > 7N —F v KR E—RTOLYFR—FEINET,

FIE

Telnet & SSH OE B2 A 2 —T M LFET,

aaa authorization exec {authentication-server | LOCAL} [auto-enable]

auto-enable ¥ — 7 — F&fiH L T, +oRiGEREA RFOBEHEN, u /A 75 & I

EXEC E— FICHEIWIZAD Z ¢ N TE E9,
1 -

ciscoasa(config)# aaa authentication ssh console RADIUS
ciscoasa(config)# aaa authorization exec authentication-server auto-enable

HTTPS OEBFFr[ % A X —7 W LET (ASDM) ,

aaa authorization http console {authentication-server | LOCAL}

1 :

ciscoasa(config)# aaa authentication http console RADIUS
ciscoasa(config)# aaa authorization http console authentication-server

1

WOBNZE, LDAP J@th~ v 72 E& T 2 ke L TVET, ZofITiE, &%=l
T4 R) =L o T, LDAPIZ Lo TRAEEN TN D2 —HFR, 2—%F La— koD
74—V RETAI/RT A —=F D title & company %, IETF-RADIUS service-type &
privilege-level ICENEN~ v 7T 52 L HEELTWET,

ciscoasa(config)# ldap attribute-map admin-control
ciscoasa (config-ldap-attribute-map) # map-name title IETF-RADIUS-Service-Type
ciscoasa(config-ldap-attribute-map) # map-name company

OB TiL, LDAP @it~ v 7% LDAP AAA — N[ L E 9,

ciscoasa(config)# aaa-server ldap-server (dmzl) host 10.20.30.1

EETIEX .



B -~ rzaoss

gE7tx |

ciscoasa (config-aaa-server-host)# ldap attribute-map admin-control

AT RERDETE

a<w Y R~OT 7 v A EHET 58546, ASATIEa~y RFA 2R ETE, 2—YIMEHTX
Lavwy RERETEET, 774V T, v/ A0 T5HE2—HFEXECE— RIZT 7 &R

KIERBO o~ RSN E T, enable2~ 2 F (=01, e —h L5 —H_X—

AxMERHTHEETogina~ 2 K) ZANT5E, FHEEXECE— RBLU=ar 7 ¥ a2l —

va
WD

voawy ReEGhEmERa~y RIc7 782 Tx$£1,
2omawy RFFaFROWT N EFEHTXET,

o — b )VERE L~

* TACACS+ — i L ~UL

av Y I‘nn..\_.l-(-’.)l'\-c

a1~

v RBAIZANC L, ABFADL—FIZOILa~y RANEFRTHIENTEET,

HR—rahdavy FEF A

®RD

. EETIEX

2omawy RFAIHFROWTrEFHA X E5,

n— B VEEL UL ASATa w2 RERHEL L AR E L ET, m—A/L=2—+, RADIUS
o—H, F72IZLDAP =—¥ (LDAP &% RADIUS Bz~ v ¥ 79 584) % CLI
T 7B RAZOWTCRIET 5546, ASAIXZED2—HFE o —h /L5 —&~X—RZ_  RADIUS,
FIXLDAP =N TERINTVWDLFHEL VI FTB ST E T, =—Fik, HFIvYToH
NIZFHEL SNV TOa~y RIZT7 7B ATEET, 9 XCO2—FE, gidTr s (v
THLEEIL, 2=V EXECE—F (L)L 0ERiZ1oa~rR) 7782 LET,
a—W, FEEXECE— K (L2l bk a< R) 17 7 AT 5729IZH N enable
o< RTRIET S0, login 2~ RCrZ A (=) T —HX—R(ZfRDH) TX
3

A

CGE) m—INT—FRX—ANIZ2—RHFELRL TH, £ CLIGR
FEX° enable FEAEN R WA TH, m—F/b a~< 2 R &2 A
T&FET, b VIZ, enable 2~ REZANTDHLEXITV AT L
AR—=T I IINAT—REANTDHE, ASAICLS>TLL 151
Eﬂﬂi?oWﬁxﬁﬁf@vNW@4*%7WNXU%F%W
LET, 2k mmmneww)%ﬂﬁbt&%m
ASA T J:o'(l/f\ll/n ENPNAL IR ET, b L
wu\m%wwnvxb#T%ﬁw ITAHETHEAINERA,




| gE7 +Z

a7 avrxzreavy e

* TACACS+ Y — " HipE L ~UL : TACACS+ V— T, 2—WE7II I/ N—TNCLL T 7 &
A OWTCHFELI- B T TE2a~ 0 FERELET, CLITC2—9 2R ASTHT~R
Tha< R, TACACS+ b — R THIFESNE 1,

tXal)T4 aVTEXERAMEOATY REFT

\)

AAARRTEIT T A PIEIEMTHY, a7 X MNETHEINETA,

vy RRFAIZRET 256, FEXa )74 a7 XA ML ICRET D LERH Y £
T ZOREICLY, BedtxaV T arTFA ML TRRL I~ FFFAIZETT
EET

X2 VT4 a TR NV KEZL5E. FEEIL. 274 VRRICREE LI — %4 TiF
HENLASY RRFHLVWI L THF A by g o TIRRERATRENH D Z L0, FrLna
VTXARNTIEaIY FIFAIRE ST HESN TV R WATREMENH D Z & 2 /EIAICE VT
73V, aw o RHFREXF2 VT 0 20 THFA ML TERDIGENRH D Z L 2EEHEN
R L CWiand | IBELDAELDAREMENH D £3, ZOEMEX, ROMEAICL > TEHIT
B2 97,

G¥)

av Yy FERLANIL

VAT AFITAR—=A T AAA 2~ RN R—hENRNTED, VAT LEFTAL—ZT
T~y R TEEEA,

FIT AN NTIL, ROa< RBEHEL~LOICE VLY ToNET, FOMOTRTChavy
RIZEHE L~V 15 ICEID Y CoHNET,

* show checksum
 show curpriv
* enable

* help

* show history
* login

* logout

* pager

* show pager

* clear pager

* quit

* show version

EETIEX .



B o—sra~rsan

gE7tx |

B

X JE

a7 4 Xal—varyE—Ravr FaE 15 L0EW L IBEIT 5851, configure =
< FHEICLLIBEI L TS EEN, Zokoiclirne, a—HFiFar 7 X b—
TaryE—RIZABZENRTEEREA,

A—AJ) a7 FRHFEADHRTE

ATy T

n— a~wy RFAEFHAL T, a2~ KaE 16 DFHEL-~UL (0~ 15) @ 1 DZE) 4T
HZENTEET, T4/ FTIE, Ha~r FIZEHELL0 £ 151280 4 THRE
T, F2—VFEREORHEL VVIIERTE, F2— TRV Y ToONTREL LT
< REANTEET, ASAIE, m—H /LT —H~—R RADIUS % — 3 F72{ZLDAP ¥ —
/N (LDAP &% % RADIUS B~ v BV 7T 55A) ICERSN TV D —HHRHEL L%
PAR—FLTNET,

FIE

BRME L~ Lz a~ 2y REEY Y TEF,

privilege [show | clear | cmd] level /evel [mode {enable | cmd}] command =~ > N

ciscoasa(config)# privilege show level 5 command filter

HE YL TTLK5a~vy NI LToDa~sy RE#YIRL £,
Toawr ROF T a stk (kOEBY T,

s show|clear|emd : ZNHDA T v g ¥ —U— REFEHTHE, 22 RDshow, clear,
F721% configure JTEUTK L TR FHEARE TE 9, 2~ RO configure JEHT, 18
W.ORBIEa< RN (show £7-0dclear 7L 7 4 v 7 272 LT) F/-dnoFERE LT,
AT A4 X2 L=V a Y OEFELGISHITIEAATT, ZThboD0F—U—FonFhng
HH LG, 2~y FOTXRTOREAPREELZ T £,

« level level : 0 ~ 15 D ERJE,

 mode {enable | configure} : = — EXEC &— R £ 72|35 EXEC E— R L= 7 ¢

Fal—valrE—RTavr ReANTLIENTE, ZOa~vy FPK{E— RTRAR
LT U arEEITTHEAIE. ThHDE— FOBEL L ZHBNCHRETHZ LN T
TET.

s enable : = —% EXEC &— N L {54 EXEC T— RO FEHEEL 7,

« configure : configure terminal =~ > RZEH L TV 7RSI T 4 Fa b—
va Y E— F‘%*Ei sz—g«o

« command command : REL TCWNHa~vw L K, HRETE DD, main 2~ ROKHEL X
VIR, 2l xiE, TR TWaaa 2~ RO LULEZRETE T,
aaa authentication =<~ > F & aaa authorization =~ > FO L~V A ARNCRETE £4
oo

. EETIEX



| gE7 +Z

ATy T2

ATvT3

n—nnavy rxaonz |

(ER) a~<r RRAIOZDD AAA 22—V EFHILET, Zoa<wr RE Al L
A ASAE. B— NN TF—ER— XA 2—HFORMEL NV IT A2 R— L, O X A4 FDa2—
BPETRCTF 740 hTL~UL 15 ICEID Y TES,

aaa authorization exec authentication-server [auto-enable]

B -

ciscoasa(config)# aaa authorization exec authentication-server

BT, Zoavy NIIEMEGEE AN LE T, BHEHFFAICLS CLIBLWASDM 77 &
ADHIFRE (23 =) BB LT E IV,

n—HOavy REHEL~VOMHZ AN L ET,

aaa authorization command LOCAL

1 -

ciscoasa(config)# aaa authorization command LOCAL

Ay FRHEL~VERET 25HE1E, Zoa~vy FTavy FiFraRELRWVIRY . 2=
Y RFAEIETSNEE A,

il
filter =~ > FOAUTRD LIBY T,
« filter (configure = 7'> a IC LV £INET)
* show running-config filter
* clear configure filter
L ~SA BT D LICECRIET 2 LA TEET, FE, IoFTvarE

B L TI_NTORRICFE CFHELSVERETHZ L TEET, RiT. HE%
@%_uﬁﬁéﬁﬁwmfﬁ

ciscoasa(config)# privilege show level 5 command filter
ciscoasa(config)# privilege clear level 10 command filter
ciscoasa(config)# privilege cmd level 10 command filter

F. WOEITIE, TTO filter 2~ > REFR U L-LICRETHHE R LET,

ciscoasa(config)# privilege level 5 command filter

show privilege =~ > N, B &L 3T TRRLET,

EETIEX .
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B meacs: v—icoav rox

\}

WOFITIL, mode ¥ —7 — NOEMHEZ TR LET, enable 2~ Nix, == —
EXEC E— FIBANTDHLENH Y £9, —J5. enable password =~ > Fid, =1
T4 X2l —vary T FRTT 7 BATE, HRbEWVEHEL~LRMETT,

ciscoasa (config) # privilege cmd level 0 mode enable command enable
ciscoasa (config)# privilege cmd level 15 mode cmd command enable
ciscoasa(config)# privilege show level 15 mode cmd command enable

WOFITIL, mode ¥ —7 — F&fiHT 2BM=~ >~ (configure =~ F) Z/RL
ij_o

ciscoasa(config) # privilege show level 5 mode cmd command configure
ciscoasa(config)# privilege clear level 15 mode cmd command configure
ciscoasa(config) # privilege cmd level 15 mode cmd command configure
ciscoasa(config)# privilege cmd level 15 mode enable command configure

GE)

Z D% DITIL, configure terminal =2~ > NIZRH3 517 T,

TACACS+ H—/ATHIAT Y KDHETE

IN—TFE 3 ix Dax—FDETa 7 7 4 ariR—x k& LTO Cisco Secure Access
Control Server (ACS) TACACS+H— N"Ta<wy REaHRETEET, — F/3—F 1 D TACACS+
P —ROGAEIL, 2~y R AR— OOV, ZHEHADOY— O~ =aT ViS5
L TLEEN,

Cisco Secure ACS /13— 3 3.1 Ta~<y RERETIHAEIL. WOHA RTA4 2B LT
<TEEVY,
cASA L, Vb avw  RELTHATHa~vwr REkE L, TACACS+ »— "X T =/
a<w s RELTCavwry RERELET,

A\

(GX)  CiscoSecure ACS (21, [pix-shell] EPFFENDa~>2 K XA 7N
GERTCVDHANDH Y T, ZOXA T ASA a2~ RFFA]
WA LN TL &N,

c v ROFAIDOT— RiE, Ay avry RERRINET, TOMOU— RiZTTH|
Bl RzpaxnET, Ziud, permit £721F deny DZICELS LERZH Y T,

72 & 21X, show running-configuration aaa-server =~ > N&ZFFr[ 952X, a~v K7 41—
JV RIZ show running-configuration B/ L. 5147 1 —/L FIZ permit aaa-server % A7)
]\./ \i j—o

s [Permit Unmatched Args] = v 7 R v 7 A% A 12T 5 L BRIICHESR L TnZeng
ThOavy R EFHFATEET,

. EETIEX
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TacAcss 4—icnavy koxz [

7= & 2 0E. BFED show 2~ RERIET D72 T, TX3TD show 2~ RO S
F9, CLIOMEEZ RTREFFRCEMTE /2 L, a~vy ROERET X TTPET 20N
R IRBDT, ZOFEXFHTL2Z 2B LET (ROREZR) |

1:BET 2 _ATOITY ROFHFA

show ¥ FPermit Unmatehed Args

114412

AddiCommand | Femowe Command |

s enable ° help 72 &', H—U— KD a~<> RiZOWTlE, £Oa~» RIZHIERRWGE
ThH, ~BLBRWSIEZFAITHLERH £5 ROKEZM])

H2:E—J—FDav > FOFA

[ Pemit Unmatohed Args

Add Command | Remowe Command |

114411

« BIHATERT DI, ZOFIEORIC deny Z AT) LET,

72 & Z1X. enable =~ > KZFFA[ L, enable password =2~ > RZ#F Al L7aW 55121,
a< 2 R 74—/ RiTenable Z AJ) L, 5$87 ¢ —/ L FiZ deny password %= A ) L &7,
enable 7217 3FF R &5 L H 12, £, [Permit Unmatched Args] = v 7 R 7 A& A4
LT ESY (ROKEZR)

EETIEX
I
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B meacs: v—icoav rox

B 3:518DEE

BT - coit Unmatched A

deny pasanard

|

Add Command Remowe Command |

114410

cav Y RIA L Tavy REBBE CANILIESE, ASAIXT L7 v 7 AL XAy o

VU REFERT XA MIEMLETH, £TOMOFIEITAT LIz LB 1 IZ TACACS+
P—=NIERFELET,
7o & %X, shlog & AJ19 % & ASA 1358472 2= K show logging % TACACS+ #—
WZEELET, — . shlogmess & AJ)9 5 &, ASATER 472 =~ K show logging
message ClX72< . show logging mess 2 TACACS+ ¥ — NIZkE L ¥, AL FHEL
TR LB OB D ANV EZRETEET ROKESR) |

4: EBBOIEE

shooi [T Permit Unmatehed Args

permit logging
permit logging message
permit logging mess

Add Command | Femowve Command |

114414

T ARTOZ—WFITK L TCRDOER T~ REFAITHZ L 2B LET,
* show checksum
* show curpriv
* enable
* help
* show history

* login

. EETIEX
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Tacacs+ o v > rranzz [

* logout

* pager

» show pager
* clear pager
* quit

* show version

TACACS+ O 7 > REFRIDEETE

TACACS+ <> RBA[Z A X —T N2 L, 22— NCLITa~vy REANT AL, ASAITF
Da~vy Rea—P4% TACACS+H— NIZEEFE L, 2~y RBGRAISN TN D E 9 G
MLET,

TACACS+ =t~ RFFal & A 3 —7 /WZ T BRI, TACACSt — " TEESN/a—PF L L
TASAIZ AL LTNEZ L, BEXOASADREER T HI-OICShERa~y RFARH
HIEHEMERLTLSTEIN, e ziE, 9 Coa~vy RRRIIEnNEHa—FL LTy
AVTIHIMERHYET, ZOLHCLene, BRET ey 77U hESNDAREERH D F
7

B L7 BYICHET 2 Z L AMRTELE T, REZRGFLARVTL SN, BiEWICL
Ve Ty NEINEGEE, BEIZASAZHIEET 52 LIk TT 78X 2 TE 7,
TACACS+ v AT ANRZERIZZE L TEHETE D 2R LET, LEREEEL LI
W, T, SBARIE TACACSt H— % 25 L& ASA ~D5ERTUEHGENVLE T, -
L z2iE, TACACS+ H— R T — iz, A VX —T oA A LIZERmINTZ 1 DD —_ L A
H—T oA ARSI — "% EDE T, TACACS+ F— "R HEHTERWIEAIC
T —N Ry I HFERE L TCr—Hb) avy RFRIAHRETAI L TXET,

TACACS+ = ZffHl L7z a~ v R 2RET D213, ROFNEZFEITLET,

FIE

WhDa<wr ReEASILET,

aaa authorization command tacacs+ server group [LOCAL]

1 -

ciscoasa(config)# aaa authorization command tacacs+_ server group [LOCAL]

TACACS+H—NEHHATERWEEIE, =N T —F_X—2R %2 T 3 — Ny 7 HFE LT
BFHTHLIICASAZHETEET, 74— NNy 7 EHERDNCT HITIEL, =N T —T4
D% AIZLOCAL #H5E L ET (LOCALIZ KT E/NLFEXBILET) , v—LT—X
NR—ZATIETACACS+H—NERI L2 —PLBIONNR T — REFEHATHZ E2HEE LT,

EETIEX .
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B o575~z 1-—vorz7— Ky s—oBE

A—AI T

ATy I

I, ASADT a7 FTIE, EOFRBNER SN TWHE00RENZ2NTZDTT, HT
O—H) F R ZAD2—F L awy REHEL~LERE LTI,

—AR—Z A—HD/INRAT— K KRY—DETE

0—H ) F—F_— 25 LT CLL £721% ASDM 7 7 £t A D2 R ET HEA1T. BE
HMZRE2 La2—WFIAT— ROEFEZER L, AT — RORER & G T 07572
EDNRAT — NERIZHED Z L2 BERTHNNAT R KR —2RETXET,

WNRAT—= KRR —dn—hL 5T —FRXR—AEHATHEE -V L COALEA I NFE
T, B—HN F—ER—2AEFEHATAFOMDE AL TDNFT T 27 (VPN AAAIZ LD
Xy N =0 TR E) . AA AV — N Ko THIEEN T2 —TIZiTmEA I ET A,

NAY—=RFRY —ORE#IT. BRERIFHOZ—FONRAT = FEERES L L, Bl
AT — Rl ﬂLTAXU FARY =@l S ET, %T@%xv—huowf I, HITO
R —PEHAINET, LAY > —L, username =~ > NI JUf change-password =

< REEA LA — ROLEEICEASNET,

1R BRI
e — NN TFT —HRX—=ZA%FH L TCLIE/=IZASDM 7 7 AD AAAFBIEZREL F7,
s B—H N T HR—= AN =L ERELET,

FIE

(F7vay) VeE—F 2a—FORRT— ROFHME BB TRELET,

password-policy lifetime days

1 -

ciscoasa(config)# password-policy lifetime 180

() arY—nR—Fr2EHL T2 —WE AT =RFOFPHIRATINTHRr v 7
TUhSHEE A,

HNEIZ, 0~ 65536 T, T 74/ MEIZ0 B TY, ZOEE. N2AT— Rk L CHIR
iz 4 A,

INAT— ROAMHIRPEIND THANZ, BEA vyt —URERSNET, "AT—ROAHZ)
HRBGNLE, VE—RFN 22— DU RAT A T 7 BRAFESINET, ARSI T-%
T 7R ATHITIE ROWTNNDOFIEZFEITLET,

s OEFLEIZ username 2~ REFH L TANAT—REZEFLTHHWET,
WPla =)L R—NZua A LT, NAU—REEFTLET,

. EETIEX
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ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

O—nL F—a~A—2 1—Fn27—F K o—nEE [

(A7 ay) FLWRRAT— REHENWARZRT — RTEDLRITIIER O WE/ N AR E
L\i‘a—o

password-policy minimum-changes value

1

ciscoasa(config) # password-policy minimum-changes 2

BIMEIZ, 0~ 64 XLFTY, T 74/ MEIZ0 TT

N F o TIIEICEELEYA, LR T, WA T — Rl S 53070,
BAEDNRAT— RO EZIZHLHHINTOWRWEAIZRY . RATU— R KNEFINEZ LRSS
nEJ,

(FFvary) RRATV—=ROENREHFELET,
password-policy minimum-length value

B -

ciscoasa (config) # password-policy minimum-length 8

BHMEIE, 3~ 64 LFTT, HEINDIART — ROKR/NEIL 8 XFTT,
(AT a) RAT—RIZEDDLHRLFOR/ M ZHRELET,

password-policy minimum-uppercase value

&1

ciscoasa (config) # password-policy minimum-uppercase 3

BRMEIZ, 0~ 64 LT CTT, 7 74/V MElE, HS/MEABR 2N L2 EWT 50 TT,

(A7 ar) NRU—=RIEDD/NLFOR/MEIEEZHRE L ET,
password-policy minimum-lowercase value

&1

ciscoasa (config) # password-policy minimum-lowercase 6

Hah7pElZ, 0~ 64 L7 CTY, 7 74/ MElZ, S/MAKR 2N E2EWT 50 TT,
(A7 var) RARAU—RIZEDIEFOR/MEE ZHELET,

password-policy minimum-numeric value

51

ciscoasa (config) # password-policy minimum-numeric 1

HEh7p I, 0~ 64 LFTY, 7 74/ MElE, S/MAKN 2N E2EWT 50 TT,

EETIEX .
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ATy 717

ATvT8

INAT—KDZESR

gE7tx |

(AT var) NAT—=RIIEDLRHELFORMIBREZELET,
password-policy minimum-special value

51

ciscoasa(config) # password-policy minimum-special 2

BRVMEIEL, 0~ 64 LFTT, FFEECFITIE, | @, #. 8. L& x (L BROY)RE
ENEd, T 744 MA, Wd@ﬁ#&w k%ﬁ%¢501¢

(A7 ay) 2—FREHSO/RAT— RO |Z username =~ > K Ti7 < change-password
av s R T20ERH LN ERELET,

password-policy authenticate enable

1

ciscoasa (config) # password-policy authenticate enable

T I AN EREFT A =TT, EHLDHETH, 2= AUV —FE2EET L L
NTEET,

ZOMEEEZ AN LT, username 2~ REZMH L TRATY—RZ2ZEHLELH>ET5HE, K
DTT— A yE—IUNRRINET,

ERROR: Changing your own password is prohibited

clearconﬁgureusername a<w  REHALTCAHDOT AT F2HIRTSZ L TEEEA,
HEERRZGET, KOTT— A v 2—URERINET,

ERROR: You cannot delete all usernames because you are not allowed to delete yourself

NAT—=RARY —TRRAU— FOFHMEZRE L6, ARz ERE5 L AU —F
EHLWASAT— RIZETTHLERS Y £7, NAT—RKRY —FiEE A F— 7/ Lz
ek, ZONRAT— REEDOAX—LRNHATT, NAT—RKRY —FFENRA F—T LT
RWEERIE, ZOXA Yy REFEHTLZES, BT AV NEEETH L L TEE
7T

username /XA U — REEFFTH20E, WOFNEEZFEITLET,

FIE

ROA~ R ALET,

. EETIEX
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EET7ItX

ATy I

ATy T2

g7z 771 0908%

change-password [old-password old_password [new-password new password]]

51

ciscoasa# change-password old-password jOhncrlchton new-password a3rynsun

a2 RIZHEDONRZA T — RZ2 AN L TWARWESIE, ASAICL > TAARKRD O ET,

— A\ E l_._l
ThOUTA VT DERTE
CLI Cshow 2~ RUANDa~> REANTIHE, TV T 47 A vt—U% TACACS+
T T 47 P—=NICEETEET, 2=/ f 35L&, =—3) enable =~
VREBEANNTHEE, FRF R av s RERITTAEEDT T T 4 VT RRETE
i ‘j‘o

A~ R T T 4 o TIFERTE 29 —%, TACACS+ 7217 C7,

BT 78 ABLOAR—T N a~x s R T T 4 0T RET HI2E, ROFNEE FEAT
LET,

FIE

WDa<wy ReEATTLET,

aaa accounting {serial | telnet | ssh | enable} console server-tag

51

ciscoasa(config)# aaa accounting telnet console group 1

Hhlet— " J)y—7" 7 a b 2113 RADIUS & TACACS+ T,

avw VU RTHOT 4T AR =TI LET, TACACSH Y — R Na~r RT7 b
T4 T EYR—FLET,

aaa accounting command [privilege level] server-tag

51

ciscoasa(config)# aaa accounting command privilege 15 group 1

privilege level £\ 9 F— U — R LB HORT [3F/NFHEL L TH Y | server-tag 514%1% ASA
WNAXU RTHTT 47 Ayt —T%RET D TACACS — Z A —T DA4HITT,

EETIEX .
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Oy 79 MO ETE

RIZ X > TiE, =< R CLIR

2]

Ik

gE7tx |

AT HE, ASACLIDbu Yy 27T T FEd

WAENDHY 9, BFIL. ASAZHEEFTAZLICL-oTT 78 AZEETEET, 72720,
FTTCIary74FXa2b—valBRELELGAE. 2y 77 U FENEFEFIC D HREEND

nET,

ORI, —fxB7ee v 7 70 MNREE ZoRIEFEEZRLET,

R1:CUZBESSPAR Y FEFAIOAY I 7O~ T A

teE

Ay 79 &
#%

Bl

XIS

UL E—FR

HMIEE : TILF E—F

o — 77V CLI 38

n—h)T—4
NR— A
DRE LT
v,

n—H ) TR
APNZZ—FRFEL
AR = S =4 BV
TEY, —F o
L CTEEHA,

oA L, NRAT—FRE
aaa 2~V K&ty L
\i‘g—o

AA v FEHASA~DE >
varEERLET, VA
T AEITAR—=A NG, 2
UTRR MUV EZT
a—WEBENTHZENT
xF7,

TACACS+ 2
RFFAT

TACACS+CLI 77
RADIUS CLI 3%

NAmPaVIP v ivg
LT % 73]
THET, 74—
sy 7 %
RE LT
v,

P \NEERETH
L%E1E. v A%
a<vw  FOANHTE
FHA,

oA L, NAT—
K& AAA 2= K&
Vv FLET,

VAT 7y
Xlmy T U RER
RNk oz, m—Av
TR R R T f—
Ny 7 R E LT
ELET,

1. ASATHxy hU—2 2
V74 X2l —a v
MNIEL L BN edHlT
P N BERRETH
LT, AA v F )
5ASA~DE Y3 v
B LET, VAT
BEITAR— AN,
arTRA MY Y
A CHxy NI—0 %
RETDLZENnTEE
7

2. =R ETLTLl
xlry 7T NER
mWnE oz, m—an
TR R R % T F—
NNy 7 FAE LT
ELET,

. EETIEX
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ez 7oez0E=495 |

HrE

Ay Y7 k5
1

Bl

sk T E—F

SR YILF E—F

TACACS+ =2~
REFH]

T3 7R FHED T2
W —HFEIX
fFE L\ 2—
HrLTuesA
L,

A~ FRFAIAA F—
TIAZIR Y FF D,
a—HFFzhll baw
Y REANNTE R 72
nE9,

TACACS+ Y — "D —
THh NEEELET,

TACACS+ r— 3~DT 7
T AN R, ASAE TS
WICRET DREND H5E
X, AT T AN—=T 4
variie AT, N
AU— Rt aaaza~vr R%&
Vey hLET,

AA v TFH ASA~DE v
alrhkELET, VA
T ARTAR—=ANG, 2
CTRANMIGIVEZ T
V74Xl —T g DE
WERETTDHILENTEE
4, £7-. TACACS+ =1/
74X 2lb—v g EEE
THETaAvy NiFa &

Fae—TNIcTBHIEY
TZET,

o—H) avw R

Gl

T3 7R FHED 72
W —HFE LT
oz A LT
%o

A= REFAIA R—
TIAZIR Y ET A
=PIl ba<
Y REASTERL 72
VET,

gy AL, NAT—RL
aaa 2~V RK&aUty L
7,

AA TN ASA~DE >
varEERLET, VA
T LFLTAR—AND, 2
VT RAMIYIY BEZ T
2= L EETTH T
ENTEET,

FINARTHIHEADE=_Z) Y

TNWNAAT I HVADE=HF ) TIZHOWTIE, ROa<r RERBLTLEEN,

* show running-config all privilege all
Zoawr R, TRTOa~y ROBHEL L ERRLET,

show running-config all privilege all =~ > KDA | ASA ILFFHE L ~LIZxtd 54 CLI =
~ Y FOBUEDORID B TEFRLET, KIZ, ZOa~xy FOMNFIZRLET,

ciscoasa(config)# show running-config all privilege all
privilege show level 15 command aaa

privilege clear level 15 command aaa

privilege configure level 15 command aaa

privilege show level 15 command aaa-server
privilege clear level 15 command aaa-server
privilege configure level 15 command aaa-server
privilege show level 15 command access-group
privilege clear level 15 command access-group
privilege configure level 15 command access-group
privilege show level 15 command access-list
privilege clear level 15 command access-list
privilege configure level 15 command access-list
privilege show level 15 command activation-key
privilege configure level 15 command activation-key

EETIEX
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» show running-config privilege level /evel

gE7tx |

Toawy R, BEOEEL LD a~<wy RERLUET, level 5180E,. 0~ 15 O&H

DEEFIZT2 0 £,

OB, FHEL L 101+ ha~vy FEDYTERLTWVET,

ciscoasa(config)# show running-config all privilege level 10

privilege show level 10 command aaa

. EETIEX

show running-config privilege command =~ > R

Zoawy NI, BEOavwy RORHEL~LVEFRLET,
WOBNL, acecess-list 2~ NIZkT2a~wr FEDETCERLTWET,

ciscoasa(config) # show running-config all privilege command access-list
privilege show level 15 command access-list

privilege clear level 15 command access-list

privilege configure level 15 command access-list

show curpriv

Zoavr RNt BEOn Ay a—FERRLET,
Iz, show curpriv 2~ > ROHSHI 2R L E3,

ciscoasa# show curpriv
Username: admin

Current privilege level: 15
Current Mode/s: P_PRIV

WDFK T, show curpriv 2~ > RO HOWTEHA L 97,

% 2: show curpriv 2 < > KH 1 DERBA

J4—JLF

Bl

[Username]

[Username], 7 4/ b =—¥ L L Tr
A3 5L, ARilTenable 1 (2 —H
EXEC) F7-(% enable 15 (454 EXEC) (Z
R0 ET,

Current privilege level

LULOHFFIZ0~ 15T, n—hL a<
VRHAEHREL Ca~vy RePEEtE L
AUUZENY Y TRWRY . fEHS D L
MEL~L 0 & 15 721 T,
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w27 w20BE [

J4—ILF

Current Modes

TR T 72 T— RIkD LBY T

«P UNPR : == —# EXEC E— K (L
JLoE 1)

«P PRIV : ¥4 EXEC E— K (L1 2
~ 15)

*PCONF: a7 fFal—tarE—
.

* show quota management-session
oo~y RiE, FRTOREDE Yy a v EFRLET,

KIZ, show quota management-session =~ > KO H %2R L E 7,

ciscoasa(config) # show quota management-session

quota
quota
quota
quota
quota
quota

management-session limit 3

management-session warning level 2

management-session level 0

management-session high water 2

management-session errors 0
management-session warnings 0

ESET7TIO L ADERE

RIEBT VL ADERE

HaE

Y

I3y kTh—LUY—R

B

ASDM (Z%9 % ASA SSL H—/% £— |9.6(2)

k~vFrs

AEAE~ v S EBET D7D, FEA
ETIRFEAETT 9 ASDM = —F (2% LT
AEAEAZFER T A LI EL
77

WDa~<y REZEHELE L, http

authentication-certificate match

EETIEX .
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HaE

iy

TS5y R Th—bY—R

B

SSH ZABH & —§RFE D k%

9.6(2)

Paio ) J—A T, m—ALa—#
F— 4 ~X— A ((aaa authentication ssh
console LOCAL)) #fiif] L T AAASSH
mﬁ%ﬁ@ L72< TH. SSH B
X —3%3E ((ssh authentication)) % %)
WCTHZEMTEELE, ZOFREIT
EIEENT=7=% . AAA SSH #ZiE% BH
RHNCHINZ T 20BN H Y 7,
T—PRWEF—DRDYIZNAT —
Rl TEonk o, NAU— K
EROA—VPHZIERTE DL IR
DEL,

W<y RPEFEINE LT, ssh

authentication, username

ASDM & BLEG

9.4(1)

HTTP 7 7 £ A & Telnet 5 L ONSSH 7
I AN BRI ETE A LD
2720 F L,

WDa~<y RNEAINE LTz, aaa

authorization http console

SFAEo L 7 4 X2 — gD
ASDM = —H#4,

9.4(1)

ASDM @DEEH R (http

authentication-certificate) % A %ZhiZd
% &, ASDMGEEND 2 — P4 %
W2 HEERETCEET, £,
vy Ay rur FCa—P4 2 FHRHi
WCASILTERTEET,

WO~ RPNEAIE L7, http

username-from-certificate

ﬁ(ﬁéﬂf_v/&%A/\7\‘7~ [N

9.2(1)

T+ 7R AT R HE A RO BRI, BRGE
I LTy NVE—EATITS t ke
EXEC E— FIZBITTE £,
auto-enable 47" 2 > /" aaa
authorization exec =~ > RIZIBII XL
F L7,

WDa<y RRERINE L, aaa

authorization exec,

. EETIEX
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HaE

iy

IS5y kTA—bY—R

B

HTTP UV XA L7 ~® IPv6 ¥R — b

9.1(7)/9.6(1)

ASDM7T 7B A EiZ 7 74T M
A SSL VPN i HTTPS |Z HTTP U #
AV NEENTDHE, IPV6T KL
ANFESIND N T 747 HA
L7 FTEDLEIITRDELT,

ROz~ FICEKREENBINSVE L
72 http redirect

R AT AE S SSHIE SHKHE & FEAPET v
=Y R

9.1(7)/9.4(3)/9.5(3)/9.6(1)

T —HWIXSSHIF 5 b2 EE3 5 & X (T
B bE— RE®RIRL, SEIER
F—AHaT LT Y XL L THMAC
LS b ERETCEET, 77U r—
TaAln LT, BEomEEER L
0L THLERLILERH D F
T, EX 2T Rab—DRT p—<
AIMEBALT LT Y XA —EBIRAF L
£, 774/ T, ASA T 3des-cbe
aes128-cbc aes192-cbc aes256-cbe

aes128-ctr aes192-ctr aes256-ctr DNEIZ T
NA) AL FITo—hLET, 7
RENTBEHOT LY XN
(3des-cbe) MRS E

aes128-cbc 72 ED— @RI 2T L2
UXLREIREINTHE LD HKIEIZ
NI =<V ANKTLET, HEZ
X, RS e s FRUICER T 51
X, ssh cipher encryption custom

aes128-cbe ZffH L £9°,

WDz~ RPEASIVE L7z, ssh
cipher encryption. ssh cipher
integrity,

SSH @ AES-CTR 51t

9.1Q2)

ASA TO SSH H— "D FEHER
AES-CTR E&— RO 20 % H— b
LI EL,

SSH & — Ak E b oo i

9.1(2)

SSH #fti%. BHehs 60 7l £ 721X
F—HX N T 74w 7 1GB I EIZHAE
BEnET,

WD a< KPNEAINE LT, show

ssh sessions detail,

EETIEX .
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HaE

iy

TS5y R Th—bY—R

B

<N TF 2T F A E— RO ASASM
IZBWT, AA v F 0O Telnet 783
BXOMEE o — V3G EE R — |
LE L%,

8.5(1)

“ILF aTHFANET—RDAAL v
F 35 ASASM ~DFERHILS AT AR
ITAR—RIZER LETH, 250
Bt AT 57— oI EEa T X R
N CORFEEZRETETET,

a—h )T — R i&{%ﬁﬁj—é%{a\
DEHENAT — RARY =D R—
S

8.4(4.1). 9.1(2)

0—H )T — =A% L TCLI
F721ZASDM 7 7 & Z DG R ET
DA, HEMMAZERE S La—W
\ZRAT— ROERZHRL, /NA

U — FOfFFRE & RIREE T &
DI/RAYT — REAEZHEH & & A RT
HIRAT— R KRY —5RETEE

7T

WOa~x» RPREAINE LT,
change-password, password-policy
lifetime, password-policy minimum
changes. password-policy
minimum-length, password-policy
minimum-lowercase, password-policy
minimum-uppercase, password-policy
minimum-numeric, password-policy
minimum-special, password-policy
authenticate enable, clear configure

password-policy, show running-config
password-policy.

SSH 3B & —RBRED AR — |k

8.4(4.1). 9.1(2)

ASA ~@ SSHH#t D LA BH ¥ —FEREIX.
a—WHTHEMZTEET, A

*—77A4/ (PKF) T7x+—~<v b
IN/=F—F 71T Base6d F— % FEE
T& 9, PKFF—IL, 4096t >~ ¥
THATEET, ASARYR—1T25
Base64 20 (Bx k2048 B ) Tix
RETEBHF—I12OWWTIE, PKFER
AL ET,

WD a<y RPBEANEINE L7z, ssh
authenticaion,

PKF % —IER DY R — M 9.1(2) LI
DIHTT,

. EETIEX
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T bITH—L))—R
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SSH & —AZ#4 D Diffie-Hellman 2 /L —
714 OV HR— b

8.4(4.1). 9.1(2)

SSH * —2Z#4(Z Diffie-Hellman 27’ /L —
TN EBEIMENE Lz, ZIVETIL,
TN—T 1IN R—FEINTWE
L7,

WDa~ 2 RPEASIVE L7z, ssh
key-exchange,

Yy a VORKREDOYR— b

8.4(4.1), 9.1(2)

[F]F ASDM, SSH. Telnet &> 5
DERERBERETE £,

WOa~y RPEASIE LT, quota
management-session, show
running-config quota
management-session, show quota
management-session,

SSHtF= U7 4N A LEL, SSHT
7 b =PIV R— e
Y ELE,

8.4(2)

8.4(2) LAKE, pix 72X asa = —H 4 &
a7 A RAY— RTSSHZfEHL
T ASA ITHHi T % Z L3 T& /< 72
WE L7, SSH ZfiHl79 5IZI%, aaa
authentication ssh console LOCAL =~
> K (CLI) #7213 [Configuration] >
[Device Management] > [Users/AAA] >
[AAA Access] > [Authentication (ASDM)]

R L CAAARSREZ R E LT b,

H—H N a—FEERTHLENRSD
F9, EFET HITIL. username I~/
R (CLD) & ADT 27,

[Configuration] > [Device Management] >
[Users/AAA] > [User Accounts (ASDM)]

EERLET, =L T—HF =2
DDV IZ AAA Y — 3 ZFRGEICfE
THEE, a—INAEIEL NNy 7T
TOFELELTHRELTEBLZLEE
BMoLET,

EETIEX .
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HRES

TS5y R Th—bY—R

B

BT 7 A

7.0(1)

COMRENHEASIE LT,
Roa~vr FeHALE L,

show running-config all privilege all,
show running-config privilege level,
show running-config privilege
command., telnet, telnet timeout,

ssh, ssh timeout, http, http server
enable, asdm image disk. banner,
console timeout, icmp, ipv6 icmp.
management access, aaa authentication
console, aaa authentication enable
console, aaa authentication telnet | ssh
console, service-type, login,
privilege. aaa authentication exec
authentication-server, aaa
authentication command LOCAL, aaa
accounting serial | telnet | ssh | enable
console, show curpriv, aaaaccounting
command privilege,

. EETIEX
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