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/Uo

cluster interface-mode {individual | spanned} check-details

1 -

ciscoasa(config)# cluster interface-mode spanned check-details

2IFAZY L THIICA v Z =T A A E— FERELET,
cluster interface-mode {individual | spanned} force

1 :

ciscoasa(config)# cluster interface-mode spanned force

T HIVERETDHY FEA, HRAICE— RZ2BIRTIVLELNH Y E4, T—FERELT
WRWEARIX, 77 AX VU T A X—T NI TEERA,

force 77 a VERBETDH L, HHMEDRWay 7 4 X2 b —2 g VOREIIITHOTICE—

RRERINET, a7 Falb—va P OMERDLIGAIT, T— RE2EE L-%KICTH
TR HAVLERHVET, (L FZ—T A A AL T 4 Fal—2g OBEENRTXSHDIT
T— ROREZBICREND DT, force 7Y a v 2T 2#ELET, Z0kHI
THUE., BIETH, BEOa 7 X2 —a v ORENLBBTEET, EblchI¥y
ANBERGAX, T— FE2RIE L72% T check-details 47> 3 V ZHETLET,

force 77> a VEAIEELRWE, AfEDR NI T 4 X a Ll —a U RNHLBEAE, v
TA4X 2l —varE 77 LTI —KRTHE2ROENDDT, ar Y —/LiR— NI
MLTCEHT 7 BAEHRETOILENRHY T, a7 4 F o b—a VZHEBEOREN
VRS (Ener—R) [ E—RAEREIN, a7 4 Xalb— g VRS ET,
AT 4 X2 —a w7 VT LELSBRWEAIE. nE AL Ca~vy RERKRTLET,

A B —T A A F— RafE3 %121, no cluster interface-mode =~ > RZ A S L £,

RAZ—2AZy bTODA 2 EZ—T 24 ADKE

IG5 ARY T EENCTHENC, BUEIP T RLARRESNTWAAS v Z—T = A A%V
FAFIGCERTHMERH Y ET, MOA 2 F—T oA AZDONWTIR, 7 I7RFV T %
AF—T VT HRTELII LB TRETEET, BRI T4 X2 b—valrPH LY
TARAUNRERIFAT DL, TRCOA U HF—T 2 A FRNCRET D L2 MR L E
7T

T, VTARRV U THBE R DA H—T oA AR ET D HIEZOWNTIHBA L
¥4, F—& A F—T = A A%, A3 K EtherChannel & U CHETHZ & H., HBIA >~
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BAHDOA v s —T 1 2OBRE (FEsvs—Tz4R#R) |

=T A AL LTHETHI L TEET, FHXIROR—FART U T A=A L%
ERLES, ACar 74 X¥alb—aryTHMIDIA TERETDHI LI TEERA, 22
L. A L H—7 = A AIPIF T, A3 K EtherChannel ©— R TH > T HER A & —
T AZTEET,

BRIDA 3 —T 24 ADHRE (BEEA U F2—T A X(H#E)
@RIA =T =2 ATBEDON—T v KA HX—T A ATHY, TNENNEHDOIP 7
RLREZIPT LA P—=ADbEELET, A JTFREZIPT RLRE, £DJ T AH
DI=HDEET FRLATHY, WIZHEDOT 74~ 2=y MIELET,

2% K EtherChannel ©— R CiL, B A L X —T =2 A AZERIA v Z—T =214 A& LTERE
THZEAMRELET, FREHEA X —T oA ARBIE, HEL U THEF L=y MIESE
e CEE9 2., A KEtherChannel f > ¥ —7 = A A TliX, WAEDT T A~ 2= h~D

B LhTEEEA,
1R BRI
EHERHA LV H =T oA ADGEERE, BNA X =T 2 A AT RFTHDI ENNE
*(\\‘a—(]

N F ArTXRAL T—RFOHAF, COTFIEEE I TIFANTETLEYS, £2=
VTFXFAPNarT 4 X2l —Ta T RIZASTWARWEAEIL, changeto context name
a< v REASLET,

cAEBIA H =T 2 ZADGEENE, FA N TR ATOR— R RT UV T ERET D
VERHD T, BHA VX —T oA AZE, MO — R AT 0 Fidndlish ) 4
Po

s (ATFvav) A H—Tx A A%T /A A 11— N /VEtherChannel f ' F —7 = A A & L
TRET D, MEAVE—T 2 A RERETDH, BLOVTA X —T oA ZAEHET D
Ve A VBT IS U TITWE T,

« EtherChannel D34, Z @ EtherChannel [32=v MZXtLTr—H L THYH, A/
R EtherChannel Ti3dH Y £ A,

CEHHENA =T A ABITEA VI =T 24 AT DHZLITTEEE A,

FIE

ATFYyT1 a—HLIPT7T RLZ (IPv4d & IPv6 D—F £ 7213l FF) OF— L2 ELET, ZOT7 KL X
D1OB, ZOA L F—T oA AR TAX 2=y MZEIV Y ToNET,

(IPv4)
ip local pool poolname first-address — last-address [mask mask]

(IPv6)

ipv6 local pool poolname ipv6-address/prefix-length number of addresses
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B mrioq o s—Tzrx08E (EBIU5—T A RIHE)

ATy T2

ATvFT3

ATvT4

ATy TH

1 :

ciscoasa(config)# ip local pool ins 192.168.1.2-192.168.1.9
ciscoasa(config-if)# ipv6 local pool insipv6 2001:DB8::1002/32 8

KIETH, 77AFNO2=y MEERIUEDOT RLAREGENRDL L HICLTLLEE N, 7T
AR EPET HTPEOHEIL, 7 FLAZECLET, BIEO T 74~ 2=y MIET 5 A
AV I TAZIPT RLRL, ZOF—1LO—HTIEHY FHAL, 47, LRy hT—2D
IP7 RVAD1DEBAALY 7T AKXIPT RUARITHERL T ZEW,

K=y MZHEIVYToNEr—ALT R 2%, FRNCEMICFET HZ EILTEERA,
K=y FCHEHEIN TS T RLAEZERT HITIL, show ip[v6] local pool poolname =1~ >
REANNLET, 27 TFAZ A NZE, 7 T7AZIISMUIE ZIZAANID BREID B TH
NET, ZOIDICE-T, T—ArbEHINI2 =BV IP BRELET,

AV B =Tz AT 4 Fal—varyET—RRefhLET,
interface interface_id

1 :

ciscoasa(config) # interface tengigabitethernet 0/8

(BHA L H—T 2 ADR) A F—T 2 A AEEHERAET—RNIHRELTET 7 4 v 7R
BmELARWESICLET,

management-only

FIFNTIE, BEHAAS T Z—T 2 A ATEHERE LTERESNET, FT A
TLYyFE—RTIE, Z0avwy RIIBEHREIA TOA v Z—T = A AWK L THEITA T—T L
12720 F9,

TORTEIT., FFAZ A HE—T oA X T— RBRAN ROBESITHETT,
AV HE—=T 2 ADLHIEIBEELET,
nameif name

51

ciscoasa(config-if)# nameif inside

name I3 K 48 SLTF-DT F A FLTFHNITT, KILFE/NLTFIEFEBIENFTEFA, LAiEZEET
B2, ZOa<wr RTH LWMEZBHEADLET,

AL TTAFIDIPT RVAZREL, VTR T—NVERELET,
(IPv4)

ip address ip_address [mask] cluster-pool poolname

(IPv6)

ipv6 address ipv6-address/prefix-length cluster-pool poolname
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ATvT6

ATy 17

BHDS v 8—T 1 2OBE (EEAvs—Tz 248 I

1 :

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ciscoasa(config-if)# ipv6 address 2001:DB8::1002/32 cluster-pool insipveé

COIPT RVAE, 7T9AX 77—V T RLALEILXRY hU—7 BEIZFEEL TV ALER D
DEFTHN, T—IEENTH IR D EHA, IPVET KL AL IPV6 7 KL AD—FE7-1X
W EFRETEET,

DHCP. PPPoE. B L OVIPv6 HENRREIXV R —FENFEHA, IPT RLRAEZFEHTRET DM
HRHY F£9,

X2 VT4 LoV ERRTELET, number 1213, 0 (BRIK) ~ 100 (E) OB¥AIETELE
K

security-level number

B -

ciscoasa(config-if)# security-level 100

A B =T 2 A% A F—=TNIZLET,

no shutdown

1

WOFHITIL, BEFEHUOBLIOEH A v X —T7 = A A% T /3( A 1 —7% /)L EtherChannel
L LTRELTND, ZD EtherChannel Z Bl A X —7 =4 AL LTHRELET,

ip local pool mgmt 10.1.1.2-10.1.1.9
ipvé local pool mgmtipvé 2001:DB8:45:1002/64 8
interface management 0/0

channel-group 1 mode active
no shutdown

interface management 0/1

channel-group 1 mode active
no shutdown

interface port-channel 1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8:45:1001/64 cluster-pool mgmtipvé
security-level 100

management-only
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. Z /%> K EtherChannel D% 5E

Z /%> K EtherChannel D% E

A% K EtherChannel 1%, 7 7 AZHNDTXTDASAIZIANR S HDTH Y, EtherChannel DE)
EO—EE L Ta— RT3 TH2iTH 2 ENTEET,

188 BRI
o A3 K EtherChannel f > #—7 = A A E— RNIZTHLERHD F7,

cwNTF AUTHARNE— ROHAIE, ZOTFIEEZ AT KFITAN—ATHIALET,
FREVAT A a7 4Xalb— 3 T— RICA> TWRWEEIE, changeto system =
Y REANLET,

s NTUART LU N BE—FROBAE, 7V IA—TE2RELET, 7V v A
VA —=TxA A (BVI) ORTEZHZRLTLIIEEN,

« EtherChannel (213 K3 L OHR/NND Y 7 & $5E LRV T 72 &0, EtherChannel D
KBELOENDY > 7 HDIRE (lacp max-bundle =~ > K & port-channel min-bundle =
<V R) 1, ASA L AL v TFDOELLIZBNTHIThRWI L& HERLET, bzl
M BERHLHEIE, ROMIER LTI ZEWY,

cASA ETREIND Y 7 DR KREIZ, 7 T AZRIKOT 77 47 K— FDEFHL
TY, A v F ETRESNIHIKY V7 BOMER, ASATOEEZBZ TWRWNWZ &
ERERLTLZEW,

cASA FETCHREESNDIHEN V78T, R—FrF ¥ A F—T oA AZEET5H
T2ODERNT 7T 4 T R— 1 (2=y " H7=Y) T, AA v F ETIE, &Y
THNL T T AZREKORNY I TH D2, ZOfEILZASA TOEEIZ—HLF
A,

T TANDIOBR—RKRT 7 TNAY ANEELLRNTL 7ZEV (port-channel
load-balance =~ > RESM) . A A v F TlL, 743U XA source-dest-ip 7213
source-dest-ip-port (Cisco Nexus OS 3 & OF Cisco 10S @ port-channel load-balance =~ >~

FEZM) 2T 22 2B8OLET, 77 AZHNDASA~D FT 7 1 v 7 Hi¥5%E
RSN RDTEND LT, B—=RFRT 7 7Y ZATIE, vian ¥ —
U— RZfHLR2NTLEIN,

* lacp port-priority =~ > R & lacp system-priority =~ > Fi%, A3 I EtherChannel {Z /%
RS EE A,

o A% KR EtherChannel ZfEH L CWAGE, 7T AKX VI MNERIIA X—T W7D F
T, "= b F ¥ 3NV A Z—T oA AIRH LEFA, ZOBEMHIZEID, 7 TAXDT Y
T AT TR =y NI NT T 4 v 7 BEBESNDDORERNET,

FIE

ATYT1 FyxrnN ITNA—TBNTHA 2 —T = A ABEELET,

interface physical interface

. ASAY S R4
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ATvT2

ATvT3

ATvT4

R8> K EtherChannel D% E .

1 :

ciscoasa(config)# interface gigabitethernet 0/0

physical _interface ID 121X, # A 7, Av v b, BLOF— FES (type slot/port) NE FivE
T FX RGN ITN—TDZORIIDOA v Z—T A AL >T, FI—THNOMDTRTDOA
VE—T A ADEA T LHEENREY £,

EtherChannel IZZ DA  H—7 = A A%E| Y Y TEJ,

channel-group channel id mode active [vss-id {1 |2}]

51

ciscoasa(config-if)# channel-group 1 mode active

channel id 1% 1~48 T+, ZOF ¥ FNVIDDKR—FF X R A X —T A AN T 4
Xal—va VICEREFELRVEAIE, HEIMGBEMShE T,

interface port-channel channel id
active “E— R721F 23 A /X R EtherChannel (2%} L CTH AR — h & E T,

VSS £721 I VPC D2 BEDAA v FIZ ASA it T 25813, 2O F =T A2 EDA
A v FIHRT DN ERET D7D vss-id ¥ — T — REFHELET (1 £/21%2) . =

A7 7" 6 T port-channel span-cluster vss-load-balance =~ > K& R — T ¥ R/L A X —

Tz A AT LTHEHT 2 8ER H Y £,

A B =T A Al A F—TNIZLET,

no shutdown

(73 3 >) EtherChannel ICX HCA v X —T = A ZAZBINTHI21%. LTt 22k
NIRLET,

51 :

ciscoasa(config)# interface gigabitethernet 0/1
ciscoasa(config-if)# channel-group 1 mode active
ciscoasa(config-if)# no shutdown

=y N EIZEE DA o H—T = A AN EtherChannel 125 FNTWA L VSS F721% vPC
DAA > FIHEGT DHEEITEN D ET, T 74N NTIE, 77 AXDEA L /NTRK 16 8
DT ITT AT A E—=Tx2AADHEH, AN K EtherChannel 2MEFH T 2 D13 87217 TH
HZEITHEELTLEE Y, BODRA L Z—T = A ATV VI EERO-OD AL 84T
T SEVEL DT VT 4T A E—T oA ZABFHTHINE (I LAZ AL A F—
7 A ATIE7<) | clacp static-port-priority 2~ > REZHEH L TH¥ A FI v 7 F—hK 77
AFVT 4T 4 =TI LET, 4TI v K—F T I3V T4 ET 4 B—T NI
TLE, VIR RERTRRREDOT 77 47 Vo7 a2 HATEET, L2 16 5D
ASAMNDLIRD 7 T AZ DAL, % ASA TRR2MEDOA 2 —T A A TE, A
K EtherChannel D &FHE 32 A v X —T oA A L7720 £9,

ASAY S R4 .
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ATvTh

ATvT6

ATy IT17

ATvT8

ATvT9

AsAY 524 |

B

X JE

R—hrF ¥ N A Z—T oA AEHEELET,

interface port-channel channel id

51

ciscoasa (config)# interface port-channel 1

DA E =T oA AF, Fr RN ITN—TFIA o H—T oA ZAZBM LT & I HBIICE
a7 0TI,
Z @ EtherChannel % A% K EtherChannel & L CTREL £,

port-channel span-cluster [vss-load-balance]

&1

ciscoasa(config-if)# port-channel span-cluster

ASA % VSS F721XvPC D2 BED A A v FIT#ERT 58E 1%, vss-load-balance ¥ — 7 — K & i
HALTVSSE—RART U T oA R—T/VWITHLERHY £F, ZOMEEEHEHATS &,
ASA & VSS (F£721ZVvPC) T L DEOWH Y v 7 DA PRI IhET, n—
RANRG v ThA R—=T MIT DRI, KA /N—A 2 F—T = A AIZ%f L T channel-group
a<v Y RO vss-id F— T — REZRETHLERHV FET (AT v 72 %28M) |

(A7vary) R=bFxRNV AL EZ—=T 2 ADA =Y Ry b T XT 0 2FELET,
ZOFEF., @A X —T oA AWK LTHEREINTT e XT o L0 b ELEINET,
INHDNTGA=BIEFTF v XN T N—TDOFTXTDA L F—T 24 AT—HLTWDLILENRD
HI20, TOFEEIINODNRT A= EFETHa— by MY ET,

(7> 3 ) Z®EtherChannel FIZVLANY 7 A o #—7 = A ZZERT 5 FEDOEEIL.
ZOFESTERLET,

Bl -

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

ZOFIEDOFKY OFIIE, B TA =T oA ATHEHA S NET,

(FNFarFHALE—NR) arTFTHFANA LU E—T oA AZEV Y TET, FDOH%T,
WD EBVIZATLET,

changeto context name
interface port-channel channel id

&1

ciscoasa (config) # context admin
ciscoasa(config)# allocate-interface port-channell
ciscoasa (config) # changeto context admin

. ASAY S R4



| AsAv 524
R8> K EtherChannel D% E .

ciscoasa(config-if)# interface port-channel 1

YNAF AVTRAN T ROBE/IF, A X =T = A X AT 4 Fal—Ta DK O
SIEa TR A NN TIThILET,

RTFYTI0 AL F—T A ZADLFIEIELFET,
nameif name

B -

ciscoasa(config-if)# nameif inside

name 1T K 48 LFDT F A N LFH|TT, KXFE/NXFREMNEINERTA, LHIZEET
5121, ZoOa<wr RTH LWMEZBEADLET,

ATYTN T7AT U= EF=PFIEL T, ROWTANEFATLET,
=7y RE—NR:IPVdT RL AL IPV6 7 RLAD—H £ Tl 2% E L ET,
(IPv4)
ip address ip _address [mask]
(IPv6)
ipv6 address ipv6-prefix/prefix-length
i

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# ipv6 address 2001:DB8::1001/32

DHCP, PPPoE. L ONIPv6 HEIRREIZ T R — F SN FEH A,

NTZUART LU N E=R A H =T A RET Vo ZN—TZE0 Y TET,
bridge-group number

il

ciscoasa(config-if)# bridge-group 1

number 1%, 1~ 100 DIEE T, 7V vV INA—TIIHKAEDA L H—T = A A%
BDYTHZENTEET, A Z—T oA REBEEOTY) v Z—TFI128) KT
HZLIITEERA, BVIDaA L 7 4 X2 b — g 2P T FLAREGENTWD Z
EITHEELTLEE N,

ATYT12 X2V T74 LIV ERELET,
security-level number

1
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ATy 713

ATy 714

. ASA &

AsAY 524 |

P

X JE

ciscoasa(config-if)# security-level 50

number (21X, 0 (B¢ FHr) ~ 100 (Fx bAr) OEEE2FEELET,

BIER 72 % v b U — 7 OB REZ BB 5 72912, A% R EtherChannel @ 7' 7 —/3 )L MAC
T RUVRERELET,

mac-address mac_address
£l

ciscoasa(config-if)# mac-address 000C.F142.4CDE

MAC 7 RV ANFERE SN TWDLEA, TOMAC T RLATBED~vAZ — 2=y MNZ
BMEDET, MACT RLREZHRTEL TWARWEARIL, ~vAX— 2=y FREEINEZHEE.
Mlnw AL —a=y MNIA U F—T oA ATHLWMACT RLAZEHLET, Zhick
0, —BFR Ry MU — 7 OEIENEAETHAREERH D 7,
YNTFALTHXARNE—RTIE, 2 TFAMNITA ¥ —T 24 A2 HET HHE1E. MAC
T RLAOHEREZAENC LT, FBHITMAC 7 FLZAZRELRLS THEe L oI LET,
FIHFA L —T A ZADBEIE, ZDa<wr FEHHLTMACT RL 22 FETRET S
VENH D Z EICHEBELTLEEN,

mac_address 13, HHHFEATHEELET, HiIZ16 By FD 16 T, =& 21X, MACT
R L 00-0C-F1-42-4C-DE %, 000C.F142.4CDE & AL £,

HEVER S MAC 7 RLABEAT 254, FEITEH D Y TSH MACT RLADERMD 2
NA MZIZ A ZEHTE A,

=T RE—F) A "7 TRAZ Y TOGEE, A FZT LIV A FEADMACT K
VABIOIPT RLAZRELET,

mac-address mac_address site-id number

&1

ciscoasa(config-if)# mac-address aaaa.1111.1234
ciscoasa(config-if)# mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.
ciscoasa(config-if)# mac-address aaaa.l111.bbbb site-id 2 site-ip 10.9.
(
(

O O O O
O O O O
=Sw N

ciscoasa(config-if)# mac-address aaaa.llll.cccc site-id 3 site-ip 10.
ciscoasa(config-if)# mac-address aaaa.l111l.dddd site-id 4 site-ip 10.

YA FEEDOIP T FL AL, 77— LIPT RLALRE LY 7y b EICHAIVNERH Y F
T, 2=y hTEHT LY A FEADOMACT FLABLIWIPT FL AL, o=y hOT—
MANT T a7 4Fal—ya B ELEYA FIDICL > TREZRY £9,

SR4
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J—taxbsvFavzcxar—varorsn i

TJ—FrR ST ar74XaL—23  DER

I TAZNDKZ L=y NIRRT TAZIIBMT HI2E, 7—hA Ty arr7 e Fal—s
Vﬁ§ﬂ\gfj‘o

TAA—1=y rDT—FR SV TDERE

T IGAFNOE L=y NIRT TAZIIEZMTHIZIE, 7— ATy T ar7 4 Xalb—3
VISLETY, R, 72T AZIIEBMT DI IR E L2 =y hBR~v A X —
2=y NERVET, JITAXY T A X—T NI L% T, BEHBNERTLE, 77
AZDT AR — 2=y NBBEINET, BMTTZ TAZNOZ=y NN 1 DETThHLHT
O, TO2=y MRV AS— 2=y NIRVET, TR ZAXIZEMNSND 2=y |k
I, Ab—7 2=y heRDFET,

1R BRI
AT A4 T2 —varenNy T v LET, RTY T AL NOIIET DR E LT
EEIHAT, 2074 X2 —Ya a2 @I TELL0ICLTELZHTT,
s VNTF AT HRAR T ROGE, VAT AFETAN—ATROFIEZEITLES, =
VT HRARNNPDYVAT DFATAN—ZTH)Y BB Z HITIE, changetosystem 2 R & A /)

]\/ij—o
c IS AZHIEY 7 THHTEEDDY ¥ AR T L —ADTREA RF—TNCT AL
HELREL £,

e VT AR U T R A X —TNETNIT 4 =TT BT, 2 Y — AR — N &S
HVEENRHY F9, Telnet F/-1XSSH Z{FEHTHZ L IXTxEHA,

« VT ALHIEHY 7 BFRWT, a7 4 X2l —2a YNOA U H—T A AFTTRTC,
I FALIP S —)VEREL TRESNTWDD, A3 K EtherChannel & L Ta%/E S
TWARERHY T, ZORTEF. 7 I7AXV T F—T/WIZTBHEIT, £ F—
T2 A AFT— RIS UTIHWET, BEFEOA v HA—T 2 A A a7 (Fal— a0
HOHGERE, TDOA L H =T 2 A A AT 4 X alb—arE 7 U T7T52EE (clear
configure interface) .\ > X — T 2 A A& T TAZ AV —T oA AZEWTHZ LD
TEET, UL, 7 T7RZ Y T %A X—TIUCT HRITITVET,

BT D T AXIZa =y NEBMT D &, —ERIC, RERS7 > NMER Ka v 7
DEATHZERNHY T, ZNITTEESBY OEETT,

« I T RALHIY T DY A X H BN CHRELTEEET, 77 AZHIEY 7 OHA
R (B3 =Y) EZRL TSN,

FIE

ATV TN IIRFZIBINT LN, 7 FAZHIE) 7 A F =T = 2 A X—T NI LET,

ASAY S R4
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. TRA—2A=y rDT—FR RSV TDEE

BT TR ToARZ—TNITDHLEEIL, ZOA 2 HF—T A A&7 T AZGIEY 7
ELTALET,

FRBEDA L H =T 2 A AR LA RO T A T A B =T = A A
A LC 1 >® EtherChannel &35 Z & ZHLE L F9, Z D EtherChannel (% ASA (2% L Cr—
TN THY ., AN K EtherChannel TliddH 0 £H A,

JITGARGNY T A B =T 2 A A AT 4 Fal—Talii, YAX— 2=y EMhHA
L—7 o=y MUIBERENEEAN, Allar 74 ¥al—varviag&a=y NCHEHATS
VERHY T, Z0ar74Xalb—ra IgRansnizd, 7722 Y 7 A
Z—T 2 A ADFEITHF =y NTREINAT O RERH Y 7,

a)

b)

*VIAN YT A U H—T oA A% FAXGHIE) 7 L LTHERATHZ LiIxTEEHA,

B xIx A HE—T 2 A A% TAZFIEY) I E L THEHATHZ LI TEERA (B
7> EtherChannel 7MZ 202 59°)

* ASA FirePOWER & ¥ = —/L Z#4# L 7= ASA 5585-X TlX, 7 7 AZH#I#I U > 712 ASA

FirePOWER & 2 —/L b DA o H—T = A AT, ASAA VX —T = A A &3
HZLHEHRLOWET, EVa— N A EZ—T A RI, V7 " NI=2T T 77—
RPIZHEAET L) r—RE2EH, EVa2—10 ) n— NRIZERIOPHE T 7 17 %
Fay7rTc&Ed, 7L, BEISLT, BV a— VA F—T oA ALASAA L F—
TxAARERL 7 7 AZH#E Y 7 EtherChannel TfEf T £4, TV a2—/L A L X —
T A AN Ry 7 LIEE4E . EtherChannel DFEY DA X —7 = A ALELEB#H L T
F9, ASASS85-X v hU—7 EV 2a— VFROAR L —F 4 T VAT AEFLT LR
Wiz, ZOMBEOREEZITERA,

A B —Tx2AfA AR AT 4 FXal—Tary ET— REBBLET,
interface interface_id

B -

ciscoasa(config) # interface tengigabitethernet 0/6

({£E. EtherChannel ®35%) EtherChannel [ZZ DWERA L X —T = A AZEIV ¥ TE T,
channel-group channel id mode on

1 -

ciscoasa(config-if)# channel-group 1 mode on

channel id X1 ~48 T, ZOF ¥ FXNVIDDKR— T ¥ )L A F—T oA AR
T4 X alb—va VCERFELRWGAIL, BBICEMShET,

interface port-channel channel id

I 7 ABHEY 7 TCOREIRNT 7 4y 7 BAMTE S K92, 7 7 AZHI#EY 70
AUN— A F =T oA AKX LTI OnE— REFEATAHZ 2R LET, 7T AX
HAEY 71T LACP N7 7 4 v 7 DA ==~y B L LERA, ZHEREES
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ATvT2

ATvT3

ATvT4

v24—1=y rtOI— 2 +3vT0%E [

72, ZELERY NU—ITHHNETT, iE : 7 —4 EtherChannel % Active &E— NIZi&
ETAHZLEEBEIOLET,

) AV H—TxAfRE A FX—TZLET,
no shutdown

VERHDEDEA v F—T 2 ADA RT—=TMEIEZTTT, £ v X —T = A ADLRIRE
DINTG A —=HEHRELRNTLTEEN,

d)  (EtherChannel ®354) EtherChannel [ZiBMNT 5 A v X —7 = A4 AT LTV IR L E7,
i

ciscoasa(config) # interface tengigabitethernet 0/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown

(FAFvar) 2IAZGHY) 7 L F—T 24 ADRKInEL=y NEFEELET,
mtu cluster bytes

51

ciscoasa(config)# mtu cluster 9000

MTU % 1400 ~ 9198 /XA FDOMTHRELFET, T 74/ h® MTU L 1500 /31 FTT,

MTU % 1600 /A FLARIZERET A Z EE2HRB L ET, 2L HI2T5I1I2%. ZOFIEEFIT
HENZY ¥ VR 7L =D FREA F—TNMITIHMERHY T, V¥R 7L —LbDT
KNI, ASA OV 1 — RN CF,

Zoawr Rl e—N ) a7 4 ¥ al—ygy avwy RTIR, o=y MNETERESH
RWT—FART v ar7 4 Xalb—varo—HTchhb 7,

7T AR AT, 7T AZ arT 4 Fal—vary E—RIILET,

cluster group name

B -

ciscoasa (config)# cluster group podl

LZENE 1~ 38 XFD ASCIL LFHTHDHZ ENNETY, VT AZ J)—TiFa=y bbbz
DIDOLDPRTETCEERA, FTAXDTRTOAUNNRE CLARIZERTOIVNENHD £
7,

TIGABDZDA L NDLFIHIEELET,
local-unit unit_name

1 ~38 LFDO—ED ASCIH XTFHNEHEALET, 1=y MIEFOARINMKLETT, 77
ALANOMD 2=y FERUAFIZMNTDHZ EIETEETA,

1 -
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B <xs-21=-vroi—rzrsviomE

ATy TH

ATvT6

ATy T17

ATv78

ATvT9

ciscoasa(cfg-cluster)# local-unit unitl

7 AREY 7 42— A A (EtherChannel Z#t3E) ZIRTE L £1,

cluster-interface interface_id ip ip_address mask

51 -

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.1 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel?2

PTA =T 2 A ALEHA U F—T = ZTFFA S NER A

IP7 RLRIZIZIPVA T RLRAZIELET, IPv6 I, ZDOA v BZ—T A ATIEIYHR— L&
NEFA, ZOA 2 F—T x4 AZ0E, nameif ZRETHZ L ITTEXEREA,

o=y bZEIC, BICRY NU—=ZI2HDBDOIP T RLAZRELET,

YA NEITAZ) T EFERHLTCWDEGEE, Z02=y sOH% A MIDZFHEL, VA NE
HDOMAC T FLARFEHEIND L I LET,

site-id number

1 :

ciscoasa(cfg-cluster)# site-id 1

number (21X, 1~ 8 OHFFHNDIEEZ ATILET,
VAL — 2=y NOBRICHTEAZD2=y bDTITA AV T 4 2R ELET,

priority priority number

1 :

ciscoasa (cfg-cluster)# priority 1

TIAFIVTA4IZ1~100 THY, | D@D T T4 4V T 4 TT,

(A7vay) 77RZEEH) T ORE ST 7 4 v 7 OFEF—FRELET,

key shared_secret

&1

ciscoasa(cfg-cluster)# key chuntheunavoidable

EHREIT, 1 ~ 63 CFD ASCH LUFHITH, HREIX, F—2AMT 27D I
i?o_@ZV/bi T &AXB774/7(%ﬁﬁé Ty TT— NROHRIE S LD N
Fl) IWHEBLEVA, T4/ A FT 74 v 21E BICZ VT 7XA ML LTERFES
ET,

(A7 a3) LACPODEAFT Iy R—F PIAF VT 45T =TT LET,

. ASAY S R4
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ATy 710

ATvIN

v24—1=y rtOI— 2 +3vT0%E [

clacp static-port-priority

DAL »FNIFAF I v K= T 74 F VT 2P R —FLTWRW\WEZD, ZDa<
Y RIFAAL v TFOREBMEEZEDET, IHIC, ZOavwr NI, 9~3207 77 47 AN
K EtherChannel X ' N—DVR— a2 A X —T M LET, ZOa~<wr RefEHRA LW, W
R—=hSNDDIEMMDT 7T 47 AL NEGEHDAZ N, A NOBRTY, ZOa~vy
REAR—=T NI LTS, AZ N AU NIEHTEEFRA, TXTDAURNNT I T 4
7T,

(A7 a) cLACP Y AT AID BL WV AT LADTTA4F VT 4 2 FEHTHRELET,
clacp system-mac {mac_address | auto} [system-priority number]

1 -

ciscoasa(cfg-cluster)# clacp system-mac 000a.0000.aaaa

A% K EtherChannel 295 & 1%, ASAILcLACP ZfiH L TR A /X— A A v F L D]
T EtherChannel D x 23— g3 U ZfTWET, cLACPRI> = — 3 ORIz, RILZ T &
ZND ASA A WNEEEST 5720, AL v FIZiE 150 () T4 A THEHEND L I
AZ2FT, cLACP XTIV Z—3a DT RA—HD1OTHDHYATALIDIZ, MACT KL
AR EZLVET, 7TAFXHNDTRTOASARF UL AT AID ZFHLET, Znix~
AH— 2=y MR- THBVERSN (F7408) | TR_TOEHZY 2=y MNIER
ENFET, HHWE, Zoa~vr NICHHADOKEX CFHTRET b Tc& x4, HIX
16y hD16#EETT, (7=& zx1E, MACT KL Z00-0A-00-00-AA-AA [T, 000A.0000.AAAA
EANILET) . I TNANTa—T 4 T ORKNT, &2, #BINES 7 MAC 7 KL A
EEATELE51C, FBITMAC T RLAEZRETHZ N 4, —RMIZIX, BEIE
K ENT7ZMAC T RLAZEMHALET,

VAT TTAF VT 4 (1 ~65535) X, EFDOx=y "R RILVDOREELITI D ERD D
FOIERHENET, T4 8T, ASAIZTI9A4F VT 41 a7 I9A4AF VT 4) %
FALET, ZOTT7A4AFVT41E. AAvTFDOTITAF)T 4 L0 HEWNT ENRUEETT,

Zoa<w KNI, T AT a7 4 X2l —a D TIERL, TAF—a2=
I ALV—T a=y MERIENET, =770, Z7I9RX Y T2 A x—T7 N LTI,
COHEIZEETE ERHA,

7 TAZY T A F =T M LET,
enable [noconfirm]

51

ciscoasa(cfg-cluster)# enable
INFO: Clustering is not compatible with following commands:
policy-map global policy
class inspection default
inspect skinny
policy-map global policy
class inspection default
inspect sip
Would you like to remove these commands? [Y]es/[N]o:Y
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INFO: Removing incompatible commands from running configuration...
Cryptochecksum (changed): fléb7fc2 a742727e e40bcOb0 cdl169999
INFO: Done

enable 2~ RBWALEND L, ASAIFFEfTay 74 FXal—v a2 Axy LT, 77
AV TIZHKIE L TCWRVREEDIE A~ ROFEAFIRNES, 7740 a7 ¢
Fal—rvarilbdavry Ny, ZHICHEYTLIZERHY £3, AfEOVWa~ L %
HIbR 9 D X o cskoonEd, IGEL L TNo 2 AN LTESHAIE. 2T AX Y 734 F—7
TR0 /A, HEREZEBIE L, AfMED RV a~< 2 K& BEIRICHIERYT 2121E. noconfirm
F—U—REFEHLET,

BANCA R—=T W LTca=y MZOWTE, vAZ—a=y MEENEELET, KO
= MI., ZOWRETISAZOUE—D AL R—ThAFD, FOL=y NRTAF —2=
MoV ET, ZoHMFIcary 74 Fal—3a BEEZETLENVTIEE N,

TTARN) T T 48 —T T HIZIE, noenable 2~ K& AT LET,

GE) IIZAFN T ET 4T M LEGAIE, TXTOT—H% f o H—T =4 AN
T hETLEN, BHEHAA LA —T oA RPN T VT 4 TR0 FT,

1

WOFTIX, BEA X —T 2 A REFREL, 7 TAZHEY 7 HOTSA A 1—
771V EtherChannel Z 5%/ E L. £D#% T, [lunitl] EWOILRIDASAD Y T AZ Y T
EAF—TMILET, ZHUIRINCYZ ZAZITENENS 2=y N ThHDHId, <
AR — 2=y NI FT,

ip local pool mgmt 10.1.1.2-10.1.1.9

ipv6 local pool mgmtipvé 2001:DB8::1002/32 8

interface management 0/0
nameif management
ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100
management-only
no shutdown

interface tengigabitethernet 0/6
channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7
channel-group 1 mode on
no shutdown

cluster group podl
local-unit unitl
cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1
key chuntheunavoidable
enable noconfirm
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2L—F 1=y roI—r2r5vT0%z |

AL—T A=y rDT—FR Sy TDHRE
AL—F 2=y FEBETSICHE. KOFIEICENET.

I8 B
c VTG RE N U TR A X —TINETTT 4 =TT DI, 3 Y — L R— N ERF T
AVENH Y F9, Telnet 721X SSH 2 {FEHTH Z LT TEEHA,
s AT A X2l —aENY I TS LET, BT TAXNLIETH2MLERE LT
LEIHBAT, a7 4Falb—a 2 ETTELEIICLTRBLEDTT,
eI TF AT HFANE—RTH, VAT LFTAN—ATROFIELZEITLET, 2
TXABRNO VAT LFATANR—AIZHI Y 2 5 121%, changetosystem =~ > R& AJ) L

iﬁ_o
c IS AZHIIY I THHATEEDDY v AR T L —ADTREA F—TNCT B
HELEL 9,

e T 4K a2l —YarNIZ, VJTAZ YU ITHELTERES N TV WS VA —T = A
ARHLEEIT (e z21E. TI7ANV A T4 X2 —2 a3 v OFHNOA L E—T =
4X>\xv Ta=y b LTI TARICBNMEEDLZENTEET FHEORET
AL —|ZIR B AREMIEH D FHA) o

B DOr T AZIZa=y FEBINT S L, RIS, RERANT » MEERE R v 7
MBETDHZENDY T, ZHEITELELY O;METT,

FIE

ATVl A —2=y MIRELEZBLDERELIZ T AZEEY 7 A v X —T =2 AR ELET,
1 -

ciscoasa(config) # interface tengigabitethernet 0/6
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if) # no shutdown

ciscoasa(config) # interface tengigabitethernet 0/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if) # no shutdown

ATy T2 vAH— 2=y MIERELZHDEFE L MTU Z2f8E L £ 7,
1 -

ciscoasa(config)# mtu cluster 9000

ATFYTI vAZ— 2=y MIRELLELDEFL Y T AZLEZRELE T,
B -

ASAY S R4
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ciscoasa(config)# cluster group podl

ATYTE VTAFADZDA LN —ED LTI THETEETE LET,

local-unit unit name

51 -

ciscoasa(cfg-cluster)# local-unit unit2

1 ~ 38 3UF D ASCII XFHNZIRE L E 1,

Fo=y MZEADOLFINNETT, 77 AXNOMO2=y &R CLBIZMTDZ LT
X FH A,

ATFYTE v AF—a=y MNIRELELDERUZ TAZGHEY o7 A v Z—T oA ZAEBELET
N, 2=y TR RY NU—7 FORGRDZIP T FLAZEEELET,

cluster-interface interface_id ip ip_address mask
i

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.2 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel2

IP7 RLARIZIZIPVA T RLAZIELET, IPv6 i, ZDOA v Z—T A ATIEIYHR— L&
NEFA, ZOA 2 HF—T x4 AZ1E, nameif ZRETHZ LT TEERA,

Fo=y MIEAOLFINNETY, 77 AXNOMO2=y MR CLFIEMNITHZ EET
X FH A

ATYT6 FA I TRAZ VU TEMH LTSS, ZO2=y OV A D ZREL, 1 M
ADMACT FLAMER EN D LI LET,

site-id number

1 -

ciscoasa(cfg-cluster)# site-id 1

number /X 1 ~ 8 T,

AT T vAF—z2=y FOBRIIKTHZO2=y bOTITAF VT 4 ZRELET, BHEIX, A
H—a=y FLYEVMEIZLET,

priority priority_number

1

ciscoasa (cfg-cluster)# priority 2

TIAF VT 4% 1 ~100ICHELET, 1 BHKEDTTA A4V T 0TI,
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ATvT8

ATy

s5z28yvrptohza<14Z |

VAH— 2=y MIRELZLOLE LFRGEF—2RELET,
51 -

ciscoasa(cfg-cluster)# key chuntheunavoidable

JITAREY T A X —T I LET,
enable as-slave

enable as-slave =~ R&ZfiHTAHZLICL-» T, 274 Fa2lb—v a5 T_To
FERHNE (FE LT, Z7TAX Y U TICH L TEERTEIN TR, VX —T = f ADTF
f£) #EHECEEd, Z0avr REFTTHE, 7 T7AXISMEED AL —T INBHEDE®R
FIZBW T AY =L b et i< 2N TEFET, AL—TDar74X¥al—3
Y, vARY— =y M bR SN AT 4 Fal—varilloTEEEINET,

TIGARN T ET 48 —T T HIZIE, noenable 2~ RE AT LET,

G IIGAZN T T 48 —T M LEEGEIE, TRXTOT—H A F—T A AR
x v R ERN, BEHA LA =T 2 A AT NT T 4 TSR0 T,

151
KOHNZIE, A —7 2=y hbuni2 D27 4 X2l —a rNEFENTWVET,

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on
no shutdown

cluster group podl

local-unit unit2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave

DSRBVITHEDHAREZTAX

PITGABZY T VA TR Y T TCP A OBIE, 7a—0EE ) T 1, MORKE
b AR~ A X TEET,

YAY— 2=y FTROFIEEZFATLET,

ASAY S R4 .
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ASA U S A B DEXRINT A —F DERE
VA= 2=y F LD T AIREEN AL A RCTEET,

1R BHEIIZ

e wNT ATHRARNET—RTIE, vAX— 2=y h EDOV AT LFYTAX—ZATRDOF
EZETLES, 2 THFARNL T AT LFETAR—RIZY VX HIZIE, changeto
system =~ R& A LET,

FIE

ATYTN V7 AZOREE— REELET,
cluster group name

ATYyT2 ({ER) Ab—Ta=y hipbvA¥—a=y baDary — N EGiflE A x—T M LET,
console-replicate

ZOBREIZT 7 AL TR E SN TWET, ASAIL, FFEDOEKA N ML LR &
X2, Ave—VEEEa Y MMIHAOLET, ar Y —EHRlEAA =TT HE, A
L —7 a2y b vAX—a=y MNZary Y —)L A —UNEEENDBDT, F=FN
VBEIZRDDIF I TAZDay ) — )L R— k120 £4,
ARTYT3 ITAZV T AR MOR/NRL—A L_LVERELET,

trace-level /evel
PN U TR/ LIV EBRE L ET,

ecritical : 7 VT 4 A~ (ERE=1)

* warning : %5 (HEKRE =2)

s informational : {1 <> N (EKE =3)

sdebug : 73 7 A X (EKRKE=4)

DANIR EZR )T BXUBHBHEDETE
COFIETE, 2=y hEA UV E—T oA AD~NVA TR ) VT HRELET,

Tl ziX, BEA L X =T oA R E, MWHEUSNDA L Z =T 2 A ADNVAE=F ) T %
TAE—=TNMITHZENTEET, LEOAR— K Frx/LID, JLEID, H—OWE A
H—7 A AID, F£721LASAFirepower 22— VR EDY 7 h =T /)N~ KU =T EV a—
NEEFE=HTEET, ~"NAE=HX VU TIEVLANY T A X —T A A, £721L VNI R
BVIZR EDOEABA V2 —T = A ATIEETEINERF A, 7 T7AFZEBEY 7 0E=2Y 71X
RETEEHAL, ZOV P TIIEHITE=FEINTNET,
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ATy

ATy T2

ATvT3

o~z x=syvossvanassont

FIE

7T AL DREET— FefinLE£d,
cluster group name

1 -

ciscoasa (config) # cluster group test
ciscoasa (cfg-cluster) #

VIARE 2=y FONVAF oy VHEERE IR A X LET,
health-check [holdtime timeout] [vss-enabled]

2=y hONVAEERT D720, ASA DY T AK 2= NIZ T AXFIEY > 7 Tiio =
=y MIXF—TTI7A4T7 Avb—CEBFELET, 2=y PBAREERANIICET 2= b
LBX =TT IAT Avt—VEZELRVGRIL, 2OV 2=y MILERERELIZT >
NIRRE L RZp s d,

* holdtime timeout : 2= "OF—TFT T4 T b AT —H A X v —VOHEEREEEE
LET, HETXA&HAIZ 8 ~45H T, 74/ MI3IBTT,

« vss-enabled : 7 7 A Z IV > 7 O3 _TD EtherChannel f > % —7 = A A TH—TT 7
AT A=V T7T79T 47 LT, DR EH1BDAL v TFRENEZETEDH X
212 LEF, EtherChannel & L T2 7 AXHIHIY > 7 #5%E L (HELE) | VSS £7-1% vPC
ATV L TW DA, vss-enabled 7S 5 v B A F—T IV TAVENH LA H
DET, —HDAAL v FTlE, VSSVPCD 1 D=y bR v v b XU E7-013EH
THE, TDAA v FITHERE S T2 EtherChannel A L /83— A U H—7 = A A7 ASA (Z%F
LCT v 7RETHDLIEIICAZETE, IN6DA U F—T x4 RIAAL v T[D T
74 v 7 &@LTWERA, ASA holdtime timeout Z (KU ME (0.8 72 &) TR E L=
Gy ASAVAS T TAZMHHIRENA RN H Y, ASAITF—TT 747 X vt—
ThEINLDOWTIUAD EtherChannel 1 & # —7 = A AIZEE L ET,

iSO hARB VER (2 2IET7 =5 A VX —7 = A ZAOENM/HEIEE. ASA, F2IFAA v
FEDA v H—T 2 A ZADFNMU/IE, VSS £721X VvPC AT 5 A A » F OB %17
I EEITE, MM ATF oy IR EENCL, BOL LA v —T oA ADE=F Y T
M2 LT < 72&0 (no health-check monitor-interface) , FART Y OEENET LT, v
TA4X2b—vayEERTRTCO2=y MR ENTZH, ~VRA F oy 7 i¥EE FEA
F—=T M TEET,

1 -

ciscoasa(cfg-cluster)# health-check holdtime 5

A H =T 2 A ATA LB =T 2 A~NVAF v 7 ZEHLET,

no health-check monitor-interface [inferface id | service-module]
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B o~rxz2-5y rssvanERaORE

ATvT4

AVHE =T 2 A ADNVAF =y 73 ) VI EEEE=X LET, FFEOMEA v ¥ —7 =4
ADTRCOYPR— bR, FEDO2=y N ECTHEHEENBELEZN, o=y k EOR T
RERA =T 2 A ATT 7T 47 HR— bR BHDGE, TO2=y MIZ TAEZNLHIERSN
FT, ASAVR AL NRNE T TAZNLHIRTAHETORMIE, A F—T =2 ADXALT L, %
D= FDBFESIE R A L NTHDH), FE7 TAZIIZSMLEI ELTWAENZL TR
RV ET, TTAHNEITIE, ANAF 2y ZITTXTOAL o H—T oA ATA RT—T Mo
TWET, Zoavr Fon BRXEHHALTCT =70 () ([c+52nTEET,
el xiE, BEHA LA —T oA RRE MWEUSNDA L HZ =T 2 A ADNVAE=R Y VT %
TAE—TNMITHZENTEET,

s interface_id : "— hF ¥ X/VID LR ID, FITHE OIS X —T7 24 AIDDE=
VT EEHILET, ~"NAT=HY U TIWEIVLAN YT A X —T =4 X F720F
VNI X°BVI 2 EORAEA 2 —T = A4 ATIIFETSINERE A, 7 TAXEY 7 OF
=H VU TIFRETEERA, 2OV T IFFICE=ZINTVET,

« service-module : ASA FirePOWER TV 22—V FON— Ry =2 T3/ 7 ho=7 £
Ca—DE=ZY T EEMCLUET, B, ASA5585-X Tik, —tE X EV2—)L
DE=FZ Y BN T HEE. [HCE=F ENDIEY2a— L EO/A L X —T = A
ADE=L Y TN H LB TEET,

MHO MR VER (22T —% A X —7 A ZAOBHHIER, ASA, 72X AA v
F DA B —T = AOEMU/IE L, VSS £721X vPC 2T D A A » FOEM) 1T
9 EEIITIEZ, ~NVAF = v ZHERE (nohealth-check) RN L., R LIZA LV H—T = A
ADE=ZLZ ) T HERHILTLEEN, PAReYOEERETLT, a7 4 X¥al—g
VEENTRTO2=y MIFlENEL, ~SVA F v JHEREEFHEA -7 LI TEE
7

51

ciscoasa (cfg-cluster)# no health-check monitor-interface management0/0

NVAF w7 KIBEOHBFEREG Y 7 AIRELNAZ <A ALET,

health-check {data-interface | cluster-interface} auto-rejoin [unlimited | auto _rejoin_max)
auto_rejoin_interval auto_rejoin_interval _variation

o unlimited : (cluster-interface ®7 7 + /L ) FHEHOFRITREZHIEL EH A,

* auto-rejoin-max : TG A OFATHIEZ 0 ~ 65535 OFEPFAOEIZERE L9, 0IXHEHAES
Nk LE 3, data-interface 7 7 /L NI 3 T,

s auto_rejoin_interval : FEEFATORIMREZ 2 ~ 60 OFHOSHEN TERLET, T 74V
MEIZSHTY, 77 RAZ~OFEGE 2=y FORITT D ERREFHRFRIL, %D KK
2D 14,400 IR STV ET,

s auto_rejoin_interval variation : [MRZHMEIELNE I NEERLET, 1 ~3 OFIPHTHE
ERELET 0 EBERL, 2 HAlOMRO265, 3 HATOMBO3RE) , 2L 23,
il Z 5 0ICaE L, B0 % 2 ICRE LB aE. RAOMITR 5 0%, 2 [BIH ORI
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BEROBAMEs LU 524 TP EROEENEE [

105% 2x5) . 3BEEOFETA200% 2x10) 2RV ET, T+ MEZ, 7T A
B A HE =T 2 A ADEETL, T—HF A X —T A ADYAHIL2 TT,

&1

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

1

WOBITIL, ~NVATF = 7 RERRZ 3FICERE L, VSSZ Az L, FEIZMHEH
ENHEA—V XYy M IRAVE—T 2 A ADF=Z N U THMENIL, T—F A F—
7 = A 20O HEERA ORITIEEE 2 450 5 BME L CRIE OO 3 58N S8 55
AENCERE L, 7 7 AZGIY 7 O BEIFRE G ORITREE A 2 5B E DO 6 [AlITE
ELTWET,

ciscoasa (config) # cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3 vss-enabled

ciscoasa (cfg-cluster)# no health-check monitor-interface ethernetl/2
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

BROBIRELUV I TRAE TCPERDEEDETE

ATy T

PR OHDHMERE T ET, MO NTE, #H LW TCP ##i D7 7 A X 2R TDO M3k
(12 =) LTSN,

TCP #fie D 7 7 A X EHOBIL A HME LT, T4 L7 XNy 7T v 7 7a—ElROBIEIC
KD IR ELN T v —ZBE T 5 TREREE] ZHRCEES, T4 L2 XN I Ty
77 a—NMERSNARNCE =y RBRKT 2581, To0 7o —%EET LI LT T
FHA, FERIZ, 7a—%2ERKT AR N T 7 4 v 7 BRBlO2 =y MIHRAEINLGE, it
NERETDHZ LT TEEEA, TCPDOT X MMuEENET 5 8T 7 4 v 7 O TCP DR
DEIEEFIME LAWK I ICTHHLERH D £,

FIE

TCP 5D 7 7 A X EROEILE 2 ML L £

cluster replication delay seconds { http | match tep {host ip _address | ip_address mask | any | any4 |
any6} [{eq | It | gt} port] { host ip_address | ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

1 -

ciscoasa (config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa(config)# cluster replication delay 15 http
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1~ 15 OFHTHEAZRE L £, http BIEIZT 7 4V TS5 HHADNIRY 7,
“NAVF AUTHRANE-RT, aUTRAMNTIOREZITVET,
ATV T2 VI AZOHREE— REttLET,
cluster group name
ARTyT3 (AT ay) TCP M7 7 4 v 7 OBROBL#HEAHELET,
conn-rebalance [frequency seconds]

1 -

ciscoasa(cfg-cluster)# conn-rebalance frequency 60

Zoawy Rt TN N TT 4= NIl TWET, AMEEN TV AEA1E. ASA
ITAMEHRZ EMRICAZH L, LWER O AR 2 @SB DT A ANBIRART DT /A AT
BEILET, ANIERE ST AREE. 1 ~360 BOFBEANTIHEELE T, 774/ NI 5
wTT,

FA P AR T T LTI R OB MR E LW TS ZEWN, RRL5Y A FD7 T AX
A ANTHERE O TE £ A,

YA FREBREDRTE
FA ML T ALY T OB TR RERE #5100, REEN A VA ATEE
ﬁ—o

HS5RE 20— FEEYTFLDHETE

LISPO N7 7 4 v 7 #RELT, V=BV A MNEEZBET LRI Ve — )T 0268
IZTEFET,

LISP A > AR 23 NZDOWT
LISP N7 74 v 7 BREBETHZLET, A4 MO 7 —DFE VT 4 A TEET,

LISP (22U T

VMware VMotion 72 EDFT — X 2 ¥ — A~ U ODFEE VT 4128 ->T, =27 747
v b ~OBEG AR S LRI, T2 X —lEBHTEET, Tk nT—2k
Z—YP—=NEEVT 4 2P R— T DIE, P —"OBEFCY —"~D ATV — F &V —
HNHEFTE DM NH Y £9°, CiscoLocator/ID Separation Protocol (LISP) D7 —F7 7 F ¥
X, 74 AID, DEYx KARA > MID (EID) 2ZOHP, DEVV—T 17 alr—
% (RLOC) 752 0DRIpDF N 7 A=A L, »—_"OBiT7%2 27 74T b
WXL CEBIIC LET, 7oL 2 Y= LW EI L, 7 A4 7~ R —IC
N7 74w BFETDHE, V—FITH LGNNI 7 v 72 XA L7 FLET,
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LISP TiX, LISP i) b > )b b—% (ETR) . AJj b —4% (ITR) . 77 —A b
Ky n—&, <=7 UYL (MR) . BLXO~y 73— (MS) REOHD—EDT—
JAZBWT—F L —N"PBUETT, = "\PRION—Z IR SILTND Z & a2 — D
Ty —A MRy T INN—ERNEMTDHE, FOL—FIMOTXTONL—F LF—FX—2 %
FH L, 7747 MIEHRINTWDLITRN N7 7 4 v 7 #RITZEL T2 L L, #
LW — NOLFTCEETE L LI LET,

ASA LISP ¥R — k

ASA X LISP BIRZFAT L ERAN, BITOEFIZEATHLISP hT 71 v 7 &L, v —
LAV RIe 7 TAZ Y o TERIEDT-DIZZ OIERAEMHTE E9, LISPOKMEEITHORWIGA
Y= "BH LY A MIB#TLE. FT T v 2307 e —F—F—ORbYIZ, HFLw
A RTASAZ TALZ A= Z0ET, FILWOASARENT A FDASAIZNT T 1
7 BHRE Lok, W ASA R, = NICERET D10 T T4 v 7 BB LA NTED
WTMENBYET, ZOMTT7 4 v 7a—dKETide<., Thrarr—=r7] =X
(~NTE=07) EMEERET,

LISP AL D, ASA 7 T AH AL /N\—X, DKy 7 )v—% L ETR £721E ITR [H TS
DEY ENDLISP hT 74 v 7B BEL, 7n—0OfF&EEZHT LW A MIEFRTE £,

LISPDHA RFA4 v

eASAV FGAK AN —F. YA FDOT77—RA K hv 7 L—& L ITR £7-1% ETR ORI
FELTWARERSH Y £, ASAV T AXZHIKEIEE I AL DT 7y —A MKy
N—RICTH LT TEEHA,

SEERNBINTZ 7 —DHEBRYR—sEINnET, —mlbEIhiz7e— FromIn->
n—, FREflcxO2=y MZBELTWS 7 a—3f LA —F—CBE S EHA, B
D ENTZT7 0 —ZIESIPR EDT ) r—varNEEh TRy, Blon—LtZzn4 X
TOTF7u—RNEL ASAICL > TIrF SN ET,

I TAZBFVATYIBIP4OT7n—REZBESE L1200 T, —#HOT 7Y r— =
VT A ROV RN H Y £T,

FRFW O 7 0 —F I E PR ACARA R TRV T a—0%E, A —F—0OBEiAH Tk
WHEEMERH D 4, A A7 v ar R —2RETDH EXIC, ZOBETHR— b
SNDINT T4 v I DEATEHGIETEES, £z, 7r—FEU T A ZRAIRR T
T4y TICHIRTHHERH Y F,

ASA LISP ik

Z OMEEIZIT, EHEOMAEICBRT 2R ENGTENTVET (FNHIZOVWTITRTIDE
THBHALET) .

1. (LEE) AARNEFRIEFV—NIP T RLRICESHRAESLED OFIE : 77— A K HA
T N—HiE, ASA 7 T A NG L TWRWKA MERIERy hUY—Z |2 EID @M A
YtV EEETILGENDHV ET, T, 7 TAXCHEET LY —"FEiIRry b
T —27 OHIZED ZHIRTEET, 72& 2L 7 T7AEZNB2O50OY A FOKIZEE LT
D03, LISPIR3ODH A R TEITEINTWAEGAIL, 77 AZXICEHELTWS 205041
MZk L TOHREID #E&H250ERH Y 7,
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2. LISP FI9 74w 7 A AT g2 ASAIR, 77— haky FL—4& & ITR £7-1%
ETR O TEEEINS EID EH A v E—II2BWT, UDPA— k4342 FOLISP 5
T4y ERAELET, ASA X, EID &% b~ ID ZB# T 5 EID 7—7 VAR L
T, e zIE, T7—APRy T NV—FDFEEFETLIPT KL AL ITR £/2I1LETR O%65L7T
RURATLISP N7 7 4 v 7 2BETHINERHY E9, LISP hT7 74 v 721374 L7
AREIDETHENTELT, LISP N7 7 ¢ v 7 BRIZY 7 A ZREOILAFIZSIM L2
LICHEELTLEE N,

3. BEENIE NI 74w TOT7a—F Y T A EANCTIHY—ERA R —: EVX
AZINVTAANIR N T T 47 T7u—F )T A 2ANCTIHILENRDY £, 2L 2
X, 7r—FEE U7 4%, HTTPS N7 7 4 v 7 OHRIZHIR L2V | FFEDH—3 & DI
TRV ESND T 74 v T ORITHIELTZY TEET,

4. VA FID:ASAIE, K7 TAZ A=y FOY A FIDEHHALTHLOWTTAELZBEL £
R

5., 70— FEUTFT 4 EHNITAIFTAZL-DVDHRE : VTAX LY TH7r— FE
VT 4 ZHNTHVERSY £, 204 /A 7OV AT L2 T, BED
ISGADNT T4 P EIIT AV r—a kLT 77— ) 5 4 A HHEICEE
I ESC TE £,

LISPA VAT 2 g vV ORE

LISPO T 7 4 w7 &2BELT, =0V A "NEEZBETAIC7e— ) T 40 2H6%)
IZTEET,

1R BRI
¢ VAN — 2=y DT —=FA T v TOHRE (55—) BIOAL—T 2= D
T = A NT v TORE (61 =) [>T, £7 TAX 2=y h&H¥ A ~IDIZH
CLISPONT 7 4 v XTI HN A VARI Y ay VT T 490 7T RTEENRNE
O, TOFIEO—FHELTLISPDO 77 4 v 7 HIZHDO 7 T AZFET HHLENH Y F
j—O

FIE

ATFYT1 (EE) LISPA VAT v ar <y T HEFRELT, IPT RLAZESHTHREFRAD EID &
Mg L. LISP OFriEAEF—ZHREL ET,
a) HLEACL Z1E LE3, 586 IP T FLADLMNEID AL T RL AL BEESNE T,

access list eid _acl name extended permit ip source_address mask destination_address mask

IPv4 ACL B8 L OVIPv6 ACL D EH HIZH %S L TWE T, BE 7L access-list extended D1
TIZHOWTIE, a~wr F U 77 LR L TIEEND,

b) LISP A YA~ ay <y T EERL, T A—F T—FIIBITLET,

. ASAY S R4



| Asas 524

ATy T2

usp 1 vz~ avonzE |

policy-map type inspect lisp inspect_ map name

parameters

¢) fERL7- ACL 2@l L C. #FrlSN7-EID ZE&R L £ 7,

allowed-eid access-list eid acl name

Ty —ANKRy T —FFEIIITRETR X, ASA 7 F A Z MR L TR A NER
Iy NU—ZIZEIDIBHIA vE— V2 EETLHIENHV T, 20D, 77 AFIC
B4 59— _"ERIRy NT—7 DIHIZEID ZHIBTEET, 72E21F. 7T AFZMN2
DODWA FORIZEE L TWA, LISPA3ZODH A FTEITENTWAHEEIT. 7T
ZIZBHELTWE 225004 MIXLTOHREID &0 5 0LHENHY £,

d) MELUT, FiEAEXF—F AN LET,

validate-key key

51

ciscoasa(config)# access-list TRACKED EID LISP extended permit ip any 10.10.10.0
255.255.255.0

ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p)# allowed-eid access-list TRACKED EID LISP

ciscoasa (config-pmap-p)# validate-key MadMaxShinyandChrome

Ty —ANKy T —H LR~} 4342 O ITR £721X ETR OO UDP ~7 7 4 v 7 @ LISP
AU AT 2 a DRTE,
a) MWEACLAZHRELTCLISPD T 74 v 7 2B ELET,

access list inspect_acl name extended permit udp source_address mask destination_address mask
eq 4342

UDP 7N— | 4342 45 E T D ME R H D £9, IPv4 ACL B LU IPV6 ACL D EH HIZ bt
JE L CUWET, B 72 access-list extended DI OWTIE, a~ 2 KU 77 L RA%5
BLTSZEN,

b) ACLDZV 7 A~y 7 Z2ERLET,
class-map inspect_class_name
match access-list inspect_acl name

) KIVP—=~v7 JIAXyTEEEL, AT aDLUSPA AT v ary <y T %
HLTA AR a2kl Y—ERARY —% A o F—T oA AW L %
T FHThD) .
policy-map policy map name
class inspect_class_name
inspect lisp [inspect map name)

service-policy policy map name {global | interface ifc_name}
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ATvT3
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&s
filt

BGFEOF—E A K v—b 28503, BFEOR) -~y FHERELET. T74/1
K-C. ASA ZliZglobal policy & MR 5 /o — L RY o—REERTWEHED, Fa—
POV RY —DLFTEEELET, BY L —% 7 a— UUCEA L WESIE, X —
TxAAZTLIZI OO —E AR —2FlT 252 L b TEET, LISPA AT ¥ g
NI RERE ST 7 4 v 7 ICHERT D720, RETEEDOW T DA 2 —T =4 AT
P— 2 R —%EHTIMLEIHY E¥A, FT T4 v I BEFROI TR vy T
T A, R v =~y TEEHTHA LV F—T 2 A R ADEIFHET D LT
T4 I OTRTREREEZITET,

51 -

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa (config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa(config-pmap) # class LISP CLASS

ciscoasa (config-pmap-c)# inspect lisp LISP_EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASAIE, 77—A P ARy N—H L ITR £/2IXETR OB TEEEIND EID @A v E—VD

LISP hT7 7 4 v 7 A& LE 4, ASAIL, EID &1 D Z BT % EID 57— 7 /L& {#£F

L\i‘a_o

NS 74wy V53 ADTa— FE YT 0 #HLLET,

a) LR ACL ZiXE LT, =01 NE2EETHE X2, et A MIEE YT
BECHXATIVT AN NT T 47 BRELET,

access list flow_acl _name extended permit udp source_address mask destination_address mask eq
port

IPv4 ACL 38 XV IPV6 ACL D EH HIZ 6 %Fhin L TUWE T, J#h# 7 access-list extended D7
XIZHONWTHE, a<wr R I T77 L 222 TSIZEn, 7a—2e )7 4%, BV
AXAT VT A AN T T4 v ZITH L TA X =TI TORERH Y £3, 72L& 213,
7R—EFEUT 4 ZHITPS N T 7 4 v 7 DI, KIEFFFEDY—/"~D KT T 4 v 7D
FIHIRTE £

b) ACLDZ F7 A~ v 7 ZERLET,
class-map flow _map name
match access-list flow_acl name

¢) LISPA U AR Y avZAMELIERICRY Y=<y Tu—2 T A<y TEREL
T, 7n— (b 0T 4 2HDLET,
policy-map policy map name
class flow_map name

cluster flow-mobility lisp

1 -
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usp 1 vz~ avonzE |

ciscoasa(config)# access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0
255.255.255.0 eg https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa (config)# match access-list IMPORTANT-FLOWS

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap)# class IMPORTANT-FLOWS-MAP

ciscoasa(config-pmap-c)# cluster flow-mobility lisp

JITAB Ih—T ar T 4 Xal—rarET—RIBTL, Z77AXOT70—DFELY T 4
AL ET,

cluster group name

flow-mobility lisp
ZOFUNFTOGVREZIZEY, Tr—FE T 1 OFMEREMME A EITITA LT,

451
WIZH &R L ET,
« EID % 10.10.10.024 %~ +F U —2 L@ EID IZHIFE L %9,

+ 192.168.50.89 (N#EE) (245 LISP/L—& & 192.168.10.8 (B ASA A F—7 =
A A F) IZHDITR E/-IZETRV—Z OO LISP 5 7 ¢ v 27 (UDP4342) %
WA LET,

« HTTPS Z i1 L 10.10.10.0/24 DY — NTEE SN TR TONT T 7 4 v 7
WL 77— YT 0 Z2H9LLE7,

cVFAZTHLTT =Y T 4 2 A F—T M LET,

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID LISP
validate-key MadMaxShinyandChrome
|
access-list LISP ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP CLASS
match access-list LISP_ACL
policy-map INSIDE POLICY
class LISP _CLASS
inspect lisp LISP EID INSPECT
service-policy INSIDE POLICY interface inside
|
access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eq https
class-map IMPORTANT-FLOWS-MAP
match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY
class IMPORTANT-FLOWS-MAP
cluster flow-mobility lisp
|

cluster group clusterl
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flow-mobility lisp

S AREEA LTHRIZ, A T4 X2 —a v EBERE L, JI5RAX AUANEEHTXE
j—o

T T4 TIHEAIN—IZ1ED
TITAEDIET T T 4 TIRA N RDITIE, VFARAX )T a7 4 Xab—v g 3k
FEFIZ, FO2=y bV ETITAX ) T BT 4 —T NI LET,

\)

GE)  ASAN (FENTC, LI NAF vl =T —I2LY) IET I T4 712D E, TXTOT—
BAVE—=T A ANV Yy NETENET, BHEHA VX —T 2 A ADHBN T T 4 v
THEEZETEET, NI 74y 7 7u—%5FHRAIERIL, 7 7AX VT EHEOS, 2—7
MZLET, F2E, TOa2=y b2/ TAXZPLREICHIBRLET, BHEA VA —T A A
X, ZTO2=y BT TAFXIP T—ADOZTRST2IP 7 RURAZMHH L THl & i < Bk
LRV ET, L, VJe—FRLThba=y MBI TIRAEINTELT VT 4 7 TlidhWiGs
(7T ABY TR IRIRBE CRELIRIFE LIZEARE) | BHA V¥ —7 = A ZTEHI
R0ET, FNUBEOa LT X2 b—va SMEEITE, 3 YR — N EEHT 0N
H0FET,

1R BRI

e V=)L R— b EFEHTIVENRNGDET, JTAX Y TOARX—TNVEET 4
=T N%, UE— b CLI#H»OITH) T LI TEEHA,

cNTF ALTHRRAL T FOBRAIE, ZOFHEE AT LAFE[TAR—ATITLET,
FLEVAT A a7 4FXab—ray T— RICASTHWRWEEIEL, changeto system =
Y REANLET,

FIE

ATYTN IV TRAEDOREE— RERBLET,
cluster group name

1 :

ciscoasa(config)# cluster group podl

AFYT2 V5 ARY) T BT =T M LET,
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2un—o#k7s57471t |

no enable
D=y FRTAZ—a=y b THoIZEEIT, LS A —DRENETS N, B A
VNN AL — =y MR ET,

JITGAR AT A Fal—a IR ENLIDT, BT IRAZ Y VT EFEEAL 32— LIT
T&EFET,

AUN—®DIETY T4 T

N

R7ALTWD=y FUSD A NREIET 77 4 72T DIE ROAT v T2 FETLE
B

GE)

ASAWIET 7T 4 T\l b b, TRTOT—H A H—T 2 AN Yy hE T EINET,
EHERAA LA —T 2 A ADHBNNT T 4 v 7 2 kZGTEET, VT 74y 7 7u—%HH
THIZE, 7T7ARAFZ VT EHBEANCLET, BHA X —T oA AL, TO2=v NV
TALIP T—=NADHZITMST-IP 7 RUAZMER LTl &k B@kE L e £9, 7272
L. Ve—RLThba=y MRV TAINTEET VT4 7 TRRWEE (772X ) TR
N DRECHELRITTE LG ARE) | BHA VX —T oA AZFENT2 0 £3, TR
DayT 4 Falb—3a AMEET, ar Y=L R R— T A0LEND D 77,

1R BHEIIZ

YNTF ArTERRAL T FOLBAEIE, TOFIEET AT LETAR—ATEITLET, 72
VAT L arZ4F¥ab—vary = NIASTWRWEGAEIEL, changeto system =~ 7 R %
ABLET,

FIE

2=y N7 TAZNLHIBRLET,
cluster remove unit unit name

T—RANT T ar7 4 Fal—va FEEINT, vRAX— 2=y M bEEZICFEY
ENFar 74 Xal—varbZOEFICRDLOT, a7 4 Fal—rarikkbPick
TEZDa=y FEBEBENTEET, vAX— 2=y FEHIRTLEOICAL—T 2=y
TZDavwry REANLIEGEIE, il A ¥ — o=y BRRESINET,

AR e —TE S~ T HIZIE, cluster remove unit ? & A 73575 . show cluster info =~ > K
EANDLET,

1 -

ciscoasa(config)# cluster remove unit ?
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Current active units in the cluster:
asaz

ciscoasa(config)# cluster remove unit asa2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

D IARAI~DBSM

2=y MR T REZMBHIRENTGE (X WERBELA X —T A ZADY;
B FRIEFAUAR=ZFEHTHET 7T 4 7ICLSE) 1E, 7 7 AZICFEHTHSMNT H 03
NV ET,

186 HHIIZ

« JTAR) T HFAF—T T HIZIE, Y= R — NEFEHTOIMNERH Y F
T, MDA H—T oA ATV ¥y N T EINET,

s NTF AUTHAR T— FOHF/IL, ZOTFIEE AT DFFTAN—ATEITLET,
VAT LAy 7 4Falb— gy F— FCASTWRWEEIE, changeto system =
~ RaE AN LET,

© 7 T AL ~OFEZMERITT DN, BEMRRSNATND Z 2R LET,
FIE

AFYT1 arvy— T, IVIAZ ar7 4 Fal—varyT—RelhLET,
cluster group name

51

ciscoasa(config) # cluster group podl

ARTFYT2 V53R T F—T M LET,

enable

IS REh 5 DRIE
T T ALENPLERIIMIBTHIE, VTAX T— ATy a7 4Xalb—rar2Ff
FUIRTAVLERIH YV ET, BALVROBREO L 74 X2l —avit (Fo4<) 2=y
FBRMENT) RUTHLED, 7 IAEZNLMIBTEE, 7 I9AZY U IHiDa T 4
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ATy T

ATy T2

ATvT3

ATvT4

v5zams0mE [l

X2l —2ala RNl T7 v TMBETTEN, IPT RVADOERERBT A0 7 ¥
L— g U EHELTHD NG ETZ L B MEICR Y £97,
IR B

A= N AR— R EFERTHINERHD ET, VTAZOar 74 F¥alb—ra EHRTS
L EHA L E—T 2 A R TABHEY) 7 BELTRTOAL L E =T 2 AN v v b
HorEanEd, &6, 79AF NV TOAR—TNERIZT 42— V%, UE— FCLI
B BT Z LI TE EHA,

FIE

Ch ) 2=y FOEE, VITAZY T BERODEIICT =T M LET,
cluster group cluster_name no enable

1 -

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

JITGAZN TR F) 2=y b ETA X =TT o>TWHRIIE, 207 4 X2 b—
varEREETHIZLIITEERA,

JIGAR ary I 4 Xal—rarE7 )7 LET,

clear configure cluster

ASAIL, BHA L Z—T oA RET FRAZEFHY I GHT X TCDOA L E—T oA A% ¥
T LET,

JIAL A B =T 2 A XA T=F&T 4 E—T/MILET,

no cluster interface-mode

F—FNEar7sFab—rvalIRFESARWED, FEIT) vy FTO2RBERHY
R

Ny I T w7 ar74Ral—rarBbiha, #iar74Fal—vaiinv s 7Ty
T arZ4¥al—vargar—LET,

copy backup cfg running-config

i

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #
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ATy TH

ATvT6

YA —1=

AT 4 X2l —TarERAE— T v AREFELET,

write memory

NPT o7 a7 4FXab—valrPRVEAET, BEBET7 7 A2HERELET, -2
X, A H—Tx2A AIPT RLAEZETL, ELWKRA MMEHETLET,

v FDEE

VA =2y NEEETLREDHIEL, v A —2=y N T TAX Y U TN,
LW AL —DFINEFHOTND, VITAX ) T EBHEGMNITHHIETT, v AX—IZ
ThHa=y NEBEICEET AUNERHHHAIT. ZOHEOTFIEEZHEHLET, 2720, Fk
HEPRSREOE AL, ZOFIEEZHH L Ty AY —a=y NEREZMEHT D & T X CTORHN
Fry7IN50T, il AY— 2=y N ECERZBEHELTOIMLERDD 97,

NYAZ— A=y FEEET DT, ROFIEZETLET,

1R8O HHEIIZ

~ATF ArTEAL T FOLEEIE, ZOFIEE S AT LFTAR—ZATEITLET, £
VATA AT 4 Falb—rvary ET— NIASTWRWEGAIL, changeto system 2~ R %
ATTLET,

FIE

Flina=y pavRAF—a=y FELTRELET,
cluster master unit unit name

ciscoasa(config)# cluster master unit asa2

AL 7T ALIPT RV ASNOBERGPLEITR Y 7,

AU RE e —EHRKRT HITIL. cluster master unit? FAED 2= FEZER TR TOLRFINE
REND) EASIT B, show cluster info =~ REZ AN LET,

DA ZEARTOITY FOEIT

a<w RE7 TAZHNDOTNTOA NI, FREHFEDRA NZIEET AT, ROFNEE
EITFLET, show I~ RETRTORALUNIEETBEE . TXTOHIIBINE S THE
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vs52482pkcnavy rozi ]

D=y OV —)VIRRINET, TOMDa~2 K, 72L& 21X capture X° copy & .
77 AR BRTOETZENTE T,

FIE

i

AV R T _XTOANIEFELET, 2=y MEZIRE LS AE FFED A NIk
ShET,

cluster exec [unit unit name] command

1 -

il

ciscoasa# cluster exec show xlate

AU N—Z e —EHRKRT HITIL. clusterexecunit? FAAED = FEZER TR TOLARFINE
REND) & ASIT DD, show clusterinfo =~ FE AL ET,

1

FILX¥Y 7Ty 77ANE7 TAZNOTXTOL=y ML RERFIZ TFTP H—32
A —FBHIZFE, vARAY— 2=y NTROa<w» KE AT LET,

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

BHDPCAP 7 7 A )V (2= b3 B 12T D) NTFTPH—NCat—ShET,
SESEDF ¥ T T ¥ T 7 A NVAHITIZBEIIC = MBS 4L, capturel _asal.peap.,
capturel asa2.pcap 72 & 720 £9, ZOHITIE, asal BL Wasa2 N7 T AFZ 2= |
%T‘é—o

DB TIL, cluster exec show port-channel summary =~ > FOHIZ, 7T AZD
% A 73— EtherChannel [ R RSN TWVET,

ciscoasa# cluster exec show port-channel summary

master(LOCAL):***********************************************************
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— P
1 Pol LACP Yes Gi0/0(P)

2 Po2 LACP Yes Gi0/1(P)

Slave-******************************************************************

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports
—————— P
1 Pol LACP Yes  Gi0/0(P)
2 Po2 LACP Yes  Gi0/1(P)

ASAY S R4 .
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ASA D SARADMDE=RYY

I IAZOIRBLER R E TS BLR N T TNV a—T 4 VT TEET,

DI2RARERART—RADE=ZZYY
7 FABDREOE=FY L 7IZONTIE, kOa~vr RESHRLTIEI N,
* show cluster info [health ]

X —1T— R&245E L7V T show cluster info =~ > K& FEITTH L. 7T AXNDT T
DAUINDAT—HANERENET,

show cluster info health =~ > KX, /v X —T xAf A, 2=y bBIVT T RAXEED
BAEDREEZF R LET,

show cluster info =~ > KIZOWTIIROHE N EZSR L T 7ZE 0,
ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state SLAVE

D : 0
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.cl192

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state SLAVE

ID : 1
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000001
CCL IP : 10.0.0.4
CCL MAC : 000b.fcf8.cl62

Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A" in state MASTER

D : 2
Site ID : 2

Version : 9.4(1)
Serial No.: JABO815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000f£.£775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state SLAVE

D : 3
Site ID H

Version : 9.4(1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cble

Last join : 19:13:50 UTC Sep 23 2011

. ASAY S R4
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Last leave: 19:13:36 UTC Sep 23 2011

* show cluster info transport{asp |cp}
WD KT AR — PO EREFR L ET,
sasp: 7 — X TL—r D KT AKR— MEEHE R,

eep: AL —L FL—1D T AR— MR,

* show cluster history

7T AL DIRIEEFR LET,

HSRAREDIT Y FOF Y TF v

I TABTONT y hOX ¥ T FXICONTE, kOa~vy REZRLTIZE,
cluster exec capture

I IARERD NT TNy a—T 4T &Y KR—FT5HIZIL, cluster exec capture 2~ > R %
HFHL T AS—a2=y hETOI FRAZER N T T4 v 7 OXF Y TF v A X—T /I LE
T, AT, ZJITAFHADTRTOAL—T 2=y P THHBIIIA R—T /MR £,

DIAZNVI—ADEZR) VD
JTGAL Y= ADE=Z Y U TIZONTIE, ROa~vr REZRLTIZEN,
show cluster {cpu | memory | resource} [options]

7 T AR BEROERNT —H R LET, HHFTREZR options 137 — X DX A SN2 L > THe
nET,

DSRE I 7490DF=FYY
VIGAR NG T4 T DE=RY L TICONTIE, ROa~vy RESRL TS,

* show conn [detail]. cluster exec show conn

showconn =~ RiZ, 7n—NRF 4L 7% RNl T v/, FRE7+79—FDED7
o —ThbH0% 1~ LET, cluster exec show conn =~ RE(FEED2=y N CHEHT 5
L T RTOERPEREINET, Z0avy FORRNLIZ, 12078 —0D R 77 1
INT TAZNOSEIERASAIZED LD IZEZET 2R 0NV ET, 7 TAZDRA
N—""y MI, B—RFRRZ o T7OMFELar 74 Xal—vallloTRRYE
T, ZOa~vr REFHTLE, HLBHRONT 74 v IR FRAEZRNEED L DI
LPMEHRICHONY T, Flo, a— AT IR Ta—D RT3 —< A IZED X H T
LR H5 2 D EBIRT D DI BEE T,

%7-. showconndetail =~ > RiZ7u— v )5 s OXBELZ T 70—%F R LET,

Iz, show conn detail =~ > FOH HH 2R L FET,

ASAY S R4
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ciscoasa/ASA2/slave# show conn detail
12 in use, 13 most used
Cluster stub connections: 0 in use, 46 most used
Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
Z - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime
Im21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received
at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface
NP
Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:
10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic
received at
interface outside Locally received: 864 (10 byte/s) Traffic received at interface
NP Identity
Ifc Locally received: 716 (8 byte/s)

B 7ua—O NI TN a—T 4 T EITIICE, BN T R TO2=y NOBHiE —%&
TR LET, TNITIE, fEED = k Tcluster execshowconn =~ > K& AL ET,
TALIH (YY) . NI Tv7 (y) . BERT AU (z2) OT7FT T efFo7ua—%
BLET, ROBNIIZ, 3 2DFTXTD ASA TD 172.18.124.187:22 15
192.168.103.131:44727 ~@ SSH ###i N F R SN TCWET, ASALIZIXz 7 77 B30, =
DEFED T ATV —HTHDHILHRLTWET, ASASIZIZY 777 03BV, ZOERKO
FAVLIHATHDHILZRLUTWET, ASA2 [T 7 7 7137, Zhiid—F—
ThHrIEERLTWET, 7U MUY RERTIE, 20RO/ N7 >~ MIASA2 D
WA =T 2 A AIZAD AV H—T 2 A APBHTWEET, D2 R
T, 2ROy ML ASAL BLNASA3 DANBA v Z—T = A AIZAY, 7T A
ZHIEY > 7 &4 LT ASA2 ITHADE S 4L, RICASA2 ODNFRA ¥ —7 = A AL HTH
xFET,

ciscoasa/ASAl/master# cluster exec show conn

ASAl (LOCAL) :**********************************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z
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ASA2-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**********************************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**********************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes
0, flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counters]

show cluster info conn-distribution =~ >~ N & show cluster info packet-distribution =~ >~
Flid, 9_XCDI7 FAZ 2=y b~D T T 4 v 75 FRLET, ThbDavwr K
(I, A — B ANT o Rl L, RS D DRI £,

show cluster info loadbalance =~ > RiL, BB OB OMEREF R LET,

show cluster info flow-mobility counters =~ > N, EID 3 L O\7 1 — DA & OEMER )
%3k L £ 9, show cluster info flow-mobility counters =~ > NIZOWTITKRDOH 1525
LT EEN,

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested : 2

show cluster {access-list | conn | traffic | user-identity | xlate} [options]

7 T ABBROERT —H R LET, HHFIRELR options 137 — X DX A F1ZL - T
Bie 0 E7,

show cluster access-list =~ > FIZOWTIIRDH 12 L T 7EE 0,

ciscoasa# show cluster access-list

hitcent display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-list 101; 122 elements; name hash: 0xe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eqg www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfedf4947

access-list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitent=0, 0, 0, 0, 0) 0x5795c069

access-list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) O0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0x1e68697c

access-list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192

ASAY S R4 .
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(hitcnt=3, 0, 1, 1, 1) 0xb6f59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitent=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access—-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitent=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitent=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

AT OERD, T XTH2=y b TO GRHEERTTHI2E, KOEBVIZATILE
ﬁqo

ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************

200 in use (cluster-wide aggregated)
Cl2 (LOCAL) :***~k******~k********~k***************************************

100 in use, 100 most used

Cll-******************************************************************

100 in use, 100 most used

show asp cluster counter

ZDawry RE, TEZRAD N T TN a—T 4 VTS BT,

DIRBDIV—TAVTDE=ZR) VYT

77

. ASAY S R4

AL DN—T 4 U TNZONTUE, ROa~vr REZRLTIIEIN,
show route cluster
debug route cluster

I TFGABEDN—TF 4 T IEREFRLUET,

show lisp eid
EIDs &%+ hID %/~ ASAEID 7 —7 V&R LET,
cluster exec show lisp eid =~ > R 60, IROHITESRL T ZS0,

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :***************************~k********************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
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11.22.11.2 4
T,D ¢ kK ok ok K ok ok K ok kK K ok kK ok ok K ok ok K ok ok K ok ok K K ok K K ok kK ok ok K ok ok K ok ok K ok ok K K ok K K ok kK ok ok Kk kK ok ok Kk ok K K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

* show asp table classify domain inspect-lisp

Zoa<vwry NI, NI a—TFT 4 SIS B E T,

DSRZN)270OAF T DETE
JTGAZY T ORX T OREIZONTL, ROa~vy RESLTIEIN,
logging device-id

7 T ABENOEKEZ = ML, syslog A v E—T ZEBNZARK L E T, logging device-id 2~ N
EHEHT DL, FH—F73 87257 N1 ZAIDfFE& Tsyslog A v E—V%AEHKTHZ ENTE,
7 TAENORI—FITEZR L2 =y PP OLDA Yy E—VDRIICAEDL I ENRTEET,

DSREDAVRA—T A RADE=RY) Y
TIGABDA L E—T 2 A ADFE=FZ Y L TICHONTIE, RO a~<y REBRL TSN,
* show cluster interface-mode
DTAL A B =T =2 ADE— REFRLET,
* show port-channel

W= b F ¥ RNPAN RRE ST LRI G ENE T,

show lacp cluster {system-mac | system-id}

cLACP VAT AIDBLIORTIA AV T 4 2FRm LET,

debug lacp cluster [all | ccp | misc | protocol]

cLACP DT Ny 7 Ave—V%FRLET,

show interface

MAC 7 KL 22 LT B 5HE, ZoMARA#R7ELET,

ciscoasa# show interface port-channell.3151

Interface Port-channell.3151 "inside", is up, line protocol is up
Hardware is EtherChannel/LACP, BW 1000 Mbps, DLY 10 usec

VLAN identifier 3151

MAC address aaaa.l1111.1234, MTU 1500

Site Specific MAC address aaaa.llll.aaaa

IP address 10.3.1.1, subnet mask 255.255.255.0

Traffic Statistics for "inside":

132269 packets input, 6483425 bytes

1062 packets output, 110448 bytes

ASAY S R4
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98530 packets dropped

DSRRJTDTINYYT
I IAZY T DTNy FIZONTIE, ROa<y FEZRLTIESN,

* debug cluster [ccp | datapath | fsm | general | he | license | rpc | transport]
JTGAREN U TDT Ny T Aob—VERRLET,

* debug cluster flow-mobility
A )7 7u—FE )T ABEOA N M ERRLET,

* debug lisp eid-notify-intercept
EID i1 A v & — VAT AER O A N h2FIR L ET,

* show cluster info trace

show cluster info trace =2~ > NiX, NI TN a—FT 4 L T DOFDDOT NNy FIEREPFRT
LET,

show cluster info trace =7~ > RIZOWTITROHAIEZBHRL T 7Z&E W,

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
MASTER

ASA D S RB 1) 2T DAl

PLFOBNZIE, —fRHIREANTO ASA D7 T AXEHEDOTXTCHOa L7 4 Falb— 3 )N
GENET,

ASABLURAYTFODAT4FxaaL— 3200

WDay 7 4Falb—alBilid, ASAL AL v TFBORDA X —T7 oA AR LET,

ASAAf B —TIA4R AAYFAVZ—T AR
GigabitEthernet 0/2 GigabitEthernet 1/0/15
GigabitEthernet 0/3 GigabitEthernet 1/0/16
GigabitEthernet 0/4 GigabitEthernet 1/0/17
GigabitEthernet 0/5 GigabitEthernet 1/0/18
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ASA DEETE
LAY rDA VB —T AR E—FK

cluster interface-mode spanned force

ASMTRA—J—hrR Sy TavIaFxalL—3y

interface GigabitEthernet0/0
channel-group 1 mode on

no shutdown

|

interface GigabitEthernet0/1
channel-group 1 mode on

no shutdown

|
interface Port-channell
description Clustering Interface
|
cluster group Moya

local-unit A

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0
priority 10

key emphyri0

enable noconfirm

ASA2 R L—T J—hrR LSy T avTaFalL—>ay

interface GigabitEthernet0/0
channel-group 1 mode on

no shutdown

|

interface GigabitEthernet0/1
channel-group 1 mode on

no shutdown

|

interface Port-channell
description Clustering Interface
|
cluster group Moya

local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0
priority 11

key emphyriO

enable as-slave

TAR—A R =T R AV T4F¥alL—3Y

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface GigabitEthernet0/2
channel-group 10 mode active

no shutdown
|

ASAY S R4 .
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interface GigabitEthernet0/3
channel-group 10 mode active
no shutdown

|

interface GigabitEthernet0/4
channel-group 11 mode active
no shutdown

|

interface GigabitEthernet0/5
channel-group 11 mode active
no shutdown

|

interface Management0/0
management-only

nameif management

ip address 10.53.195.230 cluster-pool mgmt-pool

security-level 100

no shutdown

|
interface Port-channellO
port-channel span-cluster
mac-address aaaa.bbbb.cccc
nameif inside
security-level 100

ip address 209.165.200.225 255.255.255.224

interface Port-channelll

Ciscol0OS XA/ v FNDaAV T4 Fal—>ay

port-channel span-cluster
mac-address aaaa.dddd.cccc
nameif outside
security-level O

ip address 209.165.201.1 255.255.255.224

interface GigabitEthernetl/0/15

switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

interface GigabitEthernetl/0/16

switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

interface GigabitEthernetl/0/17

switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface GigabitEthernetl1/0/18

i

switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

nterface Port-channellO
switchport access vlan 201
switchport mode access

ASAY S R%B
88
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interface Port-channelll
switchport access vlan 401
switchport mode access

ATAVILEDT7AT7o4+—IL

25490 t0774791—1 |

ASA1

ten0/8

Cluster Control Link
192.168.1.1, .2, and .3

<__ portch1 Spanned |
port-ch1.10 inside VLAN 10 10.10.10.5/24,

man0/0
ten0/8

MAC: 000C.F142.4CDE |

I
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

MAC: 000C.F142.5CDE

5001:DB8:2::5/64

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Pool: 8 IPs)

B

i—

Client

0

!I

Server

g .
port-ch5 [
VLAN 10, VLAN 20 Trunk o
o
=
<
-
>
A

-

333221

BB e8Xa VT4 RAALUDODT—2 77 4 v 71201, %72% VLAN 23 BHfH T S
£, 72&ZIERNEFR Yy b U —27 FIZiE VLAN 10, Mt~ FU—27121X VLAN20 & L ¥
To B ASAITH—DOYEAR—FRHY | SNTAAL v FEliINV—F Il INnET, T
XU NA F =TI TWDHDOT, WHLY 7 EOTXTO/7 » FA3802.1q 7 7 /U b
EN x4, ASA X, VLAN 10 & VLAN20 DD 7 7 A4 77 4 —/LTT,

A%y R EtherChannel 2 95 & X3, AA v FHTTRTDOT—H VoI BRITNL—TFE
LT 1 2@ EtherChannel & 720 F3, ASA O 1 O2MEHRAREIC R > 8013, A A v FI135E
Woa=y "NEITrI 74 v 7 2BmoHLET,
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BAZY DA VB —T AR E—FK

cluster interface-mode spanned force

ASAI Y RA—J— RISy TarvI4FalL—>ay

interface tengigabitethernet 0/8

no shutdown
description CCL

cluster group clusterl

local-unit asal

cluster-interface tengigabitethernet0/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable
enable noconfirm

ASA2 X L—T J— RSy T avI7a4xXal—ay

interface tengigabitethernet 0/8

no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface tengigabitethernet0/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable
enable as-slave

ASA3RL—T J—hrRA LSy TarvIqsFaL—3ay

interface tengigabitethernet 0/8

no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface tengigabitethernet(0/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable
enable as-slave

TRARA—A2B—TA RV T4Falb—3Y

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipve 2001:DB8::1002/64 8
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interface management 0/0

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface tengigabitethernet 0/9

channel-group 2 mode active

no shutdown

interface port-channel 2
port-channel span-cluster

interface port-channel 2.10

vlan 10

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE
interface port-channel 2.20

vlan 20

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

25490 t0774791—1 |
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B 5o o0

S T4 9O DRE

Cluster Control Link
port-ch1
192.168.1.1, .2, and .3 S
WILC
ASA1
- /\ ten0/6
2 ) (] ten07 S
A =N A ten0/8 \W fen0/9 A
= it
- =5 | =3
g N 22 2l 08 3
o | 2L s3 213 2508
S o\ o] 3 ten0/9 0_53 £ -§
2 Opa | Mp2o o
= n8a P —-3a7" =
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cluster interface-mode spanned force
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interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7
channel-group 1 mode on

no shutdown
interface port-channel 1
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description CCL
cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

ASA2 X L—T J— RSy TavIasFXal—ay

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable
enable as-slave

ASBBRL—T J—hrR Sy TavTqs¥al—ay

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on

no shutdown

interface port-channel 1

description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable
enable as-slave

TRARA—A2B—TDA RV T4Falb—3Y

ip local pool mgmt 10.1.1.2-10.1.1.9

ASAY S R4
I



AsAY 524 |

B =<k EtherChannel £V 9T VT ULy BRERDETHT A TBRE LNA)

ipvé local pool mgmtipvé 2001:DB8::1002/64 8
interface management 0/0

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface tengigabitethernet 0/8

channel-group 2 mode active

no shutdown

interface port-channel 2
port-channel span-cluster

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface tengigabitethernet 0/9

channel-group 3 mode active

no shutdown

interface port-channel 3

port-channel span-cluster

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE
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Access Switch Access Switch Access Switch

Switch 2

% -7

Switch 1 Switch 2  Switch 1

Virtual Switch Link

Virtual Switch Link

1. Up to 4 units

2. 5th unit joined

333218

3. Maximum of 8 units
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Wirtual Switch Link
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cluster interface-mode spanned force
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interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/8

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/9

channel-group 1 mode on

no shutdown

interface port-channel 1

description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable
enable noconfirm

ASA2 R L—TJ J—hrR by TavdasF¥al—>3ay

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/8

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/9
channel-group 1 mode on

no shutdown

interface port-channel 1
description CCL

cluster group clusterl
local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2
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key chuntheunavoidable
enable as-slave

ASA3RL—T J—FrR ISy T avIqs¥alL—>ay

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/8

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/9

channel-group 1 mode on

no shutdown

interface port-channel 1

description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable
enable as-slave

ASMMRL—T J—hrR LSy TavIqsFaL—3ay

interface tengigabitethernet 0/6

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/7

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/8

channel-group 1 mode on
no shutdown

interface tengigabitethernet 0/9
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL
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cluster group clusterl

local-unit asa4

cluster-interface port-channell ip 192.168.1.4 255.255.255.0
priority 4

key chuntheunavoidable

enable as-slave

TAR—AA R —DA RV T4FalL—3Y

ip local pool mgmt 10.1.1.2-10.1.1.9
interface management 0/0

channel-group 2 mode active
no shutdown

interface management 0/1

channel-group 2 mode active

no shutdown

interface port-channel 2

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
security-level 100

management-only

interface tengigabitethernet 1/6

channel-group 3 mode active wvss-id 1
no shutdown

interface tengigabitethernet 1/7

channel-group 3 mode active vss-id 2

no shutdown

interface port-channel 3

port-channel span-cluster vss-load-balance
nameif inside

ip address 10.10.10.5 255.255.255.0
mac-address 000C.F142.4CDE

interface tengigabitethernet 1/8

channel-group 4 mode active vss-id 1
no shutdown

interface tengigabitethernet 1/9

channel-group 4 mode active wvss-id 2

no shutdown

interface port-channel 4

port-channel span-cluster vss-load-balance
nameif outside

ip address 209.165.201.1 255.255.255.224
mac-address 000C.F142.5CDE
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//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL_MACs
10 permit any any
mac access-list HSRP_VMAC
10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.l1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL_MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP_VMAC_ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown
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interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

YA FEEDEOICTBHEGZOIV IS ILIDER

A SRE T LTI, 70— UV MACT FLAZZNLL E7 ey 7 L THED LD
(2. T4 NE % OTV O HIRT 20ENH Y £3, BERW ONOBINRER DY £7,

BEEEL CWD YA FTOTV AA v F LD ASA 72— )L MAC 7 RLVRIZKRITHAXT 4 v
7 2 M) EBINTALERSHY T, 2o FUIZko T, KEHAIO OTV (34— — 1
A AV HE—=T oA AZINHEOTY N ZBIMTEET, =1t T 472 MZASA HO
ARP = MU BT TIZH 256 (ZHIBFOBRROSETT) | ARP IFHEE SRV
T, ZOFERLIIZRD FT, LER-T, OTVITEEET — 7 /LT ASA 7 7 —3L MAC
T R RAZEETHESITIHY FH A, OTVICITEEET —7 LN 12— LMACT R L&
B, OTV OFFHZTEIZOTV IFA— N~ A f X —T 2 A A% N L TL=F % A h X
Ty NET Ty T 4T LRNDOT, =%y AL Xy NI — b0 7 e —30 MAC
T RV Ry 7, BFOBRITUIB S E 7,

//OTV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC
no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow
50 permit ip any mac

ip arp inspection filter HSRP VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
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//Static entry required only in the OTV in the functioning Site

oY A FBERX LGSR, 7 VXEHEBIMLT, OTV TCIDAZ T 4 v 7 T kY
FHIRTAMLERHY FET, Fu—)LMACT RLADF—R—L A = "N &7 VTT A5
Wi, WHD OTV THAFI v MACT RLAF—T %7 V7352 EREFICEET
—g—o

MAC7 FLR T—JILDU )T

YA R E T L, Zu—SLMACT RLANDREZT w7 = MUNOTVISENEN
HEETE, D OTV A —R—L A f L H =T =2 AD T 11—V MAC 7 KL R Z528 T
EXDHEOCTHDHERHY T, OV A FREEBILEZL, 260 NI ET VT T4
ERH D FET, OTV DEEET — TN ZNHDT Y Y RRNT & 2HERT 572012, MAC
T RUVA T =T N ELTHELTIEIN,

cluster-N7k6-0TV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— B D T R e T e L L e P Lt
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

OTVARP v v aDE=A )Y

OTVIiZ. OTVA v H =T 2 A AR THEEHLIZIP 7 FLRIZxT 27 2% ARP ~D ARP
FyviarbfERFLET,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1w0d 00:00:31
cluster-N7k6-0TV#

YA EYSRE ) 2T D

ROFITIIYR—FSND 7 FTAZDEANEZRLET,

BRI B3 —T AR INL—T YK E—F /=AY X 54 EDHI

WOFITIL, WERV—Z LANERL— 2 ORICELE SN2 (V= AT T RFEAN) 2 50F—F &
VE—DFENFNIZ2DODASA T T AZ AURANBLBEERLET, 7T AF AT,
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D15

WOHITIL, &V A bOF— b =g —F ENEX Y NT—FRIICRESINTE (1 —A R

Tz A NMEAN) 200T =X —DENENUI2 DD I TARZ AN LGEERLE
T 7 T7AZ A NE DCIEH D 7 F AZHIH Y o 712 Ko TSIV TWET, £ A |k
DY T AE AL, NEE L OSNE F Ox v h DU — 27 2% L A,3 R EtherChannel % {#
L= AL v FITHH LT, 4 EtherChannel X, 7 7 AXNDTRTD Y ¥ — T A
RUanEd,

7 —% VLAN (X, A—_—L A FZ7 2 AFK— Mdfb (OTV) (EEREEOH D) %A
LTCHA MEICIEESNE T, N T 74 v I BT TAXGETCTHDIHAITNT 7 4 v 7 3DCI
i L TP A MIEEFE SRV E 22T DIE, /r—YLMACT RL A&7y
THT4NEEENTOILERNHY ET, 1204 FOI T AKX 2=y FPEERFEIC/L-
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58, b7 40 MOV A DI T AX 2=y MIEEEND LT 4V Z BHIFRT
HVENBHY FT, VaclZHH LT, 22— S)LOMACT RLADT 4 VE U v 74 A NE
BHVET, BB U—XTA4 0 — FBEH I N Nexus 2 EDQO—FDAA »FTiL, 7 a—
ZSOVMAC T RLVAMMBD ARP X7y a7 a vy 73T 5720 ARP A VAT v a b H
THLERHD £, ARPA VAT 23 Tlid, ASATY A FOMACT KLAREH A +D
IP7 RLVADWMFERETHDHLERHYET, 14 NOMACT RLADHZREHRET HLHEE
WP ARP AV ART g UEBHICL T ZE, Ffic>nwTix, hh—7y RE— K
A NEZZAZ YT O OTVEE (101 X—) | 2L TLTEEN,
JIARE, Wiy NU—27 D~ oA L L THRELE T, T XCHOIVTAFX 2= |k
MTHEAEIND 70— VRIEMAC X, N7y NEZETHORFICERESNET, %
fF Ty NI, £DC T TZAZMNLOH A NEAEDMACT FLAZMERALET, ZOREIC
X0, MACT7 7 v B TORNEZRS 2ODRR DR — N THEOHA "B ELE 77—
AMACT RLUAZAA v FNEETHOEIELET, bV, A4 v FiT¥ A FDMAC
T RUVADOREFE L ET,
ZOTFIVATIEH, ROEHITD £T,
« JTAEANBEEEINDTXTOHII Ny b, ¥4 POMACT RVAZEEA L,
F—HEL A —Tr— T RENET,

¢« VTG ARADTXTDAN NNy M, Ze— UL MACT RLAZFEHLTEEINS
728, WHFDOYA FhTHTIhDL=y hTZETEET, OTVTD T 4 L ZIZL-T,
T—=E L E—ND T T 4w Ina—h T4 AENET,
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OTVREDH&ERA N T T 7T 4 AZHONWTIE, V=T v RE—=RH¥A K NiZTAZY T
D OTV #HE (101 X—) ZZML T EEN,

ZX/\> K EtherChannel F S5 U ARF7 LU N E—FK /J—XYHX Y4 FEIDOH

WORFITIE, WEL—& LML — 2 OMICEE Sz () —AF T RFFAN) 2007 —F &
VE—DFENFIUZ2DOD T TALZ AUNRRNHELGEERLET, 7T AKX AN, DCI
BHOZ ZAZEHY 71k o TER SN TWET, £V A DT T AKX A8 F, NEER
KON D 2 23 K EtherChannels Z{# ] L Ca— /L A A » F 28 LE T, 4 EtherChannel
I, 77 AZHNOTRTOY ¥ — VAN SINET,

BT =L X —DONEIN—Z EAERL—2IZOSPF L, F 7 AT L | ASA %
WL ET, MAC LT, V—FDIP IZT_XTONL—FT—ETYT, DCLIZFE=2 A b
N—REENVEBTHZLICLY, FFEDY A FTTRTDI TAHX A NRE T LW R
D, N7 4w 23K T =2 X —RNICHEFRSIVE T, 7 7 A X BIEIFE OB & MERF
L7, ASA T AKX hoL— MME, EA FTRICTZ Y v ¥ T A—7 %87 5
VERHY ET, 12OV A bOTRCDT T AL AUNIEENEELEZSA, N 774
TIIHEN—2 D DCIRRBETHOY A Dy T AKX A NZELRET,

ASAY S R4
105 | I



| AsAs 524

2% K EtherChannel k5 Y ZRF7 LYk E— K /—24 92 44 rEos [
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FIEEf SN T — 2o X —2 DY v —3 LT A3 K EtherChannel Z 5 L £33,
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