VLANH I B2 —T (4R

ZDOETIE, VLAN YT A v H—T 2 ZAZRETDHHECHOOTHBAL £,

) =N FarsFFAPME—RTIE, ZOHOTRTOH AR BV AT AFTAN—ATIITLT
LTIEEN, VAT LFATAR=ZIZ A TWRWEA, [Configuration] > [Device List] <A >
T, TIT4TR2T A AIPT RLADTFIZH D [System] &5 77 VU 7 LET,

s VLAN V7 A L B —T = A ZZHONT (1 =—2)

s VLAN VT A L H—T 2 ADTA LA 2=)

*VLAN VT A U H =T 2 ZADHA KT A > LHIBHE 3 —)
cVLAN Y7 A v X —T 24 ZADF 7 4V "NEE (3 —)

*VLAN V7 A =T 24 AL 8021Q N T XL TORE (42—)
¢ VLAN D% T A v B —T = A 2D (6 2—)

s VLAN V7' A L B —T = A4 ZADJERE (7 2—2)

VLAN D4 B2 —TJ 24 X[ZDLVT

VLAN VT A v H—T oA ZEEATHE 1 DOYHEA L X —T = A A, LEA LV H—T =
A A, F721% EtherChannel £ > Z —7 = A A%, $72% VLANID T 7+ SN 7= EH DO
AL H—T oA ATHETEET, VLANY T A U H—T 2 AN 1 DU LEH LA o F—
7oA AL, BHEIUIZ802.1Q T v 7 L LTHESNET, VLAN Tk, FTEOWEA v ¥ —
T2AALETR I 74w 7 B0l TEBLLZLENRTEE2D, WALV X —T A4 AFIT
ASAZBEMLRLTH, Fy NUV—7 ETHHATEDA VX —T oA ADEEHET Z LN T
TET, ZOMRIZ, K2 TIAMNIBEAEDOA U E =T oA AEFEV B THZENTEDHD
T, w/F arFX AN E— R TEIZERTT,

12D 7F54<1U VLAN & 1 SDFEF- 3O o #) VLAN 2R ETXET, ASATED
VHEUVLAN Ch I 74w 2ZETHE, TNae 774~ VLANIZ~v Y LET,
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B vwwssros—7z12050102

VAN DA A3 —TJ x4 ADS5/4M 2R

ETIL 4t REH

Firepower 4100 EHET A A 1024

Firepower 9300 RS 4R 1 1024

ASAVS YT A £ X 225

ASAvV10 BT A Z R 150

ASAV30 BT A &2 X 1200

ASA 5506-X AT A BUR S

ASA 5506W-X Security Plus 7 1 & A : 30

ASA 5506H-X

ASA 5508-X ERZ A | A 50

ASA 5512-X HART A B A 50
Security Plus 7 A &> : 100

ASA 5515-X HARZ A/ A 100

ASA 5516-X AT A B A 50

ASA 5525-X HARZ A/ A 200

ASA 5545-X HART A& A 300

ASA 5555-X HARZT A X 500

ASA 5585-X FART A A L Security Plus 7 A &2 A :
1024

ASASM HFAR—FLARN

ISA 3000 AT A BUR S
Security Plus 7 A &/ A : 25

N

GE)  VLANHIRO®HRE L TH T b T DA F—T x4 AT, VLAN 2|9 4CTFE T,
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VIAN G T4 2 8—T 14 20 %1 K51 v esipEr ]

VLAN G DA 28— x4 ADHA K54 2 EEIREIR

ETILOYHR—

¢« ASASM : VLAN V7' A4 % —7 = A4 XX, ASASM TIIHR— b EnEH A, ASASM D
AE—T A RE, TTIAL v TFPOLED Y THNTVLANA VX —T = A ATT,

ZOMOAA K54

cWERA B =T = AA A LDF TRy SO T A o H—T = A 2B DY
B MEBA L E =T oA AT T 74 w7 BRI ERNEIICTAHI LB E
T, WEA LV H—T oA RFEZ T DR Ty MBS EH I ENTELLDHTT, =
ORI, TRA Y H—T 2 A AXT DT 77 4 7T 72WPRA > % —7 = A A & EtherChannel
VoIS TCIEVET, NT T4 IR T AU X —T oA AT HI21%, Yt
AE—TxA A, JLEAVF—T A A, £7213 EtherChannel A > % — 7 = A AHA
F—=T Ml TCWDRENRS D72, N T T4 v I RS X —T oA A, JUEA
5’ 7:41 ¥ 721X EtherChannel f > % —7 = A A& @B LWL HIZ, £ ¥ —T =

AR ERE LW TL &N, PPiA v Z—T = R ;ﬁ%x& T A A,
itiEtherChannel%/& T2 A ATHE T DRV y @il swa550%, @ER
D name 2 ~v > REHRETETET,

ZLDETFLTIE, BHA L EZ—T 2 AA ZADYTA L E—T oA AEHETETETA,
TA B =T 2 A ADYR—MIONWTiL, Aoy MNAR—F A F—T =2 Af ZA%H
L TLIEEN,

ASA IZ Dynamic Trunking Protocol (DTP) Z#AR— K L TWRWos, HEFEIILTND A
AYTFR—= BRI N T X T TDHRIICHETLILERDH Y 7,

BlA ¥ —7 = A AD[A U Burned-In MAC Address Z {925 DT, ASA TEHRIN=Y
TA B =T 2L AZ—BEDOMACT RLZZEIV S THZ L TEET, 728 203,
P—ER TN X —ZL5TiE, MACT RLRIZHESWTT 78X v ba—La2%E
TTHBERHVEST, F/-. IPv6J o7 a—H L7 RLAIMACT RL AR IZHSNT
ERENDTZD, VW TA L H—T 2 A AZ—BEDOMACT RLAZEID Y CTHZ LT, —
BEOIPve V7 ma—b 7 RUANEEEIZ/R Y | ASA TREDA Y AX U ATD N7
T4 ORIl ERETHZ LN TEET,

VLANY A B3 —D A RADTIAI FEEE

ZOETIZ, THHFFOT 740 a7 4 X a b —2 g URREINTWRWESDA
H—=T oA ADT 7 )V REERLET,

VIANY TS A2 —T (4R .
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VIAN9 T v2—Tz4Z |

B vwwsoros—orrze8m10 kSR s0RE

AVB—DTARADT I AIL FDIKEE

A EB—=T A ADT T /L OWRBEIZ, TOXA TBIRa L FHFANE—RNIZLoTHER
nET,

vNVF arTXANET—RTIE, VAT LFATANX=ZANTOA F—T = A4 ADIRFEIT )
NHOOT, TRTOE Y Y THELDA L H—T 2 A ANT 7 4L hTA RX—T MR >TWE
T, 72l L, NI T4 I N E—T oA AZERTH1DITIE, £ F—T (4 A
VAT BFIFAR—=ANTA F—T WMo TV DBRERH Y F9, /L F—T = Af A% A
T LFITAR—=A Ty Yy MU T HE, ZDOA X —T x4 AL, TNEHFLTNDLT
RCOAVTHFARNTE T LET,

VTN T RERIIVAT AFETAR—ATIE, AV F—T A ADT 7 4 /b hOIRBEITIK
DL TT,

WA LB —T 2 A A T 4 =TI,

*VLANY T A L Z =T 2 A R A =T, 122U, DT T4 I NI TA L F =T = A
Az @RS D72 0IIE, WA =T 2 Ab A R—T NI R > TV DLRENRH Y *
@—O

VLANH JA 8 —21x4RE8021Q FS X209 NDE%

N3

ATy T

ATy T2

VIAN YT A 2 —T 2 A=A L X —T x4 A, WA VX —T7 x4 A, £721%
EtherChannel f > % — 7 = A AIZBIMLET,
1R B

~YNATF ArTHRANEF-RTIE, VAT LAFETAR—ATROFIEZFATLET, £V A
ThAT 4 F2lb—Tar E— RITAS TWRWES, [Configuration] > [Device List] XA
VT TITATIRTNAADIPT RLVAD FIZH D [System]| X T N7V v 7 LET,

FIE

AT HFAREFT—RICE o TRD X HITE AR £,

s VUV E— FD4E . [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] 2
A IR L £7,

s vIVTF T— ROGE, VAT AFEITAX—ZT, [Configuration] > [Context Management] >
[Interfaces] ~1 > &I L F 7,

[Add] > [Interface] DJIEIZEIR L F 97,
[Add Interface] ¥4 712 7R v 7 ANFRINET,
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ATvT3

ATy T4

ATy TH

ATvT6

ATy 71

ATvT8

ATvT9

VAN 4 T4 v 8—T x4 2E 8210 r5oxos0EE [

G v E—FOGAE, ZOFIETHEGE LTW5H DI [Edit Interface] %4 7 7 7
R T ADIRTA—=Z DY Ty OB THDHIZD, MD/RT A—H2 ZFRETDHHE
X NV—T Yy RE—FRA L EF—T2AfA AL NT ATV N E— RS ¥ —T =
A AEZBRLTLLESY, A F avTHA N ET=RTHE, /¥ —T A ADK
EEFETTAHANS, IUTHFANMIA U H =T oA ZAZED B THMENHY £,
YNANF A THXRANOHREESHRLTIIZIN,

[Hardware Port] K2 X 7 U R KD, W7 A H—T x4 A%BINT HWERA X —
Tz A, MEA VI —T 2 A A, FREIHR— M F ¥RV A U F—T = AZEIRLET,

AVH—=T oA ANEFEA F—T N TROYEIE, [Enable Interface] T v 7 Ry 7 Aa 4
LET,

A B =T 2 A AFT 7V hTA R—T N> TWET,

[VLANID] 7 ¢ —/V RiZ, 1~ 4094 ® VLANID % AJj L £,

VLANID (21, B SN TWA AL v FTPFHINTWEHO0RH D 7, MOV T,
ZA v FDv=aTVESRBLTLLEFEIN, wLF 27X RN T— KOS, VLAN [T
AT LRETCLORETETERY A,

[Secondary VLAN ID] 7 4 —/b RiZ, 1 9Ll E® VLANID % A_X—ZX £ 72134 <~ TXPI- T
AN UET, T 2®HOEAITY v 2 2L £,

ASAITEA U HUVLANT N7 7 4 v 7 25T DL, TDNTT7 4 v 7 %774~V VLAN
vy 7 LET,

[Subinterface ID] 7 f —/L RIZ, T A L H—T =4 AID % 1 ~ 4294967293 DEHTAI L
iTo

TSN TA L H—T oA ADFE X, 7TV F 7+ —AITL-> TR 4, RERIT
ID#EHETEEHA,

(A7 3 ) [Description] 7 4 —/V KIZ, ZDA ¥ —7 = ADiHE AT LET,

X 240 SCFLUNTANCTE ET, BATHEANTIZIITTANLE T, v AT a2 7TF A
E— ROBE, VAT LOHMBE T A NOFRAICERIZS Y FHA, 72— F— 33—
FIIAT— K V7 DA, #tBIX TLAN Failover Interface] . [STATE Failover Interface]
$721% [LAN/STATE Failover Interface] 72 EIZEESNET, ZOMMITRETE A, =
DA LE =T 2 A A% T 2 —)VF—NR_—FFAT— ) TIZLEEE, 22 CTAJILET
NTOFMPAR, ZOBEEOHH T EFEE INET,

[OK] %7 U v 7 LT,
[Interfaces] ~SA IRV £7,

EENEYD
VLAN VT A B —T 2 ZADTA LA (22—)
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VLAN DY T4 32— =4 Dl
WIS, Yo I T KCHT A 2 Hm T g ADRT A— 5 ETREF HIIERLET,

interface gigabitethernet 0/1
no nameif
no security-level
no ip address
no shutdown

interface gigabitethernet 0/1.1
vlan 101
nameif inside
security-level 100
ip address 192.168.6.6 255.255.255.0
no shutdown

WIZ, Catalyst 6500 TED X HIZ VLAN v v B V3 ET 200 &R LET, /—F%&
PVLANS (Z#55t9 5 HEIC DWW T, Catalyst 6500 DX EH A REZBHL T 2 &0,

ASA Configuration

interface GigabitEthernetl/1
description Connected to Switch GigabitEthernetl/5
no nameif
no security-level
no ip address
no shutdown
|
interface GigabitEthernetl/1.70
vlan 70 secondary 71 72
nameif vlan mapl
security-level 50
ip address 10.11.1.2 255.255.255.0
no shutdown
|
interface GigabitEthernetl/2
nameif outside
security-level O
ip address 172.16.171.31 255.255.255.0
no shutdown

Catalyst 6500 Configuration

vlan 70
private-vlan primary
private-vlan association 71-72

|

vlian 71
private-vlan community

|

vlan 72
private-vlan isolated

|

interface GigabitEthernetl/5
description Connected to ASA GigabitEthernetl/1
switchport
switchport trunk encapsulation dotlg
switchport trunk allowed vlan 70-72
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VAN 4 T4 > 8—7 x4 20BE [

switchport mode trunk
|

VLAN S DA U3 —T 24 ADEFE

R1I:VIANY DA B3 —T 24 ADEE

taE

iy

N— | BEEETRER
3

N

~

VLAN D40 700) | IROFIFRIEAHIIN S vk Lz,
* ASA 5510 JEART A 22 AD VLAN 23 0 705 10 [Z¥ 2 £ LTz,

« ASA 5510 Security Plus 7 1 = > A® VLAN 275 10 725 25 I8 2 £ L
77

« ASA 5520 ® VLAN #4723 25 725 100 IZH#E 2 & L7,

* ASA 5540 @ VLAN %273 100 725 200 (ZH§ 2 F L7z,

VLAN o0 722) | VLAN ORI NETE S E Lz, ASASSI0DEEART A B 2 TIX100 5
50 12, Security Plus 71 & 2 A TIE 25725 100 12, ASA 5520 Tl 100 75
150 12, ASA 5550 TIE 200 725 250 128 2 TV E 9,

ASA 5580 @ VLAN ¥ #an 812) | ASA 5580 - THAR— K &5 VLAN 28 100 225 250 ICHI SN E L7,

EHL XY VLANDTFS5A4<Y |95 | % T Ao B —T A AT, 1 DL EDOEDZY VLAN ZHETX A L)
VLAN ~D~ v B2 7F DY HR— |k W72 E L7, ASAIZEH VXY VLAN ThI 7 4 v 0 %55 L, *
NE 77 A4~U VLANIZ~ v 7 LET,

WOE AN ZjLE L7z, [Configuration] > [Device Setup] > [Interface
Settings] > [Interfaces]

[Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] > [Add
Interface] > [General]
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