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« ACL DF%E (13 X—)

« hUV TN—TDERE (14 =)

e 7 UT Ny TOEREA L E =T 2 A A~OHH (15 —)
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O 74FxXa2aL—a3 DFEED

T, ZOETHPT AV ILDOLANt-LAN Y 7 f X o bL—3 3 o OEZ B L
9, BOIAT, FEOFFMEZRALET,

hostname (config) # interface ethernet0/0

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) # nameif outside

hostname (config-if) # no shutdown

hostname (config) # crypto ikevl policy 1

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy)# encryption aes

hostname (config-ikevl-policy)# hash sha

hostname (config-ikevl-policy)# group 2

hostname (config-ikevl-policy)# lifetime 43200

hostname (config) # crypto ikevl enable outside

hostname (config) # crypto ikev2 policy 1
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B <1 7207520 2= FTOY1 FY—H4 VPN ORE

hostname (config-ikev2-policy)# # encryption aes

hostname (config-ikev2-policy)# group 2

hostname (config-ikevl2-policy) # prf sha

hostname (config-ikev2-policy)# lifetime 43200

hostname (config) # crypto ikev2 enable outside

hostname (config) # crypto ipsec ikevl transform-set FirstSet esp-aes esp-sha-hmac
hostname (config) # crypto ipsec ikev2 ipsec-proposal secure

hostname (config-ipsec-proposal) # protocol esp encryption aes

hostname (config-ipsec-proposal) # protocol esp integrity sha-1

hostname (config) # access-list 121 list extended permit ip 192.168.0.0 255.255.0.0
150.150.0.0 255.255.0.0

hostname (config) # tunnel-group 10.10.4.108 type ipsec-121

hostname (config)# tunnel-group 10.10.4.108 ipsec-attributes

hostname (config-tunnel-ipsec)# ikevl pre-shared-key 44kkaol59636jnfx

hostname (config) # crypto map abcmap 1 match address 121 list

hostname (config) # crypto map abcmap 1 set peer 10.10.4.108

hostname (config) # crypto map abcmap 1 set ikevl transform-set FirstSet

hostname (config) # crypto map abcmap 1 set ikev2 ipsec-proposal secure

hostname (config) # crypto map abcmap interface outside

hostname (config) #

write memory

TILFATEFRAME—FKTOYA bY—H A4 FVPND)

=L
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ax ;&

&

ATy T2

ATvFT3

~NVFE—RTHA FY—H A F VPN 2V R— b9 512013, ROFIEZFIATLES, Zhbd
DFIEZFETLT, VY —REO Y THREDL IS NEDONE R TEET,

FIE

VNV FE—ROVPNZHEL, VY —RA 7T RAEHEL, FA SNz Y —2AD—#HL LT
VPN 74 o A %8R LET, [Configuring a Class for Resource Management] T, ZiL5H D%
EFMEZ T LES, RICREFZRLET,

class ctxl
limit-resource VPN Burst Other 100
limit-resource VPN Other 1000

AVTFXFARNEREL, VPNITA BV RAETFRAITAHRE LT T ADA L AN—ZLET, KRIZ
BEH E R LET,

context contextl

member ctxl

allocate-interface GigabitEthernet3/0.2
allocate-interface GigabitEthernet3/1.2
allocate-interface Management0/0

config-url disk0:/sm_s2s_ikl ip4 no_webvpn.txt
join-failover-group 1

g7 7 A, KRV —, VT h~u 7% A4 Y —P A FVPNOI T )L o
YT XA MO VPN RE EFRERICERELET,
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1v9—7z420%% |}

A 28— 14 RDEFE

ASAITIZ. D L2000, v Z—T A ARHY ., THHEZZTIINTBLORNTE S
WET, RIS, AMEA =T o AFIARNT T w7 A F =%y MIERSNET, —.
N A v B —T 2 A AT T TARXR— Ry NT—7ICER S, — KO T 72N ESN
iTO

BHIZ, ASAD2ODA L H—T 2 AEHEL, £ Xx—7 M LET, KIZ, LAl IPT
KL A, BEOYV TRy bR 2D Y TET, 73T, EF=20T7 40 UL, &
B, BIOEX2VT 4 T7I9AT LV ATO_EBRELZRELET,

N\

CE) ASADHEA L HZ—T A AT KL A (IPv4d & IPv6 Dl J7) 1X, 774 _X— MMIlOT FL &
R EEL TV T8 AL

FIE

ATFYT1 A2 =T AR AT 4 Fal—arF—FRCADZE, ZJa—vary7 X2l —
vary ET—RT, RETEIA X =Tz ADT 74V "4 &EHEEL Cintafaceza~ > N &
AN LET, ROFIT, A4 F%—7 = A AL ethernet) T,

hostname (config) # interface ethernet0/0
hostname (config-if) #

RARTYT2 A B =T 2 AADIPT RLRAELHF TRy b A7 ZRET HI2IE, ipaddressz~ > F& A
HLET, OFIT, IPT7 KL A1E10.104.100, V7% v b = A7 1£255.255.0.0 T7,

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) #

ATFYT3 A H—T A AL EAMT DI, namef a2~ FEATILET, R4 XFETT,
DOAFNEL, RTELIEHZRTOLFIITEETA, ROFIT, ethernetd { > % — 7 = A4 ADLENT
outside T,

hostname (config-if) # nameif outside
hostname (config-if) ##

ARTFVTE A F—T oA A% A X =TT DL, shutdown =<2 RO noX—Ya 2 AN LE
T, TIFNEITIE, AV Z—T =2 AITFT 4 B—TILTT,

hostname (config-if) # no shutdown
hostname (config-if) #

ATw TS BHEEZEFETHIE, writememory =~ > RE AL ET,
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B osakvp iy o —oREL AL 28— T T4 RTO ISAKMP DA F—T L1k

hostname (config-if) # write memory
hostname (config-if) #

2Tv 76 FUFET, 2FBDOA v F—T oA A5EHELET,

ISAKMP K1) S —DRFEENEFA VFZ—T A XATD
ISAKMP O 1 ~— 7' )L 1k

ISAKMP (%, 2 5 D7 A kT IPsec Security Association (SA; Z¥=UT 4 7V m—T 3 V)
DO —HSE 500 — 3y 7Fa halLTd, Tk, SABMHED 7 +—
<y MIAEBETALDOLFEDO 7 L— AU —7 2R LET, 22l SAICETAET &
ODFxIvT—ay, BLOSADOEREIFHIBRNE ENET, ISAKMP DRI v — 3
YNE20oDT7 =R (T2—R1 ET7x2—X2) IZhmpnTWET, 7=—X 1L, kD

ISAKMP XAy x—3 90 Ayt —VZR#ETHRND b XNV EERLET, 7=2—X2

TlX, T X E2RH#ET D b RUBMER S LET,

IKE |Z. IPsec Z{FMT 575D SA OFEIZ ISAKMP 2 LE4, IKE X, 7 ORI
EESNAE S % —%21Elk L £9,

ASA 1. U 73— Cisco VPN Client 2> b4t 3 5 72 @D IKEvl, 3 &£ O AnyConnect VPN 27 5
AT FDIKEV2 ZH AR —FLTWET,
ISAKMP % T3> T—3 a3 VOEMERET DX, IKERY —%FERkLEd, ZOKRY v—
12X, ROBLOBEENE T,
« IKEV] BT ZEERS DRGE Y 1 7, FEEZ T 5 RSA B4 F 7213 FHATHA F— (PSK)
<9,
T X ERH L, TTAN—EFDHEE ST,
s EEHEEREL, WEPICA v E—UDRETFIN TN Z & Z{R{ET % Hashed Message
Authentication Code (HMAC) J7=,
HEXF—RET N AY ZALDORBELZRET DT 74—~~~ T—T, ASAIZZ DT
NTY XNEHALT, BEEF—tayva I—Z2EHLET,
« IKEv2 TiZ. BI{E® Pseudo-Random Function (PRF; SeLlEL4B%) #7132 XA E LT

R LC. IKEV2 b > RLORE AL B 2 0 — PSR b Ny o 2 BEA BUS L C E
L7

c ASADEEF— 2T AR OHKIE, ZORENRIET A LS — 2B X F T,
IKEVI RU S —%FH LT, RIA—F L1 HOOfEEHELET, IKEV2 TiX, H—0DR
Uo—Zxt LT, BEOREEAbE A T LBHLA T, BLOEBOBEET LT Y R LERE
TEXFET, ASAIE, BEZEXF 2T ERERLEVLOLLE LRV DIZIE~NE X, ZOIEF
FEALTCET ORI =23 UEITWET, 22k > T, IKEvl &REERIZ, FFrTESh
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IKEv1 #2600 15AKMP K 1 o —niE [}

HEMMAEDEERETEHZI L, FAIENDEZTRXTCDO RN T VAT —LERIETHZDIC
H—7aR—YPLiEEkEcxEd,

Z 2T, IKEVIBEQIKEVR R Y V—ZER LT, f V4 —T = A ATA F—T /T HF
NEIZ DWW TR L5,

« [KEv] ##: D ISAKMP R U > — DK E (5 2—)

« IKEV2 #5550 ISAKMP R U & —DFE (6 2—)

IKEv1 $#t D ISAKMP 7R!) —DE&E

&

ATy T2

ATvT3 0

ATvT4

ATy TH

ATYT6 H

IKEv1 #56¢ D ISAKMP 7R U v — %7 E T HI21L, cryptoikevl policy priority =~ > R&fEH L
TIKEVI R v—ar 7 4 FXalb—raryET—RethLET, 22 TIHIKEVI OD/RXT A —
AERETEET,

FIE

IPSecIKEvI RY > — ar 7 4 Fal—yary B— RERBELET, RICHEZRLET,

hostname (config) # crypto ikevl policy 1
hostname (config-ikevl-policy) #

SEEFRERELET, ROFITIE, FaiaFr—%2RELET,

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy) #

e R ERELET, RIC, ZRETHHERLET,

hostname (config-ikevl-policy)# encryption aes
hostname (config-ikevl-policy) #

HMAC FRZHRELET, kOFITIiL, SHA-1 IZTERELET,

hostname (config-ikevl-policy)# hash sha
hostname (config-ikevl-policy) #

Diffie-Hellman 7 /V—7 2% E L E T, KT, I —T 14 2R ETHHlZ R LET,

hostname (config-ikevl-policy)# group 14
hostname (config-ikevl-policy) #

EEX—DTA4 78 A4 LERELET, ROFITIZ, 43,200 (12 K[ ICRELET,
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B xevizso save oy o —omE

ATy 71

ATvT8

hostname (config-ikevl-policy)# lifetime 43200
hostname (config-ikevl-policy) #

VTN arTXA RN EB—=RERLEIATF aTH AN E— KT, outside EWVVH A HF—
7z A AEDIKEVlI A X —T NI LET,

hostname (config) # crypto ikevl enable outside
hostname (config) #

BHEAERAFT DL, writememory =2~ > REZ AN LET,

hostname (config) # write memory
hostname (config) #

IKEv2 $£4E 0 ISAKMP R1) & —DEEE

ATy I

ATy T2

ATy T3

RTvT4

ATy TH

IKEv2 #%f5¢ D ISAKMP 7R U > — %% E 3 % 21%. cryptoikev2 policy priority =~ > K& L
TIKEVR RV — a7 4Xal—arT— REHBELET, 22 TIXIKE2 D/8F A —
HERETEET,

FIE

IPsecIKEV2 RY o — a7 4 Xal— gy — REBBLET, RICHEZRLET,

hostname (config) # crypto ikev2 policy 1
hostname (config-ikev2-policy) #

W NERELET, RIC, AES ZRET 202" LET,

hostname (config-ikev2-policy) # encryption aes
hostname (config-ikev2-policy) #

Diffie-Hellman 7 Vv —7 %% E L E T, KIZ, FNA—F 15 2R ETHHl 2R LET,

hostname (config-ikev2-policy)# group 15
hostname (config-ikev2-policy) #

T AANE LU THHET 28G5 EI%% (PRF) 5% E L, IKEV2 k> RV ORE LI M E
72 —RHEGH & Ny B EA TG L E T, ROFITIE, SHA-1 (HMACXU T > ) &8%
FLET,

hostname (config-ikevl2-policy)# prf sha
hostname (config-ikev2-policy) #

WS —DT7 4 724 LaRELET, ROFITIET, 43,200 F (12 FfH) ITRELET,
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ATvT6

ATy 17

IKEv2 DEE+—

ke o s —3xie [

hostname (config-ikev2-policy) # lifetime seconds 43200
hostname (config-ikev2-policy) #

outside L WIHA v EZ—T A A LD IKEV2 A F— T VI LFET,

hostname (config) # crypto ikev2 enable outside
hostname (config) #

BH ZARIFT 5121, writememory =< > R&E AN L £,

hostname (config) # write memory
hostname (confiqg) #

AR

IKEv2 |Z, Diffie-Hellman (DH) 7/ —7%fH L T, f = T—X L L AR X O THA
P 2 TSt L E9, IKEV2 1%, B3 B a—XILEMND IPsec W15 2 R#T 5720 0B MO
XA AR— ML TWET, SRZMITITRARLIDHINV—T2FEHLET, SAEY b7 >
THICEHR SN WAL, BN OEET 5T X TOXF—0fMAHHbE T7, IKESA
%, IKE 7 W TOEEDO ¥ —ZWE LI ET,

ASA X, BEEXF—ZHIZ T OOF LW RN T U AT — A2 A TEERALET,

« BIMOF—2H 1 (IANA fH 6)

« BN X —7%5H#2 2 (IANA fE 7)

« BN F—73H#1 3 (IANA fH 8)

« BIND X —72# 4 (JANA fE 9)

B X—%5H 5 (IANA f# 10)

« BIMMOF—2H 6 (IANA fH 11)

« BINOD X —72H#2 7 (JANA fE 12)
R T OOBRF— e ETEET, RETDIBMOF—H T EIZDH 7 V— 7 Z48E
THMENRDY £7, ASA X, LARIORW TR — 2 H L CTHREF—RzRE b L E
T A=V T —HETELVAREETNDH L —7 I oW TEBE LRWES, 3 xo—
g EB L, NO_PROPOSAL CHOSEN = J —@IA A = = — X IR ESNET, b

FUAT F—2% [ L (none) JICERET DI EHLTEET, [72L (none) | ZBINT B L
F—ARHUIITONER A,

A=V —Z|ZONT, =G XPNEMOF—Hnizxt LT[ L (none) JIZHEESN
TWAHGA

s LARUZIE, BINOF—ZHan DX —ZH AL LT[ L (None) | IR TE 7,
BMOF—ZHUIA T a o TH,
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B s —sporEsEcAREE

TuR—=PNDOR AT —a Y ERDSEDITIE, A =2 2—Z DT RR—=FLDOFTTO
FNGVAT ;=B ARVED N T AT —L e —HTHYLENHY T,

wiz, £ = a—2ZDOHlERLET,

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 5
key-exchange-method none

VARV ZZIE, 7aR—P a2 —HEEB7DITEMO S —35#1 5 NLE T,
T RBNMOF—H AR — L TOARWESIT. ROWTHIBREAEL T,

A VT —HIZVAR DT aR—=P L —FT R0 IKEV2 7R —V 10N dH 55
& . IKEv2 SA DMt S E

« ET7IXIKE SA_INIT &ZZHi A v B — TV NOBMDOXF—RWD N T VAT — LB A THAR
HAR NI AT =247 LTHRY, TR —PLizaxy 7 LET, xIvT—
v EAEE L, NO_PROPOSAL_CHOSEN = 7 —i@AI A = = — X ZEE S hE T,

Z OMBEDFEMIZ DWW TIE, RFC 9242 &ML TL &0,

IKEv2 B ¥ —RILDEIEFHLHFIREE

« R T OOEHF — M AEFFOZ LN TEET,

« BfED X — W CH U DH ZV—T % T2 2 L3 TE EHA,
ZOEREIZOWT, ASA IR E I AR—FLEEA,

« IKEv1

cPERDF AL R A T T VT Y XLAR—2AD X —ZWOMHRE D,

« VE— b 727 &R VPN ¥ A L] VPN OFH203 IKEV2 I — Az AR — N LET,

I T ARH

IKEv2 DEHF—KBDERTE

ZORTEIFATva T, BFarCa— KBNS IPsec BIEZELI-WEAIE. RE
EFEITTEET,
IR HEIIZ

c EEFHEAIRFEZME L E T, FEMIOWTIE, IKEV2 B — 22 # oo 4o & il
REH (8 —Y) Z2ZMLTIZEN,
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ATy T

ATy T2

ATvT3

ATy T4

ke s —xmozz [

cIKEV2 RYU > —DIERALT A ITY XA, Ny a7 Y XA, HirFR, BLOSA T
A TEALERELET, FFMIZONTIL, IKEVIARY 2 — L IKEV2 R Y O —DRELXS
FRLTL7ZE0,

FIE

IKEV2 R U > —% B L £,
crypto ikev2 policy policy_index

a7 MIiE, IKEV2 RY o —HREE— RRFTRSINET,
5 -

hostname (config) # crypto ikev2 policy 1

IKEV2 R Y > —DiBMDF—5ZH s T AT — bR ELET,
additional-key-exchange <1-7>

fmyfb’ L. IKEV2 R Y —DBINDOF—REHTEE— RBEFRINET, 1 D2ORY —
R TODF M NF U AT A — AERETCXET,

il -

hostname (config-ikev2-policy)# additional-key-exchange 1

BMOX =W r T A7 4 — A1 DU EODH VNV —7 % EHR L T, F—RM RN AR E
LET,

key-exchange-method <DH_group>

DH 7 v—7% 14, 15, 16, 19, 20, 21, £7/-331 ¢fBELFET, P TV AT —Lb%&[72L
(none) JIZRRETAHZ & HTEFET, [/2L (none) ] ZBIRT DL, F—HIITObIEH
Ao

11
hostname (config-ikev2-policy-ake) # key-exchange-method 21 31

IKEV2 R U ¥ —IZEEOX —ZHEFZRTET DI, FE2 L3 2BV LET,

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy)# additional-key-exchange 1

hostname (config-ikev2-policy-ake) # key-exchange-method 21 31
hostname (config-ikev2-policy)# additional-key-exchange 2

hostname (config-ikev2-policy-ake) # key-exchange-method 20 21
hostname (config-ikev2-policy) # additional-key-exchange 3

hostname (config-ikev2-policy-ake) # key-exchange-method 19 20 none
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B eesns—smwrorz

RDBERY

WELETER L ET, FEMZHOWTIL, IKEV2 S — A8 & DR

TLIEEN,

IKEv2 #8 38 4 — 3 # 3% E D FEERR

LAN-to-LAN IPsec VPN |

(10 =) &R L

IKEV2 B — R DORE % Fon E21IMER T 5120d, KD show 2~ REFEHLET,

« show running-config crypto ikev2

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 1
key-exchange-method 21 31
additional-key-exchange 2
key-exchange-method 20 21

show crypto ikev2 sa detail

IKEv2 SAs:
Session-id:4, Status:UP-ACTIVE, IKE count:1,
Tunnel-id Local Remote fvrf/ivrf Status Role

CHILD count:1

41567725 192.168.15.1/500 192.168.15.2/500 READY INITIATOR

Encr: Hash:

PSK

AES-CBC, keysize: 128, SHA96, DH Grp:14,

Auth sign:

PSK, Auth verify:

Additional Key Exchange Group: AKEl: 31 AKE2: 21 AKE3: 20 AKE4: 19 AKE5: 16 AKE6:

15 AKE7: 14
Life/Active Time:
Session-id: 4
Status Description: Negotiation done
Local spi: 6BB6B7BFAOBAADF4 Remote spi:
Local id: 192.168.15.1

Remote id: 192.168.15.2

Local req mess id: 9 Remote req mess id: 0
Local next mess id: 9 Remote next mess id: 0
Local req queued: 9 Remote req queued: 0
Local window: 1 Remote window: 1

DPD configured for 10 seconds, retry 2

NAT-T is not detected

IKEv2 Fragmentation Configured MTU:
548 bytes

Parent SA Extended Status:

Delete in progress: FALSE

Marked for delete: FALSE

Child sa: local selector 20.0.0.0/0 - 20.0.0.255/65535
remote selector 30.0.0.0/0 - 30.0.0.255/65535

ESP spi in/out: 0x4a7d5da2/0x56a28fa8

120/5 sec

576 bytes, Overhead:

AH spi in/out: 0x0/0x0

CPI in/out: 0x0/0x0

Encr: AES-CBC, keysize: 128, esp hmac: SHA96
ah_hmac: None, comp: IPCOMP NONE, mode tunnel
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Kevt k52274 —L+ty ok |

IKEV1 FS R TD+—L 2y FOERL

ATy I

IKEvl h 7> A7 35—k v ME, B b iR XA DbEZ LD TT, FFED
— X Tn—LE#ET LS. BT, ISAKMP & D IPsec bt X 2T 4 7T/ — 3D
FAvT— IZ, ED N T A7+ —L Yy NEfHTHZLICAIELET, TR
Tx—Ahty NI, MEFOETTRLTHLINENRD Y 3,

KTV AT g —Atv MZ BEEMfT ORIV Ny 2 MY THREINTZ ACL
DT — 57H—#@ééﬂi¢w%Aﬁﬁfk7/x7j Lty befELT, 727U b
~ o TERRFIFA T IV V)V T~y T 2 MU TR IV AT 3 —0 By bOREKREK 1L
ERRECTEET,

WROFIZ, ARG ST N EFREST 2R L £ T,

K1 EDGESEAREREAL

AU ESEAR BUEEREAR

esp-sha-hmac (7 7 + /L Iv)

esp-aes (128 £y MHFE{k) (7
7 F )

esp-aes-192

esp-aes-256

esp-null

NIV 7 A2 =Xy FREDIEHER Y PV =2 & L THERE SN2 2 DD ASA T
IPsec # FHET 2BHEOHIEL, PRV E—RTT, PRV E—RET 74V ETHY
RETLED Y FH A,

oo AT —L By NERETHITNE., o7V arFH2 A NE— REFEIILTF T
FA PN ET—RTROYA MNEHZ AT ZFEITLET,

FIE

Ja—/N\)ary7 4Xalb— a3y E— KT, crypto ip&cikevltransform—set av s Re A
N LET, ROBITIE, 4T FirstSet T, W7ok & G8FEIC esp-aes & esp-sha-hmac Z 9%
N7V AT —btEy FERELTHET, MUIRDO LI £7,

esp-sha-hmac (77 4 /L I)

crypto ipsec ikevl transform-set transfor m-set-nameencryption-method authentication-method

hostname (config) #
crypto ipsec transform-set FirstSet esp-aes esp-sha-hmac
hostname (config) #
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B xee ToR—vrokm

ATy T2

EHERGFLET

hostname (config) # write memory
hostname (confiqg) #

IKEv2 7 OR—5 )L DIERK

ATy I

ATy T2

IKEV2 TiX, H—DOR Y > —IZxt LT, BEDOR 5L A 7 L3GEX A 7. B LOEDOES
W7 NI XEEHRETEET, ASAIL, REZEX 2T ERRLAENLOLLRE LKWV O
W~z ZOEFAEHLCET ORI — 9 U E2TVWET, k> T, IKEvl
LRIERIC, FFENDIEMABRDLEERETLIZ L2, HFTENDITRXRTDORN T VAT 5 —
LERETDHEODICHE O T aR—YP L2 EETEET,

WOFEIZ, A7 IKEV2 B 5 b AL RBRES Az R L £ T,

R2:ANG IKEZBESE AN EESGHARK

B EESEAR BMGEBAMEAR

sha (T 7%V 1)

aes (T 7F/K) 128wk
F—%fEH L7 AES,

aes-192

aes-256

IKEV2 7 R—HPLERTETHIZIT, PV arFFA s B— RERIZIvALF arTFF %
k= RTCHRDOHX AT 2FEITLET,

FIE

Ju—s3b Ay T 4 ¥ a2 b—3 g F— R Tcoryptoipsecikev2 ipsec-proposal =1~ Rz fiff
ALT, 7uR—FLOBROR Sl LUBEAMS A 7% 15E TE % IPSec 7 AR—H /L =
V74X alb—varyE—REMBLET, ZOFITIE, secure N7 B R —HF L DLFITT,

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure
hostname (config-ipsec-proposal) #

Wiz, 7a ha LB LU e kA A TEANLET, PR—FENTWEHE—D 7 1 k=zLT
ESP C9, WIZHIZRLET,

hostname (config-ipsec-proposal) # protocol esp encryption aes

hostname (config-ipsec-proposal) #
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ATvT3

ATv74

ACL D& E

INE

BEMWSIA TN LET, WITHZRLET,

hostname (config-ipsec-proposal) # protocol esp integrity sha-1
hostname (config-ipsec-proposal) #

EHERIFLET

ASAIX, 778X v br—L UAREHEHAL TRy NUV—2 77 ERAZa br—LLZE
To T7ANETIE, WS EX2 VT 4 T T IATURATTRTCO NI 7 4 v 7 2 HEGLE
T N7 74 v I EFAITHACLZRETHMLENH Y T, FEHICOWTIEL, —BAEE
HAar 7 4X=ab—32 a3y A RO lnformation About Access Control Lists| #Z&M L TL 72
YN

Z @ LAN-to-LAN VPN il #4565 TR ET S ACL 1%, HETTIP 7 FL R LB S 7-585C IP
T RLA, BIWMEEEBEOR— MZESWTWET, EEomElc, BV og—U v 73
5ACLEZHELET,

VPN 77 4 v 7 H®O ACLIE, a7 L AZFHLET,

\}

G¥) VPN 7 4 A& ZH L7z ACL OREHFIEDOFEMIZOWTIE, VE—F 7278 AD VLAN ©

ATy T

ATy T2

BEELIZIN—T R —~DOMET 7 A ar ba— L b—LO@EHAEE2RLTLIEE
A

FIE

access-list extended =~ > K& A LET,

access-list listname extended permit ip source-ipaddress source-netmask destination-ipaddress
destination-netmask

WOHFITIE, 192.168.0.0 DRy hT—THNIZHDHIP 7 KL A)H 150.150.0.0 DRy T —7
WChT 74 w7 BRETDH, 121 list LW I ARTO ACL 2% E L £,

hostname (config) # access-1list 121 list extended permit ip 192.168.0.0 255.255.0.0
150.150.0.0 255.255.0.0
hostname (config) #

ACLZI 77—V 73280 5> —HOMO ASAIZ, ACL #i%ELET,

1207 V7 v~y 7ODACL TERINZY T Ry b, FREFFRLZ U7 b~y Al I
722 ODRLDEE ACLTEREINZY 73y MIFEHEHTEEEA,

WOHITIE, Z4 T 07 27 M hostname2 T,
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hostname2 (config) # access-list 121 list extended permit ip 150.150.0.0 255.255.0.0
192.168.0.0 255.255.0.0
hostname (config) #

koRILTIL—TDEE

&

Mo RN TN—T13, PR RY U —2K L7 a— Koty FTT, AAAY—/—
BT D MR TN—TEREL, BHARATA—XEREEL, T 74NV DT N—T R
Vo—%EHRLET, ASAIL., PV I A—TE2NEHHIRE LTI,

ASAITIE, 22ODFT 74/~ bRV ITNAN—TRNHD EF, 1 D1L7 74 /L b IPsec U E—
TR NN T N—TTHD DefaultRAGroup T, b 9 1 D1ET 7 4 /L b D IPsec
LAN-to-LAN k> /v 7 /L—"7"Td % DefaultL2Lgroup T3, ZILHITEF AIRETT A, HIbk
ILTEEEA

IKENN—Y 2 1 BLO20FERMEELAT, HHTE 2FEAFRUICHY £9, IKEVI T, ]
FDOVPN = RT1ODHXA T ORGEOHDTFAIINET (DFE VY, Faia X —F 215
BIE) ., LU, IKEV2 TlE, Blloa—a B XV = — MRRECLI %ﬁﬁﬁ Lfékxﬁ’rmwﬁji
RERETEET (OFV ., FHELITH L TUIFREIA G2 E L, ISZNcx LTix
AFHERGEZRETEET) . LR -> T, IKERA2HHT 2 L, mihoMinEnEnRk 5
LT oy VCRRRET D IEMRRE A T E £ 9 (FAiA F —F ITREE) |

Fio, BEIZESTEH LW R T —T% 1 DU EERTHZ &b TEFET, Frxr
FALT—2 g VTSN RED b TA—TWRNEAEE, ASAILZ, b0y
N—Tw=ERALT, VE—F T 7 EABELPLAN-to-LAN h > 3V I A—T DT 7 /v k k
VAN RTG A =R ERELET,

JEARM 72 LAN-to-LAN 865 2 HeNr 35 101, RO K D22 DD REME F v 70— T 103%
ETHHNENRHY F9,

« Pifsi # A 7 % IPsec LAN-to-LAN I[ZFRE L £ 7,
cIP 7 RLZDFEFHX (F V. IKEvl & IKEV2 AOFERdAx—) 2/ ELET,

FIE

Pefe # A 7 % 1Psec LAN-to-LAN |[Z5XE T 521X, tunnel-group 2~ > REZ A LET,

0L, tunnel-group nametypetype T4, Z ZC. name X b RV T A—TFZEID B THA
AICHY ., typeld h R DX A7 TT, CLICANTD b xNZA 3RO ERY TT,

s remote-access (IPsec, SSL, 5L O/ F7 A4 7 h LV ASSLYUE—hF 727 k& X)

s ipsec-12l  (IPsec LAN-to-LAN)
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ATy T2

ATvT3

syFr ey Iokmesvs—714 2~0ER ]

WOBTIX, ko Z—7FD4HiL. LAN-to-LAN 7D IP 7 KL ATH 5 10.10.4.108
‘/C“ﬁqo

hostname (config) # tunnel-group 10.10.4.108 type ipsec-121
hostname (config) #

G¥) IP 7 KL ALADLFIDFINTUN D LAN-to-LAN k> 3L Z)L—7 1%, b3
PRREF AN T X NVGEHETH D, 2L E T D Aggressive T — R&fHT5 X9
ICREINTWVD (HDHWIIZFDOW D) HEIZRVERATE £,

FAFAE X — A2 EAT 2 L OISR R A RET 212X, ipsec BT — RIZAD |
ikevipre-shared-key =~ R& AS) L CTHEATHEAF—Z2/ER L £, Z D LAN-to-LAN #f¢ D
W7D ASA C, RIUHEMEAEXF—2ERAT2HLERH Y 7,

F—iE, 1~ 128 LFOFEEFLFEHTT,
WOHIT, IKEv] FHRHA F —I3 44kkaol59636jnfx T,

hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-tunnel-ipsec)# ikevl-pre-shared-key 44kkaol59636jnfx

KHEERFLET

hostname (config) # write memory
hostname (config) #

N R CH D Z L A iERET HI2IE, showvpn-sessondb summary, show vpn-sessondb
detail 121, F7-1% show cryptoipsecsa 2~ > R&EH L F9,

HDYTEIVTDEREA D RA—T 24 A~NDEH

JVT b~y b)IE, IPsecEXa VT4 T Yv2—aOROL S REFEEEL E
LHEHLDTT,

« IPsec CIRIETHNEDHD N7 7 4 v 2 (ACL TER)

«IPsec CIRAESNTZ T 7 ¢ v 7 DOFER (BT THIE)

s "I T 4w ICHEHEND IPsec X2 VT 4 (FT U AT —5b By hTHE)
*IPsec 77 4y 7 D=V T FLA (L F—=TxAf A7 VT b~y 7B LT
f8E)

IPsec NRINT H72DITIE, MEFOETICEHBEOSH D2 7 4 Fab—aeRor VT
M~y NIRFETDIULENSGD FT, 22507 V7 h <o = U NEHMEL R
D7D, WENDRL EBROIEEE - THLERNH D 9,
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B /i~y dotmer s—7z 4 2~0ER

=y NI, A EEORKEACL (2L 213, 39— 4 A—TACL)
WEENTWD, ISETHETNEA T Iy 7 7V T s~y P2l L TODLHEAIE.
ASA DI ACLO= Y U RETORE ACLIZ L »T [ SNTWALERHY F
j_o

K7 VT N~y NUMLOE T BT DL RETLHIETRNIATFTIv s 71T
b=y PERMHEHALTWARWES)

VT =TT MU, HEDORNTF U AT —AFy FRDRL L 1 OIFET B,

FEDA 2 —T 2 A A LTEEDZ7 ) T s~y 7 = b ZERT28581F, £
M) D= A% (seqnum) ZEHL T, =2 MVICT U7 2T EF, seqg-num H3/h &
WEE, P94 F VT4 RELRVET, 2V h~v T 2y N> X —T A AT
I, ASAIZET R I 74002774 F VT oOmnNvyy T b ERE LTI L £97,

YR—=ZAp—hr AV vary RR) N7 VT <y FIZEAINTWBEEA, TDO~y
TIEXASA LA U H—T 2 A AT LIL—ETHLMNENHY ET, 2D, WALZ VT vy
TIIEEOA v H—T = ATHATE RN E WS Z & TT, HEDOZ VT b~y T EEED
A B =T oA ATEATDHE, V=B ELL 7 ) =0T o 7SN ERBY 4, B
DAL H =Tz A A1 OD7 VT N~y T RRERGAIL, —BICER L~y &%
N— FTEHEHTOIMLERSHY £7,

WORBEDONTNMNIY TIE D HAIL. FTEDA » H—T = A AR LTEHEDZ ) 7
<~y M) BERRLET,
HEHOYT THRR LT —F Tu—E BT 55,
CBRBEATDONT T 47 (RA—FRIIEBOET ~D) (28725 IPsec BXF = VT 1
AT A5G, X, BHZV TRy by FEIONT T ¢ v ZIXEREEL, BV T
Xy by NEDO T 7 4 v 7 ITFGEB L O kT 5 L 5 8T, ZoHEEE, B
RABALATDRNT T 4w 7% 2OOMBIOACL TEF L. & K5 ACLIZx L TR 2
V7 h <~y 7 o b 2ERLET,

BHDA B3 —T A A~NDEBET Y TOERA

F 2T VISP DHE. ASADHHA L B —T 2 A RAERY I T T A B —T = A AT
v~y 7EEATEET, ZOREEHEHT H5E . origin-only A7 Y 3 VNI TE EHA,
ZONEMRLEREST. KB N AL v E—T A4 A (VID) ZEHTALERHY F
j‘o

DA F—T A AT~y 72 FEHT 54
e —F 47 7a baVERIIL—F N T v TRNIETT,
s VE—MIlbLAL—T 477 barzFHL TN LEE2MRLTIIEIN,

s ASATIEIREDIRW L — &S, VX —T 2 ATYT— " A bSO &
B2, FUEES~y IR L THEOA VX —T oA AZEE|\ERIRTHIMLERH Y £
T
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ATy T

ATy T2

ATvT3

ATvT4

syFr ey Iokmesvs—714 2~0ER ]

JVT N~y TEEKR LTI — b a7 4 Falb— gy B RTHEA LV Z—T oA
AT 2120, Yo ary TR AN E—REREYAT 20T AN = R TROF
6 ST LET,

FIE

ACL%ZZ7 V7' h ~wv 7 =2 hUIZHEIY YHTHIZIE, cryptomap match address =2~ > K& A
HLET,

31X, crypto map map-name seq-num match address aclname T3, ROFITIL, ~ v 741
abecmap, I —7 A% ZIE 1, ACL AT 121_list T,

hostname (config) # crypto map abcmap 1 match address 121 list
hostname (config) #

IPsec ##t O T #H57E4 HI2i%, cryptomap setpeer =~ R&E AN LET,

ESCIE, crypto map map-name seq-num set peer {ip_addressl | hostnamel}[... ip_address10 |
hostnamel0] T3, ROFHITIL, ET7 41 10.10.4.108 TT,

hostname (config) # crypto map abcmap 1 set peer 10.10.4.108
hostname (config) #

VT h~y 72 MUIZIKEVI T A7 4 —Lty MEFRET HITIEL, cryptomapikevl
set transform-set =~ K& A L%,

##3C1E, cryptomap map-name seq-num ikevl set transform-set transform-set-name T3, KD
TlZ, FF A7+ —2% v M1 FirstSet T,

hostname (config) # crypto map abcmap 1 set transform-set FirstSet
hostname (config) #

VT N~y = FUIZIKEV2 e R—F L EFRET DI, crypto map ikev2 set
ipsec-proposal 2~ > K& AN L £,

#C1E. crypto map map-name seq-num set ikev2 ipsec-proposal proposal-name ©9°, ROHFIT
X, 7 R—Y 41T secure TI,

cryptomap 2~ KT, 1 2O~y 7 A T v 7 RTHEED Psec 7' R —WILEIEETE

9. ZOHG. HHOTrR—FARR T —va O LTIKEV2 BT IEE S

N, ZaR—FLOIEFIZZ ) P~~~y 7 = ) ONEFATERICERENRE LT,

G¥) HiEE— F (AES-GCM/GMAC) B X OWEHE— K (203 X7T) o713y X
AN Psec 7B R—HF NI H DA, ETICH—O 7B R—FLE X ETEEEA,
DA, 2007 R —FARKELLRY T EFEET—-FROTLI) XAT]
O, BEE—ROTAITY XL D)
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B riir~v70ro8—ozq02~0ER

hostname (config) # crypto map abcmap 1 set ikev2 ipsec-proposal secure
hostname (config) #

SYVTRTyTDABZ—T 24 A~NDER

ATy T

ATvT2

VT N~y Tty ME IPsec NT 7 4 v 7 PBIRTHEA X —T oA AT 20
NHDET, ASAIX, TXTHOA X —T =2 ATIPsecxVHF—rLET, 7T bh~vT
Yty b H—T oA RTHEATDHE, ASAITTRNTCOAS L H—T 2 A NTT 4T %
VT b~y 7y NEBRAELTIMEL, B tEX2) Ty 7Y vZ—varoxray
T— MERZ, FBESNIZARY v—2FHLE T,

F7o, VSN~ T2 B —T 2 A RINNA L RTDHE, EFX2 T4 T/ —T
VTR AR X 2 VT A R =T ER—RREDT o H A LT — X EE S
ENFET, 7V T b~y T EHENPODEET LS E, ASAITAEBINICEOEELAFETa 7 K=
L—ya VA LET, BFoEREITTXCRey7ah, il U7 b~y 7oiEia%
W S ET,

REFHD I VT s=y ThHNBA 2 —T7 = A R T HITIE, WOFIEEZFITLET,
FE

cryptomapinterface =~ R& AJJ L£7, #3CX, cryptomap map-name interfaceinterface-name
-/C“—a—o

hostname (config) # crypto map abcmap interface outside
hostname (config) #

EHERGFLET

hostname (config) # write memory
hostname (config) #
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



