')E—F 77 X IPSec VPN

e JE— kK 77 AIPsec VPN IZDWWT (1 _X—)

» Cisco Secure Client ® AnyConnect VPN £ 2 —/L DT A & AFEH (3 2X—)

* IPsec VPN Ol fy5FmH (3 <X—)

« UE—h 77 A IPsec VPN OF%E (3 X—)

e UE— | 77 & A IPsec VPN OF%EF] (11 ~—)

e wILFaLrTFA N T— FTORENER—Z [PSec IKEv2 U E— k 77 & & VPN D% EH]

(12 =)

e INTALTHFANE—RTOEFX2T 7747 MIPSeclKEV2 U E— K7 7 & A VPN
DOFER (13 X—)

« UE—h 77 A VPN OERERIE (15 =)

JE—F 7 tXIPsec VPN [ZDLNT

UE—hT7Z7EAVPN 2425 L, TCPIP % v NV —7 EDO¥vF 27 iz LT,

a—H—F o MBI D I LA TEX £ 9, Internet Security Association and Key Management
Protocol IZ IKE & HFEEIL, U E—KPCDIPsec 7 7 A4 T b & ASA T, IPsectEX =2V T ¢
TV vT—ya VORI B Lo r A m— a7 a Fa/L T, &ISAKMP
XA vz —TgulE, Txa—R 1 T2 —X2 LTINS 2 ODESITHMILET,

T2 —X 1%, UBEDISAKMP 2T —2 a0 A v —V%R#ET 5RO b x L2 E
LET, 72—X21%, X227 REHREABET 27— X2 R#ET D Mo Rx AV EERRL £
7

ISAKMP % v =—3 g VOFRMEFRET HI2IL, ISAKMP RV —%{EkLEJ, 22T
X, ROERIZHOW T LET,

« B 7O ID RS DT
e T —HERHEL, TTA N —EFHR ST

c EEHEREL, METICA v E—UNELIN TR D & ZLRFET % Hashed Message
Authentication Code (HMAC) F =,

o {5 — DY A X &R ET 5 Diffie-Hellman 27 /L —7",

JE— bk 75X IPSec VPN .
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B Mobike 550U E—+ 7o ERVENIZDT

s WS —ZEEHZ DANT, ASA N F O F—Z2 AT HHFH O LR,

N7 AT 4 —5 Ty ML, B bR BT R EHAEDEE LD TT, FFEOT —X
7D~%@%T5%@\t?ﬁ\EMQ@&@H%%?#:)T%7//I~Va/®33/
T— M T, FED N T ATk —Lty NfEHTHZEICFELET, T AT H—A
Ty hMI, WFOET CRICTHILENDH Y 97,

NIRRT H—ALEy MLV, BBEMTONZZ VT N~y = N THEESIE ACL
DF—& 7 a—HMgi éﬂiﬁA%AﬁﬁfkﬁVX7j_A?7}%¢bex797F
~ v TELFAATIVvI VIV T~y T 2 Y ThRI VAT 3 —0 By FORKRE 1
ERETEET, ARSI EFRESFREV A N Uo7 —T 7 S BIZHEEMRIER
[ZOWTI, IKEvl h T U A7 3 —245 &y bEFIZIKE2 7 R—H L ofEl (7 2—)

EHZBLTLL I,

XTI TA T MIZIPVAT RL AL IPV6 T RLAD—F 72135 2E0 Y4 TEHL9H1C
ASAZHRETEET, TOLIITHRET DITIE. ASA ETHET KL AT — 1V ZERT 2 0,
ASA Lo —Jia—F—|ZHEHT RLAZEID S TET,

TURAA L MIEEFEDX A TOT RLUAZE DB THITE, = KBRS bOAXL—T ¢
VI VAT ADHETCTT AT ALy A FalNEEINTHWALERBLDET, FHD
DTV ATH, IPv6 7 KL A F—/L3f > TWRWR IPvA 7 R L AWRMEH TE B350,
1m47ﬁux7—wﬁ%ofw&wﬁmm7Fuxﬁﬁﬁf%éﬁAi o3 TAEC R Oy WS
T, 7272l 7294 T MQIXBAaENR WO T, BHEEIT ASA v 7 CEMAZ ERT 5 L8
BHFET,

JIA T h~DIPv6e 7 RLADOEID Y TiX, SSL 71 ha/Lickt LT AR—rENET,

Mobike £ XU E—F 7V EXVPNIZDINT

FNA JLIKEV2 (mobike) 1%, ESNA N F AL 20— v 752V R— 4+ 57-DI2 ASARA
VPNZIEEL £, ZOHR— KME, T ARBUEOERRA > FBRIORA > MIBHE)
TEHELEXIT, ERAA LT AL ZDIKENPSEC X 2T 4 7V — g (SA) O K
RAVRIPT RUANHIBREND D TR EHFTEL L EZERLET,

Mobike (/73— 2 > 9.8(1) LAFRIZ ASA TF 7 4 /L MZ X W FIHAIEE T, 2% VD, Mobike I
[ECA Y 12720 £9, Mobike 1X, 7 74T 2 "INZENERE L, ASABZITAND L&
W22, B SAITH LTHERNCARY 3, ZoxrTym—3 3 03, IKE AUTH 5&8#a0—i8 &
LCifTbivEd,

mobike AN — FNERNIRIRRETSA BN S NT=%, 7 74T MIVWOTHT KL AZAER
LT, #HLWT RL A%~ 7 UPDATE SA ADDRESS A 11— RZ & iefF@Mach i L <
ASA TN TCTEET, ASAITZDA v E—VHUEHL, HTILWI TAT L FIPT RLAT
SAZHHLET,

\}

GE) show crypto ikev2 sa detail a~ ]\%{ﬁﬁﬁ LT\ @%E@j—’\f@ SA T mobike ﬁ“‘ﬁ’;ﬁw—fio
TWDEMME I BB TEET,
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Cisco Secure Client ® AnyConnect VPN E 21— )LD 51 £V R EH .

BILED Mobike DFILTIL, ROEEN Y A — F SN TWET,
«IPv4 7 KL 2D
NAT = v B> VDR
AT arD)F— V=2 VT 4 F = 7K DA LT R
T IT 4 TIAR N, T x—)LF—3—

s VPN E— R NNZF 7

RRC (VH = V—ZE VT 4 Fxv7) BENEDNIRS>TWEEE, TNV I T7A4T
v MZRRC A v E—UNEE SV, SARFEFINDENIHT LWIPT RLARMERINET,

Cisco Secure Client @ AnyConnectVPN E 2 —JLD T A
U REHR
Y

GE)  ZoHREIX, ~A v— FEESUERED 2 WET L TIIMER TE 8 A,

Secure Firewall ASA ~ > K> R7)»5 Cisco Secure Client (AnyConnect % 5 ¢) % B L. VPN
F L O Secure Firewall 78 2 F v £ 7213 HostScan € ¥ = — /L &2 3 2 A 1%, Advantage & 7=
% Premier 7 A ¥ ANMKETT, FTATNTA B ABMHATEET, [CiscoSecure Client
FIEHTA R] 22U TLLIEEN, BTV T L OHEKREIZOVTIEL,  [Cisco ASA Series Feature
Licenses| #ZM L T IZIV,

IPsec VPN D #9518

cTIAT TN =R HA RTA Y =T K T 7 AT I E— FTOHLY
R—h&hFEd, FTVAT LU b = REPFR—-bShTH0ERA,

« 7 x— VA= "= A RTA U IPsec-VPN & v a UiE, TI7T A4 T/AX LR, T x—
VA== AT 4 Fa b= a VCOREPENET, TIFATITIT 4T T =—
WA—=N—=arT 4 Falb—va G R— b ShEdA,

JE— k 74t X IPsec VPN DL E

o7 aryTiE, VUE— K T EA VPN OREFHIEIZHOWTIHALET,

JE—k 7R IPSec VPN .n


https://www.cisco.com/c/en/us/products/collateral/security/anyconnect-secure-mobility-client/secure-client-og.html
https://www.cisco.com/c/en/us/products/collateral/security/anyconnect-secure-mobility-client/secure-client-og.html
https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
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AR —T A RADETE

ATy T

ATy T2

ATvT3

ATv74

m

ASAIZIE, D7 &b 20oDA v H—T oA ARHY ., THbHEZ I TIIINBB LORNE E S
WET, —RIC, A B —T oA RIRT Y v A F—Fy MR SNE T, —F.
WESA B —T 2 A RTTTAR—F Xy NU—ZICHG SN, —ROT 7 AhbIR#ESN
F9,

AN, ASAD2ODA X —T oA AEFHEL, A F—T M LET, RIZ, 4Hi. IPT
RLA, BEOYT7xy b w27 %2E0YTET, £7va 0T, X207 40 LUL,
B, BIOEX2VT 4 T I9A TV ATO_EREEZRELET,

FIE

Ja—\)aryZ 4 F¥al—valryET— KMo —T A A AT 4 FXal— g
E— RIZAD £,
interface {interface}

51

hostname (config) # interface ethernetO
hostname (config-if) #

AV HE—=T A AZIPT RLALEYT Xy b vAZEZRELET,
ip addressip_address [mask] [standby ip_address]
1

hostname (config) # interface ethernet0
hostname (config-if)# ip address 10.10.4.200 255.255.0.0

AUHE—=T oA ADLHT (K48 LTF) ZHELET, ZO4AFNL, HE LK TOLEEX
TEEHA,

nameif name

1 -

hostname (config-if) # nameif outside
hostname (config-if) #

AVHE—T 2 A ABAFT—TWILET, T74NVIT, A X —T =2 RIT 4 =T LT
9, shutdown

1 -

hostname (config-if)# no shutdown
hostname (config-if) #

b 7% X IPSec VPN
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ISAKMP 7K 1) & — DR &S 881 v 8 —T =4 2TD ISAKMP O« 2—T Lt [

ISAKMPR!) & —®DEREENEA VB2 —T 24 ATDHOISAKMP®D A r—

J It

ATy I

ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

FIE

IKEvl X Ty m—a T ORGET NE NI A =2 Dty FEREL X,

Priority /X, A > Z —% v b F—AH (IKE) RV >—%—EIZ@l L, R —IZ7 744
TAHEED Y TET, 1~65534DBHAHFHLET, LWETITA4L T4 0 &bE <. 65534
N BIRLS 2 0 £97,

ZORIZHS FIATIE, FI7A4 AV T AT 1TICRESNET,

IKE RV =N THHT DM b T N4 E L £

crypto ikevl policy priority encryption{aes-192 | aes-256 | | }

i -

IKERY =Dy o 703y XN (HMAC AU T > b EBMETNET) Z2EELET,
crypto ikevl policy priority hash { | sha}

i -

hostname (config) # crypto ikevl policy 1 hash sha
hostname (config) #

IKE 7R J > —® Diffie-Hellman 7' /L —=7" (IPsec 7 54 7 h & ASA NILHFIEE X — 2 N T
A E T han) EiEELET,

cryptoikevl policy priority group{14 ||| 19|20]| 21}
il -

hostname (config) #crypto ikevl policy 1 group 14
hostname (config) #

WEX—DF A T7X4 5 (X2 T4 TV —2a UPNENMIRE CHEET L2080 &
BELET,

cryptoikevl policy priority lifetime {seconds}

[BESNT-TA 7 XA LOFPIL. 120 ~ 2147483647 B TF, EHIBDOT A 7 X2 A4 LOBE
X, OB EMHLET,

51 -

hostname (config) # crypto ikevl policy 1 lifetime 43200
hostname (confiqg) #

outside L \WH A L Z—T x4 A D ISAKMP % A % —7 /W LET,

crypto ikevl enable interface-name

JE— bk 75X IPSec VPN .
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1 :

hostname (config) # crypto ikevl enable outside
hostname (config) #

AT Tl BEAEAaL 74 Falb—Ta AR FELET,

write memory

> O = f—
7 FLR TJ—ILDXTE
ASA Tlit, 22—V —IZIPT7 FLAZE VY TCEFANMETT, ZOWETEH., flELTT R
VA F—vEFEHLET,

FIE

IP7 RLADOHIPAZBEH L TY LA F— L ZERK LET, ASAIX, 2DO7 KL A T —LD
T RUVAEZ AT > MIEID S TET,

ip local pool poolname first-address—last-address [mask mask]

T RVARATIA T a0 TE, 727 L, VPN T4 72 MZEID Y THNEZIP T KA
DIEEO Ry NT—=TIZB L, T 74NV NOSAT BMHTDHET—FRiR->TL—T 1
T EINDAREMEDNDH D & ZNL, vAVEERET D HENRH Y £, HARREI, IPr—7
Jb 7 —/11210.10.10.0/255.255.255.0 7 RV AN EFEENTWHLE T, ZHUET 7 4V F T2
TAAFY NT—7TF, ZHIZE>T, VPNZ IA TV MREEISERA v H—T = Af A
TIODRy NT—INORLDZY TRy NZT IV BATLHIMERDLEGE. V=T 47D
BN DA EetEnN H Y 7,

1

hostname (config) # ip local pool testpool 192.168.0.10-192.168.0.15
hostname (config) #

A—H—@EN
FIE

AP NAT— R, BXOEHEL L EER L ET,

username name {nopassword | passwor d password [mschap | encrypted | nt-encrypted]} [ privilege
priv_level]

51 -
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KEVi b5 VR T4 —L+y bERIBIKEZ TAR—FILOMER .

Hostname (config) # username testuser password 12345678

IKEV1 FS R T4 —L vy FEEIZIKEV2 TAR—FILOER

ATy T

ATy T2

COWETH., T UAT73—A By b (IKEvl) BXO7oR—¥1 (IKEv2) ZRETHH
FEIZOWTHHALET, P A7x—b%y ME, B X LTI lAEbED
DTI,

WOFIETIE, IKEv] 3L ONIKEV2 e R—F LB {ERT 2 HFiEE R LET,

FIE

T IO B TR T B T DI S5 [Psec IKEv] 5 B{b e Ny 2 7T X AEE
TAHIKEVl T v A7 53—y FERELET,

crypto ipsec ikevl transform-set transform-set-name encryption-method [authentication]
encryption (21X, IROWTNNDMEEZFREE L £,

s esp-aes : 128 ' b ¥ — T AES i3 2355,

s esp-aes-192 : 192 ¥ K ¥ —T AES #3554,

* esp-aes-256 : 256 £ b ¥—"T AES #3554

e esp-null : B S L2 L2 Wiga,

authentication (21X, WROWFTNDEZIEE L £7,
* esp-md5-hmac : /N ¥ =2 7Y XA L LT MDS/HMAC-128 24 254,
s esp-sha-hmac : /~v = 73 Y X E LT SHA/HMAC-160 23 554,

« esp-none : HMAC @R 2 ] L 2256,

5 -
AES ZfiH L TIKEvl NG v A7+ —Ahty NERETAHITIE, OXH>IZLET,

hostname (config) # crypto ipsec transform set FirstSet esp-aes esp-sha-hmac

IKEV2 7R —H Lty hERTE L., A IS IPsecIKEV2 7' kv, ek, BL O
AT AL ERELET,

espld. 7Bkt X =2V T 4+ A4 m—F (ESP) IPsec 71 ha/V&IRELET (BIfE, ME
—HHR—hEINTWD IPsec D712 k)L TY)

crypto ipsec ikev2 ipsec-proposal proposal_name
protocol {esp} {encryption {||aes|aes-192|aes-256 | } | integrity { | sha-1}
encryption (21X, IOWTNDOEEZFRELET,

JE—k 7R IPSec VPN .n
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caes : ESPIZ 128 By ¥ —IEE(LTAES (F7 4L ) ZEHTLIHA,
+aes-192 : ESP 12 192 v b ¥ —WE 51T AES #2554

* aes-256 : ESP 12256 £ v b ¥ —WF 51T AES #2546

integrity (21X, IROWTHNOEZIFEE L £7,
esha-1 (774 /LK) Id, ESP DFEEMLRFED 7= DI K EE G MABEFEERE (FIPS) TEF
ENrtExFaT7 ~Nyia 7Y XA (SHA) SHA-1 2 ELET,
IKEvV2 71 iR—H )LDk E FIE

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure_proposal

hostname (config-ipsec-proposal) # protocol esp encryption aes intergrity sha-1

Y (o] I-'—Ii
fRILTIL—TNDEE
roxw Zu—71%, FrpAfERRY —Dal 7 g T, AAA ——Z#RI1 %
MoV TN—TREL, B/ X7 A—HZHEEL, T 7NV DI N—T R o —%TF
ZLET, ASA L. Mo R T A—FHNEHINARE L £ 7,

ASA VAT HIZIE, 2ODF 7 x4k bR =T RH0ET, 1 DT 7+ DY
EF—F TR MRV T N—TTh D DefaultRAGroup T, & 9 1 DILT 7 +/L D
LAN-to-LAN k> %)V 7 )L—"7"Td % DefaultL2Lgroup T3, TNOHD T N—FFEHTX &
T, BIRIZTEEEA, bR 23— a U TSN TZEED F o Z—7
DIRWGEIL, ASAIL, oD N—T7 %A LT, UE— k727 A ILUNLAN-to-LAN
NNV TN—=T DT 74V N R RN NTRA—HEFELET,

FIE

ATFYT1 IPsec VE— K TR oA I A—7F EEETa 7740 ELMEENET) 2ERLE
j‘o

tunnel-group name type type

1 -

hostname (config) # tunnel-group testgroup type ipsec-ra
hostname (config) #

ATwT2 bRV ITN—T—EKBEBEE—RICAD ET, ZOF— RTIE, il FiXE AN TEET,
tunnel-group name gener al-attributes

&1
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ATvT3

ATv74

ATy TH

s4+3vs su7rvvIons ]

hostname (config) # tunnel-group testgroup general-attributes
hostname (config-tunnel-general) #

g TN—TIEHT 57 RLA =L ERELET,
address-poal [(interface name)] address _pool1l [...address pool6]

1 -

hostname (config-general) # address-pool testpool

kv Zv—"7 ipsec BIEE— RIZAD £9, ZOF— RTIEL, IKEV] ##HD 729D D IPsec
EAORMEE AT TEET,

tunnel-group name ipsec-attributes

1

hostname (config) # tunnel-group testgroup ipsec-attributes
hostname (config-tunnel-ipsec) #

(EE) =H=pidfaF— (KEvl O&) ZFRELET, F—ITiE. 1~ 128 LFOHEH 7L FH
ZIRETEET,

WY X2 VT A T T ITATURETTAT L FOF—IR L THHINEND Y £3, FHAI
HH X —DW A XPH72 % Cisco VPN Client 3855t L LD & 75 &, BT OFRGEIZR L= Z
CETRTZTI— A —UNI T4 T MILkoTu /il snEd,

ikevl pre-shared-key key
1 -

hostname (config-tunnel-ipsec) # pre-shared-key 44kkaol59636jnfx

BAFIvI )Tk <y TDER

ATy T

AT 7 7 )T b=y llE, TRTORTA—=EINREENTNODEDITTIHERWVWRY o —
T L= EEFLET, ZHITEY, ASAIZ, VE—F T8RRI ITA4T 2 " EDIP
T RUAPARHRE T Do OB EZETHI LN TEET,

HAF w7 70T <=y 7O NI RO NI VAT r—L 2y bERELET,
Flo, W—T 4 T HEARF—TUZTEET, ZHIZEY, ASAITER SN 74T b
DN—F 4 o TIERETE L., £1% RIP £7213 OSPF BRHTT RAX A X LET,

WROMEREEFATLET,

FIE

BAFI w7 VT v~y TZ2ER L., ~v7PDIKEvl b T VA7 3 —Ah &y FE7IXIKEV2
TaR—FLERELET,

JE— bk 75X IPSec VPN .
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B s 7000073y T8BRATEEOOI TRy T IV RO

ATy T2

«IKEvl OHBEE. Zoa~vy REHEHLET,

crypto dynamic-map dynamic-map-name seg-num set ikevl transfor m-set transform-set-name

« IKEV2 DEAIE, Zoa~vy ReEfHLET,
crypto dynamic-map dynamic-map-name seg-num set ikev2 ipsec-proposal proposal-name

1 -

hostname (config) # crypto dynamic-map dynl 1 set ikevl transform-set FirstSet
hostname (config) #

hostname (config) # crypto dynamic-map dynl 1 set ikev2 ipsec-proposal secure_proposal
hostname (config) #

EE) o7 V7 s vy =2 b UICHESEHICH LTl — MEAZ A R—T7 M2 L
£7.
crypto dynamic-map dynamic-map-name dynamic-seg-num set rever se-route

&1

hostname (config) # crypto dynamic-map dynl 1 set reverse route
hostname (config) #

BAFIVY) )T I TEFERTH-OD0) Ty T T

U DERL

ATvT1

ATy T2

IV T v~y 2 P ERERLET, ZIUTEY, ASAIL, ¥4 FIv 7 7 VT h~v 7
PHEHALTIPsec BEXa VT 4 T/ Z—3 g DNTA—RERETHI LN TXET,
Zoawy RIZETL2ROBITIE, 7 U7 N~y 74 Emymap, ¥ —7 v AKX, XA T
Qw7 7T N~y AT dynl T, ZOL4RNE, BIOETER LEZL DT,

FIE

AT v 2V T~y T a2+ 07~y 7 2 MU 2ERR L £,
crypto map map-name seg-num ipsec-isakmp dynamic dynamic-map-name
£

hostname (config) # crypto map mymap 1 ipsec-isakmp dynamic dynl

VT =y TENIA L E—T oA ATHEA L ET,
crypto map map-name inter face interface-name

51

hostname (config) # crypto map mymap interface outside
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TAFAVTFER b E—RTOIPSec kB2 U E— ~ 77 £ 2 VPN 0EE [

ATYT3 EHAIL T 4 Fal—a VIRELET,

write memory

TILFAVTHFANE—KFTOIPSeclKEv2 ') E— F 722X VPN D

=JL ==

axX A&
UE—F 77 &ZIPsec VPN DR EDFEMIZHONWTIEL, IROHEEZSRL T ZI0,
A B =T 2 ADHKE (4 X—)
« 7 FLA T —NLORE (65—)
« —WF—DIBI (6 —)
*IKEvl N T VA7 4 —Ah &y hEZILIKE2 7B R—FLOEK (7 5—)
s NIV T N—TDEF (8 3—)
cHAF I 7T N~y TOERKR (9 5—)

HAFI I IV Ny T EERATEEOO ) P v~y T MU OERKR (102—
D)

) E— k 7%t X IPsec VPN )% 5E 5
WO, VE—F 727 %A IPsec/IKEvl VPN 2% ET 5 iz~ L TWOET,

hostname (config) # crypto ikevl policy 10

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy)# encryption aes-256

hostname (config-ikevl-policy)# hash sha

hostname (config-ikevl-policy) # group 2

hostname (config) # crypto ikevl enable outside

hostname (config)# ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikevl transform set AES256-SHA
esp-aes-256 esp-sha-hmac

hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-ipsec) # ikevl pre-shared-key ravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikevl
transform-set AES256-SHA

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

wOBNL, VE—K 727 & IPsec/IKEV2 VPN R ETH HEEZ R L TVWET,

JE— bk 75X IPSec VPN .
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B <1 7307%2F T—FTO@BER—Z IPSec IKE2 1) E— b 7 4 £ X VPN DREHI

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy)# group 2

hostname (config-ikev2-policy)# integrity sha512

hostname (config-ikev2-policy)# prf sha512

hostname (config) # crypto ikev2 enable outside

hostname (config) # ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikev2 ipsec-proposal AES256-SHA512
hostname (config-ipsec-proposal) # protocol esp encryption aes-256
hostname (config-ipsec-proposal) # protocol esp integrity sha-512
hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-tunnel-ipsec)# ikev2 local-authentication
pre-shared-key localravpnkey

hostname (config-tunnel-ipsec) # ikev2 remote-authentication
pre-shared-key remoteravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikev2
ipsec-proposal AES256-SHA512

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

TILFAUTHFRABFE—KFTNDEEAR—XIPSeclKEv2 ')
ET—k 75t X VPN DETEH

WOBNL, ~VFar7TxA N ET— N CEHEX—Z JE— | 77X IPsec/IKEv2 VPN HD
ASA ZRETHHEEZRLTVET, ZOFITIE, Y AT 5 arFHF2 ML —%— =
VTHRARDEREICONWT, TNEFNIHFRERMIE L E3,

VAT AT XANDRE

class default
limit-resource All O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX2

hostname (config-ctx) #member default ===============> License allotment for contexts
using class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url diskO0:/CTX2.cfg

A—HP— a3 THFR PORE :

hostname/CTX2 (config) #ip local pool CTX2-pool 1.1.2.1-1.1.2.250 mask 255.255.255.0
hostname/CTX2 (config) faaa-server ISE protocol radius
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hostname/CTX2 (config) #aaa-server ISE (inside) host 10.10.190.100
hostname/CTX2 (config-aaa-server-host) fkey *****

hostname/CTX2 (config-aaa-server-host) fexit

hostname/CTX2 (config) #

hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 internal
hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 attributes
hostname/CTX2 (config-group-policy) #vpn-tunnel-protocol ikev2
hostname/CTX2 (config-group-policy) #exit

hostname/CTX2 (config) #

hostname/CTX2 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX2 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_MAP

hostname/CTX2 (config) #crypto map outside map interface outside

F 74V hTlE, EHER—Z 7 54T B O IPSec/IKEV2 UV E— k 77 & AL,k
> v T v—"7" [DefaultRAGroup| (2SI NE T,

hostname/CTX2 (config) #tunnel-group DefaultRAGroup type remote-access
hostname/CTX2 (config) #tunnel-group DefaultRAGroup general-attributes
hostname/CTX2 (config-tunnel-general) #default-group-policy GroupPolicy CTX2-IKEv2
hostname/CTX2 (config-tunnel-general) #address-pool CTX2-pool

hostname/CTX2 (config-tunnel-general) #fauthentication-server-group ISE
hostname/CTX2 (config-tunnel-general) #exit
hostname/CTX2 (config) #

hostname/CTX2 (config) #tunnel-group DefaultRAGroup ipsec-attributes

hostname/CTX2 (config-tunnel-ipsec) #ikev2 remote-authentication eap query-identity
hostname/CTX2 (config-tunnel-ipsec) #ikev2 local-authentication certificate ASDM TrustPoint0
hostname/CTX2 (config-tunnel-ipsec) fexit

hostname/CTX2 (config) #

RILVFAVTEXERAME—FTOEF2T7II472F
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class default
limit-resource All O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX3
hostname (config-ctx) #member default ===============> License allotment for contexts
using class
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hostname (config-ctx) #allocate-interface Ethernetl/1.200
hostname (config-ctx) #allocate-interface Ethernetl/3.100
hostname (config-ctx) #config-url diskO0:/CTX3.cfg
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hostname (config-ctx) #storage-url shared disk0:/shared disk0
LW = TR RORE

hostname/CTX3 (config) #ip local pool ctx3-pool 1.1.3.1-1.1.3.250 mask 255.255.255.0
hostname/CTX3 (config) #webvpn

hostname/CTX3 (config-webvpn) #enable outside

hostname/CTX3 (config-webvpn) # anyconnect image
disk0:/anyconnect-win-4.6.00010-webdeploy-k9.pkg 1

hostname/CTX3 (config-webvpn) #anyconnect profiles IKEv2-ctxl diskO0:/ikev2-ctxl.xml
hostname/CTX3 (config-webvpn) #anyconnect enable

hostname/CTX3 (config-webvpn) #tunnel-group-list enable

hostname/CTX3 (config) #username cisco password ****x*

hostname/CTX3 (config) #ssl trust-point ASDM TrustPoint0 outside
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 internal
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 attributes

hostname/CTX3 (config-group-policy) #vpn-tunnel-protocol ikev2 ssl-client
hostname/CTX3 (config-group-policy) #dns-server value 10.3.5.6

hostname/CTX3 (config-group-policy) #wins-server none

hostname/CTX3 (config-group-policy) #default-domain none

hostname/CTX3 (config-group-policy) #webvpn

hostname/CTX3 (config-group-webvpn) #anyconnect profiles value IKEv2-ctxl type user

hostname/CTX3 (config) #crypto ikev2 enable outside client-services port 443
hostname/CTX3 (config) #crypto ikev2 remote-access trustpoint ASDM TrustPoint0
hostname/CTX3 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX3 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_MAP

hostname/CTX3 (config) #crypto map outside map interface outside

hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 type remote-access
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 general-attributes

hostname/CTX3 (config-tunnel-general) #default-group-policy GroupPolicy CTX3-IKEv2
hostname/CTX3 (config-tunnel-general) #address-pool ctx3-pool
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 webvpn-attributes

hostname/CTX3 (config-tunnel-webvpn) #group-alias CTX3-IKEv2 enable
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