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NIGAIE, ROET TIKE SA ZBART 572DICF@ b H—nNEZ2 ) £9,

IKEv2 L R R > & DENME

IKESA DV ARV ETNA AN VT b~y THOBEBOET 2 HL CTREINTVDHE
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DIP T RLAMLEBINET,

\)

G¥) E'7 b I =P uiE, IKEV2 ¥ LFET FARa YO L ARCAAITIEIVR—FENET A,
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Authentication failure (FBFEAHL) X
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« debug crypto ikev2 platform 255

« debug crypto ikev2 protocol 255

- debug crypto ike-common 255
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SNET,
Sep 13 10:08:58 [IKE COMMON DEBUG]Failed to initiate ikev2 SA with peer 192.168.2.2,

initiate to next peer 192.168.2.3 configured in the multiple peer list of the crypto
map.
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Diffie-Hellman /X7 A —Z AN EENTNH E X TT, IKEvl TiL, VE— K ETDHRY v —
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9, IKEV2 ClE, 74 74 A MIR T =— M SNEFALN, KT ORI Tr— I /VTERX
NHDT, FA 784 LEKET THEINGRETCEET, KT 2RV —nN20E4A, IKE
FxFvz—ra U EHEA L, SA Y. SR EE A,

BRTA—HZHR L TRHEDEZIRINT D L 21X, X2 U T 4 LT 4 —< 2 ZADMICHEER
DRL—FRFTZPHAELET, 774V METHELNDZEX 2T 4 LoULE, 1FEA DM
otx 2V T BT ICHE LET, RNTA=ZIZH LI OOER T AR — LT
HYT EMEEMRTAEAIF. HEOE TR R —F LT AEISERAHIBRESNET,

ISAKMP 2t~ RiZiE, TNTENTITAF VT 4 2B ETDHLERXHV ET, T4 4V T4
BRICE TR —D—BICHEN., IKER T —2 g L IBIFAR) o —DF A4 F
V7 4 BRESNET,

FIE

IKERY > —%ERT AI2IE, YV I AFERIFIvAF arTFHANE— RO e — L a
74X 2 b— 3 E— R Tcryptoikevl |ikev2policy 2~ > KZ A LET, 7m 7 M,
IKERY Y —ar 7 4Xal—ary T— ReEFERLET,

1 -

hostname (config) # crypto ikevl policy 1

G¥) HLWASA a7 X2 b—3 g 020%, 7 74/ b® IKEvl R IKEv2 DR U
U—iEH Y FHEA,

et 7 T ALERELET, T 744 ME AES-128 T,
&5t [aes| aes-192 | aes-256]

1 -

hostname (config-ikevl-policy) #
encryption aes

Nya TAITY) XLERELET, T 74V MElX SHA-1 TY,
hash[sha]
B -

hostname (config-ikevl-policy) #
hash sha

BASRAHE LET, 7740 MIFHHA *— T,

authentication[pre-shared]rsa-sig]
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hostname (config-ikevl-policy)# authentication rsa-sig

AT 75 Diffie-Hellman 7 /L —7#AFE S 2B ELET, T 74/ MIZL—7 14 TF,
group [14]
5 -

hostname (config-ikevl-policy) #
group 14

ATYT6 SATATHALE/ELET, 77 4/L ME 86400 B (24 KFf]) T,
lifetime seconds
11
ZOFITIE, 4HFHE (14400 7)) DT A 7 XA LERELET,

hostname (config-ikevl-policy)# lifetime 14400
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) 7= AES T HRREE AL T LT Y A AERELET,

F7 4 MI128 By FF—T9,

hash sha (77 #/V|SHA-1 (HMAC NV 7 | 7 — 2 BAMEOREROIZDIHHT 5y =2 T3y
~) M) ALER/ELET, N7y RBZEO/RT y MIRRENT
WARBETITMNOLRIEENTZZ &, FEMEPICEREIN
TWARNWZ EZRFEL 77,
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72 CPU Kif§1 & 472 < 72 ¥ ¥4, Diffie-Hellman 7 /L —
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lifetime BHIE 120 ~ 2147483647 Fb SATATHALERELET, 774/ ME86,400F),
(86400 = 5 DF Y 24 EFETT, JFRAIE LT, T4 7% A LBEWN
S IF L. ISAKMP X I3 T—3 3 OREMIT (b AR
£T) B RVFET, =L, TA T XA LDDBENE
E. ASA T L D IPsec SA D& v N7 v THEREN m I
AN/
¥—DJ—FK |EK sRBH
integrity sha (57 #/V|SHA-1 (HMAC NV 7 o | F—Z B AEMDOMAED T DT 5 v 2 7Y
) ) ALERELET, X7y ERFONRT v MR ENT
WARETHOREINT-Z L, THETICEFE IR
TWARWT & 2R LT,
sha256 SHA2, 256 By FDF |256 Y hDEA P2 AFTEXF 2T Ny a7 /3y
A4V AR AL SHA2 ZfREL £ 7,
sha384 SHA2. 384 B FDOX (384 E Y FOX APz A N TEF 2T Ny 27T
FES S AL SHA2 Z#HEE L £7,
sha512 SHA2, S2EY b [S2E Y FOX ATV 2 AP TEF2T Ny 703l
A4V AR AL SHA2 ZfREL £ 7,
null AES-GCM N EALT T XA E L THRESN TS
L ET, IKEVREEHET LI AL E L TXIVERIRT
xFET,
encryption aes (77 4/ |AES 250 IPsec BT M TR%ESND 22— — F—F 2
M) T AR AL T LT RAFEELET,
F 74V MX 128 ¥ ~ AES T,
aes aes-192 Advanced Encryption Standard (AES) %, 128 £ I,
aes-256

1928y h, 256 By hORSOF—%H AR —KFLTW
iﬁqo

CLI 7% 3 : Cisco Secure Firewall ASAVPN9.20CLI 2> T 4 XaL—>a > HA K .
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*F—DJ—F |EK B
aes-gcm IKEv2 K5 B2 ffi 35 | Advanced Encryption Standard (AES) (%, 128 £ v b,
aesgem-192 | AES.GCM 7 L= X4 [192 By b, 256 B FOEEOF—% R — K LT
aeSGEM-256 | oy p—rs o o SN
null °
policy_index IKEV R v — V72— RT77®8ALET,
prf sha (7 7 #+/L |SHA-1 (HMAC XY 7 > | SePlELE B2 (PRF) ZHE L £9, Ziud, F—BhE
~) ~) HREERTDDIHERAEINDE T AT Y AALTT,
sha256 SHA2, 256 B> hDF (256 hDXA V=AM TEXF 2T Nya T3y
A4V AR AL SHA2 ZRE L E7,
sha384 SHA2, 384 By hDX 384y DA A V2 ARTEXF 2T Ny a7y
P EY N AL SHA2 #HELET,
shas12 SHA2, 512E v hD¥ |S12E Y hOXA P2 AR TEFaT Ny va 7T
FEES A SHA2 ZHRELET,
priority AU —F— REJER L E T, BINO IPsec V3 HEREA
PR — bk &, AES-GCM I L INECDH D% E A Suite B
YR—MZEEND LT £9,
group - - —— Diffie-Hellman 7 /L —7"ID Z i L £7, ZOID I, 2
1419202124 |\ 7v—7"14 (2048 £ | 50 [Psec U7 2%, FHEIC A4 RS IE B A #E%T 5 DT
) 17, EAREERA T M0 LET,
Diffie-Hellman 7' /L — 7 F S 03/NIWEE, FATITHNE
72 CPU B &, 72 < 72 © =4, Diffie-Hellman 7 /L — 7
BENRKEWITE, BX2T s bEm< 0 E T,
F7 4V % (DH) Zv—7 14 T,
lifetime BHE 120 ~ 2147483647 ¥ SATATHALERELET, T 74V biL86,400 8,
(86400 = 5 SOF VY 24 FERTY, FAIE LT, T4 7 XA LAHHEN
Sl b 1T &, ISAKMP X 33T —3 3 »OReMIT (b ARRE

FT) BV EST, 2L, TATEZA LBEWE
Y. ASAIZ L B IPsec SA DE v N7 v FHEREDS B I

AN/ S

NERA 2 Z3—T A XATHOIKEDA —T LIk

VPN kLD L 70 B A v B —T 2 AT, IKEZA X—TNCTAVERHY T, @
WIIAE (DFV ., XT Vv r) £ F—T 2 A4 ATT, IKEvl 721X IKEV2 ZEWNTT A1
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IKE1 75 Ly s TE— RDA 32— T uieErET s 2— Tt

1. crypto [ikevl |ikev2] enableinterface-name =~ R%&, > 7NN ERITI<AT aTF A
FE—FDZu— )L a7 4 Falb—gr B— RTEITLET,

RITH 2R L ET,

hostname (config) # crypto ikevl enable outside

IKEVI 75 Ly TE—FKDA R—TILFE=IFT 1 E—TILiE

7 xz—AX1DOIKEVl F TV T—2 a3 T, AV E—KRKET7 Ly 7 E—FDOELLE
HTExET, EHELDE—RLREILY—EREZRBHELETR, 7/ Ly 7T E— RTIHET
BORZHAN 2 B2 T, AFF3 AvE—U L 4 REBA3IEIT, &F5t6 A vE&—
TlEdH Y FHA) . Aggressive E— RSN EETT N, WBE/—7 1 D ID IFfRESNEE
Mo ZDT2, BX 2T 7RSAZMENLT HHNC, BT TIDHERELZLT 20N HY £,
TV T B—RE, T 74NV ETAFZ—T NI Ro>TWET,

)

GE)

TV T = RK&FT 4 B—T7NIZ3 5 L, Cisco VPN Client (X, ASA ~D b RV & fifesr

THOOEFAE X —RIEEFEHTE R 20 9, 2770, GEHEBICHES GG (oF
D ASA F721EXRSA) ZHHL T h RV EHLTE £,

72— RX1IKEvl X T —va rTOT T Ly T E— R 3X—TWITHIZIE, v 7
NEFEFNLT L THRARE—RFTROa~y R ATILET,

hostname (config) # crypto map <map-name> seg-num set ikevl phasel-mode aggressive
<group-name>

TV T BE— RaT 48— VI T 2120, Y NEREFIATF a s T xR A TR
TRoO=a< Re AJLET,

hostname (config) # crypto ikevl am-disable

Ty T = ReWosTm AT 4 =TI LB TA X —NVICRTICIE, 2Davwr R
Dno FEREMEALET, wIZHEZRLET,

hostname (config)# no crypto ikevl am-disable

IKEvl 5 & U IKEV2 ISAKMP E 7 DRI AKX DRTE

IKEvl £721Z IKEV2 ISAKMP 7 = — X % 23— g Tk, 7 0MMBEICHFEZ#RBIT S
VERH D F3, ZoFFRIL, ROL T a rnbBIRTEFET,

Address ISAKMP OFkBIE#HR A2 ZH T HHR A RDIP 7 KL AZFHLET,
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B vaub seiecTors &4

Automatic Bt 4 A 71X > TISAKMP 33 m—3 a2 UNRED £,
(F7 v cHAHEAF—DOIP T KL R

M)
AEERSREDREA EBE A

Hostname ISAKMP DOFkBIE#R A2 2 # T DR A FOEREM KA A VL E2FHLET (5
THIVE) o TOLENE, BRA R E RAL VA THERENET,

Key ID UE—F ETREFLEEX—2RBT DDA T LA M) V72 EELE
key_id_string Kl

ASA X, BETIWCEET A7 =—X1OIDEFEHLET, ik, Faidtfs—CilREE1T 9
A A v F— FTOD LAN-to-LAN IKEv1 ## # B\ T, 9_XTD VPN v+ U A TirbihvE T,

T RELEE T LI, Yo AERIEeATF a TR AN FT— R TROavy Ry
AN LET,

crypto isakmp identity {address| hostname | key-id id-string | auto}
el ziFE Moa<xy M7l iz R M) ICRELET,

hostname (config) # crypto isakmp identity hostname

INVALID_SELECTORS & %

IPsec ¥ AT AN SA ETHEE N7y NeZEL, 20/ hO~y X — 7 4 —)L KB SAH
DB VI XITHEA Lo 2581, TOR 7y NEFEETHILERHY 9, 2O K
DR n 7= M, BAEDO AR, SPI, IPsec 7 k2L, X7y OB ET L. £
DD ANTFRIGE/2 X FORT MUE, BLOBEESA = N OB L7 XEREG T E
Ty VAT AE, BL I X T VA LN TGNy R EEI NI L%
79 INVALID_SELECTORS @ IKE i#%1%4 4 L C, (576 (IPsec E'7) IZEELET,

ASA 13, ISR BEAFD syslog ZF A LT, CTMPIZZ DA N2 hORF L7 2R LT
7.

$ASA-4-751027: IKEv2 Received INVALID SELECTORS Notification from peer: <peer IP>. Peer
received a packet (SPI=<spi>) from <local IP>. The decapsulated inner packet didn't match
the negotiated policy in the SA. Packet destination <pkt daddr>, port <pkt dest port>,

source <pkt saddr>, port <pkt src port>, protocol <pkt prot>

EHEIX. SAHO NI 7497 L7 2 E—FLARWEE/NT > 1 SA ETZESNTY
B, ET~DOIKEV BHOEEZANEITEMCTCED LRV E LT, AT L%
AlE, IKEV2 BHIA v =R 5B ITEICSA HT20 1 >O@EM A ve—VICHIR S E T,
IKEV2 i@ L, IKEV2 [EHRAH TE T ITEE SN ET,
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650 Kz Eitgr—oxz ]

16 D IKEv2 FFTEBF X —DERTE
g—HALLYE— NOMFOHERILAEF— vy NlxF—VU—FOhexZBMT A L2k -
T, 16 #35D IKEV2 FrijdkAF—%2RTTHZ N TEET,

ikev2 local-authentication pre-shared-key [ 0 | 8 | hex ] <string>
ikev2 remote-authentication pre-shared-key [ 0 | 8 | hex ] <string>

-~ -~ i e e
IKE BE1DEEDENEFT = ITENE
EHF X, IKEV2 IPsec VPN #f5t E CEOERHAD N T 7 4 v 7 L7 7 &~ LR WERFEN
7y MINZEENTZHAIL, BT ~DIKEBMOREEANEITENTEHENTEE
T, ZOBMADEREILT 7 40 FTEMICR > TWET, ASDMEFHE Ca—¥ —4 238704
%354 @ IKE INVALID_SELECTORS #8100 X(5 1%, RO CLI i H L CHR E /X iz L
i‘ﬂ‘o

[no] crypto ikev2 notify invalid-selectors

AEEFRRED FATRAL, FAEENO CN B2 —F =4 Th V| BB e —I L — =Tkt L
THEITSNET, "service-type" BN G I NG AL, AR O X 5 I E T,

IKEV2 2S5 A T—a3 AT a VDT
ASATIE, IKEV2 7 77 AT —vav A F—TNERIEIT 4 B—TNMITHIENTE,

IKEV2 X7y D7 Z 7 A METHMT 2 MTU (R Rfeikxr=> ) ZfETEET, £
o, BEEIROav FEEALT, BET07 77 AT —va v FRERETEET,

[no] crypto ikev2 fragmentation [mtu <mtu-size>] | [preferred-method [ietf | cisco]]

T 74V ETIE, T RTCDIKEVR 7T T AT —a  HFRABRA X —7 2720 MTUIL 576
(IPv4 D) F£7213 1280 (IPv6 DIGH) . B 5 H UL IETF £E%E RFC-7383 £ 720 &
j—o

WD AEZE LT, [mtu<mtu-size>] Z4HEE L T 7EE W,

« 92 MTUEIZIX, TP (IPv4/IPv6) ~~ Z—+UDP ~ v # —D WA X% G 5 ME)N
% D ij‘o

EHFEICL o THRESNTWARWES., T 74/ O MTU 1576 (IPvd OB4E) £7-1%
1280 (IPv6 DIFE) &7 £9,

cIRETAH L. FU MTU 2 IPv4 & IPv6 O F CEHA S E T,
« FRhEEDHIL 68 ~ 1500 T,

N

GE)  MTU OFRERFIZ ESP A — 3 —~y REZBETIHILENH D 3, B5bFiz MTU BN S
N5 ESP A — "—r~~y RIZL D, BEAbBRIC/ 7y b A XL £, [packet too big]
T T —NEREINTZHEIE, MTU A X&2fER L, X 0EWMTU 2% E L TLZE0,
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B keeoss2o5—vavtivavons

KOV HR—FENTWBET T T AT — g FROWTNE, IKEV2 OBETZ 7 X v
7 —3 3 > )73 [preferred-method[ietf | cisco]] & L T ETE £97,

« [ETF RFC-7383 HEHENR— XD IKEV2 7 T T AT —3 3 1,
c ZOHFRIL. MEFOETHRRI 2 — g v FIZHR— AV 77 Lo AEEET
DRI NET,
c ZOFREMEHTHE, 75T AT — a L DBICK LD FET S, FIKEV2 7
FITRAUN AvB—URNMERNRESE T,
e RAAMBDT T T AT — 9

c ZOHRIT., IR XTI IAT U N REOETIC Lo THRItENLME—D T
ETHAEES., ERImForTirdyo—y g P R—RFEeFY 77 LR
FRRETIHEAIEHENET,

c ZOFRKEMHATEE, BRALORIZT T T AT —a U RFETEINET, ZEH
DETIE, TRTDT7IFTALMEZETLET, AvbE—VaEET5IL bR
THZLELTEEREA,

c ZHRUT., RSO T L OMEERMEIIH Y EH A,

show running-config crypto ikev2 =~ > RIIBIEDFE 4 #~ L. show crypto ikev2 sa detail
a2y Rid, SAICKH LTI T 7 AT —v a VIMER SN HAICH SL S - MTU 2 £
LET,

4R8O HHEIIZ

e NAMTUT A AHNV T R—FENTWWERFA, MTUIZ, *v hT—7 D=—X|ZH
DETTFHTRET LI LENH Y 7,

ZOREFTa—r L ThHY, REDEABICHESLIND SAITEEL KT LET, @A
DI SA X B L2 Z T EHA, 7T AT —2arnNTF 48— N> TWAES
THEEETT,

BRI100DT7 T VA NaeZETxET,

1

IKEV2 7T 7 AT —2aveT 4 =7 MIT D54
no crypto ikev2 fragmentation

F7 AN NIRRT -

crypto ikev2 fragmentation

EJ S

crypto ikev2 fragmentation mtu 576
preferred-method ietf
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aazzzieze [

* MTU Ofi% 600 ([ J 5854
crypto ikev2 fragmentation mtu 600
« 774 EOMTU EIZET 54
no crypto ikev2 fragmentation mtu 576
BT LT T AT = a v FRE VAT RICERT D56
crypto ikev2 fragmentation preferred-method cisco
MBERT DT T AT —va v A IETF ICRTHE
no crypto ikev2 fragmentation preferred-method cisco

ER

crypto ikev2 fragmentation preferred-method ietf

AAA EBEE &R A]

aaa authentication http console LOCAL
aaa authorization http console radius

AAAFRFEIE, 22—V —NAN LT —P =L LR — REFH LT, va—Hh/L $—_—|C
L TEITEINET, BMOEAIL, B C2—F4 %2 H L TRADIUSH — NIZxt L TEITE
NEJ, servicetype BHENFIG S NT-HEX, AR L o I S E4,

IPsec over NAT-T D1 ~— T /L1t

NAT-T Z i3 5 & | IPsec B TIEINAT 734 Z &N LI AL T 9, 202 &a%E
BT 2572012, IPsec T 74 v 7 BRUDPT—H 7 F L& LThTvMEENET, 22T
A— K 4500 MEHSNDH DT, ZHIZE>T, NAT 734 AZHA— MERBS RS E T,
NAT-T L NAT 734 2 & B#EigRH L, MRG58 Psec N7 7 4 v 7 &2 7ML LE
7

)

GE) X227 793A47 2 FOHIRBICEY, EXaT 275347 N DIKEV2 2L CHEFETX A
LT DITIINAT-T DA F—T WALRMEZ /20 £9°, ZOFERE, 7T 47 2 FANAT-T
TNRA ADHFHIZRL ThmAINET,

ASA . T—EAKMEITHZ IA4 T > M UT, HEHED [PSec, IPSec over TCP, NAT-T,
¥ L OV IPSec over UDP % [RIFFIZ VAR — F T& £97,

KA T arPAX—TND L EOEHGOIREEZRITRLET,
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IPsec 35 & U' ISAKMP |

FFoav|4x—TILOWEE D547 FDLAE ERAT HHEE
7 a v |NAT-T 234 F—7 )L BLIOZ T4 7 FANAT |[NAT-T BMEH S5
1 DEBITH DAL,
BELONAT BNIEE L7V | £ A 7 4 7 IPsec (ESP)
Al NMERHEND
F7°3 a 2 [IPsec over UDP 31 % —7 | BL WY T4 7 > b3 NAT |IPsecover UDP 23 FH X1
2 % DEBITH DAL, b3
B L OYNAT 23 FTE L7235 | IPsec over UDP 23 S 4
Al b2
F7F 3 v |NAT-T & BLOI T4 7 FABRNAT |NAT-T MEHA &SNS
3 =AY, : j:EiA
IPsec over UDP D J7 73 A PHBEICH DHEIE,
F—T N 35 L OV NAT 2357E L7228 | IPsec over UDP 36 ] S 41
B )

\}

GE)

IPsec over TCP 23 A X —T /TR > TWABHEAIT, FOMOTXTCoOER ALY LEL SN

&

e

NAT-T %A 2—7/WIZT 5 &, ASA IFHENIZ,
VE—T oA A FETHR—F 4500 X F4,

ASA1E, LAN-to-LAN L VE— kK 77 ERA Xy NU—7 Ol G TIEL, EH 60 TEHET
% H—@ NAT/PAT 7 /34 A DRI E SNTBED Psec BT 2R — N LET, IRAEER

BT, VE—F TR brrxloxrayo—g ARk LET, ZuE, $_Tor
TIFELANT Y w7 IPT RLA, DFYNAT T NNA ADT RLANLREEINTZLIICRA
H57-HTT, £/, VE—F 77 EA bR, LAN-to-LAN b b 70— (DF Y
NAT 734 ZADIP 7 KU RA) LRICARTEERTHZ 00z, RAERE CIXAKLE
T ZOARIO—HUIZLY | NAT 734 ADE#IZHDHET O LAN-to-LAN & VE— K 77
TAORERY VU= Tk, #HOETHOFR T =—2 g URRET 25680300 £7,

NAT-TZfEHT 5121, Yo7 aryTxAME—RERI~YLF a0 THF A N E— F TR
DY A FEFNEZFEITLET,

IPsec A X — T N5 TWNDT_TDA

FIE

WD a<r RaE AT LT, ASA T2 1 — 312 IPsec over NAT-T Z A 2 —7 /LI LET,
crypto isakmp nat-traver sal natkeepalive

natkeepalive 55X DO#EiFHIL 10 ~ 3600 B T3, T 7 4/ hME 20 T,

i :
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IPsec with IKEv1 over TCP @ 4 ~— J L1t .

WwDa<w FEANLT, NAT-TZA F—7 ML, =77 74 7%z 1| BRICEE L £
j—o

hostname (config) # crypto isakmp nat-traversal 3600

ATV T2 IPsec 777 AT — gy RY—IZk LTIEEALRTIA 7Y a VA RIRT 572912, kD=
< REATILET,

hostname (config) # crypto ipsec fragmentation before-encryption

TOFTat P TIITIA T —arEYAR— R L TWRWNAT 5851 Afila T
T4y INBBTELLIICLET, 2O T arBFEHLTEH, PTTTALT— g
YV R—F L TRV NAT 581 ZOEMERIFT b AZ 213H 0 ¥ A

IPsec with IKEv1 over TCP ) 14 =— JJL1t

IPsec over TCP (%, IKEvl & IPsec D[l 5D 7' 1 k=L % TCP (2L 7= %7 » SO h TR v
BT 2H5HDTHY, NAT & PAT D DT NA AL T 7 A T U4 — )V EEBTHEX 2T 72
MoV T HRILET, ZOKRRIZT 740 h THEHZERE SNV TOET, IPsec/IKEv]
over TCP Z {725 & WE@E@%ﬂ@wﬂ% SERVERESS, MFEOT AT U4 —
w»—w%ﬁ%bt {ZBR > THEBE CX ZEREE T, CiscoVPN 7 74 72 FREMETE B &
TR FT,
N

GE)  ZoRElL., XL R_R—2AD T AT U4 — /L TITEELE R AL

IPsecover TCP /L, VE—F 727 ®A 7 T7A4 7 bTEELE T, ASA & Z DY T4
7 > R D5 T IPsec over TCP A %2 — 7 /MIZ LET., ASA TiE. TTD IKEv] {51 >
H—T 2 A ALTINETDE I a— ULt 2 —7 /M2 SvE T, LAN-to-LAN $5¢ Tlx
HEREL £ A,

ASA X, T—HRMEITH V7 T4 T > Mt LT, fZHED IPSec, IPSec over TCP,
NAT-Traversal, 3 J OV IPSec over UDP % [FIE|Z YA — ~ Tx %4, IPsec over TCP |%. A F%—
TNl TWDEGE, ZOMOTXTCOER ALY bELESNET,

R I0EDOR— FEZFREL T, FILHDHR— Ik L T IPsec over TCP % A 2 — 7 LI T&E
F9, A— 180 (HTTP) <°AR— b 443 (HTTPS) 72 EDJEMDKR— b2 ANTHE, TDOKR—
MIBEHEAMA T ONTWA T B ha BTV v 7 f o F—T o f ATHE LR 25 2 L &R
#7?—%ﬁ%ﬁéhi# FORER, NRNTY w7 A B —T A A% LT ASA /& T
LT TV EFEHTHENTE L2 T, ZORBEEMRT 511X, HTTP/HTTPS
BHEROR— MIHHZRELET,

77 )V b OR— ML 10000 T,
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B

X JE

ASATZT T, 7947 FTHTCP R— " ERETHIMLERHVES, 774 T bD

34

RIEITIE. ASA FICRRE LTZR— M2 b 1 DBDLORENRH Y £,

IKEv1 @ IPsec over TCP % ASA T 10—/ Nl A F—TNMIZTHIZiF, ROa~vy ReEv oo
NEFIIALTF arTHR AN EFT— R TEITLET,

crypto ikevl ipsec-over-tcp [port port 1...port0]

OB TIiE, IPsec over TCP Z 7R — b 45 TA X — 7 /W L TWET,

hostname (config) # crypto ikevl ipsec-over-tcp port 45

IKEvi DEEBHZE Y IL— TR EDHRTE

NN TN—=TNE, =P —OEHRI L T 7 B AR ER L E T, AEHEIL—TRET

=

2—HW—FEAEOY 7=/ FDN EFBITEDN ZEH LT, =—H%—& b x 7

N—7#BELET,

)

G¥)

SERHE /L — 7 HBA L IKEv] & IKEv2 LAN-to-LAN #4677 1A S nEd, IKEV2 UE— K
T AL, bRV TV —T D webvpn B LT certificate-group-map @ webvpn = 2
T4 X al—vary B— R lIlREINDIIN—TEROTNVZ T YR — R LTWNE

&

‘/9‘*0

AEAEO NGO T 4 — /L RIZESWTa—F—% bRV T A—T LRET 5L, FTH
BREELER LIV — V2B L, IRIZHENAL—Z BINO b RV 7 )— I BT T 2 0B
B FET,

FEE~ Y 7 E1ERT HICIE, usethecrypto cacertificatemap=~ > R&HEHA L £9, Frx
WV T N—T R EFRT HITIL, tunnel-group =~ REFEH L ET,

Fio, AEEINV—TRERY = RETHMLENRSH Y T, ZNITE, —nb T —
7% MAT 5. Organizational Unit (OU) 7 4 —/L KB 7 V—T7 %2 BET S, T _RTOIEHE
2—P =T T ANV DI N—TEHEHT L, VI FRARHY ET, ZhboFXonTi
DELITTRCEFEHATEET,

FIE

SEFHENR—ZDISAKMP £y a v & h RV T —F v o B T 57200KRY) o—E&
N—VEREL, ftHE~Yy 7= Y & L 70— BEREAHT HIZIE, tunnel-group-map
gy REVUVINEREYATF a T AN E—RTAHLET,

tunnel-group-map enable {rules| ou | ike-id | peer ip}

tunnel-group-map [rule-index] enable policy
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kvt oiEeE s L—TEa0EE [

RY— AEAEDND RN TN =T RIS DO DR Y o —aEE L E T,
policy 1ZIRDWFTHTT,

ikelid : BRI TIN—T NI —)L )L I T FITESWTEE ST,
OU B b EF S NARWIEAIT, FEHESR—ZADISAKMP v a %
7 = — A 1 ISAKMPID DNFIZFESNT MRV T —FlI~ v BT
THZELEERLET,

ou: For v I N—T% L —VRBIZL > THRELZWGEE, VY7V
7 Ni#pl4 (DN) © OU DfEEFEATHZ L2 RLET,

peer-ip : kRN T —T F)L— )UIRERIZ Ko TIRIE L7260 OU
F i ike-id S THRE L2WGAE, ET7OIP T RLRAEFEHTH L
i LET,

rules : FFAAENR—ZDISAKMP £y a N, Zoavy Rk - T
EINTFERE~ v Z7OBEMTIZESNT, b IA—FTw
v rENnNAsZERLET,

ruleindex (A7 a ) cryptocacertificatemap =~ > K TRE L7/ XT A —X
ZBRUET, ARRMEIE 1 ~ 65535 T,

WO EIZHEELTLLIEEND,

cHEIPOH LN —BETHY, v~ T AT o7 AZ2BLUEBRLAWVEY, Zoa<w K
EEEEFEITCEET,

o JL—/L1E 255 SCFLLTF T,

1 ODITN—TIEEONL— L ZE B ToNET, EEOL—ALEZED Y THITIF, F
PTH—=NDTTAF)T 4 ZBML, ZA—TbLET, RIZ, K7 N—T 0BT
FEEXZERELET, 1 DOT V=T ICEHEBEONL—L2H 4 TEae, 7 ashd
A DN — L DOREFERIT L ET,

=V E N DIETERT D L, TRTOFMFIC—FE LI L XIZDHZ—F—%FED b
I T N—FIZED B THZENTEDHEIICRDET, T XTCORGRENLETHD
Z T, WEEAND BMEICHYS LET, Fid, 22—V —ZRED L T —TFIE
DY THRNZT X TOREEENMERG AL, KEZTLIZ1 20OV — L ZERR L £ 7,
RAHEAEN 1 ST MLETH D Z LT, P OR BAEICHY LET,

ATFYWT2 a7 4 X2l —1ar TRy T NA—FREEINTORWESIERTS, 740k
roxv S —7%fELET,

a2 FOREILIE, tunne-group-map [rule-index] default-group tunnel-group-name ¢3-, rule-index
VI — L OESENBAL T, tunnel-groupname IZREFFD b > RV Z—TFCTRIFIIRR Y FHA,

CLI 7% 3 : Cisco Secure Firewall ASAVPN9.20CLI 2> T 4 XaL—>a > HA K .
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451
WOHTIL, 7= —X 1 DISAKMP ID ONFIZTESNT,

IPsec 35 & U' ISAKMP |

FEBHEA— 2 D [SAKMP

twvarE R IA—TIlv oy B ST A EEE A F—T I LET,

hostname (config) # tunnel-group-map enable ike-id

KOHFITIE, ETDIPT RLRIZESNT, GFAER—ZD [SAKMP £y 3 v %
Mo TN—T I~ B T DR A X —T NMIZLET,

hostname (config) # tunnel-group-map enable peer-ip

WOHITIE, 7 V=7 FREESL (DN) Ofiffir=v F (OU) 2\ T, FEH
ER—ZDOISAKMP v a v~y B 7T 5 EE2 A x—7 I LET,

hostname (config) # tunnel-group-map enable ou

WOEITIE, BESNTZ N —ZHESNT, FEAESR—ZXDOSAKMP v a %

vy BT T AR A X =T M LET,

hostname (config) # tunnel-group-map enable rules

IPsec NDi%XTE

Z 2T, IPsec il L C VPN ZEH4 5 & =D ASA OFRE

£,

EEVXYIDEE

WZHBE 7R FNEIC W TREEB L

U7 b =v X, IPsecSA THRIvT—FZNDIPsec N v—%EFRLET, HHTE?D

F—U—RNIEFRDOEDRH Y £,

* IPsec #EHE N AT Al L OMRET 537 » F&lBIT 572D ACL,

- 7 1D,

sIPsec N7 7 47 DOua—AN T RLA GEHZOWTIE, 2 VT b~y 7 DA H—

T A A~OmA 332—=) ZBRLTLIEEY)

IR INEHDIKEVI hTF v AT 3 —2bFy FEFIZIKEV2 PudRi—¥1, ET70kFx=

TAREOHEIMHEH S ET,

gV s~y vy M, AU~y 72521 OFEZFTEHDO I ) 7 s ~ v 7 THRERS L
F9, DIV T K~ T EERLIZEEZ, YT b~y By FEERLET, KD
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YA NY—P A N XRTTIE, VoI NERE~YALTF a0 TFA S = RT 5~y 721
REFR S~ 7 ITEBMLET,

crypto map map-name seg-num match address access-list-name

access-list-name TliX., ACLID % . K 241 XFOLFHNE- 13K E L THRELET,

Je

Evb T RTCKRYLFICTDHE, ACLID NI 7 4 X2l —a N TRDTROTL 20 9,

Zoavxy REefid CANTHE, 7V T b~y T2 VT vy ey MIBITEET,
ROFITIL, 5~y 7E2BNT 55~y 7 &y bOARTE mymap T,
crypto map mymap 10 match address 101

FROEICEEND > — v AF T (seg-num) IZX - T, FCARTEZRORE S~ v 708N %
NENXBIENE T, B~y 7ICEHV Y TORTNDE Y —F P ARFIZL ST, B~y
ty NNOW S~y THOTI7AF VT4 BDREDET, =TV AFEZD/HIWVEE, 77
AFVT ARG RV ET, e~y Py M F—T7 A XZHDHTHE, ASAIL,
TDA B —T oA AZBWTHTXTDOIP N T 7 4 v 7 b~y By NAOKE~ v
Tk = VARG MROIRICRE U CEHME L E T

[no] crypto map map_name map_index set pfs[groupl4 | groupl5 | groupl6 | groupl9 | group20 |

group21]

5 b~ > 7O ek (PFS) (IZHHJ % BECDH 7 v — 7 Z248E L £, 5~ v 7
%xf L Cgroupld B L Wgroup24 7> a U 2RET HZ LT TERLL RV ET (KEvVIARY >—
ZERTLLE)

[no] crypto map map_name seg-num set rever se-route [dynamic]

OV T vy b UIZESHEERICKR L Tiv— MEA (RRD) 24 X —7 I LE
T, AA T I v BB ESN TV ARWEAS, RRUIREHICITON., e ENET, &
ENEREFITHIRENDETEOEEICARY 4, &5, RRIV— 3, AL — k39
TIAEET AR LS TRESND &, BFEOEHL— MIFEFES N, RRIL— F23A &
M= ENET, ASAIT, V=T 4 7 T—TMIAZT 4 v 7 Jb— h&HEIZEMNL,
OSPFAfEH L TENLDNL— " ETTAX—F Ry NU—T EIAR—F— )L—Z|Zi@H L
£9, EEILsEE (0.0.0.00.0.0.0) ZEEFRY FU—2 L LTRETHHA1E. RRIZA 1—
TMZLRNWTLIES, TN M— R T2 T 7 4 v 7 ICEBLET,

EAFI v INREEISNTWDEESE, V—MIPsecEXxa2 T 47— 32 (SA) @
TESTRCENERIZVERL S 4L, IPsec SA MR EN S LHIR SN E T,

e~y 7O1ONERICEHA SN TOWRWEETH, A¥T 4 v 7S~y LRI CARIO
HAFI v IR~y TERETHZLILITEERT A, TOHEEEETT,

)

GE) HA4F3IvZ RRIIFIKEV R—ADAXT 4 v IR~y FEFICEA IS ET,

[no] crypto map name priority set validate-icmp-errors
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F723
[noJcrypto dynamic-map hame priority set validate-icmp-errors
BFRICMPE= T — A v =% WEbvy 7 e XA T I v /R~y 7D ELBIZH LT

RFES D& HEE L E T,

[no] crypto map <name> <priority> set df-bit [clear-df | copy-df | set-df}

EJ/ B

[no] crypto map dynamic-map <name> <priority> set df-bit [clear-df | copy-df | set-df]

Wb~y 75 A 2 v I b~ v 7O, BEFD DoNotFragment (DF) &RV v — (&
X VT gy TYvT—vary LbL) ERELET,

e clear-df : DF £y R Z8EH L £,
- copy-df : DF &> M & HMERF L 7,
eset-df : DF E'y P& EL THEHLET,

[no] crypto map <name> <priority> set tfc-packets [burst <length | auto] [payload-size <bytes |
auto> [timeout <seconds | auto>

Ey e

[no] crypto dynamic-map <name> <priority> set tfc-packets [burst <length | auto] [payload-size
<bytes | auto> [timeout <seconds | auto>

BHEIL. IPsecEX 2V T 4 7V —2a BT b, JU0XLRESBIVHEEOX
@%?74/77D%@“%@(H@)Aﬁ/%%%? TNCTEET, TECEZA 2 —T )b
1235121, IKEV2 IPsec 7 B R —FLNHEINTWALENH Y £,

\}

G NZT7 4w 7a—BEE Ny NEREICTDE, VPNOT A RLF A LT MAFGIES
nET,

e~y ZIZED Y THNTWASACLIZ, R UACLAZH 2T X THOACE THE SN ET,
a< v ROESIRD LB Y T,

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

RO ACE Z{ER L7= & %12, ACL Z1ER L ¥4, ACL Z{EkE/-13BIN+ 5 2~ FotE
TIEFERD LB Y TT,

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

ﬁ@ﬂfi‘%AﬁHMOOﬁfi/FﬁBIMJOﬁfﬁ/FA@¢NT®F?74V7K
LT, B~y B0 8 THNTWD IPsec REA A L E T,

access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

Ry M= T A S~y 712k > T, SARIA T —2 g o THERAENDZ X2 T 3%
EPRELET, a—0LDASA BRIV —2 g U EBGT 5581, A% T 4 v 5
v TTHRESNEZR) —2FHL T, HEDOETICEETLIA 7 7 —2/ERLET, T
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DRI — g U ERBBTA5A1E, ASAIIRY S —IZ—HTHRET 4 v I s~y T %
ELETH, ROonbRWnWEAIT, B~y Py NNOXAFI v 7iE~y 7OHRTHS
MWOHLDERLET, T, 7047 7 —%2Z I ANDIIERTINERETHT-OT
—g—o

2 ODET D SA DRENLIZHRENT 21218, MG OET BNEHMEDH L7 ) T~ = v T 2die<
LB 1O TWORENRH Y £F, AP T 211E, 7V 7 b~ v TRRO S &
T BENDHY £,

s VT k=T, AEHEEZEORE S ACL (722 21E. 39— A4 A—YACL) BNEEN
TWD, BT NEA T v IS~y 72 FEH LT D581, ASAMNITYH A#E
DHDHRFF ACL DG ENTWDZ EN, IPsec Z AT 57 00EMHED 1 >TY,

K7 VT~ TBRMOET 2 @NT L SETOETRIATIv s 7T b ~v T
ZERA L TWRWEE)

VTR =y, WEDO TR T = by FERE TR ARDRLEH ]
OH B,

1 ODA B =T 2 A AZWHATEDL 7 ) X b~y 7y MI1OETTT, ROSLEDOWT
N ETIEEBEAIE. ASA FOEEDA ¥ —7 = A A% L CHEEOR B~ 75 1ERK
LT,

HEEDODETICRAR DT —H 7Ju—%F0BEE 5,
CXFEIERIATDINTI T4 IS ESE R Psec X2V T 4 WA T 5,

2Ez2iE B~y 7B 1oEK L, 2200V 7Ry NEDO NT 7 4 v 7 AT 5 ACL % E|
DYT, IKEvl F 7 A7 3 —A Ty bERITIKEV 7 ui—F L% 1 25 4CTEd, Bl
DI H~ > THER L, BIO22o0O% 73y NEO T 7 4 v 7 %3135 ACLEZHID 4T,
VPN NRT A —HRNBI B N T AT —Aky bERIIT e R—FLre#HALET,

1ODA L E—=T 2 AEBED I VT b~y T E2ERTHH/IE. 2V T b~y 7Ty b
NDOTFZAF VT 4 RO D — L AFS (seq-num) 2457 U7 b~y 7= b VICHEE
L/iﬁ‘o

£ ACE (21 permit SLE 72 iE deny XN FENE T, ROKIZ, WE~ v FIC#EH N5 ACL
TOFFA] ACE L E4 ACE DSR2 EWR A R LET,

20Ty TEHBOKR |BE

permit LA E 4T 5 ACE
DHAE L —F

Ny Nelis~y 7y FOFEY O ACE LA L THHMET 25 2
EEREILL, Xy b X2 VT AoREE, BE~y FIZHD M T
SN TWAIKEV]I hT A7 4 —5 vy PEIXIKE2 7 aR—
PLOFORELBELTIHMILET, X2V T4 REN T~
AT F—hky hERIITaR—=F LotV TF kT &KL
726, ASA [XBFEfTT HA7z IPsec R WA L £4, —xIZHE
N7 7 4 v DEEA. IPsec i EDiEA & 1337~ hOE L, @B
AE, V=T 4 T EITH EERERLET,
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90U T by TEHEOKR | IBE

deny XN FHENTWD ACE [Ty MEFHEF D27 V7~ = v 7Ok O ACE & FRE L TRl
DFENE L —F THZEEFRMIL, WO7 VT v~y (VT v~y IZHDY

THITNWD U —r v AK S THIBT %) OACE & ORA &%

MR LET,

IV s =7ty NAD | X7y hERESLETIIV—T 4 7 LET,
T A MEBRDTXTOHA]
ACE L F—%#

deny I FHEA TV D ACE X, IPsec RAENARELRBENT 7 4 v 7 (e xiX, v—T 1
Joakan NG 74w 0E) 74XV T LTEBALET, Lo T, BF5 ACL
D permit L & PRE L CRHMETT AMEDRNEIE N T 7 4 v 7 27 4 VW EZ VT 57012, &
#HD deny XEFHALET,

Wb SNTZHBE Ny ML T, ¥ X2 VT4 77 T4 7 RATEELT KL A L ESP
SPIZHH LT, NI A—FDESERELET, BXF2 VT4 T FIAT AL, 7y
N RL L7e#% T, BRI \Try NOWE~y ¥ —%, 2O/ v N0 SA IZBEf}
T HN TS ACL OFFF ACE LB L ET, Wi~y X —RN7rX o & —HLRNWGA, &
X2 VT AT T IAT L RIFDONR Yy b Ray 7 LET, N~y X —nrax & —H
THHEE, ¥X2 VT4 TTIAT ATy b b—T 4 7 LET,

A LS TWRWERE Ny "ONEI~y ¥ —Z2 BT 55813, X207 40 77947
VARTTRTOEEL—AFEELET, 2T, EEAL— L5 T 72— X2 D SA DFf
SEDMGT BN D T2 T,

\}

GE)

WELENTWRWERE NI 74 v 7 %27 )T THFAMNELTL—T 40745121, ACE
DR OFNC ACE DIEREZFFALET, ASAIX. A7V Y F oL T 278 AY A KT28
B2 DHDACEZ T v adT Al LT TEEYA,

LAN-to-LAN E&-5 < v T D4l

Z®D LAN-to-LAN X v FU =7 DHNZIBNT, EX 2V T4 7T T4 7 A A B, BLUC
ERETHHMNIE, AR ROWTRNIENLREE S, BIOKRA MEFERETHT~TOD K
774D R TEHATHIETY, L, AAMAIPORESND R T T 1 v
TIIIANFMOWET — I DEENDIZD, O~ 77 v 7 L0 b E RISk & %R
F—HAENLETT, TOH, FAMAINORESND N7 7 4 v 71T b7 A
Tx—hty hEHIDLETES,
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LAN-to-LAN B2 2 » 70l [}

B.1
o L
= - -
; —— R & —
Human Resources e 5 B.3 o C.3 C—
| — . T
— — 5 —

14as14

ZOKITTREN, FEUTOFATHEHAIN TWAEMZRT R ARTIL, IRk L7=b DT
T, EEOIP T FLAZEHRAL6IT. ZOFHHOKITRLET,

X2 VT A TTIAT U AAEBREBE N T 7 4 v 7 AICRET HI21E, 2008~ v 7 & 1E
BRLET, 1 DITFRAFAIDLLD T 7 47T, I 123Ky hTU—7 A DDE A
6D NI 7 47 HTT, RICHZRLET,

Crypto Map Seg No 1
deny packets from A.3 to
deny packets from A.3 to
permit packets from A to
permit packets from A to
Crypto Map Seg No 2
permit packets from A.3 to B
permit packets from A.3 to C

QwOw

ACL ZERE L7126, —ET 53y b T LB IPsec T 272D N T VA7 54— A
T hEEE S~ Y ZIZEY S TES,

B A — RACL &%, HEFRACEZHHAT 5 Z & T, ACLOFHliZ A SA XA L, 7V T b~y
7 2y FNOWRD ACL OFHliZ T2 60T, 7V T k<o 7T EICR D IPsec % E
EREEAHT D ENTE D70, HEGRACEZHERT5Z LT, §iblle b7 7 4 v 7 &5 T
57 V7N =y TOUBOFMMORIL, BledtEx=a VT 4 28R4 28027 U7 K

v ERIFE R EX 2 VT 4 EMELTLHHIOZ Y TN = 7O permit 3 & FERIZ b

T4 ERAETAZENTEET, BFSACLIZEID Y THN TS —F U AF L -
T, B~y 7 By NNOFHIONEFSRE D £,

WORNZ, Z OBEOREEN 7 ACE D OLAER ST W A — FACL Z /R LET, Kb HDELE
X, koD LEBY TT,
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JVT N~y Yy N WOZ VT N <o,

R

(TEXHERHDHER) 77 FONACEIC—F LR T2 Y
Th T OREEKTLET,

12D ACE DFiHE —FH L7z X7 v b, TNENORKZZD
A—uix, HHFOR% DO ACEIZ—T DRy Mk
LTWET, REZIDEWL, &7 v NOF(EIC & 5650
B LB RLTOVET,

VT RN~y 7Ty NKAHTORDI VT K vy F~DY &
AV r7av,

/
|

Ny FISACEIL—ET 50, £32 V7 h~xv Ty
FADFSTOFFA] ACE IZ—H L2 WIEH DINE,
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LAN-to-LAN B2 2 » 70l [}

K2:BBETy Tty N ROARS— K ACL

Crypto Map 1
S
A3B | =
Deny pe—
A3C g f
Permit
et \
Permit
AC I\
Apply IPSec assigned to Crypto Map 1
Crypto Map 2
;HT. '
erm J
Mal | e
Permi
A3C S
Apply IPSec Route as clear text E
assigned to "
Crypto Map 2

X2 VT4 TTIAT U AAE, BANAINLREESNTZ37 v FAFFA] ACE & —#7
HETIEL, 7 V7 b~y FIZBEMST N TS IPsec X = U T 0 OEND Y TERITL
FT, ZONTy BER ACE & —HT 5 &, ASAIZZ O~ v 7Dk O ACE % MR
L. ROBE~y 7 B~y 7B S TONTWD Y —7r AR ETHRT2) LolRAe
ERHMEiEZFERLET, ZOBITIE, BEX 2V T4 TTITAT U AANTANA3IDLREES
N Try NeZEToE, ZONRTy NERHIOZ VT N~y 7 OHES ACE EHREL, &
DI VT s~y TORELFHMELZHHLET, "7y MR 2FBDZ VT b~y 7OFA
ACE & —%3 % &, BEfTT S/ Psectx = U T ¢ (GREZRKBb & BB —FAE) 2N
Ny MZEHSVET,
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B wnvomnes<y Tom

F NU—7 B0 ASAREZSTE T T HI2HIC, ASAB & CIZI T7—HEs~vy 7 E2H D YU TE
T, ASA L, BERALESNTFEE N T 7 4 v 7 OFHEiRAC deny ACE % 4325 726, denyA.3B
ACE & deny A3CACE DI 7 —IZMHYTHHLDOZMRINTEET, LEEB-T, e~y 72
DI T—ITHLETHHLOEFMLELY FHA, ZDH, ASABE CDHI A7 — K ACL OFRE

IARETT,
ROEIZ, ASAA, B, BIUVCOTRTUTHE SN T~ v FICHID HTHNAD ACL &
RLET,
XAV TFA T ITSIAT VRN X2 TFATITZATUAB| X2 T4 T7TTS5472RC
Q) FTb <y |[ACENZ—> | T Iy |ACE/XZ—>2 |V 1) Tk <y |[ACE/NZ2—>
7 7 7
=R =R =R
BS BS BS
1 A3BxHHL |1 B A % #FH] 1 C A &
A3 C &S
AB %]
AC ZFfn] B C Z#FH] CB Z#FH]
2 A3 B &7
A3 C ZFFr]

WORIL, ECTRLEMALEDT RLAZEBEOIP 7 RLAIZY Yy BT LIZHDTY,
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A B. CA
192.1&.3.1 192.15_;.12.1 192.1&?(11.1
- W
5 Az = B2 c2
: 192.168.201.2

19216832 . 1gz.iga.12.2

r I

A3
192 168.3.3
Human Resources

C3
192.168.201 .3

N

c
192.168.201.0/27

143514

b -

WORIRTEEEDACE TlE, £20Oxy MV —27 ETHliS DT TDIPsec /37 > M
)72 IPsec 3% E 2 N H S E 77,

£X2UFa|[sUTr |ACE/SE—2 | D ACE
TIZATo|RyT
A S—Hr YR
BS
A 1 A3 B %E75 |deny 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.2:
A3 C &4 |deny 192.168.3.3 255.255.255.192 192.168.201.0 255.255.255..
AB Z#mA]  |permit 192.168.3.0 255.255.255.192 192.168.12.0 255.255.255.
AC Z#n]  |permit 192.168.3.0 255.255.255.192 192.168.201.0 255.255.25¢
2 A3 B 2] |permit 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.
A3 C Z#na] |permit 192.168.3.3 255.255.255.192 192.168.201.0 255.255.25¢
B WBE L BA Z#m]  |permit 192.168.12.0 255.255.255.248 192.168.3.0 255.255.255.
BC #3FFn] |permit 192.168.12.0 255.255.255.248 192.168.201.0 255.255.2:
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B cps— 1252507+ PR) ¥—08E

tXxayFa| D) Tk ACE /X2 — > | [ ACE
TIS5A470 3w

A S—HrUR

=

=

C B L CA 237 |permit 192.168.201.0 255.255.255.224 192.168.3.0 255.255.255.19

CB Z##nr] |permit 192.168.201.0 255.255.255.224 192.168.12.0 255.255.255.2

ZOBIOF Yy FU =2 TRUCmIEZICHT &, AT —RFACLZH LT, 1 50D ASA
THR#ESNTWDIEFSERARA NELFI Y TRy NIENENR D EF =2 U T 4 RELE
DUTDHZENTEET,

N

GE) T 74/ BTIHX, ASAIL, IPsec N7 7 4 v I MASTETA LU E—T 2 A RAELF LA U H—
T oA A& ETDHIPsec N T T 4 v ZIEVR—FLERA, TOXALTDNTT 4 v TIT
X, UZ =0 NTT UV RRAR—= AT = TR EDERNHY £, 727-L, UX—
N7 74y 7 %Y R— b5 Psec ZRETEET, THUTIE, TOXRY NT—27 LD
MONT 7 47 %725 ACEZ#HALET, X, ¥X2VT7 4 77747 AB
TUF—V bF 747 %A= b5, & Lo BB ZF A ACE % ACL1 (ZiEH0
LEd, EBEDO ACE XKD X 512720 £4, permit 192.168.12.0 255.255.255.248 192.168.12.0
255.255.255.248

~ - s =JL ==
PNHEAF—AVISRAEIVFv (PKl) +F—DEEKTE
F— X7 EEREITT (kT 5 & X2 Suite-BECDSA 7L = XLZBIRTEX L L HITT
HIZE, BABREFXF— A7 T AT 7T v (PKD) ZRETIHILEND Y FT,
1R BHEIIZ

RSA F721XECDSA D kT A biRA > F&EFEEIMHEHT D L 5 Ichi b~ v 7 2R ET DHE
X, BN —ty FEERTIVNENRNSHD ET, ZNT, TOMTAMRAL L MEIERL
T, "o TN —TF a7 4 Xal—arORTERTXAHEH 120 £9,

FIE

ATy Tl F— X7 EERT D L X1T Suite-BECDSA 703U X AZBIR L E7,

crypto key generate[rsa[general-keys| label <name> | modules[512 | 768 | 1024 | 2048 | 4096] |
noconfirm | usage-keys] | ecdsa [label <name> | elliptic-curve [256 | 384 | 521] | noconfirm]]

ATFvT2 ¥— X7 E¥ufkd 5L EIZSuite BECDSA 7/ Y XA ZEINLET,
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syFreyIngva—7r42~0E0 [

crypto key zeroize [rsa | ecdsa] [default | label <name> | noconfirm]

HYTEIYTDAEZ—T A4 A~DEA

g~y 7 7y ME, IPsec N7 7 4 v 7 NBBT LKA ¥ —7 =4 AZED Y THLERN
HYFET, ASAIL, TRTHOA L Z—T =2 A TIPsecZ P AR—FrLET, e~y v |
BAE—T oA AZEIDETDHE, ASAIZ, TRTCO NI 74w 7 2EE~vy T By M &
BAELTEMML, BfihEidxadyo—ya PR ESNER Y —2 A L7,

IVT s vy T B —Tx2A AZEIDETHE SAT—FRXR=2AEx 2T 4 R
V=T IR AREDT A LT AEELIIRESNE T, 7V T b vy T EEE
LTA I =Tz ACHEIVYTTDE, T H AL T—2HETZ )T b~y TRIEL
BRI NET, o L —r o 2AF LA LTHRLLWE T Z8BmL, 7V 7k
vy 7 EBEEDYTLTH, BBFOSEN/UIEND ZL13H0 A,

A 23— x4 XACLDEFH

ASA “Cai\ 5‘572‘-/]/ ]\“C IPsec /\o/ﬁ‘w‘/ ]\Z)S/]) =T :I:/])X ACL %/\‘/]) /\OX‘aA}:) X 5 &:foto
TWET, A1 ¥ —7xAAACL % IPsec N7 7 ¢ v 7 ZH#HT 5551%. no XD sysopt
connection permit-vpn =2~ > RZfH L £7°,

FHIEA L EZ—T 2 A RIAAL 2 RENTWAHKEE~ 7 ACL 1L, VPN kR Z i+ 25

IPsec /N7 v FOFF EHEBEEZITWVET, IPseciE. IPsec b v RN BRTIZ/RNT v N ORFE & fiF
FEATV. b RICEEA T B TWD ACL &3y B EBRA L TR L £,

ACLIX, EOIP N7 7 4 v 7 % R#ETOINEERLET, L2 22007y MiE
TIX2 BDORAMNIOTXTOIP N7 7 4 v 7 a2k T 572D D ACL ZERCE £4 (Zh
5@ ACLIX, accessgroup =~ > RTHEHEIDHACL & X< BEICwET, 7272 L., access-group
av RTIE, ACLBA v H—T 2 A ATEETDH N7 7 v 7 EIET D N T 7 4 v 7 &k
DET) .

Wa~y 7250 T5HET, ACL X IPsec DFEHICIRE SN FEH A, KI5~ > 71X ACL
EHRL, 737w Y ACL OWT A 1 DT permit & —E L725A8 1235 IPsec 7 1%
T4 EROET,

IPsec lEE~ v FIZE D Y THNTWD ACLIZIEZ, RD 4 SOEFEREENH VY £3,
«IPSec CIRETLHHE N T 7 4 v 7 2T D (permit IZ—E L7= b DDREDKIR)

o HESL I T2 SA MIRVVRIETBEIT AT — X2 L CISAKMP 23—y a3 % kY
H—725,

cFEBNT 7 4 v 7 HBMBLL T, IPSec THRET REThHHTL N T T4 v I BT 4 NE T
7 LU TCEIET 5,

cETPHDIKEFR T T — g AT S L XD, IPsec SA DESREZZIF AND N E D
NEPRET D (T m— 3 i ipsec-isakmp cryptomap =2 h UV IZ72 @A S E
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) . BT, ipsec-isakmp cryptomap =< K =2 b U AEEM TSN TWAE T —4
Tu—%FATHMENRSY ET, ZhE, A=y g VHRICHERICRITANLLND
£ TT,

6=

ACL DEFE % 1 SIZTHIERT 5 L. ASA IFEEMIT 6N TV DS~ v THHIBRL £,

BAE1 D EITERON 5~ v 7NBIR L T\ 5 ACL #EIET 5354 1%. cryptomapinterface
av U REFHLTT U ZALSAT — X=X/ LE7, FMIZONTIL, crypto
map 2~ FZZ| L TIIZE0,

O—h)V ET TCERBTDIAXT 4 v IHE~ v I LTHRET 5T X TORFS ACL (220
T, VE—PET T IRT7—A A=Y BHFACLEZERE T EE&HRLEY, £/, 27V
ThwyFEBENT AT F—2EYR—FL, MOV ATLEET L L TERIT HMLIERN

HVFET, ik, WO T TIPsec NIE LA EINET,

)

GE)

FTRTCOAZT 4 v IV WiH~ v 7 TACL & IPsec BT ZEHRT HMERH Y T, EH 50N
ERINTWRWE | B~y TIIARER B DOIZR D . ASAIL, RIDERRE T~ v 7ICE
BTV RWEN T 7 sy & Rry T LET, showeonf 2~ REMEHA LT, 3To
Wa~ Yy IPRERRBDIZRD LI LET, RERRZ VT N~y TEHEET DI, 7
T h vy T EHBRL, RITFTWAHZ NI AZBIML TV s vy 7 2HmEHLET,

W5 ACL I1E, BT 2= b U &Y HR— b LEHA,

K ACL TRHMETLT RUREIT585%ET FLADISEIC any ¥ —T — R&@ A2 & BEn
BAETHIZO, ZOF—TU— ROMEHITEET T 72 &V, permit any any =~ > R3C&# 5
% ERDBIGNFHEAET D20, AT OEET T ZEn,

T RTOBENT 74 v I PRESINET, ZUZiFE, MIETH7 VT b~y P THRES
NTWLETICERESINLREFAD N T 7 v 7 bEENET,

e FTRTOFEIENT T 4 v 7T HHEERMENZ Y T,

DT VAT, ASA T IPsec (REINTWRWT RTOERE Yy 2@ L TRay
ZLET,

R#ETH Ry FEER LTI EEMRLTLSESY, pamit XiZany ¥ —7Y— R&=FEHT5
A, TOXOFNC—#HO deny XExBE, (RENGIND VT T 4 v 72T XTT 4 F Y
VI LTHERLE T, ZNEThRVnE, 0O permit SULREMNRIND VT 7 4 v 7 NEE
noz iz 9,
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\)

A28 —TJ x4 RXACLDER .

6=

No Sysopt connection permit-vpn N E SN TWND & X2, WA VX —T = A ADT 7 & A
JN—"T D denyipanyany 7 7 B A U A FEFFRHT I ICRESNTWWELTEH, 774
Ty ML\ LIl T T 4y Z IR SNET,

RSN Fy NT—T~D, YA bV —H%A bEZIFTVE—F T 7 A VPNREHTOT 7
tAZa br— LT 5H7-HIZ, nosysopt permit 2~ REINEHA LV F—T A A LEOT
A arie— JURAL (ACL) EAEDLETHHALES ELTEH, 2 ENEEHA,

ZDOX D IRRIMTIE, WEOEET 7 2 ANRA F—T W75 T\ 5D &, ACLITEA S e,
A—P—13FEz X2V T4 T T IAT U A~DSSH 2 L Tt £+, NExX v b
T—7 EDORAI~D T 7 4 v Z7IFACLICE > TELL 7 ay 7 SNFETH, WA v ¥ —
Tz A ANDESGENTZBB T 7 4y 7137 ry 7 TEEEA,

sshBLWhttp =2~ NiE, ACLEVD &7 IF7A4F VT4 n@m< 72 ET, 2F0, VPNt Y
g VN T NA A~D SSH. Telnet, £72I1XICMP FT7 7 (v 7 2 EHT 5121, IPe—F
)b =BT D ssh, tenet, BLWicmp 2~ > RZEMTH20LERH Y 7,

o7 4w 7 NEEDPRENCEZRRLS . ASAIZ, A v Z—T7 =4 AZED Y THNTWES
ACLE N7 74w 7 BELTIMELET, A F—7 A AT IPsec ZEID Y THIZIE, K
DFINEEZFEITLET,

FIE

ATv T 1 IPsec (IZfEH3 5 ACL Z1ER L £,

AT T2 Bk LI=T7 78RV A E, RLZ )T b~y 742 EHA LTI RI3EHEO 7 ) T b~y
Fle=ww 7 LET,

ATvT3 T—

& 7 —|Z1Psec ZHT 57T, B~y IZIKEVI h T VA7 4+ —AL &y NER

IZIKEV2 7R —F L~y o 7 LET,
AT T HETEHI7 VT b~y TE4EZEOYTCC, 2V T b~y T2 4FELTZ) b~y 7Ty b
LLTA VvV E—T 2 AIZHEALET,

il

ZOBITIR, T—2MNASAA FONEA B —T oA A HTAHRA 10222 120D
5L EIZ, AAN10.00.1 EHRAN10222 DD T 7 4 v 712 Psec RN EH S
nEJ,
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Host
E 10222
;|
10.0.0.1 ) ’
Appliance _
Firewall A Firewall B

IPSec Access List at "outside® interface:
access-iet 101 permit ip host 10.0.0.1 host 10.2.2.2

IPSac Access List at outside’ interface:
access-list 111 permit ip host 10.2.2.2 host 10.0.0.1

Traffic exchanged batasen hostz 10.0.0.1 and 10.2.22 is protectad batwean
Security Appliance Firewall A "outside® and Security Appliance Firewall B ‘outside®

el

ASAATZ, AA K 10.0.0.1 22HHRA 10222 ~D 77 4 v 7 RO XD IZFHH L
£

¢ EETE =7 A F 10.0.0.1

e gEdE =R A B 10222
770 ASAAE, RA R 10222735 A K 10001 ~D T 7 4 v 7 ZRDEH I
AEm L E 9

e EETL =7 A B 10222

« a5 =7 2A 5 10.0.0.1

R DRy b ERANC—E L7z permit L2 X - T, IPsec SA DA —TF 73R FED
£

IPsecSADS A 734 LDEHE

ASANH LW IPSecSA & r v m— T HEXIMMBHT D, Za— L T4 75 A MMEEE
WCTEXET, BEDODZ VT ~vTDra—r)L 54 T7 54 Mz EEXTXET,

IPsecSA CTl, B s tAMEX—MMEH SN E T, ZOF—|LSAICRAIRARER T,
F—IFRCH A LT T R THDOT, F—DU 7Ly vaPETT, £ SAIZIE, [HEER
A & ThI 74978 O2BEOITAT7X A LBHYET, TNENDTA 7 XA Lkl
THESAIFRIL, HLWVWSADEOORIT—va VBB LET, 774V DT A
TH A NE, 28,800 B (8 BERE]) 38X 1V4,608,000 F 234 b (10 A HNA MFHT 1K) T
7

Ta—r) T4 TEALEEETDHE, ASAIZ bR Z Fay 7P LET, BEBICHLS
NIZSADRITL T — g9 T, HLWVEMERHESNET,

B~y TICRESNTZTA 7 XA MMEDR 72, ASANDH LWSA ZER I HE. KBS
<y AL, ETICEEINDIHFH LV SA FRIC, BEIFED SA THEHAENTWEL S a—L T4
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v L —7 4 0zE [

THEALMEEFHRALET, ET7 BRI —2a VEREZITRDE, ZOETRNEETHT
A TEALDMMEE O —=DNVIZEREEINTWET A TEZALMED ) B/INSWFTOMEZ, FLu SA
DITATHAMMEELTHHLET,

BETFESADT A T7HA LD LEVEEZBZDHIC, ETIEH LWVWSA ZrIv2—cLET,
ZOX LT, BEF SA OFNARNYINDENT, #H LV SA DUl N TN EF, BEFF SA
DIV DTATHEALDKIS~15% 1158, ETEHHLNSA ZxrITo— R LET,

)

GE) X —FEEROBEELZERET 572012, A FEIKEV2 b Rm VO TR 2 X2 DT 4

TYVE—=var IAv—ERETHI L HERLET,

VPN )L—FT 4 VT DER

F 7 4V hTlE, AN ESP 247w M L CiE o v NN OBSRERRL » 7 T » 7T
. IPSec b F/REH TEEINDI XT Y MR LTI Y 72 T v 7R ITbnER A,

—¥DOXy bT—2 bR TR, V=T 4 T T ST — H’JIO“CW%K/\”TV kDI A
PEEIN, B—H/VIPsec F o RANB|XfRxT v P IREETH 15 N RO
MIELL V=T 4 7 E3NT, SBRICEELEEA,

I EBGIET BITiE, IPSec NER/R 7w M LTy NELDNV—TFT 4 T Vv 0T v
A X —T NI LET,
1R BRI

COMSEENT 7NV N TT A B—T IR o TNWAEDIL, 2O LIy I T I LB /87 34—
VU ADK T ZERET 7260 TT, ZOMHREIL. BREREEICOHA X—T I LTLEE
U,

FIE

IPSec N /%7 > Mz LTy NEEONL—FT 4 v T Ny 7T v T x—T M LE
ﬁ—O

[no] [crypto] ipsec inner-routing-lookup

GE) IDawy FRREENTVBEHEA, FIEVIIR—ZAD b fVIZOHEH S E
‘é—o

1

ciscoasa(config)# crypto ipsec inner-routing-lookup
ciscoasa(config)# show run crypto ipsec

CLI 7% 3 : Cisco Secure Firewall ASAVPN9.20CLI 2> T 4 XaL—>a > HA K .
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crypto ipsec ikev2 ipsec-proposal GCM
protocol esp encryption aes-gcm
protocol esp integrity null

crypto ipsec inner-routing-lookup

AAT4vIOBBEITY TDIERK
AR T 47 7V T v~y AT HERN R Psec a7 4 X2 b—T g VEERTAIC
X, ROFINEEFITLET,

FIE

ATV Tl ROa< REANLT, Ri#ETHMT7 740 v 7 2EFET D ACL Z1ER L £,

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask

access-list-name TiX, ACLID %, K 241 SUFOLTFHNE 138 LTHRELE T,
destination-netmask & source-netmask Clix, IPv4 x> b7 —27 7 RLAB IOV T3y h v &
JERELET, ZOFTIE, pamitF—U— RZEk-oT, HBEEOREIC—KTD T 7 4 v
7T RTHIE T CR#ESNE T,

51

hostname (config) # access-1list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0

ATFYvT2 "I T 4 B RHET L HERERTDIKEVL F T AT —b vy FERET DI, K
Da<wr ReEANLET,

crypto ipsec ikevl transfor m-set transform-set-name encryption [authentication]
encryption TiX, IPsec 7—% 70— % Ri#ET 572D SL T REEE L £,
eesp-aes : AES & 128 By b F—%fEH L 9,
eesp-aes-192 : AES & 192 By b F—ZHL £,
* esp-aes-256 : AES £ 256 B b F—ZMHH L £,
e esp-null : K172 L,
authentication Tix, IPsec 7—% 7 H—%{Ri&ET 272D DR S b AR E L E7
» esp-sha-hmac : /~v ¥ = 743U XA L LT SHA/HMAC-160 i L £,
* esp-none : HMAC F83E7 L,

11
Z OFITIE, mysetl, myset2, aes set 23 hT AT xF—A &y NOLBITT,

hostname (config) # crypto ipsec ikevl transform-set mysetl esp-aes esp-sha-hmac

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.20CLI 3> T s FalL—> 3> HA K
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ATvT3

ATy T4

ATy TH

24854 vomevy Ik ||

hostname (confiqg) #
hostname (config) # crypto ipsec ikevl transform-set aes_set esp-md5-hmac esp-aes-256

FT T 4w I RARET S HEGERTAHIKE2 P aR—P L 2RETHICIE, kOa~r B
ANLET,

crypto ipsec ikev2 ipsec-proposal [proposal tag]

proposal tag | % IKEv2 IPsec 7 0 AR —H /L DA FIT, 1 ~ 64 SLFDOLFHITT,
TaR—PLEERL, IPsec 7A=Y L a7 Fal—vareT—RFEMBLET, 2
DAL T4 X2l —arET— KT, TrR—Px L TEEOR 52 1 7 LA ES
AT EEETEET,

1

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure

ZOFITI, secure N R —PFNLDLFI T, 7 harBIXOWELZ A TE2ATILE
7,

hostname (config-ipsec-proposal) # protocol esp encryption aes

1

Zoa~wr RTIE. YD AES-GCM F 7213 AES-GMAC 7V T Y XA Z AT A5 8RN L F
7,

[no] protocol esp encryption [ aes| aes-192 | aes-256 | aes-gcm| aes-gcm-192 | aes-gcm-256| null]
SHA-2 72X AR EIRISNTVWDHAIE, EOT T Y XA L% [Psec AT LT Y XL &

LTHERAT A0 ZRINT A0ENRH Y £, AES-GCM/GMAC 2355k 7 /L2 X A& LT
TEINTWAEAIE, XNVEEWET LT XA LEZRINTILENHY £9,

[no] protocol esp integrity [sha-1 | sha-256 | sha-384 | sha-512 | null]
GE) AES-GCM/GMAC 235 b7 /LT ) AL & L TREINTWDAEATT, XVESE

7wﬁUXA%§Wfézgﬂ%Ui#}SH&%MiK&QF/ZW%%iTéK
DIZHEEAPERLPRF IEACTX £33, ESPEAMEMA#EHICHOHEHATE LT,

(Fi5) BHEE TR AR RELEEN (PMTU) ©=— 2 7% A 3 —7 M2 LT, PMTU % ot
DEIC) Yy N 2OMEERET LN TEET,

[no] crypto ipsec security-association pmtu-aging reset-interval
e~y 7 E2ERT DI, Yo hEREF~ALTF 2T XA N B REFHAL T, kOY
A NV —%A FFIEEZETLET,
a) ACL ZlfE~ v 7 IZE Y ¥ CTEF,
crypto map map-name seg-num match addr ess access-list-name
e~y 7ty held, e~y 7= NIOESTYT, = MIFERENERD Y —
r v A (segrnum) A FEH E 23, map name 23 F U C9, accesslist-name Tid, ACL

ID %, K241 LTOLFHEITESHE LTREL 7. KOFITIEL, mymap 287 U
Th~v Tty FOL4HITT, v~ v 7 By hOV—4F L 2AFZIT10TY, O —F L RAE

CLI 7% 3 : Cisco Secure Firewall ASAVPN9.20CLI 2> T 4 XaL—>a > HA K .
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b)

d)

B 1207 VT v~y Ty N£WOEBOZ NIICT 7 20570 EHLE
T, V=T UV ABED/NEIWNEE, TIAFTV T o BEL R ET,

1 -

ZOFITIL, ACL 101 23055~ » 7 mymap (ZHFI D 4 THET,

crypto map mymap 10 match address 101

IPsec TIRESNTZ N T 7 4 v 7 ORI L RDET ZHELET,
crypto map map_name segquence numberset peer ip_addressl [ip_address?] [...]
i -

crypto map mymap 10 set peer 192.168.1.100

ASA . ETIZIP 7 FL A 192.168.1.100 RE W B THNTWHSA 2 E® Yy F 7 v 7 LE
j‘o

GE) 9.14(1) LAKE, ASAIXIKEV2 7 V7' b~ v 7 OEKET AR — KL TWET,

BARKI10ETZ U A MBI TEET,

OV~ LT, IKEvl T A7 3 —A vy hE IKEV2 7R —8 /LD
EHELEHATHENERELET, HEO NI VAT r—Lb vy bEREF T vR—Y L
B, TIAFT VT 4NEH REDTTAFTVT 4 DOEORERY) (ZHFELET, 1 DOl
vy TN RKNBEO N T VAT —L 2y bERIEFIT el —FLE2EETEET, KO
2Oo0WTNIDa~vy REFEHALET,

crypto map map-name seg-numset ikevl transfor m-set transform-set-namel [ transfor m-set-name2,
...transform-set-namel1]

At

Crypto map map-name seg-num set ikev2 ipsec-proposal proposal-namel [proposal-name2, ...
proposal-namell]

proposal-namel & proposal-namell Tix, IKEv2 @ IPsec 7' 2R —H /L% 1 DL EFREL &
T, EHFE~y 7 = MU, KR EOTaR—F Lz R—hLET,
i :

IKEvl DFAEOZ ORI T, T 74 v 70N ACL101IZ—F L= & &I, SAIE, ED b
TUAT =Ly hBETDO NI VAT 5 —5 &y MZ—ET DML > T, mysetl
FEVTTA4FVT 1) Emyset2 (2T T7A4F VT 4) OWThnEFEHTEET,

crypto map mymap 10 set ikevl transform-set mysetl myset2

({£#) IKEv2 TliX. b 1/VIZ ESP Kb L 3BGEA #9272 mode % F57E L %
T, ZUTXEY . ESPREAEINA LAY CFADIP Xy O SBREINET,

crypto map map-name seg-num set ikev2 mode [transport | tunnel | transport-require]
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s [Tunnelmode] (¥ 74/ 1K) : BT EAMLE— KRB bRV E—RIZRDET, Fo
FVE— KT, ESP R EALLFIER LD IP X4 v h&AK (IP~y ¥— L F—%)
A SN 720, AKRORETLT FLRESET FUANERRICARY £, O
IP 5 — 45 75 AAERRIEEL S, HILWIP Sy hO~f m— Ric2 0 £,

IDEFE—KRTIE, V—ZREDFy U= F8A AW IPsec D7 1 ¥ & L CEME
TEET, 2F0, —FBPKA MR THEFLEITONET, BET/L—F R
v hERESIE L, IPsec by RV & L Clat LEd, 56— XITcDIP 7 —
277 LEBFIEL, 5T AT AliRiELET,

o B— ROREARFEIZ, =0 RUATLAEEE LR T IPsec ZFIHTX
HENHZETT, Fo, NI T4 v I bRET LI L TEET, hrx
F— REEHTAHE, WBRFIZIZ ROy RERAL VU N LhbhoT, hrRY
VT IRy BORKOEEFE T EFLITLNY FHA (bR DT
RRA > b ERIUHBETHIRER) .

[Transport mode] : E'7 23 %A — k L TWRWGE, B 7 8/UbE— NiX, horxn
EFE— R+ — Ny 7T LT g AFEDEEE— NIZR2Y £9, transport E—
RTILIP A v — REFBE S (LI, TD P~y X —TEOEEMHINET,

ZOF—RIZIE, K37y MBS FLoyEmand, 7V v xy hU—7 k
@?N4XL\A&/h@%%%&%ﬁﬁkm%%ﬁﬁf%ékw5ﬂﬁﬁ%@i
T, AT — R T, TRy U —27 TORRIZRMEE (722 21£QoS) %, IP~v
F—DIFERITESNTIEITTE DRV ET, 2L, VA Va4~ X =K 5
fbEns72o, Ny NOBREPHIEENET,

s [Transport Required] : 77 7 £ /L bE— RiF#ZEE— NIZ L FH A, P E—
RIZT7 =Ny 7§52 LT TEERA,

F 7 4V MiE tunne 1 7 LE— RTT, transport B LT — RiZ, BTN
F— REVHR— L TWRWEGEAIZ tunnel ©— RIZT7 4 —/L 3y 7 TX HHREE— f\“(&’)
. transport-require 7 7/ LE— R TIL, I5EE— ROAPEHAINET,

Gx) Bt E— RiZ, VE— M 727 A VPN IZIIHERINLE T A,

HFENMEE— RO T =— g3 OFIFRO EBY T,

A=Y ANEEET— REREL, LARUAD N E— RTSE LA
A=V E2—ZF RNV E—RIT7H— N7 LET,

« AW tunnel & — RZFER L, JEZZS transport & — R CINE L7zHE . EMNIX
tunnel E— NIZ 74—y 7 LET,

« AWM tunnel E— RZHE7R L, JSZAIAS transport-require & — R DA JEEMIIX
2AR—HILEZEE L EE A,

s [RERIC, A =3 — % M transport-require E— KT, VAR Z N bRV E— KO
BlX. VAR H )5 NO PROPOSAL CHOSEN 23265 &L E 9,
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IPsec 35 & U' ISAKMP |

B <57/ vomes<y Tk

e)

2)

(EE) 7a— VI T84 L% EEXTLOHAET. 7V h~yTDSATA T 54
LEEELET,

Crypto map map-name seg-num set secur ity-association lifetime { seconds number | kilobytes
{number | unlimited}}

map-name Clx, K5~y 7ty NOARIZIRELET, seg-num Tidk, B~y 7= K
UICEI Y THREEEELET, BHEREEESNET—ZICESWTH DT A4 7
AALERETCEET, HEL, T—FEETA 72 A 2L A FE VPN (2D i ] &
N, VE—hK T727FAVPNIITEH I EHA,

&1

ZOFEITIE, 7 V7N vy 7 mymap DIRERZN T A 7 X A L% 10 ~ 2700 F (45 43) 1T
BEAELET, NI 74T EITATHALNIELEINERA,

crypto map mymap 10 set security-association lifetime seconds 2700

UEE) IPsec N2 D7 ) 7k = AT LTH LW SA 8R4 5 & &2 PES Z B3RS
B, FziE IPsec BT B2 ITEUD ERIZ PFS 2B R T B0 EHELET,

crypto map map_name seg-numset pfs[groupl14 | groupl5 | groupl6 | groupl9 | group20 |
group21]

51

ZOFITHIEE, KBS~y 7 mymap 10 IZR L TH LW SA 2RI o— b9 5 L X2 PFS N
MEETY, ASA X, 2048 £ > b Diffie-Hellman 7’7 A A EV 27 A7 /L—7%H LUV SA
THEHLET,

crypto map mymap 10 set pfs groupl4

T3 o7V s~y F =y NUICESESICH L THIL— FMEA (RRID) %1
F—=T N L ET,
crypto map map_name seg-num set rever se-route [dynamic]

HAF I v 7 PEEINTORWES, RRUSRERICIThI., B EnEd, &
ENREEELITHBREINDIETEOE IR ET, ASA L, V—T 47 T—TNZ
ALT 47— hEHBMIZEML, OSPF #fH L CENHDIL— 2T T A _X— |
Foy NU—7 g =S — =2l L Ed, #5055 (0.0.0.0/0.0.0.0) %R
Fy hT—27 L LTHRETHIHEIE. RRIZA X—T /I LWV TLIESW, T 741 b
N— b EFHTE T T4 v 7B LET,

HAFI I PRESHTOAES, b— FMEPsectx 2T 4 7YV — 32 (SA)
DOWENLEE DRI VERL K41, IPsec SA DHIR S5 BB S E T,

GE) A F Iy 7 RRUZIKEV2 X—ADAZT v 7 Wg~ vy ZI2FIE S E
S

51

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.20CLI 3> T s FalL—> 3> HA K



| 1Psec & & U ISAKMP

g4+zvomevyIons ||

crypto map mymap 10 set reverse-route dynamic

ATFYT6 IPsec FT T 4 v I EFMT LD, VT b~y Ty hEAUA—T oA ACHEBALE

#‘O

crypto map map-name inter face interface-name

map-name TlL, Ko~ v 7y NOARTZTEE L £, interface-name Tix, ISAKMP IKEvI
RAVT—=a v EARX—TNELET A =TT DA F—T oA ADLHIERE L E
7

1 -

ZOHFITIE, ASAIFNNA v —T =AM A&l T 5 N7 7 4 v 7 S~ > 7 mymap & M
AU CHM L, PREDMLENE S NEHET L ET,

crypto map mymap interface outside

FAFTIVIBETY TODERK

HAF I 7 72UV T N <=y7E WITNORITA—FZEFEIN TN WI VT N~y T
T, XA FIv 7 7V T h~v7iE, RELTWAERTA—=FN, ETOEMECAEY LI
BTHEAFIvIZIZEEEND (Psec XL —2 g v OFERELT) RU—F o L—
FOBEEZRIZLET, ASAIL, AXT 4 v G~y T TETDOIP T RUANEIERHRES
NTOWRNWEE, E7 Thorplia 323y o— hSELEDICEAF I v I e~y 72
LET, ZUE, ROZATOET TRELET,

e NRT VT IPT RLVAREAFI v 7 IZENSETENDET,

LAN-to-LANDOET, BLIRXVE— 7278 A$TAHETIE, W& b DHCP &M L To%
TV IPT7 FLAZEETEET, ASAIL., PRV ERBTHEEETFTZOT R
AEMFHLET,

TITAR=RFIPT RLARTA T I v 7 IZEHYV B THENDLIE T,

WHE, VE—RT7BAD MU RVEERTHET L, ~y R=URIZE-oTHEVH TS
N7 7A4AX=FIPT RLRA&ZFF> TWET—HKIZ, LAN-to-LAN & RV ITFRTITR
ESINTZTTARXR—F Xy NT—27 Dy FRHVET, TNURAXT 4T =T D
REIHEHEND DT, #EF & LT IPsec SA DHENIZ B S E T,

BEENAZT 47 7 VT N~y T EFETHIOH, (DHCP £/213HIOHIET) A7)
Sy ZIZED Y THNZIP T RLARDNLZ2WEAERe, B0 B THEIZIIE®R R o7
TAT U MDTTAR=FIPT RLARDLLRWEENH Y £4, #@HE., VPN T4 7T
MZiZ, AXT 47 IPT FLARRL, IPsec R TV —3 g U EBEIEL-ODHAF
R IV VT Ny I RMETT, ez, ~y R RIZIKE RIT vy —32 g I IP
7 FL A% Cisco VPN Client |IZEI W 4T, 7747 MIZDOT7 KL A&{#EH L T IPsec SA %
xAvT—hLET,
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B 7 rzvomes~yTnkm

\)

6=

ATy 7Tk =y FIid transform-set 235 A —Z I B LEE T,

BAFI v IS~y THEHTDE, Psec DAL T 4 X2 b—y g UNHEICARY 9,
ETNEIZHANIRESIND EIFROR2NEy NU— T2 L2 HERLES, ¥ 17
v Z7 7Y 7 bk ~v /X, Cisco VPN Client (E XA )L 2—H =74 8) | BIXOF AT I v 7
WEID L THNIZIP T FLRAZEAGT 20— 216 L TEA LTS 72 S0,

Je

Er

A

~

ATy 7V T N~y 7Opearmit = U Zany ¥—7— REHEHAT 2550, EEN
VETT, ZoXopermit = FUDOKHRERD N T 7 4 v 72T FY A LT H—
REXYA LD LT 74 v/ BEENDHE, ST 57 FLAFMICOWTdeny =2 F U %
ACLIZFALET, Ry hU—2 ¢ BT Rxy b 7 —R¥xy AN T 74 v 712X LT, &
7o IPsec THRIELeWZDMD N T 7 4 v Z7IZx LTI, 3 deny=> U ZFFALTL7EE

AN

AT w7 7V N~y M3, #ERzlGE LYV E—MOET ESAZRIY=— T 5
CEPITHEE L £3, ASAIL, XA T v B~y T EFEHLCYE—F BT L OB

BT 56 Z LT TEERA, XA T Iy IS~y 7Tl #E M7 7 4 v 27 5 ACL @ permit
T MY E—ELTH, AT DSANELFIELRWGE, ASAIZEDONTF 7 4 v 7% R
oy 7 LET,

TV T h=o 7y bliF, FATIv 7 7V P b= P2 E502 RN TEET, £14F
RISy 7Oy ME, Ry Tty hTFBERWTIAF VT4 (0FY, —F
KEXN—HF L AFE) #BE L. ASABRORE B~ v 7P EEICTHET 5 L 912 T 50N S
NET, BXa2 VT4 TTIAT R, o (RET 4o 7)) ~v 7O NI R—F LA
WIERIZIET, XA TIv s V)T N~y T Oy hEFHNET,

AET 4y V)T Ny Ty FEFERRIC, 4TI 7 7T R <=y 7y MIH,
[i U dynamic-map-name Z £ 03 X TCDOX A FIv 7 J VT h vy T 2EZ0ET,
dynamic-seq-mum (Z X > T, By NNOX A FI v 7 7 VT b~y 7BRRBIENET, AT
RV IR~y T ERETHHEEIEL. IPsec BT OF —H 7 n—&K5 ACL TikAlld 572
I, ACL OFFR[ZIEALET, ZOXIIHELRVE, ASA L, BT BT TI2HLDD
2 7u—ID #Z T ANDLZ L2 7,

pe3

=
=2

AT Iv I~y 2y MEHLTRESNT, ASAM LV F—T A AIZ bR~
TENDIT T4 7IZX LT, FEY2a— DT 7 4V h)b— FZED B TRNTLEEN,
MoV TEND N T 74 w7 BIRET DI, A4 FTIv7 7V T h~v7IZACL ZiB
MLUES, VE—F T 78R M RMEERT D72 ACL 23R ET 256 1%, @7 R
VA= NVERBELTLLIEIN, Hilb— MEAZEHALTLV— 2 A A M—LTEHDIE, &
TR RN T v TIREIZ 2> T2 LT 7E &N,
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ATy T

ATy T2

ATvT3

g4+zvomevyIons ||

DTN Ay TEREA R E—RESATF aTERA N E—ROELLENEHERA LT, £A4F
Ry IERE O N ERERLET, 1007 ) P hww Ty NNT. AXT L v
v T T RNV EEANTFTIv I vy T o N RS DEA N TEE T,

FIE

({ER) ACLZXAF I v IHE~y FIZHD YETET,
crypto dynamic-map dynamic-map-name dynamic-seg-num match addr ess access-list-name
LT, RETDHR T T4 v 7 EIRELRW N T T 0 v 7 RED £,
dynamic-map-name Tix, BEfFOX A F I v /e~y 72 B3RT o5~y 7 = M) 04
A& fEE LE T, dynamic-seg-num Tik, ¥4 FI v Ikie~y 7 = NVICHIGT Ho—7
VAZ G EIEELET,
i
ZOFITIEL, ACL101 ¥ A F I v 7~y Fdynl ICHIDV S THNET, vy T DT—74
VAT 10 T,

crypto dynamic-map dynl 10 match address 101

ZDEAFTI v IKEE~y FZXH LT, EOIKEVl hT7 VA7 4 — A&y FEILIKE2 7
RAR—PFLETFAITEINERELET, ERO N T AT r—2ty bERET T vR—F 1%
TIAFVTANEE FEDTTAE VT 4 DLDONEA]) FEELET, IKEvl F T2 A7 4 —
Lty FEIFIKE2 7o R —H b Ulca~vy REEH LT E S0,

crypto dynamic-map dynamic-map-name dynamic-seg-numset ikevl transfor m-set transform-set-namel,
(transform-set-name2, ..transform-set-name9;

crypto dynamic-map dynamic-map-name dynamic-seq-num set ikev2 ipsec-proposal proposal-namel
[proposal-name2, ... proposal-namell]

dynamic-map-name Tix, BEfFOX A F I v /e~ vy 72 BRI o5~y 7 = M) 04
A& fEE LE T, dynamic-seg-num Tik, ¥4 F I v Ikie~y 7 = NVICHIGT Ho—7
Y AFE G HEE LE T, transformeset-name (X, {ERREITEE T DL T AT A —L kY B
D4 RITY, proposal-name TiE, IKEv2 @ IPsec 7' R R—H/LD4RHIZ 1 DLLEFEE L £,

1 -

IKEVI DBEOZOFITIZ, FF 74 v 7N ACL101IC—HLZE X2, SAIL, FDORTv
AT =Ly MBETDRIF AT —L Yy MZ—ET 500285 7T, mysetl (BB 1 7
TAFIVT 1) Emyset2 GE2 7744V T 1) OWThuraEfHTEET,

crypto dynamic-map dyn 10 set ikevl transform-set mysetl myset2

UEE) 7a— L T4 744 MEETZHZT DGR, BEXAFTIv s ~v T =
DSATAT7HA LERELET,

crypto dynamic-map dynamic-map-name dynamic-seg-numset secur ity-association lifetime { seconds
number | kilobytes {number | unlimited}}
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B+ rv—51 rnsnozn

ATvT4

ATy TH

dynamic-map-name Tix, BEfFOX A F I v /e~y 72 BRT 5~y 7 = M) 04
AiZf8E LE9, dynamic-seg-num Tik, ¥4I v ke~ y 7 =2 VST D —7
VAR SERELE T, M EREEEENET X ICESWTH DT A 7 X A LERET
EET, L, THFEETA T A LT A ME VPN IZOABEH S, VE—K 77 %
A VPN IZIFEH S v EH A,

1
ZOBEITIE, XA F vy 7T b~ dynl OIRERL T A 7 XA L& 10~ 2700 Fb (45
43) WHENMELET, NI 74 v 7 EITAT7HA LIERINERA,

crypto dynamic-map dynl 10 set security-association lifetime seconds 2700

(EE) IPsec NZDHEAF I v 7B~y AT L TH LUV SA #3sR9 5 L X |2 PFS &+ %
KT B0, T/l IPsec BT 0 HZIT D ERIZPFS #ERT 220 EHEEL T,

crypto dynamic-map dynamic-map-name dynamic-seg-numset
pfsigroupl4groupl5groupl6|groupl9|group20|group2l]

dynamic-map-name Tlx, BEFOX A T I v /B~y 72 SBT LS~y 7 =2 b D4
AiZfEE LET, dynamic-seg-num Tlix, A T I v I~y 7 = MUICxHIET 53—
VAFFERELET,

i -
crypto dynamic-map dynl 10 set pfs groupl4

FAFIvI VIV TN~y ey "aeRAET v 7V b~y 7y MTBEMLET,
AT IvI ~vT 2T 57V 7 N~y L, 6937V b~y Ty hOFTT T4
FVT 4 = N ERIK (=7 U ABERHRER) ITHELTLIEIN,

crypto map map-name seg-num ipsec-isakmp dynamic dynamic-map-name

map-name TiX, e~y 7ty NOARTZEE L £7 ., dynamic-map-name Tix, BEFD X A
FTIvIWE~Yy T ESRT LT~y 7 = ) ORI ZRRE L ET,

1 -

crypto map mymap 200 ipsec-isakmp dynamic dynl

Y4 Y=Y A FIREDER

W~y 72EH L CEROIKEVI BT 2 EXRTH L, MEMER-EL 2R TExET, 2
Day74F¥alb— a3V A MY —H A b VPN IER T, Z DOEEIZ. IKEV2 TidHh
A= bhINEEA,
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ipsec VPN &2 [}

HHETHRMT S L ASAIL, B~ v FIZHEEMIT LN TN DROET ~O ~ RV E il
SNLET, R =2 a VBRI LT ETICT— A NEEEN, FOET N T VT 4T ET
WZRVET, 777407 BT EIE, ORI — a3 D& X2, ASA BEIZHRINICK
BRHETOZETT, T, T — g VN RRTAETHIXES, pA o — g
DRI LR RTT, ASAITIROETIZB Y £9, e~y BT o Tns T XTor
THRERTDE, ASA DY A 7 IVTRPIOETIZREY £17,

IPsec VPN O &1E

IPsec A 74FaL—> a3V DRT

INHIE, IPsec 2 7 4 Fab—a VT AEREERTRTHEDICT U I VERITV L
Far7X¥ALE-RTCANTELa~v 2 FTH,

#3:Pseca> T4 Xa2L—>aVERERTT HHDITUFR

show running-configuration crypto

IPsec, 7V b~ XA FIvr 717
F~v 7, ISAKMP 2 X, IEEar7 4%
L—yareRkERRLET,

show running-config crypto ipsec

IPsec 2 7 4 Fal— g r2hkz2FRLE
‘é‘o

show running-config crypto isakmp

ISAKMP 2> 7 4 Fa L—3 gV 2RkEFRL
E

show running-config crypto map

IV TN~y ar7 4 F¥al—a LR
EFRRLET,

show running-config crypto dynamic-map

FAFIvs 7V T =y TDar7 4 ¥a
L—ya v ERRLET,

show all crypto map

FTRTCPODary 74 FXalb—rar N"NTFTRA—XF
(T 74V MEzFONRT A= L ET) 2K
~LET,

show crypto ikev2 sa detail

I S LHEEHE T Suite-B 7 /L= Y XA R —
FEFRTRLET,

show crypto ipsec sa

VUTNEREIIANT a TR AN E—RT
@ Suite-B 7 /L3 Y XL AR — F B L OVESPV3
IPsec HJ2FR L £7,
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B vo—romiz7r74TtvoasorT a6

show ipsec stats CUUNERETAF Ay TFHEA R E-RT
D IPsec 7 27 AT A REFT R LE
7, ESPV3fatfEiid., &5 L7ZTFC/X7 > b
BLOFEE L2 ICMP =7 —|ZRK R S
ET,

Uﬁ—h@ﬁt?ﬁ%4ﬁtv>a>®%?§ﬁ%
TRCOTIT 47 By a PEHEIZKT LIZEBAIZRY ASAZ ) 7 — 5 L9512
ATV a—)VERETEET, O 177¢W%Tﬁ@_§ﬁénfwi¢o

rdoad =~ F&fH LT, ASA%Z YU 7 — kL7, rdoad-wait 2~ REET H &, reload
quick 2~ RZfEH L C reload-wait i% & % NI TE £9, reload =~ R & reload wait
A~ FI3FsHE EXEC £— FTHEHTE £7, £b6I1Ch isakmp 7'V 7 o v 7 A3 £4
/Uo

FIE

TRTCDT I T 47 By a  PHBEUIK TT20%F>TASA % ) 77— N HHEREE A
X—=TMZTBHIZIE, ROVA WY =Y A NERT B INVERFLT 2 THFA RN E—
RTIATLET,

crypto isakmp reload-wait

51

hostname (config) # crypto isakmp reload-wait

ERBROMICETIZESET S

VE—hK 727 EBARLANt-LAN ODE v g U Ry 73T 58EICE, SEIER 0N
HVFET, 22T ASADY Yy MU UERITZ) T —b, By ar TA RV EZA LT
7 b, KRR OBE, FEEICLDEIETT,

ASA TlE. (LAN-to-LAN 2> 7 4 X2 L — g VU E7-X VPN FA4 72 D) [RESNTZ
ETICR LT, By va URERER SN A EANCEMTEET, 77— MEZELLET E
72X 7 47 bMiE, TOHBEZEZL LA N v ERERy 7T v 7 R N ER
LET, ZOMIRIZT 74V F TEREMICRES N TWET,

[BESINTZZ AT FEETIZRROLONREENET T,
e T T — "R A R =TV TWNDEEXF2 VT 4 TTIAT A

*Cisco VPN Client D95, N—=T a3 V40D Y 7 b7 #FTLTHWDHHD (v
T4 ¥ 2l —a VIIARE)
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[Psec &7 ~DOYIWrH@EI % A 1 — 7 /WIZT 5IZ1E, cryptoisakmp disconnect-notify 2~ > K%
VYT NEREIAVTF AT XA E—=RTANLET,

X274 T7VI—30D7)7

—H DT 4 X2 —a VAT, BEDSA I =— L TWAMETERD
T, HILOWREZZEDICAENCT A1, BEFOSA %227 V7 LT, EHEKEDOa T 4
X2l —a TSAEFHMLLET, ASANT 7T 4 71T IPsec b7 7 4 v 7 ZHLERLL T
HZHAIE. SAT—FR—2ADH b, :/74 Xal—a v EBHROEELS AR T%
J VT LET, SAT—HRX—REERIZT VT 5D, KEFREEDOEL, ASA AL
L TW5 IPsec kT 7 4 y7%7§§9\f£u\i%\ WIRET DL 212 LTLIEEN,

WOFRIRTa~vr REANTHE, VoI AERIIALF 20T %2 h F— T IPsec SA
VT LCHEHAMET 2 EnTEET,

= 4:IPsecSADY ) TH L UVBNHIERANDaT R

clear configure crypto Psec. 7T h~vF. XAFIv2 2VT k<
7, ISAKMP72 & | a7 4 X2 b —a 2k
HIBR L E 9,

clear configure crypto catrustpoint TRTHORTAIRA L FEHIBRLET,

clear configurecryptodynamicmap |4 _TOXAFI v 7 2 U7k < v FEHIBLET.
BEDODEAFIv s 7T N~y PEHIBRTE 55—

T—FbdHb ET,

clear configure crypto map TRCOZ7 VT h~v7ZHBRLET, FFEDOZ VT
N~y 7ZHIRCTEDXF—TU - £,

clear configure crypto isakmp ISAKMP 21> 7 4 ¥ a2 L— 3 VAR EZHIBRL £,

clear configure crypto isakmp policy F_XTOISAKMP R U > —F 72 IHFEDR Y > —ZHl
PRLET,

clear cryptoisakmp sa ISAKMP SA 7 — % _X— 22K & HIBR L £,

EEXyJaArvIJ4Xxal—3>ny )7

clear configurecrypto =< KiZid, IPsec. s~ v 7, ¥4I v IkE~y 7, CA T
A RKRA Vb, TRTCOFEAE, GEHE~Y 7 a7 X2 b—3 a3, ISAKMP 72 X i
HFALT 4 X2 —Ta VOBEBLHIRTE DN EENET,

F1# & 457 U722 T clear configurecrypto =~ RZAN+5 &, faar 74 F¥alb—v 3
VAR (TRTOFFELET) DHIBREND Z LIZEE LTI ZEN,

FEMC DUV TIE,  [Cisco SecureFirewall ASA Series Command Referencel] @ clear configurecrypto
av REZRLTEIN,
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7.
L2TP over IPsec

ZDOETIE, ASA TO L2TP over IPsec/IKEv] DR EFIEIZOWTEA L E 4,

» L2TP over IPsec/IKEv]l VPN [ZDW T (51 ~—)

* L2TP over IPsec D T A & o AZH: (53 ~X—)

* L2TP over IPsec Z g% &7 5 7= O DRHESM (54 ~—)
o EEFH EHIKFE (54 X—)

« CLI "C® L2TP over Eclipse DF%XE (56 ~~—3)

« L2TP over IPsec DIEEEIERE (61 ~—2)

L2TP over IPsec/IKEv1 VPN [ZDULNT

Layer 2 Tunneling Protocol (L2TP; L' A ¥ 2 hox U7 Fu bhan) I, VE—F 7747
Vg %753‘/\"7“) I IPXxy U= Z2HHALT, B¥EDTIAX—h Xy hU—7 ==L
BRIGAECTEDEIICTHVPN b x> 7 7a harcd, L2TPIL, T—#D b %
Y > Z\Z PPP over UDP (ZR— bk 1701) #fiH L £,

L2TP 71 hauidk, 725347y MYP—_"—EFLEERICLTWET, HEEIZL2TP %~ k
J—27 % —3— (LNS) L I2TPT7 7Rzt hL—4% (LAC) 200 TCWET, LNS
X, EBE, =R EORy NU—T = U oA TEITENET, —FH, LACIE, ¥4 %
VT w7 ® Network Access Server (NAS; *v hU—27 77 & A $—,3—) L, Microsoft
Windows, Apple iPhone, & 7-(% Android 72 & D L2TP 7 A 7 > M3 #H S iz KR A >~
N TNAATEITENET,

VE—F 7278ADTF VAT, IPsec/IKEv] Z{#i 9% L2TP ZiRET DK OF| A )
F—h 2—HF =N — Y oA RLEHEREZFEDTICNNT I v 7 PRy NU—T %5
VPNIZT 7 BEATEHZ LT, ZHICLY, FEEWICEDLFTN G TH POTS % LTU
T—h T BANARRIZZAR D FF, ZOMIZ, Cisco VPNClient Y 7 b7 =7 72 EOBMD Y
TAT YR 7 vz TR0 ENIFE L H Y 5,

N

GE¥)  L2TPoverIPsec i%. IKEvl 7ZiJ & VAR —F L TWVWET, IKEV2 1TV AR — I THERA,
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IPsec/IKEvl Z {9 5 L2TP O E TIL, FaidBE X —F 7L RSA > 7 =F v FRXEHHT
HAEAE, BXW® (A¥ T 4 v 7 Tidi) 457w 7 270V <=y TOEARYR— b
ENFEJ, L. T2 CTHATAMEFIECTIE, IKEVL, BXUOEHER A —F/ZIIRSAE
HOBENTET LTND ZEZAHRIC L TWET, FHAF— RSA, BLOFAFIv7
YN 2y FOREFNEICHONTIT, — B EH =2 7 Xalb—3ar T4 ROE 41
% [Digital Certificates] ZZH L T 7230,

)

G¥)

IPsec DELRIEE—

ASA T IPsec # {42 L2TP X E T 5 & . Windows, MAC OS X, Android 3 X U Cisco IOS
REDER—TFT 4 VT VAT DIRESNTZFRAT 4 7 VPN T T A 7 b & LNS 23FH AL
FATEDL L9120 £, IPsec AT DL2TP T2V R — ML TCWET, AT 4 7 L2TP
X, ASA Tzt L TWEH A, Windows 7 74 7 > B HR—KFLTWAB IPsec ¥ =V
TA T I a VORET A 7 XA LIE, 300 TT, ASA TTA 7 XA L% 300 AT
ICRRE L TWAEE. Windows 7 74 72 MIZOBREEEEL T, 300D T A 74 A LI
BEEz T,

F&EbURILE—F

ASA X, 774/ hTIPsec o/ E—REMHLEST, ZOF—RKTIE, JTOIPT—%
7T AEEPIESILEIL, HTLWIP YTy hOXA m— 2R ET, ZOF—RFTE, Lv—
AR EDRy NT—7 FTANAL ANPsec D7 aF L LTEIWECTCEET, 2F 0, L—FNK
A Mo T F b EITWE T, FEILA—F BTy FERE b L, IPsec b ¥ RV AAff
HALTHELET, s —2IT D IPT—% 77 LB L., 568 AT ARk L E
T, bV ET—RORERFEIT, =0 RV AT LAEEE LR THIPsec 2FIHTE 5 &
WO ZETT, £, NI T4 v o bRET AL TEET, FoRE— REMEH
THE, WEHFIIZ N RZAVDOZ RRA 2 M Lhbonbd, brrV 7 Inizry o
AFDEEITEFRITONY AL (INER RO RRA V FERIUGATHIE
£R) o

7272 L. Windows @ L2TP/IPsec 7 74 7 > ~M&, IPsec ik E— REEHALET, ZDOE—F
TIXIP A B — RETBRE (LS, TOIP ~y ¥ =3 EfbEnEtA, ZOF—KIC
I, &7y MBS FLpBmEnd, "7V v 7 2y NU—7 EOT A R, /Ny
b DEAERIZREE L E S LR TE DL LW OFLERH Y £, ROKIZ, IPsec D k2 HRL
FT— R ELHRET— ROEWE R LET,
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L2TP over IPsec D5 1 2 A EH .

3:PsecD bR E— FEEEE—F

IP HOR | Data |

Tunnel mode € Ercrypted _’_‘

New IP HDR | IPSecHDR | IPHDR | Data

| IPHDR |  Data

Transport mode / \

|IPHDH |FSecHDH|

<+—— Encrypted —}l-|

Windows D L2TP 8 X W IPsec 7 7 4 7 > b3 ASA (T8 5 121%, cryptoipsectransfor m-set
trans namemodetransport 2~ R&ZHH LT K7 A7 3 —24 & v kA IPsec ok E— R
ERETHVLENDY T, Z0avr R, REFIETHEHSNET,

)

GE)

ASAX, A7V RNV T I7HBAVRRNT2EZBADACEE S v adThHI LI TS
¥ A,

ZOXDRERENAREIC 2D ., FR Yy hU— 7 TORZREE (72 & 212 QoS) %, IP
SNy L —=DERICTESNTIATTEDL L2 ET, 27EL, bAoA a4~y X =0k
N5, Xy NOMENRFHIRINE T, BEE—FTHE, P~y X—0N7 V7 TFA L
TEESND &, WBEHIZMONDO NT 7 4 v 7 oEifFTZ Ll 7,

L2TP over IPsec D 5 1 7 2 R E 4
A\

GE)

ZOREREIE. <A 1 — P SEERED R NE T LTI TE £ A,

IKEV2 Zff ] L7z IPsec U & — b 7 7 & A VPN (2%, BRI A HE7: AnyConnect Plus = 7213
Amx74?/2#%£f¢oKEH%@WLKH%C)%_F77?XVHHQU)KB4i
721X IKEv2 Z ] L 7= IPsec 4 K] VPN TIX, Essentials 7 1 & > A IZf}J& D Other VPN 7
LB AMEHENE T, EFNAVZEDOEKEIZHOWVNTIL,
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TN—T R 2 —% L2TP/IPsec il L TRRETE 1, EFbb0FAE L., L2TP/IPsec
coRV 7 7Fa harlZBEHT 51203, JA—7 R —2RETAHALERH Y T,
L2TP/IPsec h> %V v 7 7a haipna—PF—E{EIN—T KR —IZx L THREIN
TV WA X, DfltGrpPolicy % L2TP/IPsec >V > 7 7'm k=2 /biZxf L TRE L,
A—YP—EZIN—T R =l ZOBMEEHKSEET,

BT 7 AN [FEEHAS— BREE AT TALAE. T4V MO T e T 7
A (R Z—"7) | DefaultRAGroup Z5XET DM ENH Y £9, FEFE—R
DRI FEITT DAL, SFHE D ICASWGER CE 2o ——EFEF T a7 7 A
NEFEHATEET,

 IPHERIER BT CTHENL T 2 M ER SV 7, #ittEE 7 A M T 512id, = RaRA U b
MNHASA~DIPT RLADping &, ASAHT Y RIRA Y h~DIP 7T KL AD ping &
FITLET,

XA O E OB TH, UDPAR— K 1701 A7 2 v 7 STV ARNWI & 2 fER L TL
7230,

e Windows 7 DT> RiRA > N FNA AR, SHA D TV =Fx XA T ET HiAFAEL
fEA L CRIEEZEITT 256, v/ =F % X4 7L, ASADV T =F v XA 7L SHAI
F7213 SHA2 OWTFIDB—FE L TWDAHLERH Y £4,

FEFHREFINER

COHETIX, ZOWREEDOTA FT7A v LHIRFHICOWTHMHLET,

AVTFEXERAMNE—FOAA FSA4 Y
TN aryTHR AR = RTCHR—FEINTWET,
T7AT7I94—ILE—FKDHA KSM4 >

N—=T Y R T77AT V4=V F—RFTORYR—rINTWET, FTUAXT L2 E—
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sesresnsE ]

ec iZXHLTRAT AT DIPV6 Fo Rty KT v 7OV R—MIHY /A,

TRTDTSY R ITHA—LTOYI b2 T7DFIE
HE S Tld, IPsec b kL& LT- 4096 L2TP O A% AR — L TWET,

ﬂ'b ﬂIEa)jJ ’r l~

o

0—H) T —HX—ADOE . ASA IX, PPP #ERE X & LT PAP 3 X U Microsoft CHAP @
W= g1 27T AR —FLET, EAP & CHAP IZ, 7uX 3G Eh—"—12Xk - T
FITENET, DD, UE— b 2 —%— authentication eap-proxy F 7= % authentication
chap 2~ R CRRELZ bR Z—TIZHE L TV D6, ASA TR —)L T —F~N—

AT L EIICRET D L

Zox—P—IEERHR T 2R FY,

-'j-/-ﬁ_ |" éhfb‘é PPP n:L‘.\l:lEg ’f 70
ASA E® L2TP over IPsec ##t1d. IRDKIZ/RT PPP#GEZ A 7121 2R —F LE T,

xR 5:AAA Y —/\— HR—

b& PPPEESESR A T

AAA Y —/R— 24T HYR—FESNTWSPPPERIIZ A T
LOCAL PAP, MSCHAPvl, MSCHAPv2
RADIUS PAP, CHAP, MSCHAPvl, MSCHAPv2, EAP-Proxy
TACACS+ PAP, CHAP, MSCHAPvI
LDAP PAP
NT PAP
Kerberos PAP
SDI SDI
% 6: PPPEREL 7 1 T Dk
F—O—F |RBAEAT ek
CHAP Y= N=DF ¥ LU VT DINE T, 7747 2 NIk
chap ShF [FrLrPERRT— R BRIV TFFA RO
a—P—HEIKLET, 207 b3, PAP LY EETT
W, TA IS LI EEA,
EAP EAP %A 3x—7/MZLET, ZhilEk-oTeFxa T4 77

eap-proxy)

S A7 2 AL, PPP RIS 1t R &4 D RADIUS 2R —
N—=lcFaexv LET,
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. Microsoft CHAP, |CHAP &l CTWET, — R~ CHAPD L5727 VT 7
ms-chap-vl (oo XA RDOART— FTIRARL, B LSRR T— R T %

-chap-v2
msTehIpTY Microsoft CHiap. | FIFBECHBT 50OTEN ¥ 327 T, £/, Zo07a |
JRRS R TF = 2B DD D ¥ —%& MPPE IZ L - TAERK L E
N—2'g 2
j‘o
PAP mupEl:P 7 U 77‘%‘2 }‘@:L*‘"j_*‘% k/\o7\ ]7*‘ Fé”(ﬁ‘?‘@
pap T, EXaTTEHY EHA,

CLI T® L2TP over Eclipse D& 5E

ATy T

ATy T2

ATvT3

FA 7 47 VPN 7 7 A7k L2TP over Eclipse 7' &2 h /L& L T ASA & VPN #5i C
X5 X HITIKEvl (ISAKMP) RU P —ZFRETLMLENH Y £7,

« IKEvl 7 =—X 1 : SHAl /~v ¥ = &M HT % AES 551k,
* Eclipse 7 =— X 2 : SHA /~v ¥ =2 F &AM H T % AES K551t
* PPP #%GE : PAP, MS-CHAPv1, F7-1% MSCHAPv2 (#£4%)

o FHHijHAH % — (iPhone DHLEIZIED)

FIE

K ED ESP RF S bZ A 7B X UERGEXY A 7T, b7 A T+ —b &y FEMEKRLET,
cryptoipsecike version transfor m-set transform nameESP_Encryption Type ESP_Authentication_Type

i -
crypto ipsec ikevl transform-set my-transform-set-ikevl esp-aes esp-sha-hmac

Eclipse & & RVE— R TIEHRL<HEREE— REEMAT L L0 ITHERLET,
cryptoipsecike version transform-set trans name mode transport

£l

crypto ipsec ikevl transform-set my-transform-set-ikevl mode transport
L2TP/Eclipse % vpn h > RV > 77 a hajr bt LTHRELET,

vpn-tunnel-protocol tunneling_protocol

&1

hostname (config) # group-policy DfltGrpPolicy attributes
hostname (config-group-policy)# vpn-tunnel-protocol 1l2tp-ipsec
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ATvT4

ATy Th

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

CLI T® L2TP over Eclipse D% E .

(Eﬁ)‘mﬂﬁ#1)%47??477%Km@ﬁ%ﬂ%m7FVX%?W%fﬁUV*
DI FTAT v MIERTDHEIITHRLET,

dnsvalue[none| IP_Primary | IP_Secondary]
i

hostname (config) # group-policy DfltGrpPolicy attributes
hostname (config-group-policy)# dns value 209.165.201.1 209.165.201.2

(EE) @t x=2 YT 40 7774 TV AZWINS $—"—1P T KL A% T V—TF R
DI TAT MIEET LI IR LET,
wins-server value [none| IP_primary [IP_secondary]]

1 -

hostname (config) # group-policy DfltGrpPolicy attributes
hostname (config-group-policy)# wins-server value 209.165.201.3 209.165.201.4

(EE) IP7 FL A2 F—ZEl LET,

ip local pool pool_name starting_address-ending_address mask subnet_mask

B -

hostname (config) # ip local pool sales_addresses 10.4.5.10-10.4.5.20 mask 255.255.255.0
(fEE) IP7 RLA =z ra 7 7 A0 (hrxy Zn—>7) EREEfHT £,

address-pool pool_name

1 -

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general) # address-pool sales_addresses

IN—T R =D a7 v 7 7 A (Frpv T—=7) 2V 7 LET,
default-group-policy name

1 -

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy

L2TPoverIPSec ¥4t & st AT B 21—V — 2l T DG EV—— & E L £3, — 33—
HTERWERIGRIEEZ e — I VEREZ 7 A — Ry 7§ 58551F, a2~ ROKEIZLOCAL
ZiEMLUET,

authentication-server-group server_group [local]

51

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general)# authentication-server-group sales_server LOCAL

L2TP over Eclipse #ft 4 #4779 52—V —DRFELF X%, #fi 7w 77 4L (L7 —
) )d‘l/‘(j: Hﬂiﬂbiﬁ— D"—‘ﬁll/n:uniE@%?j——L ASA %'fﬁﬁﬁ Lfl/\fo‘?l/\ﬁl:l%\ D"—'ﬁﬂ/ﬁ@\
AEIZ 7 =Xy 7T 551X, a~ 2 ROKREIZ LOCAL Z:EMML £,

authentication auth_type
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ATy 7N

ATvT12

ATy 713

ATy 714

ATy 715

1 :

hostname (config) # tunnel-group DefaultRAGroup ppp-attributes
hostname (config-ppp) # authentication ms-chap-vl

Wi 7740 (hrxb Z0—7) OFRiEExF—Z2FELET,

tunnel-group tunnel group name ipsec-attributes

1 -

hostname (config) # tunnel-group DefaultRAGroup ipsec-attributes
hostname (config-tunnel-ipsec)# ikevl pre-shared-key ciscol23

UEE) oo 7740 (Forp ZA—7) 2L T, L2TP vy v a VHIZAAA T H
T AT O a— REKRTLa— FEARKRLET,
accounting-server-group aaa_server_group

1

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general)# accounting-server-group sales_aaa_server

hello A v —YOMEE (BWHEMNT) RELET, ®HIZ10~300TT, T741 AV
H— L% 60 BT,

[2tp tunnel hello seconds

B -

hostname (config) # 12tp tunnel hello 100
(FEE) ESP/ X7 v b3 1 2LAED NAT T3 A&l T& 5 X 912, NAT-Traversal &
F—T M LET,

NAT 734 ADOFRIEISH X2 VT 0 T 774 7 2 A~D L2TP over Eclipse #f5¢ % 34T
THL2TPV 74 7 v M3EE S D & FPREIND5E. NAT-Traversal & A 1 — 7 /WZT 5 E
N0 ET,

crypto isakmp nat-traver sal seconds

NAT b T /8—H L% 70— U 2 —T W2 T 5121, ISAKMP/A 70—/ )b 27 4 K a
L—ay = RCTA X =T Mo T5 Z L 2R L (cryptoisakmp enable =~ > KT
A F—T VI TEET) . KIZ cryptoisakmp nat-traversal =~ > F&#H L £,

i

hostname (config) # crypto ikevl enable
hostname (config) # crypto isakmp nat-traversal 1500

EE) PRV ITN—TDAAL v F v THRELET, PRV ITN—TDAAL v F T
Q c]: D :L**_]j_ 7‘7)}7 = i"\’ /puu nﬂ;._,j-%/\*‘é?/{iﬁﬁ L//Cnlh thE—a—éiEl/\ (N VPNE;@EO)&%L%‘@%
W0 ET, PV ITNA—T1F, 7 a 7 7 AV ERZEETT,

strip-group
strip-realm
11
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ATv 716

ATV 1

Windows 7 ) 7O R— 4 LIZ5ET 5100 KE K Y > —oter [

hostname (config) # tunnel-group DefaultRAGroup general-attributes
hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm

(FE) =—%—4 jdoe, /"ATU— K jldoel T —H—%AE L £J, mschap &7+ =
Y, NATU— REAN LKL, ZO/8A T — R Unicode 12254 S, MD4 Z{H LT
Ny aZINDLI EERLET,

ZOFIERLEILR DL, v—) a—H— F—HX—REFEHT L5570 T,
user name name passwor d password mschap

% -

asa2 (config) # username jdoe password j'!doel mschap

T7x—X1DIKERY —&El L, F5E2EHY 4 TET,

cryptoikevl policy priority

group Diffie-Hellman Group

IKE 7R U ¥ —ORIERMER /T A — 2 3B H W £, R U v — Diffie-Hellman 7 /L — 7

BLIEETEET, ASANIKER TV T —3 9 V&5 7357202, isakamp 78 U o — M &
ET,

1 -

hostname (config) # crypto ikevl policy 14
hostname (config-ikevl-policy) # groupl4

Windows 7 O 7 OR—FILIZIEET B=HD IKE KR —DIERK

ATy I

ATy T2

Windows 7 @ L2TP/IPsec 7 74 7 > ~E. ASA & O VPN ki 213 57212, FFEEO
IKERY >—D7aR—PLEEELET, Windows7 D VPN XA T 47 774 T2 b
DR A BZITTATHIT, IROIKERY —oWnWFhunr ERLET,

ASA @ L2TP over IPsec Z %X E T 5 FIEIZH/EVFE T, Windows 7 DFRAT 47 VPN 7 7 AT
FDOIKERY > —%HETHITIE, ZOXATITHLWAT v FaBIMLET,

FIE

BEFDOIKE RY) o—D @ttt FETE2TXTERRLET,
5 -

hostname (config) # show run crypto ikevl

IKE R U 2 —ZfE LEd, number 515I21%, BRET D IKERY —OFGFEHFEL LT,
Z DOF 5%, show run crypto ikevl =~ RO /I TR RINTHDTT,

crypto ikevl policy number
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ATy 17
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% IPsec Y7 D ID ZfilExr L, FRiLA X —2EHIT 272012, ASA BWMEH T 5B F A%
E]\/iﬁ—o

1 -

hostname (config-ikevl-policy)# authentication pre-share

2250 IPsec BT M Tl SN D2 —W— F—F 2 {R#T 2 X5 A BIR L £97,
Windows 7 DA, aesaes256 (128 ¥~ ~ AES OH5A) BN L F T,

encryption {|aesaes-256}

F—H DA TRFET Ay a2 T3 AAEBEIR L £9, Windows 7 DA 1%. SHA-1
TNATY AL shazisE LET,

1 -

hostname (config-ikevl-policy)# hash sha

Diffie-Hellman 7 /L — 735 & 5 2 78I L £ 9, aes. aes-256 5 5{b % A 7 121X 14 2 ETX
F9,

1 -

hostname (config-ikevl-policy)# group 14

SATA 75 AL () ZIEELET, Windows 7 DAL, 86400 B (24 i) ZIEE L E
7,

&1

hostname (config-ikevl-policy) # lifetime 86400

L2TP over IPsec O 5% E 45l

WIZ, fEBDOARX L —T 4 VT VAT A EDRAT A TVPNY T4 7 2 k& ASA & DA Mt
PRFT a7 4 Xalb—vary JrADavy ROz R LET,

ip local pool sales addresses 209.165.202.129-209.165.202.158
group-policy sales policy internal
group-policy sales policy attributes
wins-server value 209.165.201.3 209.165.201.4
dns-server value 209.165.201.1 209.165.201.2
vpn-tunnel-protocol 12tp-ipsec
tunnel-group DefaultRAGroup general-attributes
default-group-policy sales policy
address-pool sales addresses

tunnel-group DefaultRAGroup ipsec-attributes
pre-shared-key *

tunnel-group DefaultRAGroup ppp-attributes

no authentication pap

authentication chap

authentication ms-chap-vl

authentication ms-chap-v2
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L2TP over IPsec (D14 REFE FE .

crypto ipsec ikevl transform-set trans esp-aes esp-sha-hmac
crypto ipsec ikevl transform-set trans mode transport
crypto dynamic-map dyno 10 set ikevl transform-set trans
crypto map vpn 20 ipsec-isakmp dynamic dyno

crypto map vpn interface outside

crypto ikevl enable outside

crypto ikevl policy 10
authentication pre-share

encryption aes
hash sha

group 14
lifetime 86400

L2TP over IPsec ) #%EE B FE

tRe
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L2TP over IPsec

7.2(1)

L2TPoverIPsec iZ. EH—D 7 F v b 7 3 — A T IPsec VPN
AT =P —ERLELHIZL2TPVPN VU 2 —3 3.
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VE—hK T 7R8ADIF Y AT, L2TP over IPsec % 3% ™
IE, VE—F =P =07 — h7 = A OB RIRR & F o
IPry hU—=2 %A LTCVPNIZT 7 EATESHZ & TT,
FEMNZ EDEGFTNSTH POTS ZH LTV E—h 7~
R0 FEF, ZoOMIZ, VPNIZT 78 ATBH7 7472 b
Microsoft Dial-Up Networking (DUN; %A ¥ /L7 v 7 % v
HI 2720 TEnensFlEdHY £9, Cisco VPN Clier
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authentication eap-proxy. authentication ms-chap-vl, authent
ms-chap-v2, authentication pap, 12tp tunnel hello, 33X U vp:
Rtp-ipsec 2~ > RONEANFIIIER SN E LT,

IKE/IPsec 5 {bds L OHEA
M:/PRF K55 DBEIE

DH 7 /L —7 14 T® IKEvl
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9.13(1)

R DOWE 54 /FEEH/PRF B 5131 S, LIBEDOU U —=
SNFET,

« 3DES &1k,
« DES 51k,
« MD5 OFEAVE
IKEvl TODH ZV—7"14 (T 74V ) HR— FHE]S

TN—=T 2RI NV—TF 53~ R4 7L g U3BELES
U —29.14(1) THIBR SN E T,
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VPN O0— K /N

DR VPN 7 7 A X Y 7 F— RiL, S2SIKEV2 DA%V HR— kL TWET,
SHOM VPN 7 7 A% ) 7 &— K&, Firepower 9300 TOHY R — kX TWET,

VEe—h 727EAVPNIZ, EFRFEIIHERDO VPN 7 T AKX Y 7 F— KT FR—F

SNTWEEA,

S0
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ELET, VPNa— RRFT U TICi0, NI 74 v 737N —7RNOKRLAR DD IRNT
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Tx— )V —N"—ar 7 4 X2 b—a TE, 2HOFR—DASAPEHDO 7 = — /LA —/3—
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WA= N=FHIZ =L TWDENEI RSN ET, ZhLDOEMFIC B LTEHEIT.
T = V== ToNET, =A==, VPNE T 7 A T U4 — VOl FD
T4 F¥a2lb—varEiR—rLET,

ASAIZ. T T A4 TIT 7T 47 72— NVF == T IFT 4 TIAZ N, T z—)LF—/—
D2ODT =— VA —NR—REETR—FLTWVET,

TITA4TITIT 4T 72— )bA—"—=TlL, MHOEERXY NT—F NTT 4 v 7 %
FTZENTEET, T, FAUHERICRDWEERH Y 30, EOor— KT 7T
bV ERHAL, 7oA == TbhdE, BODOT 7T ¢ THEEN, HEINTZT
A—HIZHESNVTRAEINTZ N T 7 4 v 7 OlREGIEHEET, LEEN-T, 77747/
TIT 4T TV —E N T A5, WMFOREEOEF NT T 4 v 7 BEEEOR
BLUNIZRD LS5 ICTDRERHY £77,

TIT 4 TIAR LN T 2=V —"—=T{E, 1 DOEBEZTN N T 7 4 v 7 @il SED
ZENTE, I IOOEBEIFAZUAALRETHEL T, N7y Z@RIEEEA,
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tyTa VARMEGHT AL OICRETEET, VPNR— AT U7 Tk, b AMOIK
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hostname (config-load-balancing) # cluster ip address 192.168.10.1 1000::2
hostname (config-load-balancing) #show running-config vpn load-balancing
vpn load-balancing

redirect-fgdn enable

cluster key *****

cluster ip address 192.168.10.1 1000::2

cluster encryption

VPN B — RNRSG U755 22D IPv6 7 RLAZERET AT, IPvd T KL ZADEEND
HTT, (R IPV6 7 RV ADKRERETHE, =TT —AvbE—URERINET,

hostname (config-load-balancing) #show running-config vpn load-balancing
vpn load-balancing

redirect-fqgdn enable

cluster key *****

cluster encryption

participate

hostname (config-load-balancing) # cluster ip address 1000::2

ERROR: Virtual IPv4 address is not set

TN—THR—=bFERELET, Z0a<vr R, ZOT 3 ZANRBMT 5 VPN 2 — RXF
VT N—TDOUDP R — hEEELET, T 74/ MEIX 023 T, BlOT TV F— 3
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ATy T4

ATy TH

ATvT6

VPN O— RNV T —TRMEDEE .

VTCIDOR— IIMERAENTWSLESIX, a— K XTI 5 UDP O%EHER—
FerrEe ANNTLET,

1 -
722X, IN—T R — & M4 ICRTET DX, ROa~<w> REASTLET,

hostname (config-load-balancing) # cluster port 4444
hostname (config-load-balancing) #

({EE) VPN 2 — RXRT o T 7 N— 2% 5 IPsec B b A4 2 —7 M LET,

F 7 x4 FTHEHE S LIMERHENETA, ZOa~ 2 Rk, IPsec i 5{bEd A x— 7V FE 721
TAE=TMILET, ZOF =y 7 BUEEZRET 2551, FTIHAMEZEE L THRIET
HLBERHY FT, VPN 2 — RT3 77— NO ASA 1. Psec ZfiH LT
LAN-to-LAN h > RUEHTHEELET, 734 A THEFESNLTXTOrR— AT vy
TIERBEE AL SN D X o IcTDiIcid,. Z0BME A F—7 M LET,

G¥) VPN 02— RNRZ o T N—T O S b T 51213, £9°, W1 v ¥ —
7 A A%HEE LT cryptoikevlenable 2~ > R&FTT 52 & T, WA ¥ —
72 A ATIKEVI ZA X =T MZTHMERHY £3, £95 LRWEE, VPN —
RNG o T IN—T DG b EHREL L) ETDHE, 2T — A v E—UNER
EhET,

TN—T DR AL ERE LT L ZIZIKEVI 24 2 —7 UL ThH, I A—T~DT
WA ZADBMERET HRNCT 4 BE—7 I LIz ;’E participate =~ > K& A
NTHETT—RAyE—UNFRIN, £OTV—T1Tx L THESRIZA 2—T L
2720 £ A

51

hostname (config) # crypto ikevl enable inside
hostname (config) # vpn load-balancing

hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) #

T N—T DGt A F—T I T DAL, custer key =2~ > K& AJ) LT IPsec 34 &
LHEETAHVNERDOYET, Z0avy f\ 1. PseclF5{ba A 2—T ML THDHEE. IPsec
ETRNCHEAEREEEELET, Ny 7 RAZANT DL, BT 527 AX ) 27 LFE LT
KRINET, T TSN —F AN THLERD L5 (2L 21X, BRI
b —L72%—) (%, cluster key8key =~ R&E AN LET,

£

7= & 2, HAWEEWRE 123456789 IZFRET DT, kDa~<r FEANLET,

hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) #

participate 2~ R& ASI LT, FNA—T~DZDT A ADBMNE A X —T /W LET,
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1 :

hostname (config-load-balancing) # participate
hostname (config-load-balancing) #

RDBRY

BEODASA /) — R — RS PO V—TFE, BX 2T 7547 b #
Wl 7 —7 URL OfE AN MLE RS Hx D ASA / — R TCUTEITHOLERD Y £3,

E V- "NT IR AEE T T AL, O — RSV IEMET R (IPvAaB L
WIPv6) DUV NL—F URL R ELET.

« 2D/ —RFRDOVPNBE—RNRF T N7 Yy 7 T RUACK L TZ/—7 URL ik
E[—/ij—o

tunnel-group. general-attributes, group-url =~ K& H L T, kD7 L—7 D URL % i%E
L/\i‘a_O
TEBMH A VEREFERALEVSALY 3004 F2—T L

F T4 FTIE, ASAIZVPNE— RS ZDU XA L7 FTIPT RLAFE T2 7 54
Ty MIERELET, DNSAICESSITEHZENRHEHIN TWBEHEA, AU A—FT AL RV HF
A L7 FENDEZFOFFAEITEIZ/2Y F9,

TOASAIZVPN B—RNRT U7 T 4L 7L T, VPNZ T4 7 v MNERARID A >
=T NNA X (T N—TNOHND ASA) [V XA VT "T5EEI2, DNSHLy 7T v 7%
LT, TOALNR=FT A 2D GMBIPT KL ATIERL) 2Bl KA A >4 (FQDN)
ERETEET,

VPN — RT3 7 — R CREEM AL VA&EFR LIZV AL LY haA 3—TVE
TET 4 8—7MIT 512, Fa— L ar 7 X o b—v 3 2 F— KT redirect-fgdn
enable =~ REMHHALET, ZOEfEX. T 740 FNTIET 4= 2> TWET,
1R BHEIIZ

TN—THNDO VPN 2 — RNRT L TTFNRAL ADTRTONBB LNy hT—2 A
H—TxzA AL, ACIPFRy NU—7 FIZHFEETALELRH D £9,

FIE

ATYF1 VPN r— RKNRZ 27 TOFQDN D& A F—7 i LET,
redirect-fqdn {enable| disable}
B -

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # redirect-fgdn enable
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ATy T2

ATvT3

ATy T4

>

veno—k nsvvusniEs ]

hostname (config-load-balancing) #

DNS ¥ —/—(Z, & ASASMEA v H—T =24 2D U ZBIMLET (=2 b UBFEEL
RWGEE) o ENEND ASANEIP 7 KL AL, vy 7T v 7HICZEDT R v AZBEEAT
HDINIZDNS = FUDNHRESNTWOARLERH Y £9, ZHAHDDNS = kU Ik LTIE,
WLy 7T v T HA X =T MITDHHLENHY 7,

dnsdomain-lookup inside =~ > FZfH LT, ASATDNS /L v/ 7 v 7 & A X —7 /T LE
7, inside DFRIFITIL, DNS —"—~D)b— hEZFEATLEDA VX —T = A A%HEE L E
7

ASA TDNS ¥ —_—1IP 7 FL A% EF LET, I : dns name-server 10.2.3.4 (DNS H—/3—
DIPT RLA)

VPN O— R NS 22U T DEREH

HEAKRKDVPNO— K /NS

VPN O0— K/

U4 CLERTE

WIZ, BEEBHi AL LDV XA VI N F—T ML, ZNV—TDONRTY 7
A A —T A A% test LIFEL, FNV—TFTDFFA4X—F 4 FZ—T = A X% foo
EHRET LA —T oA Aavy Regies, VPNR—RKART v T avy Ro—
T ADEERLET,

hostname (config) # interface GigabitEthernet 0/1

hostname (config-if)# ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test

hostname (config) # interface GigabitEthernet 0/2

hostname (config-if)# ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo

hostname (config) # vpn load-balancing

hostname (config-load-balancing)# nat 192.168.10.10

hostname (config-load-balancing) # priority 9

hostname (config-load-balancing) # interface lbpublic test
hostname (config-load-balancing)# interface lbprivate foo
hostname (config-load-balancing) # cluster ip address 209.165.202.224
hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) # cluster encryption

hostname (config-load-balancing) # cluster port 9023

hostname (config-load-balancing) # redirect-fgdn enable
hostname (config-load-balancing) # participate

ST ERDERTR

VPN B — KNG U o T IN—=T DT A VIR, T2 T 472 8XaT7 77947 Fky
var, JIAT MRy ay, FLUTHEINZHIREIXT A & R RIZES
SIEKFAE Y a v NHD T N—THNOK ASA D A v =V EMNCZELEY, 7
N—THNDH D ASA DFEEN 100% W ENTH DL EREINDIGAR. IN—TT 4 L7 X%
THCH L TCEDLIZHERE Y XA LT F T2 I3 TEERHA, ASADVSIENTHD LIRS
NTh, 2=V —ICXoTIIET 7 T 4 7 EITHERGDIREL 2D, T4 BV AEHEETD
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B vno—rnsooisonrE

FHREMEAH Y 4, FRERE LT, By v a VAR, By v a VAHENSIET 2
T4 TIREDE v v a VEESIOTEENS ASA I K> TIMtENETASA o~ KU 77 L
Y AD-sessondbsummary 2 v REZM LTS EEW, 2F0, T 7747k yva v
WX N—TF 4 L7 FITHESNET A, ASAN GET 77 47ty aick-70) o
EWZR > TWBHETH, Z—T7F 4 L7 ZIIMBEIG U TRt A ASA ICH| & k& U &
AVZ7 FLET, ASABF LWEEREZETLE, ROESIFET I T4 7o Tty
VarpulE 7SN, FILWERNEDT A B RS EHEET,

WOFNE, 100D SSLE Yy v ay (77747 DH) & 2% D SSLEAMmERLTWET, 2
NoOEFITIX, T VT 4Ty a TEERTWERA, OFEV., FETIT 4 TR
T a I VPN O— RAT U U TOARICEZ bLEY A,

hostname# show vpn load-balancing

Status : enabled

Role : Master

Failover : Active

Encryption : enabled

Cluster IP : 192.168.1.100

Peers : 1

Load %
Sessions

Public IP Role Pri Model IPsec SSL IPsec SSL
192.168.1.9 Master 7 ASA-5540 4 2 216 100
192.168.1.19 Backup 9 ASA-5520 0 0 0 0

VPN O— kNS VS VT DIEREBRE

HERER J1)y—2 BEEETE R

SAML Z{#fifl L7 VPN z— kx5 o7 19.17(1) ASA 1X. SAML #FFE&fEH L7= VPN o — |
TP R—FT5H5L912720 F L,

VPN oz — RS 7.2(1) ZOMENEAINE LT,
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SR VPN /NS5 A —4

N=F ¥ ) T T A R_—h Ry bT—27 O ASADFIEIIT, BT TV OF% B - EH 2 b aE
DO ET, ZOETIE, ZNLDOEREOWN OO WTHH LET,
 HEFHLHKFEHE (79 ~—)
« ACL Z /34 /XA F 57280 D IPsec DRE (80 ~<—)
A BE—T A ANNTFT T 4 v 7 DHFF (T =) (81 2—2)
e T VT 4Tl IPsecE g FIZSSLVPN By v a VOO KBORE (83 X—)
cHFAEND IPsec 7 FAT v F UED gy LNIUERDI-OD I FGAT v N T v 75—
FOEH (84 ~X—2)
« X7V w7 IPEEHA~DNAT E D B TIZLDHIP 7 FLADERE (86 2—)
* VPN v a VHIRORE (88 X—)
«IDFEHEO X T = — FEEOMEH (90 =X—Y)
5 b2 T OT =LV DOFEE (90 N—)
cBAF I ATV v b bR U T ORE (91 =)
FEPR VPN b RLDRE (92 2—3)
T UT A4 TR VPN Y g DOFR (93 2—2)
¢ ISE RV T —MizonT (94 ~_—3)
« SSL OFEMREE (100 ~=—3)
« KR IPSec kb 77— (106 ~2—3)
W BT —HWA TR LI T TN a—T 4T (110 =)
*SSL 2 DfEH (112 %—2)
e A% 7 LI ASP F—7 Ay h U OHIREE (112 2—)

EEEEEFIKNEIE
ZOETIE, ZOWEEOTA R4 2 EHIBFERIZOWTHILET,
AVTXFAME—FDHAA KSA4 Y

VTN AYTHRARNE—REYAF A LTEFRARE-RTHR—-FINTVET, [ASA
General Operations CLI Configuration Guidel] D872V UV —X Tif, </ F a T HF A h £—
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B Ac 251525 3700 IPsec D3

RCTHR—hENTWARNEDD U R MZOWTIE [Guideines for Multiple Context Mode] %
ZRLTL7ZEV, F£72 [NewFeatures) (21, VU —RAZil L CEMS NS OOBMNR
IHTWET,

T7A4T794—ILE—FDHA ESA4 Y

N—T v R T77AT 44— )L ET— R RTOAYVR—FINTWET, FTFUAXXT LU b E—
Rz R —rENTWHEREA,

Network Address Translation (NAT)

NAT #RIC BT 5 EEFIEZ I oW Tk, [Cisco Secure Firewall ASA Series Firewall CLI
Configuration Guide] @ INATfor VPN| &7 >3 v &SR L T2 &0,

ACL /N1 INR S 51=8D IPsec DEXTE

IPsec b FNAMBEEFEINDTXTONRT y MIX LT, ACL THRELA v F—T oA AL
WA LV E =T 2 A A F =y 7 PTICFFAT 51, Fe— v ary7 4 Fal—var
&— KT sysopt connection permit-vpn =~ REZASLE T,

IPsec b7 7 4 v 7 DAV H—T =2 A AACL%Z /A RATHMENH D DL, ASA DEH THI
DVPN ot bL—FEHHL, RRBENOASA DT 3 —< L AR KRBT 85670 E
T3, \E. IPsec /X7y &[T D ACL % accesslist =~ R L TIER L., 2k
HETA L H—T oA A LET, ACLEZHEHTLHE, ASAZEBHTEL T 7 0 v 7
IEMICIEE CE E7,

ROFITIE, ACLEZF = v 7 HFIZ ASA ZBil 5 IPsec 77 4 v 7 & R—T VI LE
B

hostname (config) # sysopt connection permit-vpn
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128—T142R 574 v o%a (~7E=>Y) ||

\)

() nosysopt connection permit-vpn 2% E SN TND & X2, ANBA v X —T = A ADT 7B A

7 )—"77h denyipany any ACL ZFFOMH T K 9 IZRRESNTW &L LTH, 7747 hn
LOEBLINIZ@IB N T 7 4 v TR ENRET,

REINT-R Y NI ~D, A MY =Y A b ERIFVE—F T 72X VPNRERTOT 7
v A& br—/ T 572D, nosysopt permit-vpn 2~ REANEA X —T = A A LD
778X aryhue— UZXL (ACL) LHHAEDETHEHLES ELTH, > FENEEE
Ho

sysopt connection permit-vpn X, ZDOXED KT 7 4 v 7 OB~ v T REITI>TWDHA
VH—=T 2 AIKTDHACL (f T U MOMS) L MOTRTOL v H—T =4 ADH
71 (77 k) ACL (AJ] (A ) ACL Tid/a\) ZNA A LET,

ZOXIIRITIE, WEOEBLT 72 ANA 2—T W >TWD & ACLITEA S e,
2—H—|LSSH Z M L TASA IS & CE £, WHixy hU—7 E~DRA b~
DT 74 v V7XACLIZES>TELL 7y 7 ENFETH, NS X —T = A~DEE
fbEncmm b7 740w 7137y 7 SnERA,

sshBLWhttp 2> RiE, ACLED 7744V T o BR@EL< 720 EF, VPNt 3 »h
HAR w7 ZA~@ SSH, Telnet, £72IXICMP k7 7 ¢ v 7 ZHELT 5HI21E, ssh, telnet, B &
Wicmp 2~ F&EMHALET,

AIB—TTARRA LT T4 YT DHR] (NTE=Z2Y)

ASA IZIZ, TPsec THR#ESNTZ N T 7 4 v 712K LT, RCA Y F—T A4 ZADHAY ZFFH]
THZEIWLEY, VPN Z T4 T2 F3BIOD VPN 22— —(Z IPsec TIR#ESNT- N T 7 4 v 7

BEETEDLHENDY T, [~ATE=2T) ELHMEEND Z OMAEIZ, VPN/NT (ASA)

ERNLTHERH LTS VPN AR —2 (I T7AT 2 F) ERBRTIENTETET,

AT =72k, BEVPN F T 7 4 w0 BFCA LV H—T = A A% L TR b & T
WRWRT 747 LTIUEALY NTHZELTEET, ZOBREIX, =& 21E »7

Uy b Fox U TR VIREET, VPN ~DT 7B A E Web D7 T 7 XDOW T AT 5 BN
B VPN 7 AT 2 MIESLOFREMEDN B Y £77,

TOXIEZ, VPNZ AT MLIBVPNIZ IA T F2IZKLTEF=2T 2 1Psec b T 7 1 v
D EEE L, ST 92 Web H—"—|Ck LCHIEEAL SN TWARN R T 7 4 v 7 23%E L
TVWB I LERLTOET,
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B sz xmrs7 0B NTOEESE

§ATFTEZDTITAE—T oA ANEEEEERTHVWPN I 5472

Public web

SEMer

g Client VPN
Security ﬁ\ laptop 2

appliance o
192.168.0.0 e i .

¢ 192.168.0.11

Client VPN

— Unencrypted traffic
1 Ipsec/SSL encrypted traffic 192.168.0.10

143170

COMREARET AICIE., Fue— )L a7 4 ¥ 2 L—3 g F— N T intra-interface 5|4 %
FRE L T same-security-traffic =~ > R&E{TL £7,

a2 ROMESLIE, same-security-traffic permit {inter-interface | intra-interface} ¢,

OB T, A V=T 2 A ANNT T 4 v T oA X—TMIT D EERLTWET,

hostname (config) # same-security-traffic permit intra-interface
hostname (config) #

N

(F)  samesecurity-traffic 2~ RiZinter-interface 5|5t HET 5 &, BX =2 U T 4 L-ULR[E—
DA E—T 2 A A OBEVFFAIINET, ZOMRBIL, Psec #HEICEADO LD TITH Y
FH A, FEMIZONWTIE, ZOV=aT LD (L F—T 2 ZANRTA—FDRE] ODEES
L T7ZEN,

AT RERTOICE,. A —T A AN T 7 4 v 7 2B D NAT DEEFIE|
ICEHEH SN THWAE L9, WU NAT L—/LZ ASA A vV Z—T = A ZZHEATHLENRH D
F7,

ARA—TARRA LS 7499125175 NAT D FEEIE

ASANA L H—T 2 A AN LTS LINTW W RN T 7 4 v 7 2R ET DI, 2012
=T 2 A AT HNAT A X —T WL, TTAX=KIPT KL RAZRXT Y v 72—
T4 VT AREIRT RV AICEBMT DZMLERHY T (2720, v—ANVIPT RLA =T
FTTIEATY T IPT RLAZEH L TWAEAIEREET) . ROFITIE, 7747
IP /= IWINBRIESNTZ N T 74 v 712, AV F—T 24 APAT b—/L &AL TWET,

hostname (config)# ip local pool clientpool 192.168.0.10-192.168.0.100
hostname (config) # object network vpn_nat

hostname (config-network-object) # subnet 192.168.0.0 255.255.255.0
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7974 I IPsec v a L ERESSLVPN £y L 3 v ogxs0EE [

hostname (config-network-object) # nat (outside,outside) interface

727 L, ASANRZDORICA VH—T =2 A ADBEEELINIIZ VPN 77 4 v 7 2R ET 55
A, NAT IZEE T, VPNBI~NTE=0 2713, NATZFH LT LA THHRELE3,
RTCOREFENT 7 4 w71 NAT%J@FHT% X, Eitoa~r R&3FEEST 57217 T, VPN
M ~T7 7 427 % NAT P HabRT 2121%, IROEH1Z, VPN FTF 7 1 > 7 O NAT fufzz
FitFLavr FE (FRoa<wr Ri2) BiMLET,

hostname (config) # nat (outside,outside) source static vpn_nat vpn_nat destination static
vpn_nat vpn_nat

NAT L— L DOEEHICOWTIE, ZO~==o27/L® [NAT DiEH | O=EEZHR LT EW,

79745 IPsectzyra>F-IZSSLVPN v <3
VDERRNBDEERTE
VPNt v a v O%E ASA NFFr[ 58 L0 &/ SVEICHIBRT212i%, ZFa—L o

74F¥a2lb—varyE—RKTvpn-sessiondb =~ K& AL ET,

vpn-sessiondb {max-anyconnect-premium-or-essentials-limit <number> | max-other-vpn-limit
<number>}

max-anyconnect-premium-or-essentials-limit ¥ —V— Ni&, X277/ 7 kv a v
DERKREE VL ET A B AFRERELL T THRELET,

Y

CE)  ELWIAtrA, HfE. BE., 3L02—¥—8E, hbooavr FTRkEShRRY
F Lz, [Ex=27727 A7 b Ordering Guidell  (http://www.cisco.com/c/dam/en/us/products/
collateral/security/anyconnect-og.pdf) ZZH L T 7230,

max-other-vpn-limit % —7— K&, (Ex%=272774 7 bty a o) VPNEy v =
YOFRREE VU LT A B AFERKRKBLUT THRELET., Z4UZiE, Cisco VPN Client
(IPsec IKEvl) 38X TU'LAN-to-LANVPN v v a U BEENET,

IOty v a VHEOBIRIL, VPNe— KT U SRICE Sher — REICEEBLET,
RIZ, K Anyconnect VPN & v 3 3 U OHIR%E 450 IR ET 5612~ LET,

hostname (config) # vpn-sessiondb max-anyconnect-premium-or-essentials-limit 450
hostname (config) #
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£MRVPN /S5 A—45 |

B omchapsecs5 70 UES Y LALEROEDHDISAT Yk 7y TF— kO

BFalENndIPsec 7V A7 M JED 3 LANVHERD
=D ZA4F7 Ty ITT— FOFER
A\

GE) ZoOHEOERIZ, Psec HftlcORMMA I NET,

ATy

ATy T2

IIAT N T T T — MERREFERT L L. FRICWHWDEREIL, VPN I T~ V7
N TET v 7T — T HEE VPN 7 54 7> b 22—V —ICHBIIZEHTE F9,

JE—haz—F =%, BROVPN Y 7 b =27 "=V g o F3N—Fo=T7 7547 b
W=V a v EFEHLTWDAEEERH Y £7°, dient-updatea~> REHEHATHE, WOTH
JIAT RNV EYa DT v T T— A X —TMILT, Ty 7 T— el T 52774
TURDEATEBIRNI Y a VB SEREL, 7Ty 77— haelf33 5 URL £721LIP 7 K
L AZERBETEET, £72, Windows 7 74 7 hOBEIE, A7 a T, VPNZ T4 T
VERN—=T g ET T T = NTAMNERHDH I LB —YF—ZBHTE £7, Windows 7
FGAT VMR LTIE, EHaFETTHA = A b ea—F— 2t TxE4, Zoav
IZ. IPsec UE— K 727 EBR RV TN—TF A FICOHRBEHEINE T,

IIAT N T T TF—= b EFTTHIE, K74 Xalb—varE—RERIT Y
Fb T N—Tipsec @7 4 ¥ 2 L—3 3 E— R Cdient-update =~ > K& AL %
T, VEVa vFEBOVANMIBHLY 7 by =T "=V a 2T TICETLTND I IA4T
OB, Y7 N T EREHTAINETHY FHA, VANIHDLY T T =2T A=V 3
VEFITLTCWRWI TAT U NOBFEIE, Y7 MU =T EEHTHLENDY £, ROTF
B X, 2947 N7 v — b hOFATHEEZRLTWET,

FIE

Jua—\) a7 4F¥al—aryE—RFTC, ROaA<w REANLTIITAT N T v
T—heA X =T M LET,

hostname (config) # client-update enable
hostname (config) #

Fa—s\ ) ary7 4 X¥al—arET—RT, FEDXATDTXTOITA4T 2 MIEH
THI ATV NT T T—RNONRTA—ZERELET, DFEV, V7 IAT L NDOXAT|
T T—=r A A=V ERETHURLEIZIPT RLA, BIOHFAIESND Y BV a &
FLIRGE I TAT o NOFFZEHRELET, RRK4ODI Y a v FESE I~ TRY-T
HETEET,

2—HP—=DITA T NI ETa rFEN, HELZYEYa v EEOWTANE T 5
B EDIITAT U NeT v 7T — T BAREIIHY FHA, ZOa<wr NI, ASAEKIZH
o THREINTWDEEA TDTRCDITATV  NDIIFTAT U NT v 7T — MEEZRTEL
3
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ATvT3

BTSN IPsec V54T b UEDaY LALERDEOOS 547> b7y F5— oA [l

ROWL 2L ET,

hostname (config) # client-update type type url url-string rev-nums rev-numbers
hostname (config) #

FERFREZR Y T A4 7 RO XA 71X, win9X (Windows 95, Windows 98, 35 & " Windows ME
7T v b7 —2L&xEEe) . winnt (Windows NT 4.0, Windows 2000, 3 J O Windows XP 7
Ty N7 3 —2%%ET) . windows (Windows X—ADTXTDOT T N7 +—AhLxEie) T
ﬁ—o

JEVarEBEDVARNMIDDLY T 2T N=Va v a T TICETLTWE Y I T bD
e, Y7 N2 TEEFTHLEETHY FEREA, VANIHD Y7 b =T RX—=Ta %
FATL QW WI FA TV bOBAIZ, Y7 N =T 2FHTHLERHVET, Zhbn
TAT U N T 7T T— b 2 NUNGL3DOETHETDHZ ENTEET, F—7— Fwindows
FRETDHE. FAENDTTO Windows 77 v b7 +—L 08B 3—XE$, windows

ERETHHEIE. 4 O Windows 7 7 AT > b A4 FIFRELRWTLIEEN,

GE) T _COD Windows 7 74 7 Tk, URLOF L7 4w 7 AL LTFm hain
http:// F 7213 https:// ZAEH T 2R H VD £,

KOBFITIZ, VE—=FTIZEA RN RV ITNAN—=TDIFTAT U NT v FF— k%
TA—BERELTCOVET, VeV arET 461 7 7T — NeBfG4 5729
@ URL (https://support/updates) % f5E L £,

hostname (config) # client-update type windows url https://support/updates/ rev-nums 4.6.1
hostname (config) #

HDENE, BHTEDXATDTRTOITTAT 2 FTERL, lxD N2 T A—FEF 00k
ODITFTAT L N T v T—haeRETEET (AT v 73 %25H)

GH) URL ODRREIZT 7V r—va v baz2E&hb 2T
https://support/updates/vpnclient.exe) . 77 U r— a &2 HEIIZ
BENTHEIICT T U FERECEET,

FFED ipsec-ra k> RV 7 /V—T7 O client-update /N7 A —HX Dty NEERLET,

bV T =T ipsec JBMEE— R T, bRV ITN—=THLZDIAT T T TF—FSh
oA A—TERSTAHAURLELIFZIP T FLA, BIWIEYVa v FersEELET, 2—
P—DI F7AT L OV BV a UFEEN, HESNTHWDHIEYa UFEEonTnne—&%L
TWAEE, 27947 NeT v 7T — T 08I £ A, =& 21X, Windows 7 7 A
T MDA, Oa~vwy REASLET,

hostname (config) # tunnel-group remotegrp type ipsec-ra

hostname (config) # tunnel-group remotegrp ipsec-attributes

hostname (config-tunnel-ipsec)# client-update type windows url https://support/updates/
rev-nums 4.6.1

hostname (config-tunnel-ipsec) #

CLI 7% 3 : Cisco Secure Firewall ASAVPN9.20CLI 2> T 4 XaL—>a > HA K .
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B ovorragonNaTRyuTIcE 2 IP7 FLROEE

ATvT4

UEE) 72947 o7 v 77— bHRMERIHXO Windows 7 74 7> FEFEH LTS
TIT 4T =Pl EEE LET, N0 —F—ZFRy T v T T 4 KRR
FTREIN, 77UV ERELT, URLTHRELZYA MO T v 7T —hEN/ 7 =T
AT a— RTAENMEEESNET, 20X vE—Y TREMRERES T URL 721 T
(AT v 2 FEREF3EBR) . 77T 47 TRO—Y—(F, KEO 74 HHE A >
t—UEZELET, ZOBHL, TRTO MRV TNV—TDOTXCODTIT 4T 774
TV MIEET D, FREBEED MRV ITN—TDI T4 T v MIEETEET, &1
X, TRTCDO RN TIN—T DT RCDT I T 47 77472 Ma@mT 585505, Fitk
EXEC E— FTRDa~vr R AN LET,

hostname# client-update all
hostname#

A—=PF—DIFAT DY EVa L FEPRESN TN BV a U FEOWVTRNE K
LTWaHa, 07747 ba7 v 77— b 508 TR @A v —YiFa—H—
L—921113 éﬂ”bi“ﬁ‘}uo

RDBERY

)

CE) 7947 NEBHOHX A 7T % windows (Windows X—ZADFTXTDHTF v h 7 +—.L0)

L. 20, LT 4T 1ZwWinX £721Twinnt 7 A4 7 "EHZA T H2 AT
ENRELCTHEAE. ST 20a~wr FOno B Twindows 7 74T~ A4 THHIRL
5. #H LW client-update 2~ REFEA L THLWI T4 T h XA THEELET,

WZHEE

RYA
Th

INT )y IPEEADNATEIY HJTIZEKSIP7RFLR

NRE

Tz, NExy hU—27 7T, B4 ToNZe—A/VIP T RLATIEARL, VPN BT DHE
B IP 7 R AZMHAT 254750 £, VPN Tld@s, Wity hU—2127 7824
HDIZ, BB ToHNT-a—A/VIPT RLARETIHRESNE T, =77 L. NEH— 13—
BLORY hU—7 X2 U T4 DBETOEEDOIP 7 RLRIZESIGEREIL, vn—AL
IP7 RLAZZEHRLTETDEEONRTY v 7 7T RLRACETEAERH Y £3,

ASA Tlx, WEMR#ERNSE R Y NU—=I D VPN Z 74T FOED Y THNZIP T KL A%
N7V w7 GEEIL) IPT RLURICEWRT 2 ENEAINE L, ZOMRRIL, NEx > b
T—IBILORXY NT—2 X207 4 RV —DF—47 v b =R~/ —E AN, N
F v hU—=7DOEY Y THENTIP TER<, VPNZ TA T hONRT Y v 7 EEIRIP LD
WEEMNEETDHUFTVAETR— R LET,

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.20CLI 3> T s FalL—> 3> HA K
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ZOMEEIX., PR TN —TF LI oD, v H =T 2 ATA =TT LI LN TX
¥4, VPNt v a UBRHESLEZITUI S NS &, 7Y =7 b NAT L— /L2 8RB
JUOHIBRENE T,

N—F 4 7 ORMBEDD . Z OBENLETRWVEA T, - OBREOHEAITHER L WA,
L HY— (IKEV) 7 9A4 T b ¥FaT 7747 N EFEFR—bLET,

*NAT RV —BIXOVPNARY U—R@#EHIND LI, XT VT IPT RLA~DY
H—2 NFTT7 4TI ASAICN—T 4 VT SNAVERH Y F3,

cHDBTOHNTEIPVABEIONRT Y v 7 T RUVAREFEZYR—FLET,

* NAT/PAT 7 /34 ZDEHRIZH HEEOET 1TV R— F S EH A,

e B—= RN ART UV TIER—-FENFEEAL V=T 4 VT DREDTZD)
e —IVTEFY AR FESNEREA,

FIE

ATFY Tl ZJu—r a7 4 Fal— gy £— KT, tunnd general # A )L £,
ATV T2 7 RVALEWE A F—T T DITIE, RO EFEHALET,

hostname (config-tunnel-general) # nat-assigned-to-public-ip interface

o<y RNiE, EELCORTY 7 IPT RLRIC, B Y THNEIP T RLAD NAT &~
Vo—% KA v 7124 A =L LET, interface (L. NAT DML 2R ELET,

ATV T3 T RUVAERAET 4 B—T T B0, ROETEHHALET,

hostname (config-tunnel-general) # no nat-assigned-to-public-ip

VPN NAT 7R & —DRR

T RU AL, L4 T2 BNAT A=A LZEALET, D, VPN
NAT RV > —ik, FEREINTAT V=7 FNATRY — L RERICERESNET, kOB
T, B0 YBTHNIPE LTI5.1.2264%H LT, 7 DO/RT YU w7 IPE L TT75.1.224.21
EREALET,

hostname# show nat

Auto NAT Policies (Section 2)

1 (outside) to (inside) source static _vpn nat 95.1.226.4 75.1.224.21
translate hits = 315, untranslate hits = 315

prompt# show nat detail

Auto NAT Policies (Section 2)

CLI 7% 3 : Cisco Secure Firewall ASAVPN9.20CLI 2> T 4 XaL—>a > HA K .



LRVPN /S5 4—%5 |
B ey siamoze

1 (outside) to (inside) source static _vpn nat 95.1.226.4 75.1.224.21
translate hits = 315, untranslate hits = 315
Source - Origin: 95.1.226.4/32, Translated: 75.1.224.21/32

outside T X a7 7547 F BERT AL L EZ—T A ATHY ., insdelTH LW L2
NI N—TZEHEDA L H—T = A ATT,

\ )

GE)  VPNNAT R —RBFAFIv 7 ThY, RECEMIS LN TZ0H, VPNNAT A7 P =2 |k
BELOYNAT A U > —IE, show run object L 7" — kI35 X O show run nat L' A" — k75 IEFRIRIT2
D \iﬁ—o

~ )
VPN v > 3 VHIBRDEKRE
IPsec vy g SSLVPNEy g id., 7y b7 +—b L ASA TA B ANYHR— K
FTHRY, WS OTHIITTEET, ASADIRKRKEY v a vV EBEELTA U A EFREETT
AT, Zu— )L ary 7 X2 lb—3i g F— RTshowversion 2> REZA AL, T4
o 2D a BB LET, kOFIE, 2o~y RO hnboavw L NS4V A
DFEHRZTRLTCWVET, b —HOHNIIZT A7-DICmEINTWVET,

hostname (config) # show version

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited perpetual
Maximum VLANs : 500 perpetual
Inside Hosts : Unlimited perpetual
Failover : Active/Active perpetual
Encryption-DES : Enabled perpetual
Encryption-3DES-AES : Enabled perpetual
Security Contexts : 100 perpetual
Carrier : Enabled perpetual
AnyConnect Premium Peers : 5000 perpetual
AnyConnect Essentials : 5000 perpetual
Other VPN Peers : 5000 perpetual
Total VPN Peers : 5000 perpetual
AnyConnect for Mobile : Enabled perpetual
AnyConnect for Cisco VPN Phone : Enabled perpetual
Advanced Endpoint Assessment : Enabled perpetual
Shared License : Disabled perpetual
Total TLS Proxy Sessions : 3000 perpetual
Botnet Traffic Filter : Disabled perpetual
IPS Module : Disabled perpetual
Cluster : Enabled perpetual
Cluster Members : 2 perpetual

This platform has an ASA5555 VPN Premium license.

FAEVR ) Y—RENY BTORT

Y —=2E0 B TaFoRnT 5123, Roa~vr FefHLET,

CLI v % 3 : Cisco Secure Firewall ASAVPN9.20CLI 3> T s FalL—> 3> HA K
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asa2 (config)# sh resource allocation

Resource Total % of Avail
Conns[rate] 100 (U) 0.00%
Inspects[rate] unlimited
Syslogs[rate] unlimited

Conns unlimited

Hosts unlimited

IPsec unlimited
Mac-addresses unlimited

ASDM 10 5.00%
SSH 10 10.00%
Telnet 10 10.0%
Xlates unlimited
AnyConnect 1000 10%
AnyConnectBurst 200 2%
OtherVPN 2000 20%
OtherVPNBurst 1000 10%

A4 R ) V—RERAEO R
YV AR A R HIC, KOy KA LT

)

() shresourceusagesystem controller all0 =~ > RZEH LT, 77 v 74— AR E L THI
R DH AT L LIV REFRRTHIEHTEET,

ASA (config-ca-trustpoint) # sh resource usage

Resource Current Peak Limit Denied Context
Conns 1 16 280000 O System
Hosts 2 10 N/A 0 System
AnyConnect 2 25 1000 0 custl
AnyConnectBurst 0 0 200 0 custl
OtherVPN 1 1 2000 0 cust2
OtherVPNBurst 0 0 1000 0 cust2

VPN v < 3 > DOHIR

AnyConnect VPN £ > 3 & (IPsec/IKEv2 £721X SSL) % ASA TFFAISNL TS LD H/hE
UVMEIZHIBRS 5121E, Zr—230 a7 4 ¥ 2 L—3 3 > F— KT vpn-sessiondb
max-anyconnect-premium-or-essentials-limit =~ > RZEH L £, &> a »ORlRZHIBRT
HIZF, Zoavwr Fono A A—ya rEERALET,

ASA DT A ¥ A T500DSSLVPN v a U 3FFAf STV T, AnyConnect VPN & & 3 =
VA 250 ICHIFR T B 5A1E. ko a~<w > REATILET,

hostname (config) # vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname (config) #

oL a ORIBREEIRTAICIE., 2oavry Ron A A—Ya Yy EFEHLET,

hostname (config) # no vpn-sessiondb max-anyconnect-premium-or-essentials-limit 250
hostname (confiqg) #

CLI 7% 3 : Cisco Secure Firewall ASAVPN9.20CLI 2> T 4 XaL—>a > HA K .
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IDEEBAZEN RIS IT— FEDFER

X2 T I T5A4T > h TIKEV2 ho X a 32Ty To— 325 L %12, ASAITID FEHE % H
TAHAVERHVET, IKERUYE—KT7¥R NFAXMNFAL Y FOBREICITE, RKOa~<v R
A LET,

crypto ikev2 remote-access trustpoint <name> [line<number>]

IDa<wry REERTLE, XTI T7A4 T ME, v Fa—YP—D L —T7ERE Y
R—RTEDLEITRVET, 20O T A RKA LV NEFRFICRETEET, RSAZ 2D,
ECDSA %2>, FRIFENEFN 1 DTOERETEET, ASAIX, BELIZFNTFA KA b
VARNEAFXY L, 77947 MR R— b TE5KPID 1 D%&BEIN L F7, ECDSA = {FH
THEAIE. RSA T A RKRA LV FOFNS, ZORTARKRA V bEBRETILERDH Y £
7

THEFA T aid, NTARNRA Y NEHAT T ZOEZEELET, @, 204
Tva ik, BoOTEEIRBLOFEEMLZ2NWT—FEIC N T A FRA V bEFFEATDHZDIC
FERHINET, ITRHEESNTORWEA, ASAIZU A FDOKREIZR T A MRA v bEBINL
£7,

TTIHFET DR TAMRA L FEBEBMLES L3258, =T —NERINET, HIFRT S b
T A NKRA > M ZEFRE L72\) T no crypto ikev2 remote-access trustpoint =~ > K& 9%
ELTFTRTORTFRAMRA U b ar7 4 X¥ab—ya rPEIBRESNET,

BEEa7DT—ILDEKRTE

KU~V TFTaty 7 (SMP) 77 v 74— LA TORESALa 7 OEFID Y TEZEHR L
T, %2727 I7A47 MTLSIDTLS T 7 4 v 7V DAN—T"y h&M ESELH T LN TEE
T, ZOEHIZE ST, SSLVPNT —# A"Axp3mdfb s, %2727 47 0 Av—F
R, BROFR— MERICBNT, 22— V=238 C& 287+ —~ A0 ERFEH L &
J, WOFNETIE, oI raryTHRANE—RERIFIIILF a5 F A B — RTCHEEL
A7 DT —NEHRELET,

FIE

We7r st L —2 7oty YoR0 S TEHEELET,
crypto engine acceler ator-bias

+ [balanced] : B 5k N— Ko =7 1 YV —2&Z¥HEI1Z5E L E£T (Admin/SSL 5 L OV IPsec =
7) o

s [ipsec] : IPsec Z BT 2 L H 1Tk B b/ N~ KU =7 U Y —2A%ZE Y Y TEJ (SRTPH;E
ICER NI 74 v BET)

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.20CLI 3> T s FalL—> 3> HA K
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FAF Iy

ATy T

ATy T2

ATvT3

g4+399 270y bk tvryvingz |

* [ssl] : Admin/SSL #8535 K oI5k — R =7 VY —2ZH 0 4 TE¥, SSL
R=2D¥HFa2T 54T VE— T Z7EAVPNEY Va2 R— 5854
X, TONRAL T AEFEHLET,

1 -

hostname (config) # crypto engine accelerator-bias ssl

Y N . WAL —
9 XT)y kbR DETE
EAFIw 7 ATy b U7 TlE, P RIVORENEZIC, DNS KA A 4412 S0
TERIICAT ) v MR PR U T R2ITH N TEET, ¥4 FIv 7 2T v b b
PV T ERETHICIE, WAXLBEEEER L, 70— R) —ZBmL £,
1R BHHEIIZ

Z OREEEFE T 5121%. AnyConnect U U — 2 4.5 (F72IXFNLIE) BHETT, G
WX, [About Dynamic Split Tunneling] ZZH L T 7230,

1|

FIE

ROA~ 2 KT, WebVPN 27T F XA MIBITF LW AZ LBMES A TEHEZLET,
anyconnect-custom-attr dynamic-split-exclude-domains description dynamic split exclude

domains

VPN R RWINBOD 7 AT > MR 27 7B ANRBEIRE 7 T T F/Web ¥ — B ZITONT,
EEAEERLET, =& 21X, Google Web H—E R |ZBIF 5 DNS RAA L ZADY A REL
T. Google domains ZEBN L E9, BYEMEIX VPN R R BERINTD RAAL 4D Y A B
EEGH, WOBOL I, Br~XGVE (CSV) BRICTL2LERHY £,
anyconnect-custom-data dynamic-split-exclude-domains webex.com, webexconnect.com,

tags.tigcdn.com

ROA L RT, UANZERSNTWDHA AL LEWEEZFFEDRY o — 7 —7FI5BEM L E
‘@—o Z hﬂi\ gI'Oup-pOliCy E‘lﬁ@ = ‘/5: 3,\’;( ]\ T%ﬁi é hi ﬁ_o anyconnect-custom

dynamic-split-exclude-domains value webex service domains

RDBERY

ATV haeGL bR YV ITRBRESNTWDIEAE, XA T Iy 7 A7 Y v MNshE, A7
Vo haE Xty hU—ZIZDNSJEEIP T RLAN I DL EGENDHEEDH, FITENTE
T DNSIGEIP 7 RLAERT Y v haGlery NT—T7 OWNTNIDOMICE -T2 ERY
DARWEE, T_XTODNSJSEIPT FLAIC—HTEH I 74 v 2713 TTIZh kU o7
BN ENTNWDTD, XA T v 7 A7 Y v MRAADEITIIAETT,

CLI 7% 3 : Cisco Secure Firewall ASAVPN9.20CLI 2> T 4 XaL—>a > HA K .
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URILDERTE

BH VPN b Rk, inJ*f’iofwwﬁﬁﬁ%ﬁéhék%ﬁﬁfﬁ<\7
FTAT Y N VAT LAOBEBRNADLT-NHERNR Y T —7 ORISR SNET, £7 1 A
v U —27|Z VPN %41 Lfaw%#ﬁé (ZHERE L7220 T 8 ATk L CIIRRIS, Ao
*7 4 A>T RARA > kT Patch Management 2179 Z L3 TE £9, Z OREREIZIX, N
Iy NU—T DB A MNELETHZ U RARA L FOSO T A A7 YT MIXTHAY v b
HFET,

BWELVPN oMty R a—PFIC LiBElN chr720, 22— 77V r— g 02k -
TR ENTR Yy NT—2 NI 74 w7137 74V N TEEBLZZITERAD, (b |2&H
VPN k> ROAEICERE S ILET,

a7 A PEETHD Ea—F—noRESINZEE, BN RAPRBEINCEEIN TV
WATREMED B 0 E 3, BB, FER SN, IR, BLOEE VPN X LD R 7 7L
Ya—T 4 7OV TIL,  [Cisco Secure Client Administration Guide] Z &R L T 72 &0y,

15 H B HIIC
AnyConnect Y UV —2 4.7 (E721XZNLIRE) D03

FIE

Ty Zma—RKLTr 77 AL (profileMgmt) A8 b o R CHEM S TWD b xr
TN—TIw v B 7 INTNWDH T N—7 K v— (MgmtTunGrpPolicy) (ZiBH1L F7,

717 7 A V3 AnyConnect HELVPN 7' 7 7 A )L Th 5 Z & Z/r 77121, anyconnect profiles
a2 RIZ typevpn-mgmt =& &£ 7, i#% ? AnyConnect VPN 7' 12 7 7 A /LT type user C
hd‘o

group-policy MgmtTunGrpPolicy attributes
webvpn
anyconnect profiles value profileMgmt type vpn-mgmt

a—H bR AEER A L TEBL VPN e 7y AV ERBT HI2IE, Ty r— RER
a7 7 A (profileMgmt) Z=—H R RV THER SN TVD L Z—l~v
v s n—>71Y — (DfitGrpPolicy) (ZiEML £9,

group-policy DfltGrpPolicy attributes
webvpn
anyconnect profiles value profileMgmt type vpn-mgmt

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.20CLI 3> T s FalL—> 3> HA K
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TOT47IEVPNEY S 3 VDRTR

WO RE w7 TE, VPNE® Y v g UIERERRT D HECHOWVTEHALET,

IP7 FLRAATRDT I T4 T F12TIIAT by S
VDR
vV RIA Y AV =T 2 A AL T, T/ T4 Tk RaT 24T F ks

v EFORT DX, FiHE EXEC £ — R C show vpn-sessiondb anyconnect filter p-ipversion & 7=
IZ show vpn-sessiondb anyconnect filter a-ipversion =~ K& AT L E 7,

e T RIRA L FDRT Y w7 IPvA ET2LIPV6 T RV AT A NZ ) T ENTT 7T 4
ThReXaT /74T beyvaraRRLET, X7V v 7 7 RLRAE, fFECEL-
Ty FARA L MZHID B THNEZT FLATT,
show vpn-sessiondb anyconnect filter p-ipversion {v4 | v6}

e LU RRA Y FOEIY Y THNTIPVE F720XIPV6 T RLATT 4 NVE ) U T ENT-T 7
TATIREXaTIIA4 T by varaRRrLET, B0 Y THEAT FL AL, ASA
WZEoTE®EXFaT 7747 MIZEDYToNET RLATY,

show vpn-sessiondb anyconnect filter a-ipversion {v4 | v6}

show vpn-sessiondb anyconnect filter p-ipversion [v4 | v6] O < > KD H S

hostname (config) # show vpn-sessiondb anyconnect filter p-ipversion v4

Session Type: AnyConnect

Username : userl Index : 40

Assigned IP : 192.168.17.10 Public IP :198.51.100.1
Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1) SHAL
Bytes Tx : 10570 Bytes Rx : 8085

Group Policy : GroupPolicy SSLACCLIENT
Tunnel Group : SSLACCLIENT

Login Time : 15:17:12 UTC Mon Oct 22 2012

Duration : 0h:00m:09s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

show vpn-sessiondb anyconnect filter a-ipversion [v4 | v6] 2 < > FDE 5

hostname (config) # show vpn-sessiondb anyconnect filter a-ipversion vé

CLI 7' % 3 : Cisco Secure Firewall ASAVPN9.20CLI 3> T s ¥alL—> 3> A K .
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IP7 LR &
N

Session Type: AnyConnect

Username : userl Index : 45
Assigned IP : 192.168.17.10

Public IP : 2001:DB8:8:1:90eb:3feb5:9%eea:fb29

Assigned IPv6: 2001:DB8:9:1::24

Protocol : AnyConnect-Parent SSL-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHAL
Bytes Tx : 10662 Bytes Rx : 17248
Group Policy : GroupPolicy SSL_IPv6 Tunnel Group : SSL_IPv6
Login Time : 17:42:42 UTC Mon Oct 22 2012

Duration : 0h:00m:33s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

A4 TRDFT Y T4 T LAN-to-LANVPN v < 3 > DFE

A RIA A E =T A REEH LT, 7274777747 L ASSLVPN kv
va v EFRT DI, $iHE EXEC & — R T show vpn-sessiondb 12! filter ipversion =~ K%
AN LET,

Zoawy NI, BEONRTY v 7 IPvA T RLAEFIFIANT Y v 7 IPv6 7 RLATT 4 LA
Vo T ENTZT 7T 4 77 LAN-to-LANVPN v > g VAF R LET,

NRTZY w7 T RVAZ, RECL STy FRAV MIEIDETHENET RLATT,

show vpn-sessiondb 121 filter ipversion {v4 | v6}

ISE7R1) —@ERIZDLT

Cisco Identity Services Engine (ISE) 1%, t¥ =V 7 4 RY o —FHB L OHE7Z v b7 4 —
LTT, AR, VA Y LVA VPN#OT 7 A Gl X2 )T a7 o470 A%H
b, 7ML ET, CiscoISE (FFIZ, Cisco TrustSec LHHEL TEX a7 77 2R &
FARNT 7 vRERM L, HAFTAT A AFfHiAAL (BYOD) A =377 4 7 %% AR— b
L., EAARY >—%@EHT 27D I ET,

ISE Change of Authorization (CoA) FEREIL. FERE. #8Fl. BLOBT AV T 17 (AAA) kv
varvoREtkEr, By va VHEENIRICERT 570D A= AN ERIELE T, AAA D= —
P—Fllda—— 7 NV—TDORY > —%EHT5HE, ISEND ASA ~CoA N7 v M EHE
EELUGREZHEIMLEL, LAY o—%#ATEEd, 1 T4 RAF ¥ EfiRA v
k (IPEP) 1%, ASAIZL > THENLENZK VPN Yy v a 778X ar fr—L U X b
(ACL) Z#MAT20EIIHY ¥ A,

ISERU v—DFEfEiX, RO VPN 7 747 > hTHR—FZNTWET,
* [PSec

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.20CLI 3> T s FalL—> 3> HA K
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ISE K & —EMAI<ET 5 RADIUS H—/i— T L— Tz ]

XTI TAT U
* L2TP/IPSec

GE)

ZAF w27 ACL (dACL) Rt X2 UT 4 JN—7 47 (SGT) RED—EFHDORY 2 —BH

IR =PI THETAE, VLANEH DB TRLIP 7 RLRE Y B TR EDRY —FEHR|TH
AR—FINTWERA,

VAT A T7a—IkOLEEBD TY,

1

2.

4.

T R 22— —23 VPN Bk 2 Bk L,

ASA I, ISEIZx L Ca—Y—%2FFEL. *y NU—T ~DRET 7 v A2 #d 52—
W— ACL 2T HD £9°,

THIT 4 TBEA v E—UNISEICRESN, By va URBESNET,
fX?VTtXX>4%%MCi~V:V%kEE%TE%ﬁbhiﬁo:@7m?xﬁ\
ASA 2B T,

ISENCoAD TRV —Fvia] ZHALTASAICRY > —DEFREZEELET., Zh
&Y, Xy NU—7 T2 RAMEREZEDDH Lo —F— ACL BN S E 7,

N

ISE K1) o —3E

&

ATy T2

GE)  #HHEDCoAEFHEN L., BT A 7 X A LAHFIZEBMOR Y 2 —3EfliAS ASA IZiE BN

NLHEENRH £,

Gxe

FAIZE89 5 RADIUS H—/\— & )L—TDELE

ISE RV > — DMt & ] 2 1 2 —7 29 5121, ISE 3—/3— D RADIUS AAA H—/3—
TN—THHREL, P—_"—=% TV —IZBMLET, VPNIZ bRV TV —T%RET D
LA, J—7 T AAA P —ERIZZ DY — = TN —THRELET,

FIE

RADIUS AAA Y—_— 7 —7%ER L £,

aaa-server group_name protocol radius

hostname (config) # aaa-server servergroupl protocol radius
hostname (config-aaa-server-group) #

AAA Y—/3— Z)L—7 O RADIUS BIHJFE AT (CoA) H—ER&E A R—T/WMIZLET,

dynamic-authorization [port number]
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B se &y o —ERIzEET 3 RADIUS $—/\— S L— T DRE

R— FOEIMEETT, T 744 FME 1700 T, $5E T LEHIT 1024 ~ 65535 T1,

VPN b & L TH == =T % T 5 & 55T % RADIUS H—/3— 7 /L— 743 CoA
WA B S L, ASAIZISE S0 CoA R Y v —HHMAR— &Y v A LET,

hostname (config-aaa-server-group) # dynamic-authorization

ATFw 3 FHFICISE ] LAaWEE1E. RADIUS — " — Z L — 7|25 LER A& — RE G0
F7,

authorize-only

T, == I—T R ANCEN TS & ZT, RADIUS 77 E AZLR A v — U0,
AAA = N—ICHEIN TN DA T— REFRICK LT, [EAEA) #RkE L THEES
nzzZEuaRrLTWET, radiuscommon-pw =~ > K& L C RADIUS H—/X—p i@ <
AT — RERETDHE, TONRAT— RFERSNLET,

f:ki— ‘\ m}gu ::@“'j"—‘/\“—'ﬁ‘/l/‘—‘7owc if£< uﬁﬁi%'fﬁﬁﬁj‘éia/\ \ ntujiﬁrﬁﬁq}b‘ \‘
PHEHALET, VPN N RV TORAETH T T 4TI @#%Aﬂyw%7%ﬁ%#
BEREME N 8 B 36 T,

hostname (config-aaa-server-group) # authorize-only

AFv T4 RADIUSHTIT O T 407 T o 7T —h A=V AREA X —7 I LE
7,

interim-accounting-update [periodic [hours]]

ISElX, ASAREDNAS THAANSLZETHT IO T 47 La— RiZESWT, 77
TATEyvarOT v NI ERFFLET, 2L, By a BT 2T 40T THDLEN
VEE (THIT 4T AvB—VFREIRATF Yy hToF s ay) 25 AMZELR
Mol=GE., ISEIZT —#RXR=—2AnbLZDEyardlba— REfRLET, FHiFRORE
W VPN B S HIBR S NN E D I T 5I12iE, T XTOT 7T 47 By a U IDWTISEIZ
EHICHT A T 4 VT RFA v e—VEEETDLIL I, IA—TERELET,

« periodic[hours] 1Z., ROV — = T N—IZT T 47 La—RekET5K59
WCRESNEZTRXTOVPN Yy a v DT AT 407 La— ROTHH AR &R
EEARX—TMILET, A7 a T, ZhoOEFOXRGHRE (FFFEAM) 2595
TENTEET, 7740 ME24 R T, fEETE HHPAIT 1 ~ 120 FFET9,

e (RTFRA—=H2L) , peiodicF—TU—RRLTZDa~vy REFEHTHE. ASA L,
VPN b > RGN 7 AT BV AVPN &y v a NBIMENT & XICORFRT B
TUT 4 T A /Jz~~‘/%a£{m LET, TUBRELEEA, HilicElv Y Tonss
IP7 KL A%ZRADIUSIZHEINT D720ODT ho T 47 T v 7T — MR ERSNET,

hostname (config-aaa-server-group) # interim-accounting-update periodic 12

ATvTE (fEE) 7 m— RFAalfE ACL & . RADIUS /% v k5 Cisco AV X7 T/ L7- ACL %
mELET,
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ATvT6

ATy 17

ISE K & —EMAI<ET 5 RADIUS H—/i— T L— Tz ]

merge-dacl {before-avpair | after-avpair }

ZOF T v a s, VPNERICOAEA S ET, VPN 2 —HF—D451%, ACL IX Cisco AV
N7 ACL, #7 > n— KA ACL, BLOASA TRESND ACL DB £4, 20
FFar T, F7ru— RABEACL & AV <7 ACL ZfEBT 50 E I 0ERELET,
ASA TREENTWD ACL IZI3EA S EH A,

77 4V hEEEIX nomergedacl T, ¥ 7 > v — KA[fig7e ACL IL Cisco AV X7 ACL & A &
NEHA, AVAATBIOF U n— KalEE ACL O 5255 LIZ35A 1L, AV 2T 2385

L, fEEhET,

before-avpair 47> = &, ¥ U m— RA[RE ACL = |k U 73 Cisco-AV-Pair = kU DHIZ
BESND L OITHELET,

after-avpair =7 > =3 X, # U m— KA ACL =2 | U %3 Cisco-AV-Pair = kU D%
BESND X OITHELET,

hostname (config) # aaa-server servergroupl protocol radius
hostname (config-aaa-server-group) # merge-dacl before-avpair

(FE) ROV —_R—ZHT /N7 /L —THNDRADIUS H— R — 2 IRET HBR O ERE AR
}\’:._E’L/i‘@‘O

max-failed-attempts number
P, 1 ~5TY, 774/ ME3TT,

0—HNT—=FRX=2EFHL T T =Ny 7 FA (BT 7 v AHH) ZREL TN
BT, INV—THNOTRXTOH— "= ELRNE X, JV—T0E 7R L& RS,
Tx =Ny 7 FAPRPEITENET, b= =TT, BIO AAA BERIZE DT /A
DR, FERE L e SNAREIN 10 50 (T 740 8) Hi &, ZEBICT7+—n "y
FAMER SN ET, FRBERMET 74V b DLERT HITIE, IROAT v 7D
reactivation-mode =~ > KZ& L T 7Z&0,

T =Ny HRE LU TERESHLTWARWES., ASAITBIEFHEE 7 L—TNOY—R— 2T
JEALLHIELET,

hostname (config-aaa-server—-group) # max-failed-attempts 2

(EE) ZNV—TNTHEEDRLE LI —"—2@{ET 77 4 7T 251k (7277 1471k
RYv—) ZfRELET,

reactivation-mode {depletion [deadtime minutes] | timed}
ETNENOFPITRDO LBV T,

- depletion [deadtime minutes] I, 7V —7NOTXTOH— N—3IET 7T 4 Tl oTc
BTOI, WENEE LY —N—%F{T7 774 7L LET, TR T 74V NOFT Y
T4 7T — R TT, INA—TNOEEDY— =BT =T/l lesThb, TDOHKk
TRTCOY—N—%F{EA X —TWIZT HE TORRZ 0~ 1440 7y OFPACTIEETE £
T T 74 ML 105 TT,
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B st xy s —ommRoBEs

ATvT8

ATvT9

«timed 30 D & 7 U O, BEENEE LY —N—2@{T 7T 0 TELET,
hostname (config-aaa-server-group) # reactivation-mode deadtime 20

(&) IN—THNOTRCOY—NR—CT AT 47 A=A ELET,
accounting-mode simultaneous

TIT 4T P AN=EHEEA =Y ET 7 40 MZETITIE, accounting-mode single =
~ R AN LET,

hostname (config-aaa-server—-group) # accounting-mode simultaneous

7' )—7IZ ISE RADIUS #— N—Z B L 7,
aaa-server group_name [(interface_name)] host {server_ip | name} [key]
FNENOBMBAITIKRD LB Y TT,
- group_name |%, RADIUS #—/3— Z /L —T7DA4RITTT,
s (interface_name) I, Y — N—NEZET H7-DIHEHT A4 > X —T = A4 ADLRITYT, T
7 # /v M (inside) TY, H w 2 FTMEHTT,
» host {server_ip | name} iZ, ISE RADIUS ¥—/ 3—®D 1P 7 KL A £ IH A R TT,
skeyld, B a5 b T 270D A7 T g F—"T7, aaa-server-host & — RIZ A% T
key 2~ REZMEHT22E T, ZOF—2 L OHICANTEET, F—Z2RELRWV
L BRI B LSRN ERA (L= T FRN) , ZOFXF X R2TFE TORET M,

DR S, RICFE/NLFOXFNH Y . RADIUS —3— LD F — L[ UfEIZ 72 0 £
—a—o

T N—FINIEE DY —_"—Z2 BN Tx £3,

hostname (config) # aaa-server servergroupl (inside) host 10.1.1.3
hostname (config-aaa-server-host) # key sharedsecret
hostname (config-aaa-server-host) # exit

ISE 7R 1) < — & A D E% TE

NAT—FRIZKBDISEZAAFT IV HEAED-ODVPN k2 RILDRTE

WOHNE, ISE Y— 33— Z—712, IR (CoA) DT v 77— b LR Z L o E i /e
THIUT 4 T RRETDHHEERLTCNET, ISEICLD/RATU— RFRGEEARTET D b
FIV T NN—THRENEGEENTHET,

ciscoasa(config) # aaa-server ise protocol radius
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ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa(config-aaa-server-group) # dynamic-authorization
ciscoasa (config-aaa-server-group) # exit

ciscoasa(config) # aaa-server ise (inside) host 10.1.1.3

ciscoasa (config-aaa-server-host) # key sharedsecret
ciscoasa(config-aaa-server-host)# exit

ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa (config-tunnel-general) # address-pool vpn

ciscoasa (config-tunnel-general) # authentication-server-group ise
ciscoasa (config-tunnel-general) # accounting-server-group ise
ciscoasa (config-tunnel-general) # exit

ISEZZSEDAHD VPN kU RILDBTE

&Iz, ISE T*m—ﬁ/v%ft%imfﬁéﬁkmﬁﬁﬂw NN TN—T o ET DR LUET,
PR — T —FIXERGEHICE R S 2228, authorize-only 2~ o K& —/— JL—7
a7 4 Falb— g SRR FE T,

ciscoasa (config) # aaa-server ise protocol radius
ciscoasa(config-aaa-server-group) # authorize-only
ciscoasa(config-aaa-server-group)# interim-accounting-update periodic 1
ciscoasa (config-aaa-server-group) # dynamic-authorization
ciscoasa (config-aaa-server-group) # exit

ciscoasa(config)# aaa-server ise (inside) host 10.1.1.3
ciscoasa (config-aaa-server-host) # key sharedsecret
ciscoasa(config-aaa-server-host) # exit

ciscoasa(config)# tunnel-group aaa-coa general-attributes
ciscoasa(config-tunnel-general) # address-pool vpn
ciscoasa(config-tunnel-general) # authentication certificate
ciscoasa (config-tunnel-general) # authorization-server-group ise
ciscoasa(config-tunnel-general)# accounting-server-group ise
ciscoasa (config-tunnel-general) # exit

R)O—DERAD NS TN a—TaT

WDa<r Rit, Ty I TEET,
CoA DT 7T 4 BT 4 ZiBHf+ 51T

debug radius dynamic-authorization

U & A L7 k URL #&RE & BB 51213

debug aaa url-redirect

URL U # A L7 MEBEIZXRTINT D NP 8L — /LB KoRT B

show asp table classify domain url-redirect
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=3 =L
SSL D+ HlEx E
ASA lZ. Secure Sockets Layer (SSL) 7'& k =1/L & Transport Layer Security (TLS) Z M/ L C.
ASDM, 7 7A4 7 FLASSLVPN, VPN, BLOT7 ZUHFR=—20K vy arDtFaT
Ay —VREEFEB L £, ASA A SSL X— 2D VPN #Efi & FHEE TR — kLT
57a hzid, SSLv3, TLSvl, TLSvl.l, TLSvl.2, B LUNTLSvl1.3 T3¢, F7-. DTLS iE
Cisco Secure Client?® AnyConnect VPN & ¥ = —/LOEERIZHEH SV E T,

A L7z &k 212, ROBESHANYR—FShTHWET,

EStAR TLSv1.1/DTLS |TLSV1.2/DTLSV |TSvi3
vi 1.2
TLS AES 128 GCM_SHA256 Y4 A4 EA
TLS CHACHA20 POLY1305 SHA256 | % NAY-S E
TLS AES 256 GCM_SHA384 Y4 A4 EA
AES128-GCM-SHA256 Y4 A AR
z
AES128-SHA A A YA
e
AES128-SHA256 Y4 A A
z
AES256-GCM-SHA384 A4 A YA
z
AES256-SHA A A YA
Z
AES256-SHA256 A4 A VLD
z
DERS-CBC-SHA Y4 NAY-4 YA
e
DES-CBC-SHA S A VLD
z
DHE-RSA-AES128-GCM-SHA256 A4 SR VLD
z
DHE-RSA-AES128-SHA A SO VLD
Z
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BEE{EA TLSv1.1/DTLS |TLSV1.2/DTLSV |TLSvi3
Vi 12

DHE-RSA-AES128-SHA256 AT BN D
DHE-RSA-AES256-GCM-SHA384 INAY-4 1 A
DHE-RSA-AES256-SHA R I YA
ECDHE-ECDSA-AES128-GCM-SHA256 |, v,y z. BN D
ECDHE-ECDSA-AES128-SHA256 VW Z I YA
ECDHE-ECDSA-AES256-GCM-SHA384 | |, \\ 2. BN D
ECDHE-ECDSA-AES256-SHA384 NNz R A
ECDHE-RSA-AES128-GCM-SHA256 | |31 BN D
ECDHE-RSA-AES128-SHA256 NAY-a R AN
ECDHE-RSA-AES256-GCM-SHA384 |\ R YA
ECDHE-RSA-AES256-SHA384 NAYe BN D
NULL-SHA ANAY-4 AVAY-4 AV
RC4-MD5 AYAY-4 YA~ AL
RC4-SHA Y4 Wz
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\)

GE) JUJ—294 (1) TiL, SSLv3 F—U— NI T T ASAZRENHHIBEINTEY ., SSLv3 d
PAR— I ASA DDHIRENE L=, SSLv3 23 % — 7 /LI > TWABHAIEL, SSLvd 47
VarERELEZav Yy R LT — MEZ T —REREINET, ASA IXT 7+ /L F®D TLSvl
IR £79,

Citrix E/A /L L —/NATLS 1.1/12 71 b3z ¥R — F LTWRWARERH Y £§, A
BAEIC OV TI,
https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf

AZRLTES N,

ASA 2 SSL/TLS B L ONDTLS B A v o— b4 o/ a halL "=V U a2ET D
IZIE, ROFIREFEITLET,

FIE

ATV TN ASA N x Iy o— bt o5/ T o hal X=Va U ERELET,
sq server-version [tlsvl | tlsvl.l | tlsvl.2 | tlsvl.3] [dtlsvl | dtlsvl.2]
FNENOHHIZRD L0 TT,
stlsvl : SSLv2 7 A4 7 F Dhello &3 F AfL, TLSvl (LAf%) #x T x— 3 5I2iE,
IDF—U—FEANLET,
stlsvl.1: SSLv2 7 74 7> b ® hello 5 1F Adv, TLSvl.l (LIK) 2RI =— T 3HIC
X, 2OF—U—REAHLET,

stlsvl.2 : SSLv2 7 7 A4 7> b ® hello 37 Adv, TLSv12 (LK) 2T =— T 5IC
. ZOF—U—FEANLET,

s tlsvl.3: SSLv2 7 4 7> b @ hello 521} Adv, TLSv1.3 (LIf) 2RI =— 5T
X, 2OF—U—KRKEANLET,

e dtlsvl : DTLSv] 7 7 A 7> b ® hello %3} AL, DTLSvl (LIf&) Z#x2vx=—h$ 5
i, 2OF—YU—FZATTLET,

«dtlsvl.2 : DTLSV1.2 7 A4 7> h® hello &%} AfL. DTLSv1.2 (LIfg) Zxrdvm=— |
TAHITE. ZOFXF—U—FREANLFET,

G¥) DTLS DX ER L OEMIT, ¥FX=2T7 7747 M VE— T 7 & AEHDO I E
MEnE7,

DTLS & [A%LLED TLS N—V a VY ZEH LT, TLS Yy a V2 DILS v =
VERFELU EICEX 2 TICTAMERLDET, THICKD, disl2&ERLEZL
EIT, tsVI2DTFRE SN DM —DTLS N—Y a3 272 £4, F£72, §XTHOTLS
R—= 9 VEDTLS 1.0 LRI%LL ETH D720, [EEDOTLS N—Y 3 > & dtlsl & —
IR EnTEET,
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ATy T2

ATvT3

ssLozmsz [

1 -
i

hostname (config)# ssl server-version tlsvl.1l

hostname (config)# ssl server-version tlsvl.2 dtlsvl.2

ASAMWT FA T bE LTEETALAIEATSSSL Ve ha L BLOTLS 2 ha o
N—=T g v EEELET,

sdl client-version [tlsvl | tlsvl.l | tlsvl.2 | tlsvl.3]
ZZ T,
stlsvl: ZOF—U— REFET D L. ASAILTLSVI 7 T4 7~ FDhello #3355 L, TLSvl
LLE) #2xayv=—FLET,

ctlsvll: ZOF—U— RERETDHE. ASAILTLSvVI.l 7 A4 7 F® hello Z%(E L.
TLSvl.l (ULE) Zxr=avxz—FL %9,

ctlsvl2: ZOF—U— RERETHE. ASAILITLSVI2 7 54 7> F®D hello #%E{E L.
TLSv1.2 (LA k) #xavx=—FLET,

ctlvl3: ZOF—U— REETDH L., ASAILTLSVI3 7 T4 T 2 hd hello Z%E L.
TLSv1.3 (LA k) #xavxz—FLET,

SSLZ7 947 v ba—niZxf LTCDTLS #4252 L3 TE A,
5 -
i -

hostname (config)# ssl client-version tlsvl

SSL. DTLS. BLOTLS 7u ha L OB T LT Y A LEZEELET,

ssl cipher version [ level | custom string]
ZTNENOFMPNIRD LBV T,

eversion 383, SSL. DTLS., F77-IEXTLS u hait X"—T g U AEELET, H—k
INTWNWAENR—= g IRO EBY T,

o default : FEHHH OB 52> K,

« dtlsvl : DTLSv1 &5 #ef5e H DI,

« dtlsv1.2 : DTLSv1.2 B{E#Eki Ok 5,
e tlsvl : TLSv1 E{EHekeH DI 5,

e tlsvl.l : TLSv1.1 E{EHk H DK 5,

o tlsvl.2 : TLSv1.2 HIE 8k H DR &,
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o tlsvl.3 : TLSv1.3 B8 H O &,

level 51T, BFEMELZHEL, RESNL TV O ZORELVVERLET, KRIT, 7
FE DA RN T2 % FREE DIRWIIEIZ R L E T,

call : TRTOK S HFANEENE T,
o low : NULL-SHA # &< T _RTCOBEREENET,

emedium (ZFUTTRTCOT 2 har A= a OF 74+ METT) : NULL-SHA,
DES-CBC-SHA. RC4-MD5, RC4-SHA. ¥ JUVDES-CBC3-SHA %#[&< X CTORF 5
NEENET,

» fips : NULL-SHA, DES-CBC-SHA. RC4-MD5, RC4-SHA. i X (*DES-CBC3-SHA %
B < FIPS #ELO T R TOME SR EENE T,

*high (TLSv1.2 38 XN TLSvI.3 IZD A M) : TLSv1.2 H1® SHA-2 W5 5 &7 5%
AES-256 DA NEFEIET, TXTOD TLSvL.3 K55 D58 L high T,

. customstring 47> 3 » EZ4RET S &, OpenSSL Hf 5 E# LT &2 L CHF B A A — |k
EMCE B CE £9, FHMIZ OV TIE, https:/www.openssl.org/docs/apps/ciphers.html %
ZRLTLZEN,

HELERR 1T [medium] T3, [high] 232 &, SEmAHIRESNDE ZE08HY £9, custom
PHHTAH L. DEOBEOLPHRE SN TWAEEIE, BENHIREINSZ ENnHY 1,
FIFN DI AZ MEERIRET D E, 7 F9RAX Y T2 EDTRIEWEEDHIEIND Z &N
%Di—g‘o

ASAIZ L o> THR— M ENAREZOEIEIBMNIZRD & B0 TF, FEMIZOWTIE, a~vw K
V77 LU AL TLTEIN,

Zoavy RiE, N—T 3 93Q2) b EE S U7 sslencryption 2w I 5 6 DT,

1 ODA U Z =T 2 A ATHEEDO T A MRA L FEFRIZLET,
sdl trust-point name [ [interfacevpnlb-ip] | [domain domain-name]

hostname (config)# ssl trust-point www-cert domain www.example.com

name5|#ix. FT7 A MRA U FOAHIERRELET, interface 518iE, FTF A MRA > bR
RESNTWDHAS U H—T 2 ADLRITEEELET, vpnlb-ip ¥ —TV— Rif, /1 ¥ —7 =
A RZOBBHAEN, TORTAIRA L M2 DA Z—T 2 A LD VPN B— K T
YT I AZOIP T KU AZEEST T £7, domaindomain-name ¥— 7 — R LB D~T
. AV F—T 2 A A~DT 7B AMEHENDFFED KA A UAIZBEEMT O RT A
RA v P EfELET,

A B =T A ZABTVRERICEDO T A IRA L "R ETEXET,

A B =T oA RAETII R AL VERBELRWEGAIE. P T A RRA V MREREIN TR
FTRTCOA LV H—T 2 A ABDT =N NFARNEAL Y FBERR SN ET,
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sdl trustpoint ? =~ > R&E AT 5 &, MHFTREAREREFHAD T A MARA V MBRFINE
9, sdtrust-point name? =< K (=& xiX. sdtrust-point mysdeert ?) & A L7=56&
trustpoint-SSLFIEFAE T ¥ v —3 g VA ATRERR ER H DA VX —T = A ANF RSN E

Zoavwy ReMHT L&, ROTA T4 U2 TLIES VY,
« trustpoint OfEi%. crypto catrustpoint name =~ R CTHEESNTZCA F 7 A hKRA > b

@D name THHMERH Y £,

e interface DfEIZ. HOHNUORESNTA v F—T7 = A AD nameif & THHVENH Y F

j"o

s FIAMKRA U FEHIRTDE, TD T A MRA M EZRT S s trust-point = |k

UbHIBRSHET,

e ssltrust-point =2 F UL, A U F—T A RATELIT 1 DL, AU F—T = ALIEELR

WHD 1 DEREFTEET,

ML RTA MRS MO MY THAHTEET,
edomain ¥ —"V— R TRELZ T A RKRAL LV MI, BEOA L Z—T A4 RZHEAEND

TEDHY FET HERTEICE > TRRY ET)

« domain-name DAl = & 12 1 O ? sdl trust-point DA & TE £97,
cZDARY REANTHE, WOTT—NERENIBHEDRH Y F1,

error:0B080074:x509 certificate routines:X509 check private key:key values
mismatch@x509 cmp.c:339

ZhUE, 2= LODGEEARGE LT, DIENCRE SR E L E &R o2 &
ZRLTOVET, FFICHLOLEITDH Y FH A,

« REA TR DNAFF TR SN £ T,

« #6i 7% domain F— U — FOEIZ—E L7256, £ OREHENRINCER SN ET,
(sdl trust-pointnamedomaindomain-name =< > K)

e O — RNRT U T T RUASOERENENL S T4, vpnlb-ip A E NI S U
£9, (sdtrust-point nameinterface vpnlb-ip ==~ K)

o A U H—T = A RTK L TCERIE SIIZFEME,  (sdl trust-point name interface =~ >/
)
o 4 U H—T = A R I TWRNT 7 40 FOGEIE,  (sdtrust-point name)
« ASA D H BN & B CAERGERE,

AFwF5 TLS ® DHE-RSA 55 iR Tl &N 5 DH /v — 7% E LE 7,

ssl dh-group [groupl4 | groupl5]

CLI 7% 3 : Cisco Secure Firewall ASAVPN9.20CLI 2> T 4 XaL—>a > HA K .
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ATvT6

hostname (config) # ssl dh-group groupl4

groupl4, 15F%F—U— K%, DHZ/L—7" 14 (2048 £ hEV 2T A 224 By b FEHAHH
TIN—T) EHRELET,

T N—"7" 1413 Java7 L HHMERH Y A, TXTO T —T 2 Java8 & HHMERH Y F97,
7 V—"7" 14 (X FIPS #EYL T, 7 7 4 /L MEIZ ssl dh-group groupl4 T,

TLS @ ECDHE-ECDSA g5 i A THM S 7 —7 246 E L £7,

ssl ecdh-group [groupl9 | group20 | group2l]
hostname (config) # ssl ecdh-group group20
groupl9 F—U— Rix, Z/L—719 (256 £ F BC) ZixE L ¥, group20 F¥—7— R,

JN—720 (384 £ FEC) #BELET, group2l ¥—U— Rix, ZL—721 (521 v b
EC) #&EL £,

7 7 # /L METX ssl ecdh-group groupl9 T,
GE) B D3 e b O O 1T ECDSA 535 X OV DHE 5T,

RDZRY
WD a<r REMHAL T, TLS/DILS REZFERTEET,
« 77 4 /L NOTLS/DTLS /3 —0 = > TlE AW a4 1%, showrun sd,

¢« 77 4/ NDTLS/DTLS /S— 3 ' Th DA 1E. showrun sd all,

KR IPSec k>R 7 O—

JU—2804 KV BEIDASA V7 b =T N—Va v EFETTLH% Y hU—27 Tl IPSec
kv E BT D BEF D IPsec LAN-to-LAN £721XVE—hK 727 E®ATCP FT77 4 v 7
n—L, hyFAR ey FT5L ey 7InEd, Zhbo7a—iX, MU RADBITICRE
HE, MEOLNCTEHERESNET, ZOFRY —iF, VY—REHEBIOEX=) T 1 DE
BB HENTT, 2720, 20X REER—V— (FFIZ PIX 205 ASA DA DEREIZBEAT
LTWpha—H—) BIRLIT—TCP T SV r—ay (FREICHERH LR, E2iE R
VXNV ERBIZ Ny ST HS— N oA REENT Ry NI NICH D) ICHEE S &k
CTHANDHY 9 GEMIZ OV T, CSCsjd0681 35 L ONCSCsid7630 &R L TL7Z& W)

KR 72 IPsec b /L 70 —iEE T, ZOMBICHHL L ET, ZOKEEZ A X —7 T 5D
LU ASAIZAT— 70 (TCP) by 7u—ZiE L THBLET, ot _XTo7o—
I, FoRAR Ry I LIEEXIZ Ry 7 &, HLO R RURERE SNV & S IR
TOHMERDY 7,
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\)

GE) ZoOBREIX. *y MU —ZERE— R CTHEITS TS IPsec LAN-to-LAN k> 2L LY
IPsec Y E—F 77 ERA b xR —FLET, IPSec £ 721% AnyConnect/SSL VPN U E—
k7 7®A FrxEYR—=FLTWERA,

I, KFiHIIPSec b p/L 7 a—KEEEN ED X D ICEMET 200 &R LE T,
R5:Ry hT—5 LF Ut

ASA BXB Tunnel ASARTF
f
& )
B gt 2 e e ey
I » e
. ; 4
A D

ZOHITIH, BXBEBEXORIP Xy hU—2I B 10X T4 TFIA4 TR IZEDE

% =27 LAN-to-LAN b /L& N L TCEHRE L CWET, BXB * v hU—2 ® PC {Z RTP * v
NI =2 DY —N—pnbtXxaT MRV ENLTFTPEELZFETLTVET, 20T
AT, PC3Y—n—lza AL, BikEB LB TR R3AMILOBETRe v
TLEEHELTWET, ZORERTHT — XL 2 & LTWAHH, R RVIXEEN
SNTWETA, FTPEEENTE T LETA, 2=V =1, +—_"—lZu /(L THRELE KT
SH, Y ELOVETRENHY T, 72720, KR IPsec bR T a—RA X —T )L
W72 o TWIUR, ZA 27 7 MEBLANIZ b X ADBEERSNARY , X2V T4 777
AT AZZOT7r—DERE CREBER) 2T 5720, 7—2ITH LW r Lz CT
EFICHIET £,

FyF
WOETIE., Ry 7RICEIRSNE Py RLOTF—2 70— RES . K IPsec b %
V7 a—REEENT 4 B —T TR TV DA L. T OEENA X —T W7o TWDHHAED
NEIZEH LET, EH60EEE. XY RV —270OA F 2 MZOWTIIRTIOKAZZR L TL 7
I, ZOROEE
« 70 —B-Clt, PR EEHFEL., KL EINTZESP T — X 255 LET,
e 7u—A-DIX. FTPEIXED TCPHE: T, 7u—B-C CEZIN/- ML @EBLET,
ZoOT7a—Zi, 77 AT 74—/ TTCPFTP 7 u—% &4 2 L XTI 5 R0
BWbLEEFNTOET, IREFRITEETHY ., @ENEITTE2E 77 A T U4 —IZ
KX oTHkMIC T v 7T — FENET,

N

GE)  #HMowi7 v — XD OE M SN TWET,
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B cuzEmLkE Psec koL TO—0BE

T4 t—T I Snt=Kk &/ IPsec b RJL 70—

LAN-2-LAN F o RPN Ry 745E, AAD7a—ELBC7ue—0Wie, TRDIZET D
TRTOREEFERPABRSNET, TO%, N RADBFHMHEL S, 71— B-C DE{ERS
e NV U7 ENTET—2OBEEEHATES LIV £4, 727 L, TCP/FTP 7 o —
A-DICHIENREAELET, ZOHSE TOFTPERED 7 v — & it 2 RIEF R HIFR ST
WhHTeD, AT—hKIN T AT OF—E, A 7F7A4A NFIPT—X¥%7 1 >v27 L, A-D
Tu—DEREESLET, SETHFEL W07 —BENEDbND L, 77 AT V4 —
VL FTPHRiEZ KT D TCP Xy FE LT L, Fuey 7 LET, ZUIT 74/ hOH)
ET9,

A4 2= SN =k KM% IPsec bR 70—

e IPsec b o kb 7 ua —HEREN A R—T L DOBE . A LT 7 NEFRINIC b o RV EAE
RS DIREYD . ASA X A-D 7 o —DREBFMIZT 7 BATE L7700, 7 —XIXIEFIZHVEE
JET,

ZOSRENA 2 — T NV OBE . ASAIZ T —AMBNCABE L E T, OFV, B-CT7r—|lko
TEBEINTE M FANR R Yy F7ENTEH, A-D 7o —3HIBENEEA, ASA AT — K
7/ (TCP) hr i 7u—%#RL, HELET, tho7oe—3+_XC ey 7&h, #HL
W R RIVTHIEL SN AVERHY £3, Zhid, borxil7o—0ktx2 T4 R) —
FRHOLZEEFHYETA, ASAIZT R U RIARE T LTVND EEIZAD 70— |ZE8ET S
Ny heERay X T5056TT,

MRV TCP 7u—lI Fa vy 7SiZeWnWizd, 7V =T v IXTCP ¥ A A7 7 MIKFEL
9, L. BEO R T —DEA LT Y RN T 4 =TT THEE, Tk
T3 5E (ET7MHBDO TCPRST 72 8) K- TZ VT ENHET, O T7 0 —|Lv AT
ANTERFEFSINLET,

CLl Z{FERA LT-k&H IPsec R JO0—NDERTE

A e A

KR IPsec FoRIIL TJA—D RS TN a—F 409
show asp table =< K& showconn =~ > R s & . KM IPsec b /L 7 —0fH]
MO NI TN a—T 4 U TIESLEET,

KRBT IPsec b 2RIV T O—#BEIZA R —TILICIHE > TLETH?

FEED b2 LTI OREREN A X — T W72 5> T D0 & iR 7 5 I21%, show asp table =~
Y REMH LT M RVICEEHT Hivz VPN 27 % 2 R & FEJ, show asp table
vpn-context 2% 2 N, IROBNIRT LI GEART T HEDITKFZEM) . hrxr
MRay ZFULIRICAT— M7 7a—%iffEfid 5427 % 2 MZ [+PRESERVE] 77 7
ERALET,

hostname (config) # show asp table vpn-context
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VPN CTX=0x0005FF54, Ptr=0x6DE62DA0, DECR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,
gc=0

VPN CTX=0x0005B234, Ptr=0x6DE635E0, ENCR+ESP+PRESERVE, UP, pk=0000000000, rk=0000000000,
gc=0

hostname (config) # show asp table vpn-context detail

VPN CTX = 0x0005FF54
Peer IP = ASA Private
Pointer = 0x6DE62DAO
State = UP

Flags = DECR+ESP+PRESERVE
SA = 0x001659BF
SPI = 0xB326496C
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI =0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

VPN CTX = 0x0005B234
Peer IP = ASA Private
Pointer = 0x6DE635EQ
State = UP

Flags = ENCR+ESP+PRESERVE
SA = 0x0017988D
SPI = 0x9AA50F43
Group =0

Pkts =0

Bad Pkts = 0

Bad SPI =0

Spoof =0

Bad Crypto = 0

Rekey Pkt =0

Rekey Call = 0

hostname (config) #

Configuration and Restrictions

This configuration option is subject to the same CLI configuration restrictions as other
sysopt VPN CLI.

MiZL-70—D&E%R

LAN-to-LAN F7213 % v U —ZHERE— K b RAB RKe v L, ¥4 L7 0 MaIIZERL
o leGE, N LI bRV 7 e —NEELS BAET L BBV ET, ZOX>7T7r—
LR RZNVDF T AL > THISNETFADR, N0 7r—%4 L ClEEZRA LT T
DF—EZN Ry 7ENnEd, Zhb07a—%ER4 5121, showconn =2~ > R & ROHF
WCART IR LET GERFAT 720, BLXO2—F—ANEZRTTDITKTEZBMN

asa2 (config)# show conn detail

9 in use, 14 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

- initial SYN from outside, C - CTIQBE media, D - DNS, d - dump,
- outside back connection, F - outside FIN, f - inside FIN,

- group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,

@ =W

CLI 7% 3 : Cisco Secure Firewall ASAVPN9.20CLI 2> T 4 XaL—>a > HA K .
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- incomplete, J - GTP, j - GTP data, K - GTP t3-response

- Skinny media, M - SMTP data, m - SIP media, n - GUP

- outbound data, P - inside back connection, p - Phone-proxy TFTP connection,
- SQL*Net data, R - outside acknowledged FIN,

UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,

- awaiting outside SYN, T - SIP, t - SIP transient, U - up,

- VPN orphan, W - WAAS,

- inspected by service module

wOFNZ, showeonn <> FOHNIFIZRLET, VI 7 TTRENTVWSLEERY, sZL
-7 —MNEELET,

x < wwWwa O W
|

hostname# show conn

16 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:21 idle 0:00:00 bytes 1048 flags UOVB
TCP out 192.168.110.251:21137 in 192.168.150.252:21 idle bytes 1048 flags UIOB

ML L7 a—Rbb 208 g~ LFE— NEHET A2, ROFITRT LIz,
show conn state =~ > KZ vpn_orphan 47> 3 » B L £,

hostname# show conn state vpn_orphan

14 in use, 19 most used

TCP out 192.168.110.251:7393 in 192.168.150.252:5013 idle 0:00:00 bytes 2841019 flags
UOVB

BEES7—hA4 J=FRALEE NS IV a—FTa 25

EE7—hA4 TIZ2DNT
EESOMEIZ N 7T—BNWNEETT, BT —h4 713, ZRODRED NS 7y 2 —RE
BB ET, BT —hA 7120, BEERICET 2R EE Yy v a UEHR. ET7EHR, B5E
KEEFELZaVAR— b, BXOEFALAT TN LSy Y a VEFERDIEGENE T,
ASAX, By v aroF—BIOw#b~<s rv V) #RFLEEA, SSLEB LU IPsec D
LA, ROERFRTEET,

*SSL DA By a SSL A=V g v HEIL, BHIPT RLA, BIOKR— |,

e IPsec DA :IPsec X2 VT 4 7TV — g R,

U 702iE, 2000 D E 2~y Ry MY AREETEET, ASAIL, V7D 1 HichEsE=
YU RETyval, BEEROETRICERZIIEH LET, BET =477 7 A MIT,
HALTDUNLEBEFEROY V7B LO MNIEENREENDL LR FE L, VT
CFOY FUERT. MEOHAREa~<w RO N T INY a—F 4 » TITEST B ET,
W7 — A TIE, THXRARN T 7 ANENL TV T 7 ANLD2 OO NH Y £7°, debug
menuctm 103 =~ > REMEHL T, STV 77 A NV EE S TEET,

RITH 2R L ET,

ASA# debug menu ctm 103 crypto eng0 arch 4.bin
[Nitrox V Archive Header v1.0 Info]
ASA Image Version: PIX (9.20) #0: Tue Mar 29 16:20:30 GMT 2022

SE SSL microcode: CNN5x-MC-SE-SSL-0011
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AE microcode: CNN5x-MC-AE-MAIN-0002
Crypto Engine 0
Crash type: SE Ring Timeout

Core Soft Resets: 11

Timeout Ring (SE): 12
Timeout Entry: 642

SE TIMEOUT:

Core SE 6 Touts: 2
Core SE 8 Touts: 2
Core SE 12 Touts: 4
Core SE 32 Touts: 2
Core SE 37 Touts: 1
[Timeout Session Info]
Active: TRUE

Sync: FALSE

Callback: TRUE

Saved Callback: FALSE
Commands in progress: 1
Engine : hardware
Device : n5 (Nitrox V)
Session : ssl
Priority: normal

NP VPN context handle : 0x00000000
Flag : O

veid @ 0

Block size : 2050
async cb ring index: 0
tls offload rsa: FALSE
Session context:

SSL Version : dtlsl.2
SSL Context Type : handshake
Encryption Mode : gcm
Auth Algorithm : null
Hash Algorithm : none
Key Size : 32

SSL V : dtlsl.2

Source IP : 82.1.2.2
Source Port : 51915
Dest IP : 82.29.155.32
Dest Port : 443

EREofITR, BRI INERIC, XA LT ORIV, VT vy a B (XA LT TR
T RY)  BEOSSLEy v a UERBPERINET,
EET—HATTYR—bSThBET/INAIR
Nitrox V57 727 L—Z {2 12IRDT ™A AX, BT —0A 75 YR — b LET,

« Cisco Firepower 3105, 3110, 3120, 3130, 3140

« Cisco Firepower 4112, 4115, 4125, 4145

* Cisco Firepower 9300 SM-40, SM-48, 35 J UF SM-56
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SSLAV U2 DER

SSLAD L HEMEALT, SSL hr REHRE v V2T R TEET, EHROMIIIZEET 2 R
T— b~ OERE, BIMOKRE, BIOGEMICET 2E#RIZ. T3y ZIT&x b E T,

debug sd state =~ > Rik, ROEHREZZUEL 7,

« BEAHIT ONZIP, A— b, BT v harzfolE— T M REf 0 F—T oA
XO

* SSL e, =T — DT /Ny 7

AL ESNTET —ZONRT 4 T REWRT DIODT Ny 7,
SSL 7 U > & %FKmT 5I121E, showcounters 2~ RaEfEA LET, /N—T 329201 725
TNy JIEHTED SSLA VU AN E L, HEXIFROLIBRLORH Y FT,

« CNT _SSL NP CP EVENT NULL

« CNT_SSL_NP_CP_EVENT ENQUEUE_ERR

« CNT_SSL_NP_CP_EVENT RELEASE

« CNT_SSL_NP_SNP FLOW HNDSHK_FAIL

« CNT SSL NP HDL LOCK_RELEASE

* CNT_SSL_NP_VERIFY_ PADDING

« CNT_SSL_NP_MAX PAD LEN EXCEEDED

« CNT_SSL_NP NO_CIPHERS COMPATIBLE

« CNT SSL NP CIPHER LIC NOT GOOD

A2y LI=ASPT—TJILT Y Y DHIBRAE

R—= 3 9191 LRI TlE, ASPHFSA{L/L—ILN AL v 7 LTCWBEA, T35 A2 FHilET
HMENDH Y T, N—T 39201 LAFETIEL, debugmenu asp 100 <encrypt_rule id> 2~ >
RZ[H LT, T8 A2 HEEFICASP T— 7 A0 b AKX v 7 LI St —L & il
T& %9, encrypted rule id Zfiz& 3 521X, show asp table classify domain encrypt =~ >
EERLET,

HA K4
« TNy THIE CPU 7’0 A CEVMEIRIBMAE D M CTHNTWAETD, TNy 7HD
EITH EVATANERTERLS B ENHVET, 2T Xy a<x KiL, Cisco
TACED T TN a—TF 40T By arfIZORMERTHZ L 2HRLET,
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1

2895 Lt=AP7—ILTy ryoliksE [

LIV ARE 7 LTWDHINE D el T DG H Y FX¥ A, ZOa<wr RafifL
TLHNCHIBR LIe =& S AT ARHEIBR L LD LD 8. T AR Ty alE
To

e v FID/RF A —HF|Z, ASPT—TNVDOEBEDID & EHIC—BTAILENRNHY 7,

WOBITIE, bT 7 4 v 7 Myl 7L —/L 0x7f039846bbbb Tid/a< A% v 7 LiL—)b
0x7f039846aaaal-t v b T 5 &, N7 74 v IR Ry 7asnEd, by MIMWBAX v L
TNA—NVERETEES, AZ v 7 LI —LOb v NEI$9999 T4 723, @b/ —/LDt v
[ G

1

ASP /L—/)L % FKRT 5HIZ1%, showasptableclassify domainencrypt =~ > R&fH L £ 9,

ASAv (config) # show asp table classify domain encrypt

out 1d=0x7£039846aaaa, priority=70, domain=encrypt, deny=false

hits=9999, user data=0Oxaaaa, cs_1id=0x7£03941866e0, reverse, flags=0x0, protocol=0
src ip/id=1.0.0.0, mask=255.0.0.0, port=0, tag=any

dst ip/id=2.0.0.0, mask=255.0.0.0, port=0, tag=any

src nsg id=none, dst nsg_ id=none

dscp=0x0, input ifc=any, output ifc=outside

out id=0x7£039846bbbb, priority=70, domain=encrypt, deny=false //this is a good rule
hits=0, user data=0xbbbb, cs id=0x7£f03941866e0, reverse, flags=0x0, protocol=0
src ip/id=1.0.0.0, mask=255.0.0.0, port=0, tag=any

dst ip/id=2.0.0.0, mask=255.0.0.0, port=0, tag=any

src nsg _id=none, dst nsg_id=none

dscp=0x0, input ifc=any, output ifc=outside

ASP T =T N A Sy 7 LT Sy — v 2 BT 51213, debug menu asp 100
<encrypt_rule id> 2~ > REFEHLET,

ASAv (config) # debug menu asp 100 1id=0x7f039846aaaa
Encrypt rule 0x7£0398469510 was successfully deleted.

ASANAH w7 L= ASP/L— /L ZHIER L7 & 9 a9 5I121E. showasp tableclassify
domain encrypt =~ > K& AL £,

ASAv (config) # show asp table classify domain encrypt

out 1d=0x7£039846bbbb, priority=70, domain=encrypt, deny=false //now this rule has
hits

hits=10, user data=0xbbbb, cs 1d=0x7£03941866e0, reverse, flags=0x0, protocol=0
src ip/id=1.0.0.0, mask=255.0.0.0, port=0, tag=any

dst ip/1id=2.0.0.0, mask=255.0.0.0, port=0, tag=any

src nsg id=none, dst nsg id=none

dscp=0x0, input ifc=any, output ifc=outside
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=% =R

EHEIJOD7AIL, JIL—T K1) o —,
B 1 —H—

ZOETIE, VPNERR a7 7 A0 (LanE [ hoxn Zv—7 ) LRI TnNELE) |
TN—TKR) o—, BEIRL—VF—DOFEFECONTHHALET, ZOFEIL, RO THERR
EhTnET,

BT u T AN, IN—T K) v— BLOa—VP—0E (115 <)

s Ta T A (117 —2)

HEHET O T A NDORE (121 =—)

« JI—T KU — (151 =)

« Zone Labs Integrity t—/S—DfEH (198 ~X—)

e 2—H—BYEOKE (205 <—)

* VPN 7 4 /L% ACL O ELTEICEET XA NTF 7T 4 X (215 3—)

BRI 7ML, JIL—TR)— B&LU01—H—

DELE

TN—Fla—HF—iZ, _X—=F )L FF7A4AX—K Xy hTU—27 (VPN) OEx=2VUTF ¢ FH
& ASA OREIZBIT A& T, Jv—Fta—V—TErshdEtick- T,
VPN ~D 22— — 7 782 L VPN DEHFIENRESNES, 70— %, 22— —DESL
E1OOTrT 474 LTH BOTYT, 2—HF—DREMHIZ, 71— RY —noiES
NnNET, B a7y A NLVTIE, FFEOHERHAO I NV—T R o—%2FELET, =—¥—IC
K UTRED I N—T RY o —%ED B ThRWEGAEIX, BiOT 74V s Z—7 R —
VARST)SE IR 4 = S

TR 5L, BANCER e 7 ANV ERELT, EHOEERELET, KIZ, FJv—7
RV —%HELET, Z7V—7R) o—TiL, 2= —DEFICHETL2EIREINET,
FOH%, a—HW—Z2RELET, a—PF =37V —TDEEMPETE, SISO —H—
B EDEZRETHZENTEET, ZOETIE., IO VT AT 4 ZRETH)
EEHEBIZOWTHALET,
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\)

GE)  Bi7m 77 A%, tunnd-group 2~ > REMA L CHRELET, Z0®ETIE, 7o
TrAN] & TR T—7 ) [ THEBIZIZEA LR UBERTHEAS L THET,

e 7 m 7y ANE T N—T R =T L L. VAT LAERERMERILINET, 3
TA4FXa2lb—vay FATEMFILT D202, ASA IZIET 7 4V F D LAN-to-LAN 25t~
17 7 AL (DefaultL2Lgroup) . IKEV2ZVPN DT 7 4 /L hD Y T— T 7 AT 7 7
A /v (DefaultRAgroup) . 7 7A T FLVASSLBLI N t¥=aT 7T 47 b SSL B D
T 7 4V OB v 7 7 A v (DefaultWEBVPNgroup) . BEX T 74 /L hD I IL—TF R
v — (DfltGrpPolicy) ZHAEINTWET, T 74V MO T e 77 A VT V—T K
V=T, L o2 —PF—cH@mT DL EBEX ONIREN RSN EST, =—F—%BINT 5
XD, IN—T RV —NoNRTA—=F% [{fK] THECHETEET, ZHITLy,
%< Oa—H—1Z% L CTHEIC VPN 77 B A ZRETE T,

TRTO VPN 22— —|Z[[— DR ZFF T 2551, FFEOHER T r 7 7 A L7 —T
R —%RETHVLEIH Y FEAN, VPNRZOLHIIHEHINAZ LI EALEHD F
Hh, FEE, BREIN—T HAF~v—FKR—b Z—7F BIOMIS FEFHRS A
TL) TN—TN, TITAX— KXy NT =T DENENRLRDEH T 7 8ATEDHE I
THHERBEZONET, £/, MISIZHTBET AFED = —FIZIX, oo MIS = —HF|ZiX 7
JEATERWS AT AT 7 EAZHATLHGERHD T, BT a7y A e n—7
RV —=IZED, ZOXIRFREBRELRRICETT LI ENTEET,

\ )

GE)  ASAILIE, A7 V=2 I A—T Lo Ebd Y £9, ZiuL, Xy hU—27 URARDA—
NR—ty NCT, A7V b I N—T%BERTLHE, A— bRy hT—271Z%7 % VPN
TIBABERTHIENTEES, 7027 b ZA—F1F, I —TF R o —08s 7
n77ANE0G, ACL EBERHD 3, A7 V=7 b ZA—TOEHAFEOFERIZ OV
Tk, —BOEIER a7 X2 b—a > A ROF 20 % [Objects] 2B LT A
AN

X2 VT4 T TIATUATIE, SFESEhy—2nbEtEr@EHcEEd, ROBEREIC
WE-T, BHEEEALET,

1. Dynamic Access Policy (DAP) L =2— R
2. o—Y—%

3. INA—TFRY—

4, BT a 7y ANVHO T N—F KY L—
5. F74N RO IA—F K —

FD=, BIED DAPEIX, 22—V —, JA—F RY I — Fd#m 7 e 7 7 A VIR
EINTMELVETITAF VT 4 mEL o TWET,

. CLI v % 3 : Cisco Secure Firewall ASAVPN9.20CLI 3> T s FalL—> 3> HA K



| #eTnorq0, YL—FRYS— BEUa1—¥—
gr7nzr4L |

DAP L a2— ROEMNEZA X —T NV ETET =T MZT 5 L, ASAIXZTOEAEA L CHE
fTLEJ, =& 21E, DAPwebvpn 2> 7 4 X2l —31 3> T— R THITP 7B X %27 ¢

=TT HE ASAITENLL HMEAZBRE L ETA, RV IZ, hitp-proxy 2~ > KD no fii
%ﬁ%#ék\E@in@ua~*;ifﬁbﬁmtw‘ﬁ%;)%47f§47yxmﬁ
BT 2EE2ROT 57010, 2=V —ABIOLEICIE LT r— UL R —0 AAA B
WCRBEN L THERLET, ASAZ A7 hLASSLVPN 27 4 X2 b—3 g 0d, TRF
1o http-proxy 2~ K& 1 DD https-proxy 2~ > ROHVHR—F LTWET, ASDM
ML TDAP #RETDHZ 2 BEIDLET,

EHmoOoJ274)0

Vi a7 7y A, hURAERAR ) = ERETHLa— ROty FTHERINET, 2
NHOLa—RiE, by a—F =235k — N —, BLOBERIEROREL LD T
DT AT == (FETAHE) ERELET, £, Ibo L a— NZiE, Bk
DT 74N E TN—T R —bEEISN, b7 e FaVEfoER 7 A —2 a8 %
NTCWET, Bt e 7 74 ik, bRV BEROIERICBEEST 2 08O RENE £ E
T, T m 7 AR, 22—V —BEEOBMNEERT LI N—T R =D F
BENET,

ASA (2%, LAN-to-LAN #%f¢/H © DefaultL2Lgroup, IPSEC U &— k7 7 & A&l D
DefaultRAgroup, 3L NSSLVPN (7T UHFR—2ABI R X277 T4 T F X—R) #
f5¢ FH O Default WEBVPNGroup & W\ 9 7 7 4 /L MEfe 7 0 7 7 A V3V £F, T HDT 7+
VN R T 7 A VTEETEETN, HIFRIITEETA, o, BEICEA OB =
T ANEIDUENT 22 b TEET, #t7 v 7 7 AW, ASAD B — LI ET
HY | SN — N—TILHETEET A,

)

CE) —fporarv7ryrAn (7z2—X1OIKEvl 2F) I, = RRA Vv VE—h 7782 FE
721X LAN-to-LAN 22 E D BB TE W2 EMH D 9, bl ZA—7%2HBl T 7
WA, T 74V R T

tunnel-group-map default-group <tunnel-group-name>

WCERE SN ET (77 /0 MET DefaultRAGroup TF)

BRIA T 74 IILO—RRET/ANT A —’5‘

—RNT A—=ZIE, FNTO VPN #56ICl T, — /37 A—=HZIZiE, RObDOBHY %
—é—O

BT T AN T e T A NVAE, BT R T A NV EBINE T ISRET D &
XIZHRELET, ROTFEHELH Y £,

o FRFRICERIHEE X — 2T A T4 T NOBE, BT 7 ANGITT TAT
VR ASAIZTET S —T 4 LR LT,
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.

AFICIEAEZ T 527 947 > MIZOLRIZIFHEO—E & LTHEL., ASAN
FEBAENS Z LRI L ET,

cHEE A A T B Z A 7121, IKEVL U E— F 7 7 & A, IPsec LAN-to-LAN, ¥ X}
AnyConnect (SSL/IKEv2) WEHENET, #fi 7w 7 7 AL TIL, 1| DOEHEHZ A 7720
RECTxET,

CEEE, BE[ TAT LT 4T R—  THH DT A— 2 TIE, ASA BWIRO HIYT
ﬁ%?é#%ﬂ%@?w%7iti)2F%%ﬁbiﬁo

OJL‘——"H‘ @nhn
c =P —RT 7w RAERA SN — E AT 5 E RO R
T HIT 4T L a— ROMRAF

P—R— Z—T1F, 1 DL LDV —— TR S E T,

HEGHDT T AN N IN—TRY — s TA—TRY —L, 22— —EHEOBMEDOE v
T4, T4V TN—T R —iL. ASAN bRV 2 —P—%FREEFE 72133874
HBUCT 74V FTHERAT AR EGEATE I NV—T R —T7,

e IITAT U N T RLZOE Y Y THA  Z2oFRUCiE, ASANTZ T4 T2 MIEID YT
%512 E®DHCP —_R—F7137 FL A F—LOEREGENE T,

e NAT—REH . ZORTA—E 52T 5L, BIEONRATU— KPR ERK (F7 41
NI 14 ) THIRRUINIZ/RD Z L2 a—P— 2 E LT, RAUY—RNE2EETIHHSE
a—P— 2Rt TE £,

e IN—TREBLOLILLRE: 2D RTA—=ZZLD, ASANZETH2—V—4
AR 5 5ENRE D £9, 25T, user@realm OECTZIET 52—V —4 12720
WHINET,

FHIT @7V IAFETC2—F—LIHIMINEEH FA AL TT (user@abe) , L /L
A%I‘T%j—é%é\\ ASA| ;t:!-*—"j‘“—%:l‘ock(}&ﬂ/»—7 (&)é%é\) %wuu :,fi)zﬁb\iﬁ—o
TN—T%RETDHE, ASAITHIECZ—F 2BV LA (BD%GE) ZEHLE
‘j‘o

LV MER T2 BRET D121 strip-realm =<2 K& A L, BiEH iz —HF =405 7
/l/—7flkﬁfﬁ7r%¢l”@ﬁ‘é I3 strip-group 2~ > K& A LET, ﬁ*ﬁﬁ@flkﬁfﬁ?%ﬁﬂﬁﬁ—é
&, BRI username 72 IO W TITONE T, RS OYE . FREEIT username@realm
SCFHN AR F 721F username<delimiter> group SCFESNZFESWCIrbvE T, —/X—TF
U I X BT TE W EAT, striprealm ZHEET AL ERNH Y £,

S HIZ, L2TP/APsec 7 74 7 > b DA strip-group 2~ > REFEET 5 &, ASA L VPN
I IAT Y EBER Lica—F =4 7 V—T 4 205 L Ca— W O 7 1
T7 AN (M Z—7) ZRIRLET,

RAOER . ZONRTA=Z 2T 5L, 2= —ERORIRBTZER LY, £
TEDEREZRY FiF2v TEET,
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IPSec kLo L— T 52 —4 [

« WADNJEME : ZONT A =2 (F, A EZFTT L L SITHMT REEARIEELEE L
\i‘g—(}

IPSec kU RILY IL— THEER/INS A —4
IPSec /NT A —XZ\ZIE. ROLDONRH Y £,
IV IA T ]\nquﬁJ‘ %HU ﬁﬂ’r‘—\ %E%%\ if:biﬁﬁﬁo
o FRILA X —ITHESWIZ IKE B O A, #5iAR Y O —IZBEAHT D738 8T o
F—HAMKTT (K128 X7) o
« V7 IDMERRDER : ZDONRT A= TiX, VT OFHELEH LT T ID OFER
BRTAHME I NEIEELET,
FRRE S UCREAE XMW 2B ET 256, = Ra2—F —I@FEDO - DI H /e
FEHEAZIRETALENDH Y 77,

s WEBEANA 7V w REBEFSFE : XAUTH B LA 7V » K XAUTH,

isakmp ikevl-user-authentication =~ R} i ASA FREICT U Z VEERE AT 5 0
N DG, BEIOY E— K VPN = —H —F83EIZ RADIUS, TACACS+, F721% SecurlD
&&@vw/—&ﬁt%%@ﬁﬁﬁébgﬂké e, ™A 7 U v R XAUTH §8GE %
Lad B0 EA L £,

« ISAKMP (IKE) —77 74 7ORE : ZOMEEICE D, ASAITZY £— h BT Ok
REEEE=A—L, BOHEOFEELZETICRE TEET, ET7HRRE LR D L,
ASA IR ZHIBR L E T, IKEX—T7 7 74 72 A 3—TNWICT 5 L, IKE VT 238k
Kole b I8N N7 LEE A,

IKEFX =77 74 73S ESERBAR DY £, ZOENEIEST 21213, ASA LY
F— P ETREDOEAEZ Y R—F L TWDLERDH Y £, ZOKREIT. ROETITH
LTEMELET,

* Cisco AnyConnet VPN Client
*CiscolOS Y7 b =7
* Cisco Secure PIX Firewall
VAAUSND VPN 7 FA4 T2 MIIKEXF—7T 74 7% R—FLEHA,

IKEXx—7T7 79472 R—1rFT2ET7 VR —FLARWETWNRET DI NV—T%
FETHHEEIL, I —T2EKIKH LU TCIKEXF—FT 54 T A X —T M LET,
TOMREEYR—PFLAWVWETICEEIIH Y WA,

IKEX =77 747 %7 4 B—T/MZT D&, IWELRNVET LOERIZZA LT U
MZRDETT VT ATDEFILRDTZD, TA RV EAL LT "EELSTLHI LR
HIELEST, 74 RV FALT U MNEEETHITIE, JA—7 R —0%E (155
N—=V) EBRLTIIEEN,
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B 570071 ossLveN by 3 RS —%

\}

()  ISDN [ CTEfe 57 94 TV "IN T V—FIZEEND Y
AlE. Bt A P EHIET A7 DIZIKE ¥ —7 7 794 7% 4
=7 ML TLZE N, @, ISDN #21L7 A Riciz b &
O SETN, IKEX—TT T4 T DA = AL I - T
DT A RAVIRBEIZ 72 B 7072, Gl S22 9,

IKEX—77 947 %7 4 —7MZT DL, 7?47y%
IKE % —¢& IPSec ¥— D EH L0 ORI | L72HAI210)
Wranxd, IKEF—77 74 7084 F— 7»L@ofwéﬁé
SRR BEESEA L T 7 4 v 71X Peer Timeout Profile
EZFS F R nbEl SN EEA,

IKE A A > F— R&2HEHT5LAN-to-LAN 27 f F a2l — 3

AT 20D T DIKEXF—T T 747 DAy 7 4 Fal—
TarNRILTHD I EEHELTLLEZEEZY, WHFOET TIKE
X =TT ITATNARZ—=T N> TWDED, ERIFHFOET
TIKEX—7T7 74 TNT 4 B—=TNZRoTWALERHD F
7T

® T /57/1/.&%%%4%% LTnL nﬁ% H/:E—g—;éia/\ nﬁwq%:%l%‘//ﬂéﬂg%%'fij—é (ID iE
HELFITT DT RCOIRAELZECTITHET D) 2, AEAEZTE2RITTSH b— Mk
HEL T XTO T CAREEZET) NEHEETEET,

*Windows 7 7A 7> b V7 N2 T OHENASA—=Va U EEHL WL 2 —HF—lC, 77
AT NeT T T—= T OREROLZEEEIML, Ty T— SN TAT B
W=V g v aa—P—DRNEET57DODAN=ALEZRMIETEET, T XTOHEHK =
T 7 ANVEIIIRFEDOE T 1 7 7 A Wk LT, client-update 5 EF L OER TE F
7

« TUXINFFHEERMGH L CEIFERET 2 HAE., IKEE TICEET AFEHEZ#ERNT S
cZARNKRA L NOARTEZIBETEFET,

EHETOTD74ILD SSLVPN v S 3 VIEE/NS A —4

WDFEIL, SSLVPN (8 F=2T7 7734 T FBIOI T4 T2 FLA) #EICHEA OB 7 1
TrANBEBHEOY X NTYE, ZAHDOBEBMICMNZ T, T_XTO VPN B2 hm o — ik 7
n 77 ANDREMEERELET,

\)

GE) DoV V—2xTix, e 7740 B [hrxv 7 n—7) LI Lz, #
fﬁ7 27 7 A VX, tunnel-group 2~ REMH L TRELET, ZOETIE, 202250
ENFEBIIC IS EHESRLTOET,
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R 7:SSLVPN BiEmR TR 7274 LDOEM

HeE

authentication

FRREAF . AAA ERITFERAEEZRTELE T,

customization

WHT T TICERFADN AT~ A ¥ — a LV OL4RTERE L%
T, WAL~ A =g ilk-o T, /A VIl —P—ITFKRE
NHU 4 RUDHBNREY £9, ITAZ~AE—T a2 RXT A—
21X, V74T FLASSLVPN ORED—#E L TRELET,

nbns-server

CIFS 4 B 248 4 5 NetBIOS f— 4 H—E A $—/3—
(nbns-server) DL RHIEIETE L F T,

group-alias

P—RN= BB T 7 7 A VBB TE D 12U LY 2 e E
LET, nl AV, a—Y =Ry ¥ Ama—nb0
N—T BB L F T,

group-url

12U EDITN—TFURL Z4EE LET, ZOBMEEZRET HHE.
EEL7ZURLIZT 7 BAT 52—V —%, vl BHIIN—T%
BIRT AL EEH Y FH A

XTI TAT Y N EERICINV—T URL 2T 50— KT
VUTRBATIE, VT AZHNDEASA J— KT, J—FKDOa— KA
ST ONRTY I T RUAGOZ A—F URL & [FEEIC, A8
FAZT RLVAD I NV—F URL ZRETDHDLEND Y £7°,

dns-group

DNS #— =4 RAA %, F—L P —n_"—_ U T A0K, B
YT 7 7 ALV THE &S D DNS B —"—D X A LT 7 MEZFE
ET D DNS —_"— F )L —FHHEELET,

hic-fail-group-policy

Cisco Secure Desktop Manager Z {1 L T, 7 /L—T7 X=X KU T —J§
% [Use Failure Group-Policy| F721% [Use Success Group-Policy, if
criteriamatch| (ZEXET %5 E 1L, VPNIERER U > —Z$EE L 7,

override-svc-download

AnyConnect VPN 7 7 A4 7> &2 JE— h 2—H—(ZX¥ v m— KT
HBEDIT, BESNTWAZAL—F R o —BHER T —F—4
BEOX 7 oa— )R EEEINET,

radius-rej ect-message

SEENE L SN L XD, v /A UHEHEIC RADIUS HHEG A v &—
BFRFLET,

EHITO D74 ILDHETE

TITIE, v aryTR AR E—RERECATF aUTR AN T— ROW T TOREG

077 ANLONEE IO

REZHOWTIHA L ET,
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\)

GE) <~ Far7FR2ME— RFIZIKEVI BEWIKEV2 A bY—3 A MZOHEHA S, IKEv]
IPSec D X a7 275347, 25347 ML ZASSLVPN, L #H 3 —CiscoVPN 27 547
N, Apple XA 7 47 VPN 7 74 7> k., Microsoft 1447 4+ 7 VPN 7 7 A 7 b, £
cTCP IZITHH SV EH A,

FIAN MO T O T 7 ANEEFE L, 350 N RV TNA—TF 2 A TONTHNTH LW
P 7 m 7 ANV ERETEET, #7177 A VN THRIICERE L WEMEICX LT
X, TOERT 740V ORI e 7 7 A NVDOREINET, T 74NV NOER T T 7 A
NWEATIZIVE—RNT 7 BATT, TOBRONRTA—FF, #RLIZ PV F A28
THRRVET, 774NV NERT R 7 7 AL EED T, TRXTOER T2 7 7 A VOBAED =
Y74 X al—rar T I DAy 4 X alb—a U EERT DI, show
running-config all tunnel-group =~> R&Z A LET,

EHEIJOIT 74 ILORRE

1 DD ASABYR—FTEDLER T 77 AV (b ZA0—"7) ORRET. 77 v b
74— LD VPN £ v v a ORI +5 O TT, HllRZBx5 b Zv—T7%
BMLES &3 5L, TERROR: The limit of 30 configured tunnel groups has been reached] A
—URFERINET,

FIAILEDIPsec ) E— kT ERERTOT7 A ILDETE

FIFNIDIVE—F T RAEEGE 0 77 A VORRITZ. ROLBY T,

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipvé6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no override-account-disable

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS

tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point
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iPsec ks n—Fo—upEl [

isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipv6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS
tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

IPsec F>RILTIL—TDO—EEH

— BT, IO RN T N—TF H A FICHEmTE, IPSec UE— K T /A hrxpab
L7747 P ASSLVPN kb Tlik, [ U —MRBIEDKE 3236 LTV ET, IPSec
LAN-to-LAN h> xuid, 7ty bEFEHALET, 7 XTOa~ > ROFEMIZ OV T,
[Cisco Secure Firewall ASA Series Command Referencel] 22/ 1L CL< 72X, 22Tk, VE—
77 AT 0 7 7 A )LE X OV LAN-to-LAN #5710 7 7 A L Z2 R ET D HIEICHOWT
JIEIZFEA L E T,
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B v=—r7ruxE87077 1L 08%

JE—F 7O RREHRITO T 7M1 ILDEKRTE

WD) FE—hr 7T7A4 T hEHRYA SO ASA ODRICHERERTT 2581, VE—FT72
TR T T s ANVEHEHLET,

» Secure Client (SSL F 7213 IPsec/IKEv2 & $B5#5¢)
« 7747 L ASSLVPN (SSL & D7 7 7 _R— 2D #H)

* Cisco ASA 5500 Easy VPN /»— R =7 7 A4 7 > k (IPsec/IKEv] & ##¢)

F 72, DfitGrpPolicy & WD ARIDT 7 4/ KN J)—7 KU —p gt L E 7,

UE—FT7I7R0AERmT 07 7 A NV ERET DL, BN b Zv—7 gz
EL, WICVE—h 778 2REZRELET, ROHEEZZRL TIZSW,

V= NT IR T O 7 7 A IVDLRTE XA TOFRTE (1243—) ZfEH L TES)

T 5N TEET,
cVE—RNT I BRER T T 7 AN BEORKE (1253—) ZH L TEHIZT
HIENTEET,

o THSGEDORTE (129 ~X—)

e UE— RN T BARER T2 7 7 A )LD IPSec IKEV] BMHEDZRE (131 2—3) AL T
W T HZENTEET,

«IPSec VE— N TV B AEERE T 7 7 4 /LD PPP BIEDOHRE (134 2—3)

JE—FT7ORREHETOT7AILORZRIE R A TDIEE

FIE

Ll 2 A 7 EEE L Ctunnd-group 2~ REANTHZET, #wirm 77 A VEERL
3

VEeE—h 7782 FopLVOEA. %A1 713 remote-access T,

tunnel-group tunnel_group_name type remote-access

1 -
7o & 21X, TunnelGroupl & WO ARTD Y E—F 778 RAERE T v 7 7 A VEAERRT DT,
WDa~<y ReATLET,

hostname (config) # tunnel-group TunnelGroupl type remote-access
hostname (config) #
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YE—F 7o eREGTOT 7 Lo—pERORE [

JE— K TPHRRIEETOT7AILO—IREHEDETE

&

ATvT2

ATvT3

ATv74

e 70 7 7 AND R EREETITEET DI2UE, ROFMET AT A= Z2HEL £
B

FIE

—REMEAERET AR, Yo aryT XA R E—RERIFEIAF aUTFHRRANE—RT
tunnel-group general-attributes ¥ 2 7 # AJJL£3, ZN T, hrprAZA—7—K@Etta
T4 X2l —a - KRB ENET, T RS LT, T FRLEEINZ L
Do £7,

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

PAEY— = T N—T N 56, T V—TOL4RIERELET, HELL——
1% \—B mﬁ)%ébf;k% a—hvs— B _— R B RREL \—'fiﬁﬁj—éiaé\ti\ F—U—FK
LOCAL ZBimL £,

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

FEEY— N — T — T DL4ENL, &K 16 LFETT,

AT a T, IN—THDOEBRAIA L E—T oA AL ERETHIEICLY, AV F—T =
A ABEFORAEFRET HZ L HTEET, b/zw@%T%%%# ETHA LB =T A A
Zix, Ay a THOGLENRS Y 3, RO~ RTE, FBIEIC Y —/3— servergroupl % fi#
A5 test EVWILARIDOA LV HZ—T 2 A ADA L H—T = A AEHOBGENRE SN ET,

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

R 2BAI— = TNV —TOLAFERELET (FFETLI5HE) . ZOEERET 5%
B AP T 2R T — AN R AHET DMENRH Y T,

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

AP — = 7N —T DLRINE, BKR16LFTT, /=& 21X, WOa~v 2 RiE, BaH—3—
7 v—"7" FinGroup M1+ 2 Z L 2FE L TV E T,

hostname (config-tunnel-general)# authorization-server-groupFinGroup
hostname (config-tunnel-general) #

THATT 4 T == TN—TNo 556, HRTHIV—T04H%EHFELET,
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ATvT5

ATvT6

ATy T17

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

THYT 4T F—=N—= T N—=T DAL, K16 LFTY, 72LxiE koazs R
L. T T 4 T — = J—" comptroller Z T2 L EEEL TOVET,

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

FI )k TN—F R o —DABIEEELET,

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

TN—T" R —OL4HNEL, K64 FTT, ROFITIX, 774NV K TN —T K —D
411 & LT DfitGrpPolicy &% /E L TV ET,

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

DHCP #— 3— (K10 ¥ —/3—) OLRFTEILIPT FL A, B3LODHCP 7 KL A 7 —)1
(K67 =) ODARIERELET, 774/ T, DHCPH—/—L& 7 RL R 7 —/L (%
S £ A, dhep-server A~ FIZED, VPNZ IA4 T FDIPT FLAZESGL XD
LT 5 & FIT, FRED DHCP —"—ZBMA T L a2 VEEETDHEIICASA ZRETED
£212720 F£9, FEMIZDVWTIL,  [Cisco Secure Firewall ASA Series Command Reference] %
A R® dhep-server 2~ RESIL T ZE0,

hostname (config-tunnel-general) # dhcp-server serverl [...serverlO]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address poolé6]

hostname (config-tunnel-general) #

GE) AE =T 2 A ZAAERET D HAE. WUy a THLLER D D £77,

T RLVA F—id, Je— a7 4Xalb—v g F— KT iplocal pool =
U REMEHLTRELET,

Xy NU—27 7 RIvvararybo—zZHEHLTWDLEEIE. *y NI —2 T RIvia
voay ha—b RAF Y RRGECHEH SNDFRE — =D 7 NV —T Z R ET 572912, NAC
PFE— = TN —T OL4RIEEELE T, NACZHHR—hT25L912, < tb 120D
Tr7RAay b= P —R—ERELET, ACSTN—TDL4RIERET DI, asa-server
avw s REFEHLET, RIZ, ZORCARTE Y —N— ZL—FZEH LT,
nac-authentication-server-group =< > K& H L F 9,

KIZ, NAC RATF ¥ MR H & BEEY—/3— 7 /b—7" L LT acs-groupl Z kil 4 57
ERLET,
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ATvT8

ATvT9

YE—F 7o eREGTOT 7 Lo—pERORE [

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)

I, TTHNFDYE—F T 7R TI—TNEEREE—N— L — T 2Kt 50 2=
LET,

hostname (config-group-policy)# no nac-authentication-server-group
hostname (config-group-policy)

GE) NAC #fEH3 512i%, UE— b A b _EIZ Cisco Trust Agent NFIET 2 MLEN H
DET,

=P —F % AAA P —R—ZETENI, 2=V =D O 7N —T FITHERERET DN E
IMEBELET, T74NNTIH, I —74 8 LA B BREINETA,

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

LIV EIFEIR R AL D2 LTE, LVLERET D56, ASAlT2—F—HB L7 L—
7 (br%E) BitEFEHLET, JV—7%RETDH L, ASAIFRGEIC—F—A B LU0
/I/A (b2GA) ZEALET, LILVAMEMTZHIBRT DiZiddriprealm 2~ RE AT L,
RREFIC 2 —F =405 7/1/—7{?‘%%%#1'”5??‘5 I L strip-group 2~ > REMFEH L E9, M
I OESG T ZHIBRT 5 &, BRI username 72T IC S W T IThILE T, S ogAE. @R
1T username@realm L7414 & 7213 username<delimiter> group SCT-8IZHSWCTIThiILE
To b—=N—=TT VU I FEMRHTTERVEGAEIX, sriprealm Zf5ETHLERH Y 77,

#—/3—73 RADIUS, RADIUS with NT, F7213 LDAP #—/"—DE A7 a T, /A
U— NMEHAEA R—T M TEET,

(®) FOREIZ LDAP 7 4 L7 b U = _—ZFH L TV D5EE, /N AT — NEHUT Sun
Microsystems JAVA System Directory Server (IH4 #ri% Sun ONE Directory Server) 33
& UY Microsoft Active Directory i L THR— FSinE 7,

Sun:Sun7 4 L7 RY B — =27 V7 ERATH72DIT ASA TR E I LTV 5 DN
B, P—=_R—=DF 7/ s NAT—RRY = |ZT7 VA TELLERNHY T,
DN LT, T2 FUEHE, 037 4L 7 b EHEHERE O 22— —
EHEHTLHZEAMELET, E0iE. 7740 N NAT—=RARY =2 ACL %
RETEET,

Microsoft : Microsoft Active Directory CT/NA U — REEZ A R —7 /LIZF HITIE
LDAP over SSL X ET D MENH D 4,

COMEEIXT 7 4L P TT =TSR o TEY . BEDONSRZAT — ROALHIR
DTS b a—W—ZBEE2RRLET, 7 74/ Tk, RO 14 ARIIC
BENBMREINE T,

hostname (config-tunnel-general) # password-management
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hostname (config-tunnel-general) #

P N—NLDAP Y — " —DIA ., FRMIRN TN Z LB T 2 ERBBIND ETOHE
(0~ 180) #fETEET,

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

GE) NN T N—T—fkEa 7 1 Fal—var E—FNCAALE
password-management 2~ > RIZ K-> T, ~r R/ —7 ipsec JBYEE— RN TH
ANC A S EN 7= IEHERE O radiuswith-expiry =~ > RGBSz S E T,

password-management =~ > REHETH L, VE—ha2—V—nn 4 95L& X2, ASA
X, 2= —DBIED/NRZT — ROGRMRIPESNTND Z &, FEHEA™NTWD 2
CEBHLET, FN0D ASA T, 2—HF—RNRRT— RELEFTXAL9ICLET, BT
DINAT — RBRRH LTV WGE, 22— =320 RAT—REFEHLTa /(> LET 5
T EMTEET, RADIUS F 7203 LDAP FRGEN R E SNV TV RWNWEA, ASA TlEdZma~y
R SN E T,

UK o TR — RAHIRGINIC R 2 E TORENEF EIN DI TlEZe <, ASAN/IR
T — ROBHREIAUZ 22 B A BT 2 — —~OEEZ AT 20N AR SN D LWV ) JICER
LTLIEEN,

password-expire-in-days ¥ — 7V — RZ$5ET 55615, BEBIEET 2LERH Y £7,
ZDavwy RTHEIC0OZIRET S L., Z0a~vwr RiETF 4 B—7 0070 £9. ASA I,
=P —IZH L TRBINDN B> TWAZ L &@LU EEAN, KR —— IR T — %

EETEET,
PR OV TIE, SR U — RE L O Microsoft Active Directory D% E (147 4—2) ZHMR L
TLIEEY,

ASA Version 7.1 LAFETld, LDAP % 721% MS-CHAPv2 % ¥ 78— k4% RADIUS it CiiE#1T
9 & X2, AnyConnect VPN Client #%f5¢, Cisco IPSec VPN Client #f5¢, SSL VPN 54 k> 1 U
VI IDIGATV MNERE, BX O TAT U RV REERICHT AR Y — REFR R
F— FENTWET, Kerberos/AD (Windows /SA T — R) F7IENT4.0 RAA kT 52
NHOBRRAA 7ONTNTEH, NAT— REHIIVR— SN THEEA,

MS-CHAP % H7R— k L T\ % —# RADIUS Y—/ 3—|%, BIfE MS-CHAPV2 Z ¥R — K LT
WEH A, password-management =~ 2 R &2 511X, MS-CHAPV2 2SN EER 72, N
H—ITHERLTLIEEW,
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ATy 710
ATvIN

ATvT12

iy H0E

—szinzz |

GE) RADIUS H—/3— (CiSCO ACS 77 CE) [ uﬁg*%ﬁ]@nu FEY— 3 —|Z a sy
T‘éi@%/\ﬁ% DEJ, 777 L. ASA 2251 RADIUS —— L OL@E LTV 5
\—E‘Z_i‘é—o

LDAP T/RA U — RZET$ 521, T LDAP H—3— 2 L [T E O J7EME
S ThET, BIfE. ASA Tld Microsoft Active Directory 33 2 U Sun LDAP - —
N=ZH L TOH, MEADONRRAT— NEHn Yy 7 2FELTWET, %M T 47
LDAP (2%, SSL #& N4 8 T4, LDAP D/ AU — REHLZ 3274 S H1IC. SSL
ETOLDAP A4 X —T WIZT HXERH Y £9, 7 74/ hTiL, LDAP|ZH—
k636 ZfEHLET,

FERAENGRA 7 2 ) —HOLHI 255 -0 AT 5 1 > I3 EOBEEZHEE L £7,
ZOBRMEICED, %7/I7FDN74~WP®E®% SEAEATHO 22— —4 & U CERT
DIPFRESINET,

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

e ZE, oA~ Fid, CNBHEZRAIHO2—F—A & LTHEMTZ 2B ELTY
=7,

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes (%, C (E) . CN (@%#4:) . DNQ (DN f&fii+) . EA (FB+ A —
T RLA) . GENQ (HEAUEH) . GN () . | (F=>x) [ L (H) . N (4
A . O (Kf%) . OU (Mfk—~=> k) | SER (U7 /&ES) . SN () . SP (M EIX
AR | T (&) . UID (2—¥%—ID) | BEVUPN (22— =7V 2L Fk—A4)
NV ET,

B 1725 i O B AR FJIJ I, ZO2—PF—NEFIIHBATINTWDILERHDLNE g
‘T’ Liﬁa 7721‘/1/ N CIx ulu ig*éﬂiﬁho

hostname (config-tunnel-general) # authorization-required
hostname (config-tunnel-general) #

gﬁwuu \ :’-*‘“j‘*‘z)lljﬁ/]) V@ﬁ \—Lj][]@munmy I/T//“\’/]/ (2/)9@:'**"6‘ % t/\
AT —RRpE) ZANTDEIERT AT a COEETY, “EHFEEEZRET DI, &
Davy RERELET,
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ATy

ATy T2

ATvT3

BEITOT7AL. TL—TF K o— B&v0a1—H— |

FIE

Y hUF YR — = TN —THERELET, Zoavr Rt h o F ) AAA——L
LT D AAA —_— I N —T%RELET,

GE) Z M a< 2 KX, AnyConnect VPN ##5ii2 WHIET,

tﬁyﬁvm%—ﬂ~7w—ffimnﬁ—ﬂ~7»~7%%E?%iﬁho?7¢wkf
W, EH XAV RERISES Y FH A,

hostname (config-tunnel-general) # secondary-authentication-server-group [interface name]

{none | LOCAL | groupname [LOCAL]} [use-primary-name]

none ¥ — VU — RZIEETDH L. BH X URBFHIERINET A, groupname fEIE AAA H—
Ne= T N—T %R LET, 2= VEINIBY— = T = I X=X 5T 5 L &R,
groupname & & 35 &, LOCAL 7 4 — Vv 7 &ZnRLET,

e ziX, 774~V 'UL*‘/\** T N—"T% sdi_group 2, B & VRGFEY—/N— JL—
7% ldap_server [ZFXET HITIX, RO a~w> REANLET,

hostname (config-tunnel-general) # authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

GE) use-primary-name ¥ —U — Rz 256, v /A4 ¥4 7w 731 2Da—
P LETERLET, £, 22—V —H &7 VX LERAEI LM T 2546
FA<Y 2—P— TGRS ET,

A HY ==L EAEHEN L EIGT 58555 1. secondary-username-from-certificate %
AN LET,

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ...
use-script

BHFY) a—P— L UTHERT 272 DIGEREN ST 5DN T ¢+ — L ROfEIX, 77
4 < U @ username-from-certificate =~ > N & [W UC9, F£72IL, use-script ¥—7 — R&FHE
LT, ASDMIZE o THERESNIZAZ VT N 77 A NVEHHTH L9 ASA IR TE E7,

el ziE FIA~) =P T =V N LTEBHEAE, B XY a—P—47 1 —
N RE LTl =y FEIRETDITIE, koa~vr RE A LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # username-from-certificate cn
hostname (config-tunnel-general) # secondary-username-from-certificate ou

FEECHAT 2720127 74 7 MEBAEN LD O FA ) 2= —Z 2 HETE 5 L5175
Wi, b s /I/%7° webvpn J&PEE — R T secondary-pre-fill-username =~ > R&fiH L
9, ZOavr K& 74T MU AEREETZIXSSLVPN 7 7147 >~ (AnyConnect) #%
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ATy T4

ATy TH

UE—k 7O RREGTOT7 4 L0 IPSec kvt Bt0zE [

BICHEAT 2028 50, it Ehica——f 2oy Fa—P—ICERRICTHNE I 1EfE
ETHX—T—REMHLET, ZOHEIZT 74V B TEHICHRESINTWET, 7747
VRV A AT arlSSLITAT v AT a EFFICHERTE 92, FREBIME
Da<wy RTHRETDHLENRDHD T,

hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | client} [hide]

Tl 2 DT T A~V Ll Z ) O OFRFEIC pre-fill-username & H 325 121
ROa~<xy ReEATTLET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username client
hostname (config-tunnel-general) # secondary-pre-fill-username client

Pl Z T R T B A ST S 7o O 2 RFE — " —Z e ELE T, T 74/ hD
Ei%j:ﬂéi\ 70'?4)"\7)utu\u ﬂ‘—/\—fﬁ" Zpoavwr NI Eutu\uﬁf@y?‘ia%%?#%i‘é—

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}

el ziF v F VB —AN—ZRET DT, ROa~x Fe AN LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

Ty vay EREMT AR % (T4~ eI Y) EERELET, T
TN MEIZT T4 <) TY, ZEHBGEEA =T MITDHE, 20DRO—HF—4 Tty
VarvERRAECTE Y, BHA Ty aroa——4 L LGRS N2 —Y =4 DT
NNERETHIVERNHY £T, By aroa—W—RI ThooT407, Byvay
T—H =R syslog, TNy ZHIAICRES LS 2 ——4 TT,

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}

t-&z‘i Ty ig /&F%Ltl‘ F AR — —H- %%"Zﬁ/& Y FRGEY— /= %Eﬁﬁg‘—j«éi
IFETAHICIE. kOa<vwr FE AN LET,

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general)# authenticated-session-username secondary

JE—FT7ORREHETOT 74 )LD IPSec IKEV1 BTEDERTE

VEe—h 727228717 7 A /LD IPSec IKEV] B AR ET HI1TI1%, WROFIEAZEITL £
ﬁo&@ﬁ%i\J%~h77tX§M7u774w%¢f_wmbfwé:k%%%&bf
WET, VE— T8RS0 7 7 A LICIE, LAN-to-LAN#S 72 7 7 A L L 0 $ %<
DEMENRH Y T,

CLI 7% 3 : Cisco Secure Firewall ASAVPN9.20CLI 2> T 4 XaL—>a > HA K .



BEITOT7AL. TL—TF K o— B&v0a1—H— |

B =+ 75 £RBETOT 7 1 L0 IPSec KEVI BIEDRE

ATy

ATy T2

ATvT3

ATvT4

FIE

VE—F T727%A b =70 IPSec B ZIEET 210I1F, v 7N arTHAL
EF—RELEFYALT a0 THFRANE—RTROaA~ REAT LT IR 0—7 ipsec J&
ME—REBRBLET, 7rr 7 PRE(L T, = RRERE IR E3bh D £7,

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

Ioa<wry RIZEY, hrxrv I —"ipsec@itEar 7 4 X2 b— g v E— RBRBB S
F9, TOFE—KRTIE, VoIV arvryFANE—REEEFYALTF 2o THFARNE—RTY
EF—h T ERA NSRATNAL—TD IPSec BHEEZHZELET,

o

722, oa<r Rid, TGl E WO ARTOER 7 v 7 7 A MIZBERT D F o xR 7 —"7
ipsec BIEE— ROa~ U R ZEEBELTCWET, 7rr 7 MAZEL T, hrxn
T N—" ipsec BIEE— RIZ AT Z LD £7,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

FEHAFXF—ICES IKEVI 2R — T 2572010, FRidkAxI—%2BELET, &
1Z. Oz~ RiZ, IPsec IKEvl UV E—F 727 2287 a7 7 A /L0 IKEv] $#i % R —
570z, FaiEAEF— xyzx ZIEEL TWET,

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

7 OAELERA L TCETOID 2BRIaET A0 895 EELET,

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

HATE 247y 3 i, req (5D | cart( GEWIETHH— b SR TLHHE) | nocheck
( GARZ2) T, T 74/ MEreq TF,

7o & 21X, WO a~ > Ridpeer-id MGEN M E R Z LA FEL TWET,

hostname (config-tunnel-ipsec) # peer-id-validate req
hostname (config-tunnel-ipsec) #

SFAEF = — U AR ETEAINE I ERELET, ROa<r Rif, — FEHEL T
D ML CAFEAEZEEFE L TVET,

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #
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ATy TH

ATvT6

ATy 17

UE— bk 7O LREGTOT7 4 L0 PSec kvt BioiE [

ZOBEMIX., TRTDIPsec h NI N—TF A4 FICEAINET,
IKE ETICEET DEHEEZRINT D2 F T A RKRA  FOLA4RIZRELET,

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
hostname (config-tunnel-ipsec) #

RO~ Nk, IKE E7ICEET 2FEHEFEOA AT E L T mytrustpoint Z57E L TV E T,

hostname (config-ipsec)# ikevl trust-point mytrustpoint

ISAKMP ¥ —7"7 7 A4 7O LEXVMALFFAIEND Y N T A BIEERELET,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

threshold /X7 A —X TliX, E7NX—T T IA4 7 F=X V) I h2HETHETORETA K
VIR 2 0% (10 ~3600) THREL £, retry /87 A —Z L, =77 T A TIENZE &
N po2%0) FIAMOMETT Q~108) , IKEX—77 54 7%, 774/ +T
AR—=TNTT, ISAKMP X —77 74 7 %7 4 E—7/MIT HITiE, isakmpkeepalivedisable
EANILET,

72ExE, Oa<wr RiE, IKEX—77 74 7DOLEVWMEE 1I5ICREL, VU NIA4 AV
H— )L 10 PIZERELE9,

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold /XF A —X D7 7 /L MEIX, VE— F7 27 BADOHE1L 300, LAN-to-LAN O5E
I$10 TH, £, retrty X7 A—=F DT 7 4 /L MEIX 2 TT,

et b (BEFa7 F—hUxA) T, ISAKMP E=Z Y 72 R LTHBELRNE I
BETAEASIE. koa<wr REAHLET,

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

ISAKMP A 7'V v REFIFF R, XAUTH £7-13"( 7V v K XAUTH Z#{8E L £,

isakmp ikev1-user-authentication =~ >~ l\ i ASA RBREICT VX NVAEAE AT 5 LR H
HEE. BLOUE— b VPN 2 —H—33 Rmmm'mam&-iti8me@E®v
= FREREERT 2 0E R HD5EZ, ™ 7V v RXAUTH#RBGEZ F4ET 5729
ﬁ%biﬁoﬂ4funymnHriof IKE D7 =— X 1 3RO 2 SOFNEIZSEN S

FT, 20688 TAAT Y v RFBFEEMEINE T,

a) ASA X, EHEDABF—HHMZ2FEHL T, VE—h VPN 2—H—{Zx L CEIEL £,
THICEY . WMERICRHFTAIKE X2V T 4 T YV T—2 a VNS S ET,
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B rsecUE—F 7o EREHETOT 71 L0 PPPRIORE

b) ‘/k(:\ XAUTH@*@Z)‘ UE— }‘ VPN :’4’*'& é’ntu DIE Li?’ @#aﬁmu uET j: "j‘j—’“ ]“
ENTVDERONT IO XA TE ET,

GE) ntuuftg/])7;&‘/\/l)7 PN \—HXE?%) I, A \—mqu‘H_”—/\“_%Eﬁﬁz L. =®
A —Z21ER L, FTANRA LV MERETHLERH D F77,

isakmp ikev1-user-authentication =~ > N & 473 3 @ interface /37 A —Z I L T,
%ﬁ?@/ﬁ VHE—T 2 ABEETEET, interface XT A —X EEMTHLE, ZDav

NZT_XRTOA U F—T oA ATHHA I, AV F—T oA AT LIZa~vy RREEIN
TWRWEAEDO Ny 7T 7 LTHIEL 9, 87 1 7 7 4 12 2 D0 isakmp
ikevl-user-authentication =~ > RZfE L TW T, 1Didinterface/ST A —Z &fEH L.
LI IDIEHALRWGE, A v X —T oA AEEET D2~ RIZTORFEDA v 52—
Tz A ARERLET,

=& 2iE, RO a< > RiZ, example-group & FEIN D7 0 7 7 A VOWNERA > & —
T xA ATHNAT7 U v KXAUTH A 2 —7 /W2 LET,

hostname (config) # tunnel-group example-group type remote-access

hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec)# isakmp ikevl-user-authentication (inside) hybrid
hostname (config-tunnel-ipsec) #

IPSec JE— F 7O REHTOT74ILD PPP EEDETE

ATy T

VE—hT 7 RAEEG T 7 7 ANDRA L Y —KRA v h7'a b aVElasREd 512
WOFNEZEFT L E T, PPPBIEIL, IPSec VE—F 77 B ADOEEw T a 7 7 A )W EH
SEMET, ROFHIL, IPSec VE—h 77 B AT 7 7 A VAT TITER L TWAS Z &
ZHEE LTOVET,

FIE

MoV n—TppplElEa 7 Fal—varE—RICAVET, ZOE—KFT, kO
< FEANLT, VBE— R TV ER AT AL—FPPP BMEHELET, 7k
D LT, T—RFKNEFEINZZERbrD £,

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

Tz z2E, Woa~r R TGL E W) ARIDER 7 7 7 7 A WZBRT 2 ok —7
ppp BEE— RO a~vy RPES ZEAELTWET, 7Yry 7 MAE{LL T, b
J—""ppp BIEE— RIZASTZZ LD £7°,

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes
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IPSec ) E— k 77t EETO 77 1 Lo Prp BEDEE [

hostname (config-tunnel-ppp) #

ATw T2 PPPEEHCKITHAEAED T 0 ha v+ 5052 A F—T NI TE0NE I ERELE

‘j—O

7o kA )LOfEIZIROWT NS F9,

« pap : PPP #5¢ C Pass