RELRILAVE—T IR

ZOFETIH, VTI b RV DEREFIEZOWTHBALET,

AR R R A L H—T 2 A ZZONT (1 =)
AN RN A H—T oA ADFEEFIHE 2 3—)
« VTI b2 L DIERE (5 4—2)

AR R R NA A —T oA ADRERERERE (13 2—)

RELRILAVE—T A4 RIZDUNT

ASALX, M b RN A v H—T A A (VTI) EMEENDMMEA X —T = A A%V HR— |k
LET, R —_"=2D VPN DRV IZ, VII ZM#H L TET7HIC VPN b2 RV EERKT
TFET, VILIL, & b RmVOF&ERIZ IPsec 7' 12 7 7 A LM I & iz b— b X— A D VPN %
HAR—bLET, B — NELITHAL— NEEHTEET, VIIDLLDOHAO N T 7 4 v 7
Wb SN TETICHEE S, VII~OATI T 7 ¢ v 73BT Sz SAIC Xk » THE
TSN ET,

VTIZEHT 5282k, B S~y 707 7 EA VA RNEREL T, VX —T oA AT

Ty BV TTHIENAREIRYEY, TRTOYE— TRy FEBHL, K5~y 7O
TIRAVRANMIGOLMLENR R0 T, BENSERIZRD1ED, X4 TIv 7 v—T 4
Y7 7a haro—hk RXR=ZAOVPNEYVR— N TEH527T 4 v 7 VTIRHDH L, AT T
AR—=bLT T ROEL OEMEG T EHTEET,

AET4v VT

2O0D% A TR RAREIZA TS TWDT A MNEEERHIZ, A¥T 4 v 7 VIIRE
A TEES, AET A IVNTIA v EZ—T oA ADPE, WA L Z—T = A A% b %
WY —AL LTERTDOIVLENHY T, T3 AT EITHK 1024 O VTI #EESIT 5 2 &
NTEXET, AZT 4 v I VTIA v Z—T = A ZAEAERET HITIE, VIIA v X —7 = A ADjE

m (9 ~—=) ML TIEEN,

Dynamic VTI

A F w7 VITiE, A FE VPN ICEEICZE TAr—o7 IVt L E4, 41
F I w7 VTLZ., KREEARSEN T AT T RAR—7 BETOET OMREARSZ T LET,

EErRLAV8—T242 [}



RErRRLA22—Tz4R |
B rer i os—TrqzoxssE

INT DDA T 4 7 VTHERE B —D XA F I v 7 VILNICEERZH Z LN TEET,
NTOWREZEETETIC, ILWAR—=7 2T IBINTE %Y, A4 FIv 7 VIIT 7 /0
Ul FAF I IV TRy T E R RAVEMIT DI ODTAF I v I AT TR
AR=7 FRIE > TRDE LD T, B Z—TlX, A4 FI v 7 VILIANT T KA
H—=2 bR POREYHE= P LET,

XA F I 7 VTITIE, PsecA v X —T = A ADBEIRA VAR ALB L OERD - DI,
BT FL— MR ENET, (REET 7 L— ME, VPNt v v g v 2 & IEADORET
TRAA VB =T oA AZEER L ET, ¥ AT I v VITIX, HEOD Psec X =

TAT V= arEYR—FL, AR—TICL o THRESINTZEED IPsec L7 X —%
ZTANET, ¥4 T Iy 7 VILIEF A FIv 27 (DHCP) AFR—2 bHHR—bLET, ¥A
FIvI VIIA U Z—T 2 A REERT DX, XA T Iv 7 VIIA ¥ —T = A ZADE
(11 _—=2) 2L TIEEN,

ASA TVPNEY a3 DEALFI D VTl FoRILEERT A%

1. ASATHEAET > 7L — hafER L £3 ([RE (Configuration) |>[7 /31 ADFEE (Device
Setup) |>[A v ¥ —7 = A AFKTE (Interface Settings) ]>[A > % —7 = A A (Interfaces) ]
>[EN (Add) 1> [DVTIA % —7 =A A (DVTI Interface) ] Z3&R) ,

ZOTFUFL— NI, BEO VPNt g SEATEET,

2. ZOTVTL— b e RATNA—FIZHALET, 1 DOEET T L— N EEED b
VANTN—TIEAT D EMTEET,

3. AR—=TF, NT LD MU RNVERERG L ET,
4. NTIAR— 7%uun£biﬁ

5 ASA L. T FL—FE2HHL T, AAR—27 LD VPN v >3 VHIZAT FICAE
TIRAL B —T A AEBHER L 9,

6. NTIE. KRBT 7 BAAL VA —T 2 A AR LT, AR—=7 LDFAFI v 7 VT b
SV E ST L E T,

7. IKEV2KHTVIIA v H—T 2 A AP % T RARZ A X4 % L 512, IKEv2route set interface
F g ERELET, TOF T a kY, FrUrEN L THERET A BGP £ 721
NRAE=ZHF Y TDOVTIA v E—T 2 A O =% ¥ A FEZEAREMEDS AN/ F
b@‘o

8. VPNEyYaUvBRTTAHEL, hrxugbgirEsin., "FIIHsT ARET 7 21
H—T oA AZHIBELET,

REF RILAVE—D4A ADIEFE

AVTFXRME—KREYSREYUY
s VTN = RTREFYFR—FENTWVET,

B FEr LAV E—T4R
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7 TAZY o TIFTYAR— RSN ERE A,

J7A4794+—ILE—F

BGP IPvd £ & X IPv6 DH7R—
VII Z 4 L7- IPv4 B L RIPV6 BGP LV —F 4 > 7 2R — T LET,

EIGRP H7R— k
VTI 247 L7 IPv4 33 L OV IPv6 EIGRP v —F ¢ > &R — s LET,

OSPF IPv4 £ & U IPv6 DH7R— +
VTI 4 L7 IPv4 3 X OV IPv6 OSPF LV —F ¢ > 7% R— s LET,

IPv6 DY 7R— k
eIPV6 7 L ANRRESIN/Z VII ZRETE £,
sVTL D M FNVIEETL E b U RNEERILEOW FIZIPV6 7 RV AZFRETEET,

e NRT VI IP A=V a &N L VIIIP (F7203NERy hT—27 TP X—T 3 ) DR
OfBEDLENTR— KN TWET,

 [Pv6 over IPv6
* [Pv4 over IPv6
* [Pv4 over IPv4
 [Pv6 over [Pv4

« hURNVDFETB IOERIE L LTHAR—FSn2DiE, #IPv6 T N L R721FTT,

« FURAREETA VB —T = AT IPV6 T RLAZBRETE T, o gz PR
AV RELTHERTAT RLAZBETEET, BELRWEE, 774/ FTE, UXA
FANDOEAID IPv6 70—/ )V T RLUAN MRy RiRA 2 b ELTHERAEINET,

s RNV E—FREIPV6 E L THRETEET, HELLEE, VIIZANLTIPVG T 7 1 v
IRV T TEET, L, B—VTIO b2k bE— RIZ IPv4 £ 7213 IPv6 D
TR £,

—RMNGREROEESEE

¢« LAN-to-LANVPN CH A F v 7 7 VS h~w 7L X A5 v 7 VIIEZEAT 5861,
FAFTIvIVTI MRV OHPEELES, ZOEEX, 7V v~y 7 eXx A7y
I NTIDOWGTNT 7NV DRV T N—T 2R L LS & 570124 E 1,

RONVTNNEFITTH I LR LET,

EErRLAV8—T242 [}



RErRLAVE—Tz4R |
REFRILAVE—T A ADEEEE

¢ LAN-to-LAN VPN 2% A F+ 3 v 7 VITLIZBITLE£7,
MEAD N RNTN—T RO ) T A~y T EFEHLET,

¢ VII 1Z IPsec E— ROLTHEABETT, ASA TGRE MR LERTTHZ LTV R—
FEILTWERA,

c NURNA UV E—T oA ZAEFHTD VT 7 4 v 7 I1TIE, $H). BGP. OSPF., £7-1%
EIGRP IPv4 /L — N il CT& £,

CAXT 4 I BIOEA T I v VIIOGAIL, EHIPA X —T A A% VTIA > X —
T2A AD R FNVY—=ATPT RLAELE LTHEALRZWTLS ZEN,

«VTI O MTU 1%, L Ara v F—7 o4 RS U TCHEBWICRESNET, =7
L. VIIZAMNLT-% T A v X —T7 = A MTU 288 LI=8E81%, #H LW MTU
%E%ﬁ%#ék@ﬂvn%%@KLT%%@E%@K#%M%%%Diﬁo

AT Iy INTIORE, BT 7B AL U2 =7 oA 2F, RESN b REET
4V& Tz A AP MTU ZfEK LET, P FARETLA X —T oA AEEE LR

MEA. RBT VB AL A —T =4 A1X, ASA N VPNt v a VEREZZ T AN D%
hm4/& T A AH MTU &k L %7,

« TR RTITFK 1024 D VTL AR ETEET, VIIEEZHRET DL, RO EEEL
TLEEY,

enameif ' 7 A U H —T 2 A AE GO T, T AIRETET A VTIOREZEXH L
F9,

e AR—=FF A RZNVDALNR—A L H—T 2 A nameif ZFRTTHZ L IETEEHA,
LERS>T, PRI EBDOA AL R—= " F v R A F—T = A AT
BOL, ZORANR—( U Z—T =2 ZOEIIFD LEE A

c 7Ty N7 A= LRI04 HEBA DA X —T 2 A AP R— ML TWDEHETH,
VTI DEUIED T T > N7 4 — L TREAIREZR VLAN OFUZHIR S E T, =& %
1. 500 D VLAN Z %R — K LTWAHETFILDOHEA, b 31T 500 053 E SN
WA o —T =2 A ADEE G EITR Y 9,

s VIHZIKE D=V a3 vl BEOV2EZYR—FLTEYD, M RIVOEET E5EEDOM
TOT — X EZAGFIT IPsec Z#fEH L ET,

NAT ZEHATAHMLERH 556, IKERBLZOESP X7y M, UDP ~v X —IZ 7k
fbEanxd,

-IKE:J%J:UIPsecO)ﬂzﬂE:L)74 TV T—g 0, PRIV DT —H T T
BRI —oEARM T E T, 2L VIT b RUEHEIZ

7 v LT RREIZ 72 0 F 5,

e NURNTN—TZ1E. BT HNHE D IKEV] £7203 IKEV2 ik BlE#RE L CHEETHHO

E—EHTHLERDH Y T,

B FEr LAV E—T4R
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vit boxnotes [l

oA ME b XN T N—TFDIKEV] TiX, F RNV OFEFEST AN T O ZNVEEAETH D5
B OIFERERETNT Ly T E— REFHTALICREENTWAEA. IPT
KL AN DL ZHEHTEET,

Wy FICRESNAHET T RLAE VIIO b RSN R B4, VII&RIE &
e~y 7OREER UYEA L X —T oA AHTFEIELZENTEET,

cVTIRRHED N T 7 4 v 7 #HHT L7, VIIA LV Z—T = A AT 7 AL— V%A
THZENTEET,

« ICMP ping |Z, VTI A > ¥ —7 = A A THR—FINET,

¢ IKEV2 %4 PRI VPN R RV DET T34 AN IKEV2 SREE RS 10— REEE L2
By ASAIFT XA AL DIKEV2 U RV EFESLTEEH A, ASANETT/NAL A LD
VPN b > RV EFESLT HITIE, BT 7734 AT config-exchange B3R % M523 2 M EE A
HYET,

e XA F v/ VILIZHA BLXWIKEV2 ¥R — M LET,

FTIHIEE
« T 74 )V NTIE, VIIBREDO N T 7 4 v 71k, X THE{bENET,

VIIA VB —T 2 A AZADT 74N DEF2V T 4 L-ULE0TT, EX=2VUTFT 0 L~Ub
ERETDHZLIITEER A,

B4+ 29 NI OFIREBIE
ZAF Iy 7 VILIZU T2 R —F LT EREA,
« ECMP & VRF
c I TAREY T
« IKEv1
* QoS

VTl b2 RILD1ERK

VTI b RNV ERET HITIE, IPsec 7 BAR—H (FT AT 4 —LFy b)) ZERLET,
IPsec 7 AR—W N EEMT 25 IPsec 702 7 7 A WV EVER L7214 T, IPsec 7 1 7 7 A /L& EFD
VTIA U ¥ —T = A A&ER LET, VE—FETIZIE, AL IPsec 7' 7R —H /L3 L O IPsec
TR T ANNT A= ERELET, SAXRITT— gL, TXTDO MRV ANT A —
ERRESND LR LET,

EErRLAV8—T242 [}
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B rsecTok—L (F5rTE—LEY L) DM

\)

6=

VPNBLIOVTI RAAL O FIZE L., WFA % —7 = A A T BGP BEERE%Z -2 ASA

TIE, ROEIENFEAELET,

AHE =T 2 A ANNAF 2 JIZE O TREBOEEN N H—Shd e, WA X —T7 <
A ZTONL—FE, FLWT 75 4 7T & O BGP BERBRAHEL SN AT THIR S

F9. ZOEEIZ. REVIIA v F—7 =4 ATITEES LEE AL

VIR D N7 7 4 v 7 2T 5720, VIIA v ¥ —7 = A AT 7B A6 Y A b &5
THILENTEET, Psec hRAMBEFESNDTXTONT v MIX LT, ACL THEIF
ALV HE—T oA ALRA LV E—T oA AT = v 7 ETICHFATHIE, Ze—rLar
7 4 ¥ =2 L —3 =3 F— R T sysopt connection permit-vpn =¥ K& AJJLE T,

ACLZT = v 78 TIZASA ZEiET 5 IPsec T 7 4 v 7 AR —TNWITHZHDRD 2
<~V FEfEHTEET,

hostname(config)# sysopt connection per mit-vpn

A B —T 2 A AL VTIA U EZ—T oA ADEF 2V T 4 LD 0 DA, VITA
2 —7 2 A AZACLDNEH STV TS, same-security-traffic 23X E S AL TV 2T HUX e » b
LEHA,

TOMBERRETAICIE., Fe— L a7 4 X al—3 3y E— FTCintra-interfaced| ¥ %
EELT samesecurlty traffic 2~ REFATLET,

FIE

ATFYyF1 IPsec 7aiR—P )L (hF A7 —L &y ) ZEBEIMLET,
ATv T2 IPsec 7277 A NEEBEMLET,
ATFw T3 VIL b ziBLET,

IPsec 7O HR—

P (FSVRT—Lty b) OEM

N AT —2LFy bMI, VILN O RAVND NT 7 4w 7 BARET D -OICMNETT, Zh
Z. VPNND NT 7 4 v 7 23T R-00X 2T Fu halttrial]) XADEy
KTHY, IPsec 7277 ALDO—EpE LTHERINLET,

1R HHEIIZ

o VILIZBHEMT SNZIKEY® v & a Y EFRGET 51213, Faidka X —FI35EREOWT
NrEFEHTEET, IKEV2 Tk, IEFRREE R E F—2MEH T £9, IKEv] & IKEV2
DEBLBHY, VILICHEAT S F o p v J—7 O FICHEF A —2RETHILENDH Y
i—a—o
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ATvT1

ATy T2

IPsec 707 7 1 JLDEM .

« IKEVl Z i/ L72REEAN— X OFGEIZIL, A == —Z THEHIND F T A FARA |
HRRETLOILENRDD £, VAR ZITOWTIL, tunnel-group 2 ¥ RTHRT A MR
AV NEBRETDOHLENRDHY £3, IKEV2TIE, /== —F ELARSZXDOEHFIZON
T, AR T 5 8T A R4 > b % tunnel-group 2~ > R CRETHLENH D £,

FIE

[Configuration] > [Site-to-Site VPN] > [Advanced] > [I Psec Proposals (Transform Sets)] Z 84 L
5

X2 T 4 TV —a BT H720D IKEV]D £721XIKEV2 258 L £7,
« IKEvl Z8ELE T,

a) [IKEvl IPsec Proposals (Transform Sets)] /S % /L C[Add] #7 U v 7 L7,
b) [SetName] # AL 7,

¢) [Tunnel] F=v 7Ry 7 AE, 774/ FOBROEEIZLET,

d) [ESP Encryption] 33 & U" [ESP Authentication] %8R L & 3,

o) [OK]Z2 U w2 LET.

«IKEV2 #iRE L E T,

a) [IKEv2 IPsec Proposals] /X% /L C[Add] 227 U v 7 LET,
b) [Name] & [Encryption] 2 AJJ LE7,

¢) [Integrity Hash] Z &R L £,

d [OK] &2V v LET,

IPsec 7O 7 74 JLDIEN

ATy T

ATv T2
ATvT3
ATv74

IPsec 127 7 A VI, TDOBRIED IPsec 72 R—PILEILI N T AT H+—0 Yy A
WCHAINLEREX2 VT 7o ha BT AT XAREGEENLTCWHWET, ZRICLY ., 2
SOY A FEH VIIVPN E7 O T x o 7 R#HHRE S ADHERINFE T,

FIE

[Configuration] > [Site-to-Site VPN] > [Advanced] > [I Psec Proposals (Transform Sets)] Z 341 L
£75

[IPsec Profile] /X% /L CT[Add] &#Z7 V v 7 LE T,
[Name] T IPsec 7R 7 7 A V4 E AT LET,

[IKE v1 IPsec Proposal] % 7213 [IKE v2 IPsec Proposal] (2, IPsec 7' 12 7 7 A LD 7= OIZAEKT D
IKE vl IPsec 7 2R —H/LFE 72 IL IKE v2 IPsec 7R —H /L2 A I LET, IKEvl h TR
T4 —2h v FEFITIKEV2 [Psec 72 R—HF L DONTHNERIRTE F7,

EErRLAV8—T242 [}
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. IPsec 707 7 4 JLDEM

ATFYTE VTl b RO —diga VAR AL L TCORBESE D MENH 5HA X, [Responder only]
Frv IRy I AeA A LET,

VII h U RNV D—UiZ VAR X L L TORIETDHLIICHRTETEET, LARVIZD
BB, PRV EITF—FERE AL A

IKEV2 AT AEE. EXa VT4 7V x2—a D574 744 LWIE. A=
T—Z{DWPsec 7R T 7 ANDTA TEAMEL YV RELEBEELET, 29T 52 LT,
A ==X TOEF R —FERNMEESN, FoRxLDT v RENMEZNET,

e =V —FADOF—FHERDBENBARHDELE. VAR XDHDE— REE1L T
SA DFENL Z AN T DB h, VAR ZDOHDEGDIPsec 7 A 7 X A MEZ BRI LT
RN &2 B & £,

ATvT6 ({T:7) [Enable security association lifetime] = v 7 Ry 7 A=A N2 LT, EX¥=2VT 4 7
Vixz—ya OO EFONS FBLIOHTADLET,

ATy T17 (fE&) [PFS Settings] = v 7 R v 7 A% A2 LT, &£HE7 Diffie-Hellman 7' /b— 7 % #&4R
LEd,

Perfect Forward Secrecy (PFS) 1%, WA b SN/-&ZMIZKI L, —BOE Yy v a v F—%EK
LEd, 2O—EDOty a2k, LT, BB kiEShEd, PFS%
RIETDIZIE, PFS & v v a v F—Z2 AT 2B 4% Diffie-Hellman % —3&H 7 /L =)
ALEEIRT HMERNHY T, F—EHT AL ITY XAX, PsectFa T4 7V —3
v (SA) ¥—ZARLET, £/ NV—TFTIL, BT A ZOEREBEPNERSNET, HRENR
REWZEEX 2V 7 o Db I ET2, LBRRFRIAE < 72V £9°, Diffie-Hellman 7 /L —
I, MAOET T—HIELIXLERHY £,

THUCTED B —IRET NI Y X AOEENRHELINET, ASAIZZOT VI Y X A%EfE
LT, BEX—b oy va F—28HLET,

ATvT8 (f:E) [Enablesendingcertificate] 7= v 7 A" v 7 A% A 12 LT, VTI b > VD BRLGKE
AT 2EAELZERTDH FIR MRS @R L ET, LEIZS U T, [Chain] F= »
TRy I AEF AT LET,

ATFYT9 ZODIPsec 7R T 7ANDY N—=Z )b—h f V=7 a (RRD) 20T D5, [V
IN—=2Z)— A Pz v a AT T % (Enable Reverse Route Injection) | F = > 7 AR 7
A& A T LET,
RRI |, ASA #FATLCWAHEHAIXOSPF, EIGRP 2 EDX A F I v v—T 47 7 ua k
aNEFEITTENEN—FDN—T 4 T T—T N2 AT LET, TNLSOEAIT. UV E—
N VPN 7 54 7 > k%721 LAN-to-LAN & v 3 5 > @ RIP Z 3T+ 2 NEL—Z DL—T 4
YT T =T N EANLET, RRUTRE Tirbil, B St 4, RENELE - 13H
BRENDETEDEFIZRVET, ASAIX, VT A4 VT T—TNMIAZT 47— +%H
BB L, OSPF 2L CENOLDNL— 2T T4 _X—F Ry T —7 7235/ —
A L ET, #EF/sE% (0.0.0.0/0.0.0.0) ZR#ERY hT—27 L LTHEET 2HE1T.
RRIZ A X —T I L7 NWTLIZSW, T 74N M— b EFERATH N T 7 40 v 71T LE
D

ATV TN [#A4FI>7 (Dynamic) | T =v IRy 7 A% AN LT, UNR—RA)b— R XA FI vV
N—hELTHRELET,

B FEr LAV E—T4R
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ZFyFN [OK] %2V s LET,
AT w712 [IPsec Proposals (Transform Sets)] A A > /XK /LT [Apply]l %7 U v 7 LET,
AT w713 [Preview CLI Commands] # 1 7 12 7R > 7 AT, [Send] 7 U v LET,

VTl A V8 —2J x4 ADEN

FLWVTI A 5 —T = ZAZ/ER LT VTL h 2 RVEMNSLT 21213, ROFIEZ FEITLE
j—O

\}

CE)  T727T74T7RPIFNANANDOA—ZPMERATERNEEIT P2 a7 v 7 LIREBIC RO
W, IPSLA Z 324 L ¥ 9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guide] @ [Configure Static Route Tracking| #ZM L T 72 &0,

FIE

AT w71 [Configuration] > [Device Setup] > [I nterface Settings] > [Interfaces] DIEIZEIN L F 9,
AT w72 [Add] > [VTI Interface] DIEIZEIR L E 5, [Add VTIInterface] 7 1 > KU RFERINE T,
AT w73 [General] ¥ 7 CROFNEZEFATL E T,
a) VTIIDZASLET, #PHIZ 0~ 10413 TT, TK 10413 D VTI A > Z —7 = A A
R—hSET,
b) [Interface Name] Z AJJ L £ 7,
c) [ ¥ —7=xAADHNLE (Enable Interface) | F = v 7 Ry 7 ARA N2> TNDH T
LERERLET,
d) ["AE=%1V 7 (PathMonitoring) ] Fu v 7 X v U A )b [IPv4] £7213 [IPv6] &
BIRL, ET7DOIPT RLAZ AN LET,
e) [ZAL (Cost) 1Z AN LET, FEETE HHEPIL 1 ~ 65535 T,
A MI BEOVIIFITE 7 4 v 7 2AMSET 272D OBERIBM A RE L ET, &
HINSWEES RS EVEBRIAIZ 2D 7,
f) IP7 RLADRE :
[7 FLZ (Address) |47 arRE %22y LT, IPT RLRAESF TRy bv Y
ERELET,
EJ B
[7>F 3= (Unnumbered) (A7 v av R %7V 7 L, [IPTFr3—FK (IP
Unnumbered) | KRRy FH T YR RNLA U H—T oA AEEINLT, ZOIPT RLA

ZERMLET, VAIDPONA—T RNy I A Z =T oA AXIIYHA =T = A%
BT D2 LR TEET,
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http://www.cisco.com/go/asa-config

B v s—ozrz0Em

ATv T8 [FH (Advanced) ] ¥ 7 CIROEEEFEITL £,

ATy TH
ATvT6
ATy 17

a) [Destination IP] IZ AJJ L&,

RErRRLA22—Tz4R |

b) [EfEmA ¥ —7 =4 X (Source Interface) | K v 7 XU X kb, b RrAEE

oA v F—T oA R EIR L ET,

N=TNy I A B =T 2 AEIWEA =T = A EIRTDH LB TEET,

c) [IPsec’h VU > —i2k D b r/L%# (Tunnel Protection with IPsec Policy) ] 7 « —/L K C,

IPsec AN U > — &38R L £,

d) [Tunnel Protection with IPsec Profile] 77 4 —/L K C, IPsec 7 2 7 7 A L &R L £ T,
e) [Ensure the Enable Tunnel Mode IPv4 IPsec] &= v 7 7R v 7 A& A4 N LET,

[OK] %27 Vv 27 LET,

[Interfaces] /X% /LC [Applyl 227 U v 7 LET,

[Preview CLI Commands] % 4 7 2 7 7R > 27 AT, [Send| %27 UV v 7 LET,

FEHSNTEREDFHLAEND L FHLWVTINA FZ—T 24 ADY A MIERINET,
ZDOH LW VTI i, IPsec ¥ M VPN OERICHEA TE £97,

il

ASA & 1I0S T34 2D D VTIL kv /v (IKEV2 /) @

ASAL

crypto ikev2 policy 1

encryption aes-gcm-256

integrity null

group 21

prf sha512

lifetime seconds 86400

!

crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256
protocol esp integrity null

!

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

!

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254
tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]
tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

!

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco

B FEr LAV E—T4R
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ikev2 local-authentication pre-shared-key cisco
!

crypto ikev2 enable [asa-interface-name]

I0S O

!

crypto ikev2 proposal asa-vti

encryption aes-gem-256

prf sha512

group 21

!

crypto ikev2 policy asa-vti

match address local [router-ip-address]
proposal asa-vti

!

crypto ikev2 profile asa-vti

match identity remote address [asa-ip-address] 255.255.255.255
authentication local pre-share key cisco
authentication remote pre-share key cisco
no config-exchange request

!

crypto ipsec transform-set gcm256 esp-gecm 256
!

crypto ipsec profile asa-vti

set ikev2-profile asa-vti

set transform-set gcm256

!

interface tunnel 100

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]

tunnel destination [asa-ip-address]

tunnel protection ipsec profile asa-vti
!
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\}
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FIE

AT 71 [Configuration] > [Device Setup] > [I nterface Settings] > [Interfaces] DJIEIZEIR L 9,

ATw 72 [1BH (Add) ]>[DVTIA4 2 —T7 A4 X (DVTI Interface) | DIEIZEIN L £, [DVTIA
H—7 A ADEN (Add DVTI Interface) 17V 4 > RUNFRINET,

[General] % 7 CIROFNEAZ FEIT L E T,

ATvT3

ATvT4

ATy TH

a)

b)
¢)

d)

e)

DVTIIDZAALET, ZOIDIZIE1 — 10413 DIEEDEERETEET, T A D
CITHK 1024 DVTIA VZ—T = A ARV HR—hESNFET,

[Interface Name] 2 A1) L £77,

[7 77— FOFEZE (Enable Alert) 1 F = v 7Ry 7 ARF TR TWDZ LR LE
D

[IP7 > F 78—k (IPUnnumbered) | Ry X T U A RWhbA 2 —T = A A% 8RR
LET,

BT FL— . BRI E—T oA ZADIPT FLAZHEK LFET, o pik
fECIP T RLAELITEARDIP T RLAZBEHA L TCWAZ EE2MHER LTI, [EFED
WA A —T 2 AFETNIT A AR ESNTWVWDBAL—T RNy 7T R AZRINTE
iﬁqo

[ (Description) | 7 4 —/L RIZH A F I v 7 VII ORI Z AT LET,

[Advanced] # 7 C, IROFIEEZFATLET,

a)

b)

d)

[EEoEA v ¥ —7 A A (Source Interface) ] K v X7 A Mnh, b RIVEE
TA Vv H—T A ABBIRLET, A X —T A ADIPT FL AL, AR—7 DL
IP7 RLVRIZZDET, VA NNDLBRTEZHDF, WEA L F—T = Af AL V—T Ry
I AHE—T oA AT TT,

RN EETLIP 7 RLARREESNTA LV EZ—T =2 ZADHNE VPN v g LER
2T ANDICE, [IPv6iR{EILT R ADEZRME (Enable IPv6 Source Address) | T = v 7
Ry I AA N LET, TOF T2 arZHDNILRNGEES, ASAITTXTOA ¥ —
T2 A AMNBD VPN By v g VESREZSZ T ANET,

Flo. BT 7B AAL o Z =T 2 A4 AT REINTZ U RVEETTA U F—T = A A
OMTUZMA L ET, LFROA 7Y a v Z2HMNILRWEE, (BT 78X v 4 —T7 =
A AT, ASAM VPN B v a VEREZZITANDEE LA X —T7 = A A)H MTU %
AL E9,

[[Psec7' &2 7 7 A /WZ XD b R # (Tunnel Protection with IPsec Profile) | ke v 7° 4
T URARNS, IPsec 707 7 A VEBRIRLET,

[IPSec® bk o R/VE— RIPA— 3= LA DAZNE (Enable Tunnel Mode IP Overlay for IPSec) ]
F v IRy I A A AT L, [IPV4] £T2IL[IPV6] AT v a AR &R L C, IPSec k
VANVE— REENILET,

[IPv6] % 7 TR DEAEEFAT L E T,

a)

[IPv67 KL AT ) /38— R (IPv6 Address Unnumbered) | ZRAZ %27 U v 7 L, U
A RINBIPV6 7 R L RAZRIRL E9,
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wE Lo va—T 1 20ueEE ]

AT L — b - INTZTXRCOEBT 72 AL ¥ —T =4 A%, BILIPT K
VAZROZ LT £,
b) [OK]ZZ7 V> 7 LET,

ATv 76 [CLIZ~Y FOF L Ea— (PreviewCLICommands) | %A 702Ky 7 AT, T 7L —
Fhavy RERRTEET,

ATvFT [%F (Send) 1227V v 7 LET,

RDBERY

DT T— R E RN RNVT NI LET,

FERIZ DWW T, Site-to-Site >R L F

/1/‘_70%5/;%% L/T < fiél/\o

RERRILALABZ—T A4 ADBEEEFEFE

HeER

yy—
A

HEEEH

FAF Iy 7RI
FNA VB =T A A
DHR—F

9.19(1)

HAF I VIIEEHRL, FEFEHLT, NT T RAR—7 hARr P T/L— b
R=Z2DH A ME VPN ZRETEET, ¥4 F I v 7 VILIL, KEELREERT
TT v RAR—VBEHTOET OMRERAH I LET, NTOEBORAZT v

VTR E L —D XA F I v 7 VIICEE X H 2 LN TEE T, T OMRE AT
BT, FILOWAR—=Z ZTBNTE £,

HHR/ZAF SN - : [BXE (Configuration) ]>[T/8 2Dty 7w 7 (Device
Setup) |>[4 2 —T A4 ADEEFE (Interface Settings) | >[4 2 —T M4 R

(Interfaces) 1> [0 (Add) ]>[DVTIA >4 —T x4 X (DVTI Interface) ] > [5%
#8 (Advanced) ]

OSPF IPv4 5 L OV IPv6
DY A=k

9.19(1)

VTI #8H  OSPF IPv4 B3 X N IPv6 v—T7 ¢ 77 v harzdiR—hLET,

EIGRP O #74R— k

9.19(1)

VT O EIGRP IPvA B LN IPv6 —TF 4 > 77 haitzdR— s LET,

ABT 4T BLOH
AFI v 7 VIID/L—
TRy 4B —T =
A ADYHR— K

9.19(1)

N—T Ny I A B—=Tx A A& VTIOFEEFELA LV F—T A AL LTRETEDH L
I FE LTz, FHHICERESINTZIP T RLAORDDIZ, V=T N T (L F—
TzAANPLIP T RVAZMEKT DY HR—FbBIMENE L, V»—T v
=T A AF, NRABEOTRIZKRILGET, A1 F—T oA ANRZT T LIz
BTNy I L H—T oA RAZEDETHNIP T FLAEMHEH L TTRT
DA HE—T 2 AT 7 BATEET,

HH/ZE R Sz : [BRXE (Configuration) 1> [T/8 XD+t 7 w7 (Device

Setup) >[4 32— x4 ADEE (Interface Settings) | >[4 Y2 —T A4 X
(Interfaces) 1> [VTIA > &2 —2J x4 AMDENM (Add VTI Interface) | > [F£HH
(Advanced) ]
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9.17(1)

ASA %, ASA 7 NAT OFEHIHEED IPsec k> R/ %EFFH . Cisco Umbrella Secure
Internet Gateway (SIG) |Z#iC& 5L HI1CT 5D, —EOR—A/L h VD &4
R—=FLTWET, e—HVIDIE, TXTDO LR O7a—sL 1D TEZRL,
IKEV2 h RNV T EIC—EDID ZRET AT INET,

AL T 47 NTITD
[Pv6 DH 7R — b

9.16(1)

ASAIE., R N pA v B —T x4 A (VTI) ORETIPV6 T RLZAEZHFR—KL
TWET,

VTI b RNVERTA V H—T = A ATIE, PRV RRA  FELTHATS
LR ETEDIPVO T RLAEZRETEET, P RAVEEILA F—T = A AT
BEDIPV6 T RLANRS LA, HEHTS27 L AZEETEET, fEELARWVY
Bl VAR RORIIO IPV6 7 — LT RLART 7 4L hCHEH SN ET,

F o RE— RIL, IPv4 £720XIPV6 DWT I TY, 7272l NV ET 7T 4
TIZTDHIZiE, VIITREESNTWDHIP T RLAZXA T ERICTHLIVLERH D F
T IPv6 7 R L AL, VTIOD h R VIRETCA V F—T = A AETE b o pvgideA
VH—T oA AZEYYTHENTEET,

FTRA AT 1024
HOVIIA X —7 =
A ZADHHR— b

9.16(1)

TR, AR ETE D VIT ORI, 100 H225 1024 Eizs#gm L £ Lz,

TT7 b T =N IR4EEBZ DA A —T 2 A AP R—F L TWAHAETH,
VTI DEUFED T T > N7 4 — L TREAIREZR VLAN OFUZHIE S ET, 72& %
IX. ASA 5510 (X 100 {5l VLAN Z %7K — b L TWDH728, b ru8id 100 7 5%
ESNTWEA 2 —T = A ADBAEFI N HIZ 720 £,

BBV S Ll e L

VTI TDDHCP Y L —
P R— DY

9.14(1)

ASAVE, A V¥ —T7 A A%HHHiTHDHCP Y L—H—"—L LTCVTIA ¥ —7 =
AARAEHRETHZ EEAHRRICLET,

DHCP V L—IZ VTl A v Z =7 =2 A ZAZRETED LI ICTROBEmEAELESNLEL
7o

[Configuration] > [Device M anagement] > [DHCP] > [DHCP Relay] > [DHCP Relay
Interface Servers)
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VTI T® IKEv2, FEH]
FEN—AEE, BLO
ACL OH¥AHR— |

9.8(1)

B A F—T =4 A (VTD) (%, BGP (F#) VTD) ZHHR—FT5L9IC
0 EL, A RTRY F— RN TRA TV T ¢ E— KT, IKEV2 %ff
HATExFET, IPsec 7077 A MIZ N TARRA Y MEFRETHZ EICLD, GEHIE
NR—=2ADRFEEFEHTCEET, Flo, ANMNT T4 0T 5T 4N E D TTD
access-group 2~ REMFH LT, VII ECr 27X VA MNE#EHT5Z2 &b TEE
R

RO T,
* L7,
[%%E (Configuration) ]>[# 4 FRIVPN (Siteto-SiteVPN) ]>[%# (Advanced) ]>

[IPsec7AR—HIL (FS2URTH+—L+tv k) (IPsecProposals(Transform Sets)) |>
[IPsecFO 774 JL (IPsecProfile) ]>[3&0 (Add) ]

FERHEAR—ZGRRED N T A MARA U FEBIRT LA 7> a v inEAIH

RN A B —
ZxzA A (VII) O
A—k

9.7.(1)

ASA DS, A b R A B —T =2 A A (VTI) EFEENDH LWGREEA v ¥ —7 =
A AL > TifbENE Lz, VINIET ~D VPN b R RT -0 ESNE
T, ZAUL. P U R OB SN T\ IPsec 71 7 7 A NV EFIH Lz L —
F R=ZD VPN ZH R —FLEd, VIIZHEATDZZLI2L0, B S~y 7D
TI7HAVAREBRELTA LV H—T 2RI B TTHIENREIZRD F
R

ROBEAEASHLE LT,

[%%E (Configuration) ]>[#4 FREIVPN (Siteto-SiteVPN) ]>[5#8 (Advanced) ]>
[IPsecFAR—H)L (RS VR TH+—Ltv k) (IPsecProposals(Transform Sets)) ]>
[IPsec¥B 7 7 4 )L (IPsec Profile) ]

[%E (Configuration) ]>[H4 rEVPN (Siteto-SiteVPN) ]>[&# (Advanced) ]>
[IPsec7AKR—IL (kS 2RT+—Ltv k) (IPsecProposals(Transform Sets)) ]>
[IPsecyB 7 74 )L (IPsec Profile) 1> [:BA0 (Add) ]1>[IPsecO 7 7 A JLDIENN

(Add IPsec Profile) ]

[&%%E (Configuration) |>[T/Nf XDty b7 v 7 (DeviceSetup) >[4 v4—7T
4 ZADEE (InterfaceSettings) >[4 2 —7 A4 R (Interfaces) 1>[Bh0 (Add) 1>
[VTI4 2 —T 4 X (VTI Interface) ]

[E%XE (Configuration) |>[T/8/ XD+t v 7 v 7 (DeviceSetup) >[4 4% —T =
A ADEZE (InterfaceSettings) >[4 2 —7 4 X (Interfaces) 1>[BAN (Add) ]>
[VTIA4 32— 4R (VT Interface) ]1>[£#% (General) ]

[E%E (Configuration) |>[T/\f ADt v b7 v 7 (DeviceSetup) >[4 4% —T =
A ADEEKE (InterfaceSettings) >[4 22— 4 X (Interfaces) 1>[BAN (Add) ]>
[VTIA 52— 4R (VTl Interface) ]>[5¥# (Advanced) ]
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