NATRAZE) T4 ATy

AT RATGEYT 4 ATV ar (13-)
*VPNE—R ATy 3—)

INATRASEYT XT3y

SHHE VPN 7 FAZ Y 7 a— R ARNT vl BT = — A — =T, EnEhtk
RE L BN EIRDNA T ATV T 4 HEETT, RIUC K - TUE, EEOBREAZ HABREE T
FHTLZERNHY ET, DETIE, ZDDEEICOWTHLET, 2HBIVPN E 7 = —
A= N—DFEMIZ OV TIL,  TASA General Operations ASDM Configuration Guide] 3] 72
VU —=2EZBLTLIIEESN, B— K A7 0 ZOFEMIELL FICRE S TunET,

Secure Firewall eXtensible 7 XL —7F 1 > L X7 L (FX0S) v —
EDVPNED SRR DY

ASAFXO0S 7 7 A X%, S2S VPN IZxd D AEPENAY 72 2 >DE— K (PR & 721345 #)
OWTINNETR—F L THET,

cAHEFRVPNE— R, T 74/~ T—RKTT, £FE— FTlE, VPNERILZ 7 A X DOH|
=y N DOHMELINFET,

VPNHEEZ M CE 2013l = > M2 THY ., 7 72X O a] AEEEEIXIEH S
FHA, HlHl=y NCEENKE LG AIE. T XTOBEFO VPN Kbil, VPN
Eishlao—V—2bo T —v 20k L7 £9, FrLOLEIEZ= > FARE X
iz & X1, VPN i BT 2 0B RH 0 77,

VPN F > RV E AR RA v BZ—T 2 A4 ZADT R U RITHERT 5 & )y B BRI HI 6
A=y MIEREESNET, VPNEEO S —LIEAEIL, ¢T3 Toha=y MIER S E
j_o

« YHH VPN £— K, ZOF— T, S2S IPsec IKEV2 VPN i S ASA 7 T AKX D A
N=RRIT S, RN SN E T, 7 T A F DA 2 N—2{KIZ VPN i % 47
BT HZET, VTR DOEFREEAN—T"y NOWFERKBIIEHTE 5728, £
VPN DOFERE 8 2 CTRIEIC VPN YR — h &R CT& £,

NM7R145EYTexFvay ||


http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

B vwwno—ris5ouy

NTRASEYF4ATvay |

\)

GE) PR VPN 7 7 A% Y 7 F— FiE, S2SIKEvl & S2SIKEv2 %R — kL TWE7,

VPN O0— K /N

DR VPN 7 7 A X Y 7 F— RiL, S2SIKEV2 DA%V HR— kL TWET,
SHOM VPN 7 7 A% ) 7 &— K&, Firepower 9300 TOHY R — kX TWET,

VEe—h 727EAVPNIZ, EFRFEIIHERDO VPN 7 T AKX Y 7 F— KT FR—F

SNTWEEA,

IR AILY

VPN 10— RRZ 2 7%, VPN B — RRZ U I N—TFHNDOT A AT '— T
JHBAVPN T 7 4 v 7 ¥ T D AN =AALTT, ZOMEIL, ALV—T7y ¥z
ILZEDOMOERZEZBE L2 WHHZe T 7 4 v 7 OFRICHESNTNET, VPNr— R T
T ITN—TNE, 2L EDT NN ATHEREINE T, 1 DDT A ART 4 LI XL
EDOMDTINA ZAFIA L N—FTNRA RV ET, TNA—T DTN RF, BRI XA T
ThHAHNLIETRLS, ALY 7 R 2T A= g SO AT A0S H Y FH A,

VPN — RRZ U o T TN—TNDTXTCDT I T 4 TIRT A ANE v a v OARE IR
ELET, VPNa— RRFT U TICi0, NI 74 v 737N —7RNOKRLAR DD IRNT
N ATHEE S L, AT R TOT AL A ENET, ik, VAT ALY V—
AP S, N7+ —~v AR EL, N TR TV T 4 NEBLINET,

J1x—)LA—/\—

Tx— )V —N"—ar 7 4 X2 b—a TE, 2HOFR—DASAPEHDO 7 = — /LA —/3—
Vo7 TSN, REIONUT, AT—F 7V 72— F—R_—= 17 (&) Thik
ENFT, TI/T7 4T A =T 2 ABIOEBEBO~NNANE=F—SINT, FIEDT =—
WA= N=FHIZ =L TWDENEI RSN ET, ZhLDOEMFIC B LTEHEIT.
T = V== ToNET, =A==, VPNE T 7 A T U4 — VOl FD
T4 F¥a2lb—varEiR—rLET,

ASAIZ. T T A4 TIT 7T 47 72— NVF == T IFT 4 TIAZ N, T z—)LF—/—
D2ODT =— VA —NR—REETR—FLTWVET,

TITA4TITIT 4T 72— )bA—"—=TlL, MHOEERXY NT—F NTT 4 v 7 %
FTZENTEET, T, FAUHERICRDWEERH Y 30, EOor— KT 7T
bV ERHAL, 7oA == TbhdE, BODOT 7T ¢ THEEN, HEINTZT
A—HIZHESNVTRAEINTZ N T 7 4 v 7 OlREGIEHEET, LEEN-T, 77747/
TIT 4T TV —E N T A5, WMFOREEOEF NT T 4 v 7 BEEEOR
BLUNIZRD LS5 ICTDRERHY £77,

TIT 4 TIAR LN T 2=V —"—=T{E, 1 DOEBEZTN N T 7 4 v 7 @il SED
ZENTE, I IOOEBEIFAZUAALRETHEL T, N7y Z@RIEEEA,
TIT A4 TIAR N, T 2= F—"—=TlE, 2FHD ASA AL T, BEORAE L%
BEOWRELLIEMETET, 777 4 TEENEET L L, AZ A AREICEDY, L TA

B M T7RASEYUTaATLay



| M7R45EYFaFTay
vno—knss5vouy |

B UNAKEBINT 7T 4 TIREIZEDY ET, 77T 4 7 b EEN, EEOFRA LI EE
DIPT RLZ (E7201F, FIVAXT LY N 77 AT 0+ — LOEAITERIP T RLR) B
FOMAC 7 RLARAZBIEMHNT, T 74 v 7 DIREZRRGLET, BIIERAX Ao
TWAMEEN, T/ T 4 THEBEBORAF L NADIPT RLRAEZF| &M ET, 77T 4 7THE
TREENBETHE, AXNAEET, 7747 N VPN bz filid 52 a5l
TEET,

VPN O— K /\S > U8

VPN AO— KNS F12D00V T
VE—RITAT 2 MERT, HEDOASA ZR Ry NU—Z I8 LTV E—F vy
VEMBLLTWARES, VPN — RS U U PP L—FRERR LT, ZNHDF A AT
tyTa VARMEGHT AL OICRETEET, VPNR— AT U7 Tk, b AMOIK
WTNRARZEy v ary b T 70 v 7 BREEEINET, 20D, TXTOT A AW THAR
DHWMENET, ZHICEV, VAT LY Y —RERRUIFIHTE, N7 53—~ R LAl
PEREELET,

VPN — RS U v T T N—TFHNOTRTDOF AL ARty g v ORMEEELET, 7/
N—TRND12ODT A ATHDLT 4 L7 XX, HEEHERE A L N—=FT 31 R LTINS
MDOFNRA AHRELET, T4 L7 XE, IA—THDTRTOT N, AZER L, £
A ADEMEZBYL T, ZOAMIIESW TRy v a v OAMESBLET, 74 L7 XD
EL, 1 DOYWET AL ZTFE T 5D b DO TIERLS ., TRAALAMTY 7 P TEET, &=
LR BEOT 4 VI X THEENREET DL, TA—THDORA L R—=F A ZAD1OBED
BEZ S E/HNT, TITH LT 4 L7 X0 £7,

VPN 2 — RRZ U T 7 —T1%, MDD 7 AT MZIE 1 OOFMEIP 7 L2 E LT
FRENET, ZOIPT FL AL, BEDOHWET A ATFEOMIT O TWERA, 2
BEDT 4 L7 Z 2@ L TWET, SO 2B TWD VPN 7 T4 7 > MM, &R
TIPT7 FLAICERLET, T4 L7 XIE, FA—7NTHEHATELZEA MDY B, KkbA
FOENKA RDONRTY v T IPT RLRAEZZ AT MIRELET, 20DDO T ¥ 7 g
Vo (=P —loxt LTREEM) 2 b &, 7747 MIAA MIEEERE LET, VPN
O— KNG T ITN—T DT 4 L7 HZiE, ZOXIITLTI Y —ARRIZHEZLE DR
NI 74 v 7 wlint LET,

TN—THNO ASA THEENBETDHE, KT SNty va dEbICREIP 7 KL AL
i TEET, RIS, T4 L7 XX, TV—TRNOUNOT 7T 4 7T A R 26 DR
BERELET, T4 LI X THEENBELIESGE, JV—THDORA U NR—=FT A AN, 2155
WHLWT 4 L7 X BEINICE SHEET, TV —THNOEEOT A ATEENIEEL T
Hh, TNA—=THNONTNNOT A AR L T THERAFTETHDRY, 2—F— T/ r—
TIlThl EE R TCE £7

INCAYFIVEEE AP |



NTRASEYF4ATvay |
- R Y= DEIN

VPNO— KNS 507V X L

VPN — KRG T IN—TFF 4 L7 XE, IPT RVADRIETY —h&nhizor—7
AN—=DY A NRFEELET, FEAVNN—DAMNIX, BEONX—t T —2 (T2 T 477
tyiarok) LLTEREENEST, EXaT7 2947 NET VT4 Ty g UiF,

VPN 2 — RXRF 2 7 TSSLVPN 2 — RIZED bNER A, T4 L7 ZiL. IPsec b FR/L
L SSL VPN b RNV EARB R BIBRWT A R, ZOMOT A ALY AN 1% &< 7
DETULALI FLET, TRTOAUA=RT 4L ZID b 1% @ 8dL, T4L7
I T 747 EAHIZV XAV FLET,

722 12ODFT 4 LI RZE2ODAUN=RHILEE. ROV A ZAVNYTUIED 4,

)

GE)  FTRTCDO/—FiE0% 2HHEED, TXTOEGIIUELASNET,

1L TH4LZZF, TRTDAUR=IZT 4 L7 ZEDH 1% EWEARLDLIES. Hafl
ALET,

2. T VI EANEREEH LWEGE, ROAMEOERWA L AN—R3tEy g VR L E
j—o

3. T RTORAUN=IZRICEEDAMMN N> TNWBEES., Ty a i bbint s
NR=ntviar20ELET,

4 FTRTOAA=IZECEEDOAMER UKD v a v BHEHA. IPT RLADBKD
INEWRA U NR—=REyarB2RBELET,

VPN O— RKN\S LU 5 )L — TR
VPN o — KNG oo 77 n—71F, RUCY U —AFEFBIEY U—AD ASA B T
4, =720, kOFFRHY £,
cF/LECUU—ZAD2EDASANBIERRIIND VPN — RT3 7 7 )—1%, IPsec.
XTI TA4T b, BIXOITFAT L FLVASSLVPN 7 947 v by a rOf
BEDEIZKH LT VPN B — KR U TR RITTEET,

CBIEV Y —RZXDASA #&Te VPN O — RRT o 7 7 —1%, IPsec By v a v &t
AR—=FTEET, 27FL., Z0kohhar 74 ¥alb— 3T, ASAIZFNEFNRO
IPsec DX ¥ /N T L IZHERITE LR WA[RRENH Y £5,

TN—TDF 4 VI ZIE, ITN—T DA NR—=|Zt v a  EREE DY TES, ASAIL, 7
NTOE Y=, SSLVPN £72iE IPsec Z RS L Aa L, TN O ZFFITH Y M TES, 7F
Wt AHPsecty g ESSLVPNE Yy a v oiL, a7 4 Fa2l—raryBLlO94t
VATHAI SN TV D RREE THRETEET,

VPN 00— RRT o P N—T TR K10 D) — R T A MEARTY, ZhL K&y
N—TEHEBELETH, O L H7 AR DITERITITR—FENTWERA,

B M T7RASEYUTaATLay



| M7R45EYFaFTay
vwNO—KnS5uous ForsrangER ]

VPNO— K N\S2I V0 T4 L9 5%0&ER

TALIADOBERTOER

A7 T A NDOEIEw AL —IL, v—Hh/L bARRY T—Z_X—2REHFFLET, 20T —
HR—=AL, VTAZD IR RERINDTZNCTAZ —ICLoTHEHEINET, &I~
AH =, v A =5 Hello 8B %25 TEX R0V, RRKBRAITREEICEL TH YA X —)
LX =TT A TINEEZFETERWVGAIC, v A —BPURBICR D £3,

AT, T L ZBROBIZIROMAEZ FEITL £ T,

e —H) bR Y F=ERXR=ATHRHENTZEn— FRT v T o=y b OESEIEN
e L £,

o A CERIEN. O =y bR 2 SMESNZSEEIE. FMOIP 7 RLUARNBIREINET,

« ZDAN—AEKPEIRS NG, BIRSNTZA AR —TREIP 7 FLRAZERLE
R

DN TIND A RIS NI A, D A V=TI S L7z~ A X —|Z Hello
FoREXGELET,

$2D0DAUN—2=y FIMEBIP T FLAZERLLS ET5HE, ARP T VAT AN
IP7 RLAOBEBREZBRE L, MZOMACT RLAZFFORA L R—IZF 4 LI X o—
NEFRHRT D L OICRDDEMEFELET,

Hello/\> Koz A5

KA AN—R, BB A o F—T = A ZDRIR T T AZ P T R L AT Hello 23K % 1X{5
LET, HelloZEREZ(ETHE, vAX—|LEA D HHelloERA A L NR—ZEEFELET, T+
LI BZLSND A R—=E, T4 LT Z B D HelloERA2%Z(ET 5 &, HellofZ&E AL ET,
I THello Y Ry =A 7138 TI2720 £,

Hello N> Ry = A VW TT 5L, BEHLRHREINTWDLEE, WEl(f v X —7 A AT
BB ENE T, BRFRITEEICSEL TH A 23— Hello JEE 2 ZE TX WA,
AU N— I~ A X —BPREIC 2 T,

F—T7I4T Avt—2

AUN—=LF 4 LI ZOF THelloNy Ry =A IV RRETTHE, A==y ML, F—
TTIA TEREAMERE EBITTAY—ITEMNCEE LET, T4 L7 XL ORMEE
DX —TT FA TIENIRWNGE, BFEOREPICA L NN—a=y MNIXoTHF =TT I 7
FORMW IR CEE SNE T, Zhid, AIOERNODOX—TT 74 TIRENRZE S TW
LY, WOX—TT 74 TERN I HZRICEFEINDZEEZEHRLET, A /N—2 D
X =TT ITATERIHT DT A VLI EMNEDXF—TT T4 TIEEZE Lo 238546, 1
BRBIZX—TT T4 TERITEFESINEEA, ROV, A R—DXF =TT I3, T XA LT
vk ueYyrnpttsnETd,

X—TTITATEALT T MIRDO LS ITHREL £,

INCAYFIVEEE AP |



NTRASEYF4ATvay |

B veno— kRS oL sIonTRCHEE NP EM (FAD)

AUN—=IF 4 LI BN DORMBOX—TT 54 TIBEEF S TVWBEE., FOAY
N—IBED 1 RO —7T 74 7ERZEELET A,

AUN—IX3 MR L, 4 BRI —T T 74 TEREZFEFELET,

AUR=L, TAVLIINLDX—TT T TIENLWIBY ., EORT 7 2 % 5 [Alf
DIRLET,

ZOH%, AUN—=FT A VI IORMEEZES L, LT 1 L7 28RS A 7 V&G L
£7,

VPN O— KNS UHTZDODWTELKBFTELNDIER (FAQ)

e /)T aLTFHFANE—F

P 7 KL A I —/)LDOfEE

[EHADIPT KL A F—)u

c[FAILT A ATHOVPN B — KRT v 7 LT o2 — L d—_"—Dff
DA L HE—T 2 A ATDOVPN B— KRF v

VPN 0 — RRF 3 U P 7 —T DO KFERtE v 3 v

ILFAVTEARALE—F

Q.
A.

NN FaLTHEARE—RTVPN 2 — RRF U I R—FENET D,
VPNE2— AT T AT — NIV T =2— )V —N_"—H <)L FaTHFARE—FR
TIEVAR—FENTHEREA,

IP7 KLR T—ILDHEE

Q.

A.

ASAIZ, IP7 FL A =L ORiEE2ZFD VPN o — KT oy v 7 HRO—EE R LE
T

Wz, VE—=FT7Z7EAVPNE YT a N, IPT RL A T — L3 EB L72T 31 R
RSN E., By va vid L snEzth, o—FKRZo 077 XAF, A

B M T7RASEYUTaATLay



| MF7R45EYFAATay
veNo—kRSvevrnsserz

FHZEEDE , HA VNPT 2BEOEE (T7T7 478y a BBLORKE Y
Tar¥) LLTEEINET,

BEEDIP7 FLR T—)L

Q. VPNu— RNRZF UV U T HBATHITIE, BERDLASALEO X227 77470 N F0iX
Psec 7 FA T FMDIPT RLATF —LEZEABIZTALENLY 30,

A, 1TV, IPT RLA = UEITF A, AZ L ICEAFICTAMNEND Y £7°,

RLCTNAATOVPNO— KNS5 ET—IVA—/IN—DFEA

Q. H—DOFNA AT, VPNE— KRG T E T o— L —_"—DW 2T E+
D,

A, 1TV, ZOEKTIR, 2 94T MITA—TDIP T RLAIZERE L, JV—7NTHi
HAMDDIRNASAIZI F A VLT FENFET, TDOT N, ATHEENREAETDHE, AHF
UNRAHEBMNRTITE XA, VPN PR H L RITLER A,

BEHDAVE—T A ATHOVPNO— KNS VY

Q. B DAL H—T7xAATSSLVPN A X—TWIZT DA, WO X —T xR
\IZVPN B — RRZ v o 7R RBHET 5 2 Lix e 3,

A, NIV I A B =Tz AL LTVPNE— KRG U U P I N—FITBINT HA v F—
Tz A XTI OLNERTEET A, ZHUL, CPUARD AT 2252 LA HE L
TWET, DA % —T7 =1 XEFE L CPUICETT D0, EEOA L H—T oA
ATVPNBE—RKNRNZ U TREFERALTCH A7 —< A IMELERA,

VPN O— KRNSOV TIL—TORRKEAREY Y 3 U

Q. EFNEN 100 =—¥—D SSL VPN 7 A & X &> 2 5D Firepower 1150 23 BRI X4 T
WHELET, ZOHAE. VPNE— KRS UL U P PN —FTHR SN L2 —F—DFK
BRI, 200 [ARFE > > a > CTL X 9 b F7IL100 [FFFE v a 7 TL X 90,
SIHIZ100 2—Y— TG A4 B AEFFO3HEEDOT A AEBIMLEESE, 300 DFEFFE v
VariEYAR—FTEETH,

A, VPNE—RRZ U T RERTLE. TRTOTNAANT VT 4 T DIz, 7
N—TTHR—FTEDHRKRKEYVa v #iL, FNV—THNOET A ADE v a D
ArHZ2 0 £, ZoBloBEAE. 30012780 £97,

VPNO— KNS 9ND54 2R

VPN 02— R T 72, 7277 4772 3DES £721X AES 74 B ANKLETT, ASA
X, VPN — RT3 T F—T VT DRI, ZORETA B ABGFET HNE D
MWeF oy LET, 777 47723DES £/21X AES 74 B A2 TE 20 4. ASA
I, VPNE—RKRZ o T4 3 —T/MbEEREL, SLIZT7A4 B AN ZOERAZHFR L
TWARWREY | VPN 2 — RT3 7 A5 M2 K % 3DES ONEHER & [FEE L £,

INCAYFIVEEE AP |



NMTRASEYFa+Tvay |
B veno—rnso s somzge

VPN O— KN\S VU T DRMREH
VPN 2 — R RT3 PICT 04 R4 EHIRFE (82—2) bR LTLLEE
v,

VPN O — NRZ U T3 T 740 s TlET 4 =T 02> TEd, VPN 2 — KX
TV TIEIHIREINCA R =T N T HHERN S D £,

cANIANT Y w7 M) BLOTTAX—F (B A ¥ =7 oA X E L THEL
VERHY 9, ZOETIE, ZhUBEOSRITIMNLL L OREOLA T2 L E7,

Z 34T 9 1ZiE, [Configuration] > [Device Setup] > [Interface Settings] > [Interfaces] DIAIZH
BHLES,

ANFRIP 7 RUANRBMT DA v X —T oA AZFRNIRET HLENH Y £3, @K
BIP7 FLA, UDPA—F (WMEILELT) . BELOTL—T 0 IPsec ILHFE & feL
L/iﬁ‘o

e IN—TFIZBIMNT BT RTDOTF AL AL, IPT RL A, BERE. BE¥d—., BIUOKR—
MW 7 7 AZEGOREEZ AT LILENRH D £,

VPN R — RRZ v o T N—TOREEALEE AT 212X, £, AEA 4 —T7 A A
Z1EE L Ceryptoikevlenable 2~ > R& 34795 Z & C, WA ¥ —7 = A A TIKEvl
A X—TMITEMERHY £3, £ LARWEE, VPNE—RKRT v v 77—
D FALERELL) ETHE, =T —AvE—UNRERREINET,

T ITF AT I T 4T AT — NI ) Tx2—F—_"—_ FFIZVPNE— RT3
TEMERALTHDEE, 2 — /L CAEIZTR— S EHA, 72—H/LCAZBIDCA
DO FPICEL 22T TEEFA, B—H/VCAITL—F CAIZLARNEE A,

VPNAO—F NSOV JTICETEHA K54 U EHIBREIER

BRI 4T 2 b

VPN — RRZ v TiE, D7 5447 hTRBENDVE— By a vV TORET
7,

« Secure Client (U U —2% 3.0 LAF%)
« ASA 5505 (Easy VPN 7 74 7> b & LTEIMEL TWAHA)
* Firepower 1010 (Easy VPN 7 7 A 7 > b & L TEIfEL TW 555

cIKEV X ALY +2HR—1+FTAI0SEZVPN 7 54 7 k F34 % (10S 831/871)
95472 FDEEEIR

VPNa— RKRZ 7%, IPsecZ/ 94T bty g SSLVPNYZ 9447 hEewvrg
v CHERE L £, LAN-to-LAN 2 & T, o3 Tod VPN £~ A 7 (L2TP. PPTP,

B M T7RASEYUTaATLay



| M7R45EYFaFTay
VPN O— K 35 2o FIT 554 k54 v esiREE [

L2TP/IPsec) 1%, VPN I — RT3 U TN, R—T V72TV D ASA IZHEG TX 9708,
VPN 02— RARZ o o A3 cE 8 A,

D ASA J — R — KRG v T OO T NA—TEN., BFXFaT 725347 -
#il2 7 —7 URL O AN LEREA . Hx D ASA / — R TUTE2ITHILERH Y £,

BV E—"NT 7 BRI 7 7 AT, VPN — RT3 JRBT KL 2 (IPvd
BLOIPvE) 7 L—7URL #HELE T,

2D/ —=FDVPNE—RNRF T N7 Y v 7 RLAICKH LTI —7 URL &
’_./:E_‘L/i‘j‘()

O— KNS U559 )IL—7

ASA I, VPN B — RS 0 NN—FTLIC 10 BEOT AL 2 R—FLET,

AVTHFAME—F
VNUF arTHFANE=RTIE, VPNR— R AT I R—F St A,

FIPS
7T A BAWEEAIL FIPS TP R— FENTWERA,

SEEAE DRERR

XTI TAT L TVPNE— RRT U o  TOFFAERRBEZEIT L, IPT FLRIZE-
TERHRN I XA LT FENTWDLEA, 7747 Y MLEDZTRTOL4RIT = v 7L, ZOIP
T RLVAZBLTCEITEINET, VFXA LT RIPT RUAPGEHEO 4. DD subject
altname I —EFRINTWNWDL I L 2RI IVLENHDVET, IPT RLARINLDT —
WV RIZHFAE L WiGE, iEAEIIIEEEE R ShE T,

RFC 2818 TEZEINT=HTA KT A 2t~ T, subject alt name 2SFEIEIZHAA TN TN D
e, AT = v 72O subject alt name ZfEH L, — 4 IXBE L £3, FEAELZTRRL
TWBHHT— =D IP 7 FLANIEED subject alt name TEFR SN TND Z L 2R L E
ﬁ‘o

AH L RT L ASA DA, IPT RLAIZZED ASADIP TF, VPN — RT3 7
N—TBREE T, EHEOHEKICL Y B2V 3, JA—T RN OOFEHEEFEH L W55
A, FEAE, AR IP 7 F L AB LU/ /L—7 FQDN @ SAN HLRHERE 2 (R0 5130, 4%
ASA O TP BELOFQDN #{if 2 7= 7 ¥ =7 MUBRA OIEMEEE S BmRH Y £5, 7

N—TPEROFERFE LML L TV D56, 45 ASA OFEEIT, AH IP O SAN $LiEHERE,

2 )L—7 FQDN, {4 ASA ®IP 7 KL 23 L N FQDN {54 5 LB R H Y £,

VPN O— KNS VY

VPN 72— RZ o ZEERIZE\ T DNS fifik 23— E DR TEL T 2355 1%, {78 AT iElF
fl (TTL) OfEE ED X HICHET DN EEEICHRFTT2LENRH Y £9, DNSE— KT
ARERIN BX 2T 7 74T~ EOMAEDOE THEUNIEEET B121%. ASA 23BN X 72K
BN M RIVNERICHENLSIND ETOR], ASADLBINLT RLVA~O~ v EV 7 0E T

INCAYFIVEEE AP |



NTRASEYF4ATvay |

B vwo—rnsovovomE

FETHLIMNERDHY £3, FIEDOKHARBL TH 7 LT ¥y LBAT SN WEEIL,
N 7T TISFOBM L CRIDIP T RUANMRE LT RLALRDHZ 086 £9, DNS
D~ B THNRHIDO ASA ITERINTZHB T LT Y VIR AT ENZHE1E. VPN o
FIVDOFENLIZRIR L £ 97,

VPN O 7 — K XF 30 7 Tid. Cisco Global Site Selector (GSS) 2MEHA I A Z &8
HV EF, GSSTIIDNS A — RT3 ZIfEH & v, DNS R OFfE iTREFRER] (TTL)
DT 7 v MEIZ 208 L 72> TWET, GSS TO TTL Dfiz K& <95 &, BEidkom=R
ERIBIZSIE NI ENTEET, 2 REL<THE, =2—HF—B7 LT ¥ LE AL
TR RNEHESLT D EZORIET = — R+ 72 RA 2 ENTE E9,

J VT UV VAT O ORI AT, TREREE) 27 48— T 5281
ML T IEEN,

IKE/IPSec X1 T4 7Y I— 3>
7T ARGy g i, VPNu— RT3 MR OAZ AR IR ENEE A,

VPNO— K N\SUL VT NERTE

High Availability and Scalability Wizard ZEFE L/ VPN O—F NS> 25D

&I
ATy T2

VE—h 27747 har74FXal—a T, BEOASAZFR LRy FT—27 128 L
TUVE—bEy a2 L TWLIEGEE, ZNUOLDT A ATy va v ARESHET S X
INCHETEET, ZOMHREIX VPN o — RT3 7 LT, &b AMOIERNT A 2
WZtvra b7 740 v I REREINET, ZOD, TRTOT A AR TAMN SRS
T3, VPNE— RNRT o A2E ), VAT LY VY —=ARRMIHER S, N7 —~
AL VAT LAOR MDA ELET,

VPN 2 — RT3 o ZRERT AT, IA—THNOETFT AL ZATUTE2ETLET,

FEDO VPN E— RNRTG U v T T NN—T @ ERETH I EICL>T, VPN rE— AT
///7&w%7% RELET, 2, (RAEIP 7 LA, UDPAR— b (BLEIZG L
T) . BEOIZ =T D IPsec HAEMENEZENET, T L—TICBMNT 5T XTOTA
A AZE, TN—TNTOT A ZOERNN & BRE | Fl—D 7 V— TRl &R ET 544
INRHD ET,

« FRALATVPN B—= RRFG UL V2L, AT Y v I T RLRET T4 _— [T
FLARREDT AL RAFHEOT BT 4 2 EHET DI LIZE D BN 271 R &
LET, ZNDLOMEIET A AL TR 9,

~

%7

anh

FIE

[Wizards] > [High Availability and Scalability] % #&4R L %9,

[Configuration Type] Hiiff T, [Configure VPN Cluster Load Balancing] %27 U » 7 L Th> 5, [Next]
7y LET,
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ATvT3

ATv74

ATy TH

ATvT6

ATy T17

ATvT8
ATvT9
ATy 710

2Ty TN
ATvT12

High Availability and Scalability Wizard 2R L=VPN A— F NS VS U T DERE .

VPN 0 — RRZ o v I N—T2k%RKT 1 OOIPT RLAZBRRLET, ZL—THD
TRTOASADBIEAET LTV v I H TRy hOT RUAHPFANT, IP7 RV AZREL
7

CDTNRAANBINTSH VPN B — RT3 7 7 —70O UDP R— b EfEELET, T
7 0 MEIZ 9023 T, BIOT FV r— a3 TZOR— FMEHENTWEEEIE, VPN
0— RARZ v ST 5D UDP D% — hESE AN LET,

IPsec 5 5k A X —T7 MZ LT, T34 A THEEINDHITXTOVPNE— RT3y
THHBES{E I K 91279 5HITiE. [Enable IPsec Encryption] 7= v 7 AR > 7 A% A4 I LE
7

IPsec HEMBFAIEE L TR LET, AN LI, @27 AX ) A7 7L LTHER
ENET,

TN—=THNTZDT A AZEI Y THEENMZFEE LET, HOHMPHIX 1~ 10 TT, &
SENANLIE, EENGFE T IIBEFE DT 4 L7 X TRENREE L L X, ZOT A, ARTV—T
T VIR DAREEEELET, BREMNERSERETDE (R 2IE10) . 20T
ANT 4 LI XTI D AlRetERm < 720 £,

GE) VPN 0 — RNRZ U o T T N—TNOT A R BIp b2 4 I 7Tl L7285
B BRUNCEEN LT=T A AR, T4 L7 XOEREER-TERESRET, 7
N—TNOET A RFEET DL TF =y 7 HITW, IV—TICT 4 VI ERDD
ZEERMERLET, BT RAZ—DRWIGE, TDOT A AR AL —OE| R
LET, BTEREIL, ZAV—TIEBNMSNTET ANA AL, TA—T AN =T
DET, JV—TNOTRTOT /A ARFERHCEB S e & &1d, m OB
NRERESNTZT A ANRT 4 L7 R0 ET, TA—THNOEEDT /A AR
FIRFICEE) S 4L, WL b im OBEEIRMISRE SN TV DEE, RBIEWIP T
RUREEFOTNA ANT 4 L7 X2 £,

[Public Interface of This Device] Z &R L £ 7,
[Private Interface of This Device] % R L £ 77,

VPN 7 T AT 2 MNiElith T NA RV XA L7 h 5 L& SMBIP 7 RLADRD Y IZT A
AADRA NG E RAAL AR LT, T4 L7 Ko TREBEM N AL CADBEE SN
5 X 9129 5121%. [Send FQDN to client instead of an IP address when redirecting] = v 7 78 » 7
RuEFATLET,

[Next] 27 U > 27 LET, [Summary] BHiCa 7 4 X ab—a VAR LET,
[Finish] #7 U v 7 LE7,

VPN 02— RT3 v 7 —TFORERSDS ASA ICEE S ET,

RDBRY

BEDASA ) — K03 — RKRXF o TOEDICIN—TEN, BX=2T7 7747 b
#il2 Z7 —7 URL OE AN LEREA . Hx D ASA / — R TUT 2T LERH Y £,

INCAYFIVEEE AP |
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HBVE— T VAT 7 7 AT, HEVPNE— RT3 JRBT KL (IPvd
BILOIPv6) 7 )L—FURL #FELE T,

¢« ZD/—FKDVPNE—RKRZ U7 7Y v 7 RLVAZH LTI L—7 URL &%
Hﬂ?[./ij‘o

7 V—7"URL IZ, [%& (Configuration) ]>[VE— K7 7 AVPN (Remote Access VPN) ]>
[y hU—2 (V54T k) 727&A (Network (Client) Access) |>[EFxaT 27747 b
¥%i 7 v 7 7 A /L (Connection Profiles) > [##i~7 2 7 7 A /L4 (connection profile name) ]>
CEAME 72138 (Addor Edit) |> [FEMIERE (Advanced) ][> [/ NV—T A VT R/ T )N—TF
URL (Group Alias / Group URL) |+ > CHEL £,

VNO—FK NSO VTDRE (74— FE2ERLEWNES)
Fl&

AT w71 [Configuration] > [Remote Access VPN] > [Load Balancing] %% L 9,
AT 72 [Participate in Load Balancing] 412 LT, ZDASANBE— KT 0T 75 ZAXZEN
LTWAHZEERELET,

B— R AT U ZIZBMT 5T _TOASA S LTI OHETR— K AT r T A
F—T VT HHERH D FT,

AT 73 [VPN Cluster Configuration] = VU 7 C, IRD7 4 —/L REFELET, ZbOEIL, KI8T 7
AR BERTRICTHILERHY T, TXTDOI TAXIZFE—DT T AXETEEITH LEN
Y ET,

s [Cluster IPv4 Address] : IPv4 {RAE7 7 A Z 2R EZ KT H—D IPv4 7 FL A ZHEEL £,
WY T ABZNOTXTOASANIKHETH37 ) v 7 73y hOT KL REHNG
IP7 FLAZBRIRLE7,

« [UDP Port] : ZDT A ANRSINT A8 7 A% O UDP R— b ZHEELET, 7
7 4V ML 9023 T, BOT FY r— a3 0 TCIOR— FBMERHEN TS
1. a— R Il 5 UDP Osideh— FESEATILET,

s [Cluster IPv6 Address] : IPv6 (RA8 7 T 2 X AR ZRTH—D IPv6 7 FL A& HEE L £,
WY T ABZNOTXTOASANIKETLH37 V) v 7 73y hOT KLU RHEHNDG
IP7 RLVAZBIRLET, IPV6 7 RLAZFEHALTWA I T4 7 ME, ASA 7 T A%
DARBENTWDLIPV6 7 RLUARM FEZIXGSS h—_"—RHATEXaT 7747 b #
aITCEET, FERIZ, IPV6 7 RLAZMH L TWDH 7 747 ME, ASA V7 TR
HZDONHENTWDIPvE T FLABRHAEILIGSS V—_"—RETEtx2T727I74 7 b
VPN i 2 FITTEET, ELODX A TOHREBASA Y T AXNTR— R AT 2w
JTEET,
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VPN O— K A5 vovdnRE (Y9—re@ERLangs) [

() D7p LB 1HEDDNS = N—TDNS H—_— J L —7RNREINTEY
ASAA L HE—T A AD1DTDNSI Y I T v INA X —TNIENTWD
5. [Cluster IPv4 Address] 35 &2 O [Cluster IPv6 Address] 7 « —/L K Cik, KR
TITABDTREM AL VA BEETEET,

* [Enable IPSec Encryption] IPSec 5 5k a4 XR—T NVEIZT 4 =7 M LET, Z0D
Ry V ReAd A LT, EAMEBEREEE L CTHRRALET, K7 7 AXND ASATL,
mwc%ﬁmLTLANmLmq%/zw%mfﬁhbi?}7vvﬂzﬁfﬁhéhé¢m
“C(DD** RARZ v U THERB S END LT 2L, ZOF =y IRy 7 A% A

ILET,

* [IPSec Shared Secret] : IPSec I 5{L23 A X — T /LZ72 > T 5 & X2, IPSec BT MDA
FEERERELET, Ay 7 ACANT DML, @ T 27 AZ Y X7 LFE LTHRR
SINET,

o [Verify Secret] : A ME WM A AT LE T, [IPSec Shared Secret] 8 7 AT AT) STz
HHWEFROM MR L ET,

AT T4 FED ASA @ [VPN Server Configuration] =V 7 D7 4 —/L REHE L 9,

* [Public Interface] : Z DT A ADNNT Y v J 4 H—T 24 ADLATETZITIP T KL A
ZHEELET,

« [Private Interface] : ZDT A ZADT T A X—h f L H—T 2 A4 ADHFTETITIPT N
AzfRELET,

* [Priority] : 7 7 AXNTI DT NRA AZEN LB CHTITAF VT 2BELE T, EOH
FIX1~107TY, T4 VT 1%, BEFRFEZEIBEFOY A Y —CREENBELR L
X, ZOT A ABNRIEY T AR vx&ﬂcfocéﬂﬁéﬁ%i% LET, BINEALZ & < 3%
ETIUL (10728) . ZOT A APRBY T A v AX—|Z b aReEREm< 7 £
T

GE) WA T AL NDT NA A Bl H 2 A 2 7 CRE L2356, ROICESE L
T NA AWM, ARIE Y T AR v A —O&FE R Ri-T LBESnET, WY
FAFNNET A —BYETH LD, BE)LTZ LSBT T RINOEKT
NARITF = 7 ATV, 7 TAZNES A Z —DBoDH 2 & R LET,
B~ A X —=DIRNGE ., TDOT A AN AY —DFEE R LET, % T
BEIL, 7T AFITGEMENTZTNA AT, N7 T w7 TN, R E
T AT T AZNOTRTOT /34 AD[AERE t@éhk&%@\%é®@
FMERE N ERTE SNT2T NA ADMEAR Y T AKX <~ A X — |20 £3, (K7 T R
ZNOEE DT 3 ARFERHCEE) S 7, WTI b m OB E S 1L
TWAEHE, HIRWIP T RV RAZRFOT NSA APMIIEY T AKX v A X —(T
e FET,

« [NAT Assigned IPv4 Address] : ~ DT /SA ADIP 7 KL A% NAT (2 L > TEH L 7=fE 5%
DIPT7 RVAZEELET, NAT 2 L2 WS (72137 31 ARNAT 2875
T7AT T A= NVOBFRITIZRNDNGR) X, 2TO7 44—V REZADOEFIZLTLES
AR

INCAYFIVEEE AP |
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« [NAT Assigned IPv6 Address] : Z DT /XA ADIP 7 KL A% NAT [Z &k » TEH L7=% D
IP7 RLUAZFRELET, NAT ZfEH LeWGa (F72157 31 AN NAT 235
T7AT U r—NVOERIITRVES) 1L, 207 4=V REEADEFIZLTLEE
W,

«[Send FQDN toclient] : ZDF = v 7R v 7 Z& AT 5 E, VPNV T AE v AKX —)3
VPN 7 AT v bMERiA T TALZ TNRA RV EA LT vT D L&, AMFIPT FLR
DROVIZT TAZTNAADHRA NG E RAAL UG 5HH LU TERERM KA A 4Rk
FanbsEHric2 £,

T FIET, ASAITE—RNRTG U T UEAL VLI aDIPT RVAEITE 7 T4
7 MZERFLET, DNSAICESSEAEMNMEH SN TV D5E. ZOFEAET Ny 7
T TNRAL R EAL VT DENTZ & EITEBHITRY 1,

VPN 7 T AT v N RO T AH TANAL A (7T AZHNDR]ID ASA) IV XA L7
FFBEXIZ, ZTOASAIZ VPN 7 T AL v AKX —L LT, DNSW/Ly 77T v 7 % H
L., TDZFAZTFNALZAD BMBIPT FLATIEARL) 2fEMi KA A 4 (FQDN)
EEFTEET,

JFGARNOE— RNF T TR ZADT_XRTONMBBLONE Ry NU—2 A
B—T A AT, FIUIP Ry hT—7 BICFETHLENDH D £77,

GE) IPv6 ZfEfI L. FQDNS 27 A4 7 > MIXET D & X2, 26 DLARNIE
DNS % U C ASA THER TEX 20 ENH Y £7,

RDEZRY

BEHODASA / — KR — KT DD TAZEN., EXaT 79470 - #
27 —7 URL O ANRLE/2358E . HAx D ASA / — RTUTEITHIXLERL Y £,

FVE— N T I BRSO T AN, KO — R RTG UV TRB S TG AR T RL A
(IPv4 B L IPv6) O Z V—7F URL #HELE T,

e ZD/—FKDVPNE— KRS 7 X7y 7 7T RLRIZH LTI L—7 URL &%
Ebijqo

7 V—7"URL IE, [%& (Configuration) ]>[VE— 7 7 AVPN (Remote Access VPN) ]>
[y bhU—2 (V54T k) 727&A (Network (Client) Access) |>[EFx=aT 27747 b
¥%i 7 v 7 7 A /L (Connection Profiles) |> [#%i7° 2@ 7 7 A /L4 (connection profile name) ]>
GEANE 721384 (Add or Edit) |> [FEMlIEXE (Advanced) 1> [/ NV—T =AU T R/ 7 )V—F
URL (Group Alias / Group URL) ]S4 > CHE L E7,
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veno— ks vy vrnsirE ]

VPN O— RN\S U2 VT DEERRE

HERESR Jyy—= PERETEHR

SAML #fH L7~ VPN 2 — F 507 [9.17(1) ASA 1%, SAML 3RGF&f#EH L7~ VPN -
THEVR—bTDHEIR0ELE,

VPN 2 — RRZ v 7.2(1) COMRENEAINE LT,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
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