EF A —)L TAX

%f~w7m%/% RETHE, VE—NETA—NHEEZ Y T 147 ML A SSLVPN O
a—P—PIETEFET, 22—V =B A= TeXURETEF AL By a U E2R
17125, BFA—NIZTIAT L IBSSL 7 haLZFEHA LT R RV EHSLLET,

BEFA—N TR Fu baIROLEY TT,

(0]

POP3S

POP3S X, 7947 FLASSLVPN B3V KR— T 2FEFA /L 7TaFTD1DTI, 'T
TNV EITIE, BX 2 VT4 T IAT U ANRR—1995%2 1) v A L, A— 995 F7=1%
Eéhtﬁ~%k@%ﬁﬁ§%%ﬁ%ﬂéh&ﬁ;Pmsfm#vm\$L§ﬁﬁT%%@f~
FCRFATLET, SSL b FIVMESL S 1721412 POP3 7' 12 h 2 UABRMG &, §RAEDM T
*4, POP3S 1F. B A—NZEHAOTa ha L Td,

IMAP4S

IMAP4S X, 747> L ASSLVPN RV R— T BHEF AL TrFD1>TT, T
THNETIE, X207 4 T T I9AT U ANRKT—1993 %Y v A L, &— 993 F7/=1H%
E SR — Fk@%ﬁﬂﬁ@mgﬁTéﬂi?oWMMS7D%/1\%L%Mtf%%@
AR—FTFHFAILET, SSL b RV SFLT-FRITIMAPAS 7' 1 ks L3RG S 4L, FRAEDS
TOET, IMAP4S IE, BT A—NZEHOT 2 haLTT,

SMTPS

SMTPS i, 7947 hLASSLVPN 3V R —FTBEF A= 7TrFTD1DOTT, T
TANEITIE, BX2 VT 4 TTITAT U ARKR—1988% U v AL, A~"— k988 F/midik
ESNToAR— b & OB HBEIRIZFF A SALE T, SMTPS 71 % 03, %L@ﬁtf%%@
R— N THFFAILET, SSL b RV I 12 SMTPS 7' 12 b =L Billh S 4, #RREAS
fThEd, SMTPS |Z, EFA— ik EHOT e h=2/LTCT,

cEF AN TR ORE 23—)

¢ AAA —R— T N—TDOE 21—)

cEFAN TOXVEEATEA A —T oA ZADFH (4 %—)

BT A= FaXLOWIOHRE (52—)

e Xy = R—DiH (6 2—)

Brr—L7oxy I}



BFA—)LFoxy |
B =7 Jox 08z

T U IHZDOFEE (13—)
BEFXA—)L TOXTLDEE

BFA—IL TEXLDES

ﬁ%f—w7m%/%%mbfm~ﬁw&)%—k®ﬁﬁ#% ETA—INICT 7 ®8AT A
a—H—iL, BFA—NTOTTLT, a—ATI7EA[AE)E— T 7 EARIIH A
OD?E%)‘ —/I/ T S PNETY,

'FF’%)(“—/V7H§’(/‘IZ//EI /VC:L‘—‘H_ b)uunméhéxlé‘gz})%@i‘a‘

AAA H—/\— J IL—TDHEFE
FIE

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [AAA] &R L £,

ATw T2 @2 Z 7 ([POP3S]. [IMAP4S]. F721% [SMTPS]) #IEIR L T AAA V— — 1 —T7 %
HAT, b0ty a  iElATET 740 OV —F R o—2RELE T,

* [AAA server groups] : [AAA Server Groups] /¥ /L ([Configuration] > [Features] > [Properties]
>[AAA Setup] >[AAA Server Groups]) ([ZBEIT25AIC7 Y v 7 LET, ZZTiE, AAA
Y= N— TN =T BME T ITRETE LT,

* [group policies] : [Group Policy] #¥%& /L ([Configuration] > [Features] > [VPN] > [General] >
[Group Policy]) (2R8I 2551227V v 7 LET, ZI Tk, Zv—7 KU r—ziENE
ToIFmETE £,

* [Authentication Server Group] : = —W —FEFEH OFRFES —/N— Z—T Z @I L 7,
T A F T, BRRE— AN RRE SN TWERT A, AAA ZBGEHF & L TERE L?ZfE'
121 ([Configuration] > [Features AAA] > [VPN] > [E-Mail Proxy] [Authentication] /¥R
) L AAA Y= AR—EREL T ZTER LWL HICREREC R L £7,

* [Authorization Server Group] : =— % —BA[ [ OFRA[H— 33— 7 )L—T %I L £7,
T A R TIE, B AN RNRESNTOVER A,

* [Accounting Server Group] : L—W— T AT 4 LV ITHOT IO T 4 T H—— T
N—=TZBRLES, 774NV TR, TAVT 4 7 == PNREINTNEYE
}\/o

« [Default Group Policy] : AAA %3 CLASSID B4 iR S 22 WA I 2 —F —IZH T % 71—
TR —BRLET, RST, 4~ 15 LFOEKTFTT, 774NV FOTN—T K

B &74A—1TFoxy
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aa—ri— s —70EE

U —EE S TWARNEEER, CLASSID B fEE L7 WEEE . ASA T Yy v a v 5k
MTEERA,

* [Authorization Settings] : ASA 3B A DI O T 22— —HDEERELET, ZD
%ﬁui FOHVEEAEZMHH U CERAE L, LDAP £ 721X RADIUS B A[ Z LEE L+ 52—
P S ET,

« [Use the entire DN as the username] : R A OREEFE L ZHFEHT 588N L E7,

» [Specify individual DN fields as the username] : = — % —38 " FIZHFED DN 7  —/L K
EHETDHAICERIRLET,

[DN] 7 4 =V NI, T4~V Evh XV D2 0% ERTEET, =& 21X, EA
PERLEGAICE, 22—V =3B A=V 7 FL AKX > TRFIEESET, John
Doe &9 —fix4 (CN) & Johndoe@msco comEWVWIEBEFA—NLT RLAEZFFO L—
‘U‘ ﬂ;’( John Doe % 7213 johndoe & L CTRAGES AV E W A, 113 johndoe@cisco.com &
PRESNDMERH Y £, EAB LV O IR L7255, John Doe I3
Johndoe@msco com ¥ X O Cisco Systems, Inc. & U CERRES D MLENRH D £,

* [Primary DN Field] : 88 FTHIZERET H 7744~V DN 7 4 — /L REERLET, 7
7 4V MZ [CN] T*f A7 a I, ROBONEENET,

DN +1—JLF EE
Country (C) 2 LFOEAME, E4 72— i, IS0 3166 E44BEFEIZHEML L Ty s
R

Common Name (CN) |z2—%'— T RT A, ZTOMDT T 4T 4 DLRT, T, ID P
O T GRbEAMEOE) L-ULTY,

DN Qualifier (DNQ) | 4#&E? DN @,

E-mail Address (EA) SFREAAET D —Y—, VAT A, FREZ VT 4T 4 DE
VT KL A,

Generational Qualifier Jr. Sr.. F7I3 I 72 & oA EE T,

(GENQ)
Given Name (GN) AEAEFTAE 0L (B) .
Initials (1) AERA T Ok & 4 DI D
Locality (L) FARE NPT 2 RIS,
Name (N) AEFERTA & DA,
Organization (O) Sth, FR, BB, e, Totox=> T 17 4 O4H,
Organizational Unit N OV 7 7 —F
(ou)

Serial Number (SER) |[FEFAED VU 7 LEE,
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EFA—LTaxy |

DN2«—JLF

ik

Surname (SN)

A ERTAT A Ok,

State/Province (S/P)

FAE DS FITE S 2 INROIR,

Title (T)

AEAEHTAE O (Dr. 72 &) .

User ID (UID)

AEAEATAE O ID #F 5,

* [Secondary DN Field] :

(AFvay) RATHICRET 2B XUDN T 4 —/V R

BIRLET, 7740 MI[OU] TF, A7 v a2, EitoRIGEHIATWDS
HOFTRTUTMA T, [None] BV £F, ZiuL, Bh XY 74— L REHEL

TEWEAIGRIR L E T,

BFA—IILTOXLHFFERATEZA2—T 4 ADEF

[Email Proxy Access] [ CiZ, T A—/L 70XV EHRETIHA LV H—T oA Anikp]T&
9, BErA—NLTEXFUE, HADOA 0 F—T 2 A ATREBIOwRETETET, £/, 1
DDA U HE—T 2 A ATEF AN TaF v EREBLORETIUL, ZORELZTXTOA
VH—T 2 A RHEATEET, BHEAOA LV H =T 2 ARY T A U H—T = A RTHKL
TEFA—N TR IR ETEEEA,

FIE

AT w71 [Configuration] > [VPN] > [E-Mail Proxy] >[Access] Z &ML T, /4 —7 =A ATA F—7
MZI o TWNWBEFA— N Tuxd v ERRrLET,

e [Interface] : HRESNTNETRTDOA VX —T = ADLFIEFERLET,

« [POP3S Enabled] : Z DA > % —7 = A ATPOP3S 31 F—TF/NnE HnzrLET,

* [IMAP4s Enabled] : DA > ¥ —7 = A ATIMAP4S A X —T N E I nErmLET,

* [SMTPS Enabled] : DA > Z—7 = A AT SMTPS 31 X —T/LinE d naERLET,

ATwT2 [EBdit]| #27 Vv 7 L, WHERINTWELA X =T oA ADEFA =)L T X VRELET

L/i‘g—o
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BFA—IL TAXTLDRIMDETE

FBFA—N TaxT DI, T L ICHERFFRERELET,

FIE

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Authentication] =& L £,
AT T2 EROBEGETRN LRI TE EF,

« [AAA] : AAAFRGEZ MEICT 2B AICEIRLET, 2047 a 2T 5121%, AAA
Y= N—ZRETLHLERHY ET, 2—F—F, ==V —%, F—— BILU X

J—RKEANLET, 2= =L, VPN 22—V L LE A —L 2—F—LZOMW 5% A
NTHRERDY ET, TDOLE, ANOZ—F—ZRRR D552, VPNAT U 2
ZIZE-oTREIY £,

[Certificate] : REEFRAEZ MHIZT D5 GITIEIR L £7,

(¥) HAEDASA Y 7 b =7 VU —2ATiL, sFAERGRIBETFA—/L 7Tax iz
st L CHERE L £ 8 A,

SEAESRGE AT A, 2 — P —1%, ASADNSSL 2T —3 g VIFIZHREFTE %
ﬁ@ﬂ%é’ﬁofb‘ézgiﬂﬁwif SMTPS 701:1%‘:/“( \ ?E%%EE;:E%DE ®ntunEj3
KELTEATEET, FOMODEFA—)L 7 ax > TIR2EEORIE TN MLIETY,

FERAERRGEICIE. TXTRLC CA 2 B3RITE N7 3 FEOERAENMLETT,
- ASA @ CA ZFHE,
-7 5472 PC D CA FFAAE,

-7 74T FPC D Web 77 UHREAE, EAGEHAEEZIE Web 77 UV REHE L LI
N E9,

[PiggybaCk HTTPS] : [ A A PGIE & /E 295 %é\ﬂ:\g*ﬁ L& ?_o

ZORFEAF— AL, 22— =BT TIZZ T4 T FLASSLVPN v g VAT L
TWAHZ EaMEELET, 2=V —TEF AN 2—F LT EANLET, A
U — RIIARETT, 2—%— i\wwn~% KL BT A— N 2— P — LD E AT
TOHMLERHDET, TDLE, EVO—WF—LNRRDGEIZTET, VPNAT Y I 4
WL > TREIY £,

IMAP (%, A2 —F = Lo THIRS N WE KDty v a U EARLETH, 22—
P =LK L CHFRENTWAREET 74 o a8 A, mmpt/yay@ﬁﬁ
CORKEEBEZ, 74T b LA SSL VPN B O AR N - HEI121X,. FD
Ba—PF =D LV AL TE EH A, UTOMIRIH Y 7,

SMTPS &+ A —/id, OB XN 7 2FEHLET, TEAEDSMTP ¥— 33—
N, =P —Na A T2 LEFTLTNRNEZHTT,
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B oo 5—i—omn

EFA—LTaxy |

GE) IMAP i, [ARf2—HF I Lo THIR S e WDt v v a v E2 AR L F
TR, =PI L THAINTWDIRFE 7 A OB EB A FEA,
IM@?/VEV@ﬁﬁ’@%kﬁ%%i\7?47VFVX$%WN%%@
ARWIRA NI EI12IE, TOB—F—BF LW AL T Ed A,
LLUR DR D 8 1 iﬁ“o

- a—PF—[ZIMAP T S ) =2 a VAR T LTCASA LDy v a &7 )T
LTb, #HLWZ T4 72 kLA SSL VPN i 2 S T& 5.

-EEE D IMAP o —F— D[RR 7 L E & <> ([Configuration] > [Features]
> [VPN] > [General] > [Group Policy] > [Edit Group Policy] > [General]) ,

BT AN T RF O HTTPS/ EF— Ry VRBALE T 4 B —T M T 5,

* [Mailhost] : (SMTPS D #) A—/LiR A NBFEA MBEIZT DA IR L £97, Nm%k

IMAP4S [T A — /LR A NGEE FATT D72, ZDOA T 3 if, SMIPS DIGAIZT
FERRENET, ZORGELTATHE, 2=V —DEF A —/La—P—4, #~A~ %i
OIRA T — RABRMBETT,

A% H—I—DH A

Z @ [Default Server] N*ﬂ/“(‘é‘i ASA DT F L —"—ZflHl L, EFA—L T rFIZ
KLTT 74N b == F—h, BLOFERE Y v a VHIRERETHZENTEE

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Default Servers] &M L £,
RT9T2 RO7 4 — NV REFRELET,

* [Name or IP Address] : 7 7 4/ NOEF A —)L T ¥ —/—ODNSA F/ZILIPT K

VAEANTILET,
* [Port] : ASA 23 %%~w7m%/%774/7%)/2/¢5T~%$ﬁ%ﬂﬁbi
o BRIE ST — MIHT 28RS BB AT SN E T, EFA—/L e it

SSLEHRE T2 = 0)‘\]”* NCEFRILET, SSL b ¥ RIVDFESL ST 12 IZE L A %11/7 mt
3?‘/75‘%%&'&%“ ptun i)\?fb“ij—

T 7 )V FOREIFRO LB T,
« 995 (POP3S DL
« 993 (IMAP4S DIEA)

+ 988 (SMTPS DIEE)
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* [Enable non-authenticated session limit] : FEFRFEE T A —/V 7 XL v a O EH|R
TAHLGAICERLET, BIE7REATOEYy 3 VORIREZHRETE, ZHUCL-T
DOS AP E £, Lk Y a Ui, Eﬁﬁéﬂtﬁ?%ﬁ%fzé L. ASA b
WIERRGEEE LA 46 T L E 3, FERAEE A TAAE L2 WA, b i WG & T
LEd, £hiC iOTm£ﬁ$@ﬁ//a/ﬂ%Tﬁé ki%@iﬁh

B A=V T X UERICIEL, 3 ODRENRH Y T,

CHHLUZE A — AR SN D &, [RREES LTV W IREBIZZR Y £7,
 ZOEER TR IND &, [FREET) REBIZRY £,

« ASA DR ARAET D & [RRGES A IRRBIZZ2 0 £,

TYIADHKTE

TONRFATIE, BFA—N TaXFVGECHEHAT 22— —£/A T =R T U I X LH¥—
N—=FIJIXERELET,

FIE

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Delimiters] Z& M L £,
ATVT2 ROT7 41—V RERELET,

» [Username/Password Delimiter] VPN 22— —Z LB A=) 2—HP =L XY 572D
TUVIZEERLET, %f~w7m%/fmmmw%ﬁﬁfé%é\kiowm
=P LB AN =P RRR LA ICH O ——A 2 EHLET, &
A= Trxy tyaric m&4/?5&%;\i~$~ﬁﬁﬁ®i~f—%%lﬁ
L, I CRELETVIXTREUID E3, /o, EFA N ="K EANLET,

GE) AT MLV ASSLVPNEFA—/L FaFxy a—HF—D /AU — KT
VIFELTHHEINTWALFE2EHDDLZ EIXTEEEA,

[Server Delimiter] : L—H —% LET A —/L —N"—LE XY H7-DDT Y I X ERINL
F9, TOTUIZE VPNAT U I X LTINS T 28 ERHY £3, EFA—L T
oy vavicun A rTr550E, 22— —47 4 — NV RiZa—%—4 & ——

O HFEATTLET,
712:,%1“ VPNATVIXZELT &AL, h—N"—=FVIXLLC@aElEATIH
BT, EF AN T URHATESF AN TR I8In A 0T56EF(C

Vpn_username.e-mall_usemame@server LW B TCa—YP—HEZ AT LET,

EFA—IL TOxS
I
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



