LTIV 7oA KR) O—

TOETIE, AATIvI TI/RRARI D —2RETDHHEEZHRHALET,
cHAF IV TIEARY —IZHONT (1 =)
cHAFIvI TIRAR) D —DTFTA LA (3X—=)
cHATF I T EARY —DRE (43—)
* DAP O AAA BMHEEIIEEDRRE (8 X—)
*DAP D= KA v MNEME@RIEEORE (12 X—)
« LUA Z{# ] L7= DAP (28T 5B DAP EREHEDOER (27 =*—)
*DAP 7 7B A LFFRIR Y —BEOHRE (34 2—)
* DAP Z#ffi [ L 7= SAML R8AEDORE (38 ~—)
«DAP b L—ZADFELT (40 <—)
* DAP Off| (41 ~—77)

BAFIVvO THOEAERYSO—[ZDNT

VPN 77— b7 = A (FE 72 BREECEVME L £7°, x4 D VPN #2521, BHBEICER NS A >~
F 73y FRE. N OKZ 22— —RNE I ETIEF e —L, BXUOREE X2 T4 L
APULNRRBRDBVE—F T 7 RBRA YA bbOa A i EEOERN BT 5 Al RerEn
HYFET, VPNERETOZ—V—FBA DX AT T, AXT 4 v T IREEDF v 8T —27 TOFR
WA AT X0 B0 EHETT,

ASA TlIFAFTI v 77 AKRY— (DAP) IZk-T, b0 S F & F B 5Tk
TOHRAMELRETEET, Y4T30 7 778 A R —iF, BED2—P— o RL
Flia—V— kv va  CBHEMNTE - EOT 7R ar ba— L EMEERE L CERL
FT, INODREMEICEY, BEOIN—T A NN— IR KRR X2 VT o
ORJEIZHLLES, DFED, ASATIE, ERLIARY U—IlEKSE, FFEDOEY 3 »~D
T I AMENRFED 2 —VP =I5 SN E T, ASA X, ——3BE L 7S T, DAP L
TO— R DBEMEEFEIREZITENTHZ LIk > TDAP 4/ LET, DAP L 22— R,
UE—RTNRARADTY RAFA Y b X2 U7 4 ERBLOREES N2 —F —D AAAFF
BHICHESOWTOBIRENE T, BIRENZDAP L a— RNiE, 2—H— oL Eidty s
ViCEAESNET,
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FAF2v o 7oA RYL— |

DAP VAT AL, HEEMLBELTAROALKR—R L "BH Y 7,

cDAPEIRa L 74X a2l —T a3y 77 By a U HESHPIZDAP Lo — REER L
THEATH7-OIC ASAMEAT 5, RENRTTRENTZTHF AN 77 A4/, ASA EITHRAF
ENET, ASDMAEZFEHL T, ZOT77ANVEER LY, XML T —4 T ASA I

Ty 7a—RKL77Z) TxET, DAPEIR

RET FAMNT., 22— —DBET BT RTO

BHENTHEH SN TWET, ZUTid, AAABM, =2 FARA U MEH, BXOxRy U —
27 ACL & Web Z A4 7 ACLD7 4V % iR— hfigik, URLOU A & LTRESNTZT

JRARY =R ERHY ET,

e DfltAccess R U ¥ —

WIZDAPH~ VU — T —TNDEEO= N) T, 7744V T+«

HLA0, FTAN R T 7 EAKY DT 7 EAKY L —RIERBRETE ET75, AAA

BPEET T FARA V NEHEITZEENTE LT, ZUOLDORMEITRETE EEA,
DfltAccessPolicy IZHIfR CE £ A, Flo, P~V — T —TLDOREOZ MU IZ/->T
WHRENH D ET,

SERIZ SV T,

['Dynamic Access Deployment Guide]
(https://supportforums.cisco.com/docs/DOC-1369) % ZHE L T 72 &\,

DAP [ZLBYE—F 70X 7O FIALEELUVRAF ¥

DY R— b

ASA 1. BHENRE LIZRAF v

&Y — L

MY =V EHERA LT RRA v b X2 )T 4 B

A LET, ZORAF ¥ MY —i2iE, Secure Firewall R AF ¥ £ 2 —)L, ST L7
HostScan/Secure Firewall I8 A F v /3y 77— BIONAC REENFT T,

WDFEIZ, DAP XY R—FLTWAEEVE—FT27®A 70 ban, 2oL THREHEREZ
RAF ¥y —, BEIOREFEDOY — T L THREESN A E#RA R LET,
H1R— &35 1) |Secure Firewall 75 | Secure Firewall 7 | NAC CiscoNAC 7 75
E—FT7O9ER | AF¥YED2—IIL| RFXED 21— AT VR
Jakan RRA b X%+ > |Hostscan/\y /7 —
nNyhr—=o o
Secure Firewall 7 | Secure Firewall 7~
AF ¥ AF ¥
T ANMER, V| T THRIKS |[NAC AT —4 A |VLAN % A 7' &
VAR F—D | L=V F N | BIET VLAN ID %X
B, 77 at | 7747 74+—
2 FXL—F 4 | VT hy =T OF
VT VAT A | REIRT
S
IPsec VPN X X B X
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DAP(zk % E—k 7o RN~ 2 [

HiR— k&t B | Secure Firewall 7% | Secure Firewall 7< | NAC CiscoNAC 7 75
E—FT79ER | AF¥YED2—IL| RFX¥ED 21— AT7R
7akan KRR b X¥ > |Hostscan/\y 4o —
nNyhr—=o o
Secure Firewall 7 | Secure Firewall 7
RF v RF v
Cisco AnyConnect | %}/ PO PO P
VPN
74T LA |G PSS X x
(77 7 _—
A) SSL VPN
PIX 77 b A/ L—| X x x x
Fa¥xy (KA
F v fHMmIX AN
)

DAPIZ k5! E—

7O EREREDY—T VR

RO —r o AN, BFHER R ) £ — b 77 B A e SIS e OMEEZ R LET,

1
2.

BAFTZIYY
N

VE—h 7547 M2 VPN #5523 £ 9,

ASA I, T &N 7= NAC fiE & HostScan/Secure Firewall /R A F v 2 L TR AF v 2F
iz 21T L FET,

ASA T, AAAZN L TCa—Y—%FFEL £7, AAA Y ——F, =—F—0BAEED
i@]\/ij‘o

ASA 1T AAA ZRFATEMEEZ FDE v 3 @A L. VPN M RV EFESL LE T,

ASA 1T, AAARTIERE v a v ORAF ¥ iHHIEFHRICESNOTDAP L o — FA®IR
L/i—a—o

ASA [T3#IR L7 DAP L =2— RS DAP BIEZERN L, TOEH S N-EMED DAP R Y
=2 F9,

ASAIZFDODAPRY > —%E v a @A LET,

TOEBAR)O—DI4EURX

6=

ZOREREIE. A 1 — FEESEHERED Ve 7 LTI TE £ A,
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B srsvr 798z %0—0mE

AT v 7T 7 BARY — (DAP) (ZiF, IROWTIND T A 2 ARMNETT,
« Secure Client Premier : 9°XTC® DAP #HE2 AT 2545,
» Secure Client Advantage : XL —7 4 VT VAT AB LA RV —FT 4 VTV AT AET
X EXFaT 29470 s DONR—=VarF oy 7HEH,
BEErEYD
DAP ~D ®Xx 2T 7747 b = RRA L MEMEDBEM (15 2—)

BAFTIVY) FTIOEAKR)O—DEE

1R BRI

o FRIZFRHEHK DR WREY . DAP =2 KA v M@t 4 R E T D i, HostScan/Secure Firewall
RAF v %A AN VTHLERHD T,

* HostScan 4.3.x 7> HostScan 4.6.x LARRIZ T » 77 L — N3 5581, 7 v 77 L — ROH]|
(2. BEAFD AV/IAS/FW = RARA > b B2 %G T 50 AMFW — 2 RaRA o REMES
BATT20ERHY £F, 777 Lb— FBLXOBITORERFIAIC OV T,

[ AnyConnect HostScan 4.3.x to 4.6.x Migration Guide] ZZH L T 72 &\,

« Java Web Start ¥ = U 7 1 ORJED 7=, 7 /31 AT webvpn N—ZA DR EZHEHT 55
BlE. RE LML RERT Y RARA  MEMHEICANITE W E3d Y £, ZOE
ERRRT HITIE, ASDMT AY 7 77V r—arw#EHT 50, £t lavat =
U7 ¢ OFSE LT AEA BIE# O URL ZB00 L £ 7,

e T AN, TutA, LIYRARIDZY RRA LV NEEERETAENC. 77 A, T
T2, LR MY OHAHostScan/Secure Firewall I8 2 F ¥ @BIEA R ET HHLERH Y £97,
FIEIZ SV T, ASDM NGl 7Ze UL EimIZBE L, [~V (Help) 127V v 27 LT
<TEEW,

« DAP %, ASCI XFDHVIR—FENET,

FIE

ATv 71 ASDM Zi#E L, [&FE (Configuration) 1>[JE— ;7Y 2XVPN (RemoteAccessVPN) ]>
[y kT—H (US54 TF7> k) 71X (Network (Client) Access) | >[#4FT I v o979+
A7R1) & — (Dynamic Access Policies) | %R L £,
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ATy T2

ATvT3

ATy T4

ATy TH
ATvT6

ATy F1

g4+39s 702Ky —0%E [

Gx) [Add]. [Edit], 3 X O [Delete] 77 ¥ = > @ FIZ [Incompatible] 77 & a LR X L8
FKRENDHEIE, T A7 7 U O LY BEFDAP A Y 2 — (HostScan4.3.x
VIR 28 U CER) & B 72 < 7po723—Y 3 > (4.6.x L) (2 HostScan
BT 7T L—=RLEIELTWET, VXA ABTFRIEEZFEITLC, RELH
JESHELUENRDHY £,
[Incompatible] 7 7 3 a > KR SN HYG 1%, HostScan D7 » 77 L — R34k
SN, BREOBATHMEIL R o722 L 2R LTWET, FHEMARFIRIC OV T,
[ AnyConnect Hostscan 4.3.x to 4.6.x Migration Guide] #Z M L T 72X\,

BEDODYNY =T HRETNINSN=YFT VT 7 AT U —NDT RRA Y NEEEZE D HI
I, XA O BT < O [EE (configuration) ] ) /7 Vv LET, ZOV T
IO OBERERZ T TIZA F— 7 /WMIZ L TV AEAICIIFR RS NERT A,

RIEFRHFDDAP DY A v aFERLET,
T =T ZIFRD 7 4 —)v RBREREINET,
* [ACL Priority] : DAP L' 2 — RO 7 I A4 4V T 4 £ R LET,

ASA 1L, BE DO DAP L a— R)nb %y hU—2 ACL & Web # A 7 ACL #4795 & %
2, ZOfEEM A L CACL 2 mBEACIERAHT LE T, ASAIE, & ENOT T4 T ¢
BENOER MILOTI7A4AF )T 4 FHOIEICL a2 — FEWR, KK FMLOTI7A4 4V 7 4 %
T—=TNO—FTFIEHELET, BFEEBRKREIWIIETITAF T AoDBENZ EE2BRLE
I, 2z, ENR4DODAP La—RiHMENRN 2D L a—RELDEEWTIA4 4T 4 %
FOZ LI ET, 7I9A4FV T 11L, FERITOWANEZITITEERA,

* [Name] : DAP L 22— RO4 R #F R LE T,

* [Network ACLList] : v > a VCHHIND 7 74 7 U+ —/LACLOARTZR R LET,
* [Web-Type ACL List] : &> = IZiMH 415 SSL VPN ACL D4 RTZ R R LET,

« [Description] : DAP L' 21— RO HEYZFHH L £7°,

[Add] £721X [Edit) 227 UV v 7 LT, XA F v 7 T/ BAR) > —0BMNEZITRE (6
N—=) BFITLET,

[Applyl 7 U v 2 L C DAP ZEZHTFLE T,
[Find] 7 4 —/V REHHAL T, ¥4Iy 7 772 KY >— (DAP) #HFELET,

_®74~wbmwﬂﬁ%%#ﬁé& DAPT— 7 )V D47 4 —)bv KOLEEEE S O LR
N, I3 EINET, VANV RKI—RE2ERT 5L, BBEHNILN Y £,

7= & 21X, [Find] 7 4« —/V RIZ Tsal)] E AT LA, Sales &) 4HID DAP & 13—
HLFETN, Wholesalers &) 4HITD DAP & 13— ﬁ(biﬂi‘/u [Find] 7 « —/L FIZ *sal
EANNTBHE, T—T/LHND sales F721F Wholesalers D H b, KANZHIL L= DK
HEES,

HAF I TI7RARI—DT AL @—=V) #FITLTRELMWRLET,
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B 5 rz00 7o Ky v—nBmEr3EE

FALFZvYy

ATy T

ATy T2

ATvT3

ATy T4

TOEAR)O—DEME-IZIHFSE

FIE

ASDM % j2#E) L, [Configuration] > [Remote Access VPN] > [Network (Client) Access] & 7=1%
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add] %721 [Edit] Z8&R L 9,

ZDEAT Iy I TI7RARY =040 (WMH) EHH (F7vary) 2ZANLET,
* [Policy Name] I%, 4 ~ 32 SLFOLFH|T, AX—AIEHTEXEHA,
* DAP @ [Description] 7 4 —/L RIZ1X 80 LFFE TANTEET,

[ACL Priority] 7 4 —/V R T, ZDXAFI v TI AR —DT T4V T 4 #REL
\iﬁqo

X2 VT4 TTIAT VAL, ZCCRELEEFTT 7 8A R o—Z#ALET, &
MRENEETTA AV T 41 3m< 20 £9, AMEOHMIT 0~ 2147483647 T, 77
v MEIZ 0 TT

Z D DAP OBEPILELFRE L T,

a) [SelectionCriteria] <A > ® Ka v 7FXZ 7 A K (FL72L) T, 2—HF—RZDHA
T TIRARY) V—EHEHT DT, TRTOY RRA v M@ Ew-TZ &
WMz T, ZZTHRESIND AAABHEOWT A (JANY]) F£72159 T (JALL]) »
WL RD 00, £k b—URE (INONE]) THLONEERNL 7,

HETLHI L FVIIHFTENEE A, AAA BHERoT  RARA o M@ 28 EE 32 DAP
La—RERETHE, La— FRRITRTOBIREELWMZLTNDZ LR DDT,
ASAITFIWCFD L a— REBIRLET,

b) [AAA Attributes] 7 4 —/L R® [Add] £721X [Edit] 227 U v 7 LT, DAP ® AAA JEMEER
EHEORE B82—) ZETLET,

c) [Endpoint Attributes] fEJ C [Add] £721X [Edit] %7 V v 27 LT, DAP D> KR4 > N
PEEREEORE (12 %—) 2FITLET,

d) [Advanced] 7 4 —/V K% 27 U v 7 LT, #unique 178%F(T L9, ZOMEEZHHIT HIC
%, Lua 7177 I U SEEOHGRDBLEETT,

« [AND/OR] : FEARM/2EINL—L L ZZ CTANTHmBEA L oREERLET,
oib\#T:&EémfwéAAAE@kiom/hT4/%E@ H LW E A
BT D00, FREFEFNOREFHADBEICEZSRZILO0ERELET, 774
JL M i% AND T,

[Logical Expressions] : ZHEND X A T DT RRA > NEMEDA A K o 2%
RETEET, LV AAA BB T 1T R A v FERIENE (B 0ixzo
)7 ZE#FT D7V RO LUATFA M2 AN LET, ASDM I, ZZCTAH
ENTZTHFANERGEE T, 7% A2 DAPXML 7 7 A M a B —3 5721 T,
WLERIE ASA I Ko TiThodL, T RREZ UTEFE S N E T,
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220 ASARBIT DAPXML 77 A LE A wif— b & UT o 2K—+ [}

dapxm 7 7 A VDA AR — T ZAHR— MIONWTIE, 220 ASA [T DAP XML
T ANEA YR= PBIUPT I AR = (T=2) 22BLTIZEN,

ATV TS ZODAP DT 7B R/FHFRIEY —EBEEELET,

ZTRET BRI, BEFOZ—F— SA—T bURA T N—T | BEOT T A0 b
DI V=T La— FEED, A VAT LORBAfEE X LET, DAPT 2 ¥ A &R
V—BEORE (34 =) 2ZRL TSN,

ATv7T6 [OK] &7 V7 LET,

2 ODASAFBICTDAPXML 7 7 M ILEA VR— B LU I Y RKR—
ASADFEAFT I v TI7EARY — (DAP) HEIL, ASADT T v a A€ kO dapxml
LWV T A NVITRTEENE T, 2O 77 A MIiE. DAPRY U—OBIRBEHENE ENTNE
D

Y

GE)  dapxm 77 A NEZ 7 AR— ML THIEL mlELEZH>TWDEHE) | BEAS A —HL
TRERTZEIITEETN, REITHVRHD L, ASDM 3 DAP L 22— ROMBLZ{Z L3 5 /]
BEMERH B2, HHICEELTLLEIWY, BRkOZ O pE8IET S CLLIZH Y XA,

WROFNEZFEHL T, 250 ASAB Tdapxml 7 7 A V& AV AR—FBLORZ 7 AR—KMLZE
D

FINETIX, ASA#1 725 dapxml 7 7 A V&7 AR — bk L, ASA#2IZA > R— 3 5%
LET,

ASDM % L7= ASA TDO 7 7 A WILBRIZ D Tik,  [Cisco ASA Series General Operations
ASDM Configuration Guide] @ [Managing Files)] @IEZ S L T Z IV,

FIE

ATYF1 ASA#2 O dapxm 7 7 A V&7 VT LET,
a) ASA#2 OF%TE & dap.xml Z AN D tip £ 720X fip B— S—IRFELE T,
b) ASA#2 O ASDM %##& T L £,
GE) ASDM T >[Y—JL (Tools) >[Ny 9 7 v TDE&E (BackUp
Configurations) ]>[DAPZ&E (DAP Configurations) |47+ a v &H L T,
dapxm 7 7 A W RAFTH 2 &b TEET,

ASA#2 7T v a AEY LD dapxm 7 7 A VOLFTIEER EIITHIRT 22 L TEE
—éqo
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B srzvr700xKuv—0F2 ¢

ATy T2

ATvT3

ATvT4

ATy T5

ATvT6

ASA#2 2~ R7a 7 K~ C, clear configure dynamic-access-policy-record =2~ > K& AT L
T, DAP L 2— ROWEREHIBRL £,

dapxml 7 7 AV ASA#L 7 T v v apbE I AR— L, ASAHR2 7 T v allf vR— kL
ij‘o

dynamic-access-policy-record =1~ > KZ{#HH L T, ASA#2 D ASA#1 "5 D DAP L 21— Rt
MY ZRELET,

ASA#2 T, dynamic-access-policy-config activate =~ > Rzl L T DAP ZHM L£7,
GE) ASA#2 O ASDM ZfHfLE) L T, DAPREEZT 7/ 7T 4 72T 52 &b TE X,

ASA#2 T ASDM #HE# LE 7,
HLWDAP AR Y o —IL ASA#2 THRESNET,

BAFTIVI TOERRIO—DTRE

ATy

ATy T2

ZORA VT, BABMEEONT E45ET 5 2 LICk > T, TS ATRESNS DAP L
TRy FSREBINENE I NET A PTEET,

FIE

BIEOT ZFRET HI2IE. [AAA Attribute] 77— 7 /L & [Endpoint Attribute] 7 — 7 /L2 B
(T BT [Add/Edit) R & 2 L £,

[AAVEdit) RZ > &7V v 75 ERRINDF AT 171X, [Add/Edit AAA Attributes] ¥ « &
K7 & [Add/Edit Endpoint Attributes] %A 7 2 77K v 7 AZFRINDZA T a 72l Ting
7

[Test] Z"Z > %27 Uo7 LET,

FNRAALEDODAP Y TV AT AE, KL a— FOAAAB IO RARA v MR EM: 2 35
THEXIL, INOLDEEZSR L E T, FERIL. [Test Results] FEIKICER R SV E T,

DAP O AAA B EIREEDETE

DAP I AAA—E R ZME LET, HESN TV IRAIEMEOE v MIR LI TWET I,
LD DRI K> TAAA TSN DR ATBIEL N TE £, AAABMEIL, CiscoAAA
JEVEPESJE 2y S E T 50>, ASA 73 RADIUS %7213 LDAP — =555 9 20 @t —X
MHIEETEET, ASAIL, =— W —D AAAGRAIEH & > v a U ORAF v FH0E RICHE
SWTDAP L a— R&EIR L ET, ASAL., ZOFRICESOTERDDAP L 22— R &R
TX, T oD b a— REEK L TDAP B EMEEEMRL ET,
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pap o ana EitREE0EE [

FIE

DAP L 22— ROIBIREAE L LT AAA BIHEEZRET 521X, [Add/Edit AAA Attributes] % 1 7 &
TRy 7 AT, T % Cisco, LDAP, F7- iRADIUS)E@% XELET, ZHbDEMIT
ANTHEITH LT =) £721F N=] OVWTFNNICHRETEET, K% DAP L 2— | L;QTET
AE72 AAA BIEOEUTHIRIZH D A, AAA BIEOFEHIIZOWTIE, AAA BYEOER (11
N=) ESZRLTIEEN,

[AAA Attributes Type] : K> 7H > U R &M LT, Cisco, LDAP, %7213 RADIUS J&
PEABIRL £,

* [Cisco] : AAA BEEET VIR FEIN TN D 2—Y —BalEEE2 S L E7, DAP L a—
RO AAARRBENEIC, b 02— =R REO/MURY 78y NEEETEET,
ROBHENZENET,

s [Group Policy] : VPN —H— & v o g VIBEAMT LN TWAE 7 —T R o —4
ZRLET, BX2 VT4 T IAT L ATa—RVCHKET S0, IETF 7 7 %
(25) J@Pt& LT RADIUS/LDAP 75 3%(F L9, &K 64 LFTY,

s [Assigned IP Address] : RV > —IZfRETHIPvd 7 RLAZ AT LET,
* [Assigned IPv6 Address] : 7R U > —IZFEET D IPv6 7 RLAZ A LET,
+ [ConnectionProfile] : = %7 ¥ a > X b U 7 DI N—T4, K64 LTFTT,

s [Username] : WL SN 7c 2 — W —Da—W—%4, K64 XFTT, v—HLBGE,
RADIUS F8ZE. LDAPFGEOWTNMNE, F2ITZ OMOFRFES A 7 (RSA/SDI, NT
Domain 72 EOWF NN EEH L CWAEAICEA S E T,

c[=1=]: BELWEELL AR

« [LDAP] : LDAP 7 74 7> hME, =—H—D AAA & v ¥ a VZEEfHT b7 —#
f\“~xc:e§>é¢&‘f®z‘w’?4 7 LDAP JGEBMHAEDO T /77 LET, LDAPZ 747
VT, ZELEEOSEREEEZ T — 2 X—RACEXIAL T T, ZOLARIOEKG O RYE
T R_RCEFEEINET, 2=V —La—FRLIL—7 La— RO 5N LDAP H—/3—
MHFpAIAEND E, ZOVFTIVARRETIHENRHY £7, =—F— L a— REHEn
BRAONCFAIATEN, Z—7 La— Rl bEicEbanEd,

Active Directory 7 /V—"7 A L N—3y TRV — M 57202, AAALDAP 7 74T

I Ti%., LDAP memberOf JGZ& JBMEIT X 2 KR 7250 BE 3T o4 £ T, AD memberOf J& %
X, ADRNDZ/V—7 L a— RO DN XFFZHE L ET, Zv—7O4RTNE, DN T
FINDIAD CNETY, LDAP 7 7 A 7 b Tlik, DN UFHIN D Z—T 4 &t L

T, AAA memberOf Bt L L THM L, IRERBMET —# ~<X— X2 LDAP memberOf J&1%: &
LTRM L ET, LDAPJSE A v —NITIBINO memberOf BN FEET HHEES. T
LORBRMENS T N—TZ 0N &, 7510 AAAmemberOf EBME L FEE ST, Z—T74
W~ TR BN LFHINERSNET, ZOXFINIISERBET — 2 X—ANTHE
FInET,
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X E

LDAP fRGF/FRA[—/N—=~D VPN VE— K T B AXA ®v 3 VNRD 3 DD Active
Directory 7 /L—"" (memberOf #12%) OWFNnEIETHAIL, ROMEY L7 £,

cn=Engineering,ou=People,dc=company,dc=com
cn=Employees,ou=People,dc=company,dc=com
cn=EastCoastast,ou=People,dc=company,dc=com

ASA IX. Engineering, Employees, EastCoast ™ 3 ->® Active Directory 7/ /L— 7 ZJLEE L &
T TNHDOTN—TFIE, aaaldap DFFFEHEL L TED L) A GOETHHEH T
i ‘j‘o

LDAP EIEIZ, DAP L 22— RNO @S & RMEE O T THER S T\WE 9, LDAP B
AL, HESTZHED MERH Y . RIF, DMCFEEXBILET, 72L& 2iE, AD —3—n
HR & LTGROV IZ, LDAP & D Department # f5E L7244, DAP L 2— K

X DRMEREICE ST —HLERA,

GE) [Value] 7 « — /v RIZBEEOEZ ADNT 2121, Elany () 27V 3IxL
LTERLES, WRIChHlZRLET,

eng;sale; cn=Audgen VPN,ou=USERS,0=0AG

[RADIUS] : RADIUS 7 7 A 7 > M, =—HF—D AAA L v v a VIZBEMIT b7 —
B R—=2 DT XTDFRA T 4 7 RADIUSIGE BRI DOLT 2 %17 L £9, RADIUS 7
FA TV M, TR ZNEFCREREE T — A R CEXIALE T, TOLEIO%
ORI T RTHEREINET, 2—F— La— BRI V—7 La— RomFn
RADIUS — =LA TG, 2O F U ARRAET HAREERH Y 7,
a—H— La— FNEEDERIICHAAEN, ZV—7 La—REEL b FEICERESn
7,

RADIUS 1%, DAP L' a2 — FRNDOEMEE L BHEO T THER I TWET,

6:3) RADIUS J&PEIZ5U T, DAP (3 Attribute ID = 4096 + RADIUS ID & 58 L %
j‘o

WA R L E T,

RADIUS & [Access Hours] @ RadiusID (X1 TH Y., L7221 -> T DAP EM:
1% 4096 +1=4097 & 720 £,

RADIUS J&M: Member Of] @ RadiusID % 146 TH Y. L7223 -> T DAP B
E1E 4096 + 146 =4242 L 720 £9,
LDAP 3 J UV RADIUS BYEICIE, IRDEDRH D £7,
* [Attribute ID] : BYED A RI/FH, K 64 LFTT,
s [Value] : J@H4 (LDAP) F7-i13%kfli (RADIUS) .
[Value] 7 « — /b RICEEOEZ AT 5121, BEIavy () 27V IX L LTHE

A LEJ, #l: eng;sale; cn=Audgen VPN, ou=USERS, 0=0AG

c[=1=]: BEELVESELL AR

B 773y 70€RrR)I—
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Active Directory ' JL— 7 D ER 1% .

« LDAP |21, [Get AD Groups] A8 % 23 & £ E T, Active Directory 7 /L— 7 O HAF (11
N—=) ZSZRLTIEEN,

Active Directory 7/ )L— 7T D EF

Active Directory % —/X—(2 7 = U —%FAT L, TDOA » THIHAIHEZR AD 7 /v — 7 IV G
DELZENTEET, ZOMRRIL. LDAP 2 L T\ 5% Active Directory ¥—/3—721F T
AENFET, ZORF U iE, Active Directory LDAP $—/3—(Zxt LT, 2—WF—NET 57
N—T7DU A K (memberOf ¥2¢) OWEDLEEEITLET, ZOTNA—FIEFREMHEH L,
BAFTI v TIERARY U—0 AAA BPIEEZIEE L 7,

AD 7' V—1%, Nv 2 7Z 2 KT CLI ® how-ad-groups =~ > R&fif9 % Z & T LDAP
P R=nOEEEINET, ASA BV — —DIREZFFOT 7 4+ /v MR 10 0 TF,
aaa-server IR A b 27 ¥ 2 L—31 3 F— T group-search-timeout =~ > R&fH L.
Rl 2 c&E £,

[Edit AAA Server] ~X~ > C Group Base DN ZZ % L, Active Directory /g O H1 THe s 2 BAR4
HLNNVEEFRTEET, 2OV 42 RUTIE, ASARY —N—DISE ORI b AT T &
F9, IO OEEEZ R E T 521X, [Configuration] >[Remote Access VPN]>[AAA/Local Users]
> [AAA Server Groups] > [Edit AAA Server] Z34R L £7°,

\)

(GF)  ActiveDirectory —/X—IZZH D 7 )V— T RIFET HE5EIE. —N—=DIEE T » MIED
HZEDOTELT—HEDHIRIZHES T, BfF L7 AD 7 V—7 DU X b (F721% show
ad-groups 2~ ROHF) UV EED LN ZE0nH Y 9, ZOMEEZERET HITE,. 7«
NWERREE AL, = =N T TN —TEERD LTS,

[AD Server Group] : AD 7 /L —7 Z G35 AAA H— 3 — 7L — T D4,

[FilterBy] : #RSND T N—THEWMO T IO, IN—T4E X T N—T /O % BT
LET,

[Group Name] : H—/N—2 LGS 172 AD 7 v—7 DY A K,

AAA RTEDTE

WDFIZ, DAP THEHTE 5 AAARIUBMADERZ R LET, BMEA 7 0 —/L RiZ, LUA
X CORBIES DN FEZ R L TE Y, [Add/Edit Dynamic Access Policy] ~A > D
[Advanced] ¥ 7 > 2 » CHEA L £,

g4+3v9 792Ky — [}



F4F2v 9 7oA KYv— |

B orr oz pks s rEERREEORE
B4 |BlER EExT |fE A MY |EREA
7 VAO} PN
&
Ao aaa.cisco.grouppolicy | AAA string 64 ASA FoO L —TF Ry —
4. F7-1% RADIUS/LDAP
B —/X—71 5 IETF-CLass (25)
BEE L TEEIN I —
7RI —4
aaa.cisco.ipaddress | AAA number |- TNV RYFRIVVVPN Y FA4 T v
MZHEIDETHNZIPT R
A (IPsec, L2TP/IPsec, SSL
VPN Anyconnect <& = — /L)
aaa.cisco.tunnelgroup | AAA string 04 i oe 774 (b xb
TN—"T) ORI
aaa.cisco.username | AAA string 64 I SN —Y— D4R
(v — 7 )VRRRERFE AT Z s
LTV D 5EICEM)
LDAP  |aaa.ldap.<label> LDAP |string 128 LDAP B fE~7
RADIUS |aaa.radius.<number> | RADIUS |string 128 RADIUS BM:AE~27

DAPD T Y FiRA Y FEMEIREED

=JL =2

axX AE

T RRA L MBMEICIE, = RBRA U N VAT ABE, RAF Y iHlifE R, BLOT 7Y

= a AT HERNE TN TWET, ASAIL, By a VHENIERIZ T RARA v NEk
DEAZBINAER L, By v a BT O TWET —F RX—=R(ZEND D RMEZ IR
LEd, £DAP L 22— RIZiE, ASADNE v a VDO DAP L o — REEIRT 572D 7=
HNH LT RiRA » MERBENSIEESN TV ET, ASAIL, BRESNTWDHEMEEZ T
i/~ DAP L 2 — R721F 28R L £ 9,

1R BHEIIZ

*DAP L a— ROBIREAEL L T RARA U MNEMEARETLHZ &L, XA T390 T

THARY)V—DORE @G—=) OFOOKREETa AO—ETT, DAP OEHIE
WL LT RSV NEMEZRET DRI, ZOFIEEMERLFT,

ey REA L MEEOFEMIC W T,

ZRL T 7ZE,

B 773y 70€RrR)I—
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DAP DTy K4 v FEHEREE0RE |

e AFVHEHMD< /L7 =2 THHK, BLXOS—=YF N T AT 05—V 70T T L%
HostScan/Secure Firewall IR AF ¥ N F = v 7§25 FIEOZFEMIZIOWTIL, DAP L~ /L U =
THEBIOR=Y TN 77 AT Or—L T T h 225—) 2BRLTLLES
AN

FIE

ATYv T [Add] £/2F[Edit) 227 Y v 7 LT, IROWTHRLDOT Y KA v Mgtk 2RI L LB
muEd,

HHAATDTY RRA 2 MEWEDOA VAL AR TS £9, % DAP L a— NITRE
FIRER T RARA » MRMEORIZHIRITSH » £E A,

*DAP ~D~ N T = TR R A MNEMEDOBN (14 ~—)

*DAP ~DT 7V r—v g VEEOEMN (14 <—)

*DAP ~D &XaT /74T kv RBRA v MEEOEM (15 4—)
*DAP ~D7 7 A )b =2 RiRA » MNgtEoEn (16 X—)

* DAP ~DT /A A =2 RiRA v MNaoBMm (17 <—)

* DAP ~®D NAC = KK A v a0 (18 ~—)

*DAP ~DA XV —T 4 7 VAT L T RRA v MNEthoBin (18 ~<—)
*DAP ~D/X—VF ) T 7 AT 74—/ = RRA » MEtEoEM (19 ~<—)
* DAP ~DRY v— ¥ RiRA » MNEMOBI (19 <—)

*DAP ~D 7 mt R = RRA » MNEMEDBIM (20 ~—)

*DAP ~DL YA LY = RARA v MEHoBM (20 ~—)

* DAP ~OEHGEWEBIEBEOBM (21 ~—)

AT T2 FHC—FTLDAPRY > —%fFELET,

INHEDT RRA LV NEWDOXA T LI, 2= —BHDXA T DA AL ADT T
ZEOLHICDAP R Y o —TERT S Matchall=AND., T 7 /L ) O, 2T H
DA AL A% 1 DTEFRHO X D IC¥KRT % (Match Any = OR) D7»ZRE L £,

a) [LogicalOp] Z#727 VU v 7 LET,

b) TV RKRA > NEtEDZ A4 72 LIz, [MatchAny] (77 #/L k) F 7213 [Match All] % 341
LET,

c) [OK]Z27 Vw7 LET,

ARTYT3 XAFT Iy 7 TI7EARY) U—OBMELIFRE (65—) TR T &Y,

g4+3v9 792Ky — [}
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B ore~oxmzRET ke FEEDER

DAP ADTIILI T T7XERIY FRA » MEMDIEM

ATy T
ATy T2

ATvT3
ATy T4
ATy TH

ATvT6

ATy 717

ATvT8

DAP ~D7 7

RATwT1
ATvT2
ATvT3
ATvT4

1R BRI

HostScan 4.3.x 2> 5 HostScan 4.6.x LABRIZ T »~ 77 L— KT 551L, 7 v 77 L— RO,
WEAF D AV/AS/FW o RARA o MEMEZ SIS 20 AMFW = RaRA o FBIECEATT 2
VERHYET, T — RBLUBITOREEZRFIAZOWTIX,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guidel] ZZM L T 723\,

FIE

[Endpoint Attribute Type] U A k R 7 2T [Anti-Malware] Z#R L £7,

W) 7278 % U [Installed] & 7213 [Not Installed] 22 U » 27 LT, R LI RARA > MNEME &
ZIUCATRET D 1EHf 7 ([Name]/[Operation]/[Value] 10> FD 7 4 —/L K) %A A h—)LT %
D, FIFA VARV LR EIRELET,

UTNWEA L AXY EBNERITBGOLELLIZTEINERELET,
[Vendor] U A kAR > 7 AT, TARMKEDO~NLT = T RRXH—D4HTE T ) v 7 LET,

[Product Description] &= v 7 Ry 7 A% AN LT, TAMTEHZX X —O8ImA4 % Y A b
Ny 7 ANBEIRLET,

[Version] F = v 7Ry 7 A% A LT, #1E7 1 —/L K% [Version] U A b ARy 7 ATk
RUZHE A= g VERFIZELY (5) L HLLRWY (19 . Xo/hasny (<, ko ksn
(>) . LT («=) , £RILUE =) HRELET,
UARN Ry Z ATERRLIENA—T g SN2 x BN TWEEE (ZEXE3x) X, ZoxzE
K7 ) ) —AFFSTEIBRZET (L 2iF35) .

[Last Update] F = v 7Ry 7 A& AN LET, EOEHNOOHBREZREELET, HHr
., ZITANLIEREEY R (KD E7320, #L (B]) ETT205ETEE
j—O

[OK] %227 U v 7 LET,

Jr—< a3 U REREDEM
FIE

[Endpoint Attribute Type] Y A k 78w 7 A C [Application] Z E&R L £ 7,

[Client Type] DHRIEZ 4 —/L T, [=] (BELW) F0E =] ELL 2 2R L E1,
[Clienttype] U A h R 7 AT, TAMHEDY T— s T 7V ABGOX A TEEE L E T,
[OK] %227 U w7 LET,

B 773y 70€RrR)I—
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DAPAD £¥27554 7>k T kiq v rEEDEm [

DAP AD X279 547 2T RKRAY FEEDIEM

ATvT1

ATy T2

ATvT3

ATvT4

YX 2T I TAT > b = RiRA v Mgt (B3 VR AF ¥ £ 7213 AnyConnect 7 A 7 >

T 4T 4 YEIEMEEE (ACIDex) & HIEIEIL5) IE. Cisco Secure Client?® AnyConnect VPN € 3 = —
DS ASA IZARAF XY EREARZA DD SnES, ¥4 FIv 7 778X RY —T

X, 2—H DRI NSO RRA » MNBEMER SN ET,

ENRANKAF v BHEZZAT IV TI7EBAR) —ITHBRIATE, = RiRA V RIZ
HostScan/Secure Firewall RAF ¥ Ny RARA > M VA =L EN TR THEATE
F9,

—EBDOENANRAF v BIEIL, ENXANT AL A ETIITL TS EXF 2T 7747 MZ
DHBELET, ZOMDENRANVRAF ¥ B, TN NVT AL A ETEITLTWDS &
XTIV TAT N 8¥XaT I ITAT N TR My T I T7A4T7 2 M ETEITLTND
AnyConnect 7 7 A 7 > b O 7 IZBIHE L £,

1R BRI

ENRANRAT v BIEATAICE, BT 7747 hMobile 7/ B RE, X 2T S
FAT 2k Premium 7 A B AN ASAIZA VA R —LENTWAELERHDET, 2D
TAV A% A VA M=V T HAEHEIL, DAPEMEB LOMMOBEfFOT > RARA » NEMEICHES
WTHR—=FENTVDEENSAL L FTNRAL ZAODAP R Y > —Z2@EATEE4, Zhiliz, A
ANTRAANPEDYET— K T2 RAOHFRNEITHESHNEENFT T,

FIE

[=Y RARA » NEtE# A~ (Endpoint Attribute Type) | Y A MRy 7 ATEXa T 7 74T
b 2R 7

[Z7 747> k"= =3 (Client Version) | F =y 7Ry 7 A4 LT, HELW (5) |
FLLRW (=), Z0/han () . KV KREW () L LT (=) . FREME 2 %
BE7 4 — WV RTBBIRL TS, [/ 747 FX— =3 (Client Version) | 7 4 —/L R Tk
XaT IV ITAT L MR—=Va v EBGERELET,

D7 4= REFEHATDLE, ENAMNLT AL A EFEFRSH T Ly NeE) OV F4T
=T a U EFHECTE DTN, TR by TRT T Ny T TNRARADI FAT 2 b /8 —
Va b TE £,

[Platform] = v 7 R v 7 A% AL T, FELW (=) EEFELIRY (=) ZEIET ¢ —
U RCEIR LT 6, [Platform] Y A b Ry 7 ATHRL—TFT 4 VT VAT AEEIRLE T,
DT 4= NVREFERATHE, BN T AL A HEFEFSXY T Ly bR E) OF <L —
TAT VAT LEFHATEDIEN, TAZ My TIRT T vy T TAAL ADF XL —F ¢
VI VATALFMETEET, STy b — L EBRIRT L L, BNMOEET +— L R THD
[Device Type] & [Device Unique ID] 23 FH ATHEIZ 72 0 97,

[Platform Version] &= v 7 AR v 7 A% AL T, FELW (=) | FELI 2w (=) . LH/h
SV (<), KV KREW (), BT (=) . FRIEBLE =) ZEET 4 — /L RTEIRL T

g4+3v9 792Ky — [}
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B orvr~oo7q0 T pReL rEMEDEMD

ATy TH

ATvT6

ATy T17

ATvT8

26 [Platform Version] 7 4 —/V R CARVL—F 4 V7 VAT LA NR—V a3 U FFERELE
j‘o

ER T2 DAP L a— RIZZOREMELEEND L HI2T5120F., BiIOFETT Ty F 7 4+ —2A
HMLTHREL T EIN,

[Platform] F = v 7 R v 7 A% A A LT2E 1, [Device Type] T = v 7Ry 7 A% F T
LZEMTEET, FLW (3 FLEFFELIARWY (=) ZEET7 4 — L FTEIRLTHD,
F 34 A% [Device Type] 7 4 —/L R TEIRTEMAN L ET,

PR—=FINDT A ATHDHIZH0D BT, [DeviceType] 7 4 —/L RO Y A MIRRSH
TWRWEATX, [DeviceType] 7 4 —/L RIZANNTEE T, T30 A2 A THEREAFT D&
HREERFIEL, X277 74T Mz RARA V MIA A F—/L L TASAIZHEE L.
DAP b L— A% FE(TT5HZ L TT, DAP b L—ADfEFDH T, endpoint.anyconnect.devicetype
DEE RS ET, ZDfE% [Device Type] 7 4 —/V RICANTHHLERH Y 7,

[Platform] = v 7 R v 7 A% A A2 LTz 51X, [Device Unique ID] F = v 7 ARy 7 A% F
WCFTHZENRTEET, HLW (3 FHEFELL 2 (=) Z8(E7 —/L FTERIRL T,
5. T3 AD—F D ID % [Device Unique ID] 7 4 —/V KIZA T LE 7,

[Device Unique ID] {2 & > Tl 2 DF /SA ANRKFISHLDH DT, FFEDENA )L T8, A%
FTORV—ZRHETEET, 7 ZAD—EDID ZBIFT 5I21E, £DOT /31 2% ASA T
Bt L C DAP b L — A% 3{T L. endpoint.anyconnect.deviceuniqueid O % 7 o1F % B0

HFEJ, ZOfE% [Device Unique ID] 7 4 —/L RIZAJITHEMLERH D 7,

[Platform] % 24 12 L7284 1%, [MAC Addresses Pool] 7 -t —/L KIZ MAC 7 KL A& BIITX
F9, FLW (5 FLEFFELIRY (=) ZEE7 =L FTERLTHH, MACT FL-A
FHRELET, FMACT KL ADT 3 —< v Mid XX-XX-XX-XX-XX-XX CHDH Z L NNETT,
X 1ZAENe 16 #E LT (0~9, A~F, £/xiXa~1f) TI, MACT KL AL, 1 2L ED
TEHANR—ATRY)HLERNH Y F7,

MAC 7 RLRIZ Lo Tl 2« DV AT LBRXBNIENDDT, FFEDT NA RIKTHRY —
ERETEET, VAT LADOMACT RLRAZRSET HITIE, DT /34 A% ASA I[ZHHE L
TDAP k L— A2 %317 L. endpoint.anyconnect.macaddress D% RO 2 LR H Y £4,
Z OfEi% [MAC Address Pool] 7 4 —/V RIC AT T 20N H D £7,

[OK] %27 U v 27 LET,

DAP~AD T 74 L TV FikA > FEHDIENM

48O H RIS

T ANT Y RiRA » MRMEEZRET DHNS, EDT 7 A V& A% ¥ 7§ % )% [HostScan/Secure
Firewall 7R A F % (HostScan/Secure Firewall Posture) 1 7V 4 > K7 CE&HZ L £,

HostScan /X — = 7 4x DA ASDM T [a%E (Configuration) 1>[V E— k7 7 & AVPN
(Remote Access VPN) ] > [Secure Desktop Manager] > [HostScan] % 38R L £ 9", Secure Firewall

B 773y 70€RrR)I—
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ATy T
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

DAP A 734 2 T Fq v rEHEDEM [

RAF ¥ N—T 3 5x DYy, ASDM T [ E (Configuration) ]>[V E— F7 2 AVPN
(Remote Access VPN) ]>[ AT+ (Secure Firewall/l)  (Posture (for Secure Firewall)) ]> [~
AF ¥ %€ (Posture Settings) ] Z R L £,

FIE

[Endpoint Attribute Type] Y A k 7R 2 A C [File] Zi&R L £ 7,

[Exists] & [Does not exist] DA 7> a3 > ARH¥ U Tld, BIRL7==> RARA v Ntk s 2t
b9 % f&ffi1 ([Exists]/[Doesnotexist] R ¥ > D FZdH D7 4 —/V K) BFETDHLENRSH D H
EIMITE LT, ZYUTLHHDOEBIRLET,

[EndpointID] Y A h Ry 7 AT, AF ¥ U KEDT 7 A/ = M JIZFE LW RARA B
D% ey 77Xy URAMPORRLET,

7 7 A VDOIEHRH [Endpoint ID] U A k Ry 7 AD FIZERENET,

[Last Update] = v 7 AR 7 A& A AL TDH, BHHENOO HENEEOHEL Y H/hsn
() EREW ) OELLEFMETHENEBIEZ A —/V FTEIRLET, EHHILLOH

B4 [days] 7 4 —/V RIZATILET,

[Checksum] F = > 7V Ry 7 A& F NI LThH, TA MR T 7 ANDTF = v 7 LMMEEEL
W (=) FEFFELIRY (=) OLHLE2RMEETINERET 4 —V FTRIRL X,
[Compute CRC32 Checksum] #7 U v 75 &, TARMKINRDOT 7 A VDF = v 7 % LMEDGE
HEhEd,

[OK] %7 Vw27 LET,

DAP ADT/INA R TV FiRA > FEMDIENM

ATy T
ATy T2

ATvT3

ATv74

FIE

[Endpoint Attribute Type] U A 7R 27 2 C [Device] Z 3R L 97,
[HostName] = v 7 R v 7 A% AN LTHhE, TA MIGRT NSAL ADKRA R EELW (=)
FRFELL WY (12) OELLERMLETINERIETY 4 — 1V FTEIRLET, 22EM N
AA 4 (FQDN) Tid7Ze, avyEa—HFDHRA NOAEFEHALET,

[MAC address] = v 7R 7 A& A N LThbH, TAMIRORY NTI—T7 A F—T =
AAT—FROMACT RLALE LW (5) FHIFE LI (=) OELLEEMELETHM
BEMET 4 — )V R TEBRLET, 1 2O FNJIZHDEMACT FLRZ 1270 TT, 7K
LADT 37— v MExxxX.xxxX.xxxx CH D Z & NNETT, x 1T 16 HECTFE T,

[BIOS Serial Number] F = v 7 R v 7 Z2&2F A LT 6, T A RO T /3 20D BIOS 3V
TNUEELEELY (=) FREFELLRY (I=2) OELLELRELETENEERIEZ 4 —/V KT
HIRLET, BiE7+—~ v MI, "EEEBHATT, 74—~y NEFTIHY FHA,

g4+3v9 792Ky — [}
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B orr~onac Ty ps L FEEDEMD

AT v 75 [TCP/UDP Port Number] F = v 7 R v 7 A4 N LTnb, TA MHEDY 2= 7IREED

TCPAR—FEZELW (5) FFHELL LY (=) OELLERGLETINERIEY 4 — LK
TERLET,
TCP/UDP 21 > 7R 7R v 7 ACldk, 7 A hxfg: (TCP (IPv4) . UDP (IPv4) . TCP (IPv6) . &
721X UDP (IPv6) ) OAR— FOFEEZRIRL 7, HEOFR— &7 X T 58551X. DAP
Ol % DTy RiBRA v FEMEDOL—L WL OER L, ZNEIUCIEOR— N E2HRELE
ERS

AT 76 [Version of Secure Desktop (CSD)] = v 7/ AR 7 A% AN LT, =2 RAKRA > ETHE

1T Z3 D HostScan/Secure Firewall IR AT ¥ A A—TDNA—=TV g EELW (=) F3ELL A
W (=) OEBLLEFELETENERET 4 — /L RTEIRLF T,

AT 71 [Version of Endpoint Assessment] 7= v 7 7R v 7 A% AN LT B, T A MFROTY RKRA
YR TEARAXLR (OPSWAT) ONRX—V g EELW (5) FFHELIRY (=) o8bh
EREETDONEERIET 4 —/V R TEIRLET,

ATy 78 [OK] &7 U7 LET,

DAP ~AMD NAC T KR4 > REMDEM

FIE

AT 71 [Endpoint Attribute Type] V A b R 7 AT [NAC] 2R L 9,

AT w T2 [Posture Status] F = v 7R v 7 A4 A2 LT, ACSICE > TEZEENDIFRAF ¥ h—7
YFHNEFE LY (5) FFFELLRWY (15 OELLaRFET o0 iE7 4 —L FT
BIRLET, RAF ¥ F—7 U XFFH|% [Posture Status] 7F A N R v 7 A ASILET,

ATy T3 [OK]Z27 V7 LET,

DAP ADARL—T 429 DRATL IV KRS FEHDEM
FIB

AT w71 [Endpoint Attribute Type] U A b 78 » 77 A T [Operating System] % 38R L =7,
AT w72 [0S Version] F= v 7Ry 7 A4 N2 LTh 5, [0S Version] U A b 7Ry 7 A CRET LA
N —F 4 7 VAT A (Windows, Mac, E£72iF Linux) EFELW (=) FTELI W
(=) OELLEFMEETIDERIET 4 — /L RTRIRLET,
ATwF3 [0SUpdate] F= v 7Ry 7 A&A N2 LTh b, [0S Update] 7F A~ Ry 7 AZATT 5
Windows, Mac, F72(X Linux XL —7 4 7 VAT LD —ER Ny 7 LELWY (=)
IFFHELL R (12) OELLERMLTOINEMET —1 FTEIRL £,

B 773y 70€RrR)I—
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ATvT4

DAP ~AD/S—YFIL T 7 A7+ — T kR4 > rEoEn [

[OK] %27 Vv 27 LET,

DAP AD/IN—YFIL T7ATO4+—IL T RR4 > FEEDIENM

ATy I
ATv T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

1R BHHIIZ

HostScan 4.3.x 7° & HostScan 4.6.x LAMRIZT v 77 L— RT55581F, 7 v 77 L— RORHIZ,
BEAF D AV/IAS/FW =2 RIRA > Mg 2 54 2 UF AMFW = > RaRA > MEIEICBATT S
VERHY ET, 7T v 77— RBLOBITORERFIHIZOWTIEL,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guidel] ZZH L T 7231y,

FIE

[Endpoint Attribute Type] Y A ~ 7R 7 A C [Operating System] Z %R L £ 7,

W Y) 728 # o [Installed] F 7213 [NotInstalled] #2 VU » 7 LT, R LIz RARA > MEME S

ZIUCATRES D &R+ ([Name]/[Operation]/[Valud] 5| FD 7 4 —/V K) A VA R—/1LT 5

. EFREA A=A LAV ERELET,

[Vendor] Y A h Ry 7 AT, TARMKRDONR—=YF )V T 7 AT U F—)b XU H—DYHi %7
UwZ LET,

[Product Description] = v 7 R 7 A% A N2 LT, TAMTHRUE -0 %Y A K

Ny 7 APHEINLUET,

[Version] = v 7 Ry 7 R A A LT, #EY 4 —/L FZ& | [Version] U A & ARy 7 ATl

WU A= g VEFIZELY (5)  FL WY (I=2) . Ih/hawn (. ZhkEn
>) . BT (=) . 3 E =) ITRELET,

[Version] Y A b iRy 7 ATEIR L2 A=V g VIZx BV TWDHEE (T8 201E3x) 1%, 2
D x & B2 ) U = AR S TERSHBAET (2L 2T 35) .

[Last Update] F = 7 RNy 7 A% A NI LET, &EDOEFHNOOAFAEREELET, TH
Z, ZZCANLEREEY bR (KD FEATT 200, B () ETT05EETEE
T

[OK]1Z7 VU v 7 L&,

DAP ~DRY) — T FiRA 2 FEMEDIEN

ATy T

FIE

[Endpoint Attribute Type] U A & 78 v 7 2T [Policy] Z &I L £,

g4+3v9 792Ky — [}


https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
https://www.cisco.com/c/en/us/td/docs/security/asa/migration/guide/HostscanMigration43x-46x.html
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B orvr~oToex T rRe L FEMEDEMD

ATy T2

ATvT3

[Location] = v 7 AR v 7 A% A 2L TH 6, Cisco Secure Desktop Microsoft Windows &2 77—
varZuaTZyANEELY (5) FRIFELIRY (=) 0L EFEMEETI0EEE
74—V R C#EIR L9, Cisco Secure Desktop Microsoft Windows =7 —3 3 > 7'ma 7 7 A )L
CFH % [Location] 73F A b AR 7 A AN LET,

[OK] %7 Vw27 LET,

DAP D 7ALR TV KiKRA 2 FEHEDENM

ATy T
ATy T2

ATvFT3

ATy T4

1R BRI

T ATy RiRA v MNEWEZRET DRI, 07 rt X% AF v 7§ %)% Cisco Secure
Desktop @ [HostScan/Secure FirewallZs A 5+ (HostScan/Secure Firewall Posture) 17 « > K7 T
EZLET,

FIE

[Endpoint Attribute Type] Y A k 7R 2 A C [Process] Z 3R L £ 77,

[Exists] & 72 1% [Does notexist] DA X > Tld, TR L7cx= 2 RaRA » MEME & ZUTAHET 5
fifi¥ ([Exists]/[Doesnotexist] R ¥ > D FIZH D7 4 —/V K) BDFEETDHLENH DN E I M
JIGLT, 4 T25b0%7 v LET,

[EndpointID] U A F iRy 7 AT, AFx ¥ VRO RARA L D& Kry 77X J AL
MHBRIRLET,

TURBRALFID FRERERBZY AR Ry 7 ZADOTFICERINET,
[OK] %7 U w7 LET,

DAPADL AR TV FRA Y FEHEDEN

ATy T

LYARY =y RiRA v MO A% v 1E Windows XL —TF (¢ 7 VAT MIZOHEH
SnFET,

1R BHHIIZ

LY A MYy RRA » NEMEERETLHHIC, EOLIRA M) F—% A%y o4 50%
[HostScan/Secure Firewall 78 2 5+ (HostScan/Secure Firewall Posture) |7 4 > R CiEHR L £

R
¥
[Endpoint Attribute Type] U A b 7R > 7 AT [Registry] Z 3R L £7°,
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ATy T2

ATvT3

ATy T4

ATy TH
ATvT6
ATy 71

ATvT8

pAP ~ouimERiIRtnen [

[Exists] % 721 [Does not exist] DR ¥ > Tk, VI A U =2 RilkA v Mgtk & 2+
&4 ([Exists]/[Doesnotexist] R¥ D FIZH BT 4 —/V K) BEFEETILERHDNE D
MIETT, 4 TH6b0%27 0 v 7 LET,
[EndpointID] VU A F Ry 7 AT, AF ¥ UHROLVIARY =2 FUIZELWTZY RARA
D% RNy 7Z Y U MpHERLET,

LY A b U O [Endpoint ID] U A b Ry 7 ZAD FICERENET,

[Valuel F = v /Ry 7 R A N LT, BIE7 4 — L RTELWY (5 £FEFELIRV
(=) Z@RLET,

BAIO [Value] Y A h Ry 7 AT, LY A RY F—75% dword 7 SLFHI0 & E L ET,

2 OHOD [Value] B/EY A N Ry 7 A2, AFX v VRGOV Y AN ¥—DEEATILET,

AXy VIV VA NY =2 M ORLFENLFORNWEBETHIZIE, Ty IRy 7 R
EAACLET, MBRHIKIFE/NLFEXTHI2E, T2y 7Ry 7 AEF 7121 TL
7230,

[OK] %7 Vw7 LET,

DAP ~(D#EHEIBAZEFEEE E DB

ATy T

ATy T2

ATvT3

ATy T4

ZAE LI EZEOWTNO AR R ESINTZLV—L TR TEX AL IY)ICKIAEL A T v 7 21k
TEET, TNHDIFAETY 4 —/L NIZESWT, #HERIT27F £ 72135459 5 DAP v —
NERETEET,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access| > [Dynamic Access Policies]
>[Add Endpoint Attribute] OIFIZBE L £ 7,

[Endpoint Attribute Type] & L C K1 v 7% 72 A = 2 —® [Multiple Certificate Authentication] %
HEIRLET,

MBS U TROWTNNEITT R TERE L E T,
* Subject Name
« AT
* Subject Alternate Name

* Serial Number

FEAEARA N7 2T 7 40 FO[None] DE FIZL TWTIDA TS OFERELFFA T 250,
=P —DHET T OHREFATH I HITEIR L E T, [User] £ 721% [Machine] % H&R
T 556, AEHEOTTORXA N T ZANTLHMLERSHY £3, ZOKHRIT, Yo harTcrI4a
T ML THEEINET,
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B oorr iy TRES LT A=Y F L T4 TIF—L OIS A

DAP LRIV P REEFI VNV FIL IT7AT7 04— TRTS

Ls

X2 VT4 TTIATUAZ, 22— BN, REEAD AAA BB LV RARA
MNEMEIZ =BT 25 AICDAP R o—2FEALET, 7V al A ity 2 — LB LD

HostScan/Secure Firewall I8 A F ¥ 1%, X EHFAT Y RRA » MEHEOEREEX=2 VT 077
TAT AR L, DAP U7V A7 AT, ZOHERICESWTENL DRMEEIC KT 5
DAP L 22— R&ER L7,

YA 2T HRBELON=Y TN T 7 AT =N T 0T LDIFEAE (TTTIEARL)
3 7T 4T AF X EYR—FLTWET, D0, ZNb6D0Tr ST AIAE Y FHE
THY., WIZEMEL TWWEJ, HostScan/Secure Firewall R AF v, = RRA > MaF s
FTEBA LA R—=NLEINTWNEINEI N, BIOREOT 0 7T ARAE Y FEHINE S E,
WDEHIZLTTF=v 7 LET,

A LVA =L ENTWDET BT TEANT I T 4 T AF Y 2T R— K LARWEA,
HostScan/Secure Firewall N AF ¥ |ZZE DY 7 b7 =T OfFELZ L R— K LE T, DAP A
TAF, FOT ST LEEETHDAP La— REEIRL T,

A VAR INTWET AT TEANT I T4 T AF Y 2 R—FLTEBY, 2071
TINTTIT 4T AR UNA X —T I > T B84 . HostScan/Secure Firewall 78
AFXIEEDY T " =T ODIFEEZLVR—F LET, ZOBAL, X274 7774
TUAE, EOT 0T T LEFRET D DAP La— Ra2EIRL £,

A VAPN=NENTWDT AT TEANT VT AT AXFY B AR—FLTEBY, 207

T NTTIT 4T A%y UBNEDIT > TV A4S HostScan/Secure Firewall 8 2 F ¥
X2V 7 MU =T DIFHEEHLET, EX2 VT4 T I9A4 TR, 2070 s
LEFEETHDAP La— RE2@IRLETA, SHIZ, 7T TLNRA A R—=LEINT
WAYAETEH, DAPICBT 225 OE®RNE 415 debugtrace =~ > RO NICIZT v
7T LAOHEIENRSIER A,

)

GE)

HostScan 4.3.x 7> 5 HostScan 4.6.x LAMRIZT v 77 L— R T 5581%, 7 v 77 L— RO,
BEAF D AV/IASIFW =2 RARA Mg Z I8 d 2 R AMFW = & RARA & MEHEIcBATT %
WENRHYET, T 77— RBLXOBITORER2RFIRIZOWTIEL,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guide] ZZ&f L T 7ZEW,

IVKRRAY FERHEDESE

WIZ, DAP CEHTE 5= RARA v MEREMEEZ R LE T, [Attribute Name] 7 4 —/L R,
LUA i CoOK B DA L% 7R L TE Y | [Dynamic Access Policy Selection Criteria] <
A D [Advanced] I CHEH L9, labe Z280%, 77V r—va v, ZrA 04, Tek
A, FRIFLVYARNY) = MU ERLET,
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BES1 T |EBHEL EET |fE ALY | A
DEREK
< /L7 =7 |endpoint.am["label"].exists | Host | true — </ TR T 7
s SenSaue 7T ABFET D
Firewall
endpoint.am["label"].version | 7~ A string 32 Version
: 7% ;
endpoint.am["labd"].description string 128 SOUEVE SE 125
A
endpointam{lebel"] astupdte sy — Y TR
EHH L TG DR
EE - ()
Personal endpoint.pfw("label"].exists | Host true — IR—=IF VT AT
Firewall SenSeure A —VIMFET D
Firewall
A
F ¥
endpoint.pfw["labd"].version string string Version
endpoint.pfw["labd'"].description string 128 R—=IFNV TP AT
U A=V O
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BtEs 147

Bit4

ARy
NDEXE

Bl

AnyConnect

(HoSenSeue
Firewall &~
AF v I
%)

endpoint.anyconnect.

clientversion

endpoint.anyconnect.

platform

endpoint.anyconnect.

platformversion

endpoint.anyconnect.

devicetype

endpoint.anyconnect.

deviceuniqueid

endpoint.anyconnect.

macaddress

> | version

XTI TIAT
f R—=T g

string

"L A P—L &
nNTNLH AL —
TA T ART A

version

64

XTI TAT
ERA A= S
nNTnLF~Lr—
T T VAT D
N—Tg v

string

64

XTI TAT
3 A VA B—L X
NTNOBENAAL LT
NAZADEA T

64

XTI TAT
WA VA= E
NTNDHEANAVT
N ZAD—Z D ID

string

F3A VA F—LE
NWTWBETRA ZAD
MAC 7 RL &,

74—~ M
XX-XX-XX-XX-XX-XX C
HHZEPKET
3. xIFALR 161
BLFTY,

T r—
va

endpoint.application.

clienttype

77

var

string

74T~ ZA

7
CLIENTLESS
ANYCONNECT
IPSEC

L2TP
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ok rEtoes 1

ARY Y | EtEA
NDEXE

BtEs 47 |EBiER ®

il
dl
=

>/, A |endpoint.device. hostname | — > | |string 64 AR RO,
WA FQDN Tidd v £
N A

endpoint.device. MAC string — oy NT— A
H—T A AH—F
DODMACT FL &,
IRelok0 N Nt
X MAC 7 RV R X
1 72T

A —~v b
XXXX.XXXX.XXXX Cb
DT EMBETT,
x 1% 16 HEHCSLFT
7

endpoint.device.id string 64 BIOS ' U 7 L&
o BIET A —~
M, BGEREE A
TY, 74—~ h
FHIH D £EA

endpoint.device.port string — U A= 7AREED
TCP " — b
1EfRZ &2 1 >0
R— P EERTEE
‘@—

1 ~ 65535 O&PH O
B

endpoint.device. string 64 EITEND
protection_version HostScan/Secure
Firewall 78 2 F ¥ A
A=V DNV g v

endpoint.device. string 64 Endpoint Assessment
protection_extension (OPSWAT) D /—
Vay
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BHES1 T |EBHEL EER |fE ARYUT | GHA
DEREK
~7 5% AL |endpoint.file["label"].exists true — 77 A NVBIFET D
endpoint.file[“label”].
endpointid
endpoint.file["label"]. B — T 7 A IVDERILITE
lastmodified FENTHH ORI
e (B))
endpoint.file["label"]. g — 77 A I)L® CRC32
crc.32 Ny
NAC endpoint.nac.status NAC |string — a— P —ERTAT —
ZARXARN) T
#4~21L— | endpoint.os.version string 32 FR—F 4 T
TSI AT A
AT A - -
endpoint.os.servicepack et — Windows D% — B %
N T
AU I — |endpoint.policy.location string 64
(Policy)
“at A endpoint. true — Tat ANGFET S
process["label"].exists
endpoint. string 255 Fat AN T )L
process["label"].path
Registry endpoint. dword string | — dword
registry["label"].type
endpoint. string 255 LA RN =Y
registry["label"].value DIl
VLAN endoint.vlan.type CNA |string — VLAN Z A 7 -
ACCESS AUTH
ERROR GUEST
QUARANTINE
ERROR STATIC
TIMEOUT
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LUA £ L1 DAP =514 Ziama 0AP R0 Em [

LUAZ{ER L1=DAPIZE [+ 51EMD DAP FEIREZEDER

DRI g TIE, AAA E203 = RR A Mat OB OER T IEIC O W TEA L E
T, INEITOICIE,. LUAICBET 2 EERAHBALETT, LUADT vy Z 3 v 7 OEE
IZ OV T, http:/www.lua.org/manual/5.1/manual.html 2 2/ L TL 72 &0,

[Advanced] 7 4 —/L FiZ, AAA 7213 KA v FBERGEEA Z X THHBEAD LUA 7
FANEANLET, ASDM i, ZZ TANENTZTFA NERAEET, 7% A % DAP K
Ui— 77 A MIabt =351 TT, AHEIT ASA 2L > Tirbi, T ReEZ s CidaEE &
nEd,

ZoFTva it EOBRICHD AAA BL O RRA v b O JEMERER CHE ol g7 S 1
VS OERIERE R BINT 2 5BICER T, 728 23, BESNEEEOWF o &imT-7,
TRTEWZT., FRIT0TRLMZ S0 AAA BYEZEMT 5 X 912 ASA ZRETE X
T, TV RKRA Y FNEHIZRBEIN, TOTRNTEWMEZIVLERNHVET, EX=2UT 4 77
TAT VAPMEBRDZ Y RARA » MEEEEATE 5 X 5127 5121%, LUA Tt 22 imaE
ZERL., 22 TEOXEANTHHLERH Y £,

DY 7 L3 TiE, LUA EVAL RAEROFEM E 2R L £,
« LUA EVAL XAERKT 2 HE3C (27 =X—)
« DAP EVAL X005 (32 ~2—3)

« BN LUA Bd% (29 <—)

LUAEVAL X Z1EfLT 18X
)

GE)  [Advanced] E— RZEHT 2 LENHLGEIX. 7' 07T A% EHENICHEET 5 2 & S ATREIC

720 Bkl ﬁétw\T%étTEMLﬁ%ﬁﬁﬁé_&%k@@Li?o

EVAL(<attribute> , <comparison>, {<value> | <attribute>}, [<type>])

<attribute> AAA JEM: F 7213 Cisco Secure Desktop 7> HiE L7z @M, BIHEOEFRIC
DVWTIE, =2 FRA v MatkoE® (22 ~—) 2ZRL TS
AN
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B tostscanas (B UZHLIE) & & U Secure Firewall KR F /S—< 3 > 50 LUA FIE

<comparison> WOLFHNONT D (B EE)
“EQ” SELW
“NE” E PR
“LT” Xo/phEn
“GT” EhREN
“LE” P
“GE” ULk
<value> IR CHE . B & i Dl % 5 T 3075
<type> RDOLFHNDONT I (B AR AL E)
“string” RICF, NICFE KR 5 XFFIO b
- RILF, /NSEF 2 K3 L 72U SCFF O Hot
“integer” KB LT SCFHIE 2 BBl 28
“hex” 16 5z IO - BB LR T, 16 R D ST % 16 15
(Z A
“version” XYZ A (X, Y. ZI3HTF) ON—T 3 E g

HostScan 4.6 (X UZNLUE) & K U Secure Firewall 7R X F % /\—

2a 50 LUAFIE

'ANY' D0 A JLAXZE (endpointam) FALUA XV 1) T+ (REEHF

7+)

RO LUA A7 VT NE[MHEH LT, '"ANY' O 7 A )L AR/~ % — (endpoint.am) % fiEqd
LET, B2 EEEFOMBICET 2720, BEREASIN2H5AR3H 0 £3, ROB

IZ. 30 8 (2592000 & idk) DAL

assert (function ()

for k,v in pairs(endpoint.am)
if (EVAL (v.activescan, "EQ",

"integer"))
then
return true
end
end
return false
end) ()
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"string")and EVAL (v.lastupdate, "LT", "2592000",
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ANY' D=V F L T7 479+ —LAWARS U T |

'ANY' D/N—VFIL T7A T 2+—ILEHLWA RS ) Tk

ROLUAZZ V7 ML T, 'ANY' D7 7 A 7 0 —/V#lin/~ 2 % — (endpoint.pfw) %
RBLET,

assert (function ()
for k,v in pairs(endpoint.pfw) do
if (EVAL(v.enabled, "EQ", "ok", "string")) then
return true
end
end
return false
end) ()

BN LUA B3k

BAFIv I TI7EAR) —TEEL TV DSE, —BOERECHERFRENLEE Sh
HIENRBEZDNET, o&ZiF BUFIZREWHIO DAP Z il L2 1UE 7R 672 WiE 2R &
D i‘a—(}

* CheckAndMsg I, DAP A2 —/L 3 % K D TR EATHEZ: LUA BB T, FffFIcE S & =2—
P= Aot —VEERLET,

A= b (OU) Felda—F—FT7 V7 FOMOBEED L,

« A BRI S T2 7N —T RIS L OBt b D5 E. VANV R — FOMMANLE
WD EBHY FET,

ASDM @ [DAP] ~24 >IN D [Advanced] ¥ 7 3 3 > T LUA #BER AR L. = OZzdkik % 5
TXFET,
DAP CheckAndMsg F8%k

ASA %, LUA CheckAndMsg Bi%% & ¢e DAP L 22— RN &, ZHUS X » TERSK T
T ORI DGO, 22— =2 A v —V%FRLET,

CheckAndMsg B OAESCILL T D@ ) T,

CheckAndMsg (value, “<message string if value is true>”, “<message string if value if
false>")

CheckAndMsg BIEX D VERFRIZIE, L FORICHER LT 7Z &0,
* CheckAndMsg [E, RHIOGIHE LTESNIEEZIRL ET,

« SCFHNE A L2 < 7eWiGA . EVAL B E RO E L THEH LT 7ZEWn, &
2Bl E R LET,

(CheckAndMsg ( (EVAL(...)) , "true msg", "false msg")
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CheckandMsg (% EVAL B OFERZIK L, ¥X 2V T 4 T I7A4 T 2 A XZOREREH
ALT, DAPL a— REBEBRTRENEINEHILE T, L oa— FOUEIR Sz fbs,
H—IFx—varihholzfh, ¥X2 VT4 T 7747 AL A v —V%FR
]\/i—é—o

0U R—XDEEE DI

DAP %, #HEET LDAP — =L IND B0 R EFH & £d, DAP hL—2RD
HTH B 2SI 50, debugdap b L—AZFITL T EE WY,

LDAP #—"—(Za—HP—DBEHS (DN) ik LET, Ziud, 74 L2 RO EDH
FCa—P—F TV MRS LINEEBRICORLET, 22X, =2—F—D DN R
CN=Example User, OU=Admins, dc=cisco, dc=com T» HHE, T D2 —H—|L
OU=Admins,dc=cisco,dc=com |ZfFEL ET, TXTOEFHEENZDOOU (F72iF, 2L~
UTDar7F) WIHET 258, UTo Lo, ZOEBC—HT omillalcsE
R

assert (function ()

if ( (type(aaa.ldap.distinguishedName) == "string") and
(string.find (aaa.ldap.distinguishedName, "OU=Admins,dc=cisco,dc=com$") ~= nil)
) then
return true
end
return false
end) ()

ZOFITIX, string find B CEMERBLAFEH TE T, Z OLFH% distinguishedName 7 1 —

WV ROBRBIZT I —F HI2E, XTFNORKIZS #HEHALET,

TI—T A R—y TOHI

AD I NV—T A R—=2 T ORE = BEDTOIZ, BRI ELERTEET, 2—F—

DEBOITN—T DAL NR—=ToHDHIENREZLNDT-D, DAP IE LDAP H— =225 D

BraRNOR A DT N Y ~EEFTLET, UTFE2ETT DI, SERERES LI T,
e memberOf 7 o —/L R& | & LTHERT 2 (22— =01 207 V=772 IR L
TWDH%E)

s IKINT=T—H ) Ttable] Z A 7 ThH%GE. RENTZZENEIO memberOf 7 ¢ —/L K
B IR UALVERT B,

FOEOIZFEIR L, TAMLEBEEZUTFIORLET, Z0FITHEH, =2—F—»n lstu) THK
DOANTNIID I N—T DAL N—ThHEE. ZTODAPIC—EKLET,

assert (function ()

local pattern = "-stus$"

local attribute = aaa.ldap.memberOf

if ((type(attribute) == "string") and
(string.find(attribute, pattern) ~= nil)) then
return true

elseif (type(attribute) == "table") then

local k, v
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for k, v in pairs(attribute) do
if (string.find(v, pattern) ~= nil) then
return true
end
end
end
return false
end) ()

79t REBDH

VNI TR T O T T ABFELBRNGEDT 7 A ST 572012, OB EFEHT
XFET, F—IFx—La B ETTHEODOT 7 a yBRRESNTWHDAP THEHALET,

assert (
function ()
for k,v in pairs(endpoint.am) do

if (EVAL(v.exists, "EQ”, "true", "string")) then
return false

end
end
return CheckAndMsg(true, "Please install antimalware software before connecting.",
nil)
end) ()

YN =T XRT 0 T T AR a——=R3n AL L) ETHE DAPIFRDO A vE—Y
EFRRLET,

Please install antimalware software before connecting.

< ILFEEERZE BRI DI
DAP /v —)L CEEOFEAEFGEZMFEH L T, VAL RI—FRITEDOCN 2 EETEE T,

2 ODRI BFREER (abe.cisco.com & xyz.cisco.com 72 &) (L -T2 oD B~ NIRRT
SN2 oD ELZRE LI-HA. DAP/L—/LITIE. F81T# CN 3 * cisco.com F 7- 13 cisco.com
To HBHOFEEFRIED SR LE T,

WO EZMH L T, 22—V —BX O~ OFEHEIZT A /L K- — K issuer_cn cisco.com %
i L CEEED DAP L — /L2 EFRTE £,

assert (
function ()
if ((string.find(endpoint.cert[l].issuer.cn[0], "cisco.com") ~= nil) and
(string.find(endpoint.cert[2].issuer.cn[0], "cisco.com") ~= nil)) then
return true;
end
return false;
end) ()
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DAP EVAL =X 0 41
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LUA CinEl N2 1ER T 2561, ROFIZSZIZ LTI,

B 1

Windows 10 =2 R7RA > (BVAL (endpoint on TEQY . Hindows 107 "string™))
enapoint.os.version, ’ 1ndadows s STring

FLUA F =7

CLIENTLESS % 721X CVC
AT NEATIT—EK
TEHMNE I DO RIRA
VRNLUATF =v 7,

(EVAL (endpoint.application.clienttype, ”EQ”, "CLIENTLESS") or
EVAL (endpoint.application.clienttype, “EQ”,"CVC"))

RSSOV EYS iy A=/
7 2\ Symantec Enterprise
Protection 73— —® PC
WA VA R—LENTND
MEI DD RABA b
LUAF =y 7, £ A F—
LEITOVRWGEIEA >
t—UERRLET,

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "NE", "Symantec]
Endpoint Protection","string"),"Symantec Endpoint Protection
was not found on your computer", nil))

McAfee Endpoint Protection
N—=T =3 1005 10.5.3
BEONR—=Y 3 106 LI
Aoz FRA > b LUA
Fxv7,

(EVAL (endpoint.am["1637"] .version, "GE","10", "version") and
EVAL (endpoint.am["1637"] .version, "LT","10.5.4","version") or
EVAL (endpoint.am["1637"] .version, "GE","10.6", "version"))

McAfee ¥ /L7 = 7 kIR E
FENEE 10 B (864000
) NICEF S nne
IMDT RiRA > FLUA
F v T, BHBLERY
BlIA v E—EERLE
7

(CheckAndMsg (EVAL (endpoint .am[""1637"] . lastupdate, "GI", "864000", "integer") , "Update
needed! Please wait for McAfee to load the latest dat file.",
nil))

debug dap trace T
erdpoint..os.windows hot Fix [ "KB23414"]
= "true"; MR I NTZRIZ
FREDR Y 8T 4 v 7 AN
HLINEIIPDF =T,

(CheckAndMsg (EVAL (endpoint.os.windows.hotfix ["KB923414"], "NE", "true"),
"The required hotfix is not installed on your PC.",nil))

T TFRETOTSLDF VI EAVvE—SDRTE

N2 TRRY 7 b 2Tk, = Fa—P—0lEICRONWTEBEETE AL A v
Y —UERETEET, T7Z7BANHFTEINTEZES. ASATR—Z /L X—T D DAP FHli 7 1
T ATERINIZTRTORA v E—V%2FoRLET, 727 BARES SN 5E. ASAIL T4 —
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DAP EVAL =X 0 451 .

Sx—var] WEOFEKLEZRST2TRTORA =% DAP OIEL T, 77 7% on
A R=IICE R LET,

WOBNL, Z O¥EEE % L T Symantec Endpoint Protection D A7 — % A% F = v 7§ 5 Fik
ERLET,

1. KO LUA X% 22— L, [Add/Edit Dynamic Access Policy] ~2A > @ [Advanced] 7 « —/V R
RSO ITE9 (Al 2 —EHRHZ 27 ) v 7 LT, 74—V RERBELET) .

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint
Protection","string") and EVAL (endpoint.am["538"].activescan, "NE", "ok","string")
"Symantec Endpoint Protection is disabled. You must enable before being granted
access", nil))

2. [AIC [Advanced] 7 + —/V R T, [OR]RX %7 U w7 LET,

3. T ® [Access Attributes] 727 > a > O —F/E D [Action] ¥ 7 C, [Terminate] 7 U v 7 L E
j—o

4. Symantec Endpoint Protection 731 > A b —/L I TN D H DD 72> TV D PC B2
LET, ESNDIMBRIL, BRI ahd, 2—F—ICROA v =Y NRRIN
5E0H HOTY,  [Symantec Endpoint Protection is disabled. You must enable before being
granted access] o

RV 7REITOTSLE2AULERBLEERDF VY

Z OfFITHE, Symantec F721E McAfee D~V = THRIK T 0 7T ARGFHETEZNE I I, F
7o, UANVARERN2H (172,800 ) UINOHLDOTHLNE I D afER LET, E&RN2 H
PUERELTCHDEHA, ASAITEy v avz2KTL, AvE—VEEERY V7 2F R LE
T TOXARTEZTTHIE, ROFIMEEZFEITLET,

1. KO LUA X% 22— L, [Add/Edit Dynamic Access Policy] ~2 > @ [Advanced] 7 1 —/V R
WZRED AT £,
(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint
Protection","string") and EVAL (endpoint.am["538"].lastupdate, "GT","172800", "integer"),
"Symantec Endpoint Protection Virus Definitions are Out of Date. You must run
LiveUpdate before being granted access", nil)) or
(CheckAndMsg (EVAL (endpoint.am["1637"] .description, "EQ", "McAfee Endpoint
Security", "string") and EVAL (endpoint.am["1637"].lastupdate, "GT","172800","integer"),

"McAfee Endpoint Security Virus Definitions are Out of Date. You must update your
McAfee Virus Definitions before being granted access", nil))

2. [A U [Advanced] 7 4+ —/V R C, [AND]| %7 U v 7 L%,

3. T ® [Access Attributes] £ 7 > 2 DO —F&/E D [Action] % 7 T, [Terminate] 27 V v 7 L ¥
To

4. Symantec £721L McAfee D~V T = TR 7 0 7T LinA VA F—L S TEY, N—
Varin2 AL ERIO O THS PC o HHEEREL 7,

FER L LT, EIIFFT ST, —Y—I|Z Tvirus definitions are out of date] &V 9 X v
t—UREREINDZERTFHIEINET,
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DAP 7/ £ R £ AR Y S —RBIEDRTE
BHETHI) I LT, ZTHNDT 4 — 1V RERELET,

FIE

ATV T FREOHRE 21T v ¥ a U S DR B & FEET 5 121E, [Action] # 7 AR L
3

«[Continue] : (F7 A/ b) By a A7 7vA R v —@tEadEAL £,

* [Quarantine] : BEZMEHT 5 &, VPNREH T TIZ M RV ZHELL TWARED Y 7

AT hEHIRTEET, ASAL, HIRMTEACLEZ Y v ¥ 3 EH L CTHIBRM & 71—
TERERLET, ZORITRDIDIF, BINENTDAP La— KT, =2 RARA 2 MR
BHETERZSNTVARY —CTHEILL TOWARWEASTYH, 2—F— 3 —t 277
TALTEETEETRN, 2—F—ICHIRANT O ET, BEE, =2—F—3FEERT
TFET, TOFERICEIY., TLWERAF Yy T A A REFHINET, ZOT7T AR
VMIEKT DL, B ET, ZOXRTIRA—FEERTHICIE, XTI T4 T
MERBRZVFR—FLTWDE EX2T7 277478 V) —ARKETT,

* [Terminate] : &> 3 » & T LET,

¢ [UserMessage] : 2O DAP L 2— FRBINENDH & ZIZ, R—F N "—VIZRKRTHTF
AR AvtE—=VEANLET, &R0 LFEANTEES, 2—F— X vt—I03
OO —T L L TCEREINET, 22—V =Nl A 9TD5L, AvE—TEF3EEEL
THBErELET, $fED DAP L a— FRERINL, ZENUZ2—F— A v E—UN
HLLA, 2= — A v b—UNTRTERREINET,

URL R°Z DOEDIALZT H A N EGH 5 LR TEET, ZOHAIE, IELVWHTIML
2T EWHTOINERHY ET, Fl T R_RToOar NI XiE, THEHO~ LY = 7 xR
VIR =T DT v L— RREEIZONT, <a
href="http://wwwin.example.com/procedure.html>Instructions</a> Z &M L T 72 &),

AT w72 [Network ACL Filters] # 7 %R L, ZDODAP L a— RIZHEHSNS Ry U —27 ACL ik
L,:.E_’[/iﬁ—o

DAP @ ACL IZ1%, FFA— NV ERIFEGLV— L EEODL I ENTEETE, MFEE05 2
EIXTEERE A, ACLIZFFRIV—/V EHEELV— VOl R E ENTHDHEE . ASAILED ACL
PHEGRLET,

* [Network ACL] K v 7Z 7> JZ K : ZODAP L a— RGBT %, T CICREFH
DF vy NU—27 ACL 23R L £9, ACL(ZIE, Frl— L HEHEL—LVOEEDOMAE
bEEEETCEET, ZO7 4=/ RiL, IPABIOIPv6 v NU—7 T 7 4T D
TIRAN—NEERTEDHA ACL Z YR —FLTWET,

* [Manage] : %> U —72 ACL ZiBJl, Rk, BLOHIRT 2L =127V v 7 LET,
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DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

* [Network ACL] U Ak : ZTODAP L a— RKDF* v hU—27 ACL 3FE/RINET,

*[Add] : FuyF XYy U NTE®IRLZ% Y hU—2 ACL 24510 [Network ACLs] U

A }\ QLLJJI] é*‘djﬁ—g«o

*[Delete] : 7 Vw7 F5L, BRAERINTND Ry T —27 ACL ) [Network ACLs] V A
FAGHIBRESET, ASA 225 ACL ZHIBRT 511X, £7 DAP L a2— RinHZ£0D ACL
ZHIBRT D ERH Y T,

AT 73 [Web-Type ACL Filters (clientless)] % 7‘\783%?)_&' L. ZODAP La— R|{ZEH I 5 Web ¥ 1 7
ACLZRELE T, DAP D ACLIZIE, FAEI3EGLV AT E2EDL N TEET,
ACL \-nq:j‘/l/‘—/l/&fl:ﬁr/l/‘—/l/@ﬁjiﬁiaii}’bf‘/‘éﬁm\ ASAZZD ACL #HE L £,

» [Web-Type ACL] ke v 7 &> URX K : Z0ODAP L 2— RIGEMT 5, EFAD

Web-type ACL Z 3R L £9°, ACL (Zi, #FrL—/L LG —VOEREOMA R DOE %
BETEET,

* [Manage] : Web % A 7" ACL #iB80, fate. HIfRT 2L &7V v 7 LET,

* [Web-Type ACL] U A k : Z® DAP L =2— R Web-type ACL N FE /RSN ET,

*[Add] : Fe vy 7 X7 U A NTE®EIRL Web ¥4 7 ACL 23451f|0> [Web-Type ACLs] U

AT w74 [Fun

Z MZBimEhET,

«[Delete] : 7 U v 274 5L, Web-type ACL D 1 DA [Web-Type ACLs] U 2 h xS HIRE
£9, ASA 7D ACL ZHIERT 512X, £ DAP L a2— Kb E D ACL ZHIBRd 5 408
N0 ET,

ctions] ¥ 7EEIRL, 77 AN Y —R_R—x N LTT 7 HTTP 77X, BX

O'DAP La— RO URL = hY ZRELET,

* [File Server Browsing] : 7 7 A /b % — _R—F =3 HEGWED CIFS 7 7 UV v Tk A4 X —T

WNETTF 4= LET,

7 Z 7 XZiX, NBNS (A X — 7 F W E£7-13 WINS) NMIETY, NBNS IZ[EENZ
LA, NBNS 3% E S TCWRWEAIEL, DNS A L9, CIFS 77 v Xi#
ECTIT. EBEAYR—FENTHERE A,

« [File Server Entry] : R—4% /)L X—=T Ta—H—R17 7 £ )L — =D RRB LA RTE A

NTEDLEICTDIMEIDERELET, A X =T MR TNDLYE, F—F L ~—
77 ANY—R_R—x MO e UREESET, =—WF—iL, Windows 7 7 A
IWASDIRAZEBERATITEET, 22— —F, 774 ra2F v ru—R, fEE. Bk,

LAEE, BIOBETEET, 72, 77 AABLOT7 AV EEEBNTHIEHTEE
4, 1 A HEZR Windows Y —/X—TCa—H— 77 v R L THAEZRETIHLEL H
DET, Xy NT—ZOFEHIZ Lo TE, 2—F =BT 7 A N ~DT 7 & AFNIGRIEE %
TFTAVERHAZELHY £7,

« [HTTPProxy] : 7 7 A4 7> h~OHTTP 7 7L v k X OlskiclEE L Ed, 207

ook, W a7 Y ERICT T 5T 7 2 m Y — (Java, ActiveX, Flash 72 &)
WX LTCTEHEHTYT, 20o7uxiicioT, BXFa2 VT4 T I9A4T o AOEHAZ Rk L
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B orr 7o exesasy o —EroRE

ATy TH

BN, w7V 7 EERECEET, kI e X Uik, BB 7 v oy
TrXxy arya4Xal—varyEERE LT, T3TOHTTP 3 L O HTTPS R 247 L
WwWraxvarZ 4 Xal—valVZA L7 hLET, HTTP7 7Ly h 7 e¥% T
IZ. HTML, CSS. JavaScript, VBScript, ActiveX, JavaZ2 &', & A ETXTDI T4 7
YIMUT 7 e =B AR—= R EnTWET, PAR— I TWD T T U Microsoft
Internet Explorer 721} T4,

¢ [URL Entry] : R—# /)L _X— Ca—H# — N HTTP/HTTPS URL # AJJ TX 5 X H512T 5 M
EIODERELET, ZOBENA X—T MR >TVDHA, 2—P—|ZURL = b
U Ry T RZIWeb 7 RLAZ AN TEET,

SSLVPN i HH LTt T XTCOYA FEDBERILT L XTI L 1INnE 8
Ao SSLVPN I, %%y hU—7 EDYE—F 2—HP—DPCRY—7 AT —3 3 & ASA
EDOMDOT — 2O EX 2T 4 ZRFETHHDOTT, Lied->T, —%—7 HTTPS LA
D Web U Y —RA (L% —Fy b ERPHNERY NU—2 EIZHDHY VY —R) IZT7 7 AT
LA, ARED ASA S BIO Web — "—F TOMBEITEXF 27 TEH Y THA,

754 7F7 v LA VPN TIE, ASAIZ=Y R 2—HF—D Web 75 7 H# & Z—4 >~ |~ Web
P—R=LDMOTr X & UTHIEL £7, = —%—72% SSL kit Web h— " —ZH 5
ELASA TR AT R AL L, =D SSLIEAEEZRMIEL £, = K 22— —
TR RENTZAFAZELZZE LW, IFAELZTHE L THiFT 22 3T 8
Ae SSLVPN OHUEDFEETIL, RG> T25EAZEZ R T D5 A b & OWE 3] S
NFEHA, o, ASAIFEHETE 5 CAREEORHGEL FEITLERA, 20D, 2 —F—
I%. SSL %I Web H— "= LIB(ET HHIIZ, £DOH— =T KV R S NTREE L 24T
THZLIITEEHA,

22— —DA v H—Fy b T EAZHIRT SIZ1E, [Disable for the URL Entry] 7 4 —/L %
BIRLET, Zhicky, SSLVPN2—H—NT T 47 LA VPN EHETIZ Web 3—7 ¢
YTCERWVWESIZLET,

*[Unchanged] : (F 74/ 1K) 27V wr35& Zokyva il@EiansdZr—7 K
U—mbOENMER S ET,

* [Enable/Disable] : #§FE%Z A R —T WACT 20T 4 B—TWICT D0 EHELET,

« [Auto-start] : 7V v 745 L HTTP 70 F U NA X —T7 TR0 . Zh b OMEREIC B[S
FHENET Ly FADAP L a— RIZX > CHEIMIZEEI+2 L 512720 £9°,

[Port Forwarding Lists] # 7 Z3®R L, 2—¥— ¥ v 3 DR — Mkl A b E2RELET,

N— MEEIZ L 7V =T AV £— b 2—HF—1%, BEAOREE TCP/IP N — b THEET 5~
FATV MYP—=N=T TV r—va T 7 EATEET, VE—ba—F—jF m—1
PCICA VA M—=NENTITAT N T TV =2 a v ZffiLT, 2077V r—vavw
ZYR—FTB)E— =N ZLZRIIT 7 ERATEET, VA2 TiX, Windows Terminal
Services, Telnet, Secure FTP (FTP over SSH) . Perforce, Outlook Express, I3 d:ON Lotus Notes
IZOWNWTTARLTWET, ZOMOD TCP X—ADT 7Y r—ya v O—MbliET 5 L%
ADLDNETH, YAATETAPLTHE A,

G¥) AN— MEEIZ, —H#D SSL/TLS N—2 3  TIIfEHATE 1A
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DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

FE R—bEE (T AV r—2ar778R) BIOT VX NVGEREEL R — 572
DIZ, VE— b 22— (2 Sun Microsystems Java 7 > % A LABREE (JRE) A
VAR=AINTND I EEHRLET,

* [Port Forwarding] : Z @ DAP L 22— RNIZHH &5 AR — Mk U A hOF 72 g &3 IR
LET, 207 14— ROZDOMDEM: L, [Port Forwarding] % [Enable] & 72 13 [Auto-start]
WCRRE LTEG AT A 2 =T 720 £97,

*[Unchanged] : 7 V v 7 35&, BUENETa LT X alb—a UL HIBRSNET,
* [Enable/Disable] : R — Mgk Z A R—T T DT 4 B—TMITI0ERELET,

s [Auto-start] : 7 U v 7 35 &R — MNRENRA R—T /72D DAP L 22— ROR— Mgk
U A MIBEMT N oAR— MEET 7Ly "R EEICRET 5 X 912720 £7,

« [Port Forwarding List] K2 >~ 7% 7> J A k : DAP L 22— R|ZIBINT 5, REFHDR—
MRk Y 2 2 BRIR L ET,

o [New..] : HHIOAR— MREV A MEFRETHEZICI7 Y v 7 LET,
« [PortForwarding Lists] (7-UL72 L) :DAP L 22— RDR— Mk U A A FRENET,

*[Add]: 7V w7 $ 5L, FryZZyr YR MTER LR — Mk ) 2 QA RIOR—
MRk Y 2 MaBmshEd,

e[Delete] : 7 VU w745 E, BIRENTNWDAR— sk U A MR — sk U A RS HIER
SNET, ASANGLAR— MEXEY X M EHIFRTHIZIE, EFTDAPLa— RN ZFDY R
NEHIERTDLENRH D F9,
AT w76 [Bookmarks] ¥ 7 &N L, $FED2—Y— v a9 URLDT v/ ~—7 2RELET,

s [Enable bookmarks] : 7 V v 7§25 LA X—T /R VET, ZOF =y IRy T ANRS
TOEEIX, BHROR—HN RXR=VIIT v I~ — 7 I FERRINE A,

* [Bookmark] K2 7% 7> U A K :DAP L a— RZIBINT 5, REFALADT v I ~—7

ERLET,
«[Manage.] : 7 v 7 ~—2%iBM, A1 VR — K, =7 AKR—b, HIERTLHEXIZZY v
L\iﬁ—o

« [Bookmarks] (7-~L72L) : ZODAP L2— R®DO URL U X hAFRENET,

c[Add>>]: 7 U v F5E, RryF AT YA RTERLET v 7 ~—2 2351100 URL
BRI BEm S ET,

e[Delete] : 7 Vw7 3hHL, BRENTWET v 7 ~—2RNURL U A MEENOHIREN
FT, ASANSL T v I ~—7 ZHIBRTHICIE, FTDAP La— Kb ZEFDT v r~—7
ZHIBRT DMERH Y 7,

AT 9T 1 [Access Method] # 7 &R L, #Fra[T 2V E—h 77 BADX A TEHFELET,
* [Unchanged] : BIfEDO UV E— bk 77 A H XA S EH L ET,
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B orrzemLE samL s DR

s X174 547> bk : Cisco Secure Client AnyConnect VPN 2 7 A 7 > k@ AnyConnect
VPN & ¥ = — /LA L THRed %

« [Web-Portal] : 77 5 A 7> b LA VPN THfi L £,

« Both-default-Web-Portal : 7 A 7 ML AFEF T X2 T 7 94T b LT L
¥4, TFNLMIZIIAT L MLATY,

s Both-default-2 X279 54T b : V74T ML AERFEXF2T 7747 bEI
LT LET, EXaT7 7 74TV OT 74NV MITTAT Y FLVATY,

ARTYT8 [BFXFaT7I54F7 M ¥ 7 %EIRL, Always-on VPN 7 T F D AT —H A @RINLE T,

s Always-On VPNfor t X =77 747 b 1 BFXaT7 7747 M h—ERAT a7 711
WO Always-on VPN 7 7 VR EZ RAERILT D0, T4 B—=T VT D0, EX=27277
AT NIRRTy ANREELERTI0EEELET,

TG A =R EHHTHIZIE, CiscoWeb X2 VT 4 TTT7A4A T ADY U —AN,
Cisco Secure 77 7 A 7 > b ® AnyConnect VPN EV = — /UZxf L CEFXF =27 EEY T 1 Y
Va—var A4ty v 7 YR—bLTWORERSY T, £/2, EX2T 774
Ty DU Y =20, TkFa7 FVT 4 YYa—ar] OBELZYR—KMLTH
HHELHY FT, FEMIZOVWTIL,  [Cisco AnyConnect VPN Client Administrator Guide]
ERILTLEEN,

RARTYFTY [BXaT 7747 b h A% LEM (AnyConnect Client Custom Attributes) | % 7 2 38R L |
EFZ/ELDOH AL LNBMEEFR LT, ZORY —ICEEMITET, /2. DA ZLEHEEE
LTS, TRHZZORY) —ICHEMTHZ L b TEET,

HALLNBEMEIT B X 2T 7747 MCEESN, 7Ty 77 b— ROIEH 72 EORSREZ X ET
HDIERHENET, DAZLRBEIZIIZA T LA EOERHY 3, TTREDOZ A
TEEZRLIE, ZOXA TOLATMTEOfEEZ 1L EERTE T, HEEICK L TERET S
B D7 AL LEHEOFEC SN T, AL TS %2727 747> U Y —20D [Ciso
Secure Client Administrator Guidell &M L T< 72 &0y,

HAZ LEMEIX, [RE (Configuration) ]>[V E— F7 2 A VPN (Remote Access VPN) ]>
[Fy NU—2 (54T b)) 727 EA (Network (Client) Access) 1> [ffAllE%E (Advanced) ]
S[EXaT 7 TA4T Y A AZ LAEM (Custom Attributes) | BEX OV [EF 2T 7747 bh
A& NEMA (Custom Attribute Names) | CHANCER TEXET, FANIER LTI AX LE
PEZ, AT I 77 B8AR) =L 0—F R —OW G THEHINET,

DAP Z{#F L 1= SAML 25 D% E

A5 — 3 — (RADIUS F 721X LDAP) (2477 L CRBn @2 iS4 5 Z & 72 <, DAP = M
LTSAMLBRBABIONITNL—TRY v —DBIREZRETETET,
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&

ATy T2

pAP £ L7- samL 2iEniE I}

SAML ID 7't /3 Z—|%, L7V — 3 LMz CRAEMZ B ETL L) ICRETE F
T, ASA D SAML #—E & Fuf ZF— a R —x 2 I, SAML 79— 3 U &2MER L,
ZELETYH— a VICESWTRAERIZINAN—FRY o —DORIR AT ET, 7H—3 3
VgL, ASDM TiRE S M7= DAP LV— LA L CARBL S E T,

TN—TRY —J@MiL, B4 dsco_group policy Z T2 SHERH Y £, ZOEMEIE
RESH TS DAPICIKIELER A, 7277 L, DAP RRESNTWDLEIL, DAPRY o—
D—EpE L THEHTEET,

TI—TR) o—0&ER

cisco_group_policy & V5 A HTOBIENZAE S5 & kT Dl % 5 L THEkE group-policy
DERENFET,

BRI ESND &, BED Y —ANE T A—TRY —ERREE S L. F O RS D
ST, HEFIEA DA% 72 group-policy MERL L E T,

ZELIEIIN—TRY =GR ElALGDEDLE, ROV T IAREZLNET,

SAML BBETRELEVIL—TR) o— RRBPRESNTLELRA

ZOVFVFTIE, ARRIN—TRY —iF, BEIBMOBEIECRO X 5 ICRESET,
1. SAML BHETHRES N7 NV—TRY v—,

2. PRI N—TTRESNLZITN—TRY —,

3. TI7ANEDODITNA—=TRY —,

SAML BEETRIELETIL—TR) o—, RRIREINTVET

ZOVF VAT, AR IN—TRY v—id, BEIENOBRIETHRD L5 ICHRESIET,
1. FFrlBMECHRESNT I NV—T R v—,

2. oY= N—TKR)v—  FETLIHE, FaF—A"—nbRENEEERLET,
3. 22—V —=FN—TKY —: SAML BHETEINTMEEHEH L £,

4. MRV ITN—TTHREINZIN—TRY —,

5. T74NVRDITNVL—TRY T—,
FIE

ASDM T, [ERE (Configuration) 1>[!")E—+rF7% X VPN (RemoteAccessVPN) ] >
[y bT—D (US54F2 k) 7Y R (Network (Client) Access) |>[FA4 T I I T7o+&
AR1) & — (DynamicAccessPolicies) 1>[# 4+ 3 v /R —DiBMARSE (Add/Edit Dynamic
Access Policy) &R L £,

AAA JEMEOIRINGER T, B (Add) 1227V v 7 LET,

a) [AAAJEMEY A7 (AAA Attribute Type) | K 7" Z 7 2 b [SAML] #8IRL £7,
b) EMEIDE LT memberOf Zf8E L £,
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ATv73
ATvT4

DAP ~L—

ATy T

ATy T2

ATvT3

FAF2v o 7oA RYL— |

c) memberOf BIEDEEZ AT 55, AD h—N"—7 N —TREHEIN T LG [ADY
N—T DS (Get AD Group) %7 U v 7 LT,

BN AD — =T NV —T % ET HITi1E, [RE (Configuration) ] >[VE—+rF7 9t
AVPN (Remote AccessVPN) |>[AAA/B—#)L1—H— (AAA/Local Users) | >[AAA
H—/N—%5)L—TF (AAA Server Groups) [IZBEIL £,

TN—TRY) o —FPEEE2HERT DI, LEIZSC T, [RC DAP R Y > —F 72135
DDAP R U —CIROFTELZEIRLET,

« [AAAEMES 14 7 (AAA Attribute Type) ] : SAML
« [JBM: ID (Attribute ID) ]: cisco_group_policy

s [ME (Value) ]: ZV—7 R v —4

[OK]1 &7 Vw7 LET,
[OK] %27 VU w27 LT, DAPRYU > —%REFELET,

=/ 4=
ADELT
DAP b L—REF(TT DL, T_RTCOEGRELT /SA AD DAP = R4 v MEMENRFE RS
nE7,

FIE

SSH #— I J /L6 ASA Ica 74 U CHME EXEC B— RZEBIE L £7°,
ASA O¥HE EXEC £— FTIE, #REND 727 M hostname# &720 97,

DAPT Ry T A X —TWILET, Tvi g OFT_RTODAP BN F—IF v 0 K
TICFRRINET,

hostname# debug dap trace

endpoint.anyconnect.clientversion="0.16.0021";
endpoint.anyconnect.platform="apple-ios";
endpoint.anyconnect.platformversion="4.1";
endpoint.anyconnect.devicetype="iPhonel, 2";
endpoint.anyconnect.deviceuniqueid="dd13ce3547f2falb2c3d4e5f6g7h81950£fa03£f75";

({E#&) DAP ML —ROWMAEMRBET HITIE, a2~ ROMNEV AT A v 7IZk) £,
ASA TORF > FOFMIZ OV TIL, [Cisco ASA Series General Operations ASDM Configuration
Guide] @ [ConfigureLogging] =&ML T XV,
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par il [l

DAP 051

*DAP L%y hU—2 UV —ADEFK (4l =)
* DAP #{#ifl L7= WebVPN ACL O (41 =*—2°)

*DAPIZLD CSD F= v 7 Dl LAY —DiHH (42 —)

DAP ZfERLf-y FrT—0 VY —ADER

ZoHNE, 2= —F I N—T DRy NU—F VY —REERTDHHEE LT, #4147
v TIEARY —EFRET DHHEEZRLTWET, Trusted VPN_Access & 9 A HTD
DAP 7R U > —{%, Cisco Secure Client 27 7 A 7> kLA VPN 7 7 & A & AnyConnect VPN &
Va— N7 7 AT LET, Untrusted VPN Access & WO A FIDORY o —E, 77347~
RV AVPN 77 2 AT EFFAILET,

FIE

AT w71 ASDM T, [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Dynamic
Access Policies] > [Add/Edit Dynamic Access Policy] > [Endpoint] (28 L £ 7,

ATV T2 ZERY—DORDBEMEEZRELET,

B Trusted_VPN_Access Untrusted_VPN_Access
Endpoint Attribute Type Policy EHETX % T E 72\
Endpoint Attribute Process ieexplore.exe —
Advanced Endpoint Assessment AntiVirus= McAfee Attribute
CSD Location FHETES FETE 0
L DAP member Of Engineering, Managers N H—
ACL Web-Type ACL
TR X179 547 > kL | WebPortal

"Web R—42 )L

DAP % {1 FH L 7= WebVPN ACL & FH

DAP TlZ., Network ACLs (IPsec BL R EXFaT7 75347~ DEE) . URLY A, BX
N Functions Z &8, 77 ARY) o—@tEoy 7y MrBEEEEH %4, J1—F R
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B orricszcsnFrvsommeRy L —oER

&

ATy T2

ATvT3

ATy T4

ATy TH
ATvT6

eNEAINDANT—F TR T Y v b hpb UR MR IR, BEEEEHTE EE A,

[Add/Edit Dynamic Access Policy] ~2 > ® [Access Policy Attributes] % 71213, DAP 2 E#5i# H

SNDLBIEDFERIRA = a—PNRRINET,

Active Directory/LDAP |%, Z—H#'— 7 L—T KV — Ao RN—v oy T ra—HF—x N D
'memberOf| B E L TRFLE T, AD 7 L—T7 D2 —H— (memberOf) = ASA N E

# 7 Web % A 7" ACL %@ 3 % Engineering & 725 X 912, DAP #EFEL £,

FIE

ASDM T, [Add AAA Attributes] <1 128 L £7 ([Configuration] >[Remote AccessVPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >

[AAA Attributes section] > [Add AAA Attribute]) .

AAA BMEZ A 7L LTI, Fry 7 &Y U A R&H LT [LDAP] Zi&#R L £7,

[Attribute ID] 7 4 —/L RIZ, ZZITRENDHEHBY TmemberOf] & AN LET, KILFL/NIIL

FORXRBNIEZE T,

[Value] 7 4 —/L R T, Fuy 7 ¥y A &AL T[E] 2@RL, BEO~7 4 —/L FIC
[Engineering] & AJJLET,

~A{ > D [Access Policy Attributes] fE3k T, [Web-Type ACL Filters] ¥ 7% 7 U v 7 L7,

[Web-Type ACL] K &7 X NZEH LT, AD 7 /b—7" (memberOf) = Engineering
Da—HP—IZHHT D ACL Z##IR L E£7,

DAP[Z X5 CSD Fx vy DigklER) o—DEA

ATy T

ATy T2
ATvT3

ZOHITIX, —F =2 2 DDOFE AD/LDAP 7 /L—7" (Engineering 33 & U Employees) & 1
ODORFE ASA b IV TNV—T BT H a2 F = v 735 DAP Z1ERR L £, D%,

ACL o —HW—|ZH#EH L7,

DAP M ENHACLICLY, VY —Z2~DT7 7 2A&HELET, ZH5DACLIZ. ASA
DIN—T KR —TEHZEINDEDACL IV bEEESNET, £/ ASA L, A7 VY v b
oY) AR, 23F— DNS72 &, DAP TEFE £ 721 LH1#E S 7AW BEFE T O AAA
TN—T R —ffE— LB EEA L ET,

FIE

ASDM T, [Add AAA Attributes] < 2% #E) L £7 ([Configuration] >[Remote AccessVPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >

[AAA Attributes section] > [Add AAA Attribute])
AAA X A 7L LTiE, Fey 7 &y VA REMH L T[LDAP] #E{R L £,

[AttributeID] 7 ¢ —/L RIZ, ZZIRSN5 EHBY TmemberOf] & AN LET, KXFELENL
FORBNIEE T,

B 773y 70€RrR)I—



| #4539 702Ky —

ATvT4

ATy TH

ATvT6

ATy 717
ATvT8

ATvT9

DAP £BRAL Ty ay b—s o0ty 728275

[Value] 7 4 —/V FC, Fry 7 Xy JXMEERLTI[=] 28R L, o7 ¢ —/L FIiZ
[Engineering] & AJJLET,

[Attribute ID] 7 ¢ —/L RIZ, ZZIRSN5 EHBY TmemberOf] & AN LET, KIXFL/NL
FORBNIEE T,

[Value] 7 4 —/V RT, Ry Xy VA RNEMHLT[=] Z&IRL, BEO7 4 —L RIZ
[Employees] & AJJLET,

AAA BIMEZ A 7L LTI, Fry 7 & UARZEH LT [Cisco] IR L £,
[Tunnel] 7 V—7" ARy 7 ZA%A4 2L, Ry 7 Xy VA RNEFEHLTE]Z#RL, BEo
Rey7FZo U RNTHEtle hopn Zv—>7 #Hfh) vo—) Z8RLET,

[Access Policy Attributes] 3% ™ [Network ACL Filters] % 7 C, RiD AT v 7 TEF: L 72 DAP }&
Wzl 2 —Y—IZEH T2 ACL #BIRL £7,

DAP ZEAL Tty arv =0 oDtXa) T4 Z2HRET S

&

ATy T2

ATvT3

ASADPNEFXaT 7747 2 Fb D VPN EEHERZGEBRET 5 & ASAlTEy v ay h—7
%7 T4 7 MIELET, AnyConnect4.9 (MR1) LI, ASA L &x=aT7 27747 b,
Tyl alry b= DX a VT 4 EZWETHAN=ALEYR—FNLET, EFXa2T 2774
TRty rvar =2 00X a VT 05V R— 1 T5L912, DAPERETHLEND
nET,

DAPZ == RiRA v MNEMERE s —MHICEHL, LUAXRZ YV FE2EHL T, b—2 %=
VT 4P R—=F LTV RNWEXFaT 7 T4 T b= a b OBGAITEISG LE T,

FIE

ASDM TiX, [ER%E (Configuration) ]>[1)E— k7% X VPN (RemoteAccessVPN) ]>

Ry bT—D (U5A4TF7 2 k) 7U+ERX (Network (Client) Access) 1> [F4FT I v 979+

AR — (DynamicAccessPolicies) |>[# 4 F 2 v IR —DEM/ARE (Add/Edit Dynamic

AccessPolicy) &=L 7,

T2 RRA 2 PRPEOBRIRGEE T, DB (Add) 1227V v 27 LET,

a) [T RARA > MEVEX A7 (Endpoint Attribute Type) | Ke vy 7 X 0T, [7T7V r—
v = ¥ (Application) | Z&IN L £,

b) [Z7T7A4 7 2 A7 (ClientType) | T, HFH5 @) HAETZERL, fryrX¥ornnt
X2 T 7 TAT Y FEBRRLET,

) [OK]%27VUvZ7 LET,

[Advanced GGEMIFRE) | OBINEHELHRTE L £,

a) [AND]#HHE -2 RIRL £7,

b) HEX BN

(type (endpoint.anyconnect.session token security)~="string" or
EVAL (endpoint.anyconnect.session token security,"NE","true","string"))

g4+3v9 792Ky — [}



FAF2v o 7oA RYL— |
B o smmLctyvas b~ ntRa T ERRT S

ATY T4 [727 3 (Action) |HEH T, [T (Terminate) ] 2R L 9,
RT9TS A7 varpa—Y—Rob—U%BIML, [OK]Z27 VU v7 LET,

B 773y 70€RrR)I—
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



