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VBN TCT v 77— Ranfd,

XTI TIAT L FVPNY 4 F—Rid, ASAR~SIALFaLTHFARE—FRDL X|Za—
P—a T XA NOLETHHAREIZRY £3, LERIAVTFAIDARNL—VET V—
AT TAL, VAT LA AT HRAINLRETDHLEND Y F7,

CiscoEXaT7 79347 M =T dr AN T 7 ANEBHERTHIZIL. 20T

XRAPNTLDRAPL—UBMETT, FaTXRAMDTIA B ZAOE Y B TITiE, VU
V=R T TANRVETT, T2 R L, BX%aT 77472 b Premium T3,

\}

GE) ZoOUAVP—FOEY)DOREIL. VoI NAarTxA MogEae s
Ia E"C\‘j‘o

* [Psec IKEv2 Remote Access Wizard (13 ~<—72°)

IKEV2 12X 2T, DR F—D VPN 7 T4 7T 2 RN ASAICHH CEx 9, 2tk
D, EXx=2U T b nsd & &b, EHTBIRENRBEL TS IPsec U E— |
T AR TR TEET,

IPSecIKEV2 VE—h 77 & A 7 4P — KX, ASAR~YLTarTFANET—RFDL X
W —H— a7 XA NORTHARRRIZ/RY 9, HBRIATHFAIDY V—R
F2Z, FABLRE VLY THDOL AT LA THFANPORETALENRH Y £4, ff
AT 42T, £X%2T7 27547 b Premium T,

)

GE) ZoOUusP—FROEYDOREIL. VoI AarTXRA 0gEeE
[T Td,

* IPsec IKEv1 Remote Access Wizard (8 ~X—3)
« IPsec Site-to-Site VPN Wizard (3 ~X—)

LAN-to-LAN #%#5¢ C IPv4 & IPv6 Dili T DT KL v U 7 BMERA STV 5H4A. ASA T
VPN R U ZARTR—=FZINDEDE, WHFOETH ASA THY . 2O G OWNEF >~ b
T—7 D7 Ry v 7 HRABR—H LTS (EhE S IPvd £721%IPve) & X T9, =
L, WMHFOET ONEA Y b U —2 28 IPv6 THER ~ U — 27 8 IPv6 DFAITH Y T
TEY ET,
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IPsec Site-to-Site VPN Wizard [JJ}

IPsec Site-to-Site VPN Wizard

2ED ASA TRA A D R A BY—HP A h brxb) I, WOFATY,
P A NV —H A K~ VPN b R TiE, IPsec 72 Fa xR L CF—20»R#EINET,

Peer Device ldentification
s [Peer IP Address] : D1 & (7 T34 ZX) OIPT KL RAEZHELET,

* [VPN Access Interface] : 14 Y —H% A N N UIHERHTH A v F—T7 = A ZAZEIRL
7,

* [Crypto Map Type] : ZOET I SND~y T OZAT (RET 4 v 7 £21E5 4T
Iv7) mHEELET,

Traffic to Protects

ZDAT YT TE, m—=IV Ry U= BIOVE—F Xy NU—JEBELET, Zh
5DOFy FU—27 TiE, Psec AbLZMEH LT NI 7 4 v 7 RSN ET,

s [Local Networks] : IPsec > RNV TCHEHAINDBFA MERELET,
* [Remote Networks] : IPsec h > R/ TSN *y NV =27 ZRELET,

tXxal) T

ZDOAT 7T, BT TAL AL ORFED FIEEZRE L ET, HMRREEZERT 20, #
AIEA X —Z2BECTEET, ELILITHMRA TV a iz 0TI, UUTIZHIAT S
[Customized Configuration] % %R T& £,

* [IKE Version] : &6 503 —2 3 UEMHT 50206 U T, [IKEv]] £ 721X [IKEV2] F = v
IRy I A F AT LET,

 IKE version 1 Authentication Methods

s [Pre-sharedKey] : A F—%2EHT2 L, VE— N ETOEBRERITHOFR >
N = NEELTWALA, BEZTIECEHEICEY Ty TEEd, 2hE
NDIPsec BT 1L, Bx 27 R AT OHFOET Z8IZar 74 Fal—va
UNEREMLE LT A, KB RXy NI =27 TR —J U7 1 ORENET
LDLEENRHY ET,
IPsec 7 DT 1E, FAHEAEXF 2L TEX 2T MU RVEHESLT D0
DV ES, EXaTRhAHEEFEHL T, VE— A FOBEHEE L FRHLAEY—%
L TLEE,

[Device Certificate] : 2 — /L ASA & U E— | IPsec &7 W] OFAECREMIEZEHT 5
Balc sy 7 LET,

FTUHNFEHEIC L D IPSec b RAVDFESLIZER T2 X2V T 0 F—%28hR L <
BHCTXET, TUXNVGEAEICL, 4Al. VU TAEE, S, HH, TP

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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VPN 7« H—F |

T RLRARED, 22— —F 13T, A BT A ERNTDRI N TOVET, £
FTUXNVFERAEICE, AF—0a bt —HEFEFNTWET,

20D T REETAEAIL. GEHEL T OANBAEINET—F EHL T, HA
DOFFEEITVET, BrLWET 2Ry NU—=Z BT 28541%,. ZOET % CAIZ
B LET, o T RNIBMOREEITHILEITHY 8 A,

* IKE version 2 Authentication Methods
* [Local Pre-shared Key] : IPsec IKEV2 f8ilE LB BAL T L3 Y X AZRE L E7,

* [Local Device Certificate] : VPN 7 7 ¥ ZADRGEZ, ¥F 2V T 4 7T I7A T A%

LTITWET,

* [Remote Peer Pre-shared Key] : = —7# /L ASA & U E— b IPsec &7 [H]DOFEFE CHF AL
AxX—2HHT25612) v 7 LET,

* [Remote Peer Certificate Authentication] : ZDF = v VR v 7 ANF D EXE, BT
TNAZAPGEHELZFEH L TZOT AL R L CHHORBIEEIT) Z &N TEE
—g—O

* [Encryption Algorithms] : Z DX 7 CliX, 7 — ¥ OREIHEH T LHE5ALT LT Y X LD H
A TR L ET,

* [IKE Policy] : IKEVI/IKEV2 #BREHF & HEE L £7,

* [IPsec Proposal] : IPsec Ff 5t 7 /2 U XL EFRE L £,

* Perfect Forward Secrecy

* [Enable Perfect Forwarding Secrecy (PFS)] : 7 = — X 2 IPsec ¥ — DAEFKIZISV VT, Perfect
Forward Secrecy #fEHT 2 E S0, BIOMEHTAEFEZOH A X2HBELET,
PFSIE, HILWVWF—TT T, 602 EOF— LR LARNE VI Fs{ba &
7 N CY, IPsec F I T—3 3V TlE, PFSBA RX—T IR DHET, 7x—R2
F—IE7 = — X1 F (2SN TNET, PFS Tlid, F—DRLIC Diffie-Hellman J7
APTEHENTNET,

PFSIZ Lo T, EF—D 1 DPFRRiEFi S Th, —HEO RN ¥ —3 X ORE
F=2bIRELIZEy v a v F—id s i< £,

PFS I%, B0 WM TA R—T WIZT D MERH D £7°,

» [Diffie-Hellman Group] : Diffie-Hellman 7' /b —>7" 1D Z3®#IN L £§, 2 DD IPsec T

X, A WMBEREIEET D2 LR EAMEBEERLEHTL7-DICZD ID
PHERHLET, 74 FDOZL—7 14 (2048 ¥ v |k Diffie-Hellman) .

NAT Exempt

* [Exempt ASA side host/network from address translation] : K2 v 7*Z 7  U A M &EHEH LT,
T RUABEHINOERAT DARA M EITRy NV =7 2RI ET,
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t%275547> VN5 [

tXaT7IV54AF7 VPN D4 HF—F

Z D7 4 ¥— KX, Cisco Secure Client?> AnyConnect VPN &3 = — /L5 D VPN 825 & 52 1)
ANDEIICASAZRET HELEEIMMALET, 2OV AP —RTIX, 7V Xy hU—2 7
JEANTEDL LT IPsec (IKEV2) 72 h /L E72IZSSLVPN 72 a2 ELET,
VPN #5e 23MifENE L7z & 212, ASA IZ X > THBEIRYIZ Cisco Secure Client @ AnyConnect VPN &
Va—AREy Ra—HF—DFT A RZT v T u— RIPET,

Connection Profile Identification

[Connection Profile Identification] TiX, VE—h 727X 2 —%—ITx$ % ASA ZHEEL £
T

* [Connection Profile Name] : U E— K 77 A 2—% = VPN D 7-DIZT 7 B2 T 5
AHiZHRELET,

* [VPN Access Interface] : U E— b 77 B R 2—HF =N VPN EHDOT-DIZT 7B AT 5 A
\/&%7I/rx%i%itﬂbi—§—o

VPN Protocols
ORI T 7 AN LTCEFA[T S VPN 7’1 ha L2 E L £ T,

XTI TAT N DT 7 4V MESSLTY, #7277 A /LD VPN h oL 7a ha
L& L TIPsec A 32— LA, IPsec A X—T N LTI 94T 77y
ANEER L CTERT 2 EMEIZRY £ ((ERkT5I12iE, ASDMO 717 7 A )L TTF 4
ZEFHLET)

WebLaunch DO V2 v¥xFaT 27 747 v b 2FHAERT L2580, &OIO7 747 Mz%
BEZSSLEZfERH L, By a v HIZASANSL T T4 T v }‘711774'/1/7&74 THEY £4°, L
O TIL, 294 T MIFOTm 77 AV TRESNTT 1 haL (SSLif:tiIPsec)
EHEALET, PsecMEESNIZT 0T 7 A NET TAT e L BICHFER LS AIX
WD T T AT v MERTIPsec MERH I ET, IPsec A X —T VI LTEREDZ 74T
a7 7 A NV EERRT S HFEOFEMICOWTIL,  [SecureClient Administrator Guide] %
ZH LTI,

« SSL

* [Psec (IKE v2)

* [Device Certificate] : VE— K~ 727 A 7 T4 72 MIxT 5D ASA %?ﬁfﬁbi’? ¥
T TA4T > OREOHFIZIE, Always on X° IPsec/IKEV2 O K 92, A&h72T /31 AFE
HEN ASAICHFET 22 2B LT H0RHY £7,

* [Manage] : [Manage] % i8R 3" % & [Manage Identity Certificates] 7 1 > K7 23 & £ 7,
* [Add] : ID GERE: & 2 OFERIG A4 1B03 5 121%, [Add] 2@ R L £7,
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B c=270547> vy

» [Show Details] : 55 E DFERAE % 3PN L T [Show Details] &7 U v 7 35 &, [Certificate
Details] 7 1 & FUDBHE | EOFEHEDORITHRE L HITHEVRRRINDIIN, &
V7 NVES, ERGE, ST 872 MKRA > b, AR ERFRINET,

* [Delete] : HIFRT 2REEZ @GR~ L C [Delete] #7 U » 7 LE,

* [Export] : FFFAEZZ5FHE R L C[Export] 227 U v 795 L, ZTOFEHEL 7 7 A4 MIZ
T AR—=FTEET, ZOLEIT, WEHARATL—=XET 2089 hEFET
%ij‘o

+ [Enroll ASA SSL VPN with Entrust] : Entrust > ¢ SSL Advantage 7 3 % /L AEBH & % fif
A+25E. #<ICASASSLVPN 77T A 7 ADBB 2 Bt & £,

Client Images

ASAVL, VATV T HRAANRZ U A —T FTARX Xy NT—=T T 7R ATDHEEIT, &
O XTI TAT Y NNy —Uh2ZDOT A A CHBWIZT v 7 a— RT52 ENT
xFET, TIUVOa—P -T2 N A A=V LOMIGE, ERERAMEHL CHEET
XFET, Fo, BROBEICET M ER/NRICT 572012, kb EIJHEHEL AL —
TAT VAT LY A NORIRICEBEITE T,

AL &
Z OWE T, FBREHHREEE L ET,

* [AAAservergroup] : ASANY E— M AAA Y — =T N —FIZT7 7 EA L Ta—P—%§
FECEX 2RI LET, AAA Y —— J U —T % FHREINZ I N—T DY R hin
SIS 57, [New] 227 U w7 LTH LW L—TZ2ERL L E7,

* [Local User Database Details] : ASA I[ZAfHS LTV D — /L T —F RX— R ZH L2 —
PF—EBMLET,

* [Username] : = —W —D 2 —H—& Z/Efk L £,
¢ [Password] : L—HF—DNZAT — F&ERL L 7,
* [Confirm Password] : #EFRD 7= OIZFE L/XA Y — RZ2FH AN LET,

s [Add/Delete] : B —H )L T —H X— R —Y—ZBINEILT — X X— A0 L HIFR
LET,

Client Address Assignment
VE—REXFaT7 77470 F 2—FDDOIPT RLUAFHZHEELET,

* [IPv4 Address Pools] : SSL VPN 77 4 7 > Mid, ASA IZHEE L= & ZIZH LWIP T R L
AxZITMYET, 7747 PUVAERTIEH LWIP 7 RLAIARETT, 7 FL A
T=NALTlE, VE—N I TAT VIR ZITRMAZEDTELT RUAFHNERINE
T BEFOIP T RL A P —VEBEIRT 50, New] 7 U v 7 LTH LWT — /L& ERL
LET,
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t%275547> VN5 [

[New] ZBIR L7-BE1%, BB ERTOIP 7 RLABIOY TRy b w27 2fET S
VERDHY ET,

« [IPv6 Address Pool] : BEfFD IP 7 KL A F— L Z38IRT 57, [New] 227 U v 27 LTH L
W= 2 ERR L E T

Y

GE) IPv6eT RL A F—)Lid, IKEVR#E: 72 7 7 A VHICIZIER T X
A,

Network Name Resolution Servers

VEe—bha—PF—=NHNERXY NT—=ZIZT 7 8RATHELEITED AL U4 ZFERT D EE
E]\/i—é‘()

* [DNS Servers] : DNS #—X—D P 7 KL A% A LET,
« [WINS Servers] : WINS H— X—®D P 7 RLA&Z AN LET,
* [Domain Name] : 7 7 A/ D KA A 4% AT LET,

NAT Exempt

ASA E TRy FU—T BN A F—T /IR EINTWDHEEIL. VPN v T 7 0 v ZITXFL
TIOEMEGERT HVLERH Y 7,

X1 TIOSATUFDEA

WD2ODFEONTRNEFHALC, X7 27947 N Ial S 8% 75472 5N
ARV A =)L TEET,

s [WebiZ#] (Weblaunch) |: &FX=27 27747k Noulr—0F, Web 7 7 U A L
TASAIZT 7 BALIZEZIZEENICA VA b= ENET,

Y

GE)  Weblaunch (I~ /v F 2 7F A~ E— FTEIVA—bFShEE
A/O

« [FRIER (Pre-deployment) |: FEIC X277 74T b Ror—V% A VA F—JL
LET,

[Allow Web Launch] (%, T X COHERIHEN RS2 —ALEETT, ZOF =y IRy

AMAT (FFRILR) OEEIE. BX=2T7 7747 FSSLERiE 7 547 F LA SSL
eI ItERE L £ H A
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. IPsec IKEv1 Remote Access Wizard

HRTEB OWA 1L, disk0:/test2_client_profilexml 7' & 7 7 A )L /X2 K/LDHIZ .msi 7 7 A /L)
HY ‘—@7747/ K77 A NEASANDS BX 2T 27534 T2 k28w r—IZANT
BIBERDHY £, UL, IPsec #Hiz HifF L7z LBV ITHERICEESE 5720 T,

IPsec IKEv1 Remote Access Wizard
S

(GE¥)  Cisco VPN Client IZifit HEFCRKHI T, AR — F23& T L TWET, Secure ClientiZ 7 v 7 7 L —
K 2MERH Y £,

IKEv1 Remote Access Wizard ZfEf LT, XA )L 2—HF—72 D VPN 7 T4 T v ML
RUVE—bF T 7RRAEREL, UE— b IPsec ETIHERITHA X —T oA AZEELE
7,

* [VPN Tunnel Interface] : YV E— K 727 BRI T4 TV N CHEHTLA VF—T oA Abi
WRLUET, ASAIEHDOA V2 —T = A ARHDHGEIX. 20T P — REFATT DRI
ASA CA VA —T oA AEFHELET,

* [Enable inbound IPsec sessions to bypass interface access lists] : IPsec iRlEE A DEFEE v =
Y ASAIZ L o THIZHTHEICLET (DFED, A F—T = A AD access-list L
EF 2y 7 LIBRWESIZLET) , BREEyVaryBAA AT DR, A F—T=A
AACL 72 TY, RESNZI/NV—T R v— a—F— BLOFvrr—Kahiz
ACL TEM S ET,

JE—bT7OERISAT7 L
SEIERFATOYVE—N T 7 EARA Z—F =R ZDASA~D VPN > R LZHL &
MTEET, ZORSHLDVPNI FTAT V bDFA TE2FRLET,
* VPN Client Type
* [Easy VPN Remote product]

+ [Microsoft Windows client using L2TP over IPsec] : PPP #BFE7 & b 2 /L2 FE L 9,
B IEL, PAP, CHAP, MS-CHAP-V1, MS-CHAP-V2, # L U'EAP-PROXY T,

[PAP] : @BREHFICZ VT THF A MDD —W—4 L XAT— REESTOT, ZETIHEDH
D EH A,

[CHAP] : = =D F ¥ L VIKTHINE T, 7747 v MIgF ks TF v
LoD RATV—RBLOIZ VT THFA MNDOa—YF—ZZKLET, 2O e ha
X, PAP LV EZETTR, T—H IR bsnERFA,

[MS-CHAP, Version 1] : CHAP &l CWET 25, H——X, CHAPD XL 5727 VT
THARDART— FTIRRL, B LI SA Y — NEG 2 RFRS L O+ 50
TLAETT,
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IPsec IKEv1 Remote Access Wizard .

[MS-CHAP, Version 2] : MS-CHAP, Version 1 LA ED& % = U 7 ¢ 5i{bARE N & T
b\‘ij‘o

[EAP-Proxy] : EAP A X —7 MZLEd, ZhIZXk->TASAL, PPPFRGE7 & 2
AN D RADIUS GRFE— "—ZRITS B Z N TE ET,

VE—KIT7A4T7 T balRNBEEIN TV RWEAEIE, SEELRVWTLEE
VY,

FRETDHDIX, 7 T7A4T 2 Finb F 2L Zb—7 478 username@tunnelgroup & L

TEESNLHETT,

VNI SA 7 RREEARE RO RILTIL—TE

AR R EFRE L, AR o— (hrrxrn Zv—7) Z{EKT 5121, [VPN Client
Authentication Method and Name] A4 > & L 7,

» [Authentication Method] : U E— bk Y%A b 7%, FHRiHA =23 HZOWT & 6E
MLUTRIELET,

* [Pre-shared Key] : ©—71/L ASA & U E— b IPsec &7 [H]OFFE CHRILA ¥ — 4 H

ToHHEEC 7V v LET,

FHEAF—A2FHAT DL L. VE— N ETOEBRENTIrOFR Yy hT—7 BNLEEL
TWAEA, BEEZTIICLEHICE Yy N7 v 7 TEET, ZNENDIPsec BT 13,
X o TR AT ADMHTFOE T Zlilar 7 4 Fab—va VIERENLELE T
B2, KRRy U= TIEAT—J )T 4 OMENRELDHENH D F
7T

IPsec Y7 DE_T 1L, FHRHEAXF—Z2RZHM L TEF 2772 b RIVEHILT HHME
NV EST, EXaT7hFEEFEHLT, VE— A FOBEHEE L FRiAEXX—%
AHLTLIZEY,

[Pre-shared Key] : 1~128 LT DT LTH 2 A LET,

[Certificate] : 7 —H /L ASA & U E— b IPsec B'7 M OFEFE CiEHEZ AT 25451
7V LET, TO®Z T a rEETTHICE, FAC CAILEEL, 1 DL ED
AEHEZ ASAIZX U a— RLTEBLERDY £,

TUHNVFEAEIZ L D IPSec b U FNVDFENLIHEHT 28X 2 U7 0 F—Z28hE L <
FEICTEET, TUXVGEAEIDIL, AR, VU T AEE. Stk #7201
T RLVRpED, 22—V —F 721373, A& T A IERNGTER SN TVET, £
TUXINGERAEIZE, AF—0atr—EENTVET,

T/&'/lxuﬁﬁi%ﬁﬁﬁ‘fé N 7/5'/1/uﬁﬁﬁi%%\é T9 DRAER (CA) Q:%EOT
ERERLET, CAlL, FEHTX DU X —F 31/ CF %Lf_7°§/f“*‘_]*CA
DEELH Y 7,

2ODETNEIETDHAIL., EHEBEL T UXNVEL SN-T — X 2 ZH LT, A
DOFRFEEATVET, ﬁbwt?%z/bv JIZBMT 25681, £OET % CAIZ
BikLET, MO TRBMOREEIT I LEITH Y £H A,
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[Certificate Signing Algorithm] : 7 ¥V Z LGEHEZL T LT Y A LEZ R L ET (RSA

DAL 1sa-sig)

* [Tunnel Group Name] : 4 fi& AJJ LT, Z D IPsec #fii D b v RV AR Y v —% G e L

a— REERR L ET, B Y > —Tik, 385k, Al THU T v T == T
THAN K TN—T R — BLWIKEEYEEZHRECTEET, ZOVPNY ¢ — T
ETDERRY 1%, PBAEREHRE L. ASADT 7 4V FDOTN—TF R —%Aff
ALET,

77’(7/ |“u:|..n

[Client Authentication] ~ > T, ASANY £ — b 2 —W—%FFFT 2 &L T2 HEE
BIRLES, ROFT T a ronTFnnzaEwRLET,

* [Authenticate using the local user database] : ASA ODNFOFERIE T X E=EHT 2551227V »
7 LET, ZoHFAE, 2—PF—DEP VR TREL TV ORETHEHLET, koS
A 2 TiE, ASA Iffilx DA—F—DT v FEfERTE £,

* [Authenticate using an AAA server group] : V E— F Z—HF —FEFETHEHH—— 7 L—7
2T L5AIC7 ) v 7 LET,

* [AAA Server Group Name] : JCIZHERL S 4172 AAA Hh—N— T —T 2RI L £7,
o [New..]: LW AAA r—_— T N—T %R ETHHEICI ) v 7 LET,

User Accounts

[User Accounts] A > Cl, #ikx BRI L LT, ASA ORI —H — F—H X—Z(ZH L
a—YP—zBMLET,

Address Pool

[Address Pool] XA > TlX, ASABYE—RNVPNZ T4 T MIEVYTHua—ANLIPT K
VADT =NV EFRELET,

s [Tunnel Group Name] : 2D 7 RL A F—AN@EH NI e 77 A0 (hxv 7
=) DEBINFREINET, ZOL4FHIE, [VPN Client Name and Authentication Method]
XA (AT w7 3) TRELEZLDTT,

¢ [Pool Name] : 7 F LA 7 —/LOFRik ID Z##R L £,

eNew..] : HrLWT FL A F—LE2RELET,

* [Range Start Address] : 7 KL A 7 —/LOBAGEIP 7 KL AZ A LE T,

* [Range End Address] : 7 RV A 77—/ O TIPT RLAZ AN LET,

* [Subnet Mask] : ({EE) ZNOHDIPT RLADH TRy b~ A7 IR L £T,
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Attributes Pushed to Client ({£%)

[Attributes Pushed to Client (Optional)] “X-f > Cix, DNS #—/3— & WINS H— —{ZfT 5 1F
WMBEOT 7+ N RAA LA EVE— N T 78R T7A47 0 MZHET L DIT, ASA ZRE
l_/i‘j‘o

* [Tunnel Group] : 7 R LA F—ANREMH S o#kR Y o —O4RTZER R LET, 04
A&, [VPN Client Name and Authentication Method] X+ > CHE L7=H D TT,

+ [Primary DNS Server] : 77 A4 < U DNS #—_—D P 7 KL A% AN LET,

* [Secondary DNS Server] : > % U DNS H— =D P 7 RLA&Z AN LET,

* [Primary WINS Server] : 77 A4 ~ U WINS — "—D P T KL A&EZ AN LET,

* [Secondary WINS Server] : © /> % U WINS B — =D IP 7 KL A& AN LET,

* [Default Domain Name] : 7 7 4 /L D KA A 4% AT LET,

IKE Policy

Internet Security Association and Key Management Protocol (ISAKMP) & HIEZN S IKE L, 2 &
DARANTIPsec BFX 2 V7T 4 TYvo—a r OEGEHEE —HIELo0rTvo—
var7arbhanrTd, FIKERXITVT—Ta i, Tx—R1 LT —X2 EMENRD 2
OOFFyINET, 72— 11E, DEOIKERTvT—var Ayvb—VaRi#ET D
BND b FNVEERLET, 7=2—X2 T, 7—XZR#ET D b RABERENET,

[IKE Policy] A > TiE, 7=— X 1IKE *x T — g o OFMEEZHFELET, ZOFRMIC
X, T2 EREL, TTANT—2 LAl BT O ID 2R 2GS B &
O 55 —f5 7 L2 Y X A%E§E{Ld 5 Diffie-Hellman 7 /L —7 NG ENE T, ASAIZZ DT
NI XALEMFHALT, BEX—bnyva F—2EHLET,

s [Encryption] : 7 =— X2 XA T — a L aRi#ETHT7 =2 — X 1SA BT H72DIC

ASA MEMT % PR ST LT Y XL 2R L3, ASA L, ROBE LT LY
ALz PR —=FLTWET,

FILTY XL iR

DES TR HE, 6 By b F—&MHLET,

3DES Triple DES, 56 B> b ¥ —% i L CThf S bz 3T L £,
AES-128 EERF LR, 128 By b F—% AL ET,

aes-192 192 &y b F—%4i/H7 2% AES,

AES-256 256 £y b F—&f 95 AES,

F 74/ F®3DESILDES XV X7 TN, Bkl iESkicit, L& o
FAEAVEL LET, FEEIC, AEST Y a 2L b X o U T 13RI TTS, MLERAL
HELHEALET,
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* [Authentication] : FFERT — X BEEMDMEROT-OIHEHT 2/ v a2 T3 Y X L% 3
RLET, 774/ MISHATT, MD5DOHX A V= A MI/HE<, SHA LY b3
WL ENTVET, MD5 I, (SO THREETYT ) WRICI VN D Z L AFERES
ALTWET, LarL, ASA TffiH 415 Keyed-Hash Message Authentication Code (HMAC)
N=2a NI ORBEEHEET,

[Difﬁe Hellman Group] : Diffie-Hellman 27 /L — 7" ID %3&IR L £7, 22D IPsec £ 7 1L, #H
BIZHAMEEMAEET 5 2 L LEREHRZEHT 572020 ID 2 H L%

T, 774/ EDHZ/L—714 2048 > h) X, ZA—72BIRIL—75LD ¢
EMEREWNE R SNET,

IPsec Settings ({£&)

[IPsec Settings (Optional)] XA > TlE, 7 RVAEBEWNARE pa—H )V KA NFXy NT—T %
BEELET, 774/ NTIE, ASAL, XA I v I FHBFAET 4 v I RRrxy NIT—0 T
RLAZH (NAT) ZEH LT, NEORA MBLORY NT—7DEIP 7 KL RAEHEHR
A MMBRLUET, NAT iX, B TE 2WINBA R M2 X2 BEREOMERME A K/ NRICH X F
T A, VPNIZ L - CRRAEB K OMRE SN TV DA A M LTI AR#EY RS 501 H 0 £,

TmEziE, A w7 NAT AT HNEA A M, 77— VD EEAIGRIR LT R L
AEWMETHIEIZED, ZOIP T RLAZEBITET, MNBFR bk, Bl
T RLAFPTIRRZ AL 0ET, KYDIPT RLRIZF—ZE2%EETH LIk T
INHONEBARA MIBELLY ET5YE—F VPN 747 2 MM, NAT @RV — V%
ELRWVERD ., ZHHDORA MR TE 8 A,

\)

GE) I RTOFRAPERY FT—7 % NAT D HH0ERTAEEIE,. 2O, U TIIMLHELEH
AoI/hjﬂlof%fﬁfé&\M@T«fwth&z/bv T IINATIZHEWNE T,

s [Interface] : MR L7=F A MEIT Ry N —TIZHRT 541 > ¥ — 7 = A ADL4RTZ RN
]\/\i—é—o

* [Exempt Networks] : IR L72A v F—T =2 A A Ry NT =T D RERTHARA M EIT
v hT—2DIPT7 RLAZRIRLET,

* [Enablesplittunneling] : U E— 778X 774 T Mo DORT Y w7 4 H—F >y K
D NT T 4wV HEBLETICEETHHAEICERIRLET, A7V vy b bR 7T

D, RSNy VU= D NF 7 4 v 7 B E, REISNLTWRWER Y b
T—IDrF7 4 w73 bEnE A, A7V b bRV T ERA =T NICT D
&L ASAVE, WBFERRIZIPT RLADY A RNEZUE—RVPNIZ FA4 7 MZT v a LE
T, UE—KVPNZ TA T2 M, ASADERIZHDEIPT RLA~D T T 4 v 7 &

B LET, OTRTHO T 7 4 v 7 IS AL SN PICEREA v X —% v MIEY HE
L. ASA IFREE L EHA,

* [Enable Perfect Forwarding Secrecy (PFS)] : 7 = — X 2 IPsec % — D AERKIZIV T, Perfect
Forward Secrecy #3225 7, BIMEHT2EFE SO A X&2EELE7, PFS
I, LN F 3T R_T, HOWIBEOF LR LARNVE VIS {ka T T

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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IPsec IKEv2 Remote Access Wizard .

T, IPsecr v T—3 g Tld, PESHA X—TNWIRDET, 72—R2F—([F7 =—
A1 F—ITHESNTWET, PFS Tit. F—dD4xkIZ Diffie-Hellman 720 H ST
i‘é—c

PFSIZX > T, MMEX—D 1 Ok SN ThH, —HOEMARF—B X OWE F—
MOBIRELEEy gy =3 s 20 £3,

PFS %, #OmEMTA x—T NZTDHIVLENRH D 77,

» [Diffie-Hellman Group] : Diffie-Hellman 7 /L —=>"ID Z3&R L £ 9, 22D IPsec 7
X, MAEICAREEHREZERET S 2 & WAMEFREEHT 57201220 1D
EHEALES, 774V EDHZA—714 Q048 B b) X, ZA—T 28IV
N—T7"5 X0 b @eEREmnE R SihvET,

Summary

POEICEZR T UL, [Finish)| 227 U v 27 LEF, ASDMIZ L > CTLAN-to-LAND 27 f ¥ =
L—ya UMEESNET, [Finish| 227V v 7 L72#%IE, 2TOVPN Y 4 F—FREFEHLTZ
DAL T 4 FXal—arrEERTHILIITEETA, ASDM &2 L THLEMEEZ R
FORELTL &N,

IPsec IKEv2 Remote Access Wizard

IKEv2 Remote Access Wizard Z il L T, E AL 22—~/ D VPN 7 7 A T 2 MIZAE
RUVE—bF T 78RR EL, UE— b IPsec ETIHERITHA L H—T oA AZBELE
7,

Connection Profile Identification

[Connection Profile Name] (282t 7 12 7 7 A /L D4 Hij%Z AJ) L, [VPN Access Interface] C IPsec
IKEV2 VE— K 77 RRIZHEHTHVPNT VA A v F—T o4 AEBRIRLET,

* [Connection Profile Name] : 4 Hii&Z AJJ LT, Z® IPsec #feD b v xR Y v —% 5
tolm— REMER LET, $ERERY o — Tl RIE. 70, TH VLT 4 07—
TIZANE IN—=T K= BLOIKERMEZIFETE XY, ZOVPNY 4 F— KT
RET HEA Y —x, RS REHEEL, ASADT 74NV bOITNV—T K v—%
HHALET,

[VPN Access Interface] : VE— K IPsec 7 &£ DEX 2T N RIVEMISLT HA X —
TxA AEBRIRLET, ASAICHEE DA L H—T =24 ADRHIEEIE. 2O 4P —FR%
FITTDHRICVPN 2 7 4 X o b—2 g UaEFHEI L, X a7 a2k 2 TED
UE—hIPsec 7 2 &I, T DA =T 2 A ZRERELTHBMERH Y £7°,

BEBRKEICE D C IPSec (IKEv2) FREER—2

[IKE Peer Authentication] : UE— k o b 7%, FaidAx—, FEHE, 7213 EAP & ff
HALEZETREOW TN EFEH L CRRELET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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* [Pre-shared Key] : 1~128 SCF DR T X o= A LET,

FRHAE -2 L VE— N ETOENPRERTHOHR Y NT—7 RNZEL T
LA, BEETIECSHEREIZEYy T v 7 TEET, FNTEND IPsec BT X, ¥
T IR A ST D TFOE T ZEIlar 7 4 Xalb—va VIEREMNE L TEH0D, K
W2y N =7 CIEATr—F ) T 4 ORENEC L HARH 0 £7,

IPsec 7 DE_T 1L, FRiFHEAF 2L T2 772 b RV EHESLT H0LERH
DET, BXaTRFEZFEHALC, VeE— MV A NOFIHE LEFRiLAT—2H L T
<TEEW,

[Enable Certificate Authentication] : A2 5 & | FARICREEZEHTCE £,

* [Enable peer authentication using EAP] NZTDHE, PBREICEAP A TE LT, 2o
Fryv IRy I A F N LTS i 72— 71 LR wf&%%%ﬁﬁﬁﬁ‘éﬁgﬁ%wi
R
* [Send an EAP identity request to the client] : U E— K 727 A VPN 7 74 7 > NI EAP #%
AEEOR 2 X E TE £
Mobike RRC

* [Enable Return Routability Check for mobike] : Mobike 2345 ZhiZ 72 > T\ 5 IKE/IPSEC & & =
V7 g 7Yvx—vaAlBii5% 41y 7 IP7 RLAOEL%ZF = v 7% Return
Routability Z G20 L £,

[IKE Local Authentication]
s B—HNERAEE A F—T /I LT, FaiAF—FITEAEO W T B3R IR L FE9,
* [Preshared Key] : 1 ~ 128 SLF DS F L FH 2 AT LET,

* [Certificate] : = — /L ASA & U E— b IPsec &7 M OFRAECREHEZEHT 254
IV w7 LET, 207 varERETTHITE. FANZ CAILESEL, 1 DLLED
AEEZ ASA X Ve — RLTEBIMERD D £77,

TYZNVAEAEIZ L D 1PSec N RNV DFENITHENT 28X 2 U 7 1 F—% 2R LL<
FHTEET, 7 UXNVIEAFEITIL, AR, VY T AES Sk M. £ Ip
T RLVRpED, 22—V —F 73T A A& T A IERNTER SN TVET, £
TUXNGERAEICE, AF—0atr—LEFENTWVET,

a /&/VHE%E%{ﬁﬂqﬁ—é 3. 7 /&/antngi%%% T3 B FEE (CA) 7%5)7
R LET, CAlIL, B TE 20 —F 723k TR %Lt774~~%CA
b0 ET,

2ODETHNWETLIHEAT., GFHELF X NEBL INE-T— 22K LT, FA
DFFAEITVET, FHLWET 22Xy h T —2Z0BMNT 58813, FOET % CAIZ
Bk LET, MO T RBMOREEITHI VETH D £H A,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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IPsec IKEv2 Remote Access Wizard .

LA &

IPsec IKEv2 U E— k 7 7 £ A TiX RADIUS §EAED A B AR — S THET,
* [AAA Server Group] : JCIZHERR S 372 AAA Y— " — T —T IR L £,
o [New] : LW AAA T —"— I N —TERETIHHAEZI7 Vv 7 LET,

* [AAA Server Group Details] : Z OfEKAZ#H LT, AAAY—— T —T % VEZSE LT

Client Address Assignment

IPv4 3L VPV DT R LA F— L& ERlkd %0, BIRLET, VE—NT IR Z7I747
VMR, IPVAERIZIPV6 DS — DT RLAREIV Y TONET, MGFEZRELESEAIT
IPv4 7 RUADMER S ET, sEflc O W T, =BV IPT KL R T — )LDk EJ%%
LT EEN,

Network Name Resolution Servers

VE—bha2—PF—=NHNEHRY NU—ZIZT 7 8RATHELEXIZEDL T NAL B EfRRT D
MEFRELET,

* [DNS Servers] : DNS #—/X—D P 7 KL A% A LET,
« [WINS Servers] : WINS H— X—®D P 7 RLAZ AN LET,
* [Default Domain Name] : 7 7 4 /L D KA A 4 &E AT LET,

NAT Exempt

* [Exempt VPN traffic from Network Address Translation] : ASA C NAT 231 X —7 /LI~ T
WAGEIX, 20T =y IRy I A AT HLERHD 9,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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ATv I
ATy T2
ATvT3

IKE DB 1L

ATy T

ATy T2

IKE

«IKE OFERE (17 =)
« IPsec DFE (30 ~<—)

IKE (Z ISAKMP & 1R ., 2 BDEA FTIPsec BX =2 VT 4 7YV vm— a3 o OFEEITE
—HERL-OORIA— g3y Fa halTt, X—F )L FTALA_X—K Xy NT—
7 HIZ ASA ZRET DI, VAT AERICEAT S 70— SV IKE XT A —H R E L,
EHIZ, VPN BT 5720187 NI o— v HIKERY U —H Bk L 7,

FIE

IKE OFZE (17 =) #FEHLTE®CTLZENTEET,
YA P VPN D IKE 23T A—4% (18 X—Y) ZHRTLET,
IKERY >— (25—) ZHRELET,

FIE

VPN B5el2 %) LT IKE Z#H 227 % ik

a) ASDM T, [/ (Configuration) ]>[V E— K7 27 & AVPN (Remote Access VPN) ]>[F v
No—2 (V547 ) 727 &EA (Network (Client) Access) ]>[Secure ClientAnyConnect
e 7' 1 7 7 A /L (Secure Client Connection Profiles) | Z# &R L ¥ 7,

b) [Access Interfaces] ik C, IKEZfEHT 5 A > % —7 = A A1Zxf LT, [IPsec(IKEv2) Access]
D TFIZH 5 [Allow Access] A4 2 LET,

H 4~ VPN 2% LT IKE ZH#hc4 5 ik

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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a) ASDM T, [Configuration] > [Site-to-Site VPN] > [Connection Profiles] Z 3R L £ 77,
b) IKEvI BELWIKEV2 ZEHT 51 2 —T = A4 22 EIRL £,

B4 FEIVPN D IKE /NS A —4

ASDM T, [Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Parameters] % #4R L £ 7,

NAT O &:BE %
* [Enable IPsec over NAT-T]
IPsec over NAT-T IZ L Y IPSec Y7 1%, UE— F 77 & & & LAN-to-LAN Djij ;5 DHERE %
NAT 734 2% L CHLCTE £9, NAT-TIXUDP T —% 7 F LD 1Psec NT 7 4 7
H 7L L, HA— b 4500 ZEH LT, NAT 734 A |ZHh— MERZRIEL 7,
NAT-T (T XTONAT 731 A= HEMRH L, LB A7Z T IPsec N T 7 4 v 7 %0
T LET, ZOEEX. T 740 BT Rx—T7 Iz ENTHET,
cASA X, T—HEKWEITH 7 TA4 T > MG LT, HEHED IPSec, IPSec over TCP,
NAT-T. ¥ X IPSec over UDP # [FIFHZ YA — N TE £,

« NAT-T & IPsec over UDP D i 55 A F— T IZ 72 5> TV HEA. NAT-T MBS SN
*7,

o £ X —T T2 5 TWBEEE . TPsec over TCP |34+ R TR HFR L Y HEL S
nNEJ,
ASA 12X % NAT-T ODFEIETIT. ROBEITBW T, H—0O NAT/PAT T34 A DIE%IC
»5IPSec BT Y AR—FLET,
o LAN-to-LAN #5#%%,
¢ LAN-to-LANFEGR /2 13EH D V== T 78 A 774 T bOWT, 727210,
M ERIESEDZ X TEEE A,
NAT-T ZE AT 51215, WOTFNEEZEITTILENHY £9,
o« IR— 1 4500 ZBHL =I5 A4 v Z—T7 = A AD ACL Z1ERk L £7

([Configuration] > [Firewall] > [Access Rules]) .
« ZDA T, TPSec over NAT-T % A X — 7 /LIZ LE T,

* [Configuration] > [Site-to-Site VPN] > [Advanced] > [IPsec Prefragmentation Policies] ~~-
> @ [Fragmentation Policy] /X7 A —# "G, [Enable IPsec Pre-fragmentation] T3 %
A F =T =24 AE@ELET, INPRESNTVWDIHE, P7I AT —T s
YEYPR—=FLTOWRWNAT T AN A& b7 74 v 7 03BETEET, Zhicko
TIPT7 I 7 AT —vareVhR— T 25 NAT 751 ZA0EERIIT oS Z &
IHY £ A,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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 Enable IPsec over TCP

IPSec over TCP Zfi 1% & | FE4E ESP ARV IKE 23HERE C X W BREE, E 72 13BEF D
T7AT T A= =V EEE LIIGAICR > THRIETE 28T, VPNZ 747 b
DENEFHEIC 72 D £97, IPSec over TCP IX TCP /X%~ RN TIKE 7’12 k22L& [PSec 7' 1
ranvaE el L, NAT & PAT DT OT AL ZABI R T 7 A T o —i2k vt
XaT R bRV 7RFBRLET, ZOMWRBIZT 7 4/ b THEICHRE SN TVET,

N

GE)  ZOEREIL. XL R—ADT A T 74— L TIEEMEL 8
Ho

IPsecover TCPIZ, VE— T8R4 7 FCEIELET, £/, T XTCOYHA
VH—T A AL VLANA UV H—T7 A ZATHEMEL £ 9, L. ASA BEREICK S L
TWBHZ7 747 MBSO ET, LAN-to-LAN B8 TITHERE L =85 A,

cASA X, T—EKHEITH IV TA T > M LT, HERED IPSec, IPSec over TCP,
NAT-Traversal, 3 X OV IPSec over UDP # [RFFICH AR — FTx$£9,

o f X —T NWNTZ7 > TWBEA . IPsec over TCP IIL D3 X ToEm A LD HELS
nEJ,

ASA & F D7 54 7 v kD)7 T IPsec over TCP %A 2 —7 /LI LT,

BRI0EDOR—FE2EEL T, 5D KR— MI% L TIPsecover TCP %A F—7 LIZ T
xFJ, K—1bF 80 (HTTP) °AK— bk 443 (HTTPS) 2D =V vy R— e AT
L, FOR—MIBEEMTON TS T T Fa /L EE LR 70D 2 & T G n s
AT MMIFEREINET, ZO/E, 77UV VFEEALTIKE ®hA ¥ —7 =4 A5
ASA ZEHTE < e 7, ZOREEMIT 5121, HTTP/HTTPS EH 4 B AR —
MIFELET,

ASA 72T, V94T FTHLTCP AR— hERETHMLENHVET, 7747
FNOBREICIE, ASA HICHE LR — a2 b 1 OFDHINERHY £,

E7ICEESNSID

IKE X2 x— 3 VCET AT Z#A7 5 [Identity] 23R L £,

Address ISAKMP OFBIE#HR A2 ZH T 5K A RDIP 7 RLUAZHHLET,

Hostname ISAKMP DOFSIER & 22T 2R A S OFEREM FA A A2 LET (5
THNVER) o TOAFNE. RA ML E RAL A THERSLET,

Key ID UE— BT NEFIEE X — AT 5 720 fF T 5 [Key Id String] #5573 L
i‘aAo

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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IKE |

Automatic B4 A TN L > TIKER A —v g VERELET,

s HEHEAEXF—DOIP 7T KL X

FEBAEZEFED cert DN,

£y

V2= %% kil

* [Disable Inbound Aggressive Mode Connections]

7x2—RX1DOIKE RxF T — 3 »ClE, Main E— K& Aggressive E— ROWT %
fFHTEET, EHLHDE—RLREIC—E AL L E T4, Aggressive T— RDGH
WCET M THE L SN D ZHALE T, 3 D TiEe< 227217 T, Agressive E— ROFH N
IR TT, BEN—T DO IDIFREINETA, TOLD, HHREES (LT LoEx =
TR SAZTESLT HENC, BT HTIDEME KT 2 MLERHY £3, ZOKREIZT 7 4
Vv b THEICRE SN THNET,

* [Alert Peers Before Disconnecting]

cASADT ¥y RET LR T —h, Byl ar TARLVELLT Y N, B KGR
MIOEE, FHEICLIEIERE, WS OPOBETZIA4A T ey a it
LAN-to-LAN v a v Ry 7E3nNs 2 E083H 0 £9,

cASA X, Ui SNDERIOE v a 2oV T (LAN BRTEHND) REINZET
B L, FNOICHBARELET, 77— bEeZEB LT ERE 27947
1. FOEAZEEMLTAR N a S ERERy T T v 7 A IERLET,
ZOMREIXT 7 4V h CEIERTE SN TWET,
-:®&47TiI%Aﬁ%h%@Tﬁ—F%%Ebfﬁﬁ%%@@m%ﬁiéléﬁ
TEx5 ko, WmEREE A RX—T NI TEET,

RBESNTZTTAT v FEETIIROLONEGEFENET,
T T — I RA R =T NI TNDEeX2 VT4 TTIAT A
e N—=TV g VAOLUED Y T U =T HFITLTCWDHVPNYZ T4 7 > b (BREITAE)

* [Wait for All Active Sessions to Voluntarily Terminate Before Rebooting]

TRTCOT 7T 47 Bya X PHBMICKT LELEICRY ASAZY 7— 55K 9
2, ATV a—)LERETEET, ZOHKEE i77¢»%fﬂm:&ﬁénfwi¢o

* [Number of SAs Allowed in Negotiation for IKEv1]

—FETORIT=— g 0 SA ORI AHIIEL £,

IKEv2 358 DEEE
BTy v a X, A—7 0 SADOEERIRT S IKEV2 CHEATEET, 774/ KT

=N

. ASDM T &

ASA I3F4—72 SA ODEEFIREL EH A,

3 : Cisco Secure Firewall ASA ') —X VPNASDM7203>J 4 ¥al—>3 >y A4 K
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* [Cookie Challenge] : SA \Z X - TRt E T X7 v FA~DIRE L LT, ASABET T34
AT v F—F ¥ LU VERMETEDLLIICLET,

* [% threshold before incoming SAs are cookie challenged] : ASA (2%t L THFR I N D G5
SADSH, AT —a O SADEIE, ZOREICET S L. LIEOSAR T
V=g IR LT v FxF— Fx L UpMThitET, #iPAIL0~100% T3, 7
7V M 50% T,

* [Number of Allowed SAs in Negotiation] : —fi COR T T — 3 U H SA OfE % il R
LET, Z2ovF—Fx LUV EHT25GAIE. A7 0 X Foy 73 Thbivd L9
2. ZyF—=F XL VDOLIWEZ ZOFIRE Y HES LTI ZS W,

* [Maximum Number of SAs Allowed] : ASA L TFFr] 415 IKEv2 ##c OE & Hi[R L £ 97,
T 7 AN T, T4 B ATHRE ST DR #5878 ERR T,

* [Notify Invalid Selector] : SA TZAZEINTEE Ty NREDSAD NI T 4w LY
B L =B LRWEARIC, BHEIIET ~DOIKEBMOEE LA EITENCTE £,
ZOBHOEFITT 7 4V BT, BT TET,

IKE v2 8 DEXTEIZ & % DoS WED[fLE

EEtXalT7 0 7Y vm—ar SA) #OF¥X L PEITI VI vF—Fx LU TVER
ET D), =T U7 SADEEFIRT S Z LIk V., IPsec IKEV2 #46¢12 %4 25 ¥ — B A5
(DoS) BEEAHIETEET, 7 7 4/4 FTIiX, ASA TA—7" 172 SA O ZHIREET, SA
DI FX—F XL IUEITHIZELDYEFA, FAISNDSAOEEFIRETHZ L TEE
T, ZhICk-o T, FRLUUBKITEGEOR I —2 g UM Thn R kDD, 7 v¥F—F %
Ly UHSRE CIIBHIE CE T HIEE OB A R CX e W afREMER H 5. A E U X CPU ~DH(E
ZBiIECE £,

DoS W TI, WBEHIX, ©T T3, A0 SAR A v b EFE L. ASA BEDIEE &k
FI2EHBELAMLETNL, E7 T AT THULSELEEA, 7 710 AN TH
ZARRERICAT O & INEZFIET D E TASATIH A SN T X TOSATRZMHTE £,

I X —F L VDLEVE (%) 24 F—7NMITDHLE, =T SAFxAvT— g
OEMNFIPRINET, 72&2E, T 74/ FERED 50% TIE, FFal&4uD SA D 50 % Bp =
vE—yva i (A=) OLEIZ, ASAX, BIFE L7ZBMO SAWMI 7y vD Y v X —
F ¥ L PEITVET,

[Number of SAsAllowed in Negotiation] = 7213 [Maximum Number of SAs Allowed] & & & 12 H
TOHEEE, AR u A F2y 2 MTONLE I, ZyF—F XL PVDOLEWVEZ

NHDOFFELY B LTLEE N,

[Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options] %R L T, IPsec L'/l

TRTO SA DFFizfillRd 52 &b TEET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .



IKE |
B keemgeronTrzyFizonT

IKEV2iESET7 O Y T <y TIZDNT

9.14(1) V U —ALIKE, ASAIKEV2 3T 27V F b~y 72V R—Fr+5L o5V EL
7o RUFRNAVNOETRE T T 5 L IKEV2IZY A NNORD BT TSA DML Z kA F 7,
BRI0EOETT RLAZFFS7 ) 7 b~y 7 HHETEET, IKEV2 TOZOEKET O
HAR— NI, RS, BEET 2 ) S b~y T EEHLTIKEVI 226817 255 1IC% L H
T

IKEV2 I G D 7 VT v~y FTOREYR—FLET, LIZN- T, BEETIINGmD 7
VR FICHRESN, PRV EBRBT 2T LOEREZITANDTZDIZFERLCH D
MER SN ET,

IKEv2 1 =< T —45 DENE

IKEV2ZET (Peerl 72E) Dy gz LET, 5E0 SA INIT #iX{E T Peerl (2|
HETERPoTZEE, EOBHEENETINET, ZOT 77 4 7 41T 25000 F
o

Peerl |[ZFEENFEAT S L. SA INIT A v —I78 Peer2 IZ35E SN ET, Peer2 ICHEETE
FRWNEA 1T, 2 9 12 Peer3 & DB v Y a VEENENBIME S L E T,

UL = TOET VR RNIHATRTOETEFEHAT AL, IKEV2IE., WTFnoe T &
SABFESL ZNDET, Peerl by a v EFHERKBLET, KOKIZ, ZO8EEEZRLE
—é‘o

1: /M= I—42n7atR70—

—_— SA_INIT —>
Peer 1
—_ (Retrans SA_INIT 5 times) —> 2000
e E—— - —_— | — SA INIT request —>
<— (_ SA_INIT response ) ——
Host 1 Initiator Peer 2 Host 2

(19216820 ) (1111 ) AUTH request > 3.3.3.3 192.168.3.0

<4— ( AUTH response _

\)

() IKESA ZBH#AT 2I2i%, MR b T 7 40 v 7 BB TY, TD7=d, TN RIS 5 7=
WCIROETIZHEEIL ., %%m . BETRERE TN SA S LET, FT T4 v s RIS
ﬂk%ﬁﬁ\&®€7THGSA%%#¢5K®K$%FUﬁ—ﬁﬁgﬂﬁ@ifo
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KEz g EF sy T reyFicont ]

IKEv2 L XK > & DENME

IKESADVARUVETNRAZANT VT b~y THRNOBEHOET AL THRESNTWDH
A, IKESADFRITENAT-NZ, A =V 2—HIKESADT RLANR, Z U T b~y THNOH
ET 7T 47 RETOT FLATHIFSNET,

72 zE, ZVT b~y T NOBET 7T 47T (LARVZELTHER) BNEAOET
THDHEA. IKESA X Peerl DIP 7 RLAMWLEMBEINE T, FEEIC, 2V 7 v~y 7D
BET 774777 (VAR ZELTHER) B2FBOET THDHEE . TIKE SA I3 Peer2
DIPT RLUANGEMBENET,

A\

G¥) E'7 b7 X—PuiE, IKEV2 ¥ LFET hARa O L ARCVAMITIEIR—FENET A,

DY TRy TEEBHOET7AVTYIAD) Y +

IV T b~y TEERTLHE, ETA Ty 7 ARERIZ Y FE, VA NADOEAIOE
Thb b RARRBENET, RORIZ, FEORATOERET A 7 v 7 ADOBIT 2R
LET,

R1:SARIDBEBET A VT v 9 ADHEAT

SA BTN E7A2TvI ADHEE
Oty k

BERRERET KFIE

72— 1 FRR—=FLDOLR—K PIIIN

T x—R2 T R—YPILDOR—F XTI

DPD ACK K%15 PSInY

AUTH 7 = —=XHD T 7 4 v 7B L7 ZD | %fI&

A=

Authentication failure (GRFESHK) K hix

ETICEEARRE R 720 F— AR R Ut b

R2:SABRDERET A VT VI ADBIT

SA ZDIKR E7A 0Ty A0HE
o'z

TaR—PVDAR—BIZ L5 F —HAERDOK | Uy b
e
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B keesgerorsss

SA ZDIKIR E7A42T v ADHEE
oty k

F—HERTDONT T4y 7L ZOR— | Uty b

4

VT b=y TOER Ut b

HA AA v F A —r3— X

clear crypto ikev?2 sa JETIRY

clear ipsec sa Utk

IKEV2SA # A L7 7 b Vv b

IKEv2Z 2 ET7 DIEEIE

IKEvi 8 LU IKEv2 70 )L

VT b~y INEFOIKEN—Y a3 VEBLXOEEE T TREINLTWVWDILE, ROETIZE
BT HENC, MHFDONA—T 9 U OF/ET T SA DRITHITHOILET,

7223, 2200 T PLEP2 T/ UM~y T NEEINTWVWAEE, IKEV2 @ P1, IKEv]
DOPl, IKEV2DP2 DX HZ M RADREEINET,

SR A%
HHOEYT -7 )7 b~y 713, HAND L AR ZFTNAL ZA~D b RV EBE LSS,
BAIDT AL ZZEETERVEE, ROV AR ET AL ZZBE L £,

A== TR, R, VAR ETF AL ZAD N RVERBLES, 775747534
AMB TG RE, AR UNATNRA AL, TIT 4T T, ZADPeer2 DIP T KL RN
TH7 YT b~y TR, Peerl DIP T RLANDS RV ENLE 9 L LET,

EHhyS5R4

BEOEYT EHRHS7 ) b~y AL, £H 7 T AFZDORBHEANIZH DL AR ETISA A~D b
VANEBBTEET, BRIIDOT AL AZRETEX WA, RO VAR ZTINA A~DE
A E T,

A== HTNARE, VAR ETNA ASD RV EBE L E T, Peerl ICRFETX
RS, 7T AXNDTRTO ) — RITIRO Peer2 [IZBH L £ 3,

DI SRE

IKEVREEET 7V F R~y PRRESNTWERES, SHr 522 ) o 3 R—FENE
A,
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IKE 1) < —

ke Ay o— [l

ILFAVFFAME—F
CNT AT HRANE— RTIE, BERECTOEMEZISE 2T A MIERERD T,

A= aVAN

F RNV DFENLIZRIE LTS A R, Zhvboavy REAHCL T, MEEZ S HICoi LE
ﬁ—o

« debug crypto ikev2 platform 255
« debug crypto ikev2 protocol 255
« debug crypto ike-common 255

IKEV2EEETIZEAEDOT Ny Z7ua 7 oflzRIRLET, 2o ZiZid, €7 O@EERER
INET,

Sep 13 10:08:58 [IKE COMMON DEBUG]Failed to initiate ikev2 SA with peer 192.168.2.2,
initiate to next peer 192.168.2.3 configured in the multiple peer list of the crypto
map.

[Configuration] > [Site-to-Site VPN] > [Advanced] > [ KE Palicies]

ZDOA 0, IKEVI AR Y =L IKEV2 R U > —%3B, RE. EI3HIBRT 2720 EH L
F9,

IKEXxdvx=—3 3 VOSEBEFRET HITIE, WIORTHEAZEDIKER DY —% 1 2L EE
L ET,

« —BDTIAFVT 4 (1 ~65543, 1 B’ mDTIAFVT 1) &
s BT D ID ZHERT DAl =,
T — A ERHE L, TTANRN—ETDHE ST,

s HMAC 5, #EFOHTEIRILEL., WEPIZA vE—URNETFIN TV NI & A2 {RFE
L/iﬁ‘o

BB —HB 7 L =Y X L %Ei{bd 5 Diffie-Hellman 27 /L —>7, ASAIZZ D7 /LY XA
FEALTC, edr—_nny o F—2EHLE4,

M — A E XWX DEIIC, ASA DNF DB — 24 14 5 o R,
ZIKE XTIz —arit, 72— 1 E7x2—X2 EMEEND 2 ODFSITHIPNET,

7 x—X 113, U%@KE*ﬁyi—yaV%/ﬁ CERET HERMD bRV EER L
¥4, 7x2—X2TlX — B AR HET D P RADMERR S NE T,

IKEvl OFE1E, K/37 A—ZIZXH LTI DOREL T2 A X—T M TEE T, IKEV2 O
Bl 1 207 o R—Y L CTHEEDFE ([Encryption], [D-H Group]. [Integrity Hash], 35X
[PRF Hash]) ZfiETE £,
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B ke &y —oemErEe

IKERY S —NRESNTWRWIES, ASAIZT 74V FORY —ZFRALET, T 741
MRV =3 E R TA—F DT 74V MERGENTEYD, RV —DF T4V T 413
Wl FALICERE SN E T, FFEDRT A =X DEEEELRWEA, 7 74/ MENEA S
iTO

IKEX Ty om—ya U RBlsshd e, R3vm—va VAR TOETREOR Y —F
THEVE—RN ETICEELET, VE— R TR, —HTARY S —RR0NE I, FTh
THER) =T T34 F VT 4 BITHBEBELET,

Wgft, /v =, FB3E. B X O Diffie-Hellman DESFE U T, SATA 7 XA AR EE ST
RV —DTAT7HALLUTOEEITIE, IKERY —RIC—ENFELET, 74741 A
DELLLARVWEAIE, (VE—FET RV —0n60) BNHTDOTA4 744 AR EHSNE
To —HT LR —=BRVEA, IKE i3RI m—a U adid L, IKESA TR ShvE
A,
Z4—ILF
* [IKEv1 Policies] : B EF A IKE RV > —FNZNDNRT A —=HERELR R LET,

o [Priotity #] : RV > —DTTAF VT 4 R LET,

* [Encryption] : W5 5 b 5 NA R L £,

«[Hash] : "= 73 ALhERLET,

* [D-H Group] : Diffie-Hellman 7' /v — 7" %/~ L £7,

* [Authentication] : FBaF T &R L E T,

o [Lifetime (secs) ]: SA 74 7 XA LEPHTRLET,

« [IKEV2 Policies] : B EH & IKEV2 RV L —FNFND/NRT A —Z R EEZFRLET,
o [Priotity #] : RU > —DTTFTA A VT 4 2R LET,
* [Encryption] : B 5t AR L ET,
* [Integrity Hash] : /~» = 743U X A& R LET,
« [PRF Hash] : 5&{lELERI% (PRF) Ny = 73U X hZ/RLET,
* [D-H Group] : Diffie-Hellman 27 /\—~7 %R L £,
s [Lifetime (secs) ]1:SA T4 7 XA LEPHTRLET,

IKEV1 7R1) > —DEBME = (THRE
[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies] > [Add/Edit IKE Policy]

[Priority #] : IKE R U > —DFFAF VT 4 R ET DHFE2 AT LET, #PHIL 1 ~ 65535
T, I B I@EDTTAF VT 4T,
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[Encryption] : FF S b AR L 9, ZiuE, 2 5D IPSec B 7 TIRiksNnNbd7 — X &%
HET DG BSLT LY XL TT, ROFPLRINTEET,

des 56 £ bk DES-CBC, ZAMEIIMENTT A, oS R L v EiE T,
T 7 HI R,

3des 168 £ |k Triple DES,

aes 128 ¥ | AES,

aes-192 192 £ k AES,

aes-256 256 £ b AES,

[Hash] : 7 — % QDG A LRFET DNy 22 TA TV RLERRLET, X7y b3, £
by MIEENTWARELALREINT-Z L, FAEFICEETEINTWARWT & 2R
LET,

sha SHA-1 |77 5 /b MEIZSHA-1 TF, MD5 DX A V= 2 hDFHIIE L
— DS SHA-1 LV {00 E RAASTWET, LovL, MDSIZHT
HBEED S (ZHUTIERICIRE) LTH, IKEDMEM Y 5 HMAC
NYT v MR OREESEET,

[Authentication] : 45 IPSec &'7 D ID & #1327 812 ASA Mt 3 2 58FF 7 N8I L £ 77,
FHHA T IR T D% v NU =212 LI REAREE 923, /NEEER » T —27 Tk
Y N7y TIRESTY, ROBIRERH D £77,

preshare | i ledr—,

rsa-sig RSA L7 =F % 7L TV XA Lo TERESNEF—F(XDOF VX VIR,

[D-H Group] : Diffie-Hellman 7 /L — 7" ID Z &R L £9, ZDID X, 22D IPSec 7 23, #H
AIZHAREFRZEEET 20 TR, WAMEFREZID M 72OIEH L ET,

1 TN—71 (768 [FZ7 4k O N—72 (1024 £~ |+ Diffie-Hellman)
v h) WX, FA—7 1 F72135 LR L T, CPU OFEITHRITE
WH DD, LZEMITELS 2 97,
2 TN—72 (1024
By k)
5 T—75 (1536
ey b)

14 T N—7F 14 (2048 | 7 7 + /v k@ Diffie-Hellman 7' /L — 71X 7 /L—7 14 (2048
v h) t > b Diffie-Hellman) T,

[Lifetime (secs)] : [Unlimited] Z 4 23250y, SAT A 7 XA LEBH AT LES, T 74V
ME 86,400 B>, O FV 24BEITY, 74 7 XA LBELTHIELE, ASA IZLIHED IPSec &
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B keeky s —oemErEs

IKE |

F2 VT4 T/vm—arzl0Eenicty N7 vy LET, B LMEX 7L~
WD, F—OFAKBRZRIEIZES (W2~340T812) L ThEXxa U7 11
RIEENFET, 74NV b E2FOFTEHFEATHZ L AHEEL £,

[Time Measure] : FEfHEEHEA IR L £, ASA TIFROMEZEHTE ET,

120 ~ 86,400 ¥

2 ~ 1,440 43

1 ~ 24 IKff#]

1 H

IKEv2 /R o—DEBEME-IIHE

[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE Policies] > [Add/Edit IKEv2 Policy]

[Priority #] : IKEV2 R Y & — D7 T A F VT 4 X ET HEFE AT LET, #@PHIL 1~ 65535
T, I B EDTTAAF VT 4T,

[Encryption] : S b FX AR L F7, ZiE, 2 5D IPSec BT TIaiksnbd 7 — & &%
HET DRI BSALT LT XL T, ROFPLRINTE ET,

des 56 £~ ~ DES-CBC 5 51{k% ESP (Zxf L CTHREL £ T,

3des (774w b) U TV DESHEEALT /L= Y X L% BSPIZH L THEE
L\ij—o

aes AES & 128 B b ¥ —H55 k% ESPIZxI L CTHEL £,

aes-192 AES £ 192 B b ¥ —BE{b% ESP 2% L CTHRE L £7°,

aes-256 AES & 256 &' b ¥ —H55 k% ESPIZxI L CTHREL £,

aes-gcm AES-GCM/GMAC 128 ¥ b DY iR — b 5l 5k & &Mz LT
fBELET,

aes-gcm-192 | AES-GCM/GMAC 192 £ kDR — bk Z 5Bl 54k & A6 LT
RELET,

aes-gcm-256 | AES-GCM/GMAC 256 £ b DR — k& Bl 5k & AR LT
BELET,

NULL BB b DTN 2R LET,

[D-H Group] : Diffie-Hellman 7 /L —7 ID Zi8R L 3, ZDID X, 22D IPSec 7 23, #H
HACHARERREEET 20 TR, AMEFREZRY M3 72OEHLET,
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1 ITN—71 (768 | ZHMT 74/ hTH, Group2 (1024 £ b
vy h) Diffie-Hellman) Ti&. EITITHEZR CPUBRRIN D2 720
FIM, Group2 F721L 5 L0 EEMENRLD £,
2 T—72 (1024
By k)
5 TN—75 (1536
By k)
14 7 —7 14
19 TN—719
20 7 N—720
21 T N—721
24 7 N—7 24

[Integrity Hash] : ESP 7’1 b 2V DF — X BEVEZRGET H7o O DNy o T Y X LR
WLET, X7y FB, Z2OXT7y MRS TWDORETLNLREINTZ &, it

WWEE XN TWARNT & &5

sha SHA 1 F 74/ MESHA L T, MD5 DENRA A V= A RHP/NEL,
oy VDS SHA1 XV {000 E RS TnES, LarL, MD5IZx
HWENEKD) (ZHUFFEFICEE) L TH. IKEMEHT % HMAC
NY T MR ZOWELZHEE T,
sha256 |[SHA2, 256 B> K256 By hDOX AV A RN TEFaT Ny o 73 XASHA
DFEAT AR 2EFETELET,
sha384 S$AZ%Mm A Y FDOF A2 A NTEFaT Ny 73 XA SHA
digest 2EEELET,
sha512 5$Az&zm S2E Y FOFAA P2 A RTEFaT Ny o 73 Y XA SHA
digest 2EEELET,
null AES-GCM F 721X AES-GMAC BB L7 /T U XA E L TRES

NTNWSHZ EERLET, AES-GCM B LT3 X h & L
TREINTWDIEHAIR. XNVEAEETAVIT Y XLEZBERT D0
EWRH Y F9,

[Pseudo-Random Function (PRF)] : SA THEH SN AT X TOK LT /LT LD HDF—
B W OFL AL TITAE ] S 415 PRF 248E L £ 7,
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IKE |

sha SHA-1 57 4L MEIZSHA-1 T3, MD5DX A V= A ROFR/NEL

SHA-1 £ 0 {003 E RSN TnET, UL, MDSIZXd
DEEN S (ZAUIIEFICHEE) LT, IKEAMEHT 5 HMAC
NYT VNN ZORELEET,

md5 MD35

sha256 |[SHA2. 256 B>y K [256 By DX A P2 AR TEXRaT7 Ny a 7/)La ) XA SHA
DEAY AL [2ZFELET,

sha384 |SHA2. 384 b v M |384E Y DX AV 2 A M TEF 2T Ny a 7/a ) XLASHA
OEALTxz AN 2EBELET,

shab12 [SHA2. SI2Ey M S12E Y FOX A V2 A N TEXF 2T /Ny o 73 XASHA
DEAY A [2ZELET,

[Lifetime (secs)] : [Unlimited] Z 41232520y, SATA 74 A LEEKTAHLET, T 741
X 86,400F0, DFE D 24 TT, T4 77X A4 LEELTHIEE, ASAITLIED IPsec & ¥ =
V74 T7Yvx—varzloitiElicty N Ty LET, BELREIL+DR L~ ldh D
72, F—OFARBREEBRICES J2~307810) La< Thbexa T ¢ 3RS
NEJ, TN MEFOFTEMERAT L EEHELET,

ASA CTIHIROEZFHTXET,

120 ~ 86,400 ¥

2 ~ 1,440 43

1 ~ 24 IR#fY

1 H

=L

ax AE

IPsec D

ASA T, LAN-to-LAN VPN #£#¢1Z IPsec 23 ] &4, client-to-LAN VPN $£#¢(Z IPsec % {3 ff]
THZLEHBRTEET, PPsec DAHFETIE, 711X VE—FT 2 BRAIIAT b E
FEBOEX 2T F— oA 2R LET, ASAL, A2 BT (IPvd £721X1Pve) &, B
B D¢ _RTOEAECHEHL L 7= — R/8—F ¢ 7 & D LAN-to-LAN IPsec ##i 2 A" — b L
7,

N RNV ERENLT HIINC, 2 DO ETIX, Rk, Bk, B 7 eub, F—EFHRAGET 5
FaVTF 4TV vE—varERrIvEaE—FLET, INHORITT— 3 ZE, bz
JVOMEST (IKESA) &, M RVND T 7 4 v 7 Ol (IPsec SA) &V H 2 OD T =—X
NEENET,

LAN-to-LAN VPN (%, HERRIC R BN H D %y U —7 85 LE T, IPsec LAN-to-LAN
B Cld. ASA IRGME2IBM E U CTHERET 5 Z L A TE £9°, IPsec client-to-LAN %
FETIL, ASAITSEMIE LTOAKEEL £9, BEMILSAZRE L., IEMILX, REINTZ
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SART A—Z W~ T, SADETREZITAND D, HEET D0, £RITHEERLET,
Ve e fleNr 32120, WFDT T 47T 4 TSADR—EHTHLERDH Y 9,

ASA IZ, RD IPSec @MEa R —F L TWHET,

PRECT VX NVGEAEREHT AL X, 72— X 1ISAKMP £ X2 U7 4 7/ x=—
varExrayEz— T 5540 Main E— F

AL CHEAEA X — 2T 5L X212, 7=2—X1ISAKMP X2 T4 7YV xo—3 g
v (SA) ExrIvx— NTBH5ED Aggressive E— K

FRRET VT Y X
* ESP-MD5-HMAC-128
* ESP-SHA1-HMAC-160

o NEFT— K
o FHEHLA S —

e X509 F & VAR E

i W 2= I N
« AES-128, -192, XL 1r-256
* 3DES-168
« DES-56
« ESP-NULL

o JEIRFRRE (XAuth)
cE—RNar74¥al—rval BIAISAKMP 27 f ¥ab—r a3 v HRA)
o« b BT EMEE— R

« LZS Z{HFH L7- IP JE4E (IPCOMP)
F|i§
ATy T e~y 7 B1_—) ZHELET,

ATV T2 Psec FHIZ T/ AT —var R v— @13—=Y) ERELET,
AT w73 IPsec Proposals (Transform Sets) (44 X—3) ZFHELET,

hval = y
CR=INAV AV
[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto M aps]
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B ==<.

ZDA T, IPSec LV LICEBESNTWS, BIEREESNTWAZ U 7~ = v FFmxR
ENFET, 2Tk, IPSec L—/L & BN, fﬁ% HIER, BI0VEY ., BIOREE fHiF L7209
TICBEI S8 T,

Y

GE)  MERoNL—T, RE. B, FR3abr—TXFHA, ASAIZ. XA FTIv T R RALR
) VeMRESINTWAEA, VE—FIZTA T 0D T 7 4 w7 OBIRERZ BRI
ZHANET, BEDN T 74 v I BEIRTDHILICL ST, ZOREEEIMLTEET,

[Interface]. [Source], [Destination], [Destination Service], F7zId [Rule Query] Z 38R, [is] £7=
1% [contains] Z IR, HDHWET 4 NVH NTA—FEANTHZ LIZL-T, V—ILERER

W= NVDFRET7 4 VHUEE) T2 TEET, [L]E27V v 7 LT, BIRAHER TR
TOBFZY NUDIRENTZBREA T e Ry 7 A& Ed, FATT I LI, V—%E
M THERTHEOICHEHLET,

IPsec L— /L TIZLA T ZHE L £,

* [Type: Priority] : /L —/L DX A 7 (Static £ 721X Dynamic) & ZD 77 A AV T 4 ZFRRL
i TO

* Traffic Selection
c[H#] V=NV EFERLET,

* [Source] : NT 7 ¢ v 7 % [Remote Side Host/Network] 7 7 LD Y X NMZHDHIPT N
A TICEETDHLEIC, ZOAL—IHED IP T FLAZRLET, FBMlE—F
([Show Detail] R% > % &) Tix., 7 KL A BT 22, Tany] EWIBENEEN
HAUE =T oA ABDRFEREINDHGENH Y £ (B Tinside:any] ) . any I3,
WEA A —T 2 A ADTRTCDRA NPN—NVOEBEEZTHZ L aERLET,

[Destination] : ~ 7 7 ¢ v 7 %3 [Security Appliance Side Host/Network] 7 7 A @D U A KT
HDHIPT RUANLERFEEINDEEIZ, ZOV—IIWEHIIPT KL RAE—ELXRRL
£, T — K ([Show Detail] R¥ > &) TiX, 7 KL A 7 A2, Tany)
EWVIFENEGENDA LV F—T =4 ALNRRRINDIGERHY £ (B

loutside:any] ) . any %, AMHA > F—T = A4 ADTXTDHRA NPR/L— L OFEE
BT HZEEERLET, SOICFHEME—RNTIE, 7 RLAD T AIIHAD v aTH
FNEIPT FLARGENRS Z L b H 0 £ ([209.165.201.1-209.165.201.30] 72 &)
INHDT RURIE, BHEALT RLATT, WEAA ML o THMNBHE A h~D#z
REPMERR S LD &\ ASA ENEAA DT RL A&7 —LDT RLAICw vy BT L
F9, RANRT U AT RERAIER L%, ASAIZZOT RLA vy BT
ERFFLET, 207 FLR vy B 7L xlate & FETL, —EHIM A E VIR
FranvEd,

* [Service] : —MIZ X o THRESNA Y —E AT harzigE LET (TCP,
UDP, ICMP, F721X1P) ,

¢ [Action] : IPSec L —/DF A7 (T 5, EIIRE LR ZFRELET,

¢ [Transform Set] : +—/VD KT A7 —h Y hERRLET,
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* [Peer] : IPsec E'7 Zakhll L 9,
« [PFS] : L — /L DERHREMER EME R LET,
* [NAT-T Enabled] : 78 Y 2 —"C NAT Traversal X G782 > T E0E I nE R LET,

* [ReverseRoute Enabled] : R U & —TU NR—RAb—h A V=7 a3 (RRI) A F—7
MNZTe 5T BNE I NERLET, RRUIHE Tirbiv, L AR IhET, REN
ERELITHIRENDETEOE LIV ET, ASAIX, V=T 47 T—TNIZAH
T4 w7 v— e HBIZEML, OSPFEHEA L TENLDONL— b ETTARX— K Ry
N — 7 IR —F— —Z Tl L ET,

o [Dynamic] : # A F I v ZITHRESINTWBEEHA, RRIEIPsec EFX 2 UT 4 7T
T—3 3 (SA) DOFELAEIRFIZIERL 41, IPsec SA IR I N D L HIBRSALE T,

\}

GE) XA F I v ZRRIIIKEV2Z R—ADAZ T 4 v 7R~ v 70T
W S E T,

* [ConnectionType] : (AZT 4 v 7 bRV KRY —TOHREAR) , TDORY - —DOHH
4 A 7% bidirectional, originate-only, F 723 answer-only & L CalkBll L £7,

* [SA Lifetime] : L— /LD SA T4 7 XA LEForLET,

* [CA Certificate] : RY > —D CAGEAFELZ R R LE T, X, AZT 4 v 7 8RIZIET
HHSNET,

» [IKE Negotiation Mode] : IKE r &3 =—3 3 > C, Main £ — RE 7213 Aggressive E— K%
T 20EIMERRLET,

« [Description] : ({EH) ZO/NL— L OffEALARAZIEE L7, BEL—LOESIE, L—
JVOIBNRFIZ AT LT23AIC /2 0 97, BEBROL—/UiZid,  [Implicitrule] &V 95 FRaks
BENTWET, ROV —VUNADNL— VOB ZHRET DIT1E, ZOVT Lehs
U w7 LT [Edit Description] Z &R 570, ZOATLEZXTNT Y v 7 LET,

[Enable Anti-replay window size] : UV 7' LA W& LT ¢ RUDY A X% 64 ~ 1028 D
HHHD 64 DIEFTHRELET, BER QSR —THO I 74 v 7 v=—E 7Tk
H7F7A4F V)T 4 Fa—A 22 ( [[Rule Actions] > [QoS] # 7' #ZHMR) DEIKHIEE

X, X7y NOIEENEDLZ L TT, IPsec/NTy N T, 7oF V7oA U4 Ry
PIZA WIS 7 > MZ R D S syslog A v E—URVERSNET, b 0BE

X, 794 F VT 4 Fa—A L TOGRITIERTT, 7oF VT DRI A X%
WET D&, RMEBEET L2 ENTEET,

[Enable IPsec Inner Routing Lookup] : 7 7 # /L K TlE, IPSec k> R/LfRH TEF S5 /8
o Mt LTy 72 7y ZIXFEITENET A, 2y MR OBEREGRL Y 7 7 v 71X
SMERESP /T v MR L TORTONET, —#OFry hU—7 bR TR, =7 4
YT DOEFNZ L S THE AT v POARZAPEERSNTS, Psec b RABELET v 74K
RBOLE. MRV EN LTy MIIEEFICV—T 4 7 8T, SiEICEETEEY
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. [Create/Edit an IPsec Rule] : [Tunnel Policy (Crypto Map) - Basic] % 7

o ZNEIET B2, IPSec NE X7y by NZEDN—FT 4 T Vo I T
ThA F—T T LET,

[Create/Edit an IPsec Rule] : [Tunnel Policy (Crypto Map) - Basic] # 7

ZDA TR, IPSec L=V DFH LW R RV R —REFELET, ZZTERTHHE
L. [OK] %7 U v 7 L7242 [IPSec Rules] 7 — 7 /VNZF R ENET, TXTO/NL—/VIE, T
7 4L kT [IPSec Rules] 7— 7 /WCEREIND LT ITA R—T MR £77,

[Tunnel Policy] A > Ti&, IPSec (7 =—X2) X aVUTF 4 7Y/ x—T a3 (SA) Ox=T
Y= FTHMATD b R V=2 ERTEET, ASDME, 2—H—Dar 7 ¥
L— g UHRERERZED AL E TN, [Applyl 227 V v 7 T 5 ETHETHOa 7 4 X
L—ya VITIRIFLER A

TRCORFNV R —TlH, P T AT r—h vy bE2EEL, WHT X207 4
TITIAT VAL B =T oA AEREETDHIMNENRSY T, N T A7+ —L%F > hTIE,
IPSec DIF SAVALEL & G BALER A2 FAT T DB LT LT X AB LNy v a 73 XA
FRELET, T_CTOIPSec ET7NRE LT AT RAZFR— T2 LB T-0H, %
KORV—ZBELT, TNENCIODTTAF VT 4 &2EVYTHIHCTHILELT
EFT, TOBEX2VT AT T IAT U AZ, VE—FDIPSec BT & 3T m— KL T,
WHEOET NP R—= DR T AT —L Ty e —HIEET,

Mo xR Y o=, RAET A I FERFIFTATIVICTDHIENTEET, AXT 47
MRV ARV —TIX, BX2VT 4 77747 ATIPSec #fi#7Fr] 45 1 DLLEDY
E— FIPSec t 7 EIEY TRy NU—J ZRELET, AET v 7 R —%HLT,
X2 VT 4 T ITAT VAT EZRGT 200, £V E— N AR M OEEER A
BTomEIDERETETET, A¥T 47 R —TIE, FAIINDIFANERITRY b
T — 7 il T D1 DICERERE AT DHEN S £7,

FAFIvl bV R —E, X2V T4 TT7I7AT AL OERERGT L2 %
FRAISND Y E— R AR MIOWTOERERETE RV, ERITFBE LRWGEAIHER L
£9, UE—FVPNHRY A h TARA ZLEOKRT, ¥X2VT 4 77747 A% VPN
IIAT L MELTULMMERLRWESIE, ¥4Iy PV R O—2RET HME
EHY ERA, 4T Iv7 bRV R =0 bIRA2OF, VE—FNT 78X 7 F
AT D, VPNHFRY A N TARAZRE LTENET D X2 T 4 77 I7A4T o Apba—
=Ry NI =7 ~OERERMTE DL LT HHATT., ¥4Iy 7 oL AR) o—
. VE— T I7 BRI TAT U MIEA T I v ZIZEHD Y TONIIPT RLARD LH5GE,
FIEFZLDVE—RNT I BRI TAT 2 MIRlA DR —ERE LWL T HH5EIT
BB ET,

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create/ Edit | Psec Rule] >
[Tunnel Policy (Crypto Map) - Basic]

* [Interface] : ZDORY > —%WHT HA o F—T = A AL ZFTIRL ET,

s [Policy Type] : 2D bV R o —DF A7 & LT, [Static] F 7= 1% [Dynamic] % #&R L
i‘é—c

s [Priority] : RV > —DFF3A4F VT 4 ASILET,
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[Create/Edit an IPsec Rule] : [Tunnel Policy (Crypto Map) - Basic] % 7 .

* [IKE Proposals (Transform Sets)] : IKEv1 3 & TNIKEV2 @ [Psec 7 2 AR — YL Z$5E L £ 7,

* [Peer Settings - Optional for Dynamic Crypto Map Entries] : 7R U > — D B 7 R EME %

‘j—o

* [IKEv1 IPsec Proposal] : R U > —D 7 aR—H)L (FTFL AT 5—h v ) &R

LTCIAdA| 22 Vv 3DE, TIT4TRENTUATH—LEy hOU R MNIEH)
L£7, [MoveUp] £7-iX[MoveDown]| %7 U v 27 LT, VA RHKRv 7 ANTOT 1
R—PNLVDIEFEE ANEZET, VT N~y 2 NV EREIFATFTIv I Y
TRy MU, KT OTRAR—FLEBINTEET,

* [IKEv2 IPsec Proposal] : R U > —D 7' mR—H )L (AT AT —A&y b)) ZER

LTC[AAd| 227V v 7 F25E, TIVTATRETU AT —L%ky hOVU R NIEH)
LE7, [MoveUp] £72i1&[MoveDown]l %7 U v 27 LT, VA RARy 7 ANTOT 1
A=V NLVONEFE ANEZET, 27V N~y 2 NV ERFFATFIv s 27
Thwy 7 RUIZE, KT oFaR—FLrEBNcEEd,

ELE

e

* [Connection Type] : (AX T 4 w7 F )RV —TDHAEZR) , bidirectional,

originate-only, F72!%answer-only Z R L T, ZORY o —DHF A T2 faE L £
9, LAN-to-LAN##:D355 1%, bidirectional ¥ 7= % answer-only (originate-only TiX72
V) ZEIN L £9, LAN-to-LAN TCE 56 DA%, answer-only %2 3R L £, originate
only Z B L7256 1%, KR I0EOTTRE T ZfiE C& £9, HAMII L TEIT,
originate only £ 7= (X answeronly #fiE CE £7, EHLHHT 74/ FTA R—T7/VZ
o TWERA,

s [IP Address of Peer to Be Added] : iB/IJ % IPSec ET7 D IP 7 KL A% AN LET,

9.14(1) LA, ASA X IKEV2 THEOET 2V AR—MLTWET, RKI0ETEZ27 U
7T h=y FIEMTE ET,

» [Enable Perfect Forwarding Secrecy] : iR U 3 —® PFS %2 A 32— 7 WM T HHEICA I L E
o PFSIE, HTLWF—TT T, HHP5mEOF—LERLRNEN I {ba st
7 hTY, IPSec T T—3 g9 THDT =—R2F—F, PFS ZIEELRVIRY 7 =—
RZESWTERINET,

« [Diffie-Hellman Group] : PFS & 1 X —7 /VIZT 556 1%. ASAE v v a v F—DAERKIC
i 19 % Diffie-Hellman 7 /L — 7 & BINT D2 ME R H Y £3, WOBPRIERH Y £7,

ASDM T

*[Group1 (768 > k) ]:PFSZ{#iH L. Diffie-Hellman Group 1 % f f§ L C IPSec &

ary d—%ERLET, TOLEDOFEHE generator FiX 768 B N T, DA
Ta EEWEEEE R LETE, KV E OB — N—y RELE L LE
R
+ [Group2 (1024 ¥~ k) ]:PFS Z{#i L. Diffie-Hellman Group 2 % fi F§ L C IPSec
tyvard—%AERLET, 0L EDOFEKLE generator L 1024 £ F T, =
DAT v a i Group | KV EWEEMEEZRLETN, L0 EOLIA—N—~y
FEvEE LET,

* [Group 5 (1536 £~ ) ]: PFS Z{fi ] L, Diffie-Hellman Group 5 % i H§ L T IPSec
tyvard—%AERLET, Z0OLEDOFEKLE generator L 1536 > T, Z

w4 3 : Cisco Secure Firewall ASA &') —X VPNASDM7.20 3> J 4 ¥al—>3 > A4 K .
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. [Create/Edit IPsec Rule] : [Tunnel Policy (Crypto Map) - Advanced] 2 7'

DA T aiEGroup2 LV EWELMEEZRLETH, LVEOUHA— R—~y
REVEELET,

* [Group 14 (2048-bits)] : 52 EHREME 2 HH L. IKEvV2 (2% L T Diffie-Hellman 7 /L —
14 = HEHLET,

« [Group 19] : SEEHRIEFE 2l L. IKEvV2 (Z%d 5 Diffie-Hellman 7' /L — 7 19 Z{#
LT, ECDH #¥%R—hKLET,

* [Group 20] : FEEHREME 2 ] L, IKEv2 (Zxf L C Diffie-Hellman 7' /L—=>" 20 % {#
LT, ECDH #¥%HR—hKLET,

* [Group 21] : 5e&HREME 2 L. IKEv2 2% L C Diffie-Hellman 7 /L — 7 21 % fi#
LT, ECDH # %R — KL %7,

* [Group 24] : 5e&HREME 2l L. IKEv2 (2% L C Diffie-Hellman 7 /L — 7 24 % i
ALET,

[Create/Edit IPsec Rule] : [Tunnel Policy (Crypto Map) - Advanced] 2 7'

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create/ Edit | Psec Rulg] >
[Tunnel Policy (Crypto Map) - Advanced]

* [Enable NAT-T] : = D7 U 2—@ NAT Traversal (NAT-T) %A %x—7 ML ET,

» [Enable Reverse Route Injection] : Z DR Y > —Difi/l— "NEAZA F—T Mz LET, U

N=A = AP =7ay RRD T XA FIv I V=T 407 T barzfl
AT 2NENV—FDON—T 4 T T—TMIT —ZE ANNTHIOIEHSNET, ¥4
FI v N—T 7 7 a haofll LTiE, OpenShortestPath First (OSPF) . Enhanced
Interior Gateway Routing Protocol (EIGRP) (ASA #5474 5455) . v—T7 4 » 7IEHRT
7 k=l (RIP) (UE—RVPNZ T4 7 hR°LAN-to-LAN & v & 3 UZfEH) 230
F7, RRIUIERE TITOI, fEARINET, REVNELEIITHIRESND ETED
FFILRVET, ASAIL, V=T 4 VT T—T AL T 4 v 7 — & BEIIZEN
L. OSPFZEHLTENLDONL— 2T TAX—F Ry NI =T E7 TR —F— L —H
(A LT, REITsEse (0.0.0.00.0.0.0) ZfRiER Y FU—2 & LTHRET 25A1.
RRI%Z A X —T /M LRWTL SN, T 74N Me— b 2EHTE T 7 4 v 71T
LET,

o [Dynamic] : # A F I v ZITHREINTWBEEHA. RRIEIPsec EFX = UT 4 7T
T—v a3y (SA) OWMELRKIIRFIZIERR 41, PsecSA D HIBRE D EHIBRSLE T,
HE . RRIL— M, — EBHFEET. N T 74 v 7 25 LT 0 0ER’H D55
W, PV EBRGT AR ENNET, ¥4I v 7 RRIBAYFR—hShd
E. RURADPHESLENDETL— IPHFIELEREA, LERST, ¥A4FIv 7
RRI AFRE SN~ ASA [ TEH . VAR AL LTOREELET,

\)

GE) XA FIvZRRIIIKEV2Z R—ADAZE T 4 v 7R~ v 720
W S ET,
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[Create/Edit IPsec Rule] : [Tunnel Policy (Crypto Map) - Advanced] % 7' .

* [Security Association Lifetime Settings] : ¥ = U7 4 7Y =—3 3 (SA) O &=
ELET, ZO/RTA—=FIZLD, IPsec SA X —D T A 74 A LAOYERN 2 H5E L £
T TA T XA LIE, Psec SABHIIREINIC 72 5 £ COfFMIRIZ R L, FrLnF— L FH
XTI — T LORERHY T,

* [Time] : ¢ (hh) . 43 (mm) . BROF (ss) HALTSADTA 7 H A LE4EELE
ﬁ‘@

s [Traffic Volume] : ¥ 234 NEAL DO NT7 7 4 v 7 TSATA 7 XA LEERLET,
IPsec SARHIBEINIC 2 D FTO_AL B — RF—ZDFa (4 NgAEANLET, &
/JMEIX 100 KB, T 7 4/ MEIX 10000 KB, HRMEIX 2147483647 KB T,

» [Static Type Only Settings] : AX 7T 4 v 7 F RNV KRV —DONT A —=FEHELET,

s [Device Certificate] : i3 2REEAZRINLET, 7 7 4/L D [None] (FHaidF
F—%fH) DA OMEZERT 5854, [None] AN % IR 95 & [Send CA certificate
chain] &= v 7R v 7 ANRA N0 T,

* [Send CA certificate chain] : N7 A b RA > N F=— 0 BIEKDEBEEE A F—T ML
iﬁ‘o

» [IKE Negotiation Mode] : IKE r Z v =—3 3 > E— K (Main £ 7213 Aggressive) % i3
RLUET, ZONRTA=ZIZLY, F—HROZHL SADY Y VT v T 2T 255
DE—REHRELET, FAvT—2a VORGEUAERTE— REREL, HE
MZHEI R T = — 3> LE9, Aggressive T— K@ T, HIT D7y b &
SRR Z DR D LM TEETH, WBfE—7 4 ODIDIIRES N EE A, Main
B NHEEHT, 7y b EZWEEDN L < 72 £303, BE/—7 1 D ID Z{ki#
LET, ZOF— NIE0ZemnEm<., 7740 FTRIRENTWOET, [Aggressive]
%8R9 % & | [Diffie-Hellman Group] V A R T 77 ¢ 712720 £,

+ [Diffie-Hellman Group] : i# 9~ % Diffie-Hellman 7 /L — 7 Z®K L £ 9, Group1 (768
B> h) . Group2 (1024 > k) Group5 (1536 £ k) DOHFMNSLEIRL £,

«[ESPV3] : BEEICMP =T — X vt —V % BEElb~y T X AT v I b~y 7D
EHEBICH L THEET ADEREL, EX 2V TF BT VYo —3 g R —%53%
ET BN, "I T4y Ta—Xry hEALR—T I LET,

+ [Validate incoming ICMP error messages] : IPsec b > F/L &I L CZIE SN, 7T A _—
N2y hT—27 EONEAA MPBGEHRDO ZNHD ICMP &7 — A vb— V& RiET
HINE D INERIRL £,

* [Enable Do Not Fragment (DF) policy] : IP ~~ #—{Z Do-Not-Fragment (DF) E v h
Ty NEFFORE /Ty & IPSec 17 VAT AN ED LI I T L0 EERL
F9., ROWTHNZEIRNL £,

[Clear DF bit] : DF £ h Z MM L £,
[Copy DF bit] : DF B> k Z#EREE L £,
[Set DF bit] : DF £ h &% E L CTHHAL 7,
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. [Create/Edit IPsec Rule] : [Traffic Selection] 2 7'

Y

* [Enable Traffic Flow Confidentiality (TFC) packets] : F > R/ Z@idT 5 7 7 4 v 7
TuT A NERATTHLI—DTFC Ty b A x—7 M LET,

G¥)

[Create/Edit IPsec Rule]

TFC % A X —7 WIZF HHIZ, [Tunnel Policy (Crypto Map)] @
[Basic] # 7 C IKE v2 IPsec 7' 2 AR —H /L RERE S TWARTIUE
20 EFH A

NR—=ZAh, XA O—=FR VA X, BIREZALT UM RTA—=FEFEHLT, ¥8EL
72 SA TREMNCT UV HLREIONry N4 LET,

. [Traffic Selection] % 7

[Configuration] > [Site-to-Site VPN] > [Advanced] > [Crypto Maps] > [Create/ Edit | Psec Rule] >
[Traffic Selection]

ZONA T, RETD GFRD) T T v R LR (JBER) N T T 4 v 7 EE
FCEET,

« [Action] : ZDN—/VTFEITTHT 7 v a a2 ELET, @EREUL, [protect] & [do not
protect] T9,

* [Source] : EEITLAA NEITHRY NT—=TDIPT RLVA, Xy NT—7 X7V b
IN—T EFA A =T A AP T FLRAEEELET, L—1 T, HETLsE
FOMIFTRUT RLAZFEATEEFA, [LJEZZ V27 LT, RO 4 —)V REgETe
[Browse Source] ¥ A 7 12 J AR 7 A&EHE ET,

* [Add/Edit] : IXEILT R AEIEX T N— 7 %8BT 5121, [IP Address] F 721X
[Network Object Group] % %R L F 9,

* [Delete] : => b U ZHIFRL 7,
o [Filter] : AR SNDERE T ANZ Y TFTHIPT RLAZASTLET,

s [Name] : $c< /X7 A =2, EEILHFAMELEFR Y NU—T DLA4FIZEET D2 &
ERLET,

o [IP Address] : fc< /3T A—2 B, FEILAA NELIEIRXY NV—0 DA H—T = A
A IPT7T RVA, BEOY TRy b v AT ZRETHZ A2 RLET,

* [Netmask] : IP7 FLURZHEHT DEHES 7Ry b~ A7 Z@RIRLET, ZONTF A—
H1X, [IPAddress] 7' a > RE U ERIRT D & X IZFRENET,

* [Description] : #iBlZ AT L £,

* [Selected Source] : R L7z MU ZXFL e LTED DI [Source] 27 U v 7 L
*7,

s [Destination] : FE5CHR A 721 EX Y hT—7DIPT RVA, Xy hNT—7 7TV =7 K
IN—"T, ElFA L F—T =24 AP T RLAZEBELET, L—/L Tl HEXesm
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[Create/Edit IPsec Rule] : [Traffic Selection] 2 7' .

O SGTTRLT RLAEZFHATEETA, 22% . [L]2Z27 V27 LT, ROT 4—)b
KZ&&Te 55602 (Browse Destination) | %4 7 12 7 & 4,

» [Add/Edit] : [IP Address] F 7=1% [Network Object Group] Z3®IR L C, %87 KL 2 &z
ZZN—7%BMLET,

o [Delete] : => U ZHIBRL £,
* [Filter] : BRINDFERE T AN Z VL TFTHIPT RLAZASLET,

o« [Name] : fe< 787 A—H20, SEEHAA MRy NU—7 OL4FIZEETDHZ L&
FLET,

« [IP Address] : Ht< /XT A—F N, 3BHAANELITIRY NT—T DA F—T A
A IPT RVA, B 7Ry N v AV ERRETHZEERLET,

o [Netmask] : IP7 RURIZH#HT HIEHETF 7Ry b~ A7 2R LET, ZO/NT 2 —
XX, [IP Address]| 7'V a v RE U HBRIRT D L EICRRINET,

* [Description] : @Bl & AT L £,
* [Selected Destination] : J#R L7z b U 25645 & LT 51213 [Destination] & 7 U
7 L/ i ‘g—c
* [Service] : —EREZ AT D0, 72X [..]%E 2 Y v 7 LT [BrowseService] ¥4 7 12 7
Ry A&, P—EADOY A ML RIRTE £,
« [Description] : [Traffic Selection] D> kU Ot A A L £,
* More Options
« [Enable Rule] : & D/L—/LZ& A 2—T /I LET,

* [Source Service] : ' —ERAZ AT L0, [.]EZZ7 V7 LTH—ERASRE AT 1
TRy 7 A%RE, Y—EZDY XA S HEIRL ET,

* [Time Range] : Z O/L— V& H T 2 REE#IHZ E&HR L ET,

o [Group] : FE< /NT A—H N, FETLHRA NELIFRY NT—FT DA v F—T = R &
ITN—THE/ETHEEZRLET,

o [Interface] : IP 7 RVADA X —T =2 A AL &R LET, TO/T A —H L, [IP
Address] 7' a v RE U EIBIRT 5 & X ICRRSNET,

s [IPaddress] : ZDRY o —NEHINDHA X —T =2 ADIPT RLAZFELE
T, TDORT AL, [IP Address] A7 a v RE U ERINT D L &R RENE
‘a_O

s [Destination] : E{EIL, SEHEDHRA NEITHR Y NU—2ZIZO0T, IPT FL A, X
NT—2 ATVl N TN—T FlFA v F—T A AP T RLAXREELE
T AV TIER, FEILESEOM L TRILY FLAZEHTEEEA, ZNHD
T 4=V ROWTINTL.]EZ Vv T L, IROT 4 —)v REETe [Browse] ¥ A 7 1
TRy 7 AeBEET,
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. [Create/Edit IPsec Rule] : [Traffic Selection] 2 7'

o [Name] : EETCELITHEDORA N ERITR Yy b= E L THERT A v X —T =
AAZERIRLET, ZO/RT A —H L, [Name]l| T 7V a > R¥ U EBRTH L X
WCFERENET, ZHE, ZOF T g VICBEEMAT SR EME— DT A —H T,

s [Interface] : IP 7 KL ADA »Z—T = A AL ZIEIRLE T, ZD/NTA—=HX,
[Group| A 7' v ay RE %27 Vw7 THEIICRRINET,

s [Group] : IE[EILETITSEIDHR A NEIT Ry NV —ZIHBESNT A v F—T oA
RNAFAET DTN —T ORI L ET, VR MIZy MMl se0ngGAa1E, BE
GFIN—TDL4HIEANTEET, ZONRTA—%F, [Group] A7 v ar R¥ %
7V T HEEIIRRINET,

« [Protocol and Service] : ZD/L—/VZBHT 57 0 hajL NFG A =R L —E R NTF A —
S EELET,

\)

G [Any-any| IPsec/L—/VIFEHCTEEHA, ZOXATDNL—)L
Ik, TARALZABIREFOET HEHD LAN-to-LAN k> %L
YV AR—FTERIIDET,

«[TCP] : ZD/—/v% TCPHHRICHM T2 Z L 2 ELET, THERIRT L L,
[Source Port] 7' /L —=" 7R » 77 A & [Destination Port] 7 /L —7 /R v 7 AHFRrEINE
—a—O

+ [UDP] : /— /L% UDPEEICHEH T 5 Z L2 MELET, ZNEERT 5 &, [Source
Port] 7' /L —7" 7R 7 A & [Destination Port] 7 /L —7" 78 v 7 AL ERENET,

« [ICMP] : L—/L & ICMPEEGICHEATH Z L2 ELET, Tha®EIRT 5 L. [ICMP
Type] Z/Vv—7 Ry 7 AHRRINET,

«[IP]: ZON—NEIPHFICHEAT A EE2BELET, TNEB|IRTDHE, [IP
Protocol] 7 /V—7" R 7 AHRRINET,

* [Manage Service Groups] : [Manage Service Groups] XA > #HRRLET, ZTO/ KL T
IZ. TCP/UDP % —E A/R— DI N—T7%800, ftk. EIFHIRTE 7,

» [Source Port] 33 & T [Destination Port] : [Protocol and Service] 7 /L —7" 7R v 7 A TER
LicA 7 vay A2 AR LT, TCP £721X UDP R— h NTF XA —=F NERENE
R

e [Service] : fHlx DY —EADNTFA—=ZEIFEL LI ELTNWDLZ AR LET, 7o
NEOEHARIEHT A2 — A4 T = T VR FERELET,

s [Boolean operator] (7 -</L72 L) : [Service] "y 7 ATHE LIV —EXERETS
EEIMENT 27—V T &M (5. RE S, KRRV, /Neb | 3§ 22—
BERRLET,
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IPsec BRI IS AVT—Ya v RYI— .

s [Service] (T-~UL7a L) : BREXMROH —E X (https, kerberos & Dfth) ZFrE L E
9, range Y —EAHE T EIBETDHE, ZONRTA—=H([FT2ODOR v 7 AZEDLY
F9, Ry 7 R, #HIHOBRBE LK TEEZATILET,

c[.]V—ERDOU R MRERSN, 2 TR L7 — B 228 [Service] B v 7 21T
BRINET,

* [Service Group] : E[ETEAR— hDOH—E 2 FI—TOL4RIEZEELLI L LTND D
EtERLET,

* [Service] (7~ v72L) AT —ER L —T7Z2RIRLE T,

* [ICMP Type] : fEHT 5 ICMP % A 7Z$8E L ET, 77 4/L MIany TT, [.]H¥F
YEIZV T HE HERAARERYA IOV A NRERENET,

* Options
* [Time Range] : BEAFORFH#EH ORI 28 ET 220>, 72038 LW Z Bk L £,
*[..] : [Add Time Range] ~A > NFE/ RS, 2 TH LWKHHEIAZ ER TS £,

+ [Please enter the description below (optional)] : /L —/ /LI DWCfHZRFAZ A3 572
BHOAR—ZTY,

IPsec ERI 7 ST AV T—2 30 R O—
[Configuration] > [Site-to-Site VPN] > [Advanced] > [ Psec Prefragmentation Policies]

IPSec Pre-Fragmentation K Y & —Tix, "7V w7 f X =T A RN LT T T4 v %
oV o745 L&, RABEEN (MTU) OREEZBZ 537 v N OWETEEZFRE L
FT, ZOMKRRIZEY, ASAL Y T4 T MEONL—F ETINAT T XA ANIP T T T A
MAERERIT ey 7T HRUUCKHLTE 9, 722X, 77472 b2 ASA DEHD
FTP #— —Zxf L CFTP get 2~ REFETTHE LET, FTP == bikEFIn b
Ty NI, B TRMEESNTHGEITRNT ) v A F—T 24 A LD ASA O MTU $1 X%
BT 5AEEMEN H Y £9°, ASATOZNS DO/ v O FEIL, BIRSn-A4 7 v a v
WG CTRED F4, FRIT7 T AT —va R v—i3, ASADNRT Vv f v H—T =
AAPLEHEINLITRTO N T 74 w7 ICHASINET,

ASAZ, PRIV T ENTETRTONRNTy e T LET, 2O 72D,

ASAIIMTU OREMEBZ H /7y b7 T 7 XA MELT, XTI A F—T xR
MHLEELET, TWRAT 74V DRY —TF, ZOFTFvarit, 777420 MEEh
ey RO, BEEZR LT R RV Z TP SN DR CHRE L £ 3, FTPOfITiX, K&
2Ry RIS T R/MESILT G, IPLA YT I 7 Ay MeEShvEd, FRT /A R,
TITA N Ray T o0, FRIRERTIIA L NETE ey LET, m— KA
TV TR AN, BET T SA L N ERY AND AREMENH D £,

FRIZT T T AT = a3 —TMITBHE, B7BIUEORINIZ, MTU O%EMEZE 2
HhorR) T ENTZ NNy NIRT T T A MEENRET, ZNHD/y MIDF By R
REINTWDEEHEAE, ASAIZIDFEY b2 27 U7 L, Xy b7 7 A MELThbh
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B «w2o55205—cvavt7vavoss

b LET, ZOT 7 va ik, XV I A F =T oA RAEHEND 2 OO LT
7T 7 A METP N RMERREIL, BT A N THER SN BRI Ny M7 Z
TAU NEBEBTHZEIZED, ZRHDO/ 7y RBRET YA MCEFIBEESNET, 22
TORITIE, ASAZIMTU Z#8EhfbL, DFEY b2 27 VT35 LI2E~TITTIT AT —
TarEFAILET,

)

G¥)

WTNDA v H—T 2 ATBWTH, MTU £3HERI 7 77 AT —var Dt vay
EEETLE, TRTCOMFEOHEGENUIMSNET, ez, TV v s A Z—Tx (R
TI00MHDT 7T 4 TR M FABPKET L, O L XA X —7 =4 AT [MTU] £7=
I [Pre-Fragmentation] 47> a V&2 AR T 5L XTIV w7 A U B—T 2 ADTXTOT 7

FTATIRI RN ey 7 ENET,

ZONRA TR, B UTCEIR LA X —T = A ADEAFED IPSec FRIT T T AT —
v a v R v—& Do-Not-Fragment (DF) Bv b RV v —%2FKREIIRELET,

J4—IJLF

* [Interface] : BRI NTcA V F—T = A ZAGEWHILET, ZOXAT R IRy 7 ZA%EEHL
Th, ZORTA—HFIERTEERA,

* [Enable IPsec pre-fragmentation] : IPSec D[ 7 7 7V AT —v a e A 32—V E T

TAE=T M LET, ASA X, I BT HHEIIC, MTU OREZ#BZ D bl »
TINTRTry N7 7720 MELET, ZTILH0O/37 > MIDF By BRRE ST
WDA. ASAIZDFE Y h&2 2 UT L, oy a7 77 A MELThb 7k
LET, 207733k, "7V I A0 F—T A ZA%&BENDH2OOM LTI
TR MEIP X7 RAMERR S, BT A N TEBRESND ey MY
TRV NEERTHIEIZLY, 207y RRET YA MIEFIEEIRE

R

+ [DF Bit Setting Policy] : Do-Not-Fragment ¥ > ~ 78 U »— : [Copy]. [Clear], 7= [Set]

IKEV2 7S50 A T—23 >0 AT a3V DETF

ASATIE, IKER 777 AT —2a v 3x—TNERET 42— NITDHIENRTE,
IKEV2 X7 hDT7Z 7 A METHEAT S MTU (Kick2=v b) ZiFECcxxd, *
7o, BHEIIROEE T, BETLH7I5 7 A0 T—a o FRERETEET,
[Configuration] > [Site-to-Site VPN] > [Advanced] > [IKE parameter |

FIT7FN P TIE, TRTDIKE2 7T 7 AT —3 3 RN A X —7 2720 . MTUIZ576
(IPv4 DGE) F721% 1280 (IPve DIGFE) | B35 HUL IETF #E4E RFC-7383 &£ 720 &
7,

KDOEZEER LT, MTU 2 EL T &0,

« T2 MTUMEIZIX, TP (IPV4/IPv6) ~~v X —+UDP ~v ¥ —DH A X &8 HHHHMN
HvET,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K



| IKE
Ke2 755 4v7—vavA7vavonsz |

EHBEIC Lo THRESNTWRWES., T 74/ FDO MTU X576 (IPv4 DE) £7-1%
1280 (IPv6 DIGH) &720 £,

cIRETAH L. L MTU 2 IPv4 & IPv6 O CTHEA S E T,
« FRhEDHIL 68 ~ 1500 T,

\)

GE)  MTU ORERFZ ESP A — " —~y REZBETIHILENH D 3, BELFiz MTU 1B S
% ESP A — 8 —~y RIZL Y, BBbBIC 37w YA AR L £9,  packet too big]
T T —NEREINTZHEIE, MTU A X2fER L, X0V MTU 2% 7E L TS0,

KOV R—FENTWAB T T T AT — a3 FROWETN%E, IKEV2 ODEBET S 7 A v
T—variA L LTRETEET,
« [ETF RFC-7383 HEHENR— XD IKEV2 7 7 T AT —3 3 1,
c ZOHNIL, MEFOETRRrIvT—2a Y R— e TV 77 LU RAERET
DHEIHERAEINET,
c ZOFREEHTHE, 75T AT —2 a ORI LD FET S, FIKEV2 7
FITRAUN AvB—URNMERNRESE T,
eV RAAMBDT T T AT — 9

c ZOHFRIT., TR XTI TIAT U N REDETICL o TREENZME—D T
ETHDHIHEE, FREMFOETRR I — g VI R— T 77 LR
FHRETOIHEIERINET,

c ZOFREFERATDHE, LRI T T T AT —a URETENET, ZEN
DETIE, TRTDT TRV MERETHET, Avb—VEESTH L b
THZLELTEEREA,

e ZHRUT., RSO T L OMEERMEIIH Y EHA,

B8 HHIIZ

e RAMTUT 4 AHNV IV R—FENTWERHA, MTUIZ, 2y bT—7 D=—XIZH&
DETCTFHTRET LI LENH Y 7,

c ZOREIT T v — L THY, REDOWABICHELSND SAICEELRITLET, #H
VIR SA IFELZITEFA, 777 AT—arBNF 48— TWVWHES
THEEETT,

KK I100DT7 T T A baZETEET,
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FIE

AT w71 ASDM T, [Configuration] > [Site-to-SiteVPN] >[Advanced] >[I KE parameters] (I8 L 7,
AT w 72 [Enable fragmentation] 7 « —/b N % 34R F 72 1 TBRAFER L £ 7,

AT 73 [Fragmentation MTU] TH A XZ45E L £7°,

AT v 74 [Preferred fragmentation method] THET 5 FXEREL 9,

IPsec Proposals (Transform Sets)
[Configuration] > [Site-to-Site VPN] > [Advanced] > [ Psec Proposals (Transform Sets)]

NTUATF—AE, T—F 70 —TCEITSINDIBIEDOE Y N T, T—XFGFE. 7 — X B
P, BEOT =X EMEERLET, 2201 12D T A7 5 —A0%, 3DESK5{k L
HMAC-MDS5 #ZiF7 /L= Y XA (ESP-3DES-MD5) 2L % ESP 7' u k2L T4,

ZDORA UNF, BT 5 IKEVI BEWIKEV2 7 A7 +—A By MaFRoas, BN, RE.
FRTHIBRT D70 LET, &7 —7 L, BREFHAD VT AT 3 —h®y D4
A &R R R SN E T,

[IKEv1 IPsec Proposals (Transform Sets) ]

* [Mode] : ESPIE S L L FEFEZ WM 2E— R, ZHICL D, ESPR#EHINLA Y V)
DIP /™7y FDOERGBIRE S ET,

* [Tunnelmode] (774 /v 1) : ESPHE G4 LRBREDRSITTDOIPRT w h Ak (IP~y & —
ET—F) WTHEHAIND T2, KRDKEFILT RLUREFEET RUARIERRITRD
FT, TOIPT—H 77 LABENPEELSI, FILWIP N7y hOXA m— K27
@iﬁo:@%%ﬁfm\w%&&E@*/hv 7 FRA AN Psec DT 1 F b
LTEMECTE X9, DFEV., L—FNEKRMRbo THELZITWET, EET
No—B PRy FEREEE L, TPsec b V&AL Clist LE9, sid—& i
JTEDIP T —H 7T LEEft L, 58 AT LCHEEELET, FrrbE—ROK
XFEE, U R VAT LAEERE LR TH IPsec FHTEH E VD Z 2T,
it\b774/& W biRi#ET b TEET, bRV E—REFEHTD

CBEHEIZ N RN DT Y RRA R b, b S E Ry
k@$%®%@ﬁ&m%ib#@iﬁ&(_M%#h/zw@i/bT4/k&HL
BaTCHIEER) .

s [Transport mode] : IP XA v — RZZF N SL S, STTDO P~y X —ZZFDE EIT7
DWET, ZOE—RTIEL FTy Mo FLrBmashd, "7y 7 xy b
T—7 EDOT A R, Ny N ORMEIIREFEIC LA ZRHETE D L) FLEN
bV FET, BBEE— RTIE, FHER Yy hT—27 TORRBIZRAEE (72 & 21X QoS) %,
I[P~y X —DFERIZESNWTETTEL LR ET, L, LA Pa~vZ—
B FLEND T, N7y FORENHIRESNET,
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« [ESPEncryption] : hF v A7 4 —Ahty hOATENMEF2UF ¢ 71 b2 (ESP)
R T LY X, ESP Tk, 7—48 FIA N —P—E R AT a D7 —FR
AR, BEOY T LA BRI — E AR S R E T, BSPIE, RHEENTV ST~ %
AT 'MELET,

» [ESP Authentication] : T > A7 4 —A v FOESPFEFET /LT U X A,

[IKEv2 IPsec Proposals]

* [Mode] : ESPREHAL ERBGEZ AT 5E—F, ZHICE Y, ESPREHA SN A4 Y Vv
DIP X7y FOEGHRESIVET,

¢ [Tunnelmode] (&7 #/v k) : BT EWLE— RN F RV E—RICRDET, b
FIV E— RTlX, ESP B BAL EFRFEN T IP X7 v R &K ([P ~y X —LF—H)
WEH SN D720, REROREFILT RLRELFEET RUARIERRICRY £, LD
IPF—4 77 LAEERBEE AL S, HLWIP N7y hO_A m— RiZeh £9,

ZDOF—RTIE, V—Z R EDX Y NU—2 T34 AR IPsec D7 1 x & L CEME
T&EET, 2F0, L—FNKEA MR- THE(LEITWET, EEFTL—F 0
o hEREB{L L, IPsec b &ML Clinik LE, 36— XIZcD P 7 —
27T NE@FE L, VAT MIEBELET,

Mo ET— ROREZBRFAFIL, = RUVATLAEZER L7 ThH IPsec #FH T
HEVWHZETE, Flo, NI T4y I bRETHZE B TEET, FuRb
F— REEHTAL, WEFITIZ R RO RERA RLrbbT, hoxl
VT ENTNRTy NORROFEE I ESEITDONY FHA (ZhHR vz
RABRA > FERUGETHREE .

[Transport mode] : 7 23 %4 — k L TWaWgEE, I 7/ bE— N, horxrv
TR T A= ANy 7T LFT T a ANFEDEEE— FIZ/RY £, transport £ —
RTIXIP A v — FREF P AL S, TDO P~y X —3ZOEEEM SN ET,

ZDF— RIZIE, &%y MBS b LyrBmEnd, X7y 2y hU—7 Lk
0)7/\4’2 Z. /\/7/ h DOEFEHII2IEE L E IR TED LWV IHIFEARH D F
T, AT — R T, PlRy U —27 TORBIZRME (72 & 21£QoS) %, IP~v
A —DIERICEESNWTEITTE DL IRV ET, 2L, LA Y4~y X —K5
fbans7=oH, X7y FOBREXFHIRSILET,

* [TransportRequired] : 7 7 & /W LE— RIFHREE— RIZLovie D FH A, b E—
RIZ7 44—y 7352 LI TEERA,

\)

GE)  HEEE—FE, VE—F 727X VPN IDIIHRINEEA,

HT B EE—RORXRIv=—2a COBITIRO LB T,

e A = T — A NEEET— REIREL, LARUVER PRI E— RCIHELEEES
A=V Z—HF R RNV TR T =Ny 7 LET,
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* FEfZMU7S tunnel &— FZHER L, JREM7S transport & — R TISE L2356, &M
tunnel £— RIZ7 4+ —/b Ny 7 LET,

o« FEAE73 tunnel & — R 24278 L, IS transport-require E— KOG ILEMIL
B AR—PLZRE L EE A,

o [AREIZ, A =2 =— & transport-require E— KT, VARV XN F R E— KD
Bk, AR A )35 NO PROPOSAL CHOSEN 23 24(5 S E T,

» [Encryption] : IKEV2 IPsec 7 2 R —HF LD F bt X2V 7 4 v b2/ (ESP) K
FAET NI ALE R LET, BSP TlE, 7—% FTA R — P —ER A S a0
T—HRRE, BEXOY T LA BRI — AR S E T, ESPIL, RESN TV D
F =B e h T L ET,

* [Integrity Hash] : ESP 7' s a /L D7 — ZBEEVEARFET D720 DNy 2 Toa Y X4
ERLET, Ty MPBEELERELPOREINZIE, FERICEREIATY
HTEEBRIELET, Ny OBEELERECOLRESNTZ &, ElshicE®
ENTVWAHZ EEHEIEL£9, AES-GCM/GMAC 3RSk T7 /LT XA L L TRESNT
WAEAIL, XNVEEGHET LTV ALEZRIRT HZMERH D 7,
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NATRAZE) T4 ATy

i

P AATALTEY T4 I TV ay @7 4—Y)
cVPN B — R RT3 (49 X—)

INATRASEYT XT3y

SHHE VPN 7 FAZ Y 7 a— R ARNT vl BT = — A — =T, EnEhtk
RE L BN EIRDNA T ATV T 4 HEETT, RIUC K - TUE, EEOBREAZ HABREE T
FHTLZERNHY ET, DETIE, ZDDEEICOWTHLET, 2HBIVPN E 7 = —
A= N—DFEMIZ OV TIL,  TASA General Operations ASDM Configuration Guide] 3] 72
VU —=2EZBLTLIIEESN, B— K A7 0 ZOFEMIELL FICRE S TunET,

Secure Firewall eXtensible 7 XL —7F 1 > L X7 L (FX0S) v —
EDVPNED SRR DY

ASAFXO0S 7 7 A X%, S2S VPN IZxd D AEPENAY 72 2 >DE— K (PR & 721345 #)
OWTINNETR—F L THET,

cAHEFRVPNE— R, T 74/~ T—RKTT, £FE— FTlE, VPNERILZ 7 A X DOH|
=y N DOHMELINFET,

VPNHEEZ M CE 2013l = > M2 THY ., 7 72X O a] AEEEEIXIEH S
FHA, HlHl=y NCEENKE LG AIE. T XTOBEFO VPN Kbil, VPN
Eishlao—V—2bo T —v 20k L7 £9, FrLOLEIEZ= > FARE X
iz & X1, VPN i BT 2 0B RH 0 77,

VPN F > RV E AR RA v BZ—T 2 A4 ZADT R U RITHERT 5 & )y B BRI HI 6
A=y MIEREESNET, VPNEEO S —LIEAEIL, ¢T3 Toha=y MIER S E
j_o

« YHH VPN £— K, ZOF— T, S2S IPsec IKEV2 VPN i S ASA 7 T AKX D A
N=RRIT S, RN SN E T, 7 T A F DA 2 N—2{KIZ VPN i % 47
BT HZET, VTR DOEFREEAN—T"y NOWFERKBIIEHTE 5728, £
VPN DOFERE 8 2 CTRIEIC VPN YR — h &R CT& £,
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B vwwno—ris5ouy

NTRASEYF4ATvay |

\)

GE) PR VPN 7 7 A% Y 7 F— FiE, S2SIKEvl & S2SIKEv2 %R — kL TWE7,

VPN O0— K /N

DR VPN 7 7 A X Y 7 F— RiL, S2SIKEV2 DA%V HR— kL TWET,
SHOM VPN 7 7 A% ) 7 &— K&, Firepower 9300 TOHY R — kX TWET,

VEe—h 727EAVPNIZ, EFRFEIIHERDO VPN 7 T AKX Y 7 F— KT FR—F

SNTWEEA,

S0

VPN 10— RRZ 2 7%, VPN B — RRZ U I N—TFHNDOT A AT '— T
JHBAVPN T 7 4 v 7 ¥ T D AN =AALTT, ZOMEIL, ALV—T7y ¥z
ILZEDOMOERZEZBE L2 WHHZe T 7 4 v 7 OFRICHESNTNET, VPNr— R T
T ITN—TNE, 2L EDT NN ATHEREINE T, 1 DDT A ART 4 LI XL
EDOMDTINA ZAFIA L N—FTNRA RV ET, TNA—T DTN RF, BRI XA T
ThHAHNLIETRLS, ALY 7 R 2T A= g SO AT A0S H Y FH A,

VPN — RRZ U o T TN—TNDTXTCDT I T 4 TIRT A ANE v a v OARE IR
ELET, VPNa— RRFT U TICi0, NI 74 v 737N —7RNOKRLAR DD IRNT
N ATHEE S L, AT R TOT AL A ENET, ik, VAT ALY V—
AP S, N7+ —~v AR EL, N TR TV T 4 NEBLINET,

J1x—)LA—/\—

Tx— )V —N"—ar 7 4 X2 b—a TE, 2HOFR—DASAPEHDO 7 = — /LA —/3—
Vo7 TSN, REIONUT, AT—F 7V 72— F—R_—= 17 (&) Thik
ENFT, TI/T7 4T A =T 2 ABIOEBEBO~NNANE=F—SINT, FIEDT =—
WA= N=FHIZ =L TWDENEI RSN ET, ZhLDOEMFIC B LTEHEIT.
T = V== ToNET, =A==, VPNE T 7 A T U4 — VOl FD
T4 F¥a2lb—varEiR—rLET,

ASAIZ. T T A4 TIT 7T 47 72— NVF == T IFT 4 TIAZ N, T z—)LF—/—
D2ODT =— VA —NR—REETR—FLTWVET,

TITA4TITIT 4T 72— )bA—"—=TlL, MHOEERXY NT—F NTT 4 v 7 %
FTZENTEET, T, FAUHERICRDWEERH Y 30, EOor— KT 7T
bV ERHAL, 7oA == TbhdE, BODOT 7T ¢ THEEN, HEINTZT
A—HIZHESNVTRAEINTZ N T 7 4 v 7 OlREGIEHEET, LEEN-T, 77747/
TIT 4T TV —E N T A5, WMFOREEOEF NT T 4 v 7 BEEEOR
BLUNIZRD LS5 ICTDRERHY £77,

TIT 4 TIAR LN T 2=V —"—=T{E, 1 DOEBEZTN N T 7 4 v 7 @il SED
ZENTE, I IOOEBEIFAZUAALRETHEL T, N7y Z@RIEEEA,
TIT A4 TIAR N, T 2= F—"—=TlE, 2FHD ASA AL T, BEORAE L%
BEOWRELLIEMETET, 777 4 TEENEET L L, AZ A AREICEDY, L TA
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vno—knsvouy

B UNABEENT I T 4 TIRRBIZEDY £3, T 77 4 727 D EEN, EEORAE LI EE
DIPT KVA (F7201F, PTUAXT LU N 77 AT U3 —LOEEITIEFIPT FLX) B
FOMAC 7 RLRAZBIEMHNT, T 7 4 v 7 OIEEEZRGLET, BUERAZ A5
TWAMEEN, T/ T 4 THEBEBORAF L NADIPT RLRAEZF| &M ET, 77T 4 7THE
TREENBETHE, AXNAEET, 7747 N VPN bz filid 52 a5l
TR ET,

VPN O— K /\S > U8

VPNO— KNS 201220V T
VE—RITAT 2 MERT, HEDOASA ZR Ry NU—Z I8 LTV E—F vy
VEMFE L TWAEE, VPN B — RART U v IV L —F5ER LT, 2B DF /A AT
tyTa VARMEGHT AL OICRETEET, VPNR— AT U7 Tk, b AMOIK
WTNRAL A8y ary NI 747 REESNET, 20D, TXTOT /A A TEM
DABENET, ZHUTEY, P AT LU Y —ZAERRFIHTE, 73—~ X LT[
PEREELET,

VPNE— RS v TN —FNDOFTXTDOTF A, ARy g v OARELELES, 7
N—TRND12ODT A ATHDLT 4 L7 XX, HEEHERE A L N—=FT 31 R LTINS
MDOFNRA AHRELET, T4 L7 XE, IA—THDTRTOT N, AZER L, £
A ADAMEZIBIFL T, TOAMIIESINTEy v a VORAMESHLET, T4 L7 XD
EL, 1 DOYWET AL ZTFE T 5D b DO TIERLS ., TRAALAMTY 7 P TEET, &=
LR BEOT 4 VI X THEENREET DL, TA—THDORA L R—=F A ZAD1OBED
BEZ S E/HNT, TITH LT 4 L7 X0 £7,

VPN B — RRZ v 77—, D7 747 2 MZ 1 SOFMEIP 7 KL AL LT
ForENET, ZOIPT RLARIZ, FFEOYET NA RREOMITF b TWERA, 2t
BUEDT 4 L7 ZIZB L TWET, RO ZRA TS VPN 7 74 7 > ME, BN
FIPT7 RLVARIZERLET, T4 L2723, FA—THNTHHTELERAMDI L, kbA
MOENKARDNRTY v 7 IPT RVAZT T4 T MIELET, 2O R T o7 v g
Vo(—P =z LURERM) 1S b . 774 T MIAA MIE#EEF L ET, VPN
0—RNRTU T ITN—=TDOT 4 LI XL, TOXHT LTI Y — AR EN DR
WChNT 7 4w EBERELET,

TN—THNO ASA THEENBETDHE, KT SNty va dEbICREIP 7 KL AL
i TEET, RIS, T4 L7 XX, TV—TRNOUNOT 7T 4 7T A R 26 DR
BERELET, T4 LI X THEENBELIESGE, JV—THDORA U NR—=FT A AN, 2155
WHLWT 4 L7 X BEINICE SHEET, TV —THNOEEOT A ATEENIEEL T
Hh, TNA—=THNONTNNOT A AR L T THERAFTETHDRY, 2—F— T/ r—
TIlThl EE R TCE £7
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- R Y= DEIN

VPNO— KNS 507V X L

VPNE— RRXFZ o T ITN—FF 4 L7 XL, IPT RLADHRIETY — &N —7
AN—=DY A NRFEELET, FEAVNN—DAMNIX, BEONX—t T —2 (T2 T 477
tyiarok) LLTEREENEST, EXaT7 2947 NET VT4 Ty g UiF,

VPN 2 — RXRF 2 7 TSSLVPN 2 — RIZED bNER A, T4 L7 ZiL. IPsec b FR/L
L SSL VPN b RNV EARB R BIBRWT A R, ZOMOT A ALY AN 1% &< 7
DETULALI FLET, TRTOAUA=RT 4L ZID b 1% @ 8dL, T4L7
I T 747 EAHIZV XAV FLET,

722 12ODFT 4 LI RZE2ODAUN=RHILEE. ROV A ZAVNYTUIED 4,

)

GE)  FTRTCDO/—FiE0% 2HHEED, TXTOEGIIUELASNET,

1L TH4LZZF, TRTDAUR=IZT 4 L7 ZEDH 1% EWEARLDLIES. Hafl
ALET,

2. T VI EANEREEH LWEGE, ROAMEOERWA L AN—R3tEy g VR L E
j—o

3. T RTORAUN=IZRICEEDAMMN N> TNWBEES., Ty a i bbint s
NR=ntviar20ELET,

4, FTRTCOAAN—IZRLEEOAR LRI LEDOE Yy v a U RH DA, IPT RLADRERD
INEWA U R—=RE v g ZRELET,

VPN O— RKN\S LU 5 )L — TR
VPN o — KNG oo 77 n—71F, RUCY U —AFEFBIEY U—AD ASA B T
4, =720, kOFFRHY £,
cF/LECUU—ZAD2EDASANBIERRIIND VPN — RT3 7 7 )—1%, IPsec.
XTI TA4T b, BIXOITFAT L FLVASSLVPN 7 947 v by a rOf
BEDBIZK LT VPN B— RT3 v PR FEITTEET,

CBIEV Y —RZXDASA #&Te VPN O — RRT o 7 7 —1%, IPsec By v a v &t
AR—=FTEET, 27FL., Z0kohhar 74 ¥alb— 3T, ASAIZFNEFNRO
IPsec DX ¥ /N T L IZHERITE LR WA[RRENH Y £5,

TN—=TDF 4 VI AT, TA—T DA NR=Cty v a  EREEY L CTES, ASAIE,
NTOE Y=, SSLVPN £72iE IPsec Z RS L Aa L, TN O ZFFITH Y M TES, 7F
W4 BHIPsecty i a & SSLVPNEy Y a vlE, 2074 Fal—varyrBIoA4t
VATHAI SN TV D RREE THRETEET,

VPN 02— RRF o T T N—T TR 10D ) — KRBT A MNERATYT, TNEW K&
N—THHEEELETN, 20X bR YR ERICEP R FERTHERA,
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| M7R45EYFaFTay
vwNO—KnS5uous ForsrangER ]

VPNO— K N\S2I V0 T4 L9 5%0&ER

TALYADERTOER

A7 T A NDOEIEw AL —IL, v—Hh/L bARRY T—Z_X—2REHFFLET, 20T —
HR—=AL, VTAZD IR RERINDTZNCTAZ —ICLoTHEHEINET, &I~
AH =, v A =5 Hello 8B %25 TEX R0V, RRKBRAITREEICEL TH YA X —)
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X, VPN — RT3 T F—T VT DRI, ZORETA B ABGFET HNE D
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BRI 4T 2 b

VPN — RRZ o7, D7 AT TR EN2VE— by a r TORELT
T,

« Secure Client (U U —2% 3.0 LAF%)
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7T A BAWEEAIL FIPS TP R— FENTWERA,

SEEAE DRERR

XTI TAT L TVPNE— RRT U o  TOFFAERRBEZEIT L, IPT FLRIZE-
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HV EF, GSSTIIDNS A — RT3 ZIfEH & v, DNS R OFfE iTREFRER] (TTL)
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WZtvra b7 740 v I REREINET, ZOD, TRTOT A AR TAMN SRS
T3, VPNE— RNRT o A2E ), VAT LY VY —=ARRMIHER S, N7 —~
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VPN 0 — RRZ U v P a2 AT 5121k, N —THNOET NI, AT TFEZEITLET,
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T) . BEOIZ =T D IPsec HAEMENEZENET, T L—TICBMNT 5T XTOTA
A AZE, TN—TNTOT A ZOERNN & BRE | Fl—D 7 V— TRl &R ET 544
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[Configuration Type] Hiiff T, [Configure VPN Cluster Load Balancing] %27 U » 7 L Th> 5, [Next]
7y LET,
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7
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7

IPsec HEMBFAIEE L TR LET, AN LI, @27 AX ) A7 7L LTHER
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5 X 9129 5121%. [Send FQDN to client instead of an IP address when redirecting] = v 7 78 » 7
RuEFATLET,
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DIPT FLAEZFELET, NAT 2 H L2WIEE (F72137 /34 AN NAT AT 5
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T7AT U r—NVOERIITRVES) 1L, 207 4=V REEADEFIZLTLEE
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VPN 7 AT v bMERiA T TALZ TNRA RV EA LT vT D L&, AMFIPT FLR
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7 MZERFLET, DNSAICESSEAEMNMEH SN TV D5E. ZOFEAET Ny 7
T TNRAL R EAL VT DENTZ & EITEBHITRY 1,

VPN 7 T AT v N RO T AH TANAL A (7T AZHNDR]ID ASA) IV XA L7
FFBEXIZ, ZTOASAIZ VPN 7 T AL v AKX —L LT, DNSW/Ly 77T v 7 % H
L., TDZFAZTFNALZAD BMBIPT FLATIEARL) 2fEMi KA A 4 (FQDN)
EEFTEET,

JFGARNOE— RNF T TR ZADT_XRTONMBBLONE Ry NU—2 A
B—T A AT, FIUIP Ry hT—7 BICFETHLENDH D £77,

GE) IPv6 ZfEfI L. FQDNS 27 A4 7 > MIXET D & X2, 26 DLARNIE
DNS % U C ASA THER TEX 20 ENH Y £7,

RDEZRY

BEHODASA / — KR — KT DD TAZEN., EXaT 79470 - #
27 —7 URL O ANRLE/2358E . HAx D ASA / — RTUTEITHIXLERL Y £,

FVE— N T I BRSO T AN, KO — R RTG UV TRB S TG AR T RL A
(IPv4 B L IPv6) O Z V—7F URL #HELE T,

e ZD/—FKDVPNE— KRS 7 X7y 7 7T RLRIZH LTI L—7 URL &%
E[/ijqo

7 V—7"URL IE, [%& (Configuration) ]>[VE— 7 7 AVPN (Remote Access VPN) ]>
[y bhU—2 (V54T k) 727&A (Network (Client) Access) |>[EFx=aT 27747 b
¥%i 7 v 7 7 A /L (Connection Profiles) |> [#%i7° 2@ 7 7 A /L4 (connection profile name) ]>
GEANE 721384 (Add or Edit) |> [FEMlIEXE (Advanced) 1> [/ NV—T =AU T R/ 7 )V—F
URL (Group Alias / Group URL) ]S4 > CHE L E7,
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VPN O— RN\S U2 VT DEERRE

HERESR Jyy—= PERETEHR

SAML #fH L7~ VPN 2 — F 507 [9.17(1) ASA 1%, SAML 3RGF&f#EH L7~ VPN -
THEVR—bTDHEIR0ELE,

VPN 2 — RRZ v 7.2(1) COMRENEAINE LT,
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VAT A AT ar (645—)

AR VPN B v a  Hoke (653—)

« DTLS O%iE (66 ~—)

* DNS #—— JIL—TDFE (67 _—)

cBEEALa T OT— LV OEE (67 —)

«SSLVPN ##t D27 F A4 7 b 7 RLAHEE (68 <X—)

s T N—T R — (70 =)

T e 7 A (116 X—)

« IKEvl #ft 71 7 7 A4 L (137 X—2)

IKEVEHTOT74I)L (143 2—Y)

e IPsec £7-1Z SSL VPN #t 710 7 7 A L ~DIFAED~ v B 7 (145 =X—2)
* Site-to-Site #&fic 7' 7 7 7 A /L (149 ~X—)

* Cisco Secure Client f A —3"® AnyConnect VPN £ = —/L (160 ~X—)
XTI TAT L MMET T UH SAML Ny — (162 X—)

e XaT 7 TAT L FVPN BREORTE (164 _—)

s X 2727747 b HostScan (172 ~X—)

« HostScan/Secure Firewall R AF ¥ DA L A h—)LEIZT v 77 L —F (173 X—)
« HostScan/Secure Firewall RAF ¥ DT A A~ —)b (175 2—)

e ITN—TRY)—=~D XTIV I7AT 2 b BT 2—1DFE Y YT (175 2—)
o T 4 ATIEEAE (177 _X—)

« HostScan/Secure Firewall 718 A F v BEE B (177 *—)

e Secure Client Y J =2—< 3 > (177 X—2)

XTI ITAT U N DAREA R u—H )P =g (179 X—)
XTI TAT N AKX LB (183 X—)

«IPsec VPN 7 7 AT > h V7 b7 (185 2—Y)

* Zone Labs Integrity Server (186 ~X—1)

«ISEAR YV —oiH (187 ~—)
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VATLATUaY
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Advanced] > [IPSec] > [System
Options] A1 > (% 721X [Configuration] > [Site-to-Site VPN] > [Advanced] > [System Options] % fiff
MALTEIE) 2#H9 5L, ASA ED IPsec & v a & VPN & v ¥ 3 UZ[EA OHERES %
ETEET,

» [Limit maximum number of active IPsec VPN sessions] : 7 27 7 4 7 72 IPsec VPN & v 2 3 >
DERRBOFIRE A F—TNVEIET =T M LET, #HIE, ~—Fv=T7 7Ty
N7 —bLbY T U=T T4 BVRIZESTRRY 9,

+ [Maximum IPsec Sessions] : 7 27 7 « 7 72 IPsec VPN & v ¥ 3 > O KiF a5z f8E L
FT, ZOT 44— RiE, ERROF = v IRy I AEA NI LT, T T 4 772 1Psec
VPN & v a v OERRBAEGIRLUIESGEIZIZT T 77 4 71820 £7,

* [L2TP Tunnel Keep-alive Timeout] : ¥—7"7 7 A 7 A v — TV OBEZ AL THEE L £
T, #PHIE 10 ~300 2 TF, T 74/ ML 60 B TT, Ziud, Network (Client) Access
EHORERV AT A ATV a0 TT,

* VPN R U RV ORESIRFC, BEfFO 7 e —%FafE L7,

* [Preserve stateful VPN flows when the tunnel drops] : %> F U —27 §LiEE— F (NEM) TO
IPsec b /L 70 —ORFF2 A X =T NVETITT 4B =TI LET, K722 IPsec
f v Ta—REE A R —T VI T B &, [Timeout] XA 70 7Ry 7 AT b2 RLH
FERSNDIRY ., ¥X2 VT4 T T IAT UV ARAT— MERIZT 78 ATE 57280,
F=RIFEFIC7o—%28TLET, ZOF T a i, T 744 FTEHTT,

)

GE) MRV TCP 7R —E Ry P EN72Wad, 7 U —2T v E
TCPZ A LT U MIUEFELET, 72720, FED Fr RV 70—
DHEA LT T IWBT 4 =TIl > THHEA. FEIE 3o
FiE (ET7IHOTCPRSTARE) IZL-T7 VT SNHET, £
D7 —I AT ANTHREENET,

* [IPsec Security Association Lifetime] : €% = U7 1 7V m—3 3 (SA) O ZHRE
LET, ZORTA=HIZLD | IPsecSAF—DT A 7 XA LOWPERN ZFE L £,
TA 7 HA LIE, IPsec SA BHABREINLIZ /2 5 F TOFRMMEZ/RL, HFLnF—L xR
VE— T HMERH Y ET,

* [Time] : B¢ (hh) | %0 (mm) . BEOW (ss) HALTSADT A 77 A LEFREL F
.ﬁ‘O

* [Traffic Volume] : ¥ 2 /34 NEfLONTF 7 4 v 7 TSATA T XA LEERLET,
IPsec SADVHAREINIC 2 D ETORA ua— R T —FDFua{ NMEEAHLET, F
721% [unlimited] % 4 12 L £ 9, &/IMEIE 100 KB, 7 7 4 /b MEIE 10000 KB, K
1% 2147483647 KB T,
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[Enable PMTU (Path Maximum Transmission Unit) Aging] : & B2 23 PMTU O=— > V% A
X =TT DB ENTEET,

* [Interval to Reset PMTU of an SA (Security Association)] : PMTU fE2S JLDEIZ Y & » K
SN EATILET,

[Enable inbound IPSec sessions to bypass interface access-lists], [Group policy and per-user
authorization ACLs still apply to the traffic] : ASAIZ, VPN 77 4 v 7 BN ASAA » F—T =
AATHKTT DL ET 74V P THFAIT 2D T, IKE £72I1TESP (L7232 DD Z A
TDOVPN/ANT b)) &7 78 A V— /L THATLLEIIH ) A, ZOFTvarz
FUAT LT LEAEIE, BEENT VPN ATy b —R/V P 7 KL RICxT 57 2
A= VI RETT, VPN bRV VPN X 2 U T 4 A= X85 L TEFIC
Wi SNIZD T, ZOREIC & > T, AL Sh, EX=2VT7 4 VA7 2R L
< THRARADNT =< AP RLEnEY, (=7 F) r—BlU0a—%—
BALOFFAI ACL X, SI&HE T 70 v 7@ ENET) .

IOXTvarEA7ICTHI i, TO/RA =L EO—H)LIP T KL AIZHEH
THZEAMEIMNCEATEET, 778 A A—da—A/IP T FLAICEM S,
VPN "7 RIMEBILSNARNCHH SN TWmD 7 F4 7> P 7 R LA A
ShEHA,

[Permit communication between VPN peers connected to the same interface] : Z OHEHEZE A —
TNEREFT =T LET,

FUCA v H—T 2 A AN LTHERY TA T M VPN b T 7 4 v 7 ZRFSLEFIC, £
TR LTV XA LY v 9528 TEET, AILA ¥ —T x4 A% LTVPN
77 4 w7 BB TICEET 2HE81E. TDOA v H—T =4 AZXT 25 NAT 2 A
F—=T ML, TTAR=FIPT RVRENRT Y v 7NV —T 4 VT ARERT R R
BT HVERHY 3 (7277 L, a—BNVIPT RLA =TT TN T Y w7 IPT
RLU2AZBEHLTCWDEAIEREET) |

[Compression Settings] : JEME & A % —7 /LT T HH%HE (WebVPN 38 K INSSL VPN 7 71 7
VN BRELET, EMET 740 T R—T Mo TWET,

BRAVPN YL 3 #MDEKRTE

FIE

VPNt g v EdBFaT7 27947 PVPNE Y g UV CHA SN R REEZIEET S
X, WOFNEEFITLET,

AT w71 [Configuration] >[RemoteAccessVPN] > [Advanced] > [Maximum VPN Sessions] % &R L £,
ATV T2 [IRREX2T7 27747 by a B (Maximum Sessions) | 7 4 —/L KiZkt v a Dk

KAFEEa AN LET,
AHEE, 1O DTA BV ATHREND Yy v a VORKEETTT,
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AT w73 [Maximum Other VPN Sessions] 7 4 —/L K C, #FA[ T 5K KO VPN v a a2 AN LE

4, ZAUTIE. CiscoVPN 27 714 7+ (IPsecIKEvl) & LAN-to-LANVPNt& v 3 U N& %
nNET,

HMEIZ, 1 DT A B ATHEEIND Y Y 3 VORRKEETTT,

ATy T4 [Applyl 227 U v LET,

DTLS D& E

ATy I

Datagram Transport Layer Security (DTLS) #ZffiH 79 % &, SSLVPN & &z L T\ D ¥ =
TITAT KT, 220 k3L (SSL kL& DTLS by b)) ZEBHIMEHA T £
. DTLS Zffi /9% & SSL #&f5e THAET 2RISR L O iR O A e S, 27 > b
PEAEDRBEZITRTWITAIA LT TV r—a DR T 53— AREELET,

188 BRI

ZD~y R RTDTLS ZRE L., AT 2 DILS DN—Y 3 U 2 MERT A%, SSLiRE
(257 =) R LTLEEV,

DTLS % TLS Bel2 7 +—/b Ny 7 SH521E, 7 v RETHE (DPD) %A 3x—7 /W2
HMBNH Y 9, DPD & A F— 7V LaWiA, DTLS ##5 CRIENRAET S &, TLSIZ
T A= Ny 7T HROICHRFITK T LET, DPD OFEMICOWTIX, WEZ L—7 7R Y
U, X2 T I IA4T b, Ty RETHRE (103 %—) 2R LTIEEN,

{1

FIE

XTI TAT b VPN ERICK L TDILS A7 a3 Va2 fEE L £,
a) [#%E (Configuration) ]>[V E— K7 27 & AVPN (Remote Access VPN) ]>[F v kT —7
(747> F) 7278A (Network (Client) Access) ]>[Secure Client AnyConnectffi 7' =
7 7 A )\ (Secure Client Connection Profiles) [7 7 XA 32— x4 X (Access
Interfaces) | 7 v a BB LET,
b) [ % —7=AZ (Interface) | T—TND vFaT 7 T7A4T 2 M EEFEICHRETDHA
B =Tz ADITT, A FZ =Tz ATARX—=TMIT L0 hartzd Al LET,

* [SSL Access / Allow Access] % A NZF DA F—7 WMIZ L7254, [Enable DTLS] %
T 74NV N CHUERIFIAR—T VIR £T,

il

« DTLS % #2529 % 21%, [Enable DTLS] #4712 L £, SSL VPN #f
h RN DI L E T,

< SSL VPN

¢) [Port Settings] ##IN L, SSL R— b ZRELE 7,

* [HTTPS Port] : HTTPS (7 7 U ~<X—2) SSL 8t IZ A *—7 MIZT 58— b, #
PAIZ 1 ~ 65535 T3, T 7 4 /L MEAR— |k 443 T9,
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« [DTLS Port] : DTLS #ft fFHIZ A 1 —7/LZF % UDP AR — b, &AL 1 ~ 65535 T,
T 7 4V MEAR— b 443 T,

ATV T2 FEDITN—T RY =R LTCDILS A7 v a v ERELET,
a) [@%E (Configuration) ]>[VE— h7 7 AVPN (Remote Access VPN) ]>[F v hT—7
(7947 K) 7278A (Network (Client) Access) ]>[Z/V—7R Y T — (Group

Policies) 1> [BM/#REE (Add/Edit) 1> [FEMIERE (Advanced) ]>[EF =727 747 1]
ICBEN L £,

b) [Datagram Transport Layer Security (DTLS)] @ [Inherit] (77 #/V ) | [Enable]., F7=i%
[Disable] ZBIR L £,

¢) [DTLS Compression] @ [Inherit] (77 4/ k) | [Enable], % 721%[Disable] Z &R L, DTLS
DERMi 2R E LET,

DNS H—/\— T IIL—TDETE

[Configuration] > [Remote Access VPN]>[DNS] ¥4 7 2 77K v 7 A Tlx, H—— T )L—7%4
Y= R—= AT OB, FEY FTAEH, BEXORRAAL A2 ET, RIEHHD
DNS #—="—NT =T MCFIRSNET, ZOX AT Ry 7 2T, DNS $—/_3— J/L—
TEEM, WE. EITHIRTEE T,

* [Add or Edit] : [Add or Edit DNS Server Group] % A 7 2 7 7R v 7 AN & £3, BIOLATIZ
HDH~VT
s [Delete] : HR L2172 7 — 7 A OHIBRLET, ERINT, LVELDL TEXEEA,

« [DNS Server Group] : Z D#5iD DNS ¥ — 38— ZL—F & U TR 25— S— %8R L
¥4, 57+ /b hZ DefaultDNS T3,

* [Manage] : [Configure DNS Server Group] # A 7 2 77K v 7 AN & £,

BEta70OT—ILOHKRTE

sl v TF a7 (SMP) 77y N7 44— ATORFLaTOFE Y YL TE2EFL
T, BXa7 27747 RTLS/DTLS F 7 7 4 v 7 DAN—T"y MR LIEH T ENTEE
To ZOEFIZE ST, SSLVPNT —F " 2apEdfb s, E¥a7 27747 b, Av—F
Forx, BELOER— MEEIZBWT, 22— =N TE 57+ —~v U A\ EREH L E
T, WOTFNETIE, oIV arTFAME—RERIIALT a0 7HF X b F— FTH AL
ar7TOF—NEFRELET,
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AT w71 [Configuration] > [Remote Access VPN] > [Advanced] > [Crypto Engine] & &R L £,
AT 72 [AcceleratorBias] Kz v 727 U A Wb, BT 78T L—% 7at vy oE Y4 ChHik
IR E7,

GE) DT 4=V R, BEENT A A THERFRERGA I TR RINET,

e [balanced] : BBk NN—F T =7 U YV —R&WEIZH5H L £T (Admin/SSL 3 X OV IPsec =
7).

s [ipsec] : IPsec T2 LI F b N—RU =7 U Y —2%E ) Y CTEF (SRTP K
{bEFR T 740 v 7 25T .

o [ssl] : Admin/SSL %92 K 9 I Bk — R =7 VY —2%&H 0V Y4 TEJ, SSL
R=2D XTI 74T VE—FTZ7EAVPNE YV 3 &P R— T 5855
X, 2O T AEHBHLET,

AT T3 [Applyl 27 Vv 27 LET,

SSLVPN #EHAD Y S A7 7 FLRIEE

IDEATOU TRy I ARG LT, Fa—SL 54T s T RLADEY Y TRY o—
ERHEL, A VF—T A AZEHEDT RVAT—VERELET, ZOXATRITRY 7 A
EHHALT, A =T RAZEEDOT RLVA T —LEBI, e, E3HBRT2 281
TEET, FATaTRy 7 AFTEOT —TIE, BREESNTWEHAL L F—T = A A[EFD
T RUVA = O—ERFRINET,

* [Global Client Address Assignment Policy] : 3"-XT® IPsec ¢ & SSL VPN Client #fit (&
XaT 74T v MNERIEGT) ICEET LRI —aRELET, ASAIL, 7 FL A%
ROTF5FET, RN Y —AZJEFIHEHLET,
* [Use authentication server] : 7 747 8 7 RLAD Y —ZA & LT, ASA DRt T—
N=DHZRH L LI IHELET,

*[Use DHCP]: 7 A4 7> s 7 FLADY—A L LT, ASA 7 DHCP OffH %5 H 5
EOIHRELET,

* [Useaddresspool] : 7 7 A 7> b7 RLADY —AL LT, ASANT RL A T—/LD
FERZRARD X ITHEELET,

* [Interface-Specific IPv4 Address Pools] : BXiE SV TWHA LV F—T = A AFHFDOT KA
TN DO EERRLET,

« [Interface-Specific IPv6 Address Pools] : X E SNV TWNWHA LV F—T = A AFHFDOT KA
TN DR EFRRLET,
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* [Add] : [Assign Address Pools to Interface] % 1 7 2 7R > 7 ANHE 4, ZOXA 7wl

Ry 7 AT, AVF—T2AABIPEYVYTEHT FLA T L2 BINTEFT,

«[Edit] : A > X —T = ALT KL A F—LDT 4 —)L RITENIY A ENTIRRET,

[Assign Address Pools to Interface] %4 7 12 77K v 7 AN X £,

e [Delete] : IR LToA o F—T = A AZEFEDT FLA T =L EHIBRL £, ERINT

LVELLTEEEA,

Assign Address Pools to Interface

IDZATuT Ry 7 AEHRALT, A =Tz A ZAZBRL, TOA U F =T 2 AT
RL A 7= 1 DL EEIY Y TET,

s [Interface] : 7 RL A T — L DEID B THA L H—T oA AEHTIRLET, T 74/ ME

DMZ T3,

« [Address Pools] : fEEL72A v X —T = A AZEIVYTHT RLA F—L&IEELET,
s [Select] : [Select Address Pools] ¥4 70 7Ry 7 ABRAEEST, ZOXATalRy 7 A

T, 2O H =T 2 A AZEIVETHT RL AT — L& 1 DL BB TE 9, BN
WZEIE, [Assign Address Pools to Interface] %A 7 & 2 78 v 7 A @ [Address Pools] 7 4 — /L
NIZERINET,

Select Address Pools

[Select Address Pools] # A 7 VAR v 7 AZiX, 7 74T b7 RLUAOEIY YT CiERATEE
T =N, BT RLRAETT RLA BT RLA =LV TRy b A7 BHRR
Sh, VAo M ZEN, wmE. BIfRTE £7,

* [Add] : [AddIPPool] ¥ A T 0 VAR > 7 AMAE ET, ZOXAT IRy 7 ATIEL, #L

WIPT7 RL A =V EZRETEET,

« [Edit] : [EditIPPool] ¥ A 7 0 VAR > 7 ZANRMEET, ZOXA T r TRy 7 ATIL, #R

L7ZIPT7 RLVA =LA EETXET,

s [Delete] : BRL7=7 RL A F— v ZHIBRLET, MRINT, COVELLTEEREA,
*[Assign] : A U HX—T 2 A AZEID LB THNTNWDET RLVA F— A4 E2RRLET, 4

H—T 2 A ABINT Dl % ODRE DY CT—NE2X TN Y v LET, [Assign] 7 1 —
IVROT—NVEY) YT ERNEHFINET,

Add or Edit an IP Address Pool

IP7 RLVA =V aREEITERELET,
*[Name] : IP 7 RV A F— L ZEID B THNTWDARTERELET,
* [Starting IP Address] : 7 —/VDRAIDIP 7 R AZ$EE L ET,

* [Ending IP Address] : 7 —/VDFRHEDIP 7 RLAZHELET,
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s [Subnet Mask] : 7 —/VINOT RLRAZHMAT AV 7 xy b X7 8RR LET,

R o—

TN—7" R —ix, ASA OWHEL (m—A/v) F72135MD RADIUS % 7213 LDAP H—/3—
WA SN TN D 22— — RO RME L EOT O~ N TY, VPNERZ /LT DT, 7
N—T RN =2 LoTI T4 7 MIEERFIV Y TonET, 774/ b TiE, VPN2L—
P—IZZ I N—7" R =2 bnERA, F—7 R —F#RiL, VPN £ 7 1
TZr7AN (b TN—7) BIXOPa—¥—Thour b CEHASNET,

ASA [Z1%. DfitGrpPolicy & W) ZFIDOT 7 4/ b Z)V—TF R o—NHY £4, T 74/ b
TN—T NG A=K F, TRTCOITN—TBLO2—F— (2B THDIEEZDLND/NT A—
AT, arv74Xalb—a XA OMFBRKESLBET, LW AL—T1XZDF 7 41
N ITN—=TNoNRTA—=2% Ik C&, 2=V —IZAFOINV—TFEIT 7+ N 7

N—=TINERT A=K % K] TEFET, 2NHONTA—=HXF, ITL—TBLOR2—H—
ERETDHEXICEEETEET,

WE 7 NV—T R =BT N—T R —%RETEET, NI NA—T R —lFn—
HIARIE S T, A58 7 v— 713 RADIUS Y—/3—F 7213 LDAP YV — — IS TIRE S N
ij‘o

[Group Policy] # A 7 0 7R v 7 AT, IROFED/NT A —F 2 ELET,

s —fi%JEM: - AR, N —, T RVR T Frbhan, TaurY T BRLOEERD
g&hi’o

P — R— : DNSBLXOWINS — 83— DHCPAa—7 BIOTFT 74V b KA A 4,

FEMEME : ATV P hRY TV IET T U TR kX2 T /T4 T UM BX
W IPsec 7 74T b,
INBDNRTA—=FZRET HAN, WOHEBEZRET DLENH Y £7,

o 77 & AWM ([General] > [More Options] > [Access Hours]) ,

« 7 4 V% ([General] > [More Options] > [Filters]) ,

sIPsec t¥ =V 7 1 7 —3 3 ([Configuration] > [Policy Management] > [Traffic
Management] > [Security Associations]) .

e T ANEZ VU ITBEXOATY v b bV 7HORy hU—2 U A ([Configuration]
> [Policy Management] > [Traffic Management] > [Network Lists]) ,

o 2 — P —FRREY—/3— L NHERAEY—/3— ([Configuration] > [System] > [Servers] >
[Authentication]) ,
WKDLATDIN—T R o —%FHETEET,

I N—T RY — (12X—) AT V—T R Y 2—|Z, RADIUS F 7213 LDAP
P—R—Z ASA IR L, NEZ L —7 R P —IZHESNTWNDE LI RRY o —{FHRD
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KD ZEEETEALIICLET, AEIN—T R —F, Xy bU—F (0F9A4T
K) 727 & VPN #fE, BLOY A MU VPN #5126 L CRIC FETRESNE T,

cHEZ N—T R v— (7TAX—=)  TNHOEHIE, =2 FRA 2V MIA A F—L
SINTWDH VPN Y 747 2 MZ X > TRItGSHLE T, Secure Clientds & Uf Cisco IPsec VPN
74T ME VPN FA4 T FOBERABITT, VPN 47 FRBRESND &
FotA FogGE, VE— b a2—WF—3 ¥Ry NV—J 3TV r—va T
tATEET, VE—ba—WP—Lh¥EXy NUV—IROT—F FTT7 471, KBE
fBlckoTA v —Fy Ml d HBRICREINET,

XTI IAT VU MR IL—TRY — (81 L—)
e A FEIREEZL—TF R — (111 ~_—3)

[Group Policyl "1 > 714 —JL F

ASDM @ [Configuration] > [Remote Access VPN] > [Network (Client) Access]> [Group Policies]
N L, REFHDOIN—T RY) —RN—ERRINET, VPN I L—T R v —%%E
I 27200 [Add]. [Edit]. 3L [Delete] R ¥ > &L IR LET,

c[Add] : Fay 7 X JRANBRERII, WEEZIIINBO T N—T" KR Y > —%ZB8NT

BINEIDEFRNTEET, HIC[AAM 227 Y v 7 FTH5EF. 774V ML VRIS
N—T" RV —%ETHZ L2V ET, [Add| %7 U v 7§ 5 &, [AddInternal Group
Policy] # A 7 & 778 v 7 A & 7213 [Add External Group Policy] % A 7 1 778 v 7 AN [ & &
T INHLDXA Tl Ry 7 AEFEH LT, HILWIAL—TRY v—%—FITBMTX
F9, TDOHXA TRy 7 RE, 30D A= a—k 7 varnbHET, TNEHLOD
Ama—HBZ7 Uy 7 320E, TOHAONAT A—ZRFRRENET, HEMLZBEHT
HEEX, ASDMITREEZRFFLET, TR TOA=Z2— 8T v a v TRITA—XDORE
DHET L7256, [Apply] £721d [Cancell 27 V v 7 LE T,

« [Edit] : [Edit Group Policy] ¥4 72 /Ry 7 A%FRLET, ZOXATRT Ry I A%
FHLT, BEOIN—F R o—ERETEET,

* [Delete] : AAA 7 )L—7 R v—% U A MM OHIBRLET, RINT, LVELLTE
FH A,

* [Assign] : 1O LD T 0 7 7 A M T N—TF R =2 BN Y THZENTEET,
e [Name] : BIEREENTWE L —7 R > —D4RTE —EFRRrLET,
« [Type] : HIFERE SN TNDE T N—T R o —DF A T —BERLET,

s [Tunneling Protocol] : BIEHE SN TWAEKE T N—T KR v —0RNEHT D b7 7
0 halE—ERRLET,

* [Connection Profiles/Users Assigned to] : & D7 /)L—=7 7R U o —(ZBHEAHT 5072 ASA IZIE
BERESNE R T 077 A v a—F—%2RLET,
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B ssr—7x0o—

NERTIW—T R o—

NEB T N—T R —1F, A — "= 5B X ORI EO B EEZ IS L £9, _0)7
N—T R —|ZL->T, ASADEMNAZ A TE 5 RADIUS 721X LDAP h—/— 7 L —7
FRETEL, TNO0BEMERET A L EIHERAT ARV —-RERELET,

ASA TOH 7 V—T 41, RADIUS H—_—Da—HF—Z 525 TWET, O?.E D, ASA
WO N—T X %% E L7256, RADIUS Hh—"— 37 =V —% 22— — X |24 5785
R E R LET, Lo T, A7 —71%, ASA I & - THBIZ2 B 2 > RADIUS
P R— D= =T H T MZTEETA, BT N—TBENRRGET 2 TED L —H—
&£ A URADIUS — N—ZHFET D56, TNOOMTARIZEESEL Z LIETEEFA,

SNEBY— =% T2 K DI ASA 23R ET DANT, #U72 ASA RAEMEAZFEE L T —
N%%ﬁﬁbx%h%@@ﬁ@#ﬁﬁ/FﬂE@ﬁ@n%f VX B REEDFFAI & E Y 24T
DBERH D FT, %%B'H_“—/\“—%&hﬁﬁ—é 2, mu BRI KL OGERERH O ERY— /N —] DR
B> TS TEE WY,

5@ RADIUS f%EICIL, 7 — I /LFBRED RADIUS, Active Directory/Kerberos Windows DC
@ RADIUS, NT/4.0 K A4 > ® RADIUS, LDAP ® RADIUS 23 & £ T,
NEITIN—T RYS—DT4—ILE

s [Name] : BIELIZEFTTHI7N0—F KRY o —%FE L EJ, [EditExternal Group Policy]
DOEE., ZD7 44—V RIFRF-FHTT,

* [Server Group] : ZDHRY v —DiME L LTRIHTE A2 —n_"— 7L —T7% —-BERRL
i‘g—o

¢ [New] : #f L RADIUS H—/3— 7 L—"7"F 721381 L\ LDAP —— JL— 7 % Bk
TOMEIMEBRBIRTELXA TRy 7 A& T, EHEL05AD [Add AAA
Server Group] ¥ A 7 2 7R v 7 AN E £,

s [Password] : Z DV —_— T )—TF R L —D/RATU— REHEELFET,

AAA B ——DIERE L O EIZ SV T, [Cisco ASA Series General Operations ASDM
Configuration Guidel]l @ [AAA Serversand Local Database] OEZ &ML T 72 &0,

AAA H—/N\—([Z KB/ RJ—FEHE

ASA IZ. RADIUS BXTYLDAP 7’1 ha /LD RAT — RE#HEZ Y HR—F L TWET,

[password-expire-in-days] A 7't @ >id, LDAPIZK L COHYFR—FINFET, FOMDI
T A=ZIL, ZO XD @EaEbgEE A Y AR — h 45 RADIUS, RADIUS )i NT #—/3—_ LDAP
P72 ED AAA B — X—THZHTY, RADIUS F721% LDAP FBiENRE STV
A ASA TIEZoa~y RBRERINET,
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AAA H—/N—Z & BH/RRT— FEE .

\)

GE) ﬁf@k’%MSGMP%#?%%LTVT% MS-CHAPV2 [TH AR — %LTm&memB
PF— =80 T, ZOMBEIZIEX MS-CHAPV2 N LEER =D, N A — TR L TLFE
W,

ASA TlZ. W% . LDAP |2 X B3 £ 7213 MS-CHAPv2 %% 4"— F 4% RADIUS =1 7 ¢
F o b— g N K DFERC, RO X A TR T 2320 — REBEBPTR— I E
j—o

+ @ AnyConnect VPN & ¥ = — /L

«IPsec VPN 7 Z A4 T |

e IPsecIKEV2 7 74 7 > k
Kerberos/Active Directory (Windows /XA T — R) F£72IINT4.0 KA A U Tldk, /RAT— REEL
51‘3‘21‘\(’** I éﬂi’&/u *iﬁ@ RADIUS 'H‘*‘/\\*‘ (CiSCO ACS 73? 5) Lj:\ [ .&?*%%U@nw

Y= R—=Z 7T REENHY FI, 7272 L. ASA 7>5 (% RADIUS %— X— L 721 i@E
LTQ‘Z)J: 9 \—E‘Kij«o

\)

(G£)  LDAP C/RARU— RZEEET H2IE, 1D LDAP H—/3—Z LT A O FEAMEH T
F 9, HFE. ASA TIE Microsoft Active Directory 33 & T8 Sun LDAP H—/ X —{Zx L THO &, Jilt
HONRAT— REHr Yy 7 2335 L T0ET,

AT 47 LDAP (21%. SSL ##5 /N LEE T3, LDAP O/ AU — REHL 2 F1T9 HE1IC, SSL
LETOLDAP 24 X —TNZTAMENRHY E9, T 7 4/L FTiL, LDAP IR — b 636 = fif
)EH L‘ij‘o

XTI SAT Y MIKBIRRAT—FDHYR—
ASA T, EF a7 27747 b ORO/ASAY — REEEREZ VR — FLET,
e =P L LD & L& 2D 2T — NHREIFL O @A,
o« NRATU— ROHIREIN D RD/RAT — REIREINAD Y <A &,
« NAYU— FHIREIN O, ASA L AAA — "= b D32 U — NEIREI D@ %
B, 22—V — O E T LET,

PNRAT— REWHEZRETHE, ASAIL, VE—bha—HF—RNar/f o LErE Lz

BEDONRAT — ROHIRAGIN TS Z & EIEHIBRUART SN TS Z & 2w L E
T, TNMDH ASAIE, 22— =B RU—RELETEHLIICLET, BUTORRAT—F
DR L TORNGAE, 2= — 32O H WA T —REFHLTr /A v LT T, % TR
AT — REELTHIENTEET,
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YXaT I TAT U NIRRT — ROEFZBIBFTE T, AAA — =05 OEFEHER|T
ASAZNMLTINETHZ L L TEEHA, AAA —3—[F. AD 27 2% %% RADIUS
P—3—_ FITLDAP Y —R—IZT DL ERH Y £,

ASA X, ROFKUETFTTIEAART— REHEZYFR— N LEFA,
e m—Jb (NE) BIEEEH T 256
« LDAP §¥GEAEM T 256
* RADIUS GRAEDO A Z M LTIV, —H%—7 RADIUS $r—/3— 57— X X— X |TAF/ET

L858

NAT — FHRUIN O Z R ET H & ASA I AAA Y—/3—71 5 D account-disabled 1 >
Dy BTS00 ET, ZhE Ex 2T 4 LDV X ZITRD RN H Y F
T, e xiE, BHEONRATY—RE2ZEHLRWESIZT 5603 H0 £,

PRAT — REHE A R —T 2T 5 &, ASA 1T AAA H— 13— |2 MS-CHAPV2 FREFER 2153
LEd,

RETI—TF R S —
REITIL—T Ry o—, —iBEMHE

[Configuration] > [Remote Access VPN]> [Network (Client) Access]> [Group Policies] <A1 > T,
[Add or Edit Group Policy] # A 7 7Ry 7 A%&EHTH L, BMELIIERETLH 70— K
V=D hrx )77 ba, 70 g EE, BEOP—"—2\ETEET, =
DEAT TRy I ADET 4—/L KT, [Inherit] F=v 7Ry 7 AEHTNTH L. KETH
REDMWEET 7+ N b ZN—F K =P LBIFTE T, [Inherit X, 20X AT 7Ry
I ADRMET XTOT 7 4V METT,

ASDM T [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >
[Add/Edit] > [General] Z3&IR LT, WEZ/ L—7F R o —D— k@t aRE LET, kOB
X, SSLVPN v gt IPsec by v a v iClEASNET, ZTDH, W OB,
1 ODIAT DRy a AIFREN, DX A TIFFIRSNLER A,

s [Name] : DT N—TRY O —DARTZRK6A LFTHEELET (AX—XDOHEHT) .
Edit BERED Y. 2D 7 4 —/b RIEFA Y BEH T,

* [Banner] : B 7 A VIFIZ 2 —F =T L TERTHNNFT— TFRAMEEELET, BSIX
R 4000 CF-TH, 7740 MEIZH D 8 A,

IPsec VPN 7 7 A4 7 > M, NP —HDO%ELZHIML 2 FR— L TWET, Z7EL, 7
FAT UV FVAR=INBLO X277 T747 2 MEESAR HIML Z AR —F LT
WET, NF—RNUE— h 2P TEEICRRIND KO IZT DT, ROTA RTA
NN FET,

sIPsec 7 7AT v b 22— —DFEIF. M F 7 E2HHALET,
XTI TAT U N 22— —Z<BR>FZ FHEH L TS0,
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* [SCEP forwarding URL] : CA D7 RV A, 7747 K 7077 A/)VCSCEP 7uxT %

BIET B HANBETT,

* [Address Pools] : 2D 7 —7 RY o —THEMTLH 1 2L EDIPVAT RLA F— /L D4

AiZFEE LE T, [Inherit] F= v 7Ry 7 ANA L OEE, I A—7 KR —IIT 7 /v
KN A —F R —THREISNTWALIPMT KL A FP— L& LET, IPvdT7 RL
A T =)V EBINETIIRET 2 FIEOFEMICI OV TIE, 22 LT 7ZE0,

\}

WNEZ NV —T R 2 —TIPv4d & IPV6 [l DT KL A F— )L %45
ETEET,

[Select] —ZDARZ %7 77 4 72T HITIL, [Inherit) F= v 7Ry 7 A% A7 LF
7, [Select] #27 U v 7 LT, [AddressPools)| ¥ A 7 0 /Ry 7 A%&EET, ZOXAT
By Ry 7 A&, 7 I7AT N T FUAEID S TTRINAGERT RV A T — D7 —
N BT RVRAEHETT RL A, BROH TRy hv AT RRRIL, £DY A bip
by b U AR, GBI, R, HIBR, BROHFID S TTEET,

« [IPv6 Address Pools] : 2D 7 —7" K Y > —THHTH 1 DU EDIPV6 7 LA F—/L

DAATZREELET,

[Select] —ZDARK L %&T 7T 4 72T BT, [Inherit] = v 7Ry 7 A4 72 L FE
9, [Select] 7 UV w735 &., BIHROD X 9 72 [Select Address Pools] Z A 7 & J 7R v 7 AR
FEET, IPv6e 7 LA F— L Z BN E 72 ITRE T 2 FIEOFEMIZ DWW TIE, 23R L
TLIZEW,

* [MoreOptions] : 7 4 —/V ROEMIZH D FTRAIZZ Vv 7 FTDHE, ZOTN—TF KR —

DFDMDREFRER AT a v RFRENET,

s [Tunneling Protocols] : D7 /V—T7 R EHTEx5 b x> 7a haviEELET,

a—P—iF, BRI TWDL 7w ha 2l 2 ATcE sy, ROBRERH Y £7,

* [Clientless SSL VPN] : SSL/TLS (Z& 5 VPN Offifl#f5E L£d, Z® VPN TiL, V
TR 2TRN—=RT=2T DI T7A7T 2 MILERL, Web7 7 U & H L TASA
~DEX2TRYVE— T I EA NURADBMSLSNET, 7 74T ML ASSL
VPN 235 &, HTTPS A > Z—3 v F A FEFIHTX B AL ET R TO=
VB a— D, D Web A b, Web XfI5T SV r— 3> NT/AD 7 7 A )V
HH (Web*fii) . BFA—/L, BEORZEOMDTCPR—R T 7Y r—g 0 |
MESVRZEY V) — R CHBICT 7B ATED X )1 £,

*[SSLVPNZ 714 7 >k (SSL VPN Client) ] : Cisco Secure Client % 7= |3 L7 2— SSL
VPN 2 5 A 7> k@ AnyConnect VPN £ = — LD &R E L7, X277 5
AT ML THWDEAIE, 207 1 b a/La%RR LT Mobile User Security

(MUS) U R—FESNDEIICTHHERDHY £7,

e [[Psec IKEVI] : IPE¥ =2 U T ¢ 71 hajb, IPseclIfgbtFaT7 7 m halt &
NTEYD, VPN F RV DIRIERERT —F 7 7 F v 2t U ¥ 7, Site-to-Site (E
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B mso—o#k0o— —mEn

TY—¥YT) B, BIX W Cisco VPN 7 74 7 >k & LAN [ D5 D 5 T IPsec
IKEvl Z#fEH & £ 9,

s [IPsec IKEv2] : Secure ClientiZ & > TH A — b I TWET, IKEv2 2 L 7= IPsec
EHERTH X2 T2 TA4T MNERITIE, YT NU T T ST — R, I TAT
KNTa7rA40, GUIOR—hE—rar (FIR) EhAZ~AE— 3, Cisco
Secure Desktop., SCEP 7't % L7 & OYLEFERE N R S L E 7,

¢ [L2TP over IPsec] : —#D—fixH) PC LE/NA )LV PC DA R VL—T 4 7 VAT LTH:
HEND VPN 747 bEFEHLTWS Y E— b =—H%—%, L2TP over IPSec (Z
fFoT,. XT Vv I IPRy hU—IRBATEXF 2V T A T T ITAT VAR T T A _—
Fﬁ%*yFU%7«@f%17&%ﬁ%ﬁﬁf%iﬁsanm\?w&wky*
Y ZIZPPPoverUDP (ARK— F 1701) #HLET, EX=2VT7 4 77734 TR
1%, IPsec IRt E— NAICERETHDLELRH D £,

o [Filter] : IPv4 F72I1X IPV6 B CHAT 27 7R a2 ha—L VA NEEET L), 7

N—T R = DEEWRAT DNE I DERELET, 7 4 VX ITEEO L — L B
ENTHWET, ZRHDOL— T, ASAENLTCERBLE M RV T F—2 Xy
NEFFRIT 2 0MER T 0%, EEILT RVA, 568567 RV A, 7’1 oz BiziEksn
THRELET, VPN 7 4 v Z 3oL ERENEST, 77V r—var A A
&7yay@77yayr;of%ﬁmﬁsmf?47%ﬁ@£®twy§9%ﬁmuﬁ
HAEShEtA, 74V 2BV —LERETHIZIE, [Manage] 27 Vv 7 LET,

« [NACPolicy] : ZDOZN—7" RV > —IZ#HT 51y hNV—2 T RIvararybu—

VR —DAREBIRLE T, A7 a3V DONACKY V=K TNV—TF R 2 —|ZE
DYCHZENTEET, T 74/ MEL --None-- T9,
* [Manage] : [Configure NAC Policy] # 4 7 0 7R v 7 AN ET, 1 2L ED NACKY

—ERETSH L. [NAC Policy] BYEDORED R v F &7 U & MMI, &E L7 NAC R
Vo—ZNATvare LTERINET,

* [AccessHours] : Z D —H— |2 SNHBAFEDT 7 AR Y > —2NbH 5581320

METERIRT 570, FREH LT 7 B AEEARY —2ER LES. T 740 M
[Inherit] T9~, F7=, [Inherit] = v 7 7R v 7 ZANA 7 OYE DT 7 4 /b b I [--Unrestricted--]
T9, [Manage] %7 YV »~ 27 LT, [BrowseTimeRange] ¥/ 7 u /R v 7 A&f&ET, =
DEAT TRy 7 ATIE, FEGHZIEN, fE. EFHRTEET,

« [Simultaneous Logins] : = D — W —(ZFFa[ T B[R0 74 v O REERELET, 7

T AV MEIZ3I T, B/MEIZOT, ZOBEa S A onEYcy a—F—T IR
AL LET,

\}

G¥)

RAREOHIRIZH O FHAN, EEORFHEGOFTF AN EX =2V
TADEKTZBE, XT3 —~ L ACHEBELZRITTEBENLH Y
iﬁ—o
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s [Restrict Accessto VLAN] : (7> ar) [VLAN<=v B> 7] EHFEINET, O
TA=ZIZEY, ZOTN—T R —EfAInsty v a Ol J] VLAN A X —
T A AEELET, ASAIZ, 2O NA—TNoDFTRTDONF 7 4 v 7 HHRESHE-
VLAN (Z#zt L E9, ZORM%EEZHEH L TVLAN 27 L—7 R o—2E 04T, 77
A arbie—AE @R LET, ZORMEICHEEZEIY Y TSHHIEIL, ACL #fH LT
vy alrDONI T4 I ET AN Y o TTHHEORBERETT, Ry Xyl
A M2, T 7 A0 ME (EEHIFR (Unrestricted) ]) OffLiZ, ZOASA TRESN TS
VLAN 72 RERRSNET,

)

GE) ZofEeid. HTITP 850G AT ERI TN, FTP B X OYCIFS

B ClIfEH T £ A,

» [Connection Profile (Tunnel Group) Lock] : & D /3T XA —X i35 & | @RS i 7
n7 7 AN (b Th—") i35 VPN T 7 B ADREFFA L, B0 7
ANEERT BT 7 2 A&ERCTE £, 77 4/0 b ORKAEIE [None] TT,

Maximum Connect Time : [Inherit] F = v 7 7R v 7 ANA 7T > TWDHIGH, TD/37 A —
Z TR — P —Hefgi ] & oy AL TRk e L £
T CHRE LI 5 &L AT M3 A& T LET, S/MEIX 1. R

1%35791394 43 T, #ilFR7e L O#ERERE 2 77 735 121&, [Unlimited] #4112 LET (5
TR

Idle Timeout : [Inherit] = v 7 R v 7 A& 47 LIcGE. ZO/NT A—2TT A KLEF
Mz AL TRELET,
ZOMBNZHER CHEIET 77 4 €7 4 DR WIGA, BRIk T LET, R/ARERIX1 4.

BRIFREIE 10080 23 TdH Y . F 7 /b ME 30 4 T, iR 2 EHIFRIC T 51213,
[Unlimited] 4 12 L £ 7,

[Security Group Tag (SGT)] : Z D7 /—"7 R > —THf 925 VPN = —HF—|ZH D B TH
Mo SGT # 7 Dl a NI L £,

[On smart card removal] : & 7 # /L kD47 3 > [Disconnect] Z &R L7=85A 1%, #8FEIC
RSN A= M I—FPBROANEND L, 7747 NI a W L £7, #o
., A~v— = FZarva—XIkfFT52 L2 —F—ITERLRVGAITL. [Keep
the connection] =27 U v~ 7 LE7,

Aw— bk — RO LICEHT 2 EIL, RSA A~— bk 1— R&H T 2 Microsoft
Windows CTOLHERE L £ 77,

[FRgE >y a7V o7y a U CRIEOZRW b 2 VHIBRZ 820123 % (Disable Delete
tunnel with no delay in Simultaneous Session preemt) ] : fFE D = —H —NFFr] S 7z [[EFF =
27’4+ (Simultaneous Logins) ] DHIfRICET L &, 22— —DRDOr 7 A L FHITTIE, K
bWty a VERVICHIBRT 2 LERH Y £3, ZOHIBRIZITER 0D Z LR
D, 2—F=DBHF LWy v a a2 T ITHLTERWEERHY £, bty
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B mso—T#kys—omE. y—r—EH

Ta OB TEEETICEH Ly g VEEY T AL OIC VAT AR T BT
X, ZOFF g s aBRLET,

Maximum Connection Time Alert Interval : = —% — (2 A v —TU 2 FRT D, KK
(2T D F CTORF IR,

[Inherit] = v 7 R v 7 A% 4 7|2 LIz#A . [Default] F= v 7 R v 7 ZAIXHBRIZA
RV FET, TSk, Byvar 7T — MRS 30 DICERESNE T, FTLWMEE
FeE T 5%A0%, [Default] #4712, 1 ~3050kyar 77— bUlgA2ECL £
j—o

Periodic Certificate Authentication Interval : FIFFA EEREEN EHAICEHFZIT SN D F TOREHE
fbE (RE AL

[Inherit] = v 7 7R v 7 ANF 7272 > TV DHGE, B 72 AEERRGE D F T bR % 5%
ETEXFET, HiFIZ1~ 168 T, T 7 4V MIENT > TWET, HEFIBOMEEE
FFAl4 5 12i%, [Unlimited] Z 4 12 L9,

NETIL—T R o—DFRE. Y—/N\—EH

ATy T

ATy T2

ATvT3

RTvT4
ATvy7T5

[Group Policy] > [Servers] 7 « > K7 C, DNS #—/3—_ WINS —_—FB LU DNS A a2 —7
ZRELET, DNS BLOWINS r—_R— X7V b kL7 T4 Tk (IPsec, X277
Z4 7 K, SVC, L2TP/IPsec) DI S4v, 4 pifiEdicfif S E 3, DHCP A= —
X, DHCP 7 KL REID U TRREIN TV DIESICHEH SN ET,

FIE

[Configuration] > [Remote AccessVPN] > [Networ k (Client) Access] > [Group Policies] > [Add/Edit] >
[Servers] ZiEIRN L £,

DefaultGroupPolicy Z it 3 25 A k& . [DNSH— N—D#k#& (DNS Servers Inherit) 17 = v
IRy 7 A A7 LT, ZOZN—7"THEMT % DNS #—"—0D IPv4 L7213 1Pv6 7 K L
AHBEMLET, 22ODIPvET KL AL 2ODIPv6 7 RLAZIBETEE7,

BHODNS —N—%f5ET25E, VE—RNT BRI IA T MI, 2O 4—/LRT
FBESNTIEFCTDNS —"—ZfHL L5 & LET,

ZZTH o EFHIZ, ASDM O Z DI N—T KUY —%FHALTNE27 74T hD
[Configuration] > [Remote Access VPN]>[DNS] 7 ¢ > KU TiRE I N7 DNS HE L VB I
\i j—o

[WINSH— 3 — D7k (WINS Servers Inherit) | F = v 7 Ry 7 A& 4712 T, 774~V E
FOEDZY WINSH—"DIPT RLAZANLET, RANCHEETHIPT RLARTZ
A~Y WINSH—"N"—DIP T RLATY, 2FHE (LE) OIP T FLRiTEH & U WINS
HP—=R—DIPT7 FLATT, ,

[More Options] /3N—® " ERKF1% 27 U v 7 LT, [More Options] =V 7 ZEB L £7,

[DHCP A =1 — 7 Dk (DHCP Scope Inherit) ] #4712 L C, DHCP A a—7%E&H L £7,
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ATvT6

ATy 17
ATvT8

mas—7 Ky v— 7599 7oxs ||

¥BH7a 77 A NVDT KLU AT—/WIZDHCP H—_—% 3 E L7zHA. DHCP A2 —7 32D
TN—T DT = )MHEHT HY 73Ry F&@sl LET, DHCPH— 1 "—|ZiX, ZOAa—7(Z
Lo T ENIRE Y TRy FROT FLALRESN TWAMERHY £, Aa—T%
HEHTHE, ZORED I N—IEHT 2 DHCPH— "—TEHRINTNDLT RL AT —)L
O 7y NEBIRTEET,

I NI —7 ZAa—7%EFLRLWVES,. DHCP ——{I7 FL X F—VOREIEIC S —
NHNERELTIP T RLVAZEID Y TET, REVYTOT RLARROMNDET, 7—n
NEIZHREE S IVE T,

Aa—FHEETHITNE. BOT =LV ERUES T Xy b REICHY ., Z2OT =N
N—TFT 4 VT ARERT RLAZ AN LET, DHCP r—_—iL, ZDIPT KLANETHY
Txy FEHBIL, FOF—ANEDIP T RLAZE Y Y TES,

N—T 4 T DA THRRGEIIEIC, AV =T ZADPT FLAZERTLZ &%
HelE L4, 728 20E, 7 —/12810.100.10.2 ~ 10.100.10254 T, A > Z—T = A A7 KL &
73 10.100.10.1/24 O¥54A, DHCP A=2—7 L L 10.100.10.1 ZH L E7, *v hUV—27 &K=
EEA L2 TL 7S, DHCP X IPv4 7 RUAFREICORFERT 2 Z AT EF, Bl
L7277 RUARA U H =T oA AT RLATERWEGE, Aa—TT RLVADAZT 4 v 7
N— N AT D MERH D F7,

T 74N KAL) [EEE (Configuration) ]>[YE— F7 %2 £AVPN (Remote Access
VPN) ]>[DNS] 7 ot & RO THIE SN TWRWERIE, [T 74/~ KA A (Default Domain) ]

TA—IVRTTT7HN K RAL VEFET HDLENRHY £3, 72L& 2L, example.com &) H
RAL B E Ry T Lo RAL U EBALET,

[OK] %227 U v 7 LET,
[Applyl 27 U v 7 LET,

RETIN—T R o—, TS50 Joxd

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] >[Add/Edit]
> [Advanced] > [Browser Proxy]

ZDHXAT TRy 7 AT, Microsoft Internet Explorer D% E & F k5720127 A4 T
YMIT v a SN BREERELET,
« [Proxy Server Policy] : 7 A4 7 > k PC ® Microsoft Internet Explorer 77 7D 7 o %o 7
vvary ([ AVyR]) ZFELET,
* [Do not modify client proxy settings] : Z D72 7 7 > k PC @ Internet Explorer ¢ HTTP
T2 Sk = AN"—RELFLEELETA,
* [Do not use proxy] : 77 74 7 >k PC @ Internet Explorer ® HTTP 7' & % L EE T «
=7 LET,

* [Select proxy server settings from the following] : ZHRANZIZIG UC, [Auto detect proxy].
[Use proxy server settings given below], 33 & T [Use proxy auto configuration (PAC) given

below] DF = v 7Ry 7 A% F NI LET,
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s [Auto-detect proxy] : 7 7 A 7>k PC C. Internet Explorer ® H#) 7" 1 &% 3 $— X —f
HOMEHEZ A X =T VI LET,

* [Use proxy server settings specified below] : [Proxy Server Name or IP Address] 7 4 —/V
THESINTEZMFEHAT 5 L 912, Internet Explorer @ HTTP 7' 12 &% 3 - — /X —g%E
AR ELET,

* [Use proxy auto configuration (PAC) given below] : [Proxy Auto Configuration (PAC)] 77 4 —
NVNRTHRELEZZ 7 A VE, BElar 74 Fal—vary@glEoy—2 & LTHEAT
LEOITHEELET,

» [Proxy Server Settings] : Microsoft Internet Explorer % f#i /i L C. Microsoft 7 7 A4 7> hD 7
2Xx Y =N RT A= EFELET,

» [Server Addressand Port] : Z D27 A 7 >k PC Tiifl S5, Microsoft Internet Explorer
YP—=N—=DIP 7 FLRAEZZIAH, BIOR—F2EELET,

* [Bypass Proxy Server for Local Addresses] : 7 7 7 &  PC T® Microsoft Internet Explorer
TR TaX a— ) S NAREMERELET, [Yes] ZIERTHEm—0
IV IS ISAPA X =T T2 Y | [No] ZEIRT DL m—T NANANT 48 —7
T2 Y £

s [Exception List] : 72 % $—_— T 7 L ANLRNT DV —_—DL4HI L P T K
VAZ—RFRLET, Tud v —N"—RHDT 7R ZTDRVT FLADY A
FaE AN LET, ZDYU XKML, [Internet Explorer @ Proxy Settings] Z 1 7 & 778 > 7
ANZ & % [Exceptions] U A MIFHY L ET,

» [Proxy Auto Configuration Settings] : PAC URL [ZHE)F%E 7 7 A /LD URL Z45E L £,
DT 7AMIT, TITUFRT eX UEREEE LGN TR SN TWET, TeFxs
HEhz> 7 ¥ a2 b—vay (PAC) HiELZHEHT 2546, UV E— h=2—%—IL, Cisco
Secure 7 74 7 > b ® AnyConnect VPN £ = —/L ZHHATHIXLERNH Y £7,

2 DFy NU—ZBREN, Web 77 UV EREDFR Y NU—27 U YV —RCHHT D
HTTP 7’ X V2 EHRLTWET, HTTP hT7 7 4 v 7 B F% >y hU—2 U YV —R|ZHET
EXH5DF, Tax R T ITUNIHEESN, VAT MNBRHTTP 7 7 4 v 7 &7 0¥
NN —T 4 T T BEETET T, SSLVPN b /U2 LV, HTTP 7 2 & v DEHEMN
BHEZ D E9, BERXY NPT —ZIZ RV T THEXTHERT R IN, Ta—
RS REERURRH CTA v ¥ — X MR SN L &0, =K =T 4 Xy NT—7
Lz D XTI ERLDLIXRRL BB DD TT,

Fo, KRy NV 2R L QWA RETIE, o7 X h—N"—%2FEL,
—HF 7R RRBIC SN T —RNZOHF NS 7 e U b= R—2RRTE D L H 12T 5
ZEMMBEIZRDGENH Y T, pac T A NVEHEATH L, BHEIHEOT X
UL EDTRXVEMNOTRTOI I T b arCa—X ERT0ERETD
B—DAJ7 VTN 77 A NVEERTEET,

WIZ, PAC 7 7 A NVEMATHHZ N Do LET,
O — R NRNFG U T DDA MNLTad T A LNTERLET,
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s —N—DRAUTF VARGV a— ) WIHHET B2, FEAIET IR 7 7 %
VERRTHEALET,

e ITAY TuX U THEENBELLEGAIHA T, TRy Ty FuXx
V= R—EEELET,

e —HN YT Ry eIl B—I S a—HF—HIEbLITW T e XU EEELE
R

TEXAP T4 ZE2EALT A7 7T nR AR a7 4 Falb—da s

(pac) 77 A NWEAERTEET, pac 77 A /L&, URLDO2 T VTG U T, i
T51OU DTk —_"—%2EET LYy 7 &5 JavaScript 7 7 A /LT,
[PACURL] 7 4 —/V F&EEH LT, pac 7 7 A L OESFIC URL #FRE LT, 77 UF
X, pac 77 A NVEMH LT 0% U3 E R L £,

* Proxy Lockdown

I IFAT N ARTADOT R my 7 XY &F A (Allow Proxy Lockdown for
Client System) ]: ZDOMREZ A X —T7 T H L, X227 27747 F VPNt Y
v =2 D, Microsoft Internet Explorer @ [#%f¢ (Connections) | % 7 NIRRTV
F9, F£72. Windows 10 /3—37 =5 2 1703 (LK) TiZ, ZOBREEZANCT D &,
X277 TA4T L FVPNE Yy v a O, RET ZVDIAT AT nF 2T
FEFRITI D £, ZOMRER IEhIZ LT %, Microsoft Internet Explorer ¢ [Connections]
BT ERET TV DT RX L ZTORRIEDY AL, TNUHDXTDOT 7 /L b
REIL, 2= P =D L TR MYREIT U TERREITIERRITR D 7,

A\

(X)  AnyConnect VPN v = VD, RET 7V DV AT A7 BF
VAT EIEFRRITTBITNE, BEX 2T I ITAT U b R—=Ta
4.7.03052 LAREDS BT,

XA TFTISATMNRETIL—THRY o —
RESTIL—TRY o—, M. £X1T7954T >k

* [Keep Installer on Client System] : U E— k 2 =2—% LTkl s 747 DA >
A N—=)VEARRIZLET, ZNEARX—TNMITDHEICLY, 7747 FOHEBINZ
T oA LA N—MERENT A B =T TRV ET, 7 TA T 2 ME, EEDEHRTD 20D
UE—h arba— R A=A SNEEERDOT, U E— b 22— — DR
DNVEIAE S IVE T,

s [Compression] : JEMEZTT 9 &, BEEINDH/NT v bOYA XN T 5720, X =
TATITIATVRETTAT » MNHDBENT +—~ o ABMELET,
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« [Datagram TLS] : Datagram Transport Layer Security (Z X ¥ . —&(0> SSL £t (2 BiE 9~ 5
FE L HARMEORE A [ERE L, Ry MBIEOREBEZZTOoT WY TAXA LT T r—
ardONTy—v o ARWELET,

* [Ignore Don't Defrag (DF) Bit] : Z OA&RETIX. DF B FOEKE STV D37 b & 5|
N7 77 AT —ary LT, PR Z@mISEs N TEET, EHMAE LT,
TCPMSS XA =— g ANIHEYNIIEE LWy b T —27 DY — —ZxtT 2 H 7%
ERHY ET,

[ T4 T h3A 27 v k3 (Client Bypass Protocol) 1: 7 247~ 7m hajiu

INARAMEREZEEHT DL, ASARIPVG N7 7 4 v 7 R0 THIL T L&D %
TII7AT NI TAT Y MTEDIPVE N T 7 4 w7 OFEHFGERS, IPvda 8T 7 4 v 7
LTETHMLTNDEEDIPve T 7 4 v 7 OEBHEZHRETHZENTEET,

BX 2T 7 TAT N D ASAIZ VPN ##i9 5 & X1, ASA 1L IPv4 & IPv6 D— 7=
W HFOT FLAZE VS TET, ASAREXFaT 7747 MEFICIPVAT RLAE
71X IPve 7 R U ATZTA2HI D Y THGAIZ, ASANIP T RLAZE D Y TRRpoloRy
NO—T "7 4 PIZOWTC, 2947 7B hav L RAZL->TED LT

T4 TRy T EEL0, FTEXASA ZNNARNALTY T4 T 2 bbOK b7
L., 2F0 IZ7U77F%RAN] LLTOREBEEHFAITOINERETELLIICRDEL
77

TZEZE ASAB X aT 7 TA47T v FMERUIIPVA T RLADAHZED T, = FAR
AV IR T 2T VAL 7 SPNTNDELET, TOZ RRA 2 R IPV6 7 R LA
DORELEAAT-E X, VT4 T XA NRR T 0 b a)UEENT 4 B—T L DOEEIE.
IPv6 hT7 7 4 v 7N Ry 7ENETRH, 727472 8 XA RR T fhapng x—7
NOBEARIE IPVO N T 7 4 w7137 FA T "6 27 U7 TF A MELTEEENET,

SSL ##: Tlx72 < IPsec b RNV EFESL L TV AL, 7947 > FTIPv6 BNAZNIC
2o TNDEMNE I M ASAITIEM S NN, ASAILFIZZ T4 T K XA 3R F'm
NaLRELXZ T v a Xy LET,

* [FQDN of This Device] : Z DfE#HIL, VPNt v a VOFMEY. THEHIND ASAIP 7 F
VABRRT DD, Ry NU—7 0= 7 D% T IA4T7 > M ESnET, =
DOREF, SEIERIP I haroxry NI—JHou—I 072 R—184%59 %
THEETT (IPv4 5 IPv6 2 L) o

Y

GE) X277 7947h7u77A40ICH% ASAFQDN Z i L
Tr—I VU VHRICASAIP Y RLRAZEET 52 LIE T A,
T RULABRO—R RT3 v FVFADOELWT AL Z (b
VANADBFELENTNDT A R) L —HLRWEARH Y £
R

TINA ADFQDN NV T4 7 > MIEG SN2 WA, 7747 > ME, LANZ b xv
DL EINTWBIP T RUA~OEERZRAE T, BB 1P 7u ban (IPvd b
IPv6) OFy hU—I7 Mo — 0 72V R— 195120k, ¥X2T7 27747 MiE, b
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WS L—T R o—, B, £x275517>+ [

URNVDOFRENLIEHT D ASA T RLAZRETEL LI, e —I U TRICT A X
FQDN OZ HifiEk 24T H MENH Y £, 7747 v ME, ¥R Ic T e 7 74 i
fEET 5 ASAFQDN i L £9, DOy v a UEE CIL, BEHTRERGA L
W2, ASAICk»CF vvad&hic (7, INA—7RY —TEHENRELT) T
A A FQDN ZfiH L £7°, FQDN 3% /E S TWRWEE, ASA IE, [Device Setup] >
[Device Name/Password and Domain Name] D% ENE DB T /3 A FQDN IS (BLW
747 MTEE) LET,

TNAAZAFQDN B ASAIZ L > TH v va & TWaeWga, 7747 ME, Bied 1P
Tabharory NU—JBoOoun—I JHIZVPN By v a VERBLTE A,

[MTU] : SSL #6:D MTU A X & FHHE L £, 256 ~ 1410 /3o hOFiPATEAE AT L E
4, 7 7 4/V b TiL, IP/UDP/DTLS DA —/R—~v Ro3%EE LG &, B CHEAT A v
H—T A AD MTUIZHESWT, BEIMIZ MTU o XBFHEINE T,

[Keepalive Messages] : [Interval] 7 « —/L RIZ 15 #0256 600 0 FE TOEEATIT5Z &I
L0 HERRT A RAVOREENT A R Lo THIREN TV AHETH, ¥—77 74
T Ay E—VOMREAR—TVEBIOHEL T, Tuaxy 7747 U r—N, £iT
NAT 731 A%l LT- i e I W s FicT s enTExEd, £/, HRZH
I BHZ LD, UE— b 22— =73 Microsoft Outlook <> Microsoft Internet Explorer
BREDI Iy b RXR=ADT TV r—va rEREEICFEIT LTV RVWEE TS, 7747
NI & R A AT DWW T EBREESNE T,

[ A—FK3B4F T3 D547 EDa1—)L (Optional Client Modulesto

Download) |: ¥ v > — REFZEMET 272012, X272 747 ME, A —h
LTV DEBERICKNEREY 2 — 721 E (ASADD) #ora—KRT5 L5 Ic8RkLE

T, DX D RMOMREE A X —T M TDEY 2 — VOARIEIRET DHLERDH Y £

T EX2T 7747 ML, ROEY 2—ANEENTHWET (—EHDIENSA—T g
TIHEY 2=V LRV ET) |

[E% =727 747  DART] : Diagnostic €% =7 27 7 A 7 I Reporting Tool
(DART) 1%, hT7 7N a—T 4 7 IERZMHEIZ CiscoTACIZIAETE 2 &L 51
VAT AT DAF T ay hBXOFOMOBZKHERE Y 7Ty L, zip 77
ANET AT by TIHERLET,

X aT IV IFAT U N Ry NTU—27 77 ERA<w3x—% : LRI Cisco Secure Services
Client L FEENTWE L2, ZOFVa— T, ARETAL YL ADBHOF > KT —
JNWT VAT D200 802.1X (LAY 2) LT/ A AFRFEEH A TV ET,

e &% =272 747k SBL : Start Before Logon (SBL) (%, Windows ® w1 7' A > %A

TaTRy I ANRRINDENSEX 2T 7747 M ERGTHZEICED, 22—
Y& Windows ~D 1 7 A HIC VPN #5ft 2 i L TRZEA > 7 T~ 124 <
\iﬁ_\o

» Secure Firewall 78 A T % & ¥ = — /L : LLHIIZ Cisco Secure Desktop HostScan #&HE & FEIX

NTWELEZ, ZORAFXYEY2—NMTEXF2T 77470 MTHRESL, 2
IZEY BXaT 7747 M, ASA~DVUE— KT 7 & AR &ML T DENITHA
AFXTHEAAL MDD LT Uy % VERETED LI T,
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sISE-RATF ¥ : OPSWAT V3 FA 77 VEMEALTHRATF ¥ Fov 7 2FTL, =
KARA > bOMEMNEEZFHMOILET, 0%, = RARA U MR #EETHETEY b
T— 7 T ERAZHIRLEY ., B—h 2—F—OMEBRERIL LY TX E7,

cAMP £ % —7F : = RikA > FANTOEE R~ T = TR (AMP) #3E AT 5
FELELEHINET, N TE—I AR SN TS — =5 KR
A > D% 7 & MMZAMPforEndpoints Y 7 F U =T %7 v a2 L, BEFOZ—H—
N— 2T AMP ¥ —E 2% A VA b—)L LET,

e Xy NU—J AT a—b x0T 4 LY —E RO, Eh, 2774
TUA, BIOEXF2 VT o 0L T, EENEHEOE TR ZM ESEE
T, NVM (% hU—Z7 "filE Y 2—)) X, =V RARA U FOT LA R %I
H£LT, 7e—F—F LT 7 ()L L EaT—a v Esyslogllitdk L, &I, 77
ANDHHTEUIA 2 —T 2 A ZADRPEAITIa L7 Z (h— KX —=F 4 X ¥ —)
b7 — Lba—RKzx7 AFR—kFLET,

* Umbrella Roaming Security €~ = —/V : 77 7 772 VPN 372 & X2 DNS LA ¥
XU T ¢ 28R LET, Cisco Umbrella Roaming & OpenDNS Umbrella #-— "2 D
WD T DT AT ) T a o aRHE L Intelligent Proxy 38 KL OVP LA il
FHRERE A BN L £ 97, Umbrella Security Roaming 7' &2 7 7 A /UL, xtnd B9 —E X
& AR 2 BT T ST DR L L BEIICARIC LE T (2T oY
TANZ VT BEORY — )72 VAR — R, Active Directory #i 5. £ 72135k
AHJZRDNS LAY &%= U7 1)

* Always-On VPN : EX 27 7 54 7 F =B RT7 07 7 A )LOHFRHER VPN 7 Z 7%
EET 4 B—TMIT D0, X277 I79A4T7 0 M h—ERTa 77 A VEEE
T 2B D NERE LET, FRHE VPNEREIC LY | o2 —V—arta—
Zlza 74 4% L AnyConnect |X VPN & v ¥ a & HEIRJICHEN. LET, VPN & v
vavit, a—YP—RNarta—Inbu st 75 ETHRSNET, WEERN
KbnTblyya IfEEESN, X277 747 NI, #2740 777
AT VAL OB O ML 22 TRITL, VPN Ey v a v Z2FALET,

WL VPN IR > T, RERY —Z@HL T, X2V 7 4 BRI OT A 2 &1Lk
HoxET, WRHER VPN 2 LT, =2 RAFA » EBMEHE R Yy hT—27 N T2
BEICWOTHS X a7 7947 NN VPN Yy g VAL LI Z L 2R T £
Ty AF—TNMIT DL, BN LRWGEAD Ry MU — 7 St OEHE T E IR ET
HRY)—MRESNET,

N

GE) F7/-, WEEESVPNICIZE X2V T4 7547 > MEEELR R —
T2 XTI T7A4T7 0 U —=ARNETT,

[Forue—R$T577A47 2 7 r 77 AL (Client Profiles to Download) ]: 7'&2 7 7 A
MEAL T 4 F2b—al RIA=FDOITNV—TTHY, ¥Xa2T 7747 T
VPN, Xy hU—=2 77 ®A<F—=V%, WebtF=UT 4, ISERAF v, AMP A
F—7 7, Fy N =V AHME Y 2 —/ 8 L Umbrella Roaming Security <& 3 = — /L
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tF1TISATU RS TavozT B8R Ty b boruvsoE |

OREHEHSNET, BN (Add) 127 V7 L [ExaT 7747 v a77A
JL DR (Select AnyConnect Client Profiles) 1V > RV Z 835 &, LI/ /—77R
U — B SN a 7 7 A L EEETEET,

EXaATIVSATUORI T DITHTERTY Y bR VT DERE

ATy b bV O X 2T IIAT N Xy NI—2 NTF T 4 v 7 & VPN
Mo FVCHEE L GREBSE (L) . OoRy NU—F T 7 07 % VPN bR LD
SMTERE L E9 GERFE L. oFD [Z7 077X FOIRKE] )

27V v b bRV T ERETDHICIE, ATV v b bR R —EER L, £D
RV —Z778A a2 b=V JANEREL, V=K —IZAF Vv kN b
RV —%BNMLET, V=T RV —%T7T7A4T7 2 NMIERFETHREC, 74T MIA
TV N hRV T RY—DACLEFEHLTCEZICRY NU—2 " T 7 4 v 7 &RET
HERELET,

)

GE) ATV b bRV o732 VT A EETIIRL, NT 74 v 7 EBERETT, KBED
X VT 4 BHRT AT, ATV b bR T B XTI LN EEHERE L E
7,

Windows 7 74 7> R CTlE, HUNTASANSLD T 74T 74— /L b— NG &, KIZY
TAT Y DT 7 AT U=V =AM SIET, MacOSX TlX, 7747 bDT 7
AT T =N = NEBILRT 4 VF — VT S EH A, Linux ¥ A7 A5O AnyConnect
IN—30 5 2 3.1.05149 LIFETlE, circumvent-host-filtering & W9 £ BiDO I A X LAEMEE T —7
T 77 A MZEML TtruelZHETHIET, 274 T DT 7 AT Ur—Lb—LEB X
NI ANEN—NEFHTHEIC X2 T 273470 b 2R ETEET,

TR AVARNEBERTDHEA
TR arbu— YR RMIULIIPVMBLIOIPV6 T DT RL AZfEETEET,
AEAEACL 2T 5L, 1 ODT7 FLAERIEIR Yy hNT—27 OB MER S ET,

HEACLEZMHTAE, VAR hU—IRAT Vv b bRV T Ry U= (T
20 ET, ZOHE, milktry N7 ITER I ET,

sany DX EINT=T 78 A U A R, splitinclude F 7213 split exclude 7% 0.0.0.0/0.0.0.0 F 7=

IR ESNTZT Z7ERA VAN, 72747 MIEFESRERA, TXTO LT
T4 w7 & M RAEBTERET AL, 27U v b b RL® Policy 12%F LT Tunne
All Networks Z 3R L £,

« 7 KL 20.0.0.0/255.255.255.255 £7-1% /128 1%, A7 U v b b xR Y > — Exclude
Network List Below DA DBT FA T v MIEEENET, ZOREIL. ForxiLb b
T4 TN —HNV YT Ry R TRWZ EH2 7 T4 T ML ET,
XTI IAT N TIE, ATV v b hoRY T R —THRESNTZTXTOY
A h, BERASAICE>TEID LB THNIZIPT FLRAERILY T2y FRICHDHTT
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B 5279547005000 0128582 TY v kbR U LT ORE

ATy I

ATvT2

ATvT3
ATy T4

ATy TH

DOV A MIENT 74w 7B EINET, 22 ASAICK->TEVYTENZIPT R
VAM10.1.1.1, ~AZ 23255000 DA, T2 RiRA > b T A A F, A7V » b b
XV 7R —ICEfRZR <L 100008 5L THTXTDONT T 4 v 7 ZFELET,
FORH, BEToNZIPT KL, #iffshdu—b 7Ry N EEUICER
Téio_\x/b?X7%ﬁ%Li¢o

1R BHIIZ
« WU/ ACE TT 7 A U AR NEERTHAMERH D 9,

-vayhhyiwﬁuv%%mﬂiyhvwamkmw*ybU*&%K@%Lt

CHEELEXY FU—2Z VX IREEFOTF e ha L THERAESRET, 2o,
X/FU 7 VARMIE, IPABLIRIPV6 DIFEFED T 7 4w 7 DT 78 A a2y fua—
N kY (ACE) BDEENTVWDIMENRDHY £, 25D ACL Z/ERK L TV 7R
HlE. —ERER a7 X2 —Tay HA RESRLTLLE &SN,

WOTFNETIX, 7 4 —/V ROBIZ [Inherit] F—= v 7 R > 7 AR HTXTOS— AT, [Inherit]
Tz IR T ARFT L DEEDLE, BELTWAHAINA—TRY —iF, ZO7 44—/ R
ONTC, TIFN N ITN—T R =L RUCEEFERTSZE2EWLE9, [Inherit] F = v
IRy I AEATICTDHE, =T KU = IZEHAEOH LWMEEZEETE £,

FIE

ASDM % il LT ASA |28kt L. [Configuration] > [Remote Access VPN] > [Network (Client)
Access] > [Group Policies] (28 L £,

[AdA]Z 27V v 7 LTHLWI =T R o—%BIMNT 250, BEGFEOINV—T R —&3R
LTI[RBdit] 27 Vv 27 LET,

[Advanced] > [Split Tunneling] % #4R L £,

[DNS4 (DNSNames) | 74—/ KiZ, b2V E N LT EFaT 7 I7A47T 2 b TRIRTD
RAAL B AN LET, TNHOLRNE, 774 X— s Xy NY—27 EOFRA ML E
7, split-include b >R U > ZVRRE SN TWDHEEIE, FEESNZDNS— =31y T —
7 UAMIGENTVWDODRERHY £7, 74—V FITIL, BREMNAAL 4, IPv4 T R
LA, £7201%IPv6 7 KL AZ AN TE £77,

HAF I ATV b bRV T RALLITIE, by T LrUb R AL Oz 7 <
EHL 1 DD RAAL AT PRETT, ¥A4FIv 7 A7V y b bR 70E FFED
RAAL T H 7 —% 2Ty heTDHLI0oTNDHTeD, Fy T LUL RAA
vo(org 72 &) P ERETAZLIFTERVDOTY, by LUV RAL L EDRED ]
DD RKAA 4T~ (domainorg 72 &) ZANTH2MENH Y 7,

A7y b bRV T BT 4 B—TMZT HIZIE, [Yes] #27 U v 27 LT [Send All DNS
Lookups Through Tunnel] % A — 7 /L Li¢0_®17/a/% RETDHE, DNS T 7 4 v
I BRERT X T HIR/RNT, 2 VT TEFARNTEEEIND N T T 4 v I BESESVET, DNS
fRFAZRINT D&, 7 RVAIIRIBROE FHRD £9, BEX 27277347 ML, VPNSOT
RURAEMRLE D 1T LERA,
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ATvT6

EFATISATU RS T ziE a2 Ty FrvryvingE [

ATV b bRV T Z—=TMITDHITE, [No]l ZBIRLET (T 74 1) ., 20D
BETIT. V94T MIATFV Y b o RARY O —I2iE>T 2% L TDNS 7=
VaEFELET

A7V v b bR 7 EBFETHITIE, [Inherit] F=v 7Ry 7 A%+ 7L T, A7V v
F R RY—2RIR L ET, [Inherit] F= v 7Ry 7 A4 72 LARWES, 7
N—T" RV —Tlk, 774NV DI NV—7 K > —DfItGrpPolicy TEFEINTZAT U v b
MoV THREMEASNET, 774NV IN—T R —DAF Y v b bR 7
RY =0T 7 /b FEXEIX [Tunnel All Networks] T3,

ATy b RoRY TR —FERT DHITIE. a7 X0 [Policy] 3 L UMIPv6 Policy]
MBI L E9, [Policy] 74—V FTIE, IPVAX Y NU—2 vT T4 v I DATY vk b
FUV 7R —%EFKLET, [IPv6Policy] 7 4 —/L RTIL, IPv6 * hU—2 FT7 7 (v
IJDAT Yy N bRV U7 R —%RIRLET, 29 LEEVDIMNE, b7 4 —
NV ROBEBIZRE T TY,

[Inherit] = v 7 R v 7 A% A7 LIZHEX. ROWTRNORY —F 7 a U E2RINT
TETS

* [Exclude Network ListBelow] : 7 UV 7 7% A N CEESND N T 7 4 v 7 Ok ry b T —
JDOVANEERLET, ZOKREIX, LNy NT =212 bz LTk L7Ze M
5, A=W Ry NT—T EDOT AR (T E2RE) T 78ATDHYE— | 22—
Pz & o THRILBET,

* [Tunnel Network List Below] : [Network List] THEE S 72y RU—Z DT XTO K Z
T4 bhrrIrTEINET, ATV —RFR Xy hT—27 URAMNDOT KL A~D
N7 4 v 7R bR U T7INET, TOMTITOT RLRIZKTHT7—2I1%, 7V
T TRANCTERFEIN, VE—F 2—HF—DA X —Fy b F—ER TN F—(C
KoTnh—7 v 78NET,

ASAQ 1A LD NN~ g Tk, A VI NA—FKR VR MERETHEXIT, A 70— FK
FWHNOY 7 Xy M A7 NV— R VA RBIRETEET, IO EINZTT
Iy MIborRxV o T7E3NT, AN —RUARDEDDOFRY hT—TIE o) 7
SNFET, A7 NV—RURAMDYH TRy NTIERVWTZ I AT —T 32 UARNDOFR v
N —21%, 74T FTERENE T, Linuxk DA, V7 Ry SO E Y R—
50, IN—T R —IZhAZ LEMEEBNTH0ERH Y 7,

Wiz~ LET,

Configuration > Remote Access VPN > Network (Client) Access > Advanced > ACL Manager

@fEditﬁDeletﬂf +|$B=®R-|qFrnd

# Enabled Source User Security Group Destination Security Group Service  Action
= TunnelExdude
i1 ¥ R 10.10.10.0/24 @ any ze-ip €Y Deny

313023

L T T ) I ™R N W R

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .



— iz VPN B |
B 553092709k bty ronE

GE) Split-Include %~ h U —27 ma— /L 7 %y FOFEE—K (192.168.1.0/24 7¢
L) OBE T D577 4w ZiE xR Y T ERTWET, Split-Include
Xy hT—=rRa—HL BT Ry hOA——F v b (192.168.0.0/16 72 &)
DG, *IETDH T 7 4 v 71F, va—IA YT xy hEfRE, b T
ENTWET, e—=INVF TRy b 8T 740978 ) 735100
—%3 % Split-Include > b 7 —72 (192.168.1.0/24 33 X 1* 192.168.0.0/16 Djfj
75 % Split-Include % > bV —27 &L LTHRE) ZBMT 5081 H Y £7,

Split-Include % v K7 —27 2 E5) (0.0.0.0/0.0.0.0 72 &) OFA, A7V > b b
YRV TET AT MRV ET (TRTDONT T4y I BN T
EnET)

* [Tunnel AllNetworks] : ZDORY > —i%, T X_XTDORI I T 4w 7R R 7ENDH LD

HELET, ZO\ETIH, EFEMICAT Y v b oV o ZixEshicien 4, U
F—bha2—P—IGEXY PV ERALTA VY —Ry NIT 7 EALETR, v—
HV Fy NT—=JIET 7B ATEE A, TNBT 74NV DOF T2 aTT,

RTwF71 [Network List] 7 4 —/V KT, A7 Uy bk bRV 7 R —%@EMAT27 78R 2k
o—/L U A NEER U FE 9 [Inherit]) F= v 7Ry 7 ANRF L DGE, FTA—TF KU —x5
THN b TN—T R —THREENTWL Ry hU—7 URANEFHLET,

[Manage] =~ R AR > % 38R L C[ACLManager]| ¥ f 7 u /R v 7 A& £4, ZORy
JATHEH, Ay b= VAR LTHEHTAZT778A a2 ba— L VA MERETEET,
Xy MU —27 U A NEARRE I ITRET 2 FIEOFEMC OV TIE, —BRNEER =27 ¥ 2
L—yar A REZRLTIESN,

YEAE ACL U A MZIZIPVA T RL A& IPV6 T RL ADM T2 G B2 N TEE£7,

AT 78 [Intercept DHCP Configuration Message from Microsoft Clients] (% DHCP {X175215 (Z [ A DB/ <
7 A =% %R LET, DHCPATR(EIZ & > T, MicrosoftXP 7 74 7 > MIASATAT Y v
bRV T RERTEDL LR £,

* [Intercept] : DHCP fRATAZ AFF Al 2200 E 9 A fRE LE 7, [Inherit] 28R L7255
T 7 4V FEREIL [No] T

* [Subnet Mask] : (927 % v b w27 ZiBIR L F7,

RTFY T [OK] %27V v 7 LET,

ATy RAT)y b bR VTDETE

HAF w7 A7 v b bV 7T, PRV DRENLHIZ, DNS KA A I HESN
TEMICAT Y v FEA PRV T BITHZENTEET, A4 FTIv7 ATV v b b
IV T ERETDHITE, DAXLEEEER L, Zv—7 R o—ZBMLET,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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| —meears veN s

ATy T

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

g4+295 270y kst vty vronE [

1R BHHIIZ

Z OEEEFE T 521X, AnyConnect U U — 2 4.5 (F7IXFNLIE) BHBETT, M
VWTiZ,  [About Dynamic Split Tunneling] #ZM L T 7Z S0y,

FIE

[%%E (Configuration) ]1>['JE— 742 AXVPN (RemoteAccessVPN) |>[y kT—4 (&
AT k) 721X (Network (Client) Access) ]>[7 F/N2 R (Advanced) [>[EFx =77
TA T FHRELEMN (Custom Attributes) | i %2 L %9,

[Add] /) v 7 L, dynamic-split-exclude-domains %E‘Iﬁf&/r 7 LTCAM L. ?}zﬂﬁﬂ A7)
L/i‘j‘o

ZOHLWEMLEZ Y v LCHEA LS, ULEE ESICH D [BX=2T 27 T4 7 > b custom
attribute names] V > 27 %27V v 7 L7,

VPN b RN DT T AT ML DT 7 B ARKERE T 70 R/Web Hh—E R (2D
W, RHST D A2 NEMEAEZBINLET, 72& 21, Google Web #— A IZREH7 % DNS
RAA DU A RELT, Google domains #iBMLET, ZHHDRAL X, [BEFaT
I AT NI AH NEMES  (Custom Attribute Names) ] B O [fE (Value) ]H84 T, R AA
VEAVILTTCRY L a <X HE (CSV) BEREFEA L TERLET, EX=272774
T2 hTIEL KEIY 3CF (K300 DIEF YA XD R A A 4) ZBR< EA)0 20,000 350D H 08
BEINET, TOHIREEZD FAA CAIFERINET,

B AL NEMENE 421 SCFEUNTRITIER D T8 A, RERENAIENS &, ASDM iE 421
XF% ERETHEEOEICSEISNET, BEORMEY A T LLAFIOTXTOLENL, &RE
MITGAT M T a2 E3NDHEXITASA LK THEESINET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] £/ L |
FAFT Iy 27V RS bR Y TR ERED 7 V=T R =TI L £
LI N—T Y =2 BT 57, [Edit|2 7 U v 7 LTRED 7 NV—T"R ) o —&FH
THIENTEET,

RDBRY

ATV heEGhe N RV I MBRESNTWDIEAE, AT v 7 A7V v MRSME, AT
Uy hagisty hT—Z|ZDNSJEEIP 7 RLAR 1 DU EEENDHEDOH, ETSNE
9, DNSISEIP T RLREART Y v haGgGiery NU—ZDOWTNUNDORIZE T ERD
DRV E, TRXRTODNSJEEIP T RLAIC—HETDH T 74 v 2713 TTITh R 70
LIS TWE D, XA T v 7 27V v MO EITIZARE T,

BAFIYO RT)Y REHN R VT DEERTE

ASDM L TCH A F I v 7 A7V v NS bR U U T E2F/NTTDHI2E, ROFET
NEZFITLET, ¥4 FIv 7 ATV Y "B RAAL AT N—R RAL L DOEFNE
FEINTWAEAIE., RAA AO—FIZLBIERIAFI v 7 ATV w "Msh bV o7

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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— iz VPN B |

B s rsvo 270y Bty soRE

DA/ 0 3, =& 203, B IL example.com ~D ;7 7 ¢ » 7 % www.example.com LA
ST TSNS D L9 IR ETE £9, Examplecom{ZZ A 7 v 7 27U v MRI R A A
YThH, wwwexamplecom|EX A FI v AFV R AT )— R RAAL 2 TT,

N

GE)

ATy T

ATy T2

ATvT3

RTvT4

ATy TH

ATvT6

REICEM S ET,

AT Iv 7 ZA7V y S bR U o 7 %M HT 512X, AnyConnect U U — 2 4.5 (LAKR)
DEETT, F£72, AnyConnect U U —RZ 4.6 (LIFE) T, Wi FD RAAL UBRESNTWDHE
BOWRIAFT IV I ATV Yy b A I N—RERAT Y v MBI =D OBENRMZ HILE
Lize #AF v A7V » MERIMT tunnel-all 3 7E., split-exclude 7% E. 33 & O split-include

1R BHEIIZ

XTI TA T s OBEHIZONWTIE, (XA FIv s A7y b bV Y] OIEE
ZRLTLEEN,

FIE

[%%E (Configuration) ]>[') E— r7 %Y £ AVPN (RemoteAccessVPN) |>[Ry kT—49 (&
47 b)) 77X (Network (Client) Access) |>[7 F/N> X (Advanced) |>[tEF¥ =77
FAT v FHRRLBMN (Custom Attributes) | i 2 &M L %9,

[Add] %L’y U ‘77 I_/\ dynamic-split-exclude-domains %JE‘@’S’/( 7°k Lf)\jj I_/\ ?}EE»EJ %L’)\jj
L/iﬁ‘O

ZOFHLWEMNEZ Y v LCHEALES, UllE EFIZHD [BF=2T 27 T4 7 > b custom
attribute names] V > 27 &7 U v 7 LET,

VPN b RN D7 T4 T ML DT 7 B ARKERE T 7T R/Web Hh—E A2
WTC, ST 20 A% Mgz ML ET, =& 21E. Google Web H— " 2129 % DNS
RAA DU ARMELT, Google domains #:BMLET, ZHHDRAL X, [BEFaT
74T v M AK LJEMA (Custom Attribute Names) ] HE O [fE (Value) 1#80>CT., KAA
YEAUIXFTREL a v KV E (CSV) BREFEA L TEXRLET, X272 74
7 R T, KUY SCF (R 300 DIEE YA XD RA A 4) EERLBRHIO 5000 LTOHD
EBEINET, TORIREZEZD AL AITEHINET,

B AL NBMEN 421 SCEUNTRITIER D T8 A, KRERENIANIENS & ASDM iE 421
WFE PR ETHEBOEI G SINE T, FFEOBMEY A 7 L AFHIOT X TOLRNL, &%iT
MITGAT U NI T a2 Z3NDHEXITASA LK CHfESINET,

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] &/ L
FAFT Iy ATV RS PR Y TR ERED 7 V=T R I L £
HLWIT =T R =2 BT 252, [Edit)| 227 U v 7 LTEEFED I N—T R v —%EH
THZENTEET,
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| —meears veN s

ATy 717

g4F+395 27y ragrvryvioiz

MDA =2 —"T, [FHERE (Advanced) [>[EFx =727 7147 M>[HRE LEM (Custom
Attributes) 1227 U w27 L, Ruay X0 ohb @S A 7 28Rl £,

BAFTI99 RAT)y FAB LR VT DETE

ASDM ZEH L TH A FI v ATy b A I N— R bR T 2T HITE, KR
DHEEFEEEITLET, XA TIv 7 ATV MR RAALS AT N— K RAL D
WENERINTWDIEARIE., FAA LV ADO—BICEDIERES AT I v ATV AT
J— R bR U TREMNIRY 9, 728 201X, FHE L domaincom ~D T 7 4 v I &
www.domain.com UIAMITRTEEND L OICHRETE 9, Domaincom I A+ I v o A

TV b A I N—FK FAAL L THY, wwwdomaincomiIZ A+ v 7 27U v Mk R A
£ T,

\}

() AnyConnect UV —2 4.6 (L) bV, ¥4 FIv 7 ATV N A7 )—F bRV v
TEERTHINENHY £9, F7/2. AnyConnect UV UV —RZ 4.6 (LIFF) T, MiHFD KA A N
BREINTWDBHEEDIEEL AT IV I ATV b A IN—FRERTY v NERADTZHD
BEPMZONE LI, FAFT Iy A7V v b A 7 ))b— Ridsplit-include 7% & (2 0 38
SNET,

IR BRI

ATy T

ATy T2

ATvT3

RATv74

XTI TAT N OBEHFIZONTIE, (XA FIv s ATV bV T OIEEY
ZRRLTLIEEN,

FIE

[%%E (Configuration) ]>[!) E— k74 £ AVPN (RemoteAccessVPN) ]>[Ry bT—%4 (4
AT k) 721X (Network (Client) Access) ]>[7 F/N2 R (Advanced) [>[EFx =277
TA T FHRE LB (Custom Attributes) | B 22 L 9,

[Add] 7V v 7 L. J%"T%&% 7E LT dynamic-split-include-domains LA L. ?R% = ANJ)
LET,

ZOHLWENEEZ Y v LTCEALES, ULl ESICHE %2727 T4 7 2 b custom
attribute names] V> 7 &2 U v 7 LET,

VPN b RN DT FA4 T MK DT 7 B ARKERE T 7D R/Web Hh—E R (2D
W, RET o A2 NEEAEBINLEd, 72& 203, Google Web #— A IZEI7 %5 DNS
RAA 40D YA KE LT, Google domains ZiBMLET, TNHDRAAL L, [BEF=T
74T v NI AX LEVES  (Custom Attribute Names) ] ([ O [ (Value) ]#85> C. KA A
VEhEAUXETREYL 2K fE (CSV) BRXEMHLTERLET, EXaT7 2774
T R T, KEID SCFE (K300 DIEE YA ZAD KA A %) &ER BRI 5000 LFO N
BEINET, TORIREZEZ D FAA AITEHEINET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .



— iz VPN B |
B ==vnrorione

HAZ LEMENT 421 SCFELNTRITER Y A, RERENPATENS L, ASDM 11 421
XF% ERETHEEOMEICSEISNET, FREDORMEY A T LLABIOTXTOLENL, &RE
NI TATLMIT v aE&8NbEEITASAICL > THEEINET,

AT w75 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Group Policies] £ 8 L
T AT Iv I ATy b A7 N— R bR o TRUEERFED 7 V—T R v —ITiB
muEd,

RTYT6 HLWTNA—TRY =% T 55, [Bdi)Z 2 Vv 7 LTEEFEO I V—T K o — %8
THZENTEET,

AT9 T EOA=2—"T, [FHERE (Advanced) |>[txF =727 747> MN>[hRZ LEME (Custom
Attributes) | #27 Vv 27 L, Ry 7 XU nb@hEd 4 72 8IRLET,

EIVPN O RILDETE

BELVPN R L2 LD, iVFl%f’iofwwﬁﬁﬁ%jéhékﬁﬁifﬁ< Z
TAT VN VAT AOBERBADLTZRNCHAR Y NU—7 OFFR P ERESNET, 7 1 A
* v b U —2Z71Z VPN 24> Lfaw##ﬁ% THEE L 72T 23 21Tkt L CIERRIS, s o
*7 4 A>T RARA > kT Patch Management 2179 Z L3 CTX £9, Z OREREIZIX, #N
X NU— 7 OHEGANE L THZ L RRA L FOSR A 27 VT MHTHAY v b
HFET,

BHEVPN b fUE=y F 2= LR TH L0, 22— 77V r— 312k »

TR ENT-RY NT—7 "I T 49713 T 74V FCTEELZZITEEAN, KbV ICER
VPN b > RV ERE S VET,

a7 A PEETHD Ex—F—noRESINTZHE, BN RARBEINEEI N TV
WATREMED B 0 E 3, B0 EE, FER SN, IR, BLOEE VPN oD 7 7L
Ya—T 4 7OV TIL,  [Cisco Secure Client Administration Guide] &R L T 72 &y,

5RO BRI
AnyConnect Y U —2 4.7 (L7213 ZNLIRE) D03

FIE

ATY T PRI N—TORFETEL, [BRE (Configuration) 1>['JE— 7YX (RemoteAccess) ]
SRy cT—9 (V4T I~) 72 tX (Network (Client) Access) |>tEX=T7 27747
F [## 70774 JL (Connection Profiles) | > [BiN/#RE (Add/Edit) J\ICBEI L. [FEHED
F (certificate only) 1 & L CHETHMERH VD 77,

ATwF2 ®wiZ, WLY 4> R T, [Advanced] > [Group Alias/Group URL] Z %R L, FH VPN 7' 1 7 7
ANTHRETH 7 NV—7URL ZiBMLE7,

AT9 T3 ZOM RNV ITN—TDTN—T KY =X, Frf IA—TTHRESNZT KL A
T=NVEHERT LT XTOIP 72 ha/ulxf LTAZ U7 MG R VI RRESNT

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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| —meears veN s
$I%y rOBAEFH— 1T B00 Linx 0Bz [

WHMENRDH Y £9, [RemoteAccessVPN]>[Network (Client) Access] > [Group Policies] > [Edit]
> [Advanced] > [Split Tunneling] 7> % [Tunnel Network List Below] % 3R L £ 9,

ATv7T4 (F7vay) a—PF—ntaLlicry NV —2BEICEELRNE ST (BB VPN hox

JNTEBTHL70) A7V MIE R T ORENT 7 40 N TRETT, ZOH)
EaA— =T 4 RTHITE, BEN O FNAVEHRTHEHINTOD V=T R —ITh A
LEMERELET  BEXaT7 27747 8 BAZLEME (183 <—)
WHFDIP 71 b2kt d 2 b Z—FTT KL A P L REES TR WEEA,
7 )V—"7" 7R Y 2—"C [Client Bypass Protocol] %A x—7/LIZL, 7 RL A F—/LDp\IP 7
B hanl—EToH5877 4 7 PNEBRVPN b RV THIENRWE ST HRLERDH Y
£

RT9TS Ta7 7 ANVEERL, 707 7 A NVOBEHOEE VPN b R VERIRLET - EXaT 7
TAT N 7aT7 7 A VOHRE (164 2—)

I3y FOBRNESER— T 5=6HD Linux DERTE

A7V » kb b3V > 7 FIZ [Tunnel Network List Below] % 7% & L 7234, Linux Clix¥ 7 % v
N DERINE AR — N D72 DITBIMORENLEIT/2 Y £9°, circumvent-host-filtering & VY 9
HRID T A2 LEMEZAERL L Ttrue lZRREL, A7V v b o U7 RICRES NI 7 )V —

7R I BEA T 2 BB DY T,

FIE

ATv 71 ASDM IZ#6i L. [ERE (Configuration) 1>['JE— 7% £ X VPN] > [Network (Client)
Access| > [FEHIERE (Advanced) |>[tX=2T7 27 747 bHARALREM (CustomAttributes) ]
WBE L £,

ATw 72 [Add] 7 VY v 7 L. cdrcumvent-host-filtering &\ 5 4 RTD 7 A % L@k {ER LT, = DE
Ztrue lZERELE T,

ARTVT3 VAT b 77 AT U4 — VI LTHERTEDO I/ V—7 R v—%fmE L, [FEHMEE

(Advanced) | >[tFx =727 747 M > >[ARXRZ LEM (Custom Attributes) ] 128 L
e 8

AT T4 VERE L= A % L@ circumvent-host-filtering 2 27U v b b2 ) o ZICERT 5 71—

T RY —IBEMLUET,

NEITIL—TR)o—, £FaT7973472 FEHE

[%7E (Configuration) 1>[VU E— K7 27 EAVPN (Remote Access VPN) [>[r > hT—7 (¥
FAT v ) 77 tEA (Network (Client) Access) ]>[7/v—7 AR Y 2 — (Group Policies) ]>[i&
/imsE (Add/Edit) 1> [FEMIERE (Advanced) 1>[EF =27 27 747 RIZiX, 207 1r—7
WY —TREMREREF 2T 7 74T FORBMENRFRRINET,

* [Keep Installer on Client System] : U E— h 2 Ea—¥ ETKEGENRZ T4 T DA
A=V EARRIZLET, ThEA RX—TMITHZLIZED, 77947 FOABIRZR

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .



— iz VPN B |
B nss—Tkue— €x179547 0 bR

T oA VA N=IBERENT 4 B —T IR £T, 7 T4 T M. BEOBEGDTZDIC
JE—F IV Ea—ZIIA A =L ENEEERDOT, VE—F 22— —DHHM
NERE SN E T,

\}

GE) [(AvAM—=F—%27T7A47 v b AT NIRFE (KeepInstalleron
Client System) ]I%, €X =27 27747 bDOAN—T 225 L
THR—FSINTHEEA,

* [Datagram Transport Layer Security (DTLS)] : —B¢ SSL ##5¢ (B3~ 2 2 4E & kg o [
AL, Ty MRIEOEBEZ 0T WI T XA LT TV r—2a DR 7 4 —
VYU AERELET,

* [DTLS Compression] : DTLS |23 1F )i 2 E L £ 97,
* [SSL Compression] : SSL/TLS (281} LM &R E L £

* [Ignore Don't Defrag (DF) Bit] : Z OFEHRETIX, DF B FEE I TV D/ v b & 5|
MNCT7 77 AT —var LT, hrprrz@imsEsrZ encEdEd, FRAME LT,
TCPMSS *r I T— 3 ZHUNIIEE LW Ry b U —7 O — _— 2t 3 B 72
ERHY ET,

[ T4 T kXA 27 v ka3 (Client Bypass Protocol) 1: 7 74 7> F 7m b=
INANRATIE, ASANRIPV6 N7 7 4 v 7 T THL WD EZD XTI 74T
N ZIAT Y MZEDIPVE 8T T 4 v 7 DEFEFIIERS, IPVd b7 7 4 v 7R 2 THIL

TWDHEEDIPVG N T 7 4 v 7 DERFEEZRELET,

XTI TAT N D ASAIC VPN #fit§ % & 12, ASA X IPv4 & IPv6 D— T
Wl D7 RLVAEZE DY CTES, 7I9A4 T b XA RA 7 haLTiE, ASARIPT
RURAZE DY TRNSTZRNT T4y 7% Ray 74250, £700XASA /34 /XA LT
I ITAT VI LOREF LR L, 2%V [Z U7 TXA M) L LTOREEHFAITINE
WELET,

2L X ASANEF 2T 7 TAT 2 M ERIUCIPVAT L ADAZEID BT, =2 FR
AV IRF 2T VAL v 7 SNTNDELET, ZOTY RFEA Y bR IPv6 7 R LA~
DFEARLTLZIC, 7T T2 F A 782 F 1 k2 JUEEEENRT 4 & — T L DEAIT.
IPv6 FT7 7 4 v I DR RayPEINFETN, 77947 b XARXZR T a ha)pnA{ x—

NOPEIT, IPV6 8T T 4 v 717 FA T b7 VT TF AR LTERESNET,

« [FQDN of This Device] : Z DIE#HIZ. VPN & v a VOGS CHEA SN S ASAIP 7 K
VABRIRRT B0, Fy NT—2 a—I 0 IO%R T IA4T7 v MIEREShET, =

DR TENL, éiéif£IP7D FaloRry NI—7Ooua—I 7Y R—1sT59 %
THEETT (P45 IPv6 2 Y) .
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| —#egzs veN
WETL—TRY o—, £x279517> rEE [

\}

GE) EXa727I9A47v b 7a7r7A0ZdH% ASAFQDN Ml L
Tr—I VT HBICASAIP Y RLRAZEET 52 LI T EH A,
T RUARB—=RART U U FUADELWT N, A (h
VXRIDBRENLENTNDT AL R) E—FHLRWEERH D F
R

TRA ADFQDNMN Y T4 7 v MIEUE SN2 WIGAE. 7 74 7 2 ME, BRI b xu
WHESLENTWD IP 7 RLA~ORERZRAET, Beb P 7 a han (IPvd b

IPv6) OF v U —Jllon— 7Y R— 721203, EXF=2727I747 Mk, b
VXV OFFESIHEHT S ASA T RLAZRETEDH LI, 2 —I T7RIZT A A
FQDN DA FifR 21T O MERH Y £9, 7747 > M, ¥R T2 7 7 A4 iz
F1E4 %5 ASAFQDN i L£9, LIEDO® v a U EEe Tl TR A 1T
W2, ASAIZ Ko T vvashe (Fl, ZA—7 R —TEHEENRRELRL) T/
A A FQDN Zf/H L £9, FQDN 2% E I TWRWEE . ASA IE, [Device Setup] >

[Device Name/Password and Domain Name] D% ENA 2> 67 /34 A FQDN # Hifg (B LW
7747 MTEE) LET,

TNRAAFQDN N ASAIZ L > TT v vaSPUTWRWES, 7747 M, £e5 1P
Zu bhartory hI—27MOa—I U TRICVPN® Yy Vg VEBY. TE ¥ A,

[MTU] : SSL ##t D MTU WA XZF{#& L £, 256 ~ 1410 /31 M OHFIPHTEZ AT L F
9, T 7 4/v b TiL, IP/UDP/DTLS DA —/R—~v Ro3%EZE LGl &, B CHAT LA v
H—T A AD MTUIZIKSNWT, HEIMIZ MTU o XRFEINE T,

[Keepalive Messages] : [Interval] 7 4 —/L RIZ 15 75 600 £ TOHAEAITHZ LI
X0, BN T A NVORFEINT A AL > THIRSNTWAEATH, ¥—77 74
T Ayt —VOMBEEARX—TVBLORHELT, Tux 7747 Ur—/b, £iF

NAT 73 A% 0@ LTe ki A RV E T2 enTcEEd, o, MEZH
BFHZ L2k, VE—F 22— =2 Microsoft Outlook X> Microsoft Internet Explorer
REDY 7y bRXR=ADT IV r—2a VEEBRCETL W RNWEE T, 7947
kNG & R A AT DR W T E R RFESNE T,

(Forua—RT547arDr 547 MEY2—/L (Optional Client Modules to
Download) ]: # Vv — R ZEMET 7202, X277 7472 ME, AR —h
LTWAEBERRICHEREY 2 — L TE (ASAND) Furn—RT5L5IC8RkLE
To MO X I RMOBEREEZ A X —T NMZTDEY 2 — VOARIEZIEET DMLERH Y £
To BXaT 7 74T hONR—=V 3 40100F, ROEV 2—AREENTWET (A
N= g VTIEEY 22— VDN Ry FT) ,

s [E¥=7 2 F4 7> DART] : Diagnostic €% =7 2 7 A 7 > b Reporting Tool
(DART) 1%, R T7Nva—T 4 7IEREZEHIZ CiscoTACIZEE TE D L 91T,
VAT AT DAF T a v PBLOTOMOZKIERE XY 7 F v L, zip 77
ANET AT Ny TITERLET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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B nss—Tkue— €x179547 0 bR

XTI IAT U N Xy NT—7 T A~3x—% : LLRIIE Cisco Secure Services
Client L FEIZNTCWE LTZ, ZOFEVa—E, AHRETVATYLADEFDOR Yy T —
JIZT 7 BATHIZHD 8021X (LAY 2) &T A AFFEEHZ TWET,

.

Yt %2727 47> b SBL : Start Before Logon (SBL) (X, Windows D1 71 %A
THRITRy I ARERINDENZ X 2T 7747 M ERGTHIZ LIk, =2—
Y& Windows ~D 1 7' A HIT VPN $£f5t & It L TURIEA > 7 T ~GRIBIHIICHe = &
i—é—o

XTI TA4T 2 hWebtF= T Y 2— b LIHIIE ScanSafe Hostscan & I
B TWE LT, ZOFEV2—VE, BXaT 2773470 MIHEAERTWET,
7o, Web R—YDEZEZFREL T, FRFICKEEREZ SN TELL9ICLET, 20D
%, EREINTWDEEF2U T4 R —IZHESNT, ZIFANARERI VTV %
Tl L, BEROH LA T YRR TERN TV E Ry LET,

XTI IAT VR T LA NI EY 2=V BEOHD AT Y ORETICHET
B 1E# % Cisco IronPort Web ¥ =2 U T 4 775747 &2 (WSA) IZEELET,
WSA TliE, ZOF—X# %A LT, URLOTZ 4 NVZ ) T N—LERELET,

G¥)

. ASDM T % 3 :

7 L A R Ui AnyConnect 4.0 Tix#aA— FZvEH A,

* ASA IRAF % & 2 —/L : LLAIE Cisco Secure Desktop HostScan #8E & MEEILCUvE
Lice ZORAFXETa— I EXaT 77470 MITHRASIL, ZICEY &
FaT 7747 I, ASA~D VU E— T 7 ¥ AR A LT HRNCHARATF ¥ 7
VAR DI VT vy VERNETED L DT £,

s ISERAF ¥ : OPSWAT V3 FA4 7 Z VAL CHRAF Y Fov 7 #FEITL, =
RARA P OBEEHEAFIMLE T, ZO%, =2 FRA 2 PREET2E TR Y b
T— T RAEFIBLIEZY, a—h L 2—F—OWHEREZBIL L) TxF9,

cAMP A % —7 7 : = RiRA v MATOEE R~ /L w7 = 7B (AMP) %8 A4 2%
FERLLEASNET, N TE =D MZARA FERTWAE I —R—nbxr KR
A > hOH 7 & MMZAMPforEndpoints ¥ 7 U =T %7 v a2 L, BEFO2—H—
N—2ZAMP ¥ —E 2% A VA b—)L LET,

e Xy NU—Z AT a— L Ry 0T 4 LY —E RO, Eh, 2774
TUA, BIOEX2 VT o oL T, RENEFHEOERTRRDZN ESEE
T NVM (Ry hU—Z AR Y 2—V) 1T, = RRA U FDOT LA MU ZIY
ELLT, 7u—F—FLT77A4 VL EaT— 3 UEsyslogllitdk L, BT, 77
ANDHHTEUIA 2 —T 2 A ZADRMEAITIa L7 FZ (h— KX —=F 4 X ¥ —)
br7r— Lba—RKzx7 AFR—KLET,

* Umbrella Roaming Security € = —/V : 777 4 772 VPN 2372\ & X2 DNS LA ¥
X = UT ¢ 24 L EF, Cisco Umbrella Roaming & OpenDNS Umbrella #-— &2 D
WD T DT AT Y T a o aRHE L Intelligent Proxy 38 KL VP LA i
FHRERE A BN L £ 97, Umbrella Security Roaming 7' &2 7 7 A /WL, xtind 59— X
& & REBH A BT 1 T G T O RE LA HEINICAENCLET (2T

Cisco Secure Firewall ASA ') —XVPNASDM720 3> 7 4 ¥al—> a3y A4 K
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W L— TR o—. ££2795147>Fnsqo8E |

TANEZN T BBEORY —, #)72 LAR— R, Active Directory # 5. £ 7135k
AHJRDNS LA ¥ X207 1) ,

« Always-On VPN : ¥ X277 547 b $—E R 717 7 A LD HE R VPN 7 7 /3%
ErET A= NMCTE0, F3 ¥FaT7 7747 P —bR2AT0 7 7 A VREL
T 20BN H D0 RE L ET, FHRHEES VPNRBIC LY, 22— —RarbBa—
Zlza 74425 L AnyConnect |X VPN & v ¥ 3 & HEIRIZHEN. LE$, VPN & v
vasid, a—Y—»NRarta—Fhon 47 T5HECTHEINE T, WENRERN
Kb Thbhya dffREash, EX=27 277470 M, @ISHEX=2 VT 07775
AT VAL OB RO M 22 TRITL, VPN By v a v Z2HALET,

WL VPN IC L o> T, ERV > —Z2#HAL T, EX2 U7 BB DT A A%k
HCTEXFET, WG VPN 2L T, =2 RaRA Vv FAMEHETR Y FT—Z N TR0
BAICWHOTH ¥XaT7 7747 M VPN Y a U ZH LIZZ L 2R T %
Ty A F—TMTTDE, BRMFELRVWEEOR Yy N U — 7 S OE BT k2R ES
LRV —REESNET,

\)

GE)  F7o, WRHEERVPNIZITEX 2 VT4 7 747 > ML R —
FES X227 277478 VU —RARKETT,

Foru—RT5774A47 2 7 a 77 AL (Client Profiles to Download) ]: 7'&2 7 7 A
MIar 74X 2 —2al NIA—FDOT V=TT, EXa2T 27747 T
VPN, Xy bI—=2 T 7A=Y %, Webtx=aUT 1, ISERNZF v, AMP A
F—7 7, Fy U=V AHME Y 2 —/b I KO Umbrella Roaming Security &3 = —/L
OFEHEHENET, BN (Add) 1227V v 7 L[exaT 27347 a7y A
VDR (Select Profiles) |7 4 > RUZ# 4% & A7 L—7RY > —HICHER S
nic7v7ryANVERETCEET,

REITI—TR)o—, €FaT7054T7>0 054 VEE
W 7 v—"7" R v —d Advanced > & ¥ =7 27 714 7k >Login Setting <A > Ti%, VE—
fa—W—lleXaT 7747 bOF¥ DO — RERDLTa T NeRRLTED, 774
7 v b LA SSLVPN DR —=HF X=X A L7 MERT D X912 ASA R ETEET,
* [Post Login Setting] : = —H# =27/ v 7 FE2RRLT, 774/ EDRA N v A gk
REFATTLTODIA LT U MNERETLHDHEITERLET,

* [Default Post Login Selection] : B 7 A VRIZEITTHT 7 v a v EBRLET,

HSL4FU R I74TH94+—ILIZEB VPN TOA—H L T34 R HR— FDEHE
WE 7 —7 R —0 [FHEETE (Advanced) |>[EFaTFI3A4F7 U M>[V54F7 2+
T7ATF7 24— (ClientFirewall) | XA TiZ, 7747 FTONTY v 7 Ry hT—7
LT TANR— Ry b= DRBUCET D 7AT VN AT LDT 7 AT U+ —/WIik
BETHN— IV ERETEET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .



— iz VPN B |
B /57 974794 —LIz& B VPN TOO—HIL 7134 X HHK— FOEMIE

VE—ha2—F—NASAICHRT DL, TXTDORNT 7 4 v 7 BEDVPNEEZ/T LT Y
XV T7ENDTED, 2=V —lda—HNLRxy NT—27 EOV Y —RIT 7 BATX 72720
T, 2OV Y—RIF, a— b ara—FERTHTY U H B AT Windows
Mobile 7/34 A (FTH—FT NS R) EREENET, ZOMEIL, 77947~ 7n7y
A JLC [Local LAN Access] Z AZNZT 5 Z & CHHSNET, 727ZL, m— v Xy hU—7
DT I B ARERIRIZ 25720, —fOBETIIEXF2 U T 4 9R Y =2 oW TEENA
CAHHEEMERH Y £T, TV 20T — TS R ERFEXA T Oa—H U Y —R Tkt
TEHET B AEZHRTHZ RRA L FDOSDT 7 AT 74—V Lb—)LEEANTSH L HI
ASA ERETEET,

ZOTHOEEL LT, HIBHADORER— M T D57 74T N 77 AT 74—/ )L—)b
EEBCLET, V94T FTl. BEA—NLEREL—ABRKHNIET, AIREEEDS
B 7 TAT 2 FTIIREERICHERR— NI ETHS, HE T 74 v 7133C
Tuay g EET,

\}

GF) HEHEELLTosA v Lia—Y =3, ASAICEV 94T h~BRENZ 77 AT 74—
NN—NVEEETE 5 Z EIZEEDLETY, REMRMEREZFFO O —F—%, L—LZEE
TEEHA, ELHD2—VF—DEES, B/ T LERATZ 747V NZEXV 7747
74—V L= LNHEA S ET,

IIGAT Y N 77 AT T4 —NE#RELTWAEA, =—H¥—72% Active Directory (AD) H—
N=TRIEEND &, 7 TAT 2 FTIHBIEHMEASAD T 7 AT U —/L R =08
NET, 2770, ADZNV—T RV —TERSNINV—WE, AT N T 7 AT U+ —
DNL—L L) BRI INET,

ASATISAT U N 77 AT U4 — )L )L—LRBREIIN., T2 RRA > T VPN R e ST
SNTWBEA.

cASA X, VAT O —NN—NERE T TA T MTEELET,
I TAT Y ME, MBS LTI 7 AT U — N — L EEH L ET,

ATOETIL, RO EAT S T2DDFNEIZHDW T L E T,
e — NN TV R EYR—= T DD TAT N 77 AT U —LORER (99 _—
D)

e VPN DT W — T34 2 PR—FDOFT (102 ~<—)

T7AT 04 —ILOEEICET FEEIE
LTI, %2729 A4 7 b TOT7 AT 73— /LOERTIECETSEEFETY,

c T AT T A=V = VIITFHELIP I S NETA, 77472 FTIE, ASAND
EESNTET 7 AT U —b —VNOEEIC P HFRITEAE SV E T, XG50 1P I,

V=V RRT N o IINTTAR= NG T ITAT IRBELEST, X7V v s
N—it, 7 I9AT 2 b EOTRTOA U H—T oA AZHEHENET, 774 —F
= E, T X7 ICEA S E T,
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DSLFUR T7A4T 94—k BVPN TOE—HL 734 2 HK— roamit [

« ASAIX, ACL/L—/MZX L THEEZ L DT m harzdR— R LTWET, 2720, B¥a
TIIFAT Y NDT 7 AT 74— /U THAR— S TWADIE, TCP, UDP, ICMP,
BLOIPOARTT, 7747 hTIE, Bed7 0 ha L TL—AngEGanichGa.,

FON—)NTEEN T 7 AT T4 — N —)L e LTI, E5ictxF2U T4 EOH
HOOATY v b RV TR L7220 70 oY rnfEsnET,

cASA9.0 D, NTV v T Xy NU—T L—ABIORTITA_X—K Xy hU—7 L—)L
X, 2=77A4 F77% A2 aryta—L VA2 R—FLTWNET, ZNHDOT 7 &
A ayiho—)L JARNMI RUL—=LTIPEBLONIPV6 T 7 4 v 7 2 EHRT IHHH
R CcEET,

TRELIRDE S, ARV —=T 4 7 VAT DX o TEERERR DT DIEENLETT,

e Windows = > B° = —# O#54 . Windows Firewall TIXIEG/V— V3 FF A L— VIS L £

T ASAICEVHAN—NLN BEXa2T 7 74T MIZT v a8 ThH, 22— —0nh
AR BB NV—IVEER L TWAEE, ¥ X277 7947 b b=V iddEHENEE
Ho

« Windows Vista D4, 77 A4 7 74—/ L— LB ER S5 L. Windows Vista Tl —
NESOFHEN D o~ XKD OXFHNE LR S E T, A— P, KT 300
A—FTF (1~300, 5000 ~530072&) . Fi& L& 300 R— &M 2 55614,
RAID 300 R — MK LTOHRT 7 AT U4 —/L b— LR I ET,

s T AT NP —EAN XTI I7AT7 0 MIZEXVBBINAMERHD (A
T AL BEIRIIZBRLE SN Y) Windows = — Y — 1%, VPN 58 O RE 7R E 23 KiE I
W2 DHENRH £,

eMac 2o B a—HDEE, BXaT7 7747 F Tk, ASA TEA SN -NER L [F CNE
JFETA—ARNHEAINET, Zua— U — LI TRBICRAE LTI E N,

= RRA=T A TTAT A NDOYE, EXaT I ITAT N T 7 AT U Y —

KX—=F 4 7 AT O+ —NDHEFTHFAIINTND N T T4 T EATDNTT 47
DHBIWTEES, X277 IT7AT L N THASNTWARED N T 7 4 v T XA TN
P —RKR—=F 4 T AT I —NTT a7 SNDGE, TDXATDNTT 47137
FAT P TCTay 7 ESNET,

O—AIL FY B FHYR— T 2EHDISAT7o R T7A4T7 04— ILDOER

ASA IE, ASA N—2 3 83(1) IR LONASDM N—V 9 > 63(1) IBET, ¥Xa7 27 T4
Ty 7747 7 —NEEEZYR—NLET, TOETE, a—V TV X~DT 7k
ARTFRASIND LI TAT U N 77 AT U4 —/VEFHET HI71E, BLO VPN #kDK
MEHZ 7 7 AT A= NEHHT DLV TA T N Ta 7 7 A NVERET D HIECOWTHL
BHLET,

DS5AT 2k T7A4AT7 04— ILOFIREIE

IGAT N T7AT I —AEHEALTr—/V LAN 7 7 & 2 ZHIRT 3 5A 1Tk OH
FREENEA SN ET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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B /570974794 — LI B VPN TOO—HL 734 R $— FOEMIE

s denyipanyany 77 A ~X— fL— VITEFRT SAIVE R A,

+ OS OHIBFIRIZL Y, Windows XP NETINTWAIA L Ea—FDITA T N 77
AT AR —iL, FREINT 74 v 7L TCoRrERHEINET, BELVL—LBX
ORI p— /T S v E 3, ZHUZiL,  Tpermitipanyany] 72 ED 7 7 A 7 U 4 —/L
=N BEENET,

 HostScan (BR1E D4 Hijik Secure Firewall Posture) <0—#iDY— KoX—F ¢ T3 A T 7 3 —
WiE, 77 AT U=V EHETHEREERSH Y 7,

DIToFEIZ, FHELR— FBIOSER— FOBREICIVHELZITA NS T4 v 7 D%

FLOEHLDOTT,
EIETLR— b+ (Source Port) | #EfEsER— k HEAEZTBRNSITAVID
A E
EOFR— NEE BrEDR— FEFK R BEBIUORE
BPHEZIT Ty (T |(#EAEZIT 1T (X | BEEBLORE
0) 0)
HEDR— FER W EZIT T (X | BREOR
0)
FPHE 21T 19Ty (EE |FFEDOR— &R FAED I
0)

A—AJLENRIIZEE9 5 ACL JL—IL D45l

ACLEX 2727747 K Local Printld, 2747 N 77 AT U4 —/LEFREL
RITL<LFT L7220, ASDM i TWE T, 7 /b—7 7R U 2 —O [Client Firewall] ~=A
YONRTY s Fy NT—2 JL—)LDT=DIT ACL ZiRIRT 51T, —EITRD ACE
EEDET,

£3: %2179 547> b_Local_Print ® ACL )L— )L

£ EA YERR 44— |Fabta |#EET |FBET FLR|FEER—
JzA4X |JL R— b

TRTHER E{EREE NRT Y WD T 7 H 0 | DT T 7 4V
7 (Any) k (Any)

LPD “r KTy |TCP | Fo g v 515
7 k (Any)

IPP Gl X7 | TCP A R s /D 631
7 ~ (Any)
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VPN O O — A JLENRIY R — + DR E .

BL)] HERR 48— |Foba|EEx |EET FLR|TEER—F
TR )L R—+b

Ty s Ha) 7Y » | TCP F7A N 0T 9100
7 k (Any)

mDNS S| %7 1) » |UDP 57 3 ,1(224.0.0.251 |5353
J ~

LLMNR =) ,$7Y » |UDP 77 4122400252 [5355
J k

NetBios EaE %71 v | TCP F7H DT 137
7 f\ (Any)

NetBios AT X7+ |UDP F7 3 PR 137
7 ~ (Any)

GE) 77 A v hOR— ML 1 ~ 65535 T,

N\

GE)

ATy T

ATy T2

ATvT3

ATv74

ATy TH

w— 1 )VEIR 2 AN 2 ITiE, EFER A ACL b—/b Tallow Any Any| (2L, 7
FA T vk 777 AL® [Local LAN Access] HEfE A AT 2 MENH Y £4,

VPN @ O— A JLENRIHYR— b DERTE

TR a—V—RNo—b T o ZIHNTEE X929 5120%, F—7 R o—TCHEHE
ACL Z1ERLEd, ASAIZFDACLZEZ VPN 7 I A4 T MIEEFEL, VPN I 7 MEY
FTAT U NDT7 7 AT U —NEEEERLET,

FIE

TN—TR)—T, BXaT7 7747 N7 74T U +—EAENILET, [Configuration]
> [Remote Access VPN] > [Network (Client) Access] > [Group Policies] %8R L ¥,

IN—T R —%3R LT, [Edit)] 227V v 7 LET,

[FEERE (Advanced) 1> [&X2T 27 74T M >[Z2 74T 87747 74—/ (Client
Firewall) JZ#IRLET, 7T A4 X—F Xy hT—27 )L—)LITKxHIET 5 [Manage] 7 U v 7
LET,

AT L7= ACE #5580 ACL #E LET, ZOACLEZT T4 _X—h Fy hT—7 L—L L L
TEMLUET,

WO HB)VPNAR Y & —Z2FE L, Do/ r—X RARY O —%HEE L TW5H5E, VPN
BEENEAET D Ea—F—[Ir— AN ) Y —RIT 7 EATEETA, ZOVFIUATHE, 7

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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B venoFv— 750 2 k- rozE

0”77 AT 4O [Preferences (Part 2)] I H) L. [Apply last local VPN resource rules] % 4
T HIELIEST, 77 AT U A A=A EEATEET,

VPN O TH— T/ X B R— FDEE

T = TR, R R—- L THRERY VT —T 2 RHETIHEAIT. JA—T K v — T
W2 ACLEAERL L, 7Y — T A A THEHT 2507 FLAOHBEZEELET, 5612,
FoAXYV T VPN T 7 4 v I BT 212y hU—2 UARELTATFY v b bl
Y MO ACL Z2HaE LE7, F7o, VPNIEERHIIIR%ED VPN 2 —/L U Y — 2R JL—/L 73
RSN X IAT o N 7T u7 7 A VERET DI EHLMETT,

N

GE) X227 2I9A4T7 0 F 28735 a0Ea—% LEMT 48NS D Windows /34 /LT N
A AZOWTIE, ACL TIPV4%E5ET R L A% 169.254.0.0, £721XIPv65E2E 7T KL A % £e80::/64
EHRELET,

FIE

ATw 71  ASDM T, [Group Policy] > [Advanced] > [Split Tunneling] %% L 9,

ATw T2 [NetworkList] 7 4 —/\ KOBEIZ&H 2 [Inherit] F = v 7 R v 7 A% 472 L, [Manage]l &7 U v
7 LET,

ATw 73 [Extended ACL] ¥ 7 %7V v/ LET,

ATy 74  [Add]>[Add ACL] Z3&R L E3, H LW ACL DARITEZRELE7,

ATY TS T—TNATHLWACL ZEIRL T, [Add] 27V v 27 L, &HIZ[AMdACE] %27 Y v/ L%
D

AT w76  [Action] |2k LT [Permit] &7 > 3 > RZ U ZBEIRL £,

ATy TT SRS ) 7T, IPVASEET R L A% 169.254.0.0. £7-1L IPv6 562557 L A % fe80::/64 &
RELET,

AFv T8 [Service] IZxF LT IP ZiER L £,

ATy [OK1EZ7 Vv LET,

ATFvTF10 [OK]%27 Vw7 LT, ACLERIFLET,

AT TN WNEHZL—7 KU 2 — [Split Tunneling] XA > T, A7 v 7T TIHELZIPT KL AIZIHT
“C [Inherit for the Policy or IPv6 Policy] = » 7 78 v 77 A% 74 712 LT, [Exclude Network List
Below] Z %R L £9, [Network List] T. R L7z ACL Z3#&R L £,

ATvF12 [OK]%227 Vv 7 LET,

ATV T13 [Applyl 27 VU v 7 LET,
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WETL—TRY o—, £%270547>  —nBEER [

REITIWN—TR)— €F21T7I934T72F F—0DBERK

ASAL V7 FAT v MR —EFHARL, BEX— LRI ML oWTHRI T — g 7
HEXIL, F—FAERRITVZ—Ta URETIN, ERoEX o) T o NI ET,

W7 —T R U o —0 [FEMEEE (Advanced) 1> [EF =27 27 747 2 > [F—OFAERK
(Key Regeneration) |4 > ClX, ¥F—HERDRRTA—FEHZELET,

« [Renegotiation Interval] : & v 3 a » ORRIEN G F—OFERNEITEN D L TONHE |
~ 10080 (1) OFPHTHET HI2IE, [Unlimited] F = v 7 Ry 7 2% 4712 LET,

» [Renegotiation Method] : [Inherit] = v 7 R > 7 A% 472 LT, T 74V DT NL—T
R =38 smrava—rva V FRERELET, ¥—HBERET 1 E—7 LI
T HITIE, [Nonel 7> a v RE U EBIRL, F—FARKRRHIH LW b RV AT
BHII%, [SSL] £721% [New Tunnel] 7Y a > RH &R L ET,

)

(G¥)  [Renegotiation Method] % [SSL] & 7= 1% [New Tunnel] IZEXET 5 &,
F—FAEMRECSSLFR A m—2 g UM Thh T, 7747 v
NS —FR ARSI N RV EENLT A Z ERNEESINE
97, anyconnect ssl rekey =~ & ROEREIZOWTIEL, 2w NV
T L AEZRLTIEEN,

NEITIL—TR)o—, £FaT7IF4F72 b Ty RETHRH

Dead Peer Detection (DPD) 12X Y, E7 DISEN e < BEGEN I L TWAEAIZIE. ASA
(F—=ho=A) £72037 747 MUTBRRFZRIECTE LS, 7 NI (DPD) &6
ML, BXaT 7747 N EFRIZASAT — U = A NDPD % EAT3 HHEZRET HIC
X, U TOFIEEZFATLET,

48 HHIIZ

« ZOREREIZ. ASA— T2 AL ¥Xa2T VT A4 7 FSSLVPN 7 74 7 > MME OB
DI S ET, DPD I, DAL TR SRR HEREE IS < 728, IPsec &
IR TE A,

e DTLS # A % —7 /L2t % & . DeadPeer Detection (DPD) & A %—7/LIc72 0 £4, DPD
W2V, RIMLZEDTLS#HE D TLS ~D 7 o+ — /L3 7 3 A X —T /U2 0 £9, FiLh
NOGE, BFRITKETLET,

« ASA TDPD BNAZNZ /2> T 5 & &, Optimal MTU (OMTU) #REAEHA+2 &, 77
ATV FISDTLS X7y M EIEFIZET Z ENTELHRKROTY R4 s MTU % iLD
FHZENTEET, RAMIU ETRT 4 7 ENTDPD Ny hEEETLHZ LI
;OT\MMU%iﬁbiﬁoN4D~F®ELmin o~y RmU RbZETH
L MTU YA ABRZIFANGNET, T ANLRR»ST2HE, MTU /S < S,
70 h A THFAI SN TWDE/INMTUICEET HE T, MOIKL v —7 NG S E
7T
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B rso—Tkuo— 95470 FLRAK—ELO 4F2FH54T7 2 F HhRETAR

FIE

HIO 7 V—7 RY o —IZBE L £,
 [(XE (Configuration) 1>[V E— F7 27 &£ AVPN (Remote Access VPN) |>[R> kT —7

(747>~ 727+&A (Network (Client) Access) |>[Z /V—77K YU T — (Group
Policies) ] DIAICBEIL, AHIO 7 V—7 KU —%ZBMN (GBI (Add) ) FiziEHmE
([ (Bdit) 1) L. [FEHIEEXE (Advanced) 1>[EX =27 277472 M>[T v RETHK
Hi (Dead Peer Detection) | <A ' ZB X FE7,

s TR EO2——FR Y —ZBIFET 521X, [RE (Configuration) ]>[7 /34 AEH

(Device Management) |>[—%—/AAA (Users/AAA) |>[—H—T >k (User
Accounts) JIZBEIL, BMIO2—VF—T o b&EBM (GEM (Add) 1) FizidlwmE

([ (Edit) 1) L. [VPNARY ¥ — (VPNPolicy) 1>[tF*=aT7 27747 MN>[FT v R
Y7 i (Dead Peer Detection) ]34 > & Bi& £,

AFvT2 F— o AIOBHEERELET,

DPD%2YX 2T 4 TTITA4T VA (F—=rU=A) Lo TEITTHZ L E2FRETDHITIL.
[Disable] F= v 7Ry 7 A& A7 LET, ¥X2VT 4 77T 7 AN DPD 23174 %
ka4 308> (T 74/ 8) 205 3600 PO TATI LET, il 300 BRI ET,

ATFYT3 7747 MillomHEERELET,

DPD% 7 547 v MRFATTH Z L #FRET DI, [Disable] F = v/ Ry 7 A4 72 LE
T, 7747 b DPD ZFEITTAMMEEZ 308 (T 744 8) 25 3600 O TAS L
F9, 30 AHERINET,

REITIL—TRY—, 95ATURLRAR=EILD EX212T7I9T34F 2 HRET

4 X

WERZ NV—T R o —0 [FEEEE (Advanced) 1> [EF=2T 27 74TV M >[I AZX~<A X
(Customization) XA > TlX, ZNV—TFRI o —D7 TA T MVAR—=FNLDBT A _—
CHENAE A XA TEET,

o [R—HZNDIAH~<A X (Portal Customization) |: [EFx =72 7 A7 > F/SSLVPN]R—
ANR—=VICEAT DAL~ A= a VEBIRLE T, FRREFRADR—Z )L T A
BvA =2 ar A7Vl NEEIRT D0, 13T 74V 8 T —7 KU —TiE
BINTWVWDINAE~AE—Ta v EZFANDZENTEET, T 74V NI
DAfltCustomization T3,

* [Manage] : [Configure GUI Customization object]s # f 7 2 7R 7 ANREEET, ZD
HATaTRy 7 ATlE, WAZSA L= a0 727 FoBIN, k. Bk,
AR —b, FHFZIAR—- b ERETEET,
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RETIL—TRY o~ %272 547 > bhzssEtoRE [

s [Homepage URL|(A 7' > 3 ») : Z/v—7 R o —ICBEff T bhica—F—Dr 747
F LA R—=HWZERT DR — 5 =D URL 2$87E LE 7, http:// £721L https:// D
TN TIHEDLA N VTICTHMERSY £F, BiECEITHE, 7747 R A
=P FT T ICZOR=UREREINFE T, VPNERSIEFICHL SN &, BXa
TIIATY MZESTT 74NV DO Web 7T U HFNEBEI S, 2D URL BERINE
R

)

GE) +®X%=2T7277A47 > i Linuk 7”7 v b7 +—2A, Android E/¥
ANTINA A, BEO Apple i0S ENXANTNA ATIDT 4 —
NVREBIETAR—FLTWERAL, RESNTWDAHAE, ZiLb
DEX2T 7 T7A4T7 v MIEHINET,

* [Use Smart Tunnel for Homepage] : 7~ — MREZ M H T 5D 0 IR —Z WIZHRi T 5 A
~—b PR EERLET,

* [Access Deny Message] : 77 B AZERT L2 —P—ICRRTHA v —VEFkT DI
X, ZO7 4=V FIZASLET,

REITIV—TR) =D EFa2T7IF4T72 b HRE LEEDETE

ATy T

N N—7 KRV —0 FEMERE (Advanced) [>[BF 2T 7 7472 M >[I AX LEM

(Custom Attributes) 1731 »1F, ZORY V—IZHEF D B TOHNTWDE D AZ LEMHEERL
FT. ZOFAT IRy 7 AT, TTITERKEHDON AL LEMZE ZORY o —IZBEf
B0 WA LAEMETER L CZORY —ICEEMTAZ ENTEET,

AAZKBEILEX 2T 7747 MCEESH., 7Ty 77 b— ROEMR EOREZ 3R E T
HI=DIFEHINET, WAXLBEBMHIZIIZA T LARMEOERH Y £3, TTEMEDX A
TEEZRLIEK, ZOXA TOARIMTEOEEZ 1L EEFRTE T, MBI L TGRET S
EA DI AL LEHEOFEZONTIE, AL TS X272 747> U Y —20 [Ciso
Secure Client Administrator Guide] &R L T 72 &0,

T AL LEMEIL, [RE (Configuration) ]>[V E— K7 27 A VPN (Remote Access VPN) ]>
[y hT—2 (/747 F) 727&A (Network (Client) Access) > [7ffla%E (Advanced) ]
>S[EXaT VT4 7 M AKX AEM (Custom Attributes) | BN [&F=aT 27 74T+ A
A& LJgPE4 (Custom Attribute Names) | CHANCERTHZ L b TEET, FANIER L
HALZNBEMIX, XA FTIv I TI7RAR) =L I N—T R —OWFTHEHASNET,

ZOFNEEMEM LT, B AZ LRMELZEMEZITRE L ET, REFHDON AL LEMEZHIBR
THZLHTEETR, BOZ V=T RY —ICHEEMT STV L 5E 3RE £ 72 I3HIBRT
S EEA,

FIE

[%%E (Configuration) ]>[")E— k745 AVPN (RemoteAccessVPN) |> [RY T—%H
(95472 F) 7UEX (Network (Client) Access) >[4 IL— TR 1) — (Group Policies) |>
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B rsec kev) s547 roRBIL—T Ky —

ATy T2
ATvT3

RTvT4
ATv75

ATvT6

IPsec (IKEv1)

LEM/ARE (Add/Edit) | > [F#MERE (Advanced) |> [EXaT 27747 M >[ARELE

4 (Custom Attributes) [IZBEH L £,

[Add] # 7 U » 7 L C [Create Custom Attribute] ~1 > &P & £,

Ry 72y JRANNOHRERINERINTZBIEY A T 28T 50, ROFIAZFETL TR

Mo A T 2FHELET,

a) [&H (Manage) 127V v 7 L., [WAXLEMNEZ A 7 DFE (Configure Custom Attribute
Types) ]34 > CTLEM (Add) 1227V v 7 LET,

b) [HAX LEMEY A 7 DVER (Create Custom Attribute Type) ]34 > C, HLWEMD [#
A7 (Type) ] & [#tH (Description) | ZAJILET, EHHD7 4 —/L RHMHHEA T
T BXaT I TAT U N AAZLBEA TV a L ZonTE, XTI TAT b
T AL LJEME (183 =) ZZHLTIIEI W,

¢ [OK1ZZ7 Uy 7 LTZDORA %ML, $9 —HE[OK] 227V v LT, HrL{ELLL
AL LD Z A T HER L ET,

MEDER (Select Value) ] 2R L £,

MEDEIN (Selectvalue) | K> 7 X 2 U R R DHFRICER S A AT & OfE 28R

L0, WOTFNEZEFET L TH LWARIT X OEZRELET,

a) [P (Manage) |27 Vv 7 L, [FAX LEMEDOFE (Configure Custom Attributes) ] 2
A THEM (Add) 122Uy 7 LET,

b) [ AX LEMA DOIER (Create Custom Attribute Name) |31 > C, BIICIBIRF IIFRE L

TeRtE 2 A T2 IR . T LWEMED [4HT (Name) ] & [fE (Value) ]2 AT LES, &
L6507 4 —/V RHMEEE T,
EZEMT 512l BN (Add) 127 Vv 7 LTEEAJIL, [OK]Z27 Y v 7 LET,
EIX 420 LT EBA TR D A, ENZORSZBALEGIT, BNOE=2T Y
FAOEEOEABINLET, REMEI X277 7472 MMSEESNDIENCERK SN
£7

c) [OK]ZZ7 Vw7 LTCZDOXAU%AL, bHI>—E[OK] 227V vy7 LT, ZOBMEDOH L
SERLIELFITEDOHEZEIRL £,

[B A% NEEDIER (Create Custom Attribute) ] XA > CT[OK] %7 U v 7 LET,

DS3AT72FORETIL—T R o —

RETIL—T K1) —, IPsec (IKEV1) V547> FO—REHSE

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] > [Advanced] >
[IPsec (IKEv1) Client] G, [Add or Edit Group Policy]>[IPsec] A 7 2 7R v 7 A%&fHT 5 &,
BINECRERTLIN—=T R =D o) r77m bal, Ty ke, —
S EIRETEET

* [Re-Authentication on IKE Re-key] : [Inherit] = > 7 7N v 7 ANRA 7 Th 55512, IKE
X —DOFAERIMTONI & EOFRIEELA X —T NVETIET 4 =T M LET, 22—
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MESIL—F KU —. IPsec (K1) 254 7> ko—E [

P—13, 30BN LT o vy Ve AT HRERHY £, £z, K245 TSAR
WIRGIAZ72 D . R AP T T ETOMIC, 3EETANZHFRITTE LT,

« [Allow entry of authentication credentials until SA expires] : R EH I SA DI KT A 7 X A A

FC, =P —ITEZEF 7 LT Ui v LR ZOEBEATITE E T,

* [IP Compression] : [Inherit] = v 7 7R v 7 A3 A7 Th 5512, 1P Compression & A 1 —

TNEFIZT 4 E—T NI LET,

* [Perfect Forward Secrecy] : [Inherit] = v 7 /R v 7 ARAF 7 TH LA, ERIREFE

(PFS) %A 3—7NFE721XT 4 B—7 /M L9, PFSIE, KFED IPsec SA O F— 3l
DY—r7 by b (LOF—72E) PHEHINTELDOTRNWI EARIELET, 2FE D,
PFSTIX, WBENRHDLF—ZE L TH, ZINOMOF—ZEHTLHZ LT TE RN
ZEPMRFESIE T, PES 3 X —T LT 5 TV RN EATE, IKE SA DR — /324
lEsns &, TOREEIL, IPsec DT X COR#ET —X%2at—L, IKESADV—7

Ly hOM#zEHHAL T, TOIKESAIZX > CTiRESNT-IPsec SA DX = U T 4 %12
FTIENTEDLEHRSNET, PFSEMEMT 2L, WRENIKE 222 LT, HEE
IPsec 21X 7 7 BATE A, TDHE, WEE T IPsec SA ZFEBINZ Z20K 3 5 BN
b0 FET,

s [Store Passwordon ClientSystem] : 7 7 A 7> F Y AT A TONAT — ROREE A X —7

NEFITT 4=z LET,

N

NAT—RETFGAT U N VAT NTRETH L IBERE
Fa2UT 40 VAR EAELFT,

* [IPsec over UDP] : IPsec over UDP O A A R—T NV ET21ET 4 B—T/MIZLET,
* [IPsec over UDP Port] : IPsec over UDP Cfli i35 UDP A— h &2 fREL £,

¢ [Tunnel Group Lock] : [Inherit] = v 7 48 v 7 A £ 72 13fE [None] 23BN TV 722 WIGHE

2, BIR LI b I —7%20 v 7 LET,

* [IPsec Backup Servers] : [Server Configuration] 7 -t —/L RN & [Server IP Addresses] 7 1 —/L K

ETI7T 47 LET, ZHITE- T, 2N OEPHHAINRWIEEIZHE T 5 UDP
Ny 2T o7 —_—%EETEET,

» [Server Configuration] : IPsec /X 7 7 v 7/ H—"—L U THEHT L ——3EL
vark—EFRLET, EHTEX 547 3 1E, [Keep Client Configuration] (7
7 4V k) | [Use Backup Servers Below], 335 J O [Clear Client Configuration] T3,

* [Server Addresses (space delimited) ]: IPsec /N 7 7 v 7 % — "—D P 7 KL A& f5
ELET, ZD7 4—/L KiX, [Server Configuration] TR L 721 A% Use Backup Servers
Below THHHAICZIFHEHTE £T,
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B wio—F Ky o —DIPsec (KEV) 95472 bDT I HR L—LIZDNT

NETIL—T R >—D IPsec (IKEv1) ¥ 5472 FDT IR JL—)LIZDNT

DX AT a Ry 7 AD [Client Access Rules] 7—7 WiZid, 7947 b 77 8A L—/b
BEUBHFECRITEET, 7 I9AT VT 7 RBAN—NEZBINTDEEITIFKRDOT 4 —/L R
ERELET,

s [Priority] : & D /L— L OBSENEN % I L F 97,
* [Action] : ZDN—WZEHEASNWCTT 7 ¥ AZ A £ -I3HEE L ET,

« [VPNClient Type] : ZD/—/LZ#EHTH VPN FA4 T "DOXEAT (V7 v =T &=
lIN—FRY=7) ZHELET, Y7 NI =T 25472 FOBEIE, TT D Windows
IIAT Yy NERRITY 7y NEABRBERXOT XA MTHRELET,

* [VPNClient Version] : ZD/— /L ZEHTH VPN T4 T hONR—=T g VEIBELET
(HHEF]) o ZOBT AL, 2OV TAT MTEAESNDY 7 MU =7 F7237 7 —
LAYx2T A A=V r~<KEY YA IREERET, = MIFABRBEROT XX b
T, * I FI_XToONRN—Var —HLET,

D9SATUo M T7IOERRIL—ILDESE

=L ETEFLIZWES, ASAITTR_RTCOER Y A T LET, 72720, 22— —n
T 74N bE TN—T R —ICHFET DN N EWEKTIHEERH Y £,

s I TAT LV EBPNTINONAL—UZH—E LW E, ASAIFEERAES LET, oL —
NEEFRT DIHEIX, FL—A b1 DU EERTILERNDHY £3, FFaL— L EER
L2 e ASAITTRTCOFEREZHELR LET,

FLFIXTAN R —RTT, VAN RI— RIFEN— VLV CTHEEEIATTLHZ LN TEE
B

o b—)b &y MK LT 255 SXFOHIENH Y 97,

I TAT U RDEATEIFINAN—=Tar (HBDOIWEZEDM ) ik ELRNWT TAT b
(X, nlazZ AjTE £,

RETIL—T R —, IPsec (IKEV1) 9S54 T bDISAT N IT7AT 24—

[Add or Edit Group Policy] @ [Client Firewall] A 7 &2 7' 7/R v 7 A TliL, BIMEIIEFE T L7
N—F R =K LTVPNZ FA TV bDT 7 AT T4 —REZEITH LN TEET,
INEDT AT Y — LHERER T X A DL, Microsoft Windows = THEIfEL T\5% VPN
TIA T MNEFTY, BE, N—FRUx=T 7747 MEEM (Windows LIAL) oV 7
Mo =T7 7947 FTH. TNOOHEREIIMEH T EEA,

VPNZ SA T AL TASAICHESE L TWAYE— ha—W— 3, WYL 77 AT 74—
VAT a s EEIRTEET,

PO TV ATIE, VE— 22— —DOPC RIZR—=YF NV T 7 AT T —ANA A h—
NENTWHWET, VPNIZITA T MI, 0=V 77 AT U+ — L TCEBEINTWVWAE 7 7 A
ToUF—VR)—%WHAL, TOT7 7 AT U VINFEITEINTND Z L EHRT B0
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W& IL—F K S—. IPsec (KEV) 45472 tDo547 bk 77479+—1 ||

EF=H—LET, VAT U NDOFETHEIETDHE, VPN 7 T4 7 2 X ASA ~DiE(F
Ry LET (ZO77 AT 74 —/VidH A 71 =X L% Are You There (AYT) & FREHL
F9, VPNZ 747> PN EMIMIC lareyouthere?] A vt —T%EETLHZ LICk->TT 7
AT A —NEETE=H—TFTHNDTT, IWEDRINLRWEGE, VPNZ IA4 T ME, 774
TUF—NNE T LTToD ASA ~OFERNET LT R LET, ) *y N —7EBE

INBDOPCT 7 AT UA—NERAICRET DHELHY £31, ZoHFEEFEHITUT
=P —[IKEHORELE N AX A RATEET,

E2DLFUFTIE, VPNZ FAT 2 RPCO/R—=YF )V T 7 AT 74— htihiil —
47W¢~wﬁvy—%ﬁ%ﬁé:kﬂ&ﬁéhé:kﬁ%@iﬁo*%%ﬁmkbfi\z
TV R bRV TEFEHALTCINAN—=T DV E—RPC~DA L H—Fy N NTT 4T %
Tay I THIERFEFTONET, ZOHEE, PURADBHELINTWDR, A ¥ —F
FMEHORADS PC kiS50 T, HRY A FbREINET, ZOT7 AT U+ —/LD
>F U AIE, 7= R Y v —F 721 Central Protection Policy (CPP) & FEENE4, ASA T
X, VPNZ IA4 7 U MCHEHTH N7 7 4 v 7EHL—LOE Y FEERL, ZHLbDL—/L
7 ANVEICBEEMNT T, EOTANEET AT U= AR =L LTHELE T, ASA
IXZDORY v —% VPN I FA T NETEELET, D%, VPNZ 747 MIAKRY v—
EAa—H)V T AT U —MIEL, T TR —0n#HINET,

[Configuration] > [Remote Access] > [Network (Client) Access] > [Group Policies] > [Advanced] >
[IPsec (IKEvY) Client] > [Client Firewall]

J4—ILF

s [Inherit] : Z V=RV =BT T4V K TN—T RV —=InL T34 T DT 7 AT
UA—NREZPEGT 0 EINERDET, ZOF T aiET 740 FERETT, &
ETDHE, ZOXATRITRY 7 AZHDHED OBRUEREOREICL>TEEXIN, 4
AN L—FRRIZ7e 0 £7,

* [Client Firewall Attributes] : (FZEINTNWDIHA) EEINTWDE 77 AT U4 —/LDH
ATRT7 7 AT OUA—NKRY) = IIAT L D77 AT Ur—VEMEEZRELE
R

« [Firewall Setting] : 7 7 A 7 7 4 —ADMFET HMNE I D a—ERRLET, FIET 556
Wi, ZDT7 7 A T U —IVBRMENA TV a b LE T, [No Firewall] (77 41
N Z8RTDHE, ZOXATRIRY 7 RAZHDHED DT 4 —/L RiZ, WTiLb7 7
?47K&Uiﬁho:@7w%f@a%$ 77 AT UA—NTIRET HHET
[Firewall Required] % 7213 [Firewall Optional] #% & % #4R L £ 7,

[Firewall Required] Z R L 7= &81%, 2O/ V—TOa—Y—280NRESNZT7 74T
T4 —NVEERTANERDY T, HESNTEYR—bMHBOT 7 A4 T U4 — VA v
AR—=LENTELT, FATINTWRWES, ASAITEFARIT LIy v a v aT
TRryZLET, ZOEA, ASAIX, 77 A7 U+ —LiEN LRV &% VPN
74T M@ LET,
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B s —F Ky s— IPsec (KEVI) 95472 bDISATU b T7 AT I4—1L

\}

G¥)

TN—TTT 74T T4 —)VENABEIZTHHEIIL, DT L—
7\Z Windows VPN 27 7 A4 7 NUAND T A4 T > NBFAEL 72
W2 EERMRLTLFEEY, VA —THNOEDMD I AT v b
(7747 bFF—FDASAS5505 #&Te) T T EEA,

DTN, EET7AT U —MIFIEL TR NWYT F— b 2—F =D 554
I%. [Firewall Optional] % 4R L %9, Firewall Optional FX EZHHT 25 &, Z—THNOD
FTARTOA—F =P TEDLEIITRVET, 7747 U+ —MTHIG LTV D2 —
P—lE, 77 AT U —NVEHATEET, 7747 U+ — R LTHRT 22 —H—IC
X, BEEA v E—URRRINET, TORET, O =BT AT U —L%
PAR—=FLTEY, O2—F—B3HR—F L TWRWTVL—TEERT 5 & &I
F9, L Z2E BITEFPOIINL—T T, —EHOANET 7 AT U — KRR R R E
L. O —F—ZFLEREL TRV ERH 5,

[Firewall Type] : v A2 GLEEOR X —DT7 7 A4 T U4 — N —EFRRLET,
[Custom Firewall] #8&R 92 &, [CustomFirewall] D FD 7 4 —/V RNT 7T 4 712730 F
T FRELIET 7 AT U — AR, HHTEL7 74T V=R =ML TS
ERHY FET, RELTET7AT VA= MIED, YR—= R ENDT 7 AT VA —IL7R
Vo—FTvarPikED 7,

[CustomFirewall] : W AKX N7 7 AT U4 —/LOXZ—ID, WELID, L %EIEE
Liﬁ‘o

s[VendorID] : ZDO I N—T KRV —DHAX L T 7 AT T+ —IVDOX X —5IGE
LET,

s [ProductID] : ZDOZN—T KRV —HIZRETDHAZ L 7747 04 —/LORLL
LETIFETNLERELET,

s [Description] : (LE) HAX L T 7 AT U4 —MIOWTHBALET,

[Firewall Policy] : W AX L 77 AT U4 — )L RY o —DX A T LV —2AEF/ELET,

* [Policy defined by remote firewall (AYT)] : 77 A 7 U+ — L KV —%2VUE— K 77
AT 7 4—/v (Are YouThere) IZX > TEFKT DX IITHEL £9, Policy defined by
remote firewall (AYT) 1. 2DV —T DV E— k2= —DT 74T 74—V,
BEHOPCIIFETDHIEEBHRLTCVET, 20— 7747 U4 —/LH,
VPN 7 ATV NMZ7 7 AT 04—V R o—%uMHLET, ASA L, FHESNT-
T7AT T4 —NBA A= I3, FITLTOWDGAEIZOHR, ZDTN—TD
VPN FAT v MR TEDL LI LET, BESNTZT 7 A4 T U+ — A NFTS
AT WGE, Bt L 3, B LT 5L, VPNZ IA4 T vin7 74
TUA—NE30WTEICAR—I T LT, ZOT7 7 AT U —NARNETINTND
TLEMWRLET, 77 AT UA—IVDETHMEILTHE, VPN TAT 2 Mty
varuEKTLET,
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1 reamsmsL—7 Ky o— [l

s [Policypushed (CPP)] : R U > —RET LT v va SNH X ELET, 204
7va v ERIRT 554 1%, [Inbound Traffic Policy] 3 & OF [Outbound Traffic Policy] Y
A k& [Manage] NZ 3T 77 4 71272 £9, ASA 1L, [Policy Pushed (CPP)] N
0y FE T YA RNTEREINTETANZICESTERIND N T 7 4 v 7 EHL—
N, ZOTV—TFDVPNIZ AT MIERALET, A=a—TERTE DI,
TITFHNVE TANEEED T, TOASATERINTND T 4 VZTT, ASANZ
NHEDON—NE VPN I TAT VML voadT D EICERELTLLEEN, ASAT
12 VPN Z 94 7 M LTI DD — L EER L TERTHLENDH D £
T, 72 2iE Ting & Tout) IZFNEI, VPN FA TV MIEETDH N T 7 1w
JE.VPNIZ IGA TV MPORIESNDNTFT T 47T, VPN TAT 2 MZua—
NI 7 AT I+ —VbEHDGE. ASANL T vy ad3nlzR) —idu—hL 77y
AT T —NVDORY —LEELTHRIELET, WIThDO 7747 74 —/LDL—
NTT YT INTRXRTORry R Rey7SnEd,

[Inbound Traffic Policy] : 515 F 7 7 4 v 7 ICH L THEATE L vy v a R v—%—
BERRLET,

[Outbound Traffic Policy] : & 7 7 4 v 71T L THEATE L vy v a R v—%
—BRRLET,

* [Manage] : [ACL Manager] ¥ 4 7 0 7Ry 7 A& FRLET, ZOXATaT Ry
AT, 77&8Aarbu— JZXL (ACL) ZRETE LT,

4 FEREBITIL—T K1) o —

HA ME VPNER O 7V —7 R o—TiL, hox V7 7abhanv, 740y, B0
REAIEELET, ZOXATu SRy 7 ADK 7 —/L KT, [Inherit] F= v 7R v 7 A
EBIRT D &L, RETHAREDEET 74V K ZV—T KR o —nHEfFTE £7, [Inherit]
. ZOEATa TRy 7 ADRMETXTOT 7 /L METT,

J4—IJLF

[Add Internal Group Policy] > [General] # 1 7 & 77K v 7 A2, WOBMERERENET, =
NEDOBEMIZ, SSLVPN & IPsecty v a ViCEHAINET, 0D, W OO BEMET.
1 ODEA T Dy a NIRREN, MOX A FIIZFERINERTA,

*[Name] : 2O T N—T R —DAHTZIEE LE T, Editle0HE., 207 1 —/ NiX
B HH T,

* [Tunneling Protocols] : 2D 7 /V—7WFFA[T 5 bR Y 7 7Fu haviaziEE L Ed,
2—HF—F, BRI WD 7 a harEidaEHcEEd, ROBRERH Y £7,

* [Clientless SSL VPN] : SSL VPN (SSL/TLS ZH|94 % VPN) A+ 52 L &2fEL
£9. ZOVPNTIHE, Y7 hy=T7oNn—RU=7 D7 747 MILEL, Web
TIUFEFEMLTASA~DEF 2T RYE— T 7R M RN SNET,
7747 MU ASSLVPN 2325 &, HTTPS f > ¥ —F% v b A FEFHTE
HIFLAETRTOaL Ea—2int, EEDOWebH A k. WebxfiliT 7 U o —v =
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— iz VPN B |

v, NT/AD 7 7 A VIEH (Web *tii) . B A—/b, BLBZEOMD TCP _X—R 7
PV =g BIEVEZEY V=R IHHRICT 7B ATE5 L9120 £4,

*[SSL VPNZ 71 7 >k (SSL VPN Client) ] : Cisco Secure Client & 7= % L 7 *— SSL

ww&?%?y%@Aw&mmumN%yl~wwﬁ%%%ﬁLi¢oﬁ%n?aﬁ
4’7’/ FEEHLTWAEAIE., 2070 haLzEKR L TMUS AR —kEhd
;‘é—éz‘gz’)%o iﬁ—o

o [IPsecIKEv1] : IP X = VT ¢ Fu haj, IPsecidfgbtXaT7 27w hatd X

NWTEY, VPN b RV DIFIERERT —F 7 7 F v 28t L ¥ 7, Site-to-Site (E
TY—ET) B, BLOCisco VPN 7 74 7> b & LAN [ OGO J7 T IPsec
IKEvl ZfHT& £7,

* [IPsec IKEv2] : Secure ClientiZ . » CH A — I TCWET, IKEv2 ZfEH L7z IPsec

EHERAT 28X 277 947 MNERITIE, YT MU T T ST =M I TAT
Nrr7r A0, GUIORrR—HVE—var (FR) L AZ~<AE—T 3, Cisco
Secure Desktop, SCEP 7't % 272 K OYLikigRE N it S v E 7,

* [L2TP over IPsec] : —#iD— % PC °E /A )L PC DA X VL—T 4 7 T AT L TH

HENB VPN I T4 T AL TS Y £— s —H% —%, L2TP over IPSec IZ
FoT, XT Vv I PRy NI RBATEF 2T 4 T T IATUVART T A _—
MEFERY NT =0 ~OEX a7 iz T £3, L2TPIX, 7—% D h X
Y ZIZPPPoverUDP (AR— K 1701) #fEHLET, EX=2VT7 4 77734 T7 X
%, IPsec HRhE— RHICRET HHLERH Y £,

o [7 4% — (Filter) ]: (Network (Client) Access /) FEHTA27 78X ar ta—
VA RZRET D0, £ NV—TRY = blZHET 0 E I EiELET,
T ANFITEEDONL— LIRS TOET, 26D —E, ASAZNLTEREL
TEhe RV T T8 Xy NEFFRTH0MEST 0%, KEXT FLVA, 58587 R
VA, 78 hanp Btk SWTIRE L E 9, VPN 7 4 VX 3R O A H S v E
T, TTVr—ar A AT a DT 7y a Alko CRMNTZSIP AT « 7 Bt
REDOR N UF Y EERIITEA SN ET A, T A NVEBLOIL—ILERET D HIECON

<TIE,

[Group Policy] # A4 7 v 7R v 7 A% S L TSV, ACL R RBLORET

% % [ACL Manager] Z B < [Zi1%, [Managel 7V v 27 LET,

Idle Timeout : [Inherit] &= v 7 R v 7 R4 72 LTI2h6E. ZO/RT A—XTT A KIVE

Mz B TRELET,

COMRBNCHERE THIET 7T 4 BT 4 RS, R T LT, S/ERIT 1S
BRERMNIL 10080 43 TH V. T 7 40 ME 30 40T, BERERRE 2 BHIRICT 2120
[Unlimited] #4112 LE T,

« Maximum Connect Time : [Inherit] 7= > 7 R v 7 ANF 7> TWDgH, ZO/3T7 A—
A TR — W —HEfge e ] & 4 B TRk e L £,

CTHRE LRI &0 AT LidHEke %T LEd. m/ME AME

u%mnw TCT, R L oBE R &2 FF T 5 1C \HMmmﬂ%ﬁ/ Li#(
THE)
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* Periodic Certificate Authentication Interval : FIFBAEZRFEN EHIFIIC T EIT I D F TOREH
fibm (RERHAL)
[Inherit] = v 7 7R v 7 ANF 7 |Z72 > TV LG, B 72 iEERRGE D F T bR % 5%
ETEET, FPHIL L~ 168 R T, 77 4 /L MIERNI /2> TWET, EHIROMEEE
FFAl45121%, [Unlimited] Z 412 L9,

Q=)L 1—HF—0 VPN R & —RIEDKTE

ATy T
ATvT2

ATvT3
ATv74

ATvTh

ZOFIETIE, BFEOA—YF—2fHET 5 HECHOWTHIALET, 2—F—2BIT 52
. [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users] i8R L, [Add]
27V 7 LEY, FEicOWTIE, —RIEBEH=a 7 s Fab—ra A eI T
<TZEvy,

1R BHEIIZ

FIHNET, 2—=HF—=TH 7 MIT 7 4/L h Z)—F KU 2 — DfitGrpPolicy 7> & % E Ml
K LET, BERENEZ LEXT8E80F., [Inherit] F=v 7Ry 7 A% 4720, #HL
VMEZ A LET,

FIE

ASDM % Bi#f L. [Configuration] > [Remote AccessVPN] > [AAA/Local Users| > [Local Users]
DNEIZEIR L FE T,

RETH2—VP—%RIRL, [Edi)%27 Vv LET,

FelO~A > C, [VPNPolicyl] %7 U v 7 LET,

A=Y —=DIN—T R —HELET, 2—P—=HKIV—F, ZOTNV—F FY—0D
BEEERA L ET, ZOBEEICT 74V E TA—T R —DORELRART DL IHTEIN
TWAHMD 7 4 — IV FRBHDLHE, ZOTNV—T R —THREINEBENT 740~ 7
N—T"RY —THREINTBELVESEESNET,

a—PF—RNEHTESL Fo XY vV 7 haLzEET L0, Z—F R —hBAE Ak
KT HENEIDERELET,

H A ® [Tunneling Protocols] = v 7 R 7 A% A AL, IRO >V 7 7a hairon
TN ERNLET,

*SSLVPN 7 IA TV ME, BXaT7 7947 v T TV r—raroFyrn—REiC
a—P—NHEHR T LI LET, 2—F =1k, ®YINZZ T A T > LA SSL VPN $%
BEFERHLCZoT7T YV r—arvid X vrua— RLET, a—F—2n8T 370N,
VNS LTI IA TV N 7Ty 7T — B HEBIZ T ET,

e [IPsec IKEV1] : [P E¥ =V T ¢ 712 bz, IPsecldfgbFaT7Rrm balsEnT
BY., VPN b RV DIRIERERT —% 7T 7 F ¥ &M L $J, Site-to-Site (E¥7 Y —F
7)) $Egt. BL W Cisco VPN 7 74 7 > b & LAN B D85 O i J7 ¢ IPsec IKEv] %l ©
xFET,
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B o 1—v—ownky o —REiEoRE

ATvT6

ATy T17

ATvT8

ATvT9

«[IPsecIKEV2] : X277 74T MIZEkoTHR—bENTWET, IKEV2 ZEH L7-
IPsec ZfEHT2 X277 747 NERTIZ, Y7 NIV =2T T v 7T =8 7747
YhFu AN, GUIOR—h ¥ =3 (BER) L hAX~AE— 3, Cisco
Secure Desktop, SCEP 7't % L7 K OYLEMRE NI S E T,

o —ED—fRH)PCRTNRA NVPCDFT XL —T 4 T VAT LA TREEND VPN T4 T
VhEHEALTWAY E— b 2—W—F, L2TPoverIPSec ik > T, X7V v 7 IP R v
N —JHETASABL O T4 R—= b RERY N =T~ X =2 7 2Pk A2 WL T
%i‘é‘o

6= 7u b anaEBRRLR»r- oG8, 27— Ay —URERINET,

ERT2D 7 4% (IPvd £72131IPv6) ZFRET D0, FZ7—7 R o —DfE %A
HINEIMEFRELET,

T A NBFEBEON— B ENTWET, ZNHD—E, ASAZSTLTHEELE B
YRV T T8 Ny NEFFRAIT OMER T o0E . EEILT RV A, kT KL, 7
0 ka3 EIZESWTIRELE T, VPN 7 4 v i3Ik oA@EH ShEd, 77V
= al A VAT a DT Iy a Nl o CRMNIESIP AT 4 T D h &
VI EH S EE A,

a) T ANHEN—IVEFRTET HITIL, [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Group Policies] > [Add/Edit] > [General] > [MoreOptions] > [Filter]
DNEIZEINL £,

b) [Manage] %7 U v 7 LC, ACL & ACE ZiE/I, k. ¥ X OHIFRTE % [ACL Manager]
NA L EFRRLET,

Bheon 77 A (bR IN—7 vy 7)) RhHL%GE. TNEMETLNE DI £
FEIR L b =T vy 7 2T 50 E S naiEE LE T,

BEOR v 7 2BIRT DL, 2—HF—DVE—hF TI7RRAIZOTNA—TFICHIREI N E
9, [Tunnel Group Lock] TiZ, VPNZ 74 7 R CRHEINT I NV—TL ZOa—HF—13%E|
DETHNTWVDINAN—TRRIENEINET =y 7 THTEICL-T, 22— —HlIREH
F9, —EHLTWRWEE, ASA T —F =R TERWVWE S ICLET, [Inherit] T = v 7
RNy 7 ANA T OYA . 7 7 4V MEIX [None] T7,

[Store Password on Client System] %€ % 7 /L— 7 I OLikEK T 20 E 9 mEFEELET,

[Inherit)| F= v 7 Ry 7 2% 471235 L, [Yes] BEON[No] DA T v a v REUBEMIR
DET, [Yes]Z2Z Vw2 35E, Al A4y NAT— KRR F3A4T v N VAT ARESNE
T (X2 VT A BMETTH28FN0OHDA4 T a2 TY) , #iI iz —P—2 AT —
ROANZRDDH LT HITIE, NolZz27 Vw7 LET (T7408) . X207 155
KEBIZHER T D 72012, RAT— ROBRFEFFAI LW 2 HLE L £,

[Connection Settings] &% E L £7,

Q) ZO2—W—IZHEHT DT 7B ARMARY U—E2BETDH, TO2—F—DH LT 7 &
AREEARY =2 ER T 5. £72id [Inherit] F= v 7Ry 7 A4 OFFIZLET, T
7 4 /v M [Inherit] TF, F7z. [Inherit] = v 7 K v 7 ANFTTDFEDT 7 /b M
[Unrestricted] T3,
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ATv710

ATvIN

AT T12

ATy 713

ATy 714

n—ni 1—4—nveN Ry o —EionE [

[Manage] 7 U v 27 LC, [Add Time Range] ¥ A 7 0 /Ry 7 A& ET, ZOXAT
BRI ATT 72 ARHOF#E Y MERETE ET,

b) —W—ICK DR 7 A ¥ &FEE L £7, SimultanecousLogins /X7 A — X%, ZD2—
P—ICTHETE KRR R 74 VEERELET, 7740 MEIX3 T, &/MEIZO
T, ZOHAEuTA RN 2= =T 7 e REHIELET,

G¥) KRB Z X E CTHIFR L CEBMNRWRFHCZ R OER N HF I SN 57D, EXa
VT4 bR =< ADKFEHLSBENRDHY £,

¢) VPN £t [Maximum Connect Time] Z 77 B CHRE L £ 3, 2 2 THE L 2K R
THE, VAT AR EKR T LET,
[Inherit] = v 7R v 7 ANF 720> TWDHEE, ZDO/NTF A —F T Rka—F—#
REf 2 0 AL CRRE L9, B/MEIEL 1 43, eoRAEIE 35791394 43 (4000 48) <9, il
[R73 L OBk e 2 374 % 121Z. [Unlimited] 41 LET (F7 40 F)

d) VPN ##t® [Idle Timeout] Z /3 AL CHRE L E T, ZOMMICHER THEET 77 4 BT 4
DIV E, Bl T LET,
[Inherit] F = v 7 R v 7 ANA 722> TODEE, ZORFA—=FTHT A PV ZA b

T NESBEATRELET, R/ORERIE 14y, mRIFREIE 10080 > CTH Y, 77 4L bk
1% 30 43 CF, HEFERFR] &2 MEHIPR I35 121X, [Unlimited] %2 4 12 L E 7,

[Timeout Alerts] Z &% E L £9,

a) [Maximum Connection Time Alert Interval] Z 45 L 9,
[Inherit] &= v 7 R v 7 A% A 7IZ LIcYa . [Default] F = > 7 Ry 7 ZTHBWIIT A
IR ET, ZHICKY ., &REHRT 7 — MERIZ 30 Sk E SN ET, HLWELX TR
ETDHEAL, [Default) #4712 L, 1~300D vy ar 77— MNEREEELET,

b) [Idle Alert Interval] Zf§E€ L £7°,

[Inherit] F= v 7 R 7 A% A 72 LTzE ., [Default] T = v 7 AR v 7 AXHBICA
RV ET, 2K, T4 MV 77— MERES 30 JICRESNET, BrLWELTE
ET D561, [Default] #4712, 1~3000Ey>ary 77— NiREEELET,

ZOa—H—Zxt LTHEHADIPVE T KLU RAEZFRET 555 1E, [Dedicated [Pv4 Address (Optional)]
BT, IPv4 7 RLRAEH TRy N ~vR T2 AT LET,

ZOa—P—|ZHHDIPv6 7 KL AL ET HIZ1X, [Dedicated IPv6 Address (Optional)] fEIEK
\ZIPV6 L7 4 v 7 A& BT IPv6 7 RLAZ AT LET, IPv6 'L 7 v 7 AL, IPv6 7 R
VANFET LY 7 xy bERLET,

BWEDEX 2T 7747y "MeRELET, Zhid, ZRXA v TIhbodTva v il
Vo352 LI2X0iTnET, ERENELE FEZTH551L, [Inherit]) F= v 7Ry 7 X
EATZIZL, BrLWMEEZADLET,

FTar 74 Xab—ra IEEEEATHICE, [OK1 227V v 27 LET,
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EHmooJ274)0

Bt mn 77 A (brxn Z—7E 8N 5) Tk, VPN S0 B4 E L E
9, I B OEMEIL, Cisco Secure Client® AnyConnect VPN £ =—/L 7 A4 7 h LA
SSL VPN #5i, # K TNIKEvl & IKEV2 D% — K/X—F ¢ VPN 27 74 7 > MI#EH S E T,

TXATIOSATUONEHRTOAT7AIL, AL RLY

XTI ITAT U N ER TR T s ANDAL R TR, AV H—T 2 A A LD FA4T
YET I RAEARCLC, BT T v A EB, RE. BXOHIRTExET, vr A
BRI — T — N EOER A BN TE D2 LI T 208 I MbiRE T £,

* [Access Interfaces] : 77 BAZA R—=TNWIIT DA v H—T 24 AT =T LNHIERT
EET, ZOT—TADT 4= RIUT, AV F =T =2 ALRTF = v 7 Ry 7 ARER
SN, TV EBEREHATHENE I DERELET,

[ H#—7 x4 A (Interface) | 7T—TNDEXaT 7747 b HERICKEST HA
VH—T 2 ADITT, AV HF—T 24 ATAFX—TNMITHTa harrt izl
¥4, SSLTZ A, IPSec 77 BA, FTAIXFOWM XTI TExFE 1,

SSL #4129 % &, DTLS (Datagram Transport Layer Security) 7237 7 4 /L h TA R —
TR E9, DILSIC XV, —#o> SSL#4i TH AT 5 ML J OVl o i
MEREE S, STy MEEDOEELZZTRT NI TNAEAL T T r—v a0
T A=< ANME ELET,

IPsec (IKEv2) 727 ER&ZFNTHE, 7 FAT N P—ERANT 7 4L FTA
F—=T M ET, VAT M—ERIZIE, YT N =T EE. 754 T v b
a7y A)N, GULOr—hYE—ar @R) e xZ~AE— 3, Cisco
Secure Desktop, SCEP 71 ¥ 72 EOYER EX 2T 7 747 N N EH £ T
FT, VIAT U MY —EREZWHILTEH, BX=2T7 277472 h TITIKEV2 &
DAY 73 1Psec BRI SAVE T,

[Device Certificate] : RSA ¥ —F 7213 ECDSA ¥ —OFiEOFEELXEETCEET, 7
NA AGEBIEORE (117 =) #ZRLTIES,

[Port Setting] : HTTPS 58 L U'DTLS (RA 7 74 7 > FD &) Hfe DR — FNE S ERE
LET, #irn 77 A0, A—FRE (118 X—2) ML TSN,

[Bypass interface access lists for inbound VPN sessions] : [Enable inbound VPN sessions to
bypass interface ACLs] 287 7 4 /L b TH N> TCWET, EX2 VT4 777947
VAR, TRTOVPN b T 7 4 v 7 DA ¥ —7 = A AACL D@ ZFFA LET,
e & ZF AEA v H =T = A A ACL MESALS NI b T 7 4 v 7 Oz TR L
BROBAETH, ¥Xa2 )T 4 T7IAT VALY E—N FTAR_R—F Xy hT—7
ZEFL, HEobsie 7y hOBBET I LET, 207 74V NOEEEZEE
T&EFET, A ¥ =7 =14 AACLIC VPNIREXR N T 7 1 v 7 OREEITOE D72
WIZIE, ZOF = IRy 7 A7 LET,
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* Login Page Setting

s 2P ZEOTA VT ATHBISNDERET B 7 7 A N B A e DTRT
EFET, TOF 2 v IR I AZF T LRWES, T4V MER T 0 T 7 A L%
DefaultWebVPNGroup T,

* [Shutdown portal login page.] : B 7' A V37 4 E—T /L DHFEIT Web X— T Z KR L
E3e

* [Connection Profiles] : ¥ (b %V Z—7) o7 v ha/VEAFEEEZHFELET,
« [Add/Edit] : B 70 7 7 A v (R Fv Z0—7) ZBINEISmEE L ET,
* [Name] : #6i 7' 2 7 7 A /L O4HI,
* [Aliases] : #&ft 7' vt 7 7 A L DRI4,

* [SSL VPN Client Protocol] : SSLVPN 27 A 7> NMIT 7 AR G2 589 vk fs
ELET,

s [GroupPolicy] : Z D72 7 7 A NDT 74N~ T NV—T K v—%FKRLET,

* [Allow user to choose connection, identified by alias in the table above, at login page] : [Login]
R=UTOFEwRTr 774 (RN TN—T) = VT AOEREA F—T VI
TOHEEEFA T LET,

* [Let group URL take precedence if group URL and certificate map match different connection profiles.

Otherwise, the connection profile matches the certificate map will be used.] : ZDF 7> 5 T
. Bt 7 1 7 7 A NVOEIRT 1 ARFIZ 7 L—7 URL 3 K UREME OO 7 )
77 L AREELET, ASAT, RSN DIEL —ET 2N RSN SRV EEE, H
DIEC —FT D87 0 7 7 A ADBERSLET, VPNT 2 FARA & P CHRE L7 —
ZURL %, [A L7 V—7URL ZfRETH8H 7 0 7 7 A L EMET L0, ZHOH
WASA Y 7 b =7 V=2 THEMSND TV 77 L RERMT258I0H, 20
FFvaried ACLET, ZOF T aid, TN MTEATICRoTHET, A
TZIZLTESE . ASAITEER 7 0 7 7 A VTHRIE LICREHE 7 4 — L Mz, =2 RRA
NCHERTLENED T 4 —/V MELRE LT, 7T m 7 7 A L2ED HTES,

TINA RFEAEDIEE

[Specify Device Certificate] <A > ZfH+ 2% &, izl Rric L &, 7747 MIxLT
ASA Tl DAEHELECTE £, ZOEEIT, ¥FaT 7 I T U M ERT R T 7 A
NEBXORI 4T MRS v 7 7 A4 /VHTT, Alway-on IPsec/IKEV2 72 EDFFED &
XaT7 7747 F BT, ARTRETE L7 31 ADFEH#E% ASA THIHTE 5 %H
NI ET,

ASA UV U —2941 LI TlX, ECDSAGEAELZ (bX%aT7 79470 M T TAT U LR
SSL OG5 d) SSLEFRICFEHTEES, 20V U —ALFHE, X227 277472 K
IPsec #ft @ ECDSA FEFHEZ TNV AR — &, RESNFE LT,
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FIE

ATy 1 (VPN E#fiD7H) [Certificate with RSA Key] fHIK T, ROWTNNDH A7 B EITLET,

c I ODFEAEAEIRL T, WHFOTm ha LA LTr 747 FMERIET 255, [Use
the same device certificate for SSL and IPsec IKEV2] = v 7 R v 7 A% A4 DEFICLET,
UARN Ry 7 ACTHEHATEHAELRNLZY, [Managel 7 Vv 27 LT, FHT5
IDAEAEZER LY TEET,

» [Use the same device certificate for SSL and IPsec IKEv2] F = v 7 R v 7 A% A4 712 LT, SSL
Fefot % 7213 IPSec 2t DBIME DFEHFZHE L £7,

AT 72 [Device Certificate] U A k R 7 A HIEHELARINL £,

VB ZEAEN TR SN WAL, [Manage] R ¥ %27 ) w27 LT, ASA O ID iFH#EZE
HLET,

ATv 73 (VPN E#HiD7H) [ECDSA key] 7 « —/v KD [Certificate] T, Y A k R 7 A5 ECDSA O
RERAE 2RI 57>, [Manage]l #7 U v 7 LT, ECDSA @ ID iEMZEZER L £ 97,
ATy 74 [OK] 227V vr7 LET,

EHJAJD7A4I)L, R"— FERE

ASDM O#ife 71 7 7 A )L ~4 L TCSSLEB L ODTLS #ift (VE—F 727 B RADRHR) DOR—
FNEBERELET,

[EJ'L!'"-

%5 (Configuration) 1>['J E— 7Yt AVPN (RemoteAccessVPN) ]>[Ry hT—4 (&
SAT72kR) 7UOER (Network (Client)Access) |>[EF 7o 5347V bERTR I 7ML
(Connection Profiles) ]

J4—ILE

 [HTTPS Port] : HTTPS (77 7 _X—2R) SSL #kiHicA X —7 Mz T DR — b, #PHIX
1 ~ 65535 C9, 7 74/ MIAR— K 443 T,

* [DTLS Port] : DTLS #t HIZ A 1 —7 /W23 % UDP A — b, #iPHIL 1 ~ 65535 T4, 7
7 )V NI — b 443 T,

X 1TIOSATUONERIO 7ML, EXREH

Cisco Secure Client #%¢? AnyConnect VPN £ = — LV OFERBMEZFZHET HICIE, [BEX =T
7T AT v MNEREZ 2 7 7 4 /L (Connection Profiles) |22 2 a > CTLEM (Add) ] F721E R
£ (Bdit) | Z2BIRLET, [BX=2T 277470 M7 1 7 7 A L OBNRSE (Add/Edit
Connection Profile) 1> [J&A& (Basic) | A 7RI ARy 7 AN ET,
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* [Name] : [Add] D&, BINT 28887 0 7 7 A VOARTZEE L E T, [Bdit]) O5HE. 2
D7 4 =)V FIFmETEETA,

* [Aliases] : (fEF) ZOHRONRELZ 1 DU LA LET, AN, AN—RE703M

e
=4

ﬁ)h/n\-@lz{jjé : CE 75§T% ij—o

* [Authentication] : FBikDJ7iEEZ, ROFNE 1 DR L | AL T2 AAA Y —
W= TN—THfRELET,

s [Method] : EHGEHERGEDOT-OD T 1 b aVZEER L, WDty ar ¥4
TTCINEFHTHDICRERET 2 Fa v ERESNTWET, X7 7747
NSSLZ 947 h7ua halL b IKEV2 7 947 7 barvaHL T, &y
Vary D EICEBORMEERGECE £9, AT AREES A T E . AAA, AAA LEE
BHE, GEEZEO A, SAML, #EHGEHER L O AAA, #EOFEAE, SAML &FEH
. EZILSAML & EEGEHE S BRIR L E4, BRITG U T, #5504 5 72O I2FEH
BERMETI2XLERDDHAENRH Y 7,

s [AAA Server Group] : FR Y 77X URMND AAA—1_— JA—T %@L E
o 774V POBREIFLOCAL TT, ZDYE . ASANRRIEL LT 2 X 5 ITHIE
SNET, BINT A, [Manage] #27 Vv 7 LT, ZDOXA TRy 7 AD LI
MOLEAT TRy 7 AxfE, AAAYV—""— 7L —TDASA a7 (Fa2b—
arERRLEVERTHZENTEET,

* LOCAL LA D 7' —"7" %38 § 5 &, [Use LOCAL if Server Group Fails] = v
TRy 7 APEIRTE L X512 £,

* [Use LOCAL if Server Group fails] : Authentication Server Group JE |2 X - THE &
NI T N—FIZBEENEAE L2 L ZIZ, LOCAL 7 —F RX—RA % A X — T /LT
AT A I LET,

* [SAML ID 7' &2 /34 % — (SAML Identity Provider) ]: > Z /LA > 4> (SSO) FBAEH
@ SAML IdP $r— /" —Z 38R L £ 7,

* [SAMLY—/3— (SAML Server) |: X277 747 b T AH A 4 iR
R ka7 %7 inh SAML —_—Z iR 572>, [EE (Manage) 1 %7 U >~
7 L TSSO r—_"—%BIL, WDONTFA—=FERELET,

«[IDPT>F 4 F 41D (IDPEntityID) ]: SAMLIdp DT> 7 1 7 1 ID,

* [Sign In URL] : IdP |ZH A > A 9 %72 ® URL, url value IZ 4 ~ 500 LD
FHCHRELET,

+[SignOut URL] (A7 v ay) (1P 0oV A A TDHEEOU XA LT M
URL, url value % 4 ~ 500 3L 0 #H THE L £,

*[BaseURL] (A 7'V av) =y Ra—H—%ASAIZY XA L7 T 572012,
H— F8—F B IdP I8t S E T,

base-url 3G E STV D YA, % D URL I show saml metadata O
AssertionConsumerService & SingleLogoutService J&M:D~— 2 URL & LTl &
WET,
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base-url 23 FXE AL TN WA, URLIZASADKR A M & RAAL VA DIRGE
SNFET, 7L xIE. AR MDY ssl-vpn, RAA 48 cisco.com DA
%, https://ssl-vpn.cisco.com MEHAINET,

base-url HARA M/ KA AL A BERTE I N TWRWEATL, show saml metadata
EANNTHLEZT—RELET,

A—AIR—RURL : (A7 3) DNSR—RKANF U707 T AL T,

SAML #BiE% ASA TRRET D & X2, ENMH IND T A R —E TR
EHAHR—ZAURL #ETEXET,

[Identity Provider Certificate] : ASA 7% SAML 7 % —3 3 > ZRGET 572 H D IdP
FEEZEL RN T AMKRA Y FEHELET, TTICRESNTND R T A MR
A FEBBRLET,

[Service Provider Certificate] (47> 3 >) :IdP 2% ASA (SP) DE4 K E1L
SAML 74— 3 Y EMGET 5729 ® ASA (SP) FEBIEE T h 7 A hARA v b
ERRELET, T CICHESNTND R T A MRS FERIRLET,

[Request Signature] : Rz > 7 X v % LT, SAMLIdP #— S—|Zxf LAy
LI BHEX JT1EEEIN L E9, rsa-shal, rsa-sha256. rsa-sha384. rsa-sha512 75
BIRTEF9,

[ERZ A LTI (Request Timeout) |: (A7 3) SAMLERD X A LT
v~ (B . &FHIX 1~ 7200 T,

FEE L7-¥4 . NotBefore & timeout-in-seconds DA 51725 NotOnOrAfter L 0 & F»
WAL, 2 OFREN NotOnOrAfter |25 L £,

FBELZWEEAIZ, v 3 O NotBefore & NotOnOrAfter 23 A &hHI [ OFEERIC
fERENET,

[REBAR Y b T—Y TT7 Y L XARELGIZEEDHIDPZEHERME (Enable! DP only
accessibleoninternal network) | : W&k >y U —27 TT 7 & ZAA[RERIGEITD I
IDP ZHNZT DL, ZOF =y IRy 7 A A I LET,

[R5 4 UBEICIDPERIIZ#ER (Request IDP reauthentication at login) ]: =2
A VEEDOIDPHREREE AT DI, DT = v IRy 7 Ak A LET,

[B8w%9 X* 21— (Clock-skew) ] : NotBefore 77— 3 > & NotOnOrAfter
SAMLT7 Y—a VEHFRTDHI/Iny I AFxa—, T4V ETIE, 7097 A
X2 —XENCTHMLENDHY £, T 740 MEX 1T, &A1~ 1808
<7,

* [SAML IDP TrustPoint] : > Z /L4 A 4 (SSO) #&FEMH @ SAML IdP TrustPoint % &4
LET,

« [IDP TrustPoint] : ASA 7% SAML 7 ¥ —3 3 » & EET 5 72 0 1dP fEH #E 4 & T
SAMLIdP k7 A AR A > R &R L E T,
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[SAMLEI TA vy ARY A (SAML Login Experience) |: > 7 /%A 4 (SSO)
ZREEH © SAML IdP TrustPoint Z 3848 L £ 9,

*[VPNZ A4 7T ]\ﬁ‘ﬁ%i&ﬁf? 74 (VPN Client Embedded Browser) ]: VPN 7 7 A
TV N Web GRAEICHLAIAL T T U 2T 5720, FRAEIL VPN Bkl o A
SINET,

« [T 7 /L FOST 7 7Y (Default OS Browser) |: VPN 7 71 7 > bid., Web i&iEIC
VATADT I NN T TV EFRHLEST, ZoF T a itk YooY oA
> (SSO) & MAIARZT T 7Y TIHFATTE RO WebiBab 2 (EEFERER E) @
PAR—MEHANLET,

SSOFBFEIZT 74/ hD OS 77 UH ERIRT HGH1E, T 74V DT T ¥ %E
HT5LE951 t#;?&747/%@%%777%ﬂ/&—V% RETDHLEND D
T, BXaT I IAT U MMNBT T UV SAML Sy r— (162%—) &L
TLIEE,

* [SAML=— % —4, ®—%; (SAML UserName Match) ] : fEFHE D 2 —%—4, % SAML = —
P =Bl SELEAITRIRLET,

* [Client Address Assignment] : {725 DHCP %—/— 7 54T K 7 KL A 7 —)b,
74T MNIPV6 T LA F— L &R L £,

* [Client Address Assignment] : /9% DHCP % —/"—, 7534 7> F 7 FL X 7F—/1,
74T NIPV6 T LA 77— L &BIR L £,

« [DHCP Servers] : 9% DHCP ¥ — X—DARTE/ZI1XIP 7 RLAEZ AN LET,

s [Client Address Pools] : 7 A4 7> b 7 RV REI Y BT CHEMHTDH, EIRATGELREE
HEHDIPVET RLA T =L OA4FEZ AT LET, EIRT LA, [Select] 7 V v 7
LT, ZOXA TRy 7 A ZERTHATRI Ry 7 A%ME, 7 KLA T —)1
ERARLIEYD, BEEMZIZVTAHZENTEET, IPvT7 RLR T— L &EBINE
IR T 2 HIEOFERIC OV TIL 2B L T &,

[Client IPv6 Address Pools] : 7 7 A4 7> kb 7 RLAE Y Y TTHEHT S, SIRATHEZR
BRIEWHD IPv6 7 R LA F— VO HFTZ AN LET, BIRT DE1C, [Select] & 7
Vo7 LT, ZOXA TRy 7 A CERTHEA TR Ry 7 A%[E, 7T RLA
T NERR LT, BEENZTZVTHTENTEET, IPV6 7 LA F— L%
BN EITRET 2 FEOFHEMC OV T 22 LT ZE 0,

* [Default Group Policy] : T2 7 V—7" KU o —%TIR L £,

s [Group Policy] : Z DD T 7 4/ s ZN—T KU 2 —L LTHYH TS VPN 7/
N—T KR —%BIRLET, VPN 7 L—7 KR v—L, a—V—fgraEHHEo~<
T OEET, T8 ATHERC, EIXRADIUS Y —S—THNTICREFETE ET, 7
7 4V ML DfltGrpPolicy T3, [Manage]l %27 UV v 7 L TCHIOX A T TRy 7 A
FEHRACHE, V=7 R —ar 74 Xal—rva  ilEEEZMADH I LEMNT
TET,
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+ [Enable SSL VPN client protocol] : VPN #%§¢ D SSL % A % — 7 /M T DA A I L

£,

* [Enable IPsec (IKEv2) client protocol] : ¢ C IKEv2 A7~ % IPsec & A X —7 /LT
FTHHAICA T LET,

« [DNS Servers] : WY & —D DNS #— =D P 7 KL ZAZ AN LET (1 DE/-13E

) .

« [WINS Servers] : ;8 U & —@ WINS —_X—D P 7 KL 2AZ AN LET (1 oF£721%

BE .

o [Domain] : T 7 ANV FD KA AL U EANSLET,

« [Find] : B L & LTS5 GUI 7~V £ 721X CLI 2~ > F& A L., [Next] £7=
X [Previous] 7 V v 7 L CTHELZBKBLET,

sl

[Advanced] A == —IHH & Z DX A T RV Ry 7 ATIL, ZOHERICET 2R OFHEZRE T

TET

—fRE M
7747 T RUATRERME
PR

o]
TATT 4T R

R— b = —E M

Y

6=

SSL VPN @itk L OV 2 Bk @M. SSL VPN #5717 7 A M i S E 1,

X1 TIVSATUONEREIOT7AIL, —REMH

* [Enable Simple Certificate Enrollment (SCEP) for this Connection Profile]
* [Strip the realm from username before passing it on to the AAA server]

* [Strip the group from username before passing it on to the AAA server]

* [Group Delimiter]

* [Enable Password Management] : = — —~D/ /XX T — REARYIILBINIBE T 5 /3T A —X
ERETEET,
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* [Notify user __ days prior to password expiration] : /XA U — R2HARYIIIZ 72 5 F TORE

EORBERE L, TORKETRIOBR OB A UHEHZ ASDM 23— — (2@
HEIRELET, T 740 MTHE, N2 — RBWIREIAIC2 5 KL 14 BRTIC2—
P OB EBIE L., D, 22— — RN RA T — RALEFT S CHAEMT 5 L
ICHE SN TVET, FPHIL 1~ 180 H T,

[Notify user on the day password expires] : /3 A U — RBHAREIIZ /R 2 Y HIZ=2—H —
WA LET,

WTFNOFETH, BEINTIZNAT— RR#AREINIC /2 7= & &, ASA Tl —
P —IC LD/ AT — ROEENARETT, BHAED AT — ROMRAGII TV 2T
X, 2= —FZDORT— R &fmEu s/ T ET,

ZDOMBZ L > THRRAT— ROMIRAYIND ETOHBENEDL DD TIE/ARL, @
A FX—=TNZRDBIETTHDLIEWV) HIZERBR L TLZEN, ZOF TV a r&i@iRT
DAL, BELEET A XLENHY £,

* [Translate Assigned IP Address to Public IP Address] : FiLiZ, WExy T —27 T, &Y

Thbhfer—H/VIPT7 RLATIERL, VPNETOEBEDOIP T KL RAZHEHT 2560
b0 EFT, VPNTITEY., Nilry NT—2IZT7 7 BATHH1I2, BloYTohizrn—
FVIPT RUARETIZHEINET, 72720, WY —"—BXO%xy UV —27 &%=
VT 4 BETOERDIP T FLRAESSHEREIL, v—A)VIPT FLAZEHELT
ETDOEBEDONAT Y v 7 IPT FLAZRTHERH Y £9, ZOMEEIX, hrrrsn—
TZEZLODA U E =T 2 AA ATAF—TNMITHLNTEET,

* [Enable the address translation on interface] : 7 RV AEHAZFAIHEIC L, 7 KL ANFEKR
SNDHAVE—T oA RAEBIRTHZENTEET, outside (X X277 747
NS DA A —T oA ATHY, inddelTH L b T —FIZEH DA
VHE—=T A ATT,

\}

CE)  N—T 4 7 ORER I UOHMOFIRFERED -0, Z OEEN VLB
THRWGEATE., ZOBREOFEHITMHEL ST A,

« [Find] : B804 & LTSS GUI 7L £ 721X CLL 2~ > F& A L, [Next] £7=
IE [Previous] 27 U v 7 L CHREZBMBLET,

EHEIJOI7AIL, 95A4F7 20 7 FLRIEEE

i 7 1 7 7 A LD [Client Addressing] 1 > TlX, TR 707 7 A LV THAT D701
KEDA LV HZ—T A RZIPT RV A P—L&EI) ¥ TET, [Client Addressing] ~A 157
RCDIFAT v MERwRT 1 7 7 A VLB T, KO ASDM RANLT 7 A TEET,

« [(%E (Configuration) ]>[VE— 7 27 AVPN (Remote Access VPN) ]>[F v h T —7~
(747> ) 727+ A (Network (Client) Access) ]> [Secure Client AnyConnect#fi 7
v 7 7 A /b (Secure Client Connection Profiles) ]
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+ [Configuration] > [Remote AccessVPN] > [Network (Client) Access] >[I Psec (IK Ev1) Connection
Profiles]

+ [Configuration] >[Remote AccessVPN] > [Network (Client) Access] >[I Psec (IK Ev2) Connection
Profiles]

TITRETDHT RLA T —)Uid, #7277 A0 [Basic] XA > THLHEETE £,

XTI IAT U NG T e T 7 AT, IPVAT RL AT —AET TR IPv6 7 R LA
TN BEDYTEZENTEET,

IIAT Y N T FUVRREEZRET DL, VE—NT 78R IV I7A47 0 MNERiT 07 7 A
WV (BXaT 7 TA4T7 2 b, IKEvI £/ IKEV2) &R, [FEMERE (Advanced) ]>[7 T4
T2 b7 Kb w3 (Client Addressing) ] Z 3R L £97,

T RLVAT—NDar7 4 Xal—albFRpRERdEET DL, FA TRy
AD [Add] £72I1X [Edit]) #27 V v 27 L'ET, [Assign Address Pools to Interface] 1 7 1 7
Ry AREEET, ZOXATa TRy 7 ATIE, ASATHRESINT AV H—T AR
WCIPT RLA T —LEBEDYTHZENTEET, [Select] #7 Vw7 LET, ZOXA
TalZRy I AEFEHLT, TRLAS—LDar7 4 Xal—arswEHrLET, 7
RLAF—=NdDar 74 Xalb—a a8 351I2d, ROFIEEZFETLET,

*ASAIZT RL A =L ZBIN4 521X, [Add] %227 Y v 27 LE7, [AddIP Pool] ¥ A
TRIRy 7 AREEET,

rMA@?FV27~w®3V74¥1V~V5V%Wﬁﬁé’\[Mm%?)/ﬂ
LET, 7—VHNOT RLARHEH ST ZRWEEEIZIE, [EditIP Pool] ¥4 7 v 2/
RNy 7 ANAEET,

FEHFOLGEET RLA =LA ERCTCEXERA, [Bdit] 7 Vv 7 LIz EIZT R
VA =N MERATCThHoT285E6. ASDMIZ, =5 — A vk —U Lt i, 77—
WOZDOT RLAZBH L T 4B LN 2— -4 0—Ex2F R LET,

¢ ASA EDOT KL AT —NLVEHIRT HICIE, T—7 A TEOTY MY ZRIRN L, [Delete]
27U w7 LET,

AP OLEEIEXT RV A F— L EHIfRTEEH A, [Delete] #7 Vv 7 Lic & &7
FVX7%Wﬁﬁm¢T%Otﬁm ASDM X, =9 — Avtv—U L L blz, 7'—
AHNDFEDT RL AL T\ A4 D—Ex £ LET,

e T RLVARAS =N B—T A AZEID Y THITIEK, [Add)Z7 U v 7 LET, [Assign
Address Pools to Interface] %A 7 1 77K v 7 ANBH & i@”o 7 RVRA T —zE)YThH
A B —T oA A%ER L ET, [AddressPools] 7 4 —/L RORIZH % [Select] 22 V v 7
L £, [Select Address Pools] #4 7 R 7Ry 7 ANHEET, A& —7 x4 XZEHID
BTHMEx DRENO YT —NVELTANT Y v 7T 50 EliTfilx OREID {TTF—
ZEIN L ClAssign| &7 U7 LET, EOT 4 — /L RIZT—VEID Y TO—BENRRRE
NEF, [OK] 27V w7 LT, TIHDT RLA F—)LO4HI % [Address Pools] 7 4 —
JVRIZIYIAA, 9 —E[0OK]Z 27U vy 7 LCHEVYTDar7 1 Fal—a 5%
TLET,
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e A UH =T A AZENETOHNTNDET RLA TV EHETHIIL, Z0OA 2 F—
Tz AREBLTNT V7T D0, A F—T x4 A% EIIRLUT[Edit] 227 Y v 7 LE
9", [Assign Address Pools to Interface] ¥4 7R VAR v 7 ANHEET, 7 RLRA F— L%
HIBR T 212X, &7 —N%%a2 X707 v 7 L, F—7HR— KO [Delete] ¥—% L 7,
AVBE—=T 2 A ANZEOMD T 4 —/ REEFD ¥ THHE1X, [Address Pools] 7 4 —/L K
DOREIZSH B [Select] 7 U w7 L'ET, [Select Address Pools] Z 4 7 0 778 v 7 ANEI& &
9, [Assign] 7 4 — /L NIZIX, 1 v F—T oA RAZHV LB THENTNDT RV R F—)L4,
MERINET, A F—T A ATEBIMT 2l ORENY B TH—NETTLVI Y v
LEJ, [Assign] 7 4 — /L FOTF—VEID YT EREHINET, OK]Z27 U7 L
T, INHDOT KL A 7 —)LDO4HIT[Address Pools] 7 4 —/V R&#ER L., b 9 —E [0K]
7 Vw7 LTEIDVYCOar7 4 Falb—varkEl LET,

e MU ERHIRTDICIE, O N Z®RINL T [Delete] #7 U v 27 LET,
BEErEYY
Bleoa oy AN, 727478 7 RUVARERE, BINERIImE (125 X—)

BT a 7y A4, T RLA F—L (125 ~2—3)
Bigi a7 7 A )L, B, IP L OBINE T IIRE (126 2—)

BHEIJOIJ74IL, 95472 7 FLAREE. EBMELEESE

BT 7 7 AT RV A 77— &%) ¥ T5I21E, [Advanced]>[Client Addressing] % &R
L. [Add] %7213 [Edit] 23R L £,

s [Interface] : 7 KL A =L DENN B Tlef v H—T = A AERINLET, 774V M
DMZ T,

* [Address Pools] : fEEL72A v X —T = A AZEIV Y THT RL A F—IL2IEELET,

* [Select] : [Select Address Pools] # 4 7 0 VR 7 ANAEET, ZOXAT TRy 7 A
TIE, DA H =T 2 A RZHVETHT LA T —)L&k 1 DL EBRTE £97, 3R
N IE, [Assign Address Pools to Interface] %1 7 & 77K v 77 A @ [Address Pools] 7 « — /b
Rz RENET,

EHJOJ74IL, TRLR T—)L

[Connection Profile] > [Advanced] @ [Select Address Pools] # A 7 2 7R 7 A2, 754 7T > bk
7 KU RENY Y CTIMERATRER T RL A F— DT =N, BET RLALRKRTT FLA, B
FOY TRy xR NFRSNET, ZOU R Mo T T 1 7 7 A V&8I, k.
FEIFHIBRTE £,

* [Add] : [AddIPPool] ¥ A T 0 VAR > 7 AMAE ET, ZOXAT IRy 7 ATIEL, #L
WIP 7 RLA =)L ERETE £,

« [Edit] : [EditIPPool] ¥ A4 7 0 VAR > 7 ANRMEET, ZOXA TR IRy 7 ATIE, #R
L7ZIPT7 RLVA =L EERETEET,

* [Delete] : IR L7=7 FL A F— L ZHIRLET, MERENT, OVELLTEEREA,
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*[Assign] : £ L H—T oA AZEID LB THNTNDT RLA S A4 5RRLET, 4V

B —T = A ZBINT % OREND B CT—VE2ZTNT ) v LET, [Assign] 7 4 —
NV ROT—VEID YT EREHINET,

EHETOJ7A4 )L, . IP T—I)LOEMEILHFESE

[Connection Profile] > [Advanced] @ [Add or Edit IP Pool] # A 7 & 7 7R v 7 A &MEHT X, 7
FAT R T RLRAEOLETHDOIP 7 L ADOFMZIREE I TEETEET,

e [Name] : IP 7 KL A F—/LZED B THONTWDLAFIERRELE T,

* [Starting IP Address] : 77—V DOHRJDIP 7 KV AZHE L ET,

* [Ending IP Address] : 7" —/VDxRHEDIP 7 RLAZELET,

* [Subnet Mask] : 7 —/VINDT FLRIZHEHAT A7 Hy b v~ A7 28R L ET,

X1 TIOSATUMNERETO DAL, RIIEHS

[Connection Profile] > [Advanced] > [Authentication] % 7 C, KD 7 4 —/)V RERETEET,

* [Interface-specific Authentication Server Groups] : f8EDA ¥ — 7 = A ATk HiBGEY—

N T N—=TDENY B TEEHLLET,
* [Add or Edit] : [Assign Authentication Server Group to Interfacle 4 7 1 7 7R v 77 A 535

%i#o:@ﬁ47m7ﬁyaxf@\4V&—7I4z&%—ﬂ—7w~f%?*
T EEbIT, BRULEY —— VA — 7 THEENREA LI2EAIZ LOCAL 7—4
&~x~®7¢~wﬂy7%%H#é#Eﬁ#%%if%iTo_@?4TH7T/
7 AD [Manage]l R ¥ %27 U v 735 &, [Configure AAA Server Groups] % 4 7 &2 7
RNy 7 AN E E£9, [Interface/Server Group] 7 — 7 /WIIBIRNENF RSN E T,

s [Delete] : BR L7z —N— T —T %7 —T U DHIBRLET, ERINLT. 0

ELHTEEEA,

* [Username Mapping from Certificate] : == —% —& Z i 5 HEB L OT ¥ Z Vit EO

T 4=V RERETEET,

N

GE)

. ASDM T % 3 :

ORI~V F 2T HF AN T FTIEVR—FENFEEA,

* [Pre-fill Username from Certificate] : f8& L7ZGEHED 7 4 — /L R b 22— —4 &4l

m L. ZORXFNLNDORIZEELS AT a A>T, a—P—Z /AT — RFBIEB L
AR LET,

* [Hide username from end user] : flitt L7z 2 —H —4id=> K 22— —CEK RSN EH

hoe
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* [Use script to choose username] : 7 ¥ # /VAEE ) b o — W —4 238N 25355 12 H
THAI VT "L ERELET, 7 744 MM [None] T,

+ [Add or Edit] : [Opens the Add or Edit Script Content] %1 7 1@ 778 v 7 A&, FEHH
BEOZ—YF DO~y B TIMEHT A7) P NEERTEET,

* [Delete] :

BRLAZ7 V7 Rl LEd, fEishd, PVELLTE A,

* [Use the entire DN as the username] : ]3O [Distinguished Name] 7 1 —/L R 2K %
=P - L THEHATLIHGAICHEELET,

* [Specify the certificate fields to be used as the username] : =—H—ZZHEET 5 1 DL L
DT 4=V FEEELET,

T4~V BB LU 2 Y BIEOAMEIL, RO LBV T,

Bt

o
=

C

Country ([E4) :2 XFOEAMEE, E4 22— RiX, 1SO 3166 [E4
FEICHEHLL TWET,

CN

Common Name (—f#%4&) : A, VAT AL, FOMOZT 4T 4D
A, BV EMEE LTI TE EEA,

DNQ

RAA o ZAEH T

EA

E-mail Address (81 A—/L 7 RLXA) |

GENQ

Generational Qualifier (HHfUEAf+)

GN

Given Name (%) .

Initials (f =3 ¥ /L) .

Locality (Mi4:) : #H#&2NE D TN D 1T E 72 130T,

Al

Organization (#A%) : &k, HUE, B, HE. Tomox 7 17
DA HI,

ou

Organizational Unit (ffk—~=v k) : ik (O) RNOH T 7 r—7,

SER

Serial Number (U 7 V& 5) .

SN

Surname () .

SP

State/Province (JM F7=1XEBEFIR) MRS E DL TW BN FE 7= 134
SIS

Title (¥ k)

UID

User Identifier (= —4%—1D) .,
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UPN User Principal Name (—%— 7" > 5L 4)

* [Primary Field] : =—% =2 IR T HFEHAEOHRA D7 4 —/V REZFIRLET, Z0D
EAFRE SN TWD 4G, [Secondary Field] XM S E 5,

* [Secondary Field] : [Primary Field] 23 5/&E STV RWGEE, BHT 57 1+ —/L K&k
RLUET,

* [Certificate Mapping for Multi-Certificate Authentication] : 7° 7 A ~ U G8AEIZff 9~ 2 FER
DOEV Y TEEHRLET,

* [First Certificate] : ~ 3 > 31T LTZiEELZ 77 4 ~ URGEICEAT 254581%, 20
FFrvaruzs) vy 7 LET,

* [Second Certificate] : 7 74 7 EBRITINTo2—F—FEHEL 77 1 ~ U FZFEIC
FEHT 2561, 2oF7varvEs Yy LET,

« [Find] : B CFHNE L CTHEHAT D GUI 7V E 721 CLI =2~ > R& AL, [Next] £7-
V& [Previous] 27 U v 7 L CHBEEZBMBLET,

EHIJOJ 7ML, 2R EH

[Connection Profile] > [Advanced] @ F ® [Secondary Authentication] Zffi 9 4LiEX, " HZFEE L

THHBND 2KGRAEZHET D ENTEET, 2 KRAEDA NI inTb‘éiE’/\ I, T

Ra—HF—nNarr o35 EIGREII LT vy x Va2 y hANTIHERS Y E

T fEAFEO 22— —4 0)$9le\73 %: 2{knu AR ALY THERATEET, 20X AT RS

T/7X®74—wh IV KRRAECTHRET D7 4 — /L REBTHETR, ZnbHDO7 1 —)b
R 2 RERREIZZ TR L £,

THGRREDRA R—T Nl o TV DA ES. b oREITE— -4 L L TEMAT S 1o E
DT 4 —)v REFEHENLFEIRL T, GEHERMEN OB X ) a—PF—HE2RET D L.

X2 VT4 TTITAT AR, BESNTAEHET 4 — L RE, 2IRE—F—4//)3AT —
REBREALERIZ 2 D H O —WF—Z &2 FEHT 5 X 5 58H SivET,

)

GE)  FEHFEOEN FY -2 L LI 2 KRBT — N — Z =T bETLHHETH, R
AELBRIZIE T T A = U a—WF =72 ™MEH S E T,

* [Secondary Authorization Server Group] : 4 > % U 7 L7 > v )L & i3 5 BGE— /N —
IN—TxEELET,

s [Server Group] : B & U H— — AAA 7 V—T L L THERT 258G —— 7
N—TE@RINLET, 774V MInone T9, SDI —_— J)L—FiZvHh XV
P—R— TN —TIZTEEHA,
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* [Manage] : [Configure AAA Server Group] % A 7 B VR v 7 AR E £7,

* [Use LOCAL if Server Group fails] : §7& L7z % —/N— Z—FIZEENFE LT2HE
D LOCAL T —H X—=2A~D T 4 — NNy 7 fRE L ET,

* [Use primary username] : 22 A > XA 7 0 32— =% | DT HERTH L O

ELET,
s [Attributes Server] : 77 A < U @MY — N—nh U F Y BHES— =B EIR L E
D

GB) o7 o7 7 A VICHRAES——ZEET DL L. T ORE

A DRENE S SET, ASA LA 4 U ALY — 3 —
AR LET,

* [Session Username Server] : 77 A4 <1 By a v a—HF—ZHF— =l &Y
tyvary a—F—AF—N"—nEEELET,

+ [Interface-Specific Authorization Server Groups] : f8ED A > ¥ — 7 = A A% T DB A —
N— T N—TDEIN Y CTEERLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle %1 7 17 77K v 7 A3
EFET, IOXAT TRy I ATIE, A ¥ =T = AP == T —TZ4RE
FTHELBIT, BRLIY—— Z L —TF TREENEA LTI-HEIC LOCAL 77—
NR=2ANDT =V T HHATENEIPERETEET, ZOXAT TRy
7 AD [Manage] ™ ¥ &7 Vw7325 L, [Configure AAA Server Groups] # A 7 1 7
RNy 7 AN E £, [Interface/Server Group] 7 — 7 /WITIBIRNAEN T RSN E T,

¢ [Delete] : IR L= — = T —T 2T =T A0bHIERLET, HRINT, Y
ELHTEEEA,

* [Username Mapping from Certificate] : = —% —% #3257 X LViEHED 7 4 —/L K%
HETEET,

« [Pre-fill Username from Certificate] : & D/S % /L THRE SN TSRO 7 4 —/L FB LW
2EHDOT 4=V KD 2WREBAEICEH SN A 4RI T 255814 i LET, 2
DEMEE A T DRI, AAA BLUGERFEORGES AR ET 2L ERHY 3, Z
NEITH I, ALY 42 R0 [Basic] 7SF/URY . [Method] DEED [Both] % A 12
LET,

« [Hide username from end user] : 2 YERAEIZEH S H 2 —H —4 % VPN = — W —|ZFER R
T EAICA T LET,

» [Fallback when a certificate is unavailable] : Z @&, [Hide username from end user] 234 >

DA OIEHARE T, FERAENFEHA 723541, HostScan (BL7EIL Secure Firewall
RAF ¥ EMEINTWET) T—FE2FHL T, 2KFBIFEOL—F—L EZHATI L E
7,
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B 570070 2nzaEn

o [Password] : 2 FEREIZHEF S5 /3 AT — ROEFFE N E L TROWT 23R L £
j—O

e [Prompt] : =Y —|ZRXAV—=RKEZANTHLI T v T 2R RLET,
° [Use Prlmary] '@"\’C@ 2 /kpmu Z1 {kmu thE@/\X ]7% }\ z&ﬁ*”ﬁﬁ Lij—
e [Use] : TRXRTD2RBIED ML I 2V NAT—REAHLET,
* [Specify the certificate fields to be used as the username] : =—H—% & L CT— ﬁﬁ“é 1 2Lk
D7 4=V RERELET, B H Y 2—P =4/ AT — NRIEE 7 ITRB G H

Da—HF—HHFANERERTZ Oa—F =LA 2T HITiT, l’*"ﬁ"*%%ﬁ”ﬂ?‘]ioi()\
A H) A=A HAANORET DLERDHY 7,

* [Primary Field] : :L“**j: Zn T DREAFEORM DT 4 —/ RZ2RIRL £4, Z0D
EABESNTND . [Secondary Field] IZMER S E 9,

* [Secondary Field] : [Primary Field] 2348/ E& SAVCWR WA, fEHT 257 0 —/L Fa ik
RLUET,

BHIDOT7 4 — IV FBIXOR2EBDOT 4 —/L ROBHIZIZ. KOFT T arndb £,

B E&

C Country (E4) 2 XFOEAMEE, E4 =— i, 1SO 3166 E4 %
FEICHERLL TV ET,

CN Common Name (—f%4) : A, Y AT AL, ZOMOTUT 4T 4 D4
A, EAHXVEREE LTIEHATEETA,

DNQ R A A A ER/i T,

EA E-mail Address (BB A—/L 7 RLX) |

GENQ Generational Qualifier (HREART)

GN Given Name (%) .

I Initials (£ =< ¥ /L) ,

L Locality (Hi44) : #HEANE 2 TV S 1 E 72 130T,

N Eail

o Organization (FEf%) : =fh. R, B, #E&, Zotoz7 47 ¢
DA,

ou Organizational Unit (k== ) : &k (O) WOV 77 L—7,

SER Serial Number (VU 7 V&%) |
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t%275547vFEETnor4 0, 2aEt [

B E&

SN Surname (%) .

SP State/Province (M FE 72 IZAENTIR)  « MHERDSE 2T DN FE 7o 13 A0E
JF IR

T Title (%A bv)

UID User Identifier (== —#%#—1D) ,

UPN User Principal Name (—%— 7"V 2 /0L4,)

» [Use the entire DN as the username] : 58472 % 7 =7 h DN (RFC1779) ={#FEHL T, T
ZNVGERAEN LR 7 = U — D42 TG L E T,

« [Use script to select username] : 7 ¥ ¥ LREEN O 2 —F—Z 23527 U 7 N &5
ELET, 774/ hid [None] TT,

* [Add or Edit] : [Opens the Add or Edit Script Content] % A 7 & 77K v 7 AXBAE | FEH
FEOA—Y—HO~y U I HA7 VT M EERTEET,

o [Delete] : IR L7=AZ U FZHIBRLET, RINAT, POVELLTEEEA,

* [Certificate Mapping for Multi-Certificate Authentication] : & % > % U GEAEIZfE 3~ 5 GERI &
DED B TEEHLES,

* [First Certificate] : ~ > > N7 LT-iEAEZ B0 2 VRGEICHEAT 2 551%. 20
FFarwI Vv LET,

* [Second Certificate] : 7 74 7 > b BRIT SN o2 — W —GEHEZ I ¥V GRAEIC
FRT2HEE., o+ 7varvEa sy LET,

XA T7IOSATUONERITOT AL, BAEHE

XTI TAT U MR T v T 7 A LD [REE (Authorization) | Z A 7 v 7Ry 7 A&
FTIUR, A F—T = A AEAG OB — =T —T%FKoRw, B, wmE. EEHIRTS
ZEMTEET, TOXATuS Ry I ADT =T NVDOFEATICIE, A v F—T = A AEF)—
N=TN—=TDAT —=ZAPFIRENET, ERSNDLDIE, A F—T =A A4, THhIZH
HAT Ozt — = 7 —7 BIOEIR LIch—— ZL—F CREENEAE LT & X
O—H) T —=HR=AND T =X TN, RT—=T NN 72> TNDENE HINTT,

SONA DT 4=V R, BF 2T 7T T by IKEVLL IKEV2, BEU7 747 R L
Z SSL i 7 1 7 7 A L THE T,

* [Authorization Server Group] : B A[/XT7 A —F Z iR T 5 A —"— 7L —T %2 fEE L E
7
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EXATISATUNERTOT 7ML, BAEIEE

* [Server Group] : T 258V —"— F L —TZRINLET, 7 7 4/L ML none T
‘g—O

* [Manage] : [Configure AAA Server Group] # A 7 BV Ry 7 AR E £7,

» [Users must exist in the authorization database to connect] : —%—25 Z O FEHEE 727
VENH LRI, ZOF =2y IRy IV A4 LET,

* [Interface-specific Authorization Server Groups] : 8 EDA > ¥ —7 = A AT 7B A H—
N=TN—=TDE Y TeEHLET,

* [Add or Edit] : [Assign Authentication Server Group to Interfacle %1 7 1 77K v 7 AH3EH
TET, ZOXAT TRy 7 AT, AV E =Tz AP — "= TN —T%EE
THEEHIT, BIRLEY— = T —T TEENKE LZEAIZ LOCAL 7 —#
Ne=ANDT 4=y I i TONMEINERETEET, ZOXAT IRy
7 AD [Manage] ™ ¥ &7 V> 7§25 L. [Configure AAA Server Groups] ¥ 7 a7
RNy 7 AN E £, [Interface/Server Group] 7 — 7 /WITIBIRNAENF RSN E T,

o [Delete] : TR L7z —_— Z—T 2T —TU0nBHIBRLET, BRINAT, 0
EHELLTEEEA,
* [Username Mapping from Certificate] : = —% —% & 3257 O X LiEHED 7 4 —/L K%
BETEET,

» [Use script to select username] : 7 3 # /VAERAEN D 2 —WF —4 2RI 255 12HH
THAZ VT M AEEELET, T 7 4/0 bid [None] T, fEHET 4 —1 Finbd
==L ERIRT D AT VT NEAERT D HIEIZOWNWTIE, 22 LTEEN,

* [Add or Edit] : [Opens the Add or Edit Script Content] %4 7 1@ 778 v 7 ANBA& . FEHH
EOa—VP 4Oy B TIMEHATHAZ Y S N EERTEET,

*[Delete] : BHR L7227 U7 M &KL E T, RSN T. RVELLTEEEA,

» [Use the entire DN as the username] : EBAE ® [Distinguished Name] 7 1 —/L K&k %
a—HF—L L L THATIHGEICHEELET,

* [Specify the certificate fields to be used as the username] : = —V—4 AT 5 1 DL L
D7 4— )V REEELET,

* [Primary Field] : = —% =2 AT HFEHEOHEAI D7 4 —/V REBIRLET, Z0D
EARE SN TV D4, [Secondary Field] XM S E 4,

* [Secondary Field] : [Primary Field] 235 E S AV TWRWGE, HT57 1 — L N4
WLET,

« [Find] : B LT E L CEHAT D GUI 7V F£ 721 CLI =~ > R& AL, [Next] £7-
& [Previous] 27 U v 7 L CHEZBRMBLET,
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tXxaT7U5A4
FOARBEDEM

tXATHISATU N ERTOT AL, BE, 1—F—EERRT 500290 T ronaoen [

FoMNEHGRTODTD 7ML, BR], A—H—RBFRRTB-HDRHY 1) T

X 2T 7 T7A47 0 hO[FBRE (Authorization) ] XA 2 T [ —H—4BIUZRA 7 U 7 N &2
1 (use a script to select username) ] ZTIN L, BN (Add) | FE-IT[RE (Edit) | AR¥ %27
Uo7 35E RDT 44—V EBRFRENET,

A7 VT RTIE, MO~y B 7 F T v a U TIEERSNARWR A HOFEAE Y 1 —/L R&AE
MATE £,

)

GE) A7V T MR LZEAENS D2 —F—LFRIANITY 747 2 MEREO 22— —£4 0
BOMBRWES, EX%aT7 275347 N BXOY I47 2 F LA WebVPN IZ [RA
(Unknown) | ¢FEREINET,

s [Script Name] : A2 UV 7 NOARTEZFEELET, BB L OBAIOR 7 U7 MIEFRLTT
RFNE R ERA, T2 TAZ VT MEERL, CLIL, ZOMELZEITT H72DICF
CAZ VT hEFERLET,

* [Select script parameters] : A2 U 7 M DOEME L ONEEZHBELET,

« [Value for Username] : = —H#—4 & L CTHEHT 2 %17 DN @YD ka7 2o U &
I (Subject DN) 75 @A IR L £,

* [No Filtering] : 8 L7 DN A REELEHT L2 L oHEEL 7,

« [Filterby substring] : BHiAA > 7 > 7 A2 (—EHT 2RO L TFOLTHINOAE) B LU
TAVT v I A BRTHXFIE) 2HEELET, ZOF 7T a r2&IRT 58545, B
WA T w7 AR, EHIZIITEERA, RTA VT v I AEZERICTDET 740 MM
LB SUFAIRERN T 0 E D D RBE I ET,

=& 22X, AR Ma—V—0fE% 5T DNEMED CommonName (CN) ZERL7- & LFE
T, WOFIL, SESEREVMEEERT LM LFINEEALCIOMEE 7 A NVET D
FEERLET, EOMEIT, 22—V —4 L L TCEBICFRATINDMETT,

RAUEBHOSXFENELB TN EYDT

BteA Ty (RTAVTYIR RY1E
9 R

1 5 host/

6 10 user

6 -1 user

COEDIMTHOEICSATADA VT v 7 A%MH LT, SUFHNOEE S ERY LT
FIDFEBET (ZOBEAIT Tuser] @ 1] ) Ao v+ 5L 9BELET,
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B 52705470 86707700, BA. 1—F—BEBRTBLO0RY U T FOREDEM

WA XFINC L DT 4 NE ) T ERMGHATBHE. MEBETHHDLTFINOE I DD~ T
WA ZENRETT, ROFITIEL, EHRBIAREELI I Lua BXOT AL L 27 YT |
A LET,

« 5 1 : [Regular Expression Matching] : [Regular Expression] 7 ¢ —/L RIZFERIZEH T 5 EH
KBEEZATLET, —BOREHRARBOERE 72 #H S ET, [Email Address (EA))
DNED @it 5 E TOTRTCOXTINET 4 NVHE Y I HOICIEREREZHERTS &
LET, V@ DINEFATTELHIEREI DO 1 5T, ZOHITIEL. DNEIC
user1234@example.com 2 F LTV DHE, IERRBOEZ DRV fHIX userl234 L7200 F
R

« $1] 2 : [Use custom script in LUA format] : #5827 « —/v R&f#fr4 572012, LUA 717
LAERRTCRBENTEAAZ LA VT FERELET, ZOFTva v a@BRYoL. 4
AZLLUA AT YT 2T 4=V RICANTELLHIC0ET, A7 V7 MIKRD &
2T F T,

return cert.subject.cn..'/'..cert.subject.l

12D —HP—4 L LTHEMATH2OODN T 4 —/L K, 22—H#F—4 (cn) BLOHUE (1)
FRHAEL, 22007 4—/LRBICAT v (/) XFEHEALET,

WRDOFIZLUA A7 U7 N THERTREREMNES EFHHERLE T,
Y

GE) LUA TliE, KXFE/PXFRRIEET,

R 5:EitR LA

A

B!

cert.subject.c

Country

cert.subject.cn

Common Name

cert.subject.dnq

DN f&8ii+

cert.subject.ca

B A—IL T FL A

cert.subject.genq HEARAE AT 1
cert.subject.gn %
cert.subject.i A= %)V
cert.subject.l HA4
cert.subject.n A Al

cert.subject.o

~ == T IVOFERL

cert.subject.ou

R HAL
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| —#zeaz vPN

B

X JE

tXATHISATU N ERTOT AL, BE, 1—F—EERRT 500290 T ronaoen [

cert.subject.ser

VTV N I TNES

cert.subject.sn I
cert.subject.sp AT
cert.subject.t Title
cert.subject.uid —H¥—1ID
cert.issuer.c Country

cert.issuer.cn

Common Name

cert.issuer.dnq

DN &8+

cert.issuer.ea

B A—IL T FL A

cert.issuer.genq AUE AT
cert.issuer.gn %
cert.issuer.i =
cert.issuer.l 4
cert.issuer.n A

cert.issuer.o

~ == T ILVOFERL

cert.issuer.ou

Rk B

cert.issuer.ser

AT ) T NVES

cert.issuer.sn It
cert.issuer.sp P /1
cert.issuer.t Title
cert.issuer.uid o —H%—1ID

cert.serialnumber

AEAE U T VE S

cert.subjectaltname.upn

a—HP— Y I LL

Mo XV IN—F 2TV T NEeT 7T 47 L TNBEXIZT—NREL, A7 YT R
TIOT 4 TR RhoT-8E. BHEODa L Y — T — Ay —UnFRENET,
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— iz VPN B |
B zso0o7400 79500y

EHJOI7AIL, THhOooT409

[Connection Profile] > [Advanced] @ [Accounting] XA > CliL, ASA &BEDOT I T 4 7 F
TrareRELET,
* [Accounting Server Group] : 7 U T 4 » ZIMEHT 53 TITERFT A DO —— 71—
TERBEBRLET,

* [Manage] : AAA H—N— 7 )L—T7 % ER T & 5 [Configure AAA Server Groups] % A 7 & 2
Ny 7 AW E £ T,

BHETOID7A4IL, SIL—T T4 Y F7REY)L—T URL

[Connection Profile] > [Advanced] @ [GroupAlias/Group Group URL] A 7 0 77K > 7 AT, U
F—ha—F—0Ou A UFICERSNONFICEL 52 0B ERELET,

BT a7 7 ANVDE T OLFNL, X2 T 7 74T MTHE, [/ V—7URLIZNV—TxA
J 7 A (Group URL/Group Alias) ] T7,

==

* [Login and Logout (Portal) Page Customization (Clientless SSL VPN only)] : i F 3~ % SRl iE
SINTAAG A RRHEERETHZEICLY, 22— —n s R=UOINE AR TE
L$9, 7 74 /v MEDfltCustomization T3, HFTLWAIAZ A B~ g F T V=7 b
ZAVERKT 5 121E, [Manage] 7 Y v 7 LE7,

* [Enable the display of Radius Reject-Message on the login screen] : 7% nﬁﬁl?ﬁf Shic & Xl
TA v BAT vl Ry 7 A2 RADIUS-reject A v E—T %R RTHITIL, ZOF = /ﬁ
Ny 7 A d AT LET,

* [Enable the display of Securld message on the login screen] : 27 A > XA T VK 7 AT
SecurlD A vt =P HFKRTDHITIE, ZOF =y IRy 7 A%F AT LET,

s [Connection Aliases] : = A VT AL ZDAT—H A, a7 A V2 —F—REED
el (hr V7 —7) ZBRTE D LD ICHERN/RE SN TOEHEE, 2= —0
H74/A—‘ HRETA VT ADRFRENE T, TA YT AEBIME T FHIRT 5 IS

X, [Add] £721% [Deletel R¥ %227 Vw7 LET, TA VT AERETDHITIE, 7—7
WT%@I497x%ﬁ7wﬂvyﬁL‘iyhu%ﬁibiﬁo4*~fwm@ofw
DAT—HABERTTHIZIE, T—TNANNOTF = 7Ry I At ElidA7icLE
7

* [Group URLSs] : Z/b—7 URL & ZDAT—H A, a0 A VIFIZ2—F —NRED 7 )L—

TERINTED LOICHERPRESIN TV DL EAIL, 22—V —Du /(o =27 N—
7URL NFRRSIVET, URL ZBINE 72 IXHIBRT 5121E, [Add] F 721X [Delete] A% > %
7V w7 LET, URLZMRE ([Edit]) $5121E, T—7ANOURLEZZ T L7 Y w7 L
T MIERELET, A R—T WIS TNDARAT =X AEELTHIE, 7T—7 v
WNOF = 7Ry 7 AeFd E7134 712 LET,
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Ken 70740 ]

IKEVI O 22741

IKEV1 #5587 1 7 7 A V&, L2TPIPsec 7R EDRA T 4 7VPN I TA T > b & — =T 4
VPN 7 747 FOFRRER Y > —%EF LET, IKEvI #7127 7 A /LI, [Configuration]
> [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv1) Connection Profiles] ~A > C
HELET,
* [Access Interfaces] : IPsec 77 T A TA F—TWITHA v H—T = A AZRBRIRLET, T
7N hTIE, T eAFRIMEBHRE N TV ER A,

+ [Connection Profiles] : EETFE D IPsec #2fit DR EHF /3T A — X R TERLET,
[Connections] 7 — 7 /WZIE, BEeAR U o —ZRETH L a— RREREINET, 1 DD L
aA—RIZEoT, ZOEGEDOT 74N N T A—TF R —n3@ilSnEd, La— R
X7 e b aVER O T A= NEENTWET, T—7 ML, IROHD T L1 H Y
EJ RN

 [Name] : IPsec IKEv] #6i ODARIE 721X IP 7 RV AEEEL 7,

* [IPsec Enabled] : IPsec 7’12 F /LA R —T T2 5 TWENE I DERLET, 2
D7 v ka/id, [AddorEditIPsec Remote Access Connection] @ [Basic] A 7 & 7 7K v
JATA F—T VI LET,

s [L2TP/IPsec Enabled] : L2TP/IPsec 7' 12 |k /L3 A R — T )UZ/2 5> TWNDH N E ) MhEIR
LFE9d, ZD7 v ka/liL, [Add or Edit IPsec Remote Access Connection] @ [Basic] %
ATTRY T ATAR—=TMILET,

« [Authentication Server Group] : FRFEZ ML TE B — — J L —T D4,

s [Group Policy] : = ® IPsec #fic D 7/ V—7 KRV o — D4 AR LET,

N

GE)  [Delete] : IR L7=H—n— ZA—TF%F—FADLHIRLET, BRENT, RVELHT
X FHA,

IPsec ) E— F 7O REHETOT74IL, [Basic] 2 7

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[IPSec (IKEvl) Connection
Profiles] > [Add/Edit] > [Basic] @ [Add or Edit IPsec Remote Access Connection Profile Basic] # A 7
7Ry 7 AEMHT D & L2TP-IPsec 7 T, IPsec IKEvl VPN Bt H o 33 Ji M & 3% i
TEET,

« [Name] : #ft 7 0 7 7 A /L DA Hil,

* [IKE Peer Authentication] : IKE E'7 ##%& L £,
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. [Add/Edit Remote Access Connections] > [Advanced] > [General]

s [Pre-shared key] : ¥t HOFRIFEAXF—DEEZHE L ET, FaitfAF—DRKEIX
128 ILF T,

* [Identity Certificate] : ID FEBHEAGRE S 4L, BER SN TWDIEEIT, ID FEEO AR
Z %R L 9, [Manage] : [Manage Identity Certificates] %1 7 7 2 ‘J‘ v J ANHE E
To TOXATRITRY 7 AT, BRUIGEHEOFEMA B, W, HIFR, =7
AR—F, RTEET,

* [User Authentication] : = —H —BFECHEH T H—"—DERAFEE LT, MR85
G I% [Advanced) 7 > a V TRETE £,

* [Server Group] : = —HW —FHFECTHEHT L —— TV —TERIRLET, 774V
% LOCAL T, LOCAL LISk D ¥ —S— 7 /L —F %8R4 2 & . [Fallback] F =
IRy I ANFIRTEDL LRV ET, == —T%BINT 5I21%, [Manage]
NI )y LET,

s [Fallback] : 7€ L7c ¥ —"— 7V —TF TRENBAE LG, 2 —F—§83ET
LOCAL #fEHT 251 E 5 & E L E7,

* [Client Address Assignment] : 27 7 A 7 > MEMEOEI Y 4 TIZRET S @ELEE L £,

« [DHCP Servers] : f#ifil4% DHCP —X—D P 7 FL AZHEEL £, KTI0H
FTCOP—NRN—% AR—ZATRY]> CTBEINTE £,

* [Client Address Pools] : FHRIERIFEADT RL A F— % 6 HETHELET, 7R
VA T —)VEERTDHITIL, [Select] KX %27V w7 LET,

» [Default Group Policy] : 7 7 4 /L k Z/v—7 KU o —ICBET L BIEE2HBELE T,

s [Group Policy] : ZOEH THEHT LT 74V~ Z N —T R o—%&RLET, 7
7 4 /v biZ DfltGrpPolicy T4, Z D7 NA—7 K —IZBEMIT 58 LI —7
RV —%FEFETHIZIE, [Manage]l 7 V v 7 LET,

» [Enable IPsec protocol] & [Enable L2TP over IPsec protocol] : Z Okt CHEAT 27 1 b
o)L %i%gj:)_\l L/ \i ﬁ—o

[Add/Edit Remote Access Connections] > [Advanced] > [General]

TDEATR TRy 7 AEMH LT, AAAYV—R_R—[ZETHIZ2—F—H D5 LA E T —
TEREETANEIDEIERTEL, NAT—RNEEARSA—F2RELET,

* [Strip the realm from the username before passing it on to the AAA server] : = —H —% % AAA
P—N—IZESANS, LA (BERNAASY) Z2—H— %#%%i#é%@%%*
NERITT 4 B—T M LET, RAERFIC2—V =4O LV MER T 2 HIERT 512
[StripRealm] F = v 7 Ry 7 A4 N2 LET, LILAAIE, AAA GEAE. #FA, Tﬁﬁ
YTAUT) OA—P—HIZEBNTEET, LLVAIHLTAEDRT ) IZ I @ZTT
9, XL, username@realm T9, 72 & Z ‘\ JaneDoe@example.com CT9, Z O [Strip
Realm| T = v /Ry 7 A% AT D&, BGHE2—F—ADIRIZESNTIThILET,
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| —meears veN s

[Add/Edit Remote Access Connections] > [Advanced] > [General] .

F 7 LT25E1E, username@realm SCFHIRIRIZE SO TRFENM TONE T, H—/—T
VADIR 5%%#%“(% RWGERIE, ZOF 2w I Ry I AEF AT HRLERH Y £,

\}

G¥)

LVILINE T N—T D)% a—F—AITBMTEE£T, T0Y
Ay ASA IF. AAAEREICKIL T —TH L LV AHICERE &
NTeRTZA=Z A LET, ZO0F 7T a oL, =—
P —Z[@realm][<# 721X 1>/ —T] L0 £4 () -
JaneDoe@example.com#VPNGroup) ., Z DA 7= V&R LT
BT, V=7 F UV IX L LTHERIT 2HEATINERD
DET, ZHE. @RLAATY I XL LTHEASATVSE
ALVASAB @EITN—T TV IX LRI TE 200G T,

Kerberos L /L L3RRS T3, Kerberos L /L AD M4 AT E L
T. Kerberos LV A & BEAHT H70 TS DNS R A A 4 % KT
TOERLLET, =& z2E, =—%—7% example.com KA A IZ
FAET D 88121%. Kerberos L /L % EXAMPLE.COM & #EiC L
e

ASA IZ1Z, user@grouppolicy D% AR — MIEENFEHA,
L2TP/IPsec 7 7 A 7 > hZ1F 723, user@tunnelgroup %41 L 7= b >
RN AL F o TP R—F LTHET,

» [Strip the group from the username before passing it on to the AAA server] : ——% % AAA

P N—={ZETHNZ, L s (FERNAA V) Z2a—F—A00RET LI Z A 2—7
NELFT 4= M LET, BRERFIC2—F =4 D7 V—T 4 ZHIBRT 5 121%, [Strip
Group] T = v 7 &R v 7 ARuEA NI LET, ZDOAT T aiE, [Enable Group Lookup] 7 >
I AT AT LIEHAEICETAEHTT, 7U 5%@%LT7W—7@%;—%—%_L
L. Group Lookup 78/(% TMZTHE, ASALE, T U I XOEMNCH DL TFET N
Ta—H =L LRL, AUOXLTE2TXTIN—THEMRLET, BRI NV—TF
VI @, #. BELO! T, @ » Group Lookup D7 7 4 /)b h TY, 2—H—£4<7 VU 3
2> N—T DA T N—T % a—PF—ZIZBEMLUET (f: JaneDoe@VPNGroup,
JaneDoe#VPNGroup <> JaneDoe! VPNGroup) .

* [Password Management] : AAA t—/N—715 D account-disabled A 27— % O L EX|ZH

FTHNRT A= L a2—P—ZxT H /AT — FHRGIABAICE T 537 A — % 25k E
TEET,

* [Enable notification upon password expiration to allow user to change password] : ZDF = v

IRy I RAEF AT DHE, RD2ODNRTA—=EPFHTEDL LR ET, ~
AU — FRMIREINICR D ETOREDRE AR E L, TORKLZTRIOH DR 7 A
VIIC — P TIBET D A, EIE R T — FABIREINIC A %2 Bic—F—IC
BHT 2P EBRTEET, 7740 FTE, AAV— FRHIREGINICZRS LD 14
AANC2—F—~ommmeiln L, MUk, 22— =03 AU — FE2LHE$5FETHA
BHT D K OICRESNTOET, #FHIT 1~ 180 HTY,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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(B ZoONEIZE->THRRT— ROWIENRIIND ETOHRBENEDD
DTERL . BWRNA F—TNCRDTIETTH D &V D ISR
LTLEEN, 2047 va ryaRRT25551F, BELEET
LHUENDHY ET,

WTHOBETEH, ZEINTICNAT — ROAHROINIC AR >7- & &, ASA Tlda—
P2 LD RAT— ROEENAGETT, FITO/RAT — KRR L TR WEE,
=P TFDONRAT— &R L Te /A U LETAZ ENTEET,

ZDNRTA—=HE, ZDOX D R i@AEEE L YR — h 35 RADIUS., RADIUS %fiis NT
P—s3—_ LDAP — =72 LD AAA —/3—THZTJ, RADIUS F7-1Z LDAP
FEERREESNTVARWEA., ASA TIEZ 0o~y RBNER SN ET,

Z DOHERETIX. MS-CHAPV2 29 20 ENH Y £9°,

IKEV1 2 547> b7 FLRIERE

IJIAT T RLAEDRTEIZITXTOI AT v MEGETa 7 7 A V@4, £
WIZOWTIE, o a 77 A0, 7274 T T RUVAFEE (1233—) 28R TLEE
W,

IKEV1 #7022 74 )L, BEE

DX AT iRy 7 A%, IPsec on Remote Access 18 X OF Site-to-Site + > R/ ZI)L—T D
BIERENET, ZOXATRT Ry 7 ATOREIL, ASARKIZES T OB 7Tn 7 7
AN (b Zn—7) ICEHShET, A2 =7 =2 AT LIGREY—— 7 —7
ZRET HITIE, [Advanced] 27 U v 27 LET, ZOXA TR IRy 7 ATIE, ROJEMEEZH
ETCEET,

« [Authentication Server Group] : LOCAL 7' /v —=>" (57 %)V 1) 732 EOF|H AT RE72 BGEY—
Ne T N—T%—BERK AR LU E T, None HiERATRETT, None F721% Local LIS 235415
% & . [Use LOCAL if Server Group Fails] = v 7R v 7 ANRFIFATE 5 L 512720 £9°,

« [Use LOCAL if Server Group fails] : Authentication Server Group JEEIZ X » THRE SNz /
N—T THEEDPFEAELTZHAEIC. LOCAL 7 —F N—=A~D T 4 — /Y J e R—T )L
FRIET 4 =TI LET,

[Enable Group Lookup] R v 7 A% A 712§ 5 &, 22—V —LHDORIZES BRELZ R E TE
%9, [Enable Group Lookup] 78 v 77 A & [Strip Group] Difi iz 423D L, AAA Y—
N=T T N—=THBHIMEN T2 = —DFT —ZRXR—RAEHERF LR D, AR ——
BDIRFESNT2—F—ZFIETH N TEET,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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IKEV1 #8507 74 )L, B0

WA ORELTRNTOI IA TV MER T 0 7 7 A MIHE T, FEMC O VWL, %27
IIA T NER T R T 7 AV, GRREEME (126 X—3) ZSZE LT E 3N,

IKEVI O 274, FHOUT14 2T

THIT 4 TOREITTITDOT FTAT v MG a7 7 A VL@ TT, Sz T
X, Rt a7 A, ThHYT 47 (136 X—) ZBRLTLIIEEN,

IKEvl1 %570 2 7 1 JL. IPsec

[Configuration] > [Remote Access VPN] > [Network (Client) Access] >[I Psec(IK Ev1l) Connection
Profiles] > [Add/Edi] > [Advanced] > [I Psec]

* [Send certificate chain] : FEFIET = — BEDOEEEZ A X —TVEZIET 1 E—7 ML
FT, ZOT 7T a iR — MEHEB LOEENOT X TO ML CAGEENE £
WET,

* [IKE Peer ID Validation] : IKE "7 ID fRFEA4 ML 27, MAHLE T 50 HDWITFEHFE
WEoTHR—=FENTWAEEICE T T =y 7350 EERLET,

* [IKEKeep Alive] : ISAKMP % — 77 74 7 £=4 V) T A F—T WML TRHRELET,
* [Disable Keep Alives] : ISAKMP ¥ — 77 74 7% A 3x—T7 NVEEZT =7 ML
EJx a8
* [Monitor Keep Alives] : ISAKMP ¥ —77 7 A 7 E=H U v T A X —TNEIET 4
=TI LET, TOAT v a r&ERT D &, [Confidence Interval] 7 4 —/L K &
[Retry Interval] 7  —/L KR TE 5 L 212720 £77,

* [Confidence Interval] : ISAKMP ¥ —7"7 7 4 7 OEEHREEZEE LT, Z4uk. ASA
WX —TT I T7 =2V T EBETHETIC, TN T7 A FVREZkETE 5
BHCT, B/ 10R, K300 TT, VE—KR T 7R ZA—TOFT 74/ M
300 BT,

* [Retry Interval] : ISAKMP ¥ —77 74 7DV F 7 A MOFENBREBELET, 7
7+ v MEIF 2T,

* [Head end will never initiate keepalive monitoring] : 144+ ~D ASA BN¥—7T 7 A 7
F=H Y T ERB LRV E ITRELET,

IKEVI1 #7027 7 4 )L, IPsec. IKE Z23E

[Configuration] > [Remote Access VPN] > [Network (Client) Access] >[I Psec(IK Ev1) Connection
Profiles] > [Add/Edi] > [Advanced] >[I Psec] > [IKE Authentication]

* [Default Mode] : =520 none, xauth, F721% hybrid 7°57 7 4 /b F OFEGEE— R &R T
TET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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* [Interface-Specific Mode] : FRFEE— K& A VX —T7 =2 A AT LIZHRELE T,

+ [Add/Edit/Delete] : [Interface/Authentication Modes] 7 — 7 /WIZ%k LT, BR L7721 >
57 —7 I/]) A <1: it nE:E*‘ }‘ DT %Lﬂﬂ/fﬁ%/ﬁ'ﬂ‘? Li—g«

s [Interface] : ARIfTE A L H —T 2 A AERINLET, T 741 f‘@/f vHE—=TxA
A inside & outside T2, BIDA V H—T = A AL ZRE LTZHAITIE. ZD4HI
MY A NMIRRINET,

* [Authentication Mode] : EF20 none, xauth, F 721X hybrid 2> HF8FEE— R & BN T
ESr N

IKEV1 #6077 M4J)L, IPsec. 95A 7MY T MO T7DEH

[Configuration] > [Remote Access VPN] > [Network (Client) Access] >[I Psec(IK Evl) Connection
Profiles] > [Add/Edi] > [Advanced] >[I Psec] > [Client Software Update]

[Client VPN Software Update Table] : f > A h— /LI TWAHK 7 FA4 T VPN Y7 hU =
TN =W DONWTC, VIFA T "NEAT, VPNIIA T b EY gy, BEOAS A—
VURLZ—EEXRLET, VI9AT L M EATTEIZ, FNEINDITAT YT U=
TUIEYard, BEISLT, Y7 T Ty S —REF v n— 45 URL £72
IXIP 7 RLRERETEET, 7747 8T v 77—k A =X (Client Update & 1 7
0 g Ry 7 ATEHMFHAND Y £) X, ZOBREFHAL T, £ VPN Z T4 7 > FdjEy)
BRYETa s LV TEITIN TSN E 9, MU ThHIUL, A Y=V LT v 7T —
MAD=A L%, HKOY 7 b =T 2FETLTWDEY T4 7 2 MIRET 2008 5 % b
LET,

* [Client Type] : VPN 7 A4 7 b XA T %R L £ 7,
* [VPN ClientRevisions] : fFASND VPN FA4 7 b EY a > LULERELET,

s [Location URL] : L7 VPN 7 FA T N V7 "Ny =27 A A=V R F T — RTED
URLEIIIPT RLAZBBELET, XAT TRy I ARX—ADVPNTZ 74T ~D
Y6y, URL L http:// £721% https:// & W H A TY, 7747 F F— KD ASA 5505 T
I, URL & thp:// B THDHMERH D 77,

IKEv1 %%t 70 27 7 1 JL. PPP

ZDOIKEvVl #7077 A VA L TPPP #k CHRA SNDRGET 1 ha /L ks RTET DI
X, [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [[Psec (IKEv1) Connection
Pmmgﬂmwmm>m@mwmﬂwm%%%i¢o

TOFATa Ry 7 A, IPsec IKEvl VE— h T VRS a 7 v A M A SN
i—a‘o

* [CHAP] : PPP #f¢ C CHAP 7' 1 h 2 /LD &2 A4 x—7 /WIZ LET,

« [MS-CHAP-V1] : PPP #f5t C MS-CHAP-V1 7' 11 h 2 /LD % A % —7 /WIZ LE£7,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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« [MS-CHAP-V2] : PPP ##t T MS-CHAP-V2 7’11 h 2L Dl A X —7 /LI L £,
« [PAP] : PPP ##i CPAP 7' 12 b /LDl % A F—T7 MZ LET,

« [EAP-PROXY] : PPP #f¢ T EAP-PROXY 7' 11 h 2L Dl % A % —7/LIZ L £7, EAP
I%. Extensible Authentication protocol (JLIRFEFEZ = k=/v) ZEHRL £,

IKEV2EHE O 7741

IKEV2 $t 7 &0 7 7 A /L ClE, Cisco Secure Client @ AnyConnect VPN & 3 = — /L% 3 5 EAP,
FEENR—Z . BXOFEFHEAEF— X—2AOWFEEEXR L E T, ASDM DX E/ SR/,
[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [IPsec (IKEv2) Connection
Profiles] T,

* [AccessInterfaces] : IPsec 77 B A TA X —T MIT DAV H—T oA AZERLET, T
TANRTIER, T EAFRIMbBRE L TOWER A,

* [Bypass interface access lists for inbound VPN sessions] : %1 VPN v a v DA »F—T =
ARAT I EAYRANENRANRATLHITE, ZOF 2y IRy I AT NI LET, T—
TR —BIR2—F— R —DT 7R JRNMNITRNTDONT T 4 v 7ITHITTH
Manhx7d,

+ [Connection Profiles] : EETF D IPsec #afit DR EHF /3T A — X R TERLET,
[Connection Profiles] 7— 7 /WIZIE, #fA U o —ZRETLH L a— FRRRINET, |
OO a—RIE->T, ZOEHDOT 74N N T NA—T R =03l BlShEzd, La—
NIZiE7' e b aVEAOE T A= PNGENLTWET, T—7 /WL, ROT T LN
bV ET,

* [Name] : IPsec #e DARTE/ILIP 7 RLAZELE T,

* [IKEv2 Enabled] : A 1272 > TWAEETE, IKEV2 7’1 kI L34 R—T L7 -> T
WHZ EERLET,

« [Authentication Server Group] : FREIHE T2V —"— L —F DL EIEfRE L £7,
* [Group Policy] : Z @ IPsec #fie D 7 V—"7 RV o — D4 FiE R LET,

\}

GE)  [Delete] : IR L=V — "= N—T %7 =T ANOHIBRLET,
RIS, PCVELLTEEE A,

IPsec IKEv2 #Z%5 707 7 4 JL : [Basic] & 7

[Add or Edit IPsec Remote Access Connection Profile Basic] %1 7 &7 778 v 7 AT, IPsec IKEv2
o LEEELRE LET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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« [Name] : ¥4 ZFFE L E T,
« [IKE Peer Authentication] : IKE £'7 Z &€ L 7,

* [Pre-shared key] : ##i HH OFFTLAF—DEZF5E L E T, FAHLA F —DHRKEIX
128 LT,

* [Enable Certificate Authentication] : 4129 % & FRGEICGEAEZMH CE 77,

* [Enable peer authentication using EAP] : 2T 5 &, BBREICEAP I CEET,
DF PRy I A AT LT ;’F 0 — G VERREICRERE AT 2 LE R &
D i‘j‘o

* [Send an EAP identity request to the client] : V&E— K 727 E A VPN 7 7 A 7 MZ EAP
REERZEETEET,

* [Mobike RRC] : Mobike RRC % A %h/MEshic L 9,

* [Enable Return Routability Check for mobike] Mobike 23 ZHZ 72 > TV 5 IKE/IPSEC
Fa T4 TV —va BT AT IV I IPT FVADEREZF =y /7§
% Return Routability % A0/ HZ LET,

» [User Authentication] : = —% —FBAECHEH T 20— —DEFEREFEE L £7°, MR
&% [Advanced] £ 7 ¥ a v TRRIETE £,

* [Server Group] : = —H—FBAECHEHT 29— "— F L —TERINLET, 774V
MZ LOCAL CT¥, LOCAL LIS DH— — F)—T%8IRT 5 & | [Fallback] F = »
IRy 7 APBRTE L5120 £7,

* [Manage] : [Configure AAA Server Group] # A 7 B VR v 7 AR & £7,
s [Fallback] : $§E L7=¥— 3— F)—T CRENKEAE LIZGAIC, 2— P —38iE
LOCAL ZfEM T 200 & 9 hEHEL £7,
* [Client Address Assignment] : 27 7 A 7 > MEMEOEI Y 4 TIZEEE T 5 BHELEE L £,

« [DHCP Servers] : /14 % DHCP #+— _—DIP 7 FLZ&ZEL X7, MATI0HB
EFTOH—N—% 2= 2 TR > TEMTE £,

* [Client Address Pools] : FRIEFRFHDT RLA F—/L & 6 il E THEL 7, [Select]
7V w735 L, [Address Pools] A 71 7R v 7 AN & £9,
« [Default Group Policy] : 7 7 # /b b Z)L—7 KU > —(CB#$ 5 B2 EE L9,

* [Group Policy] : Z D THAT 27T 74V N Z—7 R o—%#INLES, 7
7 # )V ;L DfltGrpPolicy T,

* [Manage] : [Configure Group Policies]| ¥4 7 2 /R v 7 ABRWE £, ZOXA T s
RNy 7 AT, JA—7 RV o—%BM, Wk, EIFHIBRTEET,

* [Client Protocols] : Z DG CEMAT 571 ha /L &2 &N L Ed, T 740 Tk
[Psec & L2TP over [Psec D 5 38R STV E T,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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IPsec ') E— + 79 £ RA#E#H 07 7 1 JL : [Advanced] > [IPsec] 7 7 .

* [Enable IKEv2 Protocol] : UE—k 727 A7 07 7 A VAT 5 IKEv2 7 1
MarzAf x—7 M LET, THE, BEEERLEZIA—TFY —DEMET
‘a_O

IPsec ') E— b 7Y R T 0T 7 1)L : [Advanced] > [IPsec] & 7'

IPsec (IKEv2) #f5i7 17 7 A LD [IPsec] 7 — 7 /VIZIRD 7 4 —/V R’ D £97,

* [Send certificate chain] : GElET = — > REROEFEEA F— T NVETITT 4 =T MICT
DHEICA N LET, ZOT 7 v a iliE, — FEEIFEB KORENO T X TO T
CAGEHEN G ENET,

* [IKE Peer ID Validation] : IKE ©'7 ID OF&MMEEF = v 7 Ligunn, BHET D0, HD
WITREEIC L o THR— FENTWAHEICTF = v 7 50 Ray FZ 7 U A )
LB L ET,

O —
IPsec 7= SSLVPNIEHE T O T 7 4 ILADIEBAZED < v
E>Y
ASA X, 7T A7 > PAEBERGEC X D IPsec ¥t ERE2ZET D L. RESNTWVDHRY
It CEERICESR T e 7 s AN EE D Y CTET, TORY —iF, RELIA—L A
HTx, SFHEOU 74—V K, IKEID (FA R4, IPT RL A, ¥—IDAY) . E7TIPT

RUVA, 3T 74V MMEi T 0 7 7 A VESH CTEX E7, SSLEFRDOLA. ASAITRE S
NTWBIL— LT 2R L £,

J— )V 2 5 IPsec #aft £ 721X SSLEEE DIBA . ASAIZ—H T2 HLDONAO0D £ T/L—
Mk U CREEDORBMEZFHME L £ 9, — 8T DV —ANREOND & ZDON—/ VBT
bR 0 7 7 A VEBRRICEID Y TET, —HET DL AREAONLRVEE, ASA
X, T4 OB v 7 7 AL (IPsec D54 1T DefaultRAGroup, SSL VPN DA 1T
DefaultWEBVPNGroup) Z##ElCHID M TET, 2—H—L, a7 7 A LnA x—7 L
W2 TWIUE, R—=F L XR=VIZRRIND Ray 7 Xy VA ML LZOE R TR 7 7
ANEBIRTEET, 0w T 7 7 A VOEER & 1 FRAT-BEOR L. EHENER)
MEIIM, FLTHER T 0 7 7 A VORIFREICL > TR 7,

RY =BT DREHE V=718, GEAEL =P —DOMER I N — T 2K E T D T DI
TLhEEERLET,

[Policy] XA > CHET LRI U —%HELET, BMET L — L E2RIRT 58413, [Rules]
R ANBE L TL—LEHEELET,

SfBREAERETA D 7AIL Iy T, RY o —

IPsec FEfEICHN T, RNY =2 BT DEHE S L—T713, FSEAEL—Y — DRI LV—7
ERETHEODIHERT A HEEZERLET, ZRHORY —0OREHHIX, [Configuration]

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .



— iz VPN B |
B avzssioori<yTon—n

> [Remote Access VPN] > [Network (Client) Access]> [Advanced] > [IPsec] > [Certificate to
Connection Profile Maps] > [Policy] Ti% & L £

» [Use the configured rules to match a certificate to a group] : [Rules] TEF L7z — /L &2 T
% i ﬂ—o

* [Use the certificate OU field to determine the group] : fff—>~=~ ~ 7+ —/L R&MEH L T,
AEAEIC BT 27— 2 IRETEET, ZOREF, 774/ b TEHAAIR>THE
j—O

* [Use the IKE identity to determine the group] : [Configuration] > [Remote Access VPN] > [Network
(Client) Access] > [Advanced] > [IPsec] > [IKE Parameters] T L7= ID 2 T& £,
IKEID/Z, IP7 FL A, ¥—IDICkV, $-I3HBTIHEEESNET,

« [Use the peer IP address to determine the group] : E7 D IP 7 L AZEATE £4, Z O
ElX, T 74NV R THUACR o TVET,

* [Default to Connection Profile] : EDHFIEIZ S —H L 22> G EIERT 5, FEE—
V=DT T4V b TN—TZ@RTEET, TOREL, 774V b THUTR>TNE
T [Default)lZHDT 74N IN—T%27 )27 LT, YA V—T{LLET, &
ENNZZ N—TBDRETT, U A MNIZT —T 37204 1E, [Configuration] > [Remote
Access VPN] > [Network (Client) Access] > [Group Policies] T/ /N —7 % EFT D LE N H Y
£

SIBEESE T D 7A4IL Ty TDIL—IL

IPsec R IC BN T, AU P —IZ BT DFEHEI NV —T13, GEHEL—Y —DHERI V—7
ERPET DDA T 2 HEEZERLES, 7277 AV~ > 71X, [Configuration]>[Remote
Access VPN] > [Network (Client) Access] > [Advanced] > [IPsec] > [Certificate to Connection Profile
Maps] > [Rules] CTYERK L £79°,

ZDORAL N, GEREER T e T s ANy DY A Ny B T RERERFRRINET,

RERAEMEZ IO I 7ML Ty T, SIREREIL—ILEEDIENM
B o7 s ANV ET o BT NIy T T~y T T Ty AV EERLET,
* [Map] : IROWFTIERIRL £,
* [Bxisting] : W —/VE GO DL~y T OLFTEZENL £,
o [New] : L—DF LW~y T84 EASLET,
* [Priority] : 10 ¥t AJ) LT, #ERZ 2T - 7c & T ASA B3~ v 7 &7 Hi 4 5 IH

FaEELET, ERINTWARENDOL—ALDOT 74 7344V F 4110 T,
ASA T B 2 FE T A BRI, EBAREM R BN R /NS W~y T BRI L £,

« [Mapped to Connection Profile] : LAR{IX [ > Z—7 ) LA TCW e 70 7 7 A
NEBBRLT, ZOAL— vy B 7 LET,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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RO TR T D~ v T ~DONL— N EEOE) B TEITHRVEE, ASAIZTDO~y T T
MY ZRRLET

X
Configure a certificate matching rule criterion
Rule Priority: 30
Mapped to Group: DefaultR&aGroup
Field Component Operator Yalue
Subject j I-- ‘Whole Field -- LI IEquaIs Ll I
o
0K I Cancel | Help | %
o
g% Edit Certificate Matching Rule Criterion x|
Configure a certificate matching rule criterion
Fule Priority: a0
Mapped ko Group; DefaultRAGroup
Field Component Operator Yalue
Subject ;I I—— Whole Field -- LI IEquaIs ;I ItestZDD
&
ok I Cancel | Help | -
o

i

~

HP

IL—ILEEDEN/ARE
ZOEATa Ry 7 AL, BT T A NS~ v VL T RIBER A ERES L — L U AR
ETHEDICERALET,

* [RulePriority] : (FRARHH) #EREZZ TR -7 & ZITASADN~ v 7 Z i 2 IEF,
ASA IR B 2 RN D BRIC, BIRIRME BN R b/ WY v T BRI L £ 7,

* [Mapped to Group] :  (FRRFHH) L—AR3EID L THNATWDLER T 77 7 1 /b,
e [Field] : Fmy 7 X7y UR D, dHliT 2REEDOH S 2RI L 5,

* [Subject] : REFAZEZM AT D2 —WF—F 71T AT L, CADN— MEHEOE AL,
Subject & Issuer 23[A U T,

* [Alternative Subject] : 7 ¥ = 7 MUEAILIRIZE Y . BT 5 ID ZFEHEO Y7
T/ MINA U RTEET,

o [Issuer] : REBHEZRIT L7 CA £oidtho =7 7 4 (FfExL) |

* [ExtendedKey Usage] : —E DM & L THRINTE 5, L0 mERKELRMILT L7 F
A 7 > bREHEDOYLE,

AlEBA

"

’

* [Component] :  ([Subject of Issuer] BN ENTWAGAIZOABHINET) . L— T
AT LA4 2 AR —F 2 FEROF NS F,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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DN2s—ILF

E&

Whole Field

DN 1A,

Country (C)

2 WFOEAMEEE, E4 2 — KX, 1SO 3166 [EABEFEICHEL L TV E
KR

Common Name (CN)

L= VAT L ZOMOTUT 4T 4 OA4HT. ZHUE, 1D EE
O L b BEAMEDE) LV T,

DN Qualifier (DNQ)

H7E O DN B,

E-mail Address (EA)

SEHEZAT D= —, VAT A, FEET T 4T A DEFA—
VT KL A,

Generational Qualifier
(GENQ)

Jr. Sr.. E721T 10 72 & o NERR T

Given Name (GN)

FEAEFTAE 04T (B) .

Initials (1) REREPT A Ok & 44 DFRA) D LF,
Locality (L) KRS PTET D AT,
Name (N) RERET AR #F D4 i,

Organization (O)

2tb, A, RS, e, Totho= T 47 4 DA,

Organizational Unit
(ouv)

FEEN O T T —TF

Serial Number (SER)

AEAEO Y T VE T,

Surname (SN)

AEWE AT A DL,

State/Province (S/P)

FRRDSFTET D NI,

Title (T)

AE AT £ O (Dr. 72 8) |

User ID (UID)

AEITEHT A O ID &7,

Unstructured Name
(UNAME)

unstructuredName @2 A 713, 72 =7 b O£ REiZ (L ASCII
SCFHE L THRELET,

IP Address (IP)

IP7T RLR 74—,

* [Operator] : /L —/ /L CEHT 2 EE T ZBINL £7,
* [Equals] : BEEX 7 4 —/V FMMEICTERE—ET H0LERH Y £7,
* [Contains] : BEHEH 7 4 —/V FITEPREENTNDHENRDH Y 7,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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* [Does Not Equal] : BEH4A 7 4 —/V FAMEE —E LWL I LET,
+ [Does Not Contain] : JAEE4 7 4 —/V RIEN G ENRNE DI LET,
* [Value] : 255 L5 COHRPATHEE FOAT V=7 F&ETE L £9, Extended Key Usage

BREDGE. Fuy7Z 7 U A N THEAERSNIEOWT a4 57, ok
D OID Z AN TE £, FATELZSNIATRDO LBV TT,

EIREE F—ERAOBM 0ID X3
clientauth 547 FEES 1.3.6.1.5.5.7.3.2
codesigning o— NEA4 1.3.6.1.5.5.7.33
emailprotection LERINET A — LV R# 1.3.6.1.5.5.7.3.4
ocspsigning OCSP £ 4, 1.3.6.1.5.5.7.3.9
serverauth H— N —3H3 1.3.6.1.5.5.7.3.1
timestamping BAINAE T 1.3.6.1.5.5.7.3.8

Site-to-Site IEfc O 77 1)L

[Connection Profiles] & A 7 12 77K v 77 Z1Z1&, BIfERRE 4TV 5 Site-to-Site #fit 7' 2 7 7 A
V(RN T N—T) ODRMENRFERENET, ZOXAT r TRy 7 AT L, #i
T T ANBERRNT L EESIERT AT Y IZERIRLIZD, 87w 7 7 A VBN,
BE FELITHBRELEZD T L TEET,

ASA TlX, IPv4 E£721% IPv6 @ IPsec LAN-to-LAN VPN #5%¢1% IKEv] £ 721X IKEV2 2 L T
PR—rEN, NERy hU—7 ARy P U =7 I 3NEB L O IP ~y X —% i L
THHR—FrENET,

[Site to Site Connection Profile] XA > D7 4 —JL F

* [AccessInterfaces] : f > H—T7 = A ADYE— M ET TN AL -TCT IV BATEST
NRAAAL VB =T 2 A ADT—TVNRERINET,

s [Interface] : 77 A A X—TNELIET 4 E—TNMIT DT NA AL L H—T =
1A,

* [Allow IKEv1 Access] : BT 7 /34 A2 5 IPsecIKEvl 77 B A% A 32 —T NWIZT D
BEICA I LET,

* [Allow IKEV2 Access] : E'7 7 /34 AZX 5 IPsecIKEV2 77 B A% A FX—T NWIZT D
BRI A T LET,
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« [Connection Profiles] : 7’1 7 7 A /L% BN, #RtE. EITHIBRTE 288727 7 A LD
— I NERRLET,

* [Add] : [Add IPsec Site-to-Site connection profile] %A 7 1 77K v 7 AP & £,
« [Edit] : [Edit IPsec Site-to-Site connection profile] Z 4 7 & 77K v 7 AN & 97,

* [Delete] : SR L7cBi 7 2 7 7 AV ZHIBR L £ 97, MRS T, COELL TS EE
/Uo

o [Name] : #&fc 7" = 7 7 A /L DA,

o [Interface] : B 7' 0 7 7 A VA X—T NI > TWDA LV H—T = A A,
* [Local Network] : 2—H/L v hT—ZDIP T RLAEZELET,

* [Remote Network] : YE— K Ry hT—=7DIP 7 RLAZEELET,

* [IKEv1 Enabled] : #7127 7 A /WIZx L TA F— T W72 > TWAH IKEV] 23R L
EJ e

* [IKEv2 Enabled] : #7107 7 A LTk L CTA R — T 72 5 TV D IKEV2 KR L
E3e

o [Group Policy] : ¥t 70 7 7 A VDT 7 4N ks T NA—T KR —%FKRLET,

Site-to-Site IEfE A 77 A4 )L, BIMFELITHEE

[Add or Edit IPsec Site-to-Site Connection] & - 7 1 778 v 7 A Tl&, IPsec Site-to-Site #f5¢ 2 1Fk
FRIFAEECTEET, ZOXAT IRy 7 AT, IPT FLR (IPv4 £721XIPv6) DIEE.
BERLA DIRTE, A v ¥ — 7 = A AR IKEvl ET7 B LWIKEV2 7 & a2 —F—3RFE "7
A—ZDRRE, RSNy N =7 DRRE, BIOW S L7 VT Y ZLDIEEEITHI Z &
MTEET,

\)

GE) YA MEIVPNES T 2 7 7 A VAT D256, B n 7 7 A VERE ., lEEEET
IZ¥% v 2L LET, [Apply] R ¥ /75>6§uﬁi%rénﬂ\éiﬁ/\  BEERELET,

2ODET ONER L USSR v N U — 27 BIPv4 DGHE (NEB L 091 v % —7 =1 A L
DT FUANRIPVADEE) . ASATIX, YA EidV— K/3—F 4 DET & D LAN-to-LAN
VPN #5i N iR — h & E 7,

IPv47 KL w7 EIPv6 7 KLy U U ZWNRIELTE, £33 _XTIPv6 7 RLy v v 7%
9 % LAN-to-LAN I DWW CiE, WO ET 28 ASA D4, BLOWFONEE » b
T—7 DT Ry 7 HFRN—H L THD54 (WH2 IPvd £ 7213 5725 IPve OEE)
. X2 VT 4T 7T 7 ATVPN b AR R—hSnET,

HARHNZIZ, WGTDOET R ASA DFE, RO bR v VY R—hShEd,
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* ASA ODNERA v hU—27 3 1Pvd T, AExr >y T —27 B IPv6 (NEA > ¥ —7 =4 A E
DT RLUANIPvA T, A v H—T =2 A A EDT KL AD IPv6)

* ASA ODNERA v BT —27 D3 1Pv6 T, Aixr > RU—27 B IPv4 (NEiA > ¥ —7 =4 A E
DT RLANRIPV6 T, A v H—T =2 A A DT KL A7) IPv4)

* ASA ODNERA v MU —27 D3 IPv6 T, AR v BT —27 B IPve (NERE L UMERA > & —
T2 A A EDOT KL AN IPV6)

[Basic] /XRILD T 4 —JL F

* [Peer IP Address] : IP 7 KL A (IPv4 £721XIPv6) ZFEEL., TDOT KL AEAXT 1 v
JIZTHMEIMERRETEET,

* [Connection Name] : Z D7 1 7 7 A MZHEI D BT HNIZART 2 FRE L £, Edit HEHE
DR TDT 4 —/v RITFTREMNTY, B4 3. [Peer IP Address] 7  —/L K THIE
ENDHIPT RLALREUCIZARD LR ETEET,

* [Interface] : ZDHEHETHMNT o4 0 F—T = A A2 RINL £,

* [Protected Networks] : ~ Dt CRrR#EINTWHIr—INLEBLIRVE—F Xy NU—7 %
BIREITEELET,

o [IP Address Type] : 7 RL AN IPvA 7 RLAEXIPV6 7 RLADWT N TH L0 %
BELET,

* [Local Network] : @ —/L %y NI =7 DIP 7 NLVALZRELET,

* [...] : [Browse Local Network] # A4 7 2 VAR v 7 ANMHEEST, ZOXA TRy
AT, m—=h Xy N —7 Z@RTEET,

* [Remote Network] : YE— K Ry NIV =27 DIP 7 RLAZEELET,
s [IPsec Enabling] : Z D72 7 7 A VDT NV—T KR — BIOZEDORY —THRE
Lz —%#7n FhaLzEELET,

* [Group Policy Name] : Z Ok 7 v 7 7 A WIZEH#EMS T O N TWAE T —F KR o —
ZHELET,

+ [Manage] : [Browse Remote Network] A 7 12 7/ 7/R v 7 ANRPHE E, ZOXA T s
RNy 7 ZATE, VE—F Ry MU= ZBIRTEET,

* [Enable IKEv1] : 8 E L7/ V—7 R o —CTH =57 1 b a/)L IKEvl A F—7
Mz LET,

* [Enable IKEV2] : ¥ E L7/ —7 R > —CTHF =7 0 b a2V IKEV2 A F—7
Mz LET,
* [IKEv1 Settings] % 7 : IKEvl OROFRERER L PGSR ELHE L £7,

s [Pre-sharedKey] : ~ >R/ 7 —7 OFFHA X —DEELfRE LET, Falax—
DIKRFNE 128 LFTT,
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* [Device Certificate] : 38E CHEAT 2 IDFEAENH H5E1E. TOL4RIEREELET,

* [Manage] : [Manage Identity Certificates] ¥ 1 7 2 7R v 7 ANHEEF, ZOXA 71
TRy 7 AT, TTICRESNTWDREHFEOERR, B LOGEHEOBN, fEE
DFFMOFRR, B LOGEHFEOME L 2 ITAIBRZIT ) 2 LB TEET,

* [IKE Policy] : IKE 7 a2 R —H¥ /L CERAT K E(LT LT Y X A% 1 DLl EIEEL £
R

* [Manage] : [Configure IKEv1 Proposals] # A 7 7 7' /R v 7 AN E £,
* [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHEHT LG 5LT VT Y X Aa% 120 -
BELET,
« [IKEV2 Settings] % 7 : IKEv2 DR DFRFFRER L O 5L E 4B E L £,

s [Local Pre-shared Key] : k> /v Z)—T7 OFFHAF—DOELZIEELET, Faidk
A F—DRKREIT 128 XFTT,

* [Local Device Certificate] : 38alE CHEH T 2 IDFERAENRH 25A1L. TO4RIEZfRE L
EJr RN

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANRHEET, ZDOX AT 1
TRy 7 ATIE, T CICRE SN TWHIEHEOR R, Hr LWIEAZE OB, FEFE
DFMOFTR, BLOGEAZTORE L TZITHIREZIT O 2N TEET,
* [Remote Peer Pre-shared Key] : b >R/ Z—70 VU E— h 7 HFHEXF—DESE
BELET, FaiAE X —0RKEIT 128 X5 T,

[VE—FETHRA METHFHAIEHF— (Remote Peer Post Quantum Key) ] : Faidta
F—ORPVIZ, IKEV2 HORA & 7FFaidtEx— (PPK) 2IEETHITIE. 20D
Frxv IRy 7 A%A T UET, PPK L. 256 B v b 64 305D 16 TS T
T

PPK IFHRIEAF—ICRI TRV, IKER 2B Fa L Ea— X OWENSIE#EL £,

¢ [VXAU— RDFR (ShowPassword) |: ZDF = v 7Ry 7 ZA%&A 1235 L, PPK
F—NERINET,

s [VE—FMETAHRAMETF—ID (Remote Peer Post Quantum Key Identity) ] : PPK @
ID Z48E L £T,

[Remote Peer Certiﬁcate Authentication] : Z Ot~ 1 7 7 A /LD IKEvV2 ¢ FH D FEA
Elllh nE%‘fn%Tﬁ‘é \ [AllOWCd] ’i’ﬂ“/ﬂ: Lij‘o

* [Manage] : FEPAE DR RCHHAEAE DB % %17 CT% % [Manage CA Certificates] &
AT aTNHEET,

A F I v VII DS -

¢ [IKEV2/L— h TI_XTZF A (IKEv2 Route Accept Any) ] : ASA 7% IKEv2 AZ#Hf
WCZE LT b A v Z =T 2 A ADIP T KL AZZIFANDITIE, 20D
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Frv IRy I AEF NI LET, T T4 NT, ZOF T2 g IFETE -
TWET,

o [IKEV2/L— h CTOA ¥ —T = A ADFHE (IKEv2 Route Set Interface) ] : IKEv2
BN RN A B —T oA ZADIP T FLAEEETLHITIL, ZOF =y
IR I AEF AT LET, ZOF T 3T, ETDR RV, F—T
AARASNDEAFT Iy 7 — b e L, PRV EHLTANT EAR—7 ORT
A FIv I =T 47 Ta barezEirLET,

* [RSABA /Ny ¥ 2 %G F % (Enable RSA Signature Hash) ] : RSA B4/ Nv v =%
AT DT, ZOF = IRy 7 A4 LET, RSAIIKE(LO—FETT,

* [IKE Policy] : IKE 7’ m AR—V /L THEHT 2057 V3 ) Xu% 1 DL ERREL
‘g—O

* [Manage] : [Configure IKEv1 Proposals] % 1 7 2 77K > 7 ZA3F & £ 77,

s [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHERHT LR 5T VT Y X A8% 1 2Lk
BELET,

« [Select] : IKEV2 B Dk 7 0 7 7 A M T B R—PF AL ZE Y U THZLENTED
[Select IPsec Proposals (Transform Sets)] % 4 7 12 7 7R v 7 AR & 97,
ZOERmT 0T 7 A ML, RONTA=ZHH Y £7,

o [7£# (Advanced) 1>[Z V7 h~w 7> VU (CryptoMap Entry) ], sEMIZ DUV TIE,
Site-to-Site #ft 7' 1 7 7 A b, Wiis~v vy 7T = FU (157 =) ZZRLTIZS0,

« [FEM (Advanced) ]>[ h > /L7 /L —7" (Tunnel Group) ], #EABIZDOWNTIE, HA MHEEE
77 AND RN T—TF (158 =) ZBRL T EEEN,

Site-to-Site k> RJL FIL—T

ASDM ~A > ® [E (Configuration) ]>[% A K] VPN (Site-to-Site VPN) ]> [F¥H
(Advanced) ]>[ k> /L7 L —= (Tunnel Groups) ] CTi&, IPsec V1 MNEBEHi 707 7 1 L
(b N—7) OEMtERELEYS, £/, IKEET L a—VF =BT XA — X DiE

POIKEF—TT7I73A47 F=F VU TORE, BROT 7HV bk ZTA—T R —DiER G

THZENTEET,

e [Name] : 2D b b Z—TFIZEID B TOHNIARIZIEE LET, BlitlEOSH A, 2
DT 4 =)V RIZFRGFHTT,

* [IKE Authentication] : IKE &7 OFSGFE T T 2 FATHEAF —FB L O IDFEAFE T A —4
EHRELET,

s [Pre-sharedKey] : ~ o R/ 7 —7 OFFiHAEXF—DOMEEfRE LET, Faiax—
DI RKENT 128 LFETT,

* [Identity Certificate] : F3FECHEH T2 IDFEIENRH 251X, TOL4RIZHRELET,
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* [Manage] : [Manage Identity Certificates] % 4 7 2 7R v 7 ANRPE £, ZDOXA TR
TRy 7 AT, TCICHEINTWDHIEAEOR R, H LWVGEAFEOBEN, FEHE
DFEMDOFRR, BLOGEHFEORE L ITHIREZIT) 2L TEET,

* [IKE Peer ID Validation] : IKE &7 ID DENEE T = 72089 nEEELET,
77 # v b Required T9°,
« [IPsec Enabling] : ZD#k 70 7 7 A VDI N—TF R —, BLOZFDORY o —THE
Lk —%#a7 o haLa2RE L E7,

« [Group Policy Name] : Z D 710 7 7 A MICEEAM T BN TWAH ZV—TF R o—
ZHRELET,

* [Manage] : [Browse Remote Network] 4 7 2 /R v 7 ARME £, ZOX¥AT7 s
Ry 7 ATE, VE—F Ry N7 ZBIRTE£T,

« [Enable IKEv1] : 8 E L=/ N —F R > —TH—4ZH# a7 10 b =)L [KEvl Z A F—
LiZLET,
* [Enable IKEV2] : 5 E LT/ —7 R > —THF—AM7 1 k2L IKEV2 Z A F—
L9,
* [IKEv1 Settings] % 7 : IKEvl OROFRAEXER L PSR EEBE L £7,

s [Pre-sharedKey] : > /v 7 V—T OFEFEF—OEEEE L ET, Faidax—
D KEF1E 128 LF T,

* [Device Certificate] : 8L CHEH T2 IDFEENH H5E1X. TOLARIEZEELET,

\)

CE) —fporarzryAME, = RRA VMRV E— T 7R FET
IZLAN-NE D EHBITE RN ENRHV FET, Frxrr I n—
TERHBITERWEE, T 74NV RT

tunnel-group-map default-group <tunnel-group-name>

WCREESNET (7 7 4/ MET DefaultRAGroup T7) &

* [Manage] : [Manage Identity Certificates] A 7 2 7R v 7 ANRHEE T, ZDOX AT 1
TRy 7 ATE, TTICRESN TV DAEAEDORR, B LWVIEAEDBEMN, FEHE
DFMOETR, BLOGEHAEFEORE L TZITHIREZITO) 2N TEET,

* [IKE Policy] : IKE 7R AR—H /L THEHT LH 5T LT U X L8% 1 DL EREL
‘3‘0

* [Manage] : [Configure IKEv1 Proposals] # A 7 7 7R v 7 AN E £,

s [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHEHT L0557 VY X 8% 120
BELET,

* [IKEv2 Settings] % 7" : IKEv2 DR DFBGEREL L OM 5L EE2HRE L 7,
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* [Local Pre-shared Key] : k> R/ 7 —T7 OFFiH A —DEEZETE L ET, Faidk

HX—DiHKEIL 128 35T,

* [Local Device Certificate] : 38alk CHEH T 2 IDFEAENH 2 AL, TOL4RTEZRE L

£7,

* [Manage] : [Manage Identity Certificates] % 4 7 2 7R v 7 ANPE £, DX AT R

TRy 7 ZATIE, T TICHRESNTWDIFHEDE R, H LWGFHEDBN, FFAE
OOz, BLOGERAEORE FZIFHIREIT ) Z N TEET,

+ [Remote Peer Pre-shared Key] : b > %/ Zv—7D ) £— k 7 FHpidfgF—fls

BELET, FaiAF—ORKEIL 128 XFTT,

+ [Remote Peer Certificate Authentication] : Z O 7 @ 7 7 A LD IKEv2 ##e H DFEH

ERAAFFAT 5101, [Allowed] &40 LET,

* [Manage] : REIEDORRZCHTHGEI OB % %17 T & % [Manage CA Certificates] %

AT THRHEET,

* [IKE Policy] : IKE 7R AR —H /L THEHT L 5T L3 ) X L% 1 DL ERREL

\j—o

* [Manage] : [Configure IKEv1 Proposals] % A 7 7 7R v 7 AR & £,

» [IPsec Proposal] : IPsec IKEvl 7' 2 AR —H /L CHEHT L0557 /03 Y X 8% 1 2L 1

HELET,

o [Select] : IKEV2 #fi D¥Efi 70 7 7 A M T B R—F L E2ED B THZ ENTED

[Select IPsec Proposals (Transform Sets)] % 1A 7 12 778 > 7 AR E £97,

[VE—FETHRA METHFHAFHF— (Remote Peer Post Quantum Key) ] : FHaijdkH

F—DRPVIZ, IKEV2 HORA & FFaiHFEF— (PPK) ZIEETHIIE. 2D
Frxv IRy I AA N LET, PPKIZ. 256 B> b 64 LFED 16 #EHCFF|T
‘3‘0

PPKIFHFATAF—ICTERY | IKERZETFa L Ea— X OKENLR#EL LT,

o [/SAU— RDFE/R (ShowPassword) |: ZDOF = 7Ry 7 A%EF 2T 5HE, PPK

F—NERINET,

s [VE—FMETHRAMETF—ID (Remote Peer Post Quantum Key Identity) ] : PPK ™

IDEEELET,

A F I v VII DS -

¢ [IKEV2/L— h TI_XTZF A (IKEv2 Route Accept Any) ] : ASA 7% IKEv2 AZ#Hf
WEZELE N RN B —T oA ZADIPT FLAEZIFANDITIE, 2D
Frxv IRy I AEX N LET, TI7HNENT, ZOF T a AR -
TWET,

s [IKEV2/L— R TDA ¥ —7 = A ADF%E (IKEv2 Route Set Interface) ] : IKEv2
RHHINZ R RV VB —T 24 ADIP T RLAZRET DI, ZOF = v
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IRy I A% AN LET, ZOFTvarTE, ETO MR A —T =
L ANDIALF Iy I = FEHE L. PR ER LTAT L AR—2 ORT
EAFIv I v—F 47 Fa harrwETLET,

* [IKE Keepalive] : IKE ¥ —77 74 7 E=X Vv T h A F—T ML, BREEITVET,
WDBMEOHRNG 1 DT EIRTEET,
* [Disable Keep Alives] : IKE X —77 74 75 A X —T7NVEIET 48— MICLE
TO

s [MonitorKeep Alives] : IKEX—7"7 54 7 £=X Vv T A 32—TNVEREFT 4 &—
TMILET, ZOF T a o EEIRT 5H & [Confidence Interval] 7 ¢ —/L K & [Retry
Interval] 7 4 —/LV FBRIHATE 5L 912720 £7,

« [Confidence Interval] : IKE — 77 74 7 OEHEEIEAZFEE LE T, Ziii, ASA N
X—TTIATE=H Y T EBMMT HETIT, ETBT A RVIRREZKE T 587
BCod, R0, K300 TT, VE—KNT 7 ERZA—TDOFT 744 MNE10
wcd,

s [RetryInterval] : IKEX—77 74 7DV N7 A MO EZRELE T, T 741
MEIX 2 B¢,

* [Head end will never initiate keepalive monitoring] : &A1 ~D ASA BX—TT 7 A 7
F=H V) TG LRV I ITRELET,

s [ AT v IVTIOEE (For Dynamic VTI) |: h A7 A—T BB T 7 L— &
WHLET,

s A8 7T 7 L— K (Virtual Template) ]: Ry 77X U2 U R b RET 7L —
FEBRLET, AUEET 7 — RO o3V A= IZEAT 5 2 &5
T&EEY, ASAIE, T TV — b2 LT, VPN & v ¥ a > T EIEb o
BT 7R 2 —=T = A ZREAERLET,

BT 7L — bPOREZIEFITET T DITIE, RODVIIA »F =T = A A/RT
A—HERETHMLENHY 7 ([B%E (Configuration) 1> [7 /XA ADE Y b7 v
7" (Device Setup) > [ ¥ —7 = A ADOFE (Interface Settings) 1>[f ¥ —7 =
A A (Interfaces) ]>[BMN (Add) 1> [DVTIA > ¥ —7 = A ZADiEM (Add DVTI
Interface) ],

eDVTL A ¥ —T = A A4,
* [Enable Interface]
«IPSec (IPv4 £7-1Z IPv6) D F 2 FLE— RIP F—— L A DA X —7 )1k

«IPsec 707 7 A MZ XD b RAARGE
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Site-to-Site T 7O T 7 AL, SRV T IV LY .

Site-to-Site IEft N J 7 A JL. BBy T T K1)

TOEATa s Ry 7 AT, BAED Site-to-Site ks 70 7 7 A L DREENNT A—F HIEEL
i‘a‘o

* [Priority] : —BED T T7A AV T 4 (1~65543, | BIxmDT 744V T 1) , IKEFXRTV
T—arRtEEns L, rAvE—a L EBTAETREORY —FT_XTx
E—RMETIWZERELET, VE—bF ETIE, —HTHRY —BR0NLEI D, AT
LRV —%TTAF VT 4 AICHRBELET,

» [Perfect Forward Secrecy] : 7€ IPsec SA O F —NHOFIEFEH (hOF—72 L) nHE
HENTEHLDOTRNWZ EAHFELE T, PFSICLY, WEENXF—Z T/t LT
H, ZOXF—DHMOF—FEHTERNEIICLET, PRS2/ X—T T 5 L&
Diffie-Hellman Group Y A k37 7 7 ¢ 712720 &7,

» [Diffie-Hellman Group] : 2 2@ IPsec £'7 28, fHAICHAREFE R L iRET 5 Z &7 <
HHMBEE R EH T 572D 5 ID, Group1 (768 £~ k) | Group2 (1024
By b)) . BEOGroups (1536 £ ) OHMNGLERL 9,

s [Enable NAT-T] : Z ®D7R Y 32— NAT Traversal (NAT-T) %A 3r—7/WIZLET, T
£V IPsec BT 1Z. NAT 7 /31 A% LTY E— | 77 & A L LAN-to-LAN O [ J5 D¢
BHENLTE F7,

* [Enable Reverse Route Injection] : UE— K R RO RARA > MZE o THR#ES T
WDy NT =T ERANDNLV—T 47 TrtRXZ, AZT 4 v 27 )b— MR HEIMIC
FASND LT L ENTEET,

* [Security Association Lifetime] : E¥ = V7 4 7Y v =—T 3> (SA) OHHZHELE
T ZONRTA=HIZEY | PsecSAF—DTA 7 XA LAOWPEHRMEEELE T, T4
7 B A A%, TPsec SA BHIRREIALIC 72 5 £ COFFmMME R L, HLLVF—LFHRITY
T— T HMENRDHY £,

* [Time] : B¢ (hh) . 23 (mm) , B (ss) AL TSADTA 7 XA L&EFEELE
7

* [Traffic Volume] : ¥ 2/NA NEALDO T 7 4 v 7 TSATAT7HA LEZERLET,
IPsec SA D HARRUINIC 2 B F TO_M — RF—=2DFa A MEEATILET, &
/JMEIX 100 KB, T 7 4/ MEIX 10000 KB, HRMEIX 2147483647 KB T,

« [Static Crypto Map Entry Parameters] : £°7 IP 7 R L A2 3 Static (ZHFE S LTV D EE T,
WOEBMRT A =B ZFEELET,

* [Connection Type] : #F Al S DH R T =—3 3 > %, bidirectional, answer-only, F7=
I % originate-only & L CHEE L £,

* [Send ID Cert. Chain] : fEHETF = — U BIEOEEFEZA F—T VI LET,

* [IKE Negotiation Mode] : SA, Main, %721 Aggressive DH NG, By N7 v 7 TH—
HRELZMT HLEEOE—RERELET, FIv—T 3 VOREMIMENT S
EF—RbFESINET, BWBEMTEEBIR T =—2 a3 LET, Aggressive T— Rt
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BT, HT Ly b ERBARE A DR TH I ENTEETN, BES—T 4
DO IDIIARE SN EE A, Main E— NIEEHT, N7y b ERHREHN L2 £
W, EENR=T A OIDERELET, ZOF— REILVLREENREL, T 74/
TERINTWET, [Aggressive] 21N 5 & | [Diffie-Hellman Group] ¥ A h 237 7
TATITRYET,

[Diffie-Hellman Group] : 2 -2 IPsec £ 7 2%, fHAIZIHREFE R A IRLET D 2 &7 <
H W2 G T 5720195 ID, Group1 (768 £~ k) | Group2 (1024
vy k) . BEWRGroups (1536 v b)) OHFMNLRIN L F5,

4 FMEEHRE IO 7AILD RO RILTIL—T

DXL Ta SRy 7 ATIL, BIED Site-to-Site e S 2 7 7 A LD kLI T N—TFIRT
A—HERELET,

o GEAET = — 2 O%(E (Send Certificate Chain) ] : iElETF = — U RIKDEFEZ A *—7
WERIXT 4= N LET, ZOT 7 g liE, b— FEAZERB LI OEENO TR
TO AL CARERAENG ENE T,

* [IKE Peer ID Validation] : IKE ¥ ID fEBE R 2 AT 50, MHAET D0, HDHWILGE
HEFEIZL > THR=F SN TWDEEICETTF =y 7320 EBRLET,

* IKEXx—77 747 (IKEKeepalive) ]: IKEX—77 74 7E=H VY T A R —TILIZ
L., REEITVWET, ROBIMEOH DL 1 DT RIRTE £,

[Disable Keep Alives] : IKE ¥ —77 74 7% A X—T NVEZIET 4 E—7MICLE

‘g—O

[Monitor Keep Alives] : IKE X —7"7 5 A4 7 ®£=X Vo T oA X—TNEILIT 14—
TMILET, ZOF T a o &EIRT 5H & [Confidence Interval] 7 ¢ —/L K & [Retry
Interval] 7 4 —/V BRI TE 5L 912720 £,

[Confidence Interval] : IKE % — 77 74 7 OEHERIRZ T L E 9, ZiL. ASA N
X—TTIATE=F Y T EFMT HETIZ, ETHBT A RVIREEZkE CE 58
BT, B0, K308 TT, VE— T 7 8AT V=T DT 75/ D
fREix 10 T,

o [RetryInterval] : IKEX—7"7 747DV T A OHEREEEELET, T 741
MEIX 2 BT

» [Head end will never initiate keepalive monitoring] : F Y1 ~D ASA BX—TT T A4 7
F=Z VT EBBLARVWE I ITHELET,
«[H#A4F 2 v IVTIOHE (For Dynamic VTI) ]: b RN —F T 7L — b &

o AT 7 L— |k (Virtual Template) ]: K v 77X U R M BARAET 7 L —
FeBIRLET, FUEET 7 L— 2O b x V7 A—T 12T 5 2 &0

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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TEFET, ASA L, IWET 7L —F2fHL T, VPN v g Z L@
BT /v AL v Z—T A ZAEEKRLET,

FAT > 7 L— P OREZEFICTE TT DL, IRODVTLA »F—T = A AT
A—RERETDHLENDHY £T ([%E (Configuration) 1> [7 /31 ADE Y 7T v
7" (Device Setup) |>[A v ¥ —7 = A ADOFXE (Interface Settings) |>[f ¥ —7 =
A A (Interfaces) ]>[BI1 (Add) ]>[DVTIA ¥ —7 = A ADBEI (Add DVTI
Interface) .

eDVTI A X —7 A A4
* [Enable Interface]
e IPSec (IPv4 £7-1%1Pv6) D F v R /NLTE— RIP F— 32— L A DA X —T AL

«IPsec 7’17 7 A M KD bR

CASIFAZENEHE
CAFFHAEDEMIZ, VE— K 727 A VPN &9 MU VPN ICEHA SN E T,

» Site-to_site D55 : [IKE Peer Authentication] ® [Manage] %7 V » 7 9% &, [Manage CA
Certificates] 1A 7 2 77K v 7 AR X £77,

« UE— N 77X VPN Tid, [Certificate Management] > [CA Certificates] %27 U v 7 L
7,

ZOXATRI Ry 7 A& LT, IKE BT ERECHEM Ale7: CA GEED Y X o=k
V%, F£ox, B, e, BEIOHIFR L £9°, [Manage CA Certificates] % A 7 1 77K > 7 A|Z
. FEBEORITI, SEHEORITL, AEHEOADMIR, BXOFIHAT —# 72 L, BIERE
SNTWVLREAEDHFRN —HFRRINET,

* [Add or Edit] : [Install Certificate] & 1 7 7 7 7~ v 7 A ¥ 721X [Edit Certificate] & 1 7 12 27 7R v
IARBEET, INODHA TSRy 7 ATIE, AtHEOEREEE L, EHHEE A
VAP ATEET

* [Show Details] : 7 — 7 /L CRINT B AEAEOFEMIEHRZ TR L ET,

* [Delete] : R L/ZiEHEZ T —7 A0 HHIBRL £, MRS T, LYVELH TSR
/\/o

Site-to-Site IEfc 0 J 7 A4 )L, SEBHEDA VX F—JL

IOXATRI Ry 7 AEMH LT, HILWCARENEL A A =L LET, KROWVT I
DIETREREZ G TE £,

CGFERAET AN ESRLCT s ANADBAL A M=V LET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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. Cisco Secure Client 1 A — > AnyConnect VPN £ 1 —)L

 HETEUSHE A DO PEM EROEHET XA N2 20X A Ta Ry 7 ARNDOR » 7 A2k
URSEDE IR

« [Use SCEP] : Simple Certificate Enrollment Protocol (SCEP) DO fZ 45 L £3, AF#HE
P —EZ2DT KA 1%, Windows Server 2003 7 7 2 U THEITENE T, SCEP 71 k=)L
DY R—F 2L, ZNICEV AN —FBIMOFE Ry NT—7 T/31 A
X, FEEAEBSCEET,

* [SCEP URL: http://] : SCEP ff#H DX 7 >y — K5td URL € L E7,
« [Retry Period] : SCEP 7 ==V — [ D M IZHFBEFEM 2 05 CHRE L £ 1,
* [Retry Count] : U 7 A O KARFEEEFREL £7,

» [More Options] : [Configure Options for CA Certificate] Z 1 7 1 778 v 7 ANEA& £,

ZOXAT TRy 7 ZAEMEH LT, 2D IPsec VE— k77 & AEHED CA FEAFHEDOHUEIC
BT 25MABELET, ZOXATal Ry 7 RAIEENDI XA TR T Ry 7 A,
[Revocation Check], [CRL Retrieval Policy]. [CRL Retrieval Method], [OCSP Rules]. 3 L
[Advanced] T,
[Revocation Check] 4 7 1 778 » 7 A%, CA FERAERHERICET A1EREZHET 57201
FEHLET,
AT ar R ALK KRB OWCREAEEZ T = v 7T 50 E I ERELE
9, [Do not check certificates for revocation] % 7z |& [Check Certificates for revocation] z Z&R L
i ﬁ—o
* [Revocation Methods area] : K#hTF = v 7 I35 575 (CRL £721X OCSP) . BLO*%
NODOHEEEATDIEFEZRETEET, WINh—FEIImM O EZERTE £
—a_o

Cisco Secure Client £ A — < AnyConnect VPN £ 21—

JL

[%7E (Configuration) 1>[VU E— K7 27 EZAVPN (Remote Access VPN) [>[R > hT—72 (¥
TFA T N) 77 A (Network (Client) Access) |>[tFx a7 27747 Y7 b7 =7 (Client
Software) 131 12, ASDM T ESNT ¥ FaT7 7 74TV MM A=V N —EEREINE
7

[EX¥=27 27747~ A— (AnyConnect Client Image) | 7 —7 /L : ASDM Ti%/E L7z
NRolr—=V 7 7 ANVBRERSNET, ASARVE—FPCIZA A=V EZ Y r— RTDIEF
ERETEET,
B (Add) 1:[&BFaT 277472 A A=V DENM (Add AnyConnect Client Image) ]
FAT TRy IV ARFTRENES, ZOFAT IRy 7 ATIE, 77 vvarAEIN
DT ANETTAT VM AA=T T ANELTRELED, 77 vy aXEYnG,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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Cisco Secure Client 1 A — > AnyConnect VPN £ 1 —)L .

TIAT V" A A=V LTHRETD 77 A NVESRLIZY TEEd, /2, 77 A%
O—W) arta—Enb 7T yva AERIVICT v a—RKT52 L TExET,

o [E#h (Replace) ]:[EF¥ =272 T4 7T bA A=V DEH (Replace Image) | ¥ A 7 122
Ry VANREREINET, COXATRIRY I ATIEH, 7792 AEINOT 7 AL
BT TAT R A A=V E LTHRELT, [SSLVPNZ T4 7> hA A— (SSLVPN Client
Image) | 7 — 7NV CEINLICA A—VEEBTEET, F/2, 77 A VvEZu—H)L ay
BEa—ZNnhb 77y va AFVIZT vy e —RT5H5Z L TEET,

s [Delete] : T—T B A A=V HEHIBRLET, £ A=V EHIBRLTH, N r—Y 77
AT T T v anbHlBRENERA,

* [Move Up] 3 L Tf [Move Down] : ERFIE FRFAIZEMH LT, ASADUE—RKPCIZZ T
ATV A A== RTLEHFAERLET, 7T—7NDO—FLEIZHDHA A—
VERINCA T r—RLET, 20D, Kb IMEHTLIAXL—T 4 T VAT A
THEHINDA A=V % —F LICBETHOLERDH Y 7,

Cisco Secure Client £ X —<°® AnyConnect VPN € 1 —)L., 1BII/E#:

TDONAUTIE, ASA 7T vV a AEY EOT s A NDLETIERIEELT, TDO7 7 A4 VE &
XaT VATV MM A—VELTEMLEY, 7= MIT TIZREHBINTNDA A=V L
BHTLZENTEET, 2. WNT 77NV ET7 Ty a AEFUNBERLED v—
IV A2 —EN T T ANET v Ta— RN LTI EHTEET,

« [Flash SVC Image] : SSLVPN 7 7 A4 7> b A A=V L L TR+ 5, 77 v a AEY
NOTZ7 7 A NVERRELET,

s [BrowseFlash] : 77 v 2 AFEVIEMINLTNDETRXTOT 7 A )V ESBITX 5 [Browse
Flash Dialog] # A4 7 0 7R > 7 AR RLET,

* [Upload] : [UploadImage] # A 7 1 7R v 7 ANF/RENET, ZDXA TR IRy 7 AT
X, 2947V M A=V ELTHRETD 77 ANV 2 e —A )V PCINGLT v e — RT&
\i‘j‘o

* [Regular expression to match user-agent] : ASA 73, 7 7 7 ¥ 5 X 17- User-Agent 375
EOREITHERT HXFANERELET, TSNV 2—F =085, ZOMREEZHEHL T
NN T AL ZOBHR A FMECE £, 77 UPIXASAICHERT 5 & =12, HTTP
v Z—|Z User-Agent LT 2 EDE T, ASA BLTFHNEZE L, EDOXTFHRNTI
POA A=V HICERESNTRE —ETLHELE, MO FAT U M A A—VIFET A SN
T B LA A—YUR by e — RENRET,

Cisco Secure Client £ * —<® AnyConnect VPN EX 21— )L, 1 A —P D7y 7A—FK

TONRAL TR, a— AN a L a—FE RG22 VT 4T T ITATUVADT T v a AT
VIS TS, BEX2T7 7947 MM A=V ELTHBNT D7 7 A NVD/RRAERRET
XFET, B IV I Ca—FFERFEX 2 VT A T T ITAT U ADT T vra AR YMND,
AT A7 s AN ESRTEET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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B c=2775470 mmosoysamLsur—o

* [Local FilePath] : @ —Z/L 1 B2 —Z|THEM STV D, SSLVPNZ T4 T b A A—
CELTHNT D7 7 A NVOLARTERELET,

* [Browse Local Files] : [Select File Path] % 4 7 2 V7R v 7 ANKRINET, ZDOX AT 1
IRy 7 ATIE, m—=AN A Ea—F EOFTXTOT 7 A NVvEeRRm L, 7747 b
AA=TELTHBT D7 7 A NERIRTE £,

* [Flash File System Path] : X 2 U7 4 77 I7A T ADT7 T va AEVITHKMINT
W2, SSLVPN 7 747 b A A=V L LTHBIT 27 7 A VOA4TTEZFEL ET,

* [Browse Flash] : [Browse Flash] # A4 7 2 /R v 7 ANTREINET, ZOXAT R TRy
JATHE, ¥Xa )T 4 TTIATVADT Ty va AEVIEMEINTHETRTO
Tr7ANERR L, VAT b AA=VE L THMBIT L7 7 A NVERINTEE T,

* [Upload File] : 7 7 A VDT v 71— KZBAEL £7°,

XTI A4T7 MBI S IY SAML/ Ny 5 —2

[(%E (Configuration) ]>[7 7 Z AVPNOHIEE (Remote Access VPN) |>[FR > NT—7 (7T
AT k) 7Z7&A (Network (Client) Access) ]>[EF =727 717> k (Secure Client) ]~
AT, BFX 2T 7 T4 T FSAMLY 7 VWA A (SSO) AR TE 5 Ex =
TIIAT Y NN T T YRy r—U R BRI NET,

XTI TAT U N NERT TPy r— A A= 1 ASDM TiRIE SN T T oW
W lr—U T 57 ANVERRLET,

GBI (Add) 1:[EF 2T 27 FA47 2 MMET 7 0% A A—T 0B (Add AnyConnect
External Browser Image) | # A 7 0 VR y 7 ANFRENET, ZOXAT AT Ry 7R
T, 77y v a AT INOT 7 ANVEINT N =T A A= T 7 AL E LTHRE LT
D, 779 arA®Y b M7 T 0PN =T AV ELTHRET 27 7 A V&
ZH LY TEET,

s [[ExHz (Replace) |: [EX=T 2774 T2 MMNET 7 U Ry r—UDEEH 2 (Replace
AnyConnect External Browser Package) | %A 7 RV ARy 7 ANFRSNET, T I Tl
7Ty aRrEVHNOT 7 ANENET TRy =L LTHREL T, BIFO/ Ny
TV T ANEEIBADL I ENTTETS,

« [HIBR (Delete) 1:MERT T TV R r— T 7 A NET—TADLHIBRLET, 4 A=
ZHIBRLCTH, Nor— 77 A NME 7 T v v anbllRENET A,

s [EIZBE) (Move Up) | B IO [FIZEE) (Move Down) |: ERFEIE FRAZMEHL T,
ASA N Y EF—NPCIZHET T OF R r—V Xy rn— RT5IEFZEFELET,

[EXa7954T72 CAETSOYSAMLN Y r—o 4 A—2 BIN/EZH#Z (AnyConnect
Client External Browser SAML Package Images, Add/Replace) ]

TORALTIE, ASA 75 v a2 AEY FOT A NLVDLETIEIREEL T, FOT7 7 A )VE &
2T ITAT VIR T TR r— A A= L TEINLEZY . T—7 W TIZE

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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HENTWNWOA AV EEBMLIZDTHZENTEET, 2, WT27 74 0E27 Ty
Ya ARIUNGBRLEY, =0 A Ca— b7y ANET vy T u—RLIZDT%
ZELTEET,

[EXaT I TAT L MNET T Uy s — (AnyConnect Client External Browser
Package) |: AWM 7 T UY R r—V A A=V L LCHBITHT7 T v a AEYVNDT 7
ANVERELET,

[7T v adDBM (BrowseFlash) |: 77 v 2 AEY EOTRTOT 7 A V2SR TX
B5[7T v 2D (BrowseFlash) | XA 7RI Ry 7 AREKRINET,

«[7v7ma—1R (Upload) |:[A A—Y D7 » 7 ua—LK (Uploadlmage) 1 XA 7 VAR
AVERENFET, ZOXATO TRy 7 AT, TS TF R r—T 4 A= b L
THRETDH 77 ANER—ALPC LT v 77— RT&ET,

[EXaT7I95A4T7 0 MABISOYSAMLN Y 5 —D A A= A A—=DDT7 v TA—FK
(AnyConnect External Browser SAML Package Images, Upload Image) 1]

TONRA T, a— N ara—FE RG22V T 4T T ITATVADT T v a AT
VI ENTWD, EXaT 779470 M A=V LTRAITD 7 7 A VDR RAERET
TFET, B—HIN A a—FE X2 VT4 T T IATVADT T2 A NG,
AT A7 s AN ESRTEET,

s[@—H N7 7 A N/RA (Local FilePath) |: B— /L3 Ea—X IIHHSN 5, 4
7T NRNy r =V A A=V LCGHRIT 27 7 A VOLARTERELE T,

s[B—H N7 7 A NDEM (BrowseLocalFiles) |:[7 7 A /L N ADE&R (Select File Path) ]

FATaTRy 7 ARKRSNET, ZOFAT IRy 7 AT, B—HLarEa—
A EDOFTRTOT 7 ANERRL, AT T O Ry —V A A= LTHRBIT 57 7
ANEBRINTEET,

[T7T v aT A NDYAT AN A (Flash File System Path) |: EX = U T 477747
YADT Ty aREVIEMISNTND, ST T TPy =D A= 8 LRk
THT77ANDLHIZEELET,

[77 v 2DBM (BrowseFlash) ]:[7 7 v 2 D&M (BrowseFlash) 144 7 v 77Ky

JAMERENET, ZOXATa TRy 7 ATE, ¥FX2 VT 4T T ITAT LV ADT
Ty v aAEV IS TN TRTOT 7 A NVEFRRL, BT T Uy r—o o
A=V L LTHANTH7 7 A VERIRNTE ET,

[Z7ANDT vy 7 r—F (UploadFile) 1: 77 A NDT v 7 r— Faflin L £7,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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— iz VPN B |

X279 547 FVPN EHRDORE
XTI 4T Y MEROEEEEL FINER

vy arb—Y DHREIR

ASANR X aT 7747 " bD VPNERERZFRIET 5L, X2V 7 1 2k T 57
DIty ary b= BRI I747 2 MRS ET, AnyConnect4.9 (MR1) LIFE, ASA &
XTI TAT U ME, BEyvar b= 008X a VT 4 BRI TDHEAT = A LB IR—
MLET, =2 rtXF2 T 4052 YR —FL TV 2WNWEX2T 7747 3=V a b
DEEFEAATE ISR T 5L IICDAP L — L ZFETEET, DAPAfEHL Ty a v b—7
YOEX2 YT 4 EHRTS (241 X—Y) EBRL TSN,

X2 TFISAT7ONTATFAILDETE

ASAIE, T RTCOEXaT 7747 ha—HF—lZr/a— Il exaT7 7747 87 n
T ANVERETLN, 2= —D TN —T R = ZESOWTREHATALIICRETE E
T, lE, 22—V —I, A VAP ALEINTND EXFa2T 7 IAT U FEV2a— LT LIC1
DDIITAT v "N TIa Ty ANERLET, 2=V —ITEEOTr 7y A LV EHID S TH &
HLTEFET, e BHOGHTEET 2 —VF—I2id, B0 a7 7 A VBRI
LZEMHYVET, —HOT R T 7 ANVERE (SBLRE) X, Z7r— UL LoyL TR % il
BLUET, ZOMORREL, FFEDHRA MIEATHY | BIRINTZAAMIEIVERY F
7

EX 2T I ITAT T T 7 A VOIERE R, BEOY T4 7 MEREOHIEOFEMIIZ D
WTIZ. [TAnyConnect VPN module of Cisco Secure Client Administrator Guidel] % & L T< 72
AN

JIAT v v Ta T A ME, XE (Configuration] >[V E— F 7 7 & AVPN (Remote Access
VPN) 1>[%v hU—2 (7 T4 T k) 727+EA (Network (Client) Access) ]>[EF =7 7
FA T a7 7 AL (Profile) ] TaRELET,

LEI/A > AR— bk (AddImport) |:[EF=2T7 27747 h7a”77A/L®DiEM (Add AnyConnect
Profiles] A 7 R Ry J ANKRRINET, TOXATRIRY T AT, 77 v aAE
VNDTZ 7 ANVETa 7y A NVELTHRELZY, 77 vy a XTIV 28R L CFr7r AL
ELTHET D7 7 ANVERKR LI CTEET, £, IrA xR —LarBa—2hb
Ty va ARV T v I e—RTEZ L TEET,
[T 7 A N4 (ProfileName) |: VW —T RIS —D X7 7I73A4T7 0~ 7Fnry
ANEREELET,

« [Profile Usage] : Ic#IZIERR SNz L ZI2T m 7 7 A WZEID Y TonHi& (VPN, R v
NO—2 78R ~F2—U%, WebtFa2UT 4, ISERAF ¥, AMP A X*—7 7,
F v NU—7 a[filkEE ¥ 2 —/L, Umbrella Roaming Security, *7-(X&H VPN k> % )L)

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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tH2THSATU L bS5 T4 M T BRy b7—o7 FLRzBRORR [

ZFERLET, ASDM S, XML 7 7 A LV THRESNT-HABRZRBLZVWEES, Fay 7
Ao UANPERRAREIZRY, ARY A 72 FEH RN CEE7,

* [Profile Location] : ASA D7 T v a AEVNDT a7 74V 7 7 A N~D/RAEREL
T, TOT77ANANHFIELBRVEES, ASAIZ7Tmn 77 A VT 7 L— MZESNTT 7
ANVEIERRLET,

¢ [GroupPolicy] : 7R 7 7 A ND I N—T R —ZHRELET, 7R T 7 AL, EFxa
TIIAT R EEBIZZODIN—TRY) U—IZBL TN a—HF =¥ ru— I
\i‘a—(}

[fW£E (Edit) 1: [SSLVPNZ A4 7 v 7 a7 7 A LOfFE#E (Edit SSL VPN Client Profiles) ]
74 RUR %%méﬂiﬁ"o ZOU4 Y RYTIE, TR 77AMIGEEN TS EXF 2T 7 5
AT NREEORELZEHETEET,
[T RAKR—F (Export) ]
* [Device Profile Path] : 72 7 7 A /v 77 A VDNRABION T 7 A NAEFRRLET,
* [LocalPath] : SA L 77 A VA EBELCTR T 7 AN T 7 A VT AR—FLET,
* [Browse Local] : B—H/L F/NA X T 7 A )V AT LEBRTHIIE, haer )y L
TV RUuzEdLEd,
[Delete] : 7—7 A b7 a7 7 A VEHIBRLET, 70774 L ZHIFRLTH, XML 7 7 A
MMET7 T v anbHIBRESER A,

[EX=2T727T7A47 2 a7 7 AL (AnyConnect Profiles) |7 —7 /v : EXa 7 7747
N 7a77A0E LTHRESNT XML 7 7 A VERRLET,

X AT IOSATUO NS TaVDIZHTBERAYNT—OF7 KLRE

D F bR

Fv hT—2 7 KL AL (NAT) 24775 L IICASA ZRELIEEGAIE, X272 7
AT, WElRy FU—7 BIXODMZOAZEY V) — AP AL _Er’fi%ﬁﬁﬁ TE5L91C

VE— R T BRAEFXFa2T I I7A4T 2 N T T 497 BEHEORMNBIMNT HHLENHY £97,
EXaT IV TAT U N RNT T4 v BEBORMGINITERNE X277 747 FB &
MDY VY —ANRECTE R F9,

(TAT 7 47 4 NAT) ( INAT %0BR] &I TVD) ICLD T RL A% HBIZAEH#H
TEET, ZNCK VBRI NAT BEESNE T, TAT T 47 4 NAT X2 D7 R
A S—=), T RVA S =W 7%y NT—7 FHF25000 7%y NU—JRITHEAHT
xFET,

ZOFEIEL FlcHDEY U= FEROPORORED Ry NI —2 A7V MEITT
AT UT 4T 4 NAT % T 5 HiEE R L TCHET, £ 51X, Engineering VPN 7 K L &
7 —), SalessVPN 7 RL A F—)L Xy hT—ZHN, DMZ > hU—7 BILOA ¥ —
Fv N CTT, TAT T 47 4 NAT ZETIZTZENEI., NAT AN 1 SHETT,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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B 527754700 k57090 E08T 259 FO—0 7 RLRZHBRORE

RKEVWNIZATUrDTATUTAT4 NATERETHRY FT—0 FRLRA T RLyI Uy

FY BRIV FLETEFLR |2y FI—9&FRET7FLR |7 FLREH

T— T—IL%

HNEFxy NI —27 inside-network 10.50.50.0 - 10.50.50.255
Engineering VPN 7 K L 2 7"— | Engineering-VPN 10.60.60.1 - 10.60.60.254
V%

Sales VPN 7 KL & 7 — )L Sales-VPN 10.70.70.1 - 10.70.70.254
DMZ X N T —7 DMZ-network 192.168.1.0 - 192.168.1.255

FIE

ATv 71 ASDM 21 7 A > L. [Configuration] > [Firewall] > [NAT Rules] (Zf&8) L £,
AT w 72 Engineering VPN 7 K LA 7 —/)L DR A k3 Sales VPN 7 R LA 7 —)LDRA MIEEHETE 5
X 9. NAT HAIZ1ER L £ 3, ASA 2 Unified NAT 7 — 7 /L OOFHAI L 0 & 512 Z oHAI
ZEii4% L 912, [NAT Rules] ~2 > C, [Add]>[Add NAT Rule Before "Network Object" NAT
rules] I8N L £,
GE) NAT V=t ko X7 R THROIC—F LI — ) BEIC#EH S ET,
ASAIZE D W T= Ay FNVEED NAT HA & —83 2 & FLL FEmIEAT
bivEH A, ASA 2 NAT HH] % B - TREZR NAT AN —& L2 vk 95,
Unified NAT 7 — 7 /L O SETEIC i & [E A O NAT A 2B ET 5 2 & NEETT,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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el
B

tH2THSATU L bS5 T4 M T BRy b7—o7 FLRzBRORR [

2:[Add NAT Rule] 54 7 05 iRy 9 R

B= Add NAT Rule

Makch Criteria; Original Packet

Source Interface: —— By -- | Destination Interface: : Any -- V_!
Source Address: EEngineering—\p‘PN E]l Destination Address: ESaIes—\EPN E]I
L —d| L /|
Service: !an\; ;
Action: Translated Packet
Source MAT Type: :-SEaElc W i
Source Address: i Qriginal -- Bi Destination Address: i-- Qriginal -- E]l
E=ll H Fare BAT = |__ i E :
Fall b ace PAT Service: I Criginal Bi
Options
Enable rule

Direction: Bath w

Description: | |

[ [0 4 ][ Cancel ][ Help ]

245512

a) [Match criteria: Original Packet] =V 7 C, IRD 7 4 —/L R&Z&E L £ 7,
* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address] 7 7 7 A ;R ¥ . % 7V v 7 L. Engineering VPN 7~ R
VAT =N T Ry NI~ ATV Vel LET, A7 V=7 N ¥4 7%
T RUAD[Range] L LTERELET, HEI7 FLX P TR b—va v b—/VTiB
ML TLIZE0,

* [Destination Address:] [Destination Address] 77 7 A R %27V v 7 L, Sales VPN 7
RVA =R d Iy NT—2 A7V FEERLET, 7= N A7
7 RLUA®D[Range] L LTERLET, AE7 FL X T AL—va v b—/bid
BMLZRNTLIZ S0,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .



— iz VPN B |
B tx2795470F bS50 00T BRY FI—0 7 FLRATHRORR

B3:VPN7 FLR Ty hT—9 AT ) DR

B= Add Metwork Object

Marmne: iEngineering-VPl‘]

Type: ; Range W .

End Address: |10,60,60,254

|
|
Start Addre... 10.60.60.1 |
|
|

Description: EEngineering WPM address pool

.

NAT

[] Add automatic Address Translation Rules

I [w]'8 ][ Cancel ][ Help ]

245513

b) [Action Translated Packet] =U 7 C, IRD7 4 —/V REFZRELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

¢) [Options] =V 7T, ROV 4 —)L REHFELET,
* [Enable rule] 4 12 LET,
* [Translate DNS replies that match this rule] 24 723 57, ZEC L TEE £,
* [Direction:] Both
* [Description:] BLAIDFZ AT LET,
d [OK]Z7VUvr LET,
e) [Applyl 7 U v 7 LET,
CLI D -

nat source static Engineering-VPN Engineering-VPN destination static Sales-VPN
Sales-VPN

f) [Send] %7V v/ LET,

. ASDM 7% 3 : Cisco Secure Firewall ASA 1) —XVPNASDM720 0> 7 4 X¥aL— 3> HA K
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ATvT3

ATv74

ATy TH

tH2THSATU L bS5 T4 M T BRy b7—o7 FLRzBRORR [

ASA NAT ZFATL T D L E(Z, [W U VPN 7 —/LIND 2 DDA A MR EWZHERTE 5
oz, FRFENSLDOHRA RN VPN b RUEETA 7 —F >y MIERTE 5 X912,
[Enable traffic between two or more hosts connected to the same interface] 7'+ a > & A F— 7 /V|Z
TOHOMENRDHY £T, ZH%EITHI1ZIL, ASDM T [Configuration] > [Device Setup] > [Interface
Settings] > [Interfaces] % & L £ 7, [Interface] /X% /LD F @ [Enable traffic between two or more
hosts connected to the same interface] 4 /12 LC, [Applyl &2 U v 27 LT,

CLI Of :

same-security-traffic permit inter-interface

Engineering VPN 7 R L' 2 7"—/L®D 7R A |73 Engineering VPN 7 R L A 7 — )L DD R A M T
R TE D L9 NAT HUHIAERL L £97, ERETHIAIZMER L7z & & L [RERIC Z ORI A 1F
% L ¥3, 7272 L. [Match criteria: Original Packet] = U 7 C. Engineering VPN 7 K L A 7'— /L
ZIREITLEFIEDOW G DT RL AL LTRELET,
Engineering VPN UE— h 77 ERX 7 747 b3 TNER) Xy NU—ZIZBETEH LD
NAT HHIZERR L E 9, ZOMAIBLOFA L v BB &5 K 912, [NAT Rules] XA
> "C. [Add] > [Add NAT Rule Before "Network Object" NAT rules] % &R L £,
a) [Match criteria: Original Packet] =V 7 C, IRD 7 4 — /L FEFHRELE T,

* [Source Interface:] Any

* [Destination Interface:] Any

* [Source Address:] [Source Address] 77 VX RZ %7 Vw7 L, W%ty NU—2 %
RIRy NT—2 ATV =7 NEAFRLET, A7V =7 N XA T%T RLAD
[Network] & L CEFKLET, HET FL X M7 AL —T 3 2 b— L TBEM LW
TLIEEWY,

* [Destination Address:] [Destination Address] 77 7 X AR ¥ > % 27 U > 7 L. Engineering
VPNT7 RVA F—=LVEZ2RKT Ry NT—7 A7V MEBIRLET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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B tx2795470F bS50 00T BRY FI—0 7 FLRATHRORR

4:inside-network 7 - DB

B= Add Metwork Object

Marne: iinside-network |

Type: ' Tekiwork, W !

IP Address:  |10,50,50.0 |

MNetmask:  |255.255.255.0 v
Description: Einside niebwark, |
INAT 2l

[] Add automatic Address Translation Rules

I [w]'8 ][ Cancel ][ Help ]

249511

b) [Action Translated Packet] =U 7 C, IRD7 4 —/V REFZRELET,
* [Source NAT Type:] Static
* [Source Address:] Original
* [Destination Address:] Original

* [Service:] Original

¢) [Options] =Y T T, ROTZ 44—/ FERELET,
* [Enable rule] A4 12 LET,
* [Translate DNS replies that match this rule] 4 723 57>, ZZICLTBEE T,
* [Direction:] Both

* [Description:] HLHIOFL A2 A LE T,

d) [OK]Z27 U v LET,
e) [Applyl 27 V27 LET,

CLI D15

nat source static inside-network inside-network destination static Engineering-VPN
Engineering-VPN

. ASDM 7% 3 : Cisco Secure Firewall ASA 1) —XVPNASDM720 0> 7 4 X¥aL— 3> HA K



—ARH72 VPN B5E
tH2THSATU L bS5 T4 M T BRy b7—o7 FLRzBRORR [

ATV T6 ATV TEDOHEINES TH LWHIHIZERK L. Engineering VPN 7 K L 2 7' —/L & DMZ & »
U=V HOHRDT AT T 47T A NATERELET, DMZXy NV —27 %K ELT ML
A Engineering VPN 7 KL A F— v &6 7 RL A& LT L £,

AT 97T HLWNAT HHI%/ER L, Engineering VPN 7 KL 2 7 — /L ko RILEEH CTA VX —F v b
T 7 8ATEDEIICLET, ZOHA, TAT T 47 4 NAT 3R L EHA, EET
T RVAETFAN= | T RUAMBA LS —Fy b A—T 4 V7 WHERT FLAILLES
LT, ZORAZERT 51T, ROFIEICHENE T,
a) ZOBANMLOFAIL Y I S5 K 51T, [NAT Rules] < > T, [Add] > [Add

NAT Rule Before "Network Object" NAT rules] %R L ¥ 7,

L

b) [Match criteria: Original Packet] =V 77 C, IRD7 4 —/L RZREL £ 7,
* [Source Interface:] Any

* [Destination Interface:] Any, [Action: Translated Packet] = U 7 @ [Source Address] T
[outside] ZBEIRT H &, Z D7 ¢ —/L RICHBIIZ loutside] BATISHET,

» [Source Address] : [Source Address] 77 7 X AR ¥ > %27 U » 7 L. Engineering VPN 7
RLRA =N aRT Ry NU—0 A7 V=7 FEBRIRLET,

* [Destination Address:] Any

c) [Action Translated Packet] =V 7 C, IRD 7 4 — /L REHELE T,
* [Source NAT Type:] Dynamic PAT (Hide)

* [Source Address:] [Source Address] 77 W X RZ %7V 2 LT, outside £ > ¥ —
T A AEERLET,

* [Destination Address:] Original

* [Service:] Original

d) [Options] =V 7 C, D7 4 — LV REHFELET,
* [Enable rule] %4 12 LE 7,
* [Translate DNS replies that match this rule] 4712352y, Tl LT X ET,
« [Direction:] Both
* [Description:] BRI DRI Z AT) L E£77,
o) [OK]%#72 Vw2 LET,
) [Applyl 227 V27 LET,
CLI O

nat (any,outside) source dynamic Engineering-VPN interface

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .



B 2755472+ HostScan

5: Unified NAT 7— 7 JL

—i%#I7%5 VPN

#x |

File Wiew Tools ‘wizards ‘Window Help

Look For: |

é?i] Home Q}% Configuration @ Mnnitnring| LB Save @ Refresh | c Back \_‘;]

2=

Confiquration = Firewall = NAT Rules

Firewall g & =
| B Access Rules ~
B8 — INAT Fules
----- Q, Service Policy Rules
----- gl Adh Rules
e .
e —— F It R I I
& Filter Rules I lany
----- @ Public Servers
—#EL AL Filtering Servers | Ay
] Threat Detection 2 Any
| 1 Arey
,,,,,,,,, . 3 Any
kﬁ) Device Setup Ay
4 A
gﬂ Firewall L
< Ay

) Site-to-Site YN

éﬁ: Trend Micro Content Security

[£
ﬂ) Device Management =

»
-

Source Intf

Ay
Ay
Ay
Ay
Ay
Ay
Ay
Ay

@9 Edit T Delete 4+ 4 % Bz @

Match Criteria: Original Packet
Dest Inkf

Source
@ Engineering-¥PH
B Sales-YPH
=l Engineering-¥PH
:_-j'ﬁu Engineering-¥PM
B8 inside-network
= Engineering-¥PH
P DMZ-network
af Enginesring-¥PH

= " e /
Q, Find f2] Diagram ) Packet Trace

Destination
@ Sales-YPH
_-,_135 Engineering-¥PMN
=l Engineering-¥PH
-_1_;‘:,5 Engineering-¥PMN
155 Engineering-¥PMN
) inside-nietwork
iﬁl Engineering-¥PMN
il DMZ-ristiork

Service
@ any
@ any
@ any
@ any
@ any
@ any
@ any
@ any

Action:

SOUrce

-- rigina
-- Origina
-- rigina
-- Qrigina
-- Origina
-- Qrigina
-- Origina
-- Origina

| = "Metwork Object” MAT (Rule 6)

ﬂ Engineering-¥PMN

Configuration changes saved successfully,

£ management outside = asdm_cuma @ any Tk 5443 E\}p e
outside manage... & any EL 2.2.2.2 Tek- 5443 -- Qrigina
Hs Active docs 15 @ I

AT w78 Engineering VPN 7 K L A 7 —)LinZE D7 —/)VEHIK, Sales VPN 7 KL A 7 —)L WNElx > b
J—27  DMZ Ay NU—7 BIOA &2 —Fy MIERET D XD ITRE LIZZIZ, Sales
VPN7 RL A T —=ZOWCR L7 BB A2 M0 IRTVLERHY ET, TAT 747 4
NAT Z{EfH L C, Sales VPN 7 KL A 7—)L v 7 v 73, Sales VPN 7 KL A 7'— /)L
Wty hU—2  DMZ %y hU—27 BIOA »Z—F vy MOFR Y NU—2 7 KL A%

BOMEN LR D LI LET,

AT v 7F9 ASA @ [File] A == — T [Save Running Configuration to Flash] #34R L, 741 7 7 1 7 4 NAT

Bl =IE L £,

X279 547> bk HostScan

Y% 2727 Z 47 b HostScan (BIfEIL Cisco Secure Firewall R A F ¥ LIEZNTWET) (12
£V, SecureClient) |THA MIA VA M= EINTNDIEAXL—FT 4 VT VAT A, w/VTx
TR, 77AT T A—NVOEY 7 vU =T il CEET, TOHEHRIL, CiscoSecure Firewall
RAF v /HostScan 7 7'V r—a SN Ko TPUESNE T, RAF vy TEAAL MTIE, &K
A NZ Secure Firewall 78 A F % /HostScan 231 > A b — /LS TWAHMERH Y £,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K



| —feeazs VPN
HostScan/Secure Firewall 7R 2 F + D RANRE &4 .

ASDM UILIZEITH U, HostScan 2312 — K LTV 554 15 HostScan 23 M X #1E 9, Secure
Firewall R A F ¥ — KZi 5 &, Secure Firewall ‘J‘X:‘f'ﬂﬁf)’}iﬁﬂ%éﬂi'ﬁ“o EITLTWS
W=V g N K> TARINTRR Y 9,

HostScan/Secure Firewall 78 X F v D RIZ &

¥ ¥ 277 F AT~ %& Secure Firewall Posture/HostScan &3 = —/L & & H I A4 5121%
HIETHRD X 572 ASA a2 i R—F 2 R LB TT,

* ASA 84

* ASDM 6.4
SCEP #XEFH%RE 2 4 5 121X, Secure Firewall Posture/HostScan %z A > A h— /LT 5 LEN H
nE7,

Secure Firewall Posture/HostScan D1 > A h— /L TCHR— N ENBAARVL—TFT 4 VT AT AT
DWW TIL,  [Supported VPN Platforms, Cisco ASA Series] Z&f LT 7Z &V,

X 17% 54 7> FHostScan/Secure Firewall RAF YD1 X

Secure Firewall 78 A 5 % /HostScan D 7 A & > AL TR DO LB Y T,
 FAR M 72 HostScan/Secure Firewall RATF ¥ DEFXF 27 7 T4 72> FOFS (Apex) .

« (E151Z1X,. Advanced Endpoint Assessment 7 A & > A BMLEETT,

HostScan /\ v 5r— <

HostScan /X 77— % ASA[ZA X > K7 v /Ny r—3 hogscan-version.pkg &£ L Tr— K
TRHZENTEET, ZDOT77AMIZ0%, HostScan ¥ 7 b =7 & & $1Z. HostScan 7 A 7 7
VBLOYHR—MEBPEENTOET,

- o)
HostScan/Secure Firewall RXF v DA VX F—ILFE =&
O N >
TvIOL—Fk
ZDOFNETIX, ASDM Z 1 L T. HostScan/Secure Firewall RAF ¥ /X r—% A VA b—
NERTT 77 —RL, ML ET, ASDM UL (8 TH Y, HostScan 2512 — K X741

TWAEETE HostScan 235 X £ 9, Secure Firewall R AF ¥R — KI5 &, Secure
Firewall RAF ¥ DM INE T, BEITLTWANRN—=Vg Lo TAENTER Y £,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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— iz VPN B |

. HostScan/Secure Firewall RAF v DA VA b—ILEEEFET v TSI L—F

1R BHHEIIZ

\}

ATy T

ATvT2

ATvT3

ATvT4

ATvTh

ATvT6

ATy T17
ATFvT8

GE)

HostScan /3X—3 3 V43 x LARID D 4.6 x LA T v 77 L — R L L H & LTWBIEA., LIRTC
TEST UT-BETE D AV/AS/FW DAP RV 2 —FB XN LUA 22 U 7 F 39 _T HostScan 4.6.x DL
CIEAMTHDLEWVWI FHEITERTIHIZ T — A v b=V NEREINET,

REZ WIS SEDLIZOICETTIMNERS DT XA DBITFIENGFELET, ZOFIAT
X, ZOXATa Ry 7 AL T, ZOREERTT HHIIC HostScan 4.4.x & AHUZ/R D
LR EERITLET, ZOFIEEZFILEL, [EF=27 27 747> b HostScan 4.3.x to 4.6.x
Migration Guidel] TREMIZRTIEAZ S L T 7Z&W, 2F Y. BITT 5I21Z ASDM DAP DR
Uo— = BE LT, AMED R AV/ASFW B2 TR L CTFEICHIBR L T/ 5. LUA

27 VT hafEE L, HEEMADLERDH Y £,

FIE

N=a V552 L TODHATL, secure-firewall-posture-version-k9.pkg 7 7 A /L& 2 2 B 2 —
2l ra—RLET, N—TVa4x DEA. 7 7 A /VIL hostscan_version-k9.pkg T,
ASDM % BA\ T [E&%%E (Configuration) 1>[JE— k7% 2 AXVPN (RemoteAccessVPN) ] >
[Cisco SecureFirewall 7R A F + (Posture(for SecureFirewall)) [>[/RRAF ¥4 A — (Posture
Image) | Z#ER L EFT, HostScan 4x N— 3 VEHEH L TWAESE, SR [ERE

(Configuration) 1>[JE&— k7% £XVPN (RemoteAccessVPN) ]>[SecureDesktop Manager]
>[RR FRFv 44— (Host Scan Image) ] 12720 £,

[7>v7m—K (Upload) 1%7 VU v LT, HostScan/Secure Firewall I8N A F ¥ /3> 7 — D =

E—&arEa—H00b ASA D KT A 7% 5 R 21TV E T,

(A A—=2D7T v 7 r—K (UploadImage) | XA 7 0 VR 7 AT[R—ANT 7 A VOZH
(Browse Local Files) |%# 7 V v 7 LT, @—#/L 2t =—# L ® HostScan/Secure Firewall 7~

AF XNy =V RBELET,

g E# v — R L7z hostscan_version-k9.pkg 7 7 A /b, F721%

secure-firewall-posture-version-k9.pkg 7 7 1 /L &R L, [(BIN (Select) 127 VU v 7 LET,

[m—H/NT 7 A N/%Z (LocalFilePath) | 7 4 — VR & [7T v aTZ 7 ALY AT LIRA
(Flash File System Path) ] 7  —/L R C&R L7277 7 A /LD, A%, HostScan/Secure Firewall

Ny r—=I DT v 7 a— REORZAERKMLTHNET, ASAICHEED T T v a RTI4TN

HHGEX. DT T v a K747 %59 L 91T [Flash File System Path] & e T& £ 97,

[UploadFile] #27 U v 7 LE$, ASDMIZL - T, 77 A LDat—nT7 Ty a — NI

EENET, HREAT O ITRy 7 AL, 77 ANVNT Ty allEFICF Y yn—Nahiz

ZENRRINET,

[OK1 %27 U v 7 LET,

[7v7a—KLizA A=Y O H (Use Uploaded Image) | #4472/ C[OK] %227 Vv 7 L

T, BEDOA A— L LTT v 71— K L7 HostScan/Secure Firewall IR A T v /X r— 7 7

ANEFERLET,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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| —meears veN s

ATvT9

ATy 710
2TFv TN

HostScan/Secure Firewall RAF ¥ DT oA VA k—JL .

[HostScan% A4 %h{t. (Enable HostScan) | £7-21% [RA T v A A — % FH%{t (Enable Posture
Image) | A N> T RWEAIFA T LET,

[Applyl 27 U v 7 LET,

[File] # == —2>5 [Save Running Configuration To Flash] % &R L ¥ 9,

HostScan/Secure Firewall RAF D7 4 X —JL

HostScan/Secure Firewall R AT ¥ /X r—T %7 A VA M—/LT 5L, ASDMA v Z—7 =
AALEOE2—0bHIBRENET, ZIZL Y., HostScan/Secure Firewall 78 A F ¥ 23 F 02 72 -
TWAHHAETH ASA 12 X D HostScan/Secure Firewall 78 2 F ¢ /8w - — U D B AN EIRE S U E
9, HostScan/Secure Firewall K AF ¥ %7 > A A fh—/L L T%. HostScan/Secure Firewall 78
AF XNy —ET7 T v a RIAThbHIBRESNER A,

FIE

AFv 71 ASDM T, [%ZE (Configuration) 1>[") E— 74 £ XAVPN (Remote AccessVPN) ]>[RR

F ¥ (SecureFirewall) (Posture(for SecureFirewall)) ]>[RAF ¥4 *— (Posture
Image) ] (Z#E) L T, Secure Firewall RAF ¥ %7 A A h—/LLE T, AnyConnect /N—
Va v AxEMEH L TWT, HostScan 27 A v & h—/L4 53413, [BRE (Configuration) ]
>[V)E— ;7Y EAVPN (RemoteAccessVPN) ] >[SecureDesktop Manager] > [{RX kX &+
A A— (Host Scan Image) | \ZB#I L £,

ATw T2 [Uninstall] 7 U v 7 L, HERDIZDIZ [Yes] 7 Vw7 LET,
AT w73 [Uninstall] 27 VU v 7 LE9,

TIW—TR)—~D X270 54T7 2 F#EET
Ta1—ILDEIYSET

WOTFNET, EXaT V54T MEREE Y 2 — N T N—T R Y L —%BEMITFET, VPN
=P —NASAIZEERI T2 L &I, ASAIXIINOD X2 T 7747 MERET Y 2 — V%
TURRAS v harva—HFyra—RLTA VA =L LET,

1R BHEIIC

ASAlZa ZF v L, Zm—Lary7 4 Fal—aryre—RERBLEST, Ju—3L o
V7 4 F¥ a2 lb— g E— KT, ASA [T hostname(config) 7’1 > 7 h & F R LET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .



— iz VPN B |
B /7Koo tx170547 0 F BTS2 —LOBIY ST

FIE

RTFYT1N Xy hT—2 24T N T2 RARONE I N—T KD v—&BILET,
group-policy name internal
1 -
hostname (config) # group-policy PostureModuleGroup internal

RTVT2 LI A—T R v—%fmELET, Z0avr REANLE#KIE, JA—7 R v—=a
Y7 4Xalb—ar ET— KO 17 b hostname(config-group-policy)# N F/R S E T,
group-policy name attributes
il -
hostname (config) # group-policy PostureModuleGroup attributes

ATY T3 I —F K —webvpn 2> 7 4 Fab—varE—RefBALET, Z0avr REAN
L7211, WITRT ASA O a7 ERF ARSI E T, hostname(config-group-webvpn)#
webvpn

ATV TG TA—THOTRTOD2—F =2 bFaT 773470 M BEEY2—ARNF T m—RER
HENT, IN—TR) =R ELET,
anyconnect modules value Secure Firewall &> = —/L £

anyconnect module =~ > K@ value 21X, IROMED 1 DLLEERET D N TEEd, Bk
DEY 2= VERET L2HEIE, LA D o~ TREY 97,

& Secure Firewall €< 1 — JL/#4RE4

dart Secure Client DART (Z2Wids L UM LA — > —)L)

vpngina Secure Client SBL (1 7’4 » HiD L))

RAF ¥ Secure Firewall 78 A2 F v /HostScan

nam Secure Client * v U —27 77 A v —T¥

none T N—7 R =53 _TD AnyConnect ¥ = — /L & Bl

TOHGEIHENLET,

profileMgmt Secure Client & E k > % /L VPN
il -

hostname (config-group-webvpn) # anyconnect modules value websecurity,telemetry,posture

EVa— D1 OFYIBRT AT, RELEWEY 2 — VOEE T EIEE Lo~y REFE
BLET, 21T, 20a~vr RiZWebtFal) T4 EV2—L2HIBRLET,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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hostname (config-group-webvpn) # anyconnect modules value telemetry,posture

ATFYTS FTFar7 4 Xal—arid755via AEVIRELET,

FHlnary 74 Xab—ya URNERICT T vya AERVICRFEINS E, [OK] &V H Ay
T—UNRRIN, WITRTASADT v 7 MRFRRZIVET, hostname(config-group-webvpn)#

write memory

T4 RUEEIE

Windows, MacOS, ¥ X W Linux @4, [fXE (Configuration) |1>[V E— K7 7 & AVPN

(Remote Access VPN) ]>[R AF ¥ (Cisco Secure Firewall[f]i})  (Posture (for Secure Firewall)) ]
>[ARAF ¥ % E (Posture Settings) ]>[fXE (Configure) [>[EE/RTY RRA L hTEAA
I (Advanced Endpoint Assessment) |V 4> RUD[Z Y KR4 >V FTHEBIESINTA RV %
#5195 (dentify Encrypted Diskson Endpoint) | F=v 7Ry 7 2% 7 ) w7 $5L, =
RARA L P TA VA M=V EINTeT 4 A7 SEREGO LR — P 3ENIT/2 D £9°, esc_cscan
RZT, TARATDONA=T a O ERSEORELHIBTE £,

Z ORREIL. Secure Client 5.0.02075 LAR#35 L OV ASDM 7.19.1 LA COAMEH TE £,

HostScan/Secure Firewall 7R X F + B &@ & i

HostScan/Secure Firewall N AF ¥ 3 RiRA » ha v B a—ZMBHRAF ¥ 7 LT vb
BUE LT-t21T, ERAETEHT 72012, #4717 7782 KRY U—0OFE, Lua DR
DFERREDY 7V NEBRETLOILERNDHY 7,

INHO MYy 7 OFFEFIZOWTIX,  [Cisco Adaptive Security Device Manager Configuration
Guides] #ZH L CLE&\W, F/z, €% 272 747 > b TD HostScan/Secure Firewall 73 A
F ¥ OEMEDZEMIZ SV TIE.  [Cisco SecureClient (including AnyConnect) Administrator Guide
EZZRL TSN,

Secure Client V') 21— 3 >

XTI TAT7 2 ME, EEROBBIRICEEORIR L EHEL A VX —2y OB DI
ELET, BXa2T 7 IA4T7 2 MTXY CiscolronPort S 'V —ZAWeb BFX 2T 77T 4
TUATEX 2T I ITAT U NeAX Y U TE, JIATV MNEEEHD YT bU = 7R
YlZat A P OREFEIEH#ELET, 7 T4 7 M, CiscolronPortS U — X Web ¥ =
T4 TTTAT o AMEHEENA =T N2> T DI ERIICHER L £,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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— iz VPN B |

. Secure Client V') 22— 3 >

\)

6= ZOMBEIZIZ, BX 2T 7 T4 7 2 b SecureClient 7 A & > A $AR— ks 242942 Cisco IronPort
Web EX¥ 2 UT 4 7 FI7A4 7 ADY ) —=ARRETYT, £/, BX2VT747747 1
BEEEZY R — 1 9D X277 747 b VY —2ARMETY, AnyConnect 3.1 LAREIT Z D
Bex AR — L TWEREA,

X7 EEVT 4 VU a—varEEET HITIE, [Configuration] > [Remote Access VPN] >
[Network (Client) Access] > [Secure Mobility Solution] DJIEIZER L F 7,

6 : [Mobile User Security] 9 4 > K™

{0’] Hame G‘c.:? Configuration D Monitaring | i Save @ Refresh | o Back J ‘ 'j Help | l CISCO
Remote Access ¥PN 2 Configuration > Remote Access ¥YPN = Network (Client) Access > Secure Mobility Solution O
: Introductlon. ha’ The Mabile User Security service lets Cisco IronPort 5-Series Web Security appliances protect Cisco
_twork (Client) Access AnyConnect secure mobility clients From malicious software and inappropriate sites.,
i AnyConnect Connection Profiles
- AnyConnect CustomizationLocalization Service Access Control
AnyConnect Client Profil Specify the addresses of the hostsfnetworks From where WSAs can communicate with this security
- AnyConnect Client Settings appliance.
Dynamic Access Policies
i} ! & add| @ i
Interface 1P Address Mask.
‘e dress Assi ment
Advanced
Clientless 551 YPM Access
AdafLocal Users
Host Scan Image
Secure Desktop Manager
Certificate Management. e
&ﬁ; egicabehn Service Setup
E:; Firewall [[] Enable Mabile User Security Service
(7’ Remate Access VPN
: [] Change Passward
S{g Site-to-Site VPN
‘,:‘é:) Trend Micro Content Security
3, Device Management
" .
. =
0 124
&} active  docs 15 & 12/20/10 5:24:50 PMUTC | [

* [Service Access Control] : WSA OEIL &7 DR A MEZIEHX Yy NU—7 7 KL RAEHEE
L%,
o« [Add] : IR L 72855t D [Add MUS Access Control Configuration] Z 4 7 & 778 v 7 A8
&£,
o [Edit] : B8R L 72 8%86¢ @ [Edit MUS Access Control Configuration] Z 4 7 & 778 v 7 A3
&£,
s [Delete] : BR L7=#efi e 7 — 7 A HHIBRLE T, GRSy, CVELLTEEY
Moo

* [Enable Mobile User Security Service] : VPN /L7227 74 7> b & O 2 Mt L £,
AR =TT D& ASA ~DEEREREIZ WSAIZ L > THEA SN D SR T — RE AT 5
VENRH Y ET, WSABFIEL WSS, AT —X XL disabled (272 V) 9,
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Add or Edit MUS Access Control [JJ]

* [Service Port] : —E X% A X —TMZTH5E. P—ERADEDOR— FESFEMEHTD
MERELET, A— FO®MHIT 1~ 65535 T, BHUATALIZEY WSAIZ oY g
ST ENTERIETAME B SELIXLERH Y T, T 740 ME 11999 T,

* [Change Password] : WSA 77 B A /AU — REERTX £7,

 [WSA Access Password] : ASA & WSA D OFRFECHE L 255 —27 Ly F XA T—
RERELET, ZORRAU—RE, BHUVATAIZLY WSAIZTrEYa =T &
RS H/RAT— R —H I HMERH Y £7°,

s [Confirm Password] : 8§ E L7z XA T — RZBH AN LET,

« [Show WSA Sessions] : ASA [ZHE SN 7= WSA DE v ¥ a UEREZFIRTE £9, #hS
NTWD (7T STZ) WSADKRA NPT KL AB I OGRS Z A 7T a s
Ry 7 AR ENET,

Add or Edit MUS Access Control

[%7E (Configuration) 1>[VE— K7 27 & AVPN (Remote Access VPN) ]>[r~ hU—7 (¥
FA T ) T7EA (Network (Client) Access) |>[EF¥aTEE VT 4V a—Ta

(Secure Mobility Solution) ] ® T [MUS 7 7 & AHIEI DB £ 72 13#HE (Add or Edit MUS
AccessControl) | ¥ A TRV Ry 7 AT, X272 747 k@ Mobile User Security (MUS)
TR RERELET,

s [Interface Name] : Re vy 77X 7 UA MR LT, BMELETREL TWDH A & —
T oA AL RIRLET,

* [IP Address] : IPv4 7 RV AE 72X IPv6 7 RV AZ A TEET,
*[Mask] : Fay7H o URARNEMHEHLT, YD~ A7 Z&IRLET,

TFXaAaTISATORDHRETARER—H)E—

Cisco Secure Client® AnyConnect VPN & ¥ = — /L E W AKX <A XA LT, UE—haz—H—(Z,
BHOAA—TERRITEET, [BEX2T 2747 NOAAREA X0 —TF74 X

(AnyConnect Client Customization/Localization) | D7 4 —/L R&ZEHTIUX, IROZ A T DA
AP A RSINIZT 7 ANEAVR— T DI ENTEET,

eResources : ExX 2727 94TV FOEEINI-GUI T A =2,

eBinary : EXa2T7 27747 A VAN —=FIRDDFATRIEET 7 A b, ZHUZIE, GUI
T ANDIEDN, VPNIIGA T v Ta7ZyA0n, A7 VT v, ZOMDOT 47T b
TrANVBEENET,

e Script : BEX 2T 7 T AT NS VPNEERE A TENL T DATE T ITRICFEITTH A2 U7 |,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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B 277547 ronrsacaRen—put—var, yu—=2

«GUI Textand Messages : X =27 7 A4 7 EBMEAT L4 A4 bk A ytE—

s Customized Installer : 75 A4 7> DAV AN—NEETTDHNT VAT — 1A,

s Localized Ingtaller : 7547 b CHHASNDIEEEELEETDH RN T U AT 4+ — 24,
BHEALTa T TIIROT 7 a v 2FTTEET,

e[ AR —"F (mport) 127 Vv 732, [EFaTI2I7A4T L NOAAZSAATT
V=V h&A iR — bk (Import AnyConnect Client Customization Objects) ] Z A 7 & 7 ML
HLET, ZOXASTRITTEH, ATV FELTA VR TBHT7ANVERETE
\i‘a_O

s[=Z7 AFR—b (Export) |22 Vw7 3d5&, [B€FaT 2 I7AT LV NOIARE~A RXFT
Yx/ h&xT 2/ AR— bk (Export Customization Objects) | ¥4 7 7N EEHLET, ZD
AT T, A7 V=27 Fe LTI AR T D77 A VERECTEET,

*[Delete] 27 Vw7 425&, BRLIEAT V=7 FRHIBRSIVET,

)

GE) ZOMEEIZTALTF a T AN BT— RTEYR— I EE A,

EtXaATIVIATUOMDAREIRAREA—A)E—230, JYY—

A

AVR= T OHAZ LA R=R DT 7 ANKIT, ¥F2T 7747 GUI THEH
SINDT7ANLE—BLTWOIRERDY £T, ZHUIARXL—T 4 TV AT AL T
F720 . Mac 3 X O Linux TIERLFE/NCFERRBISNET, 72 & %X, Windows 7 7 A 7
Y MO TEESHX HI21E, B DO{EFr T % company logo.png & L CTA »AR— hT°
LMERDHYET, BIOT 7 ANALTAVR— DL, BXaT 7747 M A =T
IXZDa L R—3 > hEERLERA, 2L, MEBOEITZ 7 AV EER L TGUI 25 A
A3 A XTDHGE, TOFATT7 7 ANDOERED T 7 ANVEDY V) —A T 7 A )V NS
ZEMTEET,

AA=T "I —AT 7y A)E LT (J2& 2L, company logo.bmp) £ AR — b D555, >
AR—=hRLIeA A=V, RLZ7 7 ANVAEFEHALTHIOA A=V 5% FHA R —FT5HET, &
XTIV TAT Y NI AZ<A A LET, 72L& 21X, company logo.bmp % 5 A X L A A —
VICESHA T, ZOA A=V EHIRT 56, RIL7 7 A A ZHALTHLOA A=

(Fli3invAand f A=) A VER—FTDHET, 7747V MIZDOAA—=TVD
FoRZilkfe L E T,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K



| —meears veN s
tFATFHISATU R DARETAREA—AYE—Lar, nq4FuezsyuTr

TXATFTISATUOMDAREITAREO—A)E—a3>, IN(F
JERY )Tk

tXATIIAT U MNAREITAE—av/A—A)E—-ay RNA4FY)

Windows, Linux., F721% Mac (PowerPC £721% Intel X—R) a2 a2 —ZDEAE, X7
FA7 Y NAPLEERT2MAD Y 547 N RBBTEET, 27747 hOAAFY
TrANEBEZMZ D EIZEST, EXaT7 7747 FGUIBLREXaT 7 74T
I CLI ZE &z £,

[Import] A4 7 a7 D7 4 —)L RIFKRDO LY TT,
cName BEEHZ D BXaT 7 I93AT v b 77 A NVOLETIEANT LET,
s Platform 7 7 A VEZEITT 508 7T v F 73— A EBEIRLET,

*Select afile 7 7 A V& 1E, AV AR—bT D77 A NVDOLRFTIERCICTHMETH £H
Mo

TXATIVIAT U MAREIRAE—avy/A—A)E—Lavy, XY YT

27 V7 NORERBLIOARZ VT NOFIBREEOFEMIZ OV TIEL,  [AnyConnect VPN module
of Cisco Secure Client Administrators Guide] ZZ& L T 72 &0,

[Import] A4 7 a7 D7 4 —)L FIFRO L FBY TT,

*Name: 27 V7 hOA4HTZAN LET, ARNITIE LWERTZ2HE L T ZEWn, 4 :
myscript.bat.

e Script Type: A7 V7 "aFATT 0644 I T2 RINL £ 7,

ASATT 7 ANEAR VT RELTHAMTELLIIZ, BEXaT7 27747 MZLoT,
TV 4 v Ascripts &7 V7 4 w7 A OnConnect ¥ 72 1% OnDisconnect 32— —®
TrANAITEBMENET, 77447 MBRERT DL, ASAIE, VE—bF 2 Ea—
S Lo —7y T4 L7 hVICAZ Y F R a—-RLEY, TOR,
scripts. L7 4 v 7 ATHIFR S U, OnConnect F 7213 OnDisconnect 7' L 7 « v 7 A|L%
DOFEFHERY F7, 72& 21X, myscriptbat A7 V7 h & A VAR — kL7254, ASA LT,
A7 U 7 N scripts OnConnect_myscriptbat & 720 £9°, VE—hk a3 Ea—% LTI,
A7 U 7 ME OnConnect myscript.bat & 720 £,

27 V7 S DOEITOEEMEZHRT A0, T XTOASA TRIUAZ U7 M & BT
LECRELET, A7V T M EBEEFHITERT LSS, BAA—Y 3 v LR C4AH]
EEAL, 2= =BT 2 EEOH 5T X TO ASA IZEBRA 7 V7 N EHF D YT
9, 2=V —0NEHITHE, HILOWAZ VT MIEVRICATIOAZ VT bR EEEX
nET,

e Platform : 77 AV EFEITTH0S 7Ty b7+ —LEBIRLET,

*Sdectafile: 77 A AAIE, A7 VT MK LTHRE LA EF L THLHLEITH Y £
NIV
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B 5277517  rohrscqRen—hut—vas, QUTFFR REAvE—D

ASDM I IZE S TT 7 A NVINY —A 7 7 A )LinbA AR — K EFu, [Name] 12k L CTHE L7280
LWARTIBER S VE T,

XA TI9SATUOMDARIITAREO—AYE— 3>, GUIT
FREEAYE—D

T T AN NOBERT —T N ERET D0, ETH LT =T VEER LT, X% 2T 774
T PGUICERENDTFARNEA v E—VEEFETEET, DS E, [Language

Localization] 21 > & [F] URHSREAFF B £, LV EERSFELHICHOWTIL, [Configuration] >
[Remote Access VPN] > [Language Localization] (& 8Eh L £ 7,

Y =S DIEE DR AATINZ T, ZONA NEL[A] A FZ & BIIOR K
%z 27 [Template] =V 723 H Y £7,

Add : [Add) RZ v &7V v 7T 5T 73V NOERT —T7NAOa v —R3fE, EEHREL
TORGETHIENTEET, RET T ANVOEEERERRNL, 774 VANOTF A NOFiE

BCmET DL ENTEET,

BT —TNDA =T H2NAZ A ZXT 556, msgid AR LRV T ZE VY, msgstr
WNOT XA MEEHELET,

FUF L= DOEEBEEELET, T L—MIF v v a2 AEYNOLEHT — T LI
. BELZARNYEET, 77 UVFOFEA TV a & HEMEOH 2826 LT
I, ez, PEEOT T NVEERT HEZICIEZFHL T H5E1E, IEICk-
TSN zh LV OMRERM A L £,

[Template] 5 23 >
« T U7 L— MNEREZ R L TT 7 4V NORGEEWRT — 7 /T 72 AT HIZIE, [Template]

7w LET,

« T 7 4V NOYGEEMT — T N EFR L, REIE U TRET I, [View| 227 U v
LET,

« T 7 AN NOYGEEMT — T VD 2 ¥ —EFRETIRFT D12, [Export]Z 2 U > 7
L/iﬁ‘o

XA TFTISIATUMDAREZIAREOQ—A)E— 30, ARA
VARXREINFZAVAM—F FSURTH—LA
ERRLTZMBD NI AT —2%, VATV AV AN—T 70l T %R L CREH
THZLILEST, ¥FXaT 7747 bGUL EZRIBICH AX~A AT HZ LN TEET

(Windows D%) , NG AT+ —LE ASAICA v R—THE, A2 A N—F FalF A
PEHLCBESNET,

N7 AT F—bDOHEANKE L TEIRTE 201E Windows 7217 T, N7 A7 4 —ALDFE
FZ O\ TiL,  [Cisco Secure Client Administration Guidel] ZZ B L TL 72 &0,
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EEITISAT U DHREIAREA—HYE—Yay, O—hSA st VA =5 +5v274—4 [}

TXa2TIVIATUOMDAREZTAREOA—A)E—V 30, B—F
FAXENIZA VA =5 FFIVRTFH—L

XxaT7Y

NIRRT H—LEMHLT, 2IAT U M AV AM=T 0T TLIFIRSND A vE—
VEBRTEET, NIV ATA AL TA VA ML —va U BERINET N, toE
X2 VT 4 BLMSHIFZELLERA, ZNED T VAT 4+ —LTHEA VA M—F @721
MEIRRS I, 7747~ b GUI i IIFIR S EH A,

A7 AR LEN

NAZLBMWEFT X 2T 7747 MICTEESH, LTICRT RO BREREELRET 27201
EHSNET, WAZLBWHIITZA T LA EOMERHY £T, FANIER LA AF L
BYEZ, AT I TI7RARY =L N—T K v—0OiliFCEASES, Zhb
DH AL LMD TIZTHOWVTIL, |TCOnﬁgure Secure Client Custom Attributes in an Internal Group
Policy] #ZM LT E3V, ZHOIEIERHBEON A X LA ERB LUOEE L £,

« DSCPPreservationAllowed :  (DSCP Ofr{EZ AME) Z DA AZ LEHEERET D &
Windows % 7213 Mac DA_XVL—TF 4 7 VAT A 7T v b7 4 —2A5 T DTLS #5t0
Differentiated Services Code Point (DSCP) 23l SivES, ZORMEEZHEHT L L, T/
A AL, BIEOEBEZZTIR0TWNT 7 v 7 BEENENAHT U, BEIER AT Sz b
T4 —D BT TT T MDY REROEZWETH 2 N TEET, FEHIC
2T, [Cisco Secure Client Administration Guide] @ [Enable DSCP Preservation] & 7
varEZRLTIEEN,

fE1% True £721% False T, T 74/ FTlL. BX =727 747 b I DSCP DIRA7% FE
1ITLET (True) , BT DT, ~y R RTHAZ LEMHEE false ICRRE L., #2
wEEIEE L9,

DeferredUpdateAllowed & 7= (& DeferredUpdateAllowed_ComplianceModule : (ASA TH
O 2 Ft) b DN AL ARHENRESNTWDIGEIT, 7 74T FOFEH
DRIHRRRIC D &, X 2T 7947 MIEHE2EITTI0EMT 502 —F—|Z
SRDHLAT a7 wE&xEd, FEMZOWVWTIE,  [Cisco Secure Client Administration GuideJ
@ [Enable ¥ % =727 47 > b Deferred Upgrade] F721% [Configure Deferred Update on
anASA| ML T 7ZE N,

fEIX True £ 721X False T3, True %A, BT OIEMN AN/ £9, HH O UL E
% (False) DA, FTiLOREITEHRINET,

» DeferredUpdateMinimumVersion_ComplianceM odule & 7= (&
DeferredUpdateMinimumVersion : B2 L C& 5 K 51T 57201 A A h—/b
TAOVERD DN —=Ta D vFaT 77472 b,

i xxx C, 7 74/ ;L 0.0.0 TT,

» DeferredUpdateDismissTimeout : SEHTOIEM 2GR T 5 X A 7 1 PR R I TH
5. BEIWICPAL 2 £ COME, THOLEMEZMHRT 244 T v I BERINDGE
WZCOHBEH SET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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B 2775472 nranEl

EIX0—300 T4, 574/ ME 150 BTT,

+ DeferredUpdateDismissResponse : DeferredUpdateDismissTimeout 3 ERFZ FEI 795
T a v,

Bl defer (FEH]) F72iF update (EH) TJ, 7 74/ hME update TI,

+ dynamic-split-exclude-domains <@ &> <k A4 VDY X F> Fi (&

dynamic-split-include-domains<@4&><K A4 VDU R b>: (XA FI v 7 ZFY v b
cMox V7 uBGME) 2O AL LEMEERT 22 212X FURVOFEEZIC,
BRARNDDNS RAA VHIZEESWTEINC AT Y v "IV N R ) T %4TH Z LN T
& £7, dynamic-split-exclude-domains Z BN 25 Z L IZL D VPN b RO D 7
ATV MIEDT 7B ARUERT T0 REZIE Web b —E R &2 AN TEET, FHMIC
DT, [Cisco Secure Client Administration Guide] @ [About Dynamic Split Tunneling |
ESBLTLLESN,

EORBRMEAIZIX, EEOARIZIRETE £7, =& 21X, anyconnect-custom-data
dynamic-split-exclude-domains excludedomains webex.com, ciscospark.com @ & 912 L E 7,

managementTunnelAllAllowed : (& E VPN > R z2EF3Mb) =—F —0NBtE L7z % >
N —Z7@EICEELR2NE I FHE VPN b R VTERITHH720) A7V v k
AE N R T ORENT 7 4V N TRETT,

fEIX true 7215 false T, ZOEEEZ A ——F 4 FT 5551, BUEA LHEOM G %
true lICEXELET, TOXIIERET HE, WMHFDIP 7’1 2/LOFKED tunnel-all,
split-exclude, split-include, F 7213 bypass DWVTINNDFE, EX 2T 7 74T N iFE
B RV OHRICES FE T,

Usel ocal ProfileAsAlternative : Cisco Secure Firewall ASA C Cisco Secure Client 7’1 7 7 A
/L (IB4 1% AnyConnect) Z#ZERTIZ, 77 AT/ KT (SCCM. MDM, SecureX
Cloud Management 72 E 2 L C) 7'v 7 7 A VEFEA T D56 1E.
UselLocalProfileAsAlternative 7 A % LA A TE £, ZOWAX LABHEZRET D
L ITAT U MIRELE TV 77 L RIZG@EFEOT 74 hTIE R u—bv (T4
A2 1) @ Cisco Secure Client 7' 12 7 7 A L& H L3, SO VWL, 7 FI=
FNL— a3 4 RD [Predeploying Cisco Secure Client] % &M L T 72 &0,

n—hnra 7y ANEFEHA LY Yy v a OMESLIE. 1) UseLocalProfileAsAlternative 73

HNCHEESNTHEEAE, BLXO)ASA IV V—T R o— 7 a7 7 A ANERESNT
WIRWEEIZORFAELET, ZONAY LBMEEZHE L., ASAD T NV—TKR Y v —HAk
725 Cisco Secure Client 712 7 7 A L& IR LTV HIBR L2 0 LAaWEE, Z—7 R

U 3 —THERY & 117~ Cisco Secure Client 7 1 7 7 A LNMERF S, 1 A Z DB HEDORIEN

EAIhD2HERTENSNET,

L4010 B/ AR
il : true/false

« no-dhcp-server-route : (/X7 Y v 7 DHCP #—/3—)L— N DFE) ZDOHAX LAEMEIZ X
Y . Tunnel All Network 3E%E SV CWAEHEIZe—H/VDHCP b T 7 4 v 77 VT T
FRARNTHNDLIICRVET, BXaT 279347 it X227 2753470 F O
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fEZ 2 — B L DHCP B — =2 ED L — R ZBIL, RA RSV U DLANT X 74 —
\ZHFERIY 72 7 4 VX 5@ LC, DHCP b7 7 1 v 7 %R ML — FOTRTD b T
T4l ETay 7 LET, FEMICOWTIL,  [Cisco Secure Client Administration GuideJ
@ [Set Public DHCP Server Route] &7 v a v L T E &0,

X true £7215 false TT, b2 RAMENLRED /X7 Y » 7 DHCP H—/3— /L— MERK %
i} % 72912, no-dhep-server-route 7 A ¥ AJEIENTFAE L, true (IR E SN TWDMLENDH
D i—é—o

« circumvent-host-filtering : (7% v F DB %2 SR — F 25 X 912 Linux Z#%7E) [Tunnel
Network List Below] 28 A 7' U > k 3 U U ZHICRE SN TWDHAIEY 7 % v hOBR
Hh iR — b5 K912, Linux Zi%E LET, dBMcONTIEL, 7%y bORRSNEZ Y
AR—FT 257200 Linux DFE (93 X—) 2L TIZEW,
fEIX true £ 7213 false TT, true [IZHE L T,

s tunnel-from-any-source : (Linux®#) ©¥ =277 74 7 b i&, Split-Include F 721
Split-Exclude k> R/VE— ROMLEDKEETLT RLVAZFFONT Yy NEFAILET, VM
A VAR AE T Docker 2T FNDOFR Y NU—7 T 7 AEFAITEET,

A\

(G¥)  VM/Docker THEASND X v b T —271%, &N b FHER
NTDBERH D F9,

e perapp : E/3A LT /31 A (Android F721% Apple i0S D#H) LOKFEDT 7V r— 3
vy MCVPNEERAER SvET, FHMIC oW TiE,  [CiscoSecureClient Administration
Guide] @ [Create Per App Custom Attributes] &2 > a3 »ZSH L TS0,

EEAEET HEIE, AU v —Y— b BASE4 R A 2 — L T2 ZICh 0 T T, 1
DL EDOEZBEIML T,

ZIUD OREDOME &2 S 5125842123 % 12iE, [Configuration] >[RemoteAccessVPN] > [Networ k
(Client) Access] > [Group Polices] > A == —T, EZRKEHNAZ LRBMEDIZE AL ELRFED T
N—T R Y = ZHEAT D BERH Y FT,

IPsecVPN UV S A7 )T b7
A

GE) VPNISA7Y MEITMBAEREKRIEAT, YR—FBETLTWET, VPN T4 72 FORE
IZOWTIE, ASANN—2 529212845 ASDM O~==a27 /L2 L T 72 &V, Secure
Clientlc7 vy 79 L—K$ B L &##BELET,
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. Zone Labs Integrity Server
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Zone Labs Integrity Server

[Configuration] > [Remote Access VPN] > [Network (Client) Access]>[Advanced] > [IPsec]>[Zone

=4

Labs Integrity Server] /X% /L ClX, Zone Labs Integrity Server & %" — 9% X 92 ASA # 3% /E
TEET, 2OV ==L, TI9A X=Xy NT—J XTIV ERATHIVE—R I TFTAT
FTEF=2 VT4 RY =@M 2 B TREF S 72 Integrity System & VYD T AT AD—
HCd, FEMTT, ASART 7 AT U — N Y= _"=ZxT D7 TA4A7 FPCOT R I

=

& L THERE L, Integrity 7 7 A 7 > b & Integrity % —/N— [ T B 729X T D Integrity 15 %
ULr—LET,

N

GE)

BEDYV V=20 Xa2 T 4 TT 74T 2 ATEREHT 1 B0 Integrity $—/3—DH 3
A—=FEINTWETN, 2=V — A ¥ —T7 A ATIHEKS B D Integrity Y —/3— DX E N
PR—=FENTWET, 777 4 7R — —ZEENREAE LT-GATE. ASA L THIOD Integrity
P R—ZRELT, 7I7A T FVPNE Y a UEEBELLTIEI0N,

* [Server IP address] : Integrity —/X—®D P 7 RLAZ AN LET, Ky Mix 10 #EEEMHE

MALES,

e [Add] : HTL WY — =P 7 R L R % Integrity V—/3—D YU A MZEBMLET, ZORF

X, ServerIP 7 RV A 74— )V RIZT RLAMATIEND ET 7T 4 7120 £,

* [Delete] : Z4R L 7= —/3—% Integrity Y —/3—D VU 2 kS HIRL 97,
s [Move Up] : &R L 7= ¥ — 3—% Integrity —/3—D Y A NNTEIZBEHLET, ZOXR

2%, VA MCYH—"—RN1EBUEFEETAIHEARICETEATE £,

¢ [Move Down] : i#R L 72—/ 3—% Integrity —/S—D U XA NN TFIZBEILES, 20D

RE AL, VA MY == 1 BULEFET Z25EICETHEATEET,

* [Server Port] : 72 7 ¢ 7 73 Integrity 1 —/N—% U v 2§ 2% ASA DR — b FE &2 AL

F7T, ZTD7 41—V RiL, Integrity Server D U A MZH— —3b7e &4 1 BLLEGFTE
THGAICETEATEET, 7740 b AR— FESIT 5054, #iPAIE 10 ~ 10000 T,
Z D7 4 —/v RiX, Integrity Server U A hNIZH— =03 ET DA EHTE £
R

* [Interface] : 7 7 7 4 7 72 Integrity —/"— L @ET D ASA A > ¥ —7 = A4 A& BRI L F
T, ZDA L H—T 2 Af AG A ==—X, Integrity Server U A hNIZH — —NIFEET S
BEIllE IR TEET,

* [Fail Timeout] : ASA 37 7 7 « 772 Integrity ¥ — "—|ZEFETE W LEESTHET
DR EEANTILET, 774/ ME 10 T, #FAI%, 5~20 TY,

* [SSL Certificate Port] : SSLFRFECH AT D ASA DR — b E2HELET, T 74/ hDFR—
R % 80 T,
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* [Enable SSL Authentication] : ASA IZL 5 U E—hF 7T 47 Fh® SSLGEMEDFRFEE A
R=T NI HHGEICA NI LET, T 740 M TIE 7747 > b SSLERRELT « & —
TIN5 TWET,

* [Close connection on timeout] : % 1 A7 7 MEFIZ ASA & Integrity —/S—HOEHE A& T
TOHGEICA AT LET, T 740 T, BN SNET,

* [Apply] : BXEZFAT L TV D ASA I Integrity — N—D%EL @A L £,

* [Reset] : F 723 H &AL TR0 Integrity H—/S— DR EDEH A HIFR L £,

—ME A

Cisco Identity Services Engine (ISE) (%, ¥ =2V 7 4 KU v —FHBIXOHE T v b7 +—
LATY, AR, VA VLA, VPNEROT 7B AL X2V T 4 avFI3A4T7 v 2% H
B, o7 LET, CiscolISE (XFIZ, Cisco TrustSec LiEHLEL TEFX =T 77 RA &
AN T 7R RERMEL EAFET AL AFHIAZ (BYOD) A =77 4 7 AP AR— b
L, EHRY o—%@#HT 27D E T,

ISE Change of Authorization (CoA) H¥EEIX. FBRE. #8F]. BLUT U T 17 (AAA) B
al DRttt By a VISIRICEE T D200 AN = AL ERIELE T, AAA D —
P—FFa—F— IV —TDORY) O —%EET DL ISENDH ASA ~CoA /N7 v b & [EHE
EELUCGREZBEEE L, LAY U—Z2EHATEET, A1 T4V RAF ¥ EMAA >
k (IPEP) 1%, ASAIC L > CTHEN . ENT-K VPN Y g 778 RA avba—L X b
(ACL) ##H T2 4EIH £HA,

ISE RV o —DFEMilL, RO VPN 7 FA T b THR—=FENTWET,
* [PSec

XTI TAT U
« L2TP/IPSec
VAT L T7a—IRDOEEBY T,
1. = F a2—3%—72 VPN 8 2Bk L9,

2. ASAE, ISEICKI L Ca—V—%FEL., X v N~ ~DRET 7 B A%+ 52—
PF— ACL 2T HLY $£9°,

3. THOUT 4 TR A v E—UNISEICEESN, By va UBRBEINET,

4, RAF % TEARXALIMBNACTZ— x> FEISERITHEB I TONET, 20712k R,
ASA [TEENI T,

5. ISENCoAD R — T vz ZRLTASAICRY P —DOEFREZEREF LET, 21
Wk, Xy NU—0 TR AMHEREED DHH Lna—%— ACL 23#kB S E T,
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\}

GE) %D CoA FFa ML, B D T A 7 X A LPITEMORY 2 —3HHA ASA (2% EA!

NOEERHY £,

At

ISE ZF A EE D EXTE

&

ISEFRA[ A A2 3% €7 H12iE, ISERADIUS — \—% G teth—"— T )L—T % Bk L, U E—
N7 7HAVPNRETa 774N (FRV) TEOY—N— T N—T%2HHLET,

FIE

ISE #—/3— RADIUS AAA H—/\— /L —7 % 3E LET,

WOTFNEE, BNROFREERLTNVET, HBEIZS LT, Z—TOMOBRELZHETEE
T, KEOREITIE, 1 ZEAEDR Y NU—=ZIZLI=T 7 4V biRENH Y £, RADIUS
AAA Y — R — TN —T OREDFFMHONWTIL, — a7 4 Fab—var (4 R
ZHLTL7ZE0,

a) [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [AAA Server Groups] % i
RLUET,

b)  [AAA Server Group] FHIL T, [Add] %27 V v 7 LE T,

c) [Server Group] 7 « —/V RIZZ /V—7" D4R AT LET,

d)  [Protocol] Fu v 7% 7 U ARG RADIUS H— 3— X 4 7 &R L E T,

e) [Enable interim accounting update] & [Update Interval] 2 884R L, RADIUS Hfi]l7 o > T 4
VIRBA U RNEMRNCARESND LI LET,

ISEi%, ASAZREDNAST NA AMBZETHT T T 407 La— RSN T,
TI0T 47 yarO7F 4 v M ERRFFLET, 2L, By a BT T 47
THDHEWIEH (TATT 4T Ayt —VFERIRAF Yy b7 ay) &
SHEIZAE Lo 128A . ISEIZT — 2 R—=2ANnbLZDk vy a Dl a— REdliL
FT, HFRERFFHOFE W VPN BN HIBR S eV E 2123212, X ToT7 7747
Yo a I OWTISEICEMMCHMI T O T 4 VT EHA v —VEEET D L
IS, IN—TERELET,

IO OEFZEET LB A R CEE CEET, 7 7 4/0 NI4T, &
T DT 1~ 120 TT,

f)  [Enable dynamic authorization] %33R L %9,

ZOFT v avid, AAA — 13— J—7 7D RADIUS OEIFEA] (ISE FFr] &%
CoA) —tER%& A X—T7/WIZLET, VPN U R TH—R— JIL—T 2 FEHT 5
& ®H9 5 RADIUS — 38— 7 L— 778 CoA 1A Bk S, ASAIZISE nH D
CoA RV v—FHAR— 2V v A LET, BIOR—FZ2HEHT 5 L9 ITISE ¥ —
N=NHEESNTHRWVREY . RN—F (1700) ZZEF LW TL &0, FRh7#EPHIX
1024 ~ 65535 T,
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isexazEnss

g)  RAElZ ISE Z M H L7254 1%, [Use authorization only mode] % &R L £,
ZOF T a sk, == =T ERBAMEN T H L XIZ, RADIUS 7 7 & Ak
Ay —UN, AAA P —_—HICREINTNESRAT — R LT, (R
MY ERE L THEEND Z L AR L TWVET, RADIUS ——D @AY — R %
BWET AL, FONRRU— NIEHEHINET,
=& Z2E, R Z OV — R = N —7 TR EAELFH T 255100, FRAEH
E—RFRZEHLET, VPN R RV TORAIET AT T 4 U I OY—3— J)—
TEEHT D RREMEN H DD TT,
hy [OK]%ZZ7VUyZ LT, == —T%RFFLET,
i) PR — T N—T HFRI U725, [Servers in the Selected Group] V A h T[Add] =7 U v
2 L. ISERADIUS — =% 7 /L—FIBEMLET,
F—BMELZLUTFIORLET, HEISUT, tMOoRERICT 74V NERETEET,
* [Interface Name] : ISE %r—/"—|ZE[FET H720ODA L F—T = A A,
* [Server Name or IP Address] : ISE #F——DOAKR A NAFEIXIP 7 RL A,
o (fLE) [Server SecretKey] : #5756 F—, F—ZRE LRV E | kil
b SnEEAL (FL—r TF L) o ZOF—F127 LFE TOREETFH O
FRE A, KT ENLFORBBH Y | RADIUS — 3— EDF— L [/ UIEIC 72 Y
7

i) [OK] %27 U w27 LT, ==L —FIZEBMLET,
P—X— FL—TZHID ISE — "—Z B L £,

YE—h 727 EAVPN CISE W —R_— N —T 2T 57012, BET T 7 A VEEH

L\i‘é—o

UUTFOFNET, ISEREDREA T > a VCOAHES LET, Mg £— K 727 AVPN

AR T DI, TOMOAT v a VERETLILERHV ET, VE—F T 7 EAVPND

FEEZONWTIE, ZO~=2 T LV OMOBEFTOFHICHE> T EEW,

a) [E%XE (Configuration) 1>[1)E— ;72 AVPN (RemoteAccessVPN) ]>[Ry kT —
9 (U547 k) 7O2EA (Network (Client)Access) |[Ex =77 74 7 Mgk 7O
774 )L (Connection Profiles) ] Z#3R L £,

b) [Connection Profiles] 7 —7 /L C, a7 7 A N EBINELITREL ET,

¢) [Basic] X—U T, @#iEFXEHEL ET,

FBREIZ ISE — "— % 4 58415, [Authentication] > [Method] (2% L T [AAA]

ZIER L, WKIZISE AAA H—_— 7 —T %8R L £,

FFATNC DHISE Y — 3= TN —T 2R ET D561, BIORGEST A ([Certificate] 72
&) R ET,

d) [Advanced] > [Authorization] ~—3"C. [Authorization Server Group] {Zxf L C ISE #—/3—
TN—T%TRLET,
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e) [Advanced] >[Accounting] ~— T, ISE #—/3— J)L—7 %R L 7,
f) [OK]Z7 V7 LCERERFELET,
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VPNDIP7 FL X

«IP 7 RLAEIY Y THRY —Df%E (191 X—)

e —HNLIP T FL A F—LORE (193 <—2)

« DHCP 7 R L AFFEDFKE (196 ~—)

e —H) 2—HP—~DIPT RLADEY YT (197 X—)

IP7 KFLREIYHETHRY) O—DEHRTE

ASATIZ. VE—RT I BRAIZSAT U MIIPT RLAZEID Y TAHRBIZ, kD 1O ED
FREFHTEET, BHOT FLAE DY THRERET DL, ASAIZIP 7 RLARED
MBETEA TV arZBRBFLET, T 74/ FTHH, T_XTOHFNRA RX—T W72 > T
F9,

* [Use authentication server] : =—%—HNL THNBFRIE, BRI, T AT T 4 7 H—r3—=h
57 RLAZTUGLET, IPT R L ADPRE SR — A — %A L T\ 5541,
ZOHFREFERTHZ EEBEIDLET, AAA P — 3—[%, [Configuration]>[AAA Setup]
RAVTRETEET, ZOHKEILIPvE BEIOIPve OFEID ¥ THRY —IZfEf T &

R

« [Use DHCP] : DHCP #—/S—/Mn 5 IP 7 RL A%/ L £4, DHCP 2079 25413,

DHCP % —N—%RETHMENH Y £, £/, DHCPH— —THH AR/ IPT KL
ADHPA G ERT HMLENH Y £9, DHCP ZEH T 5554 1%, [Configuration] > [Remote
Access VPN] > [DHCP Server] XA > CH—_"—%FHELET, ZOHEILIPvE OEID Y
TRY =i TE £,

* [Use aninternal address pool] : WEBHIIZERE S 72T R LA 7 —LE, I bk ENE 7 T
RLA 7= EY S THATY, ZOHEZEMNT 5561, [Configuration] >
[Remote Access VPN] > [Network (Client) Access] > [Address Assignment] > [Address Pools] <
AV TIPT RVA T —NERELET, ZOHEIXIPvEEB I OIPV6 DEID 4 THRY > —
WA TE £,

* [Allow the reuse of an IP address so many minutes after it is released] : [P 7 KL A7 KL
AT =MIRENTRIS, IPT FUAZHAMT 2 E TORMEHEEL T, BIiE
2T 2 2 L2k IPT FLARTSICHEID B TIND Z EITE > THAET
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HBREENR 7 7 A T U —NVTHELRWNWEHICTEET, 774V TR, ZhUTTF =
7 ENFERHA, DFV, ASAITRIERFZE L A, BIERHEZHEET 2551
Ty IRy I AT T \ETva%ﬁﬁbﬁfféiﬁmﬁﬁ%l~%mD
FHCHRELET, ZOREERIT, PV EIDV Y TRY —CHEHATE £9,

WONWTNPOFTREFEA LT, IPTRLRAZVE—NT 78R 7747 MIEY BT
FHiEERELET,

P7RFLREIYLETATL I >DETE

FIE

R T 71 [Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Assignment Policy] Z3R L £,
ATw T2 [IPv4dPolicy] =U 7 C, 7 RLAREID Y THREA I L TEMIT S0, A 712 L TEHDIZ
LEd, ROGEZ, 774V FTHIT > THET,
* [Use Authentication server]: IP 7 N L 2 Z 23 2 72 DIZFRE LIZFBRE, FFRl, 7T T 4
Y7 (AAA) V== TEHLIITLET,

« [UseDHCP:IP 7 R LA Z MU T D 1-DITRELTFAFT Iy I RA a7 4Fab—
vay 7ua kha) (DHCP) h—"—%HHTEHL5ICLET,

* [Use internal address pools] : ASA TaxE SNz —A/N T RV A F— LR ELHHTE 5
Lol LET,

[Use internal address pools] Z BT 2546, IPv4d 7 RV ABK S Lictk, DT KL AD
FHHIHAZA0CTE 9, You canspecify a range of minutes from 0-480 after which the IP v4 address
can be reused.

AT w T3 [IPv6Policy] =U 7 C, 7 RLREN U THREA L TEMTT S0, A7 L TESIC
LET, ROFEZ, T 74V N THBIZ/>TOET,

* [Use Authentication server]: IP 7 R L 2 Z 232 72 D IZ5%E LZ38GE, #FRl. 7D T 4
Y7 (AAA) V= n—ZfHTEHLIICLET,

* [Use internal address pools] : ASA TEXE SN/ —H/V T RLVA F— AR EXHEHTES
Lol LET,

ATy T4 [Applyl 27 U v 7 LET,
ATy TS5 [OK]Z7 V7 LET,
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FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Assignment Policy] DJEIZERIN L FE 7,

O—AJIPT7 FLR T—ILDEKE

VPN UE— b 727 A b RWUIxELTIPVE 721X IPv6 7 R LA T — L& RRET HITIE,
ASDM % P&, [Configuration] > [Remote Access VPN] > [Network (Client) Access] >

[Address Management] > [Address Pools] > [Add/Edit IP Pool] ZE&4R L 9, 7 KL A 7 — /L Z&Hl
B9 5I2i%, ASDM %[ %, [Configuration] > [Remote Access VPN] > [Network (Client) Access]
> [Address Management] > [Address Pools] Z @R L £3, HIRT 27 FL A F— /2@ L,
[Delete] #7 V 27 LET,

ASA 1T, B OB 7T 7 7 A IVET-IZ o T—FICHEASNTT R R F— L& fifi
HALES, 7 NVORERFIZFEETYT, 7 n 7 7 ANVERIT I V—T R —I2EED
T RUVA T—NERETDHE, ASAITEBNMESHEZIECER O —VEEAL £,

O—ANTRWTT Xy hOT RLRAEEID B TEHEHAIL, TDOXH Mty hU—7 HADL—

NOBIMNEZIZ DL, 373y NOFEREZHYT AT — L E2BINTHZ EaBEIDL
F9,

O—AJLNIPMT7 KLR T—ILDOEE

ATvT1

[IP Pool] =V 7IZiE, RESNZT FL A F—W, ARIZ LI, TRENRDIP T FL A%
PH (7= & 21E, 10.10.147.100 ~10.10.147.177) & & HIZEREINE T, T—ABFE LNV
A U TIFZETT, ASAIL, VA MIRRENDIAFECTCINOOT =V EHEHLET, &Y
DT —=NVNOT RUANTRTEID LY Tond &, ROT—LOT RUARNEH S, LUTFH
HRIZABE = ET,

0—H VTR TRy hOT RLAZE DU THEHIL. ZOLHI> Ry NU—7 HD)L—
NOBIMNEZBIZDE 9, 373y NOFEREZHYT AT — L E2BINTAHZ EaBEIDL
F9,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Address Pools] %3 L %7,
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ATv T2 IPvd 7 KL AZBINIT 5121, [Add] >[IPv4 Addresspool]l 227 U v 27 L£7, BEfFOT KL

A T —=NVERETHIZIE, TRVA =)L 5—7 T, [Edit)| 227V v 7 LE7,

AT w73 [AAd/EditIP Pool] A 7 7Ry 7 AT, IROEREAITLET,

* [Pool Name] : 7 R LA F—/LDA4FTZATILET, K64 LFEHBETEET,

« [Starting Address] : X E SN2 ENTND T — /L CTHARRERRAIDIP 7 RL A &R LE
7, 72 & 21310.10.147.100 D L 51T, Ry MEE 10 R EZLEH L £7,

* [Ending Address] : fX/E SN2 ENEND T — )L THEMATREREE D IP 7 R AZ/R L%
T, 72 21310.10.147.177 O X D12, Fy MI&E 10 #EEELAHEN L X7,

* [Subnet Mask] : ZDIP 7 RLANEE TV 7%y hE2EELET,

ATY T4 [Applyl 227 U v 7 LET,
ATy 75 [OK] &7 Vv 7 LET,

O—AJIP6 7 KLR 7—ILDETE

ATvT1

[IP Pool] =V 7IZiE, RESNZT RL A F—/LN, ARIZ &I, BBIP 7 FLA#ME, 7
RLAF VLT 4 w7 A, P—=IVICRETEDLT LA L L bICERENET, T— RN FE
LaWgE, = U 72 TT, ASAX, VAR MIERRENDIEFETCINLDO T — Va2 HEHLE
To MAIDOT—NVNOT RUARTRTEDYTONDLE, ROT—NLOT RUABRHEHE
. UITREBRIZAB S E T,

O—ANTRWTT Xy hOT RLRAEEID B TEHEEAIE, TOXHxy hU—7 HADL—
NOBIINES DX, Y73y hOBEREHYUT L7V E2EBNTDHI L2880 L
F9,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] >
[Address Pools] iR L %7,

ATY T2 IPv6 7 RL A &BIT5I2i%, [Add] >[IPv6 Addresspool]l #7 V v 7 LEd, BEFDOT KL

A F—IVERETHICE, T RLVA =L T —T AT, [Edit) 227V v 7 LET,

AT v 73 [Add/EditIP Pool] # A 72 /R v 7 AT, IROIEHRE AT LET,

« [Name] : REINZET FL A F— VD4R ZERLET,
[Starting IP Address] : X E S AL7c 7 — /L THHFIRERERAIDOIP 7 RLAEZ AN LET, 7o
& zIE, 2001:DB8::1 & 720 £97,

o [Prefix Length] : IP 7 KL A L7 4 w7 AE&E Yy NI TANILET, 7=&xI1E, 32
IZCIDRFFR TR ERLET, L7 4 v 7 ARIE, IPT RVARERT LS —10H
Txy NEERLET,
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ATv74
ATy T5

Ir—7 Ky o—~nns7 kLR T—Lo#iy st [

* [Number of Addresses] : B4R IP 7 R L ANGAE D, T —IZH D IPV6 7 KL ADE % fi
Eb\ijqo

[Applyl 27 U v 7 LET,
[OK] %27V v 7 LET,

TIW—TRKIY—~DREB7 FLR T—ILDEIY KT

ATy I

ATy T2

ATvT3

ATvT4

ATy TH
ATvT6

[Add or Edit Group Policy] %A 7 & 77K v 7 AT, BMEZIIHE L TWDINEH Ry hT—7
(VFAT U R) TIRBAIN—T R —DF KLAT—)L ~hoxU 7 7abal,
TANE PR E, BLOY—AN—%2{ETEET, ZOXATRIRY I ADET 4 —)v
RC, [Inherit] F = v 7 AR v 7 Z&EIRT H & | XIS T LR EDMHEET 74V~ T —T R
V=L RS TE LT, [Inherit] I, ZOX AT a TRy I ADBEETXTOT 7 4 /L MET
7T

RNV —F R —TIPv4 & IPV6 i DT RLARY —Z2RETEET, AL L—
TR —IZHEFTDNR—=TaDIPT RLARRESINTWEEA, IPVEITRESINT-7 T
AT MEIIPVAT RLU A, IPVOICRESNTZZ T4 T MIIPv6 7 KL AZRIG L, IPv4 T
RLVAELIPV6 T RV AWM FIZERESNTZY TAT 2 MIIPvd 7 RLU AL IPv6 7 R LAl 5%
BELET,

FIE

ASDM % fif Ff L C ASA IZ#%#¢ L. [Configuration] > [Remote Access VPN] > [Network (Client)
Access] > [Group Policies] % %R L F 77,

HLWIN—T RY o—%AET D00, WHT LA =LV 2R ETLINV—T R v—%
fERZ L. [Edit) 22 Y v 7 LET,

[General attributes] << >/ (% [group policy] # A 7 1 7 C, 7 7 4/ F TR TWET,

[Address Pools] 7 4 —/V K& LT, ZDOZNV—F R —DIPv4 7 KL A F— /)L ZfRE
LET, [Select] Z#7 Vv 7 L, IPv4 7 KL A F— L& BIMEFIIRELET,

[IPv6 Address Pools] 7 4 —/V R&EH LT, 27— KU —IZfEH$ 5 IPv6e 7 KL A
T VERELET, [Select] 7 Vv 7 L, IPV6 7 KL A F— L& BIlE-IdmEL £,

[OK] %27V v 7 LET,
[Applyl 27 U v 7 LET,
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B ouer 7 kL riEEOTE

DHCP 7 KL RIEEDETE

ATy T

ATy T2

DHCP #fHH L CVPN 7 547> FhOT RLAZE VY YT AHIZ1E,. £ DHCP —~—_ B
X O Z D DHCP H—/S—CEA ARE/RIP 7 KL ADFPHE R ET HLENH Y £, TDk,
P70 7 7 A NVHEALTCDHCP P —N—Z ER LET, /o, A7V a & LT, 4ol
a7y ANERIFa—P—RICBEET O N —T R Y —WNIZ, DHCP % hU—7
Aa—THERTEET,

WORFITIL, firstgroup & WD) L ETOEE Y 2 7 7 A /WIZ, 172.33.44.19 @ DHCP —/—%iE
FLTWET, ZOFITIX, remotegroup & V9 7 /L—7 7R Y > —|Z%F LT, 10.100.10.1 D
DHCP X NV —27 Z2a—7HER L TWET, (remotegroup & 9 7 /L—7 7R I —(3,
firstgroup & WO Bt 7 0 7 7 A VICBHEM T O TWET) . Xy NI —F Za—TEER
L7aW5& . DHCP —"—37 FL 2 P =V ORENAIC T — A NER L TIP 7 KL 2% E
DUTET, REDVETOT FLARRESNLET, 7= ANIRICHEEINET,

4R8O HREIIC

IPvd 7 RLAZFEHLT, 79472 7 FLAZEY Y CTA DHCP — "—% iR cx F
¥, F£¥/2. DHCPA 7' v g Vida—P—IliEINT, 2— =37 FLRE DY CoLik%
FELET,

FIE

DHCP H—R"—%EELE T,

DHCP — =% LTIPV6 T KL A% X a7 7 74T MIZEIVYTHZ LILTEE
A,

a) [$X%E (Configuration) ]>[JE— F7%2 £XVPN (RemoteAccessVPN) ]>[H v kT —
7 (U547 k) 7O 1A (Network (Client) Access) > >[7 KL REIY X T (Address
Assignment) 1>[EIY Z TR — (Assignment Policy) ] TDHCP A AN »> CTnb =
LERERLET,

b) [XE (Configuration) ]>[YJ)E— 7% tAVPN (RemoteAccessVPN) ]| >[DHCPH—
/N\— (DHCP Server) | #i&R L C, DHCP —"—%ZREL £ 7,

Pifi 707 7 A L CDHCP h—"—%EFK L ET,

a) [E&%E (Configuration) 1>["JE— k742 £XAVPN (RemoteAccessVPN) ]>[#v kT—
9 (U347 k) 72X (Network (Client) Access) | > [Secure Client AnyConnectf# ¢
~7'v1 7 7 AL (Secure ClientConnection Profiles) &R L £,

b) [Connection Profiles] =V 7 C [Add] £ 7L [Edit] #27 U v 7 LET,

) ¥iTu T A NDOEREY Y —"T, [Basicl #7 U v 7 LET,

d) [Client Address Assignment] =U 7 C, 77 A4 7> MIIP7 RLAZE D Y TH=DIZMHEH
$ 2% DHCP H— =D IPvd 7 RLZA&Z AJLET, 7o& zid, 172334419 LH5E L £
7T
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a—hn1—F—~nP7 ELOEY LT [

AFTv T3 DHCP Aa—7%EHTHI-OIC, #7777 A VICEENT SNV —T R o —5

H£LET,

a) [EX%E (Configuration) 1>[Y)E— k7% AXVPN (RemoteAccessVPN) |>[+v kT —
9 (95472 k) 72EA (Network (Client) Access) |>[Z IL— TR 1) &— (Group
Policies) | Zi®R L £7,

b) WETLIIN—T K)o —%ZTNr )7 LET,

c) WEYVU—T., [Server] 7 VU v 7 LET,

d) FXRHIZZ U w2 LT, [MoreOptions] =V 7 ZHrKFRL E T,

e) [DHCPA=— 7Dk (DHCP Scope Inherit) ] %4 7|2 L C, DHCP A2 —7%E&H L F
R

B 707 7 A NVDT KL AT —)L{Z DHCP H— _—% & E L7=#4&. DHCP A a2 —7 1%
ZDITN—T DT =T L7 Ry &R L £, DHCP ——(ZiL, £D A
A—F X oTHIESNDFECT T Xy FNOT RLABBRESN TWARERH D F

T, Aa—TEMHTDH L, ZORKED I N—TITMHT D DHCP — R—TEFINT
WAT RVAT— LW Ty hE@RIRTEE7,

X hU—0 Z2a—7%2E&HELBRWEES,. DHCP —X— X7 FL A2 7—)LOREIEIC
T NHNERLTIP 7 FLAZE DB TET, REVHBTOT FLAREONDE T,
T NNBITHRE I NET,

Aa—FEREETAHICE. A0 TF— L ERUCY T2y b EICHY . FOTF—LNITIEAR
VWIL—F ¢ U AIRER T RLAZ A LET, DHCPY——|L, ZDOIPT RLANET
HZH TRy FEHBIL, ZOT—ANEDIPT KL AZE D YCTET,

N—T 4 T OHBTARERGAITFEIC, A VX —T 2 ADIPT RLAEMHTLZ &
LR 4, 72 20E. 7128 10.100.10.2 ~ 10.100.10.254 T, A V' H—T = A AT
R 1 223 10.100.10.1/24 DA, DHCP A =—7 L LT 10.100.10.1 ZfifH L £4, x> b
U — 7 G IEA LW T 728V, DHCPIZIPVA 7 R LU AFREICORER T Z ENT
XFT, BIRLET RLARA U E—T A AT RLATIZRAWSES, Aa—77 FL X
DART 4 v 7 V— NEAERT HUERH D £7,

f) [OK]Z27 VU vZ7 LET,
g) [Apply] 7V v/ LET,

A—AIL 31— —A~ADIP7KRKLADE|Y HT

TN—TR)—%fRAT2I2ce— I Na—P—ThHo U hEaREL, T T7 77
AT FNBEEARETHIILLTEET, IPT RLADMOD Y — A TEENREAE LI-SEAIC.
INHDOZ—WF—=THT NBNT =Ny 7 iRt T 50T, BEHEISIEHET /AT
=FET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .



VWNOIP7 KLZR |

B orraiv—orrrizonysc
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ATvT2
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RTv74
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ATvT6

1R AR
2— P —Z BN E 2 IIMRET 512X, [Configuration] > [Remote Access VPN]>[AAA/Local Users]
> [Local Users] DJEIZER L, [Add] £72X [Edit) 227V v 7 LET,

7 7 4V FClE, [EditUser Account] i DF%E Z & 2 [Inherit] T = v 7 R > 7 A4 785
TWET, 2F0, 2—F =T B MNX, T 74V K~ Z—7 KV > — DflitGrpPolicy D%
DREDEZARKEKT D E NS Z & TT,

BRENEE A — =T 4 FTDH5A1L, [Inherit] F= v 7Ry 7 A%4 7120, HLWEE
ANTLET, ROFEMARFIETIZIP 7 FLADOREICOWTHHALET, REDTEEREEM
WZONWTEr =L 22— =D VPNRY —BIEORE (1133—) 2L T 7ZIN,

FIE

ASDM % 45 L. [Configuration] > [Remote Access VPN] > [AAA/Local Users] > [Local Users]
DN IR U E T,

RETHa2—P—ZER L, [Bdit] 22V >»7 LET,

FED~A T, [VPNPolicy] #27 U v 7 L%,

ZOa—YP =X L THEHADIPVE 7 LR EZFRET 5961, [Dedicated IPv4 Address (Optional)]
TEH T, IPvd 7 RL ALY TRy h~AZ7 2 AN LET,

ZOa—F—IZHHD IPv6 7 R L A& FET 511, [Dedicated IPv6 Address (Optional)] fEEK
WZIPV6 7'V 7 v 7 A% FLIPV6 T RLAZ AT LET, IPV6 7L 7 ¢ v 7 AL, IPv6 7 R
VANERET 27 %y hERLET,

[Applyl 27 U v 7 LTERNELZF T2 74 Fab—ra VIRFELET,
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TOETIE, AATIvI TI/RRARI D —2RETDHHEEZHRHALET,
cHAF I TIEARY—IZONT (199 ~—)
cHAFIvI TIRAR) O —DTFTA LA (201 =X—)
A F I TIREARY V—DOFE (202 <—)
* DAP O AAA BMSEPIEEDRTE (206 ~—)
*DAP D RiRA v MNgME@IGEEDORE (210 _X—)
« LUA Z{# ] L 72 DAP ([Z81F 5B DAP EIREHEDER (225 *—)
*DAP 7 7B A LFFRIR Y —@EDORE (232 X—Y)
* DAP % ffi [ L72 SAML #HGEDORE (236 ~=—)
*DAP L —ADEFT (238 ~<—)
« DAP Off] (239 ~—)

BAFIVvO THOEAERYSO—[ZDNT

VPN 77— b7 = A (FE 72 BREECEVME L £7°, x4 D VPN #2521, BHBEICER NS A >~
Moy FRE. HBEANOK 22— =D 3 SEFhe—, BIUOEELEXF=2U T4 L
APULNRRBRDBVE—F T 7 RBRA YA bbOa A i EEOERN BT 5 Al RerEn
HYFET, VPNERETOZ—V—FBA DX AT T, AXT 4 v T IREEDF v 8T —27 TOFR
WA AT X0 B0 EHETT,

ASA TlIFAFTI v 77 AKRY— (DAP) IZk-T, b0 S F & F B 5Tk
TOHRAMELRETEET, Y4T30 7 778 A R —iF, BED2—P— o RL
Flia—V— kv va  CBHEMNTE - EOT 7R ar ba— L EMEERE L CERL
FT, INODREMEICEY, BEOIN—T A NN— IR KRR X2 VT o
ORJEIZHLES, DFED, ASATIE, ERLIARY U—IlHKSE, FFEDOEY 3 »~D
T I AMENRFED 2 —VP =I5 SN E T, ASA X, ——3BE L 7S T, DAP L
TO— R DBEMEEFEIREZITENTHZ LIk > TDAP 4/ LET, DAP L 22— R,
UE—RTNRARADTY RAFA Y b X2 U7 4 ERBLOREES N2 —F —D AAAFF
BHICHESOWTOBIRENE T, BIRENZDAP L a— RNiE, 2—H— oL Eidty s
ViCEAESNET,
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cDAPEIRa L 74X a2l —T a3y 77 By a U HESHPIZDAP Lo — REER L
THEATH7-OIC ASAMEAT 5, RENRTTRENTZTHF AN 77 A4/, ASA EITHRAF
ENET, ASDMAEZFEHL T, ZOT77ANVEER LY, XML T —4 T ASA I

Ty 7r—RKL77Z) TxET, DAPEIR

RET FAMNT., 22— —DBET BT RTO

BHENTHEH SN TWET, ZUTid, AAABM, =2 FARA U MEH, BXOxRy U —
27 ACL & Web Z A4 7 ACLD7 4V % iR— hfigik, URLOU A & LTRESNTZT

JRARY =R ERHY ET,

e DfltAccess R U ¥ —

WIZDAPH~ VU — T —TNDEEO= N) T, 7744V T+«

INTF0, T7ANV KT IZEARY —DT 7 AR V—BIEEZRETEETA, AAA

BPEET T FARA V NEHEITZEENTE LT, ZUOLDORMEITRETE EEA,
DfltAccessPolicy IZHIfR CE £ A, Flo, P~V — T —TLDOREOZ MU IZ/->T
WHRENH D ET,

SERIZ SV T,

['Dynamic Access Deployment Guide]
(https://supportforums.cisco.com/docs/DOC-1369) % ZHE L T 72 &\,

DAP [ZLBYE—F 70X 7O FIALEELUVRAF ¥

DY R— b

ASA 1. BHENRE LIZRAF v

&Y — L

MY =V EHERA LT RRA v b X2 )T 4 B

A LET, ZORAF ¥ MY —i2iE, Secure Firewall R AF ¥ £ 2 —)L, ST L7
HostScan/Secure Firewall I8 A F v /3y 77— BIONAC REENFT T,

WDFEIZ, DAP XY R—FLTWAEEVE—FT27®A 70 ban, 2oL THREHEREZ
RAF ¥y —, BEIOREFEDOY — T L THREESN A E#RA R LET,
H1R— &35 1) |Secure Firewall 75 | Secure Firewall 7 | NAC CiscoNAC 7 75
E—FT7O9ER | AF¥YED2—IIL| RFXED 21— AT VR
Jakan RRA b X%+ > |Hostscan/\y /7 —
nNyhr—=o o
Secure Firewall 7 | Secure Firewall 7~
AF ¥ AF ¥
T ANMER, V| T THRIKS |[NAC AT —4 A |VLAN % A 7' &
VAR F—D | L=V F N | BIET VLAN ID %X
B, 77 at | 7747 74+—
A FXL—F 4 | VT Ny =T O
VT VAT A | REIRT
S
IPsec VPN X X B X
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DAP(zk % E—k 7o RN~ 2 [

HiR— k&t B | Secure Firewall 7% | Secure Firewall 7< | NAC CiscoNAC 7 75
E—FT79ER | AF¥YED2—IL| RFX¥ED 21— AT7R
7akan KRR b X¥ > |Hostscan/\y 4o —
nNyhr—=o o
Secure Firewall 7 | Secure Firewall 7
RF v RF v
Cisco AnyConnect | %}/ PO PO P
VPN
74T LA |G PSS X x
(77 7 _—
A) SSL VPN
PIX 77 b A/ L—| X x x x
Fa¥xy (KA
F v fHMmIX AN
)

DAPIZ k5! E—

7O EREREDY—T VR

RO —r o AN, BFHER R ) £ — b 77 B A e SIS e OMEEZ R LET,

1
2.

BAFTZIYY
N

VE—h 7547 M2 VPN #5523 £ 9,

ASA I, T &N 7= NAC fiE & HostScan/Secure Firewall /R A F v 2 L TR AF v 2F
iz 21T L FET,

ASA T, AAAZN L TCa—Y—%FFEL £7, AAA Y ——F, =—F—0BAEED
i@]\/ij‘o

ASA 1T AAA ZRFATEMEEZ FDE v 3 @A L. VPN M RV EFESL LE T,

ASA 1T, AAARTIERE v a v ORAF ¥ iHHIEFHRICESNOTDAP L o — FA®IR
L/i—a—o

ASA [T3#IR L7 DAP L =2— RS DAP BIEZERN L, TOEH S N-EMED DAP R Y
=2 F9,

ASAIZFDODAPRY > —%E v a @A LET,

TOEBAR)O—DI4EURX

6=

ZOREREIE. A 1 — FEESEHERED Ve 7 LTI TE £ A,
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AT v 7T 7 BARY — (DAP) (ZiF, IROWTIND T A 2 ARMNETT,
« Secure Client Premier : 9°XTC® DAP #HE2 AT 2545,
» Secure Client Advantage : XL —7 4 VT VAT AB LA RV —FT 4 VTV AT AET
X EXFaT 29470 s DONR—=VarF oy 7HEH,
BEErEYD
DAP ~D ®Xx a7 7747 b = RRA LV MEtEoBM (213 <2—)

BAFTIVY) FTIOEAKR)O—DEE

1R BRI

o FRIZFRHEHK DR WREY . DAP =2 KA v M@t 4 R E T D i, HostScan/Secure Firewall
RAF v %A AN VTHLERHD T,

* HostScan 4.3.x 7> 5 HostScan 4.6 x LARRIC T » 77 L— KT 238581%. 7 v 77 L— RDHi
(2. BEAFD AV/IAS/FW = RaRA BB RIS 208 AMFW =2 RARA > MEMEIS
BATTDMERDHY ET, 777 — FEBIXOBITOZERRFIRIC OV TR,

[ AnyConnect HostScan 4.3.x to 4.6.x Migration Guide] ZZH L T 72 &\,

« Java Web Start ¥ = U 7 1 ORJED 7=, 7 /31 AT webvpn N—ZA DR EZHEHT 55
BlE. RE LML RERT Y RARA  MEMHEICANITE W E3d Y £, ZOE
ERRRT HITIE, ASDMT AY 7 77V r—arw#EHT 50, £t lavat =
U7 ¢ OFSE LT AEA BIE# O URL ZB00 L £ 7,

e T AN, TutA, LIYRARIDZY RRA LV NEEERETAENC. 77 A, T
T2, LR MY OHAHostScan/Secure Firewall I8 2 F ¥ @BIEA R ET HHLERH Y £97,
FIEIZ SV T, ASDM NGl 7Ze UL EimIZBE L, [~V (Help) 127V v 27 LT
<TEEW,

« DAP %, ASCI XFDHVIR—FENET,

FIE

ATv 71 ASDM Zi#E L, [&FE (Configuration) 1>[JE— ;7Y 2XVPN (RemoteAccessVPN) ]>
[y kT—H (US54 TF7> k) 71X (Network (Client) Access) | >[#4FT I v o979+
A7R1) & — (Dynamic Access Policies) | %R L £,
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Gx) [Add]. [Edit], 3 X O [Delete] 77 ¥ = > @ FIZ [Incompatible] 77 & a LR X L8
FKRENDHEIE, T A7 7 U O LY BEFDAP A Y 2 — (HostScan4.3.x
VIR 28 U CER) & B 72 < 7po723—Y 3 > (4.6.x L) (2 HostScan
BT T TL—RLEIELTWET, T A LBTFIEEZFTLC, RELHE
JESHDHMERDH Y FT,
[Incompatible] 7 7 3 a > KR SN HYG 1%, HostScan D7 » 77 L — R34k

S, REOBITHLEIT /R -72Z LR LTWET, BEMARFIRIC OV TR,
[ AnyConnect Hostscan 4.3.x to 4.6.x Migration Guide] #Z M L T 72X\,

ATFYT2 BEONLN T 2 TREEFIZINN—VF N T AT I+ =D RERA Y NEWEEE D AT

ATvT3

ATy T4

ATy TH
ATvT6

ATy F1

I, XA O BT < O [EE (configuration) ] ) /7 Vv LET, ZOYTX
IO OBERERZ T TIZA F— 7 /WMIZ L TV AEAICIIFR RS NERT A,

RIEFRHFDDAP DY A v aFERLET,
T =T ZIFRD 7 4 —)v RBREREINET,
* [ACL Priority] : DAP L' 2 — RO 7 I A4 4V T 4 £ R LET,

ASA 1L, BE DO DAP L a— R)nb %y hU—2 ACL & Web # A 7 ACL #4795 & %
2, ZOfEEM A L CACL 2 mBEACIERAHT LE T, ASAIE, & ENOT T4 T ¢
BENOER MILOTI7A4AF )T 4 FHOIEICL a2 — FEWR, KK FMLOTI7A4 4V 7 4 %
T—=TNO—FTFIEHELET, BFEEBRKREIWIIETITAF T AoDBENZ EE2BRLE
I, 2z, ENR4DODAP La—RiHMENRN 2D L a—RELDEEWTIA4 4T 4 %
FOZ LI ET, 7I9A4FV T 11L, FERITOWANEZITITEERA,

* [Name] : DAP L 22— RO4 R #F R LE T,

* [Network ACLList] : v > a VCHHIND 7 74 7 U+ —/LACLOARTZR R LET,
* [Web-Type ACL List] : &> = IZiMH 415 SSL VPN ACL D4 RTZ R R LET,

« [Description] : DAP L' 21— RO HEYZFHH L £7°,

[Add] £721X [Edit) 227 UV v 7 LT, XA F v 7 T8RRI —0BMNEITRE (204
N—=) BFITLET,

[Applyl 7 U v 2 L C DAP ZEZHTFLE T,
[Find] 7 4 —/V REHHAL T, ¥4Iy 7 772 KY >— (DAP) #HFELET,

_®74~wbmwﬂﬁ%%#ﬁé& DAPT— 7 )V D47 4 —)bv KOLEEEE S O LR
N, I3 EINET, VANV RKI—RE2ERT 5L, BBEHNILN Y £,

7= & 21X, [Find] 7 4« —/V RIZ Tsal)] E AT LA, Sales &) 4HID DAP & 13—
HLFETN, Wholesalers &) 4HITD DAP & 13— ﬁ(biﬂi‘/u [Find] 7 « —/L FIZ *sal
EANNTBHE, T—T/LHND sales F721F Wholesalers D H b, KANZHIL L= DK
HEES,

HAF I TIZEAR) =T AL 206 —) #FTL TRELHRALET,
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TOEAR)O—DEME-IZIHFSE

FIE

ASDM % j2#E) L, [Configuration] > [Remote Access VPN] > [Network (Client) Access] & 7=1%
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add] %721 [Edit] Z8&R L 9,

ZDEAT Iy I TI7RARY =040 (WMH) EHH (F7vary) 2ZANLET,
* [Policy Name] I%, 4 ~ 32 SLFOLFH|T, AX—AIEHTEXEHA,
* DAP @ [Description] 7 4 —/L RIZ1X 80 LFFE TANTEET,

[ACL Priority] 7 4 —/V R T, ZDXAFI v TI AR —DT T4V T 4 #REL
ij‘o

X2 VT4 TTIAT VAL, ZCCRELEEFTT 7 8A R o—Z#ALET, &
MRENEETTA AV T 41 3m< 20 £9, AMEOHMIT 0~ 2147483647 T, 77
v MEIZ 0 TT

Z D DAP OBEPILELFRE L T,

a) [SelectionCriteria] <A > ® Ka v 7FXZ 7 A K (FL72L) T, 2—HF—RZDHA
T TIRARY) V—EHEHT DT, TRTOY RRA v M@ Ew-TZ &
WMz T, ZZTHRESIND AAABHEOWT A (JANY]) F£72159 T (JALL]) »
WL RD 00, £k b—URE (INONE]) THLONEERNL 7,

HETLHI L FVIIHFTENEE A, AAA BHERoT  RARA o M@ 28 EE 32 DAP
La—RERETHE, La— FRRITRTOBIREELWMZLTNDZ LR DDT,
ASAITFIWCFD L a— REBIRLET,

b) [AAA Attributes] 7 4 —/L KD [Add] 721X [Edit] Z#27 U v 7 LT, DAP ® AAA JE MR
HEOHE (206 2—) 2FEITLET,

c) [Endpoint Attributes] fEJ C [Add] £721X [Edit] %7 V v 27 LT, DAP D> KR4 > N
PEERIEEDO R E (210 2—Y) ZFEITLET,

d) [Advanced] 7 4 —/V K% 27 U v 7 LT, #unique 178%F(T L9, ZOMEEZHHIT HIC
%, Lua 7177 I U SEEOHGRDBLEETT,

« [AND/OR] : FEARM/2EINL—L L ZZ CTANTHmBEA L oREERLET,
DED, TTICREINTVD AAA)E@:J%JIU\I/ RARA > MEMICH LW EiEE
BT D00, FREFEFNOREFHADBEICEZSRZILO0ERELET, 774
JL M i% AND T,

[Logical Expressions] : ZHEND X A T DT RRA > NEMEDA A K o 2%
RETEET, LV AAA BB T 1T R A v FERIENE (B 0ixzo
W) 2E#RTH 7V —IBROLUATFA 2 AN LET, ASDMiZ, ZZTAS
ENTZTHFANERGEE T, 7% A2 DAPXML 7 7 A M a B —3 5721 T,
WLERIE ASA I Ko TiThodL, T RREZ UTEFE S N E T,
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dapxm 7 7 A VDA AR — T ZAHR— MIONWTIE, 220 ASA [T DAP XML
TrANEA VR— FBIUT 7 AR =1 (205 ~—=2) 2ZRL TSN,

ATV TS ZODAP DT 7B R/FHFRIEY —EBEEELET,

ZITEHRETHIEMMEZ. BEO—Y— A —TF FNoRATA—TF . BEIORF 7 4Lk
DITN—T La—RezEaw, AAAVAT LAORAELZ FEXLET, DAP 7 7 R & HFAIR
Vo—REHoRE 2323—2) ZBRLTLEEN,

ATv7T6 [OK] &7 V7 LET,

2 DD ASAFBITDAPXML 7 7 A ILEA U R— B LU I I RR—

ASADFEAFT I v TI7EARY — (DAP) HEIL, ASADT T v a A€ kO dapxml
EWVNID T A NVIHREENE T, 2D 7 7 A ML, DAPRY O —ORINBHENSENTNE
j—O

\}

GE)  dapxm 7 7 A VET T AR— I\LT%E%L (xmIfEXZF > TWDIEE) | FEA AR —KML
TRETZLIITEETN, REICHEVNHD L. ASDM 28 DAP L o — RO Z{& (-4 5 7]
MRS D720, +HICHEB LT ZEN, HRO Z 002 #8ET S CLIIZH Y /A,

WROFNEZFEHL T, 250 ASAB Tdapxml 7 7 A V& AV AR—FBLORZ 7 AR—KMLZE
D

FINETIX, ASA#1 725 dapxml 7 7 A V&7 AR — bk L, ASA#2IZA > R— 3 5%
LET,

ASDM % L7= ASA TDO 7 7 A WILBRIZ D Tik,  [Cisco ASA Series General Operations
ASDM Configuration Guide] @ [Managing Files)] @IEZ S L T Z IV,

FIE

ATYF1 ASA#2 O dapxm 7 7 A V&7 VT LET,
a) ASA#2 OFETE L dapxml 24O tip F 7213 fip V— " —ITRF L E T,
b) ASA#2 @O ASDM % #& T L £,
G¥) ASDM T >[Y—IJL (Tools) >[Ny 2 7 v TDKRE (BackUp
Configurations) ]>[DAP &% (DAP Configurations) |47+ a »#H L T,
dapxm 7 7 A W RAFTH 2 &b TEET,

ASA#2 7T v a AEY LD dapxm 7 7 A VOLFTIEER EIITHIRT 22 L TEE
—éqo
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ATy T2

ATvT3

ATvT4

ATy T5

ATvT6

ASA#2 2~ R7a 7 K~ C, clear configure dynamic-access-policy-record =2~ > K& AT L
T, DAP L 2— ROWEREHIBRL £,

dapxml 7 7 AV ASA#L 7 T v v apbE I AR— L, ASAHR2 7 T v allf vR— kL
ij‘o

dynamic-access-policy-record =1~ > KZ{#HH L T, ASA#2 D ASA#1 "5 D DAP L 21— Rt
MY ZRELET,

ASA#2 T, dynamic-access-policy-config activate =~ > Rzl L T DAP ZHM L£7,
GE) ASA#2 O ASDM ZfHfLE) L T, DAPREEZT 7/ 7T 4 72T 52 &b TE X,

ASA#2 T ASDM #HE# LE 7,
HLWDAP AR Y o —IL ASA#2 THRESNET,

BAFTIVI TOERRIO—DTRE

ATy

ATy T2

ZORA VT, BABMEEONT E45ET 5 2 LICk > T, TS ATRESNS DAP L
TRy FSREBINENE I NET A PTEET,

FIE

BIEOT ZFRET HI2IE. [AAA Attribute] 77— 7 /L & [Endpoint Attribute] 7 — 7 /L2 B
(T BT [Add/Edit) R & 2 L £,

[AAVEdit) RZ > &7V v 75 ERRINDF AT 171X, [Add/Edit AAA Attributes] ¥ « &
K7 & [Add/Edit Endpoint Attributes] %A 7 2 77K v 7 AZFRINDZA T a 72l Ting
7

[Test] Z"Z > %27 Uo7 LET,

FNRAALEDODAP Y TV AT AE, KL a— FOAAAB IO RARA v MR EM: 2 35
THEXIL, INOLDEEZSR L E T, FERIL. [Test Results] FEIKICER R SV E T,

DAP O AAA B EIREEDETE

DAP I AAA—E R ZME LET, HESN TV IRAIEMEOE v MIR LI TWET I,
LD DRI K> TAAA TSN DR ATBIEL N TE £, AAABMEIL, CiscoAAA
JEVEPESJE 2y S E T 50>, ASA 73 RADIUS %7213 LDAP — =555 9 20 @t —X
MHIEETEET, ASAIL, =— W —D AAAGRAIEH & > v a U ORAF v FH0E RICHE
SWTDAP L a— R&EIR L ET, ASAL., ZOFRICESOTERDDAP L 22— R &R
TX, T oD b a— REEK L TDAP B EMEEEMRL ET,
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pap o ana EitREE0EE [

FIE

DAP L 22— ROOBIRFEAE L LT AAA B ET 5121, [Add/Edit AAA Attributes] & 1 7 12
TRy 7 AT, i3 % Cisco, LDAP, F£7¢ iRADIUS)E@% XELET, ZHbDEMIT
ANTHEITH LT =) £721F N=] OVWTFNNICHRETEET, K% DAP L 2— | L;QTET
HE7e AAA BHEOEICHIRIZH D TR A, AAABMHEOFERIZOWTIE, AAABMEDOER (209
N—=V) ZZRLTLIEIN,

[AAA Attributes Type] : K> 7H > U R &M LT, Cisco, LDAP, %7213 RADIUS J&
PEABIRL £,

* [Cisco] : AAA BEEET VIR FEIN TN D 2—Y —BalEEE2 S L E7, DAP L a—
RO AAARRBENEIC, b 02— =R REO/MURY 78y NEEETEET,
ROBHENZENET,

s [Group Policy] : VPN —H— & v o g VIBEAMT LN TWAE 7 —T R o —4
ZRLET, BX2 VT4 T IAT L ATa—RVCHKET S0, IETF 7 7 %
(25) J@Pt& LT RADIUS/LDAP 75 3%(F L9, &K 64 LFTY,

s [Assigned IP Address] : R Y > —IZfRETHIPvd 7 RLAZ AT LET,
* [Assigned IPv6 Address] : 7R U > —IZFEET D IPv6 7 RLAZ A LET,
+ [ConnectionProfile] : = %7 ¥ a > X b U 7 DI N—T4, K64 LTFTT,

s [Username] : WL SN 7c 2 — W —Da—W—%4, K64 XFTT, v—HLBGE,
RADIUS F8ZE. LDAPFGEOWTNMNE, F2ITZ OMOFRFES A 7 (RSA/SDI, NT
Domain 72 EOWF NN EEH L CWAEAICEA S E T,

c[=1=]: BELWEELL AR

« [LDAP] : LDAP 7 74 7> hME, =—H—D AAA & v ¥ a VZEEfHT b7 —#
f\“~xc:e§>é¢&‘f®z‘w’?4 7 LDAP JGEBMHAEDO T /77 LET, LDAPZ 747
VT, ZELEEOSEREEEZ T — 2 X—RACEXIAL T T, ZOLARIOEKG O RYE
T R_RCEFEEINET, 2=V —La—FRLIL—7 La— RO 5N LDAP H—/3—
MHFpAIAEND E, ZOVFTIVARRETIHENRHY £7, =—F— L a— REHEn
BRAONCFAIATEN, Z—7 La— Rl bEicEbanEd,

Active Directory 7 /V—"7 A L N—3y YR — T 572012, AAALDAP 7 74T

I Ti%., LDAP memberOf JGZ& JBMEIT X 2 KR 7250 BE 3T o4 £ T, AD memberOf J& %
X, ADRNDZ/V—7 L a— RO DN XFFZHE L ET, Zv—7O4RTNE, DN T
FINDIAD CNETY, LDAP 7 7 A 7 b Tlik, DN UFHIN D Z—T 4 &t L

T, AAA memberOf Bt L L THM L, IRERBMET —# ~<X— X2 LDAP memberOf J&1%: &
LTRM L ET, LDAPJSE A v —NITIBINO memberOf BN FEET HHEES. T
LORBRMENS T N—TZ 0N &, 7510 AAAmemberOf EBME L FEE ST, Z—T74
W~ TR BN LFHINERSNET, ZOXFINIISERBET — 2 X—ANTHE
FInET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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F4F2v 9 7oA KYv— |

B

X E

LDAP fRGF/FRA[—/N—=~D VPN VE— K T B AXA ®v 3 VNRD 3 DD Active
Directory 7 /L—"" (memberOf #12%) OWFNnEIETHAIL, ROMEY L7 £,

cn=Engineering,ou=People,dc=company,dc=com
cn=Employees,ou=People,dc=company,dc=com
cn=EastCoastast,ou=People,dc=company,dc=com

ASA IX. Engineering, Employees, EastCoast ™ 3 ->® Active Directory 7/ /L— 7 ZJLEE L &
T TNHDOTN—TFIE, aaaldap DFFFEHEL L TED L) A GOETHHEH T
i ‘j‘o

LDAP EIEIZ, DAP L 22— RNO @S & RMEE O T THER S T\WE 9, LDAP B
AL, HESTZHED MERH Y . RIF, DMCFEEXBILET, 72L& 2iE, AD —3—n
HR & LTGROV IZ, LDAP & D Department # f5E L7244, DAP L 2— K

X DRMEREICE ST —HLERA,

GE) [Value] 7 « — /v RIZBEEOEZ ADNT 2121, Elany () 27V 3IxL
LTERLES, WRIChHlZRLET,

eng;sale; cn=Audgen VPN,ou=USERS,0=0AG

[RADIUS] : RADIUS 7 7 A 7 > M, =—HF—D AAA L v v a VIZBEMIT b7 —
B R—=2 DT XTDFRA T 4 7 RADIUSIGE BRI DOLT 2 %17 L £9, RADIUS 7
FA TV M, TR ZNEFCREREE T — A R CEXIALE T, TOLEIO%
ORI T RTHEREINET, 2—F— La— BRI V—7 La— RomFn
RADIUS — =LA TG, 2O F U ARRAET HAREERH Y 7,
a—H— La— FNEEDERIICHAAEN, ZV—7 La—REEL b FEICERESn
7,

RADIUS 1%, DAP L' a2 — FRNDOEMNEE L BHEO T THER I TWET,

6:3) RADIUS J&PEIZ5U T, DAP (3 Attribute ID = 4096 + RADIUS ID & 58 L %
j‘o

WA R L E T,

RADIUS & [Access Hours] @ RadiusID (X1 TH Y., L7221 -> T DAP EM:
1% 4096 +1=4097 & 720 £,

RADIUS J&M: Member Of] @ RadiusID % 146 TH Y. L7223 -> T DAP B
E1E 4096 + 146 =4242 L 720 £9,
LDAP 3 J UV RADIUS BYEICIE, IRDEDRH D £7,
* [Attribute ID] : BYED A RI/FH, K 64 LFTT,
s [Value] : J@H4 (LDAP) F7-i13%kfli (RADIUS) .
[Value] 7 « — /b RICEEOEZ AT 5121, BEIavy () 27V IX L LTHE

A LEJ, #l: eng;sale; cn=Audgen VPN, ou=USERS, 0=0AG

c[=1=]: BEELVESELL AR
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Active Directory ' JL— 7 D ER 1% .

* LDAP |21, [Get AD Groups] A% > 238 £4LE T, Active Directory 27 /L— 7 OHfS (209
N—=) ZSZRLTIEEN,

Active Directory 7/ )L— 7T D EF

Active Directory % —/X—(2 7 = U —%FAT L, TDOA » THIHAIHEZR AD 7 /v — 7 IV G
DELZENTEET, ZOMRRIL. LDAP 2 L T\ 5% Active Directory ¥—/3—721F T
AENFET, ZORF U iE, Active Directory LDAP $—/3—(Zxt LT, 2—WF—NET 57
N—T7DU A K (memberOf ¥2¢) OWEDLEEEITLET, ZOTNA—FIEFREMHEH L,
BAFTI v TIERARY U—0 AAA BPIEEZIEE L 7,

AD 7' V—1%, Nv 2 7Z 2 KT CLI ® how-ad-groups =~ > R&fif9 % Z & T LDAP
P R=nOEEEINET, ASA BV — —DIREZFFOT 7 4+ /v MR 10 0 TF,
aaa-server IR A b 27 ¥ 2 L—31 3 F— T group-search-timeout =~ > R&fH L.
Rl 2 c&E £,

[Edit AAA Server] ~X~ > C Group Base DN ZZ % L, Active Directory /g O H1 THe s 2 BAR4
HULNNVEEFRTEET, 2OV 42 RUTIE, ASARY —N—DISE ORI b AT T &
F9, IO OEEEZ R E T 521X, [Configuration] >[Remote Access VPN]>[AAA/Local Users]
> [AAA Server Groups] > [Edit AAA Server] Z34R L £7°,

\)

(GF)  ActiveDirectory —/X—IZZH D 7 )V— T RIFET HE5EIE. —N—=DIEE T » MIED
HZEDOTELT—HEDHIRIZHES T, BfF L7 AD 7 V—7 DU X b (F721% show
ad-groups 2~ ROHF) UV EED LN ZE0nH Y 9, ZOMEEZERET HITE,. 7«
NWERREE AL, = =N T TN —TEERD LTS,

[AD Server Group] : AD 7 /L —7 Z G35 AAA H— 3 — 7L — T D4,

[FilterBy] : #RSND T N—THEWMO T IO, IN—T4E X T N—T /O % BT
LET,

[Group Name] : H—/N—2 LGS 172 AD 7 v—7 DY A K,

AAA RTEDTE

WDFIZ, DAP THEHTE 5 AAARIUBMADERZ R LET, BMEA 7 0 —/L RiZ, LUA
X CORBIES DN FEZ R L TE Y, [Add/Edit Dynamic Access Policy] ~A > D
[Advanced] ¥ 7 > 2 » CHEA L £,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .



BAF3v o 7o ARy — |
B orr oz pks s rEERREEORE

B4 |BlER EExT |fE A MY |EREA
7 VAO} PN
&
Ao aaa.cisco.grouppolicy | AAA string 64 ASA FoO L —TF Ry —
4. F7-1% RADIUS/LDAP
B —/X—71 5 IETF-CLass (25)
BEE L TEEIN I —
7RI —4
aaa.cisco.ipaddress | AAA number |- TNV RYFRIVVVPN Y FA4 T v
MZHEIDETHNZIPT R
A (IPsec, L2TP/IPsec, SSL
VPN Anyconnect <& = — /L)
aaa.cisco.tunnelgroup | AAA string 04 i oe 774 (b xb
TN—"T) ORI
aaa.cisco.username | AAA string 64 I SN —Y— D4R
(v — 7 )VRRRERFE AT Z s
LTV D 5EICEM)
LDAP  |aaa.ldap.<label> LDAP |string 128 LDAP J&MEfE~T
RADIUS |aaa.radius.<number> | RADIUS |string 128 RADIUS BM:AE~27

DAPD I FiRA Y FEEHEIREEDRTE

T RRA L MBMEICIE, = RBRA U N VAT ABE, RAF Y iHlifE R, BLOT 7Y
= a AT HERNE TN TWET, ASAIL, By a VHENIRRIZ DY RARA v NEE
DEAZBINAER L, By v a BT O TWET —F RX—=R(ZEND D RMEZ IR
LEd, £DAP L 22— RIZiE, ASADNE v a VDO DAP L o — REEIRT 572D 7=
HNH LT RiRA » MERBENSIEESN TV ET, ASAIL, BRESNTWDHEMEEZ T
i/~ DAP L 2 — R721F 28R L £ 9,

458 SRS

*DAP L a— ROBIREAEL L T RARA U MNEMEARETLHZ &L, XA T390 T
JHARY —DOFE Q02L2—) OFdORERTat ADO—ETT, DAP OEHR KL
WL LTy RRA » NEMEZERET DI, ZOFIAEZHERLET,

« TV RARA U FEEOFMIIOV T, T2y FARA  PEMEOER (220°—) | &
ZHLTIZSN,
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DAP DTy K4 v FEHEREE0RE |

e AFVHEHMD< /L7 =2 THHK, BLXOS—=YF N T AT 05—V 70T T L%
HostScan/Secure Firewall IR AF ¥ N F = v 7§25 FIEOZFEMIZIOWTIL, DAP L~ /L U =
THEBLIOR=Y T T AT Or—)L Tl T7h 2205—) 2BRLTLES
AN

FIE

ATYv T [Add] £/2F[Edit) 227 Y v 7 LT, IROWTHRLDOT Y KA v Mgtk 2RI L LB
muEd,

HHAATDTY RRA 2 MEWEDOA VAL AR TS £9, % DAP L a— NITRE
FIRER T RARA » MRMEORIZHIRITSH » £E A,

s DAP ~D~ LT = TXIRT Y RiRA v MNaEoBN (212 <X—)

*DAP ~DT 7V r—v g VEHEOEN (212 X—)

*DAP ~D EXaT 7747~ = RARA Y MNatkEoEm (213 <—)
*DAP ~D 7 7 A )b = RARA v MEMEOBEM (214 *X—)

* DAP ~DT /A A = RARA v M@EtkoEm (215 ~—)

* DAP ~®D NAC = RARA > MNatEoBMm (216 X—)

*DAP ~DA RV —TF 4 7 VAT A T RiRA v MNaEoBMm (216 X—)
*DAP ~D/X—=VF )N T 7 AT 74—/ = RKRA L MEtEOBEMN (217 =—)
* DAP ~DRY — 2 RARA » MEEDOBIN (217 *—)

*DAP ~D 7 ut X = RARA v MatEoBM (218 X—)

*DAP ~D L YA LY = RARA v MEMOBEM (218 *—)

* DAP ~DOEHGEAEZFIEEM DB (219 X—)

AT T2 FHC—FTLDAPRY > —%fFELET,

INHDZY RRA LV M@ Z A T, 2=V —RHDoF AT DA L AZ L ADT T

ZFRFFOX DI DAP AR Y o —THERT 2 (Matchall=AND, T 7 #/L ) O, F2iFxZzns

DA AL A% 1 DTEFRHO X D IC¥KRT % (Match Any = OR) D7»ZRE L £,

a) [LogicalOp] Z#727 VU v 7 LET,

b) TV RKRA > NEtEDZ A4 72 LIz, [MatchAny] (77 #/L k) F 7213 [Match All] % 341
LET,

c) [OK]Z27 Vw7 LET,

ATFYT3 FAFI v TI7EARN) —OBEMELIIRE 204 2—2) ITR-TLEE,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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B ore~oxmzRET ke FEEDER

DAP ADTIILI T T7XERIY FRA » MEMDIEM

ATy T
ATy T2

ATvT3
ATy T4
ATy TH

ATvT6

ATy 717

ATvT8

DAP ~D7 7

RATwT1
ATvT2
ATvT3
ATv74

1R BRI

HostScan 4.3.x 7» 5 HostScan 4.6.x LAMRIZ T v 77 L— RT 5881, 7 v 77 L— RO,
BEAFD AV/IAS/FW o RRA o b B RIS 5 0F AMFW =2 RARA > MEMEICBATT 2
VERHYET, T — RBLUBITOREEZRFIAZOWTIX,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guidel] ZZM L T 723\,

FIE

[Endpoint Attribute Type] U A k R 7 2T [Anti-Malware] Z#R L £7,

W) 7278 % U [Installed] & 7213 [Not Installed] 22 U » 27 LT, R LI RARA > MNEME &
ZIUCATRET D 1EHf 7 ([Name]/[Operation]/[Value] 10> FD 7 4 —/L K) %A A h—)LT %
D, FIFA VARV LR EIRELET,

UTNWEA L AXY EBNERITBGOLELLIZTEINERELET,
[Vendor] U A kAR > 7 AT, TARMKEDO~NLT = T RRXH—D4HTE T ) v 7 LET,

[Product Description] &= v 7 Ry 7 A% AN LT, TAMTEHZX X —O8ImA4 % Y A b
Ny 7 ANBEIRLET,

[Version] F = v 7Ry 7 A% A LT, #1E7 1 —/L K% [Version] U A b ARy 7 ATk
RUZHE A= g VERFIZELY (5) L HLLRWY (19 . Xo/hasny (<, ko ksn
(>) . LT («=) , £RILUE =) HRELET,
UARN Ry Z ATERRLIENA—T g SN2 x BN TWEEE (ZEXE3x) X, ZoxzE
K7 ) ) —AFFSTEIBRZET (L 2iF35) .

[Last Update] F = v 7Ry 7 A& AN LET, EOEHNOOHBREZREELET, HHr
., ZITANLIEREEY R (KD E7320, #L (B]) ETT205ETEE
j—O

[OK] %227 U v 7 LET,

Jr—< a3 U REREDEM
FIE

[Endpoint Attribute Type] Y A k 78w 7 A C [Application] Z E&R L £ 7,

[Client Type] DHRIEZ 4 —/L T, [=] (BELW) F0E =] ELL 2 2R L E1,
[Clienttype] U A h R 7 AT, TAMHEDY T— s T 7V ABGOX A TEEE L E T,
[OK] %227 U w7 LET,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K
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DAPAD £¥27554 7>k T kiq v rEEDEm [

DAP AD X279 547 2T RKRAY FEEDIEM

ATvT1

ATy T2

ATvT3

ATvT4

YX 2T I TAT > b = RiRA v Mgt (B3 VR AF ¥ £ 7213 AnyConnect 7 A 7 >
T 4T 4 YEIEMEEE (ACIDex) & HIEIEIL5) IE. Cisco Secure Client?® AnyConnect VPN € 3 = —
VDS ASA AR AT Y IFREBA DO EINE T, ¥4 FIv I T7EARY —T
X, 2—H DRI NSO RRA » MNBEMER SN ET,

ENRANKAF v BHEZZAT IV TI7EBAR) —ITHBRIATE, = RiRA V RIZ
HostScan/Secure Firewall RAF ¥ Ny RARA > M VA =L EN TR THEATE
F9,

—EBDOENANRAF v BIEIL, ENXANT AL A ETIITL TS EXF 2T 7747 MZ
DHBELET, ZOMDENRANVRAF ¥ B, TN NVT AL A ETEITLTWDS &
XTIV TAT N 8¥XaT I ITAT N TR My T I T7A4T7 2 M ETEITLTND
AnyConnect 7 7 A 7 > b O 7 IZBIHE L £,

1R BRI

ENRANRAT v BIEATAICE, BT 7747 hMobile 7/ B RE, X 2T S
FAT 2k Premium 7 A B AN ASAIZA VA R —LENTWAELERHDET, 2D
TAV A% A VA M=V T HAEHEIL, DAPEMEB LOMMOBEfFOT > RARA » NEMEICHES
WTHR—=FENTVDEENSAL L FTNRAL ZAODAP R Y > —Z2@EATEE4, Zhiliz, A
ANTRAANPEDYET— K T2 RAOHFRNEITHESHNEENFT T,

FIE

[=Y RARA » NEtE# A~ (Endpoint Attribute Type) | Y A MRy 7 ATEXa T 7 74T
b 2R 7

[Z7 747> k"= =3 (Client Version) | F =y 7Ry 7 A4 LT, HELW (5) |
FLLRW (=), Z0/han () . KV KREW () L LT (=) . FREME 2 %
BE7 4 — WV RTBBIRL TS, [/ 747 FX— =3 (Client Version) | 7 4 —/L R Tk
XaT IV ITAT L MR—=Va v EBGERELET,

D7 4= REFEHATDLE, ENAMNLT AL A EFEFRSH T Ly NeE) OV F4T
=T a U EFHECTE DTN, TR by TRT T Ny T TNRARADI FAT 2 b /8 —
Va b TE £,

[Platform] = v 7 R v 7 A% AL T, FELW (=) EEFELIRY (=) ZEIET ¢ —
U RCEIR LT 6, [Platform] Y A b Ry 7 ATHRL—TFT 4 VT VAT AEEIRLE T,
DT 4= NVREFERATHE, BN T AL A HEFEFSXY T Ly bR E) OF <L —
TAT VAT LEFHATEDIEN, TAZ My TIRT T vy T TAAL ADF XL —F ¢
VI VATALFMETEET, STy b — L EBRIRT L L, BNMOEET +— L R THD
[Device Type] & [Device Unique ID] 23 FH ATHEIZ 72 0 97,

[Platform Version] &= v 7 AR v 7 A% AL T, FELW (=) | FELI 2w (=) . LH/h
SV (<), KV KREW (), BT (=) . FRIEBLE =) ZEET 4 — /L RTEIRL T
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B orvr~oo7q0 T pReL rEMEDEMD

ATy TH

ATvT6

ATy T17

ATvT8

26 [Platform Version] 7 4 —/V R CARVL—F 4 V7 VAT LA NR—V a3 U FFERELE
j‘o

ER T2 DAP L a— RIZZOREMELEEND L HI2T5120F., BiIOFETT Ty F 7 4+ —2A
HMLTHREL T EIN,

[Platform] F = v 7 R v 7 A% A A LT2E 1, [Device Type] T = v 7Ry 7 A% F T
LZEMTEET, FLW (3 FLEFFELIARWY (=) ZEET7 4 — L FTEIRLTHD,
F 34 A% [Device Type] 7 4 —/L R TEIRTEMAN L ET,

PR—=FINDT A ATHDHIZH0D BT, [DeviceType] 7 4 —/L RO Y A MIRRSH
TWRWEATX, [DeviceType] 7 4 —/L RIZANNTEE T, T30 A2 A THEREAFT D&
HREERFIEL, X277 74T Mz RARA V MIA A F—/L L TASAIZHEE L.
DAP b L— A% FE(TT5HZ L TT, DAP b L—ADfEFDH T, endpoint.anyconnect.devicetype
DEE RS ET, ZDfE% [Device Type] 7 4 —/V RICANTHHLERH Y 7,

[Platform] = v 7 R v 7 A% A A2 LTz 51X, [Device Unique ID] F = v 7 ARy 7 A% F
WCFTHZENRTEET, HLW (3 FHEFELL 2 (=) Z8(E7 —/L FTERIRL T,
5. T3 AD—F D ID % [Device Unique ID] 7 4 —/V KIZA T LE 7,

[Device Unique ID] {2 & > Tl 2 DF /SA ANRKFISHLDH DT, FFEDENA )L T8, A%
FTORV—ZRHETEET, 7 ZAD—EDID ZBIFT 5I21E, £DOT /31 2% ASA T
Bt L C DAP b L — A% 3{T L. endpoint.anyconnect.deviceuniqueid O % 7 o1F % B0

HFEJ, ZOfE% [Device Unique ID] 7 4 —/L RIZAJITHEMLERH D 7,

[Platform] % 24 12 L7284 1%, [MAC Addresses Pool] 7 -t —/L KIZ MAC 7 KL A& BIITX
F9, FLW (5 FLEFFELIRY (=) ZEE7 =L FTERLTHH, MACT FL-A
FHRELET, FMACT KL ADT 3 —< v Mid XX-XX-XX-XX-XX-XX CHDH Z L NNETT,
X 1ZAENe 16 #E LT (0~9, A~F, £/xiXa~1f) TI, MACT KL AL, 1 2L ED
TEHANR—ATRY)HLERNH Y F7,

MAC 7 RLRIZ Lo Tl 2« DV AT LBRXBNIENDDT, FFEDT NA RIKTHRY —
ERETEET, VAT LADOMACT RLRAZRSET HITIE, DT /34 A% ASA I[ZHHE L
TDAP k L— A2 %317 L. endpoint.anyconnect.macaddress D% RO 2 LR H Y £4,
Z OfEi% [MAC Address Pool] 7 4 —/V RIC AT T 20N H D £7,

[OK] %27 U v 27 LET,

DAP~AD T 74 L TV FikA > FEHDIENM

48O H RIS

T ANT Y RiRA » MRMEEZRET DHNS, EDT 7 A V& A% ¥ 7§ % )% [HostScan/Secure
Firewall 7R A F % (HostScan/Secure Firewall Posture) 1 7V 4 > K7 CE&HZ L £,

HostScan /X — = 7 4x DA ASDM T [a%E (Configuration) 1>[V E— k7 7 & AVPN
(Remote Access VPN) ] > [Secure Desktop Manager] > [HostScan] % 38R L £ 9", Secure Firewall
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ATy T
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

DAP A 734 2 T Fq v rEHEDEM [

RAF ¥ N—T 3 5x DYy, ASDM T [ E (Configuration) ]>[V E— F7 2 AVPN
(Remote Access VPN) ]>[ AT+ (Secure Firewall/l)  (Posture (for Secure Firewall)) ]> [~
AF ¥ %€ (Posture Settings) ] Z R L £,

FIE

[Endpoint Attribute Type] Y A k 7R 2 A C [File] Zi&R L £ 7,

[Exists] & [Does not exist] DA 7> a3 > ARH¥ U Tld, BIRL7==> RARA v Ntk s 2t
b9 % f&ffi1 ([Exists]/[Doesnotexist] R ¥ > D FZdH D7 4 —/V K) BFETDHLENRSH D H
EIMITE LT, ZYUTLHHDOEBIRLET,

[EndpointID] Y A h Ry 7 AT, AF ¥ U KEDT 7 A/ = M JIZFE LW RARA B
D% ey 77Xy URAMPORRLET,

7 7 A VDOIEHRH [Endpoint ID] U A k Ry 7 AD FIZERENET,

[Last Update] = v 7 AR 7 A& A AL TDH, BHHENOO HENEEOHEL Y H/hsn
() EREW ) OELLEFMETHENEBIEZ A —/V FTEIRLET, EHHILLOH

B4 [days] 7 4 —/V RIZATILET,

[Checksum] F = > 7V Ry 7 A& F NI LThH, TA MR T 7 ANDTF = v 7 LMMEEEL
W (=) FEFFELIRY (=) OLHLE2RMEETINERET 4 —V FTRIRL X,
[Compute CRC32 Checksum] #7 U v 75 &, TARMKINRDOT 7 A VDF = v 7 % LMEDGE

HEhEd,

[OK] %7 Vw27 LET,

DAP ADT/INA R TV FiRA > FEMDIENM

ATy T
ATy T2

ATvT3

ATv74

FIE

[Endpoint Attribute Type] U A k 7R v 7 A T [Device] Zi&{R L 7,

[HostName]| F = v 7 R 7 A& AL Th b, TAMIGET ASA ZADKRA NG EELW (=)
FIFFELI W (1) OELLEEMEETINEERIET 4 — /L FTEIRL E3, ZREM R
AA % (FQDN) TiEZR<, aryEa—ZDRA MOALEFHLET,

[MAC address] = v 7R 7 A& A N LThbH, TAMIRORY NTI—T7 A F—T =
AAI—=ROMACT RLALEHELW (5) F3HELL W (1=) OELLEEMEET D0
EEAET 40—V RTIEIRLET, 12O FUIZHDEMACT RLAIZ 1SRG TE, 7K
VADT 4 — v ME xxxxxxxxxxxx TH 2D I ENMETT, x 1T 16 EH LT T,

[BIOS Serial Number] F = v 7 R v 7 Z2&2F A LT 6, T A RO T /3 20D BIOS 3V
TAEFEEZEL (=) FHREELLAW (=) OELLEELEETIVERIETY 4 —L KT
BIRLET, BE7 +—~ > M3, WEEFHEAFTT, 74—~y NEFIIH THA,
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FAF2v o 7oA RYL— |
B orr~onac Ty ps L FEEDEMD

AT v 75 [TCP/UDP Port Number] F = v 7 R v 7 A4 N LTnb, TA MHEDY 2= 7IREED

TCPAR—FEZELW (5) FFHELL LY (=) OELLERGLETINERIEY 4 — LK
TERLET,
TCP/UDP 21 > 7R 7R v 7 ACldk, 7 A hxfg: (TCP (IPv4) . UDP (IPv4) . TCP (IPv6) . &
721X UDP (IPv6) ) OAR— FOFEEZRIRL 7, HEOFR— &7 X T 58551X. DAP
Ol % DTy RiBRA v FEMEDOL—L WL OER L, ZNEIUCIEOR— N E2HRELE
ERS

AT 76 [Version of Secure Desktop (CSD)] = v 7/ AR 7 A% AN LT, =2 RAKRA > ETHE

1T Z3 D HostScan/Secure Firewall IR AT ¥ A A—TDNA—=TV g EELW (=) F3ELL A
W (=) OEBLLEFELETENERET 4 — /L RTEIRLF T,

AT 71 [Version of Endpoint Assessment] 7= v 7 7R v 7 A% AN LT B, T A MFROTY RKRA
YR TEARAXLR (OPSWAT) ONRX—V g EELW (5) FFHELIRY (=) o8bh
EREETDONEERIET 4 —/V R TEIRLET,

ATy 78 [OK] &7 U7 LET,

DAP ~AMD NAC T KR4 > REMDEM

FIE

AT 71 [Endpoint Attribute Type] V A b R 7 AT [NAC] 2R L 9,

AT w T2 [Posture Status] F = v 7R v 7 A4 A2 LT, ACSICE > TEZEENDIFRAF ¥ h—7
YFHNEFE LY (5) FFFELLRWY (15 OELLaRFET o0 iE7 4 —L FT
BIRLET, RAF ¥ F—7 U XFFH|% [Posture Status] 7F A N R v 7 A ASILET,

ATy T3 [OK]Z27 V7 LET,

DAP ADARL—T 429 DRATL IV KRS FEHDEM
FIB

AT w71 [Endpoint Attribute Type] U A b 78 » 77 A T [Operating System] % 38R L =7,
AT w T2 [0S Version]| F= v 7Ry 7 A%A A2 LTHh 5, [0S Version] U Ak Ry 7 ATHRET DA
N —F 4 7 VAT A (Windows, Mac, E£72iF Linux) EFELW (=) FTELI W
(=) OELLEFMEETIDERIET 4 — /L RTRIRLET,
ATwF3 [0SUpdate] F= v 7Ry 7 A&A N2 LTh b, [0S Update] 7F A~ Ry 7 AZATT 5
Windows, Mac, F72(X Linux XL —7 4 7 VAT LD —ER Ny 7 LELWY (=)
IFFHELL R (12) OELLERMLTOINEMET —1 FTEIRL £,
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ATy T4

DAP ~AD/S—YFIL T 7 A7+ — T kR4 > rEoEn [

[OK] %27 Vv 27 LET,

DAP AD/IN—YFIL T7ATO4+—IL T RR4 > FEEDIENM

ATy I
ATv T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

1R BHHIIZ

HostScan 4.3.x 7° & HostScan 4.6.x LAMRIZT v 77 L— RT55581F, 7 v 77 L— RORHIZ,
BEAF D AV/IAS/FW =2 RIRA > Mg 2 54 2 UF AMFW = > RaRA > MEIEICBATT S
VERHY ET, 7T v 77— RBLOBITORERFIHIZOWTIEL,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guidel] ZZH L T 7231y,

FIE

[Endpoint Attribute Type] Y A ~ 7R 7 A C [Operating System] Z %R L £ 7,

W72 AR # o [Installed] & 72 1% [Not Installed] 27 U » 7 LC, BR L7z RARA » MEM L

ZUCAHTHRET B 1EHf 7 ([Name]/[Operation]/[Valud] SO F D7 4 —/L K) &AL A F—LT 5

D, FEEFA ARV LRV EIRELET,

[Vendor] Y A h AR 7 AT, TAMIRDON—=VF ) T3 AT 7 F—L XU E—DLRI% 7
UwZ LET,

[Product Description] = v 7 R 7 A% A N2 LT, TAMTHRUE -0 %Y A K

Ny 7 APHEINLUET,

[Version] F= v 7R v 7 A A2 LT, #1E7 4 —/L K& [Version] U A b ARy 7 ATk

WU A= g VEFIZELY (5)  FL WY (I=2) . Ih/hawn (. ZhkEn
>) . UT (=) | 3B E =) ITRELET,

[Version] Y A b iRy 7 ATEIR L2 A=V g VIZx BV TWDHEE (T8 201E3x) 1%, 2
D x & B2 ) U = AR S TERSHBAET (2L 2T 35) .

[Last Update] F = 7 RNy 7 A% A NI LET, &EDOEFHNOOAFAEREELET, TH
Z, ZZCANLEREEY bR (KD FEATT 200, B () ETT05EETEE
T

[OK]1Z7 VU v 7 L&,

DAP ~DRY) — T FiRA 2 FEMEDIEN

ATy T

FIE

[Endpoint Attribute Type] U A & 78 v 7 2T [Policy] Z &I L £,
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B orvr~oToex T rRe L FEMEDEMD

ATy T2

ATvT3

[Location] = v 7 AR v 7 A% A 2L TH 6, Cisco Secure Desktop Microsoft Windows &2 77—
varZuaTZyANEELY (5) FRIFELIRY (=) 0L EFEMEETI0EEE
74—V R C#EIR L9, Cisco Secure Desktop Microsoft Windows =7 —3 3 > 7'ma 7 7 A )L
CFH % [Location] 73F A b AR 7 A AN LET,

[OK] %7 Vw27 LET,

DAP D 7ALR TV KiKRA 2 FEHEDENM

ATy T
ATy T2

ATvFT3

ATy T4

1R BRI

T ATy RiRA v MNEWEZRET DRI, 07 rt X% AF v 7§ %)% Cisco Secure
Desktop @ [HostScan/Secure FirewallZs A 5+ (HostScan/Secure Firewall Posture) 17 « > K7 T
EZLET,

FIE

[Endpoint Attribute Type] Y A k 7R 2 A C [Process] Z 3R L £ 77,

[Exists] & 72 1% [Does notexist] DA X > Tld, TR L7cx= 2 RaRA » MEME & ZUTAHET 5
fifi¥ ([Exists]/[Doesnotexist] R ¥ > D FIZH D7 4 —/V K) BDFEETDHLENH DN E I M
JIGLT, 4 T25b0%7 v LET,

[EndpointID] U A F iRy 7 AT, AFx ¥ VRO RARA L D& Kry 77X J AL
MHBRIRLET,

TURBRALFID FRERERBZY AR Ry 7 ZADOTFICERINET,
[OK] %7 U w7 LET,

DAPADL AR TV FRA Y FEHEDEN

ATy T

LYARY =y RiRA v MO A% v 1E Windows XL —TF (¢ 7 VAT MIZOHEH
SnFET,

b BRI

LY A MYy RRA » NEMEERETLHHIC, EOLIRA M) F—% A%y o4 50%
[HostScan/Secure Firewall 78 2 5+ (HostScan/Secure Firewall Posture) |7 4 > R CiEHR L £
R

FIE

[Endpoint Attribute Type] U A b 7R > 7 AT [Registry] Z 3R L £7°,
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ATy T2

ATvT3

ATy T4

ATy TH
ATvT6
ATy 71

ATvT8

pAP ~ouimERiIRtnen [

[Exists] % 721 [Does not exist] DR ¥ > Tk, VI A U =2 RilkA v Mgtk & 2+
&4 ([Exists]/[Doesnotexist] R¥ D FIZH BT 4 —/V K) BEFEETILERHDNE D
MIETT, 4 TH6b0%27 0 v 7 LET,
[EndpointID] VU A F Ry 7 AT, AF ¥ UHROLVIARY =2 FUIZELWTZY RARA
D% RNy 7Z Y U MpHERLET,

LY A Y OWE# [Endpoint ID] U A k ARy 7 AD FIZERENET,

[Value] F= v 7Ry 7 R F AL Thb, 81E7 4=V FTELWY (=) £EFFLI 2N
(=) ZE'RLET,

OO [Value] V A kiR > 7 AT, LA MY F—71 dword X FHN0EHE LTI,

2 OHOD [Value] B/EY A N Ry 7 A2, AFX v VRGOV Y AN ¥—DEEATILET,

AXy VIV VA NY =2 M ORLFENLFORNWEBETHIZIE, Ty IRy 7 R
EAACLET, MBRHIKIFE/NLFEXTHI2E, T2y 7Ry 7 AEF 7121 TL
7230,

[OK] %7 Vw7 LET,

DAP ~(D#EHEIBAZEFEEE E DB

ATy T

ATy T2

ATvT3

ATy T4

ZAE LI EZEOWTNO AR R ESINTZLV—L TR TEX AL IY)ICKIAEL A T v 7 21k
TEET, TNHDIFAETY 4 —/L NIZESWT, #HERIT27F £ 72135459 5 DAP v —
NERETEET,

FIE

[Configuration] > [Remote Access VPN] > [Network (Client) Access| > [Dynamic Access Policies]
>[Add Endpoint Attribute] OIFIZBE L £ 7,

[Endpoint Attribute Type] & L C K1 v 7% 72 A = 2 —® [Multiple Certificate Authentication] %
HEIRLET,

MBS U TROWTNNEITT R TERE L E T,
* Subject Name
« AT
* Subject Alternate Name

* Serial Number

FEAEARA N7 2T 7 40 FO[None] DE FIZL TWTIDA TS OFERELFFA T 250,
=P —DHET T OHREFATH I HITEIR L E T, [User] £ 721% [Machine] % H&R
T 556, AEHEOTTORXA N T ZANTLHMLERSHY £3, ZOKHRIT, Yo harTcrI4a
T ML THEEINET,
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B oorr iy TRES LT A=Y F L T4 TIF—L OIS A

DAP LRIV P REEFI VNV FIL IT7AT7 04— TRTS

Ls

X2 VT4 TTIATUAZ, 22— BN, REEAD AAA BB LV RARA
MNEMEIZ =BT 25 AICDAP R o—2FEALET, 7V al A ity 2 — LB LD

HostScan/Secure Firewall I8 A F ¥ 1%, X EHFAT Y RRA » MEHEOEREEX=2 VT 077
TAT AR L, DAP U7V A7 AT, ZOHERICESWTENL DRMEEIC KT 5
DAP L 22— R&ER L7,

YA 2T HRBELON=Y TN T 7 AT =N T 0T LDIFEAE (TTTIEARL)
3 7T 4T AF X EYR—FLTWET, D0, ZNb6D0Tr ST AIAE Y FHE
THY., WIZEMEL TWWEJ, HostScan/Secure Firewall R AF v, = RRA > MaF s
FTEBA LA R—=NLEINTWNEINEI N, BIOREOT 0 7T ARAE Y FEHINE S E,
WDEHIZLTTF=v 7 LET,

A LVA =L ENTWDET BT TEANT I T 4 T AF Y 2T R— K LARWEA,
HostScan/Secure Firewall N AF ¥ |ZZE DY 7 b7 =T OfFELZ L R— K LE T, DAP A
TAF, FOT ST LEEETHDAP La— REEIRL T,

A VAR INTWET AT TEANT I T4 T AF Y 2 R—FLTEBY, 2071
TINTTIT 4T AR UNA X —T I > T B84 . HostScan/Secure Firewall 78
AFXIEEDY T " =T ODIFEEZLVR—F LET, ZOBAL, X274 7774
TUAE, EOT 0T T LEFRET D DAP La— Ra2EIRL £,

A VAPN=NENTWDT AT TEANT VT AT AXFY B AR—FLTEBY, 207

T NTTIT 4T A%y UBNEDIT > TV A4S HostScan/Secure Firewall 8 2 F ¥
X2V 7 MU =T DIFHEEHLET, EX2 VT4 T I9A4 TR, 2070 s
LEFEETHDAP La— RE2@IRLETA, SHIZ, 7T TLNRA A R—=LEINT
WAYAETEH, DAPICBT 225 OE®RNE 415 debugtrace =~ > RO NICIZT v
7T LAOHEIENRSIER A,

)

GE)

HostScan 4.3.x 7> 5 HostScan 4.6.x LAMRIZT v 77 L— R T 5581%, 7 v 77 L— RO,
BEAF D AV/IASIFW =2 RARA Mg Z I8 d 2 R AMFW = & RARA & MEHEIcBATT %
WENRHYET, T 77— RBLXOBITORER2RFIRIZOWTIEL,  [AnyConnect HostScan
4.3.x to 4.6.x Migration Guide] ZZ&f L T 7ZEW,

IVKRRAY FERHEDESE

WIZ, DAP CEHTE 5= RARA v MEREMEEZ R LE T, [Attribute Name] 7 4 —/L R,
LUA i CoOK B DA L% 7R L TE Y | [Dynamic Access Policy Selection Criteria] <
A D [Advanced] I CHEH L9, labe Z280%, 77V r—va v, ZrA 04, Tek
A, FRIFLVYARNY) = MU ERLET,
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v s rER0ER [

BES1 T |EBHEL EET |fE ALY | A
DEREK
< /L7 =7 |endpoint.am["label"].exists | Host | true — S IAENE Y A
s SenSaue 7T ABFET D
Firewall
endpoint.am["label"].version | 7~ A string 32 Version
: 7% ;
endpoint.am["labd"].description string 128 SOUEVE SE 125
A
endpointam{lebel"] astupdte sy — Y TR
EHH L TG DR
EE - ()
Personal endpoint.pfw("label"].exists | Host true — IR—=IF VT AT
Firewall SenSeure A —VIMFET D
Firewall
A
F ¥
endpoint.pfw["labd"].version string string Version
endpoint.pfw["labd'"].description string 128 R—=IFNV TP AT
U A — /v DO
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BtEs 147

Bit4

ARy
NDEXE

Bl

AnyConnect

(HoSenSeue
Firewall &~
AF v I
%)

endpoint.anyconnect.

clientversion

endpoint.anyconnect.

platform

endpoint.anyconnect.

platformversion

endpoint.anyconnect.

devicetype

endpoint.anyconnect.

deviceuniqueid

endpoint.anyconnect.

macaddress

> | version

XTI TIAT
f R—=T g

string

"L A P—L &
nNTNLH AL —
TA T ART A

version

64

XTI TAT
ERA A= S
nNTnLF~Lr—
T T VAT D
N—Tg v

string

64

XTI TAT
3 A VA B—L X
NTNOBENAAL LT
NAZADEA T

64

XTI TAT
WA VA= E
NTNDHEANAVT
N ZAD—Z D ID

string

F3A VA F—LE
NWTWBETRA ZAD
MAC 7 RL &,

74—~ M
XX-XX-XX-XX-XX-XX C
HHZEPKET
3. xIFALR 161
BLFTY,

T r—
va

endpoint.application.

clienttype

77

var

string

74T~ ZA

7
CLIENTLESS
ANYCONNECT
IPSEC

L2TP
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v s rER0ER [

BtEs 47 |EBiER ARYY |EREA

DERRE

bl
il
dl
ot

>/, A |endpoint.device. hostname | — > | |string 64 AR RO,
WA FQDN Tidd v £
N A

endpoint.device. MAC string — oy NT— A
H—T A AH—F
DMACT FL &,
IRelok0 N Nt
X MAC 7 RV A%
1 72T

A —~v b
XXXX.XXXX.XXXX Cb
DT EMBETT,
x 1% 16 HEHCSLFT
7

endpoint.device.id string 64 BIOS > U 7 L&
e BT A —~ v
ME, ROEEEEA
Ty, A=~ b
BEIHY FHEA

endpoint.device.port string — U A= 7AREED
TCP " — b
1EfRZ &2 1 >0
R— P EERTEE
‘@—

1 ~ 65535 O&PH O
B

endpoint.device. string 64 EITEND
protection_version HostScan/Secure
Firewall 78 2 F ¥ A
A=V DNV g v

endpoint.device. string 64 Endpoint Assessment
protection_extension (OPSWAT) D /—
Vay
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B - oo rBrozEs

BHES1 T |EBHEL EER |fE ARYUT | GHA
DEREK
~7 5% AL |endpoint.file["label"].exists true — 77 A NVBIFET D
endpoint.file[“label”].
endpointid
endpoint.file["label"]. B — T 7 A IVDERILITE
lastmodified FENTHH ORI
e (B))
endpoint.file["label"]. g — 77 A I)L® CRC32
crc.32 Ny
NAC endpoint.nac.status NAC |string — a— P —ERTAT —
ZARXARN) T
#4~21L— | endpoint.os.version string 32 FR—F 4 T
TSI AT A
AT A - -
endpoint.os.servicepack et — Windows D% — B %
N T
AU I — |endpoint.policy.location string 64
(Policy)
“at A endpoint. true — Tat ANGFET S
process["label"].exists
endpoint. string 255 Fat AN T )L
process["label"].path
Registry endpoint. dword string | — dword
registry["label"].type
endpoint. string 255 LA RN =Y
registry["label"].value DIl
VLAN endoint.vlan.type CNA |string — VLAN Z A 7 -
ACCESS AUTH
ERROR GUEST
QUARANTINE
ERROR STATIC
TIMEOUT
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LUA £ L1 DAP =514 Ziama 0AP R0 Em [

LUAZ{ER L1=DAPIZE [+ 51EMD DAP FEIREZEDER

TR a T, AAA £ FARA VMBI OER T IEICOWTEA L £
To THNEAITHICIE, LUAICET 2 EERARSMLETT, LUA DT 17T v 7 OFEHE
I OWTIL, http://www.lua.org/manual/5.1/manual.html %2 2/ L T 7280,

[Advanced] 7 4 —/L FIZ, AAA 7213 RARA v MBRGABBHE 2 F T H X0 LUA 7
XA REANLET, ASDM T, ZZCANENTZTHF A NEFGEEET . 7% A % DAP &~
Ui— 77 A MIabt =351 TT, AHEIT ASA 2L > Tirbi, T ReEZ s CidaEE &
nEd,

ZoFTva it EOBRICHD AAA BL O RRA v b O JEMERER CHE ol g7 S 1
VS OERIERE R BINT 2 5BICER T, 728 23, BESNEEEOWF o &imT-7,
TNTEWZT, FRIT0TH G S0 AAA BHEZHHT 5 X 910 ASA 2% ETE £
T, TV RKRA Y FNEHIZRBEIN, TOTRNTEWMEZIVLERNHVET, EX=2UT 4 77
TAT VAMEEDOT Y RARA > M@ EFEHTE 5 L9127 5121, LUA Tt Zeame=
ZERL., 22 TEOXEANTHHLERH Y £,

DY 7 L3 TiE, LUA EVAL RAEROFEM E 2R L £,
« LUA EVAL X ZElT 2832 (225 *—)
« DAP EVAL X f (230 ~=—2)

« BN LUA B3 (227 ~=—2)

LUAEVAL X Z1EfLT 18X
)

(GE)  [Advanced] E— REMHTLZMLERSLGHIL. 707 7 L EEHENICKRFET 5 2 LN A[EEIC
0. BHiRICR A0, TEAEITEVALREZFHAT A2 2880 L7,

EVAL(<attribute> , <comparison>, {<value> | <attribute>}, [<type>])

<attribute> AAA JEM: F 7213 Cisco Secure Desktop 7> HiE L7z @M, BIHEOEFRIC
ONTIE, ¥ RS PEMEOER (220 ~—Y) Z2ZRL TS
AN
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B tostscanas (B UZHLIE) & & U Secure Firewall KR F /S—< 3 > 50 LUA FIE

<comparison> ROLFFIONT A (BB LE)
“EQ” L
“NE” E PR
“LT” Xo/phEn
“GT” L REWN
“LE” P
“GE” Ll kb
<value> IR CHE . B & i Dl % 5 T 3075
<type> WOLFHNONT D (B LEE)
“string” KILF, NCF2 KBTS O Lk
RICF-, /NS5 KR L 72 WSO 0 bk
“integer” KB LT SCFHIE 2 BBl 28
“hex” 16 R 2 T2 BB ELE CL 16 AR D LT % 16 15K
(Z A
“version” XYZ A (X, Y. ZI3HTF) ON—T 3 E g

HostScan 4.6 (X UZNLUE) & K U Secure Firewall 7R X F % /\—
o3 >50 LUA FE

'ANY' D0 A JLAXZE (endpointam) FALUA XV 1) T+ (REEHF
7+)

RO LUA A7 VT NE[MHEH LT, '"ANY' O 7 A )L AR/~ % — (endpoint.am) % fiEqd
LET, B2 EEEFOMBICET 2720, BEREASIN2H5AR3H 0 £3, ROB
%, 30 H (2592000 F) & Fidk) LINIZFAT SN b D & T REEH O FEEZRLTHET,

assert (function ()
for k,v in pairs(endpoint.am) do
if (EVAL(v.activescan, "EQ", "ok", "string")and EVAL (v.lastupdate, "LT", "2592000",
"integer"))
then
return true
end
end
return false
end) ()
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ANY' D=V F L T7 479+ —LAWARS U T |

'ANY' D/N—VFIL T7A T 2+—ILEHLWA RS ) Tk

ROLUAZZ V7 ML T, 'ANY' D7 7 A 7 0 —/V#lin/~ 2 % — (endpoint.pfw) %
RBLET,

assert (function ()
for k,v in pairs(endpoint.pfw) do
if (EVAL(v.enabled, "EQ", "ok", "string")) then
return true
end
end
return false
end) ()

BN LUA B3k

BAFIv I TI7EAR) —TEEL TV DSE, —BOERECHERFRENLEE Sh
HIENRBEZDNET, o&ZiF BUFIZREWHIO DAP Z il L2 1UE 7R 672 WiE 2R &
D i‘a—(}

* CheckAndMsg I, DAP A2 —/L 3 % K D TR EATHEZ: LUA BB T, FffFIcE S & =2—
P= Aot —VEERLET,

A= b (OU) Felda—F—FT7 V7 FOMOBEED L,

« A BRI S T2 7N —T RIS L OBt b D5 E. VANV R — FOMMANLE
WD EBHY FET,

ASDM @ [DAP] ~24 >IN D [Advanced] ¥ 7 3 3 > T LUA #BER AR L. = OZzdkik % 5
TXFET,
DAP CheckAndMsg F8%k

ASA %, LUA CheckAndMsg Bi%% & ¢e DAP L 22— RN &, ZHUS X » TERSK T
T ORI DGO, 22— =2 A v —V%FRLET,

CheckAndMsg B OAESCILL T D@ ) T,

CheckAndMsg (value, “<message string if value is true>”, “<message string if value if
false>")

CheckAndMsg BIEX D VERFRIZIE, L FORICHER LT 7Z &0,
* CheckAndMsg [E, RHIOGIHE LTESNIEEZIRL ET,

« SCFHNE A L2 < 7eWiGA . EVAL B E RO E L THEH LT 7ZEWn, &
2Bl E R LET,

(CheckAndMsg ( (EVAL(...)) , "true msg", "false msg")
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CheckandMsg (% EVAL B OFERZIK L, ¥X 2V T 4 T I7A4 T 2 A XZOREREH
ALT, DAPL a— REBEBRTRENEINEHILE T, L oa— FOUEIR Sz fbs,
H—IFx—varihholzfh, ¥X2 VT4 T 7747 AL A v —V%FR
]\/i—é—o

0U R—XDEEE DI

DAP %, #HEET LDAP — =L IND B0 R EFH & £d, DAP hL—2RD
HTH B 2SI 50, debugdap b L—AZFITL T EE WY,

LDAP #—"—(Za—HP—DBEHS (DN) ik LET, Ziud, 74 L2 RO EDH
FCa—P—F TV MRS LINEEBRICORLET, 22X, =2—F—D DN R
CN=Example User, OU=Admins, dc=cisco, dc=com T» HHE, T D2 —H—|L
OU=Admins,dc=cisco,dc=com |ZfFEL ET, TXTOEFHEENZDOOU (F72iF, 2L~
UTDar7F) WIHET 258, UTo Lo, ZOEBC—HT omillalcsE
R

assert (function ()

if ( (type(aaa.ldap.distinguishedName) == "string") and
(string.find (aaa.ldap.distinguishedName, "OU=Admins,dc=cisco,dc=com$") ~= nil)
) then
return true
end
return false
end) ()

ZOFITIX, string find B CEMERBLAFEH TE T, Z OLFH% distinguishedName 7 1 —

WV ROBRBIZT I —F HI2E, XTFNORKIZS #HEHALET,

TI—T A R—y TOHI

AD I NV—T A R—=2 T ORE = BEDTOIZ, BRI ELERTEET, 2—F—

DEBOITN—T DAL NR—=ToHDHIENREZLNDT-D, DAP IE LDAP H— =225 D

BraRNOR A DT N Y ~EEFTLET, UTFE2ETT DI, SERERES LI T,
e memberOf 7 o —/L R& | & LTHERT 2 (22— =01 207 V=772 IR L
TWDH%E)

s IKINT=T—H ) Ttable] Z A 7 ThH%GE. RENTZZENEIO memberOf 7 ¢ —/L K
B IR UALVERT B,

FOEOIZFEIR L, TAMLEBEEZUTFIORLET, Z0FITHEH, =2—F—»n lstu) THK
DOANTNIID I N—T DAL N—ThHEE. ZTODAPIC—EKLET,

assert (function ()

local pattern = "-stus$"

local attribute = aaa.ldap.memberOf

if ((type(attribute) == "string") and
(string.find(attribute, pattern) ~= nil)) then
return true

elseif (type(attribute) == "table") then

local k, v
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for k, v in pairs(attribute) do
if (string.find(v, pattern) ~= nil) then
return true
end
end
end
return false
end) ()

79t REBDH

VNI TR T O T T ABFELBRNGEDT 7 A ST 572012, OB EFEHT
XFET, F—IFx—La B ETTHEODOT 7 a yBRRESNTWHDAP THEHALET,

assert (
function ()
for k,v in pairs(endpoint.am) do

if (EVAL(v.exists, "EQ”, "true", "string")) then
return false

end
end
return CheckAndMsg(true, "Please install antimalware software before connecting.",
nil)
end) ()

YN =T XRT 0 T T AR a——=R3n AL L) ETHE DAPIFIRDO A vE—Y
EFRRLET,

Please install antimalware software before connecting.

< ILFEEERZE BRI DI
DAP /v —)L CEEOFEAEFGEZMFEH L T, VAL RI—FRITEDOCN 2 EETEE T,

2 ODRI BFREER (abe.cisco.com & xyz.cisco.com 72 &) (L -T2 oD B~ NIRRT
SN2 oD ELZRE LI-HA. DAP/L—/LITIE. F81T# CN 3 * cisco.com F 7- 13 cisco.com
To HBHOFEEFRIED SR LE T,

WO EZMH L T, 22—V —BX O~ OFEHEIZT A /L K- — K issuer_cn cisco.com %
i L CEEED DAP L — /L2 EFRTE £,

assert (
function ()
if ((string.find(endpoint.cert[l].issuer.cn[0], "cisco.com") ~= nil) and
(string.find(endpoint.cert[2].issuer.cn[0], "cisco.com") ~= nil)) then
return true;
end
return false;
end) ()
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DAP EVAL =X 0 41

FAF2v o 7oA RYL— |

LUA CinEl N2 1ER T 2561, ROFIZSZIZ LTI,

B 1

Windows 10 =2 R7RA > (BVAL (endpoint on TEQY . Hindows 107 "string™))
enapoint.os.version, ’ 1ndadows s STring

FLUA F =7

CLIENTLESS % 721X CVC
AT NEATIT—EK
TEHMNE I DO RIRA
VRNLUATF =v 7,

(EVAL (endpoint.application.clienttype, ”EQ”, "CLIENTLESS") or
EVAL (endpoint.application.clienttype, “EQ”,"CVC"))

RSSOV EYS iy A=/
7 2\ Symantec Enterprise
Protection 73— —® PC
WA VA R—LENTND
MEI DD RABA b
LUAF =y 7, £ A F—
LEITOVRWGEIEA >
t—UERRLET,

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "NE", "Symantec]
Endpoint Protection","string"),"Symantec Endpoint Protection
was not found on your computer", nil))

McAfee Endpoint Protection
N—=T =3 1005 10.5.3
BEONR—=Y 3 106 LI
Aoz FRA > b LUA
Fxv7,

(EVAL (endpoint.am["1637"] .version, "GE","10", "version") and
EVAL (endpoint.am["1637"] .version, "LT","10.5.4","version") or
EVAL (endpoint.am["1637"] .version, "GE","10.6", "version"))

McAfee ¥ /L7 = 7 kIR E
FENEE 10 B (864000
) NICEF S nne
IMDT RiRA > FLUA
F v T, BHBLERY
BlIA v E—EERLE
7

(CheckAndMsg (EVAL (endpoint .am[""1637"] . lastupdate, "GI", "864000", "integer") , "Update
needed! Please wait for McAfee to load the latest dat file.",
nil))

debug dap trace T
erdpoint..os.windows hot Fix [ "KB23414"]
= "true"; MR I NTZRIZ
FREDR Y 8T 4 v 7 AN
HLINEIIPDF =T,

(CheckAndMsg (EVAL (endpoint.os.windows.hotfix ["KB923414"], "NE", "true"),
"The required hotfix is not installed on your PC.",nil))

T TFRETOTSLDF VI EAVvE—SDRTE

N2 TRRY 7 b 2Tk, = Fa—P—0lEICRONWTEBEETE AL A v
Y —UERETEET, T7Z7BANHFTEINTEZES. ASATR—Z /L X—T D DAP FHli 7 1
T ATERINIZTRTORA v E—V%2FoRLET, 727 BARES SN 5E. ASAIL T4 —
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DAP EVAL =X 0 451 .

Sx—var] WEOFEKLEZRST2TRTORA =% DAP OIEL T, 77 7% on
TA v R=VIZR R LET,

WOBNL, Z O¥EEE % L T Symantec Endpoint Protection D A7 — % A% F = v 7§ 5 Fik
ERLET,

1. KO LUA X% 22— L, [Add/Edit Dynamic Access Policy] ~2A > @ [Advanced] 7 « —/V R
RSO ITE9 (Al 2 —EHRHZ 27 ) v 7 LT, 74—V RERBELET) .

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint
Protection","string") and EVAL (endpoint.am["538"].activescan, "NE", "ok","string")
"Symantec Endpoint Protection is disabled. You must enable before being granted
access", nil))

2. [AIC [Advanced] 7 + —/V R T, [OR]RX %7 U w7 LET,

3. T ® [Access Attributes] 727 > a > O —F/E D [Action] ¥ 7 C, [Terminate] 7 U v 7 L E
j—o

4. Symantec Endpoint Protection 731 > A b —/L I TN D H DD 72> TV D PC B2
LET, ESNDIMBRIL, BRI ahd, 2—F—ICROA v =Y NRRIN
5E0H HOTY,  [Symantec Endpoint Protection is disabled. You must enable before being
granted access] o

T I TPRETOAOSSLE2BULERBLEEEDFI VY

Z OfFITHE, Symantec F721E McAfee D~V = THRIK T 0 7T ARGFHETEZNE I I, F
7o, UANVARERN2H (172,800 ) UINOHLDOTHLNE I D afER LET, E&RN2 H
PUERELTCHDEHA, ASAITEy v avz2KTL, AvE—VEEERY V7 2F R LE
T TOXARTEZTTHIE, ROFIMEEZFEITLET,

1. KO LUA X% 22— L, [Add/Edit Dynamic Access Policy] ~2 > @ [Advanced] 7 1 —/V R

WZRED AT £,

(CheckAndMsg (EVAL (endpoint.am["538"] .description, "EQ", "Symantec Endpoint

Protection","string") and EVAL (endpoint.am["538"].lastupdate, "GT","172800", "integer"),
"Symantec Endpoint Protection Virus Definitions are Out of Date. You must run

LiveUpdate before being granted access", nil)) or

(CheckAndMsg (EVAL (endpoint.am["1637"] .description, "EQ", "McAfee Endpoint

Security", "string") and EVAL (endpoint.am["1637"].lastupdate, "GT","172800","integer"),
"McAfee Endpoint Security Virus Definitions are Out of Date. You must update your

McAfee Virus Definitions before being granted access", nil))

2. [A U [Advanced] 7 4+ —/V R C, [AND]| %7 U v 7 L%,

3. T ® [Access Attributes] £ 7 > 2 DO —F&/E D [Action] % 7 T, [Terminate] 27 V v 7 L ¥
j—o

4. Symantec £721L McAfee D~V T = TR 7 0 7T LinA VA F—L S TEY, N—
Varin2 AL ERIO O THS PC o HHEEREL 7,

FER L LT, EIIFFT ST, —Y—I|Z Tvirus definitions are out of date] &V 9 X v
t—UREREINDZERTFHIEINET,
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BAF3v o 7o ARy — |
B orr 7o exesasy o —EroRE

DAP 7/ £ R £ AR Y S —RBIEDRTE
BHETHI) I LT, ZTHNDT 4 — 1V RERELET,

FIE

ATV T FREOHRE 21T v ¥ a U S DR B & FEET 5 121E, [Action] # 7 AR L
3

«[Continue] : (F7 A/ b) By a A7 7vA R v —@tEadEAL £,

* [Quarantine] : BEZMEHT 5 &, VPNREH T TIZ M RV ZHELL TWARED Y 7

AT hEHIRTEET, ASAL, HIRMTEACLEZ Y v ¥ 3 EH L CTHIBRM & 71—
TERERLET, ZORITRDIDIF, BINENTDAP La— KT, =2 RARA 2 MR
BHETERZSNTVARY —CTHEILL TOWARWEASTYH, 2—F— 3 —t 277
AL TBEETEETN, 22—V —IZHIBRRINT bR ET, BER, 2—VF—I3FE#EHRT
TET, TOFERICEID, HILWARRTF Yy TR bEEIShET, 207 8RR
VMIEKT DL, B ET, ZOXRTIRA—FEERTHICIE, XTI T4 T
MERBRZVFR—FLTWDE EX2T7 277478 V) —ARKETT,

* [Terminate] : &> 3 » & T LET,

¢ [UserMessage] : 2O DAP L 2— FRBINENDH & ZIZ, R—F N "—VIZRKRTHTF
AR AvtE—=VEANLET, &R0 LFEANTEES, 2—F— X vt—I03
OO —T L L TCEREINET, 22—V =Nl A 9TD5L, AvE—TEF3EEEL
THBErELET, $fED DAP L a— FRERINL, ZENUZ2—F— A v E—UN
HLLA, 2= — A v b—UNTRTERREINET,

URL R°Z DOEDIALZT H A N EGH 5 LR TEET, ZOHAIE, IELVWHTIML
2T EWHTOINERHY ET, Fl T R_RToOar NI XiE, THEHO~ LY = 7 xR
VIR =T DT v L— RREEIZONT, <a
href="http://wwwin.example.com/procedure.html>Instructions</a> Z &M L T 72 &),

AT w72 [Network ACL Filters] # 7 %R L, ZDODAP L a— RIZHEHSNS Ry U —27 ACL ik
L,:.E_’[/iﬁ—o

DAP @ ACL IZ1%, FFA— NV ERIFEGLV— L EEODL I ENTEETE, MFEE05 2
EIXTEERE A, ACLIZFFRIV—/V EHEELV— VOl R E ENTHDHEE . ASAILED ACL
PHEGRLET,

* [Network ACL] K v 7Z 7> JZ K : ZODAP L a— RGBT %, T CICREFH
DF vy NU—27 ACL 23R L £9, ACL(ZIE, Frl— L HEHEL—LVOEEDOMAE
bEEEETCEET, ZO7 4=/ RiL, IPABIOIPv6 v NU—7 T 7 4T D
TIRAN—NEERTEDHA ACL Z YR —FLTWET,

* [Manage] : %> U —72 ACL ZiBJl, Rk, BLOHIRT 2L =127V v 7 LET,
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DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

* [Network ACL] U Ak : ZTODAP L a— RKDF* v hU—27 ACL 3FE/RINET,

*[Add] : FuyF XYy U NTE®IRLZ% Y hU—2 ACL 24510 [Network ACLs] U

A }\ QLLJJI] é*‘djﬁ—g«o

*[Delete] : 7 Vw7 F5L, BRAERINTND Ry T —27 ACL ) [Network ACLs] V A
FAGHIBRESET, ASA 225 ACL ZHIBRT 511X, £7 DAP L a2— RinHZ£0D ACL
ZHIBRT D ERH Y T,

AT 73 [Web-Type ACL Filters (clientless)] % 7‘\783%?)_&' L. ZODAP La— R|{ZEH I 5 Web ¥ 1 7
ACLZRELE T, DAP D ACLIZIE, FAEI3EGLV AT E2EDL N TEET,
ACL \-nq:j‘/l/‘—/l/&fl:ﬁr/l/‘—/l/@ﬁjiﬁiaii}’bf‘/‘éﬁm\ ASAZZD ACL #HE L £,

» [Web-Type ACL] ke v 7 &> URX K : Z0ODAP L 2— RIGEMT 5, EFAD

Web-type ACL Z 3R L £9°, ACL (Zi, #FrL—/L LG —VOEREOMA R DOE %
BETEET,

* [Manage] : Web % A 7" ACL #iB80, fate. HIfRT 2L &7V v 7 LET,

* [Web-Type ACL] U A k : Z® DAP L =2— R Web-type ACL N FE /RSN ET,

*[Add] : Fe vy 7 X7 U A NTE®EIRL Web ¥4 7 ACL 23451f|0> [Web-Type ACLs] U

AT w74 [Fun

Z MZBimEhET,

«[Delete] : 7 U v 274 5L, Web-type ACL D 1 DA [Web-Type ACLs] U 2 h xS HIRE
£9, ASA 7D ACL ZHIBRT 521X, £ DAP L 2— Kb E D ACL ZHIBRd 5 48
N0 ET,

ctions] ¥ 7EEIRL, 77 AN Y —R_R—x N LTT 7 HTTP 77X, BX

O'DAP La— RO URL = hY ZRELET,

* [File Server Browsing] : 7 7 A /b % — _R—F =3 HEGWED CIFS 7 7 UV v Tk A4 X —T

WNETTF 4= LET,

7 Z 7 XZiX, NBNS (A X — 7 F W E£7-13 WINS) NMIETY, NBNS IZ[EENZ
LA, NBNS 3% E S TCWRWEAIEL, DNS A L9, CIFS 77 v Xi#
ECTIT. EBEAYR—FENTHERE A,

« [File Server Entry] : R—4% /)L X—=T Ta—H—R17 7 £ )L — =D RRB LA RTE A

NTEDLEICTDIMEIDERELET, A X =T MR TNDLYE, F—F L ~—
T AN == NI O ReUREESINE T, =—F—IL. Windows 7 7 A
IWASDIRAZEBERATITEET, 22— —F, 774 ra2F v ru—R, fEE. Bk,

LAEE, BIOBETEET, 72, 77 AABLOT7 AV EEEBNTHIEHTEE
4, 1 A HEZR Windows Y —/X—TCa—H— 77 v R L THAEZRETIHLEL H
DET, Xy NT—ZOFEHIZ Lo TE, 2—F =BT 7 A N ~DT 7 & AFNIGRIEE %
TFTAVERHAZELHY £7,

« [HTTPProxy] : 7 7 A4 7> h~OHTTP 7 7L v k X OlskiclEE L Ed, 207

ook, W a7 Y ERICT T 5T 7 2 m Y — (Java, ActiveX, Flash 72 &)
WX LTCTEHEHTYT, 20o7uxiicioT, BXFa2 VT4 T I9A4T o AOEHAZ Rk L
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FAF2v o 7oA RYL— |

B orr 7o exesasy o —EroRE

ATy TH

BN, w7V 7 EERECEET, kI e X Uik, BB 7 v oy
TrXxy arya4Xal—varyEERE LT, T3TOHTTP 3 L O HTTPS R 247 L
WwWraxvarZ 4 Xal—valVZA L7 hLET, HTTP7 7Ly h 7 e¥% T
IZ. HTML, CSS. JavaScript, VBScript, ActiveX, JavaZ2 &', & A ETXTDI T4 7
YIMUT 7 e =B AR—= R EnTWET, PAR— I TWD T T U Microsoft
Internet Explorer 721} T4,

¢ [URL Entry] : R—# /)L _X— Ca—H# — N HTTP/HTTPS URL # AJJ TX 5 X H512T 5 M
EIODERELET, ZOBENA X—T MR >TVDHA, 2—P—|ZURL = b
U Ry T RZIWeb 7 RLAZ AN TEET,

SSLVPN i HH LTt T XTCOYA FEDBERILT L XTI L 1INnE 8
Ao SSLVPN I, %%y hU—7 EDYE—F 2—HP—DPCRY—7 AT —3 3 & ASA
EDOMDOT — 2O EX 2T 4 ZRFETHHDOTT, Lied->T, —%—7 HTTPS LA
D Web U Y —RA (L% —Fy b ERPHNERY NU—2 EIZHDHY VY —R) IZT7 7 AT
LA, ARED ASA S BIO Web — "—F TOMBEITEXF 27 TEH Y THA,

754 7F7 v LA VPN TIE, ASAIZ=Y R 2—HF—D Web 75 7 H# & Z—4 >~ |~ Web
P—R=LDMOTr X & UTHIEL £7, = —%—72% SSL kit Web h— " —ZH 5
ELASA TR AT R AL L, =D SSLIEAEEZRMIEL £, = K 22— —
TR RENTZAFAZELZZE LW, IFAELZTHE L THiFT 22 3T 8
Ae SSLVPN OHUEDFEETIL, RG> T25EAZEZ R T D5 A b & OWE 3] S
NFEHA, o, ASAIFEHETE 5 CAREEORHGEL FEITLERA, 20D, 2 —F—
I%. SSL %I Web H— "= LIB(ET HHIIZ, £DOH— =T KV R S NTREE L 24T
THZLIITEEHA,

22— —DA v H—Fy b T EAZHIRT SIZ1E, [Disable for the URL Entry] 7 4 —/L %
BIRLET, Zhicky, SSLVPN2—H—NT T 47 LA VPN EHETIZ Web 3—7 ¢
YTCERWVWESIZLET,

*[Unchanged] : (F 74/ 1K) 27V wr35& Zokyva il@EiansdZr—7 K
U—mbOENMER S ET,

* [Enable/Disable] : #§FE%Z A R —T WACT 20T 4 B—TWICT D0 EHELET,

« [Auto-start] : 7V v 745 L HTTP 70 F U NA X —T7 TR0 . Zh b OMEREIC B[S
FHENET Ly FADAP L a— RIZX > CHEIMIZEEI+2 L 512720 £9°,

[Port Forwarding Lists] # 7 Z3®R L, 2—¥— ¥ v 3 DR — Mkl A b E2RELET,

N— MEEIZ L 7V =T AV £— b 2—HF—1%, BEAOREE TCP/IP N — b THEET 5~
FATV MYP—=N=T TV r—va T 7 EATEET, VE—ba—F—jF m—1
PCICA VA M—=NENTITAT N T TV =2 a v ZffiLT, 2077V r—vavw
ZYR—FTB)E— =N ZLZRIIT 7 ERATEET, VA2 TiX, Windows Terminal
Services, Telnet, Secure FTP (FTP over SSH) . Perforce, Outlook Express, I3 d:ON Lotus Notes
IZOWNWTTARLTWET, ZOMOD TCP X—ADT 7Y r—ya v O—MbliET 5 L%
ADLDNETH, YAATETAPLTHE A,

G¥) AN— MEEIZ, —H#D SSL/TLS N—2 3  TIIfEHATE 1A
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DAP 7 7 £ R LFFAIKR ) L —RIEDERE .

FE R—bEE (T AV r—2ar778R) BIOT VX NVGEREEL R — 572
DIZ, VE— b 22— (2 Sun Microsystems Java 7 > % A LABREE (JRE) A
VAR=AINTND I EEHRLET,

* [Port Forwarding] : Z @ DAP L 22— RNIZHH &5 AR — Mk U A hOF 72 g &3 IR
LET, 207 14— ROZDOMDEM: L, [Port Forwarding] % [Enable] & 72 13 [Auto-start]
WCRRE LTEG AT A 2 =T 720 £97,

*[Unchanged] : 7 V v 7 35&, BUENETa LT X alb—a UL HIBRSNET,
* [Enable/Disable] : R — Mgk Z A R—T T DT 4 B—TMITI0ERELET,

s [Auto-start] : 7 U v 7 35 &R — MNRENRA R—T /72D DAP L 22— ROR— Mgk
U A MIBEMT N oAR— MEET 7Ly "R EEICRET 5 X 912720 £7,

« [Port Forwarding List] K2 >~ 7% 7> J A k : DAP L 22— R|ZIBINT 5, REFHDR—
MRk Y 2 2 BRIR L ET,

o [New..] : HHIOAR— MREV A MEFRETHEZICI7 Y v 7 LET,
« [PortForwarding Lists] (7-UL72 L) :DAP L 22— RDR— Mk U A A FRENET,

*[Add]: 7V w7 $ 5L, FryZZyr YR MTER LR — Mk ) 2 QA RIOR—
MRk Y 2 MaBmshEd,

e[Delete] : 7 VU w745 E, BIRENTNWDAR— sk U A MR — sk U A RS HIER
SNET, ASANGLAR— MEXEY X M EHIFRTHIZIE, EFTDAPLa— RN ZFDY R
NEHIERTDLENRH D F9,
AT w76 [Bookmarks] ¥ 7 &N L, $FED2—Y— v a9 URLDT v/ ~—7 2RELET,

s [Enable bookmarks] : 7 V v 7§25 LA X—T /R VET, ZOF =y IRy T ANRS
TOEEIX, BHROR—HN RXR=VIIT v I~ — 7 I FERRINE A,

* [Bookmark] K2 7% 7> U A K :DAP L a— RZIBINT 5, REFALADT v I ~—7

ERLET,
«[Manage.] : 7 v 7 ~—2%iBM, A1 VR — K, =7 AKR—b, HIERTLHEXIZZY v
L\iﬁ—o

« [Bookmarks] (7-~L72L) : ZODAP L2— R®DO URL U X hAFRENET,

c[Add>>]: 7 U v F5E, RryF AT YA RTERLET v 7 ~—2 2351100 URL
BRI BEm S ET,

e[Delete] : 7 Vw7 3hHL, BRENTWET v 7 ~—2RNURL U A MEENOHIREN
FT, ASANSL T v I ~—7 ZHIBRTHICIE, FTDAP La— Kb ZEFDT v r~—7
ZHIBRT DMERH Y 7,

AT 9T 1 [Access Method] # 7 &R L, #Fra[T 2V E—h 77 BADX A TEHFELET,
* [Unchanged] : BIfEDO UV E— bk 77 A H XA S EH L ET,
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FAF2v o 7oA RYL— |
B orrzemLE samL s DR

s X174 547> bk : Cisco Secure Client AnyConnect VPN 2 7 A 7 > k@ AnyConnect
VPN & ¥ = — /LA L THRed %

« [Web-Portal] : 77 5 A 7> b LA VPN THfi L £,

« Both-default-Web-Portal : 7 A 7 ML AFEF T X2 T 7 94T b LT L
¥4, TFNLMIZIIAT L MLATY,

s Both-default-2 X279 54T b : V74T ML AERFEXF2T 7747 bEI
LT LET, EXaT7 7 74TV OT 74NV MITTAT Y FLVATY,

ARTYT8 [BFXFaT7I54F7 M ¥ 7 %EIRL, Always-on VPN 7 T F D AT —H A @RINLE T,

s Always-On VPNfor t X =77 747 b 1 BFXaT7 7747 M h—ERAT a7 711
WO Always-on VPN 7 7 VR EZ RAERILT D0, T4 B—=T VT D0, EX=27277
AT NIRRTy ANREELERTI0EEELET,

TG A =R EHHTHIZIE, CiscoWeb X2 VT 4 TTT7A4A T ADY U —AN,
Cisco Secure 77 7 A 7 > b ® AnyConnect VPN EV = — /UZxf L CEFXF =27 EEY T 1 Y
Va—var A4ty v 7 YR—bLTWORERSY T, £/2, EX2T 774
Ty DU Y =20, TkFa7 FVT 4 YYa—ar] OBELZYR—KMLTH
HHELHY FT, FEMIZOVWTIL,  [Cisco AnyConnect VPN Client Administrator Guide]
ERILTLEEN,

RARTYFTY [BXaT 7747 b h A% LEM (AnyConnect Client Custom Attributes) | % 7 2 38R L |
EFZ/ELDOH AL LNBMEEFR LT, ZORY —ICEEMITET, /2. DA ZLEHEEE
LTS, TRHZZORY) —ICHEMTHZ L b TEET,

HALLNBEMEIT B X 2T 7747 MCEESN, 7Ty 77 b— ROIEH 72 EORSREZ X ET
HDIERHENET, DAZLRBEIZIIZA T LA EOERHY 3, TTREDOZ A
TEEZRLIE, ZOXA TOLATMTEOfEEZ 1L EERTE T, HEEICK L TERET S
B D7 AL LEHEOFEC SN T, AL TS %2727 747> U Y —20D [Ciso
Secure Client Administrator Guidell &M L T< 72 &0y,

HAZ LEMEIX, [RE (Configuration) ]>[V E— F7 2 A VPN (Remote Access VPN) ]>
[Fy NU—2 (54T b)) 727 EA (Network (Client) Access) 1> [ffAllE%E (Advanced) ]
S[EXaT 7 TA4T Y A AZ LAEM (Custom Attributes) | BEX OV [EF 2T 7747 bh
A& NEMA (Custom Attribute Names) | CHANCER TEXET, FANIER LTI AX LE
PEZ, AT I 77 B8AR) =L 0—F R —OW G THEHINET,

DAP Z{#F L 1= SAML 25 D% E

A5 — 3 — (RADIUS F 721X LDAP) (2477 L CRBn @2 iS4 5 Z & 72 <, DAP = M
LTSAMLBRBABIONITNL—TRY v —DBIREZRETETET,
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&

ATy T2

pAP £ L7- samL 2iEniE I}

SAML ID 7't /3 Z—|%, L7V — 3 LMz CRAEMZ B ETL L) ICRETE F
T, ASA D SAML #—E & Fuf ZF— a R —x 2 I, SAML 79— 3 U &2MER L,
ZELETYH— a VICESWTRAERIZINAN—FRY o —DORIR AT ET, 7H—3 3
VgL, ASDM TiRE S M7= DAP LV— LA L CARBL S E T,

TN—TRY —J@MiL, B4 dsco_group policy Z T2 SHERH Y £, ZOEMEIE
RESH TS DAPICIKIELER A, 7277 L, DAP RRESNTWDLEIL, DAPRY o—
D—EpE L THEHTEET,

TI—TR) o—0&ER

cisco_group_policy & V5 A HTOBIENZAE S5 & kT Dl % 5 L THEkE group-policy
DERENFET,

BRI ESND &, BED Y —ANE T A—TRY —ERREE S L. F O RS D
ST, HEFIEA DA% 72 group-policy MERL L E T,

ZELIEIIN—TRY =GR ElALGDEDLE, ROV T IAREZLNET,

SAML BBETRELEVIL—TR) o— RRBPRESNTLELRA

ZOVFVFTIE, ARRIN—TRY —iF, BEIBMOBEIECRO X 5 ICRESET,
1. SAML BHETHRES N7 NV—TRY v—,

2. PRI N—TTRESNLZITN—TRY —,

3. TI7ANEDODITNA—=TRY —,

SAML BBSETRIELIZVIL—TRY o— RBENFESATOET

ZOVF VAT, AR IN—TRY v—id, BEIENOBRIETHRD L5 ICHRESIET,
1 FFAEME TR SN/ =T R Y v—,

2. 2=V =T N—TRY v—  AHET DHE, AP — "= LRENTMEEHEHA L E T,
3. 22—V —=FN—TKY —: SAML BHETEINTMEEHEH L £,

4. MRV ITN—TTHREINZIN—TRY —,

5. T74NVRDITNVL—TRY T—,
FIE

ASDM T, [ERE (Configuration) 1>[!")E—+rF7% X VPN (RemoteAccessVPN) ] >
[y bT—D (US54F2 k) 7Y R (Network (Client) Access) |>[FA4 T I I T7o+&
AR1) & — (DynamicAccessPolicies) 1>[# 4+ 3 v /R —DiBMARSE (Add/Edit Dynamic
Access Policy) &R L £,

AAA JEMEOIRINGER T, B (Add) 1227V v 7 LET,

a) [AAAJEMEY A7 (AAA Attribute Type) | K 7" Z 7 2 b [SAML] #8IRL £7,
b) EMEIDE LT memberOf Zf8E L £,
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ATv73
ATvT4

DAP ~L—

ATy T

ATy T2

ATvT3

FAF2v o 7oA RYL— |

c) memberOf BIEDEEZ AT 55, AD h—N"—7 N —TREHEIN T LG [ADY
N—T DS (Get AD Group) %7 U v 7 LT,

BN AD — =T NV —T % ET HITi1E, [RE (Configuration) ] >[VE—+rF7 9t
AVPN (Remote AccessVPN) |>[AAA/B—#)L1—H— (AAA/Local Users) | >[AAA
H—/N—%5)L—TF (AAA Server Groups) [IZBEIL £,

TN—TRY) o —FPEEE2HERT DI, LEIZSC T, [RC DAP R Y > —F 72135
DDAP R U —CIROFTELZEIRLET,

« [AAAEMES 14 7 (AAA Attribute Type) ] : SAML
« [JBM: ID (Attribute ID) ]: cisco_group_policy

s [ME (Value) ]: ZV—7 R v —4

[OK]1 &7 Vw7 LET,
[OK] %27 VU w27 LT, DAPRYU > —%REFELET,

=/ 4=
ADELT
DAP b L—REF(TT DL, T_RTCOEGRELT /SA AD DAP = R4 v MEMENRFE RS
nE7,

FIE

SSH #— I J /L6 ASA Ica 74 U CHME EXEC B— RZEBIE L £7°,
ASA O¥HE EXEC £— FTIE, #REND 727 M hostname# &720 97,

DAPT Ry T A X —TWILET, Tvi g OFT_RTODAP BN F—IF v 0 K
TICFRRINET,

hostname# debug dap trace

endpoint.anyconnect.clientversion="0.16.0021";
endpoint.anyconnect.platform="apple-ios";
endpoint.anyconnect.platformversion="4.1";
endpoint.anyconnect.devicetype="iPhonel, 2";
endpoint.anyconnect.deviceuniqueid="dd13ce3547f2falb2c3d4e5f6g7h81950£fa03£f75";

({E#&) DAP ML —ROWMAEMRBET HITIE, a2~ ROMNEV AT A v 7IZk) £,
ASA TORF > FOFMIZ OV TIL, [Cisco ASA Series General Operations ASDM Configuration
Guide] @ [ConfigureLogging] =&ML T XV,
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par il [l

DAP 051

*DAP ALz y hU—27 UV —2DEE (239 X—)
« DAP Zf#i /Tl L7~ WebVPN ACL O3 (239 ~=—2)

*DAPI|Z LD CSD F = v 7 i@l LAY —Dif (240 ~2—)

DAP ZfERLf-y FrT—0 VY —ADER

ZoHNE, 2= —F I N—T DRy NU—F VY —REERTDHHEE LT, #4147
v TIEARY —EFRET DHHEEZRLTWET, Trusted VPN_Access & 9 A HTD
DAP 7R U > —{%, Cisco Secure Client 27 7 A 7> kLA VPN 7 7 & A & AnyConnect VPN &
Va— N7 7 AT LET, Untrusted VPN Access & WO A FIDORY o —E, 77347~
RV AVPN 77 2 AT EFFAILET,

FIE

AT w71 ASDM T, [Configuration] > [Remote Access VPN] > [Clientless SSL VPN Access] > [Dynamic
Access Policies] > [Add/Edit Dynamic Access Policy] > [Endpoint] (28 L £ 7,

ATV T2 ZERY—DORDBEMEEZRELET,

B Trusted_VPN_Access Untrusted_VPN_Access
Endpoint Attribute Type Policy EHETX % T E 72\
Endpoint Attribute Process ieexplore.exe —
Advanced Endpoint Assessment AntiVirus= McAfee Attribute
CSD Location FHETES FETE 0
L DAP member Of Engineering, Managers N H—
ACL Web-Type ACL
TR X179 547 > kL | WebPortal

"Web R—42 )L

DAP % {1 FH L 7= WebVPN ACL & FH

DAP TlZ., Network ACLs (IPsec BL R EXFaT7 75347~ DEE) . URLY A, BX
N Functions Z &8, 77 ARY) o—@tEoy 7y MrBEEEEH %4, J1—F R
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F4F2v 9 7oA KYv— |

B orricszcsnFrvsommeRy L —oER

&

ATy T2

ATvT3

ATy T4

ATy TH
ATvT6

eNEAINDANT—F TR T Y v b hpb UR MR IR, BEEEEHTE EE A,

[Add/Edit Dynamic Access Policy] ~2 > ® [Access Policy Attributes] % 71213, DAP 2 E#5i# H

SNDLBIEDFERIRA = a—PNRRINET,

Active Directory/LDAP |%, Z—H#'— 7 L—T KV — Ao RN—v oy T ra—HF—x N D
'memberOf| B E L TRFLE T, AD 7 L—T7 D2 —H— (memberOf) = ASA N E

# 7 Web % A 7" ACL %@ 3 % Engineering & 725 X 912, DAP #EFEL £,

FIE

ASDM T, [Add AAA Attributes] <1 128 L £7 ([Configuration] >[Remote AccessVPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >

[AAA Attributes section] > [Add AAA Attribute]) .

AAA BMEZ A 7L LTI, Fry 7 &Y U A R&H LT [LDAP] Zi&#R L £7,

[Attribute ID] 7 4 —/L RIZ, ZZITRENDHEHBY TmemberOf] & AN LET, KILFL/NIIL

FORXRBNIEZE T,

[Value] 7 4 —/L R T, Fuy 7 ¥y A &AL T[E] 2@RL, BEO~7 4 —/L FIC
[Engineering] & AJJLET,

~A{ > D [Access Policy Attributes] fE3k T, [Web-Type ACL Filters] ¥ 7% 7 U v 7 L7,

[Web-Type ACL] K &7 X NZEH LT, AD 7 /b—7" (memberOf) = Engineering
Da—HP—IZHHT D ACL Z##IR L E£7,

DAP[Z X5 CSD Fx vy DigklER) o—DEA

ATy T

ATy T2
ATvT3

ZOHITIX, —F =2 2 DDOFE AD/LDAP 7 /L—7" (Engineering 33 & U Employees) & 1
ODORFE ASA b IV TNV—T BT H a2 F = v 735 DAP Z1ERR L £, D%,

ACL o —HW—|ZH#EH L7,

DAP M ENHACLICLY, VY —Z2~DT7 7 2A&HELET, ZH5DACLIZ. ASA
DIN—T KR —TEHZEINDEDACL IV bEEESNET, £/ ASA L, A7 VY v b
oY) AR, 23F— DNS72 &, DAP TEFE £ 721 LH1#E S 7AW BEFE T O AAA
TN—T R —ffE— LB EEA L ET,

FIE

ASDM T, [Add AAA Attributes] < 2% #E) L £7 ([Configuration] >[Remote AccessVPN] >
[Clientless SSL VPN Access] > [Dynamic Access Policies] > [Add/Edit Dynamic Access Policy] >

[AAA Attributes section] > [Add AAA Attribute])
AAA X A 7L LTiE, Fey 7 &y VA REMH L T[LDAP] #E{R L £,

[AttributeID] 7 ¢ —/L RIZ, ZZIRSN5 EHBY TmemberOf] & AN LET, KXFELENL
FORBNIEE T,
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ATvT4

ATy TH

ATvT6

ATy 717
ATvT8

ATvT9

DAP £BRAL Ty ay b—s o0ty 728275

[Value] 7 4 —/V FC, Fry 7 Xy JXMEERLTI[=] 28R L, o7 ¢ —/L FIiZ
[Engineering] & AJJLET,

[Attribute ID] 7 ¢ —/L RIZ, ZZIRSN5 EHBY TmemberOf] & AN LET, KIXFL/NL
FORBNIEE T,

[Value] 7 4 —/V RT, Ry Xy VA RNEMHLT[=] Z&IRL, BEO7 4 —L RIZ
[Employees] & AJJLET,

AAA BIMEZ A 7L LTI, Fry 7 & UARZEH LT [Cisco] IR L £,
[Tunnel] 7 V—7" ARy 7 ZA%A4 2L, Ry 7 Xy VA RNEFEHLTE]Z#RL, BEo
Rey7FZo U RNTHEtle hopn Zv—>7 #Hfh) vo—) Z8RLET,

[Access Policy Attributes] 3% ™ [Network ACL Filters] % 7 C, RiD AT v 7 TEF: L 72 DAP }&
Wzl 2 —Y—IZEH T2 ACL #BIRL £7,

DAP ZEAL Tty arv =0 oDtXa) T4 Z2HRET S

&

ATy T2

ATvT3

ASADPNEFXaT 7747 2 Fb D VPN EEHERZGEBRET 5 & ASAlTEy v ay h—7
%7 T4 7 MIELET, AnyConnect4.9 (MR1) LI, ASA L &x=aT7 27747 b,
tovar b= 0exa VT 5B THAD=ALEYR—NLET, EX2T 2774
TRty vary =2 00X a VT 05V R— 1 T5L912, DAPERETHLEND
nET,

DAPZ == RiRA v MNEMERE s —MHICEHL, LUAXRZ YV FE2EHL T, b—2 %=
VT 4P R—=F LTV RNWEXFaT 7 T4 T b= a b OBGAITEISG LE T,

FIE

ASDM TiX, [ER%E (Configuration) ]>[1)E— k7% X VPN (RemoteAccessVPN) ]>

Ry bT—D (U5A4TF7 2 k) 7U+ERX (Network (Client) Access) 1> [F4FT I v 979+

AR — (DynamicAccessPolicies) |>[# 4 F 2 v IR —DEM/ARE (Add/Edit Dynamic

AccessPolicy) &=L 7,

T2 RRA 2 PRPEOBRIRGEE T, DB (Add) 1227V v 27 LET,

a) [T RARA > MEVEX A7 (Endpoint Attribute Type) | Ke vy 7 X 0T, [7T7V r—
v = ¥ (Application) | Z&IN L £,

b) [Z7T7A4 7 2 A7 (ClientType) | T, HFH5 @) HAETZERL, fryrX¥ornnt
X2 T 7 TAT Y FEBRRLET,

) [OK]%27VUvZ7 LET,

[Advanced GGEMIFRE) | OBINEHELHRTE L £,

a) [AND]#HHE -2 RIRL £7,

b) HEX BN

(type (endpoint.anyconnect.session token security)~="string" or
EVAL (endpoint.anyconnect.session token security,"NE","true","string"))
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FAF2v o 7oA RYL— |
B o smmLctyvas b~ ntRa T ERRT S

ATY T4 [727 3 (Action) |HEH T, [T (Terminate) ] 2R L 9,
RT9TS A7 varpa—Y—Rob—U%BIML, [OK]Z27 VU v7 LET,
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i

EF A —)L TAX

%f~/v7mﬂe/% RETHE, VE—NETA—NHEEZ Y T 147 ML A SSLVPN O
a—P—PIETEFET, 22—V =B A= TeXURETEF AL By a U E2R
17125, BFA—NIZTIAT L IBSSL 7 haLZFEHA LT R RV EHSLLET,

BEFA—N TR Fu baIROLEY TT,

(0]

POP3S

POP3S X, 7947 FLASSLVPN B3V KR— T 2FEFA /L 7TaFTD1DTI, 'T
TNV EITIE, BX 2 VT4 T IAT U ANRR—1995%2 1) v A L, A— 995 F7=1%
ESToAR— ~ & OB HEIRIZHF T S vE 3, POP3 7 - d, SSL#Eki7-! T%%@T"~
FCRFATLET, SSL b FIVMESL S 1721412 POP3 7' 12 h 2 UABRMG &, §RAEDM T
*4, POP3S 1F. B A—NZEHAOTa ha L Td,

IMAP4S

IMAP4S X, 747> L ASSLVPN RV R— T BHEF AL TrFD1>TT, T
THNETIE, X207 4 T T I9AT U ANRKT—1993 %Y v A L, &— 993 F7/=1H%
JE ST — b & OGN HBMICFHF TS E T, IMAP4S 7' u % 0%, SSL k72220
AR—FTFHFAILET, SSL b RV SFLT-FRITIMAPAS 7' 1 ks L3RG S 4L, FRAEDS
TOET, IMAP4S IE, BT A—NZEHOT 2 haLTT,

SMTPS

SMTPS i, 7947 hLASSLVPN 3V R —FTBEF A= 7TrFTD1DOTT, T

TANEITIE, BX2 VT 4 TTITAT U ARKR—1988% U v AL, A~"— k988 F/midik
EINTZAR—FEOEENBEBIICEF T INET, SMTPS 0%, SSL k-T2 D
R— N THFFAILET, SSL b RV I 12 SMTPS 7' 12 b =L Billh S 4, #RREAS
fThEd, SMTPS |Z, EFA— ik EHOT e h=2/LTCT,

cEF AL TOXTORE (244 X—)

« AAA —R— TN —TDORE (244 =—)

cEFA—N TOXVEMEHT LA L Z—T = A ZOH] (246 <—2)
BT A= X LORIAORE (247 X—)

o TR Y— —DFkA] (248 X—7)
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BFA—)LFoxy |
B =7 Jox 08z

e T U IXDORE (249 X—)
BEFXA—)L TOXTLDEE

BFA—IL TEXLDES

ﬁ%f—w7m%/%%mbfm~ﬁw&)%—k®ﬁﬁ#% ETA—INICT 7 ®8AT A
a—H—iL, BFA—NTOTTLT, a—ATI7EA[AE)E— T 7 EARIIH A
OD?E%)‘ —/I/ T S PNETY,

'FF’%)(“—/V7H§’(/‘IZ//EI /VC:L‘—‘H_ b)uunméhéxlé‘gz})%@i‘a‘

AAA H—/\— J IL—TDHEFE
FIE

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [AAA] &R L £,

ATw T2 @2 Z 7 ([POP3S]. [IMAP4S]. F721% [SMTPS]) #IEIR L T AAA V— — 1 —T7 %
HAT, b0ty a  iElATET 740 OV —F R o—2RELE T,

* [AAA server groups] : [AAA Server Groups] /¥ /L ([Configuration] > [Features] > [Properties]
>[AAA Setup] >[AAA Server Groups]) ([ZBEIT25AIC7 Y v 7 LET, ZZTiE, AAA
Y= N— TN =T BME T ITRETE LT,

* [group policies] : [Group Policy] #¥%& /L ([Configuration] > [Features] > [VPN] > [General] >
[Group Policy]) (2R8I 2551227V v 7 LET, ZI Tk, Zv—7 KU r—ziENE
ToIFmETE £,

* [Authentication Server Group] : = —W —FEFEH OFRFES —/N— Z—T Z @I L 7,
T A F T, BRRE— AN RRE SN TWERT A, AAA ZBGEHF & L TERE L?ZfE'
121 ([Configuration] > [Features AAA] > [VPN] > [E-Mail Proxy] [Authentication] /¥R
) L AAA Y= AR—EREL T ZTER LWL HICREREC R L £7,

* [Authorization Server Group] : =— % —BA[ [ OFRA[H— 33— 7 )L—T %I L £7,
T A R TIE, B AN RNRESNTOVER A,

* [Accounting Server Group] : L—W— T AT 4 LV ITHOT IO T 4 T H—— T
N—=TZBRLES, 774NV TR, TAVT 4 7 == PNREINTNEYE
}\/o

« [Default Group Policy] : AAA %3 CLASSID B4 iR S 22 WA I 2 —F —IZH T % 71—
TR —BRLET, RST, 4~ 15 LFOEKTFTT, 774NV FOTN—T K
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U —MEEE

MTEEEA,

* [Authorization Settings] :

ENTWARNES

ASA DFRFT D=

aa—ri— s —70EE

<>, CLASSID BFEFEL72 WA, ASA Xty v a V&

kAT o 2 — L OEERELET, IO

%mi FOZVEFREL A U CEREE L. LDAP £7-/XRADIUS A # VB L+ 52—

qj_

¢ [Primary DN Field] :

BHISNET,

* [Use the entire DN as the username] :

» [Specify individual DN fields as the username] : = — % —3& "]

AT OREE A 2T 2 5HE IR L £,

I EDDN 7 4 —/)L R

EHETDHAICERIRLET,
[DN] 7 4 =V NI, T4~V Evh XV D2 0% ERTEET, =& 21X, EA

ERRLCGAICE, 2 —%—

’ﬂi’%}‘—/l/'/?]\yx J:O/Cwuuﬁéhij_ John

Doe &9 —fix4 (CN) & Johndoe@msco comEWVWIEBEFA—NLT RLAEZFFO L—

‘U‘ ﬂ;’( John Doe % 7213 johndoe & L CTRAGES AV E W A, 113 johndoe@cisco.com &
PRESNDMERH Y £, EAB LV O IR L7255, John Doe I3

Johndoe@msco com ¥ X O Cisco Systems, Inc. & U CERRES D MLENRH D £,

BATHICHRET LT IA~UDN 74— /L REERLET, T

7 &V M [CN]T*Jr A7 a I, ROBONEENET,

DN +1—JLF EE

Country (C) 2 LFOEAME, E4 72— i, IS0 3166 E44BEFEIZHEML L Ty s
iR

Common Name (CN) |[z—H— T RT AL ZOMOTUT 47 ¢ DAH, ZiE, ID R

O L RbEAMEOED) UL T,

DN Qualifier (DNQ)

K2 D DN B,

E-mail Address (EA)

EAEASFAET S 2—Y—, VAT A, TR UT 4T 4 DE
VT KL A,

Generational Qualifier
(GENQ)

Jr. St.. F7IE I 72 ¥ oA ER T,

Given Name (GN)

AEAEFTAE 0L (B) .

Initials (1)

AEMAEFTA & OIE & 4 ORI DT

Locality (L)

FLAEDSFITE S 2 T HTAL,

Name (N)

REFEFTAH D4,

Organization (O)

Stk HfE, ¥, e, ToMo= T 4T 4 DL4F,

Organizational Unit
(ou)

FFEN DY T T —TF

Serial Number (SER)

FEAED Y T K S,
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EFA—LTaxy |

DN2«—JLF

ik

Surname (SN)

A ERTAT A Ok,

State/Province (S/P)

FAE DS FITE S 2 INROIR,

Title (T)

AEAEHTAE O (Dr. 72 &) .

User ID (UID)

AEAEATAE O ID #F 5,

* [Secondary DN Field] :

(AFvay) RATHICRET 2B XUDN T 4 —/V R

BIRLET, 7740 MI[OU] TF, A7 v a2, EitoRIGEHIATWDS
HOFTRTUTMA T, [None] BV £F, ZiuL, Bh XY 74— L REHEL

TEWEAIGRIR L E T,

BFA—IILTOXLHFFERATEZA2—T 4 ADEF

[Email Proxy Access] [ CiZ, T A—/L 70XV EHRETIHA LV H—T oA Anikp]T&
9, BErA—NLTEXFUE, HADOA 0 F—T 2 A ATREBIOwRETETET, £/, 1
DDA U HE—T 2 A ATEF AN TaF v EREBLORETIUL, ZORELZTXTOA
VH—T 2 A RHEATEET, BHEAOA LV H =T 2 ARY T A U H—T = A RTHKL
TEFA—N TR IR ETEEEA,

FIE

AT w71 [Configuration] > [VPN] > [E-Mail Proxy] >[Access] Z &ML T, /4 —7 =A ATA F—7
MZI o TWNWBEFA— N Tuxd v ERRrLET,

e [Interface] : HRESNTNETRTDOA VX —T = ADLFIEFERLET,

« [POP3S Enabled] : Z DA > % —7 = A ATPOP3S 31 F—TF/NnE HnzrLET,

* [IMAP4s Enabled] : DA > ¥ —7 = A ATIMAP4S A X —T N E I nErmLET,

* [SMTPS Enabled] : DA > Z—7 = A AT SMTPS 31 X —T/LinE d naERLET,

ATwT2 [EBdit]| #27 Vv 7 L, WHERINTWELA X =T oA ADEFA =)L T X VRELET

L/i‘g—o
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g7 4—1L 7oxvoridoiz [

ESQL)L__”/jjTJjFi/a)muﬂfd)ﬁmHﬂ

%%){*‘/V TaxiOHA ST L \—wunEjiJc% Ebi—gq

FIE

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Authentication] =& L £,
AT T2 EROBEGETRN LRI TE EF,

« [AAA] : AAAFRGEZ MEICT 2B AICEIRLET, 2047 a 2T 5121%, AAA
Y= N—ZRETLHLERHY ET, 2—F—F, ==V —%, F—— BILU X

J—RKEANLET, 2= =L, VPN 22—V L LE A —L 2—F—LZOMW 5% A
NTHRERDY ET, TDOLE, ANOZ—F—ZRRR D552, VPNAT U 2
ZIZE-oTREIY £,

[Certificate] : REEFRAEZ MHIZT D5 GITIEIR L £7,

(¥) HAEDASA Y 7 b =7 VU —2ATiL, sFAERGRIBETFA—/L 7Tax iz
st L CHERE L £ 8 A,

SEAESRGE AT A, 2 — P —1%, ASADNSSL 2T —3 g VIFIZHREFTE %
§E%%%ﬁo“(b‘%’>z§7ﬁgb@iff SMTPS 7OE£?7T \ ?E%%EE;:E%DE ®ntunEj3
KELTEATEET, FOMODEFA—)L 7 ax > TIR2EEORIE TN MLIETY,

FERAERRGEICIE. TXTRLC CA 2 B3RITE N7 3 FEOERAENMLETT,
- ASA @ CA ZFHE,
-7 5472 PC D CA FFAAE,

-7 74T FPC D Web 77 UHREAE, EAGEHAEEZIE Web 77 UV REHE L LI
N E9,

[Piggyback HTTPS] : B°¥—/ 3w 7 BGEA MABEIC T AL AR L 7,

ZORFEAF— AL, 22— =BT TIZZ T4 T FLASSLVPN v g VAT L
TWAZEaMEELET, 2=V —ITEF AN 22—V LT E A LET, X
U — RIIARETT, 2—%— i\wwn~% KL BT A— N 2— P — LD E AT
THMERHY ET, TOLE, A VO2—F—LNERDGEIZIET, VPNAT U I ¥
WL > TREIY £,

IMAP (%, A2 —F = Lo THIRS N WE KDty v a U EARLETH, 22—
P =LK L CHFRENTWAREET 74 o a8 A, mmpt/yay@ﬁﬁ
CORKEEBEZ, 74T b LA SSL VPN B O AR N - HEI121X,. FD
Ba—PF =D LV AL TE EH A, UTOMIRIH Y 7,

SMTPS &+ A —/id, OB XN 7 2FEHLET, TEAEDSMTP ¥— 33—
N, =P —Na A T2 LEFTLTNRNEZHTT,
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EFA—LTaxy |

GE) IMAP i, [ARf2—HF I Lo THIR S e WDt v v a v E2 AR L F
TR, =PI L THAINTWDIRFE 7 A OB EB A FEA,
IM@?/VEV@ﬁﬁ’@%kﬁ%%i\7?47VFVX$%WW%%@
AR OIN TS EITIE, EOB2—F =D LW 2 . TE EH A,
LLUR DR D 8 1 iﬁ“o

- a—PF—[ZIMAP T S ) =2 a VAR T LTCASA LDy v a &7 )T
LThb, HLWZ FA4 7 kLA SSL VPN #i 2 HESL T& 5.,

-EEE D IMAP o —F— D[RR 7 L E & <> ([Configuration] > [Features]
> [VPN] > [General] > [Group Policy] > [Edit Group Policy] > [General]) ,

BT AN T RF O HTTPS/ EF— Ry VRBALE T 4 B —T M T 5,

* [Mailhost] : (SMTPS D #) A—/LiR A NBFEA MBEIZT DA IR L £97, Nmmk

IMAP4S [T A — /LR A NGEE FATT D72, ZDOA T 3 if, SMIPS DIGAIZT
FERRENET, ZORGELTATHE, 2=V —DEF A —/La—P—4, #~A~ %i
OIRA T — RABRMBETT,

A% H—I—DH A

Z @ [Default Server] N*ﬂ/“(‘é‘i ASA DT F L —"—ZflHl L, EFA—L T rFIZ
KLTT 74N b == F—h, BLOFERE Y v a VHIRERETHZENTEE

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Default Servers] &M L £,
RT9T2 RO7 4 — NV REFRELET,

* [Name or IP Address] : 7 7 4/ NOEF A —)L T ¥ —/—ODNSA F/ZILIPT K

VAEANTILET,
* [Port] : ASA 23 %%~w7m%/%774/7%)/2/¢5T~%$5%Aﬁbi
o BRIE ST — MIHT 28RS BB AT SN E T, EFA—/L e it

SSL#EfE2 T &2 2 @T*‘ NCFFATLE T, SSL b RIAVDFE S NI 12 I 1 A **11/7 =
3?‘/75‘%%&'&%“ ptun Z)\’be“ij—

T 7 )V FOREIFRO LB T,
« 995 (POP3S DL
+ 993 (IMAP4S OEA)

+ 988 (SMTPS DIEE)
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* [Enable non-authenticated session limit] : FEFRFEE T A —/V 7 XL v a O EH|R

THEAIEIRLET, BT ERATOE Yy a VORIRERETE, ZhiCk-T

DOS WEBEABE LT, Lty g s, a&ﬁéhtﬁ%ﬂﬁﬁ%ﬁzék ASA Db
WIERRGEEE LA 46 T L E 3, FERAEE A TAAE L2 WA, b i WG & T
LET, ZhiC iOTm£ﬁ$@ﬁ//a/ﬂ%Tﬁé ki%@iﬁh

B A=V T X UERICIEL, 3 ODRENRH Y T,

CHHLUZE A — AR SN D &, [RREES LTV W IREBIZZR Y £7,
 ZOEER TR IND &, [FREET) REBIZRY £,

« ASA DR ARAET D & [RRGES A IRRBIZZ2 0 £,

N —

X AE

TONRFATIE, BFA—N TaXFVGECHEHAT 22— —£/A T =R T U I X LH¥—
N—=FIJIXERELET,

FIE

AT w71 [Configuration] > [Features] > [VPN] > [E-mail Proxy] > [Delimiters] Z& M L £,
ATVT2 ROT7 41—V RERELET,

» [Username/Password Delimiter] VPN 22— —Z LB A=) 2—HP =L XY 572D

TUIXERIRLET, %f~w7m%/fmmmw%ﬁﬁfé%é\kiowm
2—P—Z BT AN 2P —ZRRRDGHICHW O — A& FEHLET, &

A= FuXxy kyvavica s roT5HE ’a“ I, =PIl F Oz —F—%4% AT
L, SZCRELETIVIXTRYID ET, £/, EFA—NY—N"—LHLANLET,

GE) AT MLV ASSLVPNEFA—/L FaFxy a—HF—D /AU — KT
VIFELTHHEINTWALFE2EHDDLZ EIXTEEEA,

[Server Delimiter] : L—H —% LET A —/L —N"—LE XY H7-DDT Y I X ERINL
F9, TOTUIZE VPNAT U I X LTINS T 28 ERHY £3, EFA—L T
oy vavicun A rTr550E, 22— —47 4 — NV RiZa—%—4 & ——
DS AN LET,

t?:itf VPNAT UV IZLLT2HL, —"—=FVIFL L TC@azEHT25
BIE, BFA—NL T UREHTES AV TR Thilun s 45L&
Vpn_username.e-mall_usemame@server LV TCa—F—LHE AT LET,
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« VPN #5575 7 OEERL (251 ~<—3)
« VPN #EF OB (251 =—2)

VPN #5075 7 DER

ASA @ VPN 87 — 4 % 7T 7N F-I3F RN TERT DL, ROBHEESZR L TLZ
él/\o

[Monitor IPsec Tunnels]

[Monitoring] > [VPN] > [VPN Connection Graphs] >[I PSec Tunnelg]

FRRL, =T AR — M ETITER O AT D IPsec b RN FATDT T 7 T =T NEE
ELET,

[Monitor Sessions]
[Monitoring] > [VPN] > [VPN Connection Graphs] > [Sessions]

TR, =T AR— MNELIZEIRIOMEREZITO VPN a v XA TDT T 7T —T V%
BELEd,

VPN #f&t D EZ 1R

BEDY)ET— 77 A, £ LAN BT v a v OFEMR AT A —F B L OWEHE# A &
AT AR, ROBEESEL TS TEIVN, NI A—F LFEFHERIZ, By ara bhanr
ko TRV E4, £72, HEHERT —7 VORI, BIR LT RO X A A2k - TR
DET, FFEMT—T7 2L, FRFNROt Yy v a VOBENRT A —ZNTRTCERINE
7

[Monitor Session] 7 1 > K™
[Monitoring] > [VPN] > [VPN Statistics] > [Sessions]
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ASA D VPNt v ¥ a ViteHEREZFR R LET, ZOXAL D 2FHOT —T LVORNRIL
[Filter By] U A h DEIRIZ L - THERARY £,

\}

CE)  BEHFL, 77747 REBOZ—F—$E FL—A L, MEERAHRTEHL TR &
Lice A48V 2B ERICET D Z L, Fifla— -/ Tx5L512, RbE
WefRIIET 77 4 77y v a 37 A4 BVIRIETH S L AR EShET (BEIMICe /473
£9) . ZHhOOMEHERICIL, show vpn-sessiondb CLI =~ > RE2EH L TT 72452
& FF ([ [Cisco ASA Command Reference Guide] D)7z ) UV —R] 25K L L 72
W)

* [All Remote Access]

ZOTF—TNOENY)E—FTIEA (IPsec V7 N7V =27 BLONN—RU =7 75447
V) NI T4 ZICEETAZ EERLET,

* [Username/Connection Profile] : ‘&> v a v Da—H—HF o idn /A 4, BLOEET
a7y A ( b :/Z\\/I/ 7\‘/1/"—‘70) Tbi?— 7747 MR &C?“/ﬁ’ﬂéﬁﬁ%%ﬁ
HLTWDHEA, 71—V RIZFHEAED Subject CN F 7213 Subject OU NFE/R SN FE T,

» [Group Policy Connection Profile] : v a @D bR FJA—F R —Fh a7 7
ANDBEREINET,

« [Assigned IP Address/Public IP Address] : 2Dt v ar DU E—F 7T T2 MIEID Y

ToNTWAETTA_—hK ([EDETHRZ) ) IPT RLAZRLET, Ziux W
W FEIE MR IP T RLVRAESEEN, 72947 MNETTAX—hK Xy hT—7
FoOFRANELTCERRENET, /2, ZOVE—F T2 B8R BT a DI IA4T
FONRTY w7 IPT RLABLERLET, XT Vw7 IPT7 RLAE, B IPT R
ZEHIEHENRET, @E., ZHITISPICL > TIZ IA4 T MZEID S CTHORET, ZDOT
RLRIZED, 2747 NI, X7V 7 X2y NI —27 EORANE LTHRETHZ &
MARE & 72 0 £,

« [Ping] : ICMP ping (PacketInternetGroper) /X7 v hZEEFE LT, X NI —27 O x 7T
Z R LET, BEERICIE, ASA TR S 727 A M IZ ICMP Echo Request A v &2— 3 % %
BFELET, SR MBBEIFEAERE AL, EchoReply A v E— UK S i, ASAIZT A kL
7oA A FD4FRTE T Success A vE—TUEFRL, SHICEREZEXEEFE L TOLINEEX
FET 2% CORBRBOGERLET, MONOHEHBTY AT ACRETERWVWEES (KA
FRE T LTS, AARTICMP BFATEI N TR, b— EARRRE I LTV,
HFRIL—2BRE T LTS, F*y NT—IRE D EIFEHEL T 57 L) | ASAT
X, T A K LA A R4 RIS S U7 [Error] B A E R S E T,

u%wmﬂ-mﬁ??Ffét/yay@74w&)Vﬁ’@i%ﬁ%@ﬁbi# --All
Sessions-- LAF 2380 L 72354, [Logout Byl U A NOEMDA v 7 ANT 77 4 712721
F 9, fEIZ Protocol forLogoutBy EBRIRULIZGE, Ry 7 ANRY XA NMIEDY, ar Ty
N 74n B2 LTHERT 27 m hal 24 72RIRCEET, OV A NDOT 741 1
X IPsec T¥, Protocol AN DIEZ IR L7-551E. ZOR v 7 AZ#@d7ems A1+
LVENDHY F£T,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K


http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html

| venoER

ven sistosis ]

[729T747VPNEY23>DE=41) >4 (Monitor Active VPN AnyConnect Sessions) ]
[Monitoring] > [VPN] > [VPN Statistics] > [Sessiong]

A—P—=H, IPT FLVA T RVRZAT F@ATY w77 RLATY—hEpictFa
TIIATY Yy YarERRLET,

[Monitor VPN Session Details]
[Monitoring] > [VPN] > [VPN Statistics] > [Sessions] > [Details]

BRL7cEyvaroar7Fal—rva URE, faHEm,. BLOAT— MEREERRL
£75
* [NAC Result and Posture Token]

ASDM Tif, ASAIZX Y FU—27 T RKIvvary ary ba—IRNREINTWLIHAICD
Iy ZDOHT DMENRERRSINET,

* [Accepted] : ACSIFIEFIZUE— K RAMDRAF ¥ ZRGEELE LT,

* [Rejected] : ACS 1LV E— F iR A FDRAF ¥ ORFERICELRLE LT,

* [Exempted] : ASA IZFRE SR AT ¥ BEERFR Y A M- T, VE—h AR MIKRR
F ¥ BEEE RSN TV ET,

* [Non-Responsive] : Y &— k 75 A ;I EAPoUDP Hello A v —IZIEE LERHATLT,
« [Hold-off] : 7R 2 F v MFEICHL D) L7=%% . ASA & UE— bk &2 kD EAPoUDP {3 23 i
ZF LT,
* [N/A] : VPNNAC Z v —7 R Y o —Zftv, VE—F FAMDNACIET 4 =TI &
naTnEd,
* [Unknown] : N A F ¥ AL HEFTH T,
RAF ¥ h—72 0%, Access Control Server Cax & FIRE72 T HCTFHI T, ACS IXIfHiE kD
TZOIZASAWCARAF ¥ b= v &Fyrn— KL, VAT AE=XY 7 LAR—K 7

Ny 7 BROw X7 %238 L ET, NACResult (T#E < —fRAVRF AT v b—2 T,
Healthy, Checkup, Quarantine, Infected % 7z{% Unknown T,

[Session Details] XA > D [Details] ¥ 721X, WRDOH T LABERINET,

«[ID]: By vailFAF I v ZIZEID Y Tonc—EDID, IDIL, By 3 ~DASA
DAT I AL LTHRELET, ZOA T v 7 AEFEHLT, By v a T 51
WMEMRBLORRLET,

«[Type] : Ev > a D& A7, IKE, IPsec £721% NAC,

» [Local Addr., Subnet Mask, Protocol, Port, Remote Addr., Subnet Mask, Protocol, and Port] : SZ[5
O (v—HN) ETOMFIZEN Y TONTNAET RLARER—FNEANFL—T 4T D
TeDIZZDOETIZEHY Y THNTNDT RLRER— R,
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e [Encryption] : 2Dy a y THEHLTWLT =K7Y XA EHLTWHE

) .

« [Assigned IP Address and Public IP Address] : 2Dt v a> DU E—k ETIZEH Y S TH

NTWELETITAR=FIPT RLAZRLET, WEEITEAEIP 7 R LR & HIE T,
FHOLETHENTVWDHIPT RLAILK-T, VE—FETET 74X~k xv hU—7 L
WZHDEIICRZET, 2BHO7 4 — L FIZiX, 2ok yvaro)E—harbBa—
ZDONTY w7 IPT RUANRERRINET, SMBIP T RU A& BIETIL, #@H, N7
Uy Z7IP7 RLARIZISPICE o TYE—FarPa—ZIZEYYTHNET, 2RIk
T, VE—harvbta—XFI"T7YVy 7 Xy NU—TDORA N LTHEETEET,

s [Other] : & v ¥ a NZBEHERMIT SN TWDEZDMOEM,

WOBMIZ, IKER vy ar, IPsectyiar, BLONACEy v VZHEHINET,
* [Revalidation Time Interval] : F%E) L72& R A F ¥ MRAEFIC L L S5 flR #B%%) .

+ [Time Until Next Revalidation] : &% DR AT v i uEuiVT DBRE Lo 7558130 T,
FLIA DAL, Revalidation Time Interval & . IEHIZ5E T L7ZERTD R A 7‘ Y ERN D
OB & @?‘ET KR

* [Status Query Time Interval] : fH) L7 AR AF ¥ REEE T2 IZAT —F X 7 =) —DIRE &I

DAT—H A7) —DIFE L OMICHFRINDERE () . AT7—4 A7) —
ERTORAF v HEGRLABEICAR A D TRAF ¥ BNEAL L7208 9 D EHERT 572912, ASA
DY F—h KA MIRITTHERTT,

* [EAPoUDP Session Age] : &Ik L7 AR AT v MRFED> D% L 7= 03K,

[Hold Off Time Remaining] : % DA A F ¥ RAED ) L2551 0 T4, Znlisto
BlE. WREIORAF ¥ iERFITE TCOPHTT,

* [Posture Token] : Access Control Server Ca¥ i FIREZ2 EH L T4, ACS IXTHFHRIEHED 7= DI

ASAICARAF ¥ h—r v %&Fyrua— L, YATLAE=ZV T LR—b, Ty
7. BRI BB LUET, —RIRARAF ¥ h—2 &, Healthy, Checkup.,
Quarantine, Infected, ¥ 7213 Unknown T,

* [Redirect URL] : RAF Y RRAEET21X7 74 7 v MU AEIER KDL £, ACSITEY v 3
VHOT A RY —F ASAICHF U a— RLET, Redirect URLIL, 727 AR
=AM u—RKOA T a O~ TT, ASAIX, VE— b FAMDOTTO HTTP
(FF— 1 80) TRk & HTTPS (AR— b 443) ZR% Redirect URL (FET H%E) 12U XA
V7 hLET, T7E8A KXY —IZ Redirect URL W& N TWARWEA, ASA XU E—
kAR AR50 HTTP R HTTPS EskA U 44 L7 F LEH A,

Redirect URL %, IPsec T a UM ET T80, RAF v HRIENEITINDETHER)
T9, ACSIX, #7225 Redirect URL 238 £415 %>, Redirect URL 23 & 20 HT LW T 7
AR —F T — RFLET,

[More] : ZORF L ZMLT, By a0 XV IV —T % BRGEEE T2 IIEN L L E
j—O

ACL # 712i%, By a i—H L7 ACEDNEEND ACL NERENET,
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[Monitor Cluster Loads]
[Monitoring] > [VPN] > [VPN Statistics] > [Cluster L oads]

VPN 0 — RNRZ v 7 7T ZAZNOY— =[BT DBUED N T 7 1 v 7 ORI E
FRLET, == RT TRFDO—ETHRWVIGE, ZOV— =2 VPN B— RKNXF
7 I FARIZBIMLTOWRWEEIRZ DIHEBRA v —VBRERINET,

[Monitor Crypto Statistics]

[Monitoring] > [VPN] > [VPN Statistics] > [Crypto Statistics]

ASATEUET 77 ¢ Tipga—P—LEFRE Y v a VORKSHEHEREAR T LET, 7—7
DEATIER, 1 DORFHEHEREZ L L £,

[Monitor Compression Statistics]

[Monitoring] > [VPN] > [VPN Statistics] > [Compression Statistics]

ASATEBUET 77 4 7Tl —Y—LERE L v v a VOEMTEHERER T LETS, 7—7
DEATIE, 1 DOEMERFERE R L ET,

[Monitor Encryption Statistics]

[Monitoring] > [VPN] > [VPN Statistics] > [Encryption Statistics]

ASATHBUET /7 4 T lpa—HP—LE#RE Ly v a VIMEH L TV DT =257 v X
LaFRLET, T NOETIE, 1 DO GET NV TY) AL 4 A4 TR LET,

[Monitor Global IKE/IPsec Statistics]
[Monitoring] > [VPN] > [VPN Statistics] > [Global |KE/IPSec Statistics]

ASA CHUET 77 4 Tl —W—LEFHEE v v a O F a— 30 IKE/IPsec FiatE & &R
LET, T—7AOEITIE. 1 DDV a— LHEHEREYFELET,
[Monitor NAC Session Summary]
TITF 4T RBERYy NU—2 T RIvvaryaryio— vy iarrdrErLET,
* [Active NAC Sessions] : IR AF ¥ RALD K G D Y T — b © 7T 5 — A 72 HEEHE

s [Cumulative NAC Sessions] : ZIER AT ¥ MAEDOX R, TR ORI 72 ) T—
N BT D R 2R ARG e

* [Accepted] : N AT ¥ MRFEIZALEN L, Access Control Server IZ L > TT7 7 A KU »—nh
2N T O,

* [Rejected] : IR AT ¥ KRFEIZ L L. Access Control Server (X > C7 7 A KR v—nh
2N o T2 ET DK,

+ [Exempted] : ASA Ti%E X217z [Posture Validation Exception] U A x> h U L —E LT
WDT2D, RAF ¥ RED R RITIL > TVIRWE T D,
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* [Non-responsive] : Extensible Authentication Protocol (EAP) over UDP D7~ A F ¥ fRAEZE K 2
JIRELRWET O, CTA BRFATINTWARVWET X, ZOERITGELEEA, ASA
DALy T A X2l —=2a NI ITIAT L FLARAKRRA f\%"j“l‘ FLTWBEA. Access
Control Server 1%, 774 7 FL A KA MIBEEMTOINTWET 7R R J —%
NODOETDASAIZF Y a—RLEd, 2947 ML A KRR Y R—FLTWAR
WA, ASAIEINAC T 7 40 b RY o —%HE 0 B TET,

* [Hold-off] : "N A F ¥ BRFEAS KLY L 721412, ASA 23 EAPoUDPIEIE &2~ 7- BT D%, NAC
Hold Timer J& ([Configuration] > [VPN] > [NAC]) 1Z. Z DX A T DA X2 F EIROK A
F v FREERAT & O OFRIERFR] 2 ) E L E 7,

« [N/A] : VPN NAC 7 /v —7 R U 2 —IZHE> T NAC BN 72 > TV D ET DXL,

* [Revalidate All] : t°70)j”xﬁwi7t FEV B TOHENTWET 78RR v— (Fourpo—

RENZACL) WEEINTEAICZ Vv 7 LET, ZORX %27V v 7 35E, ASA
Kiof%ﬁéﬂéT“T®NN}E//a/@ﬁbwﬁ PR AT ¥ REEDBRLA S 4L E
T, TORZ L EZI VI THETEEYy 3 IR L THENE TR AF v RFEEEID
BTHNTWAET ZERARY —iF, HTLOVRRAF v NI £ 721380 5 £ THZ)
DEFELERVET, FAFXYREENLRBEINTWDIEY v a U ilid, ZORX %27
Uo7 LTHEETIH FHA,

-UmmmAm:E?@fﬂ%%itiﬂ@%f%hfﬁé?&txf)7~(ﬁﬁym~
FENTACL) BDEEIN, ByiailHoYETconTnbd ) y—R% 7 ) 73548
K?U?ﬁbi?o_@T5/%?J/7?53MMALiOT£ﬂéM5?“T@MW
Yty alrORAF Y REECTHEH &5, EAPOUDP 7 Y v m— g v EED Y THhhi
TIEARY —PNR—=U &, HTLWESRFEORAT ¥ REEDBMG S E T, FRAET
WZIENAC DT 74V FO ACL BERNE 725720, By va a0k T 5 L =2—%—
FT T4 v TICEBETABANDHY £, RAFYRIANLGHBREN TSy v g i
. ZORX U E 7V v 7 LTHREILY A,

[Monitor Protocol Statistics]
[Monitoring] > [VPN] > [VPN Statistics] > [Protocol Statistics]

ASA CHRET 7/ T 4 72— —LEHE vy v a v BMEAL WA halzR R LE
T, T NADOEITIL. 1 oD Ta haL FATERLET,

[Monitor VLAN Mapping Sessions]

AT DL 7 —7 IR Y 3 —@ Restrict Access to VLAN /3T A —Z OfE CH|BIE -, HH
VLAN IZEI D ¥ THNTWHAEy va v BaERRLET, ASAIZTTRCTONT 74 v %R
EEN7- VLAN [ZfizE L,
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* SSL #%7E (257 ~<—7)

WOGFOWT I T SSL B E AR L E 7,
* [Configuration] > [Device Management] > [Advanced] > [SSL Settings]
* [Configuration] > [Remote Access VPN] > [Advanced] > [SSL Settings]

ASA %, Secure Sockets Layer (SSL) 't k =1/l & Transport Layer Security (TLS) % L C.
ASDM, 77 747 R ASSLVPN, VPN, BLOT7 ZUHFR—2DF vy arotxaT
A v —UmiEEFERLET, F72. DTLS i Secure Client DRI A £ 4, [SSL
Settings] A > TlX, 7 IF7A T > b &P —=_"—=DSSLAA—=V g VBILUR ST /LT X L%
RETEET, Fo, LANCHRE LT N T A RRA V NEFFEDA X —7 = A AT LT-
0, BEEMTONTE RN TANRA U FORNA U H =T 2 ADT =N 8T A RKA
VEERELLEDVTLHZEHTEET,

)

GE)

UU—293 (2) TiEL, SSLV3IFFEIEINTWET, BIFEDOT 7 4 /L M [any] Tix7e < [tlsvl]
T9, [any] F— VU — RiFFEL S FE L7z, [any]. [sslv3] 7213 [sslv3-only] 238K L7354
REFZTANONETNEERFRTREINET, [OK]Z27 U v 7 U THEEZHITLET, ASA
DIRDAY % — VY —ATE, ZNHDOF—T— KT ASA MOHHIBRINET,

N—3294 (1) TiX, SSLv3 F—U— RiZT T ASA ZTEMNHHIBESINTEY ., SSLv3
DY R— L2 ASA O HIEREIE L7z, SSLv3 A 2— 7 M7 > TWAEEATE, SSLv3 4
FrarvERELZav Yy RInb 7 — MEL T —0NFRENFET, ASAIET 74/ FDTLSvI
IR £79,

Citrix E/NA /L L — NI TLS 1.1/1.2 72 R aviE AR —E L TWRWAEEERH Y £7, A
BIEIZ OV T,
https://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/citrix-receiver-feature-matrix.pdf

EBRBLTLLIEE N,
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B ossizx

J4—JL K

ssLEE |

* [Server SSL Version] : ASA 234 —/"— L U TEIET D & =i 5. &/ SSL/TLS 7
o hagl R=VgrE Ry AT VA RMSIEELET,

Wb
(Any)

SSLv2 7 Z 4 7> b ®Dhello &3 iF AL, HBEOHKEHF NN~ ar2rIo—h
LET,

SSL V3

SSILv2 7 A4 72 h® hello &5 1F AL, SSLv3 (L) ZxrIdv=— kL FE
‘ﬂ—o

TLSV1

SSLv2 7 74 7> h® hello #5F AdL, TLSvl (L) #xradv=—hLFE
?—O

TLSV11

SSLv2 7 74 7> h® hello 5%} Afv, TLSvl.l (LK) 22> =—hLFE
T,

TLSV1.2

SSLv2 7 Z A4 7 b ® hello 33 Adv, TLSv12 (L) #x3v=— R LZE
—a—o

TLSV13

SSLv2 7 74 7> h® hello 5 F Afv, TLSv1.3 (L) #xa=—hLFE
7,

DTLSv1

DTLSvl 7 54 7 > b ® hello #51F Atu, DTLSvl (LIfg) Zxradvx—— kL
iba‘o

DTLS1.2

DTLSv1.2 7 A4 7> h® hello 517 Atv, DTLSv1.2 (LIf) #x a3 =— b
L\ijqo

\}

(G¥)  DTLS O% & L HiL. Cisco Secure Client ##5t > AnyConnect VPN
EFEV 2= MIOHBEH SNET,

DTLS & [R% 0L ED TLS N—Ya A LT, TLS vy a v
ZDTLS o var bREURCEF2TICTAMLERH Y £

9, DTLSV1.2 (%, TLSV12 8L TLSVI2 #H KR —rLFET,
T NTHOTLS X"— =3 VI DILS 1 LLETH S 728, DTLS] TffF

MATEET,

TLSV1.3 121, Cisco Secure Client /X—3° 5 > 5.0 LA L EE T,

* [ClientSSL Version] : ASANZ A4 7> h& LTCEMET S & XIZHHT 5. &/ SSL/TLS
TahralRi—=YarE Ry Ay DA MBIEELEYS, SSLZITA T hua—
Uzt LC DTLS 1345 AT

A waWR
(Any)

SSLv3 7 Z A4 7 v h®DhelloZXE L. SSLv3 (L) #xdv=—hLET,

SSL V3

SSLv3 27 A4 7> F®hello &g L, SSLv3 (L) #xav=—hLFET,
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sstze [

TLS V1 TLSV1 7 94 7> F®Dhello #%/E L, TLSvl (LIF) #xrasx——kLET,

TLSV1.1 TLSV1.1 7 Z A7 > F® hello Z#%{F L, TLSvl.l (LIf) ZxavxT—hLZE
j—O

TLSV1.2 TLSv1.2 7 54 7> h® hello #3%fF L, TLSv1.2 (BAF%) Z#xavx=— kL E
7,

TLSV1.3 TLSv1.3 7 54 7> h® hello #3%f5 L, TLSvl.3 (BAF%R) Z#xravxz—hL E
j—o

« [Diffie-Hellmann group to be used with SSL] : a2 v 7' X7 U R Rind J— 7 %R L

£, EAATEEZR A7 Y 3 X, [Groupl] (768 B > MfaxHE) . [Group2] (1024 & b
#axHE) . [Group5] (1536 £ > MifaxHE) . [Groupl4] (2048 B> MfkHE, 224 &> F 3
BALED) . B IO [Group24] (2048 £ v MaxHE, 256 ¥ FEELAE) TI, T 7 AL
MiE X [Group2] T,

« [ECDH group to be used with SSL] : K v 7 X272 U A DL I —T 28RN L E9, ff

HIRTREZ2 A 7" a3 &, [Groupl9] (256 >~ k EC) . [Group20] (384 £~ M EC) . B &
WY [Group21] (521 > k EC) T9, 7 7 4 /L MHIL [Group19] T,

GE)

RN e b BV D1 ECDSA B 53 L OV DHE 5T,

s [Encryption] : R —F 325 3—Va> X2 UT 4 LUL, BLOSSL K S{E7 1=

U X L%FRELE T, [Configure Cipher Algorithms/Custom String] % A 7 12 7' 7R »v 7 A ZAffi
MLTTF—7 NV 2 N ZEREITELET 520X, [Edit) #27 U v 27 LET, SSLKE
DEX2VT 4 LAULERERL, [OK] 227U v LET,

« [Cipher Version] : ASA TH/R— h &}, SSLEEGICH A SIS~V a v &2 —&

FoRLET,

* [Cipher Security Level] : ASA TH AR — h S, SSLESMEA SN 5ExF =2V 7 4

L E—BRRLET, ROWTNUNLOF T v a 2R ET,
[9_TC (All) ]:NULL-SHA # & 7T X CORESH,
[ (Low) ]:NULL-SHA #Bi< ¢ _XToORK 5,

[Medium] : NULL-SHA, DES-CBC-SHA. RC4-MD5 (ZH3F 7 4L b TF) |
RC4-SHA. ¥ LY DES-CBC3-SHA # R < T _T Ol 5,

[% (High) ]: SHA-2 W55 %3 5 AES-256 DA% G i, TLS N—Ta 128X
OTLS N—=V 3 1.3 THAR— RSN TWARESICOAEH S vET,

[#7 A% 2 (Custom) |: [F55T7 /02U XA/ AH LT (Cipher Algorithms/Custom
String) 1Ry 7 ATHET S 1 DU O SR EET, ZOF 7T a Tl
OpenSSL 5 LA 2 L CHE B A A — P &2t ilcE T £,
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* [Cipher Algorithms/Custom String] : ASA TH AR — k &1, SSL il S D=
TAY XLk —EFRRLET, OpenSSL & 4 DK 5 OFEHIZ OV TI,
https://www.openssl.org/docs/manmaster/man1/ciphers.htmlz 2 L T < 72 &0,

ASA X, P AR— SN TS OB %, TLSV1.3/TLSv1.2 DA TH AR —

FENTWBES AR, TLSvI.1, TLSv1.2, F7/IETLSvI.2 THHR— F TR
k5 R oNEICHEE L £,

KOS RN R—FEHTWET,

* [Server Name Indication (SNI)] : RAA L2 LD RAA NZBHEfTITHZ EZIBELET,
[Add/Edit Server Name Indication (SNI)] A4 7 2 /AR v 7 A%EH L THA > H—T =4 A
DRAAL VRN TANKRA Y M ERELIIEFT HITIL, [Add] £/ [Edit) 227V v

7LET,
ESiEAR TLSv1.1/DTLS |TLSV1.2/DTLSV |TLSvi3
Vi 1.2
TLS AES 128 GCM_SHA256 Y4 A4 E
TLS CHACHA20 POLY1305 SHA256 |\ A4 SR
TLS AES 256 GCM_SHA384 Y4 A4 E
AES128-GCM-SHA256 IAY 4 = (AN
z
AES128-SHA A A YA
e
AES128-SHA256 Y4 I AN
z
AES256-GCM-SHA384 A4 S (YA
e
AES256-SHA A T YA
z
AES256-SHA256 A4 I YA
z
DERS-CBC-SHA Y4 A4 YA
z
DES-CBC-SHA A A YA
e
DHE-RSA-AES128-GCM-SHA256 Y4 S (YA
e
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| ssLaz

sstze [
BEiA=X TLSv1.1/DTLS |TLSV1.2/DTLSV |TLSVi3
vi 1.2
DHE-RSA-AES128-SHA EUR A VDY
Z
DHE-RSA-AES128-SHA256 WU R SR VLD
e
DHE-RSA-AES256-GCM-SHA384 no 1 X
DHE-RSA-AES256-SHA AR SR (YA
e
ECDHE-ECDSA-AES128-GCM-SHA256 | \ w2 B (YA
Z
ECDHE-ECDSA-AES128-SHA256 W R SR VDY
z
ECDHE-ECDSA-AES256-GCM-SHA384 | \ w2 SR VLD
e
ECDHE-ECDSA-AES256-SHA384 IIAY-S A VLY
Z
ECDHE-RSA-AES128-GCM-SHA256 | |Zu» SR (YA
e
ECDHE-RSA-AES128-SHA256 RT3 B (YA
Z
ECDHE-RSA-AES256-GCM-SHA384 |\ vz SR (YA
z
ECDHE-RSA-AES256-SHA384 A2 B VLD
Z
NULL-SHA AAY-4 AIAY-¢ (A
z
RC4-MD5 A4 A4 YA
e
RC4-SHA Y4 INAY4 YA
Z
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GE)  DTLS1.2 kv R/UILTLSvI.3 TEMEL £47%, DTLS1.2/L TLSv1.3
ea2HPR—hLTWEYA, DILSL.2 F o R2ilid, aR— b
SN TWDEROELEDOE OISR EIRINET,

* [Specify domain] : RAA & AT LET,

» [Select trustpoint to associate with domain] : K v 77X 7 U X RS b T A RRA v~
MR L ET,

* [Certificates] : %A > % —7 = A AP SSL @Gl 2FEHFE LTIV 4 TE 7, [Select
SSL Certificate] A 7 7R v 7 Z&FH L THEA v X —T =24 AD T AMKRA b &
EFREIIEETDHIE, [Edi) 227 Y v 7 LET,

s [Primary Enrolled Certificate] : = DA > ¥ —7 = A AOFEHEIZFEHTH F T A FARA
Y hEEIRLET,

* [Load Balancing Enrolled Certificate] : VPN 12— K /3T 2 0 FRGRE STV D EE
AEAECHEMTS T A MARA > MERIRLET,

[Fallback Certificate] : AIEFAEBIHAHT L TWRNWA V¥ —T = ATHHT 25EAE
ZEIR L £, [None] Z3EINT 5 &, ASAIET 7 4/ b D RSA F— 27 L FFRAE &l ]
LET,

[Forced Certification Authentication Timeout] : fEFAERIFENZ A L7 U b4 £ TOHE %
RELET,

 [Apply] : ERNEEHRFLET,
e [Reset] : ZEANAEZHOVHEL, SSLNT A —ZZLRNCEZLZEIZV Yy FLET,
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REFRILAVE—T AR

ZOFETIH, VTI b RV DEREFIEZOWTHBALET,

AR R R A U H—T = A ZTONT (263 X—)

BN RN A H—T 2 ADFEERIHE (264 X—)
« VTI k> FVDIERL (267 ~—2)

AR N FNA B —T = ADOKERERBIE (275 ~X—)

RELRILAVE—T A4 RIZDUNT

ASALX, M b RN A v H—T A A (VTI) EMEENDMMEA X —T = A A%V HR— |k
LET, R —_"=2D VPN DRV IZ, VII ZM#H L TET7HIC VPN b2 RV EERKT
TFET, VILIL, & b RmVOF&ERIZ IPsec 7' 12 7 7 A LM I & iz b— b X— A D VPN %
HAR—bLET, B — NELITHAL— NEEHTEET, VIIDLLDOHAO N T 7 4 v 7
Wb SN TETICHEE S, VII~OATI T 7 ¢ v 73BT Sz SAIC Xk » THE
TSN ET,

VTIZEHT 5282k, B S~y 707 7 EA VA RNEREL T, VX —T oA AT

VY EYTTLIENRAERY ET, TRTOVE- YT xy FEBEHL, STy 7O
TIRAVRANMIGOLMLENR R0 T, BENSERIZRD1ED, X4 TIv 7 v—T 4
Y7 7a haro—hk RXR=ZAOVPNEYVR— N TEH527T 4 v 7 VTIRHDH L, AT T
AR—=bLT T ROEL OEMEG T EHTEET,

RARET 499N

29ODH A FET N RANFICA TR > TWAY A NEBERIZ, 2A¥T 4 v 7 VIIHE
PHEATEET, AEZT A I VTIA v EZ—T =2 A AL, WAL Z—T A A% X
W =R LTCEETAHVLELRS Y I, T3 AT LITHK 1024 O VTL ZBESIF 5 Z &

NTEXFEST, REZT 4 v I VTIA v B —T oA ZA5ERRT BI21. VIIA v Z—T = A ADiB
mo Q71 =) ZERLTLITEEN,

Dynamic VTI

AT I w7 VILIZ, 1 R VPN IZEEIZLZRETAr—I 7 Vet L ¥, 41
F I w7 VTLZ., KREEARSEN T AT T RAR—7 BETOET OMREARSZ T LET,
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INT DDA T 4 7 VTHERE B —D XA F I v 7 VILNICEERZH Z LN TEET,
NTOWREZEETETIC, ILWAR—=7 2T IBINTE %Y, A4 FIv 7 VIIT 7 /0
Ul FAF I IV TRy T E R RAVEMIT DI ODTAF I v I AT TR
AR=7 FRIE > TRDE LD T, B Z—TlX, A4 FI v 7 VILIANT T KA
H—=2 bR POREYHE= P LET,

XA F I 7 VTITIE, PsecA v X —T = A ADBEIRA VAR ALB L OERD - DI,
BT FL— MR ENET, (REET 7 L— ME, VPNt v v g v 2 & IEADORET
TRAA VB =T oA AZEER L ET, ¥ AT I v VITIX, HEOD Psec X =

TAT V= arEYR—FL, AR—TICL o THRESINTZEED IPsec L7 X —%
ZTANET, ¥4 T Iy 7 VILIEF A FIv 27 (DHCP) AFR—2 bHHR—bLET, ¥A
FIvI VIIA U Z—T 2 A REERT DX, XA T Iv 7 VIIA ¥ —T = A ZADE
Q273 =) ZHZRLTLIIEIN,

ASA TVPNEY a3 DEALFI D VTl FoRILEERT A%

1. ASATHEAET > 7L — hafER L £3 ([RE (Configuration) |>[7 /31 ADFEE (Device
Setup) |>[A v ¥ —7 = A AFKTE (Interface Settings) ]>[A > % —7 = A A (Interfaces) ]
>[EN (Add) 1> [DVTIA % —7 =A A (DVTI Interface) ] Z3&R) ,

ZOTFUFL— NI, BEO VPNt g SEATEET,

2. ZOTVTL— b e RATNA—FIZHALET, 1 DOEET T L— N EEED b
VANTN—TIEAT D EMTEET,

3. AR—=TF, NT LD MU RNVERERG L ET,
4. NTIAR— 7%uun£biﬁ

5 ASA L. T FL—FE2HHL T, AAR—27 LD VPN v >3 VHIZAT FICAE
TIRAL B —T A AEBHER L 9,

6. NTIE. KRBT 7 BAAL VA —T 2 A AR LT, AR—=7 LDFAFI v 7 VT b
SV E ST L E T,

7. IKEV2KHTVIIA v H—T 2 A AP % T RARZ A X4 % L 512, IKEv2route set interface
F g ERELET, TOF T a kY, FrUrEN L THERET A BGP £ 721
NRAE=ZHF Y TDOVTIA v E—T 2 A O =% ¥ A FEZEAREMEDS AN/ F
b@‘o

8. VPNEyYaUvBRTTAHEL, hrxugbgirEsin., "FIIHsT ARET 7 21
H—T oA AZHIBELET,

REF RILAVE—D4A ADIEFE

AVTFXRME—KREYSREYUY
s VTN = RTREFYFR—FENTWVET,
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FEr L 1va—T420xEFE |

7 TAZY o TIFTYAR— RSN ERE A,

J7A4794+—ILE—F

BGP IPvd £ & X IPv6 DH7R—
VII Z 4 L7- IPv4 B L RIPV6 BGP LV —F 4 > 7 2R — T LET,

EIGRP H7R— k
VTI 247 L7 IPv4 33 L OV IPv6 EIGRP v —F ¢ > &R — s LET,

OSPF IPv4 £ & U IPv6 DH7R— +
VTI 4 L7 IPv4 3 X OV IPv6 OSPF LV —F ¢ > 7% R— s LET,

IPv6 DY 7R— k
eIPV6 7 L ANRRESIN/Z VII ZRETE £,
sVTL D M FNVIEETL E b U RNEERILEOW FIZIPV6 7 RV AZFRETEET,

e NRT VI IP A=V a &N L VIIIP (F7203NERy hT—27 TP X—T 3 ) DR
OfBEDLENTR— KN TWET,

 [Pv6 over IPv6
* [Pv4 over IPv6
* [Pv4 over IPv4
 [Pv6 over [Pv4

« hURNVDFETB IOERIE L LTHAR—FSn2DiE, #IPv6 T N L R721FTT,

« FURAREETA VB —T = AT IPV6 T RLAZBRETE T, o gz PR
AV RELTHERTAT RLAZBETEET, BELRWEE, 774/ FTE, UXA
FANDOEAID IPv6 70—/ )V T RLUAN MRy RiRA 2 b ELTHERAEINET,

s RNV E—FREIPV6 E L THRETEET, HELLEE, VIIZANLTIPVG T 7 1 v
IRV T TEET, L, B—VTIO b2k bE— RIZ IPv4 £ 7213 IPv6 D
TR £,

—RMNGREROEESEE

¢« LAN-to-LANVPN CH A F v 7 7 VS h~w 7L X A5 v 7 VIIEZEAT 5861,
FAFTIvIVTI MRV OHPEELES, ZOEEX, 7V v~y 7 eXx A7y
I NTIDOWGTNT 7NV DRV T N—T 2R L LS & 570124 E 1,

RONVTNNEFITTH I LR LET,
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REFRILAVE—T A ADEEEE

¢ LAN-to-LAN VPN 2% A F+ 3 v 7 VITLIZBITLE£7,
MEAD N RNTN—T RO ) T A~y T EFEHLET,

¢ VII 1Z IPsec E— ROLTHEABETT, ASA TGRE MR LERTTHZ LTV R—
FEILTWERA,

c NURNA UV E—T oA ZAEFHTD VT 7 4 v 7 I1TIE, $H). BGP. OSPF., £7-1%
EIGRP IPv4 /L — N il CT& £,

CAXT 4 I BIOEA T I v VIIOGAIL, EHIPA X —T A A% VTIA > X —
T2A AD R FNVY—=ATPT RLAELE LTHEALRZWTLS ZEN,

«VTI O MTU 1%, L Ara v F—7 o4 RS U TCHEBWICRESNET, =7
L. VIIZAMNLT-% T A v X —T7 = A MTU 288 LI=8E81%, #H LW MTU
%E%ﬁ%#ék@ﬂvn%%@KLT%%@E%@K#%M%%%Diﬁo

AT Iy INTIORE, BT 7B AL U2 =7 oA 2F, RESN b REET
4V& Tz A AP MTU ZfEK LET, P FARETLA X —T oA AEEE LR

MEA. RBT VB AL A —T =4 A1X, ASA N VPNt v a VEREZZ T AN D%
hm4/& T A AH MTU &k L %7,

« TR RTITFK 1024 D VTL AR ETEET, VIIEEZHRET DL, RO EEEL
TLEEY,

enameif ' 7 A U H —T 2 A AE GO T, T AIRETET A VTIOREZEXH L
F9,

e AR—=FF A RZNVDALNR—A L H—T 2 A nameif ZFRTTHZ L IETEEHA,
LERS>T, PRI EBDOA AL R—= " F v R A F—T = A AT
BOL, ZORANR—( U Z—T =2 ZOEIIFD LEE A

c 7Ty N7 A= LRI04 HEBA DA X —T 2 A AP R— ML TWDEHETH,
VTI DEUIED T T > N7 4 — L TREAIREZR VLAN OFUZHIR S E T, =& %
1. 500 D VLAN Z %R — K LTWAHETFILDOHEA, b 31T 500 053 E SN
WA o —T =2 A ADEE G EITR Y 9,

s VIHZIKE D=V a3 vl BEOV2EZYR—FLTEYD, M RIVOEET E5EEDOM
TOT — X EZAGFIT IPsec Z#fEH L ET,

NAT ZEHATAHMLERH 556, IKERBLZOESP X7y M, UDP ~v X —IZ 7k
fbEanxd,

-IKE:J%J:UIPsecO)ﬂzﬂE:L)74 TV T—g 0, PRIV DT —H T T
BRI —oEARM T E T, 2L VIT b RUEHEIZ

7 v LT RREIZ 72 0 F 5,

e NURNTN—TZ1E. BT HNHE D IKEV] £7203 IKEV2 ik BlE#RE L CHEETHHO

E—EHTHLERDH Y T,
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vit boxnotes [l

oA M bRV T N—TDIKEV] Tk, b RAVOFEFEFRDT VX NGEAETH 55
B OIFERERETNT Ly T E— REFHTALICREENTWAEA. IPT
KL AN DL ZHEHTEET,

Wy FICRESNAHET T RLAE VIIO b RSN R B4, VII&RIE &
e~y 7OREER UYEA L X —T oA AHTFEIELZENTEET,

cVTIRRHED N T 7 4 v 7 #HHT L7, VIIA LV Z—T = A AT 7 AL— V%A
THZENTEET,

« ICMP ping |Z, VTI A > ¥ —7 = A A THR—FINET,

¢ IKEV2 %4 PRI VPN R RV DET T34 AN IKEV2 SREE RS 10— REEE L2
By ASAIFT XA AL DIKEV2 U RV EFESLTEEH A, ASANETT/NAL A LD
VPN b > RV EFESLT HITIE, BT 7734 AT config-exchange B3R % M523 2 M EE A
HYET,

e XA F v/ VILIZHA BLXWIKEV2 ¥R — M LET,

FTIHIEE
« T 74 )V NTIE, VIIBREDO N T 7 4 v 71k, X THE{bENET,

VIIA VB —T 2 A AZADT 74N DEF2V T 4 L-ULE0TT, EX=2VUTFT 0 L~Ub
ERETDHZLIITEER A,

B4+ 29 NI OFIREBIE
ZAF Iy 7 VILIZU T2 R —F LT EREA,
« ECMP & VRF
c I TAREY T
« IKEv1
* QoS

VTl b2 RILD1ERK

VTI b RNV ERET HITIE, IPsec 7 BAR—H (FT AT 4 —LFy b)) ZERLET,
IPsec 7 AR—W N EEMT 25 IPsec 702 7 7 A WV EVER L7214 T, IPsec 7 1 7 7 A /L& EFD
VTIA U ¥ —T = A A&ER LET, VE—FETIZIE, AL IPsec 7' 7R —H /L3 L O IPsec
TR T ANNT A= ERELET, SAXRITT— gL, TXTDO MRV ANT A —
ERRESND LR LET,
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B rsecTok—L (F5rTE—LEY L) DM

\)

6=

VPNBLIOVTI RAAL O FIZE L., WFA % —7 = A A T BGP BEERE%Z -2 ASA

TIE, ROEIENFEAELET,

AHE =T 2 A ANNAF 2 JIZE O TREBOEEN N H—Shd e, WA X —T7 <
A ZTONL—FE, FLWT 75 4 7T & O BGP BERBRAHEL SN AT THIR S

F9. ZOEEIZ. REVIIA v F—7 =4 ATITEES LEE AL

VIR D N7 7 4 v 7 2T 5720, VIIA v ¥ —7 = A AT 7B A6 Y A b &5
THILENTEET, Psec hRAMBEFESNDTXTONT v MIX LT, ACL THEIF
ALV HE—T oA ALRA LV E—T oA AT = v 7 ETICHFATHIE, Ze—rLar
7 4 ¥ =2 L —3 =3 F— R T sysopt connection permit-vpn =¥ K& AJJLE T,

ACLZT = v 78 TIZASA ZEiET 5 IPsec T 7 4 v 7 AR —TNWITHZHDRD 2
<~V FEfEHTEET,

hostname(config)# sysopt connection per mit-vpn

A B —T 2 A AL VTIA U EZ—T oA ADEF 2V T 4 LD 0 DA, VITA
2 —7 2 A AZACLDNEH STV TS, same-security-traffic 23X E S AL TV 2T HUX e » b
LEHA,

TOMBERRETAICIE., Fe— L a7 4 X al—3 3y E— FTCintra-interfaced| ¥ %
EELT samesecurlty traffic 2~ REFATLET,

FIE

ATFYyF1 IPsec 7aiR—P )L (hF A7 —L &y ) ZEBEIMLET,
ATv T2 IPsec 7277 A NEEBEMLET,
ATFw T3 VIL b ziBLET,

IPsec 7O HR—

P (FSVRT—Lty b) OEM

N AT —2LFy bMI, VILN O RAVND NT 7 4w 7 BARET D -OICMNETT, Zh
Z. VPNND NT 7 4 v 7 23T R-00X 2T Fu halttrial]) XADEy
KTHY, IPsec 7277 ALDO—EpE LTHERINLET,

1R HHEIIZ

o VILIZBHEMT SNZIKEY® v & a Y EFRGET 51213, Faidka X —FI35EREOWT
NrEFEHTEET, IKEV2 Tk, IEFRREE R E F—2MEH T £9, IKEv] & IKEV2
DEBLBHY, VILICHEAT S F o p v J—7 O FICHEF A —2RETHILENDH Y
i—a—o

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K



| EEroFLA2E8—T4R
IPsec 707 7 1 JLDENMN .

« IKEvl Z Al ] L72REEAN— A OFRFEICIT, A == —F THEHSND F T A FRA B
HRRETLOILENRDD £, VAR ZITOWTIL, tunnel-group 2 ¥ RTHRT A MR
AV NERETLDLENDHY EF, IKEV2TIE, A =V —F & LAR U F DM HFIZON
T, BWANCHITT B T A R EA > b tumnel-group =< > K CRET B LB D D E T

FIE

AT w71 [Configuration] > [Site-to-Site VPN] > [Advanced] > [ Psec Proposals (Transform Sets)] % 38R L
£7,

ATYT2 ¥Xa VT4 TV —a et 5720 IKEvI £7201XIKEV2 2R E L 7,
« IKEvl Z8ELE T,

a) [IKEvl IPsec Proposals (Transform Sets)] /S % /L C[Add] #7 U v 7 L7,
b) [SetName] # AL 7,

¢) [Tunnel] F=v 7Ry 7 AE, 774/ FOBROEEIZLET,

d) [ESP Encryption] 33 & U" [ESP Authentication] %8R L & 3,

o) [OK]Z2 U w2 LET.

«IKEV2 #iRE L E T,

a) [IKEv2 IPsec Proposals] /X% /L C[Add] 227 U v 7 LET,
b) [Name] & [Encryption] # A/ LE T,

¢) [Integrity Hash] Z &R L £,

d [OK] &2V v LET,

IPsec 7O 7 74 JLDIEN

IPsec 127 7 A VI, TDOBRIED IPsec 72 R—PILEILI N T AT H+—0 Yy A
WCHAINLEREX2 VT 7o ha BT AT XAREGEENLTCWHWET, ZRICLY ., 2
SOY A FEH VIIVPN E7 O T x o 7 R#HHRE S ADHERINFE T,

FIE

AT v 71 [Configuration] > [Site-to-Site VPN] > [Advanced] > [I Psec Proposals (Transform Sets)] % 4% L
e

ATw T2 [IPsecProfile] X% /L C[Add] Z#7 VY v 7 LET,
ATFvF3  [Name]ZIPsec 71 7 7 A V4 & AFILET,

AT w74 [IKE vl IPsec Proposal] & 7= (% [IKE v2 IPsec Proposal] {2, IPsec 7’12 7 7 A /LD DITHEKT 5
IKE vl IPsec 7' 2 AR —H /L F 721X IKE v2 IPsec 7' R AR —H /L& AJJLET, IKEvl h 7R
74 —2b Y FERILIKE2 IPsec 7 RAR—HF L ONTRZEINTE E7,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .



RErRRLA22—Tz4R |
. IPsec 707 7 4 JLDEM

ATFYTE VTl b RO —diga VAR AL L TCORBESE D MENH 5HA X, [Responder only]
Frv IRy I AeA A LET,

VII h U RNV D—UiZ VAR X L L TORIETDHLIICHRTETEET, LARVIZD
BB, PRV EITF—FERE AL A

IKEV2 AT AEE. EXa VT4 7V x2—a D574 744 LWIE. A=
T—Z{DWPsec 7R T 7 ANDTA TEAMEL YV RELEBEELET, 29T 52 LT,
A ==X TOEF R —FERNMEESN, FoRxLDT v RENMEZNET,

e =V —FADOF—FHERDBENBARHDELE. VAR XDHDE— REE1L T
SA DFENL Z AN T DB h, VAR ZDOHDEGDIPsec 7 A 7 X A MEZ BRI LT
RN &2 B & £,

ATvT6 ({T:7) [Enable security association lifetime] = v 7 Ry 7 A=A N2 LT, EX¥=2VT 4 7
Vixz—ya OO EFONS FBLIOHTADLET,

ATy T17 (fE&) [PFS Settings] = v 7 R v 7 A% A2 LT, &£HE7 Diffie-Hellman 7' /b— 7 % #&4R
LEd,

Perfect Forward Secrecy (PFS) 1%, WA b SN/-&ZMIZKI L, —BOE Yy v a v F—%EK
LEd, 2O—EDOty a2k, LT, BB kiEShEd, PFS%
RIETDIZIE, PFS & v v a v F—Z2 AT 2B 4% Diffie-Hellman % —3&H 7 /L =)
ALGFIRT HERHY £, F—EFHTLITY XLE, PsectFa T 47V —3
v (SA) F—ZAERLET, HI/N—FTIE, BR5V A XOMEBPEN S ET, AREHR
REWZEEX 2V 7 o Db I ET2, LBRRFRIAE < 72V £9°, Diffie-Hellman 7 /L —
I, MAOET T—HIELIXLERHY £,

THUCTED B —IRET NI Y X AOEENRHELINET, ASAIZZOT VI Y X A%EfE
LT, BEX—b oy va F—28HLET,

ATvT8 (f:E) [Enablesendingcertificate] 7= v 7 A" v 7 A% A 12 LT, VTI b > VD BRLGKE
AT 2EAELZERTDH FIR MRS @R L ET, LEIZS U T, [Chain] F= »
TRy I AEF AT LET,

ATFYT9 ZODIPsec 7R T 7ANDY N—=Z )b—h f V=7 a (RRD) 20T D5, [V
IN—=2Z)— A Pz v a AT T % (Enable Reverse Route Injection) | F = > 7 AR 7
A& A T LET,
RRI |, ASA #FATLCWAHEHAIXOSPF, EIGRP 2 EDX A F I v v—T 47 7 ua k
aNEFEITTENEN—FDN—T 4 T T—T N2 AT LET, TNLSOEAIT. UV E—
N VPN 7 54 7 > k%721 LAN-to-LAN & v 3 5 > @ RIP Z 3T+ 2 NEL—Z DL—T 4
YT T =T N EANLET, RRUTRE Tirbil, B St 4, RENELE - 13H
BRENDETEDEFIZRVET, ASAIX, VT A4 VT T—TNMIAZT 4 v 7 —+%H
BB L, OSPF 2L CENOLDNL— 2T T4 _X—F Ry T —7 7235/ —
A L ET, #EF/sE% (0.0.0.0/0.0.0.0) ZR#ERY hT—27 L LTHEET 2HE1T.
RRIZ A X —T I L7 NWTLIZSW, T 74N M— b EFERATH N T 7 40 v 71T LE
D

ATV TN [#A4FI>7 (Dynamic) | T =v IRy 7 A% AN LT, UNR—RA)b— R XA FI vV
N—hELTHRELET,
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il va—7z4zoEm [

ZFyFN [OK] %2V s LET,
AT w712 [IPsec Proposals (Transform Sets)] A A > /XK /LT [Apply]l %7 U v 7 LET,
AT w713 [Preview CLI Commands] # 1 7 12 7R > 7 AT, [Send] 7 U v LET,

VTl A V8 —2J x4 ADEN

HLUWVTIA v Z—7 = A Z%AERR LT VTL b U RV EZHESLT D121, ROFNEEZETLE
j—O

\}

CE)  T727T74T7RPIFNANANDOA—ZPMERATERNEEIT P2 a7 v 7 LIREBIC RO
W, IPSLA Z 324 L ¥ 9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guide] @ [Configure Static Route Tracking| #ZM L T 72 &0,

FIE

AT w71 [Configuration] > [Device Setup] > [I nterface Settings] > [Interfaces] DIEIZEIN L F 9,
AT w72 [Add] > [VTI Interface] DIEIZEIR L E 5, [Add VTIInterface] 7 1 > KU RFERINE T,
AT w73 [General] ¥ 7 CROFNEZEFATL E T,
a) VTIIDZASLET, #PHIZ 0~ 10413 TT, TK 10413 D VTI A > Z —7 = A A
R—hSET,
b) [Interface Name] Z AJJ L £ 7,
c) [ ¥ —7=xAADHNLE (Enable Interface) | F = v 7 Ry 7 ARA N2> TNDH T
LERERLET,
d) ["AE=%1V 7 (PathMonitoring) ] Fu v 7 X v U A )b [IPv4] £7213 [IPv6] &
BIRL, ET7DOIPT RLAZ AN LET,
e) [ZAL (Cost) 1Z AN LET, FEETE HHEPIL 1 ~ 65535 T,
A MI BEOVIIFITE 7 4 v 7 2AMSET 272D OBERIBM A RE L ET, &
HINSWEES RS EVEBRIAIZ 2D 7,
f) IP7 RLADRE :
[7 FLZ (Address) |47 arRE %22y LT, IPT RLRAESF TRy bv Y
ERELET,
EJ B
[7>F 3= (Unnumbered) (A7 v av R %7V 7 L, [IPTFr3—FK (IP
Unnumbered) | KRRy FH T YR RNLA U H—T oA AEEINLT, ZOIPT RLA

PEMLET, VAIDONA—T Ry I 0 F =T 2 ALY A o F—T = A A%
BT D2 LR TEET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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B v s—ozrz0Em

ATvT4

ATy TH
ATvT6
ATy 17

[FH (Advanced) ] % 7 CIROBIEEZFEIT L 7,

a) [Destination IP] IZ AJJ L&,

b) [EELA % —7 A A (Source Interface) ] Kz v 74
ToA v H—T oA AR L ET,

RErRRLA22—Tz4R |

DU ARMNE, b URIVEE

N=TNy I A B =T 2 AEIWEA =T = A EIRTDH LB TEET,

c) [IPsec’h VU > —i2k D b r/L%# (Tunnel Protection with IPsec Policy) ] 7 « —/L K C,

IPsec AN U > — &38R L £,

d) [Tunnel Protection with IPsec Profile] 77 4 —/L K C, IPsec 7 2 7 7 A L &R L £ T,
e) [Ensure the Enable Tunnel Mode IPv4 IPsec] &= v 7 7R v 7 A& A4 N LET,

[OK] %27V v 7 LET,
[Interfaces] /X% /LC [Applyl 227 U v 7 LET,

[Preview CLI Commands] % 4 7 2 7 7R > 27 AT, [Send| %27 UV v 7 LET,

FEHSNTEREDFHLAEND L FHLWVTINA FZ—T 24 ADY A MIERINET,
ZDOH LW VTI i, IPsec ¥ M VPN OERICHEA TE £97,

51
ASA & 1I0S T34 2D D VTIL kv /v (IKEV2 /) @

ASAL

crypto ikev2 policy 1

encryption aes-gcm-256

integrity null

group 21

prf sha512

lifetime seconds 86400

!

crypto ipsec ikev2 ipsec-proposal gcm256
protocol esp encryption aes-gcm-256
protocol esp integrity null

!

crypto ipsec profile asa-vti

set ikev2 ipsec-proposal gcm256

!

interface Tunnel 100

nameif vti

ip address 10.10.10.1 255.255.255.254
tunnel source interface [asa-source-nameif]
tunnel destination [router-ip-address]
tunnel mode ipsec ipv4

tunnel protection ipsec profile asa-vti

!

tunnel-group [router-ip-address] ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco

e
Fi}
=
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s4+zvovmava—7z4z20Emn |

ikev2 local-authentication pre-shared-key cisco
!

crypto ikev2 enable [asa-interface-name]

I0S O

!

crypto ikev2 proposal asa-vti

encryption aes-gem-256

prf sha512

group 21

!

crypto ikev2 policy asa-vti

match address local [router-ip-address]
proposal asa-vti

!

crypto ikev2 profile asa-vti

match identity remote address [asa-ip-address] 255.255.255.255
authentication local pre-share key cisco
authentication remote pre-share key cisco
no config-exchange request

!

crypto ipsec transform-set gcm256 esp-gecm 256
!

crypto ipsec profile asa-vti

set ikev2-profile asa-vti

set transform-set gcm256

!

interface tunnel 100

ip address 10.10.10.0 255.255.255.254
tunnel mode ipsec ipv4

tunnel source [router-interface]

tunnel destination [asa-ip-address]

tunnel protection ipsec profile asa-vti
!

BAFIVINTIA B2 —T 4 ADIENM

ATy 7 VILORAT > 7 b— M B 2123, ROFIREZTVET,

\}

CE) 7277472 AOL—=ZPMENTERNEEIT b xeT v 7 LISRBICRO T
B, IP SLA Z 324 L ¥ 9, http://www.cisco.com/go/asa-config @ [ASA General Operations
Configuration Guide] @ [Configure Static Route Tracking] ZZM L T 72& W,

1R BHHEIIZ
IPsec 7077 ANEPT T NRN—R AL EZ—T oA ANRRESNTNDHZ L 2R LE
j—O
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RErRLAVE—Tz4R |

B s rsvomars—ozqzmeEm

FIE

AT 71 [Configuration] > [Device Setup] > [I nterface Settings] > [Interfaces] DJIEIZEIR L 9,

ATw 72 [1BH (Add) ]>[DVTIA4 2 —T7 A4 X (DVTI Interface) | DIEIZEIN L £, [DVTIA
H—7 A ADEN (Add DVTI Interface) 17V 4 > RUNFRINET,

[General] % 7 CIROFNEAZ FEIT L E T,

ATvT3

ATvT4

ATy TH

a)

b)
¢)

d)

e)

DVTIIDZAALET, ZOIDIZIE1 — 10413 DIEEDEERETEET, T A D
CITHK 1024 DVTIA VZ—T = A ARV HR—hESNFET,

[Interface Name] 2 A1) L £77,

[7 77— FOFEZE (Enable Alert) 1 F = v 7Ry 7 ARF TR TWDZ LR LE
D

[IP7 > F 78—k (IPUnnumbered) | Ry X T U A RWhbA 2 —T = A A% 8RR
LET,

BT T L—ME, BIRLTA v X —T =2 ADIPT FLAZMA L £T, bk
fECIP T RLAELITEARDIP T RLAZBEHA L TCWAZ EE2MHER LTI, [EFED
WA A —T 2 AFETNIT A AR ESNTWVWDBAL—T RNy 7T R AZRINTE
iﬁqo

[ (Description) | 7 4 —/L RIZH A F I v 7 VII ORI Z AT LET,

[Advanced] # 7 C, IROFIEEZFATLET,

a)

b)

d)

[EEoEA v ¥ —7 A A (Source Interface) ] K v X7 A Mnh, b RIVEE
A =T 2 A AGBBRLET, /X —T A ADIP T KL AL, AR—7 D6k
IP7 RLRIZZRDET, VA RNPLEBRTELDIT, WA F—T oA AL VL—T Ry
I A —T A AT TT,

Mo RNVEETLIP 7 RUARRESNIZA VXA —T = A ADIHIS VPN B v g ER
2T ANDICE, [IPv6iR{EILT R ADEZRME (Enable IPv6 Source Address) | T = v 7
Ry JA%F N LET, ZOF T2 a EAMNILR2WGS, ASAIZTXTOA ¥ —
T2 ANHD VPN v a yEHREZIFANET,

Flo, BT 7 BAAL A —T oA AT, REINIZ N URVEEITLA U F—T = A A
OMTUZMA L ET, LFROA 7Y a v Z2HMNILRWEE, (BT 78X v 4 —T7 =
A AT, ASAM VPN B v a VEREZZITANDEE LA X —T7 = A A)H MTU %
AL E9,

[[Psec7' &2 7 7 A /WZ XD b R # (Tunnel Protection with IPsec Profile) | ke v 7° 4
T URARNS, IPsec 707 7 A VEBRIRLET,

[IPSec® bk o R/VE— RIPA— 3= LA DAZNE (Enable Tunnel Mode IP Overlay for IPSec) ]
F v IRy I A A AT L, [IPV4] £T2IL[IPV6] AT v a AR &R L C, IPSec k
YHINVE— REGIZLET,

[IPv6] % 7 TR DEAEEFAT L E T,

a)

[IPv67 KL AT ) /38— R (IPv6 Address Unnumbered) | ZRAZ %27 U v 7 L, U
A RINBIPV6 7 R L RAZRIRL E9,
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| EEr FLA0E8—T4R

wE Lo va—T 1 20ueEE ]

AT L — b - INTZTXRCOEBT 72 AL ¥ —T =4 A%, BILIPT K
VAZROZ LT £,
b) [OK]ZZ7 V> 7 LET,

ATv 76 [CLIZ~Y FOF L Ea— (PreviewCLICommands) | %A 702Ky 7 AT, T 7L —
Fhavy RERRTEET,

ATvFT [%F (Send) 1227V v 7 LET,

RDBERY

DT T— R E RN RNVT NI LET,
JL—7

FERIZ DWW T, Site-to-Site >R L F
(153 X—2) 2L TLTEE,

RERRILALABZ—T A4 ADBEEEFEFE

HeER

yy—
A

HEEEH

FAF Iy 7RI
FNA VB =T A A
DHR—F

9.19(1)

HAF I VIIEEHRL, FEFEHLT, NT T RAR—7 hARr P T/L— b
R=Z2DH A ME VPN ZRETEET, ¥4 F I v 7 VILIL, KEELREERT
TT v RAR—VBEHTOET OMRERAH I LET, NTOEBORAZT v

VTR E L —D XA F I v 7 VIICEE X H 2 LN TEE T, T OMRE AT
BT, FILOWAR—=Z ZTBNTE £,

HHR/ZAF SN - : [BXE (Configuration) ]>[T/8 2Dty 7w 7 (Device
Setup) |>[4 2 —T A4 ADEEFE (Interface Settings) | >[4 2 —T M4 R

(Interfaces) 1> [0 (Add) ]>[DVTIA >4 —T x4 X (DVTI Interface) ] > [5%
#8 (Advanced) ]

OSPF IPv4 5 L OV IPv6
DY A=k

9.19(1)

VTI #8H  OSPF IPv4 B3 X N IPv6 v—T7 ¢ 77 v harzdiR—hLET,

EIGRP O #74R— k

9.19(1)

VT O EIGRP IPvA B LN IPv6 —TF 4 > 77 haitzdR— s LET,

AT 4T RBIOS
AF I v 7 VTID/L—
TRy I A H—T =
A ZADHHR— b

9.19(1)

N—T Ny I A B—=Tx A A& VTIOFEEFELA LV F—T A AL LTRETEDH L
I FE LTz, FHHICERESINTZIP T RLAORDDIZ, V=T N T (L F—
TzAANPLIP T RVAZMEKT DY HR—FbBIMENE L, V»—T v
=T A AF, NRABEOTRIZKRILGET, A1 F—T oA ANRZT T LIz
BTNy I L H—T oA RAZEDETHNIP T FLAEMHEH L TTRT
DA HE—T 2 AT 7 BATEET,

HH/ZE R Sz : [BRXE (Configuration) 1> [T/8 XD+t 7 w7 (Device

Setup) >[4 32— x4 ADEE (Interface Settings) | >[4 Y2 —T A4 X
(Interfaces) 1> [VTIA > &2 —2J x4 AMDENM (Add VTI Interface) | > [F£HH
(Advanced) ]
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B merosxiso8—oq2088EEE

HaE

iy

yy—
S

HEEEHR

o—JiL kL ID
DOFR— k

9.17(1)

ASA %, ASA 7 NAT OFEHIHEED IPsec k> R/ %EFFH . Cisco Umbrella Secure
Internet Gateway (SIG) |Z#iC& 5L HI1CT 5D, —EOR—A/L h VD &4
R—=FLTWET, e—HVIDIE, TXTDO LR O7a—sL 1D TEZRL,
IKEV2 h RNV T EIC—EDID ZRET AT INET,

AL T 47 NTITD
[Pv6 DH 7R — b

9.16(1)

ASAE., R N RfNA B —T x4 A (VTI) OFRETIPV6 T RLAZHHR—KL
TWET,

VTI b RNVERTA V H—T = A ATIE, PRV RRA  FELTHATS
LR ETEDIPVO T RLAEZRETEET, P RAVEEILA F—T = A AT
BEDIPV6 T RLANRS LA, HEHTS27 L AZEETEET, fEELARWVY
Bl VAR RORIIO IPV6 7 — LT RLART 7 4L hCHEH SN ET,

F o RE— RIL, IPv4 £720XIPV6 DWT I TY, 7272l NV ET 7T 4
TIZTDHIZiE, VIITREESNTWDHIP T RLAZXA T ERICTHLIVLERH D F
T IPv6 7 R L AL, VTIOD h R VIRETCA V F—T = A AETE b o pvgideA
VH—T oA AZEYYTHENTEET,

FTRA AT 1024
HOVIIA X —7 =
A ADYH— K

9.16(1)

TR, AR ETE D VIT ORI, 100 H225 1024 Eizs#gm L £ Lz,

TT7 b T =N IR4EEBZ DA A —T 2 A AP R—F L TWAHAETH,
VTI DEUFED T T > N7 4 — L TREAIREZR VLAN OFUZHIE S ET, 72& %
X, ASA 5510 1% 100 > VLAN Z %7K — K LTWAH72d, b2 F80% 100 20 6%
ESNTWEA 2 —T = A ADBAEFI N HIZ 720 £,

BBV S Ll e L

VTI TDDHCP Y L —
P R— DY

9.14(1)

ASAVE, A V¥ —T7 A A%HHHiTHDHCP Y L—H—"—L LTCVTIA ¥ —7 =
AARAEHRETHZ EEAHRRICLET,

DHCP V L—IZ VTl A v Z =7 =2 A ZAZRETED LI ICTROBEmEAELESNLEL
7o

[Configuration] > [Device M anagement] > [DHCP] > [DHCP Relay] > [DHCP Relay
Interface Servers)
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wE Lo va—T 1 20ueEE ]

HaE

iy

IJ IJ_

HEEEHR

VTI T® IKEv2, FEH]
FEN—AEE, BLO
ACL OH¥AHR— |

9.8(1)

B A F—T =4 A (VTD) (%, BGP (F#) VTD) ZHHR—FT5L9IC
0 EL, A RTRY F— RN TRA TV T ¢ E— KT, IKEV2 %ff
HATExFET, IPsec 7077 A MIZ N TARRA Y MEFRETHZ EICLD, GEHIE
NR—=2ADRFEEFEHTCEET, Flo, ANMNT T4 0T 5T 4N E D TTD
access-group 2~ REMFH LT, VII ECr 27X VA MNE#EHT5Z2 &b TEE
R

RO T,
* L7,
[%%E (Configuration) ]>[# 4 FRIVPN (Siteto-SiteVPN) ]>[%# (Advanced) ]>

[IPsec7AR—HIL (FS2URTH+—L+tv k) (IPsecProposals(Transform Sets)) |>
[IPsecFO 774 JL (IPsecProfile) ]>[3&0 (Add) ]

FERHEAR—ZGRRED N T A MARA U FEBIRT LA 7> a v inEAIH

RN A B —
ZxzA A (VII) O
A—k

9.7.(1)

ASA DS, A b R A B —T =2 A A (VTI) EFEENDH LWGREEA v ¥ —7 =
A AL > TifbENE Lz, VINIET ~D VPN b R RT -0 ESNE
T, ZAUL. P U R OB SN T\ IPsec 71 7 7 A NV EFIH Lz L —
F R=ZD VPN ZH R —FLEd, VIIZHEATDZZLI2L0, B S~y 7D
TI7HAVAREBRELTA LV H—T 2RI B TTHIENREIZRD F
R

ROBEAEASHLE LT,

[%%E (Configuration) ]>[#4 FREIVPN (Siteto-SiteVPN) ]>[5#8 (Advanced) ]>
[IPsecFAR—H)L (RS VR TH+—Ltv k) (IPsecProposals(Transform Sets)) ]>
[IPsec¥B 7 7 4 )L (IPsec Profile) ]

[%E (Configuration) ]>[H4 rEVPN (Siteto-SiteVPN) ]>[&# (Advanced) ]>
[IPsec7AKR—IL (kS 2RT+—Ltv k) (IPsecProposals(Transform Sets)) ]>
[IPsecyB 7 74 )L (IPsec Profile) 1> [:BA0 (Add) ]1>[IPsecO 7 7 A JLDIENN

(Add IPsec Profile) ]

[&%%E (Configuration) |>[T/Nf XDty b7 v 7 (DeviceSetup) >[4 v4—7T
4 ZADEE (InterfaceSettings) >[4 2 —7 A4 R (Interfaces) 1>[Bh0 (Add) 1>
[VTI4 2 —T 4 X (VTI Interface) ]

[E%XE (Configuration) |>[T/8/ XD+t v 7 v 7 (DeviceSetup) >[4 4% —T =
A ADEZE (InterfaceSettings) >[4 2 —7 4 X (Interfaces) 1>[BAN (Add) ]>
[VTIA4 32— 4R (VT Interface) ]1>[£#% (General) ]

[E%E (Configuration) |>[T/\f ADt v b7 v 7 (DeviceSetup) >[4 4% —T =
A ADEEKE (InterfaceSettings) >[4 22— 4 X (Interfaces) 1>[BAN (Add) ]>
[VTIA 52— 4R (VTl Interface) ]>[5¥# (Advanced) ]
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VPN )45V E8 AAA H—/N\—DERE

« SN AAA H— =2 T (279 =)

« SN AAA H—R—%AEHT DO TA KT A4 (280 ~—2)

« EHGEHERGEORE (280 =X—)

* Active Directory/LDAP VPN U &— | 7 7 £ ZAFFa[Ofi| (281 ~—)

SER AAA H—/N\—[ZD(\T

Z D ASA X, #MT O LDAP., RADIUS., TACACS+ W — _"—Zffif LT, ASA DFREE, &7,

THOT 47 (AAA) ZHHR— b THLIICRETEET, IMNBAAA F— 1 —1F, RE
SINTT 7R LR AEA L ET, MR — =2 T 5 L DI ASA R ET DA
2. Y2 ASAFFRIBIME AR E L COMTAAA Y —R—%2 B E L. TNUHORMEOY 71 v b

MORFEDT 7 AFF A 2l 2 O —H —|ZEHI 0 Y THRLERDH Y 7,

HAIEHEDOR) O—EROEE
ASA X, a2—V =R EM (2—V—HER LT — =R E LN 5) % VPN #51c
BWHT AN DD FEEZYR—F L TWET, ASAZEEL T, ROWVTND/L
bt hoa—V—EhEErIfE T ET,

cASADEAFI v T EARNY T — (DAP)

« 4158 RADIUS F 721 LDAP #2FER L O] — 3 — (B X OF D))

e ASA DT N—T R I—
ASANTRTCO Y —ANLEMNEZZET L L. b oEMEFHMI S TEN S, 2—F—
AU o—ICEAINET, BEOR TEZEN D 5546, DAP BIENEILINET,

ASA IFRDNEF CEMZ#EA L £,

1. ASA E®ODAPJEME : X—T 2 8.0Q) TEASNTZZOEMET, Mo EOREMELD L#E
TENFET, DAPNTT v/ ~—27 F£/FXURL U A R &R ELEZHAIL. Zv—7 R
V—TEREINTNWDS T v/ ~—7URL Y A ML bEEINET,
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VPN D588 ARA H—\—0EE |

B ssans——2ERT2BOHA FSA

2. AAA'H‘%/\%J:@:L%'B‘%ETi : :L“"]j‘ pmn mu T7§ Ekyjj—é CE ‘B‘%/\“‘Z))E" O)E
ERRINET, ZHL6DOBMAE. ASA DT —H /L AAA T —F X— 2 T4 D2 —F —
ICHRESNTWBENE (ASDM O2—H— T A b)) EREILARANVEIICLTLEE
A%

3. ASATCREINTWVWBZNL—T R ¥ — : RADIUS Y — "— 5 2 —%—|Z% L TRADIUS
CLASS J& £ IETF-Class-25 (OU=group-policy) OB IR 723545, ASAIZE D2 —H—
ZRICARIO V=R —IZREL, ZTOIN—T R —DREMED S B, P—r—
MHRS NN D& LET,

LDAP ¥ —R—TiL, fLFEDOBEBU L ZHERA L Ty a v DI NV—TF R) o —%RETE
F9. ASA RITEEINT- LDAP Bt~ v 712X - T, LDAP B2 Cisco J@ 1
IETF-Radius-Class |Z~ v B> 7 & E 1,

4, i Ta 7740 (CLITIE Thoxn Z0—7) IR ET) ICk-oTEIV Y THA
T2 N—T R — BT 0 T 7 A VT, R OFERRENEG ENTWDHIEN, REE
A=Y —IZ#EHEINDT 74NV DT N—T R o—NEFENTWET, ASA T8
HLTWETRTCO2—Y =T, BN DT NV—TIZFBLET, 2O/ N—7 T,
DAP, H—N"—Mnbi RSN a2 —F—E, 2—F—ZEV LY TonNTWnDH I L—T K

ZixeWEEnRit s E T,

5. ASA CEIW Y CToHbni=T 74NV DI )NV—7 K — (DtGrpPolicy) : ¥ AT LADT
7 3V NEPEX, DAP, a—H—@E, I —7 R o—, HET e 7 7 A LV TRELT
WAHIEA SR L E 7,

5 ER AAA H—N\—F AT EEDHA K514

ERGLEAE

ASA IZ, BED ID Tid/e < B4 I E ST LDAP B4 /A L4, RADIUS B, 4
A CIEAa< BB ID Ik CGEAsnET,

ASDM /X— 3 7.0 D LDAP B 121X, ¢VPN3000 7'V 7 v 7 ANEENTWEJ, ASDM
N—T g T1UBETIE., 207V 7 0 v 7 AFHIBRESATHET,

LDAP J&:i%. RADIUS DE(ZFH STV 5 RADIUS BEDY 7€~ F T,

SHE Y —]
=Ry IE 0) IZIXI:E
t%;77§47yb$L7§47bembn»&mmﬁ&?%?ykfmk:w%ﬁ%
LT, Byvar I ICEEORGEERIECED OV E Lz, m&2E, vV iERE

DREITTEPEFED CA & —HT D2 ETT N, ANRENLTBEINTZTAAA ATHDHZ &%
R TEET,

BRGENITA 7 S a VAT B L | FEII 8 U~ & & ot — 7 OO R TR RE A A
BIZ/ 0 £, ZOAT Y3 BRI, B TR S OBOEYHRIE LT 2 &
WTEE A,

. ASDM 7y - 3 : Cisco Secure Firewall ASA &'/) —XVPNASDM 720> 74 XalL—>a> HA K



| VPN D488 AAA H—R—DEE
Active Directory/LDAP VPN ) E— k 7 ¥ £ REFa] Dl .

\)

GE) EHEOEAEZRGECIE~ Y Ve E L 2 — P = E (FE32 20—V —FEHE) B0 E
ThoHied, ZOMEETIZ ¥% 272 74 7 b Start Before Logon (SBL) i T& £+
/\Jo

mm

A—PF—ZDHEFAN T 4 —/L R TlE, 2OHD (:L*"*JLL‘) SERHED 7 ¢ — L RAfiEAT L,
AAA B L UGFIAEZRGERE OB CLIBED AAAFRFEICERT5 2 &3 TxFEd, 7T A4~V
LB ) DO SGFOFEMANOZ—F—41X, W7 ITAT 2 MPbRELIZ22HD (22—
P—) FEAENLREINE T,

9.14(1) LARE, ASA Ti, BEGEAERGEZHE L, Bl 72I3dFalic e — Y —Z OFRIA T
F7va VEMHT AGAIC. 774’7)&—*7L %ki@kﬁ/&)i—%—%%ﬂi%ﬁ“é
FEAEAZEETEET, IOV TIX, BXaT7 279470 MER T v 7 7 AV, RiEENE
(126 *—v) WL TIIZIV,

%Eéﬁnﬂ:‘% EA}EHET i 2’)@nﬂ£%£ﬁ)ubuméhi‘a— 77/])7/ }‘75 ’5 'f;:u LT_ZOEOD (:l‘—‘
P—) FEHEIT, FRIANB L OGEHER RO 22— —H DT T4~V BLIPEH F ) 22—
P—RI K DT RS CT,

SAML |2 & 5 HBGEHERE bR ETE £7,

BEGEHEGETIL, £ OEFRITEREET 2 72O SN ZFEED 7 4 — /L RIZHES W
TARY /"&Eé’?? I EMTEET, %Ei&nﬁfﬁ HEIGEHIZ 2 94TV FhbEfE LT —
P—B L~ U OFEHFIIDAP IZr— REh, GEAED 7 4 —/L RIZESWTRY v —%
WETDHIENTEET, BEHAAITE2HFTELITERT 2L — 1 %5 TET% LHEITHEAT
Ry T8 ARY— (DAP) MM L CHEEGEAERIEABMT 5121%, [TASA VPN
ASDM Configuration Guidel] D)7V UV —A D [Add Mult|pIeCert|f|cateAuthent|cationto DAP|
LU TLTEEN,

Active Directory/LDAPVPN ') E— & 7 & X a[ D45

Z OIATIL, Microsoft Active Directory h—/S—%Z i H L TV % ASA Tiliikds K ORI %
TLHODOFEOFZRLET, ST 2HAITROEBY TT,

e 2 —HF— R—2DBHEORY > —uEH (282 2X—)

e
i}

X 2TIITAT U N PRIV DAZT 4y 7 IPT RLAEID Y TOwEM (283 ~—)
c BAYNA CHFAELIIEET 7 ADHA (285 <—)

e 1 A W & Time-of-Day /b —/L DA (287 ~=—3)

Z DA DR ERFNZ DUV TIE, Cisco.com (ZHDHIKRDT 7 =J1)v ) — FEBRLTITZE 0,
+ [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration Example ]

+ [PIX/ASA 8.0: Use LDAP Authentication to Assign a Group Policy at Login]
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VPN D588 ARA H—\—0EE |

B =+ ~—zomtorys—am

A—H—RN—XDEEDRY) L —EA

ZOBITIE, 22—V =T OGN — & FKR LT, HEHEDO LDAP B ZBEM O X —[Ef
BN (VSA) 1o~y B 745 5EE 1 DL ED LDAP @M% 1 DLl Ed Cisco LDAP J@ 12
v BT TEHEERLET, IPsec VPN 7 T A 72 " REFXF 2T 77347 ek, Eo
Bt A A T bl S ET,

AD LDAP #—/3— T

BRE SN a—Y—IZfli 5 N — % H 7T 512X, [General] # 7 D

[Office] 7 4 —/V REFEHLTANFT—FTFAMEASILET, ZO7 14— FTIL,
physicalDeliveryOfficeName &\ 9 £ ili D @AM L £ 9, ASA T, physicalDeliveryOfficeName
% Cisco J&: Bannerl |2~ v B 7T @M~ v 72/ER L £ T,

FRAERF, ASA [ W —/ 3= physicalDeliveryOfficeName Ol & Hifs: L., & D% Cisco B
Bannerl |IZv v B 7 L Ca—H =l F—Z2FK R LET,

FIE

AT TN a—W—Z%427 1V 27 LT, [Properties] ¥ 1 7 12 7R > 7 AD [General] ¥ 7 % B &, AD/LDAP
J&ME physicalDeliveryOfficeName % {# 19~ % [Office] 7 4 —/L NI/ — TF A &2 AN L F

j—O

Userl Properties llﬂ

£# Aclive Direclory Users and Computers T

|5 Ble action  Yew MWindow Heb

e B@E e XEFIB R 00 EY

[+ Saved Gueries
=9 democisco.com
B Buitin
e ,__I Computers
[ Domain Controllers
B[] ForeigriSecurityPrincpals
2 Users

B

=) Active Dicectory Lisers and Computer | Users 31 objaces

TerminalServicss Profle | ©OM+ | Exchange Ganeral
E-malAddiesses | ExchangeFeatwes |  Ewchange Advanced
Member OF | Digkin | Erwiorment | Sessiors | Femote contiol
Genersl | Addecs | Account | Fiofle | Telephones | Diganization

6

Eirst name; iLlseﬂ Initls; |

rd

Last nars: |

Digplay name: [Uzart

Description: |
Office: |"Weicome to LDAP'] .*_

Telephone rumber. | Dithe..
Exfal [

Wab page: | Othes...

[ ok | coced | doob | W |

‘Mame | Type
DnslipdatePr... Security Grol
Domain Admins  Security Grou

ﬁonmain Com..., Security Grou

m[)nmain Cont... Securiby Grou
Domain Guests  Sacurity Grou
Diomain Users Security Grou
Enterprise A...  Security Grou

!ﬁExchanue Do... Security Grow

mExchangs En... Security Groug
Group Policy ... Security Grou
Guest User
HelpServices.,.  Security Grou

s wes Security Grou

£ 1wze_FoC User

€ IWaAM_PDC  User
Marketing Securiby Grou
RAS and A5 .., Security Grou
Sales Security 5rou

€5 schema fdmns  Security Grou

fysuPPORT 38.., User

mTulnutChnls Securiby & o

7 Usert User

EHWINS Users  Security Group ..,

ATw T2 ASA TLDAP B~ 72/ERK L E7,

Members who have visw-,., 4
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ATvT3

ATy T4

t£21T7H54F b brrLORET v 7 ELREYEToER [

Banner &\ 95 < v 7 & ERL L, AD/LDAP J&1: physicalDeliveryOfficeName % Cisco J&": Bannerl
vy B 7 LET,

hostname (config) # ldap attribute-map Banner
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Bannerl

LDAP Bt~ v 7% AAA B — — | BEfT T £,

AAA H—3— 7‘/1/“‘70MS_LDAP DFEARI01TI2DAAA Y —N—FKA a7 ¥ 21—
vay ®— K&t L. LIRifER L7z @it~ ~ 7 Banner % BSEfH T £97,

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map Banner

NF—OuHAET AN LET,

TX12T7I034F7 0 FUORILDREZT A7 IPT7 FLAREIY AT

D& A

ATy I

ZOBIE, TPsec 7 7 A T2 RSSLVPN Y A T 2 "R ED TV N RV 7 T4 T 2 M
AEnxd,

ABT 47 ¥XaT IIAT N AEZT 4y 7 IPEIDYTEHEATHITE, BEX2T7 27
AT ha—HF—Webl ZAXT 4 v 7 IPT RLAEZZETHEICHELT, £OT KL
A% ADLDAP $—_"—0D [# A ¥/ A (Dialin) | X T D[AXT 4 v I7IPT RLADEID Y
T (Assign Static IP Address) ] 7 « —/V K (Z® 7 ¢ —/L KT msRADIUSFramedIPAddress J&:
DEHAEND) ITATIL, ZOEM% Cisco B IETF-Radius-Framed-IP-Address |2+ & £ 7
T~y T EERLE T,

SREERRIC . ASA 1LY —/3—73 5 msRADIUSFramedIPAddress OfE 2 B L. # OfE % Cisco J&
1 IETF-Radius-Framed-IP-Address (2~ > B> 7 LT, Userl ICAXT 4 v 7T RLAZELFE
7,

FIE

a—YP—H &7 Y v LT, [Properties] ¥ A 7 1 7R v 7 A0 [Dial-in] ¥ 7 Z B &, [Assign
Static IP Address] 7= v 7 Ry 7 A& 42 LT, 10.1.12 EWHIPT RLAEZ AN LET,

ASDM 7 % 3 : Cisco Secure Firewall ASA &) —XVPNASDM 720> 7 4 XalL—>a>r HA K .
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B 52795470 botL0REF 09 P7 RLREIY L TOER

ATy T2

ATvT3

ATv74

£ asctre User 2]

ﬂ Administrator Lser - -
EECBIT Publishers — Temminal Services Profle I COM+ I Exchange General
mDHCF Belrniristrators Secul E-mail Addresses [ Exchange Features [ Exchange Advanced
DHCP Usars Secy  Beneral | Address | Account | Profile | Telephones | Diganization
DrisAdrins Secu  MemberOf  DisHn | Enviorment | Sessions | Remote contiol
Fid Dnstodatepraxy 52Ul Remote Access Pemmission [Diakin or WPN) .
thmain Bdriiins Secul
Domain Computers Secul " Allow access
Domain Controlers Secul " Deny access
ﬁDumain Guests Secul : et
Domain Lisars sl % [Contiol access thiough Femote Access Policy
Enterprise Admins Secul :
Exchange Domain Servers Secul L Weriy Cafler-D: I
Exchange Enterprise Servers Secu [ Callback Options
Group Policy Creator Owners Secul = Na Callback

Tt i ™ Set by Caller [Routing and Remote Access Service only)

BEHMHEE0a5E

Group2 Secul
Guest User  Always Callback toc |
HelpSeryicesGroup SECUl
I15_WPG Secu W Assign a Stalic IP Addiess [T
£} 1usk_POC Lser ;
3 1wam_PDC User |1 Appb Static Foutes
EM’“H““ Secu | Define routes to ensble for this Diskin
RAS and 1AS Servers Secul connection.
EESdes Secul
ESthema Adrnins Secul
SUPPORT_366945a0 User ITI Cancel R s |
mTei'letChents Secul -
ﬂ Useri User
E VPN _LUser _Group Liser ‘Welcome LDAP WPH_Liser, ..
£ web1 Liser
[ﬁwm Usiers Security Group ... Members who have view-...

MIZRT LDAP 2> 7 4 Xal—v g D@t~y 75 ER LET,
[Static Address] 7 « —/L KT &2 AD JE1: msRADIUSFramedIPAddress % Cisco J& '
IETF-Radius-Framed-IP-Address IZ~ v ¥ 7 L £,

hostname (config) # ldap attribute-map static_address
hostname (config-ldap-attribute-map) # map-name msRADIUSFramedIPAddress
IETF-Radius-Framed-IP-Address

LDAP @M~ v 7% AAA Y — " — T £ 7,
AAA H—/N— 7 L—7 MS_LDAP O A K 10.1.1.2 IZk L TAAA #—/S— KAk a7 ¢
Falb—rarE—FEMAL, 1B LTZRIME~ v 7 static_address % BEAT 1T £ 7,

hostname (config) # aaa-server MS LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map static_address

vpn-address-assignment =~ > RIS AAA ZFEET D K I ITRESNTWDHINE I 0 a R T 5
72D, a7 4 X2l —a Dl EERLET,

. ASDM 7% 3 : Cisco Secure Firewall ASA 1) —XVPNASDM720 0> 7 4 X¥aL— 3> HA K

330373



| VPN D488 AAA H—R—DEE

ATy TH

ATvT6

g4 x4 vaEtiEE7 o 20EA |

hostname (config) # show run all vpn-addr-assign
vpn-addr-assign aaa << Make sure this is configured >>
no vpn-addr-assign dhcp

vpn-addr-assign local

hostname (config) #

ASA & BXaT 74T h EORESEAMNLLET, F—"—TRESN., ASAIZw vy
TENTZIPT RV AREZZ—Y—RNZETHI LR LET,

show vpn-sessiondb svc =~ RZEH LTy a v oiffiaRrL, BI04 Tonizr K
VAEMEERLET,

hostname# show vpn-sessiondb svc

Session Type: SVC

Username : webl Index ¢ 31

Assigned IP : 10.1.1.2 Public IP : 10.86.181.70
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAL

Bytes Tx : 304140 Bytes Rx : 470506

Group Policy : VPN User Group Tunnel Group : Groupl TunnelGroup
Login Time : 11:13:05 UTC Tue Aug 28 2007

Duration : Oh:01lm:48s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

FANILA VHERIFIFEE TV £ ADERA

ZOBITIE, =Pl Lo THAIIND bRV 7 7a harzEET 5 LDAPEME~ v
7' a2 B LE T, [Dialin] ¥ 7 OFFR] T 7 B A LESRT 7B AOFE % Cisco @M
Tunneling-Protocol {2~ > B> 7 LET, ZOREMEITIKROE Yy M~y FflE2Y R —FLET,

[ foxyrd Jobkan

1 PPTP

2 L2TP

4 IPsec (IKEvl)

8 L2TP/IPsec

16 7747 L ASSL

32 SSLZ AT v h:8¥aT 7 T47T b £I2I1XSSLVPN 7
747k

64 IPsec (IKEv2)

" (1) IPsec & L2TP over IPsec IZ[AIFFICIZH H— F SHEXA, 2O, [E4 & 8 13H

A E 720 £,
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B s vrromasrrEsT o 20ER

1) w1 EBE,

ZoBEMEEMH LT, 71 k210 [Allow Access] (TRUE) % 721% [Deny Access] (FALSE)
DEMEEER L, 22—V —NT 7 B2 EFFAIND HEEZEHALET,

BAXNA HFRT 7 AEIHES T 7  A0@EMAICET 2 omofliconTik, 77 =
J1/v 7 — K [ASA/PIX: Mapping VPN Clients to VPN Group Policies Through LDAP Configuration
Example] ZZH L T 7230,

FIE

ATy TN 22— —% %427 Y v 27 LT, [Properties] ¥+ 7 177K AD [Dial-in] ¥ 7 %, [Allow
Access| A7 v a v REVE 7 Vw7 LET,

20

Teminal Services Profile I COM+ l Exchange General
E-mail Addresses I Exchange Features | Exchange Advanced
General | Address | Account f Profile ] Telephones | Organization
Member Of  Diakin | Enviorment | Sessions | Remote control

~ ARemote Access Permigsion [Diakin or WYPN]

% allow access

" Deny access

L= TS SR

" Control access through Remote Access Policy

[ Werify CallerD:
—Callback Options
& NoLCallback

" Set by Caller [Routing and Remote Access Service only]
" Always Calback to: |

I~ Assign a Static IP Address | _
1~ Apply Static Routes .

Define routes to enable for this Dial-in

Static Houtes .. |

connection.
GE) [Control access through the Remote Access Policy] 47" 3 » #i® IR L 7=85613. ¥ —
N=PHAEASE ST, I S D HERRIL ASA ONER 7 V—7 R Y o —REICE
DSWTHRESNET,

ATFYT2 IPsec & BxXaT 77T b DWW GO EZHFT DT, 77472 h L ASSLEi %
ST 2B~y 72 ER L7,

. ASDM 7% 3 : Cisco Secure Firewall ASA 1) —XVPNASDM720 0> 7 4 X¥aL— 3> HA K
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| VPN D488 AAA H—R—DEE

ATvT3

ATv74

0474 2 B8 & Time-of-Day JL— )L D& .

a) ~ 7 tunneling protocols Z1Ek L 97,

hostname (config) # ldap attribute-map tunneling protocols

b) [Allow Access] i% & T 415 AD J& M msNPAllowDialin % Cisco J&4 Tunneling-Protocols
W~ 7 LET,

hostname (config-ldap-attribute-map) # map-name msNPAllowDialin Tunneling-Protocols

) ¥y EAZBMLET,

hostname (config-ldap-attribute-map) # map-value msNPAllowDialin FALSE 48
hostname (config-ldap-attribute-map) # map-value msNPAllowDialin TRUE 4

LDAP Bt~ v 7% AAA H— —CBEfHT £,

a) AAAY—/"— 7 )L—7MS LDAP CH A 10.1.12 D AAAY—/R— KA F a7 ¥z
L—yay E— RERBLET,
hostname (config) # aaa-server MS LDAP host 10.1.1.2

b) fERK L7-J&M:~ v 7 tunneling_protocols % BEHfH i) £ 7,
hostname (config-aaa-server-host) # ldap-attribute-map tunneling protocols

B~y TINRE LT EBVITHEET D2 L AR LET,

TT7A4AT v MUVASSLEEA L TR AZRA T T, 22— —I20F, T I TORWEERE A D
S RPN EEHRORMOFIRN THAL Z LN @IMmEINET, IPsec 7 747 v FOBEGILRI L £
T, ZhiE, B~y o TIPsec i bRk 7 7Fa halRlHFEaEns=d T4,

04 # > B & Time-of-Day JL— /LD E A

&

WOBITIE, 7747 FLUASSL 2—%— (J2E 2IZTEP R AR =R F—) [TFxy hT—
T~DT 7B AR THRRE AR EL CHEAT D HFiEERLET,

AD Y—/3— EC, [Office] 7 4 —/V REHFEHL T/ X— M —DLFIZANLET, ZO7 14—
Jb RCIE, physicalDeliveryOfficeName JEM:AMEH S E T, RIZ, ASA TR~ v 72 1FAk
L. ZDJEM% Cisco JBYE Access-Hours (2~ v B> 7 LET, FBAERFIZ, ASA X
physicalDeliveryOfficeName DAE % HfS L C Access-Hours {[Z¥ v B> 7 LET,

FIE

L—HF— %@ LT, [Properties] #4727 U v 7 L. [General] ¥ 7 %% £7,
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B oo mra e Time-of-Day L—L0iEF

2 Active Di [ =101 %
e T Rt
|<h Bie  pction  Wiew Window Hel | | | | - |
| g p— 1 Member Of Dialin Ervironmeant Season: Remabe control R |
= i | #
= |EE|£ " X & ‘El@lbmh? Temnal Services Frohle | COM« Exchange Genaral
qﬁ .flftru'e Directory Lsers and Compuber | Users 33 obijects E-mail Addiezses Exchange Features E=change Advanced
= (] Soved Queries N Genersl | Addess | Accourt | Profle | Telsphenes | Diganization 5|
= iﬁi m’i:’"zm Dioenin Adming
)l i
Bi- (3 Computsts Dtrnn!n Computers g Lzer]
- 2 Domain Controlers
H-(=2] Deomain Cantrallers o i SLses
[#- 1 ForsignSecuricyPrincipals B
2 Domain Users Eust name: [Usent Inkials: [
Entuprise»‘\d'rlns
€T Exchange Doman Servers Last name: |
mEx:hanua Enterprise Sarvers
€71 Group Policy Creator Owners Digplay name: [Usen
Guest D 1
HedpSa ricesaroup |
s wes Difics: [Paner
£ sk _poC
£ twam_poc
€TIRAs ard 185 Servers Telephone number. | Othet
mSchema Adimins
SUPPORT_38E945aD E-mai: JUml'l@dEmn:i::n.:nm
TelnetChents
e Wieh page: | O |
E users
E WPH_User _Group
£ web1
q | 3 €W users T Barly I “e | =

ATv T2 B~y TEERLET,
JEME~ ~ 7 access_hours Z {ERK L, [Office] 7+ —/V R CHH S5 AD B
physicalDeliveryOfficeName % Cisco J&E Access-Hours (2~ > B> 7 L ET,

hostname (config)# ldap attribute-map access_hours
hostname (config-ldap-attribute-map) # map-name physicalDeliveryOfficeName Access-Hours

ATFv T3 LDAP Bt~ v 7% AAA Y— " —|ZBEfAHT £ 97,

AAA H—/N— Z)L—T" MS LDAP DR A K 10.1.1.2 12X LT AAA Y —_—FAf a7 ¢
Fal—arE—RNERHBL, (ERLTEM%E~ >~ 7 access hours & B £ 7,

hostname (config) # aaa-server MS_LDAP host 10.1.1.2
hostname (config-aaa-server-host) # ldap-attribute-map access_hours

ATy T4 BAEIT Y — S —CFF Al SRR A2 ROE L 37,
N—= b= T 7 v AR 2 A H D&M H OFRT 9 KBRS RFICREL £

hostname (config) # time-range Partner
hostname (config-time-range) # periodic weekdays 09:00 to 17:00

ASDM J'v ¥ 3 : Cisco Secure Firewall ASA /) —X VPNASDM7.20 3> 7 4 ¥alL—>3 v HA K
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